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1: Getting Started

This guide describes how to use the Webroot® Internet Security Complete software. This
integrated suite delivers complete protection against viruses, spyware, hackers, spam, and other
online threats. Multi-layered identity protection encrypts your passwords and private information
so you can shop and bank safely. A unique online account enables you to securely access your
passwords, personal files, and photos.

To get started using the Webroot software, see the following topics:
*  “Creating a Webroot account” on page 2
*  “Signing in to your Webroot account” on page 4
*  “Using the main interface” on page 5
*  “Using the Webroot system tray menu” on page 7
*  “Viewing protection status” on page 8
*  “Responding to alerts” on page 9
+  “Responding to notifications” on page 11
+  “Using My Webroot” on page 12

*  “Using the Webroot toolbar in your browser” on page 14
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Creating a Webroot account

Your Webroot account includes your software license status and provides access to certain tasks,
such as upgrading your software and installing it on another computer (if you purchased a multi-
user license). The account is available online through My Webroot, which is your personalized
Web site available 24 hours a day, every day of the year. You must create an account to access
functions for the Sync and Sharing Manager and the Password Manager.

To create a Webroot account:

1.
2.

Make sure you are connected to the Internet.

Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

From the taskbar at bottom of the Home panel, click My Account.

Wi ounth| Settings Support Notifications

The My Account panel opens and shows your keycode, version number, and other
information about your subscription.

Click the Manage My Account button at the bottom of the panel.

My software:

Product name Installed on Expires

Webrool Antivirus with SpySweeper| JGALLAGH-DEZF Jul 27, 2010

| Manage My Account [:i‘

If you have not previously created an account, an account creation dialog opens, as shown
in the following example. (If you have previously created an account, the My Webroot site
opens in a browser and you do not need to follow these instructions.)
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My Account creation

To use this feature, you need to create a Webroot My Account. With My
Account, you will be able to manage your account information, passwords and
stored files. Click Create Account to begin

Step 1: Create your account

< | Provide some basic information that will identify your account

Step 2: Verify your email

| Check your email for a message from Webroot confirming the account.

Step 3: Activate your account

| Follow the link in the email and sign in to your account.

Create account il do this later

5. Click the Create account button and follow the on-screen instructions.

Note

The Webroot software blocks certain terms in user names, such as obscene words.
If you use a term on our “blocked” list, your account creation may be rejected. If
you experience problems creating an account, contact Webroot Support.

When you complete the account creation process, your account information is provided
online through My Webroot, which is your personalized Web site available 24 hours a day,
every day of the year.

6. To access My Webroot, you can click the Manage My Account button again. You can
also open a Web browser and enter https://www.webroot.com/mywebroot in the address
bar. When the Sign In dialog opens, enter your user name and password.

Note

If you did not complete all the steps above or if you did not enter a valid email
address, account creation will fail. If this happens, you can complete the process by
following steps 1-4 above. When a dialog opens that says your account has not
been activated, click the Activate account button and follow the on-screen
instructions that open in your Web browser.
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Signing in to your Webroot account

You can log in to your Webroot account to access software license information and perform
certain tasks, such as upgrading your software and installing it on another computer (if you
purchased a multi-user license). The account is available online 24 hours a day, every day of the
year from My Webroot (see “Using My Webroot” on page 12).

You must sign in to your account to access functions for the Sync and Sharing Manager and the
Password Manager. If you have not yet created an account, see “Creating a Webroot account” on
page 2.

To sign in to your Webroot account:

1. Right-click the Webroot icon @ in the system tray and click Sign In from the pop-up
menu.

Sign In [

Cloze

The Sign In dialog opens.
T webroot

Sign In

User name (email addrass)

2. Enter your user name (your email address) and password, then click the Sign In button.

You can now access your online account (see “Using My Webroot” on page 12).

o Note

If you cannot remember your account password, click Forgot Your Password?. In
the dialog that opens, enter your email address and click Send Email. Webroot
sends a message to your email address with instructions for resetting your
password.
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Using the main interface

If you want to check on system status or change some settings, you can open the Webroot
software’s main interface by doing either of the following:

+  Double-click the Webroot icon @ in the system tray. The system tray is located in the
lower right corner of your computer screen desktop.

*  Open the Windows Start menu, click All Programs (or Programs), click Webroot, then
click the name of your Webroot software version.

*  Double-click the Webroot icon on your Windows desktop:

The main interface opens and displays the Home panel, which provides access to all functions and
notifications for the Webroot software.

T webroot Internet Security Complete

You are protected.  See how €

|\

[ & €2 (7]
PC Security Sync & Sharing System Cleaner Identity & Privacy
r‘-“] 4 & e
@ LEI) 3\ -~
Scan now Manage files Clean system Manage now

» Actess anything you need on-the.go

Add up 1o 100GE
L.J"'HI Gat extra online slorage space for all your photos, music and files o

My Account Settings Support Matifications

Home panel

Status color Green: Your computer is secure.
(green, yellow, orred)  Yellow: A message requires your attention.
Red: A critical item requires your intervention.

See how button Opens another panel that shows a status of your computer’s security.
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Home panel (continued)

PC Security

When you point your mouse to PC Security, the Edit settings button
appears. Click this button to change scanning options, change shield
settings, manage quarantined items, and manage firewall settings. For
more information, see Chapter 2, “Security Scans” on page 15; Chapter
3, “Quarantine” on page 25; Chapter 4, “Shields” on page 31; and
Chapter 5, “Firewall” on page 41.

When you click Scan now, the program launches a system scan for
malware. See “Scanning for threats” on page 16.

Sync & Sharing

When you click Manage files, another panel opens where you can
access Sync and Sharing functions. For more information, see Chapter
6, “Sync and Sharing” on page 57.

Note: If you have not yet created an account or configured
synchronized files, the Sync & Sharing panel is displayed in yellow
with a Set up now button. Click this button to begin. For instructions,
see “Configuring synchronized folders (first-time setup)” on page 60.

System Cleaner

When you point your mouse to System Cleaner, the Edit settings
button appears. Click this button to access System Cleaner functions.
See Chapter 7, “System Cleaner” on page 105.

When you click Clean system, the Webroot software removes Internet
traces and unnecessary files. See “Running an on-demand cleanup” on
page 116.

Identity & Privacy

When you click Manage now, another panel opens where you can
enable the Secure Browsing Manager, the Anti-Spam Manager, the
Anti-Phishing Manager, and the Password Manager.

See Chapter 8, “Password Management” on page 119; Chapter 9,
“Secure Browsing” on page 153; Chapter 10, “Anti-Spam Protection”
on page 159; and Chapter 11, “Anti-Phishing Protection” on page 165.
Note: If you have not yet created an account, the Identity & Privacy
panel is displayed in yellow with a Set up now button.

Help

Opens the main Help file.

My Account

Opens the My Account panel, where you can view subscription
information and access a link for managing your account in My
Webroot. See Chapter 12, “My Account Management” on page 169.

Settings

Opens the Settings panel, where you can modify scanning schedules,
view the system history, set program update options, set Gamer mode,
and specify settings for a proxy server. See Chapter 13, “Program
Settings” on page 175.

Support

Opens the Support panel, which provides Webroot Technical Support
numbers and links.

Notifications

Opens the Notifications panel, which provides a list of status alerts. See
“Responding to notifications” on page 11.
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Using the Webroot system tray menu

After you install the Webroot software, a Webroot icon opens in the Windows system tray, located
in the bottom right of your computer desktop. This icon provides access to Webroot’s system tray
menu and some common Webroot functions.

To open the system tray menu, right-click on the Webroot icon @.

) Home

& Scan Mow

AW Cleanup Now
" Manage Sync

Ap

Manage Passwords

Tum Gamear Mode ON

Help

Launch My Account
Sign Out

Sync Files Online

Closa
—.’-_IEJ

The menu provides the following selections:

System Tray Menu

Home Launches the main interface.

Scan Now Launches the System Scanner. The icon changes to a Busy state @. See
“Scanning for threats” on page 16.

Cleanup Now Deletes Internet traces and unnecessary files. The icon changes to a Busy

state @. See “Running an on-demand cleanup” on page 116.

Manage Sync

Opens the Webroot File Manager. See “Using the Webroot File Manager”
on page 72.

Access Sync Files
Online

Launches an Internet browser and opens the MyData page in My Webroot.
See “Managing files in the MyData page” on page 80.

Manage Passwords

Launches an Internet browser and opens the Myldentity page in My
Webroot. See “Managing sites in the Myldentity page” on page 144.

Turn ON/OFF Turns Gamer mode on or off. See “Setting Gamer mode” on page 180.

Gamer Mode

Help Launches the main Help file.

Launch My Account Launches an Internet browser and opens My Webroot. See “Using My
Webroot” on page 12.

Sign In/Sign Out If you are not signed in to your Webroot account, this selection displays
“Sign In” and launches a dialog window for you to enter your name and
password to access your account.

If you are signed in already, this selection displays “Sign Out” and logs out
of your account.

Close Closes the Webroot software main interface.

Note: Selecting “Close” does not stop currently active or scheduled tasks,
such as scans.
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Viewing protection status

To show your computer’s overall protection status, areas of the Webroot user interface change
colors, as follows:

Main Interface Color Icon Description

Green e Your computer is secure.

Yellow e One or more messages require your attention.

Red a One or more critical items require your intervention.

To view protection status:

1. Open the Home panel of the Webroot software’s main interface by double-clicking the
Webroot icon @ in the system tray.

2. From the Home panel, you can read a short description about the issue.

Your computer is vulnerable.

6 PC Secunty - Sync & Sharing . System Cleanct ’ ldentity & Privacy
o ; (i
X4 LSl X s
Scan now Manage files Clean system Manage now

The panel may also provide buttons for how to fix the issue or how to view more detailed
information:

+ Fix it now. The Webroot software will resolve the situation. The action it takes depends
on the issue. For example, if you turned off an important shield, it will turn it back on.

* View Details. The Webroot software opens a panel where you can view more information
and fix the issue.
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Responding to alerts

If the Webroot software needs to inform you about an important system status, it opens a pop-up
alert in the middle of your computer screen or a balloon alert from the system tray, as follows:

Alert methods

Pop-up alerts

Appear in the middle of the
computer screen and require

, ; \ An Browser Helper Object (BHO) is installing on
immediate action. O your computer. _
See “Responding to pop-up \ / . Is Installing on your

alerts” after this table.

Always periosm the selected action

~  Show Details Allgw Block

For your protection, Wabrool will automatically block ingtallation in; 60 seconds
Time Remaining: 50 second

Balloon alerts

Open from the system tray and

may be informational or require Webroot Security Lt
action. =" You have 6 new notifications to view

See “Responding to balloon
alerts” on page 10.

Wiew Motifications

—— 0. @ 10:05 41

Responding to pop-up alerts

The Webroot software opens a pop-up alert when it detects an item trying to download to your
computer and it cannot determine whether this item is a threat or a legitimate program. For
example, the Webroot Shields may open an alert if you are downloading a new toolbar for your
browser. Toolbars are classified as Browser Helper Objects (BHOs), and although most BHOs are
legitimate, some are part of spyware that can download without your knowledge. Because
Webroot cannot determine if you want this toolbar, you need to respond by selecting Allow or
Block. If you do not respond within the allotted time shown in the alert counter (usually 60
seconds), the Webroot Shields automatically block the activity.

ﬂ Note

If a pop-up alert opens and you aren’t certain whether to allow or block the detected
item, your safest action is to block it. The name of the file trying to download is
displayed in the alert box. Click Show Details for more information or contact
Webroot Support.

To respond to pop-up alerts:

1. Read the alert text to determine what type of program is attempting to download to your
computer. You can click the arrow next to Show Details to view the name, file name,
company, and copyright of the program.

The following example shows an alert detected by the Webroot Shields.

1: Getting Started 9



10

A Browser Helper Object (BHO) is installing on
. The following item has been detected:
-

e ETI———
Category: installing

BHO Shield walches for installation of Browses Helper
Objects (BHOs) which are add ons 1o your browsar,

Always perform the selectad action

For your protection, Wabroot will automatically block installation in: 60 seconds
Tima Remaining: 53 seconds

o Note

The Webroot Firewall may occasionally display alerts, which look a little different.
See “Managing firewall alert notifications” on page 53.

2. Click the Block button if you do not recognize the program and were not trying to
download anything as you viewed pages on the Internet.
or
Click the Allow button if you do recognize the program and you are purposely
downloading it.

o Note

Some alerts provide an Always perform the selected action checkbox. If Webroot
frequently detects the same item, you can select this checkbox so Webroot will
always allow or block the item in the future.

Responding to balloon alerts

If the Webroot software needs to report important system status or an issue that requires your
attention, it opens a balloon alert near the Webroot icon @ in the system tray. These alerts are
only visible for a short time (maximum 30 seconds) depending on the level of importance:

* Information only: Appears for 10 seconds and provides status information. You do not
need to take action.

* Action: Appears for 15 seconds and provides a link for you to click and view more
information. These alerts require you to take action to resolve an issue.

* Critical action: Appears for 20 to 30 seconds and provides a link for you to click and
view more information. These alerts require you to take action to resolve a critical issue.

To respond to balloon alerts:
1. If you notice a link in the balloon alert, such as View Notifications, click the link.
The Webroot software’s main interface opens with the Notifications panel displayed.

2. Take action for each alert displayed in the Notifications panel. For further instructions, see
“Responding to notifications” on page 11.
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o Note

If the alert disappears before you can click on the link, open the main interface
(double-click the Webroot icon @ in the system tray), then click Notifications at
the bottom taskbar. The Notifications panel shows all alerts that require your
attention.

Responding to notifications

The Notifications panel shows alerts that may require you to take an action. Depending on the

issue, the notification includes instructions and buttons that guide you to managing and resolving
the issue.

To respond to notifications:

1.

Open the Notifications panel by doing either of the following:

*  From the system tray, click the View Notifications link from an alert balloon.

Webroot Security =

You have notifications 1o view

_Or -

*  From the main interface’s Home panel, click Notifications in the bottom taskbar.

] L

Wy Account Settings Support Motifications ﬂ

The Notifications panel opens.

2. Click on an item in the Summary pane to display more information at the right.

1: Getting Started
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T webroot Internet Security Complete

My Account Saltings Support Mﬂ E

Notifications Information

Sumimary Diate A threat was aulo-guarantined. Click the View Ouarantin
bution to go to the Quarantine Page

-

View Quaranting Molification A0 12:59:07 PM

Update Complate AWI010 12:40:10 PM

View Quarantine

3. Read the details description and respond by clicking links or buttons for your desired
action.

For some types of notifications, you can select the checkbox for Always perform the
selected action, so you do not need to respond to the same alert again.

Once you respond to a notification, it no longer appears in the Notifications panel and is
moved to the History panel (under Settings). See “Viewing the system history” on
page 177.

Using My Webroot

12

My Webroot is your personalized Webroot Web site that is available 24 hours a day, every day of
the year. From My Webroot, you can log in to your Webroot account to access your software
license status and certain tasks, such as upgrading your software and installing it on another
computer (if you purchased a multi-user license). You can access My Webroot from any computer.

My Webroot provides 24x7 access to functions for the Sync and Sharing Manager and the
Password Manager.

o Note

You must create an account to access My Webroot. If you have not yet created an
account, see “Creating a Webroot account” on page 2.

You can open My Webroot by doing either of the following:

*  Open your browser and enter https://www.webroot.com/mywebroot.
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https://www.webroot.com/mywebroot/

+  Open the main interface (double-click the Webroot icon @ in the system tray). From the
taskbar at bottom of the Home panel, click My Account. When the My Account panel
opens, click the Manage My Account button.

*  Open your browser and click My Webroot from the Webroot toolbar.

My Webroot. [y

Sign Out

If you are not signed in already, My Webroot opens with a Sign In panel on the right, as shown
below. Enter your user name (email address) and password, then click the Sign in button.

Sign In

Username (email address)

Password

If you are signed in, Webroot bypasses this screen and goes directly to your account.

Dwabroot
1] Hoame 1 Webwont =

SaveaSini v | My idensty Tosks

T webroot  Home

Myifoco uml

- ly Wabroat Eaga Ot

MyData Myldantity

Welcome back, jgallagherWiSC0614@webroot.com!

MyAccount I

Witkrool Inlernel Secunity
Complets

1 seals active
Wigw acT0un] oplons ®
Create new supedd Bcket ¥

MyData " J’

Ciline sterage space
Cramenily uwirg 0% of avalable Horags

s
B 4GB stored e i GB wrvalabis
iew data oplions 2
Add glorsge pace ¥

Myldentity

Idemtity proteciion m
Protectid Web sites

Wi 8l protecied st

Protect your credit cands

wrhial's T 7

Miarogs e credl cards

Wiers security options L2
Add protected sites *

The following table describes the pages available in My Webroot.

My Webroot pages

Home

Serves as the main dashboard to all My Webroot functions available with
your subscription and license.

MyAccount

Shows your account details and software license information. See Chapter
12, “My Account Management” on page 169.

MyData

Allows you to manage files and photos in the Sync and Sharing Manager.
See Chapter 6, “Sync and Sharing” on page 57.

1: Getting Started
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My Webroot pages

Myldentity Allows you to manage passwords and form-fill information in the
Password Manager. See Chapter 8, “Password Management” on page 119.

Using the Webroot toolbar in your browser

After you install the Webroot software, a Webroot toolbar appears in Internet Explorer or Firefox
browsers.

& Caution

Do not disable or uninstall the Webroot toolbar. This may result in unexpected
behavior and will disable access to some Webroot software functionality.

The toolbar is shown in the following example.

ﬂwmhrn ot Saved Sites - My ldentity Tools = My Webroot Sign Out

ﬂ Note

If you install a new browser later (after installing the Webroot program), the
Webroot toolbar will not appear in that browser until the next program update. If
you want to install the Webroot toolbar right away, close your browser, then go to
the Windows Start menu, select All Programs (or Programs), Webroot, Tools,
Install Webroot Toolbar. Webroot will download and install the toolbar.

The following table describes the items in the toolbar.

Webroot toolbar selections

Saved Sites Opens your list of password-managed Web sites. See Chapter 8§,
“Password Management” on page 119.

My Identity Tools Opens a menu of Password Manager functions. See Chapter 8, “Password
Management” on page 119.

My Webroot Launches My Webroot, where you can manage your Webroot account.
See Chapter 12, “My Account Management” on page 169.

Sign in/Sign out Logs in to or out of your Webroot account. See “Signing in to your
Webroot account” on page 4.
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2: Security Scans

The System Scanner searches all areas of your computer where potential threats can hide,
including drives, files, the Windows registry, and system memory. It looks for any files or other
items that match our security definitions (a set of fingerprints that characterize potential threats).
When it detects items, it takes one of the following actions:

*  For definite threats (positive matches with security definitions), the System Scanner
removes the items from their current locations and sends them to a holding area, called
Quarantine, where they are rendered inoperable and cannot cause any harm.

* For programs that are classified as “potentially unwanted applications,” the System
Scanner opens a notification about what it found. You can decide whether to send the item
to Quarantine or ignore it.

* For viruses, the System Scanner removes the infected portions of the file during a cleaning
process. It keeps the cleaned file in its original location and sends a copy of the corrupted
file to Quarantine.

The System Scanner is preconfigured to scan your computer automatically at optimal times,
without disrupting your work. You can also disable automated scanning and run the System
Scanner manually.

To use the System Scanner, see the following topics:
*  “Scanning for threats” on page 16
*  “Viewing scan details” on page 18
*  “Customizing scan options” on page 21

*  “Creating a scan schedule” on page 23
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Scanning for threats

Although the System Scanner is preconfigured for automated scanning, you can run an immediate
scan yourself at any time. You can start a scan from the Webroot software’s main interface, from
the system tray menu, or from Windows Explorer.

16

Methods for launching a manual scan

Main interface

To run a scan from the main interface:

1. Open the Webroot main interface by double-
clicking the Webroot icon @ in the system tray.

2. Click the Scan now button in the PC Security
panel.

PC Security

Edit settings >

Last scan;
467010 3:11 PM

2. Click Scan Now.
The Webroot icon displays a turning dial to
indicate it’s busy scanning: @.
During the scan, the system tray menu provides

additional options for pausing or stopping the
scan.

Q Home
#

Pause Scan

Stop Scan

If you want to see scan details, click Home. The
Scan in Progress panel opens (see the illustration
below this table).

[k

To view its progress or to stop the scan: o e
The PC Security panel turns black and shows the T—
scan progress. b
1 PC Security
Scanning..
View details
To stop or pause the scan, click View details to open
the Scan in Progress panel and select either the Stop
Scan or Pause Scan buttons.
System tray To run a scan from the system tray: Q Home
menu 1. Open the Webroot main interface by double- = T
. . . &  Scan Mow [,_g
clicking the Webroot icon @ in the system tray. Ne| Cloarp Now

Manage Sync
Accass Sync Files Onling

Manage Passwords
Tum Gamer Moda ON

Hedp

Launch My Accoumnt
Sign Out

Close
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Methods for launching a manual scan (continued)

Windows To run a scan from Windows Explorer: ~ Q
Explorer 1. Open Windows Explorer. f S
2. Right-click the file, folder, or drive you want to = :;E; 4
scan. Search...

From th -up men lect Perform r
0 e pop-up menu, select Perform Secure Sharky ard Securty...

Scan. The system tray icon displays a turning dial
to indicate it's busy scanning: @. !

During the scan, the system tray menu provides
additional options for pausing or stopping the

scan.
Q| Home
L4
Pause Scan
Stop Scan

If you want to see scan details, click Home. The
Scan in Progress panel opens (see the illustration
below this table).

The Scan in Progress panel shows the items as they are detected.

Scan in progress Scanning. CDoCuments and Settings\All Users\Applicati...\amgr1.dat
What we found Status
+ allas ami Cookie Detected
+ doubleclick coolie Detected
g 4
——"

Sweep status: 2 items detected

Elapsed time: 17:02

Stop scan Pause scan

When the scan completes, the Webroot software takes one of the following actions:

*  For definite threats (positive matches with security definitions), the System Scanner
removes the items from their current locations and sends them to a holding area, called
Quarantine, where they are rendered inoperable and cannot cause any harm. The Status
changes to “Quarantined.” For more information, see Chapter 3, “Quarantine” on page 25.

»  Forviruses, the System Scanner removes the infected portions of the file during a cleaning
process. It keeps the cleaned file in its original location and sends a copy of the corrupted
file to Quarantine. The status changes to “Cleaned.”

*  For programs that are classified as “potentially unwanted applications,” the System
Scanner does not automatically quarantine the items. Instead, it marks the status as
“Suspect,” as shown in the following example. You must take action yourself by selecting
the item in the panel and choosing either the Quarantine selected items or Ignore
selected items button.
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What we found Risk Status Details
+ ] App/Spycar-Gen I Suspect -

Select & Desalact &

Quarantine selected items Ignore selected items Finish

After the Webroot software manages the items, it opens a notification in the system tray. You can
click View Details to see more information about what items were quarantined. (If the alert closes
before you have a chance to click the link, point your mouse to the PC Security panel, click the
Edit settings button, then click View scan details in the Scan tab.)

ﬁ Webroot Security &
= Scan complele. We delected 2 items.
Click View Delails to see the resulls

See the next section, “Viewing scan details,” for more information.

Viewing scan details

You can view results of the last scan from the Scan panel.
To view scan details:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

=
PC Security
Edi‘lﬂiﬂﬁ"ﬂsh ?
Last scan:
462010 3:11 PM
MNext Scan:

Automated

Scan now

The PC Security panel opens.
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3. Make sure the Scan tab is selected.

4. Under Last scan, click View scan details.

Scan for viruses, spyware and other threats

Scan now

Last scan
Date: &1 72010 12002 PM
Items found:2 Rems debecled

Suaranbned 2 rems

g g n:'_l_r:a.'ells

)
Automated scanning [ L)

The Sysiem is taking care of you

Laarm more about this

I>) Schedule scans manually

Another panel opens and provides details about detected items.

Scan complete!

Found: 2 fem(s) det

Cuarantined: 2 item

We have automatical

fterms found during the scan. To restone
any itams from quarantine, of to take
further acton, you can go fto the

Cuarantine tab

What we found Risk Status Details
ecled - atias dmi cookie ] Quarantined -
5) cAgocuments and seftings\administratonc cokies\administrator@atami2]. bd
+ doubleclick cockie | Quarantined
¥ laken care of the
4 .
Finish

See the following table for a description of the Scan Complete panel.

Scan details

What we found Name and description of the item. You can click the plus sign to the left of the
item to view the directory where it was found.
Risk The red-orange bars show the risk level of the selected item. Multiple bars

indicate a higher risk, as follows:

| (low)
Il (moderate)
M (high)

BN (very high)
VNN (critical)

2: Security Scans
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Scan details (continued)

Status This column shows how the System Scanner managed the item:

* Quarantined. The item was moved to Quarantine, where it was rendered
inoperable and cannot harm your computer. For more information, see
Chapter 3, “Quarantine” on page 25.

If you see a “Quarantined Error” status, contact Webroot Support.

* Suspect. The item is classified as a “potentially unwanted application” and
was not moved to Quarantine. You can decide to quarantine the item or keep
it. If the scan launched while the main interface was closed, Webroot opens a
notification that it completed the scan and found a potentially unwanted
application. In this case, go to the Notifications panel to quarantine or keep the
item. See “Responding to notifications” on page 11.

* Removed. The item was deleted before the System Scanner quarantined it.
This might happen if you are running another security program that removed it
or if you manually deleted the file yourself during the scan. Any removed
items are no longer a threat to your computer.

* Cleaned. The item was managed by a virus-cleaning process that removed
infected portions of the file and restored the cleaned file to your computer in
its original location. A copy of the corrupted file is now in Quarantine. The
cleaned file is safe to use; the file in Quarantine is not safe to use.

In addition, the following status types can also appear if you managed an item

yourself:

* Deleted. You deleted the item from the Quarantine panel. See “Deleting
quarantined items” on page 27.

* Restored. You restored the item from the Quarantine panel. See “Restoring
quarantined items” on page 28.

+ Ignored. You ignored a “Suspect” item in the Scan Complete panel. See
“Scanning for threats” on page 16.

Details If you don’t recognize an item and want to know more about it, click View
details to the right for a pop-up description.
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Customizing scan options

You can change the scan settings to customize the locations where the System Scanner searches
for threats and the types of threats it locates.

To customize scan settings:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

=
PC Security

Edit wtlinqs[:? ?
Last scan:

AGI2010 3:11 PM
MNext Scan:

Automated

Scan now

The PC Security panel opens.
3. Make sure the Scan tab is selected.

4. Select the Use custom scan settings checkbox and click Edit.

Scan shiglds Firgnarall intne
Scan for viruses, spyware and other threats
» SPY Last scan
eals. It sie EFFTIA0 195 B
nd: 2 ems detected
Quarantined:2 ibams
Scan now
‘iew scan delails
o Tor sel Edit Automated scanning | ON |

Tha svsbas i & A Eare ol v
b syshem i aking cane of you

Lear g about thes

\* ) Schedule scans manually

The Advanced Scan Settings panel opens. Items with a checkmark are enabled and
included in the next scan.
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Advanced Scan Settings

« Scan registry items
v | Scan memory
| Scan cookies
v Scan files Choose...
« | Only new files or files that have been changed
v/ Include compressed files
Skip file types
+| Enable direct disk scanning including rootkits

Reset Save Cancel

5. Select or deselect options by clicking the checkboxes.

The following table describes each setting.

6. When you’re done, click Save.

The System Scanner uses these settings for all future scans.

Advanced scan settings

Scan registry items

Scans the computer’s registry, where spyware and other unwanted programs
commonly create entries.

Scan memory

Scans the computer’s random access memory (RAM), where spyware and
other unwanted programs commonly load into memory.

Scan cookies

Scans for third-party cookies that are included in the security definitions.

Scan files

Scans specific drives, directories, or files. Click the Choose button to open a
pop-up dialog where you can specify areas to scan or ignore. Click in the
checkboxes to deselect areas you don’t want to scan. Items with a checkmark
are included in the scan; items without a checkmark are ignored. Click OK
when you’re done.

Only new files or files that
have been changed

Scans only the files that are new or modified from the last scan. Enabling this
option decreases scan time significantly.

Include compressed files

Scans compressed files such as .zip, .rar, .1zh, and .cab files, where malware
can hide. You may want to use this option after you have found spyware
programs and you want to be sure that you have removed them.

Enabling this option increases scan time significantly. (After the first scan
with this option, the System Scanner skips compressed files that have not
changed, thereby saving time.) If you download a compressed file in the
future, you can scan just that file from Windows Explorer by right-clicking on
the file and selecting Perform Secure Scan from the pop-up menu.

Skip file types

Scans specified file types only. Enter the extensions of file types you want the
scan to ignore. For multiple entries, use a comma or semicolon to separate
entries (for example: .mp3, .wma).

Do not skip .dll, .exe, or .com file types, because malware typically hides in
these types of files.

Enable direct disk
scanning including rootkits

Scans for strains of spyware that hide themselves from the Windows
operating system.

2: Security Scans



Creating a scan schedule

The System Scanner is preconfigured to run a scan at optimal times. If desired, you can disable
automated scanning and set your own schedule.

To create your own scan schedule:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the bottom of the Home panel, click Settings in the taskbar.

My Account ' Support Matific ations

The Settings panel opens.
3. Click Scheduling.

My Account Seftings Support Nofifications

Scheduling
X

Automated scheduling scan [ IEZD)

Scheduled actions Scan - Add action

Ewvent Next event

|

4. Turn off scheduled scans by clicking the ON/OFF button, so the button changes to OFF.

Automated scheduling Scan m

5. In the drop-down box, make sure Scan is displayed, then click the Add action button.

1

Automated scheduling Scan ia ii

Scheduled actions Scan - mm'ti

Event Next gvinl

The Scheduling panel opens.
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9.

Perform action every: Options

Week ﬁ & Webrool recommended sattings

Custom saltings
« Monday Saturday

Tuesday Sunday
Weadnesday
Thursday

Friday

At | Midnight -

Schedule Cancel

Under Perform action every, determine the scan schedule as follows:

* In the first field, click the drop-down arrow to select hour, day, week, month, or when
you log in.

*  Click in the checkboxes to select one or more days of the week.
* In the At field, click the drop-down arrow to select a time of day.

Under Options, you can select a radio button to keep the Webroot recommended settings
or choose custom settings. For a description of the custom settings, see “Customizing scan
options” on page 21.

Click the Schedule button.

The panel shows details of your scheduled scan.

e
My Account Saftings Support Motifications

Seheduling

Automated scheduling san (R

Scheduled actions Scan - Add action
Event Next event
Sean every wesk THMSR2010 12:00:00 AM Edi Run Mow Delale

If desired, you can edit, delete, or run the schedules from the Scheduling panel by clicking
either Edit, Run Now, or Delete.

24
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3: Quarantine

The Webroot Quarantine is a holding area for potential threats. Items in Quarantine are rendered
inoperable and cannot harm your computer.

In the quarantine process, the System Scanner removes all traces and items associated with threats
from their current locations. It then disables their operation by scrambling and compressing all
associated items, so the threats can no longer harm your computer or steal your information. Once
the items are rendered inoperable, the System Scanner moves them to Quarantine. If the System
Scanner detects a virus, it removes infected portions of a file during a virus cleaning process. If the
System Scanner can remove the virus successfully, it restores the cleaned file to your computer in
its original location and places a copy of the corrupted file in Quarantine. The cleaned file is safe
to use; the file in Quarantine is not safe to use.

Once items are moved to Quarantine, your safest action is to simply keep them there. Items in
Quarantine are disabled and cannot harm your computer. Keeping items in Quarantine also allows
you to test your computer and determine if all your programs still work properly. If you discover
that some legitimate programs cannot function after an item was moved to Quarantine, Webroot
allows you to restore it.

To manage the Quarantine, see the following topics:
*  “Viewing quarantined items” on page 26
+  “Deleting quarantined items” on page 27

* “Restoring quarantined items” on page 28
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Viewing quarantined items

Once items are quarantined, you can view more information about them in the Quarantine panel.

To view quarantined items:

1.

Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

—
PC Security
Edit seﬂinus[% ?
Last scan:
41612010 3:11 PM
MNext Scan:
Automated

Scan now

The PC Security panel opens.
Click the Quarantine tab.

The Quarantine panel displays items that were previously detected during scans and
moved to Quarantine.

You can select an item to see more details in the right pane. The following table describes
the item details.

Item Details

Name Name of the item currently selected in the list.

Category Type of item currently selected in the list. For more information about
types of threats, see the “Glossary” on page 207.

Risk rating The red-orange bars show the risk level of the selected item. The more
bars shown, the higher the risk.

Description Description of the item.

You can view more information about a selected item by clicking View more details
online. (You must be connected to the Internet.)

Once items are stored in Quarantine, you can keep them there (the recommended action) or do one
of the following:

26

Delete quarantined items permanently. If the Quarantine area gets too full, Webroot
alerts you to remove some items. You can permanently delete an item if you’re sure it’s
unwanted spyware or another type of threat. For instructions, see the next section,
“Deleting quarantined items.”

Restore quarantined items. If you discover that a legitimate program won’t work
properly when an item was moved to Quarantine, you can restore that item to its original
location on the computer. For instructions, see “Restoring quarantined items” on page 28.
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Deleting quarantined items

If desired, you can permanently delete items in Quarantine. Be aware that once you delete an item,
it cannot be restored.

o Note

Before deleting items in Quarantine, we recommend that you test your computer by
opening and closing all your programs and performing a few tasks. In rare cases,
programs classified as “spyware” may be an integral part of a legitimate
application.

To permanently delete quarantined items:

1.

3: Quarantine

Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

o
PC Security
Edit seuinns[:? >
Last scan:
41612010 3:11 PM
MNext Scan:

Automated

Scan now

The PC Security panel opens.
Click the Quarantine tab.
The Quarantine panel opens with a list of quarantined items.

Select each item that you want to permanently delete or click Select All at the bottom of
the panel.

A checkmark next to the item shows that it is selected and will be deleted.

Click the Delete selected items button.
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What we found Risk

+ ] atlas dmt cookie ] .
+ || doubleckck cookie ]
-
Salacl & Dasalacl al

Delete selected i[l!'I'I'IS-[:g Restore selected items

The item is removed from the Quarantine panel. If you check the last scan details (see
“Viewing scan details” on page 18), the item is still listed, but with “Deleted” as its status.

Scan complete! What we Tound Risk Status Details
+ atlas dmt cookie ] Deleted -
+ doublechck coolkie | Restored

Found: 2 item(s) detected

Restoring quarantined items

You may need to restore a quarantined item if you discover that a program is not working correctly
without it. In rare cases, a piece of spyware is an integral part of a legitimate program and is
required to run that program. (Some components with copy protection may not restore from
Quarantine properly. You must reinstall these programs from the original media or installation
file.)

° Note

Never restore a file with a detected virus. If the Webroot software was able to clean
the file (remove the virus safely), it keeps the cleaned file in its original location
and places a copy of the corrupted file in Quarantine. The cleaned file is safe to use;
the file in Quarantine is not safe to use.

To restore quarantined items:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)
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3: Quarantine

PC Security
Edit m'i"“l:g ?
Last scan:
462010 3:11 PM
MNext Scan:

Automated

Scan now

The PC Security panel opens.

Click the Quarantine tab.

The Quarantine panel opens with a list of quarantined items.

Select each item that you want to restore.

A checkmark next to the item shows that it is selected and will be restored.

Click the Restore selected items button.

What we found Risk
+ atlas dmi cookie [ .
+ [ doublechck cookie i
.
Select al Desalect al
Delete selacted items Restare selected i[;_.ms[:i

The Webroot software restores the selected items to their original locations and shows the
restore status at the bottom of the panel.

o Note

If a selected item is part of an email attachment, the Webroot software saves it to
the location specified in the Always save to option of the Email Attachments shield
or prompts you to select the location to restore the attachment (if you selected the
Ask me where to save every file option).

The item is removed from the Quarantine panel. If you check the last scan details (see
“Viewing scan details” on page 18), the item is still listed, but with “Restored” as its
status.
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Scan complete! Whiat we found Status Details
Found: 2 itemis) defeciad + atias dmt cookie Deleted View details -
+ doublecick coolee Restored View detalls

Quarantined: 2 Hemis)

We hawe automatically taken care of the
fems found during the scan. To reslore
any items from quarantine, or 1o take
further action, you can go to the
Cuarantine tab.
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4: Shields

Webroot Shields monitor functions related to your Web browser settings, network
communications between your computer and the Internet, Windows system settings, Windows
Startup programs, and email attachments. If a suspicious item tries downloading or running on
your computer, Webroot Shields automatically block and quarantine the item. For some types of
shields, an alert asks if you want to continue the download or block it. If you don’t respond to the
alert within one minute, Webroot Shields automatically block the download.

Webroot has already preconfigured the Webroot Shields for you, based on our recommended
settings. You do not need to do anything. However, if you would like to modify the type of
protection shields provide, you can change the settings as described in this chapter.

To manage shield settings, see the following topics:
*  “Setting real-time active protection” on page 32
+  “Setting browser protection” on page 35

+  “Setting network protection” on page 37
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Setting real-time active protection

The Real-time Active Protection shields monitor your computer settings and activity. If these
shields detect malware or viruses attempting to launch, they block these threats before they can
damage your system.

To set Real-time Active Protection shields:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

=
PC Security

Edit wtlinqs[:? ?
Last scan:

462010 3:11 PM
Next Scan:

Automated

Scan now

The PC Security panel opens.
3. Click the Shields tab.
4. Click Let me set my options.

5. Point your mouse to Real-time active protection and make sure the box to the left is

checked.
Shielde = Firewa
Give me recammended protection ® Let me set my oplions
Shields Options
~ Real-ime active protection v File System shield
Protects Windows system settings and stops Exncolia ;
ihreats from launching » Execubion shieid
~ Startup Items shield Edit options
+ Browser protection
Protects your default home page, list of  ActiveX shield
favorites, and other browser satlings
~ ADS shield
o] Metwalk protacion v BHO shield it oplbions

Protects your Hosts file, slops unexpected Web

The Options pane displays the shield settings. Items with a checkmark are enabled.

6. If you want to change a shield setting, select the checkbox next to the shield name to
disable (uncheck) or activate (check) an option.

The following table describes the function of each Real-time Active Protection shield.
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4: Shields

Real-time Active Protection shield options

File System shield If this shield detects a threat attempting to launch during write and read
operations, it sends the item to Quarantine.
Note: For read operations, the Webroot software can detect most, but not
all file types.

Execution shield If this shield detects a suspicious file trying to install or start, it sends the
item to Quarantine.

Startup Items shield  If this shield detects malware or a virus attempting to add itself to the
Windows startup list, it opens an alert where you can block or allow the
file. (See “Responding to pop-up alerts” on page 9.)
If you want to change the list of programs that start with Windows, click
Edit options.

The following dialog opens.

Startup Shield Options

Ui=ze caution when deselecting programs. On rafe occasions, desslecting programs can
Cauta system instability

Checked items automatically start when Windows siaris

Startup 1i&m Exatutabis

| cimon.exe cwindows\system32\cifimon.exe

¥ Wiware Tools ¢ \program files\wmwareWwmware tools\ViMware Tray exe

< WabrootTrayApp ¢ \program files\webrootisec unity\c urmentiramework\WR Tray ece

| Visiware User Process c\program filesimwanehmware toolstViwarneliser exe

OK Cancel

To see more information about a program, click the executable name. (Not
all programs provide additional details.) If you do not want a program to
start with Windows, deselect its checkbox and click OK.

Caution: Editing Startup Items is for advanced users. Windows and other
programs may require some listed items, and if you remove them, your
computer may not start properly.

ActiveX shield If this shield detects ActiveX controls attempting to install on your
computer, it opens an alert where you can block or allow the installation.
(See “Responding to pop-up alerts” on page 9.)

ADS shield If this shield detects programs or viruses that attempt to start from an
Alternate Data Stream (ADS), it opens an alert where you can block or
allow the installation.

(See “Responding to pop-up alerts” on page 9.)
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Real-time Active Protection shield options (continued)

BHO shield

If a Browser Helper Object (BHO) tries to install itself, it opens an alert
where you can block or allow the installation. (See “Responding to pop-up
alerts” on page 9.)

If you want to change the BHOs that start with Internet Explorer, click
Edit options.

A dialog opens and shows a list of the installed BHOs. Items with a
checkmark start whenever Internet Explorer starts.

BHO Shield Options

Opbana for the BHO Shield

m
3
S

L CAUBon when Oe-Seed Dng : M fane OLCIsONs, deseiedling
BHOS can cause sysiem instability. This feature shoukd only De uSed Dy expananced
USers

Chinc kot ibems aulomatically load when Inlernet Explofer stans
Name (Comgany Name)

| SafeBrowsing (Webroot Software, Inc. (www. webroot com)) | ¢
| Wabrool Toolbar (Webrool)

1,4 Cancel

To see more information about an item, click the executable name. (Not all
programs provide additional details.) Deselect any BHOs you do not want
to start, then click OK.

Caution: Editing BHOs is for advanced users. Deselecting BHOs could
cause your browser to not work properly or cause your computer to be
unstable.

Do not attempt to disable the Webroot toolbar. This may result in
unexpected behavior and will disable access to some Webroot software
functionality.
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Setting browser protection

Browser Protection shields guard your default Home page, list of favorites, and other settings
related to your Web browser.

To set Browser Protection shields:

4: Shields

1.

Open the Webroot main interface by double-clicking the Webroot icon @ in the system

tray.

From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

=
PC Security
Edilwtﬁnqs[:? >
Last scan:
AGI2010 3:11 PM
MNext Scan:

Automated

Scan now

The PC Security panel opens.
Click the Shields tab.
Click Let me set my options.

Point your mouse to Browser protection and make sure the box to the left is checked.

Shields = Firewa Qluarantine
Give me recommended protection ® Let me set my options
Shields Options
»  Real-ime active protection «| IE Hijack shiedd Edit oplions
Protects Windows system settings and stops

v IE Security shield
threats fror o

v | Favories shield
~ Browser protection
Protects your default home page, list of Tracking Cookies shield
favorites, and other browser sattings

»  Hetwork protectio

n
Fro 15 fil

€ our Hog

A
@
1 &
"
5 oD
=
5
-
r §
=

The Options pane displays the shield settings. Items with a checkmark are enabled.

If you want to change a shield setting, select the checkbox next to the shield name to
disable (uncheck) or activate (check) an option.

The following table describes the function of each Browser Protection shield.
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Browser Protection shield options

IE Hijack shield

If this shield detects a spyware program trying to change the default pages
that open in Internet Explorer, such as your set Home page, it opens an
alert where you can allow or block the change.

To check or change the default pages for Internet Explorer, click Edit
options. The following dialog opens.

IE Hijack Shield Options

Whenever a program tres 1o change these pages, Yebroot can aker you

IE Home Page shield
Use this page

about: blank

IE Search Page shield
Use this page

aboutblank

Reset IE page settings to defaults
0K Cancel

You can edit the following addresses:

* IE Home Page shield: In the field, you can enter a new Web site
address for your Home page. The address must be in the following
format: http://www.webroot.com.

* IE Search Page shield: In the field, you can enter a new Web address
for the informational page that opens when you attempt to access a non-
existent Web site. The address must be in the following format:
http://www.microsoft.com.

If you want to return to the Internet Explorer default pages, select the
Reset IE page settings to defaults button.

IE Security shield

If a program tries to change your Internet Explorer security settings, this
shield opens an alert where you can allow or block the change.

Favorites shield

If a spyware program tries to change your Internet Explorer or Firefox list
of favorite Web sites, this shield opens an alert where you can allow or
block the change.

Tracking Cookies
shield

If third-party cookies attempt to download to your computer, this shield
blocks them.
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Setting network protection

Network Protection shields guard your Hosts file, stop unexpected Web sites from loading, and
monitor email attachments.

To set Network Protection shields:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

=
PC Security
Edilwtﬁnqs[:? >
Last scan:
AGI2010 3:11 PM
MNext Scan:

Automated

Scan now

The PC Security panel opens.
3. Click the Shields tab.
4. Click Let me set my options.

5. Point your mouse to Network protection and make sure the box to the left is checked.

Shields = Firewa
Give me recommended protection ® Let me set my oplions
Shields Options
~ Real-time active protection +| Hosts File shield Edit options
ndows system seltings and stops

Protects W

v [0 ne Rino +| Internet Coammunication shield
rom [aunching

Email Attachments shield
~ Browser protection

Protects your default home page, list of

Tavorites, and other browser sattings

~  Network protection
Protects your Hosts file, stops unexpected Web
siles from loading, and monitors ema
atlachments

The Options pane displays the shield settings. Items with a checkmark are enabled.

6. If you want to change a shield setting, select the checkbox next to the shield name to
disable (uncheck) or activate (check) an option.

The following table describes the function of each Network Protection shield.
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Network Protection shield options

Hosts File shield

If this shield detects spyware programs attempting to add or change the IP
address for a Web site in the Hosts file, it opens an alert where you can
block or allow the changes. (See “Responding to pop-up alerts” on

page 9.)

The Hosts file is a Windows file that helps direct your computer to a Web
site using Internet Protocol (IP) addresses. Your Web browser uses the IP
address to actually connect to a site. When you enter a Web address in a
browser, your computer first looks in the Hosts file to see if it already
knows where to go. If the domain is listed (for example, webroot.com),
your computer goes directly to the IP address.

If the domain is not listed, your computer looks up the information from
the Internet, which is a slightly slower process.

If you suspect that spyware tampered with the entries in your Hosts file,
click Edit options. The Hosts File Shield Options dialog shows entries
that you, your IT department, or potential spyware programs have added to
your Hosts file.

Hosts File Shield Options

Editing the Hosts file lets pou nemove enitries. If you suspect that spywane s changed the [P addness of a Web sie in
2, salect e entry below and cick °F

Hijacikid eniried do fol radch e 1P
AOrESS IP Address in Hosts File  Cormect IP Address

b ]

Remave selecied Cancel

If any entries appear to be spyware related, select the checkbox next to the
address and click Remove selected. If you aren’t sure whether the entries
are valid, contact Webroot Support.

Caution: Editing the Hosts file is for advanced users.

Internet
Communication
shield

This shield monitors communication from your computer to known Web
sites that are related to spyware or potential threats. Webroot includes a list
of known sites with its security definitions. If the shield detects an attempt
to communicate with a site on the list, it opens an alert. (See “Responding
to pop-up alerts” on page 9.)
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4: Shields

Network Protection shield options (continued)

Email Attachments  This shield monitors file attachments for incoming email (through POP3

shield protocol) and outgoing email (through SMTP protocol). If it detects that an
(Does not support attachment or its contents match a security definition, it replaces the
email clients that use content of the attachment with an alert message that describes what it
SSL) found. This shield then moves the original attachment to Quarantine,

where you can decide whether to save it to your computer or delete it. You
can also direct the shield to always restore quarantined email attachments
to a specific directory.

By default, Webroot monitors port 110 (POP3) for incoming mail and port
25 (SMTP) for outgoing mail, but you can change the port numbers in the
Email Attachments settings, if necessary.

Note: Some firewall configurations might prevent the Email Attachments
shield from monitoring email. For more information, see the note on
page 40.

For Email Attachments Shield options, click Edit options. The following
dialog opens:

Email Attachments Shield Options

Restoning attachments

) Always save 1o CADocuments and SettingslAdmin Select location...

Email por setlings

Ok Cancel

Set the options as follows:

» Restoring attachments: Select Ask me where to save every file if you
want to be prompted when it restores quarantined attachments. Select
Always save to if you want to create a default location for restored
email attachments. You can enter a file location in the field or click
Select location to browse directories from Windows Explorer.

* Email port settings: Enter the POP3 port number for incoming mail
and the SMTP port number for outgoing mail. This dialog automatically
displays port numbers that most computers use for email
communications. If necessary, change the port numbers or contact your
ISP (Internet Service Provider) for the port numbers.
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Note

Communication errors with the Email Attachments shield:

Some firewall applications from other vendors might prevent the Webroot software
from intercepting email traffic. If this is the case, Webroot opens an alert every
time an email is sent or received. If an alert appears because a firewall application
is blocking the Webroot software, you need to configure your firewall application
to allow the program to monitor the port traffic. For more information about
resolving communication issues between your firewall application and the Webroot
software, you can contact Webroot Support or enter the following address into your
browser for instructions:

http://www.webroot.com/land/
personal firewall config.php?pc=64150&rc=1&oc=110&mjv=>5&mnv=>5&la
ng=en&loc=USA&opi=2&omj=5&omn=1

If the alert appears only once or just periodically, the problem may be due to an
inactive network configuration or a non-responsive SMTP or POP server at the ISP
(Internet Service Provider). This is a temporary situation. The Email Attachments
shield should be able to function normally once communication is restored. If the
message appears frequently when these types of communication errors occur, you
can select Do not show this message again.
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5: Firewall

The Webroot Firewall monitors data traffic traveling through your computer’s ports and prevents
threats from traveling into or out of your computer. The firewall can stop an outside program that
attempts to enter your computer system and steal your personal data. It also stops a program that
may have been installed without your knowledge, such as a Trojan horse, from attempting to send
your personal information out to the Internet. Without a firewall, your system is completely open
to many types of threats whenever you connect to the Internet or to a network. The Webroot
Firewall can block malware, hacking attempts, and other online threats before they can enter and
cause damage to your system or compromise your security.

The firewall examines all packets traveling through your computer ports. Each packet carries
information that helps it locate its destination, including the sender’s IP address, the intended
receiver’s IP address, the number of packets linked to it, and a part of the text. Packets are carried
over the protocols that the Internet uses, such as the Transmission Control Protocol/Internet
Protocol (TCP/IP). To analyze which packets are safe and which might contain threats, the firewall
checks both incoming and outgoing packets against filters and lists, which contain the rules for
which packets to allow or deny.

The Webroot Firewall is already preconfigured to filter traffic on your computer. It works in the
background without disrupting your normal activities. If the firewall detects any unrecognized
traffic, it opens an alert where you can block the traffic or allow it to proceed.

To adjust the Webroot Firewall settings, see the following topics:
*  “Enabling or disabling firewall filtering” on page 42
*  “Adjusting security levels” on page 43
*  “Monitoring the processes for applications” on page 49
* “Managing application traffic” on page 50

* “Managing firewall alert notifications” on page 53

5: Firewall 41



Enabling or disabling firewall filtering

The Webroot Firewall is already enabled and configured to filter traffic on your computer.
Normally, you should keep filtering enabled, so the firewall can monitor traffic for potentially
unsafe activity. But if you want, you can disable filtering by allowing all traffic (offers no
protection) or blocking all traffic (shuts down communications).

To modify the firewall setting:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

o
PC Security

Edit wlﬁnnsh >
Last scan:

462010 3:11 PM

MNext Scan:
Automated

Scan now

The PC Security panel opens.
3. Click the Firewall tab.

Shields | Firewall

® Filter traffic Allow all traffic Block all traffic

4. Click the radio button next to the desired filter setting.

The three settings are described in the following table.

Traffic filter settings

Filter traffic Recommended setting. Turns on the firewall. Filters incoming and outgoing
traffic, so that the firewall guards against intrusion attempts while you
connect to the Internet or to another network.

Allow all traffic Turns off the firewall. Allows all incoming and outgoing traffic. Provides no
protection.
Note: System status changes to a “vulnerable” state.If you do not want to be
warned about this state, select the following box at the bottom of the panel:
Do not show other warnings related to allowing all firewall traffic.

Block all traffic Blocks all incoming and outgoing traffic. Use this setting if you have a
broadband connection and need to leave the computer unattended.
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Adjusting security levels

The Webroot Firewall is preconfigured with custom filtering levels for the different locations you
might use your computer: either at home, in a networked office environment, or from a remote
location:

* Home: Home-networked environment, where there is no other firewall protection.

*  Work: Office environment where your computer is connected in a network and the
company has a firewall already in place.

* Remote: Environments where you are connected to a company network with no firewall
in place or to a local network where you do not know what security is in place, such as
from an Internet café.

o Note

The Webroot Firewall automatically detects your computer’s network connection
(either a home, office, or remote network).

If you have a good understanding of network and Internet security, you may want to adjust some of
the filter settings for each of the locations. You can adjust settings, as follows:

+ Internet security: The default setting (high) allows for basic Internet and network traffic
while still guarding your system against potential security breaches. You can adjust this
setting to low, if you are using the computer to connect to a local network and won’t be
surfing the Internet or you are in an office environment where a company firewall is
already in place.

* Local network security: The default setting (low) allows you to access shared drives and
printers within a network. You can adjust this setting to high, if your computer is operating
in a remote or third-party network and you need maximum security or you don’t know
what network security is in place.

* Trusted/untrusted sites: Add sites that you trust (always allow through the filters) or sites
that you do not trust (always block through the filters).

Adjusting network security settings
To adjust security for a home, office, or remote location:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

s
PC Security

Edit satlinﬂstg >
Last scan:

612040 3:11 PM
Mext Scan:
Automated

Scan now
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The PC Security panel opens.
Click the Firewall tab.

In the Settings pane on the left, point the mouse to Security location.

In the Options pane on the right, click the drop-down arrow in the field for Security
settings location, then select the location you want to modify: Home location, Work

location, or Remote location.

Scan  Shields Firewall Quarantine
* Filter traffic Allow all traffic Block all traffic
Setting Options
Security location Security settings location

Adjust filtering for a home, office, or remode location

Locabion options
Process monitor
Monitor processes related to applications

Applications

Adjust filtering for traffic associated with applications

Custom security alert handling
Change the criteria for when firewall alerts open

I—l:II"rE‘- lac HE'I:II"I[:?
Work: location

Remate locabion

In the Options pane, select the Let me set my options radio button.

Additional options appear below it.

Options
Secunty setlings location | Home location -

Location oplions Recommended protection

-[:; el me set my oplions
Internet network security | High (default) .
Local network security | Low (default) .

Edit local networks

Trustedfuntrested sites Edit sites

Next to the Internet network security field, click the drop-down arrow for the desired

setting (described in the following table).

Internet Network Security

computer.

High Recommended. Allows for basic Internet access, while guarding against
unwanted intrusions into your system. It filters for suspicious traffic traveling
through the processes, services, and communication methods used by your

where a company firewall is already in place.

Low Not recommended. Appropriate only for the most trusted environments.
Only use the Low setting if you are using the computer to connect to a local
network and won’t be surfing the Internet or you are in an office environment
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8. Next to the Local network security field, click the drop-down arrow for the desired
setting (described in the following table).

Local Network Security

High Not recommended. Appropriate for remote or third-party networks. Blocks
the ability to share files, drives, and printers within a network. You may want
to use this setting if you need maximum security or your network security is

unknown.

Recommended. Allows for the ability to share files, drives, and printers
within a secure local network.

Low

In addition, you can create a list of trusted or untrusted local sites. The “High” and “Low” security
settings will apply to any single computer, network, or Web site that you add to this list.

To create a local networks list:

1. Display the firewall security options, as described in the previous steps 1-6.

2. Click the link for Edit local networks.

Options

Secunty setlings location | Work location >

Location options Recommended pratection

& Let ma 52t my options
Internet network security | High (default) -

Local network security | Low {(default)

Edit local network
E LIE: )

Trustediuntrusted sites Edit sites

The Local Networks panel opens. The Webroot Firewall displays any networks that it
previously detected.
3. Ifyou want to add a site, select Click to add site from the bottom of the panel.

Local networks (Home profile)

Trusted Type LURL of IP Addrass Subnet Masgk

Trusted MNetwork 192.168.52.0 255.255.255.0

Click to add sife

By
Save Cancel
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4. Enter information in the fields as described in the following table.

Local networks fields

Trusted Double-click in the Trusted field to display a drop-down menu. Select
Trusted or Untrusted, depending on what you want to specify for the site
you will define here.

Trusted Tyr

| * | W

Trusted
[

0 Untrusted

Type Double-click in the Type field to display a drop-down menu.
Type
I -
Single computer
Network
Web site URL

Select one of the following:

» Single computer. If you want to enter a trusted or untrusted standalone
home computer (not networked), select Single computer. You will also
need to enter its IP address in the next field.

* Network. If you want to enter a trusted or untrusted computer that is
connected with other computers, select Network. You will also need to
enter its [P address and the subnet mask address in the next two fields.

* Web site URL. If you want to enter a trusted or untrusted Web site, or a
location by a full host name instead of an IP address, select Web site URL.

URL or IP Address If you selected Single computer or Network for the Type, enter its IP
address.
If you selected Web site URL for the Type, enter its URL or domain name
Note: The program automatically adds “http://www to the site you enter. If
the site you want to add does not include “www” in its host name (such as
support.webroot.com), enter “http://” before the host name (for example,
http://support.webroot.com).

Subnet mask If you selected Network, enter its subnet mask. (The subnet mask does not
apply if you selected Single computer or Web site URL.)

5. To add another site, select Click to add site again and repeat the steps above.
6. Click the Save button.

If you need to remove a site from the list later, click Delete at the far right.
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Creating a trusted and untrusted global sites list

For additional security and to reduce the number of firewall alerts that may open, you can create a
list of global sites that you consider safe and want to always allow through the filters (trusted) and
sites that you consider unsafe and want to always block with the filters (untrusted).

° Note

The sites you add to this list will not apply to the “High” and “Low” settings for
Internet or local network security.

To create lists of trusted or untrusted global sites:

1. Display the firewall security options, as described in steps 1-6 in “Adjusting security
levels” on page 43.

2. Next to Trusted/untrusted sites, click the Edit sites link.

Options
Secunty settings iocation | Home location >
Location oplions Recommendead protection
# Let me set my options
Internet network security | High (default) b
Local network security | Low (default) -

Edit local networks

Trustediuntrusted sites Edit siie

The Global Trusted/Untrusted Sites dialog opens.
3. From the bottom of the dialog, select Click to add site.

Global Trusted/Untrusted Sites (Home profile)

Trusted Type URL or IP Address Subnet Mask

Trusted Web site URL hitp:/www. webroot.com

Chek to add sife

Save Cancel
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4. Enter information in the fields as described in the following table.

Global sites fields

Trusted Double-click in the Trusted field to display a drop-down menu. Select
Trusted or Untrusted, depending on what you want to specify for the site
you will define here.

Trusted Tyr
| i
Trusted
L3

0 Untrusted

Type Double-click in the Type field to display a drop-down menu.
Type
| -
Single computer
Network
Web site URL

Select one of the following:

» Single computer. If you want to enter a trusted or untrusted standalone
home computer (not networked), select Single computer. You will also
need to enter its IP address in the next field.

* Network. If you want to enter a trusted or untrusted computer that is
connected with other computers, select Network. You will also need to
enter its root IP address and the subnet mask address in the next two fields.

* Web site URL. If you want to enter a trusted or untrusted Web site, or a
location by a full host name instead of an IP address, select Web site URL.

URL or IP Address If you selected Single computer or Network for the Type, enter its IP
address.

If you selected Web site URL for the Type, enter its URL or domain name.
Leave the Subnet mask field empty.

Note: The program automatically adds “http://www” to the site you enter. If
the site you want to add does not include “www” in its host name (such as
support.webroot.com), enter “http://” before the host name (for example,
http://support.webroot.com).

Subnet mask If you selected Network, enter its subnet mask. (The subnet mask does not
apply if you selected Single computer or Web site URL.)

5. To add another site, select Click to add site again and repeat the steps above.
6. Click the Save button.

If you need to remove a site from the list later, click Delete at the far right.
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Monitoring the processes for applications

The Webroot Firewall monitors the processes related to commonly used applications. When the
Process Monitor is enabled, the firewall looks for malicious system API calls used by hackers to
launch executable files. If it detects any suspicious activities related to system processes, the
firewall opens an alert similar to the following example.

1 Webroot Security - Firewall Alert
b 7 Wie-1.0.3win32 exe

An atlempt to access to a protected file object has been
delecied.
Do you wanl to allow this access?

v Remember this selting

v Show Details Allow Block

This will avtomatically be blocked if you do not respond.
Time Ramnalning: 54 seconds

You can view a list of running processes in the Windows Task Manager by pressing Ctrl-Alt-
Delete, then clicking Task Manager.

o Note

If your computer is running the 64-bit Edition of Windows Vista or Windows 7, the
Process Monitor is disabled and is not displayed in the Firewall panel.

To enable or disable the Process Monitor:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

G2
PC Security

Edilﬂﬁms[,% ?
Last scan:

462010 3:11 PM
Next 5can:

Automated

Scan now

The PC Security panel opens.
3. Click the Firewall tab.

4. In the Settings pane on the left, point the mouse to Process monitor.
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5. In the Options pane on the right, select the Enable Process Monitor checkbox to remove
the checkmark (disables the Process Monitor) or display the checkmark (enables the
Process Monitor).

Scan  Shields Firewall Quarantine
* Filter traffic Allow all traffic Block all traffic
Setting Options
i:“;lllr:ui;“g"a nome, office, or remate location ..fhi;'-an:e FUpcae MorsY
Process monitor

Monitor processes related o applications

Applications
Adpust filteding for iraffic associated with applications

Custom security alert handling
Change the criteria for when firewall alerts open

Managing application traffic

50

To protect your computer from hackers and other threats, the Webroot Firewall monitors
applications that attempt to access the Internet. It analyzes which traffic could be a potential threat
by checking both incoming and outgoing packets of information against preconfigured rules,
called filters. When the firewall detects an incoming or outgoing packet, it compares the packet to
the filters and either accepts or denies the packet. The filter rules may be based on an IP address,
protocols, ports, packet direction, and so on. For your convenience, the Webroot Firewall already
has filters in place for many applications. In general, you should keep the predefined filtering
rules. However, if you have a thorough understanding of protocols, you can adjust some of the
rules.

You can change an application’s filtering mode so that traffic associated with a parent application
is always filtered, allowed, or blocked. You can also allow or block traffic for an application’s
subprocess (or child process). For some applications, a child process can access the Internet
through its parent process.

If the firewall detects any suspicious activities related to applications, it opens an alert similar to
the following example.

Webroot Security - Firewall Alert

Do you want this process to be an "Allowed Parent?

+ Raemambar this seiting

~ Show Details Allow Block

This will automatically be blocked if you do nol respaond
Time Remaining: 56 seconds

To change the filtering mode for an application:
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5: Firewall

Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

G
PC Security

Ed'ﬂtaﬁm&[:? ?
Last scan:

AGI2010 3:11 PM
MNext Scan:

Automated

Scan now

The PC Security panel opens.
Click the Firewall tab.

Point the mouse to Applications.

The right panel lists applications that have attempted to access the Internet. The list shows
the application name, its executable name, its version number, the mode applied (allowed,
filtered, or blocked), and whether its subprocesses are allowed or blocked. You can see the

additional information by dragging the scroll bar to the right.

Scan | Shields Firewall Quarantine
® Filter traffic Allow all traffic Block all traffic
Semng Options
Security location Application Executable
Adjust filfering for a home, office, or remote location e T P
firefox.exe C\Program Files\Mozilla Firefox\firefios exe
Process monitor ViMwareTray.exe ¢ \program fleshmwarelemwans toolshmmwal
Monitor processes related 1o applications
Applications
Adjust filtering for traffic associated with applications [:;
Custom security alert handling
Change the criteria for when firewall alens open
i .
Add

If desired, you can change the Allowed Parent setting to allow or block a child process
from launching. First, drag the scroll bar to the right.
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Setting Options

Security location WVersion Allgwed Parent  Mode
Adjust fittering for a home, office, or remola location lupdaleexe 63130 | Mo - ] Aligw_= | +
Process monitor lpdate.exe | 6.3.130 | No = | Adow = |
Manitor processes related to applications 7.8.3.4558 m™ - | Aiow_~
Applications \wpdate.exe 63130 | No * | Adow - |
Adjust fitering for traffic associated with applic ations \pdateens |6.3.13.0 m - | Alow = |
Custom security alert handling 7.0.6000.16876 | No x | Alow = |
Change the criteria for when firewall alerts open \dateaxe |6.313.0 No = 1 Allow
| | |-
4 {!
"
Add Remaowve

Then click in the Allowed Parent column. From the drop-down menu, select Yes to allow
subprocesses or No to block subprocesses.

Aliowed Parent
Mo -
Yes

Mo [:g

6. To change the filtering mode for an application, click in the Mode column.

Mode

Filter =

Albow
Filter
Black

7. From the drop-down menu, select either:

* Allow. Allows for all incoming and outgoing Internet traffic associated with the
application. This setting provides no protection.

* Filter. Filters incoming and outgoing traffic associated with the application.

* Block. Blocks all incoming and outgoing Internet traffic associated with the
application.This setting locks down the application’s traffic.

8. If desired, you can also edit the list as follows:

+ To remove an application, select it from the list and click the Remove button at the
bottom of the panel.

* To add a new application, select the Add button at the bottom of the panel. When the
Explorer window opens, locate and select the executable filename of the application
and click Open. The application name appears in the list panel.
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Managing firewall alert notifications

When the Webroot Firewall detects traffic activity that it does not recognize, it blocks the activity
and displays a pop-up alert for 60 seconds, similar to the example below. You can respond to an
alert by clicking Allow or Block. If you don’t respond to the alert within 60 seconds, the firewall
automatically blocks the traffic.

o Note

If an alert appeared when you were not trying to perform any sort of
communication over the Internet or network, and you have no idea why this alert
appeared, prevent the communication by clicking the Block button. If an alert
appeared after you were purposely running an application from the Internet or
communicating over a network port, look at the application name displayed in the
alert. If you do not recognize the application, you should block it. If you do
recognize the application, you can proceed by clicking the Allow button. However,
to be safe, you should run a scan even if you believe the traffic is legitimate (see
“Scanning for threats” on page 16).

By default, the Remember this setting option is checked, so that Webroot will always remember
how you managed this item and will not alert you again.

Webroot Security - Firewall Alert

— sendpacket.ee

Do you want 1o allow this application 10 access the network?

» Remember this satting

w Show Dalails Allow Block

This will automatically be blocked if you do not respond.
Tima Remaining: 44 saconds

If you want to know more about the item that is attempting to access the network, click the Show

Details arrow. The panel expands to show a more detailed description. Click Hide Details to
collapse the description.
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Webroot Security - Firewall Alert

sandpacket. eos
Do you wanl 1o allow this applicalion to access the network?

+ Remember this setting

sendpackelexe
Is attempting o access the network

Firewall has blocked outgoing packet from 10.15.7.43:50930 to
74.125.155.147:80

#  Hide Details Allcw Block

This will automatically be blocked if you do not respond,

Tirria Ft.:.‘:'.l.!ur':.q 54 spponds

If desired, you can change how and when alerts are opened.

To change the mode of displaying firewall alerts:
1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.
2. From the Home panel, click the Edit settings button under PC Security. (Point your
mouse to the panel to display the Edit settings button.)

€2 ,
PC Security

—Edl-oeﬁn'bm—)-
Last scan:
41612010 3:11 PM
MNext Scan:
Automated

Scan now

The PC Security panel opens.
3. Click the Firewall tab.

4. Point your mouse to Custom security alert handling.
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5: Firewall

5.

Firewall

= Filter traffic Allow all traffic Block all traffic

Setting

Security lecation

Adjust filtering for 3 home, office, or remalte location

Process monitor

Options

& Standard conirol

Manual comtrol: Control Firgwall and Process momtor alers

Monitor processes retated to applicatons

Applications

Adjust fitering for traffic associated with applications

Custom security alert handling

Change the cnieria for

when firewall alers open

In the Options pane on the right, select one of the following alert methods:

Custom security alert handling

Standard control

Recommended setting. If selected, the firewall stops traffic it does not
recognize and opens an alert. When you select Block or Allow in the alert,
the firewall learns what traffic you consider acceptable and does not prompt
you again. If you do not respond within the allotted time shown in the counter
at the bottom of the alert, the firewall blocks the activity.

Manual control:
Control Firewall
and Process
monitor alerts

If selected, the firewall requires you to respond to all alerts. The sub-options
work as follows:

» Ifboth Display alerts for outgoing suspicious communications and
Display alerts for suspicious applications are selected (checked),
firewall and process monitor alerts open.

» If Display alerts for outgoing suspicious communications is selected
and Display alerts for suspicious applications is not selected, firewall
alerts do not open, but process monitor alerts do open.

» If Display alerts for outgoing suspicious communications is not selected
and Display alerts for suspicious applications is selected, firewall alerts
open and will time out, but process monitor alerts are blocked
automatically.

* If both Display alerts for outgoing suspicious communications and
Display alerts for suspicious applications are not selected, firewall and
process monitor alerts do not open and are blocked automatically.

In manual mode, when you allow or block an application in an alert dialog,

the application is added to the application list. See “Managing application

traffic” on page 50.
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6: Sync and Sharing

The Sync and Sharing Manager automatically uploads files from designated folders on your
computer to Webroot’s online repository in a process called synchronization. This repository is a
collection of secure servers where your data is safely encrypted and stored. You can access your
synchronized data from any computer with Internet capabilities. You simply log into My Webroot
(https://www.webroot.com/mywebroot), a personalized Web interface that is available 24 hours a
day, every day of the year. You can also use My Webroot to share files with friends and family.

For synchronization, you can designate folders yourself or you can use the preconfigured folder,
called the Magic Briefcase. Any files you place in the Magic Briefcase are automatically
synchronized with your Webroot account and any other computers with the Webroot software
installed. If you only want to back up files, and not synchronize them, you can upload data to the
Web Archive, which is a folder that resides only in your online account.

After the initial upload, the Sync and Sharing Manager monitors synchronized folders for updates
made to the files (adding, editing, or deleting), then automatically uploads those changes to your
My Webroot account. Conversely, if you modify files from within your My Webroot account,
changes are synchronized back to your computer. The content between your computer and online
account is always kept synchronized. You never need to manually synchronize files yourself.

If you have another computer with the Webroot software installed, you can create shared folders
between these computers or use the Magic Briefcase. When you make changes in a shared folder
on one computer, the other computer automatically detects the changes and synchronizes the files,
as long as that computer is connected to the Internet and logged in to your account. The changes
are also propagated to your online account.

To use the Sync and Sharing Manager, see the following topics:
*  “Creating a data protection plan” on page 58
+  “Setting up synchronized folders” on page 60
*  “Synchronizing data on multiple computers” on page 66
»  “Using the Magic Briefcase” on page 71
*  “Using the Webroot File Manager” on page 72
*  “Copying files to the Web Archive” on page 79
*  “Managing files in the MyData page” on page 80
*  “Accessing files remotely” on page 84
*  “Managing photo albums” on page 89
*  “Sharing photo albums with others” on page 93
*  “Publishing photo albums to Facebook” on page 95
*  “Sending files to others” on page 96
*  “Restoring data” on page 98

*  “Adding more storage space” on page 104
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Creating a data protection plan

Before you begin synchronizing files, we recommend that you take a few minutes to determine
what files you want to protect, then organize them into folders for the Sync and Sharing Manager
(see “Setting up synchronized folders” on page 60).

Decide what files to protect

Your computer holds a massive amount of information — data files, program files, system files —
an overwhelming number might be stored on your hard drive. While some files are crucial (photos,
financial records, and so on), others can be ignored. If you need help deciding what files to protect,
follow the recommendations below.

Files you should definitely protect:

» Photos and videos transferred from your digital cameras.

* Documents generated from your financial software, tax returns, home-business documents, bank
records, and other financial records.

* Personal files and legal documents, including wills, deeds, and licenses.

* Files you consider irreplaceable or difficult to reproduce, such as special projects or school
assignments.

* Music files downloaded from the Internet.

* Installers for software programs downloaded from the Internet (not purchased on a separate CD),
plus any registration keys (serial numbers).

Files you may want to protect:

* Some Windows settings, such as Windows Favorites.

* Any configuration files or templates used by your programs, such as the .DOT template
+ files used by Microsoft Word.

» Preferences or bookmarks from Web browsers.

* Email address books.

Files you don’t need to protect:

* Operating system files.
* Software program files, as long as you have the original disks.
» Temporary files, automatically generated when you open a Web page or a Windows program.

+ Files sitting in the Recycle Bin.

Locate and organize important files

Before you begin using the Sync and Sharing Manager, take some time to browse through your
folders for important files. Once you have located all important files, move them or make copies of
them into folders that you plan to use as the synchronized folders. For example, move all your
digital photos to a Pictures folder and all your financial records to a Documents folder. When
you’re done, see “Setting up synchronized folders” on page 60.
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o Note

The purpose of the synchronized folders is not only for protection if your computer
crashes or is stolen, but also for accessing files remotely or from other computers.
You must remember that if you delete files or folders from the synchronized area,
you are also deleting them from the online servers and from other synchronized
computers. If you want to simply back up files for safety (for example, accidental
deletion or corruption of a single file), place them in the Web Archive. See
“Copying files to the Web Archive” on page 79.

If you are unfamiliar with Windows folders, see the following table.

Explore your personal folder structure

Your personal folder resides under “Documents and Settings” for Windows XP or under “Users” for
Windows Vista or Windows 7. The folder name will match your login name. To help you keep
organized, Windows programs often direct you to store important files in this central location. For
example:

» Ifyou are using Windows XP, many programs automatically prompt you to store data files in the
“My Documents” folder, which contains other subfolders such as “My Music” and “My Personal
Stuff.” To view these folders, go to the Windows Start menu and click on My Computer, then
My Documents.

* If you are using Windows Vista or Windows 7, many programs automatically prompt you to store
data files in folders such as “Documents” and “Music.” To view these folders, go to the Windows
Start menu and click on Computer. You can see many of the common folders under “Favorite
Links.”

As long as you did not redirect Save operations to other folders on your drive, most of your important
files should be stored in the locations mentioned above. Also be aware that if you configured your
computer for multiple users (each person logs in with a different name and password), then each
person has their own personal subfolders. You must be logged into an account with administrator-
level privileges to view all the personal user folders.

While your personal folder includes subfolders for preferences that you might want to protect, such
as “Desktop” and “Favorites,” be aware that your personal folder also contains lots of files that are
not necessary to protect or even keep, such as temporary files (stored in the Temp directory) or
cookie files (stored in the Cookies directory).

Explore your hard drive

Some programs do not automatically prompt you to save files under your personal folder. To
determine where a program is storing files, open the program, then select Save As from the
program’s File menu. Look for the folder location that automatically appears in the “Save as” dialog
box.

You should also use the Windows Search function to locate any files you may have accidentally
saved to unintended folders. For example, you can locate digital photos by using the Windows
Search function to locate all “Pictures and Photos.” You can also search for file types by entering an
extension in the search box (for example, locate all spreadsheets by entering *.XLS*). An extension
consists of the letters that appear after the period in the file name, which Windows uses to identify
the file’s type. Most programs use standard extensions for their files (for example, Word uses a
.DOC or .DOCX extension).
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Setting up synchronized folders

To begin using the Sync and Sharing Manager, you must first designate the folders on your
computer that you want synchronized. Before you begin, make sure you have moved or copied
your important files to those folders (see “Creating a data protection plan” on page 58).

The following instructions describe how to initially configure synchronized folders after you
installed the Webroot software, how to add synchronized folders after initial configuration, and
how to stop synchronizing folders. Once folders are configured, be aware that any changes,
deletions, or additions you make in the synchronized folders are also propagated to your online
account and to other synchronized computers. For example, if you delete a file in one
synchronized folder, it will be deleted across all synchronized computers that share that
synchronized folder and deleted in the online account.

The following instructions describe:
*  Configuring synchronized folders (first-time setup)
* Adding synchronized folders

* Removing folders from synchronization

o Note

The Sync and Sharing Manager provides one preconfigured folder called the Magic
Briefcase. If desired, you can use that folder instead of configuring synchronized
folders yourself. For more information about that folder, see “Using the Magic
Briefcase” on page 71. If you only want to back up files, use the Web Archive. For
more information, see “Copying files to the Web Archive” on page 79.

Configuring synchronized folders (first-time setup)

To create folders that will be synchronized automatically with your online account, follow the
instructions in this section. (Before you begin, make sure you are connected to the Internet.)

To set up synchronized folders:

ER]

1. Make sure you are signed in to your account. (See “Signing in to your Webroot account
on page 4.)

2. From the Home panel, click the Set up now button under Sync & Sharing. (If
synchronized folders have already been configured, this panel does not show “Set up
now.” Instead, it shows “Manage files” and you can skip these instructions.)

Sync & Sharing
Set up required

Set up now. [:;,

The Sync & Sharing panel opens.
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If you have not yet created synchronized folders, the Setup dialog opens as shown below.

3. Click Next.

T Webroot Setup

‘Webroot Setup

@wabraolt Your computer has been added ko yvour Webroot

account. In the next step, youll select the folders

Sync & Sharing ¥ou wank bo sy B0 your sccount,

i The Folders you select will be backed up to
Initial Sync Webroot, Once backed up, your Sync Folders wil
b avaiable for remobe access through any web
broweser on any computer, You can also 008s5 your
Filers through your mobils devices,

IF you install Webroot on your other compubers

youll also be abls bo synchronize your Sync Folders
with those computers.

v

Mt >

4. When the Select Sync Folders dialog box opens, select the checkbox next to the folders
you want synchronized with the online servers, then click Next.

T Select Sync Folders x

Please select Folders ba sync bo your account, Sync Folders are backed up, avalable for remote
aroess, and can be shared.

[+] Desktop 316 MB
CiDocuments and Settings|AdministratoriDeskop

[#] My Documents (Exchuding My Music, sed My Pictures) OKB
CDacuments and Settings)AdministratoriMy Documents

My Pictures OKB
i\ Documents and Sattings) Administratorl My Documentsihy Fictures

[] ™y Music 0 kB
CiDocuments and Settings|AdministratoriMy Documents My Music

Storage: (= 336 MB used | 1.67 GB free  Upgrade

[ <Back || temt> |

Any files residing in these folders will be copied to My Webroot, your online Webroot

account. If there are more folders that you would like to synchronize, but are not listed in

the Setup dialog, see “Adding synchronized folders” on page 63.

You can manage these files in the Webroot File Manager or in the MyData page. For more

information, see “Using the Webroot File Manager” on page 72 and “Managing files in

the MyData page” on page 80.
5. At the final dialog, click Finish.
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o Note

If you have installed the Webroot software on additional computers in your
household and you want to include their folders in synchronization, see
“Synchronizing data on multiple computers” on page 66.

The Sync and Sharing Manager immediately begins an upload to the online repository.
Depending on the number and size of the synchronized folders, the initial upload may take
several minutes, but you can still work on your computer during this process.

If you want to see the upload progress, open the Webroot File Manager by returning to the
Sync & Sharing panel and clicking Open File Manager. When the Webroot File Manager
opens, click the View menu, and select File Transfer Status.

‘T Webroot File Manager
File  Edit

E Mana . A
] Fetiotersiais,, U

@ [O) Desktop 7 Name

=

] My Documents £ Desktop
) My Pictures (7] Documents
14 ﬁ Magic Briefcase % Pictures
g Web Archive
1] peletedFiles

A File Transfer Status panel opens, similar to the following example.

T File Transfer Status x

Uploads | Downioads
This i a et of .l Files thast remmasin o b uploasdend, Salect & fils o chandgs R prionty, which vl snabls you bo contral which Fies sre Lploaded first.
Name: T Sge Priceity Location |
= WhLpgradeTool exe &MB ormal Crifocuments snd Settings)., riDeskiopi?.0. 3. 8M Release
W Tray. pc L1 ] Boemal CriDooumeants snd Ssttings) . skiop 7.0, LT R slaacs) POR
Wi Tray.map 1 MB Hormal CHiDoouments and Ssttingel.. shiop| 7.0, LM Relesss| POE
i WRTraysxs 1 MB Harmal i\ Documents snd Setbirgs] .. | Dedkban| 7.0, 3,67 Relesss
= WRTray,sxs 1 MB Hortnal CHiDoosnents and Settrgs).. regned|Men WinJ2Relesss
= WRToobarWISClnstal.exe 4 M Hormal CiiDoouments and Settirgs).. r\Deskbop| 7.0, 3,67 Release
= WRToobarwAvIrstal axe 4 M Bormnal CHDoosments and Sattirgs). . rDeskbop] 7.0, 3, 67 Relnase
WRSvAssiEL pd ZMB Bormal CH\Doouments arvd Sethings).. skiop\7, 0, EAT\Release|FDE
WRSWCASSIEL map ZI6 KR Bormnal CriDocuments snd Settings].. skiop) 7.0, 287\ Release| FOB
= wRSvolssit e 191 k8 Bormnal CriDocuments and Settings). riDesktopi7.0, 3. 6T Redsase
= WRSvohssit exe H-a Bormnal CriDocuments snd Settings],, dilsirwin3d StaticRlelease
i WREnstal Trial. exs &M Bicemal Cr\Doouments ard Settings), r\Deskiopl 7.0, 3. 6T Rekeace
= WhinstalSorexe & ME Hormal CH\Doouments and Settings),. r\Deskiopl 7.0, 3.6 Releace
‘Whinst alProgressHeiper pdb ami Hormal Cr\Doouments and Settings].. skiop!F.0. LT R elease| FDE
= ‘Wiinst alProgrescHelper dl HaEm Hormal CiiDocuments snd Settings). riDediopl 7.0 30N Reese o
CurertUplosd: (EEsss | IMBJZME  productresources_be. uy_generc_ful.di 77 Uplosds Remaining
e ]
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7. 1If you want to check that your folders and files were successfully synchronized, open
Windows Explorer and access the folders you selected in the setup process. A green
checkmark appears next to a file or folder to indicate that it is synchronized.

= My Documents
File Edt “iew Favorites Tools Heb

Qo - © - (T POsewen [ rokders [T~

Address | My Documents v ] Go

A
File and Folder Tasks & | R———
) Make a new Folder

Fublish this folder to -
the Web _f“-/ My Music
k! Share this folder
-O Y Iy Pictures
Other Places @.-/

Q Deskiop

i) Shared Documents
i My Computer
W My Network Places

You can also check your online account by opening the MyData page. See “Managing
files in the MyData page” on page 80.

Adding synchronized folders

If you want to add more synchronized folders after first-time configuration, you can open the
Webroot File Manager and create as many synchronized folders as you like. If you want to
configure multiple computers for synchronization, see “Synchronizing data on multiple
computers” on page 66.

To add synchronized folders:

ER]

1. Make sure you are signed in to your account. (See “Signing in to your Webroot account
on page 4.)

2. Open the Webroot File Manager. (From the system tray, right-click on the Webroot
icon @ and click Manage Sync from the pop-up menu.)

3. From the Webroot File Manager, click Manage Sync Folders.

T Webroot File Manager
Fl= Edt Wew Took Help

i Mariage Syrec Fobders... Sered File: A

= @ Mlic’s Home Computer (this computer)  Jgallagh-de3f3d {this computer)
T My Decumecks Hae “ | S Tyes
(5 My Pictures 71 Documents Foider
* ‘ Plagic Brielcase ) Pctures Fokder
() web archive
[ oolcted ries

Dt Modified o

1‘.4;:\ My Dinline Hoamepaige

T\ Photo Gallery P ¥
Sorage: [ 1 15 M used | 158 GB fres &l Files are basdked up and in symc. B Corvected
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The Webroot Manage Folders dialog opens and shows your computer in the left column,
under “This Computer,” as shown in the following example.

4. Click Add Folders from this Computer.

T Webroot Manage Folders X
This Computer Other Computers

& Jolie's Home Computer

8 Mogic Bricfcase

=
"Add Falders fram this Computer | Sorage: ) 19MBused | 1.96 GB free Liparade

Sipe:
Liscal Foldar:
Other Compiters:

Lo [ come |

5. When the Select New Folders dialog opens, click in the box next to the folders you want
included in synchronization, then click OK.

The Manage Folders panel shows your selected folders under “This Computer.”

6. When you’re done selecting folders, click the OK button at the bottom of the Webroot
Manage Folders dialog. You must click the OK button for the synchronization to begin.

The Sync and Sharing Manager begins synchronizing and shows its status at the bottom of
the Webroot File Manager.
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Removing folders from synchronization

You can remove a folder from the automatic synchronization process, without actually deleting the
folder from your computer.

To stop synchronizing folders:
1. Make sure you are signed in to your account. (See “Signing in to your Webroot account”
on page 4.)

2. Open the Webroot File Manager. (From the system tray, right-click on the
Webroot icon @ and click Manage Sync from the pop-up menu.)

3. From the Webroot File Manager, click Manage Sync Folders.

T Webroot File Manager
Fle Edt  View Took Help

-

= ‘ Jalie's Home Computer (this computer)  Jgallagh-de3f3d (this computer)
5] My Documents Mo e
[ Wy Pabues ~ Documents
£ ﬁ Plasgic Brielcase | PR R
() web archive
|| Deleted Files

Dt Modified Shatus

Ed

"i,\ My Dnline Hoamepage

ﬂ] Photo Gallery < 3
Storage: | 19 MBusad | 198 GB fres £l Fles are backad up and In sy, B Corvected

The Webroot Manage Folders dialog opens and shows your computer in the left column,
under “This Computer.”

4. Click on the folder you want to remove, then click the Remove button.

This Computer

& Jolie's Home Computer

a8
B Magic Brisfcase
My Documents
belp m*
My Pictures

5. At the prompt, click OK.

The Sync and Sharing Manager no longer synchronizes this folder. It does not delete the
folder from your computer, but it does remove the folder from your My Webroot account.
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Synchronizing data on multiple computers

If you installed the Webroot software on multiple computers, you can create shared, synchronized
folders between these computers. Whenever you update data in one of these shared folders
(adding, editing, moving, or deleting files), the Sync and Sharing Manager automatically makes
the same changes to the online servers and to shared folders on the other computers. This
automatic synchronization can be beneficial when you frequently use two computers, one at home
and one at work, and need to access the most recent files.

The following instructions describe how to synchronize data between two computers and how to
synchronize more than two computers.

o Note

The Sync and Sharing Manager provides one preconfigured folder called the Magic
Briefcase that you can use for sharing files between computers, instead of
configuring shared folders yourself. (For more information, see “Using the Magic
Briefcase” on page 71.) Be aware that the Magic Briefcase is preconfigured to
synchronize all your computers and could consume lots of disk space.

Synchronizing data between two computers

If you have two computers with the Webroot software installed on each one, you can synchronize
data between them by creating shared folders. (Before you begin, make sure you are connected to
the Internet.)

To synchronize data between two computers:

1. Install the Webroot software on each computer. You can install the software on an
additional computer from My Webroot (see “Managing licenses and additional products”
on page 172).

2. Make sure you are signed in to your account. (See “Signing in to your Webroot account”
on page 4.)

3. Open the Webroot File Manager. (From the system tray, right-click on the Webroot
icon @ and click Manage Sync from the pop-up menu.)

4. The Webroot File Manager assigns a name to your computer, but you can assign a new
name if you like. To do this, click on the Tools menu and click Rename this Computer.
Do the same for each of your computers with the Webroot software installed. The new
name and icon appear in the left panel, similar to the following example:

= ﬂ Jolie's Home Computer (this computer)
WILisas
| My Documents
Pictures

5. For each computer, create at least one synchronized folder that you plan to use as a shared
folder (see “Setting up synchronized folders” on page 60).
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6. From the Webroot File Manager on either computer, click Manage Sync Folders.

7.

T Webroot File Manager

Fis Edt View Took Help
i Mariage Syrec Folders... Serd Fie ARl Share.
= @ Malic’s Home Computer (this computer)  Jgallagh-de3f3d (this computer)
5] My Decuments. Harre “ | Soe Tres Dt Modified Status
) My Pactures = Documen
s [l Movic briefcase £ Fictures Folder
() web aechive
| veleted ries
"i‘ My Dinline Hoamepaige
% Photo Gallery & .
b L T — - T ] &l files are badied up and in e, B Corvected

The Webroot Manage Folders dialog opens and shows the computer you are currently
using in the left column, under “This Computer,” and your other computers in the right
column.

From the right column, under “Other Computers,” select a folder that you want to
synchronize between the two computers. Click the Syne button under the folder name.

This Computer [ Other C
# Jolie’s Home Computer 99 winxp-foo
e —
8 Mogi Briefease | | g Magic Briefease
= ———— |[) Dowmiosds |

= g,

() My usic | ueikties |

Dmrare ]

A dialog displays the folder name and location where the folder from the old computer
will be copied to your new computer.

6: Sync and Sharing

67



68

8.

T Sync Folder

The "Downloads™ Folder will be synced to:

C:\Diescurnents and SettingshAdministrator Desktopl Downlosds
[L‘jm&e Another Location ]

The "Doserdoads™ Folder does nok currenthy ecdst ak the spacified location. Webrook
will copry the Folder from your other computer to this location. After the intial
copry, the folders will remain in syne,

Lok J[ cncel |

If you want to specify a new location, click the Choose Another Location button and
select a folder from the Browse dialog. Otherwise, you can just click OK to copy the

folder.

o Note

If you select a folder with a name that is identical to a folder on the other computer,
a dialog opens and asks if you want to merge the two. During a merge, the Sync and
Sharing Manager copies the contents in each folder to the other, so they each
contain the same files. If the folders contain files with identical names, the Sync
and Sharing Manager first determines if the contents of the files are identical or
different. If the content is identical, it links the files and later synchronizes them if
you make a change to one. If the content is different, it keeps both versions and
suffixes filenames with the following text: (from computer _name).

The folder from the second computer appears in the left column. An arrow is shown
between the two folders to indicate they will be synchronized. (The Magic Briefcase
folder is synchronized automatically.) If you have additional folders to synchronize for

this computer or other computers, follow the previous steps.

This Computer Other €

2 Jolie's Home Computer , winxp-foo
E Magic Brisfcase 5 Magic Briefcase
[ Downloads -
_ | Doseniloads |
o (RGN :

When you’re done selecting folders, click OK at the bottom of the Manage Sync Folders
dialog. You must click the OK button for the synchronization to begin.
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T Webroot Manage Folders
Small | Large Window Size

This Computer Other Computers
& Jolie's Home Computer ‘ Winep-foo |

.

[ oownloads J () Downioads

= : - | |"'\ Lities
belp "Hemove | L

|':_"j My Documents
|ty s |

|iT'|.

My Pictures |

W

Add Folders from this Computer Storape: ) 170/MB used | 1.83 GB free Upgrade

Name: Ukiities  Exchade Subfolders
Size: 102 ME
Local Folder: C:Lkities
Cither Comnputers: Winsp-foo - C:iLritiec

(o)) o ]

Depending on the size and number of files, synchronization may take awhile. When the
process is complete, the status bar at the bottom of the Webroot File Manager shows “All
files are backed up and in sync” and shows the synchronized folders under each computer.

T Weobroot File Managor
Fle Edt Wiew Took Heb

i) Mg Syn Folders Sered Filn Fr ]
= @ Jolic’s Bome Computer (this computer) * Documents
] [ocuents e ~ | g Type Dt Modfied £
i [l Doverload: () Downloads Folder
Msic ) Tennis Fodder
# [ Patures
® [ niltees
- 3'|Hiu-p-l'nn
# [ Dewerioads
# LRilties a

"j“:" Py Dinline Homepage
% Phato Gallery ¢ 3
Sorage: ) 193 MBused | 181 GE fres A s ane Bachusd up o in Symec. B Corrmted

From now on, whenever you place a file in one of these synchronized folders, the Sync
and Sharing Manager uploads it to your online account and to the other computers. Be
aware that any editing changes you make to these files (additions, modifications, or

deletions) are also propagated to the other computers and to your My Webroot account.
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Synchronizing data between three or more computers

If you have three or more computers with the Webroot software installed on each one, you can
synchronize data between them by creating shared folders.

To synchronize data between more than two computers:

1. Follow steps 1 through 5 in the previous section, “Synchronizing data between two
computers.”

2. From any computer, open the Webroot Manage Folders dialog and select the Sync button
under the folder you want to share.

This Computer Other Computers
& Jolie’s Home Computer , winxp-foo #Is ¥pep2-foo

&
B Magic Brieficase K Magic Brisficase EH Magic Brisfcase

| Downloads | Dovmioads

- Lk | —

3. Click OK.
An arrow is shown between the two folders to indicate they are synchronized.

4. Go to the next computer, open the Webroot Manage Folders dialog, select the Syne button
for the folder you want to share, then click OK.

5. Repeat the previous steps for all folders you want to share.
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Using the Magic Briefcase

The Magic Briefcase is a synchronized folder that Webroot has configured for your convenience
under your personal Documents folder in Windows. Any files you put in the Magic Briefcase are
automatically synchronized with your online account and with any other computers in your
account.

We recommend that you use the Magic Briefcase to load files that you may want to access from
other computers, as when you are traveling and want to access certain documents remotely. If you
have multiple computers that share a Webroot account, you should not load a large amount of files
in the Magic Briefcase. The Sync and Sharing Manager copies all files placed in the Magic
Briefcase to all your other computers with the Webroot software installed.

To use the Magic Briefcase:

1.

Make sure you are signed in to your account. (See “Signing in to your Webroot account”
on page 4.)

Open Windows Explorer and select a folder or file you want to copy. Right-click to open
the pop-up menu and select Copy, as shown in the following example.

& Documents and Settings ;JE'__
73

Irie Edt  View Favortes Took Help '
Qo - ) - (T Osewen [ Foders [31]-
Address |3 C:ADocuments and Settings v Eloo

File and Folder Tasks & IJ Administrator

Em Renare this file

(g Move this file = o
;j Copry this File ’J

& Publish this file to the
L

ah
() E-mail this file % rRcros
iy Prink this fils zoo

Edit
Delete this fia Hew
x Print
Open With [
Other Places @Webroot '
%o Local Disk (C:) @Perferen Secure Sweep
) My Documents DHanags Files
3 Shared Documents @Perform Securs Cleanup
i My Computes sand To »
g My Network Places
Cut
M

3. Open the Magic Briefcase folder, located in your personal Documents folder in Windows

Explorer.

This folder is in “Documents and Settings” for Windows XP or under “Users” for
Windows Vista and Windows 7.

Paste the file into the Magic Briefcase folder.

When you copy the file to the Magic Briefcase, the file is instantly synchronized to your
online account and to your other computers with a Webroot account. A green checkmark
next to a file or folder indicates that it is synchronized.
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File and Folder Tasks E - r A T
£ Make a new Folder
&) Publsh this folder to the =
Web f Sampls Photos
i ) CVTARed 2009 Schedule
- Microsolt Office YWord 97 - 210,
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) Shared Documents
i My Computer
W My Netwark Flaces

If you want to verify that the file or folder was loaded into your online account, open the
MyData page. See “Managing files in the MyData page” on page 80.

Using the Webroot File Manager

You can manage synchronized folders and files through the Webroot File Manager, which is an
Explorer-type interface available on your computer. The Webroot File Manager enables you to
open, copy, move, and delete files in your synchronized folders.

You do not need to connect to the Internet to view the Webroot File Manager. However, when you
are connected, you can manage files online and across all your computers that have the Webroot
software installed. For example, if you want to access a document that resides on your computer at
home and edit the document on your laptop while you’re traveling, you can use the Webroot File
Manager to open and edit the file.

To open the Webroot File Manager, you can either:

«  Right-click the Webroot icon @ in the system tray and click Manage Sync from the pop-
up menu.
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) Home

¥ Scan Now
W Cleanup Now
Manage Sync |

Accass Syne Files Online
Tum OM Gamer Mode

Hadp

Launch My Accoumnt
Sign Out

Close

or

From the Home panel of the main interface, click the Manage files button under Sync &
Sharing.

“
Sync & Sharing

Storage space
1.66GH available

Manage files [

The Webroot File Manager opens, similar to the following example. The left panel shows
synchronized folders, the Magic Briefcase, the Web Archive, and Deleted Files. If you
installed the Webroot software on multiple computers, the left panel lists each computer.
The right panel shows more detail about whatever you select in the left panel.

T Webroot File Manager
Fil» Edt Wiesw Took Help

(£ Mangn Syne Folders SerdFle  [An

Dot Miochifiesd Statuss

;
g
J

3

/i\ By Dnliree Hoarsepage

T Photo Gallery p ¥
Sorega: [ 150 MB usad | |98 GE fres & Files are haded up and in sne. B Corneched

See the following sections for details about the Webroot File Manager and available
commands.
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Menus

The File, Edit, View, and Tools menus provide access to Webroot File Manager commands (see
the table, “Commands in the Webroot File Manager” on page 76). The Help menu provides access
to complete online Help, some FAQs, and the ability to send an error report to Webroot.

File Edit “iew Tools  Help

Toolbar

The toolbar provides commands for reconfiguring synchronized folders and sending emails to
friends with links to files or albums (see the table, “Commands in the Webroot File Manager” on
page 76).

‘___@ Manage Sync Folders... (1)) Send File I.:['T-;) Share

Left panel (folder tree)
The left panel shows the following:

*  Your computers and folders. This is a folder tree that shows your computer and its
synchronized folders, as well as any other computers shared in your account.

*  Magic Briefcase. This is a preconfigured, synchronized folder that resides under your
personal Documents folder. It also resides in your My Webroot account. Any files you put
in the Magic Briefcase are automatically synchronized with your online account and with
other computers where you installed the Webroot software. For more information, see
“Using the Magic Briefcase” on page 71.

*  Web Archive. This is a folder that only resides on the Webroot servers, not on your home
computer. You should store files here that you need backed up, but not synchronized (for
example: scanned copies of passports, old tax returns, and music files). For more
information, see “Copying files to the Web Archive” on page 79.

* Deleted Files. This is a recycle bin for files deleted from your account. You can retrieve
files from here, if necessary.

At the bottom of the panel are two additional buttons, which open to My Webroot: My Online
Homepage and Photo Gallery.
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= ._ Jolie's Home Computer (this computer)
=1 My Dacuments
) Tennis
-
L My Pictures

+ ﬁ Magic Briefcase

5 web Archive
[j]' Deleted Files

72N i
A My Online Homepage

% Photo Gallery

Middle panel

The middle panel shows more detail about an item selected in the folder tree on the left. You can
click on a file to open it or right-click to open a pop-up menu of commands (see the table,
“Commands in the Webroot File Manager” on page 76).

Pictures

Name: Size Type [Dabe Modfied Status
B mc_4767.0p5 ZMB FEG Image 4/23]2009 1:01 PM Backed Up
B8 mic_4864.0PG 3IMB PEG Image 4/23[2009 1:03 PM Backed Up
B MG _4900.0PG 2MB PEG Image 4(23[2009 1:08 PM Eacked Up
B MG _4974.90G 1HB PEG Image 4/23{2009 1:06 PM Backed LUp
B2 mic_so1e.0pG 3ME PEG Image 4/Z32009 1:09 PM Backed Up
B nework.ipg IKB PEG Image 4/23/2009 1:22 PM Backed Up

Status bar (bottom taskbar)

The status bar at the bottom of the panel shows the amount of storage used and free, the status of
synchronized files, a link to your personal account, and the connection status to the Internet.

|5-:=a-m: C 0 3 M e | 1,97 5B Tree Alllibes ore backend up and in sy, I 0. viebe 0ok, ot BN Conoted |
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Commands

The Webroot File Manager includes many commands, which are available from either the menu
bar at the top of the panel or from a pop-up menu that opens when you right-click on an item.
(Some commands require that you connect to the Internet.) For a complete list of commands, see

the following table.

Commands in the Webroot File Manager

New Folder

Creates a new subfolder in your synchronized folders.
To create a subfolder:

1. Select a “parent” folder from the left panel.

2. Select New Folder either from the File menu or from the pop-up menu
when you right-click on the folder name.

3. When “New Folder” appears, enter your own name and press Enter.

You can then load files into this folder by using the Import Files
command.

Manage Sync
Folders

Opens the Webroot Manage Folders dialog where you can add or remove
folders from synchronization.

For further instructions, see “Setting up synchronized folders” on page 60.

Send File

Sends an email to friends with a link to your files. For further instructions,
see “Sending files to others” on page 96.

Share

Sends an email to friends with a link to your photo albums. For further
instructions, see “Sending files to others” on page 96.

Import Files

Imports files into a synchronized folder.

To import files:

1. Select a folder from the left panel.

2. Click Import Files either from the File menu or from the pop-up menu
when you right-click on the folder name.

3. When the Import dialog opens, select the files (use Ctrl or Shift to pick
multiple files) and click Open.

The files appear in the Webroot File Manager and are immediately

uploaded to the online servers.

Import Folder

Imports subfolders into a synchronized folder.
To import a folder:
1. Select a “parent” folder from the left panel.

2. Click Import Folder cither from the File menu or from the pop-up
menu when you right-click on the folder name.

3. When the Browse dialog opens, select the folder and click OK.
The subfolder appears in the left panel.

Export/Save As

Saves a synchronized file or folder to a different location on your
computer.

To export or save:
1. Select a file or folder.

2. Click Export/Save As cither from the File menu or from the pop-up
menu when you right-click on the file or folder name.

3. When the Browse dialog opens, select the folder location and click OK.
The file or folder is saved to that other location.
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Commands in the Webroot File Manager (continued)

Restore Restores a deleted file. For instructions, see “Restoring data” on page 98.

Edit commands (Cut, Allows you to perform editing tasks, similar to the Edit menu in Windows
Copy, Paste, Explorer and other Windows programs.

Rename, Select All,  Note: Deleted files are moved to the Deleted Files recycle bin, where you
and Delete) can permanently delete them or restore them.

Show in Windows
Explorer

Opens Windows Explorer and shows the location of the file on your
computer.

To show the file location in Explorer:
1. Select a file in the middle panel.

2. Click Show in Windows Explorer either from the View menu or from
the pop-up menu when you right-click on the file name.

Explorer opens to the file’s location.

View in my Online
Homepage

Opens the MyData page and shows the location of the file in your My
Webroot account.

To show the file location in MyData:

1. Select a file in the middle panel.

2. Click View in My Online Homepage from the pop-up menu when you
right-click on the file name.

The MyData page opens in your Internet browser and shows the file’s

location in your online account.

Versions

Allows you to see up to five previous versions of a file that have been
uploaded to the online servers.

To see file versions:
1. Select a file in the middle panel.

2. Click Versions either from the View menu or from the pop-up menu
when you right-click on the file name.

File transfer status

Allows you to check the status of file uploads during synchronizations.
To see the file transfer status:

1. Select the View menu.

2. Click File Transfer Status.

Another panel opens where you can view the progress of uploads and
downloads. If necessary, you can move files up in the priority list.

Preferences

Provides the following options:
» Show file status icons in Windows Explorer.
* Adjust the file upload speed from low to high.

To access these preferences, select the Tools menu, then click
Preferences.
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Commands in the Webroot File Manager (continued)

Rename this
Computer

Allows you to enter a more descriptive name and icon for the computers
listed in the left panel.

To rename a computer:

1. Select one of the computers in the left panel.

2. Select the Tools menu.

3. Click Rename this Computer.

4. In the Name Your Computer dialog, enter a new name and click on an
icon.

The new name and icon appear in the left panel, similar to the following

example:

= a Jolics Home Computer (this computer)
[ T

| My Dotuments
Pictures

Remove a Computer

Stops synchronizing folders on this computer. (It does not remove the
actual folders on your computer.)

To remove a computer from synchronization:
1. Select the computer in the left panel.

2. Select the Tools menu.

3. Click Remove a Computer.

4. In the next dialog, click the Remove button.

Any files that were synchronized on this computer are moved from your
online account to the Web Archive. If you don’t want the files stored there,
go to the Web Archive and delete them.

Reclaim Storage

If you notice that the total size of the files in the Webroot File Manager
does not match how much overall storage space you are using, go to the
Tools menu and click Reclaim Storage to make sure all your files are
properly accounted for.
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Copying files to the Web Archive

If you have important documents or photos that you want backed up, but not synchronized, you
should upload them to the Web Archive. For example, you may want to back up tax returns, old
photos, and a scanned copy of your passport. These types of documents won’t change and don’t
need to be kept in synchronization with other computers.

Although you can view the contents of the Web Archive folder from the Webroot File Manager,
this folder does not reside on your home computer and you cannot view it from Windows
Explorer. The contents of the Web Archive physically reside on the Webroot servers, accessible
from your My Webroot account.

o Note

To restore files from the Web Archive, see “Restoring data” on page 98.

To copy files to the Web Archive:

1. Make sure you are signed in to your account. (See “Signing in to your Webroot account”
on page 4.)

2. Open the Webroot File Manager. (From the system tray, right-click on the Webroot
icon @ and click Manage Sync from the pop-up menu.)

3. When the Webroot File Manager opens, right-click Web Archive to display the pop-up
menu. Select either Import Files or Import Folder.

T Webroot File Manager

File Edt Yiew Tools Help
i‘q@ Manage Syre: Folders... Send Fi
£ # Jolie's Home Computer (. Web Archive
+ ‘ Winxp-foo Hame
* i Magic Briefcase
= Mobile Phatos
" Jweb Archive

+ 'H[ Deleted Fil B

Mews Folder

Import Folder..
ExportfSenve s

4. From the dialog that opens, select the files or folders you want archived.

The files are instantly copied to the Web Archive in your online account. The Webroot
File Manager shows the folders or files under the Web Archive folder. The Status column
in the middle panel shows “Backed Up” next to each file that uploaded successfully.

ﬂ Note

Your files remain in their original location. The Sync and Sharing Manager does
not move the files, only copies them.
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5. If you want to double-check that the files were successfully uploaded to your online
account, right-click on Web Archive and select View in My Online Homepage.

% a Jolie's Harme Computer (1 Web Archive
+ ‘ Winsp-foo Hame
= . (] Tennis
* - Magic Briefcase
n_.. Maobile Photos

S Lecbarchig
) Termis
BRSNS vew ity CrdnoHomepege, |
e Mews Folder
Import Files

Imipeort Folder...
ExportfSave A,

Managing files in the MyData page

All your uploaded files are available online in the MyData page of My Webroot, your personalized
Web interface that is available 24 hours a day, every day of the year. The MyData page allows you
to open, copy, move, delete, and share files in your synchronized folders. You can access these
files from any computer with an Internet connection and browser.

To manage files in the MyData page:
1. Open your browser and click My Webroot from the Webroot toolbar.
My Webooot 1:;- Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, select MyData from the top
panel.

MyAccount m Myldentity

The MyData page opens, similar to the following example.
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The MyData page includes three tabs across the top of the main panel: My Folders and
Files, Recent Events, and Photos. These tabs are described in the following sections.

My Folders and Files

The My Folders and Files tab lists all files that have been uploaded, as shown in the example
above. For a complete list of commands available from the My Folders and Files tab, see the

following table.

My Folders and Files

New Folder

Create a subfolder within one of your synchronized folders.
To create a new subfolder:

1. Select a parent folder in the left panel.

2. Click New Folder.

- Tennis
m Uphoad

ﬂ Send Files (&l Download [0 Copy 88 Move W Delete

When the New Folder dialog opens, enter a name and a location, then click
OK.

Upload

Upload files from your computer to your synchronized folders.
To upload files:

1. Select a destination folder in the left panel.

2. Click Upload.

Tennis

lew Folder

{3} sendFiles (@l Downioad [0 Copy 8 move W Delete

3. When the Upload Files dialog opens, click Browse to select a file to
upload from your computer. You can use the additional fields to upload
multiple files.

4. When you’re done, click OK.
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My Folders and Files (continued)

Send Files Send an email to friends with a link to your files. For further instructions,
see “Sending files to others” on page 96.
Download Access a file from another computer by opening it or by downloading it to

a Downloads folder. To download files, see “Accessing files remotely” on
page 84.

Copy, Move, Delete

Copy, move, or delete files.

1. Select one or more files in the middle panel by clicking in the checkbox
next to the file name.

2. Click Copy, Move, or Delete.

AN send Fiies ([ Download C[[7) Copy @ move [ Deiete )

] Name A& Dare Modified

710 124457 0T

For Move and Copy, another dialog opens where you select the destination
folder. For Delete, files are moved to the Deleted folder, which serves as a
recycle bin.

Edit with WebSync

Edit files from any Internet-connected computer and have the changes
immediately synchronized. For instructions, see “Accessing files
remotely” on page 84.

Versions

View previous versions of an uploaded file (five maximum) and restore
them if necessary.

To see file versions:
1. Click on a file name in the middle panel to display the pop-up menu.
2. Click Versions.

A dialog opens with more information about the file and previous versions
that were uploaded. For more information about restoring previous
versions, see “Retrieving an older version of a file” on page 102.

Rename

Rename a file in your synchronized folders.

To rename a file:

1. Click on a file name in the middle panel to display the pop-up menu.
2. Click Rename.

Enter a new name and press Enter.

6: Sync and Sharing



Recent Events

In the Recent Events tab, you can view the ten most recent activities performed with the Sync and
Sharing Manager, which may include sharing an album, updating a file, or sending a file.

My Foldea s and Files Fecent Evonts Photos
Rérsdi Access Ricinl Evems
@ gaitagh de3d 3
- Shata TIF0 .47 45 AM FDT
Bl wagic Briefcase
B Wb Aichis
' a Al added
L e Shiat i TITHD 8:431 7 AW POT
\}
Ol S1ed age Space
- ] L}
W 26 ME S
174 6B
POWERED BY I
SugarSync =

Photos

The Photos tab shows all the synchronized folders that contain at least one JPG file, then displays
those folders as “photo albums.”

Wyt Foldbisi & il Files el Bveils Phistas

m Comtacts” Albinnms

ALBUM ACTIOIS
W Al 4 by [Maeess (021 - @

Q Pryrvibe MIu™

 Pubic abum

B Shared aBum

For a complete list of commands available from the Photos tab, see the following table.

Photos

My Albums/ View your own albums or albums sent to you by friends. See “Managing
Contact’s Albums photo albums” on page 89.

Share Album Send an email to friends with a link to your photo albums. For instructions,
see “Sharing photo albums with others” on page 93.

Publish to Facebook Publish your photo albums on your Facebook page. For instructions, see
“Publishing photo albums to Facebook™ on page 95.
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Photos (continued)

Properties

Specify who can see the album, rename an album, and view other
properties.

To set properties:

1. Select the down arrow next to the Actions field beneath the album.
2. Click Properties.

Actione @ TeTic]

e Al

Fublish to Facabonk

Drovwvriboad Album

From the Properties dialog, you can change the name of the album, view
the folder location of the album, or specify whether this album can be
viewed by only you, everyone on the Internet, or only selected contacts.

Download Album

Access an album from another computer by opening it or by downloading
it to a Downloads folder. For instructions, see “Accessing files remotely”
on page 84.

Accessing files remotely

You can access synchronized files or photo albums from any computer with an Internet connection
and browser. Simply access your My Webroot account, then download files or albums to your
current computer. You can also edit files with WebSync, a program that provides access to some

84

editing applications.

To access files remotely:

1. Open your browser and access My Webroot (https://www.webroot.com/mywebroot/).

2. In the Sign In panel, enter your user name (email address) and password, then click the

Sign in button.

3. When My Webroot opens with your account information, select MyData from the top

panel.

MyAccount m;‘ Myldentity

The MyData page opens.
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The following sections describe:
* Downloading files
*  Downloading photo albums

+ Editing files remotely

Downloading files

You can download files residing in any of your synchronized folders from any location. For
example, if you are traveling and need access to a file located on your home computer, you can
download the file from any computer with an Internet connection.

To download files:
1. Access the MyData page as described previously in this section.
2. Make sure the My Folders and Files tab is selected.
3. Do one of the following:

*  Click on a file to display the pop-up menu and select Download.

or

* Select one or more files in the middle panel and click the Download button.

My Folders and Files Recent Events
- | Tennis
= Jolie’s Home Computer | New Folder Upload
KR magic Briefrase Send Files [ [ copy B Move WO
S Web Archive [ Name & Date Modified
H DeletedFiles O CWTA Red 2009 Roster.doc - 4729009 915,25 AM
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= it with Web Syne
¥ (£ Documents O E CVTA Red Twilight 2003 Sc
(S Downloads 0O M TheCode pdf e
°
r_:l sl versions
D Fictures | Renama

6: Sync and Sharing

85



86

A dialog prompts you to open the file or save it to your current computer.

4. Select either:

*  Open with and an application from the drop-down box. If you chose to open the file,
the Sync and Sharing Manager opens the selected application and loads the file in it.

* Save File. If you chose to save the file, it creates a Downloads folder (if not already
created) and places your files there.

My Folders and Files

“ .1 Jolie's Home Computer

i Magic Briefcase
£5 Web Archive
E‘_‘l Deletad Files

1 Documents
1 New Folder Ugslacl

£Z) send Files (Bl Download

Downloading photo albums

The MyData page allows you to download photo albums residing in any of your synchronized
folders from any location. For example, if you are traveling and want access to a photo album
located on your home computer, you can download the album from any computer with an Internet

connection.

To download photo albums:

1. Access the MyData page as described previously in this section.

2. Click the Photos tab.

3. Beneath the album you want to download, click the down arrow next to the Actions field,
then click Download Album from the menu.
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A Tl wiih Saiaciad

comacis

A dialog prompts you to open the file or save it to your current computer.
4. Select either:

*  Open with and an application for viewing photos from the Browse button. If you
chose to open the album, the Sync and Sharing Manager opens the application you
selected and loads the album.

* Save File. If you chose to save the album, the Sync and Sharing Manager creates a
Downloads folder (if not already created) and places your album there.

Editing files remotely

You can open and edit files residing in any of your synchronized folders from any location. For
example, if you are traveling and need access to a file located on your home computer, you can
open the file from any computer with an Internet connection. You can then edit the file and save it.
The changes are immediately synchronized.

To edit files remotely:
1. Access the MyData page as described previously in this section.
2. Make sure the My Folders and Files tab is selected.
3. Click on a file to display the pop-up menu and select Edit with WebSync.
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Iy Folders and Files Recent Events
- Tennis
= Jolie’s Home Computer Hew Folder  Upload

K@ mavic Briefcase 2} sendFiles (8 Downioad [) copy B Mo
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o Note

If a dialog opens that instructs you to install Java, click on the install Java link and

follow the on-screen instructions.

A dialog prompts you to open the file or save it to your current computer.

4. To edit your file, select Java Web Start Launcher.

Your document opens in Microsoft Word, along with a Webroot - WebSync dialog.

.= Webroot - WebSync

WebSync automaticaly uploads any changes vou make to these
files, When you are finished editing, cose these fles and press
‘Done With All" ta dean up the temparary copies.

| Done wih al [

5. Edit your file, then click Done with All so your changes are immediately synchronized.
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Managing photo albums

When you place photos in your synchronized folders, the Sync and Sharing Manager uploads them
to your online account and creates an album for every folder that contains at least one JPG file.
You can access and manage all your uploaded photo albums from the Photos page.

To manage photo albums:

1. Open your browser and click My Webroot from the Webroot toolbar.
My Webroot [ Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, select MyData from the top
panel.

MyAccount \ uhh Myldentity

The MyData page opens.
3. Click the Photos tab.

The folders containing JPG files are organized into photo albums.

Wy Fbeist & el Filés Racatil Byl Phitas

m Comtacty” Allnang

Iy Allstiers 1 by [Miaere (AT v

[ AvsumM ACTIONS

) Private aise
B Public abun

B Shared afum

You can perform a number of tasks from the Photos tab, as described in the following
table
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Photo Album commands

My Albums/ By default, your own albums are shown in the Photos tab. If you want to

Contact’s Albums view photos that friends in your Contacts list sent you, click the Contacts’
Albums button above the album pictures. (To create a Contacts list, click
the Contacts link below the album pictures.) To view your own albums
again, click the My Albums button.

Sort by If you want to reorganize the albums shown in the Photos tab, click the
down arrow in the Sort by field to reorganize the albums by name or date
imported.

Show/Hide Albums  If you want to hide some albums from this view, click the Show/Hide
Albums link.

€D (s

In the next panel, click Hide if you do not want this album shown in the
Photos tab or Show to display it again. When you hide an album, its files
are still synchronized and accessible from your folders.
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Photo Album commands (continued)

Actions

Click the drop-down arrow in the Actions field to access the drop-down

menu.

Publish to Facebook

Properties

Dovevndioad Alkum o

The menu items are described below.

Share Album. Sends an email to friends with a link to your photo
albums. For further instructions, see “Sharing photo albums with
others” on page 93.

Publish to Facebook. Publishes your photo albums on your Facebook
page. For instructions, see “Publishing photo albums to Facebook” on
page 95.

Properties. Opens the Properties dialog, where you can change the
name of the album, view the folder location of the album, or specify
whether this album can be viewed by only you, everyone on the
Internet, or only selected contacts.

Download Album. Accesses an album from another computer by
opening it or by downloading it to a Downloads folder. To download an
album, see “Accessing files remotely” on page 84.

Settings

If you do not want to receive notifications when someone opens the email
with your album attached, click the Settings link below the album
pictures. Under Notifications, click Unsubscribe.
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Photo Album commands (continued)

Contacts If you frequently send albums to the same people, you can create an
address list. Click the Contacts link below the album pictures. The
Contacts panel opens, similar to the example below.

@ AFAdd Comtact  QEFADd Group  [I§Fimport Contacts

ool All Contacts
Al (3)
Blocked
J Edit W Delete
Groups D :
Family (3 Fir 5t Haime "
O lan
[0 Margaret
O Sean

From this panel, you can create contacts as follows:
* Add Contact. Click to manually enter a list of friends and family.
* Add Group. Click to create a group and assign contacts to the group.

For example, you may want to create one group that includes only your
family and another that includes all your friends.

* Import Contacts. Click to upload your address book from Gmail,
Yahoo, Hotmail, or AOL.

To view all photos within the album, click on the album picture. Another page opens with
thumbnail views of your photos. From there, you can click on a thumbnail to view a larger
image and access Photo Actions, similar to the example below.

bty Foldder s el Fldes Recem Byels Fhotos

m Contacts” Al

Bk o by Albimnis = Pl = G _3016.0PG ), Sleteahion I Aot Aciows

ISy PHOTO ACTINES

Ciick to adkd & capdion

The right panel displays a list of commands for album actions (described in the previous
table) and for individual photo actions, described in the following table.
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Photo Actions

View in My Folders
and Files

Opens the My Folders and Files page and displays the location of the
selected photo.

Download Photo

Downloads the selected photo (if it resides on another computer). To
download a photo, see “Accessing files remotely” on page 84.

Rotate Left/ Rotates the picture’s orientation.
Rotate Right
Publish to Facebook Publishes the selected photo on your Facebook page. For instructions, see

“Publishing photo albums to Facebook™ on page 95.

You can add descriptions of each photo by selecting Click to add a caption below the
photo. The caption appears in the individual photo view and when you click Slideshow in
the upper right of the picture.

Sharing photo albums with others

If you want to share photo albums with friends, you can use the Send Folders function to send
them an email with a link to copies of your albums. Using the Send Folders function has several
advantages: it preserves space because you are not attaching albums directly to an email and it
protects your original files because you are not providing others with direct access to your albums.

Recipients are given access to a copy of your photos for 21 days. Be aware that since they do not
have access to your original files, any future changes you make won’t be reflected in their copy.
The recipients of your email do not need to have a Webroot account to access the albums.
However, if they do have a Webroot account, they can view any albums you make public or share

with them.

To share your photo albums with others:

1. Open your browser and click My Webroot from the Webroot toolbar.

My webmot 3

Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, select MyData from the top

panel.

MyAccount m Myldentity

3. Select the Photos tab.

4. Select the drop-down arrow next to Actions, then click Share Album.
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Publish to Facebook

Froperties

Drovendioad Albwum

17

The Share Album dialog opens.

LI  comtacts’ Albums

Share Al East Coast

To

Message: | thought you would enjoy thege pholas!

[ make public

B Import Contacts

In the To: field, enter the email addresses of the recipients, separated by commas. You can
also import email contacts you previously created by selecting Import Contacts in the
upper right of the panel. (To create a Contacts list, see Contacts in the table for “Photo

Album commands” on page 90.)

In the Message: field, enter a short message for the invite. (If you select the Make
Public... checkbox, your photo album is accessible to anyone on the Internet.)

When you’re done, click the Share Album button.

A status message opens when your file is sent.

Your recipients receive a message with a link to your photos. When they click on the link,
a Web page opens where they can download the files to their computers. (They do not
need a Webroot account.) Recipients are given access to a copy of your photos for 21
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days. Since they do not have access to your original files, any future changes you make
won’t be reflected in their copy.

When the recipients access the album, Webroot sends you a notification and logs an entry
in the Recent Activity tab in the MyData page. If you do not want to receive notifications,
click the Photos tab and click Settings below the album pictures. Under Notifications,
click Unsubscribe.

Publishing photo albums to Facebook

If you have a Facebook account, you can easily publish your photo albums to Facebook using the
Sync and Sharing Manager. You can also publish individual photos, as described in the Photo
Actions table on page 93.

To publish albums to Facebook:
1. Open your browser and click My Webroot from the Webroot toolbar.

My Wabnoot l:’ Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, select MyData from the top
panel.

MyAccount m; Myldentity

3. Select the Photos tab.
4. Click the Facebook icon below the album you want to publish.

5. When the next page opens, you can choose which photos you want published. Click Select
All or click on each photo (use Ctrl and Shift), then click the Publish button.

6. In the Facebook dialog, enter your email address and password used for your Facebook
account. If the Facebook Special Permissions dialog opens, select Allow Photo Uploads.

The following dialog opens.
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Choose Destination Facebook Album:
%1 Hew Album: Sample Photos

) Exdsting Album: Crested Butte August 2008

7. Enter a name for the new album or click Existing Album and select one of your current
Facebook albums to load the photos into an existing album. Click OK.

A message displays in My Webroot that your pictures are uploading to Facebook.

8. Open your Facebook account and check that your photos are posted on your profile.

Sending files to others

If you would like to share files with others, you can use the Send Folders function to send them an
email that provides a link to copies of your files. Using the Send Files function has several
advantages: it preserves space because you are not attaching files directly to an email and it
protects your original files because you are not providing others with direct access to your files.

Recipients are given access to a copy of your files for 21 days. Be aware that since they do not
have access to your original files, any future changes you make won’t be reflected in their copy.
The recipients of your email do not need to have a Webroot account to access the files.

To send file links:
1. Open your browser and click My Webroot from the Webroot toolbar.
My Weabroot l:! Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, select MyData from the top
panel.

MyAccount m Myldentity

3. Click the My Folders and Files tab.

4. Select a file by clicking on its checkbox, then click Send Files from the toolbar or Send
from the right-click pop-up menu.
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5.

My Folders and Files Recent

:

B Winegp.too Tennis
Hew Folder Upload
Magic Briefcase _ N
- LX) Send Files ) @Bl Download  [[7) Copy
Wb Archie
3 [ Mame =
B Deleted Files 0 E CVTA Red 2009 Roster.doc

¥ () Documents

Editwith WebSync

o E CVTA Re

(5] Downioads O I!_i TheCode Diowmlaad
» [0 Downloads Versions
5] Music Rename

The Send Files dialog opens.

Send a link to a copy of your file(s)

To: |

Saparale amal addresses with COMMAS

Subject: :Jnlue has sentyou afile!
Files: CVTA Red 2009 Schedule doc (38 KE)

Message: |

optional)

(s 20000 clar st ers

[Send - Cancei ]

In the To: field, enter the email addresses of the recipients, separated by commas. In the

Message: field, enter a short message for the invite. Then click Send.

A status message opens when your file is sent.

Your recipients receive a message that looks similar to the following example. When they
click on the link, a Web page opens where they can download the files to their computers.
(They do not need a Webroot account.) Recipients are given access to a copy of your files
for 21 days. Since they do not have access to your original files, any future changes you

make won’t be reflected in their copy.
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@webroot

Message from conor09150fao. com:
Here is the USTA match schedule for the Ladies’ Red team.

conorQ91s@foo.com has sent you a file. You have 21 days to download the

file by clicking the link below.
http:/fshare webroot.com/download.php?ss wrl=https%e3A%2F%
Fconoris

These files were sent to you using Webroot, part of an award-winning PC
security solution with a way to automatically protect your computer and
share files of any size. Learn more at www, w

If you have any questions, please contact us at support@webroot.com,

Sincerely,

The Webroot Team

When the recipients access the files, Webroot sends you a notification and logs an entry in
the Recent Activity tab in the MyData page. If you do not want to receive notifications,
click the Photos tab and click Settings below the album pictures. Under Notifications,
click Unsubscribe.

Restoring data

You may need to restore data in the following situations:

98

You need to fully restore all data to a new computer. For example, your old computer
crashed, your computer was stolen, or you purchased a new computer and want to quickly
load all your old files. See “Restoring all data to a new computer” on page 99.

You need to retrieve an older version of a file. For example, you accidentally overwrote
an important file or you want to revert to an older version of it. See “Retrieving an older
version of a file” on page 102.

You need to retrieve a file or folder you deleted. For example, you accidentally deleted
a synchronized folder from your computer (which also deleted it from your online
account) and you want to restore it. See “Retrieving a file or folder you accidentally
deleted” on page 103.

You need to restore data from the Web Archive. For example, you accidentally deleted
an important document from your computer, but it was copied to the Web Archive and you
want to restore it. See “Restoring files from the Web Archive” on page 103.
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Restoring all data to a new computer

Your My Webroot account safely stores your old computer’s files in the synchronized folders, no
matter if your computer is lost or damaged.

o Note

Thieves cannot access your online files because they do not have your account
name and password to launch your Webroot account.

To fully restore all data to a new computer:

1. On the new computer, install the Webroot software and activate your account on that
computer (see “Creating a Webroot account” on page 2).

ER]

2. Make sure you are signed in to your account. (See “Signing in to your Webroot account
on page 4.)

3. Open the Webroot File Manager. (From the system tray, right-click on the Webroot
icon @ and click Manage Sync from the pop-up menu.)

4. Assign a new name and icon to the new computer by clicking on the Tools menu and
selecting Rename this Computer. Assign a new icon and enter a unique name for your
new computer, then click OK. The name must be different from your old computer.

5. Click Manage Sync Folders.

T Webroot File Manager
File  Edt  View  Took Help

[

Ly Marage Sy Folders ]

= i Jalie's Home Computer (this computer)  Jgallagh-de3f3d (this computer)

| My Decurments Mo =
| My Pitures T

# ﬁ Magic Brielcase " Pachures

Dty Miodifind Shatu

33

'/i\ My Online Hoamepage

%) Phato Gallery 2 5
Thir mgac 15 MR umad | 190 Gl Fres £l Flees wra hackad up snd In sync. ) Corracted

The Manage Folders dialog opens and shows your new computer in the left column, under
“This Computer,” and your old computer in the right column.

6. Copy files from your old computer to your new computer by synchronizing each folder.
To do this, click the Syne button under a folder name for your old computer (right
column).
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This Computer [ Other C

@ Jolie's Home Computer | 9 winup-foo
B Mogi Brefase | i | g Magic Briefcase
|

- o A |

|7 My Documents J
= @@,

|77 My busic |‘. Utibties |
|7 My Pictures J

A dialog displays the folder name and location where the folder from the old computer
will be copied to your new computer.

T Sync Folder *

The Dowrlaads™ Folder will be synced to:
C:\Doouments and SettingsiAdeministratoriDesktop\Downloads
[d\nme Another Ln-czban]

The "Diowerdoads™ Folder does ok currenthy ecdst ak the specfied location. Webrook
will cogry the Folder from your other computer to this location. After the initial
copry, the folders will remain in sync,

Lo J[ coe |

If you want to specify a new location, click Choose Another Location and select a folder
from the Browse dialog. Otherwise, you can just click OK to copy the folder to the
location displayed at the top of the dialog.

The folder from the old computer appears in the column for your new computer. An arrow
is shown between the two computers to indicate they are synchronized. (The Magic
Briefcase is synchronized automatically.) Synchronized folders are shown on a white
background. Unsynchronized folders are shown on a gray background. If you have
additional folders to synchronize, follow the previous steps.

This Computer

When you’re done selecting folders, click OK at the bottom of the Manage Sync Folders
dialog. You must click the OK button for the synchronization to begin.
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T Webroot Manage Folders

ﬁ Jolie's Home Computer

" |
iCm
Qe
help THemove |

(=Ll |

|f‘.f‘l‘1m .

Add Folders from this Computer

Name: Utilkies  Exchade Subfolders
Size: 102 MB
Local Folder: Criltiities
Cither Comnputers: Winsp-foo - C:iLritiec

W winxp-foo
CLETE

|:m

) Utiities

x

2mall | Large Window Size

This Computer Other Computers

W

Storags: ) 170 MB used | 1.83GB free Uipgrade

[ o ) coxe |

Depending on the size and number of files, the synchronization may take awhile. When
the process is complete, the status bar at the bottom of the Webroot File Manager shows
“All files are backed up and in sync” and shows the synchronized folders under your new

computer.

T Webreat File Managor

Fie Edt ‘ew Tooks Melp

= @ Jolic’s Home Computer {this computer) ™
] Cocuents |
i || Downioads
=
& ) Pachures
@ O miltees
- ‘Wh)-u-—l’m
@ [ Dewerioads
& [ Leikies
"j’t" Py Dindine Hormepage

TR Fhoto Gallery
Sorage: 1 198 MB used | 181 GB free

P — . =
() Maniagn Syne Fokdars... SerdFle | i Shars

Folder

Al s are bschond up ared in syTec.

Dt Maedfied St

B Corrmcted
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Retrieving an older version of a file

You can save up to five previous versions of a file and can restore any of those saved versions. (If
you save changes a sixth time, your most recent versions are saved and the oldest version is
removed.)

To retrieve an older version of a file:

1. Open your browser and click My Webroot from the Webroot toolbar.

My Webrool [ Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, select MyData from the top
panel.

MyAccount llta'_h Myldentity

3. Select the file you want restored from the middle panel (click in its checkbox).

4. Click on the file name to display the pop-up menu, then click Versions.

A dialog opens with more information about the file and previous versions that were
uploaded.

5. Locate an older version and click Save As.

Versions

CVTA Red 2009 Schedule.doc

Date Modified Size  Compater Maodified By Action

94609 12:37.03 PM PDT 38KB  Jolie's Home Computer conoil315 | View Cumrent

B/29/08 2:45:02 PM POT 3TKB  Jolie's Home Computer conof0915 @ View | 'J‘n
]

The dialog prompts you to save a copy of the file and give it a new name.
6. Enter a new name or use the Webroot-generated name and click Save.

A copy of the file is added to your synchronized folder and is automatically synchronized
(copied to both the online folder and your computer). You can access it locally or online.
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Retrieving a file or folder you accidentally deleted

The Deleted Files folder acts like a recycle bin for files you deleted from your account. You can
retrieve deleted files from this folder.

To retrieve a file or folder you accidentally deleted:

1.

Open your browser and click My Webroot from the Webroot toolbar.

My Webroot [ Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

When My Webroot opens with your account information, select MyData from the top
panel.

MyAccount Myﬂmh Myl dentity

Click on the Deleted Files folder.
All previously deleted files or folders reside in the Deleted Files folder.

My Folders and Files Recent Events

r|i Deleted Files

& Jolie’s Home Compiner

Winxp-Too
» Restore ) Ll Download & Permanentty Delete
ﬁ Magic Briefcase [] Name J i Date Deleted

£ Web Archive 6| CWTA Red 2009 Schedule_2009 | 8116109 2:40:46 PM POT
O ] CVTA Red Twilight 2009 Schedulé 7113008 7:20:32 AM PDT

1 Deleted Fies

Select the file you want restored from the middle panel (click in its checkbox) and click
Restore.

In the dialog that opens, select a destination folder and click Restore.

The file is moved to the selected folder and synchronized on your computer.

Restoring files from the Web Archive

If you copied files to the Web Archive folder, you can retrieve them from your online account.

To restore files from the Web Archive:

1.

ER]

Make sure you are signed in to your account. (See “Signing in to your Webroot account
on page 4.)

Open the Webroot File Manager. (From the system tray, right-click on the Webroot
icon @ and click Manage Sync from the pop-up menu.)

Click the Web Archive folder.

Select the folder or files you want to restore (use Ctrl or Alt to select multiple files).
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5. From the middle panel, right-click to display the pop-up menu, then select Export/Save

As.
+ a Jolie's Home Computer (this computer) Web Archive,/Tennis
+ B winup-foo Harne ~ sz Type
[CVTA Ried 2 S F——
+ ﬁ Magic Brielcase E od
= B ARSI e

[] C¥TA Red T
D Thecode.pd

&% Wiew in My Onlne Homepage

G New Folder
| | Deleted Files .
# Manage Sync Folders,
o Cut Chr
| Copy CrHC
W Delste Dl

6. In the dialog that opens, select the destination for the files and click OK.

Adding more storage space

If you need more synchronization space, you can purchase additional storage from Webroot.
To add more storage space to your account:
1. Open your browser and click My Webroot from the Webroot toolbar.
My Webroot [ Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. From the My Webroot Home page, click Add storage space from the MyData panel.

e —
e L J,

Online storage space
Currenthy using 13 % of avadable storage

H 0.26 GB stored files 1.74 GB avaiakie

View data oplions ¥
&a.d.sxm.e.&u_aﬁ »
J

Another Web page opens where you can use a credit card to purchase more data storage
space.
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7: System Cleaner

The System Cleaner removes all traces of your Web browsing history, files that show your
computer use, and other files that reveal your activity. By removing these items, you can protect
your privacy. No one else who has access to your computer can see what Web sites you have
visited or what search terms you have used. The System Cleaner also removes unnecessary files
that consume valuable disk space, such as files in the Recycle Bin or Windows temporary files.

The System Cleaner does not run automatically. You need to run a cleanup manually or set a
schedule.

To use the System Cleaner, see the following topics:
*  “Changing cleanup options for Internet browsers” on page 106
*  “Changing cleanup options for Windows” on page 109
*  “Changing cleanup options for third-party applications” on page 113
*  “Making deleted items unrecoverable” on page 114
*  “Running an on-demand cleanup” on page 116

*  “Creating scheduled cleanups” on page 117
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Changing cleanup options for Internet
browsers

The System Cleaner includes recommended settings for both Internet Explorer and Firefox
browsers. Before you run a cleanup, review which items you want deleted or ignored, then change
the options if desired.

To change cleanup options for Internet Explorer or Firefox:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under System Cleaner. (Point your
mouse to the panel to display the Edit settings button.)

B

System Cleaner

Edit settings >

2

Last cleanup:
41972040 10:35 AM
Mext cleanup:
Mot scheduled

Clean system

The System Cleaner panel opens.
3. Click the Cleanup options tab.

4. Point the mouse to Clean up Internet items.

Cleanup options

Cleanup Options
w Clean up Internet items Firedox Edit options
Remowve files and other ilems associated with Internet Explorer Edit aption
Internet browsing [E

» Clean up Windows items
Remove files and history traces associabed with

Wing OOrams

Clean up third-party applications

Remove fams associated with thind-party

applications

Make deleted files unrecoverable
Overwrites aach removed file with random

charatlers

Options appear in the right pane.
5. Click Edit options to the right of Firefox or Internet Explorer.
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A dialog opens with a list of cleanup options for your browser.

Firefox: Internet Explorer:
Clean Firefox related items Clean Internet EIFHOI’EI’ related items
Cleans up your Inbemed surfing history and temp files Cleans up your Infemet surfing history and lemp files

| Browser cache

Cookles
Form dala

| URL history

+'| Address bar history
Cookies
Temporary Internet files

| URL history
Setup log

Cancel MS download folder

IE MediaPlayer bar
Autocomplete form data

» Clean index dat databases on Windows startup

Cancel

6. Select or deselect options by clicking in the checkbox, then click OK. Items with a
checkmark are deleted in the next cleanup.

The cleanup options are described in the following tables.

Firefox Cleanup Options

Browser cache

Deletes copies of stored Web pages that you visited recently. This cache
improves performance by helping Web pages open faster the next time
you visit them, but also reveals your visited sites to other people using
your computer and can consume a lot of space on your hard drive.

Cookies

Deletes cookie entries from the Firefox cookie file. Cookies are small bits
of text generated by a Web server and then stored on your computer for
future use.

Be aware that if you remove all cookie entries, some Web sites will not
“remember” you. This means that you may need to re-enter passwords,
shopping cart items, and other entries that these cookies stored.

Also be aware that the System Scanner searches for and quarantines third-
party cookies. These types of cookies may pose a security risk.

Form data

Deletes data that Firefox stores when you enter information into fields on
Web sites (if you previously selected a privacy option to save form data).
You see this data automatically appear as you type information into a field
(for example, your email address or password). While this feature can be
helpful, it also reveals information you entered in forms to other people
using your computer.

URL history

Deletes the list of Web sites that you visited recently. You see this URL
list when you select History from the Go menu. While this history can be
helpful, it also reveals your visited sites to other people using your
computer.
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Internet Explorer Cleanup Options

Address bar history

Removes the list of recently visited Web sites, which is stored as part of
Internet Explorer’s AutoComplete feature. You see this list when you
click the arrow on the right side of the Address drop-down list at the top of
the Internet Explorer browser.

While this list can be helpful, it also reveals your visited sites to other
people using your computer.

Cookies

Deletes all cookies from your computer. Cookies are small files that store
information about your interaction with a Web site and may reveal what
sites you visited.

Be aware that if you remove all cookie files, some Web sites will not
“remember” you. This means that you may need to re-enter passwords,
shopping cart items, and other entries that these cookies stored.

Also be aware that the System Scanner searches for and quarantines third-
party cookies. These types of cookies may pose a security risk.

Temporary Internet
files

Deletes copies of stored Web pages that you visited recently. This cache
improves performance by helping Web pages open faster the next time
you visit them, but also reveals your visited sites to other people using
your computer and can consume a lot of space on your hard drive.

URL history

Deletes the list of recently visited Web sites. You see this list when you
click History on the Internet Explorer toolbar. While this history can be
helpful, it also reveals your visited sites to other people using your
computer.

Setup log

Deletes log files created when you update Internet Explorer. After you
install the updates, you no longer need these files.

MS download folder

Deletes the contents in the folder that stores files you last downloaded
using Internet Explorer. After downloading, you no longer need these files.

IE MediaPlayer bar

Removes the list of audio and video files recently opened with the media
player in Internet Explorer, which plays audio and video files that you
access on Web sites. While this list can be helpful, it also reveals the
names of videos and audio files you are loading.

Autocomplete form
data

Deletes data that Internet Explorer stores when you enter information into
fields on Web sites. This is part of Internet Explorer’s AutoComplete
feature, which predicts a word or phrase based on the characters you begin
to type (for example, your email address or password). While this feature
can be helpful, it also reveals information you entered in forms to other
people using your computer.

Cleanup index.dat
databases on
Windows startup

Marks files in the index.dat file for deletion, then clears those files after
you reboot the system. The index.dat file is a growing Windows repository
of Web addresses, search queries, and recently opened files. This option
works when you also select one or more of the following options: Cookies,
Temporary Internet Files, or URL History.

Note: Index.dat functions like an active database. It is only cleaned after
Windows startup.
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Changing cleanup options for Windows

The System Cleaner includes recommended cleanup settings for Windows. Before you run a
cleanup, review which items you want deleted or ignored, then change the options if desired.

To change cleanup options for Windows:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under System Cleaner. (Point your
mouse to the panel to display the Edit settings button.)

o

System Cleaner

Edit settings >

s

Last cleanup:
4172040 10:35 AM
Mext cleanup:
Mot scheduled

Clean system

The System Cleaner panel opens.
3. Click the Cleanup options tab.

4. Point the mouse to Clean up Windows items.

LU Cleanup options | 3rd party applications

Cleanup Options
v Clean up Internet items Desktop Edit options
Ramave files and other Roms associated with Microsalt Office Edit options
Internet browsing
Windaws System Edit options

 Clean up Windows items
Remawe files and history traces associated with
Windows progrants [z
Clean up third-party applications
Remowe Rems associated with third-party
applications

Options appear in the right pane.

5. Click Edit options to the right of Desktop, Microsoft Office, or Windows System,
depending on what options you want to change.
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A dialog opens with a list of cleanup options.

Desktop: Microsoft Office:
Clean Windows Desktop related items Clean Microsoft Office items
Cleans up history ists and temp Glas left by Deskiop fundtions Cleans up histony lists left by Microsoft Ofice
| Recycle Bin Microsoft Access
v Recent document history Microsoft Excel
Start Menu click history Micresoft Qutiook
| Run history Microsoft Paint
' Search history Microsoft Powerpoint
Start Menu order hislony Microsalt Word
Cancel Help Cancel

Windows System:

Clean Windows system items
Cleans up temporary files lefl by Windows

Clipboard contents

v | Windows temp folder

v System temp folder
Windows update temp folder
Registry streams
Default logon user history
Memary dump files
CD buming storage folder

oK Cancel

6. Select or deselect options by clicking in the checkbox, then click OK. Items with a
checkmark are deleted in the next cleanup.
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The cleanup options are described in the following tables.

Desktop

Recycle Bin

Removes all files from your Recycle Bin, which contains files you have
deleted using Windows Explorer. When you delete a file, it is stored in the
Recycle Bin until you empty it. You should periodically empty the
Recycle Bin to preserve valuable disk space on your computer.

Recent document
history

Clears the history of recently opened files, which is accessible from the
Windows Start menu. (This option does not delete the files themselves.)
While this list can be helpful, it also reveals your activity to other people
using your computer.

Start Menu click
history

Clears the history of shortcuts to programs that you recently opened using
the Start menu. (This option does not delete the programs themselves.)
While this list can be helpful, it also reveals your activity to other people
using your computer.

Run history

Clears the history of commands that you recently entered into the Run
dialog, which is accessible from the Start menu. While this list can be
helpful, it also reveals your activity to other people using your computer.
Note: After the cleanup, you may need to restart your computer to
completely remove items from the Run dialog.

Search history

Clears the history of files or other information that you searched for on
your computer. Your computer stores recent searches and displays them
when you start entering a new search that starts with the same characters.
You access the search (also called “find”’) from Windows Explorer or from
your Start button. (This option does not delete the files themselves.) While
this list can be helpful, it also reveals your activity to other people using
your computer.

Start Menu order
history

Reverts the list of programs and documents in the Start menu back to
alphabetical order, which is the default setting. (This option does not
delete any of the programs or files themselves.)

After you run the cleanup, you must reboot your system for the list to
revert back to alphabetical order.

Microsoft Office

Microsoft Access
Microsoft Excel

Clears the list of files that you recently opened in these programs. (These
options do not delete the files themselves.) While these lists can be
helpful, they also reveal your activity to other people using your

Microsoft Paint
. . computer.
Microsoft Powerpoint pu
Microsoft Word
Microsoft Outlook Removes most recently used lists that store filenames and the path to the

registry that includes attachment saving, loading paths, and email
content saved to a file.
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Windows System

Clipboard contents

Clears the contents from the Clipboard, where Windows stores data when
you use either the Copy or Cut function from any Windows program.

Windows temp
folder

Deletes all files and folders in the Windows temporary folder, but not files
that are in use by an open program. This folder is usually:
C:\Windows\Temp.

You should not put any files here that you need to keep. The files in this
folder can consume a lot of space on your hard drive.

System temp folder

Deletes all files and folders in the system temporary folder, but not files
that are in use by an open program. This folder is usually in C:\Documents
and Settings\[username]\Local Settings\Temp.

You should not put any files here that you need to keep. The files in this
folder can consume a lot of space on your hard drive.

Windows update
temp folder

Deletes all files and subfolders in this folder, but not files that are in use by
an open program. Windows uses these files when you run Windows
Update. After you install the updates, you no longer need these files. These
files are normally in C:\Windows\Software\Distribution\Download. You
should not put any files here that you need to keep. The files in this folder
can consume a lot of space on your hard drive.

Registry streams

Clears the history of recent changes you made to the Windows registry.
(This option does not delete the registry changes themselves.)

Default logon user
history

Deletes the Windows registry entry that stores the last name used to log on
to your computer. When the registry entry is deleted, you must enter your
user name each time you turn on or restart your computer.

This cleanup option does not affect computers that use the default
Welcome screen.

Memory dump files

Deletes the memory dump file (memory.dmp) that Windows creates when
you receive certain Windows errors. The file contains information about
what happened when the error occurred.

CD burning storage
folder

Deletes the Windows project files, created when you use the Windows
built-in function to copy files to a CD. These project files are typically
stored in one of the following directories:

C:\Documents and Settings\[username]\Local Settings\Application
Data\Microsoft\CDBurning

C:\Users\[username]\AppData\Local\Microsoft\Windows\Burn\Burn
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Changing cleanup options for third-party
applications

The System Cleaner can detect and clean programs other than Microsoft Office (third-party
applications) that store information about your activity, such as Adobe Photoshop and Paint Shop
Pro. When you select these programs for cleaning, the System Cleaner removes evidence of the
pictures you view, files you have loaded, and media you play using these applications.

To select applications to be included in the cleanup:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Edit settings button under System Cleaner. (Point your
mouse to the panel to display the Edit settings button.)

o

System Cleaner

Edit setings >

s

Last cleanup:
4972040 10:35 AM

Mext cleanup:
Not scheduled

Clean system

The System Cleaner panel opens.
3. Click the Cleanup options tab.
4. Click the 3rd party applications tab.

Jrd party applcations

3rd party appiic ations
Dr_‘Watson - Recent Files
Dr. ‘Watson - User Data
Microsoft Management Console
Microsoft Metmeeating
Micrasaft MetShow
Wialbnodl Antihines
Wiebrool Internet Security Essentials
Windows Directinput

e

Redetect all

5. If no items appear in this panel, click the Redetect all button in the bottom right.

6. Click the checkboxes next to the names of applications you want cleaned. (Do not click
Redetect all again; if you do, this panel redisplays its default settings and you will lose
your selections.)

Items with a checkmark are cleaned in the next cleanup.
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7.

Click the Cleanup options tab. Make sure Clean up third-party applications is selected
(checked).

Cleanup eplions | 3rd party applications

Cleanup Options
W Clan up Internet items In aadition to cleaning up Windows and Inteme! items
Remove flles and other items: associated with Sysiem Cleaner can clean additional software Ested on the
Itainet BITWSEo rd Party Applications tab
lemet browsing

Clean up Windows item
Riemove files and history traces associabed with
Nindows programs.

| Clean up third-party applications
Remaove items associated with thind-party
apphcations

Make deleted files unrecoverable

5 eath removed file with random

The next time the System Cleaner runs, it removes the list of pictures, files, and media you
loaded in these applications. It does not remove the files themselves, just the history of
what you viewed.

° Note

After you uninstall or upgrade third-party applications, this list reverts to its default
setting.

Making deleted items unrecoverable

The System Cleaner can permanently remove files in a “shredding” process, which overwrites
them with random characters. To shred files, you must select the “Make deleted files
unrecoverable” option before you run a cleanup.

114

This shredding feature is a convenient way to make sure no one can ever access your files with a
recovery tool. (Although you may think that you are permanently deleting files when you empty
the Recycle Bin or when you use Shift-Delete, in actuality, you are only removing the operating
system’s record of the files, not the physical files themselves.)

To shred files during a cleanup:

1.

Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

From the Home panel, click the Edit settings button under System Cleaner. (Point your
mouse to the panel to display the Edit settings button.)
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System Cleaner

Edit settings h)
Last cleanup:

41972040 10:35 AM
Next cleanup:

Mot acheduled

Clean system

The System Cleaner panel opens.
3. Click the Cleanup options tab.

4. Select the checkbox next to Make deleted files unrecoverable.

Cleanup Cleanup options = 3rd party applications

Cleanup Options

Check this feature o make cleanups more secure by
overwriting each removed file with random characters. This
makes claaned files unrecoverable

» Clean up Internet items
Remove files and other items associated with
Intarnet browsing

»  Clean up Windows items
Remove files and history traces associated with

Windows programs

Clean up third-panty applications
Remove itéms associated with thind-party
applications

« Make deleted files unrecoverable
I:S Croerwrites each ramoved fle with ransom
characlers

& Caution

Make sure you want to permanently remove files. You can never recover them by
using a data recovery utility.

5. Run an on-demand cleanup or schedule a cleanup.

During cleanup, the System Cleaner deletes the files and overwrites them with random
characters.

o Note

The Webroot software will not shred critical operating system folders, such as
Windows, System32, or Program Files, or a file that is in use by the system.
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Running an on-demand cleanup

The System Cleaner removes all traces of your Web browsing history, files that show your
computer use, and other files that reveal your activity. It also removes unnecessary files that
consume valuable disk space, such as files in the Recycle Bin or Windows temporary files.

116

Before you run the System Cleaner, make sure you review the current cleanup settings. See the

previous sections in this chapter:
*  “Changing cleanup options for Internet browsers” on page 106
*  “Changing cleanup options for Windows” on page 109

*  “Changing cleanup options for third-party applications” on page 113

You can start a cleanup from the Webroot software’s main interface or from the system tray menu,

as described in the following table.

Methods for launching a manual cleanup
Main interface  To run a cleanup from the main interface: -~
1. Open the Home panel of the main interface System Cleaner
by double-clicking the Webroot icon @ in
the system tray. Edit setfings 3
2. Click the Clean system button in the Last cleanup:
System Cleaner panel. 41612010 3:57 PM
Next cleanup:
0411212010
Clean system [:.3
System tray To run a cleanup from the system tray:
. H
menu 1. Open the system tray menu by right- L s
clicking the Webroot icon @ in the @ | Scon Now
SyStem tray. Al Cleanup Now !':i
2. Click Cleanup Now. o [Eptmmmntonier
Wiy ACCE =ync Files Onling
2 Manage Passwaords
Tum Gamer Moda ON
Help
Launch My Account
Sign Out
Close

When the cleanup is done, the Cleanup panel shows a summary of files removed and disk space

recovered. If you want further details, click the View Log button.

ﬂ Note

The log only shows items removed since the last cleanup. It does not show a history

of cleaned items.
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Creating scheduled cleanups

You can configure the System Cleaner to run automatically on a schedule. The System Cleaner
removes items based on the current cleanup settings. Make sure to review and edit these settings
before scheduling automatic cleanups. See the previous sections in this chapter:

“Changing cleanup options for Internet browsers” on page 106
“Changing cleanup options for Windows” on page 109
“Changing cleanup options for third-party applications” on page 113

To create a cleanup schedule:

1.

Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

From the taskbar at bottom of the Home panel, click Settings.

My Account ' Support MNofifications

The Settings panel opens.
Click Scheduling.

My Account Seftings Support Nofifications

Scheduling
X

Automated scheduling scan [ IEZD)

Scheduled actions Scan - Add action

Ewvent Next event

4. From the drop-down box, click Cleanup, then click the Add action button.

Scheduled actions Cleanug - Add action

Scan
Event Next event |
|Cleanup [,

The scheduling panel opens.
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Perform action every:

Options
Week - Sehadule Systarm Cleanar 1o ramove any unnacessarny files,
Grase browser hls!ﬁ:"",' and cache. Please refer to the Cleanup
Options tab in the System Cleaner fo change any settings
«| Monday Saturday
Tuesday Sunday
Wednesday
Thursday
Friday
Al | Midnight -

Schedule Cancel

Under the Perform action every column, select the interval in days, weeks, months, or
when you log in. Then select a day and time.

6. Click the Schedule button.

The panel shows details of your scheduled cleanup.
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8: Password Management

The Password Manager allows you to create a secure password for all your Web site transactions,
automatically remember your user names and passwords, and automatically fill in Web forms. By
using the Password Manager, you never need to remember multiple login names and passwords
again.

The Password Manager encrypts all your login and password data on your local computer to
ensure that it is completely safe from hackers. Your personal data is never sent over the Internet
and is never stored on Webroot servers.

The Password Manager works mainly with Internet Explorer and Firefox browsers. However, you
can use some limited functions with other browsers by using Password Manager’s Bookmarklets.

To use the Password Manager, see the following topics:
*  “Creating sites for password management” on page 120
*  “Using password management” on page 132
*  “Creating Bookmarklets” on page 148
*  “Creating and using Form Fill profiles” on page 134
*  “Importing passwords from other applications” on page 142
* “Managing sites in the Myldentity page” on page 144
+  “Setting Password Manager preferences” on page 146
*  “Creating Bookmarklets” on page 148

*  “Exporting user names and passwords” on page 150
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Creating sites for password management

The Password Manager can automatically fill in fields for Web pages that require a login, such as
banking, shopping, and networking sites. To enable this function, you must first capture and define
a “site” that includes your login information for a Web page.

120

There are several methods for defining sites and using password management:

Creating sites from your browser. This is the easiest method. When you access a Web
page and fill in the fields, the Password Manager captures the information you entered.
Use the Webroot toolbar to save the captured information and define a site.

Creating sites using Save All Entered Data. If you frequently access a Web page that
requires fields other than a user name and password, you can use Save All Entered Data
to capture those fields.

Creating sites from My Webroot. If the Password Manager is unable to capture
information while the Web page is displayed, you can manually create sites from My
Webroot.

Defining multiple logins for a single Web site. If you use several different logins for a
particular Web page (for example, you and your spouse have different accounts at the
same online bank), you can define different sites with different login information.

Once you capture site information in the Password Manager, you simply log into your Webroot
account and open the Web page. The Password Manager remembers the user name, password, and
other fields for you. To edit site information, see “Updating sites” on page 128.

Creating sites from your browser

The quickest method for creating a site is to allow the Password Manager to capture the login
information when you load the Web page in your browser.

To create a site from your browser:

1.

Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My Webroot Sign.In [:!

Open a Web site that requires a login. Access your account with your user name and
password.

The Password Manager detects the user name, password, and URL, then prompts you to
save the login information from a green toolbar near the top of the browser.

From the Webroot prompt, click Save Site. (You can also choose Never For This... if you
don’t want to capture password information for this site or Not Now if you want to capture
password information another time.)

@ Should Webroot remember this password? | SaveSte | |meverForThis.. | | motmow | 3
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If you are not signed in to your Webroot account after you enter data in a Web page

Note

that requires user-input fields, the Password Manager opens a yellow toolbar. In
this toolbar, it prompts you to sign in to your Webroot account and capture the
login information. Click either Webroot Master Login to sign in to Webroot or
click Never Ask Again if you don’t want to capture the information:

Lizername &

[ webroot Master Login | [ Never ask Again |

Pazsword @

For some types of Web pages, the Password Manager may not be able to
automatically detect the fields and does not open the green prompt. If this is the
case, you can manually add site information from the Webroot toolbar.

Saved Siles v
Banking ¥
Personal ¥
Shoppineg g

Click the down arrow next to Saved Sites in the Webroot toolbar and click Add

Site.

When you click Save Site from the prompt, the Add Webroot Site dialog opens with the

Web address already displayed in the Name field, such as “my.bank.com.” (The user
name, password, and URL have been saved automatically and do not appear on this

dialog.)

Add Webroot Site

X]

©Qwebroot

Name
vy bk com
Group

] Make This & Favorite
[[] Require Password Reprompt
[ Autologn

| savesee [} | o Thanks |

4. You can modify some of the site information in this dialog, as described in the following

table.
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Add Webroot Site dialog

Name The Web address will be used for the site name displayed in the
Myldentity page and in Webroot prompts, unless you want to change it to
something simple, such as “My Credit Union.”

Group You can define a name for a group or select one from the list (if you
already defined groups). By defining a group, you can organize sites by
categories in the Myldentity page of My Webroot, such as Banking and
Shopping. If you do not enter a group, the site is categorized in a Default
group. To learn more about groups, see “Managing sites in the Myldentity
page” on page 144.

Make This a Favorite If you access this site frequently, select the checkbox. You can then use the
Open all Favorites option from the Myldentity page. See “Managing sites
in the Myldentity page” on page 144.

Require Password If you want to protect a particular site so that any access requires you to

Reprompt enter your Webroot master password first, click this checkbox. This can be
helpful for Web sites containing confidential information, such as your
banking sites, which you want to ensure that no one else can access.

AutoLogin If you want to bypass the password prompt and log in automatically, select
the checkbox.

Click the Save Site button to create the Webroot site.

The next time you access this Web page, make sure you are signed in to your Webroot
account so the Password Manager can automatically fill in the user name and password for
you. The Webroot icon appears at the end of the fields to indicate that the login
information is stored in the Password Manager.

Username & Password @

[t ame @ [sese 1 ]

If you selected the Require Password Reprompt checkbox, the login information is not
automatically filled in. Select either AutoLogin or AutoFill from the toolbar prompt.
Webroot opens a dialog that prompts you to enter your Webroot master password before it
will fill in the fields.

[ Autologn | [ Auort | [ Mever... |

Uzemams @ Pazsword @

[ o | @ (o)
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Creating sites using Save All Entered Data

If you frequently access a site that requires fields other than a user name and password, you can
use Save All Entered Data to capture those fields.

o Note

To capture any personal information that you commonly enter in forms for many
different Web sites (such as your credit card number for shopping sites), you should
define a Form Fill profile instead. See “Creating and using Form Fill profiles” on
page 134.

To create a site using Save All Entered Data:

1.

8: Password Management

Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My \Webroot Sign In [:!

Access a Web page that requires you to enter information in fields.

Fill in all the fields that you want. When you’re done, click My Identity Tools from the
Webroot toolbar, then click Save All Entered Data.

aved Sites -y lgendily Tools = My Webrool Sign Oul
=) Recently Used * |a

F] 13
veicome B

L piaenerabe Secure Password  Al+G

fssociation
nformation

welcome to 1 ﬁ'
online suppor ln&eremes
Click Hers p

&% Refresh Sites
National Chay £ Inpart Froen » :
*-".‘_'Exnﬂrt To » HNTRP Rating Help

e :

The "My Tear & Help...
teams withow ™~

to twelve g
BB & <ove Al Entered Data  k

Search By = ar name

the activity of your favorite
ery time you visit the site. Add
nstructions,

Last Mame: |Gallagher First Marme: [Jolie
Search Type: @ Exact Match O Mame Starts With

Search By Team Mame - Find records by team name

Tearn Name: |(CYTA Gold | Gender: | Female % Level: 40 %

The Edit Site Information dialog opens. This form shows data that it captured from the
site. It captures all the fields it can, even if you did not enter data in those fields.
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Edit Site Information El

©@webroot

LRL tp: [itennisink. usta. comfleagues

Mame  bennichrk.usta. ooem Group it

Fields | LastName Galagher ~
Firsthame | 3.5,

TeamMame | ~yTa Gold

Gender | -
NTRF_Rating (40 v
[ B TR e V
Mokes
] Favorite ] Mewver AutoFill
[[] requre Password Reprompt [ AutoLogin mumber of fields saved: 10
| & || cocel |

4. Make any changes that you want, then click OK. For more information about this dialog,
see “Updating sites” on page 128.
The next time you access this site, make sure you are signed in to your Webroot account
so the Password Manager can automatically fill in the fields for you. The Webroot icon
appears at the end of the fields to indicate that the login information is stored in the
Password Manager. (For drop-down fields, the icon is not shown.)

Search By Player Mame - Find records by player name

- :
Last Name: |Gallagher i) First Name: Dolie ii

Swearch Type: ® Exact Match O Name Starts With

Search By Team Mame - Find records by team name

Team Name: [CUTA Golll Gender: [Female » | Lavel: (40w

If you selected the Require Password Reprompt checkbox, the login information is not
automatically filled in. Select either AutoLogin or AutoFill from the toolbar prompt.
Webroot opens a dialog that prompts you to enter your Webroot master password before it
will fill in the fields.
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Creating sites from My Webroot

If the Password Manager is unable to capture password information while the Web page is open in
your browser, you can manually create sites from My Webroot.

To create sites from My Webroot:

1. Open your browser and click My Webroot from the Webroot toolbar.
My Weboot [y Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, make sure Myldentity is selected
from the top panel.

MyAccount MyData Hﬂdenﬂtri

The Myldentity page looks similar to the following example:

% Wﬂbrﬂot Home MyfAccount MyData Myldentity
(@]
)l Myldenti
1 timen (20 P Favesites (1) & Feam Fill pastibes (10 1D Passweads (5 Myldemtity actlens
Al sRe
Find a site | Eoter & word 7@ o fimgl Search | Sroe sl shes PR,

okl Favrm Fill pa il

* Hame Usen rewme Fasswotid
Opinty 2l Fonesias
¥ Bufaull groap (0 el Wi deltacd i
Wiew hislory
Wi Mirver st

Wwstall Baokrmea ket s
Irgproat dafa
Expoat dafa

3. Under Myldentity Actions, click Add site.

Myldentity actions

Adld site J:.l

Alel gt

Adel Form Fill profile
Copeeeny all Farvor it s
View deleted items
View history

View Meser list
Install Bookmai klets
lmport data

Export data

4. At the prompt, click Yes, let me manually add a site.
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The Add Site dialog opens.

Add site

Complete the below information to add a new site

Name Required
Group | Default group w|| Raguired
URL

User name

Password

Notes

options [ Show in Favorites Automatically fill
(] reprompt for password O Automatically log in

[ Addsite | [ Cancal |

5. Fill in the Add Site dialog as described in the following table.

Add Site dialog

Name Enter a name for this site (for example: My Credit Union).

Group Enter a name for a group or select one from the list (if you already defined
groups). By entering a group, you can organize your sites by categories, such
as Banking and Shopping. If you do not enter a group, the site will be
categorized in a Default group. To learn more about groups, see “Managing
sites in the Myldentity page” on page 144.

URL Enter the Web site’s URL (for example: http://www.website.com).

User name Enter your login name for the site.

Password Enter your password for the site.

Notes Optionally, enter any extra information that might be helpful, such as your

PIN number for a bank account.
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Add Site dialog (continued)

Options If desired, select any of the following:

* Show in Favorites. Select this checkbox if you access this site frequently.
You can then use the Open all Favorites option from the Myldentity page.
See “Managing sites in the Myldentity page” on page 144.

* Reprompt for password. Select this checkbox if you want to protect a
particular site so that any access requires your Webroot master password.

* Automatically fill. Keep this checkbox selected if you want your user
name and password automatically filled in when you access the site.
Otherwise, de-select this checkbox.

* Automatically log in. Select this checkbox if you want to bypass a
password prompt and go directly to the Web page.

6. Click the Add site button.
The Site information appears in the Sites tab of the Myldentity page.

) sites (1) @ Favorites (0) & Form Fill profiles (0) ) Passwords (D)
Find a site | Snvar & word or phvase fo fing Search Show all sites
v Hae User name Password
¥ Default group (1) Open all
B yahoo.com izakagheniiraehs Showe Edit | Delete

The next time you access this site, make sure you are signed in to your Webroot account
so the Password Manager can automatically fill in the user name and password. The
Webroot icon appears at the end of the fields to indicate that the login information is
stored in the Password Manager.

Uzername & Pazsword &

[retame 7 - 1]

If you selected the Require Password Reprompt checkbox, the login information is not
automatically filled in. Select either AutoLogin or AutoFill from the toolbar prompt.
Webroot opens a dialog that prompts you to enter your Webroot master password before it

will fill in the fields.

[ AutoLogin | | Auord | [ mever.. |
Uzernams @ Paszword @
[ [ ¥ (co
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Defining multiple logins for a single Web site

If you use different logins for the same Web page (for example, you and your spouse both use the
same online bank, but have separate accounts), you can define a separate Webroot site for each
unique login, using one of the methods described in the previous sections.

If you choose to define the sites in your browser while the Web page is open, the Password
Manager recognizes when you enter a new username/password combination and prompts you to
save a new site.

Once you define these sites, see “Logging in to a Web page with multiple site definitions” on
page 133.

Updating sites

Once you have defined sites for password management, you can modify site information from a
Web browser or from the Myldentity page.

To edit site information while that site is displayed in your browser:

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My \Webroot Sign In [:;

2. Access the site you want to edit.

3. Click My Identity Tools, select the site name at the bottom, and click Edit.

My kdantity Tools..» My Wabroot Sign Out
=) Recently Used
S3,Fil Forms
L aenerate Secure Password
[ Cpen Favorites
[ #Preferences
4= Refrash Skes
A58 Impoet From
&®Export To
(= Prirt
&2 Heldp., ..

&3 Save All Entered Data ont Drill-Diown

i chesnesn Seneckh

i+ tennislink.usta.com {Gallagher)  » JECTE ] !

Copy Username |
Copy Password

G bo LRL |
Delete |
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The Edit Site Information dialog opens. Depending on what information you originally
defined for the site, this dialog displays different fields. The examples below show several
different Edit Site Information dialogs.

Edit Site Information El
@webroot
URL tp: [ bennishnk usta. comlleagues
Fields | LastMame Galagher )
FirstName | jahe

TeamName | ~uTa cold
Gender | -
NTRP_Rsting |4 w

L e

Nobes
[ Favarite [ Mever Autorl
[[] require Password Reprompt || AutcLogin Humber of fields saved: 10
Lox ) [ conc |
Edit Site Information E
Owebroot
LBL
Name | Amazon Group | Shoppng w
pmd [ITTIRTT]
Usermarms | Gallaghse
r [Show] [qqqq- |
Nobes
[ Favorite ] Mever AutoFll Edit Fori Fields
] require Password Feprompt AutoLogin
[Cox ] [Ccancel )

4. Make any desired changes, as described in the following table.
5. When you’re done, click OK.

Edit Site Information dialog

URL The URL for the site, which should not be modified unless the Web page’s
URL has changed.

Name The site name.

Group A group you defined and assigned to this site (if any).

User name Your login name for the site.
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Edit Site Information dialog (continued)

Password Your password for the site. Click Show if you want to see the actual
password characters.

Notes Any extra information about this site, such as a PIN number for your ATM
machine at the bank.

Options If desired, select any of the following:

» Favorite. Select this checkbox if you access this site frequently. You can
then use the Open all Favorites option from the Myldentity page. See
“Managing sites in the Myldentity page” on page 144.

* Require Password Reprompt. Sclect this checkbox if you want to protect
a particular site so that any access requires your Webroot master password.

» Never AutoFill. Select this checkbox if you do not want the fields in the
Web site automatically filled when you access the site.

* AutoLogin. Select this checkbox if you want to bypass a password prompt
and go directly to the Web page.

Fields/Edit Form If this site includes fields that were captured with Save All Entered Data, the
Fields fields appear in this form. (There may also be a link to Edit Form Fields.)

To edit site information from My Webroot:

1. Open your browser and click My Webroot from the Webroot toolbar.

My Webroot 1:! Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, make sure Myldentity is selected
from the top panel.

MyAccount MyData m

3. Locate the row for the site you want to change, then click Edit.

v Personal (2) Crpen al | Ecit | Delede
(!:‘. Comeast Gallagher Shaw L] Ecit | Deleta
7 tenndslinkusta.com Gallagher Shi 2 Ecit | Deleta
¥ Shopping (1) Open al | Bdt | Delede
a Amazon allacher Shiw & Ecit | Delele

The Edit Site dialog opens.
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Edit Site @

Aler the bedow information to edit the sie

Name tennishink usta.com Required
Group Personal W  Required
URL  httpjftennislink usta comfeagues/
User namme
Edit Fields
Password
Showw
Notes |Sawved data for CVTA Gold 4.0

options [ Show in Favorites ¥ Automatically fill
| Reprompd for password L Autornatically log in

Edit Fields | Save Site ] | Cancel ]

4. Edit this dialog as described in the following table, then click the Save Site button.

Edit Site dialog

Name The site name.

Group A group you defined and assigned to this site (if any).

URL The URL for the site, which should not be modified unless the Web page’s
URL has changed.

User name Your login name for the site.

Password Your password for the site.

Notes Any extra information about this site, such as a PIN number for your ATM

machine at the bank.

Options If desired, select any of the following:

* Show in Favorites. Select this checkbox if you access this site frequently.
You can then use the Open all Favorites option from the Myldentity page.
See “Managing sites in the Myldentity page” on page 144.

* Reprompt for password. Select this checkbox if you want to protect a
particular site so that any access requires your Webroot master password.

* Automatically fill. Keep this checkbox selected if you want your user
name and password automatically filled in when you access the site.
Otherwise, de-select this checkbox.

* Automatically log in. Select this checkbox if you want to bypass a
password prompt and go directly to the Web page.
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Edit Site dialog (continued)

Edit Fields If this site includes fields that were captured with Save All Entered Data, an
Edit Fields button also appears. If you want to modify the information
displayed in these fields, click that button to display another dialog:

o
Edit Fields
Farl 11 Masimise Field Haine Fierbd Wl Action
frnSaanchByFimert. |Lastheme Gallaghar Dialate
IrnSaanchByimad) | FireiNama Jiahe Dalobe
imEsarchByPimar. | SearchTyps &= Dalate
frenSaarchByTeaml | | TeambMame CWTA Gold Dalete
IrmZaarchByTeamM | | Gendar F w  Dalate
fmSgarchByTeamM | |NTRFP_Fsting 40 w  Dalate
e SaanchB Adembs | | Mambartlumbar Dl
ImSaarchBy TeamM | | TeamMumber Delata
fmSaarchByidaichM | | MatchMumber Dalate
frenLogin ustanum SESHEIISE Dilite

[(Add Field | [ Update Fields | [ Cancel |

Modify or enter new information in the fields and click Update Fields.

Also, if this Web site has added more fields since you first saved the site

information, click Add Field to create and define information for those new
fields.

Using password management

132

After you define a site, you can use the Password Manager to automatically log into the Web page
for that site.

Logging in to a site
To log into a Web page using password management:

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My Webroot Sign.In [:!

2. Open the Web page for a site you previously defined. (If you have not yet defined a site,

you can define it from the Web site’s login page. See “Creating sites from your browser”
on page 120.)

The Password Manager remembers the login information for you. The Webroot icon
appears at the end of the fields to indicate that the login information is stored in the
Password Manager. The user name and password fields are automatically filled in, unless
you selected Require Password Reprompt in the Add Webroot Site dialog.
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Uszername & Pazsword &

[P e & [ce=- & (co

If you selected the Require Password Reprompt checkbox, the login information is not
automatically filled in. Select either AutoLogin or AutoFill from the toolbar prompt.
Webroot opens a dialog that prompts you to enter your Webroot master password before it
will fill in the fields.

[ Autoogin | [ Auord | [ mever.. |

Usermname @ Pazsword @

[ o | @ (o)

Logging in to a Web page with multiple site definitions

To use password management when multiple sites are defined:

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My Webroot SignIn [:g

2. Open the Web page that includes multiple site definitions. (See “Defining multiple logins
for a single Web site” on page 128.)

The Password Manager detects the different site definitions and opens a notification bar
with the following buttons:

* AutoLogin. If you specified “automatic login when you defined the sites, click on
the AutoLogin button to display the different site names and select from one of them.
If only one of these sites was defined for automatic login, click on the AutoLogin
button to log in for that site.

» AutoFill. Click this button to display the different site names and select from one of
them to fill in the fields.

The number displayed in each button indicates the number of different logins you have
saved for this site.

ﬂ Sirplify your Bfe: Lss Webrook bo sutclogin into this sital [M:ﬂ.om ] le{z}] [ Mewer ... J (%]

_ Amazon - work sccount (jgalaghen@webroot. com) Ak+Page Down
Sign In personal account (joliegallaghen@comeast.net) , Ak+Page Lip

What is yvour e-mail address?

My e-mail address is | q

Do you have an Amazon.com password?

o No, I am a new customer.

® ves, 1 have a password: j

The Password Manager may automatically fill in the fields with its best guess for which
login to use. If you would like to log in using a different username/password than the one
displayed, click on the AutoFill or AutoLogin button to get a list of all your saved sites.
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Creating and using Form Fill profiles

You can create profiles of any personal information that you commonly enter in forms, including
your name, address, and credit card information. For example, you may want to create a personal
profile with all your contact information and then several different profiles for each credit card you
use for Internet shopping. When you access an Internet site, you can use a personal profile to
automatically fill in your name and address in the fields, and then use another profile to
automatically fill in your credit card information.
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ﬂ Note

Your personal Form Fill data is encrypted locally on your computer using the same
method the US Government uses for Top Secret data. Your data is never sent over
the Internet and is never stored on Webroot servers. No one can access this
information but you.

You can define Form Fill profiles either from your browser or from My Webroot. When you’re
done, you can use the profile to automatically fill in forms and can update profiles in the
Myldentity page or from a Web browser. See the following sections:

Creating profiles from your browser
Creating profiles from My Webroot
Using Form Fill profiles

Updating Form Fill profiles

Creating profiles from your browser

To create a Form Fill profile from your Internet browser:

1.

Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

Iy \Webroot Sign.In [;!

Access a Web page that requires you to enter personal information (name, address, credit
card, etc.).

Click the drop-down arrow next to My Identity Tools, then select Fill Forms > Add
Profile.

My ldentdy Tools  w My Webroot Sign Out

- Recently sed L
8 Forms V| hddrrotie
_pGenerate Secure Password  Alt+G Add Credt Card
i Clear Forms
L5 Open Favorites

The Edit Form Fill Profile dialog opens. (If you selected Add Credit Card, only the
Credit Card and Notes tabs appear in this dialog.)
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Edit Farm Fill Profile

Profile Mame orn

Tl P Selnct
First Nane

Middle Name
Lask By

Gardder Pleass Selsct
Barthadery
Social Security Number

] Roecuuire Password Repromgt

©@webroot

W

Profils Languags Erughity

Pesonal BFF ormation | Contact Infoemation | Cradit Cand Information | Bank Account Information | Custoes Fesds | Notes

Compasry
Address |
dufdress 2
Address 3
City | Tewns
oty

Zate | Provinge

¥

ZIP | Postal Code
Courtry Liniked Stabes v
T Zorst {06730} Mok iy Times {175 % Carvacia) ~

e ) (oms ) [ e ]

4. In the Profile Name ficld, enter a name that defines this profile, such as Personal Info or

My Visa.

5. If you want to be prompted for your Webroot master password each time you enter this
profile, click in the box for Require Password Reprompt (lower left).

6. Enter as much information as you want in each field. (Click on the tabs for Personal

Information, Contact Information, Credit Card Information, Bank Account
Information, Custom Fields, and Notes to move between panels.)

o Note

The Custom Fields tab can be used to create fields that aren’t listed in this Form
Fill dialog. In Text to find, enter the text from a field on a Web page. In Value to
fill, enter the information you want automatically filled into that field. (Multiple
lines are allowed, but keep in mind that multiple lines can only be filled into a
multi-line text box, not a single-line text box.)

7. When you’re done, click OK.

You can now use the profile to automatically fill your personal data in Web fields. See

“Using Form Fill profiles” on page 138.
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Creating profiles from My Webroot

To create a Form Fill profile from My Webroot:

Open your browser and click My Webroot from the Webroot toolbar.

My Wabioot h Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

When My Webroot opens with your account information, make sure Myldentity is
selected from the top panel.

MyAccount MyData Inﬂtf,h

From the Myldentity actions panel, click Add Form Fill profile.

Iyldentity actions

Add site

Al grougs

Adid Form Fill profile @
Crpen all Fanvorite s

View deleted iteins
Wiew histony

View Nesser list

Install Bookmanklets
lnport data

Export data

The following dialog opens.

()

What type of Form Fill profile would you like to add?

1. AFull profile allows avtornatic Alling of all ofyour parsonal infarmation including credit card data.
2. ACredin Card profile is restricted to automatic filling of credit card data.

| Add Full profile | | Add Credit Card profile | | Cancel |

4. Select either Add Full profile to define all personal information including a credit card or

click Add Credit Card profile to only create a profile for credit card information.

The Add Form Fill Profile dialog opens. If you selected Add Credit Card profile, only
the Credit Card and Notes tabs appear in this dialog.
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Add Form Fill profile

Cioarplete e balsw nfonsation 4o sa3d & herw Fom Fll profis

Profile manes Prodile Language E'nghsh o Require password reprompt |
Peg gl Mildiess Camact Cradit card Bank acooumnt Custom Tields Huatas

Thle Flease selod v
Fir st name
Mididba name
Last name
Uhsed i

Gendet  Flemse salac =

Birtlelay  Flease salect o ¥

Social secumity mmmber

[_Add Form Fi profie ] [ Cance |

5. In the Profile name field, enter a name that describes this profile, such as “My Visa.”
6. In the Profile language ficld, select the language to be used for form filling.

If you want to be prompted for your Webroot master password each time you enter this
profile, select the checkbox for Require password reprompt (upper right).

Enter as much information as you want in each field. (Click on the tabs for Personal,
Address, Contact, Credit card, Bank account, Custom fields, and Notes to move
between panels.)

o Note

The Custom Fields tab can be used to create fields that aren’t listed in this Form
Fill dialog. In Text to find, enter the text from a field on a Web page. In Value to
fill, enter the information you want automatically filled into that field. (Multiple
lines are allowed, but keep in mind that multiple lines can only be filled into a
multi-line text box, not a single-line text box.)

7. When you’re done, click the Add Form Fill profile button at the bottom.

The new profile appears in the Form Fill Profiles panel, similar to the following example.

@) Sites (4) @ Favorites (1) E Form Fill profiles (2) £ Passwords (0
Find a Farm F|Ilprnﬁle Ey ¥ WT OF RS E T Search Shioww all Form Fill profies
* Name Type
8 Personal Full Edit | Delete
81 visa Credil Card Edil | Dalete
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Using Form Fill profiles

To use Form Fill profiles:

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My Webroot Sign In [:?
2. Access a Web page that requires you to enter personal information (name, address, credit
card, etc.).

When you access a Web page that includes fields for personal data, the Password Manager
toolbar displays a Fill Form button.

3. Click the Fill Form button and select the profile from the pop-up menu.

Fil Form (2) | [ Never For This ... | 3

Joint Master Card  Alt+HPage Down
My Profile 8 Visa by Al+Page Up

Add Profile

Add Credit Card

Clear Forms

Choose Prafile and Credit Card

If this toolbar doesn’t appear, you can also click the drop-down arrow next to My Identity
Tools, then select Fill Forms. Select the name of the profile, then click Fill Form.

My ldendity. Tools...» My Wabroot Sign Out
=) Recently Used + A funtitled)
pesond 3
CbGenerate Secure Password 446 TR BTN
[g open Favorkes Add Profile E‘:y
[ #Preferences Rudd Credk Card dia
Refresh Shes Clear Farmee
&8 Yrport From ,|  Choose Profie and Credt Card
8 Export To r
(EhPrint ¥

2 Save All Entered Dats

The Password Manager transfers any information that applies to the fields in the Web
form. If you defined other profiles, you can select another one to fill in fields.

If you want to fill in only specific fields, use your mouse to highlight the fields before you
select the Form Fill profile. In the example below, the Primary telephone number field is
highlighted, which means only the phone number will be filled in to the form.

F ] i account hangireg password, hit
“zrmr:mfg;rcmm:ﬂvdhwm. ;R genersts fa [Han(?}] |"-""""”tB | |"’""'F°"

State { Province ZIP { Postal code Country or Joirit Card _Ak+Page Down
-Select- v [IPFPRETRL My Profis & Visa b Ak+Page Lp
( ) add Profie
1.1 | . add Credt Card
: — i Clear Foems

i@ it réguired in caie thers are auestions abouk vaur account
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Updating Form Fill profiles

You can modify information in the Form Fill profiles from a Web browser or from the Myldentity
page.

To edit a Form Fill profile from your browser:

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

Iy \Webroot Sign In [:!

2. Click the drop-down arrow next to My Identity Tools, select Fill Forms, the name of the
profile, then Edit.

bly idantity Toois....» I
=) Recently Used L
. Fill Formes ¥ Joink Master Card N FillForm
5 Gererake Secure Password  AR+G My Profile & Visa 3
m Copy
:_{} Ridd Profile o
;}Prcfcwncc—s Add Credit Card
2 Refrech Skes Clear Formr
£ ,:I From b Chwoose Profile and Credt Card
& Export To *
(EhPrint ¥
& Save Al Entered Data

The Edit Form Fill Profile dialog opens.
3. Make the desired changes and click OK.
To edit a Form Fill profile from the Myldentity page:
1. Open your browser and click My Webroot from the Webroot toolbar.

My Webooot ‘;} Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, make sure Myldentity is
selected from the top panel.

MyAccount MyData . H;Hl:n‘lltjr,i

3. From the Myldentity page, click the Form Fill profiles tab.
4. In the row for the profile you want to modify, click Edit.
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@1 Sites (4) @ Favorites (1) A Form Fill profiles (2) B3 Passwords (1)

Find a Farmn Fill prnﬁle word or ohrase fo hng Search Showy all Form Fill profies

* Hamé Type Edit Form Fill profile Pers ofal
01 Personal Fu Ew: a1 ]

a9 Visa Credi Card EM | Delete

The Edit Form Fill Profile dialog opens.

5. Make the desired changes and click the Save button.

Generating a secure password

You can use the Password Manager to generate a strong, hack-resistant password for any Web site.
A strong password is difficult to guess and helps protect you from identity theft.
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You don’t need to remember these automatically generated passwords. When you access this Web
page again, the Password Manager automatically fills in the password field for you. If you want to
view your password in the future, go to the Myldentity page (see “Managing sites in the
Myldentity page” on page 144) and click Show in the Password column.

To use the password generator:

L.

Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My \Webroot Sign In [:;

Access a password-protected Web page and click inside the password field.
The Password Manager toolbar opens and displays a yellow toolbar.

Click Generate from the toolbar. (If this toolbar doesn’t appear, you can click the drop-
down arrow next to My Identity Tools, then select Generate Secure Password.)

The Generate Secure Password dialog opens.

Generate Never For This ... | &

Generate Secure Password @

Owebroot

[[] show advanced Options
weELy 1vE hd

[Gen-ewate] [ Accept || Cancel |

Click the Accept button to use the randomly generated password shown in the field.
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o Note

If you are not logged in or are not accessing a Web page with a password field, a
Copy button appears instead of the Accept button. Click Copy to copy the
password to your clipboard. You can then paste the password into a password field.

5. Once you click Accept, the new password is filled into the Password and Confirm
Password fields in your Web page.

If you want a different password than the one shown, you have several options:

* Click Generate to create another password, then click Accept. You can keep clicking

Generate until you are satisfied with the password displayed in the field.

*  Click in the Show Advanced Options checkbox to display more options for password

generation, select the items you want, then click Generate. You can keep clicking

Generate until you are satisfied with the password displayed in the field, then click

the Accept button.

Generate Secure Password @

Owebroot

Shows Advanced Options
Passward Length: g*
w

[/]az [Flaz [#los [ Specal
Maniirrunn Digik Cownt: -

[[] awoid Ambiguous Charachers

Require Every Character Type
‘WiteHEkSH
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Importing passwords from other applications

If you are currently using another password-management application, you can import data from
that application into the Webroot Password Manager. The password-import function is available
from My Webroot or from the Webroot toolbar.

Importing passwords using My Webroot

To import passwords by using My Webroot:
1. Open your browser and click My Webroot from the Webroot toolbar.

My Wabioot L‘; Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2.  When My Webroot opens with your account information, make sure Myldentity is selected
from the top panel.

MyAccount MyData m

3. Under Myldentity actions, click Import data.

Myldentity actions

Adid site

Adkd grougy

Adid Form Fill profile
Open all Fasorites
View deleted iteins
View historny

Wiew Newer list
Install Bookmarklets
lnpeont dlata o

Expaort data

4. From the dialog, click the arrow next to the Import data from field and select a password
management application. Click Continue.

What application would you like to import data from?

Import data from Flease select "'L;

[ Continue ] l Cancel ]

5. Follow the on-screen instructions for importing passwords from that application. (Since
every password application is unique, the instructions for importing data from each one is
also unique.)
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Importing passwords using the Webroot toolbar

To import passwords by using the toolbar:

L.

8: Password Management

Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My Webroot Sign In L!

Click the drop-down arrow next to My Identity Tools, then select Import From.

My ldenlity Tools - My Webroot
) Recently Used ]
E4,Fil Forms v
| rGenerate Secure Password  AlL+G
e
| gPPreferences
-
—sRefresh Sites
af Import From *
-‘.tExpurt To ¥
(=g Prirt ¥
i Help...
&3 Save all Entered Data

A list of applications appears in a submenu.
In the submenu, select from the list of password-management applications.

Follow the on-screen instructions for importing passwords from that application. (Since

every password application is unique, the instructions for importing data from each one is
also unique.)
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Managing sites in the Myldentity page

You can manage and access all your Webroot sites in the Myldentity page of My Webroot, which
is your online Webroot account. The Myldentity page allows you to view and organize all sites,

edit site information, and delete old sites you no longer use.
To manage and access all sites:
1. Open your browser and click My Webroot from the Webroot toolbar.

My Wabnoot l:’ Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user

name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, make sure Myldentity is

selected from the top panel.

MyAccount MyData

Wytderiity

The Myldentity page opens.
3. Make sure the Sites tab is selected.

The Sites tab of the Myldentity page lists all password-managed sites.

) Sies (£) @ Faveames (1) 4E Fovm Fil profiles (00 B Passwonds (0

Find a site Search Furw ol Sl

* Mo Uset matiee Passwond

* [hefanlt growp (0 Copsny sl
v Banking (1 Oty | Bt | Debsln
o My Coedit Union Maegrest Ferw Pelt | Dieletn
* Personal (2 Openi ol | Edt | Delete
€ comeam cadmgen Far ™ Edlt | Dista
£ tennislink.stacom angrent Ferey " Eclt | Doebete
¥ Shesguping (1] Cpen ol | Bl | Deleln
A amaren ] Ferw ’ Eeit | Dieletn

Myldantiry actlans

Akl gine

Aokl g iy

Al Feanms Fl pr ofills
Opeen all Firvvoi fles
Wiew deleled Renrs
Wiew hastory

Wiew Mesar lisl
kistall Bookemarkbsis
Mnipeeat data

Expeat daka

#  Recently visited slies

d Amazon

The icons in the columns indicate if the site has an associated note (* ), is a Favorite (@ ),
requires a password reprompt (3 ), or will auto-login ( .# ). Click Edit next to a site name
to add a note and to designate a Favorite, password reprompt, or auto-login.

See the following table for a description of commands and links that are available from the
middle panel (shown above).

Main panel

Site name Opens the site in a new browser tab.

Show Opens a dialog that displays your password for the site.
Open all Opens all Web sites in the group.
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Main panel (continued)

Edit

If you select Edit for a group, it opens the Edit Group dialog that allows you
to change the group name.

If you select Edit for a site, it opens the Edit Site dialog that allows you to
enter notes about the site and change the name, group assignment, URL, your
user name or password. For instructions, see “Updating sites” on page 128.

Delete

If you select Delete for a group, it allows you to delete the entire group and
associated sites from the Myldentity page.

If you select Delete for a site, it allows you to delete the site from the
Myldentity page.

If you need to restore a group or site later, select View deleted items from the
right (under Myldentity actions) and select the sites you want to restore.

See the following table for a description of commands that are available from the
Myldentity Actions panel (shown below).

Myldentity actio
Addd site
Al group
Adlel Formm Fill profile

Oty il Famor it
View deleted items
View history

WView Meser list
Install Bookimai klets
lmpoat dhata

Exipront ity

ns

Myldentity actions panel

Add site

Add a new password-managed site. For more information, see “Creating sites
from My Webroot” on page 125.

Add group

Define a group for password-managed sites. Groups help you organize all
sites into categories for easier viewing.

Note: To assign an existing site to this new group, select Edit in the row for
the site and select the group from the drop-down field.

Add a Form Fill
profile

Define a profile for automatic form-fill. A profile includes such personal
information as your name, address, and credit card numbers for populating
fields in Web site forms. This feature saves you from manually typing your
personal data into Web forms every time you make an online purchase,
complete a survey, and so on.

For instructions, see “Creating and using Form Fill profiles” on page 134.

Open all
Favorites

Open sites that you specified as Favorites when you created sites (see
“Creating sites for password management” on page 120). All the sites open at
once in separate tabs of your Web browser, which can be convenient if you
use the Myldentity page as your browser’s home page.
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Myldentity actions panel (continued)

View deleted
items

View and recover any groups or sites you previously deleted.

View history

View a list of tasks you performed with the Password Manager.

View Never list

Suppress the toolbar prompts for specific Web sites. In the dialog, select the
type of prompts to suppress and enter the Web sites where you do not want to
see those prompts.

Install
Bookmarklets

Create Bookmarklets, which help you access your data if you are traveling,
have a mobile browser, or are not using Internet Explorer or Firefox. For
instructions, see “Creating Bookmarklets” on page 148.

Import data

Import data from another password-management application. For
instructions, see “Importing passwords from other applications” on page 142.

Export data

Copy your user names and passwords into an Excel spreadsheet. For
instructions, see “Exporting user names and passwords” on page 150.

Setting Password Manager preferences

You can set several preferences for your Password Management tools, such as how notifications
appear and what hotkeys you can use for shortcuts to tasks.

To set Password Management preferences:

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My Webroot

Sign.In [:!

2. Click the drop-down arrow next to My Identity Tools, then select Preferences.

Wy lgentty Tools -

) Recently Used
S3,Fill Forms

_ rGenerate Secure Password  AK+G

|9 Open Favorites
F rreferences
. Refresh Stes

< Import From

¥ Export To

(=p Prinit

i Help...

&2 Save #ll Entered Data

My Webroot
¥
¥

The following dialog opens.
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Webroot Control Panel E

4 Motifications
] HotKeys

Advanoed

FETT s

[¢] Disable Incecure Firefox Pasoword Manager

General
Open New Pages in | 1ane o

[] Highlight Input boxes
[#] mustomatically Fil Lagin Infarmation

Form Fill
Defaudt Form Fill Profile v

] Do not overwsrite fields that are akeady filled

[ o || cowe |

The following table describes Password Manager preferences.

Password Manager preferences

General Select whether you want to:

Disable Insecure Firefox Password Manager. When selected, the
Firefox Password Manager does not prompt you to save passwords.
Open New Pages in... Select the current tab, Tabs, or new Windows.
Highlight Input boxes. When selected, the Password Manager displays
fields in a different color.

Automatically Fill Login Information. When selected, the Password
Manager fills in login fields with your user name and password.
Default Form Fill Profile. Select the Form Fill profile you want to use
automatically and select the checkbox if you do not want to overwrite
fields that are already filled.

Notifications Select Notifications in the left panel, then click in the checkboxes for each
type of notification you want the Password Manager to open.

Hotkeys Select Hotkeys in the left panel, then enter key combinations you want to use
for common Password Management tasks.

Advanced Select Advanced in the left panel, then select any of these advanced
functions:

Enter the number of seconds to automatically log in to sites.

Display a warning before filling insecure forms.

Allow Web sites to disable AutoFill (keep the rule for AutoComplete=off).
Select number of minutes until the Clipboard is cleared after use.

Open a login dialog when you start the browser.

Create new Form Fill Profiles automatically.

Share the login state with other browsers.

Change the language displayed in all dialog boxes, menus, and prompts.
(You must restart the browser.)
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Creating Bookmarklets

If you are not using Internet Explorer or Firefox, you can still use some Password Manager
features in other browsers by creating Bookmarklets from the Myldentity tab. Bookmarklets are
links that you drag and drop into another browser so you can use automatic logins and form filling.
For example, to use Bookmarklets with Chrome, you would drag Bookmarklet links to Chrome’s
Bookmarks Bar, then click on the bookmark to use automatic login.

Bookmarklets can be used with Safari, Chrome, Opera, Konqueror, and other browsers.
To create Bookmarklets:

1. Open your browser and click My Webroot from the Webroot toolbar.

My Weabroot l:; Sign Out

If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, make sure Myldentity is
selected from the top panel.

MyAccount MyData m
3. From the Myldentity actions panel, click Install Bookmarklets.

Myldentity actions

Adld site

Al g

Al Form Fill profile
Coprnn ll Famvon it s

View deleted items

View history

View Nevveer list

Install Bookima klets l:fJ
lompeont clata

Expaort cata

The Bookmarklets dialog opens.
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Bookmarklets D

Frowides sutomatic logn and sulomatic form filing in kb3S common browser versions

Thige Bookmarklets are providid. Each rmust be installed separately - you may install all of thism, or only hé ones you need
To recraats your Bookmarklats, click here.

Logind Bookmaklet One-click login bo Web siles
Filt Bookimadklet  One-click Alling of Yeb site login credentials
Fill Foa mis? Bookmina kst One-click flling of Intemat forms

@sai | orore | Dopors | A onquersr | B momorepiorer | @ risiox | @ omer

Click your browser version for detailed instructions
on how to install the Bookmarklets.

4. Click on a tab for the browser you want to use.

Instructions for that browser appear in the lower panel. Each browser requires a different
set of steps.

5. Follow the instructions to create the Bookmarklets, then click OK.

6. To use the Bookmarklet, go to your browser and click on the bookmark for the Password
Manager.

The Password Manager either performs the function immediately or opens a dialog with
more information.
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Exporting user names and passwords

150

You can use the Export feature to transfer all your Password Manager information into an HTML
file, XML file, or a CSV file that can be imported into Microsoft Excel. The Export function is
available from My Webroot or from the Webroot toolbar.

Exporting data by using My Webroot

To export data by using My Webroot:
1. Open your browser and click My Webroot from the Webroot toolbar.

My Webiool h Sign Out
If you are not signed in to your Webroot account, the Sign In panel opens. Enter your user
name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, make sure Myldentity is
selected from the top panel.

MyAccount MyData m

3. From the Myldentity actions panel, click Export data.
4. From the dialog, enter your Webroot master password and click OK.

The Export Data dialog opens, similar to the example below. In this dialog, you can see all
the information for your sites, passwords, and Form Fill profiles.

Export Data o

Expeort wour configentiol cats

Sites Passwords Form Fill

profiles
Haine G Username Password URL
& Comeast Persanal MyMame  ssssssss hHpsilogincomcastnetlogin?sswnampiiz=d4ebaise
&1 ‘fahoo Personal MyMame  ssssssss hitpsiloginyahoeo cormiconfigogin? sre=fprtek inti=us & done=hi
1 Amazon Shopping MyMame  ssesssss hipsihewwamazon cormigphesdsign-inselect himl
@ CreditUnion Banking MyMame  password  hiipsiiweeselevationsou comr?nonflash

£ >

i Seava to File | | Send to Printer | | Close ]
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5. Click Save to File or Send to Printer.

+ Ifyou are saving a file, another dialog opens that allows you to select a file format,
then click Export Data.

» Ifyou are printing, your data is saved to an HTML page and another dialog opens
where you can select a printer and click OK.

Exporting data by using the Webroot toolbar

To export data by using the Webroot toolbar:

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

Iy \Webroot Sign.n L!

2. Click the drop-down arrow next to My Identity Tools, select Export To.
3. Select either Webroot CSV File or the name of your browser.

My ldentty Tools —w My Webroot Sign Out
) Recently Used k J Home @ Webroot
&3 Fill Forrs C

_,rGenerate Secure Password  Al+G
(9 Open Favorites

[ #Preferences

= Refresh Sites

< Import From 3

Chpriet b Firefax

e

& Help...

&2 Save All Entered Data

A dialog opens that asks for your master password.
4. Enter your Webroot account password and click Sign In.

If you previously selected Webroot CSV File, you are prompted to enter a file name and a
directory to store that file. If you selected Firefox, your password data will be exported
into the browser’s built-in password manager. We do not recommend exporting data to
Internet Explorer.
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9: Secure Browsing

The Secure Browsing Manager allows you to safely surf the Internet by blocking malicious Web
sites from loading before you access them. It also alerts you to unsafe Web sites when you use a
search engine. The Secure Browsing Manager works with the following browsers: Internet
Explorer (versions 6.0 and above) or Firefox (versions 3.5 and above). It also works with the
following search engines: Google, Yahoo, Bing, Lycos, and Ask.

To determine the risk level of Web sites, the Secure Browsing Manager analyzes the URLSs that
you enter in the browser’s address bar, the URL links displayed in Web pages you are viewing,
and the links displayed in search-results pages. (A URL is a unique address for a Web site or file
that is accessible on the Internet.)

To use the Secure Browsing Manager, see the following topics:
*  “Enabling or disabling secure browsing” on page 154

*  “Using the Secure Browsing Manager” on page 155
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Enabling or disabling secure browsing

The Secure Browsing Manager is automatically enabled when you install the Webroot software.
You can disable it or enable it from the Identity & Privacy panel.

To turn the Secure Browsing Manager on or off:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Manage now button from the Identity & Privacy panel.

Py
Identity & Privacy

I & Privacy setlings:
Enabled

Manage now [:_;

3. Click the Secure Browsing tab.

4. Click the button next to Turn secure browsing protection ON to enable filtering or Turn
secure browsing protection OFF to disable filtering.

nti-Spam  Anti-Phishing Secure Browsing

Identity & Privacy status

. OM
ON
sing OM
* Turn secure browsing protection ON word protection: OM
+ Preview link safety in search engine results Leam mane about this

Turn secure browsing protection OFF

If you do not want the safety rating icons to appear next to search results, click the
checkbox next to Preview link safety in search engine results, so the box is unchecked.
(For an illustration of the safety ratings, see “Using the Secure Browsing Manager while
searching” on page 156.)
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Using the Secure Browsing Manager

To detect Web sites associated with potential threats, the Secure Browsing Manager analyzes
URLSs (Web addresses), as follows:

*  When you enter the URL for a Web site in your browser’s address bar or click on a link to
a site, the Secure Browsing Manager runs the URL through its malware-identification
engine. If the site is associated with malware, the Secure Browsing Manager blocks the
site from loading in your browser.

*  When you use a search engine, the Secure Browsing Manager analyzes all links displayed
on the search results page by running the URLSs through its malware-identification engine.
It then displays an image next to each link that signifies its risk level. For example, if a site
is known for spreading malware infections, the Secure Browsing Manager displays a
“Known Threat” image next to the link to warn you.

The following sections describe how to use the Secure Browsing Manager while you are surfing
the Internet or while you are using a search engine to locate Web sites.

Using the Secure Browsing Manager while surfing

The Secure Browsing Manager is automatically enabled when you install the Webroot software. If
you disabled it, you must enable it again as described in “Enabling or disabling secure browsing”
on page 154.

To use the Secure Browsing Manager while surfing the Internet:

1. Open your browser (Internet Explorer versions 6.0 and above, or Firefox versions 3.5 and
above).

2. Access a Web site by entering its URL in the address bar or by clicking on a link for a
URL.

If you attempt to access a Web site that is associated with a known threat or phishing
attempts, the Secure Browsing Manager displays an alert similar to the following:

Webroot has blocked access to a
potentially threatening site

This Web site is a known source of malware, viruses or spam. Visiting
this site will put you at risk and may compromise your identity or privacy

Proceed o blocked site

[ 1 krw this site, don't warm me again.

If you attempt to access a Web site that has previously exhibited some questionable
behavior or content, the Secure Browsing Manager displays an alert similar to the
following example.
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Webroot has blocked access to a
potentially threatening site

This Web site has exhibited suspicious behavior or is similar to Web
sites that are known sources of malware, viruses and spam. Visiting this
site may put vou at risk or compromise your identity or privacy.

Proceed to blocked site

DIhwwti:ssle.m‘lwunmegm. ‘

3. We recommend that you navigate away from this page (close the browser tab or click your
browser’s Back button). However, you can click Proceed to blocked site if you still want
to access it.

If you access this site frequently and don’t want this alert to appear again, click the
checkbox at the bottom: I know this site, don’t warn me again. The Secure Browsing
Manager adds the Web site to a trusted whitelist and loads the page directly the next time
you attempt to access it.

Using the Secure Browsing Manager while searching

The Secure Browsing Manager is automatically enabled when you install the Webroot software. If
you disabled it, you must enable it again as described in “Enabling or disabling secure browsing”
on page 154.

To use the Secure Browsing Manager while performing Web searches:

1. Open your browser (Internet Explorer versions 6.0 and above, or Firefox versions 3.5 and

above) and access one of the following search engines: Google, Yahoo, Bing, Lycos, or
Ask.

2. Use the search engine to search for Web sites.

After the search results appear, the Secure Browsing Manager displays a rating next to the
link for each site, similar to the example below.

free song lyrics Search |

Page 2 of about 75,500 000 results (0.72 seconds) Achvanced search

Lyrics.com - your music community with the largest searchable

... () SafeSite

Lyrics.com is a music community with the largest searchable lyrics database. ...
Simple Song - Miley Cyrus B4B Listeners add to playlist - Jizz in My Pants ...

wowwe lyries. com/ - Cached - Similar

Free Song Lyrics | Top Music Lyrics from Your Favorite Arfists
... () safe Site

All the top song lyrics from the hottest artists. Search, Browse, Read and Sing
Free Lyrics on KOvideo.net.
wowwwy. kovideo netflyrics. html - Cached

I o - Over 700000 Lyrics
The Largest free song lyrics archive (700.000+yrics) ...
Our vast selection of lyrics features songs fram every music genre including ...
Cached - Similar
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The following table describes the ratings that may appear:

Web site ratings

@ safe site This site is safe to access. It does not contain any malware or phishing content.

@ suspicious Site This site has previously exhibited some guestionable behavior or content. We
recommend that you do not access this site.

This site has been associated with malware. We recommend that you do not
access this site.

@ Unclassified Site ~ Webroot has not yet classified this site’s content.

This site includes content that has been associated with phishing attempts. We
recommend that you do not access this site.
Phishing is a fraudulent method used by criminals to steal personal information.
Typical scams might include Web sites designed to resemble legitimate sites that
trick you into entering your credit card information. For more information, see
Chapter 11, “Anti-Phishing Protection” on page 165.

You can still access any of the Web sites, despite their ratings.
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10: Anti-Spam Protection

The Anti-Spam Manager filters all your email messages in Outlook or Outlook Express to
determine if any messages can be classified as spam (unwanted junk mail) or phishing attempts
(fraudulent tricks to steal your information). If it finds spam or phishing attempts, the Anti-Spam
Manager places the messages into separate folders in your mail client (either Outlook or Outlook
Express). You can also manually block or approve email messages to train the Anti-spam filters
how to manage future messages from an email address or domain.

The Anti-Spam Manager works with Outlook (2003, 2007, or 2010 32-bit) or Outlook Express. It
is automatically enabled when you install the Webroot software. To switch anti-spam protection
on or off, you must go to the Webroot software’s main interface. You cannot enable or disable the
Anti-Spam Manager from your mail client.

To use the Anti-Spam Manager, see the following topics:
* “Enabling or disabling anti-spam protection” on page 160
*  “Approving or blocking email messages” on page 162

*  “Viewing spam-blocking statistics” on page 163
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Enabling or disabling anti-spam protection

The Anti-Spam Manager filters all your email to determine if any messages can be classified as
spam or as phishing attempts, then places those messages into separate folders in Outlook (2003,
2007, or 2010 32-bit) or Outlook Express.

To switch anti-spam protection on or off, go to the Webroot software’s main interface. You should
not attempt to enable or disable the Anti-Spam Manager from your mail client.

To enable or disable anti-spam protection:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Manage now button from the Identity & Privacy panel.

-
Identity & Privacy

ID & Privacy seflings:
Enabled

Manage now L;

3. Click the Anti-Spam tab.

4. Click the button next to Turn anti-spam protection ON to enable spam filtering or Turn
anti-spam protection OFF to disable spam filtering.

Anti-Spam

Anti-spam protection is ON

matically fifers spam from your ema

§ Messagas

* Turn anti-spam protection ON

Turn anti-spam protection OFF

160

Identity & Privacy status
e ON
ON
ng. ON
ton:. OM

protecting you from uneanted

Anti-spam details

Learn more about this
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When anti-spam protection is enabled, your mail client displays a Webroot Anti-Spam
toolbar and folders for Spam and Phishing. The toolbar shows if the Anti-Spam Manager
is On or Off. If it’s off, all the Anti-Spam toolbar selections are grayed out (disabled).

- Microsoft Outlook

: File Edit Wiew Go Tools Actions Help
{pdMew - W * s Beply (o Replyto All (g
(; Webroot Anti-Spam  Approve = Block = Anti-Spam =)

Mail #

Favorite Folders =

~ Inbox
0 Uirress Mail
U=] Sent Mems
Mail Folders
L] A1l Mail Ikerms -

= #5F Mailbox - Jolie Gallagher
sl Deleted Items (21)
<*| Drafts
B L] Inbox
L@ Junk E-mail [31]
) M5SH

>

Qi

H UE]) R55 Feads
L=q Sent Items

& LD Search Folders

The following table describes the selections available from the toolbar.

Anti-Spam toolbar

Approve Click the down arrow and select either:
* Approve message. Allows you to manually approve all future emails from
this address, which were sent to a Phishing or Spam folder.
* Approve domain. Allows you to manually approve all future emails from
this domain, which were sent to a Phishing or Spam folder. For more
information, see “Approving or blocking email messages” on page 162.

Block Click the down arrow and select either:
* Block message. Allows you to manually block all future emails sent from
this email address.
* Block domain. Allows you to manually block all future emails sent from
this domain.
For more information, see “Approving or blocking email messages” on
page 162.

Anti-Spam Click the down arrow and select either:
* Scan folder. Scans a selected folder for any email messages classified as
spam or phishing.
* View statistics. Displays statistics for spam messages that have been
blocked and approved.
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Approving or blocking email messages

To improve the accuracy of spam filtering, you can manually approve email messages that you
want to receive in your Inbox or block email messages that you don’t want to receive in your
Inbox, so that the spam-identification engines know how to manage messages from that sender in
the future.

To approve and block email messages, anti-spam protection must be turned on, as described in

“Enabling or disabling anti-spam protection” on page 160.
To approve email messages (de-classify as spam):

1.

162

From your mail client (Outlook or Outlook Express), select the message from the Spam or
Phishing folder. You can select multiple messages by pressing either the Shift or Ctrl

keys, then using the mouse to click on the desired messages.

From the Webroot Anti-Spam toolbar, click Approve, then select either:

* Approve message: In the future, the sender of this message will pass through the

spam filters.

* Approve domain: In the future, any messages from this domain will pass through the
spam filters. A domain identifies the server that sent the message. For example, if you
approve the domain “@SomeServer.com,” all email messages originating from
SomeServer.com will pass through the spam filters. Be careful when approving a
domain. If you approve a domain that might be associated with spam, all email
messages that originate from that domain will pass through the filters.

: @ Webroot Anti-Spam |Approve = [Block * Anti-Spam ~

: Approve message .
Mail - 5 8
| : Approve Domain
Fawvorite Folders r
] Inbox B, 1% 08 From
O Urwesg Mail |
U=q 5ent lems =l Date: Older
Mail Folders S E - michel@
L] All Mail Items v

= 25t Mailbox - Jolie Gallagher

{a] Deleted Items (21]
/| Drafts

L= Inbox
U@ Junk E-mail [30]
Ll MSN
U= Outbox
d Phishing

i UEY R55 Feeds
U=1 Sent ltems
 Spam
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To block email messages (classify as spam):

1. From your mail client (Outlook or Outlook Express), select the message from your Inbox.
You can select multiple messages by pressing either the Shift or Ctrl keys, then using the
mouse to click on the desired messages.

2. From the Webroot Anti-Spam toolbar, click Block, then select either:

* Block message: In the future, the filters will classify any messages from this sender as
spam.

* Block domain: In the future, the filters will classify any messages from this domain as
spam. A domain identifies the server that sent the message. For example, if you block
the domain “@SomeServer.com,” all email messages originating from
SomeServer.com will be classified as spam. Be careful when blocking a domain. If
you block a widely used domain such as yahoo.com, all email messages that originate
from a yahoo account will be classified as spam.

Viewing spam-blocking statistics
You can view spam-blocking statistics from either your mail client (Outlook or Outlook Express)

or from the Webroot main interface, which provide slightly different information:

*  Mail client. Displays statistics from the time you first installed the Webroot software,
including the total number of email messages processed, the number of messages caught
by the filters, and the percentage of completion for the filter training.

*  Webroot main interface. Shows the number of spam messages blocked in the last week.
To view statistics from Outlook or Outlook Express:

1. From the Webroot Anti-Spam toolbar, click the drop-down arrow to the right of Anti-
Spam.

2. Select View Statistics.

: @ Webroot Anti-Spam  Approve ~ Block = |Anti-Spam = |-

Scan Folder...

Mail « | =) In

Eaunrite Faldsre oo | | T ™

View Statistics [:,;

A panel opens that shows spam-blocking statistics from the time you installed the Webroot
software.

To view statistics from the Webroot main interface:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Manage now button from the Identity & Privacy panel.
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Identity & Privacy

ID & Privacy seflings:
Enabled

Manage now [;;

3. Click the Anti-Spam tab.

The right panel shows statistics under Anti-spam details, which include how many spam
and phishing messages were caught for the last seven days. Statistics are updated every
day.
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11: Anti-Phishing Protection

The Anti-Phishing Manager allows you to safely browse the Internet by blocking Web sites
associated with phishing scams before you access them. It also alerts you to phishing sites when
you use a search engine.

Phishing is a fraudulent attempt to gather personal or financial information from you, such as your
user name, password, and credit card numbers. Web sites associated with phishing scams are often
legitimate-looking sites that appear to originate from trustworthy sources, such as eBay or even
your own bank. Some phishing sites are designed to look exactly like popular Web sites, such as
PayPal, and can easily trick you into entering your personal information. (Often these phishing
sites are abandoned within a day or two.) Once you provide your personal information and submit
it, it goes directly into a database maintained by online identity thieves who use it to make
purchases, set up new accounts in your name, or sell your personal information to other thieves.
You may never know your identity has been stolen unless you monitor your credit rating or apply
for a loan.

The Anti-Phishing Manager works with the following browsers: Internet Explorer (versions 6.0
and above) or Firefox (versions 3.5 and above). It also works with the following search engines:
Google, Yahoo, Bing, Lycos, and Ask.

The Webroot software also protects you from email phishing scams. See “Chapter 10, Anti-Spam
Protection” on page 159.

To use the Anti-Phishing Manager, see the following topics:
*  “Enabling or disabling anti-phishing protection” on page 166
*  “Using anti-phishing protection” on page 167
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Enabling or disabling anti-phishing protection

The Anti-Phishing Manager is automatically enabled when you install the Webroot software. You
can disable it or enable it from the Identity & Privacy panel.

To turn the Anti-Phishing Manager on or off:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the Home panel, click the Manage now button from the Identity & Privacy panel.

Py
Identity & Privacy

I & Privacy setlings:
Enabled

Manage now [:_;

3. Click the Anti-Phishing tab.
Password Management = Anti-Spam  Anti-Phishing | Secure Browsing

Anti-phishing protection iz ON Identity & Privacy status
- 2 % 5 2 My . o o w ON
Anti-phishing protects you against phishing (email and Web sites posing as legitimate
Web sites to frick y ving them personal information), helping to pravent identity nti-phishing: ON
efl, fraud and other electronic crimes
“ wsing. ON
® Turn anti-phishing protection ON Password pral ON

Turn anti-phishing protection OFF Leam mone about this

4. Click the button next to Turn anti-phishing protection ON to enable filtering or Turn
anti-phishing protection OFF to disable filtering.

166 11: Anti-Phishing Protection



Using anti-phishing protection

To detect Web sites associated with phishing, the Anti-Phishing Manager analyzes URLs (Web
addresses), as follows:

*  When you enter the URL for a Web site in your browser’s address bar or click on a link to
a site, the Anti-Phishing Manager runs the URL through its phishing-identification engine.
If the site is associated with phishing, the Anti-Phishing Manager blocks the site from
loading in your browser.

*  When you use a search engine, the Anti-Phishing Manager analyzes all links displayed on
the search results page by running the URLs through its phishing-identification engine.

The following sections describe how to use the Anti-Phishing Manager while you are surfing or
while you are searching.

Using the Anti-Phishing Manager while browsing

The Anti-Phishing Manager is automatically enabled when you install the Webroot software. If
you disabled it, you must enable it again as described in “Enabling or disabling anti-phishing
protection” on page 166.

To use the Anti-Phishing Manager while browsing the Internet:

1. Open your browser (Internet Explorer versions 6.0 and above, or Firefox versions 3.5 and
above).

2. Access a Web site by entering its URLSs in the address bar or by clicking on a link for a
URL.

If you attempt to access a Web site that is associated with phishing, the Anti-Phishing
Manager displays an alert similar to the example below.

Webroot has blocked access to a
potentially threatening site

This Web site is a known source of malware, viruses or spam. Visiting
this site will put you at risk and may compromise your identity or privacy

Proceed o blocked site

r_‘ 1inoeay this site, don® wann me sgain.

We recommend that you navigate away from this page (close the browser tab or click your
browser’s Back button). However, you can click Proceed to blocked site if you still want
to access it.

If you access this site frequently and don’t want this alert to appear again, click the
checkbox at the bottom: I know this site, don’t warn me again. The Anti-Phishing
Manager adds the Web site to a trusted whitelist and loads the page directly the next time
you attempt to access it.
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Using the Anti-Phishing Manager while searching

The Anti-Phishing Manager is automatically enabled when you install the Webroot software. If
you disabled it, you must enable it again as described in “Enabling or disabling anti-phishing
protection” on page 166.

To use the Anti-Phishing Manager while performing Web searches:

1.

Open your browser (Internet Explorer versions 6.0 and above, or Firefox versions 3.5 and
above) and access one of the following search engines: Google, Yahoo, Bing, Lycos, or
Ask.

Use the search engine to search for Web sites.

When the search results appear, the Anti-Phishing Manager displays a rating next to the
link for each site. If the site is known for employing phishing scams, the rating says
“Phishing Site.”

(el kes il ! Phishing Site

For a description of other ratings, see “Using the Secure Browsing Manager while
searching” on page 156.

You can still click on a link for a Web site, despite its classification.
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12: My Account Management

Your Webroot account allows you to access some helpful information about your software
licenses and other details. Your account information is available from My Webroot, an online Web
area that is accessible at any time. For more information, see “Using My Webroot” on page 12.

If you have not created an account, see “Creating a Webroot account” on page 2.
To manage your Webroot account, see the following topics:

*  “Viewing account details” on page 170

+  “Editing your contact information and password” on page 171

*  “Managing licenses and additional products” on page 172

*  “Creating Webroot support tickets” on page 173
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Viewing account details

Your account details are available from the My Account panel in the main interface and in My
Webroot. These details show your expiration date and your keycode.

To view account details from the main interface:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the taskbar at bottom of the Home panel, click My Account.

Settings Support Notific ations

The My Account panel opens and shows your keycode, version number, and other
information about your subscription.

T " o
Wy Account Saltings Support Motifications

My software: Subscription:

Product narme Installed on Expirgs

. iy
i@ Webroot Antivirus with SpySweeper| JGALLAGH-DE Jul 27, 2010 m

Renew now
Keycode
R e A R |
Viarsion
7.0.3.430
Secunity definiions version
175 410,710 definitions
Virus engine version
Manage My Account 3.7.1 1,632,558 definitions

3. To modify account details from My Webroot, click the Manage My Account button.
To view account details from My Webroot:

1. Open your browser and enter https://www.webroot.com/mywebroot. In the Sign In panel,
enter your user name (email address) and password, then click the Sign in button.

2. When My Webroot opens with your account information, select MyAccount from the top
panel.

? webroot (e

The MyAccount page opens. It includes all your account information and available tasks.
For more information, see the following sections:

+  “Editing your contact information and password” on page 171
*  “Managing licenses and additional products” on page 172

*  “Creating Webroot support tickets” on page 173
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Editing your contact information and password

From the Contact Information tab, you can enter or change your personal contact information so
Webroot can contact you for product update announcements. You can also change your Webroot
master password from this tab.

o Note

If you cannot remember your account password, open the Sign in screen and click
Forgot Your Password?. In the dialog that opens, enter your email address and
click Send Email. Webroot sends a message to your email address with
instructions for resetting your password.

To edit contact information or change your password:

1. Open your browser and enter https://www.webroot.com/mywebroot. In the Sign In panel,
enter your user name (email address) and password, then click the Sign in button. (If you
are already signed in, this button displays Sign Out.)

2. When My Webroot opens with your account information, select MyAccount from the top
panel.

T webroot m

3. Click the Contact Information tab.

4. Enter your personal information in the fields. If you want to change your password, click
the Edit Password link and follow the on-screen instructions.

5. When you’re done, click Update info.
Contact Infermation Licenses & Products Support

FirstName

LastName

Address 1

Address 2

City:

State: | Select state |»
ZIRfPostal code
Country: | UMITED STATES v

Daytime phone

Email address JgallaghenVAVS S0528@webrool com Edit Passwiard

Your emall address is your Jogin USemane

[#] | would like to receive special offers and imponant product updates from Webroot

Update info
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Managing licenses and additional products

You can view your Webroot license information for the status of any Webroot products you have
purchased. The license information includes the product name, the keycode, where the software is
installed (which computer), and when your subscription expires. You can also use this page to re-
install your licensed software, install it onto another computer, or renew your subscription.

To view your current licenses and upgrade your Webroot products:

1. Open your browser and enter https://www.webroot.com/mywebroot. In the Sign In panel,
enter your user name (email address) and password, then click the Sign in button. (If you
are already signed in, this button displays Sign Out.)

2. When My Webroot opens with your account information, select MyAccount from the top
panel.

1 wﬂbrﬂ ot . Hfﬁccnunll;

3. Click the Licenses & Products tab.

Your license information opens, similar to the example below.

cn._;unt Access and update your Webroot account record, check the subscription status of

g OF contact Webnoot's 33 | S L0Mm il

Comtact Information Licenses & Products Support
PRODUCT HANE KEY CODE MSTALLED 0N EXPIRES
= Webroot Internet HOCOH-2000(-H000- 1000 Gallsgher-1 sy 28, Install | Renew
Security Complete 2m1

From this page, you can:

*  Click Install to re-install your software or install it onto another computer if you have
a multi-licensed version.

* Click Renew to update your subscription.
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Creating Webroot support tickets

If you have questions or problems, you can create a support ticket to send to Webroot or view past

tickets.

To create a support ticket:

1.

3.

4.

Open your browser and enter https://www.webroot.com/mywebroot. In the Sign In panel,
enter your user name (email address) and password, then click the Sign in button. (If you
are already signed in, this button displays Sign Out.)

When My Webroot opens with your account information, select MyAccount from the top
panel.

T webroot ln!ufﬂm:t::ll.n'llﬂ*h'I

Your Webroot account information opens.

Click the Support tab.

Contact Information Licenses & Products Support

Web Support

Get answers to frequentty asked questions, search the knowledge base, or submil a trouble teket
- View web suppor

CallUs

A
‘2,/ Speakto someone live in our US-based support center. Call 1.866.612.4227 Monday - Friday, Tam -
Bpm MET.

Submit a support ticket

If you would like to contact Support via email, click the Submit a support ticket button.
A form opens in your browser that you can fill out and submit to Webroot.
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13: Program Settings

The Webroot software includes options that allow you to control sweep schedules, view history
logs, and other items related to program activity.

To manage program settings, see the following topics:
*  “Managing the schedule for scans and cleanups” on page 176
*  “Viewing the system history” on page 177
* “Managing updates” on page 178
+  “Setting Gamer mode” on page 180

*  “Using a proxy server’ on page 182
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Managing the schedule for scans and cleanups

If you have previously created a schedule for scans or cleanups, you can edit, delete, or run the
schedules from the Scheduling panel.

o Note

To create a schedule for scans, see “Creating a scan schedule” on page 23. To create
a schedule for cleanups, see “Creating scheduled cleanups” on page 117.

To manage schedules:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the taskbar at the bottom of the Home panel, click Settings.

My Account ' Support Mofifications

The Settings panel opens.
Click Scheduling.

4. In the row for your scheduled event, click either Edit, Run Now, or Delete.

[ ;
My Account Sehtings Suppon Motifications

Automated scheduling sean [T D

Scheduled actions Cleanup - Add action
Event Mext event
Claanup every waek AR6/2010 12:00:00 AM EEII! Run Mow Dedeta

o

5. Click the Close button at the top right to close the panel.
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Viewing the system history

The History panel displays past Webroot software actions, such as:
* Scans (automated, scheduled, and manual)
*  Cleanups (scheduled and manual)
*  Quarantine actions
* Individual shield events
*  Definition updates
*  Product updates
To view the detection history:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the taskbar at the bottom of the Home panel, click Settings.

My Account Support Netifications

The Settings panel opens.
3. Click History.

The System History panel shows a summary of events and the dates on which they
occurred, similar to the example below.

_ _ L S _
My Account Seftings Support MNotifications

History

System history Clear history | Last 30 cays All
Summary Date

Your security definitions are up-to-date: AS version: 1704, AV version: 3.7.1, Total Definitions: 2,040,4 5202010 94020 AW ©
Sysiem Cleaner has complaled 52002010 9:16:30 AW
System Cleaner: Index.dat fies wil De removed on reboot S202010 9:16:30 AM
Scan Compleled 52072010 9:08:32 AM

[Sweep] Quarantined: c\documents and setfings'administratoncookies\administrator@doublechick{ 1.t 52002010 9:08:21 AW
[Sweep] Quarantined: c:\documents and setings\administratoncookies\administratorg@atdmif2]. tet 52002010 20816 AM
Scan Started 5202010 8:42:08 AM
Firewall - Nebwork Detected: 111.111.11.0 (subnat mask 255 255.255.0) 52002010 8:40:26 AM

4. To display all activity, click the All radio button. To display only the activity for the last 30
days, click the Last 30 Days radio button.

5. To clear the contents of this panel, click the Clear history button.

6. Click the Close button at the top right to close the panel.
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Managing updates
The Webroot software is preconfigured to check for updates once a day. When available, the
following items download during updates:

*  Product updates, which include new versions of the Webroot program.

*  Protection updates, which include the latest security definitions used to determine if any
items found on your computer match spyware, viruses, or other threats.

You must be connected to the Internet for update checks to be successful.

o Note

Microsoft Silverlight is installed along with your Webroot software. On occasion,
you may receive notifications from Microsoft about updating Silverlight.

To check for updates immediately or to change settings for automatic updates:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the taskbar at the bottom of the Home panel, click Settings.

My Account &' Support Motifications

The Settings panel opens.
3. Click Updates.
The Updates panel opens.

My Account Seltings Support Mofifications

L

Check for updates now

Product Upd.‘lTE opﬂnns Protection updane ﬂpl‘.lﬁl'l'i WARN program
& Automatically download and install & Automatically download and install Join Wabroo! Automated Ressarch
product updates {recommended) security protection updates Network (WARN) and help fight security
(recommeandead) threats.
Motify me before downloading and S :
installing product updates Muotify me before downlaading and ~ ’B‘I""'“' My =k data to be sent to
installing security protection updates Webroat ananymausty

4. You can click the Check for updates now button to download and install any available
updates immediately or you can change the selections for automatic updates, which are
described in the following table. To change an option, click the radio button next to the
selection.

178 13: Program Settings



Product update options

Automatically download and
install product updates
(recommended)

If selected, updates to the Webroot software download and install to
your computer automatically (if available) when your computer is
connected to the Internet.

Notify me before downloading
and installing product updates

If selected, updates do not download and install to your computer
automatically. Instead, a notification panel opens and allows you to
determine if you want to download and install updates to the
Webroot software (when available).

Protection update options

Automatically download and
install security protection
updates (recommended)

If selected, updates to the security definitions download and install
to your computer automatically (if available) when your computer is
connected to the Internet.

Notify me before downloading
and installing security
protection updates

If selected, updates do not download and install to your computer
automatically. Instead, a notification panel opens and allows you to
determine if you want to download and install updates to the security
definitions (when available).

WARN (Webroot Automated Research Network) program

Allow malware data to be sent
to Webroot anonymously

If selected, allows the software to gather information during scans
and shielding activities, including spyware, viruses, and potential
threats that are not yet classified, then send the data to Webroot.
WARN is a global community of individuals and businesses who
provide Webroot with sample items detected on their computer to
help us identify and fight emerging threats.

Note: The Webroot software does not gather personal information
with the WARN program.
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Setting Gamer mode

If the Webroot software’s communications over the Internet interfere when you play online games
or view movies, you can set the program to a silent Gamer mode. While in this mode, the program
does not perform the following activities:

* Scheduled scans and cleanups. The software does not run scheduled scans or cleanups
when Gamer mode is on. When you return the Webroot software to regular operations
(Gamer mode is switched off), it may open an alert that indicates a scheduled scan or
cleanup was missed. The missed event does not run automatically.

» Shield functions. All shields will be turned off, except for the Execution shield, which
stops executable programs from launching a suspicious process on your computer. If the
Execution shield detects a potential threat, it moves the item to Quarantine without
alerting you.

» Balloon alerts in the system tray.

* Communications with the Webroot server to check for updates.

* Firewall functions that block Internet or network traffic and open alerts.
To set Gamer mode:
Do either of the following:

+  From the system tray, right-click on the Webroot icon @ and select Turn Gamer Mode
ON.

Tum Gamer Mode ON Y |

Help

Launch My Account
Sign Out

Close

_or_

*  From the main interface, click Settings in the bottom taskbar, click the Gamer Mode tab,
then click the button next to Gamer Mode so it displays “ON.”

—_—‘
My Account Seftings Support Motific ations

Gamer Mode

By default, Gamer mode automatically turns off after four hours, but you can change that
amount of time in the Options settings.
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To manually turn off Gamer mode:
Do either of the following:
+  From the system tray, right-click on the Webroot icon @ and select Turn Gamer Mode
OFF.
- 01‘ -

*  From the main interface, click Settings in the bottom taskbar, click the Gamer Mode tab,
then click the button next to Gamer Mode so it displays “OFF.”

All program activities are re-enabled, including the previously set shields. The Webroot
software also contacts the Webroot server and checks for any updates.

o Note

If you shut down and restart the Webroot software, it disables Gamer mode on start-
up.

To change Gamer mode options:
1. From the main interface, click Settings in the bottom taskbar, then click Gamer Mode.

The Gamer mode options appear in the middle panel.

Options
Turning on Gamer Mode will tamporarity suspend certain funclions SUCh as sCans, alerts and notific abons that would interfiens with
of INberTupt your gaming expenience
Tum Execution Shield OFF when entering Gamer Mode
+| Automatically turn Garmer Mode OFF after | 4 | =  hours

You can set the following options:

¢ Turn Execution Shield OFF when entering Gamer Mode. When you set the
program to Gamer mode, all shields are turned off except for the Execution shield.
(The Execution shield is important because it can stop potentially harmful executable
files from launching on your computer.) If desired, you can specify that the Execution
shield is turned off along with all other shields.

* Automatically turn Gamer Mode OFF after ... You can specify how long you want
to run the program in Gamer mode before it automatically switches back to regular
operations.

2. Enter the number of hours you want to use Gamer mode before it turns off and switches to
regular program operations. If you do not want Gamer mode to automatically switch off,
deselect the checkbox.
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Using a proxy server

If you use a proxy server to connect to the Internet, you must specify information about the proxy
connection; otherwise, Webroot cannot send updates to your computer. (A proxy server is a
computer system or router that acts as a relay between your computer and another server.)

By default, the Webroot software is set to communicate directly with your computer (and not use a
proxy server).

To specify proxy server settings:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the taskbar at the bottom of the Home panel, click Settings.

Iy Account Support Motifications

The Settings panel opens.
3. Click Proxy Settings.
The Proxy Settings panel opens.

My Account Seftings Support Motifications Close ~

Proxy Setfings
[

Proxy settings

If you connect to the Intemet through a proxy senver, proxgy settings enable you fo get Webroot software updates

Don'T wse a prosy serer

& Use custom proxy settings Imiport from Internet Explorer
Proxy senver Example: proxy. company.com
Port Example: 1000
Lisername
Password

~ Basic authentication

Save

4. Select the radio button next to Use custom proxy settings.
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5. Define custom settings using one of the following methods.

Methods for defining proxy settings

Use Internet Explorer | If you want to use values already defined in Internet Explorer, click the
settings Import from Internet Explorer button.

Use your own settings | You can enter the proxy information, as follows:

* Proxy server: Enter the fully qualified domain name of the server (for
example, proxy.company.com).

* Port: Enter the port number the server uses.

* Username and Password: Enter the username and password for the
server, if used.

* Basic authentication: If the server uses another form of authentication
besides basic Windows authentication, deselect the checkbox.

Note: For further information about your proxy environment, contact your
proxy server’s administrator.

6. When you’re done, click the Save button.
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Changing the language setting

When you install the Webroot software, it automatically detects the language of your operating
system and will use the same language for its own interface. If desired, you can change the
language of the Webroot interface.

To change the language setting:

1.

Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

From the taskbar at the bottom of the Home panel, click Settings.

My Account ' Support MNotifications

The Settings panel opens.
Click Languages.
Click the radio button for the desired language and click the Apply button.

My Account Settings Support Notifications IE)

Languages

Language

Select your preferred language below and click Apply

English

® Japanese

ABDIY - [y

The program begins updating to the new language, a process that may take a few minutes.
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A: Webroot Support

Webroot provides the following technical support services:

*  Web Site. To submit a trouble ticket to our service representatives, access the Support
Web site at support.webroot.com.

We make every effort to respond to your request on the same day you send it in, but please
allow up to 48 hours.

* Phone. For contact information, access the Support Web site at support.webroot.com.

To access technical support options:

1. Open the Webroot main interface by double-clicking the Webroot icon @ in the system
tray.

2. From the taskbar in the bottom of the Home panel, click Support.

My Account Settings iupport ' Notifications

3. Click the Visit now button to open the Webroot Support site in your browser. (You must
be connected to the Internet.) Or call the number listed to speak to a representative.

r B
T Web support
\"I-G Gat answers o freguently asked questions or submit a
troubile ticket
Visit now I:.j
[ Avaiable 24 hours a day
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B: Uninstalling the program

To uninstall the Webroot software:

1. From the Start menu (click Start in the system tray), point to All Programs, then
Webroot, then Tools, then Uninstall Webroot Internet Security Complete.

A Webroot dialog opens and begins removing the Webroot software files.

2. When the final dialog opens, click Finish to restart your computer.
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C: Frequently Asked Questions

This appendix provides a list of frequently asked questions (FAQs), which are organized by the
following topics:

*  “Threat protection FAQs” on page 190

*  “Scan and Quarantine FAQs” on page 191

+  “Shield FAQs” on page 193

*  “Firewall FAQs” on page 194

*  “Sync and Sharing FAQs” on page 196

+  “System Cleaner FAQs” on page 197

+  “Password Manager FAQs” on page 198

*  “Secure Browsing and Anti-Phishing FAQs” on page 201
*  “Anti-Spam FAQs” on page 202

*  “MyAccount FAQs” on page 203
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Threat protection FAQs

190

What is malware and how does it get in my computer?

Malware is malicious software that is designed to harm your computer or compromise your
privacy. If you do not have the Webroot software actively protecting your computer, malware can
enter your computer through Internet connections, open computer ports, compromised disks, and
email attachments. Internet connections are the primary source of entry. Whenever you connect to
the Internet, you could provide the outside world with access to your computer and potentially
allow in snoops, thieves, and virus outbreaks. Fortunately, Webroot blocks any threats before they
can enter.

o Note

The Webroot software acts like a personal security guard for your computer,
blocking bad guys from entry and searching the premises for any others that may
have slipped through the cracks. If it finds threats, it disables them and ejects them
into Quarantine before they cause any harm.

The first time the System Scanner searches your computer, it may locate and quarantine many
different types of threats that were previously running on your computer, probably without your
knowledge. For detailed descriptions of the various types of malware, see the Glossary.

How do | know if my computer is infected?

The Webroot software actively protects your computer from malware infections at all times.
However, even with the best security protection, you can accidentally allow malware to gain
access to your computer. This could happen if you clicked Allow in an alert screen for a program
that you didn’t realize was associated with malware.

If you notice any of the behaviors listed below, run a scan immediately (see “Scanning for threats”
on page 16).

» Ifyou see pornographic images or advertisements unexpectedly appear on your screen,
you probably have a malware infection. Certain Web sites contain traps that take control
of your browser and cause pornographic or advertising sites to open when you try to exit.

*  Your computer is slow to boot, slow to process, crashes frequently, or behaves in erratic
ways.

*  You hear your hard disk actively working when you are not touching your computer.
*  Numerous pop-up ads open even when you are not connected to the Internet.

+ A different home page loads in your browser or strange entries appear in your Favorites
and History.

+ Strange results appear when you perform an Internet search.
*  You can’t access certain drives, programs, Web sites, or the printer.

» Strange messages or images open on your screen or music plays that you did not
download.

+ Strange icons appear on your desktop or strange programs appear in your start-up list.
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Why does the Windows Security Center say that the Webroot software is
turned off?

When you start your computer, you may see a pop-up alert from the Windows Security Center that
says your computer is at risk and the Webroot software is turned off, similar to the example below.

@ Your computer might be at risk

Webroot Antivirus with Spy Sweeper is turned off

Click this balloon ka Fi this problerm,

Typically, this alert appears at Windows startup (and occasionally on shutdown) due to an
overtaxed processor, low available system memory, or a high number of other startup items present
on the system. Once the Webroot software has notified the Windows Security Center that it is up
and running on your system, this alert should automatically close and you can ignore it. If the
message persists longer than a few minutes, contact Webroot Support.

Scan and Quarantine FAQs

How do | know if the System Scanner found any threats?

In most cases, the Webroot software automatically manages threats for you by disabling them and
moving them to Quarantine, where they can no longer harm your computer. You can view the
Quarantine by opening the main interface, clicking Edit settings in the PC Security panel, and
clicking the Quarantine tab.

If the software detects an item that it classifies as a potential threat or it does not recognize, it
opens a pop-up alert and asks whether you want to accept the item or prevent it from installing on
your computer.

You can also access a summary of Webroot software activity by clicking the arrow » next to See
how on the Home panel.

How does Webroot know the difference between malware and legitimate
programs?

When the System Scanner searches your computer, it checks installed programs and other items it
finds against our database of security definitions. These definitions are a set of fingerprints that
characterize viruses, spyware, adware, and other types of unwanted items. The Webroot Threat
Research team constantly updates these definitions to protect your computer from ever-changing
spyware and other potential threats. Webroot automatically downloads these definitions to your
computer so you are always protected.

Can | work on my computer during a scan?

Yes, the System Scanner runs in the background without disrupting your work. If automated
scanning is enabled, the System Scanner runs only when your computer is inactive. If you start
working on your computer while a scan is in progress, it pauses and waits until the computer has
been inactive again for 15 minutes, then resumes scanning where it left off.
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Can | quickly scan a USB or CD?

Yes, even though the Webroot software is configured to automatically scan all areas of the
computer, you can run a quick scan yourself for a selected area, such as a USB drive or CD. You
can run a quick scan by doing either of the following:

»  Targeting a specific file or folder in Windows Explorer. Right-click on the file or folder to
open the pop-up menu, then select Perform Secure Scan. This is the quickest method.

» Customizing the scan options to search specific drives or file types. See “Customizing
scan options” on page 21.

Are there times when | should run a scan myself?

In most cases, you should not need to launch a scan because the Webroot software is configured to
run scans automatically and to actively block threats with shields. However, you may want to run a
scan yourself in the following circumstances:

* Even if you don’t surf high-risk sites, keep in mind that connecting to the Internet is like
opening the front door to your computer. In most situations no one will walk through, but
if you are not protected with the Webroot software, you are leaving your computer
vulnerable to bad guys who might enter unannounced, snoop around your files, and wreck
havoc on your applications.

* After you have surfed networking sites, adult-entertainment sites, free lyrics and music
download sites, and other high-traffic sites. Malware writers are constantly re-engineering
methods to infect computers. They commonly target popular Web sites by creating pop-up
ads that can trick you into clicking on a link or by targeting you for a “drive-by
download,” where an infection will attempt to silently install on your computer as you
view pages.

* Ifyou accidentally clicked on a suspicious looking pop-up advertisement. Malware
writers use all kinds of tricks to lure you into clicking a link and launching their spyware
application.

+ Ifyou frequently download screen savers, music, games, movies, or pictures. Any time
you download items on your computer, even legitimate ones, you could download
malware along with it. Spyware commonly piggybacks on downloads and can install on
your computer without your knowledge.

For scanning instructions, see “Scanning for threats” on page 16.

What should | do with items in Quarantine?

Once items are moved to Quarantine, your safest action is to simply keep them there. Items in
Quarantine are disabled and cannot harm your computer. Keeping items in Quarantine also allows
you to test your computer and determine if all your programs still work properly after the scan. If
you discover that some legitimate programs cannot function after an item was moved to
Quarantine, Webroot allows you to restore it.

What are cookies and why does it find so many?

Every time you access an Internet site, the server for that site may place small bits of text called
cookies on your computer to store information about your interaction with it. If you have accessed
many different sites, the System Scanner locates many different cookies. You should not be
alarmed if the System Scanner finds a large number of cookies. Cookies do not pose a high risk for
your computer’s security, because they cannot harm your computer or steal information. However,
while some cookies can be helpful to your Internet browsing experience, some third-party cookies
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can be a privacy concern because they are placed on your computer by a different Web site other
than the one you accessed. Usually associated with on-line advertising, third-party cookies can be
used to track your movements as you surf the Internet and to create a profile of your viewing
habits.

o Note

For Internet Explorer, cookies are stored as separate files. For Firefox, cookies are
stored in one file.

Cookies are simple text files that store information about a Web site you visited. They do not
create pop-up ads, nor can they launch viruses. In most cases, cookie files do not contain any
private information such as credit card numbers.

The System Scanner mainly sweeps for third-party cookies associated with advertising, not the
helpful first-party cookies that store your personal preferences for a particular Web site, such as
login information and shopping cart items. If you want the System Scanner to ignore all cookies
during scans, see “Customizing scan options” on page 21.

Shield FAQs

How do | know if | should block or allow a download?

If the Webroot Shields detect a potential threat, an alert opens and asks whether you want to allow
the file to launch or block the file from launching. Information about the item is shown in the alert
dialog. If you recognize the file name and you are purposely downloading it (for example, you
were in the process of downloading a new toolbar for your browser), click Allow to continue.
However, we recommend that you run an on-demand scan after downloading even legitimate
items, since malware can piggy-back on any type of download. See “Scanning for threats” on
page 16.

If you were not trying to download anything and were just viewing pages on the Internet, you
should block the file. As you surf Internet sites, you could be targeted for a drive-by download,
where an unwanted program launches and silently installs on your computer as you view pages.

A Windows dialog says it found spyware, but no Webroot alert appeared.
What do | do?

Don’t click on it. Unfortunately, pop-up windows from an Internet site can be designed to look like
legitimate messages from Windows with the sole purpose of trying to trick you. They display
scary messages, such as “Warning! A Virus was Found on your Computer! Buy SomeSoftware
now!” and have buttons and icons that look like actual Windows graphics.

Some of these fake messages are trying to lure you to another Web site where they will ask for
your credit card number or other personal information. Others are advertisements designed to look
like fake Windows dialogs (look for grayed-out text that says “advertisement” displayed in a
bottom corner). The most evil aspect of these fake messages is that if you click anywhere in the
dialog box, even on the No or Close button, you will execute its intended actions, such as
launching malware or sending you to a rogue Internet site. The best way to remove a fake message
from your screen is to press Alt-F4 (hold down the Alt button while pressing the F4 key).
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But rest assured, even if you accidentally click on a fake dialog, the Webroot software blocks any
malware, disables it, and sends it to Quarantine.

Do | need shields if a firewall is running?

Yes, you should keep both the firewall and the Webroot Shields enabled, since they are using
different methods to locate different types of threats. The firewall looks for unrecognized
communications over the computer ports, such as activity that may indicate hacking attempts.
Shields look for specific programs and files that match Webroot’s threat definitions, such as
spyware and viruses, and stop them before they launch.

Firewall FAQs
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How do | know if | should block or allow traffic?

If an alert appeared when you were not trying to perform any sort of communication over the
Internet or network, and you have no idea why this alert appeared, prevent the communication by
clicking the Block button.

If an alert appeared after you were purposely running an application from the Internet or
communicating over a network port, look at the application name displayed in the alert. The name
appears in the alert description, similar to the example below. If you do not recognize the
application, you should block it. For more information, you can perform an Internet search for the
application name. If you do recognize the application, you can proceed by clicking the Allow
button. However, to be safe, you should run a scan even if you believe the traffic is legitimate (see
“Scanning for threats” on page 16).

Webroot Security - Firewall Alert

socess the
S—— sendpacket.exe

Do you want 1o allow this application 1o access the network?

%

» Remambar this satting

» Show Delails Allow Block

This will automatica

Time Remaining: 44

Iy b blocked if you do not respond.

What are computer ports?

Ports are simply numbers that identify entry and exit points on your computer. Although you may
see only one physical connection between your computer and a network, your computer is actually
divided into thousands of virtual connections (ports). While most of these ports are never used,
others serve as the standard access points for certain protocols. For example, Internet traffic using
HTTP travels over port 80. Hackers know all the standard entry and exit points and can gain access
to your computer through any open ones. The Webroot Firewall cloaks your ports from the outside
world, so hackers cannot find entry points.
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If you select Show Details in an alert screen, you will see information about the packets
attempting to travel through the ports. The following example shows details expanded.

ﬁ Webrool Security - Firewall Alert

g ey

Do you want to allow this application to access the network?

« Remembar this selting

sendpackel axe
I= attempting o access the network

Firewall has blocked outgoing packet from 10.15.7.43:50430 to
74.125.155.147T:80

 Hide Details Allow Block

This will autematically be blocked if you do not respond,

Tirme Remaining: 54 saconds

How is the Webroot Firewall different from the Webroot Shields?

The Webroot Firewall and the Webroot Shields use different methods to locate different types of
threats. The firewall looks for unrecognized communications over the computer ports, such as
activity that may indicate hacking attempts. Shields look for specific programs and files that match
Webroot’s threat definitions, such as spyware and viruses, and stops them before they launch.

o Note

The firewall acts like a bouncer at your computer door to stop bad guys who try to
enter. Shields act like a personal security guard to disarm bad guys who may have
already entered.
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Sync and Sharing FAQs
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Should | put my files in synchronized folders, the Magic Briefcase, or the
Web Archive?

To protect your data, you can place files in synchronized folders, the Magic Briefcase, or the Web
Archive. Use these folders for backup and synchronization in the following circumstances:

* Synchronized folders. Ideal if you want to back up data and access files remotely. You
must designate synchronized folders yourself and determine whether you want these
folders to be synchronized to other computers. See “Setting up synchronized folders” on
page 60.

*  Magic Briefcase. Ideal for accessing a small number of files remotely. This folder is
already configured for you. Any files you place in this folder are automatically
synchronized with other computers in your Webroot account, so do not place a large
number of files here. See “Using the Magic Briefcase” on page 71.

*  Web Archive. Ideal if you want to back up important documents that typically do not
change, such as financial records and photos. This folder resides only in your online
account. See “Copying files to the Web Archive” on page 79.

How do | know if my data is safe?

Your files are sent over the Internet using SSL (Secure Sockets Layer) encryption, the industry
standard for secure Web communications. Once your files reach our servers, they are encrypted
with 128-bit Advanced Encryption Standard (AES), the same level of hacker-proof protection used
by major banks and the United States Government. Your files are stored and then backed up in two
locations for redundancy. If you need to retrieve your files, the Sync and Sharing Manager
encrypts all data before it leaves our servers, ensuring that you are the only one who can download
and access your files.

What'’s the difference between synchronization and backup?

A backup transfers files in one direction, typically from your computer to another source, such as
the online repository. Synchronization transfers files in multiple directions: from your computer to
another source or from the other source back to your computer. Synchronization can occur across
multiple computers with a Webroot account. Changes on one computer will be copied to the online
repository and to the other computers.

For backup operations, you can copy data to the Web Archive. For synchronization operations,
you can use the synchronized folders or the Magic Briefcase.

Are modified files overwritten or saved as new versions?

When the Sync and Sharing Manager detects a file change, it uploads a new version and keeps the
original file intact. This allows you to easily view or revert back to an earlier version of a file. The
Sync and Sharing Manager allows you to save up to five previous versions of a file. If you save
changes a sixth time, your most recent versions are saved and the oldest version is removed.

Can | access my files from another computer?

Yes, you can access your online account from any computer with an Internet connection. You do
not need your original computer to access and make changes to files. If you do make changes to
your files from another computer, the Sync and Sharing Manager propagates the changes back to
the original computer immediately or when that computer is back online. For more information,
see “Synchronizing data on multiple computers’ on page 66.
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Can | work on my computer during a synchronization job?

Yes, if synchronization starts while you are working, it runs in the background and does not
disrupt your computer activity. If you log off while a synchronization job is running, the process
stops and resumes where it left off when you log back into the computer.

Why are there green checkmarks next to my folders?

A green checkmark appears next to a file or folder to indicate that it is synchronized with your
online account and any other computers.

How do | create a photo album?

Simply place photo files into a synchronized folder. The Sync and Sharing Manager uploads them
to your online account and creates an album for every folder that contains at least one JPG file. All
photos within this folder are organized into an album on your MyData page. See “Managing photo
albums” on page 89.

System Cleaner FAQs

Why should | use the System Cleaner?

As you work on your computer and browse the Internet, you leave behind traces. These traces may
be in the form of temporary files placed on your hard drive, lists of recently used files in programs,
lists of recently visited Web sites, or cookies that Web sites placed on your hard drive. Anyone
who has access to your computer can view what you have done and where you have been. Using
the System Cleaner, you can protect your privacy by removing all traces of your activity, including
the Internet history, address bar history, Internet temporary files (cache), and cookie files.

The System Cleaner can also delete unnecessary files to help improve computer performance.
Windows stores many files on your computer without you being aware of them. Most files are
useful, and even required, for your computer to operate properly. However, other files are not
necessary and consume valuable space on your hard drive. Even with today’s large hard drives,
these unnecessary files can impair your computer’s performance.

How are cleanups different from scans?

Cleanups are designed to remove unnecessary files from your computer that are consuming
valuable disk space or revealing your browsing history that you may want to keep private. Scans
are designed to locate and quarantine threats to your computer’s security, such as spyware and
viruses.

Think of the System Cleaner as the housekeeper for your computer, while the System Scanner
serves as the security guard.

Can files deleted during a cleanup ever be recovered?

If you select the “Make deleted files unrecoverable” option before a cleanup, the files can never be
restored using a data recovery utility. The System Cleaner overwrites files with random characters,
which ensures that they cannot be read again. For instructions, see “Making deleted items
unrecoverable” on page 114.

If you do not select this option, you might be able to restore the files with a recovery utility. This is
because Windows files never actually disappear during normal delete operations. Although you
may think that you are permanently deleting files when you empty the Recycle Bin or when you
use Shift-Delete, in actuality, you are only removing the operating system’s record of the files, not
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the physical files themselves. (Think of this record as an entry in a library’s card catalog. If you
removed the catalog entry for a book, it does not remove the book itself from the library stacks,
although it would make the book harder to find.) The deleted files remain on the disk until
Windows needs to make more space available.

Cleaned items are not moved to the Windows Recycle Bin.

Password Manager FAQs
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How do | use the Password Manager to store passwords?

1.

Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

My Webroot Sign.ln L!

Open a Web site that requires a login. Access your account with your user name and
password.

After logging in, look for a green toolbar near the top of your browser and click Save Site.

q Save Ske Dl Newver For This ... | I Mok Mowe |
Link24 Online Banking  Username @ Pazsword @
== Sign Up | Towr | Password  |[MvName snenl

The Password Manager automatically captures the user name, password, and URL, then
opens another dialog with the Web address displayed in the Name field.

In this dialog, click the Save Site button to define a Webroot site for password
management. If you want to enter a group or select any of the other options, see “Creating
sites for password management” on page 120.

Add Webraot Site X

Owebroot -

Name
iy bank.com
GO

] tanke This & Favorite
[C] Require Password Reprompt
[ AwtoLogn

| save ste [ | mo Tharks

The next time you access this Web page, the Password Manager remembers the login
information for you. The Webroot icon appears at the end of the fields to indicate that the
login information is stored in the Password Manager. The user name and password fields
are automatically filled in, unless you selected Require Password Reprompt in the Add
Webroot Site dialog.

Username @ Password @

rErr— (1
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Your password-managed sites are displayed in the Myldentity page of My Webroot. The
Myldentity page allows you to view and organize all sites, edit site information, and delete
old sites you no longer use. See “Managing sites in the Myldentity page” on page 144.

How do | use the Password Manager to automatically fill in Web forms?

1. Open your browser and click the Sign In button from the Webroot toolbar. (If you are
already signed in, this button displays Sign Out.)

Iy Webroot Signln Lf

2. From the Webroot toolbar, click the drop-down arrow next to My Identity Tools, then
select Fill Forms > Add Profile.

My lgentdy Tools - My Webroot Sign Out

) Recenitly Used k] %]

LiGenerate Secure Password  AK+G Add Creds Card

-., Clear Forms
-

In the dialog that opens, define a profile. Enter as much information as you want in each of
the fields, then click OK.
You now have a Form Fill profile to use for filling in Web forms.

3. Access a Web site that requires you to enter personal information into fields (name,
address, credit card, and so on).

4. If the Password Manager detects the fields on the Web page, it displays another toolbar
where you can click the Fill Form button and select your previously defined Form Fill
profile.

FilForm (2) | | Never For This ... | B3
Joint Master Card  Alt+Page Down

| My Profile & Visa iy Alt+Page Up

Add Prafile

Add Credit Card

Clear Forms

Choose Profile and Credit Card

If it does not display this toolbar, select My Identity Tools, then select Fill Forms >
profile name > Fill Form.

The Password Manager transfers any information that applies to the fields into the Web
form. For more information, see “Creating and using Form Fill profiles” on page 134.

Can | use different passwords for different Web sites?

Yes, you can use unique logins (user names and passwords) for each Web site. The Password
Manager remembers all passwords for you — no more writing down passwords on little pieces of
paper! We encourage you to use our password generator to create secure passwords for each site.
See “Generating a secure password” on page 140. A “secure” password is one that is resistant to
guessing and attacks, typically containing random characters.

C: Frequently Asked Questions 199



200

Can | use different passwords for the same Web site?

Yes, if you use different logins for the same Web page (for example, you and your spouse both use
the same online bank, but have separate accounts), you can define multiple Webroot sites that
contain different login information. Whenever you access that Web page again, the Password
Manager will recognize that you have two different sites defined and will prompt you for the one
you want to use.

What if | don’t want the Password Manager to automatically fill in my
password?

When you define a site, you have the option of requiring the Password Manager to always
reprompt for your Webroot master password when you visit that site again. This can be helpful for
Web sites containing confidential information, such as your banking sites.

If you are in the process of defining a site, select Require Password Reprompt in the Add
Webroot Site dialog,

Add Webroot Site q

@webroot

Nare
login.comeast. net
Group

] Make This & Favorite
[+] Require Password Reprompt
[ oLogin

iSaveSte ] Mo Thanks

If you already defined the site, log into My Webroot (https://www.webroot.com/mywebroot), go to
the Myldentity page, and edit the site information. You can select Reprompt for Password from
the Edit Sites dialog.

When you access the site again, the Password Manager will prompt you for the login information:

[[aurologn | [ Auord | [ mever... |

Ugemnams @ Paszweord @

[ o | @ (<o)

Select either AutoLogin or AutoFill. Webroot opens a dialog that prompts you for your master
password (not the password of this Web site).

What browsers work with the Password Manager?

The Password Manager works mainly with Internet Explorer and Firefox browsers. However, you
can use some limited functions with other browsers by using Password Manager’s Bookmarklets.
For more information, see “Creating Bookmarklets” on page 148.

Are my passwords and other personal data safe from hackers?

Yes, we store your sensitive data in an encrypted state using the same method the US Government
uses for Top Secret data. The encrypted data is meaningless to Webroot and to anyone else without
the decryption key. This key is stored on your own computer and is created from your email
address and master password. It is never sent over the Internet and is never stored on Webroot
servers.
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Secure Browsing and Anti-Phishing FAQs

How does Secure Browsing and Anti-Phishing work?

To detect Web sites associated with potential threats, the Secure Browsing Manager analyzes
URLSs (the unique addresses for Web sites or files that are accessible on the Internet), as follows:

*  When you enter the URL for a Web site in your browser’s address bar or click on a link to
a site, the Secure Browsing Manager runs the URL through its malware-identification
engine. If the site is associated with malware, the Secure Browsing Manager blocks the
site from loading in your browser. For more information, see “Using the Secure Browsing
Manager while surfing” on page 155.

*  When you use a search engine, the Secure Browsing Manager analyzes all links displayed
on the search results page by running the URLSs through its malware-identification engine.
It then displays an image next to each link that signifies its risk level. For example, if a site
is known for spreading malware infections, the Secure Browsing Manager displays a
“Known Threat” image next to the link to warn you. For example:

Free Song Lyrics (IEERAlLD
For more information, see “Using the Secure Browsing Manager while searching” on page 156.

Can | still access a site that was blocked?

Yes, you can proceed to any site that the Secure Browsing Manager identified as a potential threat,
but be aware that this site may compromise the security of your computer. For more information,
see “Using the Secure Browsing Manager” on page 155.

What does “Unclassified Site” mean?

If the Secure Browsing Manager indicates that a site is “Unclassified” in search results, it means
that Webroot does not yet have enough information to classify that site as either safe or malicious.

What is phishing?

Phishing is a fraudulent attempt to gather personal or financial information from you, such as your
user name, password, and credit card numbers. Web sites associated with phishing scams are often
legitimate-looking sites that appear to originate from trustworthy sources, such as eBay or even
your own bank. Some phishing sites are designed to look exactly like popular Web sites, such as
PayPal, and can easily trick you into entering your personal information. (Often these phishing
sites are abandoned within a day or two.)

Once you provide your personal information and submit it, it goes directly into a database
maintained by online identity thieves who use it to make purchases, set up new accounts in your
name, or sell your personal information to other thieves. You may never know your identity has
been stolen unless you monitor your credit rating or are denied for a loan.

o Note

Web sites are not the only method for phishing scams. Be aware that criminals also
use email messages, instant messaging, cell phone text messages, and chat rooms.
For more information about email phishing scams, see Chapter 10, “Anti-Spam
Protection” on page 159.
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Anti-Spam FAQs

What if a legitimate message gets classified as spam?

Your email messages are never lost. You can review the spam messages at any time by opening
the Spam folder in your email client. If you want to make sure email messages from this sender
can bypass spam filters, select the email and click Approve from the Webroot toolbar. See
“Approving or blocking email messages” on page 162.

202

What if spam gets through the filters?

Select the message in your Inbox and then click Block Message from the Webroot toolbar in your
mail client. See “Approving or blocking email messages” on page 162.

How do spammers get my email address?

Spammers have a number of simple methods to gather your email address, including:

Dictionary attacks. Automated programs can take common domains like @yahoo.com
and then generate random email addresses using first and last names and other common
terms.

Spam-bots. Automated programs can scan Web sites for the @ symbol anywhere in the
text and then pull email addresses from that site.

News groups and chat rooms. Many people leave their actual email addresses in
newsgroups and chat rooms. Spammers use pieces of software to extract the screen names
and email addresses automatically.

Tricky Web sites. Spammers create special Web sites for the sole purpose of gathering
email addresses. These sites might offer some attractive incentive to win money or “opt-
in” for the special newsletter if you simply enter your email address.
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What'’s the difference between spam and phishing?

While spam is unwanted email to lure you into buying a product or service, a phishing email is a
fraudulent attempt to gather personal or financial information from you, such as your user name,
password, and credit card numbers. Phishing emails are often legitimate-looking messages that
appear to originate from trustworthy Web sites, such as eBay, PayPal, or even your own bank.

ﬂ Note

Email is not the only distribution method for phishing scams. Be aware that
scammers also use instant messaging, cell phone text messages, chat rooms, fake
ads or toolbars in Web sites, message boards, and job search sites. For more
information, see Chapter 11, “Anti-Phishing Protection” on page 165.

How do | know if I've received a legitimate email or a phishing attempt?

The Anti-Spam Manager filters out most phishing attempts; however, criminals are always
inventing new methods of bypassing filters. Watch for any email messages that address you
generically as “Dear Customer,” display bad grammar and spelling, display links with very long
text and “@” symbols, include threats demanding that you “act immediately,” and ask for personal
information. Be aware that banks and legitimate organizations will never ask for your personal
information or credit card numbers via email. So if you receive an email asking for sensitive
information, DO NOT reply directly or click on a link within the message. Contact the institution
directly by phone or by entering their Web site address.

What'’s the difference between the Email Attachments shield and anti-spam
protection?

The Email Attachments shield and the Anti-Spam Manager use different methods to locate
different types of threats. The Email Attachments shield monitors any files attached to your email
messages, while the Anti-Spam Manager monitors the email messages themselves.

The Email Attachments shield looks for malware and viruses that could infect your computer. The
Anti-Spam Manager looks for unwanted spam or phishing attempts that could trick you into giving
out personal information. For more information about the Email Attachments shield, see “Setting
network protection” on page 37.

MyAccount FAQs

Can |l install the Webroot software on another computer?

You can only install the Webroot software on another computer if you purchased a multi-user
license. For more information, see “Managing licenses and additional products” on page 172.

Keep in mind that if you install the Webroot software on additional computers, these installations
will all share a single Webroot account in My Webroot. This means that anyone using the other
computers can sign in to your online account at http://www.webroot.com/mywebroot. If you
have personal information that you do not want to share in your online account, do not provide
others with your user name and master password.
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What should | do if | forget my account password?

If you forget your original password, you can create a new one. To reset your password, right-click
the Webroot icon @ in the system tray and click Sign In from the pop-up menu. Click the link for
Forgot Your Password?. (You must be connected to the Internet.)

T webroot

Sign In

User name (email address)

jolie@webroot.com|

When the Reset Password page appears, enter your email address and click Send Email. Webroot
sends you an email with instructions for resetting your password.

How do | find my keycode?

To view the keycode for your software license, open the Webroot main interface by double-
clicking the Webroot icon @ in the system tray. From the taskbar at bottom of the Home panel,
click My Account.

Settings Support Notifications

The My Account panel opens and shows your keycode to the right.

_' p- T p- L - T
My Account Settings Support Nolific abons

My software: Subscription:
Product name Instalied on Expiras e
W Webroot Antivirus with SpySweeper JGALLAGH-DE3F3D 3ep 14, 20 _

60

Renew now

Keycode

SSHA-DNLN—)

Version

7.0.4.63

Secunty cefiniions version

1743 420,471 definitions.
1 2 Wirus engine version

3.9.0 1,792,288 definitions

Manage My Account Ligal notizas
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Can other users access my online account?

No one can access your account unless they know your Webroot master password. However, if
you installed the Webroot software on additional computers, these installations will all share a
single Webroot account. This means that anyone using these other computers can sign in to your
online account if they know your user name and password. If you have personal information in
your account that you do not want to share, do not provide other members in your household with
your user name and master password.

Can multiple users access the Webroot software from one computer?

Yes, if your computer is configured for multiple Windows user accounts (each person logs in with
a unique name and password), the Webroot software is available to all those users. Each user with
administrative privileges has full access to all areas of the Webroot software, while other users
have limited access. The Webroot software continues its threat protection activities, no matter
which user is logged into the computer.
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Glossary

ActiveX

ActiveX technology was developed by Microsoft to allow Web browsers to download and
execute programs on your computer. ActiveX controls have many legitimate uses, such as
running animations, triggering sounds, or downloading Microsoft updates. However, many
spyware programs also use ActiveX to install themselves on your computer. If you see an
ActiveX alert, you should block it from running, unless you trust the source of the ActiveX
technology.

adware

Adware is a type of software that may display advertisements on your system. Some adware
may also hijack Web searches, meaning it may reroute your Web searches through its own
Web page. It may change your default home page to a specific Web site. Adware generally
propagates itself using dialog boxes, various social engineering methods, or through scripting
errors.

Alternate Data Stream (ADS)

An Alternate Data Stream is a highly technical way to hide images, data, or code in a file and can
be used to hide malicious code. The hidden content is impossible to detect using regularly
available tools, such as Windows Explorer.

API

Application Program Interface (API) is a language and message format used by an application
program to communicate with the operating system, a program, or a communications protocol.
The Windows API, also called WinAPI, is the core set of APIs available in the Microsoft
Windows operating systems.

applications

An application is a set of files that work together to make a software program. Some
applications, like Internet Explorer, access the Internet and allow traffic to flow in and out of
your computer.

backdoors

A backdoor is a method of accessing a computer that bypasses security mechanisms. Some
backdoors are legitimate. For example, a software developer might install a backdoor to a
program for troubleshooting. But some backdoors can also be used for malicious purposes to
gain access to a computer's personal data.

Browser Helper Objects (BHOs)

Browser Helper Objects are add-on programs that work with Internet Explorer. BHOs have
many legitimate uses, such as allowing you to display a PDF file within your browser or to
install a search box for your toolbar. However, many spyware programs also use BHOs to
display ads, track your Internet activity, or hijack your home page. If a BHO alert opens while
you are intentionally downloading a new toolbar or other plug-in, you can allow the
installation. Otherwise, block it.
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cache

The cache (pronounced “cash”) is a temporary storage area within your computer, which is
used to display data that you access frequently. Its main purpose is to help your computer
perform tasks quickly.

certificate

A digital certificate identifies an entity and verifies its credentials so that information it sends
can be trusted. Certificates are issued by a Certificate Authority (CA), who attest that the
public key contained in the certificate belongs to the person, organization, server, or other
entity noted in the certificate.

child process

A child process is linked to a parent process and inherits most of the parent's attributes.
Malware writers can sometimes create a child process and attach it to a legitimate parent
application. For example, Internet Explorer is used quite often by malicious processes to
circumvent security. Since Internet Explorer is usually “allowed” in security products, a
malicious process can spawn a child process and instruct it to perform some malicious task.

cookies

Cookies are small text files generated by a Web server and then stored on your computer for
future use. (For Internet Explorer, cookies are stored as separate files. For Firefox, cookies are
stored in one file.) Cookies can contain everything from tracking information about sites you
visited to your personal preferences. Cookies cannot steal information off your machine, but
some do store personal information that you may not want outside parties to gather. The
System Scanner only searches for third-party cookies associated with advertising sites that
may be gathering information about your surfing habits.

definitions

A security definition is a set of fingerprints that characterize viruses, spyware, adware, or other
types of unwanted items. Webroot regularly updates these definitions to provide better
protection against the latest versions of these security threats.

dialer

Dialers are software packages that connect your computer to the Internet via a modem hooked
to a phone jack. Malicious dialers may disconnect your computer from your Internet Service
Provider (ISP) and reconnect you to the Internet using an expensive toll or international phone
number. They can accrue significant phone charges and can run in the background, hiding their
presence. They generally propagate themselves using dialog boxes, various social engineering
methods, through scripting errors, or may be delivered with a Trojan horse.

domain name

A domain name identifies a Web site (for example, webroot.com). You can use either the
domain name or an IP address to access a Web site; in most cases, the domain name and the IP
address are interchangeable. Other times, a server can host several different Web sites (each
with unique domain names).

encryption

Encryption is a process of encoding information in such a way that only the person (or
computer) with the key can decode it.
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executable files

An executable file contains a program that can be launched when you double-click the file
name in Windows Explorer. Typically, executable files have an .exe file extension, but they
can also have other extensions, such as .bat or .com.

firewall

A firewall monitors data traffic traveling in and out of your computer’s ports. It can eliminate
unauthorized access to your computer at home, at the office, or on the road. Using a multi-
layered approach to defense, Webroot's firewall can block malware, hacking attempts, and
other online threats before they can enter and cause damage to your system.

FTP

File Transfer Protocol is a method used to download and upload files. FTP is the simplest way
to exchange files between computers on the Internet and is commonly used to transfer Web
page files and programs.

host name

A host name identifies a device connected in the Internet. Computers on the Internet are often
named WWW. Computers on a network are usually single names that describe the computer,
such as “accountingl.” Host names can be part of a fully qualified domain name (FQDN). For
example, in “www.webroot.com,” the “www” is the host name and “webroot.com” is the
domain name.

hosts file

The Hosts file is a Windows file that helps direct your computer to a Web site using Internet
Protocol (IP) addresses. Your Web browser uses the [P address to actually connect to a site.
When you enter a Web address in a browser, your computer first looks in the Hosts file to see
if it already knows where to go. If the domain is listed (for example, webroot.com), your
computer goes directly to the IP address. If the domain is not listed, your computer looks up
the information from the Internet (a slightly slower process).

HTML
HyperText Markup Language is a method used to display content in Web pages.
HTTP

Hyper Text Transfer Protocol is a set of rules for transferring files (text, graphics, sound, etc.)
on the World Wide Web. As soon as you open a Web browser, you are indirectly using HTTP.

IP address

An Internet Protocol address identifies a machine (computer or server) on the Internet. The
address is a series of four numbers separated by periods (for example, 64.78.182.210). Your
own computer’s IP address may be the same address during every Internet connection (called
a static IP, used in most T1/DSL connections) or it may change for each Internet connection
(called a dynamic IP, used in most cable/dial-up connections).

keylogger

A keylogger is a type of system monitor that has the ability to record all keystrokes on your
computer. It may monitor keystrokes, emails, chat room dialogue, instant message dialogue,
Web sites visited, usernames, passwords, programs run, and any other typed material. They
have the ability to run in the background, hiding their presence. Keyloggers and system
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monitors may be used for legitimate purposes, but can also be installed by a user to record
sensitive information for malicious purposes.

malware

Malware is short for “malicious software,” which is designed to destroy or harm your
computer system, such as a virus.

packets

Packets are chunks of data that travel between machines on the Internet. When you send or
receive data over the Internet, the Transmission Control Protocol (TCP) divides the message
into manageable packets, which are efficient for routing. When the packets arrive on the
receiving end, TCP reassembles the message into its original form. The Webroot firewall
monitors the packets moving in and out of the computer's ports.

parent process
A parent process is a computer process that has subprocesses (or “children”) associated with it.
phishing

Phishing is a fraudulent method used by criminals to steal personal information via Web sites
or email messages. The messages or Web sites can appear to originate from trustworthy
sources, such as eBay, PayPal, or even your own bank. Typical scams can trick you into
entering your user names, passwords, and credit card information.

POP3

Post Office Protocol 3 is a standard protocol that allows you to receive email and store it in an
Internet server. Most email applications use POP3.

ports

Ports are numbers that identify the entry and exit points of your computer. Computers divide
one physical port connection into thousands of virtual port connections, most of which are
never used. All communications protocols have designated entrance ports to your computer.
For example, traffic sent using HTTP for Web pages generally travels through port 80. Your
computer’s ports are either open or closed. An open port allows any information to flow
through it and can make your computer vulnerable to hackers. A closed port blocks incoming
traffic.

processes

A process refers to the actual running of a program module. When a computer is booted,
numerous processes are started. Some are parts of the operating system, while others are
applications that have been designated to run at startup. Several processes may be associated
with the same application. In Windows, you can view a list of running processes in the Task
Manager (press Ctrl-Alt-Delete, then click Task Manager).

protocols

Protocols are rules that govern the way information is transmitted from one device to another.
For example, the standard communications protocol for the Internet is TCP/IP and the
standard protocol for local networks is Ethernet.

proxy server

A proxy server is a computer system or router that acts as a relay between a client and server.
Proxy servers are used to help prevent an attacker from invading the private network and are
often used in building a firewall.
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Quarantine

Quarantine is a holding area for spyware, viruses, and other potentially unwanted applications
during a sweep. The quarantine process does not delete items from your computer. Rather, it
renders them inoperable and stores them in a safe place where they cannot cause any harm to
your computer. Items in quarantine can be deleted or restored to their original locations.

random access memory (RAM)

RAM is the main memory that acts as the computer’s workspace for running programs.
Spyware and other unwanted programs can steal the computer’s memory resources, which can
lead to system crashes, slower performance, or instability.

registry

A registry is a database of hardware and software settings about your computer’s
configuration, such as the types of programs that are installed. Spyware can create entries in
the Windows registry, which can ultimately slow down your computer and cause problems in
your system.

rootkit

A rootkit is a collection of tools that enable administrator-level access to a computer or
network. By using file-obfuscation techniques, rootkits can hide logins, processes, files and
logs, and may include software to capture information from desktops or a network. Spyware
developers often use rootkits to avoid detection and removal.

scan

A scan is the process of searching for potential threats on your computer, such as spyware and
viruses, then moving those items to Quarantine.

shields

Webroot shields continuously monitor activity related to your Web browser settings, network
communications between your computer and Web sites, Windows system settings, Windows
Startup programs, and email attachments. If the shields detect spyware or any other potential
threats attempting to download, they will either move the item to quarantine or open an alert
message that asks you to take action.

signed service

A signed service is a certificate from an authorized certificate verification service (such as
from VeriSign), which ensures that an application, service, or driver is from a trusted source
and has not been tampered with.

SMTP

Simple Mail Transport Protocol is a method used for sending text-based information (email).
Because SMTP is limited in its receiving functions, it is often used with two other protocols,
POP3 or IMAP. These protocols let you save messages in a server mailbox and download them
periodically from the server.

spam

Spam is unsolicited junk mail sent to your email address. Its sole purpose is to lure you into
buying their product or service. The term “spam” originated with a Monty Python sketch and
song, the lyrics of which kept repeating the words, “SPAM, SPAM, SPAM...”, much like
endless, unwanted email.
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spy cookie

A spy cookie is a Webroot term for a third-party cookie associated with advertising sites that
may be gathering information about your surfing habits.

spyware

Spyware is a program that may either monitor your online activities or possibly install
programs without your consent. Information about online activities may be subsequently sent
to a third party for malicious purposes without your knowledge. Spyware may arrive bundled
with freeware or shareware, through email or instant messenger, may propagate itself using
dialog boxes, various social engineering methods, scripting errors, or by someone with access
to your computer.

subnet mask

A subnet mask is the part of an IP address that identifies the host by filtering out (masking) the
network address. (An IP address has two components: the host address and the network
address.)

system monitors

System monitors, typically non-commercial, may monitor and capture your computer activity,
including recording all keystrokes, emails, chat room dialogue, instant message dialogue, Web
sites visited, usernames, passwords, and programs run. These programs are capable of taking
screen shots of your desktop at scheduled intervals and storing the information on your
computer in an encrypted log file for later retrieval. A system monitor can run in the
background, hiding its presence. These programs typically install via other threats, such as
music downloads and Trojan downloaders.

traces

Traces are individual elements that make up the security definition database. The more traces
found and put into the definitions, the more complete the removal of the potential threats.

Trojan horses

A Trojan horse may take control of your computer files by using a program manager that
allows a hacker to install, execute, open, or close programs. It can run in the background,
hiding its presence. A Trojan is usually disguised as a harmless software program and may
also be distributed as an email attachment. Opening the program or attachment may cause an
auto-installation process that loads the downloader onto your computer and download third-
party programs on your computer, resulting in the installation of unwanted programs without
your knowledge or consent. Trojans can also open a port on your computer that enable a
hacker to gain remote control of your computer.

URL

Uniform Resource Locator (URL) is the unique address for a file that is accessible on the
Internet. To access the home page of a Web site, you can enter the URL of the home page (for
example: http://www.webroot.com) in the browser’s address line. You can also access specific
files using URLSs (for example: ftp://www.webroot.com/sample.txt). The URL contains the
name of the protocol to be used to access the file resource, a domain name that identifies a
specific computer on the Internet, and a pathname for a specific file.
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virus

A virus is a self-replicating program that can infest computer code, documents, or
applications. While some viruses are purposefully malignant, others are more of a nuisance,
replicating uncontrollably and inhibiting system performance.

virus cleaning
Virus cleaning is a Webroot procedure that removes infected portions of a file, when a virus is
detected during a sweep. If the Webroot software can remove the virus successfully, it restores

the cleaned file to your computer in its original location and places a copy of the corrupted file
in Quarantine. The cleaned file is safe to use; the file in Quarantine is not safe to use.
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