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1 Disclaimer and Revisions

Operation of this equipment in a residential area may cause interference in which case the user,
at his or her own expense, will be required to take whatever measures may be required to

correct the interference.
Date Issue Comments

01 Feb 2012 A Initial Release
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2 Warranty

MFB Products Pty Ltd warrants Sentinel
- Ifused in accordance with all applicable instructions

- To be free from defects in material and workmanship for a period of one year from the date of
initial purchase.

This warranty is voided if the customer uses the product in an unauthorized or improper way, or in an
environment for which it was not designed. Warranty does not apply to normal wear or to damage resulting
from accident, misuse, abuse or neglect.
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3 Introduction to Sentinel

Sentinel is a network based 240V power outlet control unit for computer server racks with
environmental monitoring features. It allows turning 240V powered devices on or off as well as
power cycling by just by visiting a webpage & controlling the power outlet of the device
connected. The ‘Current Load’ and the environmental sensor status on Sentinel can be
monitored via the web interface and the LCD screen on the device. In the case of exceeding
user set Current load or environmental thresholds Sentinel has the capability of notifying the
incident via email or SNMP traps.

Sentinel allows viewing the status of the server rack power on each individual power outlet,
allows custom controlled timed reboots for each power outlet and adding delays on start-up in
the case of a power failure allowing selected devices to turn on prior to other devices in a
selected sequence. Configuration is performed by remotely accessing the device via a web
interface.

When network connectivity is down, as an alternative outlet control access method, Sentinel
provides a serial port connection to perform the fundamental control to your outlets.

Sentinel is a network element on the network, thus it will have its own IP address. Sentinel
comprises an embedded web server. With a standard web browser installed in almost all
computers today, you may easily view Sentinel web pages to monitor status, control power
outlets remotely and to view the Current load & sensor status.

Sentinel includes SNMP features where each outlet status, sensor status or the current
consumption can be obtained via SNMP GET commands, thus allowing monitoring systems to
closely monitor the power of attached devices, sensor status and the current loading. SNMP
Traps notify any exceeding of sensor or current load thresholds as well as user action on the
outlets.

Features

o 10 or 20 web controlled power outlets (See Error! Reference source not found.

Error! Reference source not found.)

Current load monitoring

2 Digital sensor inputs to capture external alarms

Inbuilt temperature and humidity sensors.

SNMP enabled for obtaining device details, outlet & sensor status and current

consumption. SNMP traps for alarms and user outlet action.

SMTP enabled for notifying alarm conditions.

o 2 x row LCD panel displaying current load, temperature, humidity and system
status.

o Powerful embedded microprocessor driven, with networking features.

o Vertical or horizontal product versions.

o LEDs to indicate outlets that are powered on. LED to indicate when Current load or
sensor thresholds are in jeopardy.

o Remote configuration and monitoring capabilities.

o Up to 30 entries each in configuration, event & alarm logs.

o Two level protection in controlling. Administration user and up to three normal users
with restricted grants.

o Each power outlet can be configured individually.

o Clear status view of each power outlet on user interface.

o Serial port access to control & view status of outlets

O 0O O ©O

o

Applications

o Allows total control on power outlets on server racks.

o Configures device start up sequence in a power failure occasions for controlled
powering up devices.

o Control your home appliances remotely from the Internet.

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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3.1 Models

93500-50 10 Vertical Active Power Assembly, 10 x 10 amp Australian
outlets, with 10 amp double pole circuit breaker,
Temperature and Humidity sensor, dual digital inputs

93500-51 10 Vertical Active Power Assembly, 10 x 10 amp IEC C13
outlets, with 10 amp double pole circuit breaker,
Temperature and Humidity sensor, dual digital inputs

93500-53 20 Vertical Active Power Assembly, 20 x 10 amp Australian
outlets, with 10 amp double pole circuit breaker,
Temperature and Humidity sensor, dual digital inputs

93500-54 20 Vertical Active Power Assembly, 20 x 10 amp IEC C13
outlets, with 10 amp double pole circuit breaker,
Temperature and Humidity sensor, dual digital inputs
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4 Quick Install Guide

This chapter will guide installing Sentinel on the network.

4.1 Minimum Requirements
The minimum requirements to install and access Sentinel are:

o Access to the local network
o A PC with a web browser (IE 6.0, Firefox 3.6 or higher recommended)

4.2 Hardware Setup

4.2.1 Ethernet Connections

Connect Ethernet cable to the Ethernet Socket. Supply power to server rack.

4.2.2 Dual Digital Sensor Connection — Line 2

There is a dual digital connection provided which is an RJ45 type connection.
Please refer to chapter XX for configuration details.

4.2.3 Serial Port Connection —Line 1

The Serial port connection is a RJ45 type connection.
Please see chapter 10 for configuration details.

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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5 Accessing Sentinel via Web Interface

Sentinel web interface can be accessed by visiting the URL using its IP address on a web

browser.

Eg: if IP address is 192.168.1.105, open web browser and visit http://192.168.1.105/

Sentinel is DHCP enabled when factory shipped. It will obtain a DHCP address if
connected to a DHCP enabled network. Use the Controlled Power Product Finder
software tool (available for download from www.csspl.com.au) to obtain the DHCP
address. Please disable the firewall as a troubleshooting event if this tool does not bring up

the IP address of the unit.

t.JJ Controlled Power Product Finder - €S5S - Version 1.0

JOEs

[ Refresh i Exit

Click on 'Refresh' to find Controlled Power Products on your local Metwork.

Searching Controlled Power Devices on Network. ..

MAC Address IP Address Subnet Mask Gateway Type 1D String Device Name

Search Complete.

00:90:c2:dc:4b:98 192.168.0.189 255:255:255:0 192:168:0:1 DHCP Sentinel 20Way Yer 1.01B  Powered Server Rack

Product Finder Screen

@ Sentinel - 20 Way - Mozilla Firefox

File Edit View History Bookmarks Tools  Help

@ = o & (3 httpsj192. 168.0.189]

|-£, MMost Yisited d Getting Started |50 | Latest Headlines | | Financial || Personal | | Work

l_-'] Sentinel - 20 Way

g O

sentinel

Welcome to Sentinel
Login asz a User
Legin as an Adrinistrator

Forgat your passward?

Serial Mo: 0090C2DC4B9S | Software Version: 1,01 | Mumber of Gutlets: 20 | Envirenmentals: Yes | Model: ZWA1120/1320/2420

Done

Sentinel Login Screen

MFB Products Pty Ltd
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6 Introduction to User Groups & Security

Sentinel has two user groups that may operate the device. They are:

0 Administrator (1 user)
0 User (3 users)

Each user group has different level of grants. The Administrator user has grants to control
outlets, configure the device and sensor status as well as viewing the status of device. The
User group users have grants to view the status of the device and control the outlets.

6.1 Administrator Group

The product is released with the following user credentials for the ‘Administrator’ group.

Username \Password

admin admin

To login as the administrator, click on ‘Login as an Administrator’ from the main web
page. Enter the administration username & password, and then click OK.

Connect to 192.168.0.189

The server 192, 165.0, 189 at Adminstration Login requires a
username and passwoard,

Warning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without & secure conneckion),

Lser name: €7 admin [ |

Passwiord; TTIT)

[w]Remember my password:

[ Ok ] [ Zancel

The administrator user is responsible for configuring the unit, its users & each outlet. An
administrator may also control each outlet & view status.

Note: Please configure the ‘secret question’ & ‘answer’ for the administrator within the
‘manage users’ section under ‘configuration’. - In case of a forgotten password the
answer is required to reset the administration password back to default.

The administrator should also set usernames and passwords for the user group. The
default User group credentials are described in the ‘user group’ subheading.

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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6.2 User Group

The unit is released with the following user credentials for the ‘User’ group

Username Password

userl pwdl
user2 pwd2
user3 pwd3

To login as a user from the User group, click on ‘Login as a User’ from the main web
page, enter the username and password, and then click OK.

"Connect to 192.168.0.189

P
el

The server 192,168.0,189 at User Login reguires a username
and password,

Warning: This server is requesting that vour username and
password be sent in an insecure mannet (basic authentication
without & secure conneckion),

Liser narme; l 7 usert _|;:i

Password; 1L

[#]Remember my password:

[ Ok ] [ Zancel

These users have permission to control each outlet & view the status of each outlet and
sensors. There are no grants to configure outlet or device configurations.

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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6.3 Security on Sentinel

6.3.1 Browser Credentials

Authentication is required to view any of Sentinel web pages. Sentinel uses ‘basic
authentication’ via HTTP.

To logout from Sentinel, close the browser or click on the logout button on the interface.

U

Then, click on ‘close this window’ link to logout

sentinel from Sentinel. This will close the browser window.

MONITORED POWER DISTRIBUTION

U

sentinel

Powered Server Rack - Device Location MONITORED POWER DISTRIBUTION

Thank you for using Sentinel
To succussfully logout, please close this wigdaw
or

return to login screen

6.3.1.1 Changing the Password

Only the administrator may change the passwords for both ‘administrator’ & ‘user’
groups.

6.3.2 Forgotten Password

A forgotten password for a user (non-administrative) cannot be reset. The
administrator should provide the correct password by logging in and retrieving the
password set for each user.

If the administrator password is forgotten, the only available option is to reset the
password by responding to the secret question set by the administrator. Answering this
question correctly will reset the administration username and password both to be
‘admin’.

PS: Note for the administrator: Please ensure that the secret question & answer is
updated when the device is configured for the first time.

Fg U

sentinel

Powered Server Rack - Device Location MONITORED POWER DISTRIBUTION

Please answer the gquestion below:

What is the date of your spouse's sister?

Beturn to main menu

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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7 Controlling & Viewing Status of Sensors and Outlets

Both ‘Administrator’ and ‘User’ groups can control each individual power outlet. Outlets are
controlled from the ‘Outlet Control’ menu. This is the default page loaded when a user logs
in to Sentinel.

Individual Power Qutlet Control
I  Outlet Name Seq. Timer Status Select Control Action

ID01 Power Outlet Label 01 0 @ MNone lC)Turn oN lC)Turn OFF O Reboot
ID02 Power Outlet Label 02 0 ®nene Otumon OTum o O Reboat
1003 Power Outlet Label 02 0 ®nene Otumon OTum o O Reboat
1004 Power Qutlet Label 04 Q ®nNene OTumon O Tum o O Reboot
IDO5 Power Outlet Label 05 0 @ MNene lC)Turn oN lC)Turn OFF O Reboot
IDD6 Power Outlet Label 06 0 @ None lC)Turn oN lC)Turn OFF O Reboot
IDO7 Power Outlet Label 07 0 @ Mone l::)Turn oN l::)Turn OFF O Reboot
1008 Power Outlet Label 08 0 ®nene Otumon OTum o O Reboat
1009 Power Cutlet Label 09 Q ®nene Otumon O tumore O Reboot
ID10 Power Outlet Label 10 0 @None lC)Turn oN lC)Turn OFF Oﬂeboot
ID11 Power Outlet Label 11 0 @None lC)Turn oN lC)Turn OFF Oﬂeboot
ID12 Power Outlet Label 12 0 @None l::)Turn oN l::)Turn OFF Oﬂeboot
1013 Power Outlet Label 132 0 ®nene Otumon OTum o O Reboat
1014 Power Qutlet Label 14 o ®nene Otumon O tum o O Reboot
ID15 Power Outlet Label 15 0 @None lC)Turn oN lC)Turn OFF Oﬂeboot
ID16 Power Outlet Label 16 0 @None lC)Turn oN lC)Turn OFF Oﬂeboot
ID17 Power Outlet Label 17 0 @None l::)Turn oN l::)Turn OFF Oﬂeboot
ID18 Power Outlet Label 18 0 ®nene Otumon Otum o O Reboat
1019 Power Qutlet Label 19 Q ®nene Otumon O tumore O Reboot
1020 Power Outlet Label 20 o ®none OTumon OTumore O Rebaor
Global Power Qutlet Control

Global Control Action @ hone O clobal on O clobal oFF O Global Reboot

The parameter ‘Sequence Timer' (Seq. Timer) is an important parameter for each outlet
and is displayed on this page. The ‘Sequence Timer' is a value in seconds showing how
long it will take for an outlet to turn on when the rack is powered. (Note: the outlet startup
preference has to be setup in such a way that it will turn on)

The Sequence Timer will also be used when the outlet is rebooted. Each outlet will turn off
for duration of Sequence Timer + Global Reboot Delay.

Eg: Sentinel has a Global Reboot Delay of 30 seconds.
Power Outlet 10 has a Sequence Timer value of 14 seconds.
Outlet 10 ‘On Power Failure Outlet Startup’ is selected to be ‘Always On’

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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Configure Individual Power Qutlets

Selected Outlet: ID10 - Power Outlet Label 10
Ourtlet 1004

Cutlet ID -ID 10
Outlet D02

Outlet Name |Pow|=_lr Cutlet Label 10
Outlet 1003 On Power Failure _I } ol

Outlet Startup EmaEySIOn :
Outlet ID04

Sequence Timer [Secs) [ delay applied at device or outlet reboot 0 - 393)
Outlet ID05

aoply

Outlet 1006

Outlet ID07
Configure Global Power OQutlet Parameters

Outlet ID0S
Global Reboot Delay in seconds. [Enter value between 0 - 393)

Ourtlet ID09

Outlet 1010

JH o

Outlet 1014
When server rack is powered on: Outlet 10 will be powered on in 14 seconds
When outlet 10 is rebooted or global reboot is selected outlet 10 will be powered in 44
seconds.

7.1 View Outlet Status, Sensor Status & Total Current Consumption

of Outlets

Status can be viewed by both administrator & user groups. Click on ‘Status Display’ from
the menu.

U
sentinel

Current Consumption & Environmental Sensors

Current Consumption Temperture Humidity Digital 1 Digital 2

Power Dutlet Status

Legend - Power Qutlet Status

. - Off . - On . - Rebooting . - Starting Up

The legend describes the status of each outlet based on the colour.

i i Display Colour Sensor Status
The sensor status is updated every 15 seconds and is  [[green OK
colour coded. The following colours are used for | vejiow Warning
status Red Alarm
Blue Shutdown

Current Consumption & Environmental Sensors

¢ egesa 278°c | 36.9%kRH  [NEEEREN 00 ok

Current Consumption Temperture Humidity Digital 1 Digital 2

The LCD Screen on Sentinel displays the sensor status when in alarm condition. It also
updates the Temperature, Humidity sensor & Current load values every 3 seconds.

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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7.2 Turning On Outlets

Select the outlet that you intend to turn on by clicking on the appropriate radio button. Eg:
if you wish to turn on ‘SafetyNet Series GSM’ outlet at outlet ID14, click on the “Turn ON’
radio button and then click the Apply’ button. Multiple outlets are also selectable.

ID12 EMFile Server Q ®inone U Turmon L Turn OFF L) Reboot
1043 Mo Device Conpected [n] Off & O o (it oes (Cloon

ID14 SafetyMet Series 5 - GSM u] Cf (:) Mone OTurn OFF O Reboot
ID15 SafetyMet Series 5 Lite 0 Off *) None f urn ON ) Turn OFF ) Reboot
ID16 Rack Mounted Switch 17 @ Mone gurn ON lC:'Turn OFF O Reboot
ID17 MetSense Box 0 @ none OTumon O Tum ore O Reboot
ID18 Mo Device Cannectad 0 Off @ none O1urmon OTurmore O reboot
ID19 IIS 6.0 WebServer far Intranet 0 @ Mone OTurn oM OTurn OFF O Reboot
ID20 US Rebotics Modem 10 ® none OTumon OTumore O Reboot

Apply * Cancel

Only an outlet than is in ‘Off’ position can be turned ‘On'. If the outlet is not in ‘Off’
position the command is ignored.

7.3 Turning Off Outlets

Select the outlet that you intend to turn off by clicking on the appropriate radio button.
Click the ‘Apply’ button. Multiple outlets are also selectable

ID19 IIS 5.0 WebServer for Intranet 0 . O Maong OTurn N (ﬁ;_)'rum OFF O Rehoot

ID20 US Robotics Modem 10 On ®'nNone L Turn ON 1 - Furn oFF () Reboot

&

Outlets will be turned off only if they were turned on or while rebooting. Turning off an
already off outlet will have not affect.

7.4 Rebooting Outlets

Select the ‘Reboot’ radio button of the outlet you intend to reboot and click the ‘Apply’
button. Multiple outlets are also selectable

SLran SR TMILEY o zs W None 4 lurn UN S lurn UEE

ID17 NetSense Box 0 Onone Otumon O7um ore (@) |
ID18 Mo Device Connected 0 Off @ Mane c:}'I'urn ON OTurn QFF @Eboot
ID19 IIS 6.0 WebServer for Intranst 0 O Mone OTurn oM @Turn OFF Reboot
ID20 US Robotics Modem 10 @ Mane c:}'I'urn ON OTurn QFF O Reboot

Outlets will be rebooted only if they were turned on. Rebooting an already off outlet or a
rebooting outlet will have not affect.

Each outlet will reboot with a delay of ‘Sequence Timer’ + ‘On Power Failure Outlet
Startup’ seconds.

7.5 Global On

All outlets can be turned on by selecting this option. Select ‘Global ON’ radio button under
the Global Power Outlet Control heading and click apply.

Global Power Qutlet Control

Global Control Action O MNone

Eéﬁuba on O clobal oFF O Glabal Reboat
Jf\pplu'j rancel

PS: All outlets that are rebooting or turned off status will turn on.

MFB Products Pty Ltd Sentinel Power Board User’s Guide
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7.6 Global Off
All outlets can be turned off by selecting this option. Select ‘Global OFF’ radio button
under the Global Power Outlet Control heading and click apply
PS: All outlets that are rebooting or turned on status will turn off.
Global Power Outlet Control
Global Control Action O Hona O Global ON @Glnhal OFF O Global Reboot
ﬁpplyﬁtancel
7.7 Global Reboot
All outlets can be rebooted by selecting this option. Select ‘Global Reboot’ radio button
under the Global Power Outlet Control heading and click apply
Global Power Qutlet Control
Glabal Control Action O none O clobal on O clobal oFF (@)
PS: All outlets that are turned on will reboot. Outlets that are turned off will remain as is.
Each outlet will reboot with a delay of ‘Sequence Timer’' + ‘On Power Failure Outlet
Startup’ seconds.
Sentinel Display Panel
MFB Products Pty Ltd Sentinel Power Board User’s Guide
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8 Alarms on Sentinel

Sentinel has the following alarms

Associated Sensor

Alarm Type

Current Load Sensor

Dual Digital Sensor

Temperature Sensor

Humidity Sensor

e Current load in warning condition

e Current load in alarm condition

e Current load in critical condition

e Current load in normal condition ( clearance of an alarm)

¢ Digital sensor in alarm condition
o Digital sensor in normal condition

e Temperature in low warning condition

e Temperature in low alarm condition

e Temperature in low shutdown condition

e Temperature in normal condition ( clearance of an alarm)
e Temperature in high warning condition

e Temperature in high alarm condition

e Temperature in high shutdown condition

e Humidity in low warning condition

e Humidity in low alarm condition

e Humidity in low shutdown condition

e Humidity in normal condition ( clearance of an alarm)
e Humidity in high warning condition

e Humidity in high alarm condition

e Humidity in high shutdown condition

In the event of any of these conditions, Sentinel is capable of notifying the user via SNMP

traps & email.

The front panel LCD display shall also indicate if in alarm condition. A blinking red LED wiill

also attract attention.

MFB Products Pty Ltd
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8.1 Email Messages

By configuring the SMTP settings & the relevant sensors, Sentinel can deliver email
notification when sensors get into and out of alarm conditions.

Below are some samples of emails that are sent out from Sentinel

I’D@ = © U & # |5 Alarm cleared (Powered Server Rack): Digital Sensor 01 - Spare - Mess.. _- = X
- Message Add-Ins @)
= — = a3 v —mll
| 3 % x L] Move to Folder % Block Sender uﬁ_l Y‘ f Ry 44 g}?#
. lﬁ}’ Create Rule &f Safe Lists ~ —] o,
Reply Reply Forward | Delete . . Categorize Fallow Mark as Find Send to
to All -] Other Adtions ~ | Not Junk - Up~ Unread ~ | OneMote
Respond Actions Junk E-mail ™= Options P CnekMote
From: Sentinel @sentinel.com Sent: Sun 12/09/2010 8:33 PM
To: nilkamalk @optusnet.com.au
ca
Subject: Alarm cleared [Powered Server Rack): Digital Sensor 01 - Spare
i
Alarm cleared on digital sensor: Digital Sensor 81 - Spare 28:32:53 12/89/2818 on
Powered Server Rack - Device Location.
#emxxxs® This is an auto generated message. Please DO NOT REPLY *®®=xx=x
.'fD_-: H 9 U &« % 5 Alarm Notification (Powered Server Rack): Sentinel Temperature Sensor .| - = X
Message Add-Ins (7]
; g = !J . $ x L3 Move ta Folder - | 8 Block Sender EH & & E?j
o [ Create Rule &3, Safe Lists ~ el 0] ’
Reply Reply Forward | Delete ’ : Categorize Follow Mark as Find Send to
to All @E‘] Other Actions = —] Mot Junk - Up~ Unread - OneMote
Respand Actions Junk E-mail Options F] OneNote
From: Sentinel @sentinel.com Sent: Sun 12/09/2010 8:38 PM
To: nilkamalk @optusnet.com.au
Co
Subject: I Alarm Motification [Powered Server Rack]: Sentinel Temperature Sensar I

High temperature alarm detected at: Sentinel Temperature Sensor 28:37:33
12/689/2818 on Powered Server Rack - Device Location.
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8.2 LCD Text in Alarm Condition

Sensor
Associated

N/A

System is OK

Current Load

Current Load in warning condition

Current Load in alarm condition

Current Load in critical condition

Temperature in warning condition

Temperature Temperature in alarm condition
Temperature in critical condition
Humidity in warning condition

Humidity Humidity in alarm condition
Humidity in critical condition

Dual Digital Digital Senor in alarm condition

Network Cable

Cable Disconnected

8.3 SNMP Trap Message

Sentinel delivered SNMP V1 traps up to three nominated Network Management
Elements.

Sentinel delivers SNMP traps in the following events:

Coldstart — indicate boot up

User turning on/off/rebooting outlet

User turning on/off/rebooting all outlets via global control

Current sensor reaching warning, alarm or critical levels; also on clearance, ie:
normal conditions

Temperature or Humidity sensor reaching low or high warning, alarm or
shutdown conditions. Also on clearance, ie: normal conditions

Digital sensor 1 or 2 going in or out of an alarm condition

Configuration updates:

(0]

OO0OO0OO0OO0OOO0OOOOO

MFB Products Pty Ltd
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SNMP configuration update

SMTP configuration update

Sensor (Current, Temperature, Humidity or Digital) configuration update
User forcing device reboot via web interface
System default settings update

Time/date update

Updating device name or location

Triggering of a test email

Configuration of an outlet

Configuration of the serial port

Admin or users configuration

Configuration, Alarm or Event log being cleared
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Sentinel Traps are defined and appropriate bindings are defined in CSS-TRAPS-MIB file.

Several sample traps below:

Motifization Feceived 8 Motification: Trap coldStart received at 05711710 18:45:14
A Trap enterprizes. 1315.78.1.1.0 05/111018:40:19 Time starnp: O days 00h:00m: 125, 6560
Trap coldStart 05110184514 | | Agent address: 192,168.0,189 Port: 161 Transport: IPJUDP Protocol: SNMPwl Trap
Manager address: 192,168.,0.199 Transport: IPJUDP
G, Community: trap
g SNMPvl agent address: 192.168.0.189
Laa Enterprise: computerSupportSystems
= Bindings (2)
Binding #1: sysDescr.0 *** {DisplayString) Sentinel 20Way Yer 1.00
@ Binding #2: syslpTime. 0 *** (TimeTicks) 0 days 00h:00m: 135.15th
Maotification A Motification: Trap Specific #27 received at 05711710 19:07:46
L Trap enterprises.1316.781.1.0 €2) Time stamp: O days 00h:22m:37s.74th
¢ Trap Specific #22 Agent address: 192.168.0.159 Port: 161 Transport: IPUDP Protocol: SMMPwl Trap
47 Trap Specific #24 Manager address: 192,168.0,199 Transport: IPfUDP
L& Trap Speciic #69 &, Communicy: trap
L4 Tiap Specilic 421 ) SMMPvL agent address: 192.165.0.189
4 Trap enterprizes.1315.78.1.1.0 Lid Enterprise; computersupportSyskems

- [CaSpecific Trao MIE Lockun Dol
¥ e e

Trap Specific: #23
7 Trap pec? ?C A Mame: warninglowHumiditySensor, Module: C55-TRAFS-MIEB, Enterprise: trapConkrol
La¥" Trap Specific #39

I =TT e A
o ot
& Trap Spec!f!C #53 @ Binding #1: trapSource, 0 *** (oid) sentinel20%Way
4 Trap Specific #20 & Binding #2: trapDescr.0 *** (DisplayString) Sensor: Sentinel Humidity Sensor - low warnin
47" Trap Specific #27 & Binding #3: sensorlD.0 *** (INTEGER) 1
@ Binding #4: sensaryalue, 0 *#* (INTEGER) 576

Motification ai?i Motification: Trap Specific #40 received at 05/11/10 1§:51:23 |
A& Tiap enterprizes 1315.72.1.1.0 {2) Time stamp: O days 00R:06m: 195, 70Eh
Q Trap coldStart Agent address: 192,168.0,18% Park: 161 Transport: IPfUDP Protocol: SMMPywl Trap
& Trap Specific #39 Manager address: 192,168,0,199 Transpork: IPfUDP
& Trap Specilic 465 & Community: trap
& Trap Specic #40 g SHNMP1 agent address: 192,168.0.189

Las Enterprise: computerSupportSystems

=1-[_1] Speific Trap MIE Lockup Results

ﬁVlName: cIearDigitaISensor,lModule: C55-TRAPS-MIE, Enterprise: trapControl
=[] Bindings {3

@ Binding #1: trapSource. 0 *** {oid) sentinelz 0hitay

@ Binding #2: trapDescr .0 *** (Displawstring) Digital sensor alarm one cleared at: Mew Mame of Digital Sensor one
& Binding #3: sensorID.0 *** (INTEGER) 0

M aotifization | A Motirication: Trap Specihc #65 received ab U5 T1710 1514903 ]
& Trap enterprises. 1315.78.1.1.0 @ Time stamp; O days 00h:04m:00s5. 17th
Q Trap coldStart Agent address: 192,168.0,189 Port: 161 Transport: IPJUDP Protacol: SMMPy1 Trap
& Trap Specific #39 Manager address: 192,168.0,199 Transport: IPJUDFP
& Trap Speciic #65 & Community: trap
& Trap Speoiic 40 g SMMPvl agent address: 192.168.0,189

L Enterprise: computerSupportSystems
. =(Z] Specific Trap MIE Lookup Results
DISD|EYS the A7) Mame: warningZurrentConsumptionSensor, Mticlule: C55-TRAPS-MIE, Enterprise: trapControl

current =2 BiNATFETST
COHSUFﬂDtiOﬂ in @ Binding #1: trapSource.0 ¥ (oid) sentinel20W.ay

milli Amps \‘-\ {Z Binding #2: trapDescr.0 *** (DisplayString) Current load at warning level
@ Binding #3: currentConsumption, 0 *** (INTEGER) 113862

Matification | A Motification: Trap Specific #22 received at 05711710 18:55:31 |
& Tiap enterprizes.1315.78.1.1.0 () Time stamp: O days 00h: 10m: 265, 93th
A Trap Specific #22 % Agert address: 192,165.0,18% Port: 161 Transport: IPJUDP Probocal: SMMPyL Trap
Manager address: 192, 163.0,199 Transport: IPJUDP
G Commurity: trap
g SHMPw1 agent address: 192.168.0.189
L4 Enterprise: computersupportaystems
| =1+(_] Specific Trap MIE Lookup Results
A& Mame: warninglowTemperatureSensor, Module: C55-TRAPS-MIE, Enterprise: trapConkrol
ERE] Bindings (41
5 Binding #1: trapSource.0 *+* (oid) sentinel20way
@ Binding #2: trapDescr.0 *** (DisplayString) Sensor: Sentinel Temperature Sensor - low warning
@ Binding #3: sensorID.0 *+* (INTEGER) O
@ Binding #4: sensorvalue, 0 *** (INTEGER) 183
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9 Configuring Sentinel

Only the administration user can configure Sentinel.
The following can be configured:

o0 Ouitlet configuration

0 Sensor configuration - Current Load, Temperature, Humidity and two digital
sensors

o0 Sentinel device configuration, includes Network, SNMP, Serial Port, SMTP & Date
and Time

o0 Loading factory defaults and rebooting via the interface

0 Manage users (user names and passwords)

o Clear alarm, configuration and event logs

Each of the above shall be described in the following sections.

9.1 Outlet Configuration

Qutlet Control Logaut

Click on ‘Outlet Configuration’ from the ‘Configuration’ main menu: The first outlet
configuration page will be loaded. To configure each outlet click on the button displayed
with the ID’s of outlets.

Configure Individual Power Outets

Selected Outlet: ID01 - No Device Connected

Dutlet D01
Coutlet ID D01
Dutlet D02
Qutlet Mame Mo Device Connacted

Qutl=ting3 On Power Failure

w
Cutlet Startup Always Off [ ]

Dutlet D04
Sequence Timer [Secs) o [ delay applied at device or outlet reboot O - 999)
Outlet D05
Aoply
Dutlet ID0&
Dutlet IDOF
Configure Global Power Dutet Parameters
Dutlet D08
Global Reboot Delay 15  |in seconds, (Enter value between 0 - 999)
Outlet D09
Aoply

Outlet ID10

Outlet 1014

Outlet ID16
Outlet D17
Outlet ID18
Outlet ID19

Outlet ID20

W
=2
"
A
"
£
=4
)
"

Set the ID (optional) & the name of the power outlet, sequence timer value in seconds &
the startup preference & click ‘Apply’.

The ‘Global Reboot Delay’ can be set whilst setting any of the outlets. PS: note that this is
common to all outlets.
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Configure Individual Power Outets

Select Outet Selected Outet: IDO2 - IBM 2112122800011

Ourtlet ID0H

Putlet ID02

Crutlet ID D02

Crutlet Mame IBM w1121 22A0001.1

Cn Power Failure

W
Cutlat Startup kel [ ]

utlet D04

Sequence Timer [Secs) u] [ delay applied at device ar outlet reboot 0 - 999)

Outlet ID05

Outlet IDDG

Outlet IDDF

Configure Global Powrer Outet Parameters
Outlet ID0E

Global Reboot Delay 15 in seconds, [Enter value betwean 0 - 299)

Outlet IDOY

Outlet ID10

9.2 Sensor Configuration

Cutlet Contraol =t s Dis Confi Logout

Navigate to ‘Sensor Configuration’ from the ‘Configuration’ main menu. The following
settings are configurable:

Set thresholds & preferences for the Current Load sensor
Set thresholds & preferences for the Temperature sensor
Set thresholds & preferences for the Humidity sensor

Set thresholds & preferences for the Dual Digital sensor

[elelNelNe]

9.2.1 Current Alarm Settings

Allows configuring the Current Load Warning, Alarm & Critical levels in milliAmperes:

Current Sensor - Alarm Setlings

Enabled
Thresholds Warning | 10000 m& Alarm | 12000 |mA Critical 14000 ma
Send Ermail(z] D

Mote: 14 = 1000mA; &g, 14,34 = 14300mA

Tick the Send Email(s) check box for emails when thresholds are crossed.
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9.2.2 Analogue Sensor Settings

The analogue sensor (Temperature & Humidity) settings are configured as below:

Send Email(s): Tick to send an email(s) when temperature/humidity alarm moves from one
threshold limit to another

Sensor Name: A name given for sensor for identification purposes
Alarm Thresholds: Set the respective threshold values for warning, alarm & shutdown level
settings for low and high settings. These values are used to trigger analogue alarms.

Analogue Sensors

Temperature Contral

Sensor Mame Sentinel Terperature Sensor Send Email(s)
Alarm Thresholds Low Level High Level
Warning 14 lWarning 26 |Z
Alarm 12 |02 Alarm 30 |0C
Shutdown 10 o Shutdawn 35 |0C
Humidity Contral
Sensor Mame Sentinel Humidity Sensor Send Email(s) I:l
Alarm Thresholds Lowr Level High Level
Warning 20 9REH lWarning TS5 HREH
Alarm 15 %RH Alarm 25 %%RH
Shutdown 10 %RH Shutdawn 20 %%REH

Note: Shutdown alarms will not turn off outlets or shutdown the power board.

9.2.3 Digital Sensor Settings

MFB Products Pty Ltd
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Send Email(s): Tick to send an email(s) when digital alarm changes state

Sensor Name: A name given for sensor for identification purposes

Trigger delay: A delay value in seconds that is used to calculate the time to trigger the
digital sensor from change of state. If the sensor changes state for more than the Trigger
time limit the alarm shall be activated.

Contact Closure: ‘Normally Open’ setting is for open contact closure for non alarming state
and vice versa for ‘Normally Close’ state

Digital Sensors

Sensar One Sensor Twa
Marne Digital Sensor 01 - Spare Digital Sensor 02 - Spare
Marrnally Cpen {2' Marrnally Cpen {-?:'
Contact Clasure
Marmally Close C‘ Marmally Close C‘
Trigger Delay ] ]
Send Email(z] D

Sentinel Power Board User’'s Guide
Page: 22 of 48



9.3 Sentinel Device Configuration

Outlet Contral Status Display

Logout

Navigate to ‘Device Settings’ from the ‘Configuration’ - > ‘Configure’ menu. The following
settings are configurable

Device identification parameters

Network interface settings

SMTP settings

SNMP community & Network Manager configuration
Serial port settings

Date & time of Sentinel

Loading factory defaults

OO0OO0OO0OO0OO0OO0

There is also an option which allows rebooting Sentinel under this menu. Please note that
rebooting the device shall turn off all outlets and then each outlet will operate as per each
outlet’s start up preference as the device turns on.

9.3.1 Device Identification Parameters
Allows setting name & location details for Sentinel. Click ‘Apply’ to save settings.

Device Identification Parameters

Device Marme Powered Server Rack
Device Lacation Dewvice Location
aply

Note: You must log out and log back in for these settings to take effect on the main page.

9.3.2 Network Interface Settings

Allows setting the network parameter & boot up preference. l.e.: DHCP or Static. If DHCP
is selected the network parameters entered will be ignored. Within 60 seconds (page
needs to be requested after 60 seconds) these fields shall be updated with the DHCP
obtained IP address. Click ‘Apply’ to save settings.

If a DHCP server is not detected, Sentinel sets in with a fall back IP address as described
below:

o Fall back IP address: 192.168.1.100
o Fall back subnet mask: 255.255.255.0
o Fall back gateway: 0.0.0.0
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9.3.3 SMTP Settings (Email Settings)

Allows setting the SMTP mail server address, senders email address and the recipient
email addresses. Messages are sent to these recipients when in alarm condition for
sensors which are selected to send emails.

SMTP Settings (Email Parameters)

SMTP Mail Server mail.optuznet.cam.au
Enable Autharization

SMTP Authorisation Settings Username |username
Pazsword password

Senders Email addres= Sentinel@sentinel.com

johni@optusnet.corn,au

Motification Email Addrezsesz peter@aptusnet,com.au

matthew@optusnet.com.au

Ensure the SMTP Mail Server address is entered. If your mail server requires

authentication tick the Enable Authorisation check box & provide the username and
password for SMTP authentication.

You can test the email sending functionality by clicking the ‘Test Email’ button. Make sure
you have saved your settings before you click this button.

9.3.4 SNMP Settings

Allows setting read/write SNMP communities and Network managers for receiving trap
notifications.

SHMP Sethings

Read Community public

Write Community private
17291121

Metwork Manager IP Addrasses 177.9.213.8
0.0,0.0

9.3.5 Serial Port Settings
Allows configuring the serial port connection.

Serial Port Settings

Enable Serial Port
Baud Rate | 9600 o [rata Bits | 5 [
Parity | none | W Stop Bits | 1 | W
Flow Control | none bl
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9.3.6 Set Date & Time

Use this section to update the device Date and Time

Date & Time

Crate

Time

23 /|09 [/ 2010| (DD MM YY)

21 [ 41 |13 | (HH:MM: S5 - 24 Hour Format)

Ensure the date and time formats conform as displayed below:

Time - > HH:MM:SS — 24 hour format
Date - > DD/MM/YYYY

9.3.7 Loading Factory Defaults

The following action is performed:

(0]
(0]
(¢]

(0]
(0]
(0]

User accounts, credentials, secret question & answer are set to defaults.

Device name & location shall be reset.

Each outlet name, ID, sequence timer, preference of startup & global reboot timer
values are reset.

SMTP, SNMP, Serial port settings are set to default

Alarm, configuration & event logs shall be cleared.

Digital and Analogue sensor thresholds and settings shall be set to default values

Network settings or present outlet status will not be affected. Though, when server rack is
powered on the next time, the default preference (ALWAYS ON) of outlets shall be used,
hence all outlets will be powered on.
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9.4 Manage Users

Qutlet Control N Configuration Logout

about

Manage Users

Uszer Mame 1 Password
User Mame 2 Password
Uszser Mame 3 Password

Administrator Account

Administratar Uzer Mame I:l Old Pazsword I:l
Retype Mew Paszword I:l

Manage Administraror Forgotton Password

Enter a Question |Question not zet, Please set question & answer, Wheq: Mathers maiden name?

Answer I:l [will not dizplay in normal made for security reasons)
Mate: In the ewent an administrator fargets the passward, praviding this anzwer will reset the

administrator usernamefpassward back to default,

Click on ‘Manage Users’ to configure user credentials. Credentials for all three users of
the Users category shall be displayed.

The administrator password can only be changed by entering the present administrator
password.

The secret question & answer for administrator is can also be set under this menu.
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10 Serial Port Connection on Sentinel — Line 1

Sentinel provides a RS232 console connection (RJ45 type) which allows controlling the
outlets and obtaining the Current load. The serial port is an asynchronous port and
configured as data terminal equipment (DTE).

By default the settings on the serial port are:
Serial Port is enabled

9600 Baud rate

8 Data bits

No parity

1 stop bit

No flow control

The acceptable RJ45 based connection for serial communication should have the following
pin configuration:

PIN Number Console Port (DTE)
RTS

D
GND
GND

RxD

0 N o o b~ W N R

CTS

There are commercially available RJ-45-t0-DB-25 female DTE or RJ-45-to-DB-9 female
DTE adapters which can be used along with a rollover RJ45 cable.

See http://www.cisco.com/en/US/products/hw/routers/ps214/products _tech note09186a00801f5d85.shtml
as a reference guide.

When connected via the console port, Sentinel has the following acceptable command
input:

status <outlet# [command]> | <CUR>

outlet#: outlet number in two digit format. Alternatively, the word ‘ALL’ can be provided. 01-
20, ALL

command: intended action on the ‘outlet#. Acceptable values are 'ON', 'OFF' or 'REBOOT'

Please see below table for total command set and responses.
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10.1 Serial Command Table

status X Command to retrieve outlet status of outlet X Outlet X = ON

(X should be 2 digits) Outlet X = OFF
Outlet X = REBOOTING
(condition: 01<X<20) Outlet X = STARTING UP

status X ON Command to turn outlet X ON -
(X should be 2 digits)

(condition: 01<X<20)

status X OFF Command to turn outlet X OFF -
(X should be 2 digits)

(condition: 01<X<20)

status X REBOOT Command to reboot outlet X -
(X should be 2 digits)

(condition: 01<X<20)

status all ON Command to turn all outlets on -
status all OFF Command to turn all outlets off -
status all REBOOT Command to reboot all outlets -

status CUR Command to obtain Current load Current Load = 3.267A

If outlet ID is invalid the system shall provide with response: Error: Outlet>20. Try again
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Below are extracted screenshots of requests and responses via the serial port

Activity

Request status of outlet 20
Request status of all outlets

Request ‘Current’ status

Request outlet 04 off
Request outlet 06 reboot
Request outlet 09 on

Error condition:
User requests outlet # not supported

MFB Products Pty Ltd
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Screenshot

>status 20 .
Qutlet 20 = UFEHHM‘“(FComnmnd“Gweme
>status all status of outlet 20"
Qutlet 81 = ON

Qutlet 82 = ON

Outlet B3 = ON .
Qutlet 04 = ON (’Comnmnd“GWenm
Qutlet 85 = ON status of all outlets”
Outlet 86 = ON

Qutlet 87 = ON

Qutlet B8 = ON

Outlet 69 = ON

Outlet 106 = ON

Outlet 11 = ON

Outlet 12 = ON

Outlet 13 = ON

OQutlet 14 = ON

OQutlet 15 = ON

Qutlet 16 = ON

Outlet 17 = ON

Outlet 18 = ON

Outlet 19 = ON

Outlet 20 = OFF

>status cur
Current Load s 9 105A

Cunem
Consumption
Command"

status <outlet# [commandl> | <cur>

outlet# = @1 20

command 6& Uﬁf "OFF’, 'REBOOT’ ST

>status 0 T ds:

>status 06 reboot ____ | 04 - off

?sta!gs A9 on X 06 reboot
Invalid Qutlet ID

>status 23
Error: Outlet values are 81 to 20. Try again
>status s s

status <outlet# [commandl> | <cur>

outlet# = B1-20
command = 'ON’, °"OFF’, °"REBOOT’
>
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11 Dual Digital Sensor Connection — Line 2

Sentinel provides an RJ45 connection which allows input for two devices each having a
two point connection. A contact input adaptor is available which connects to the digital port
and allows for the connection of the two devices.

Contact Input Adaptor

12 Alarm, Configuration and Event Logs on Sentinel

Sentinel stores internal log entries for each alarm, event and configuration change that
takes place. These are three separate logs with up to 30 entries of each. When the log
reaches more than 30 entries, the oldest entry is removed and the latest entry is added.
Therefore, at any given time it is able to review the last 30 entries of alarms and events &
configuration changes. To keep a record of the alarms and events, it is recommended to
print of the table or copy and paste the table to a file (eg: to Notepad) frequently.

Each log entry consist a time stamp and a description of the alarm, event or the
configuration.

The configuration log can be viewed only by the administrator user group. The
administrator can also clear both types of logs by clicking the ‘Clear Log’ button.

A user from the ‘User group’ can access the event & alarm log. The configuration log will
not be accessible by this user.

Outlet Control Status Display Configuration 0gs Logout

Event Log

Time stamp Description

23144156 24/09/2010 Outlet ID: IDOZ turned off
2314456 24/09/2010 Cutlet ID: ID0OS turned off
23144156 24/09/2010 Outlet ID: ID0OE rebaoted

Refresh Log | | Clear Event Log

Sample of the Event Log
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Alarm Log

Time stamp Description

23134119 247092010 Alarm cleared: Digital Sensor 02 - Spare
2E:134:19 24/09/2010 Alarm cleared: Digital Sensor 01 - Spare
23:134:06 24/09/2010 Alarm detected at: Digital Sensor 02 - Spare
233406 247092010 P.Iarm detected at: Digital Sensor 01 - Spare

-15 2? 03 23/09/2010 ngh temfierature alarm detected at: Sentinel - Temperature Sarsi
15:10:10 23092010 High termperature warning detected ati Sentinel Temperature Sensar
14:33:05 23/09/2010 High temperature alarm detected at: Sentinel Temperature Sensor
14:23:41 23/09/2010 High temperature warning detected at: Sentinel Termperature Senszaor
13144115 23/09/2010 High temperature alarm detected at Sentinel Temperature Sensar

Refresh Log | | Clear Alarm Log

Sample of the Alarm Log

AT T e S Hl oAt ST, ,—f’emhﬂ.m e

514505 AN Adiqh '\z'#re’nned CELE .In-—h#qau,\'\"'"\""—“;%u_‘__’\

Configuration Log

Time stamp Descripton

23:143:34 247092010 Analogue sensar settings updated
23:41:21 24/09/2010 Email settings updatad

22:41:02 24/09/2010 Current alarm thresholds updated

ZW 3.2 W‘Q*_Euent |DE cleied by F\dmmlstrator I.L PP

P

D0 120092011 u s .
19:55:53 12/09/2010 Analogue sensor settings updated
19:51:32 12/09/2010 Outlet Mo: 16 (ID1&) configuration updated
19151124 12/09/2010 <utlet Mo 11 (ID11) configuration updated
19:51:19 12/09/2010 Outlet Mo: 5 (ID0S) configuration updated
19:51:14 12/09/2010 Outlet Mot 20 (ID20) configuration updated
19:50:57 12/09/2010 Outlet Mo: 19 (ID19) configuration updated
19:50:42 12/09/2010 Outlet Mo: 12 (ID18) configuration updated

Refresh Log | | Clear Configuration Log |

e e T “ LT o ey
(_z{;gs updated - oo i T T e T T s

Sample of the Configuration Log
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13 SNMP on Sentinel

13.1 Introduction to SNMP Features on Sentinel

Sentinel supports SNMP (Simple Management Network Protocol) v1. Sentinel is an
SNMP agent where traps for alarming & events and GET/GETS commands are
supported for selected variables.

Sentinel has the capability to deliver traps up to three Network Manager Systems. Refer
to section 8.3 for SNMP configuration.

CSS-TRAPS-MIB.MIB file supplied by Computer Support Systems defines all the trap
types and the bindings for Sentinel.

13.2 SNMP Implementation
Computer Support Systems enterprise ID is 14748.

Sentinel supports the SNMP ‘System’ group in the MIB-Il Objects:
SysDescr, sysObjectID, sysUpTime, sysContact, sysName, sysLocation & sysServices

Polling results below:

* | Configuration is ready for polling. * | =G0 MIB Tres
***** SHMP QUERY STARTED == = is0
***** SHMP QUERY STARTED == < -
== A gent "Sentingl’ [192.168.0.189), Group "Sentinel’, Palling unit mib-2" #= d
speDesci[1)0[OCTET STRIMG] Sentingl 20w ap Ver 1.01 = dad
ays0bjectD[2).0 [DBJECT IDEMTIFIER] sentinel20h ay(7] = inkernet
ayzllpTime(3).0 [TimeTicks) 4 days 16k 48m: 05 08t = gt
sysContact[4].0 [OCTET STRING] www czspl. carm. au - i :
aysMame(T].0 [OCTET STRING] Povwered Server Rack Feperneind
aysLocation[B.0 [OCTET STRIMNG] Device Location =1 system
aysServices(7FLO(INTEGER] 7 @ sysDescr
== SMMP QUERY FINISHED === & svsObjectID
@ syslpTime
@ sysContact
@ syshlame
@ sysLocation
@ SWsSErYices
MIB-Il System - OID Name OID
sysDescr 1.3.6.1.2.1.1.1
sysObjectID 1.3.6.1.2.1.1.2
sysUpTime 1.3.6.1.2.1.1.3
sysContact 1.36.1.2.1.14
sysName 1.3.6.1.2.1.15
sysLocation 1.3.6.1.2.1.1.6
sysServices 1.3.6.1.2.1.1.7

Sentinel product OID is set as: 1.3.6.1.4.1.14748.2.7 also named as sentinel20Way in CSS-
TRAPS-MIB.MIB file.
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The following implementation is made for the sentinel20way OID tree:

sentinel20_outletl Provides the Outlet Status of outlet X where X is sentinel20_outletX
to

sentinel20_outlet20 00 = OUTLET OFF

01 = OUTLET ON
02 = OUTLET REBOOTING

OID: 1.3.6.1.4.1.14748.1.7.1.1.1 to 03 = STARTING UP

1.3.6.1.4.1.14748.1.7.1.10.1
Eg:
sentinel20_outletl
sentinel20_outlet2

sentinel20_outlet10

sentinel20_outlet20

Numerical syntax: Integer (32 bhit)
Base syntax: INTEGER
Composed syntax: INTEGER
Status: mandatory
Max access: read-only

Size list: 1: 0..3

sentinel20_currentConsumption_Reading | Total current consumption - Sentinel 20
0ID:1.3.6.1.4.1.14748.2.7.2.1.1

Numerical syntax: Integer (32 bit) This value is in milli-amperes. To convert to Amperes, multiply by 1000
Base syntax: INTEGER

Composed syntax: INTEGER

Status: mandatory

Max access: read-only

Size list: 1: 0..40000

sentinel20_currentConsumption_Status Alarm for Current Load Sensor

OID: 1.3.6.1.4.1.14748.2.7.2.1.2 0 = level OK

Numerical syntax: Integer (32 bit) 1 =level at warning level

Base syntax: INTEGER 2 = level at alarm level

Composed syntax: INTEGER 3 = level at critical level

Status: mandatory
Max access: read-only
Size list: 1:0.4
sentinel20_temperature_Name Temperature Sensor Name - Sentinel 20
0OID:1.3.6.1.4.1.14748.2.7.2.2.1
Numerical syntax: Octets
Base syntax: OCTET STRING
Composed syntax: DisplayString
Status: mandatory
Max access: read-only
Size list: 1:0..42
sentinel20_temperature_Reading Temperature Sensor Reading - Sentinel 20
0OID: 1.3.6.1.4.1.14748.2.7.2.2.2 Use multiplier 0.1 for actual reading
Numerical syntax: Integer (32 bit)
Base syntax: INTEGER
Composed syntax: INTEGER
Status: mandatory
Max access: read-only
Size list: 1: -20..120
sentinel20_temperature_Status Alarm for Temperature Sensor
OID: 1.3.6.1.4.1.14748.2.7.2.2.3 0 = level OK
1 = level at high warning level
2 = level at high alarm level
3 = level at high shutdown level
4 = |evel at low warning level
5 =level at low alarm level
6 = level at low shutdown level
MFB Products Pty Ltd Sentinel Power Board User’s Guide
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sentinel20_humidity_Name
OID:1.3.6.1.4.1.14748.2.7.2.3.1

Numerical syntax: Octets

Base syntax: OCTET STRING
Composed syntax: DisplayString
Status: mandatory

Max access: read-only

Size list: 1: 0..42

sentinel20_humidity_Reading
0OID: 1.3.6.1.4.1.14748.2.7.2.3.2
Numerical syntax: Integer (32 bhit)

Base syntax: INTEGER
Composed syntax: INTEGER
Status: mandatory
Max access: read-only

Size list: 1: -20..120
sentinel20_humidity_Status

0OID: 1.3.6.1.4.1.14748.2.7.2.3.3
Numerical syntax: Integer (32 bit)

Base syntax: INTEGER
Composed syntax: INTEGER
Status: mandatory
Max access: read-only

Size list: 1: 0..6

sentinel20_digital_1_Name
0OID: 1.3.6.1.4.1.14748.2.7.2.4.1

Numerical syntax: Octets

Base syntax: OCTET STRING
Composed syntax: DisplayString
Status: mandatory

Max access: read-only

Size list: 1: 0..42
sentinel20_digital_1_Reading
OID:1.3.6.1.4.1.14748.2.7.2.4.2
Numerical syntax: Integer (32 bit)

Base syntax: INTEGER
Composed syntax: INTEGER
Status: mandatory
Max access: read-only

Size list: 1: 0..1

sentinel20_digital_2_Name
0OID: 1.3.6.1.4.1.14748.2.7.2.5.1

Numerical syntax: Octets

Base syntax: OCTET STRING
Composed syntax: DisplayString
Status: mandatory

Max access: read-only

Size list: 1: 0..42
sentinel20_digital_2_Reading
OID:1.3.6.1.4.1.14748.2.7.2.5.2
Numerical syntax: Integer (32 bit)

Base syntax: INTEGER
Composed syntax: INTEGER
Status: mandatory
Max access: read-only

Size list: 1:0..1

Humidity Sensor Name - Sentinel 20

Humidity Sensor Reading - Sentinel 20
Use multiplier 0.1 for actual reading

Alarm for Humidity Sensor

0 = level OK

1 = level at high warning level
2 = level at high alarm level

3 = level at high shutdown level
4 = |evel at low warning level

5 = level at low alarm level

6 = level at low shutdown level

Digital Sensor One Name - Sentinel 20

Digital Sensor One Reading - Sentinel 20
1 = sensor in alarm condition
0 = sensor not in alarm condition

Digital Sensor Two Name - Sentinel 20

Digital Sensor Two Reading - Sentinel 20
1 = sensor in alarm condition
0 = sensor not in alarm condition

The above table provides information of OIDs to perform certain GET commands to
retrieve Sentinel related readings from a given NMS.

Note: The latest CSS-TRAPS-MIB.MIB is also available at http://www.csspl.com.au

MFB Products Pty Ltd
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13.3 SNMP TRAP Implementation
CSS-TRAPS-MIB.MIB implements TRAP-TYPE objects defined by RFC-1215:

Trap types for Sentinel can be categorized in to four types:

1. Alarm type traps — for digital and analogue type sensors

2. Warning type traps — for analogue sensors ie: Temperature, Humidity & Current
3. Clear type traps — clearance of an alarm digital/analogue or other

4. Event type traps — Event Notifications.

The trap types can be recognized from the prefix of the trap type name. All trap types have
its Enterprise type set as ‘trapControl’ (1.3.6.1.4.1.14748.4)

The trapControl OID and the trap-type together has all information to capture and display
traps and its relevant bind information

=) MIE Tree
=l iso
=1 org
=1+ dod
=] internet
+|-1] magmk
=-i] private
=|-] enterprises
=i computerSupporkSystems
+1-{ products
+- ] oemProducts
=147 trapControl
[ krapSource
@ krapDescr
@ sensarlD
& sensorvalue
@ currenkCansumpkion

& outletlD

@ autlethame
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_

trapSource

trapDescr

sensorlD

sensorValue

currentConsumption

outletlID

outletName

MFB Products Pty Ltd

OID:
Type:
OID:
Numerical syntax:
Base syntax:
Composed syntax:
Status:

Max access:

Size list: 1: 0..80

OID:
Numerical syntax:
Base syntax:
Composed syntax:
Status:

Max access:

Size list: 1: 0..16

OID:
Numerical syntax:
Base syntax:
Composed syntax:
Status:

Max access:

Size list: 1: -200..200

OID:
Numerical syntax:
Base syntax:
Composed syntax:
Status:

Max access:

Size list: 1: 0..40000

OID:
Numerical syntax:
Base syntax:
Composed syntax:
Status:

Max access:

Size list: 1: 0..20

OID:
Numerical syntax:
Base syntax:
Composed syntax:
Status:

Max access:

Size list: 1: 0..33

MFB-Doc-25. 30-Jan-2012

1.3.6.1.4.1.14748.4.1
OBJECT-IDENTIFIER

1.3.6.1.4.1.14748.4.2

Octets

OCTET STRING
DisplayString
mandatory
read-only

1.3.6.1.4.1.14748.4.3

Integer (32 bit)
INTEGER
INTEGER
mandatory
read-only

1.3.6.1.4.1.14748.4.4

Integer (32 bhit)
INTEGER
INTEGER
mandatory
read-only

1.3.6.1.4.1.14748.4.5

Integer (32 bit)
INTEGER
INTEGER
mandatory
read-only

1.3.6.1.4.1.14748.4.6

Integer (32 bit)
INTEGER
INTEGER
mandatory
read-only

1.3.6.1.4.1.14748.4.7

Octets

OCTET STRING
DisplayString
mandatory
read-only

Issue: A

points to the product the trap originates
from -i.e.: sentinel20Way

provides a textual description of the
particular trap

allows identifying the sensor number the
trap originates from

provides the sensor value if originated
from an analogue type

(use multiplier 0.1 for actual reading)

Current Consumption Sensor reading.

Value is in milli-Amperes. For value in
Amperes, multiply by 1000

Provides an identification for outlet,
where an event occurred.

0 = first outlet
1 = second outlet

n = outlet n+1

Outlet name where event occurred
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Trap-Type table is listed below. Based on the alarm/warning/clearance or event on Sentinel, the

below trap types are used.

Trap Trap-Type Description
Number

20

21

22

23

24

25

26

27

clearTemperatureSensor

warningHighTemperatureSensor

warningLowTemperatureSensor

alarmHighTemperatureSensor

alarmLowTemperatureSensor

clearHumiditySensor

warningHighHumiditySensor

warningLowHumiditySensor

MFB Products Pty Ltd
MFB-Doc-25. 30-Jan-2012

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Temperature sensor sensorlD alarm is cleared.
Sensor reading is sensorValue

ENTERPRISE trapControl

VARIABLES {trapSource, trapDesctr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Temperature sensor sensorlD has triggered a high warning.
Sensor reading is sensorValue

ENTERPRISE trapControl

VARIABLES {trapSource, trapDesctr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Temperature sensor sensorlD has triggered a low warning.
Sensor reading is sensorValue

ENTERPRISE trapControl

VARIABLES {trapSource, trapDesctr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Temperature sensor sensorlD has triggered a high alarm.
Sensor reading is sensorValue

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Temperature sensor sensorID has triggered a low alarm.
Sensor reading is sensorValue"

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Humidity sensor sensorlD alarm is cleared.
Sensor reading is sensorValue.

ENTERPRISE trapControl

VARIABLES {trapSource, trapDesctr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Humidity sensor sensorID has triggered a high warning.
Sensor reading is sensorValue

ENTERPRISE trapControl

VARIABLES {trapSource, trapDesctr, sensorlD,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Humidity sensor sensorID has triggered a low warning.
Sensor reading is sensorValue
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Number

28

29

39

40

101

102

103

105

107

108

alarmHighHumiditySensor

alarmLowHumiditySensor

alarmDigitalSensor

clearDigitalSensor

eventSNMPUpdate

eventEmailUpdate

eventSensorSettingsUpdate

eventDefaultsLoad

eventPasswordUpdate

eventDeviceReset

MFB Products Pty Ltd
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ENTERPRISE trapControl

VARIABLES {trapSource, trapDesctr, sensorID,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Humidity sensor sensorID has triggered a high alarm.
Sensor reading is sensorValue

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr, sensorlD,
sensorValue}

DESCRIPTION

Trap origin is from trapSource.

Humidity sensor sensorID has triggered a low alarm.
Sensor reading is sensorValue"

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr, sensorl|D}
DESCRIPTION

Trap origin is from trapSource.

Digital sensor sensorID has triggered an alarm

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr, sensor|D}
DESCRIPTION

Trap origin is from trapSource.

Digital sensor sensorID has cleared an alarm

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr}
DESCRIPTION

Trap origin is from trapSource.

Event 'SNMP settings updated' triggered

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr}
DESCRIPTION

Trap origin is from trapSource.

Event 'Email settings updated' triggered

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr}
DESCRIPTION

Trap origin is from trapSource.

Event 'Sensor settings updated' triggered

ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr}
DESCRIPTION

Trap origin is from trapSource.
Event 'Defaults loaded' triggered

ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr}
DESCRIPTION

Trap origin is from trapSource.
Event 'Password changed' triggered

ENTERPRISE trapControl

VARIABLES {trapSource, trapDescr}
DESCRIPTION

Trap origin is from trapSource.

Event 'Device reset via web interface' triggered
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Trap Trap-Type Description
Number

109 eventTimeDateUpdate ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr}
DESCRIPTION
Trap origin is from trapSource.
Event 'Date/Time updated' triggered

110 eventDeviceParamsUpdate ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr}
DESCRIPTION
Trap origin is from trapSource.
Event 'Device name/location updated' triggered

111 eventNetworkParamsUpdate ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr}
DESCRIPTION
Trap origin is from trapSource.
Event 'Network parameters changed' triggered

116 eventLogCleared ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr}
DESCRIPTION
Trap origin is from trapSource.
Event 'Alarm and Event log cleared' triggered

125 eventTestEmail ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr}
DESCRIPTION
Trap origin is from trapSource.
Event 'Test Email' triggered

126 eventOutletTurnedOn ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr, outletID, outletName

}
DESCRIPTION

Trap origin is from trapSource.
Event 'Outlet Turned On' triggered. Outlet id is denoted by
outletID. Outlet name is outletName"
127 eventOutletTurnedOff ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr, outletlD, outletName

}
DESCRIPTION

Trap origin is from trapSource.
Event 'Outlet Turned Off' triggered. Outlet id is denoted by
outletID. Outlet name is outletName"
128 eventOutletTurnedRebooted ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr, outletID, outletName

}
DESCRIPTION

Trap origin is from trapSource.
Event 'Outlet Rebooted' triggered. Outlet id is denoted by
outletID. Outlet name is outletName
129 eventGlobalOutletOn ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
Event 'Global Outlets Turned On' triggered
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Trap Trap-Type Description
Number

130 eventGlobalOutletOff ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
Event 'Global Outlets Turned Off' triggered

131 eventGlobalOutletReboot ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
Event 'Global Reboot on Outlets' triggered

132 eventOutletConfigured ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr, outletID }
DESCRIPTION
Trap origin is from trapSource.
Outlet bearing 'outletID' has been configured

133 eventCurrentThresholdUpdate ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
Current Sensor threshold values updated

134 eventSerialPortParamsUpdate ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
Serial Port Settings Updated

135 eventUserParamsUpdate ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
User Parameters updated. User names or passwords have
been updated

136 eventAdminUserParamsUpdate = ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
Administrator User Parameters updated

137 eventConfigurationLogCleared ENTERPRISE trapControl
VARIABLES {trapSource, trapDescr }
DESCRIPTION
Trap origin is from trapSource.
Configuration Log Cleared
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13.4 Requirements
o A Network Manger System installed on your network or a SNMP sniffer program
installed on your PC to detect SNMP traps.
o Correct SNMP configuration panel settings.

13.5 Setting the MIB File

Use the CSS-TRAPS-MIB.MIB file and make it available for the Network Manager
Software. The latest MIB file is located at http://www.csspl.com.au. The SNMP software
will allow configure/add paths to where the MIB file is. Read the SNMP software help files
to find out how to apply MIB paths on your NMS

Once the MIB path is effectively applied the trap bindings will indicate the details of the
trap message.

13.6 Interpreting Traps

Every SNMP trap is accompanied by an OID indicating the device of the trap origin. This
is provided by OID 1.3.6.1.4.1.14748.4.1 or ‘trapSource’ object in the MIB File. The
‘trapSource’ will point at ‘Sentinel 20Wway' (1.3.6.1.4.1.14748.2.7) at all times for this
product.

Every trap also binds a string, which describes the notification in plain simple English.
The OID of the message string is ‘trapDescr’ (1.3.6.1.4.1.14748.4.2).

In most alarm/warning/notification cases, more binding are attached to the trap, so that
the alarm/warning or the notification can be handled by the network manager software.
E.g. 1: the sensor value is sent for analogue type sensors. This value can be set to be
checked by the NMS to perform third party action. E.g. 2: If an outlet state is change by a
user, outlet ID & outlet Name are sent along with the appropriate trap type.

A few samples of the SNMP traps detected on a SNMP sniffer programs is depicted
below.

13.6.1 Coldstart trap

Matification Received 8 Motification: Trap coldStart received ab 0511710 18:45:14
A& Tiap enterprises. 1315.78.1.1.0 0511410 18:40:19 Time stamp: 0 days 00h:00m: 125.65th
Trap coldStart 05410 18-4514 | | &gent address: 192,168,0,189 Port: 161 Transport: IPJUDP Protocal: SMMPyl Trap
Manager address: 192.168.0,199 Transport: IPJUDP

f-g Community: trap
g SHMPy1 agent address; 192,168.0.189
Lia Enterprise: computerSupportSystems

= Bindings (2)
Binding #1: sysDescr,0 *** (Displaystring) Sentinel 20Way Yer 1,00
@ Binding #2: sysUpTime.0 *** (TimeTicks) 0 days 00h:00m: 13s. 15th

The bindings in the above image give indication of:

1. System description: Gives the software version and model name.
2. System up time: How long the device has been up for.

The above bindings are objects on the MIB-Il implementation.
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13.6.2 Temperature (Analogue) warning trap

M otification | A Motification: Trap Specific #22 received at 05/11/10 18:55:31 |
A Trap enterprizes. 131572110 ) Time stamp: O days 00h: 10m: 265, 93th
& Trap Specific #22 Agent address: 192,165,0,18% Port: 161 Transport: IPJUDP Protocol: SMMPyL Trap
Manager address: 192,1638.0,199 Transport: IPJUDP

&}, Commurity: trap
g SHMPw1 agent address: 192.1658.0.189
Lag Erterprise; computersupportaystems
=l [Z] Specific Trap MIE Lackup Resuls
& Mame: warninglowTemperatureSensor, Module: C55-TRAPS-MIE, Enterprise: trapConkrol
IERE] Bindings (41
@ Binding #1: trapSource.0 *** (oid) sentinel20ay
@ Binding #2: krapDescr.0 *** (DisplayString) Sensor: Sentingl Temperature Sensor - low warning
@ Binding #3: sensorID. 0 *** (INTEGER) O
@ Binding #4: sensoryalue,0 *** (INTEGER) 133

The 4 bindings in the above image give indication of:

Trap Origin from Sentinel 20Way

trapDescr

Warning trap is generated from Sensor 0 ( Sensor 0 = TMP, 1 = HMD)
The reading of the sensor value = 18.3 centigrade degrees

PwNE

Also note the ‘Specific’ trap lookup is set as type #22, warningLowTemperatureSensor
indicating that it is a temperature sensor that is in low warning condition.

Similarly there are individual trap numbers of Low Alarm, Low Shutdown, High Warning,
High Alarm and High Shutdown.

Same applies for Humidity Sensor as well.

13.6.3 Current Sensor Warning

M aotifization | A Motirication: Trap Specihc #65 received ab U5 T1710 1514903 ]
& Trap enterprises. 1315.78.1.1.0 @ Time stamp; O days 00h:04m:00s5. 17th
Q Trap coldStart Agent address: 192,168.0,189 Port: 161 Transport: IPJUDP Protacol: SMMPy1 Trap
& Trap Specific #39 Manager address: 192,168.0,199 Transport: IPJUDFP
& Trap Speciic #65 & Community: trap
& Trap Speoiic 40 g SMMPvl agent address: 192.168.0,189

L Enterprise: computerSupportSystems
. =(Z] Specific Trap MIE Lookup Results
DISD|EYS the A7) Mame: warningZurrentConsumptionSensor, Mticlule: C55-TRAPS-MIE, Enterprise: trapControl
current =2 BiNATFETST
COHSUFﬂDtiOﬂ in @ Binding #1: trapSource.0 ¥ (oid) sentinel20W.ay

milli Amps \\“—\ {Z Binding #2: trapDescr.0 *** (DisplayString) Current load at warning level
@ Binding #3: currentConsumption, 0 *** (INTEGER) 113862

Similarly Alarm and Shutdown Current trigger points send traps, thus network managers

now can capture very specific Trap numbers and determine a subsequent action as
desired.
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13.6.4 A digital sensor alarm trap

Muatification

A& Trap enterprises1315.78.1.1.0

9 Trap coldStart
A Trap Specific #39
&' Trap Specific #E5

Traps are now
similar to 585

.
-

I A Motification: Trap Specific #39 received at 0571110 15:45:49 |

L) Time stamp: 0 days 00R:03m:465.60th
Agent address: 192,168.0.153 Port: 161 Transpark: IFJUDP Prokocol: SMMPY1 Trap
Manager address: 192.168.0.199 Transport: IPJUDP
% Community: trap
g SMMPv1 agent address: 192.163.0.189
Laa Enterprise; computerSupportSystems
=J-(Z1] Specific Trap MIE Lookup Results

IAiV Mame: alarmbigitalSensor, Module: C55-TRAPS-MIE, Enterprise: trapContral I

=I-[77 Bindings (3)

@ Binding #1: trapSource.0 *** (nid) sentinel20Way
@ Binding #2: trapDescr.0 *** (Displaystring) Digital sensor one detected ak: Mew Mame of Digital Sensor one
Binding #3: sensorID.0 *** (INTEGER) O

Digital Sensor 1 = Sensor ID 0
Digital Sensor 2 = Sensor ID 2

Also note the ‘Specific’ trap lookup is set as type #39, alarmDigitalSensor, Module: CSS-
TRAPS-MIB, Enterprise: trapControl, indicating that it is a digital sensor that is in alarm

condition.

13.6.5 Outlet State Change Trap Samples

Maotification Received Source oEiFication: Trap Speciic received al
A& Trap enterprizes. 1315.78.1.1.0 071015 16:45 127.0.01 (2) Time stamp: 0 days 00h:01m: 165, 31th
g Trap Specific #126 | 07411410 15:16:56 192 168.0.1 % Agent address: 192,168,0,195 Port: 161 Transport: IFfUDP Protocol: SHMPv1 Trap
Trap Gpeciic 12 071110 15:17:02 192.162.0.1 Manager address: 192.165.0,197 Part: 162 Transport: IPfUDP
& Trap Specic #128 010151728 19216801 | Sy Community: trap
g SHMPv] agent address: 192,168.0,195
Lia Enterprise: computerSupportSystems
= at Lookup-Rapult
A Mame: eventOutletTurnedOn, Module: CSS-TRAPS-MIE, Enterprise: trapControl
= | TETmE LE T
Binding #1: trapSource.0 *** {oid) sentinel20Way
@ Binding #2: trapDescr.0 *** (DisplayString) Outlet 'Power Outlet Label 19' turned On
@ Binding #3: outletID. 0 *** (INTEGER] 15 |
@ Binding #4: outletiame.D *** (DisplayString) Power Outlet Label 19
Maotification Received Source 4% Motification: Trap Specific #127|received at 07/11/10 15:17:02
A Trap enterpizes. 1315.78.1.1.0 07/11/1015:16:45 127.0.01 @ Time stamp: 0 days 00R:01m:225,33th
& Trap Specific $126 071110 1516:56 192.163.0.1 % Agent address: 192,168.0,195 Port: 161 Transport: IRJUDP Prokocol: SMMPyl Trap
)*y Trap Specific #127 I A0 151702 13298801 Manager address: 192,168.0,197 Port: 162 Transport: IPJUDP
4 Trap Specific #128 071051728 19216801 Community: trap
g SMMPvl agent address: 192,168.0,195
Lus Enterprise: computerSupportSystems
=I-(_1) Specific Trap MIE Lookup Results
Mame: eventOutletTurnedOff, Module: CS3-TRAPS-MIE, Enterprise: trapControl I
=7 Bndings (47
@ Binding #1: trapSource,0 *** {oid) sentinel20Way
@ Binding #2: trapDescr.0 *** {Display, CQutlet 'Power Outlet Label 19 turne
@ Binding #3: outletID.0 *** (INTEGER
@ Binding #4: autletMarne.0 *** (DisplayString) Power Outlet Label 19
Motification Received Source 7 Mofification: Trap Spedhic #1278 feceived at 07(11/10 15:17:25
A& Trap enterprises. 1315.78.1.1.0 07A1A10 151645 127.0.01 (2 Time stamp: O days O0h:01m:48s.51th
& Trap Specific #1265 071410151656 192.162.0.1 % Agent address: 192,168.0,195 Port: 161 Transport: IPUDP Protocol: SMMPy1 Trap
& Trap Specific #127 071140151702 192 162.0.1 Manager address: 192.168.0.197 Port: 162 Transport: IPfLDP
Af Trap Speciic #128 | 0710151728 192180 | Sy Community: trap
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g SHMPyv1 agent address: 192,168.0,195
Lia Enterprise: computerSupportSystems

- Spedi
ﬁq Mame: eventOutlet TurnedRebooted, Frlodule: C55-TRAPS-MIE, Enterprise: trapControl
=-(Z]) Bindings (47
@ Binding #1: trapSource.0 *** (oid) sentinelz0Wway
@ Binding #2: trapDescr.0 *** {DisplayString) Outlet 'Power Outlet Label 1
@ Binding #3: outletlD,0 *** (INTEGER) 12
@ Binding #4: outlethame, 0 *** (DisplayString) Power Outlet Label 13
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13.6.6 A configuration update notification

| & Motification: Trap Specific #132 received at 07/20/10 20:03:30

vt arppu-d e DL 20 gk

% Agent address: 192,168.0,191 Port: 161 Transport: IP/UDP Protocol: SMMPv Trap

Manager address: 192.165.0.197 Park: 162 Transport: IPfUDP

G, Community: trap

g} SMMPw1 agent address: 192,168.0,191

Lis Enterprise: cormputerSupportSystems
= [ Specific Teap MIE onkip B el

A Mame: evertOutletCanfigured, Module: C35-TRAPS-MIE, Entetprise: trapConkrol

Matification Received Source
A& Trap enterprizes. 1315.78.1.1.0 07/201019:56:21 127.001
& Trap Specific #111 07/20410 195735 1592.168.01
& Trap Specific #135 07/2041013:55:52 1592.168.01
& Trap Specific #1368 07/20410 20:00:54 1592.168.01
& Trap Specific #137 07/20410 20:01:41 1592.168.01
A Trap enterprises. 1315.78.1.1.0 07/20410 20:01:50 127.0.01
& Trap Specific #116 07/20A10 20:02:20 192168.01
& Trap Specific #127 07/20410 20:02:54 1592.168.0.1
d.‘)’ Trap Specific #116 07200 200259 1921 Fiﬂ.ﬂ
,a? Trap Specific {132 07/20410 20:03:30 15921 88!3

A
@ Binding #1: trapSource.0 *** (gid) sentinel20Way

@ Binding #2: trapDescr,0 *** (Displaystring) Qutlet Mo: 10 {ID10) configuration updated

i@ Binding #3: outletID,0 *** (INTEGER) 9

Note the specific trap type is eventOutletConfigured, #132 indicating that the Outlet has
been configured. The OutletID within the bindings (#3) reveals as to which outlet was

configured.
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13.7 SNMP Polling

It is possible for the Network Manager Software (NMS) to poll the current sensor/outlet
status and values of analogue sensors periodically and store for graphing purposes. For
digital alarms the poll reply will indicate 1 or O, where 1 is interpreted as an active alarm
and 0 as an inactive alarm. If sensors are disabled, polled reply will indicate a zero value.

The values retrieved for analogue sensors (including Current) are integers hence a
temperature, humidity value is shown as a multiplication of 10. The Current sensor value
is shown in milli-amps. Most SNMP graphing tools provide a method to view the graph by
using a customised multiplier. In this case, use the multiplier 0.1 to retrieve the exact
value for temperature or humidity type sensor. For example, temperature value 25.6°C is
retrieved as 256 & humidity value 60.4% is retrieved as 604.

Below is sample screen shot of a temperature sensor graph polled via SNMP using a tool
named as Paessler Router Traffic Grapher. (http://www.paessler.com)

Monitoring Results

Custom on 210.23.143.22

15 sec. averages

360
B L
250 e T
B 2005 ---- .
T 1804 - -
00 - - -~ - e
B4 ----- -
|:|_' —_—
T T T T T T T T T T T T T T T T T T T T T T
15:00 1600 1700 15:00 13:00 2000 210022002 3:0000:00 01.0002:0003:0004:00 0500060007 000200 020010:00 1100 12:00
Average Today: 229 .95 Degrees - Last Value: 223 Degrees '
Mazimum= 270, Minimum=0
Created by PRTG ¥3.25 Free Edition ® 2004 by Passzler GmbH, www paessler.com
Device Uptime=5 day[=] 20 hour(s)]
Sensor Today's Data
Custorn on 210.23.143.22 Deqgrees (Average) 230
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14 Hardware Specifications

Network Interface

o RJ45 Ethernet 10Base-T, Realtek Semiconductors
o LED indication: 10Base-T TX Activity, Full/half duplex.
o Network Compatibility: Ethernet: Version 2.0/IEEE 802.3

Sentinel Mmcu operating Conditions

o Temperature range: -20°C to +70°C
o Humidity range: 5 - 95%, non condensing

Power Requirements & Specifications

o Input power: 240V A/C 50-60Hz
o Current usage: 380 mA for MCU
o Total outlet supply: 16A rated. (TBD)

Inbuilt Temperature and Humidity Sensor Specifications

Humidity Accuracy £3.5 % RH,
Temperature Accuracy 0.5 @ 25°C
Range —20°C to 100°C and 0 to 100%
Power consumption 28uA

O 0O O ©°o

LCD Panel Specifications

o 2x8charLCD
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15 Troubleshooting

15.1 Technical Support

For any technical difficulties contact CSS technical support at:

Email: support@csspl.com.au

Telephone: +613-9419 3955
Fax: +613-9419 3509

Please have the following details when you contact CSS technical staff:

Model of product with software version.

Serial number (Label on back panel or from the main menu display)
Date of purchase

Clear definition of problem

Steps taken so far to fix problem

O O O O o

16 Declaration of Conformity

Manufacturer’'s Name & Address:

Computer Support Systems Pty Ltd,
373 Johnston Street, Abbotsford, Victoria 3067, Australia.

Product Name & Manufacturers Model Numbers:

Sentinel 20 way (zZVA1120, ZVA1320, ZVA2420)
Sentinel 10 way (zHA1110, ZHA1310, ZHA2410, ZVA1110, ZVA1310, ZVA2410)

17 Copyright and Trademark

© 2010, Computer Support Systems

All rights reserved. No part of the contents of this manual may be transmitted or reproduced in any form or by any
means without the written permission of Computer Support Systems. Computer Support Systems reserves the right to
make changes and improvements to its products without providing notice.

Ethernet is a trademark of XEROX Corporation.

Computer Support Systems Pty Ltd.
Head Office: 373 Johnston Street

Abbotsford

VICTORIA 3067

Australia

Telephone: - 61 3 9419 3955

Facsimile: - 61 3 9419 3509

Web Address: - www.csspl.com.au
sales@csspl.com.au
support@csspl.com.au

MFB Products Pty Ltd Sentinel Power Board User’s Guide
MFB-Doc-25. 30-Jan-2012 Issue: A Page: 47 of 48


mailto:support@csspl.com.au
http://www.csspl.com.au/
mailto:sales@csspl.com.au
mailto:support@csspl.com.au

	1 Disclaimer and Revisions 
	2 Warranty
	3 Introduction to Sentinel
	3.1 Models

	4 Quick Install Guide
	4.1 Minimum Requirements
	4.2 Hardware Setup
	4.2.1 Ethernet Connections
	4.2.2 Dual Digital Sensor Connection – Line 2
	4.2.3 Serial Port Connection – Line 1


	5 Accessing Sentinel via Web Interface
	6 Introduction to User Groups & Security
	6.1 Administrator Group
	6.2 User Group
	6.3 Security on Sentinel
	6.3.1 Browser Credentials
	6.3.1.1 Changing the Password

	6.3.2 Forgotten Password


	7 Controlling & Viewing Status of Sensors and Outlets 
	7.1 View Outlet Status, Sensor Status & Total Current Consumption of Outlets
	7.2 Turning On Outlets
	7.3 Turning Off Outlets
	7.4 Rebooting Outlets
	7.5 Global On
	7.6 Global Off
	7.7 Global Reboot

	8 Alarms on Sentinel
	8.1 Email Messages
	8.2 LCD Text in Alarm Condition
	8.3 SNMP Trap Message

	9 Configuring Sentinel
	9.1 Outlet Configuration
	9.2 Sensor Configuration
	9.2.1 Current Alarm Settings
	9.2.2 Analogue Sensor Settings
	9.2.3 Digital Sensor Settings

	9.3 Sentinel Device Configuration
	9.3.1 Device Identification Parameters
	9.3.2 Network Interface Settings
	9.3.3 SMTP Settings (Email Settings)
	9.3.4 SNMP Settings
	9.3.5 Serial Port Settings
	9.3.6 Set Date & Time
	9.3.7 Loading Factory Defaults

	9.4 Manage Users

	10 Serial Port Connection on Sentinel – Line 1
	10.1 Serial Command Table

	11 Dual Digital Sensor Connection – Line 2
	12  Alarm, Configuration and Event Logs on Sentinel
	13 SNMP on Sentinel
	13.1 Introduction to SNMP Features on Sentinel
	13.2 SNMP Implementation
	13.3 SNMP TRAP Implementation
	13.4 Requirements
	13.5 Setting the MIB File
	13.6 Interpreting Traps
	13.6.1 Coldstart trap
	13.6.2 Temperature (Analogue) warning trap
	13.6.3 Current Sensor Warning
	13.6.4 A digital sensor alarm trap
	13.6.5 Outlet State Change Trap Samples
	13.6.6 A configuration update notification

	13.7 SNMP Polling

	14 Hardware Specifications
	15 Troubleshooting
	15.1 Technical Support

	16  Declaration of Conformity
	17 Copyright and Trademark

