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WARNING

TO REDUCE THE RISK OF FIRE OR ELECTRIC SHOCK, DO NOT EXPOSE THIS
PRODUCT TO RAIN OR MISTURE.
DO NOT INSERT ANY METALLIC OBJECT THROUGH VENTILATION GRILLS.

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

CAUTION : TO REDUCE THE RISK OF ELECTRIC SHOCK.
DO NOT REMOVE COVER (OR BACK).
NO USER-SERVICEABLE PARTS INSIDE.
REFER SERVICING TO QUALIFIED SERVICE PERSONNEL.

COPYRIGHT

THE TRADEMARKS MENTIONED IN THE MANUAL ARE LEGALLY REGISTERED
TO THEIR RESPECTIVE COMPANIES.
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|. Preface

This is a 1/3.2” Megapixel CMOS sensor IP camera with a built-in web server. The
user can view real-time video via IE browser. It supports H.264, and M-JPEG video
compression, providing smooth and high video quality. The video can be stored in
Micro SD card and playback remotely.

With a user friendly interface, it is an easy-to-use IP camera for security

applications.

Il. Product Specifications

® 5 Megapixels PT Camera

3D+2D Digital Noise Reduction
Support Digital Wide Dynamic Range
Support PIR

Power over Ethernet Available

IR LED Built in 5 Meters Available
Mechanism IR Cut Filter Available
H.264/ M-JPEG/ MPEG4 Compression
SD Card Backup

Support 2-way Audio

Video Output

Support iPhone/Android/Mac

SDK for Software Integration

Hardware
CPU ARM Cortex A9
RAM 256MB




KI-.P\CﬁrﬁEHﬁ

Flash 16MB
Image sensor 1/3.2” Megapixel CMOS sensor
Lens Type 3.6mm @F1.6
Angle of View 62.58°(H), 43.15°(V)
Pan Angle 270°
Tilt Angle 120°
e Color : 1 Lux (AGC ON)
Sensitivity
B /W: 0.5 Lux (AGC ON)
PIR Supported
ICR Mechanism IR cut Filter
Built-in 6 unit IR LED
LED :
IR Distance 5-Meter
1/O 1DI/1DO
Video Output Yes

Audio

G.711(64K) and G.726(32K,24K) compression
Input : External Audio in
Output: External Line out

Power over Ethernet

Yes

Power Consumption

DC 12V Max: 4.92W(IR ON); 4.68W(IR Off)
POE Max: 802.3af, 6.24W (IR ON); 5.76W(IR Off)

Operating Temperature

0°C ~45°C

Dimensions 105(W)x157(L)x105(H) mm
Weight 5509

Network

Ethernet 10/ 100 Base-T

Network Protocol

IPv6, IPv4, HTTP, HTTPS, SNMP, QoS/DSCP,
Access list, IEEE 802.1X, RTSP, TCP/ IP, UDP,
SMTP, FTP, PPPoE, DHCP, DDNS, NTP, UPnP,
3GPP, SAMBA, Bonjour

System

Video Resolution

2592x1944@15fps, 2048x1536@ 15fps,
1920x1080@30fps, 1280x720@30fps,
640x480@30fps, 320x240@30fps,
176x144@30fps

Video Adjust

Brightness, Contrast, Hue, Saturation,
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Sharpness, AGC, D-WDR, Flip, Mirror, Noise
reduction, Day & Night adjustable, White Balance

Triple Streaming Yes

Image snapshot Yes

Full screen monitoring Yes

Privacy Mask Yes, 3 different areas

Compression format H.264/ M-JPEG/ MPEG4(3GPP Only)

Video bitrates adjust CBR, VBR

Motion Detection Yes, 3 different areas

Triggered action Mail, FTP, Save to SD card, DO, SAMBA

Pre/ Post alarm Yes, configurable
Password protection, IP address filtering, HTTPS

Security encrypted data transmission, 802.1X port-based
authentication for network protection

Firmware upgrade HTTP mode, can be upgraded remotely

Simultaneous connection | Up to 10

SD card management

Motion Detection, IP check, Network break down

Recording trigger _
(wire only), Schedule, DI

Video format AVI, JPEG
Video playback Yes
Delete files Yes

Client System requirement

Windows 7, 2000, XP, 2003, Microsoft IE 6.0 or

(OR) R
above, Chrome, Safari, Firefox

Mobile Support iOS 4.3 or above, Android 1.6 or above.
Intel Dual Core 2.8G

Hardware Suggested
RAM: 4GB

*SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTIFICATION.
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lIl. Product Installation

A. Monitor Settings

1. Right-Click on the desktop. Select Properties

Arrange Icons By »
Refresh

Save As Scheme...
Graphics Options ~ »
Display Modes »

New »

Properties

2. Change color quality to highest (32bit).

Display Properties

Themes | Desktop | Screen Saver | Appearance | Settings W

Display:
Plug and Play Monitor on Intel(R) 82915G/GY/910GL Express Chipset
Family
Screen resolution Color qualit
Less ‘—37 More I Highest (32 bit) v I
1024 by 768 piels I ' = m

[ Troubleshoot... ] [ Advanced ]
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B. Hardware Installation
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1. Installation
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STEP 1: Thigh the base into the ceiling

STEP 2: Connect push the camera into the base
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2. Connector

Instruction

The camera connectors are as below. Connect the power and the

Ethernet cable to the camera and set it according to your network

environment.

Audio In
Audio Out
/0 Video Qut
Ethernet @&a@@ F:'C-WE'F
" - @@ ]
7
_,—-"'""_'_.__‘_‘-"""-..: ||
HI\ I
i |
|
,"'f..l
\"\
S
Regular Model
Audio In
WES
Audio Out
/O Yideo OQut
; M ) ] .
thernet iﬂhﬂﬂu@ ob owWer
* La‘ 1

A

WPS Model
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3. PoE (Power Over Ethernet) (Optional) 802.3af, 15.4W PoE Switch is

recommended

Power over Ethernet (PoE) is a technology that integrates power into a
standard LAN infrastructure. It allows providing power to a network device,
such as an IP phone or a network camera, using the same cable as that
used for network connection. It eliminates the need for power outlets at the
camera locations and enables easier application of uninterruptible power

supplies (UPS) to ensure an operation of 24 hours a day, 7 days a week.

o
—

PoE IP Camera

Etheme

PoE Switch Ethernet Cable .

Ethernet Cable .,

~
-

PoE IP Camera

10
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C. IP Assignment

1. Use the software IP Installer to assign the IP address of the IP Camera.

The software is in the software CD attached to the product’s package.
2. IPinstaller supports two languages:

a. IPInstallerCht.exe : Chinese version

b. IPInstallerEng.exe : English version
3. There are 3 kinds of IP configuration.

a. Fixed IP (Public IP or Virtual IP)

b. DHCP (Dynamic IP)

c. Dial-up (PPPoE)

4. Execute IP Installer

5. For Windows XP SP2 users, it may popup the following message box.
Click Unblock.

%= Windows Security Alert @

some features of this program.

@ To help protect your computer, Windows Firewall has blocked

Do you want to keep blocking this program?

@ Name:  IPInstaller ¥2.1 Network Device Scan
Publisher: Unknown

[ Keep Blocking ][ Unblock ][ Ask Me Later ]

Windows Firewall has blocked this program from accepting connections from the
Intemet or a network. If you recoanize the program or trust the publisher, you can
unblock it. When should | unblock a program?

11
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# P Installer ¥2.2 (=13}
Device lists
o i [
Server Name IP Address Static DHCE
LIP_Camera 192.168.001.200 Hanme IF_Camera
IFP 192 163 1 200
Hetnask 285 255 255 i}
Gateway 192 168 1 254
DHS 1 168 98 1 1
DHS 2 le8 95 192 1
Portl 20
MAC 00:0F:0D:20:08: 54
Search Device
To Change Device Name, IP address, and Gateway:
1.Select the device on the left side.
2.Change network parameter on the right side.
3.Press Submit button.
4.Press “Search Device™ to re-search again.
5.Double click the device to open it. Beadt

7. IP Installer will search for all the IP Cameras connected on the LAN.

The user can click Search Device to search again.

8. Click one of the IP Cameras listed on the left side. The network
configuration of this IP camera will be shown on the right side. You can
change the name of the IP Camera to your preference (e.g.: Office,
warehouse). Change the parameters and click Submit, then click OK, it

will apply the changes and reboot the device.

]

Rebooting..,Please wait

lPInsta*e r

oK

9. Please make sure the subnet of the PC IP address and the IP Camera

IP address are the same.

12
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The same Subnet:
IP Camera IP address: 192.168.1.200
PC IP address: 192.168.1.100

Different Subnets:
IP Camera IP address: 192.168.2.200
PC IP address: 192.168.1.100

To Change the PC IP address:

Control Panel->Network Connections>Local Area Connection
Properties—>Internet Protocol (TCP/IP) ->Properties
Make sure your IP Camera and PC are int the same Subnet. If not, change the

IP Camera subnet or the PC IP subnet accordingly.

2]

General | Authentication | Advanced | | General
Connect using: ‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
H8 Realtek RTL8139 Family PCI Fast Ethemet NIC ‘ the appropriate [P settings.
et an P address auataly
This connection uses the following items: (® Use the following IP address:
¥ 8 Client for Microsaft Netwarks ‘ IP address: 192 188, 1 100
) . > : 4 L |
2] .@ File and Printer Sharing for Microsoft Networks
v (] Subnet mask: ‘ 255.266.255. 0 |
2 Internet Protocal (TCP/IP) Default gateway: [192.168. 1 . 254]
|
Description (® Use the following DNS server addresses:
Transmission Control Protocol/Intemet Protocol. The default Preferred DNS server: [’1927’15’371 2’7
wide area network protocol that provides communication . . -
across diverse interconnected networks. Alternate DNS server: [168. 95 132 1 |
[ Show icon in notification area when connected

10. A quick way to access remote monitoring is to left-click the mouse twice,

on a selected IP Camera, listed on Device list of IP Installer. An IE
browser will be opened.

13
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i IP Installer ¥2.2

Device

lists

IP Address

192.168.001.165

Server Name

Name

bl
Netnaslk
Gatevay
DNS 1
DNS 2
Partl

MAC

« Static  DHCP

192 169 1 16§

[a55 2 5 0
132 168 1 254
[t 95 1 1
[T o 12 1
[ &
[ Goor b aoaoE

11. Then, key-in the default user name: admin and password: admin.

Connect to 192.168.1.217

2
‘ﬂ] )é\

IP Camera

User name:

Password:

‘ ﬁ admin

Remember my password

[ o

][ Cancel ]

D. Install ActiveX control

1. For users of IE 6.0 or above:

When viewing the camera video for the first time via IE, the browser will ask

you to install the ActiveX component.

14
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/2 IP_Camera - Windows Internet Explorer

i
@“(;’ AR o152, 165.1.135]

9 [#2][x] [ive

File Edit View Favorites Tools Help

w o ‘@IP_Camera ’ ‘

& EN English (United States)

i - & - [k Page - G o

@‘ This website wants to install the following add-on: "WEBWATCH2.cab'’ from 'Video System co., Ltd.". If you trust the website and the add-on and want to install it, click here...

‘ ﬁ’ Click here to install the following ActiveX control:
"WEBWATCH2 cab' from “ideo System co., Ltd."...

1. If the installation failed, please check the security settings in the IE browser.

a. |E > Tools - Internet Options... = Security Tab - Custom Level... >
Security Settings - Download unsigned ActiveX controls—> Select

Enable or Prompt.

b. IE - Tools - Internet Options... > Security Tab - Custom Level...
—>Initialize and script ActiveX controls not marked as safe - Select

Enable or Prompt.

2 IP CAMERA - Microsoft Internet Explorer
File

Edit View Favorites Help

En = Mail and News B
W “o </ \ﬂ Pop-up Blocker 3
T - | Manage Add-ons...
Address | @] http:/f192.168.1.21 g 1o
Windows Update

Windows Messenger

( | Internet Options...

Internet Options

General | Security ‘Priva | Content | Connections | Programs | Advanced|

Select a Web content zone to specify its security settings.

® € 0 @
Local intranet  Trusted sites  Restricted
sites

Internet
4 This zone contains all Web sites you ci
haven't placed in other zones bl
Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom Level.
- To use the recommended settings, click Default Level.

[ Custom Level... ] [ Default Level ]

I 0K ][ Cancel ] Apply

15
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3
Security Settings @
Settings:
O Enable » }
@ Binary and script behaviors |
Administrator approved
Disable
Enable
@ Download signed ActiveX controls
Disable
Enable
Prompt
] Download unsigned ActiveX controls
Disable
Enable
[7A roitiakion Egg il A A e ...c.v, |
< ¥ |
Reset custom settings
Reset ta: EMedium v f [ Reset ]
[ OK ] [ Cancel ]

Security Settings

Settings:

)
)

() Disable :ﬁ;
Enable
Prompt

] Initialize and script ActiveX controls not marked as safe

@ Run ActiveX controls and plug-ins

Download unsigned ActiveX controls

§ Disable

Enable
Prompt

Disable
Enable

%

Administrator approved

v
L W P —
< | >
Reset custom settings
Reset to: EMedium vj [ Reset ]
I OK ] [ Cancel ]

When popup the following dialogue box, click “Yes”.

Warning!

! E Are you sure you want to change the security settings for this zone?
*

[ Yes

J

MNo

]

2. You can choose another way:

Go to: IE—Tools — Internet Options... — Security Tab — Trusted sites — Add the

IP address and click OK.

In the site list you can key one single IP address or a LAN address. For example,
if you add 192.168.21.%, all the IP address under 21.* on the LAN will be regarded

as trusted sites.

16
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Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced

Select aWeb content zone to zpecify |

Intermet Local intrafiet

-

Trusted .

e Trustgd sites @
trust nat b

data.

¥ou can add and remove Web sites from this zane. All Web sites

Security level fd in this zone will use the zone's security settings,

Eucslu 5 wWeb site to the zone:

LIS

“Tal | httpd#192 168 40.150]
-Tol

web sites:

[CIrequire server verification thttps: 3 for all sites in this zone

[ o4 ] ’ Cancel

2. To Non-IE Web Browser Users

If you use Firefox or Google chrome to access the IP camera but fails to watch
the live video, please follow the steps to install necessary tools:

(The following pictures are based on chrome.)

a. You may see the prompt message as the picture below. Click the link:

Firstly, please install Microsoft Visual C++ 2010 Redistributable Package
(x86).

17
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;11’51’1 lease install MWicrosoft Wisual C4++ 2010 Eedistnbutable Package (zR6),

@ease chick here to dewnload the mstallation program which does not support TE browser.

After fiish downloading, dizable the browser and implement the program by manual,

default [V] Streaming 1 [V] Chatting: [] Online Visitor : 3 Relay out: O ON & OFF

The link will conduct you to the Microsoft official site where you can download
the tools. Please select the language and click download.

B Microsoft Visual C++ 2010 Redistributable Package BE
BT (x86)
Quick links The Microsoft Visual C++ 2010 Redistributable Package installs runtime components of
& Overview Visual C++ Libraries required to run applications developed with Visual C++ on a
4 System requirements computer that does not have Visual C++ 2010 installed.
¥ Instructions
4 Additional information . .
Quick details
Version: 2 Date published: ¥12/2010
Change language: English [v]
Looking for support? Fisnane Ske
Vil e icroso et e
Support site now >

In the pop-up window, please tick the first and the third file as the picture below.
Click Next to download both Microsoft .NET Framework 4 Client Profile (Web
Installer) and Microsoft Visual C++ 2010 Redistributable Package (x64).

18



i

cCAMERA

May we also suggest

Here are some additional downloads to enhance your experience with Microsoft products

File name

(g

Microsoft

Microsoft NET Framework 4 Client Profile [Web Installer)

The Microsoft NET Framework 4 web installer package
downloads and installs the .NET Framework components
required to run on the target machine architecture and 0S. An
Internet connection is required during the installation. The
Client Profile is used to run most client applications that target
the NET Framework 4.

Kinect for Windows SDK »1.0

The Kinect for Windows SDK enables developers to create
applications that support gesture and voice recognition, using
Kinect sensor technology on computers running Windows 7,
Windows 8 developer preview (desktop apps only), and
Windows Embedded-based devices.

Microsoft Visual C++ 2010 Redistributable Package [x64)
The Microsoft Visual C++ 2010 Redistributable Package installs
runtime components of Visual C++ Libraries required to run
applications developed with Visual C++ on a computer that
does not have Visual C++ 2010 installed.

Size

868 KB

226.8 MB

5.5 MB

Ty
WL

Ty
WL

Y
WL

After finishing downloading, execute the two files respectively to install them.

The windows may ask you to reboot the PC when the installation is finished.

b. Then, click the second link Please click here to download the installation

program which does not support IE browser to download Setup ActiveX.

After finishing downloading, execute the files to install ActiveX. Then restart the

@ voredist #86 exe ~ % dothletFxd]_Client setop exe

browser.

= Setuphctivel exe

19
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;n'stl lease install Microsoft Visual 4+ 2010 Eedistributable Package (x86)

@ease click here to download the installation program which does not support TE browser.

After fimish downloading, disable the browser and implement the program by manual

default [+ streaming 1 [v| Chatting: [] Online Visitor : 3 Relay out: O ON @ OFF

c. If you execute the steps above but still cannot see live video normally, please

try the following solution:

Search for the file np_hoem_x.dll in your system disk. For Windows XP users,

please go to Start — Search — Search for All files and folders and key-in

np_hoem_x.dll. For Windows 7 users, please use the search bar on the

top-right of the Windows Explorer.

e, ¥ Search Results in Computer ~| nau'»:m_xdu

File Edit View Tocls Help

. Date modified: Size
Organize = Save search

Searches might be slows in non-indexed locations: B\ Chck to sdd to mdex... X

»
[ Favorites Skarchine

M Desktop
& Dovnloads earch again i

4| Recant Places o Libranes B Custom... @ Intemet

Delete all the files named np_hoem_x.dll. They're the ActiveX control tools

installed in your computer, but the old version of ActiveX might not be

compatible with the new version of the browser. Therefore, they need to be

deleted in order to install the latest ActiveX control.

20
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¥ Search Results in Computer

File Edit View Tools Help

QOrganize v Save search

Searches might be slow in non-indexed locations: E\, Click to add to index...

W Favorites [
M Desktop
& Downloads

np_hoem_x.dll
= H\Program Files\Mozlla Firefox\plugins

np_hoem_x.dll
)
=1 H\Users\bell_huang\AppData' Local\Geogle\ Chrome\Application'plugins

%] Recent Places 4

np_hoem_x.dll
H\Windows\System32\WebWatch2

4 Libraries
|4 Documents

o Music ) np_haem_x.dll
| Pictures “1 HAWindows\System32
&
| Videos
earch again in
= Computer &9 Libraries |5’ Custom... @ Internet 2] File Contents

i

dified: 2011/8/8 T4 12:43

te modified: 2011/8/8 T4 1243
Size: 126 KB

e modified: 2011/8/8 T4 1243
26 KB

at= modified: 2011/6/17 T 1248
Size: 126 KB

Start your web browser, and repeat the step 2-b: Download the installation

program which does not support IE browser to download and install

ActiveX.

default M

;n'stlv pleaze install Microsoft Wisual 4+ 2010 Eedistributable Package (z86).

@ease click here to download the mstallabion program which dees not support TE browser.,

After finish downloading, disable the browser and implement the program by manual.

Streaming 1 M Chatting: O

Online Visitor : 3

Relay Out: O ON & OFF

21
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V. Live Video

Start an IE browser, type the IP address of the IP camera in the address field. It will

i

show the following dialogue box. Key-in the user name: admin and password: admin.

Connect to 192.168.1.217

IP Camera

User name: ‘ﬁ admin v’
Password: ‘ lesses ]

Remember my password

[ OK “ Cancel ]

When the IP Camera is successfully connected it shows the following interface.

4“-5 ﬁ--.!-so—". 70-\'-:0

22
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1. Get into the administration page.

2. Video Snapshot.

3. Show the system time, video resolution, and video refreshing rate.

4. Adjust image: 1/2x, 1x, 2Xx.

5. Streaming source: If the streaming 2 is closed, this function will not be

displayed.

6. Tick on Chatting for enabling two-way audio.

7. Shows how many people are connected to this IP camera.

Double-clicking on the video will change the view to full screen mode. Press Esc
or double-click the video again for changing back to normal mode.

Right-Click on the video for showing a pop-up menu

wnapshot Null
Eecord Start 100
Mute 200
Full sereen 200
Zoom 400

FrameBuffmie: » g

1. Snapshot: Save a JPEG picture.

2. Record Start: Record the video in the local PC. It will ask where to save the

video. To stop recording, right-click again and Select Record Stop.

23
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The video format is AVI. Use Microsoft Media Player to play the recorded

file.
3. Mute: Turn-off the audio. Click again to turn on it.
4. Eull Screen: Full-screen mode.

5. Zoom: Enable the zoom-in and zoom-out functions. First, select Enable
digital zoom option within the pop-up dialogue box and then drag and drop

the bar to adjust the zoom factors.

6. Frame Buffm Sec: This function builds a temporary buffm to accumulate

several video frames. This function can make video smooth-going when the
Network speed is slow and lag. If you select 100, the camera plays video
100 mSec after receiving images from camera. The slower the Network is
the bigger value should be selected. The available values are: NULL, 100,
200, 300, 400, and 500. The default value is null.

Performing PT functions:

S~
o — Y
1. The 4-direction arrows @ 0 Q \6 are used to turn the camera

view. The bigger value you select in Speed, the longer the moving range of the

view by each click on the arrows.

24
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fip

=y
2. If you click the icon LQ j the camera view turns to its default position.

Patrol point:

1. Use the 4-direction arrows, zoom, and focus function

6%6 to turn the camera view.

2. After you adjust the camera view to where you want

furto Pan T () )

— to set a preset point, select a number from the Preset
— Lo gl Point drop-down menu, key-in a name to be set in
Speed: 5
Preset Point : Name column, and click + buttonQ for the point name
.................. v -
eirs to be added to the point list.

® e 3. When selecting a point from the drop-down menu and
clicking Go, the camera view will turn to the point

p—
wil

W
4. Press = = for start and pause Auto Pan

—

v . .
5. Press = = for start and pause Patrol function (for all the preset point

=)

previously set)

Advanced Settings:

Control the relay state according to the I/O settings

or

Relay Out1:| Pulse Relay Out1: () ON ® OFF

25
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V. Camera Configuration

Click

video page.

%,

System

Network

9

AlV Setting

8

to get into the administration page. Click

Time Setting
Sarver Time:
Date Format:

Time Zonse:

Server Information

MAC Aoaress: 22 0

Sarver Nams: P_Camers [] status Bar

LED ingicator: ® ON O OFF

Language : © Engasn oW o MHPX "' Franch
' Russian O ttasan ' spanish ! German
© portuguese = Possh ' Japaness

0OSD Setting

Tims Stamp: (D Enabiea '@ Disablea

Text: ) Enabled @ Disabied

OSD_DisplayEsee ey

201101128 16:43:41 Tima Zone: GMT+08:00
" ”

GMT+08:00

[7] Enatie Daygnt Saving:

O NTP:

NTP Server: 13312330132

Upaats : ¥ Hour

Time Shirt : Minutes [-1440._1440)
Z' $ynchronize with PC's time

Date : 20111028

Time : 15448
D manual

Date : 211028

Time : 16:43:54

© The date and time remain the same

26
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A. System

I. System Information

a. Server Information: Set up the camera name, select language, and

set up the camera time.

1. Server Name: This is the Camera name. This name will be

shown on the IP Installer.

2. Select language: English, Traditional Chinese, and Simplified

Chinese can be selected. When it changes, it will show the

following dialogue box to confirm the language changing.

Microsoft Internet Explorer @

9 Change Language?,
‘\./ Are you sure?
[ QK ] [ Cancel J

b. OSD Setting: Select a position where the date & time stamp / text

are shown on the screen.

05D Setting
Time Stamp: ('Enabled (%) Disabled
Text: CEnabled ) Disabled

Te s

Moreover, click Text Edit for changing the OSD content, including

text size and alpha. Finally, click the [Upgrade| button to keep the
settings.

27
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Text Edit

Text 0OSD_Display
Alpha 0% ~
C. Server time setting: Select between the options NTP, Synchronize

with PC’s time, Manual, The date and time remain the same for

setting the time.

Time Setting
Server Time: 2011/11/28 15:43:45 Time Zone: GMT+05:00
Date Format: @ yyimmidd O mmiddiyy O ddimmiyy
Time Zone: GMT+08:00

Enable Daylight Saving:

Month Week Day of Week Time
DST Start: Mar = nd - Sun - 12am =
DST End: Hov - 1st - Sat - 12am -

O ONTP:
NTP Server: 198.123.30.132
Update : B * Hour
Time Shift : 0 Minutes [-1440..1440]

B Synchronize with PC's time

Date : 201111728
Time : 18:44:11

' Manual
Date : 201111728
Time : 18:43:47

@ The date and time remain the same
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II. User Management

The IP Camera supports three different users: administrator, general,

and anonymous user.

User Management
Lnnmrnmus Liser Login
CYES = ND
Universal Password (differs by IP Address)
Oves @ NO [ Setting |
Aol Liser
Usernarme:
Passweord:
Confirm:
(Adarset |
Liser List
Username Liser Group Modify Resrmimnse:
admin Adminsirator i
as Guest

a. Anonymous User Login:

Select Yes for allowing everybody to watch live video without username and
password. However, if you try to enter the configuration page the camera will

ask you to key-in the username and password.

Select No for requiring a username and login to access the camera.

b. Universal Password:

Select Yes for allowing login to this IP Cam by universal password.
Please refer to Universal Password chapter for more explanations.

Select No for disabling universal password.

29



CcCARAMERA

KI.P\

c. Add user

Type the user name and password, then click Add/Set. The guest user
can only browse live video page and is not allowed to enter the

configuration page.

d. Click “edit” or “delete” in the user list to modify them. The
system will ask you to key-in the password in the pop-up window

before you edit the user information.

User Setup

Username: A5

Passworid:

Confirm:

lll. System update

System Update
Firmware Upgrade

Firmware Version: V3.2

Hew Firmware:

Rehoot System
Factory Default
Setting Management

Right click the mouse button on Setting Download
Save A= a File: and then select Save Ag=- to gave current system's
=setting in the PC.

Hew Setting File:
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a. To update the firmware online, click Browse... to select the

firmware. Then click Upgrade to proceed.

b. Reboot system: re-start the IP camera
C. Factory default: delete all the settings of this IP camera.
d. Setting Management: The user can download the current settings

to PC, or upgrade from previous saved settings.

1. Settings download:
Right-click the mouse button on Setting Download - Select
Save AS... to save current IP Camera settings in PC - Select
saving directory > Save

2. Upgrade from previous settings
Browse -> search previous settings - open - upgrade >

Settings update confirm - click index.html. for returning to the
main page.

B. Network

I. IP Settings

IP Assignment

The IP Camera supports DHCP and static IP.
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IP Setting
IP Assignment
DHCP
@ Static
IP Address: 192.168.1.200|
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.254
DNS 0: 168.95.1.1
DNS 1: 168.95.192.1
a. DHCP: The IP Camera will get all the network parameters

automatically.

b. Static IP: Type-in the IP address subnet mask, gateway, and DNS.

IPv6 Assignment

IPvt Assignment
IPv6 Enabled:
Manually setup the IPv6 address:

IPvi Address/Prefix:
G4
IPvth Gateway:
IPvi DHS:
DHCPvE: O Enabled  © Disabled
IPvE Address:

fed0:: 200 dff-fe00:284d

By enabling DHCPv6 you can configure the following IPv6 address

settings:
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a.

b.

C.

cARMERA

= Manually setup the IPv6 address: Key-in the Address, Gateway,
and DNS.

= DHCPV6: If you have a DHCPV6 server, enable it to assign the
IPv6 automatically. The assigned IP address will be displayed
beside the column.

=  Automatically generated IPv6 Address: Indicates a virtual IPv6
address generated automatically by the IP camera. This virtual
IPv6 address cannot be used on WAN.

To use IPv6 address to access the IP camera, open the web browser,

and key-in the [IPv6 address] in the address bar. The [ ] parentheses
mark is necessary.

Port Assignment: The user might need to assign a different port to

avoid conflicts when setting up the IP.

Port Assignment

Web Page Port: 80

HTTPS Port: 443

Web Page Port: setup the web page connecting port and video

transmitting port (Default: 80)

HTTPs Port: setup the https port(Default: 443)
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UPnP
UPnP
UPhP: ®Enabled O Disabled

UPNP Port Forwarding: ) Enabled & Disabled
External Weh Port: 80

External HTTPS Port: (443
External RTSP Port: LT |

This IP camera supports UPnP, if this service is enabled on your
computer, the camera will automatically be detected and a new icon

will be added to My Network Places.

UPnP Port Forwarding : Enable UPnP Port Forwarding for

accessing the IP Camera from the Internet; this option allows the IP
Camera to open ports on the router automatically so that video
streams can be sent out from a LAN. There are three external ports
for being set: Web Port, Http Port and RTSP port. To utilize of this
feature, make sure that your router supports UPnP and is activated.
Note: UPnP must be enabled on your computer.

Please follow the procedure to activate UPnP:

<Approach 1>

1. open the Control Panel from the Start Menu

2. Select Add/Remove Programs

3. Select Add/Remove Windows Components and open

Networking Services section
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4. Click Details and select UPnP to setup the service.

5. The IP device icon will be added to My Network Places.

6. The user may double click the IP device icon to access IE

browser

<Approach 2>

1. Open My Network Space

2. Click Show icons for networked UPnP devices in the tasks

column on the left of the page.

3. Windows might ask your confirmation for enabling the

components. Click Yes.

g - My Network Places E]@
File Edit View Favorites Tools Help fﬂ'f
@ Back ~ () ? /j ) search [[= Folders v Morton Antivirus 3 -

Network Tasks . _ Local Network

o Add anetwork place D i o it
& View network connections I 2o
3 Setup a home or small "“"'
office network \ s
2 Set up awireless network (/ 14 A9 R Leminise
S : Rl DAL
for a home or small office o)
% View warkaraun.computers X
@ Show icons for networked ) IJ Mz ailipimng v BiXx Seominisr
.b,gulﬂnp devices R Ly 0 e

e ———

Other Places

{& Desktop
W My Computer

4. Now the IP device is displayed under the LAN. Double-click the
icon to access the camera via web browser. To disable the UPnP,
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click Hide icons for networked

column.

T My Network Places

Fil=  Edit  Yiew

Metwork Tasks

of Add anetwork place
‘;5 Yiew netwark connections

3 set up a home or small
= office network

2 Set up a wireless network
for & home o small office

,’i‘ Wi workoroun comoukers

Hide icans for netwarked

M _' LPnP devices

Other Places

(& Desktop

Favoribes  Tools

eBack = \j ? /ﬁ Search

UPNnP devices in the tasks

Help ?.'
Foldets -

Local Network

Mortan Ankivirus -

- [EELEAS ke LI

IP_Camera 156
- L Lt -

L B Sammse

prohinady IP_fpeed_Dore

M ailiinng v W oy
et St

@ TP _Camera 151

IP_fpeed _Dome

IP_Zpeed _Dome

PO O O e e

& el @ IF_Camera-112 Jackson_83M
Di My Documents
) Shared Documents ’ )
'ié Frinters and Faxes @ IP_Speed_Dome Jackson_83M
Details
RTSP setting
RTSP Setting
RTSP Server: (® Enabled C pisabled
RTSP Authentication: | Disable |+ |
RTSP Port : 554
RTP Start Port: 5000 [1024..9997]
RTP End port: 9000 [1027..10000]

If you have a media player that supports RTSP protocol, you can

use it to receive video streaming from the IP camera. The RTSP

address can be set for two streamings respectively.

1. RTSP Server: enable or disable
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Disable means everyone who knows your camera IP Address can
link to your camera via RTSP. No username and password are

required.

Under Basic and Digest authentication mode, the camera asks for

a username and password before allows access.

The password is transmitted as a clear text under basic mode,

which provides a lower level of security than under digest mode.

Make sure your media player supports the authentication schemes.

2. RTSP Port: setup port for RTSP transmitting (Default: 554)

3. RTP Start and End Port: in RTSP mode, you can use TCP and

UDP for connecting. TCP connection uses RTSP Port (554).
UDP connection uses RTP Start and End Port.

Multicast Setting (Based on the RTSP Server)

Multicast Setting (Based on the RTSP Server)
Streaming 1:
IP Address: 234.5.6.78 [224.3.1.0 ~ 239.255.255.255]
Port: 6000 [1~ 65535]
TTL: 15 [1-~255]
Streaming 2:
IP Address: 234.5.6.79 [224.3.1.0 ~ 239.255,255,255]
Port: 6001 [1 -~ 65535]
TTL: 15 [1 -~ 255]

Multicast is a bandwidth conservation technology. This function
allows several users to share the same packet sent from the IP

camera.
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For using Multicast, appoint here an IP Address and port. TTL
means the life time of packet, the larger the value is, the more users

can receive the packet.

For using Multicast, be sure to enable the function Force Multicast
RTP via RTSP in your media player. Then key in the RTSP path of

your camera: rtsp ://( IP address)/ to receive the multicast.

ONVIF

ONVIF
ONVIF: @vz.10m1.02 Owvio1 O Disabled
Security: CEnabled @ pisabled
RTSP Keepalive: @ Enabled O Disabled

1. Choose your ONVIF version and settings.

Under ONVIF connection, the video will be transmitted by RTSP. Be
sure to enable the RTSP server in IP setting, otherwise the IP

Camera will not be able to receive the video via ONVIF.

2. Security

By selecting Disable, the username and password are not required
for accessing the camera via ONVIF. By selecting Enable the

username and password are necessary.
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3. RTSP Keepalive:

When the function is enabled, the camera checks once in a while if
the user who is connected to the camera via ONVIF is still
connected. If the connection has been broken the camera will stop
transmitting video to the user.

Bonjour
Bonjour
Bonjour: CEnabled @ Disabled
Bonjour Hame; IP_Camera €000:0F:0D:00:28:4D

This function allows Apple systems to connect to this IP camera. On

Bonjour Name key-in the name here.

The web browser Safari also has a Bonjour function. Tick Include
Bonjour in the bookmark setting, for the IP camera to appear under
the bonjour category. Click the icon to connect to the IP camera.
The Bonjour function on Safari browser doesn't support HTTPS

protocol. If on the camera you select https, the camera will appear

on Safari's bookmarks but it cannot be accessed.

Take as a reference the following image:
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-
< | <+ | @ http:fhwww apple comistartpage! ¢|ara (LA - 2RE

183 Bookmarks Bar

BOOKMARKS
[ B EERAREFER

(O] i Appe & Yohoo!HE  GoogleMIE  YouTube $EEER M~ #79v Show Menv Bar

. Hide Bookmarks Bar ~ Ctrl+Shift+B
COLLECTIONS Show Status Bor

(L) History Customize Toolbar+

History
Downloads

Private Browsing*
Reset Safari-+-
Block Pop-Up Windows Ctl+Shift+K

Ctl+AltL

Bookmarks

(1] [d (@ = 7§ &

Genersl Appesvance Bookmarks' —Tabs RSS  AutoFill Security Advanced

.

Preferencest=* Ctel4, I

Help Fl g ®

Report Bugs to Apples**

Bookmarks bar: [] Include Bonjour

Include Top Sites
Bookmarks menu: [ Include bookmarks bar
[ Include Bonjour

Collections Include Bonjouy, ==

About Safari

Bookmark

€3 About Bonjour
7 AXIS P3301 - D0408CIFABGY
$F HNV3H22D1NSH1-0007D8101732

47 IP_Camera@00:0F0D:00:20:25

7 ns4600-651171 : Firefly Media Sexver
7 nsd600-651171 : SmartStor NS4600
47 TCAM-7x00(432)_001C63AED038
%7 Zavio-001 BFE03BSF3

LLTD

LLTD {Link Layer Topology Discowvery)
LLTD: () Enabled

 Disabled

If your PC supports LLTD, enable this function for allowing checking
the connection status, properties, and device location (IP address)

in the network map.

If the computer is running Windows Vista or Windows 7, you can
find LLTD through the path:

Control Panel — Network and Internet — Network and Sharing
Center — Click See full map.
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Network map of [HUNT_MIS T
= \ .
RD4_TEST2 Unknown
SmareStor
ns4600-651171 Switch Gateway

-
e
BD_y

IP_Camera

[l. Advanced

a. Https (Hypertext Transfer Protocol Secure)

When the users access cameras via Https protocol, the transmitted

information will be encrypted, increasing the security level.

Connection Types

Hitp&Https |+
Hitp
Hitps

Hitp&Https

Select the connection type:

« Http: the user can access the camera via the Http path but cannot access

it via the Https path.
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 Https: the user can access the camera via the Https path but cannot

access it via the Http path.

« Hitp & Https: Both the Http and Https path can be used to access the
camera. When you change the connection type settings, it may cause
connection error or disconnection error if you switch the protocol directly.

Therefore, Http & Https mode is necessary.

If you want to change from Http to Https, please switch to Http & Https

mode first, and then switch to Https mode and vice versa.

The Https protocol has a verifying mechanism. When the user access a
website via Https, the browser will check the certificate of that domain and

verify its trustiness and security.

Certificate generation process:

Remove installed Approach 1

certificate (if any) Tu.rn the request _to a trus_ted
third-party to verify and sign ]
Install a
Generate a signed certificate

>1 certificate request

| Generate a
self-signed certificate

Approach 2

* Remove the existing certificate: Before you generate a new certificate,
please remove the installed one. Select the Http connection type and click

Remove. If a dialog box pops up to ask you to confirm, click Yes.
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CAMERA
Https Setting

Created Request
Subject:
Date:

Content
Instalied Certificate
Subject:
Date:

Content

Connection Types

Http v

* Created Request: Fill-in the following form and click “apply”.

Https Setting

Create Request
Country:
State or province:
Locality:
Organization:
Organizational Unit:

Common Name:

« After generating a certificate request, if you choose to turn it and verified

by a trusted third-party, click “Content” and copy all the request content.

Created Request Certificate Request:
Subject: C=TW,ST=,L=,0=,0U=,CN= Data:
Version: 0 (0x0)
Subject: C=TW
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:h8:ch:17:£7:h6:14:5d:92:9%9:ae:73:52: 7c
09:7a:ad:a6:50:39:5a:3c:09:10:15:85:ad:3(
co:el0:bh2:7c:20:3e:dl:e7:15:c4: £2: 4f: de: ad
08:f8:71:53:a23:43:0b:2c¢:1a:20:94:32:76: b3
72:08:bo:87:35:3f:¢7: fe:17:8f:¢3: 1£: 2d: ak
33:3c:9a:28:3b:31:46:dB:c7:26:37: af: fh:5¢
aa:h0:al:75:6a:£9:02:ca:cO:he: 49:00:2a:74
ch:b0:95:1e:63:89:£6:07:6c:cf:1c: 5h:38: 4¢
20:a8:55:82:92:95:ho:74:15

Exponent.: 65537 (0x10001)

Attributes:
a0:00
Signature Algorithm: shalWithRSAEncryption
9b:4c:13:01:cc:10:2a:be:30:22:£2:10:27:48:19: 52:98: 5¢
c9:ae:ba:£4:76:ch: 7d: £8:60:21:e3:a5:9h:45:60: 2a:ha: 72
23:ce:7a:90:9c:90:b5:a7:41:36:2c:c4:£4:34:55:e5:d0: 92
0d:22: A3 0. Fh-dA1 N4 Tr KR Or: A Ad- 00T ah: T2 a0 2k

Date: | 2012/Sep/25 08:49:)
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» According to the certificate source, there are two ways to install the

certificate:

If you had sent the certificate request for signing and receiving a signed
certificate, click browse and find the certificate file in your computer. Click

Apply to install it.

If you choose to generate a self-signed certificate, fill-in the following forms

and set the validity day, click Apply to finish installed it.

Install Signed Certificate
Signed Certificate: HJE ‘

Create Self-Signed Certificate
Country:

State or province:
Locality:
Organization:
Organizational Unit:

Common Name:

Validity: Days

After finishing the installation, click on Content to call out and check the

certificate content.

Installed Certificate
Subject: | C=AC , 5T=,L=. 0=, 0U=, CN=name

Date: Oct 4 08:35:29 2012 GMT

Content

44



CcCARAMERA

z’ip

To use Https to access the camera, open your browser, and key-in https://
(IP address)/ in the address bar. Now your data will be transmitted via

encrypted communications. The browser will check your certificate status.
It might show the following warning message:

The site's security certificate is not trusted!

You attempted to reach 60.251.82.60, but the server presented a cerificate issued by an entity that is
not trusted by your computer's operating system. This may mean that the serer has generated its own
security credentials, which Google Chrome cannot rely on for identity information, or an attacker may
be trying to intercept your communications.

‘You should not proceed, especially if you have never seen this waming before for this site.

[F'roceed anyway ] [Back to safety

P Help me understand

Meaning that certificate is self-signed or signed by a distrusted institution.
Click Proceed anyway for continuing to the camera page.
b. SNMP (Simple Network Management Protocol)

1. SNMPv1 or SNMPv2: write the name of both Write Community
and Read Community.

SNMP
SHMP Setting
CIsnmpv1  [¥]SNMPv2c
Write Comimunity: Write
Read Community: public

2. SNMPv3: Set the Security Name, Authentication Type,

Authentication Password, Encryption Type, Encryption Password
of Write mode and Read mode.
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SNMPv3

Write Security Name: write
Authentication Type: ©mps O sHa
Authentication Password:  [seesssssszsess
Encryption Type: ©pes O aEs
Encryption Password:  |=eeesesees
Read Security Name: public
Authentication Type: ®mMps O SHA
Authentication Passworg: | ===ssssssszzaas
Encryption Type: ©pes O aEs
Encryption Password:  |=eeeseses

3. Enable SNMPv1/SNMPv2 Trap for detecting the Trap server.

Please set what event needs to be detected.

SHMPviivZ2e Trap
Trap Address:
Trap Community: public
Trap Event: Cold Start Warm Start Link Up
Authentication Failed 5D Detect

Cold Start: The camera starts up or reboots.

Setting changed: The SNMP settings have been changed.

Network Disconnected: The network connection was broken

down (The camera will send trap messages after the network

is connected again).

V3 Authentication Failed: A SNMPv3 user account tries to get

authentication but failed. (Due to incorrect password or

community)
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» SD Insert/ Remove: A Micro SD card is inserted or removed.

c. Access list:

Enable IP address filter for setting the IP addresses which allows or
denies this camera. There are two options: single and range.

IP FILTER

IP ADDRESS FILTER Setting

V| Enable ip address filter

IPv4 Setting:
add 9 allow ) deny

single -  address:
single

IPv4 List:
No. |IP Address Filter Action
1 [ remove |
2 | remove
3  remove
4 | remove
5 | remove
6 | remove
7 | remove
8 | remove
9 [ remove
10 [ remove |

Allow admin ip address always access this device
Admin ip address:
_apply |

d. QoS/DSCP(Quality of Server/Differentiated Services Code-point):

DSCP specifies a simple mechanism for classifying and managing
network traffic; and provide QoS on IP networks. DSCP is a 6-bit in
the IP header for packet classification purpose. Please define it for

Live Stream, Event / Alarm and Management.

47



z’ip

CAMERA
QoS/DSCP
QoS/DSCP Setting
¥| Enable QoS/DSCP
Live Stream: L] (0~63)
Event / Alarm: 0 (0~63)
Management: 0 (0~63)

e. |IEEE 802.1x:

IEEE 802.1x is an IEEE standard for port-based Network Access
Control. It provides an authentication mechanism to a device on a
LAN or WLAN.

The EAPOL protocol support service identification and optional

point to point encryption over the local LAN segment.

-
B > [ cr2202:] —D>
e -— e ————
supplicant Authenticator Authentication
(switch) server

Please check what version of the authenticator and authentication
server is supported. This camera supports EAP-TLS method.
Please enter the ID, password issued by the CA, then upload

related certificates.
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IEEE 802.1x Setting
Enable |EEE 802.1x
Eapol version: @vl w2
Identity:
Private key password:
Upload
CA certificate:
Remove
Status:
Client certificat ‘e
ient certificate: -
Remove
Status:
Upload
Client private key:
Remove
Status:

[ll. PPPOE & DDNS:

PPPoE Setting
O Enabled (® pisabled

Username: | ‘

Password: ‘ ‘

Send mail after dialed

[[JEnabled
Subject: 'PPPOE From IPcam ] | Apply |

a. PPPoE: Select Enabled to use PPPoOE. Key-in the the Username
and password for ADSL connection.

Send mail after dialed: When connected to the internet, the camera will
send a mail to a specific mail account.

49



KIOP\

b. DDNS:

CcCARAMERA

Example when using camddns:

DDNS

DDNS Setting

(Enabled  (*) Disabled

Provider: ddng.camddns.com | v

U=ername:

Schedule Update: 1440 Minutes
State

Idle

Hote:

1. Schedule Update: Feature of DONS schedule update is designed for
IP products which installed behind the ICS or HAT devices. Update
range from every 5 (minutes) to 5000 {minutes) and 0 remain to
off.

2. Please note that the hostname will be blocked by InmDHS.org if
schedule update is more than once every 5 minutes to 60 minutes.
In general, schedule update in every 1440 minutes is
recommended.

Enable this service

Key-in the username.

IP schedule update. Default: 5 minutes

Click Apply.

DDNS Status

(1) Updating: Information update

(2) Idle: Stop service

(3) DDNS registration successful, can now
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http://<username>.ddns.camddns.com: Register

(4)

(5)

(6)

IV. Server settings

successfully.

Update Failed, the name is already registered: The
user name has already been used. Please change it.

Update Failed; please check your internet connection:

Network connection failed.

Update Failed, please check the account information
you provided: The server, user name, and password may

be wrong.

There are three server types available: Email, FTP and SAMBA. Select

the item for display detailed configuration options. You can configure

either one or all of them.

To send out the video via mail of FTP, please set up the configuration first.

Mail Setting
Login Method:
Mail Server:
Username:
Password:
Sender's Mail:
Receiver's Mail:
Bce Mail:
Mail Port:

Secure Con

Server Settings
Account -
25 (Default 25)
nect: TLS SS5L
| Test |
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FTP

To send out the video via mail of FTP, please set up the configuration.

ETP Setting
FTP Server:

Username:

Password:

Port: 21

Path: )

Mode: PORT =~

Create the folder: Yes ¥ (ex:Path/20100115/121032m.avi)

| Test |

Samba

Select this option to send the media files via a neighbor network when

an event is triggered.

Samba (Network storage)
Location: (ex:\\Nas_ip\folder)
Workgroup:
Username:

Password:

Create the folder: Yes ~ (ex:Path/20100115/121032m.avi)

| Test |

Click Apply to save the setting, then use Test button to test the server
connection. A message box will tell you OK! if it works, and a test

document will be created in the location.

If the test failed, check the sharing setting of your location folder. The
folder properties must be shared and the permissions must be Full

Control as the picture.
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General Sharing | Security I Share Permissions |
(™7 “ou can share this folder among other users on your | Add
U network. To enable sharing for thiz folder, click Share this
falder.
Remove |
i i folder
€% Share this folder 7 J
Share name: |.-‘\-Z'."f Share
Comment: [
Allow Deny
Uszer limit: % Maximum allowed O
 Allow I _'; Uszers O
O
To zet permissions for how users access this P |
falder ower the netwark, click Permissions.
To configure settings for Offline access to Each
this shared folder, click Caching. __ Coching_|
0K Cancel Apply 0Ok, I Cancel Lpply

V. Wireless Setting (Optional): Support 802.11 b/g/n
For setting up the IP camera via wireless network, first, use the Ethernet
cable to connect the camera. After finishing the wireless settings and
saving them, remove the Ethernet cable.
Note: The IP address is the same under both wireless and wired network.

If the Ethernet cable is plugged in the camera, the IP camera will use it to

link to the Internet instead of the wireless router.

a. Status of Wireless Networks
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Wireless Setting

Status of Wireless Networks
. Signal

SSID Mode Security Strength
IRHOSON Infrastructure | WEP |47 |
lhunt-ZyXEL Infrastructure | WPA1PSKWPAZPSKTKIPAES |42 |
lhunt_sal4_showroom Infrastructure | WPA1PSKWPAZPSKTKIPAES |68 |
HUNT_mIS Infrastructure | WPA2PSKIAES 52 |
ffan Infrastructure | WPAPSKTKIP 52 |
IMLink Infrastructure | WPA1PSKWPAZPSKTKIPAES|(31 |
sales-4 second Infrastructure | WPAPSKTKIP |47 |
leCoffee Infrastructure | WPA2PSKTKIPAES (31 |
[ZyXEL-NVR Infrastructure | WPA1PSKWDPAZPSKTKIPAES (13 |
|Lanner\."1.'1reless ||Infrastructure ||WP.IIJ’[HIPAES ||Zﬁ |

The camera scans and shows the SSID, Mode, Security, and Signal

strength of the wireless network.

b. Wireless Setting

Wireless Setting

MAC Address: 00:0D:F0:64:27:AC
Mode: Ad-hoc v

Operation Mode: | Auto |+ |

SSID: Default

Domain: FCC {(1-11Ch) ||
Channel: 6 |v

Security: None ™

e Mode: Infrastructure mode is used to link to the wireless router.

Ad-hoc mode is used to link to the PC directly. Domain and Channel

options appear only in the Ad-hoc mode.

e SSID: The ID of the wireless network service.
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Domain: The wireless network standards are different in each region.
Please select the wireless standard of you location. FCC is the
American standard. ETSI is the European standard. JP is the Japanese

standard.

Channel: Assign a channel for the camera in order to avoid interference.

Security: Select WEP, WPA-PSK, or WPA2-PSK according to your

wireless router settings.

c. WEP Setting
WEP Setting
Authentication: | Shared Key |v|
Encryption: 64 bit | v
Key Type: HEX v (10 character max)
Key 1: O
Key 2: ®
Key 3: O
Key 4: O

Authentication: Open System or Shared Key, according to your

wireless router.

Encryption: The option determines the length of the key password. In
HEX type, 10 characters are allowed if you select 64 bit; 26 characters
are allowed if you select 128bit; In ASCII type, 5 characters are allowed

if you select 64 bit; 13 characters are allowed if you select 128bit.

Key Type: In HEX type, the key password can only be hexadecimal
numbers. In ASCII type, the key password can be any letter and number.

(Capital and lowercase letters are regarded as different.)
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e Key 1~4: Key in the key password according to your wireless router

setting. The length and type must be consistent with the settings above.

d. WPA-PSK/ WPA2-PSK Setting

A-P5SK Setting
Encryption TKIP |
Pre-Shared Key: 23133690 (ASCI format, 8~63)

e Encryption: TKIP or AES, according to your wireless router.

e Pre-Shared Key: Key-in the key password according to your wireless
router settings. Any letters and numbers are allowed. (Capital and
lowercase letters are regarded as different.)

e. WPS

WPS (Wi-Fi Protected Setup) is an interface standard that allows users

to easily establish wireless network, and be free from complicated security
setting.

Please follow the steps for starting WPS. The menu and usage of every
router may be different from the sample pictures.

e Set up the SSID and the pre-shared key on your wireless router. WPS
only supports WPA/WPA2 security. Do not select WEP security.

e Plug-in the power adapter to the IP camera.
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e Use the Ethernet cable to connect the IP camera to the PC or network.
Enter into the wireless setting page, and check if the SSID of your
wireless router is listed in Status of Wireless Networks. If yes,

continue toward next step, no other wireless settings are needed.

e Access your router, and press the Connect button of the PBC (Push
Button Configuration) on your router. (Please read the manual of

your router about WPS configuration)

There are two ways to add wireless device to your wireless netwaork:

-PIM (Personal Identification Murnber)

-PBC (Push Button Configuration)
I

) PIN :

please enter the PIN from your wirgless device and click the below 'Connect’ Button
) PBC
please press the push button on your wirgless device and click the below 'Connect’ Button within 120 seconds

[conrect]
[rev] Button oh Router

e Then, press the WPS button on the back of the camera as shown in the

image. The light above the WPS button will start flashing.

WPS button

|| i ||
J_;Llnﬁ”@i i

|

When it finally stops flashing and lights constantly, it means the WPS

connection is successful. Refresh the wireless setting page on the camera;
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you will see that the security settings have been already automatically
completed. Meanwhile you might see a message on your router page to
inform you the connection is OK. Now you can remove the Ethernet cable

from the IP camera.

If the light finally stops flashing but the lights are off, it means the WPS
connection failed. Check your wireless router setting, and make sure the

SSID of the wireless router is found by the camera and listed in Status of

Wireless Networks.

C. A/V Setting

Privacy Mask
. Area1 Area 2 . Area3 | save &

maage Setting

Brightness: 0 T E—

Contrast: 0 v

Hue: 0 v b

Saturation: ] v

Sharpness: 0 Y| ——

AGC: C [6ax~

Shutter Time: d CQutdoor v

Sense-Up: e 10 r

D-WDR.: f Off v

Video Orientation: g Flip Mirror

Hight to Day Lux: | 7 lUX T | {@about) Day to Hight Lux: |3lux ¥ | (about)
Current Lux: h 42 lux | (about)

Day & Hight; Light Sensor Mode ¥

VWhite Balance: i Red gain; |0 ¥ Blue gain: |0 ¥

Denoise: j il (6 ™ e |3 T

Default
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1. Image Setting

Please refer to the details below for image settings:

a. For security and privacy purposes, there are three areas that can
be set up for privacy. Click the Area button first, and then drag an area
on the above image. Remember to save your settings. The masked

area will not be shown on both live view and recording image.

b. Brightness, Contrast, Hue, Saturation, Sharpness can be adjusted

here. The available values are: -4, -3,-2,-1,0,1, 2, 3, 4

c. AGC: The sensitivity of the camera can be adjusted to the
environmental lighting. By enabling this function the camera will get
brighter images on low light, but the level of noise may also increase.

The available values are: 8x, 16x, 24x, 32x, 48X, 64x.

d. Shutter Time: Choose the location of your camera or a fixed shutter time.
The shorter the shutter time is the less light the camera receives and the

image becomes darker.

e. Sense _up: When enabled, provides a higher sensitivity in low light
conditions by slowing the shutter speed. The available values are: 1/30,
1/15, 1/10, 1/5.

f. D-WDR: This function enables the camera to reduce the contrast in the
view to avoid dark zones as a result of over and under exposure. If the

Input resolution is 30fps, the default value is fixed on ENABLED. The
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available values are: OFF, 1, 2, 3, 4, 5, 6, 7, 8. If the D-WDR is enabled
the values for bright, dark and contrast can be adjusted.

g. Video Orientation: Flip or mirror the image.

h. Day & Night: The camera can detect the light level of the environment. If
you choose Light Sensor Mode, the image will be turned black and white
at night in order to keep a clearimage. To set light sensor mode, appoint a

Lux standard of switching D/N.

The current Lux value is provided for reference. Under Times Mode the

switch time of Color / Black and white will be according to the given time.

You can also control it by choosing Color or B/W.

i. Red / Blue gain: Set the values for Red / Blue gain. The available values
are: -5,-4,-3,-2,-1,0,1,2,3,4,5

j. Denoise: This function is able to filter the noise and blur from the image
and show a clearer view. You can set the values for 2D and 3D filters. The
available values are: off, 1, 2, 3,4,5,6,7,8,9

2. Video Setting

Video Setting
Input Resolution: 2502x1944 @ 15fps
Video System: PAL T
TV Output: Auto ¥ |{Auto : Based on the Video System)
TV Qutput Focus Bar =
ONIOFF ON OFF
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eInput Resolution: 2592X1944 @ 15fps or 1920X1080 @ 30fps

e¢Video System: PAL or NTSC

TV Output: PAL, NTSC or Auto

a. Streaming 1& 2 Basic Mode:
(Max Video Frame Rate for both streaming combined is 30 FPS)

Streaming 1 Setting

(@ Basic Mode ) Advanced Mode

Resolution: 1260x500

Quality: High b

Video Frame Rate: IFPS v

Video Format: H.264

RTSP Path: exrtspP_Adress/ Audio:G.711

1. Resolution:

On input: 2592X1944 @ 15fps

Stream 1

2592x1944@15fps, 2048x1536@15fps, 1920x1080@ 15fps,
1280x720@ 15fps, 640x480@ 15fps, 320x240@15fps,
176x144@ 15fps

Stream 2

640x480@ 15fps, 320x240@ 15fps, 176x144@15fps

On input: 1920X1080 @ 30fps

1920x1080@30fps, 1280x720@30fps,
320x240@30fps, 176x144@30fps

640x480@30fps,
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Profile:
Baseline, Main, High
Profiles are different compressions of H.264. High profile

provides better coding efficiency. Note that some devices do
not support every profile. For example, iPhone4 only supports

Main profile.

3.  Quality:

There are 5 levels:
Best/ High/ Standard/ Medium/ Low

The higher the quality is, the bigger the file size is. Not good for

internet transmission.

4. Video Frame Rate: The video refreshing rate per second.

5. Video Format: H.264, JPEG

6. RTSP Path: RTSP output name

b. Streaming 1 & 2 Advanced Mode:
(Max Video Frame Rate for both streaming combined is 30 FPS)

Streaming 1 Setting
C‘ Basic Mode
Resolution:

Video Quantitative:

'@' Advanced Mode

1280x800 I

Bitrate Control Mode: (®)cBR () VBR

Video Bitrate: Mbp=s w

Yideo Frame Rate: I FPS v

GOP Size: 15FPS | GOP=30

Y¥ideo Format: H.264 |+

RTSP Path: exrtsp/IP_Adressi  Audio:G.711
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Resolution:

On input: 2592X1944 @ 15fps

Stream 1

2592x1944@15fps, 2048x1536@15fps, 1920x1080@ 15fps,
1280x720@ 15fps, 640x480@ 15fps, 320x240@15fps,
176x144@ 15fps

Stream 2
640x480@ 15fps, 320x240@15fps, 176x144@ 15fps

On input: 1920X1080 @ 30fps

1920x1080@30fps,  1280x720@30fps,  640x480@30fps,
320x240@30fps, 176x144@30fps

Profile:

Baseline, Main, High

Profiles are different compressions of H.264. High profile
provides better coding efficiency. Note that some devices do
not support every profile. For example, iPhone4 only supports
Main profile.

Bitrate Control Mode

There are CBR [ Constant Bit Rate )] and VBR ( Variable Bit
Rate )

CBR: 32Kbps~8Mbps (the higher the CBR is, the better the
video quality is)
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VBR: 1(Low) ~10(High) — Compression rate, the higher the
compression rate, the lower the picture quality is; vise versa.
The balance between VBR and network bandwidth will affect
picture quality. Select the VBR rate to avoid picture breaking up
or lagging.

4. Video Frame Rate (5~30 FPS): The video refreshing rate per
second.

5. GOP Size (1, 1/2, 2) X FPS: "Group of Pictures". The higher
the GOP is, the better the quality is.

6. Video Format: H.264 or JPEG

7. RTSP Path: RTSP output connecting path

C. 3GPP Streaming mode:

JGPP Streaming Setting
9 Enabled Disabled

Resolution: 320%240 |~ |
Video Bitrate: 256Kbps [+ |
Video Frame Rate: 15FPS [+ |

Video Format: MPEG4 | = |

RTSP Path: v

ex:rtspIP_Addressivd  Audio:AMR

1. Resolution:

640x480@ 15fps, 320x240@ 15fps, 176x144@15fps
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2. Video Bitrate:

32Kbps~1Mbps (the higher Video Bitrate is, the better the
video quality is).

3. Video Frame Rate
The video refreshing rate per second.

4. Video Format

Select between JPEG or MPEG4

5. RTSP Path: RTSP output name

3. Audio

The IP Camera supports 2-way audio. The user can send audio from the
IP Camera built-in microphone to the remote PC; the user can also send

audio from remote PC to IP Camera’s external speaker.

a. Audio from IP_camera built-in _microphone to local PC: select
Enable to start this function and select the audio type.

Audio
IP Camera to PC
@' Enabled Disabled
Audio Type: G.711 (64Kbps) -
Apply
Adjust Volume
Mic-In: 0 -
Line-Out: 0 - Default
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b. Audio from local PC to IP Camera: Check chatting in the browsing

page.
I Chatting: [_| IUn|inewsitor:1

The Audio will not be smooth when the SD card is recording.

D. Event List

The IP Camera provides multiple event settings.

1. Event Setting

a. Motion Detection

[ Area 1: [Jemait [Jrre [Joutt [ saveto sD cara [ ] samba

[l Area 2: [Jemait [Jrre [Joutt [ saveto sD cara [ ] samba

[ Area 3: [Je-mail LIFTP [Jout1 [ saveto sDcard [ Samba
Subject: |IF' Camera Warning! |

Interval: a period of time between every two motions detected.
[ | Based on the schedule

To enable motion detection, tick Area 1/2/3. Click Area 1/2/3 in Area
Setting, and draw an area on the preview screen. When motion is
detected in the area, the word Motion! will be displayed on the live screen.
The camera will send video or snapshot to specific mail addresses, trigger

the output device, or save video to FTP/ Micro SD card/ Samba.
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Micro SD card. Also, by ticking E-mail/ FTP/ Samba on the Log option,
the motion detection log will be sent to E-mail/ FTP/ Samba

simultaneously.

+ Interval: For example, when selecting "10 sec", once the motion is
detected and the action is triggered, it cannot be triggered again within 10

seconds.

» Based on the schedule: When the option box is ticked, only during the

selected schedule time the motion detection is enabled.

b. Tampering Detection

Tampering Detection
Tampering: Enabled ® Disabled
Cle-mail CIrtPp Clout1 [l Save to SD card []Samba

Interval: 30 sec [v]

When the camera view is covered, moved, hit by strong light, or out of
focus, the tampering detection will be triggered, and send snapshot or
video to mail/FTP/Samba/SD card, or trigger the external alarm. For

example:

Before Tampering Detection Tampering Triggered (Defocused)
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Before Tampering Detection Tampering Triggered (Lens Covered)

* Interval: The tampering detecting interval. Take the diagram below as
example. The interval is set for 30 second; the camera lens is covered
during 10 - 40 sec. At time point B, the camera compares the view with
time point A, and sends an alarm when it founds that the lens is covered.
At time point C, the camera compares the view with time point B, and

sends an alarm when it founds that the lens is uncovered.
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0Sec. 10Sec. 30Sec. 40Sec. 60Sec.

S
-
A B C
Camera lens is covered
c. Record File
Record File
File Format: A1 File{with Record Time Setting) |

When an event occurs, the IP camera will record a video clip or take
snapshot, and then send to mail/ FTP/ Samba. Select the file format to be
saved.

» AVI File (with Record Time Setting): Save AVI video file. The video length

is according to the value set in Record Time Setting.

» JPEG Files (with Record Time Setting): This option is enabled when

selecting JPEG video format in streaming 1 on Video Setting, this option
can be enabled. Select this option to save several JPEG picture files. The
successive picture files cover a period of time according to the value set in
Record Time Setting.

» JPEG File (Single File with Interval Setting): Save a single JPEG picture

file when the event occurs.
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d. Record Time Setting

Record Time Setting

Pre Alarm: 5sec v | Post Alarm: 5sec v

When an event occurs, the IP camera can record a video clip or take a
snapshot, and then send it via mail/ FTP/ Samba. Select the video recording
length before and after the event is detected.

hea [ema Clrp Lloutt ™Saveto S card [lSamba
Subject: IP Cames a Warning!
Iterval: 10 sec v aeriod of time betweeen every two motions detected.
() Based onthe schedule
Record File \
File Format: VA Fle(with Record Time Settng) v
Rocord T Sfing oo, I

PreMam: 1 | §sec v| PostAlarm:| Gsec v

MOTION!

Record 5 sec. before motion This motion will not be recorded ~ Record 5 sec. before motion

and 5 sec. after motion to SD card  pecyase it's in the interval and 5 sec. after motion to SD card

e. Network Dis-connected

The IP Camera will scan the network. The image will be record to
the SD card after the IP Camera detects network dis-connected, if

set Save to SD card.
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f. Network IP check

After enabling IP Check, the IP camera can check if the network
server is connecting. If the IP camera checking failed, the image will

be recorded into the SD card.

Network IP Check

IP Check: Enabled '@ Disabled
IP Address: www.google.com
Interval: 30 sec |~ |

. Connection failed four times. Reboot IP Camera.
Check failed:

Save to 5D card

g. PIR Setting

PIR Setting
Enable: E-mail FTP Out1 ¥ Save to 5D card Samba Audio Out

Wave File: Police Pass v Test

Interval; 0 sec ¥

After enabling the PIR select the action to be performed.

» Wave file: Select the Wave File to be triggered. You can test the audio
before setting it.

* Interval: For example, when selecting "10 sec", once the event is

triggered, it cannot be triggered again within 10 seconds.
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2. Schedule
. With schedule setup.
Snapshot
CEnabled @ Disabled

Snapshot: Cle-mait CIFtp [l save to SD card []Samba

Interval: 10 Second({s) [1..50000]

File Hame: Snapshot

a. Schedule: After completing the schedule setup, the camera data

will be recorded according to the schedule setup.

b. Snapshot: After enabling the snapshot function; the user can select the
storage position of the snapshot file, the interval time of the snapshot

and the reserved file name of the snapshot.

c. Interval: The interval between two snapshots.

3. 1/0 Setting

Input Setting
Input 1 Sensor: N.O M
Input 1 Action: ClE-mail CIrtP [ow1 []Save to SD card [1Samba

Subject: GPIO In Detected!
Interval: 10 sec M
[] Based on the schedule
Ourtput Setting

Mode Setting: ® onoff Switch O Time Switch

Interval:
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a. Input Setting:

The IP Cam supports input and output. When the input condition is
triggered the camera will trigger the relay; send video to mail
addresses or /FTP server /| SAMBA.

* Interval:

For example, when selecting 10 sec, once the motion is detected
and the action is triggered, it cannot be triggered again within 10

seconds.

Based on the schedule:

Only when the option box is ticked, the selected schedule time for
I/O is enabled. For example, if the 11th hour of Monday has not
been colored in the schedule table, then no action will be
triggered even if the camera detects input signal during
11:00~12:00 on Monday.

b. Output Setting:

The output mode affects the DO or relay out duration.

e ON/Off Switch: The camera triggers the external device and lasts

for 10 seconds. You can turn off the alarm manually by clicking off

at the right bottom of the live video page.

Relay Out1: @ OHN OFF
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e Time Switch: Click Pulse for the camera to trigger the external

output device for several seconds; the duration

according to the interval setting in Output Setting.

Relay Out1: | F"IllEEl

4. Log List
Log List
System Logs
Logs
Motion Detection Logs
Logs
Ii0 Logs
Logs
All Logs
Logs

length

is

Sort by System Logs, Motion Detection Logs and 1/0O Logs. In addition,

System Logs and I/O Logs won'’t lose data due to power failure.

[201 200703 16:22:39]192.168.40.159 login by admin.
[2072M7/03 11:64:221192.168.40.1 32 login by admin.
[201 20702 19:08:52]1192.168.40.1 32 login by admin.
[201207/02 18:24:40]1192.168.40.132 login by admin.
[201 200702 14:37:05]192.168.40.1 32 login by adrmin.
[201207/02 1418261 192.168.40.132 login by admin.
[2072M7/02 09:00:26 1 192.168.40.1 32 login by admin.
[ 201 2006/29 19:51:34 ] Streaming 2 going to Close,

Systern Log

[ 2012008729 19:51:34 ] Streaming 1 Yideo bitrate going to 5000 kKbps.
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5. SD Card

a. Playback

Insert the Micro SD card before using it. Make sure to push the Micro SD

card completely into the slot.

Click the date listed on this page for showing the video list. The video
format is AVI. Click the video to start Microsoft Media Player to play it. To

delete the video, check it, and then click Del.

2006/04/17

Time Video Event Type ]
09:05:22 0905221 Hetwork Dis-connected O
09:05:52 190 1 Hetwork Dis-connected O
09:06:22 ( Hetwork Dis-connected |
09:06:52 ( ! Hetwork Dis-connected |
09:07:22 )9 Hetwork Dis-connected O
09:07:52 ) W Hetwork Dis-connected O
09:08:22 19082 Hetwork Dis-connected |
09:08:51 Hetwork Dis-connected O
09:09:21 ) - Hetwork Dis-connected [l
09:09:51 ( W Hetwork Dis-connected O

b. SD Management

When choosing The 1st day the recoding file will be kept for one day.

The oldest file will be deleted if the Micro SD card is full.
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Auto Deletion:

Playback
No SD card
$D Management

Off

Oft

The 1st day

The 2nd day
The 3rd day
The 4th day
The 5th da

The Tth day
The &th day
The 9th day
The 10th day
The 15th day
The 20th day
The 25th day
The 30th day

~ (Keep 1/ 27 31 4...days)

Note : The use of the SD card will slightly affect the operation of the

IP Camera, such as affecting the frame rate of the video.

c. Copy to PC
You can insert the Micro SD card to the PC and read the files directly, or

use FlashGet instead to download the files from the IP camera. (In this
way you do not need to pull out the Micro SD card from the camera.)

For using FlashGet to download image and video data from the Micro

SD card, please follow the steps:

(i) Enter data list and right-click Files link daily, select save target as...

then save the link list to PC.
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Open

Time Video Event Type

Open in new tab
02:47:11 0247 11m.avi Motion Detection & -
Save target as... )
17:18:30 171830m.avi Motion Detection TGt = o
17:18:32 171832m.avi Motion Detection
17:18:33 171833m.avi Motion Detection | Cop
¥ Files link daily. Copy shortcut

(i) Open FlashGet, select File — Import — Import list, and find the

link list file you just saved. The file name may be called SD_list.

" Fashoet [;}@

Elk Eit Vv Mensge Tools Help e
New Download.... F4 —
Add batch download... S| B0 | @ aE ] @2 @

Open Torent... Ctr+O . |& Google Chrome 2] noru e
|™ H264 DVR _Quick_installation_Guide_al1633RK4D14_111206 [

& HLC-1NCo1

HOEM_BTYFE_VB10.27_20120727_220146

Open degtination directory Ctrl+Enter

B PinstallerENG (o) indows 3R
1@,  Kiwi Application Monitox ] R R EE
&) ) @)
S ; WREHW: D EEE)
Start All 22 IAERNT): (47 Files (¢ [v] (=
v,:,Ra‘m Al F9 L’:-‘
i > Importlit.. cuwL
‘ I Px;cess Web Page‘l-'ile =3 Ctﬂ+WA
Exit

(i) FlashGet will show you the link list, and you can tick the files you
want to copy to your PC. Give the directory path in the new download
window, and remember to enable Login to Server: key in the IP

Camera username and password.

— — -
[ select URL Add new download
Hotice: Only selected URL(s) will be added o job list. Right click mouse to custornize. URL: hitp://192 168.1.71/avi/20120810/02471 L avi
Referrer:
Title URL
02671 imavi  http:#192.168.171/avi/20120810102471 Lm.avi Catgory:  [[G) Dovalonded B
o 171830mavi  hitp:#192.168.1.71/avil20120810/171830m avi
hitp:#192.168.1.71/avi/20120810/1 71832m avi Saveto: |CiDownloads [v] [(Browsr ]
i 171833m avi

hitp:#192.168.1.71/avi/20120810/171833m avi Rensmne: | 024711mavi

d Login to Server.: ) Enable Sharellzl
Userpame:  adimin []Open the File fter Download

| Passwond: | HbRKE / Threads From main site | 5 =

S —
(2] m | B ﬁm,,iﬂ
’

[ ost ] [ MakHighlight | [ Chooe | | OK ] [ Comcel ]
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(iv) Click OK to start download.

\ FlashGet
File Edit View Manage Tools Help
@ 2 :
| o d @ & [Softwars v
: New Dir. Opt.  Home - .
MG“ B Name Size Completed Percent Elapsed Left Speed
i:xd Dovnload b 171830mavi 237M [ 0% ] 000010 235.86K
- {ig Downloaded b 171832mavi 216M [ 0% ] 00:00:09
0B 0% ]

8] Deleted P 171833mavi

FlashGet is a free software that can be downloaded from
FlashGet official website. The example above is based on

FlashGet ver.1.9.6.
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VI. Network Configuration

I. Configuration 1:

4
B\
e &
ADSL Modem
1. Real P
2. EERoE

Internet Access: ADSL or Cable Modem

IP_address: One real IP or one dynamic IP

Only the IP Camera is connected to the internet

a o o 9

For fixed real IP, set up the IP into IP Camera. For dynamic IP, start
PPPOE.

Il. Configuration 2:

B r
}.1_;\.: A .‘_.-._
- RedlP —
2 PPPOE

= A — @)

= ——-LA\-@

Q_ Switch Hub  Ans| Modem

Internet

1 Real P
2 PPPOE
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Internet Access: ADSL or Cable Modem

IP address: More than one real IP or one dynamic IP
IP Camera and PC connect to the internet

Device needed: Switch Hub.

® 2 6o T »

For fixed real IP, set up the IP into IP Camera and PC. For dynamic IP,
start PPPOE.

lll. Configuration 3:

| |— ™

Q IP Shanng ADSL Modem
Internat

Virtual IP

Internet Access: ADSL or Cable Modem
IP address: one real IP or one dynamic IP
IP Camera and PC connect to the internet

Device needed: IP sharing

®©® 2 o T &

Use virtual IP, set up port forwarding in IP sharing.
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VII. I/0O Configuration

1. 1/O Connection

a. Connect the GND & DO pin to the external relay (buzzer) device.

b. Connect the GND & DI pin to the external trigger device.

o @ &

IN~
ouT-

GND -

When no event occurs, the DO output is 5V (DO and GND are
disconnected). When the camera detects events it will trigger and external
alarm, DO output is OV (DO and GND are connected).

5V OFF / Not Pulse

) 0 0 DO
Device o o GND

5v ON/Pulse
1 ov 4

] o DO
Device 5 GND
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If you select N.O on Input sensor setting, when the switch contacts are
opened, the camera input alarm will be triggered and will execute the
action user has set, for example, send a snapshot to E-mail address.

If you select N.C in Input sensor setting, when the switch contacts are
closed, the camera input alarm will be triggered and will execute the action
user has set, for example, send a snapshot to E-mail address.

Normal 5V
(N.O) 0 DI
Device c’l o GND
5V Triggered
L w o 4
(N.O) DI
Device 0[ GND

c. I/0 PIN definition

* GND (Ground): Initial state is LOW
* DO (Digital Output): DC 5V
DI (Digital Input): Max. 50mA, DC 5V

2. /0 Setup

a. Click 1/0 Setting from the system setup page via IE, and check Outl

to enable 1/O signal.
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/O Setting
Input Setting
Input 1 Sensor: N.O |~
put 1 Action:  [JE-mail LIFTP [¥out1 [CIsaveto SD card [lSamba
Input 2 Sensor: N.O |~
put 2 Action:  [JE-mail LIFTP [¥loumt1 [Isaveto SD card [lSamba
Subject: GPIO In Detected!
Interval: 10 sec |+
[] Based on the schedule
Chutput Setting
Mode Setting: © onoff Switch O Time Switch
Interval:

Annhs

b. Output Test

After the external input and output hardware is installed, you can use
the Relay Out bottom on the live video page to test if DO / Relay Out

works.

(i) On Off Switch mode:

Clicking ON will trigger the external output device for 10
seconds. For example, your alarm buzzer will continuously
ring for 10 seconds. After 10 seconds the buzzer stops
ringing, or you can manually break off the output signal by
clicking OFF.

Relay Qut1: '@ ON OFF
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(i) Time Switch mode:

Click Pulse for the camera to trigger the external output
device for several seconds; the duration length is according
to the interval setting in Output Setting.

Relay Qut1: | Pulse |

VIII. Factory Default

If you forget your password, please follow the steps to revert back to default
value.

* Remove the power adapter and Ethernet cable from the camera.

* Press and hold the Default button on the back of the camera, just as shown in
the picture.

L

J

{ /L .‘
/.\
Default \
4

</
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» Connect back the power to the camera. It will take around 30 seconds for
the camera to boot.

+ After the camera finishes booting release the button and plug-in the
Ethernet cable after the camera.

* Re-login the camera by using the default IP (http://192.168.1.200), and user
name: admin, password: admin.

IX. Universal Password

If you forgot the password of your IP camera, you can reset the camera to factory

default, or follow the procedure below to generate a universal password.

Note: Universal password will be valid only when you enable the function in User
Management.

1. First, you need to know the IP address and MAC address of your IP camera.
You can use IP installer to scan the LAN, and see the IP address and MAC

address on the side column.

0 1P Tasllar 72 3

)
E

[evice lists:

& Statao ¢ DHCP

| Rerver Mame | IPAddress | =

ARBERRREARR 192, 16& 840151 Waxes Ir W
Jackson_B186 1492 1 GREPDOL0

IP_Cameoraibd 10z 1687004 |°F =0 dE 8 HEb
Viden_Serverdll 102, 168 &F0020

IP_Camerral 31 192, 168870131 LT SEENNEAY EEE ﬂ
T05 W CAM 182 1600187 Gataway FEF T 1 2654
|P_Camcra 1892, 168820240 —_—_—
Video_Server 192.168.820.025 L= W4 4
|P_Cameralit 192 AERATRI05 . s 2 w9 19 1
P Camern 10206800242 :
TP O THETRERELITT | Fooel =
mrﬁ“"'i-i’!m i:?&:mﬁ gl T 000 0F - 00~ 21 - 0 6

Search bavice

To Change Devics Mame, 1P addrevs, nml Galowmy:
1. 5elect ®ie device on the kel side,

2.Change nebwerk parsmetar on the right side.
1.Press Submé button.

A.Press “Search Dewice™ 1o re-search again.

5. Doubde click Se device io open L Eniz
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Or, if you already know the IP address of camera: Open the web browser, key in
http:// (IP address) /GetIPMAC.cgi and press enter. The IP address and MAC
address will be displayed on browser.

- . e

Ul 55 nitp7192.168.1.242/Get PMAC.cgi

Find the .html file named Universal Password in CD-ROM. Click to open it.

e Uriverml Pasword_V1 1
Chioone HTML Document
Il EH

Key in the camera IP address IP Address column and MAC address in MAC
column, and then click encoder, a set of username and password will appear,
as shown in the picture below:

192 168.1.200
00:0f:0d:11:22:33

The universal username and password are generated from the IP address and MAC

address you key-in, so if you change the camera IP address the universal password
changes, too.

4. Take the generated username and password. Use them to log into the camera.
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Wirders Security ﬁ

Theserser 1921681 347 at 1P Comera  nequines 3 usemsaemee and
pasiwand,

Waming: This server is requesting that your usemame and passwaond be

s8Nt in am inseoure manner (basic suthentaton without a secure
connactson).

Ty LW g |
H| e |

+  Remember miy credentials

ok || canece

5. Now you can login as administrator. Turn to User Management page. The use
of universal password does not affect the previous user setting, so the
administrator account password does not change until you edit it. Please click

Edit to give a new administrator password.

¥ My _Seftiny - Neapls Cheme
ke Tl

IFvmrorse advan

revemi: | 2EtUP NEew Passivord

87



cCAMERA

IP Camera Adaptor Quick Installation
Guide

o~

o
Z‘ﬁu/‘i“’"
/

iy P g

| I —) 1 1T

CD Screws x2 Wall Plug x2

&

* The CD includes user manual and software tools
» Adaptor: AC100-240V DC12V/0.5A
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XI. Micro SD Card Compatibility

The following are the recommended SD Cards:

SD Card
ADATA 4G SanDisk 512M
ADATA 512M SanDisk 8G
Blast 128M Silicon Power 128M
GIGATEK 128M Silicon Power 256M
Kingmax 256M TEKQ 128M
Kingston 128M TEKQ 256M
Kingston 1G Toshiba 128M
Kingston 256M Toshiba 256M
Kingston 32G Toshiba 4GB

Kingston 512M

Transcend 128M 80X

Phast 256M Transcend 1G 80X
Photofast 256M Transcend 256M 80X
PK 128M Transcend 4G 150X
PK 128M Tracend 2G 150X
PRETEC 128M Tracend 4G 150X
READY 128M Tracend 512M 80X
SanDisk 128M Transcend 16G
SanDisk 16G Transcend 32G
SanDisk 1G Transcend 4GB
SanDisk 256M Transcend 8G
SanDisk 2G TwinMOS 128M
SanDisk 32G TwinMOS 256M
SanDisk 4GB UMAX 128M

U-TEK 128M

CARD
SanDisk 4GB Transcend 4GB

—%
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SanDisk 16G Transcend 16G
SanDisk 32G Transcend 32G
Toshiba 4GB Kingston 32G
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