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show Commands (1/3)

e —
router#show ip ospf ?
<1-65535> Process ID number
border-routers Border and Boundary Router Information
database Database summary
flood-list Link state flood list
interface Interface information
mpls MPLS related information
neighbor Neighbor list
request-list Link state request list
retransmission-list Link state retransmission list
sham-links Sham link information
statistics Various OSPF Statistics
summary-address Summary-address redistribution Information
timers OSPF timers information
virtual-links Virtual link information
| Output modifiers
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show Commands (2/3)

AB.C.D
A.B.C.D
cidr-only
community
community-list

filter-list
flap-statistics
inconsistent-as

router#show ip bgp ?

dampened-paths Display paths suppressed due to dampening

IP prefix <network>/<length>, e.g., 35.0.0.0/8
Network in the BGP routing table to display
Display only routes with non-natural netmasks
Display routes matching the communities
Display routes matching the community-list

Display routes conforming to the filter-list
Display flap statistics of routes
Display only routes with inconsistent origin Ass

neighbors Detailed information on TCP and BGP neighbor connections
paths Path information

peer-group Display information on peer-groups

quote-regexp Display routes matching the AS path "regular expression"
regexp Display routes matching the AS path regular expression
summary Summary of BGP neighbor status

| Output modifiers

<cr>
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show Commands (3/3)

router#show ip bgp neighbors x.x.x.x ?

advertised-routes
dampened-routes
flap-statistics
paths

received
received-routes
routes

| Output modifiers
<cr>

Display the routes advertised to a BGP neighbor

Display the dampened routes received from neighbor
Display flap statistics of the routes learned from neighbor
Display AS paths learned from neighbor

Display information received from a BGP neighbor
Display the received routes from neighbor

Display routes learned from neighbor

ﬂ\ TWNOG Tarwan Network Operators
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debug Command (1/3)

* router#debug ip ospf ?

adj OSPF adjacency events
database-timer OSPF database timer
events OSPF events

flood OSPF flooding

hello OSPF hello events
Isa-generation OSPF Isa generation

mpls OSPF MPLS

nsf OSPF non-stop forwarding events
packet OSPF packets
retransmission OSPF retransmission events
spf OSPF spf

tree OSPF database tree

@ TWNOG Taivan Network Gpﬂianmji_ o]
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debug Command (2/3)

* router#debug ip bgp ?
A.B.C.D BGP neighbor address
dampening BGP dampening
events BGP events
keepalives BGP keepalives
updates  BGP updates
<cr>
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debug Command (3/3)

* router#debug ip bgp updates ?
<1-199> Access list
<1300-2699> Access list (expanded range)
<cr>

» router#debug ip bgp x.x.x.x updates ?
<1-199> Access list
<1300-2699> Access list (expanded range)
<cr>

* Use an access-list to limit the output!

@. TWNOG Taran Netsvork Operatars Gre !.:.
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log Messages

+ OSPF
— log-adjacency-changes
— Process 100, Nbr x.x.x.x on GigabitEthernetx/x from FULL to DOWN,
Neighbor Down: Interface down or detached
- BGP
— bgp log-neighbor-changes
— %BGP-5-ADJCHANGE: neighbor x.x.x.x Up
— %BGP-5-ADJCHANGE: neighbor x.x.x.x Down-Remote AS changed
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ping

* Repeat count

« Datagram size

« Source address or interface
* round-trip min/avg/max

=
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traceroute

e http://lwww.traceroute.org/
e http://traceroute.hinet.net/

brese-0be g1y HiNet Traceroute
ke e SB4. 1P 5 Hostname
Hriradow o mem crnedaacl o B S et

iy —_ [ [rsdooeom | | @5
- 82,496 Visitors

-%" kpm B EAIM

Traceroute Result
Translating "wiw.yahoo.Com.tw" .. .domain server (168.95.192.1) [0K]

Fro mim: Type escape sequence to abort
Tracing the route to twl-wd.rd.tw.gl b.yahoo.con (119.160.345.23)

- - meke = - el 1 tp-52-c6rl6. router hinet.net (210.65.161.22) 0 nsec 4 nsec 0 msec
Smiva = - Tlra S CemTie fmma 2 tp-crsl2.router hinet.net (220.126.2.146) 4 msec 0 msec 0 msec
ol o ——. . [r— o - 3 tp-sZomell router hinet.met (220.128.2.153) 4 msec 4 msec 0 msec
ra AL TmTw Fomra o e s 4211.22.41.45 4 nsec 0 msec 4 msec

- 5 te-8-1.bas2- 1-prd, twl,yahoo,com (119,160.240.3) 0 msec
ara trea 0 [ —ema te-B-1.bas1-1-prd. twl.yahoo. con (119.160.240.1) 0 msec

te-8-1 basd-1-prd. twl . yahoo.con (119.160.240.3) 0 msec

e
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¥ ped fomEs (1/5)

» OSPF Neighbor state stuck!

— Init state

 Link problem

* Input Access list deny ip 224.0.0.5

(OSPF hello packets destination)

— Two-Way state

« Priority of all interfaces set to 0

» Normal if have full adjacency with DR and BDR
— Exstart/Exchange state

* MTU mismatch

« Authentication key mismatch

TWNDG Taiwan Network Operators Graup
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¥ aged pmEsL (2/5)

+ BGP Neighbor state stuck!

— Routers establish TCP session on port 179
* Permit in ACLs

— IP connectivity
* Route from IGPs

— Incorrect configuration
* Local AS - remote-as
» Update-source interface mismatch
» eBGP peer multihop count
» Password mismatch

@ TWNOG Taiwan Network Operatars Gr
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¥ RELd kmAar (2/5)

&0 R F]

=>show ip bgp neighbors x.x.x.x | include Last reset
FETRE A R G

=>show ip bgp neighbors x.x.x.x flap-statistics
=>show ip bgp neighbors x.X.x.x dampened-routes
FERREd T2 L4

=>show ip bgp neighbors x.x.x.X policy

=>show ip bgp summary

U BGP session flapping! U
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¥ AR kAL (3/5)
Router _AAA
BRAS
\. \ HPER
\;'DSLAM

=>show ip route XX.XX.XX.XX

o
@ WOG Taiwan Network Operators

aup
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Route reflector "\ «DSL EAl e |
=>show ip route XX.XX.XX.XX ~
Aggregate router \ m

2010/7/2

¥ R ELd kmAaT (4/5)

@ g = traceroute output > * %7EL % P
N

Ky %\
~

=>show ip route * = :3IP ~
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¥ Lped pomEs (5/5)

# 3 efroutes (A &% = ACLi i )

=>show ip bgp neighbors x. x.X.x advertised-routes
1z 3] shiroutes (4 Erouter » ¥ ACLE % )

=>show ip bgp neighbors x. X.X.X received-routes
Je 3| throutes (Erouter & ¥ ACLiE g {4 )

=>show ip route x.X.X.X

TWNOG an Network Operators Graug
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ERFEL D g2 Case 1 (1/5)

RSO P F RRATEABETREFARNEF 0 RF R RS
BEERADE S -

« % 2 tracerouted e xbioan F o
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ErFEd g2 Case 1(2/5)
o A DA T A S = S T
£ 7 FEOROERE RN
o TmenTTT c A P I RHBEEYTERA
- o 5 no B » 0z
Z B o FERRIEG Y 2R gerbin
- NSy
f,.v""-ll --_/,-'

II --__d.-'
L

7
£
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efpEed w2 Case 1 (3/5)

-~

- A NI > > o 2
2 C BRRLTRAD PRBFKET

E F
nsih @—@ 1] » ¥ Y 3’; %21 iy L E’Li‘)% 22 fﬁﬁi

__:_'-'7___:_ ._.-f'f

l__.r"

- R Tl 3 o X; @
= o HEET S BaERE 2
= _ﬂ " default routes=dy » - & Cisco

//ﬂ' *’7 7609 > F 2 BlEFREE 4 o
Y
|
|
x A

GO

S
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erpEed Rt eg2 Case 1 (4/5)

-~

s A
o
I
. ol o BEREIK G 2 default route ¥
e Ry RA R F 216090 GET L
T TmeanTTT P 7. J‘ﬁ% > F] R 276092 K &
L= e o

= = < RN g
Vi Al R 4FsnR reload o e A
BagimiEg o

/ reloadfs Lt

S
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efpEed Rt eg2 Case 1 (5/5)

-~

| o BRI Y T R HERZT609 0 #
LE e a7 2 BT REeniE B0 Static route
CIREARE I % R T

£r 150 °
ERGPHY - B4R EEFE 2 B
%7 5 GSREL&R » ¥k #reload= {6 -
GEEL
T
Tl
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R d kw2 Case 2 (1/2)

-~

CRS o L AHtA-~B BERFGE R ES
A % #MPLS TE -
SR * KIMPLSTE » sgF 3 38>C
site® = F Rl M ¥ o
© HBMPLSTE# ;s % e ¥ »
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ErEELd kg2 Case 2 (2/2)

! LDP: Explicht null 5
P Lahel P Label
" .
""n. ’ %
LDP: IWIIEN null

Psnulllmulc
hup popping

ZCisco TACF2# » 10S#_&Label = 0% implicit-null » @ [0S-XRR| 4% P&
MPLS#-# p _%Lable = 0% explicit-null > Label = 3% implicit-null °
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Troubleshooting Exercise (1/4)

COPY

PASTE

@ TWNOG Taivan Network Operators Groug

mis-operation: copy, modified, and paste
Add a new route

router bgp 65001

network 220.1.1.0 route-map ADSL

exit

ip route 220.1.1.0 255.255.255.0 168.95.156.1

router bgp 65001

network 61.2.2.0 route-map ADSL

exit

ip route 61.2.2.0 255.255.255.0 168.95.156.1

2010/7/2
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Troubleshooting Exercise (2/4)

COPY

PASTE

@ TWNOG Tzivwan Network Orperators (et

mis-operation: copy, modified, and paste
Delete an old route

router bgp 65001

network 220.1.1.0 route-map ADSL

exit

ip route 220.1.1.0 255.255.255.0 168.95.156.1

no router bgp 65001

no network 220.1.1.0 route-map ADSL

exit

no ip route 220.1.1.0 255.255.255.0 168.95.156.1

2010/7/2
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Troubleshooting Exercise (3/4)

* mis-operation:
Reload a router

>

2 5210S! |

.

|
boot system flash diskO:newios I

I
router ospf 100 1
max-metric router-Isa It
end }
write
reload

@_ TWNOG Taivan Network Operatars G P
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Troubleshooting Exercise (4/4)

STM-16*3
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