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IPv6 Troubleshooting for
Residential ISP Helpdesks

Using test-ipv6.com
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short .
. recommended action
description

112 ||IPv4, plus IPv6 related attempts are timing out. This is not a quick fix. Verify the proper IPv6 address has been provisioned; verify the IPv6 route is correct.
Broken IPv6 Check for unexpected or outdated firewalls and firewall rules. Other ideas are at broken.html. Of all the status codes, this is the one that suggests
that users will have problems with many major web sites today, due to timeouts with IPv6.
(You can remember this code as the Emergency number for many parts of the world: much like America's 911).
4 IPv4 only Provision working IPv6 to the user; ensure the user has a modern home router and a modern operating system. Note that Teredo might have
been detected; but if it was, we found that it was not used for normal named web sites (only for raw |Pv6 address connections).
4t |IPv4 plus Teredo |Provision working IPv6 to the user; ensure the user has a modern home router and a modern operating system. Teredo will be ignored when a
useful IPv6 service is found.
46 |IPva+IPv6  |Rejoice!
46t |Dual Stack, This is not necesarily an error. Make sure that the ISP mentioned for both IPv4 and IPv6 look reasonable.
Possible Tunnel
624 |6tod Provision working IPv6 to the user; ensure the user has a modern home router and a modern operating system. 6to4 will be ignored when a

useful [Pv6 service is found.

64 ||INAT64 This is probably not an error. We found IPv6 to work fine; but we found IPv4 only works with named urls (and not raw numbers). This may break
a few applications like Skype, but otherwise IPv4 mostly works.
64t |NAT64, Possible |A cross between '64' and '46t' above. NAT64 is in use; and the ISP is possibly different for IPv4 vs IPv6. Check the ISP names for sensible
Tunnel values.
6 IPv6 only. This is expected in some lab and experimental setups only. Note that to reach this status, the IPv6-only user will have to connect to

ipv6.test-ipv6.com (or similar mirror sites).
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Troubleshoot
DNS/Connectivity

open
http:/fisp.test-i COIT *

YES

Open
ttp:/fipv6.testv6.com/helpdes]

(v6-only)

el

Follow the steps for the
helpdesk Code shown -
on thewebpage

Non-ve-specific connectivity issue.

Escalate.
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IPv4/IPv6

s - Internet
Win 7- Dual stack J
J Summary | | Tests Run ‘ ‘ Share Results / Conlact‘ For the Help Desk

@ Your |Pv4 address on the public Internet appears to be IR

Your Internet Service Provider (ISP) appears to be HINET Data Communication Business Group, TW
No IPvG address detected [more info]

Good news! Your current configuration will continue to work as web sites enable IPv6.

When a publisher offers both IPv4 and IPv6, your browser appears to be happy to take the IPv4 site without
delay.

Connections to [PvG-only sites are timing out. Any web site that is [Pv6 only, will appear to be down to you.

Your DNS server (possibly run by your ISP) appears to have no access fo the IPv6 Internet, or is not configured
to use it. This may in the future restrict your ability to reach IPvG-only sites. [mare info]

Your readiness score

— O X 1 0 for your IPv6 stability and readiness, when publishers are forced to go IPVE only
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J Test IPvb | [ FAQ ‘ I Mirrors l stats

Test your IPv6 connectivity. 2o

[ Summary \ I Tests Run l [ Share Results / Contact I For the Help Desk l

Your Internet help desk may ask you for the information below.

Help desk code: 112
IPv4, plus Broken IPv6

IPv4: Good, AS3462 - HINET Data Communication Business Group, TW
IPv6: broken

IPv4 address: D

More information about this page, including how to bookmark it: fag_helpdesk htrnl.

If your Internet help desk asks you to mail the 'results url', copy and paste the following URL. Note
that this will share your current numeric Internet Protocol address(es). We do not recommend
posting this link on public web sites such as forums.

hitp://test-vb.com/index_html en_US?ip4=INNGE & D 6=8&a=0k 221 &aaaa=timeout 15021

&ds=ok 200 4&ipvd=ok 221&ipvE=timeout 15039&vE6mtu=timeout, 15029&vEns=bad 251 &dsmitu
=ok.305 4
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J Test IPvG | FAQ | | Mirrors stats

Test your IPv6 connectivity. go

Summary | Tests Run ‘ Share Results / Contact For the Help Desk

How this test works: Your browser will be instructed to reach a series of URLs. The combination of
successes and failures tells a story about how ready you are for when publishers start offering their
web sites on IPv6.

Click to see Technical Info

Test with IPv4 DNS record ok (0.221s) using ipv4d

Test with IPv6 DNS record timeout (15.021s)

Test with Dual Stack DNS record ok (0.200s) using ipv4d

Test for Dual Stack DNS and large packet ok (0.305s) using ipv4

Test IPv4 without DNS ok (0.221s) using ipv4d

Test IPv6 without DNS timeout (15.039s)

Test IPv6 large packet timeout (15.029s)

Test if your ISP's DNS server uses IPv6 bad (0.251s)

Find IPv4 Service Provider ok (0.227s) using ipvd ASN 3462
Find IPv6 Service Provider timeout (15.038s)
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5= ifconfig (Win) - ifconfig | grep inet6

J"

All addresses start with
[ISP allocated IPv6 space]

All addresses start with “fc” or “fd”

All addresses start with “2002:”

All addresses start with “2001:0:”

One or more addresses start with
2001:db8: or 2005:123:456:789:

Any other single address

Multiple addresses:
At least one does not belong to the
customer’s IPv6 address space

Multiple addresses:

none match our customer IPv6 address
space; but at least one address starts
with “2001:0:” or “2002:”

Still here?

Network problem.

ERENRERCEfirk=> Escalate
“EREEACRArkk=> & A FWAN ~ LANSME K FHE B FHERE E

Check the router

*F B E R ULAfiz4E

Disable 6to4
*http://support.microsoft.com/kb/929852

Disable Teredo
*http://support.microsoft.com/kb/929852

B i F B B E T Firmware upgrade
*FH ek R S-SRI R PR R 4 B,

F P ESRFEECE @ BUH PR B EA S TR AL s8uIPve iy %5
The device may have trouble determining which address to use.

Source address selection problem? Network problem?
Escalate.

{& i Tunnel /MBS EFIE — Akl - HEFHE
*http://support.microsoft.com/kb/929852

Escalate :)
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