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1. Preface

Web JoinNet is a suite of JoinNet and JoinNet Messenger ported to the Web using
HTML, CSS and JavaScript, which enable it to run on all modern browsers on all
platforms including Windows, Mac, Linux, Android and iOS mobile devices. Web
JoinNet is currently available at http://www.homemeeting.com/web/.

Though Web JoinNet can be used on all modern browsers without any installation, not all
browsers support advanced HTMLY5 features that are necessary to capture media data,
such as audio, video, screen, imported HTML5 media, etc. For advanced users, we
recommend using Chrome or FireFox, with several configuration changes as described
hereafter. The following table shows the missing functions for some browsers being
tested, where each missing function cost one score.

[OS]Browser Score | Missing functions

[Windows, Mac]Chrome, with 99.5 | Screen Capture(HTTPS site OK; HTTP site
configuration change* not working)

[Windows, Mac]Firefox, with 99.5 | Screen Capture(HTTPS site OK; HTTP site
configuration change** not working)

[Windows, Mac]Chrome, [Windows, 99 Screen Capture
Mac]Firefox, [Ubuntu]Chromium,
[Windows] 360Speed

[Win 8.1]Opera 98 Audio Capture, Screen Capture

[WinXP]Firefox, [Ubuntu]Firefox, 98 Screen Capture, Import HTML5 Media

[WinXP]Opera, [Windows]360

[Android]Chrome 98 Screen Capture, Import HTML5 Media

[Mac, iOS]Safari 96 Audio Capture, Video Capture, Screen
Capture, Import HTML5 Media

[Windows]IE 95 Audio Capture, Video Capture, Screen
Capture, Import HTML5 Media, Audio
playback

*Recommended configuration changes on Chrome:

(1) Install a Chrome extension from https://chrome.google.com/webstore/detail/screen-
capturing/ajhifddimkapgcifgcodmmfdlknahffk and

(2) Click "ADD TO CHROME". (Check Advanced Topics for additional configuration changes for Web
JoinNet hosted at a HTTPS site.)

**Recommended configuration changes on Firefox:

(1) Browse URL "about:config", the Firefox's configuration page;

(2) Enable "media.getusermedia.screensharing.enabled";

(3) Add the Web JoinNet's domain to "media.getusermedia.screensharing.allowed_domains";
(4) Change "security.mixed_content.block_active_content" to false;


http://www.homemeeting.com/web/
https://chrome.google.com/webstore/detail/screen-capturing/ajhifddimkapgcifgcodmmfdlknahffk
https://chrome.google.com/webstore/detail/screen-capturing/ajhifddimkapgcifgcodmmfdlknahffk

(5) Change "network.websocket.allowlnsecureFromHTTPS" to true.
(6) Firefox's configuration change takes effect immediately, without any restart. Steps 3~5 are depicted by
the following window captures:

& Firefox | about:config

Search: getusermedia.screen

Preference Mame +  Status Type Value
media.getusermedia.screensharing.allow_on_cld_platfe... default boolean false
media.getusermedia.screensharing.allowed_domains  user set string *.homemeeting.com,|
media.getusermedia.screensharing.enabled default boolean true

#a Firefox | abouticonfig

Search: mixed_content.block_active_content

Preference Mame +  Status Type Value
security.mixed_content.block_active_content user set boolean false

& Firefox | abouticonfig

Search: wehsocket.allu:uw{

Preference Name + Status Type Value
network.websocket.allowInsecureFromHTTPS user set boolean true

Please note that only the MCU server version 3.22 or higher support Web JoinNet, plus a
license with "Mobile Connection" support.

Web JoinNet is implemented using HTMLS5 without any plug-in and it runs inside the
browser. All its functions are heavily depending on the HTMLS5 support of the browser.
Simply put, Web JoinNet is a HTML 5 web page. Here are some known limitations:

1. Asaweb page, Web JoinNet cannot access the local File system. Its logging and
setting are saved in local temporary storage, which is an HTMLS5 feature. If you
close a web page, all its information gone.

2. Asaweb page, Web JoinNet doesn't have DNS capability. If MCU relay has to be
used, the relay must use IP address, not domain name.

3. Without access to local File system, Web JoinNet doesn't save JoinNet Messenger
chat locally. However, the Messenger chat information is still saved at MCU server
and can be retrieved by the JoinNet Messenger clients.



Web JoinNet uses WebSocket, which is an HTMLS5 feature, to connect to the MCU.
If the browser, like Windows IE, doesn't support WebSocket, there will be no
connection.

Most proxies don't support forwarding WebSocket yet. As a result, Web JoinNet
running behind a proxy may not be able to connect to the MCU server.

Due to resource limitation, the Web JoinNet can only handle content within
4096x4096 in the white board. This size is further limited to 2048x2048 for iOS.

For security reason imposed to all browsers and web pages, Web JoinNet cannot be
remotely controlled.

Restricted by the browser's implementation, there is a limitation on the size of data
chunk that Web JoinNet can handle; for example, it cannot read/write too large files,
cannot render too large images. Some browsers will crash if Web JoinNet try to read
large data block. Web JoinNet can probe the browser's limitation from the
"Options/Web App" tab. The user can set the threshold accordingly to avoid a
browser crash.

@ Web JoinNet @ Messenger  OpenJni.. W8 JoinNet  Reentry Permit Options  Log  User Guide English +

o

Messenger Web App JoinNet My Picture Reset All Native App Demo

Show text description k‘uu ons

Maximum items to display for certain elements, such as slide title, slide page, control panel, check messsage, etc. Higher number consume more computation
resource. Choose a low number if the device has limited computation power(such as mobile device) or high computation load(such as receiving many video at the

same time). 4

Choose log level. The larger the level, the more information will be logged. 2 ~

Snapshet delay(in seconds) |0

Set the maximal data size that this browser can support. The Web App will skip any data chunk that exceeds this threshold. It is important to set an appropriate

value because most browsers will crash if the Web App try to access too large a data chunk. [500M ~| Probe Limit(buggy browser may crash) During last

probing test, the browser fails at data chunk of size 1G. Recommend set the threshold to 500 ;OM

50M

100M
Web JoinNet version 0.9.0 development built on 200M © HomeMeeting Inc. 2015
07/14/2015 W
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2. Start Using Web JoinNet

Option 1: When a WO MCU supports Web JoinNet, a link to start Web JoinNet appears
at the JNJ webpage sent by the WO MCU. Simply click Web JoinNet and type Visitor’s
name or Owner’s ID and password to start using Web JoinNet. Similar link can be found
at the JNJ webpage sent by MMC MCU.

o C A [ 70.86.128.132:443/weboffice_frank.jnj w e =
B Hotmail | udnZEEHE ™M HMTG Mail B YouTube Bible NIV Bible CHT Yahoo! Mail » [ Other bookmarks

English | BB | BMEA™ | Hagg | S=0]

If vou have not installed HomeMeeting JomNet. please Download JomNet

If vou have already installed JomNet. but JoinNet 1s not launched. please click the followmg link: Launch JomNet

Web JoinNet

B Hotmail | udn3IE#E ™M HMTG Mail (B8 YouTube Bible NIV Bible CHT Yahoo! Mail #Z) Chase Online &2 ADP Payroll » [ Other bookmarks

€« C A | [5 www.homemeeting.com/web/?jnj=lyBpZiB5b3Ugc2VIIHRoaXMgZmlsZSwgcGxlYXNIIGRvd25sh2FkiEpval @ v | & =

€3 Web JoinNet =
frank's Web Office
E Contre

Visitor =~ Meeting Owner

Auto Seled Please specify your name::

=E

Online U

Frank Chen

Users

X

Option 2: When receiving a JNJ webpage that doesn't contain a "Web JoinNet" link, this
meeting server site may have turned off the Web JoinNet feature. To use Web JoinNet,
simply copy the JNJ content and browse http://www.homemeeting.com/web/, select
"Open Jnj..." and paste the JNJ content into the text area and click the "Connect™ button.

Note: one can find the "LastJNJ" file under the JoinNet folder to copy the JNJ content of
the newly downloaded JNJ file.


http://www.homemeeting.com/web/
http://www.homemeeting.com/web/

Option 3: When receiving a JNJ file directly, open it and copy the JNJ content and
browse http://www.homemeeting.com/web/, select "Open Jnj..." and paste the JNJ

content into the text area and click the "Connect" button.

(€1 Web JoinNet
€ - C fi [ www.homemeeting.com/web/ Q| S =
BY Hotmail | udnFIEE M HMTG Mail [ YouTube () Bible NIV (@) Bible CHT Yahoo! Mail i) Chase Online & ADP Payroll '@ Princeton [ thenglish [ Web JoinNet (] Other bookmarks
Web JoinNet Messenger ~ OpenJnj.. W JoinNet Options  Log User Guide English -+

Input/Modify jnj here  Load Last Jnj Restore Jnj Connect
Corresponding Web JoinNet URL

A
# if you see this file, please download JoinNet from http://www.homemeeting.com

[general]
domain=-HomeMeeting
1p=70.86.128.132
portm=443
portm2=2333

size w=328

size h=240
gui_rec_ver=3.3

gui min ver=3.e
codetype=4
UserID=frank
UserName=Frank Chen

Option 4 : (Recommended) Browse http://www.homemeeting.com/web/ to set up the
JoinNet Messenger account and start using Web JoinNet.

(€1 Web JoinNet
€« - C fi [) wwwhomemeeting.com/web/ Ay e =
BY Hotmail | udnZIE#E ™M HMTG Mail B YouTube (@) Bible NIV (@) Bible CHT Yahoo! Mail {Z) Chase Online 4 ADP Payroll '® Princeton [ thenglish [} Web JoinNet (CJ Other bookmarks

Web JoinNet Messenger  OpenJni.. WJoinNet ~ Options Loa _ UserGuide
Add Office

@21
& |k_@ http://weboffice join Web Office Home Page:
v Sher Users (3)- Thelist|  hitp:/iweboffics. hamemesting.com
4 #1 FHE (Away)
24 AAOTEET Vera (Away
& FAEEI (Online)
& frank @ http://weboffice.hony  User ID:
w Other Users (3) - The list
&, jersen (Online)
&s John Liu (Online)
24 yenhao (Away)

[ Connect as Guest

frank

Password:

vy Status:

[l Remember the password

2 ENEE
| —



http://www.homemeeting.com/web/
http://www.homemeeting.com/web/

Web JoinNet

EH)
& frank @ http://weboffice joinnet.tw (Online)
w Other Users (3) - The list may not be complete
24 #1 FTRR E (Away)
&, AAOTZET Vera (Online)
& F & T (Online)
& frank @ http://weboffice.nomemeeting.com (Online)
w Other Users (3) - The list may not be complete
&, jersen (Onlirg)

Messenger Open Jnj...

| User ID: jerse g™

| User Name: jersen
Messenger Version: 1.21

Send Message
Visit jersen
Invite jersen to hitp://weboffice.homemeeting.com

Invite jersen to hitp://weboffice joinnet.tw

B JoinNet

Web JoinNet B JoinNet

Messenger  Open Jnj...

EH)
&5 frank @ http://weboffice joinnet.tw (Online)
w Other Users (3) - The list may not be complete
24 #1 FTEAE (Away)
#F7 Vera (Online)

&= frank @ http://weboffice.homemeeting.com (Online)

frank @ http:/fwebofﬂce.homemek;.com tplete
Connection Status: Connected -

Disk space used: 5825M

Server Version: 3.23.0

Cipher: AES 128bits

My Status
Launch Web Office
Disconnect

Remove

Here is a snapshot of WebJoinNet in a real-time meeting:

m Web JoinNet € Messenger Open Jn... B JoinNet Reentry Permit Options Log User Guide | English
E\Ccmtrol Panel v \. | White Board ' @ g o= [/ G Terminate Meeting | [Meeting Owner] [Token Holder]
|FrankChen v| Cd [Smaller +| ,* White Board~ | (Frank Chen)NEWCOMER CLASS pptx v|=<2> +|(d@® <« « O F
| 20 - B
- Proposed Framework for Newcomer Class
A
- Ice Breaker Game ----- 10 minutes
[ 4 Video Message -- 5 minutes
b =} Sharing, Q&A - --15 minutes
aigfps v a = Refreshment -- - 15 minutes
N What kinds of topics, questions
Online Users (3) » and answers are to be
epared during refreshment
User 2t o ? chatting?
Users Slide Audio Video Poll Index o A Training p,og,am to chyrch
) Frank v v v 0 & members is required.
Chen - 1 For video project, photo gallery:
@ bruce v v x 1 | — - Small group
2 1| Minister AWANA
0 Tiffany v x 2 Teacher FFF
Elder Joint Worship

Send

Sendto: [Everyone v| A | ¥

Cipher: AES 128bits

Audio Codec: Opus +
24kbps

Video Codec: Mjpg +| &
169kbps 2fps -

Web JoinNet version 0.9.0 development built on
07/14/2015

Seattle Campus
Special Care: Angel Love
Etc.

© HomeMeeting Inc. 2015
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Depending on your screen size, the highlighted area is the most common viewing part of
Web JoinNet, underneath it are the advanced settings that you don’t find in the PC
JoinNet or other native JoinNet running on Android or iOS.

Since the target readers of this user guide are experienced JoinNet users, we won’t go
over all the features in details, except some special attentions and unique features.

Allow Audio & Video Capture

When starting Web JoinNet to join a meeting for the first time on a new browser page, you may
see the popup message saying Web JoinNet wants to use your microphone or to use your camera.
Click Allow to enable Web JoinNet to access microphone and video camera of your device, if the
OS allows your browser to capture audio and video.

(&) Web Joinhet ® x

€« C f [1 wwwhomemeeting.com/web/

B7 Hotmail ﬂudr. x IV (@ Bible CH | 2 |

httpy/fwww.homemeeting.com wants to: http/fwww. homemeeting.com wants to:

m WE &, Use your microphone Open ‘Jn] W Use your camera

Allow Block Allow Block
E Control Panel v

'} White Board v

Helpful Tips:

v' The popup message depends on what type of browser you are using. If accidentally you
made a mistake to block Web JoinNet to capture audio/video, you may need to change the
browser's setting to re-allow the Web JoinNet site to access your microphone (or camera).
For Chrome, please visit https://support.google.com/chrome/answer/2693767?hl=en. For
Android Chrome, Menu > Settings > Content settings > Website settings > the web app site.

v" You can test your audio output by playing a sound file of Web JoinNet; if you cannot hear
anything, the browser may be using a device that is not working or turned off.

€XED Web JoinNet [ Messenger  OpenJnj.. W JoinNet  Reentry Permit Options
E Control Panel N | White Board IO [ o | & Terminate Meeting
1 S Audio Capture
Stop Video Capture s

White Board~ ||=<i>blankpage * L@ O B ® x
Start Screen Capture

Import HTMLS5 audio/video as source
Pause Recording 4
Set JNR Password A
Disconnect

Disconnect & Reconnect o

Testing Speaker - Play a sound file k u
Reset Audio Playback 2 »

Network Disconnect


https://support.google.com/chrome/answer/2693767?hl=en

Web JoinNet hears only OPUS and G.711 audio and sees only H.264. Both audio and video
take a lot of computation resources. If you notice that the audio or video quality starts to
degrade when the number of simultaneous talkers increases, the limited computation power
may be the cause. In this case, take one or more of the following actions to decrease the
computation demand: (1) stop using video, and (2) change audio codec from OPUS to G.711.

Attention! Joint Web Browser

Web JoinNet uses ‘iframe' to implement the Joint Web Browsing. It is basically a browser
embedded in a browser. There are different rules set on ‘iframe’ by different browsers. Some
browsers always allow users to follow links in an embedded browser while some don't.
Unfortunately, major content providers, such as YouTube and Google, don't allow their pages to
be displayed in an embedded browser.

Select second component to show C (&9 e

Joint Web Browsing ~ https://www.youtube.com/watch?v=0CQ51s3Uc2Q v
Control Panel

Statistics

- Loading...

nj

Text Message - . [ . . —

Video Windgw If loading fails. it could be caused that the link doesn't allow to be displayed inside a browser. Try
\White Board the following tricks with the URL:

Joint Web Browsing k

Shared Desktop

= Google Map

Remote Control

add &output=embed to the source link

YouTube

change

http://www.youtube.com/watch?v=j6cxZp4ii6e

to
http://www.youtube.com/embed/j6exZpdii6e?autoplay=true

* Vimeo

change

https://vimeo.com/63534746

to
http://player.vimeo.com/video/63534746

Helpful Tips:

v" For Google Map, add &output=embed to the source link;

v" For YouTube, change, for example, http://www.youtube.com/watch?v=j6cxZp4ii6ec
to http://www.youtube.com/embed/j6cxZp4ii6c?autoplay=true

v' For Vimeo, change, for example, https://vimeo.com/63534746
to http://player.vimeo.com/video/63534746

v' If the page still cannot be shown or clicked after trying everything, just use the "Open the
URL" button to display the page in a new tab.

v

When joint browsing a different domain site, most browsers don't allow users to read the
URL information when the Token Holder clicks a link in the joint web browser. The user
must manually get the link address and paste the address to the address bar directly. So,
pasting a URL link always works better than clicking a link when surfing web together by
using Web JoinNet.



Sorry, No JoinNet Printer!

Web JoinNet doesn't have JoinNet printer installed. To upload document in pages, the MCU server
must support conversion. If you need to set up a conversion server, please contact your local
HomeMeeting agents.

Select second component to show

White Board " White Board~ | =<2>(Frank Chen)aaot_logo.gif *|Cd©® <+ « 0O | E kl“# b

Control Panel

Statistics B - R Upload Siide
jnj

Text Message
Video Window

s
Joint Web Browsing

Shared Desktop A
Remote Control

Helpful Tips:

v" You can print documents as images onto the White Board by using PC JoinNet and save
them as images to be uploaded by Web JoinNet. Sound wired but it works pretty well in
some cases. Or you can upload your files and ask someone in the same meeting who is using
PC JoinNet to print your files to the White Board.

Reentry Permit

Whenever Web JoinNet connects to a meeting, a reentry permit will be obtained. When a user
needs to close the browser and restart the browser later, the user can use this permit to get back to
the meeting directly. Whenever there is an ongoing meeting, there will be a popup alert when the
Web JoinNet is loaded—with one single click the user can get back to the meeting. Users can
always go to the "Reentry Permit" section to do the manual reconnection or permit management.
Note this: complete Reentry Permit support requires MCU version 3.23 or higher..

@ Web JoinNet & Messenger Open Jnj... B JoinNet Reentry Permit Options Log User Guide English

Reentry Permit can be used to reconnect back to a mesting directly.

Name User Index Time Action
Frank Chen 0 Fri Jul 17 2015 14:08:29 Reconnect Open Jn... x
Frank Chen 0 Fri Jul 17 2015 12:16:28 Reconnect Open Jn... x
Frank Chen 0 Fri Jul 17 2015 11:44:51 Reconnect Open Jn... x
Web JoinNet version 0.9.0 development built on ® HomeMeeting Inc. 2015

07/17/2015



Screen Capture & Share

Currently, Chrome and Firefox support screen capturing that allows Web JoinNet to share its
screen to other JoinNet. Since FireFox supports only HTTPS screen sharing, example of setting up
screen sharing for Chrome is given here. Please consult your local HomeMeeting agents for
HTTPS screen sharing by using FireFox.

1. Install a Chrome extension from https://chrome.google.com/webstore/detail/screen-
capturing/ajhifddimkapgcifgcodmmfdlknahffk.

2. Then, select "Start Screen Capture" from the Menu and click  cheose screen window A pop up

window showing the list of running applications will appear. Pick the one that you intend to
capture and click the "Share” @&  button.

€ Web JoinNet @ Messenger Open Jnj

B JoinNet

B Control Panel v |Shared Deskicp  ~

Stop Audio Capture
Stop Video Capture
Start Screen Capture

Import HTMLS5 audio/vigeo as source

| Chocse screen window  Screen Capture
Ceontrol Panel k

Statistics

in o, B -
Text Message k

Video Window 5

White Board e
Joint Web Browsing

Reconnect Shared Desktop - o wmn ey ~
Reset Remote Control k

Loop the captured audio to local playback device
Testing Speaker - Play a sound file

) Wil M 1 Ehe Tha CORSIE OF e Nty
PO Wbt yon & b4 5 e
— —_— e ——

v =
L3 —

Crre sivem Nt Wep App Uner Crun
B —

, . —_— e

Helpful Tips:

¥v" You can now view the captured screen by choosing “Screen Capture" as the target in the

video window, and using Snapshot to capture the selected screen to Whiteboard, which is
similar to the Window Capture supported by PC JoinNet.

Screen Capture v

)

Cd [Smaller v| ,* 4

Auto Select
Do Not Show
Camera View



https://chrome.google.com/webstore/detail/screen-capturing/ajhifddimkapgcifgcodmmfdlknahffk
https://chrome.google.com/webstore/detail/screen-capturing/ajhifddimkapgcifgcodmmfdlknahffk

gﬁ\lﬂ% = :l-

’@'{‘f&:lcmNst ®x L9
& C M [ wwwhomemeeting.com/web, = =
BY Hotmail %] udnZIEE M HMTG Mail B YouTube Bible NIV Bible CHT | Yahoo! Mail €y Chase Online &5 ADP Payroll 'R Princeton thenglish (@} WebJoinNet  » [ Other bookmarks
Web JoinNet =
aDn Snapshot
Control Panel = Set as My Picture Jate Meeting  [Meeting
Owner] [Token Holder] File Name |

Snapshot2 png3

Screen Capture +| Eal 686 x 418 => 686 x 418

EE— ¢ Cropring .
e TE® @aiie ® A8 bt R Wl <
C\Users\Fr:
TG Mail & Hotmail
P yam BES O YouTube @ BoA (D Bible CHI (0 Bible NIV ] UDN Blog ] HMTG Mail &3 Hotmail I

o-Q

Online Users (1)

é\uto Select

Users Slide Audi¢
Frank v |
Chen
1
Reset All

If you used Web JoinNet at a public computer/device, such as in a library or airport, etc. how can
you remove the usage history? Use the "Reset All" button in the Options section, which will erase
EVERYTHING. Be careful to use this button at a private computer.

Import HTML5 Audio/Video as Source

Web JoinNet allows you to share audio/video through the video window to another Web JoinNet.
This feature is not supported by PC JoinNet yet.

The audio/video media can be any format such as mp4, webm, mp3, ogg, m4v, wav, etc., as long
as the browser can decode it. During the importing, the media data is streamed to Web JoinNet,
and then Web JoinNet re-broadcast the audio/video to the MCU after transcoding the media data
using the MCU's codec and bandwidth configuration. Web JoinNet user can at any time choose to
send either the local captured video or the transcoded HTMLS5 video to the MCU.

There are some restrictions for this "importing HTML5 media as source™ feature:

1) The audio/video has to be re-encoded following the MCU's codec/bandwidth configuration, just
like the live audio/video capture. This transcoding may cause quality degradation, especially if the
MCU's bandwidth configuration is low.

2) Although the audio part is not restricted, most content providers don't allow their video to be re-
broadcasted. This means that the video part can only be played locally but cannot be broadcasted
to other participants. To get around this, the user must configure the content server to support
CORS(Cross Origin Resource Sharing) to allow Web JoinNet's access. If the content server cannot



be controlled, try to move the media file to the local computer and setup a local web server. For
information on how to turn on CORS support on the content server side, please check:
http://enable-cors.org/server.html

3) Not all browsers support this re-broadcasting feature yet. Up to now, only PC's Chrome and
Firefox support all the functions. iOS only support re-broadcasting video from the same domain
link. Android's browser is not good at all. Hopefully all the browsers will catch up the HTML5
standard in the near future.

In short, the best way to use this feature on Web JoinNet is to install a HTTP server on your
computer. Here is a quick example of using Node.js as a HTTP server:

Step 1: Visit https://nodejs.org/ and install Node.js to your computer;

Step 2: Locate and launch Node.js command prompt. To install http-server globally so that it may
be run from the command line, issue the following command:

npm install http-server -g

Step 3: To start HTTP server with CORS enabled, issue the following command:

http-server --cors

e Mode. s command prompt - http-server --cors = B -

:sUsersSFrankXhttp—server —cors

it CTRL—C to stop the server

Step 4: Create a Public folder under the directory in which Node.js installed—as an example a
folder named Public under "C:\Users\Frank" was created. Copy the media file to be broadcasted to
the public folder as illustrated below:

I = | Video Tools Public = =
“ Home Share View Play 6
4 New item ~ Select all
. T | Easy access ~ 4 Select none
Delete Mew Properties
- folder - 40 History Invert selection
(-I * 1 » This PC » Local Disk () » Users » Frank » Public v & Search Pu.. @

"~
[ Favorites

B Desktop

& Google ERREE

& Downloads v aaot 2015.mpd ]

1 itermn 1= =]

Step 5: Select "Import HTMLS5 audio/video as source" and type Link Address of the target media
for broadcasting—in our example, http://localhost:8080/aaot_2015.mp4. Click OK to start the
broadcasting.


http://enable-cors.org/server.html
https://nodejs.org/

€D Web JoinNet

E Control Panel v

Stop Audio Capture
Stop Video Capture
Start Screen Capture

Import HTML5 audio/video as source

Pause Recording

Set JNR Password
Disconnect

Network Disconnect
Disconnect & Reconnect
Testing Speaker - Play a s
Reset Audio Playback

4

Import HTMLS audio/video as source

¥ Auto Play
Audio Only

Link Address \ http://localhost:8080/aaot_2015.mp4 v \

. -- Choose a link --
Rl tip://localhost:8080/aact_2015.mpd

Link Name

If the media i
content. Othel

When re-broa
quality may by

http:/localhost/aact_2015.mp4

http://youtubeinmp4.com/youtube.php?video=https%3A%2F %2Fwww.youtube.com%2Fwatch%3Fv%3DSUUQ7altRsw,
The Tree of Life Trailer(cross origin, CORS): http://www.homemeeting.com/htm|5/tree. mp4
https://www.youtube.com/watch?v=IpAxwA8Cdo4

[Audio] KQED Radio Live: http:/istreams.kqed.org/kgedradio

Small mp4: media/small.mp4

Small webm: media/small.webm

[Audio] mp3 audio: media/speaker.mp3

[Audio] wav audio: media/speaker.wav

Big Buck-m4v(cross origin, NO CORS): http://broken-links.com/tests/media/BigBuck.m4v

Big Buck Bunny-mp4(cross origin, NO CORS): http://clips.vorwaerts-gmbh.de/big_buck_bunny.mp4

LF

Step 6: Token Holder can now pause or play or fast forward the video or switch to video camera at
any time, the rest of the audiences will follow the pace.

Helpful Tips:

CX=D Web JoinNet [ Messenger ~ Open Jnj...

(r |
E Control Panel Ml - I] White Board

«




v' There are huge amount of video resource over the Internet, such as YouTube, Vimeo, etc.
Sometimes, a user may want to use some online video resource as the HTML5 sources.
However, most video sites don't allow users to access their video data directly. Fortunately,
there are some sites that provide file downloading service that can convert online video to
HTMLS5 video files, such as

http://youtubeinmp4.com/
http://savefrom.net/
http://www.youtube-mp3.org/

We have no affiliation with any of these sites. Use these sites at your own risk..
v' There are some interesting applications for this "importing HTML5 media as source" feature:

1) The presenter can import an audio link and use it as background music throughout
the meeting.

2) A tutor can broadcast a video to all the students and pause/resume it at any time.
During the video's broadcasting, the tutor can also talk.

3) A tutor can use some HTMLS5 links as live examination. These links can be located
at the tutor's private computer so they are not accessible to the students before the test.

4) A talker can configure an audio link as an audio-losing reminder. In case that the
audio capture is suddenly disabled due to more important task such as taking a phone
call, Web JoinNet can automatically switch to this audio link.

5) The HTML5 link can point to a live event. In this case, Web JoinNet can record the
live event to a JNR file. Typically the live event site doesn't support CORS, so that
only the audio part can be recorded.

Error Report!
Show Error Report

This button indicates that there could be one or more Javascript errors occurred in Web JoinNet.
Click the "Show Error Report™” button and the error report will be shown. Please email the error
report content to your administrator or john@homemeeting.com for investigation and
improvement.

If there is no "Show Error Report™ button or no error report shows up when clicking the button,
append a parameter "alert=1" to the web page URL. e.g.,

"http://www.homemeeting.com/web/?alert=1" or
"http://www.homemeeting.com/web/?jnj=xxx&alert=1"

and refresh the page. The Javascript error should appear as one or more alerts. Again, please report
the alert content for investigation and improvement.

If no error report, whatsoever, but you did encounter a problem with Web JoinNet or Web JoinNet
is not working as expected, how to report the bug? Just send email to your administrator or
john@homemeeting.com including:

1) The version of Web JoinNet (always shown at the bottom-left corner),
2) OS and Browser information,
3) A brief description on how to trigger the incident, and



4) The latest part of the Web JoinNet log, which can be copied from the "Log" section:

@) Web JoinNet @ Messenger  OpenJnj..  WBJoinNet  Reentry Permit Options ~ Log  User Guide English +

Refresh Log Clear Log ~ v

722b:Fri Jul 17 2015 14:08:29 audio codec preference [count: 2] is: @xe8(opus) @x78(g711)
722b:Fri Jul 17 2015 14:08:29 video codec preference [count: 4] is: ex82(dflt) exc8(hm264) exf8(mjpg) exds(f264)
722b:Fri Jul 17 2015 14:08:29 Use Mjpg video

722b:Fri Jul 17 2015 14:08:29 Use 48000 Opus audio

722b:Fri Jul 17 2015 14:08:29 ssrc[@]'s a/v cap to 1,1

722b:Fri Jul 17 2015 14:08:29 mediatcp: enter main loop

722b:Fri Jul 17 2015 14:08:39 upload self picture completely

722b:Fri Jul 17 2015 14:08:53 download self picture for ssrc @ completely

722b:Fri Jul 17 2015 14:23:50 ssrc[1]'s a/v cap to 1,0

722b:Fri Jul 17 2015 14:23:53 set datasender to 1

722b:Fri Jul 17 2015 14:23:53 data sender change to 1; internal @,1; true,false

722b:Fri Jul 17 2015 14:37:51 disconnect, user(or a reconnection) quit connection
722b:Fri Jul 17 2015 14:37:51 mediatcp is stopped

[}

w

il

If the Log section cannot be accessed in rare cases, append a parameter "show_log=1" to the URL,
such as "http://www.homemeeting.com/web/?show_log=1", and refresh the page. A "Show Log"
button will show up and can be clicked to show the log content.

What is Local Board?

There is a new policy regarding Private Note for Web JoinNet. In short, every slide uploaded to
the Whiteboard will appear in Private Note automatically, without any annotation or mark.
Therefore the slide number and sequence will be identical in both Whiteboard and Private Note.
The only difference is annotation or mark. All users can mark on Whiteboard but only individual
user can mark on his/her Private Note.

This new policy removes the Whiteboard’s feature of “Copy Slide to Private Note,” if you want to
copy a Whiteboard’s slide with mark or annotation onto your local device, you can “Copy Slide to
Local Board” and vice versa.

White Board~ ||=<1>blankpage */d@ O E kK x X - e

Private Note
Local Board
Copy slide to local board

A

=<1>aaot_logo.gitpng *|Gd = W 0O B x B -

White Board
Private Note

Copy slide to white board
Reset local board k

Duplicate Slide(for rotation etc.)

e



Likewise, you can copy any marked or annotated slide from Private Note to Local Board—Dbut not
from Local Board to Private Note, since this is not necessary.

White Board

Local Board

Copy slide to white board
Copy slide to local board k

0

Why Local Board? Because all slides of Whiteboard and Private Note are meeting-based; that is,
all slides gone if meeting ended. However, the slides of Local Board are browser-based, if you
don’t close the browser page of Web JoinNet, slides remain in Local Board so that you can move
slides from one meeting (or recording) to another meeting through Local Board.

Helpful Tips

v" If you have a recording file that contains marked slides to be used later in a meeting, you can
play back the recording file and copy the marked slides to Local Board and then enter (or
reenter) a meeting, and copy the marked slides from Local Board to Whiteboard.

Text Mark and Paste Image

Web JoinNet allows users to paste Text Mark on Whiteboard as image, which is called Text as
Image, to avoid text rendering problem between different language fonts.

White Board~ |=<1>blank page *|Ld©@ O B ox & < X n P

Text |this Is a test. Text as Image Bold Rotate 90

Mark:
Sans Serif
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s k is
X this is a test.
k this is a test.

Italic Rotate 270
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| - :



Web JoinNet allows users to import favorite images to stamp on Whiteboard. Simply select Paste
Image and select Add Mark from File to add image to Web JoinNet. Select Pen Size to adjust the
size of an image to be pasted on Whiteboard.

White Boardv | |=<1>blank page ¥ |d©@ O BoxX & < X n 2
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Helpful Tips

v" You can add images of your preference to Image Mark by selecting Manage Marks and then
select Add Mark from File or Add Mark from Slide—yes, you can add mark from a slide
during a recording playback and use it at an on-going meeting through Reentry Permit.

B e = - i~ e E—T——

Image Mark

White Board~ |
() Show Image Bar on top of white board

D
@ Show Image Bar on bottom of white board
k4 [ Use PNG mark (There are two formats used for image marks: PNG format and BMP foramt. The PNG mark is much faster, but older
A JoinNet cannot display it. The BMP mark is supported by all JoinNet versions, but may take tens of seconds to show up.)
- E' 32

.
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For some browsers, Cirl+V can be used here to paste the image from the clipboard. ¥} a
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3. Audio and Video Troubleshooting

Seeing no video and hearing no audio are two typical problems that fail online meeting.
Even with today’s advanced computing devices, some people still have problems with
seeing no video and hearing no audio, especially hearing no audio.

Driver failure is out of the scope of discussion here. Assuming working driver software
for both audio device and video device, the common cause of seeing no video or hearing
no audio is wrong hardware settings, such as select wrong recording device or wrong
playback device. Please consult audio/video troubleshooting guides from the operation
system or device manufacturer regarding the audio/video settings.

In some cases, it is caused by improper using of Web JoinNet. Here are some scenario
discussions that may help you finding solutions to fix the no-video-or-no-audio problem
that you may encounter someday, somehow, somewhere.

Scenario 1: | cannot hear the other person talking in a meeting, how can I find what’s
wrong?

1. Play a sound file provided by Web JoinNet. If you cannot hear anything, the browser
may be using an audio device that is not working or turned off.

E Control Panel v

Stop Audio Capture

Stop Video Capture

Start Screen Capture

Import HTML5 audio/video as source
Pause Recording

Set JNR Password

Disconnect

Network Disconnect

Disconnect & Reconnect

Testing Speaker - Play a sound jle
Reset Audio Playback k

2. Check whether there is signal indicator at the playback volume control. The volume
may be too low or muted.

® o) (I3



3. Check whether the user's audio decoding is blocked in the control panel.

Online Users (2)

User
Users Slide Audio Video Poll Index
Frank v v v 0
Chen
@ Guest v v 1

4. Check whether the other person has any audio receiving rate in the statistics window.
And check whether the other person is using G711 or Opus audio codec.

Receiving
bruce(ssrc=1)

« Audio Codec: OPUS

« Audio Receiving Rate: 23.8kbps
+ Video Codec: MJPG

+ Video Receiving Rate: 153kbps
« Video Display: 4.86fps

« Video Recving Size: 80 x 60

Scenario 2: The other person cannot hear me in a meeting, how can I find what’s wrong?

1. Check whether the audio capture is on.

Web JoinMNet @ % | MNew Tab *®

« C A [ wvWebJoinNet
This tab is using your camera or microphone.
B” Hotmail & udnZEE L : :

Web JoinNet [l Messenger

2. Check whether there is signal indicator on the microphone volume control. The
volume may be too low or muted.

©@ =: o) I
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3. Check whether you are a talker, such as token holder or questioner.
4. Check whether you have any audio sending rate in the Statistics window.

E Statistics A ]

Sending

Audio Codec: OPUS
Audio Target Rafe: 24kbps
Audio Sending Rate: 18.8kbps

Video Codec: MJPG

Video Target Rate: 169kbps
Video Sending Rate: 165kbps
Video Capture: 2.05fps

Video Capture Size: 640 x 480
Video Sending Size: 160 x 120

Scenario 3: | cannot see the other person’s video in a meeting, how can I find what’s
wrong?

1. Check whether you have stopped receiving video.

Q- @ > @
(You will see no video)

2. Check whether the other person has any video receiving rate in the statistics window;
check whether the other person is using H264 or Mjpg video codec and check whether
there is significant loss rate in the video receiving.

Receiving
bruce(ssrc=1)

» Audio Codec: OPUS

« Audio Receiving Rate: 23.8kbps
= Video Codec: MJPG

« Video Receiving Rate: 153kbps
= Video Display: 4.86fps

« Video Recving Size: 80 x 60



Scenario 4: The other person cannot see my video in a meeting, how can I find what’s
wrong?
1. Check whether the video capture is on.

Web Joinhet @ x \ MNewTab x

= C A [Ow kf‘.febminmet
This tab is using your camera or microphone.
=' Haotmail @ udn3iEE i o |

Web JoinNet [ Messenger

2. Check whether you are a talker, such as token holder or questioner.
3. Check whether you have stopped sending video.

=~ @ => o
(People will not see your video)

4. Check whether you have any video sending rate in the Statistics window.

Sending

Audlio Codec: OPUS
Audio Target Rate: 24kbps
Audio Sending Rate: 18.8kbps

Video Codec: MJPG

Video Target Rate: 169kbps
Video Sending Rate: 165kbps
Video Capture: 2.05fps

Video Capture Size: 640 x 480
Video Sending Size: 160 x 120



4. FAQ

[Question 1] Is Web JoinNet secure?

Yes. Web JoinNet Web is as secure as the PC JoinNet. The "http™ is only used to
download Web JoinNet itself, which is public anyway. There is no need to use secure
connection for this downloading.

Web JoinNet connects to the MCU servers using HomeMeeting's secure protocol, on top
of websocket, just as the PC JoinNet does.

[Question 2] I am using Safari, Web JoinNet cannot remember my changes of settings
if I close it and start a new session. What is going on?

Please check whether you have turned on "Private Browsing". You must turn off "Private
Browsing" for Web JoinNet to remember your changes of settings after you close it. See
https://support.apple.com/en-us/HT203036 for more information.

[Question 3] I try to sign in the messenger using an https homepage, but | get error
""Can not connect to the web office homepage'. What happened?

The certificate at this https server may be invalid, untrusted, mismatched, or expired. To
get around this problem, notify the administrator of the https server to upgrade the
certificate.

If this is not applicable, open a new tab, manually input the web office homepage, you
will receive a browser’s warning. Click "Proceed Anyway" or similar options to accept
this certificate. After this, go back to Web JoinNet webpage, you should be able to sign in
the messenger using this https homepage now.

[Question 4] I try to use Web JoinNet hosted at an https server, but I get error **Can
not connect to the web office homepage™ or the page just hangs at **Connecting to
MCU Server......"". What happened?

Many browsers apply strict policies on the activity from https origin. Here are three
possible scenarios:

Scenario 1: If, by default, the browser blocks any plain websocket connection from https
origin; for example, trying to playback a shared recording or enter a JoinNet meeting.

To get around this restriction, you must configure the browser to allow plain websocket
connection from https origin as described hereafter. If your browser doesn't provide such
an option, you will be limited to use Web JoinNet hosted at an http server.

For Chrome, Click the shield icon' " at the address bar, and click "load unsafe script". If
the browser then pop up a "Are you sure you want to leave this page?" click "Stay on this

page".


https://support.apple.com/en-us/HT203036

More information can be found at
https://support.google.com/chrome/bin/answer.py?hl=en&answer=1342714

https://support.google.com/chrome/answer/1342714?hl=en

For Firefox, open about:config, change setting
"network.websocket.allowlInsecureFromHTTPS" to true. The change will take effect
immediately.

Note that it is not a security issue to allow plain websocket connection for Web JoinNet
because Web JoinNet builds a secure channel on top of the plain websocket connection.
However, this cannot be applied to other sites in general. Use caution to change this
setting and consider changing it back when not using Web JoinNet.

Scenario 2: If, by default, the browser block any http connection from https origin; for
example, trying to sign in the messenger using an http homepage, such as
http://weboffice.homemeeting.com.

To get around this restriction, configure the browser to accept mixed content.

For Chrome, Click the shield icon'- at the address bar, and click "load unsafe script”. If
the browser then pop up a "Are you sure you want to leave this page?" click "Stay on this

page".
More information can be found at
https://support.qgoogle.com/chrome/bin/answer.py?hl=en&answer=1342714

https://support.google.com/chrome/answer/1342714?hl=en

For Firefox, open about:config, change setting
"security.mixed_content.block_active_content™ to false. The change will take effect
immediately. More information can be found at

https://support.mozilla.org/en-US/kb/how-does-content-isnt-secure-affect-my-safety

https://developer.mozilla.org/en-US/docs/Security/MixedContent

Scenario 3: You are trying to sign in the messenger using an https homepage, but this
https server is using an invalid, untrusted, mismatched, or expired certificate. See
previous question for how to get around this problem.

[Question 5] When | use IE to connect to Web JoinNet, the page cannot be loaded, and
the log shows ""cannot create WebSocket. SecurityError." What is going on?

It seems that IE throws a SecurityError if you're trying to open a websocket on a local
(intranet) domain. Go to

Tools > Internet Options > Security > Local Intranet > Sites -> Advanced
And then remove Web JoinNet site from the list. See also
http://stackoverflow.com/questions/15114279/websocket-on-ie10-giving-a-securityerror



https://support.google.com/chrome/bin/answer.py?hl=en&answer=1342714
https://support.google.com/chrome/answer/1342714?hl=en
https://support.google.com/chrome/bin/answer.py?hl=en&answer=1342714
https://support.google.com/chrome/answer/1342714?hl=en
https://support.mozilla.org/en-US/kb/how-does-content-isnt-secure-affect-my-safety
https://developer.mozilla.org/en-US/docs/Security/MixedContent
http://stackoverflow.com/questions/15114279/websocket-on-ie10-giving-a-securityerror

[Question 6] My browser is configured to use proxy to visit outside web pages. Can |
use Web JoinNet behind the proxy?

Maybe. The proxy must support forwarding WebSocket traffic. i.e., The proxy must
support and allow HTTP Tunnel(HTTP CONNECT). Otherwise, Web JoinNet cannot be
used behind the proxy. More information can be found at

http://en.wikipedia.org/wiki/\WebSocket - Proxy traversal

[Question 7] Will the data be cached locally during a meeting? After the meeting is
ended, will this cache be cleaned up?

No. As a web page, Web JoinNet cannot access the local File system. All the data are in
memory. After the meeting is ended, all data related to the meeting will be released.

[Question 8] What does the *'5" mean in Web JoinNet Online Icon &s ?
It means "HTML5": Web JoinNet is developed using HTMLJ5.

[Question 9] What HTMLY5 features does Web JoinNet require besides Web Socket?

Web JoinNet also uses other HTMLY5 features, such as File, Local Storage, Web Worker,
Web Audio, Media Capture Stream, Canvas, etc. However, these are not required to run
Web JoinNet. If your browser doesn't support some of these HTMLY5 features, certain
functions may not work. But you can still use Web JoinNet with limited functions. Please
check the following table for the missing functions due to unsupported HTMLY5 features:

HTMLS5 Feature Web JoinNet Function

File slide/file upload

Local Storage log, options

Web Worker audio, video, desktop sharing, remote control, bmp
slides, files in white board

Web Audio audio

Media Capture Stream audio/video capture, desktop sharing

Canvas white board

[Question 10] Will Web JoinNet Messenger chat information be saved locally as in the
PC JoinNet Messenger?


http://en.wikipedia.org/wiki/WebSocket#Proxy_traversal

No. Web JoinNet does NOT save Messenger’s chat information locally as it cannot
access the local File system. However, the chat history is always saved at the MCU
server and can be retrieved by all other JoinNet Messenger clients.

[Question 11] What features are supported by Web JoinNet as of today?

JoinNet: Audio(Opus,G.711), Video(Mjpg, HM264 viewer, F264 viewer), Text Chat,
Joint Browsing, MCU Relay, White Board, Desktop Sharing, Remote Control

JoinNet Messenger: Visit, Invite Launch Office, Change Status

[Question 12] What audio codec does Web JoinNet support?
Web JoinNet supports Opus and G.711.

[Question 13] What video codec does the Web JoinNet support?
Web JoinNet supports Mjpg and the viewer only for HM264, F264.

[Question 14] G.711 standard shows its bit rate as 64kbps, why Web JoinNet shows
67kbps?

There is application-level packet header overhead in Web JoinNet. After considering the
packet header overhead, the overall G.711 bit rate becomes about 67kbps.

[Question 15] How can I capture the screen for FireFox?

Web JoinNet must be at a https site and Firefox must enable
"media.getusermedia.screensharing.enabled” and add the Web JoinNet's domain to
"media.getusermedia.screensharing.allowed _domains" via about:config.

(- Firefox | abouticonfig

Search:  getusermedia.screen

Preference Name ~ Status Type Value
media.getusermedia.screensharing.allow_on_old_platfo.. default boolean false
media.getusermedia.screensharing.allowed_domains  user set string *.homemeeting.com,|
media.getusermedia.screensharing.enabled default boolean true

After that, click "Start Screen Capture"” from Menu to capture the entire screen. A pop up
will ask your permission to "Share Screen™. Or you can click the "Start Screen Capture
(Individual Window)" to capture a selected application. A similar pop up let you choose
the target window to capture. Once you start the screen capture, a floating @

window will appear at the top of the screen, reminding you that the screen is being



captured. You can now view the captured screen by choosing "Screen Capture” as the
target in the video window.

If you are in a meeting, you can click the © button to(or not to) use the captured
screen as video source; you can also choose "Screen Capture” as the data source in
Desktop Sharing and Remote Control.

[Question 16] When I set the white board to full screen and try to add marks, the mark
appears at a different location from where I click? What happened?

Web JoinNet has trouble to correctly determine the mouse's position in full screen mode
for certain browsers. The problem could be caused by bugs in the browser. If you
encounter this problem, please leave full screen mode to add marks.

[Question 17] My smartphone’s battery is drained faster than expected if | keep Web
JoinNet on, even when the phone is not used at all. Why? How can | fix this?

This is a known problem. Because of certain browsers' implementation of web audio API,
Web JoinNet may keep consuming battery once an audio event occurs, even after the
audio event has finished. The only way to avoid the battery being drained after an audio
event is to exit Web JoinNet.

[Question 18] Can I quickly check whether my browser has this battery draining
problem?

For android phones, there is a quick way (within one minute) to check whether the
browser has this problem, do the following steps:

1) Close Web JoinNet.

2) Go to Settings->Battery->Mediaserver and note the "Keep awake" value. If you don't
see "MediaServer", its current usage must be too low: Android only shows the top several
processes. Use of Web JoinNet triggers several audio events, such as playback a
recording file, or just do the audio test. After Mediaserver appear, go back to step 1).

3) Go back to Battery and Refresh

4) Back into Mediaserver. Note "Keep awake" value. Has it increased? If yes, STOP,
there is another App draining your battery.

5) Run Web JoinNet to trigger an audio event such as playback a recording file, or just do
the audio test. Wait until the session is done: it is normal to use battery during the audio
event.

6) Go back to Step 2) to 4). If the "Keep awake" value increases, your browser has the
battery draining problem. Close Web JoinNet tab to avoid battery being drained.

7) If the "Keep awake" value does not increase while Web JoinNet is idle after the audio
event, congratulation! Your browser has no problem and you can keep the messenger
status online using the browser.



For other devices, there is no quick way to find out. Run Web JoinNet to trigger an audio
event. Wait until the session is done. Now put the device to idle mode, and check
periodically how long it takes for the battery usage to change 1 percent. This may take
hours: the device should be able to enter deep sleep mode if the browser has no problem.
If you find the battery usage increased much faster than expected, always close Web
JoinNet when not actively using it.

Note that it is a relative term for the speed of battery draining. During our tests using bad
browsers, when Web JoinNet is idle after an audio event, it typically takes about 20-40
minutes for the battery usage to change 1 percent. This translates to around ~50 hours
(i.e., ~2 days) battery life. Is this draining fast? It is MUCH faster than that when Web
JoinNet is closed. Without Web JoinNet running, the device can enter deep sleep mode
and it can take more than 24 hours for the battery usage to change 1 percent!






