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BATAMAN
Vall-FILE

INTRODUCTION

The Dataman Vali-File is a pc-based Validator for calculating CRC-32 and SHA-1
signatures for various files. Vali-File offers many advanced features including:

» Support for all Windows file format types

* Additional Utility for reading Linux formatted disks with Windows*

» Sgnature compatibility with all other Dataman Validator products

* Sgnature compatibility with the GLI_CDCK program provided by Gaming
Laboratories International, Inc.

» Full database features including searching and editing of all records

* Encrypted Database and visual CRC32 checksum — to prevent tampering

» Compressed Program File (.exe) to prevent tampering

¥ SYSTEM REQUIRMENTS

Microsoft Windows 95/98/M E/2000/NT/XP
32MB RAM

Available CD-ROM drive.

Minimum 40 MB of free disk space.

ﬁ PACKAGE CONTENTS

CD-ROM containing the Vali-File software.
Software License Agreement.
User’'s Manual.

* Explore2fs.exe was written by John Newbigin and distributed under the terms of the GNU General Public License. Please
read the Explore2fs-readme.txt for moreinformation.
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g INSTALLATION

To instal the Vali-File software, follow the normal installation procedure used for all
Windows based programs. The installation program should automatically launch when
the CD-ROM isinserted in your CD drive. If for any reason it does not, then ssmply RUN
“setup.exe’ from the CD-ROM.

SOFTWARE REGISTRATION

Once the software has been installed, you will need to register this product. When you
run the software for the first time you will see a screen similar to the following:

Vali-File Version 3.0 I A |

Ilzes left: I M A, Site code
Dapg left: W 2353526

£ Enter application

|mit code

' Transfer licensze Mew Site code:

" Remove licenze

Application status:

LOCKED Cancel | Cantinue >3 I
PC Guard for Win32

Licenzed to;

|Dataman Prograrmmers, Ltd. |

To register your product, simply call our Support Hot Line at (800) 328-2336 and give
them the 8-digit Site Code that appears in the Site Code block. Y ou will notice that the
Application Status block will display “LOCKED”. Once you have given them the site
code, they will issue you an Init Code that will unlock your software. Enter the init code
they give you in the Init Code block and click Continue. You will notice that the
Application Status block will display “UNLOCKED”. To launch the software just click
on “Enter Application” button then “Continue”. This completes the registration process
for your product.
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LICENSE TRANSFER

This product is licensed for one PC only. If you ever need to transfer this program to
another computer you must perform the following steps:

Yali-File Yerzion 3.0

|lzes left: I [ A
Drays left: I [ A

Imit code

£ Unlock application I

™ Transfer licenze Mew Site code:

" Remove licenze

Applization status;

IMLOCKED Cancel | Continue = I
PC Guard for Win32

Licensed to;

|Dataman Frogrammers, Lid.

1. Install the Vali-File software (from original CD) on the new computer. Launch
the software and obtain the new 8-digit Site Code from the Site Code block of the
registration screen of the new computer.

2. Run the UNLOCKED Vali-File program on origina computer and enter the
original Init Code (given to you on initia installation) into the Init Code block.
Now enter the New Site Code from the Site Code block on the registration screen
of the new computer. Click the License Transfer button then Continue.

3. The UNLOCKED Vali-File program on original computer will now display a
dialog box with New Init code value in the New Init Code block. This Init Code
can now be used to unlock the Vali-File program you installed on the new
computer.

The license will be removed from the origina computer and will now be installed on the
new computer.
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SOFTWARE OPERATION

Once the registration process has been completed and the program is unlocked, the
following screen should appear. Each time you start the program, you will see the
registration screen displayed for 10 seconds, then it will take you into the Vali-File
program. This 10 second delay can be bypassed by clicking on the continue button in the
registration screen. Doing so will take you directly into the Vali-File program.

B1ValiFile =

File Databaze | Help

DATANAN
Vall-FILE

. % Single file only
W alidate ™ Filez in a single folder
= Files in folder and subfolders

—File

I Browsze. . | Busy
—Result

SHA1: |

CRC32: |

[~ CDCK: |

Mame: I

! 2 ore |

NOTE: For optimum viewing, your screen resolution should be set to a minimum of
800 x 600 DPI. Viewing this program in a lower resolution may result in some
screens being clipped or not fully viewable. You can check your screen resolution by
right clicking your mouse on your “Windows Desktop”, then left clicking on
“Properties’, and then selecting the “ Settings’ tab.
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VALIDATING FILES

™ CDCK: | |

GLI_CDCK Mode: The Vadli-File program can produce severa types of signatures
depending which mode is selected. The program defaults to Dataman mode (CDCK off).
This mode will generate an SHA-1 or CRC-32 signature. Only the signatures produced in
this mode can be added and stored in the database. The user can also select CDCK mode.
This mode will produce identical signatures to the GLI_CDCK program provided by
Gaming Laboratories International, Inc.. The signatures in CDCK mode are for reference
purposes only and are not stored in the database. This option will be discussed in more
detail later in this manual. Within each mode, you have the option to select one of three
validation methods:

' Single file only
" Filez in a zingle folder
" Filez in folder and subfalders

Single file only: This option should be selected when the user wants to validate the
signature of a single file. In this mode, the user needs to select a file by clicking on the
“Browse” button. The user can then select the desired file, then click on “Open” followed
by “Validate’. The CRC-32 and SHA-1 signatures will be displayed in their respective
fields for the user to view. If the CDCK mode is selected, the GLI_CDCK program
signature will be displayed in the CDCK field. The default CRC-32 and SHA-1
signatures will be omitted.

" Single file anly
* Files in a single falder
" Files in falder and subfolders

Filesin a single folder: This option should be selected when the user wants to validate
al filesin a particular folder. All subfolders will be ignored when this option is selected
thus only the files in the selected folder will be validated. If the CDCK mode is selected,
the GLI_CDCK program signature will be displayed in the CDCK field. The default
CRC-32 and SHA-1 signatures will be omitted.

" Single file only
" Files in a single folder
* Files in folder and subfalders

Files in folder and subfolders. This option should be selected when the user wants to
validate all filesin a given folder including subfolders, or when the user wants to validate
the entire drive. If the CDCK mode is selected, the GLI_CDCK program signature will
be displayed in the CDCK field. The default CRC-32 and SHA-1 signatures will be
omitted.
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MULTIPLE FILE VALIDATION

When the user selects one of the multiple file options (“Filesin asingle folder” or “Files
in folder and subfolders’), the following screen will be displayed.

B valiFile

File Databaze Help

BDATAMAN
Vall-FILE

" Single file anly
&+ iFiles in a single folder
" Files in folder and subfalders

(o] [Faul (] .
W alidate

—Fuolder and File Type

Busy
I[Nu:u folder or file type zelected) Select. . |

File

Signature

Combined zignature

—huilti-File Algarithm
& SHAI: |

- EHE32;|
 CDCK: |

MName: I

| = fileir=a e |

The user can then click the “ Select” button to select the desired folder and files that need
to be validated. Please notice that the expanded portion of the screen will ONLY appear
when one of the multiple file options has been selected.
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When the user clicks the “ Select” button, the following screen will be displayed.

Select Folder and File Type |

ikt BULLTBBS
|_E|_'31 [ I3 PR :I

- B zddriver ;I EULL10.BBS
- zddrawin BIULL11.BBS
[Seecet BULL12BBS
= BULL13.BBS =
-Eued
FBunlocker
-Elushiza File: tupe: I
- B v alideel
L Evmpe ™ UseD0S (23] flenames
e -
- wdatadd d| ak. Cancel |

The user can then select the desired “Drive” and “Folder” (from the tree displayed on the
left side of the screen). Once the drive and folder have been selected, the user can then
select the desired “File type’. The default setting for thisfield isan “*” (which represents
al files in the selected folder). Any desired file extension can be entered in this field
(such as exe, dlIl, bat, bak, etc.). If the files you have selected use long file names (greater
then 8 characters followed by a 3 or more character extension), then you must check the
box marked “Use DOS (8.3) filenames’. Once the user has finished selecting the file
type, they can then click the “OK” button. The “Select Folder and File Type” screen will
then disappear and the full path name and selected file types will appear in the
appropriate fields of the main Vali-File screen as shown below.

~Folder and File Type

Busy
* iy C: w30 Select... |
File | Signature ﬂ
C:wac30NBULLT 2 BBS _I
C:hwac30NBULLT 3 BEBS
C:wac30NBULLZ BRS -
KN LIJ
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The next step is to select the validation method you wish to use. If you select “SHA1L”,
all selected files will be validated using the SHA-1 algorithm. If you select “CRC32”, all
selected files will be validated using the CRC-32 algorithm.

—bulki-File Algarithnm
@+ SHA1: |

- |:H|:32:|
~ CDCK: |

Mame: I

If you select “CDCK”, the following screen will appear. Y ou will be prompted to select
one of three signature types. These selections correspond to the options available in the
GLI_CDCK program and will be discussed later in this manual.

Select CDCK zignature type |

% Begular with zeed |0000  [default 0000)
" Enhanced [old)
" Enhanced [hew)

Cancel |

NGlaalal :
" alidate

Once the desired validation method has been selected, the user is ready
to validate. To begin the validation process, click the “Validate” button.

—Folder and File Type

Busy
2 in w30 Select. .. |

File Signature -
C:\wec30NBULLT.BES

C:hamc30NBULLT O BAK, SE I CBATID7E:
Chawc30NBULLTOBRS 1478C069 EEIFI
4 3

Y ou will notice the “Busy” light coming on and the files will begin scrolling in the “File”
window shown above. When the “Busy” light goes off, the validation process is finished.
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Each file that has been validated will be listed in the “File” window with it's matching
signature listed to the right of it in the “Signature” column. The signature displayed in
this column will depend on which validation method you selected in the previous steps
(SHA1, CRC32 or CDCK). The user can scroll up/down to view the listed files and
left/right to view the signatures. The last entry at the bottom of the list will display the
combined signature for al the selected files displayed. This combined signature is the
signature that will appear in the main Vali-File screen. In the example listed below, the
SHA1 method was selected. Y ou will notice that all the file signatures and the combined
signature are 40-character SHA-1 signatures.

—Folder and File Tupe
Busy

=5 in Gz 30 Select...

File | Signature :l
C:hwnc 300w CORAW DAT 1501 207E31990F 4D E 2CBADTFE 32D 0CTER 08357 9F
C:hawc 30w CORAW EXE A1 424FAET9BA7ARISTETEAF 7OF 1901 40FD02CD S

3

Combined signature (39 files] CBER 2096057241 F40 443258 D 21B0RRAB ACATDRZE +
KN
—hulti-File Algarithr
i+ SHA1: ICﬁﬁBZCQED9?241F4D4A325I3D21EDBEAEQCH?D52E

- |:H|:32:|
¢ CDCK: |

Mame: ILlnkann gignature

In the example listed below, the CRC32 method was selected. Y ou will notice that all the
file signatures and the combined signature are 8-character CRC-32 signatures.

—Falder and File Type
Busy

| in C: w30 Select. ..

File | Signature ﬂ
C: w30 CORAW DAT AR3LATE

C: e 30w CORAW ExE 1545E0F2

Combined signature [33 files) ELIZHAC3A -
4| I ]
“huilti-File Algarith
" SHAL: |
i+ EHE32:IEU2H5C3I\
" CDCK: |

Hame: ILInknu:uwn zighature
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In the example listed below, the “Regular” mode of the CDCK method was selected. Y ou
will notice that al the file signatures and the combined signature are 4-character

GLI_CDCK program signatures.

—Falder and File Type
Busy

= i 30 Select...

File | Signature ﬂ

C: w30 CO R DAT 27ER,
C: e 200w CORAW ExE AlAE
Combined signature [33 files)] AT

1| I 3
“hulti-File Algarith
~ SHAI: |
' |:H|:32:|

Mame: ILlnknu:uwn zigriature

In the example listed below, the “Enhanced Old” mode of the CDCK method was
selected. You will notice that al the file signatures and the combined signature are 40-
character GLI_CDCK program signatures. Both the “enhanced Old” and “Enhanced
New” modes of the CDCK method will produce a 40-character GLI_CDCK program

signature, but the signatures will be different from one another.

~Fuolder and File Type
Busy

= i 30 Select...

File | Signature :l

Chwwcd0ve/ CORAW . DAT - 15D1207E 31930F40 E2CBADTF E32D0OCTE BOSIRT:

C: e 30N CORAW ExE 351424FA E99BATAS 497E1EAF 73F19014 OFDOZCD
Cormbined signature (39 files 45E0503E AS0729E4 SF2DEE58 FEVOFDIE QACRTEF -

4| I 3
“hulbi-File Algonthnm
" SHAT: |

' |:H|:32:|
+ CDCK: |45EI]5I]3E A90729E4 8F2D5B58 7E78FD3E DACS78F0

Mame: ILlnknu:uwn zigriature
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CDCK MODE

Gaming Laboratories International, Inc. has a utility program caled “GLI_CDCK”.
This program was written and distributed by Gaming Laboratories International, Inc., and
can be obtained directly from them. It has been used by a number of end users and
regulatory organizations to validate files, folders, or entire disks. These users must have
the ability to replicate the original GLI_CDCK program signatures. The Vali-File
program provides this capability since it has incorporated all functionalities of the
GLI_CDCK program (version 4.3) as well as providing you the Dataman signatures. This
will alow users to migrate from the GLI_CDCK program signatures to the Dataman
signatures without loosing continuity along the way. Listed below are the “Menu Option
Descriptions’ inthe GLI_CDCK program and their equivalent optionsin Vali_File:

Note: This statement is taken directly from the GLI_CDCK program notes. The
GLI_CDCK program will function on Windows 95, 98, NT and 2000, however, if the file
being verified are long file name, different signatures will be calculated on Windows NT
as compared to Windows 95 or 98. This is due to how the Operating System view long
file names. The security of the signaturesis not affected.

ITEM 1. Enter a new seed value. This option allows the user to enter a new seed value
for the signature calculation algorithm. The option is only available in the “Regular
Signature” mode. Seed values range from 0000 to FFFF. Each value will produce a
different result. Gaming Laboratories International, Inc. uses a seed value of 0000 in the
signatures they provide on approval letters and reports. Listed below is how you select
the same mode within the Vali-File program. This window appears when you check the
CDCK box on the main screen. To change the seed value, just enter the desired value, if
other then the default value of 0000.

Select CDCEK signature type |

&+ Begular with zeed IEIEIEIEI [default 0000]
" Enhanced [old]
" Enhanced [new]

Cancel |

ITEM 2: Check an entire disk. This option will prompt the user for the disk drive to
check and then read and produce a signature for the entire disk. Listed below is how you
select the same mode within the Vali-File program. Select the “Files in folder and
subfolders’ mode from the main screen as shown below:
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" Single file anly
" Filez in a single folder
¥ Filez in folder and subfolders

Once you have selected the above mode, click the “select” button and choose the desired
drive you want to validate.

The following window will appear, allowing you to choose the drive of your choice.
Once you have selected the desired drive, click “OK”.

Folder and File Type

—Folder
= d =]

= &

B2l g \Mreceptionhc
B2 ke “hreceptionhd

File tupe: I

[T Usze D0OS (8.3 filenames

oK Cancel |

ITEM 3: Check all files of a specific type. This option will prompt the user for afile
extension and will then proceed to calculate a signature for every file of that type on the
selected drive. In Vali-File, this option is accomplished by entering the file extension (ie
exe, dll, bat, etc.) in the “File Type” block shown in the illustration above. Once the
desired drive has been selected, click on “ OK”.

ITEM 4: Check specific file types from a starting directory. This option is the same as
item 3 except it will prompt for a starting directory/folder to begin looking for files and
will only calculate signatures for files in that directory and sub directories below it. In
Vali-File, this is accomplished using the same Vali-File procedure discussed in item 2

above.

Page 13 of 20



Dataman Vali-File User Manual

ITEM 5: Check a single file. This option will prompt the user for the full path of the
file and its name and calculate a signature for that file. In Vali-File, this is accomplished
by selecting the “ Single file only” option as shown below:

R "1 it
* Single file anly |' w ey
Ll [rulal I .. . \ "
Walidate ™ Filez in a single folder L] d
" Filez in falder and subfolders 4

File

II::"uF'r-:ngram Filez\*ALIFILEN aliFile. exe

Next, the user just needs to click on the “Browse” button and select the desired file. Once
the file has been selected, click on the “Validate” button.

ITEM 6: Toggle signature mode. This will toggle the signature calculation mode
between regular, enhanced old and enhanced new. In Vali-File this is accomplished by
selecting the “CDCK” box on the main screen shown below:

[~ CDCK: |

Selecting this option will automatically bring up a window prompting the user to select
the signature mode desired as shown below:

Select CDCEK signature type |

&+ Begular with zeed (0000 [defaul 0000
" Enhanced [old]
" Enhanced [new]

Cancel |

ITEM 7: Save previous signature results to file. This option will prompt for a file
name and save the signature results to that file. This feature is not present in Vali-File
since there is a database provided and the signatures are recorded there.
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ITEM 8: Display previous signature resultsto file. This option will display the last set
of signatures calculated. Again, this feature is not present in Vali-File since there is a
database provided and the signatures are recorded there.

ITEM 0O: Calculates the overall signature of non-PC based media. This option will
allow the user to select non-PC based media. In this mode, the selected media will be
read in full and a temporary image file of this media will be created on your hard disk.
The program will then calculate the signature of this image file. This feature is not
present in Vali-File.

ITEM 9: Exitsthe program. In Vali-File, thisis accomplished in the same manner as
all windows applications. Y ou can either click on “File” then “Close”, or click on the “ X”
at the top right hand corner of the Vali-File screen.
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ADDING FILE (GAME) TO DATABASE

Once the signatures are calculated, they are then compared against the database for a
match. If no match is found, the user is prompted and asked if this new signature should
be added to the database. If the user selects “No”, the signatures will not be added. If
“Yes’ is selected, the user will be prompted to enter a Game Name. Once the user enters
a Game Name, the signatures will be added to the database. The next time thisfile (game)
isvalidated it should find amatch and pull up the Game Name you just entered.

NOTE: There are only two conditions that will prompt you to enter a new game:
Either the file (game) being validated does not exist in the database, or the data in
the file (game) being tested does not match the data of the file (game) in the
database, hence a different signature. If you get this message and you believe thefile
(game) already exist in the database, you should search the database for the file
(game) to confirm that it does not exist. If the file (game) exists, but the signatures
aredifferent, you should take all precautionary measuresto verify the data integrity
of thefile (game).

#1ValiFile P S |

File Databaze Help

BATAMAN
Vall-FILE

[ gl = I H P

!
Val Confirm l 1

| rkrown zighature - add game to databaze?
~File———

IE:'\M_I,I Do

—Result
SHAT: IQD#EE1E22B34FC208245?9AADQC1?DDCA4349I]2E

CRC32: |AFDH2?1P
[~ CDCK: |

[1La] [T ]|

Mame: I

| ¥ ¢ el |

Mo match found
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Game Title |

Erter game title

ISampIe

k. I Cancel

B2 Add game [ _ =]

—Game |nformatior

% Hame: ISampIe

SHA-1: IEID 4E21EZ2BBAFC2053245738409C1 FDOCA434302E

CRC-32: I.-’-‘-.FDH2.'-"1F' Device: |File

Yendor: IDataman, Inc.

Payout : |2.5 Coin denomination: |10 cents j

Yerszion: I'\-"ersinn a0

Comments: |Thi$ iz a zample

—Image

1
. Filename: |C:“My DocumentshSample.img

" Update

If you want to add the signature to your database, fill in the desired fields then click the
Update button. Thiswill add the file (game) signature you just read to your database.
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SEARCH AND EDIT DATABASE

To use the search and edit features of the Vali-File software, left click on “Database” and
then on “ Search / Edit” from the main menu. Y ou should get the following screen:

B D atabase - Search/Edit M= B I

Search Databaze Database Informatiol
Search far: Browss Names |
I.-'-‘-.II records LI

Browse all |

Search Teut Database CRC: DDBO777F
I Mo, of games: 2

=i Seaich | Edit Record = Back
Record 2 of 2 Delete Record == Earard

—Search Result

Ml Mame: |Sample

SHA-1: IEID AE21EZZBB4FC202245734403C1 7D OCA434302E

CRC-32: |.-’-\FDH2?‘1 P Device: IFiIe

Yendor: ID ataman, Inc.

Favout X%: |2.5 Coin denomination: I'IEI centz

Yersion: I\-"eraiu:un 2.0

Comments: IThis iz a sample

Image file: II::"-.M_I,I Documentzh5 ample.img

There are three ways to find a desired record in the database:
1. Sequentially search al records in the database using the Forward or Back button.
2. Click on“Browse NAMES' to list all the Game “NAMES’ in the database.

3. Enter avaue in the “Search Text” field, then select the field you wish to search
by selecting it from the “ Search Field” drop down menu.

In al cases clicking the “Search” button will display al matching records. The matching
records count is displayed below the search button. If a matching record is found then the
“Edit” and “Delete” buttons will become visible. Use the “Delete” button to delete the
current record, pressing this button will cause the user to confirm that the record is to be
deleted.

NOTE: Oncetherecord has been deleted there is no way of retrieving it. If thereis

mor e than one record which meets the search criteria then the forward and back
buttons become enabled.
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—Search Database The Search field lets the user choose which field
of the database to search on. The default search
criteria is “All records’. This enables you to
look at each record in the database by clicking
the “Forward” or “Back” button. You can also

SHAT L display a list al the names by clicking the
| CRL3Z “Browse NAMES’ button, this will open a drop
down listing of al gametitles.

Search Tex

o
=
=]
=

I¥ise Coin

Record 1 of Eemm p=a

)

Once a game has been found in the database it

\ f Edit Recard is possible to edit the details. To find the game,

simply use the search function and then click

Records Found = 1 Deleteflecord | e “Edit Record” button. This will display the
following screen:

B E dit game M= B |

—Game information

% Name:

SHA-1: |EID AE21E22BB4FC205245734403C1 7D OCA4 34302E

CRC-32: IAFDHE?'I P Device: [File

Yendor: IDataman, Ihe.

Payout : |2.5 Coin denomination: |10 cents

Yersion: I'\-"ersion an

Comments: IThis iz a sample

Image file: IE:\My Documentst S ample.img

@ Cancel

" Update

Edit Screen

All fields that have a white background can be edited, once all changes have been made
click the “Update” button and the Database will be updated with the changes.
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DATABASE INFORMATION

Located on the right hand side of the “Search / Edit” screen is the database information
panel. This panel looks as follows:

—Databaze |nformation————

S

Databaze CRC: %2133D49C

Mo, of games: 2

Database information shows the total number of games held in the database and the
calculated CRC-32 checksum for the database file. The database itself is encrypted and
any attempts at modifying it outside the Vali-File software will render the file useless.
The CRC checksum is calculated from the main database file and any changes to thisfile
will affect the checksum. This can be used to ensure that a known trusted database is
being used.

BADATAMAN - ValiFile

File | Database Help

Vall-F|

Backup

Bestare
To backup the database file use the “BACKUP’ button. Left clicking this button will
cause the program to request a file name and then make a copy of the database using this
name.

The “RESTORE” button will restore any previously backed-up copy of the database.
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