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Terminology

Term Description

Web CSS Browser Based Customer Service System

CSS Customer Service System

GUI Graphical User Interface (a screen or windows control)

ODR Orbiscom Data Repository

CPN Controlled Payment Number = e-kortsnummer

VCard e-kortet

AVV Additional Verification Value. Kontrollnummer p& e-kortet (jamfér CVV pa fysiskt
kort)

PAN Primary Account Number / Credit Card Number

Primary Card Credit Card
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1 Oversikt
Web Customer Service System

Web Customer Service System (WEB CSS) &r en browser baserad applikation till
vart e-kortssystem. Det anvands bl.a. for att hantera kunders forfragningar och spara
CPN transaktioner.
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2 Behdrighet

Till anvandare i CSS:

Systemet ar behérighetsstyrt med eget anvandarlD och l6senord. Behdrigheten ar
differentierad beroende pa vilken roll man har i organisationen.

Behdrighet till systemet bestalls via behorig bestallare, som skickar in bestallningen
till Bankkort Helpdesk niva 2, via sarskild bestallningsblankett.

Losenordet ska vara minst 6 antal tecken.

Efter 15 minuter blir man automatiskt avioggad.

Till kunder i e-kort:

Kundens behdérighet till e-kort ligger i bankens behérighetssystem. Koden man
anvander ar densamma som till Internetbanken med inloggning Personlig kod. Vi
anvander oss m.a.o. inte av Web CSS’s behdorighetssystem. Kunden ska alltid
ansluta sig till tjansten e-kort via den egna internetbanken.
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3 Login - Logga pai CSS

Folijande WEB-adress ska anges for att logga pa i CSS:

https://ekortadmin.swedbank.se/webcss

Paloggningssidan visas. Se nedan. Du anger ditt "Login Name” (t.ex. p901xxx) och
ditt I6senord.

(= Customer Service System - Windows Internet Explorer provided by Swedbank AB

SIS 2 webess/ [w] (2 ](x] | |EIE

w o l%lq.‘starts\da Kanall Iﬁlcnp Error “Cuslnmeriem(eﬁyslem x ]7} B B b v hsida v (hverityg -
© orbiscom customer service system
“ Login

Please enter your login name and password.

e
Klar & Lokal intranzt F00% -

Web CSS Log In Screen

Darefter presenteras valkomstsidan och “Main Menu™:
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© grbiscom customer service system

E Main Menu

Please select service

‘Welcome!

Please select search criteria or return to the main menu.
ﬂ Search and Display
QE’ Registration

@ Administration

4 Logout

Main Menu

Seach and Display

Det ar har man soker pa kundens personnummer, namn, fysiskt eller e-kortsnummer
mm.

Registration
Har andrar man i kundens uppagifter.

Administration
Harifran administerar man behdrigheter i CSS.
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4 Seach and Display -
SoOka information

Det sokta datat presenteras sa att den senaste transaktionen visas forst. Man kan
"skrolla” bakat for att fa fram tidigare transaktioner.

° orbiscom customer service system

) Search and Display Welcome!

Please select search criteria Please select search criteria or return to the main menu.

@5 Credit Card Number

Q cmu

g Customer Name

m Login Id

__:a Transaction Dates

‘ Main Menu

Search and Display Menu

4.1.1 Search Criteria

Dessa sokkriteria finns att valja bland:

0 Credit Card Number = det fysiska kortnumret
CPN = e-kortsnummer

Customer Name

Login ID = personnummer

o O O O

Transaction Dates

Om man inte har hela sokvardet, t.ex. kundens namn, kan man ange procenttecknet
(%) istallet for de saknade bokstaverna/siffrorna.

41.1.1 Credit Card Number

Nar man klickat pa "Credit Card Number” och klickar pa Go, far man upp
nedanstaende bild med féljande val:
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° grbiscom customer service system

) Search and Display ¥ Search by Credit Card Number E

Please enter search criteria, then select one of the search options.

Credit Card Number |4123464122129341 Options Get Card Details v

Get Card Details

Please select search criteria

% Credit Card Number

CPN
e Get Account Holders
g Customer Name Get CPNs
. ﬁ Search Results
m Login Id

_:E Transaction Dates Matching records will appear here.

‘ Main Menu

Credit Card Number Search

Search Target Details First Level Search Results Second Level Results (Drill Down))
Card Details Det fysiska kortets detaljer
Customer Kortinnehavaren Generella kunddata
CPN Lista pa alla utstallda CPN (e-kort) | All data om valt CPN (detta e-kort),
Har kan man begréansa t.ex. utstallt och draget belopp,
sokresultatet via datum. Tank pa giltighetstid, Mechant mm.
att for stort s6kvarde okar
svarstiden.

OBS! Tank pa att alltid klicka pa Go vid en ny sokning, eftersom bilden kan innehalla
information fran tidigare kund. Galler alla sokbilder.

Credit Card Number — Card Details Search

Nar man klickar pa “Get Card Details”, visas nedanstaende bild. Har kan man ocksa
se vid vilken tidpunkt och dag som kunden anslo6t sig till e-kort (Card Create Date).
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o orbiscom customer service system

i} Search and Display ¥ Search by Credit Card Number E

Please enter search criteria, then select one of the search options.

Credit Card Number [4123464122129341 Options Get Card Details |

Please select search criteria

% Credit Card Number

Q cm

g Customer Name

ﬁ Login Id

j Transaction Dates

Q»- Credit Card Number 4123464122129341 - Primary Card Details

Credit Card Number 4123464122129341
Card Product Faretagskort

4l Main Menu Primary Account Holder  Emile J.Heskey

AVV 123

Expires (MM/YY) 01/13

Status Active

Card Create Date 2007-03-15 16:06:32

Credit Card Number Search - Card Details

Falt:

Text Orbiscom Swedbank

Credit Card Number The customer’s real credit | Det fysiska kortnumret
card number

Card Product Type of Real Card Kortprodukt

Primary Account Holder Name of Real Cardholder | Kortinnehavarens namn

AVV 3 digit Cardholder Trestalligt kontrollnummer
validation code (jmf med CVV)

Expires(MM/YY) Expiry Date Giltighetstid

Status Real Card status Det fysiska kortets status

Card Create Date Date/Time Stamp Datum/klockslag

Credit Card Number — Account Holders Search
Nar man klickar pa “Get Account Holders”, visas denna bild:
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indows Internet Explorer provi

ed by Swedbank AB 5 X

% |‘ http:fekorttest swedbank. sefmebess)

8]

* & IBS[']‘Starts\da Kanall

@ b I:_;}S\_da - @\u‘erktzg o =

ol Customer Service System ] & HP Quality Center 9.2

© orbiscom

Q Search and Display
Please select search criteria

@ Credit Card Number

Q ceu

g Customer Name

ﬁ Login Id

] Transaction Dates

4 Main Menu

Klar

customer service system

@ Search by Credit Card Number [x]

Please enter search criteria, then select one of the search options.

Credit Card Number |6761639759595417 Get Account Holders

Options

9 Credit Card Number 6761639759595417 - Account Holder List

Records 1to 1 of 1

Click the Customer button to display the selected customer details or click the Card button to display Card details for the customer.

Options Customer Login Id Login Customer Create Date Password PAM Failed Email
Name Name Status Hint Logins  Address
TEST E-KORT 5303174444 Active 2007-02-27 10:03:53
t
W Lokalt intranat #1o0% - I

Credit Card Number Search — Get Account Holders

Om man klickar pa “Customer” far man foljande detaljer:

s Customer Service Systi

Windows Internet Explorer provided by Swedbank AB =3 i

6:;' - " http:/fekorttest. swedbank, sejwebcss!

el i2L]

1&&

[88 I - [‘ Startsida Kanall

© orbiscom

Q Search and Display
Please select search criteria
- Credit Card Number
CPN
Customer Name
Login Id

Transaction Dates

4 Main Menu

Klar

[.Custumsr Service System I@HF Quality Center 9.2 I_l & A | @ hd \ﬁ’slda = @ Verktyg ~ ?
customer service system
% Search by Credit Card Number [x]

Please enter search criteria, then select one of the search options.

Credit Card Number |6761639759595417 Get Account Holders

Options

g Customer Details - TEST E-KORT
Customer Name TEST E-KORT
Login Id

Login Name

52302174444

Active
2007-02-27 10:02:52

& Lokalt intranat 0% -

Falt:

Credit Card Number Search - Account Holders (Customers)

Text

Orbiscom Swedbank
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Customer Name

Customer Name

Kundens namn

Login ID Customer identifier as held | Personnummer
by the Issuer
Login Name Name by which the Anvands ej

Cardholder Logs in

Customer Status

Status of this User

Kundens status

Create Date

Date/Timestamp for User

Datum/klockslag fér

kunden
Password Hint Only used for 3D Secure Anvands ej
PAM Only used for 3D Secure Anvands ej
Failed Logins Number of times User has | Anvands ej

attempted but failed to
Login

Email address

User’'s Email address

Kundens e-postadress. Ej
obligatoriskt

Status information:

Customer Status

CPN User [Status]

Varje kund som har tjansten e-kort, finns registrerad i denna tabell. CPN_USER_ID
ar nyckeln och anvands ocksa for att identifiera kunden.

Detta id ar lankat till USER_LOOKUP tabellen, vilken innehaller kundens externa id
EXT_USER_ID. Detta ar det anvdndarnamn som kunden anvander sig att koppla

upp sig till e-kortsystemet.

STATUS

Char (1) not null

‘A’ — Active

‘B’ — Blocked

‘I' — Inactive

‘D’ — To be Deleted.
‘U’ — Must change userid and password before next use.
‘L’ — Registered, not logged in yet.
‘P’ — Must change password before next use.
*Z’ — Archive.

Om man klickar pa “ Card” far man foljande detaljer:
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© orbiscom

i) sSearchand Display
Plezse select search criteria

% CreditCard Number

0 CPN

o Customer Name

A oo

] Transaction Dates

Item
sin Credit Card Number
Card Product

AVV

Expires (MM/YY)
Card Create Date
Nickname

VCard Status
Primary Card Status

customer service system

Credit Card Number

Clickthe Services button to listthe services

Primary Account Holder

@ Search by Credit Card Number

criteria, then select one of the search aptions.

IAH 2346412212934 Options

g Card Details - 4123464122129341, Lydia Redford

Value
4123464122129341
Faretagskort
EmilelHeskey

123

01/13

2007-03-15 16:06:32
Card of love

Active

Active

P

Get Account Holders v |

assigned tothe Card for Lydia Redford,

[eo ]

Credit Card Number Search - Account Holders (Cards)

Falt:

Text

Orbiscom

Swedbank

Credit Card Number

The customer’s real credit
card number

Det fysiska kortnumret

Card Product

Type of Real Card

Kortprodukt

Primary Account Holder

Name of Real Cardholder

Kortinnehavarens namn

AVV

3 digit Cardholder
validation code

Trestalligt kontrollnummer
(jmf med CVV)

Expires(MM/YY)

Expiry Date

Giltighetstid

Card Create Date

Date/Time Stamp

Datum/klockslag

Nickname

Name assigned by User to
help identify this Real
Card

Smeknamn pa det fysiska
kortet, som hjalper kunden
att skilja pa korten i
SLIM/THIN. Ska aldrig
vara nagot som identifierar
kunden eller det fysiska
kortet (t.ex. det fysiska
kortnumret).

Vcard Status

Status of this User

Status pa kunden

Primary Card Status

Real Card Status

Status pa det fysiska
kortet

Status Information:

VCard Status = VCard[Status]
VCARD (virituellt kort) tabellen uppdateras nar en kund (CPN_USER) far tillatelse att

generera CPN.

Varje CPN kan alltid kopplas ihop med det fysiska kortet (se REAL_CARD) och en

kund (CPN_USER).
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STATUS Char (1) not null ‘A’ Active

'‘B' Blocked

'I' Inactive

'D' To be deleted
‘R’ To be Archived

Primary Card Status = REAL_CARDI[Status]

STATUS Char (1) not null ‘A’ — Active
‘B’ — Blocked
‘I’ = Inactive

‘D’ — To be Deleted.

‘U’ — Must change userid and password before next use.
‘L’ — Registered, not logged in yet.

‘P’ — Must change password before next use.

‘Z' — To be Archived

Credit Card Number — CPN Search
Nar man valjer “Get CPNs”, presenteras féljande bild:

© grbiscom customer service system

&) search and Display % Search by Credit Card Number - 4123464122129341

Flease enter date range for search.

(O Search for all CPNs

(=) Search for CPNs issued between g pove [ 15 w September v | 2008 v NET .",

Please select search criteria

Q- Credit Card Number

Q o End Date 15v@2003v *El
9 Customer Name
ﬁ Login Id .ﬁ Search Results

"ja Transaction Dates Matching records will appear here.

4 Main Menu

Credit Card Number Search - CPNs

Man kan valja att soka pa alla CPN eller for en tidsperiod; datum och klockslag. Vi
rekommederar att alltid séka inom viss tidsperiod eftersom det annars blir en onddigt
tung systemfraga med lang vantetid. | bada fallen visas dock féljande bild:
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° orbiscom

i} Searchand Display
Pleasze select search criteria

% CreditCard Number

0 CPN

o CustomerName

B oo

] Transaction Dates

& vazinMenu

customer service system

O Search for CPNs issued between

Options ~ CPN

5299241179011696 2007-03-28 12:0%:33  04/07 Issued
5299241131319831 2007-03-28 11:40:09 08/07 Issuad

[Details | 5293241173138435 2007-03-28 11:34:15  04/07 Issued
5255241185683033 2007-03-28 10:30:07  04/07 Issued
5299241197388456 2007-03-28 10:0%:17  04/07 Issued
52992411927 17667 2007-03-28 10:08:50 04/07 Issued
5295241148681785 2007-03-28 0%:25:45  04/07 Issued
5295241187588271 2007-03-28 09:25:35  04/07 Issued
5299241197559932 2007-03-27 17:35:10 04/07 Issued

| Details | S2992411234709202 2007-03-27 17:10:12  04/07 Issued

@ Search by Credit Card Number - 4123464122129341

Plemse anter dates rangs for search.

() Searchforall CPNs

Start Date

End Date

)  cCredit Card Number 4123464122129341 - CPNs Issued

Records 1 to 18 of 18

CPN Issue Date Expires CPN
(MM/YY) Status

5299241192163292 2007-03-28 11:37:10 04/07 Issued

A
Last Updated Completion Written Customer

Reason toXRef Name

Code
2007-03-28 12:09:32 None Lydia Redford
2007-03-2811:40:09 None Lydia Redford
2007-03-2811:37:10 None Lydia Redford
2007-03-2811:34:15 None Lydia Redford
2007-03-28 10:30:07 None LydiaRedford  —
2007-03-28 10:09:17  None Lydia Redford
2007-03-28 10:08:50 None Lydia Redford
2007-03-2809:25:45 None Lydia Redford
2007-03-28 09:25:35 None Lydia Redford
2007-03-27 17:35:10 None Lydia Redford
2007-03-27 17:10:12  None LydiaRedford ¥

Credit Card Number Search — CPNs Results

Fields

Text

Orbiscom

Swedbank

CPN

16 digit number for the
virtual card

Det 16-stélliga numret pa
det virituella kortet (e-
kortet)

CPN lIssue Date

Date/Time Stamp

Datum/klockslag

Expires(MM/YY)

Expiry Date for virtual card

Giltighetstid

CPN Status

Virtual card status

Det virituella kortets status

Last Updated

Date/Time Stamp of last
change in CPN Status

Datum/klockslag da
senaste uppdatering
gjordes pa CPN status

Completion Reason Code

Completion Reason Code

Orsakskod vid stangning
av CPN

Written to XREF

Whether settlement record
has processed and been
written to cross reference
file.

Om clearingtrans har blivit
processad

Customer Name

Customer Name

Kundens namn

Klickar man pa “Details” visas ytterligare information:
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° orbiscom

i} Searchand Display
Pleasze select search criteria

% CreditCard Number

Q CPN

g CustomerName

B oo

3] Transaction Dates

customer service system

@ Search by Credit Card Number

Please entersearch criteriz, then selact ane of the search options.

Credit Card Number 141 23464122129341 Options Get CPNs

[vext |

Q) PN 5299241179011696 - Details

CPN 5295241179011696
Customer Mame Lydia Redford
& vasinvenu Credit Card Number 4123464122129341
CPN Expires (MM/YY) 04/07
CPN AVV 520
CPN Status Issued
Issue Date 2007-03-28 12:09:33
Last Updated 2007-03-28 12:09:33
Reason Code MNaone
‘Written to XRef
Currency Code kr
Num Usage o
Tx Limit Q
Cumulative Limit 51
CPN Limitations Cumulative Limit
Merchant Id
Usage Period

o

o orbiscom customer service system

3 Search and Display

Please select search criteria

W CreditCard Number

Q CPN

g CustomerName

Falt:

% Search by Credit Card Number

Please entersearch criteriz, then select ene of the search options.

|

Credit Card Number 14‘1 23464122129341 Options et CPNs

[ext |

CPN Limitations Cumulative Limit

fh oo Uenax penad

1] Transaction Dates Pre-auth Usage a
AuthUsage o
Auth Amount o

& vainMenu =TT

Settlement Usage o
Settlement Amount o
Last Settied
Merchant Id
Valid From 2007-03-28 01:00:00
valid Te 2007-04-3001:00:00
Card Type Faretagskort
Card Expires (MM/YY) 01/13
Primary Card Status Active
VCard Status Active

Credit Card Number Search — CPN Details

[

[l

Text

Orbiscom

Swedbank

CPN

16 digit number for the virtual card

Det 16-stalliga numret pa
det virituella kortet (e-
kortet)

Customer Name

Customer Name

Kundens namn

Credit Card Number

Real Card number

Det fysiska kortnumret

CPN Expires(MM/YY)

Expiry Date for virtual card

Giltighetstid for det
virituella kortet

CPN AVV 3 digit Cardholder validation code Det 3-stélliga
kontrollnumret (jmf CVV)
CPN Status Virtual card status Det virituella kortets status

CPN lIssue Date

Date/Time Stamp

Datum/klockslag for
utstallandet av CPN
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Text

Orbiscom

Swedbank

Last Updated

Date/Time Stamp of last change in
CPN Status

Senaste férandring
Datum/klockslag av CPN
status

Reason Code

Completion Reason Code

Orsakskod vid stangning
av CPN

Written to XREF

Whether settlement record has
processed and been written to cross
reference file.

Om clearingtrans har blivit
processad

Currency Code

Currency code for Virtual Card

Valutakod

Num Usage Number of times the Virtual number Antal ganger som det
has been used virituella kortet anvants
Tx Limit Maximum amount allowed per Max belopp per trans

transaction

Cumulative Limit

Maximum cumulative amount allowed

Max tillatna sammanlagda
belopp

CPN Limitations

Displays any limitations for the virtual
card as set by wither the Issuer or the
Cardholder

Ev. Begransningar satta
av kunden

Pre-Auth Usage

Number of times a Pre-authorisation
has been processed for the virtual
card

Antal ganger som “pre-
authorisation” har gjorts pa
det virituella kortet

Auth Usage

Number of times an Authorisation has
been processed for the virtual card

Antal ganger som
auktorisation har gjorts pa
det virituella kortet

Auth Amount

The amount of the most recent
Authorisation

Beloppet pa den senaste
auktorisationen

Last Authorised

Date of the most recent Authorisation

Datum da den senaste
auktorisationen gjordes

Settlement Usage

Number of times a Settlement
message has been processed for the
virtual card

Antal ganger som en
clearingtrans gjorts pa det
virituella kortet

Settlement Amount

The amount of the most recent
Settlement

Beloppet pa den senaste
clearingtransaktionen

Last Settled Date of the most recent Settlement Datum da den senaste
clearingtransen gjordes

Merchant ID Merchant Identification number Butikens id

Valid From Date from which virtual card is valid Fr.o.m. datum som det
virituella kortet ar giltigt

Valid To Date to which virtual card is valid T.0.m. datum for det
virituella kortet

Card Type Card Type Korttyp

Card Expires(MM/YY)

Expiry Date for Real card

Giltighetstid for det fysiska
kortet

Primary Card Status

Real Card Status

Det fysiska kortets status

Vcard Status

Status of this User

Kundens status
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41.1.2 CPN

Nedanstaende bild far man upp om man klickar pa CPN. Har ar sokvardet CPN (e-
kortnummer).

{2 Customer Service System - Windows Internet Explorer provided by Swedbank AB - aX

6@ v | hetpzorbton.unixwebess ]2 )] | “E‘
W Iﬁmﬁstmtsna Kanall I‘ICAP Error ‘.Custumer Service System X ]71 v B) = - hSida - CVertyg v

° Orbiscom customer service system

@  Search and Display @ searchby cpn [x]

Mlere st comeh v Please enter search criteria, then select one of the search options.

5 Credit Card Number con | Options | Get CPN Details [v:

CPN
o Get Authorisations
$  customer Name Get Settlements

|l Search Results
£ Looin 14

B Trensaction Dates Matching records will appear here.

4 Main Menu

8 Lokak inkranat H00% -
CPN Search

Search Target Details First Level Search Results Second Level Results (Drill Down))
CPN e-kortets alla detaljer, t.ex.

giltighetstid och status
Authorisations Lista pa auktoriserade

transaktioner
Settlements Lista pa transaktioner med status

“Settled”

4.1.1.2.1 CPN-CPN Search
N&r man klickar pa “Get CPN Details”, visas denna bild:
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° orbiscom

i} Searchand Display o Search by CPN

Please select search criteria

customer service system

Please entersearch criteriz, then selact ane of the search options.

% CreditCard Number

cen (5209241147 167141 ostions | GetCPNDatails  v|  [go |

e CPN

g CustomerName

B oo

3] Transaction Dates

& vazinMenu

© orbiscom

Q) PN 5299241147167141 - Details

5295241147167 141
Lydia Redford
4122464122129341
03/05

597

Authorised
2007-03-15 16:07:55
2007-03-16 11:14:02

MNaone

mr:zc:é«oa;r

customer service system

Merchant Id

Valid From

valid To

Card Type

Card Expires (MM/¥Y)
Primary Card Status
VCard Status

Falt:

i} Search and Display 0 Search by CPN
Pl et e Plesse entersearch criteri=, then select one of the search options.
% CrecitCarc Number cPn 5299241147 167141 Ostions | GetCPNDetails  v|  [ge |
Q oo
% customartiame e =
e £
ﬁ Login1d R =
] Transaction Dates Pre-auth Usage ]
AuthUsage 8
Auth Amount 698
o ain enu Last Authorised 2008-09-18 04:55:03

o
0

2006-12-11 00:00:00
457000abABZ281848
2007-03-15 00:00:00
2010-01-24 00:00:00
Firetagskort

01/13

Active

Active

CPN Search — CPN Details

|

£

[

[l

Text

Orbiscom

Swedbank

CPN

16 digit number for the virtual card

Det 16-stalliga numret pa
det virituella kortet (e-
kortet)

Customer Name

Customer Name

Kundens namn

Credit Card Number

Real Card number

Det fysiska kortnumret

CPN Expires(MM/YY)

Expiry Date for virtual card

Giltighetstid for det
virituella kortet

CPN AVV

3 digit Cardholder validation code

Det 3-stélliga
kontrollnumret (jmf CVV)

CPN Status

Virtual card status

Det virituella kortets status
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Text

Orbiscom

Swedbank

CPN Issue Date

Date/Time Stamp

Datum/klockslag for
utstallandet av CPN

Last Updated

Date/Time Stamp of last change in
CPN Status

Senaste férandring
Datum/klockslag av CPN
status

Reason Code

Completion Reason Code

Orsakskod vid stédngning
av CPN

Written to XREF

Whether settlement record has
processed and been written to cross
reference file.

Om clearingtrans har blivit
processad

Currency Code

Currency code for Virtual Card

Valutakod

Num Usage Number of times the Virtual number Antal ganger som det
has been used virituella kortet anvants
Tx Limit Maximum amount allowed per Max belopp per trans

transaction

Cumulative Limit

Maximum cumulative amount allowed

Max tillatna sammanlagda
belopp

CPN Limitations

Displays any limitations for the virtual
card as set by wither the Issuer or the
Cardholder

Ev. Begransningar satta
av kunden

Pre-Auth Usage

Number of times a Pre-authorisation
has been processed for the virtual
card

Antal ganger som “pre-
authorisation” har gjorts pa
det virituella kortet

Auth Usage

Number of times an Authorisation has
been processed for the virtual card

Antal ganger som
auktorisation har gjorts pa
det virituella kortet

Auth Amount

The amount of the most recent
Authorisation

Beloppet pa den senaste
auktorisationen

Last Authorised

Date of the most recent Authorisation

Datum da den senaste
auktorisationen gjordes

Settlement Usage

Number of times a Settlement
message has been processed for the
virtual card

Antal ganger som en
clearingtrans gjorts pa det
virituella kortet

Settlement Amount

The amount of the most recent
Settlement

Beloppet pa den senaste
clearingtransaktionen

Last Settled Date of the most recent Settlement Datum d& den senaste
clearingtransen gjordes

Merchant ID Merchant Identification number Butikens id

Valid From Date from which virtual card is valid Fr.o.m. datum som det
virituella kortet ar giltigt

Valid To Date to which virtual card is valid T.0.m. datum for det
virituella kortet

Card Type Card Type Korttyp

Card Expires(MM/YY)

Expiry Date for Real card

Giltighetstid for det fysiska
kortet
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Text Orbiscom Swedbank

Primary Card Status Real Card Status Det fysiska kortets status

Vcard Status Status of this User Kundens status

41.1.2.2 CPN — Authorisation and Settlements Search

Att soka efter auktorisationer och Settlements har ett lika flode. Nedan visas “Get
Authorisations”.

Nar man klickar pa “Get Authorisations”, visas foljande bild:

° orbiscom customer service system

) Ssearchand Display o Search by CPN - 5299241147167141 [x]

Plessa et Sharching Please enterdate range for search.

) Searchforall Authorisations

(3 Search for Authorisations betwesn tranBae. | 15 0 2008 v| |13 |, [57 =

% CreditCard Number

e CPN

g CustomerName

B oo

3] Transaction Dates

] Search Results

Matching records vill appear here.

& vazinMenu

CPN Search — Authorisations

Man kan valja att s6ka pa "alla” eller for en tidsperiod (rekommenderas) i bada fallen
visas féljande bild:

© orbiscom customer service system

) Search and Display Q Search by CPN - 5200241147167141 [x]

Please selectsearch criteria Please enter date range for search.

(& Search forall Authorisations
% CreditCard Number

Q con

g CustomerName

) SearchforAuthorisations between  Searpace

End Date 6 ctabe 2008 i | & El

~
Q) PN 5299241147167141 - Authorisations =
£ Loginid
Records 1ta9 of 9
] Transaction Dates
Billing Transaction ,, Transaction , Merchant
-~ ~ ~ A~ -~ -~ -~
e WL L 0 Amount O Curmency & Amount o Name 4 CtRtUS ()
& MainManu
2008-09-18 04:54:15 Autherisation 316 Unsettled
2008-09-18 04:54:03 Autherization 316 Unsettled
2008-09-1804:53:07 Autherisation 316 Unsettled
|Dem;5 ‘ 2008-09-18 04:46:02 Autherisation  31.6 Unsettled
Datails 2008-09-1804:43:54 Authorisation 316 Unsettled
-03-16 11:55:36 horisation 3.3 Unsettled
2007-03-16 11:55:31 Authorisation 3.3 Unsettled
Details 2007-03-1608:27:50 Reversal Advice 2.3 AFA 77 Unsettled
2007-03-15 16:0%:50 Authorisation 3.3 Unsettled
Back =
~

CPN Search — Authorisations Results
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Falt:

Text Orbiscom Swedbank

Date Date/Time Stamp of Datum/klockslag for
Authorisation auktorisationen

TX Type Type of Authorisation Typ av akutorisation
message

Billing Amount Amount in Cardholder Belopp att betala i SEK

currency

Transaction Currency

Currency in which
Merchant has processed
transaction

Det valutaslag som
butiken har presenterat
transaktionen i

Transaction Amount

Amount of transaction in
Merchant currency

Antal transaktioner i
butikens valutaslag

Merchant Name

Merchant Name

Butikens namn

Status

Transaction Status

Status pa transaktionen

Man kan klicka pa detaljer for mer information.

41.1.3

Customer Name

For att soka pa kundens namn valjer man "Customer Name” i "Main Menu”.

Nedanstdende bild visas:

© orbiscom

i} Search and Display
Please select search criteria

5 Credit Card Number

Q cen

g Customer Name

ﬁ Login Id

_j Transaction Dates

3

d Main Menu

customer service system

9 Search by Customer Name

Please enter search criteria, then select one of the search options.

Customer Name |

Search Results

Matching records will appear here.

Customer Name Search

Options | List Customers ¥

Man skriver in hela eller delar av namnet i namnfaltet, klickar sen pa Go. En lista
med matchande kunder visas:
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ﬂ: Customer Service System - Windows Internet Explorer provided by Swedbank AB

@\;‘/ - " http:/fekorttest. swedbank, sejwebcss! [vl 4[| X ‘ ‘ £l
] w o [%Iqﬂstmtsida Kanall [WI@HP Quality Center 9.2 l_l [ 5| ey v ibSida v (OF Verktyg - »
© Orbiscom customer service system

Q Search and Display g Search by Customer Name E‘

Please select search criteria Please enter search criteria, then select one of the search options.

5 Credit Card Number Customer Name Options | List Customers .
Q ceu

9 Customer Name

-~
. 9 Customer Names Matching "test%’
ﬁ Login Id
Records 1 to 19 of 19
| Transaction Dates
Click the Customer button to display the selected customer details or click the Cards button to list Cards assigned to the customer.
! & Main Menu Options Customer Name  Login Id Login Name  Customer Create Date Password PAM Failed Em -
Status Hint Logins Ad
TEST 3802010102 Active 2005-08-22 14:21:59
TEST 4701061113 Active 2005-08-22 14:22:00
Test Berta 2804240441 Active 2003-09-03 13:44:00
TEST E-KORT 2109082525 Active 2007-02-27 10:38:59
TEST E-KORT 5303174444 Active 2007-02-27 10:03:53
TEST E-KORT 6704050302 Deleted  2007-02-27 10:31:35
TEST E-KORT 8708223774 Active 2007-03-15 08:11:15
TEST KONTO 3302010107 Active 2005-08-22 14:21:59
| TEST TESTSSON 7704051577 Active 2008-03-12 10:38:06 [ ]
v
< ] 11l | [)]
& Lokalt intranat 0% -

Customer Name Search - Results

Man kan klicka pa kunden resp. korten for att fa fler detaljer.
Falt:

Text Orbiscom Swedbank

Customer Name Customer Name Kundens namn

Login ID Customer identifier as held | Kundens personnummer
by the Issuer

Login Name Name by which the Anvands ej
Cardholder Logs in

Customer Status Status of this User Status pa kunden

Create Date Date/Timestamp for User | Datum/klockslag for

kunden
Password Hint Only used for 3D Secure Anvands ej

PAM Only used for 3D Secure Anvands ej

Failed Logins Number of times User has | Anvands egj
attempted but failed to
Login

Email address User's Email address Kundens e-post address.
Ej obligatoriskt

41.1.4 Login ID

For att s6ka pa kundens personnummer valjer man att soka pa Login ID. Da visas
féljande bild:
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e orbiscom

) Search and Display

customer service system

m Search by Login Td

Please enter search criteria, then select one of the search options.

Logintd | Optiens | List Customers Go

Please selectsearch criteria

5 CreditCard Number

Q con

g CustomerNzame

m LoginId

] Transaction Dates

| Search Results

Matching records vill appear hars.

4 MsinMenu

Login ID Search

Man skriver in personnumret i faltet och klickar pa Go. Resultatet &r det samma som
nar man soker pa namn, se kapitel ovan.

4.1.1.5 Transactions Dates

Har sbker man totalt antal transaktioner under en viss period. Detta anvands i forsta
hand av Produktavdelningen. Arendet ska anvandas med forsiktighet da alltfor stort
sokvarde kan dra ner pa prestandan i systemet och skapa vantetider for alla
anvandare.

For att sbka under en given tidsperiod, valjer man “Transaction Dates” i Main Menu.
Foljande bild visas:

© orbiscom customer service system

i} Search and Display j Search by Transaction Dates E‘

Please enter search criteria, then select one of the search options.

StartDate , 26 v Options Get CPN Authorisations | El

Plezse selectsearch criteria

% CreditCard Number

Q o endoate [15 9] [octover ] 149 [ Gt CPN Sefilements
g CustomerName
@ o <] Search Results

SR TransactionDates Matching records vill appear here.

4 MsinMenu
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Transaction Dates Search

Search Target Details First Level Search Results Second Level Results (Drill Down))

CPN Per CPN:

¢ Allt data pa valt CPN, t.ex.utstallt
och draget belopp giltighetstid,
Mechant m.m.

En totallista pa alla CPN under
den sokta perioden.

Man véljer fr.o.m. och t.o.m. datum, véljer vilken tranaktionstyp man vill se i rullisten
och klickar sen pa& Go. Resultatet visas i nedre delen av bilden:

customer service system

© orbiscom

W) search and Display ] Search by Transaction Dates
Please select search criteria Please enter search criteria, then select one ofthe search aptions.
@ Credit Card Number swtoee [ 15 v |sepember v [2008 | [12 v|.[28 %] oo GetCPH Authorisations v| [ ca_|
Q cen eaet= |15 | [October v (2008 ¥| [14 . |26 ¥|
a ustemer Name
é Z s h 0 CPN Authorisations between 14:26 15 September 2008 and 14:26 15 October 2008
J ¢ Records 1 to 5 of 5
] Transaction Dates
d Manien il :’I::MLB 04:54:-15 : :xj:l‘:u&:n: ::9:24114716?141 : :::;::unmu C :i"i:';‘t : cam:; H : A:'mu"tl " c i " : jr:—i:;:
2008-0%-1B 04:54:03 Authorization 5295241147167141 4123464122129341 316 Uns=ttizd
2008-05-18 04 :53:07 Authorisation 5255241147167141 4123464122125341 36 Uresttieag
2008-05-15 04 :46:02 Authonsation 5295241147167141 4123464122125341 e Unsetti=d
2008-05-18 04:43:54 Authonsation SZ98241147167141 41734641221789341 e Urestlad
| &
Transaction Dates Search — Results
Fields
Text Orbiscom Swedbank
Date Date/Time Stamp of Datum/Klockslag pa
Authorisation auktorisationen
TX Type Type of Authorisation Typ av auktorisation
message
CPN 16 digit number of virtual Det 16 stalliga numret pa

card

det virituella kortet

Credit Card Number

Real Card number

Det fysiska kortnumret

Billing Amount

Amount in Cardholder
currency

Belopp i SEK

Transaction Currency

Currency in which
Merchant has processed
transaction

Det valutaslag som
butiken har presenterat
transaktionen i

Transaction Amount

Amount of transaction in
Merchant currency

Antal transaktioner i
butikens valutaslag

Merchant Name

Merchant Name

Butikens namn

Status

Transaction Status

Status pa transaktionen
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5 Registration — Andra kunddata

| “Customer maintenance” kan man lagga upp och &ndra kunders data. Valet visas
endast om man har behdrighet. Vi ska aldrig lagga upp nya kunder direkt i CSS.
Kunden ska sjélv ansluta sig via Internetbanken. Detta for att sdkerheten ska

garanteras.
Dessa tre val finns::

¢ New Account = nyupplagg kund. Ska inte anvandas.
Modify Account = Borttag av tjansten e-kort och &ndring av status pa fysiskt
kort
e Modify CPN = &ndring av status pa CPN

5.1 Modify Account

| “Modify Account” andrar men uppgifter pa kunden eller tar bort tjansten e-kort fran
kunden. Fdljande bild presenteras nar man valt Modify:

customer service system

© grbiscom

fg Account Modification

4=| Registration
Please identify the account by Customer Name, Credit Card Number or Login Id.

Enter a Customer Name to retrieve a list of customers with similar names.
Enter Credit Card Number to retrieve a list of account holders.
Enter Login Id to retrieve a list of customers with similar Login Ids.

Account Identifier | Customer Name || :

|¥/l  Search ResyCredit Card Number |
Login Id

Matching records will appear here.

Flease select option

g Mew Account

‘% Modify Account
Q odify cPy

4l WMain Menu

Modify Account

[ |

Man fyller i skvarde och klickar pa Go. Nar man far fler traffar pa sitt sokvarde visas

visas foljande bild:
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Customer Service Systi Windows Internet Explorer provided by Swedbank AB =3 i

o+ o hitpsfyekorttest.swedbani sejwebess/ [ [+l | |28

=

1{& & [%Iqﬁstartsidakanall
1

) o —— = . »
Customer Service System 30 I@HF Quality Center 9.2 I l & A | @ hd \ﬁ’slda - verktyg -

© Orbiscom customer service system

-
G| Registration & Account Modification [x]
Please select option Please identify the account by Customer Name, Credit Card Number or Login 1d.
Enter & Customer Name to retrieve a list of customers with similar names. =
M SREE T Enter Credit Card Number to retrieve & list of account holders.
Enter Login Id to retrieve a list of customers with similar Login Ids.
Modify Account |
Account Identifier | Customer Name ’1] : |test% | v
Modify CPN ]
g Customer Names Matching "test%’ "l
& Main Menu Records 1 to 19 of 19
Click the Customer button to modify the selected customer details or click the Cards button to assign or modify the customer's
Cards.
Options Customer Name  Login Id Login Name  Customer Create Date Password PAM Failed En
Status Hint Logins Ad
i TEST 3802010102 Active 2005-08-22 14:21:59
4701061113 Active 2005-08-22 14:22:00
8804240441 Active 2003-05-03 13:44:00 ]
TEST E-KORT 2109082525 Active 2007-02-27 10:38:59 o
TEST E-KORT 5303174444 Active 2007-02-27 10:03:53
s| TEST E-KORT 6704050302 Deleted  2007-02-27 10:31:35
5| TEST E-KORT 8708223774 Active 2007-03-15 08:11:15
] TEST KONTO 3302010107 Active 2005-08-22 14:21:59
Customer | Cards| TEST TESTSSON 7704051577 Active 2008-03-12 10:38:06 [l]
I | [ll
Klar & Lokalt intranat 0% -

Modify Account — Account List

Man valjer ratt kund och klickar pa “customer button”, da visas denna bild med
kunddetaljer:

© grbiscom customer service system

8=| Registration & Account Modification [x)'m

FPlease select option Please identify the account by Customer Name, Credit Card Number or Login Id.

Enter a Customer Name to retrieve a list of customers with similar names.
Enter Credit Card Number to retrieve a list of account holders.
Enter Login Id to retrieve a list of customers with similar Login Ids.

Account Identifier | Customer Name V| : ‘te ‘

8 c Details -

g Mew Account

.33 Modify Account
0 Modify CPN

3

d Main Menu Please modify customer details or click the Cards... button to modify details of Cards assigned to this customer.

Customer Name “emplesl

togintiame  [NOADDRESS |

Password | 2]
Re-enter Password

Password Hint | |

PAM | |

Email Address |

Status | Active 3

| Back | | Modify | | Delete | | Reset | | Cards... |

Modify Account — Customer Details

Uppgifter som har med I6seonord att géra dvs; Password, Re-enter Password,
Password Hint och PAM, anvéands inte av banken. Kundens behérighet styrs av
samma behdrighetssystem som vid inloggning till Internetbanken med personlig kod.
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De fem knapparna langst ner i bilden betyder:

Button Action

Back Ga tillbaka till foregdende skarmbild

Modify Uppdatera forandringarna

Delete Tar bort tjanten e-kort fran kunden. Kraver bekraftelse.
Reset Rensar &ndringarna
Cards Visar kundens kort

Nar man klickar pa “Modify” visas nedanstaende bild:

© orbiscom customer service system

~
§-| Registration & AccountModification B
Bl e eaie—t i Please identify the account by Customer Name, Credit Card Number or Login 1d,
Enter a Customer Name to retrieve a list of customers with simifarnames.
§ Newrcount Enter Cradit Card Number to retrieve s list of sccount holders.
Enter Login Id o retrieve s list of customers with similsr Login Ids.
&l Madify Account |
Account Identifier | Custormner Name v! : |TE | IE' »
Q Modifycen o
S, Customer Details- temptest
4 Main Menu 8 Customer details have been madifisd

Please madify customer details or click the Cards— button to madify details of Cards sssigned ta this customer.

CustomerName |lemptest

b [noADDRES S 2]

Re-enter Password

Password Hint |dunno |

BAM | |

Email Address |

Status Active ¥

Liianliapac o e

Modify Account — Confirmation

Nar man klickar pa “Delete” — som tar bort tjansten e-kort fran kunden, visas denna
bild:
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° orbiscom customer service system

8| Registration & Account Modification B3

Please identify the account by Customer Name, Credit Card Number or Login Id.
Enter 5 Customer Name to retrieve a list of customers with similar names.,

Enter Credit Card Number to retrieve & list of account holders.
Enter Login Id to retrieve a list of customers with similar Login Ids.

Account Identifier | Customer Name V‘ H |te |

9 Delete Customer - temptest

Fleasze select option

g MNew Account

ﬁ Modify Account
o Modify CPN

3

d Main Menu

Are you sure you wish to delete this customer?

Customer Name ]Lemptest

Login Name |NOADDRESS =
Passvord
Re-enter Password

Password Hint

|
PAM |
Email Address |

Status Active ¥

| Cancel | | Confirm Delete |

Modify Account — Delete

Denna bild visas om man klickar pa “Cards”:

© orbiscom customer service system

&éj Registration "% Account Medification lz‘ q

Flease select option Please identify the account by Customer Name, Credit Card Number or Login Id.
Enter & Customer Name to retrieve a list of customers with similar names.

Enter Credit Card Number to retrieve a list of account holders.

Enter Login Id to retrieve a list of customers with similar Login Ids.

Account Identifier | Customer Name V‘ i |te |

% Card List - temptest

g Mew Account

‘ﬁ Modify Account
Q vodify cPu

I

Records 1to 1 of 1

d Main Menu

Click the Modify button to modify the selected Card details or click the Default button to set the selected Card as the
customer's default Card.

Options Default CardType  Credit Card Number Expires Primary Card Currency Card VCard
Card (MM/YY) Status Nickname  Status

- Bankkort 5284000000108908 01/06 Active ker Active
MaEE Viea Ung

|Assign Mew Card | ‘ Customer Details

Modify Account — Card List

De fem knapparna langst ner i bilden betyder:

Button Action

Modify Oppnar ny bild for att andra uppgifter

Default Har andrar man Default kort

Back Tar dig tillbaka till foregaende bild

Assign New Card | Ska inte anvandas

Customer Details | Tar dig till “Customer Details”

Revision Date: 18 Januari 2009 Web CSS User Guide 31



Web Customer Service System User Guide 1.2

Nar man klickar pa “Modify” visas nedanstaende kortdetaljer. Har kan man andra
Nickname och status pa kortet:

° grbiscom customer service system

82| Registration & Account Modification [x

Please identify the account by Customer Name, Credit Card Number or Login Id.
Enter a Customer Name to retrieve z list of customers with similar names.

Enter Credit Card Number to retrieve a list of account holders.
Enter Login Id to retrieve a list of customers with similar Login Ids.

Account Identifier | Customer Name V| H ‘te ‘

‘¥ card Details - 5 108908,

Flease select option
g Mew Account
.3% Modify Account
0 Modify CPN

I

4l Main Menu
Please modify Card details or click the Services... button to modify services for temptest.

Credit Card Number [s284000000108308
Card Product [Bankkort Visa Ung
Primary Account Holder Name lemptest—|
Excpiry Data (MM/¥Y) oros

AV |
Nickname
VCard Status Active v

Primary Card Status | Active %

| Back ‘ ‘ Modify ‘ | Delete ‘ ‘ Reset | |Servi|:es...|

Modify Account — Card Details

De fem knapparna langst ner i bilden betyder:

Button Action

Back Tar dig tillbaka till foregaende bild

Modify Uppdaterar foréandringarna

Delete Tar bort tjanten e-kort fran kunden. Kraver bekraftelse.

Reset Rensar @ndringarna

Services... Anvimds inte, d& vi endast erbjuder en service pa denna plattform
— e-kort

Status Information:

Status = CPN User [Status]

STATUS Char (1) | not null ‘A’ — Active Active
‘B’ — Blocked Blocked
‘I' — Inactive Disabled

‘D’ — To be Deleted.
‘U’ — Must change userid and password before next use.

‘L’ — Registered, not logged in yet. Registered
‘P’ — Must change password before next use. Change Password
‘Z' — Archive.

Web CSS Users can set the values in BOLD
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5.2 Modify CPN

Om man beho6ver andra ett CPN valjaer man “Modify CPN”". Stkvardet ar:
e Det 16 siffriga CPN
e Det 16 siffriga fysiska kortnumret

Foljande bild visas:

© orbiscom customer service system

Registration

Q cPN Modification x]
Please identify the CPN record(s) by CPN or Credit Card Number.

Enter a CPN to retrieve the CPN details.
Enter Credit Card Number to retrieve a list of CPNs assigned to that Card.

CPN Identifier |CPN |" :

Please select option

9 Mew Account

% Modify Account
o Modify CPN

3 Credit Card Number
z Search Resul

d Lisighi=ot Matching records will appear here.

Modify CPN

Om man valjer Credit Card number och klickar p& “Modify” visas:

© orbiscom customer service system

%=| Reaistration o CPN Modification [x]

Please identify the CPN record(s) by CPN or Credit Card Number.

Entera CPN to retrieve the CPN details.
Enter Credit Card Number to retrieve a list of CPNs assigned to that Card.

Pleaseselect option

New Account
& wodify account CPN tdentifier |Credh CardNumper | © [s122484122120341 | [eo |
©Q voditycen =
Q) cCredit Card Number 4123464122129341 - CPN List ==
&l MainMenu Records 1 to 18 of 13
Click the Modify buttan to modify the selected CPN or click the Delete All button to delete all CPNs assigned to Credit Card Number
4123464122129341L
Options  CPN CPN Issue Date Expires  CPN Last Updated Completion  Written Customer
(MM/YY) Status Reason toXRef Name
Code
[Modify | 5299241179011696 2007-03-2812:09:33  04/07 Issued 2007-03-28 12:09:33 None Lydia Redford
5299241131319831 2007-03-28 11:40:09  08/07  Issusd 2007-03-2811:40:08  None Lydia Redford 0
5299241152163292 2007-03-28 11:37:10  04/07  Issusd 2007-03-2811:37:10 Nons Lydia Redford
5299241173138495 2007-03-28 11:34:115  04/07  Issued 2007-03-28 11:34:15  None Lydia Redford
5299241185683033 2007-03-28 10:30:07  04/07  Issusd 2007-03-28 10:30:07  None Lydia Redford
5299241197388456 2007-03-28 10:09:17  04/07 Issued 2007-03-28 10:09:17  None Lydia Redford
5299241192717667 2007-03-28 10:08:50 04/07  Issued 2007-02-28 10:08:50 None Lydia Redford
Mndifu | 5299241148681785 2007-03-28 0%:2%:45  04/07 Issusd 2007-03-280%:2%:45 None Lwdia Redford | S

Modify CPN — Search by Credit Card Number
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Valjer man “CPN” kommer man till Modify CPN Screen:

© orbiscom

4=| Registration
Please select option
g Mew Account

.g Modify Account
© Modify cen

d Main Menu

CPN

customer service system

CPN Identifier |CPN

@ cPN Modification

Please identify the CPN record(s) by CPN or Credit Card Number.

Enter a CPN to retrieve the CPN details.
Enter Credit Card Number to retrieve a list of CPNs assigned to that Card,

v| : |5299241147167141

Q PN Details - 5299241147167141

Please modify CPN details.

I5299241 147167141

Customer Nama ILydla Redford
Cradit Card Numbar I4123464122129341

CPMN Status Authorised (%
Complstion Reason Cods | None v|

| Back ‘ | Modify | | Delete | | Reset |

Modify CPN — Details

De fyra knapparna langst ner i bilden betyder:

Button Action

Back Tar dig tillbaka till foregaende bild

Modify Uppdaterar foréandringarna

Delete Tar bort tjanten e-kort fran kunden. Kraver bekraftelse.
Reset Rensar @ndringarna

52.1 Modification Permitted

Dessa koder finns att vélja for Status och Reason Code:

Data Values
Status 'I'— Issued
'A' - Authorised
'S' - Settled
'C' - Completed
X' - Cancelled
Completion Reason Code | ‘LT’ — Lost
‘ST’ - Stolen
‘FA’ - Fraud

‘AL’ - Counterfeit

‘CO’ - Compromised

‘EX’ - Expired

‘AT’ - Account Takeover
‘CB’ - Closed by Bank
‘CM’ - Closed by Customer
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6 Administration — Administrera CSS

Behdrighet for Web CSS anvandare administreras via detta val i Main Menu. Valet
syns endast foér de som har behorighet.

6.1 Web CSS User List

For att lista alla behoriga anvandare i Web CSS, klickar man pa “CSS User List™

o orbiscom customer service system

@ Administration ECG €55 User List

Records 1 to2 of 2
Please select option

%y cs5 Usertist Options ~ Name User Graup Title Login Name Failed Logins Time Zane Status
i OREPRESENTATIVE P ative o TATIVE © Eurspe/Londan Active
@ New CS5 User — - =
OSUPERUSER. css OSUPE] o Europe/Dublin Active
€58 UserG
@ it OSUPERVISOR Supervisor OSUPERVISOR o Europe/Londan Active

4 MainMenu

o

Web CSS User List

Klickar man pa knappen “Modify” far man upp nedanstaende bild och kan gora
uppdateringar p& anvandare:

© orbiscom customer service system

@ Administration

g S5 User Details - OREPRESENTATIVE

Please modify CSS user details orselect one of the options below

UserGroup Representative

Loginname OREPRESENTATIVE  (uppercase)
Password {case sensitive)
Re-enter Password |

Password Expiration (Days] (0 = password does not expire)
Login Attempts Allowed 3

Failed Logins D

Time Zone |Europe.n’London V|

Blease selactaption
%5 cssuserList
¥ newcss user

@ cssuserGroups

4 MsinManu

C55 User Status |ACTIVE V|

[ Back | [ modify | [ petete | [Reset |
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Modify Web CSS User Details

De fyra knapparna langst ner i bilden betyder:

Button Action

Back Tar dig tillbaka till foregaende bild

Modify Uppdaterar férandringarna

Delete Tar bort behdrigheten i CSS for denna anvandare. Kraver
bekraftelse.

Reset Rensar andringarna

6.1.1Password Control

e Web CSS behdrighetsadministrator kan andra alla anvandares lI6senord.

o Web CSS behdrighetsadministrator kan tvinga en anvandare att byta l6seord
nasta gang hon loggar pa. Ska alltid anges vid nyupplagg.

e Giltighetstiden for I6senord kan anges. 30 dagar rekommenderas.

e Minimum och maximum langd pa l6senord kan anges. Losenordet ska besta av
minst 6 positioner.

e Man kan blanda versaler och gemener. Undvik att anvanda bokstaver som t.ex.
a,a och 0.
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6.2 New CSS User

Har lagger man upp nya anvandare | CSS. Klickar man “New CSS User” visas
féljande bild:

© orbiscom customer service system

& Administration &' €SS User Registration - Hew €SS User

Please select option Please entar CSS user details.

g 0S5 Usertist e I—
B s e e
@ C5S UserGroups Login name l:l (uppercass)

4 MainMenu

Re-enter Password

Password Expiration (Days) (0 = password does not expirs)

Lot M Al

S b |
Time Zone [GuT 9
CS5 UserStatus |Ac1ive V‘

Create New CSS User

Behdrighetsadministratoren fyller i ratt data (se ovan) och klickar pa Register.

User Group enligt separat instruktion

Login name anvandarens normala p-id (t.ex. p105XXX)
Login Attempts Allowd ska vara 3

Time Zone ska vara Europé/Stockholm

CSS User Status ska anges till Change Password at Next Login
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6.3 SS User Groups

| CSS User Groups kan man skapa och &andra behdrighetsgrupper.
Behdrighetsgrupper skapas for att man enkelt kan ge en ny anvandare ratt
behorighet, beroende pa var och med vilka uppgifter hon jobbar med. Nar man
klickat p& “CSS User Groups” visas féljande bild:

© orbiscom customer service system

@ Administration @ cssuserGroups

Records 1 to2 of 2
Please selact option

EEE : Click the Modify button to modify the selected user group details or dick the Create button to create a newuser group, Click the Users
€SS User List button to display the list of users belonging to the selected user group.
@ e CES e Options Title Actess
@ C55 UserGroups Searchand  Display CVV Account CBN CSS Admin
Display Registration Registration
EhSeerer v v v v v
4l Mainmenu
[Modity [Users | [Supervizar v v v v v
e [ v
Web CSS User Groups

De fyra knapparna langst ner i bilden betyder:

Button Action

Modify Uppdaterar féréandringarna

Users Lista pa alla anvandare inom denna behérighetsgrupp
Back Tar dig tillbaka till foregaende bild

Create Skapa en ny behdrighetsgrupp
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6.3.1 Modify User Group

For att andra | en behorighetsgrupp klickar man pa “Modify” och foljande bild visas:

© orbiscom customer service system

@ Administration @ CSS User Group Details - C55 Superuser

Plesse select option Please modify €55 user group details orselect one of the options below.

g cssUserlist Tile  |CSS Superuser
% New CSS U
A et Access CSS Superuser usergroup access cannor be modified.

@ cssuserGraues Functionality Enabled

Search and Display
& MsinMenu
Display CVV'
Account Registration
CPN Registration
€55 Admin
€55 Superuser user group cannat be delsted.
o r— r—

Modify Web CSS User Group

Knapparna langst ner i bilden betyder:

Button Action

Back Tar dig tillbaka till foregaende bild
Modify Uppdaterar foréandringarna

Reset Rensar &ndringarna

For att lagga till behoérighet till en grupp bockar man i de rutor som gruppen ska ha,
resp. bockar ur det som gruppen inte ska ha tillgang till.

6.3.2View Users within a Group

Om man vill se vilka anvéndare som finns under en viss behdrighetsgrupp klickar
man pa Users. Foljande bild visas da:
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° orbiscom customer service system

@ Administration % €SS User List - Supervisor users

Records 1 to1 of1
Please select option

S5 cssUsertist Options Name User Group Title Login Nama Failed Logins Tima Zona Status
= OSUPERVISOR Supervizor OSUPERVISOR 0 Europe/London Active
| NewCSS User

@ cosUsercroups -@

& MainMenu

Web CSS User Group — View Users

Klickar man pa “Modify” har s& kan man andra uppgifterna pa denna anvandares
behorighet.

6.3.3 Create New User Group

Om man vill skapa en ny behorightesgrupp valjer man “Create”. Nedanstaende bild
visas. En andring av behorighetsgrupp beslutas av Produkt och systemansvarig.

o orbiscom customer service system

@ Administration a €55 User Group Registration - New User Group

Please selact option Blease enter CSS5 user group details.

gﬁg €SS UserList Title I‘
@ New CSS Usar
Access Functionality Enabled
@ St Coa Search and Display
Display CWv
& MainMenu s
AccountRegistration
CPN Registration
€55 Admin
-l"a -—R 2

Web CSS - Create User Group

Man bdérjar med att namnge den nya behoérighetsgruppen och klickar sen i for vilka
behorigheter gruppen ska ha. Bekrafta via att klicka pa “Register”.
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v

Index of Displayed Information

7.1 Display Functionality

Data displayed may be refreshed manually using the Browser’'s page
reload/refresh functionality.

The data listed below is subject to change and may differ on an issuer or client
basis.

7.2 Customer Detalils

Name

Contact details
Status

Record creation date

List of registered cards (See Section 7.3 Card Details).

7.3 Card Details

Credit card number
Expiry date

AVV

Card product description
Nickname (for VCards)
Default card

Status

List of registered services (e.g. CPN, 3D Secure for VCards)

7.4 CPN Details

7.4.1 General

CPN number

Issue date

Currency

Name of customer to whom issued

Status
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¢ Date last updated

e Completion reason code (if any)

e Written to XRef file status

e Summary of real card details (card product, expiry, status)
e VCard status

¢ Limitations applying to CPN usage

e Details of CPN usage

¢ Number of authorisations

e Number of settled transactions

e Cumulative amounts authorised and settled

¢ List of authorised transactions (See Section 7.4.2 Authorisations).

e List of settled transactions (See Section 7.4.3 Settled Transactions).

7.4.2 CPN Authorisations

e Date

e Transaction Type

e Billing amount and currency

e Transaction amount and currency
e Transaction ID

e Merchant name / ID

e Authorisation code

e Response code / description

e Request/ Response MTIDs

e Status

7.4.3 CPN Settled Transactions

e Date

e Transaction Type

e Transaction ID

¢ Billing amount and currency

¢ Transaction amount and currency

e Merchant details (name, ID, location)
e Authorisation code

e Acquirer reference number

e Fraud notification

e Status

Revision Date: 18 Januari 2009 Web CSS User Guide



