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Commercial Solutions

CERTIFICATE

INSTALLATION MANUAL
FOR CARD MANAGERS

HOW TO IMPORT/INSTALL A CERTIFICATE?

The easiest way to install the certificate is to go via ‘Control Panel — Internet Options’

Following steps are needed in this case:

1. Save the certificate file attached in the e-mail sent from BCC Corporate on your local drive of your computer.
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MyWebReporting: Your Card Manager certificate is ready.
To MyoUrname | cerfficatesupport-atosworldine@atos.net
1@ Youforwarded this message on 20/11/2014 15:03.
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Preview
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Dear Card Manager, & Quick Print

The key and certifical % S48

iy hva/.kkttammaﬂt:.
The key and the certi 3 Remoye Attachment isward provided during the certificate request, are attached to this e-mail.

»-name=Yours ,Email="Your.name @ yourmail .com,CN="Your.name] are ready,

Copy

Select All
te, you are assumen w ke reasonable precautions to prevent loss, disclosure or unauthorized use of your private key.

If you did not reque: you find any inconsistencies in your certificate (e.g. a incorrect name}, please contact certificateadmin@bec-corporate.be i

By accepting this cet
If you experience any problems during the installation of this certificate in the target application, refer to our customer services

Please request the revocation of your certificate by calling our customer service if you no longer need this certificate, if the data contained in the certificate needs to change or when you think the associated key has
been compromised.

Best regards,
BCC Corporate

2. Go to "Control Panel — Internet Options'.
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3.

In the screen ‘Internet Properties’, please select
the "Content’-tab and click on ‘Certificates’.
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4. Click on ‘import” in the Certificates screen.

The Certificate Import Wizard will open. You
can click ‘Next'".
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0 Ratings help you control the Internet content that can be
viewed on this computer,
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Use certificates for encrypted connections and identification.
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5. Please browse for the Certificate you have

saved in step1. Then click Next:
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Welcome to the Certificate Import
Wizard

Thig wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ NE)(t)l ] Cancel

" Certificate Import Wizard

File to Import

Specify the file you want to import.

File name:

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

Browse...

<Back || net> | [ cancel |
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6. The window for password entry is opened.
Enter (or paste or Ctrl V) the password that you
received in the certificate password e-mail and
click Next:
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7. The window enabling the user to select a cer-
tificate store is opened. Please select ‘automa-
tically select the certificate store based on the
type of certificate’ and click ‘Next'.
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8. The window notifying about the certificate im-
port completion is displayed. Once this window
is validated, the certificate will be installed.
Click Finish:
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9. A message is displayed, informing about the
successful import of the certificate.
Confirm the message by clicking OK

& Certificate Impart Wizard —— - [

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[~] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

< Back Nelﬁ > Cancel
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

Automatically select the certificate store based on the type of certificate
(_"Place all certificates in the following store

Certificate store:

| Personal

| | Browse...
Learn more about certificate stores
<Back |[ mext> | [ concel
% Certificate Import Wizard — - u

Completing the Certificate Import
Wizard

= The certificate will be imported after you dick Finish.
v You have specified the following settings:

L it A T EEE R S| Automatically determined by t ||

Content PFX
File Name C:\Users) nama \Documents )
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% Certificate Import Wizard eS|

@ Theim Dgrt was successful.
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10. After the installation of the certificate, please close
all internet sessions and re-open and use the follo-
wing link https://mywebreporting.bcc-corporate.be 1o

. . . Your name - Atos Worldline Extranet (Atos Worldline S5L Sub-CA for COCA)
re_open the new Webreportlng YOU WI” receive the Your name - Atos Worldline Extranet (Atos Worldline S5L Sub-CA for COCA)
following pop-up:

Een certificaat selecteren

Selecteer een certificaat om je identiteit te verifiéren voor sso.atosworldline beid43

Certificaatgegevens | ng | | Annuleren

11. Please click on OK and you will be able to enter your password and enter the MyWebReporting-tool.
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