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1. Introduction
To be able to use your elD card to authenticate to RIZIV-INAMI websites, you will
need a card reader and the elD software. Information on the different types of
card readers can be found at http://www.cardreaders.be. Once you have a card
reader, please follow the guide below to install the elD software.

In case of technical problems, please contact the RIZIV-INAMI helpdesk:
Phone: +3227397474
E-Mail: helpdesk@nihdi.fgov.be

2. eID Middleware Setup
The required software can be downloaded from the Belgium elD website at
http://eid.belgium.be. Please follow the link “elD Quick Install” and choose the
Middleware that corresponds to your operating system (Mac).

elD Q?

Insta
MAC

Figure 1

A Mac image file will be downloaded and opened automatically. Click Ja/Oui.

elD-Quickinstaller-5775_tem147-59639.dmg

L\dien u akkoord gaat met "A
de voorwaarden van deze =7
licentle, klik op ‘Ja’ om het En frangals plus bas
programma te installeren. m

Indien ni‘nl, klikt op 'Nee'.
HiwRA AR R R AR AR AR AR AR AR AR AR AR

S5i vous acceptez les termes
de la licence, cliguez sur
“Oui” pour installer le OPGELET — LEES DEZE INSTRUCTIES AANDACHTIG VOORDAT U
logiciel. Sinon, cliguez sur DE SOFTWARE IN GEBRUIK NEEMT: ga pas tot installatie, downloaden
“Non". of het gebruik van de elD Toolkit software over nadat u onderstaande
Overeenkomst (inclusief de bijlage) hebt gelezen en aanvaard. Door op
de knop “Aanvaard” te klikken, de elD Toalkit te installeren, te
downloaden of op een andere wijze te gebruiken, stemt u in met de
bepalingen van deze Overeenkomst (inclusief de bijlage). Aanvaardt u
de voorwaarden van de Overeenkomst (en/of de bijlage) niet, klik dan
op de knop "annuleren” en ga niet tot installatie van de elD Toolkit
software over.

elD Toolkit Softwarelicentie

Overwegende dat deze elD Toolkit software in een definitieve versie ]
waordt vrijgegeven; v

(Frint,n'lmpr‘) (Bew‘fSauv.\_ ( Nee/Non \ ( Ja/Oui )

Double-Click “elD-Quickinstaller” and type your password.


http://www.cardreaders.be/
mailto:helpdesk@nihdi.fgov.be
http://eid.belgium.be/

000 _elD-Quickinstaller =
X 1 of 3 selected, 55,3 MB available

N / B AT
elD-Quickinstaller -ei ﬁ

PDF

elD-Quickinstaller-Fr.pdf

The elD Quick Installer will install the required software in 3 steps:

2.1Step 1
The elD Quick Installer installs the elD Software and removes any previous
versions.
CF---2elD Quicr Ty
2.2 Step 2

The elD Quick Installer requests to connect the card carder to your Mac and
insert your elD card into the card reader. It will then verify if the card reader is
correctly connected and if the elD card can be read.

O

/\\_
/",_e #‘;_‘ .
2.3Step 3

The elD Quick Installer shows the content of the elD card and provides the
option to test the PIN-code.
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3. Browser Setup

The following sections details additional steps that are required depending on
your browser type.

3.1 Safari
Open the “Keychain Access” application by opening Finder and browsing to
Applications and then Utilities. Or type “Keychain” in Spotlight.

@ Finder File Edit View Go Window (=1 (Charged)

Help

9 e

Spotlight

Mon 13:30 (e}

| Show All
® Keychain Access

(] Utilities

| 88| = I | © || %~ | (Q
i s Definition noun 1 a small piece of sha...
¥ DEVICES ) iChat ~ B8 Activity Monitor PV Preview: L ] P
1| Leopard & iovD AirPort Utility = Applications . Keychain Access
) Mac HD &) Image Capture ™ Audio MIDI Setup @ £ Keynote
=i BooTCAMP i IMovle % Huetnoth flie Exchange d System Preferences | [) Keyboard
= . @ iPhoto 2 Boot Camp Assistant ) = .
;:;.n.ow eopar @ isync ¥ ColorSync Utility 7 X 1 Spotlight
El ibisk 1 iTunes 8 Console / Documents =] elD on OS X.mm
I KINGSTON & A iweb & DigitalColor Meter = . e
e ® Mail ® Directory Folders []] Screenium.v1.2.2.Mac! .n...
B Deskiop ; Photo Booth & Directory Utility Name Keychain Access Messages Experts Exchange - Daily Ex...
& johan % Preview & Disk Utility Kind Application Experts Exchange - Daily Ex...
o €} QuickTime Player ¥ Grab Size 16,4 MB on disk = o
7:“Applications @ safari & Grapher e Created 20/03/09 04:03 Images [] KeyBindings.gif
[} Documents Spaces [21 Java Preferences Modified 20/03/09 04:03 | KeyBindings.jpg
e , Last opened 20/03/09 04:03
v SEARCH FOR B Z“"““P . ’_V‘“ ’ : o Ton PDF Documents % Smart_Card_Setup_Guide. pdf
Z ystem Preferences o VIQraton ASSIStaN = ) ¥ Leopard_Security_Config_2n
\_? Today 7 TextEdit w @ Network Utility - (_ More info... D pard_: ity_( g_2n...
() Yesterday _| @ Time Machine v £ ODBC Administrator = Webpages |« firefox - Google Search
L) Past Week + @ Unilitles 1@ Podcast Capture Music i Upbeat Electric Piano 02.caf
= d) Upbeat Electric Piano 03.caf
- Fonts [ Keyboard.dfont
) Hiragino Sans GB W3.otf
Presentations =] 8_tuning.ppt
== RDS_TDM-Deck_RC[1].pptx
Spotlight Preferences...

In the upper-left column: click the Keychain which starts with BEID...



800 Keychain Access

Click to unlock the BEID-534C494E3366( 3 keychain.

Keychains
Ic (Authentication)
login Issued by: Citizen CA
Expires: Thursday 18 April 2013 01 h 59 min 59 s GMT+02:00

System
This certificate is valid

System Roots

& Kind Date Modified Expires Keychain
i Authentication key private key - BEID-534C494E33660...
= Belgium Root CA certificate 27 Jan 2014 00... BEID-534C494E33660...
| Citizen CA certificate 27 Jan 2014 00... BEID-534C494E33660...
Jd (Authentication) certificate 18 Apr 2013 0... BEID-5334C494E33660...
| (Signature} certificate 18 Apr 2013 0... BEID-534C494E33660...
,_ Signature key private key - BEID-534C494E33660...

Category
All ltems
Passwords
J Certificates
My Certificates
Keys
Secure Notes

6 items

In the right column control-click the line with “Your Name (Authentication)”
and click “New Identity Preference ...".

00 Keychain Access
v ~
& Click to unleck the BEID-534C494E336¢ } keychain. 'Q, ]
Keychains
& BED... B e I L (Authentication)
wiifecele
L'-f" login oot Issued by: Citizen CA
& System Expires: Thursday 18 April 2013 01 h 59 min 59 s GMT+02:00
This certificate is valid
System Roots
Name & Kind Date Modified Expires Keychain
'f; Authentication key private key - - BEID-534C494E33660...
| Belgium Root CA certificate -— 27 Jan 2014 00... BEID-534C494E33660...
-| Citizen CA certificate - 27 Jan 2014 00... BEID-534C494E33660...
Category | ] J (Authentication) certificate New Identity Praference™
2 All ltems ~ L + (Signature} certificate 1
Y @ signature ke rivate ke 1 " i i v
» 7. Passwords i Sia ¥ p Y Copy "J¢ (Authentication)
A Certificates Export " (Authentication)”...
E] My Certificates
® Keys Get Info
Secure Notes Evaluate “J¢ (Authentication)”...
()] 6 items Y




In the window which appears type the following in the “Location or Email
Address:”-field:

https://pauth.riziv.fgov.be/
Do this exactly as shown above, including the trailing /. The Certificate field

should not be changed, as it should automatically show your name followed
by “(Authentication)”.

Location or Email Address:

 https://pauth.riziv.fgov.be/

Enter the location (URL) or email address for which a certificate is required.

Certificate: | ] Jc (Authentic... 5 l

Select the preferred certificate for the location or address specified above.

( Cancel ) ( Add )

Click “add” to complete the configuration.

3.2 FireFox 3.0

3.2.1 Installation of the PKCS#11 Module
To be able to use your elD card in FireFox, an additional module has to be
installed. Please open FireFox and navigate to http://eid.belgium.be/pkcsl1l.jsp to
install this module automatically. The message

“Registration of the "Belgium Identity Card PKCS#11" module in Mozilla,
Netscape or Firefox”

should appear.

3.2.2 Configuration of the certificates
Note: Please make sure your elD card is inserted in the card reader.

- Open FireFox and choose “Options...” -> “Advanced” -> “Encryption”


http://eid.belgium.be/pkcs11.jsp

Firefox

Voorzieningen

Verberg Firefox #¥H
Verberg andere “C3¥#H
Toon alles

Afsluiten
verbinding mislukt

Fout tijdens het verbinden met ccff02.minfin.fgov.be.

SSL-peer kon niet onderhandelen over een acceptabele !
beveiligingsparameters.

(Foutcode: ssl_error_handshake_failure_alert)

- Click on “View Certificates”

[Algemeen Netwerk  Update I—E_lyphn%

Protocollan

™ ssL 2.0 gebruiken M TLS 1.0 gebruiken

Certificaten

Wanneer een server om mijn persoonlijke certificaat verzoekt:

() Er automatisch een selecteren () Mij elke keer vragen

Eﬁertiﬁcaten bekijkenﬂ {Intrekkingslijsten) ( Validatie)

( Beveiligingsapparaten)




- Search the certificate “Belgium Root CA” and select the line under the
arrow
- Click on “Edit ...”

[ Uw certificaten ~ Personen  Servers | Organisaties '[';\'ul'erige1

U hebt certificaten gearchiveerd die deze certificatieautoriteiten identificeren:

Certificaatnaam | Beveiligingsapparaat R
AddTrust Qualified CA Root Builtin Object Token ‘.
¥ America Online Inc. m
America Online Root Certification Authority 1 Builtin Object Token
America Online Root Certification Authority 2 Builtin Object Token
¥ AOL Time Warner Inc.
AQL Time Warner Root Certification Authority 2 Builtin Object Token
AOL Time Warner Root Certification Authority 1 Builtin Object Token

¥ Autoridad de Certificacion Firmaprofesional CIF A62634068
Autoridad de Certificacion Firmaprofesional CIF A62634068 Builtin Object Token
¥ Baltimore
Baltimore CyberTrust Root Builtin Object Token
¥ Belgium Root CA
Citizen CA BELPIC 'Y
Belgium Root CA BELPIC .

[:Weergeven...) [Imponeren.._) [Exporteren_..) [Vemijderen._.)

Y’

- Make sure the 3 check boxes are checked and click “Ok”

Het certificaat “Belgium Root CA” vertegenwoordigt een certificatieautoriteit.

Vertrouwensinstellingen bewerken:
g Dit certificaat kan websites identificeren.
g Dit certificaat kan e-mailgebruikers identificeren.

a Dit certificaat kan makers van pregrammatuur identificeren.

3 ( Annuleren ) @

- Search the certificate “Belgium Root CA 2”. If it is present, please repeat
the steps above (select the line under the arrow, click on “Edit ...”, make
sure the 3 check boxes are checked and click “Ok”).




3.3 FireFox 3.5

3.3.1 Installation of the PKCS#11 Module
To be able to use your elD card in FireFox, an additional module has to be
installed. On FireFox 3.5 this module has to be installed manually.

- Open FireFox and choose “Options...” -> “Advanced” -> “Encryption”

10008 Bestand Bewerken Beeld Geschiedenis Bladwijzer
Over Mozilla Firefox

bij het laden van de pagina

Voorzieningen

Verberg Firefox #BH
Verberg andere " 3H
Toon alles

Afsluiten ¥Q

T Beveiligde verbinding mislukt

/A
Fout tijdens het verbinden met ccff02.minfin.fgov.be.

S5L-peer kon niet onderhandelen over een acceptabele !
beveiligingsparameters.

(Foutcode: ssl_error_handshake_failure_alert)

- Click on “Security Devices”

10



.[Algerneen Netwerk  Update )—hﬂ-:']

Protocollen

i s5L 3.0 gebruiken ™ TLS 1.0 gebruiken

Certificaten

Wanneer een server om mijn persoonlijke certificaat verzoekt:
() Er automatisch een selecteren B Mij elke keer vragen

(Certiﬁcaten bekijken) (Intrekkingslijsten) (Validatie)

(Beveiligingsapparaten)

- Click on “Load”

Beveiligingsmodules en —appar... Dretails | Waarde

¥ NS5 Internal PKCS #11 Module
Algemene cryptodiensten
Software-beveiligingsapp. ..

¥ |Ingebouwde roots-module
Builtin Object Token

( Aanmelden )

( Afmelden )

( Wachtwoord wijzigi:n)

( Laden )

( Ontladen )

( FIPS inschakelen :}

11



- Type “Belgium elD PKCS #11 Module” as Module Name and
“/usr/local/lib/beid-pkcs11.bundle” as Module Filename.

Woer de informatie in voor de module die u wilt toevoegen.

Modulenaam: Belgium elD PKCS #11 Module

Modulebestandsnaam: Ilcalflibfheid—pkcsll.bundle] ( Bladeren... )

[Annuleren) _

- The required module is now installed. Click on “Ok” to close the device
manager.

Beveiligingsmodules en -appar... Dretails | Waarde I Aanmelden
¥ MSS Internal PKCS #11 Module Status Klaar
Algemene cryptodiensten Beschrij... ACS ACR38 Sm... Afmelden
Software-beveiligingsapp. .. Fabrikant _ID_ )
¥ Ingebouwde roots-module HW-versie 1.0 (wachmﬂmd wijzigen)
Builtin Object Token Fw-versie 1.0
¥ Belgium elD PKCS #11 Module Label BELPIC [ Laden )
Fabrikant Belgium Gowvern...
Serienu... BCFF25673B14... ( Ontladen
HW-versie 1.0 .
FW-versie 1.0 ( FIPS inschakelen )

ok )

3.3.2 Configuration of the certificates
Note: Please make sure your elD card is inserted in the card reader.

- Open FireFox and choose “Options...” -> “Advanced” -> “Encryption”

12



Firefox

Voorzieningen

Verberg Firefox #¥H
Verberg andere “C3¥#H
Toon alles

Afsluiten
verbinding mislukt

Fout tijdens het verbinden met ccff02.minfin.fgov.be.

SSL-peer kon niet onderhandelen over een acceptabele !
beveiligingsparameters.

(Foutcode: ssl_error_handshake_failure_alert)

- Click on “View Certificates”

[Algemeen Netwerk  Update I—E_lyphn%

Protocollan

™ ssL 2.0 gebruiken M TLS 1.0 gebruiken

Certificaten

Wanneer een server om mijn persoonlijke certificaat verzoekt:

() Er automatisch een selecteren () Mij elke keer vragen

Eﬁertiﬁcaten bekijken) {Intrekkingslijsten) ( Validatie)

( Beveiligingsapparaten)

13



Search the certificate “Belgium Root CA” and select the line under the

arrow
- Click on “Edit ...”
an0n Certificatenbeheerder = |

[ Uw certificaten ~ Personen  Servers | Organisaties = Overige |

U hebt certificaten gearchiveerd die deze certificatieautoriteiten identificeren:

Certificaatnaam
AddTrust Qualified CA Root
¥ America Online Inc.
America Online Root Certification Authority 1
America Online Root Certification Authority 2
¥ AOL Time Warner Inc.
AQL Time Warner Root Certification Authority 2
AOL Time Warner Root Certification Authority 1
¥ Autoridad de Certificacion Firmaprofesional CIF A62634068

| Beveiligingsapparaat
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Autoridad de Certificacion Firmaprofesional CIF A62634068 Builtin Object Token

¥ Baltimore

Baltimore CyberTrust Root
¥ Belgium Root CA
Citizen CA

Belgium Root CA

Builtin Object Token

BELPIC
BELPIC

Y’

2

[:Weergeven...) [Imponeren.._) [Exporteren_..) [Vemijderen._.)

(= DI

Make sure the 3 check boxes are checked and click “Ok”

Het certificaat “Belgium Root CA” vertegenwoordigt een certificatieautoriteit.

Vertrouwensinstellingen bewerken:

E Dit certificaat kan websites identificeren.

E Dit certificaat kan e-mailgebruikers identificeren.

E Dit certificaat kan makers van pregrammatuur identificeren.

3

( Annuleren ) @

Search the certificate “Belgium Root CA 2”. If it is present, please repeat

the steps above (select the line under the arrow, click on “Edit ...”,

sure the 3 check boxes are checked and click “Ok”).

4. Recommendations
It is recommended to insert the elD card into the card reader before

starting the authentication.

make

14



- For security reasons, it is recommended to remove the elD card as soon
as the authentication has been completed.

5. FAQ

5.1 Question: I do not know my PIN-code

If you have your elD PUK-code, it is possible to reset your elD PIN-code. If
you do not have your elD PUK-code, it is possible to ask a reprint of the elD
PIN- and PUK-codes at your municipality. Please refer to your municipality for
more information.

5.2 Question: I entered 3 wrong PIN-codes for my eID and now my
card is blocked

If you have your elD PUK-code, it is possible to reset your elD PIN-code. If
you do not have your elD PUK-code, it is possible to ask a reprint of the elD
PIN- and PUK-codes at your municipality. Please refer to your municipality for
more information.

5.3 Question: I have lost my elID Card

Please go to your municipality, the nearest police station or contact “DocStop”
of Internal Affairs at +3225182123. To request a new elD card you will have
to contact your municipality.

5.4 Question: My elID Card has been stolen

Please go to your municipality, the nearest police station or contact “DocStop”
of Internal Affairs at +3225182123. To request a new elD card you will have
to contact your municipality.

5.5 Question: I have a problem with the installation of the eID
Middleware

Please follow the “QuickFix Wizard”:
- For Dutch: http://eid.belgium.be/nl/hulp nodig/QuickFix
- For French: http://eid.belgium.be/fr/besoin d aide/QuickFix

15


http://eid.belgium.be/nl/hulp_nodig/QuickFix
http://eid.belgium.be/fr/besoin_d_aide/QuickFix

5.6 Question: When connecting through elD, a message “The website
declined to show this webpage (HTTP 403)”

Please close the browser and insert the elD card in the reader before trying
again.

5.7 Question: When connecting through elD, a message “Secure
Channel Client Authentication Required”

Please close the browser and insert the elD card in the reader before trying
again.

5.8 Question: I already have an eID Middleware installed, do I still
have to execute the procedures of chapter 2 and 3?

No these procedures have to be executed only once. If a version of the elD

Middleware has already been installed, you are ready to authenticate to

NIHDI websites with your elD card.

16



