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Troubleshooting Security
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Terms you’ll need to understand:

v Local user account

v Local group

v Complex password

v Domain user account

v Global, Universal, and Domain Local groups
v Security Identifier (SID)

v Authentication

v Security Center

v Local Group Policy

v Group Policy Object (GPO)

v Resulting Set of Policies (RSoP)
v Software Restriction Policy

v Microsoft Passport

Techniques you’ll need to master:

v Adding and configuring new local user accounts

v Adding users and groups from a Domain to a Local group

v Properly renaming user accounts to maintain resource access

v Configuring the Local Security Policy and the Local Group Policy

v Understanding the order in which Group Policies apply to a user and computer
when the computer is a member of the domain

v Analyzing and configuring computers with the security templates
v Using and configuring a Microsoft Passport



96

Chapter 3

The Local Users and Groups snap-in enables you to manage local users and
groups. You can get to the snap-in by choosing Start, Control Panel,
Performance and Maintenance Category, Administrative Tools, Computer
Management, and then by expanding the tree pane of the Computer
Management Console until you see the snap-in. In this snap-in, you can cre-
ate, modify, duplicate, and delete users (in the Users folder) and groups (in
the Groups folder).

Built-in User and Group Accounts

The three primary built-in user accounts are Administrator, Guest, and
HelpAssistant. The Administrator account is a critical account for your com-
puter and has some essential characteristics, including the following:

» Cannot be deleted.

» Can be disabled. Be sure to create another user account with administra-
tor privileges before disabling the default Administrator account.

» Through its membership in the Administrators group, has all privileges
required to perform system administration duties.

» Can be renamed.
The Guest account is on your system for rare and infrequent use and should

be kept securely disabled. This account also has some distinct characteristics,
including the following:

» Is disabled by default. Only an administrator can enable the account. If
it is enabled, it should be given a password, and User Cannot Change
Password should be set if multiple users will log on with the account.

» Cannot be deleted.

» Can be locked out.

» Does not save user preferences or settings.

The HelpAssistant account is on your system for use when the Remote

Desktop Assistance functions are used. This account’s characteristics include
the following:

» Disabled by default.

» Is automatically enabled when an invitation is created for Remote
Assistance.

» Can be deleted.

» Can be renamed.
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Built-in Local groups have assigned to them specific privileges (also called
user rights) that enable them to perform specific sets of tasks on a system.
The default local group accounts on a Windows XP Professional system are

the following:

» Administrators—Users in this group have all built-in system privileges
assigned. They can create and modify user and group accounts, manage
security policies, create printers, and manage permissions to resources
on the system. The local Administrator account is the default member
and cannot be removed. Other accounts can be added and removed.
When a system joins a domain, the Domain Admins group is added to
this group, but it can be removed.

» Backup Operators—Users in this group can back up and restore files and
folders regardless of security permissions assigned to those resources. They
can log on and shut down a system, but cannot change security settings.

» Power Users—Users in this group can share resources and create user
and group accounts. They cannot modify user accounts they did not cre-
ate, nor can they modify the Administrators or Backup Operators groups.
They cannot take ownership of files, back up or restore directories, load
or unload device drivers, or manage the security and auditing logs. They
can run all Windows XP-compatible applications, as well as legacy appli-
cations, some of which members of the Users group cannot execute.

If you want certain users to have broad system administration capabilities, but do
not want them to be able to access all system resources, consider putting them in
Backup Operators and Power Users rather than Administrators.

» Users—Users in this group can log on, shut down a system, use local and
network printers, create local groups, and manage the groups they create.
They cannot create a local printer or share a folder. Some down-level
applications do not run for members of the Users group because security
settings are tighter for the Users group in Windows XP than in Windows
NT 4. By default, all local user accounts you create are added to the
Users group. In addition, when a system joins a domain, the Domain
Users group is made a member of that system’s local Users group.

» Guests—Users in this group have limited privileges but can log on to a
system and shut it down. Members cannot make permanent changes to
their desktop or profile. By default, the Built-in Local Guest account is
a member. When a system joins a domain, the Domain Guests group is
added to the Local Guests group.
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» Network Configuration Operators—Users in this group have adminis-
trative privileges to manage the configuration of networking features.

» Remote Desktop Users—Users in this group have the added privilege of
logging on through Terminal Services, which in Windows XP is estab-
lished through a Remote Desktop connection.

Built-in System groups also exist, which you do not see in the user interface
while managing other group accounts. Membership of system groups
changes based on how the computer is accessed, not on who accesses the
computer. Built-in System groups include the following:

» Everyone—Includes all users who access the computer, including the
Guest account.

» Authenticated Users—Includes all users with a valid user account in the
local security database or (in the case of domain members) in Active
Directory’s directory services. You use the Authenticated Users group
rather than the Everyone group to assign privileges and group permis-
sions, because doing so prevents anonymous access to resources.

» Creator Owner—Contains the user account that created or took owner-
ship of a resource. If the user is a member of the Administrators group,
the group is the owner of the resource.

» Network—Contains any user with a connection from a remote system.

» Interactive—Contains the user account for the user logged on locally at
the system.

» Anonymous Logon—Includes any user account that Windows XP did
not authenticate.

» Dial-up—Contains all users who currently use a dial-up connection.

Creating Local User and Group Accounts

To create a local user or group account, right-click the appropriate folder
(Users or Groups) and choose New User (or New Group), enter the appro-
priate attributes, and then click Create.

User account names:
» Must be unique.

» Are recognized only up to 20 characters, although the name itself can be
longer.
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» Cannot contain the following characters: “/\ [];: | =+*? <>

» Are not case sensitive, although the user account’s name property dis-
plays the case as entered.

User account passwords:
» Are recommended.
» Are case sensitive.

» Can be up to 127 characters, although down-level operating systems
such as Windows N'T' 4 and Windows 9x support only 14-character
passwords.

» Should be a minimum of seven to eight characters.

» Should be difficult to guess and, preferably, should mix uppercase and
lowercase letters, numerals, and nonalphanumeric characters.

» Can be set by the administrator (who can then determine whether users
must, can, or cannot change their password) or the user (if the adminis-
trator has not specified otherwise).

Select the option User Must Change Password at Next Logon to ensure that
the user is the only one who knows the account’s password. Select User
Cannot Change Password when more than one person (such as Guest) uses
the account.

The User Cannot Change Password option is not available when User Must Change
Password at Next Logon is selected.

The Password Never Expires option is helpful when a program or a service
uses an account. 10 avoid having to reconfigure the service with a new pass-
word, you can set the service account to retain its password indefinitely.

Configuring Account Properties

The information you can specify when creating an account is limited in
Windows XP. Therefore, after creating an account, you often need to go to
the account’s Properties dialog box, which you can access by right-clicking
the account and choosing Properties. After the creation of a user, you can
specify the groups the user belongs to and the profile settings for the user, as
shown in Figure 3.1.
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derek Properties @@

| General| Member OF [ Profile |

Member of
9B Adminishators

Add

[ ok J[ cancel ][ appy |

Figure 3.1 The Properties dialog box of a typical user.

Managing Local Group Membership

To manage the membership of a Local group, right-click the group and
choose Properties. To remove a member, select the account and click
Remove. To add a member, click Add and select or enter the name of the
account, as shown in Figure 3.2.

In a workgroup, Local groups can contain only accounts defined in the same
machine’s local security database. When a system belongs to a domain, its
Local groups can also include domain accounts, including user accounts,
Universal groups, and Global groups from the enterprise’s Active Directory,
as well as Domain Local groups from within the system’s domain.

Select Users. E]@
Select this obiect type:
|Usars or Builtin security principals | [ Object Types, ]
From this location:
[»PPRO1 | [Locations... |
Enter the object names to select [sxamples}:
| Check Mam:

Figure 3.2 Interface for adding a user or group to a Local group.

Universal groups and Domain Local groups are available to add as members only
when the domain is in native mode, meaning that it can contain only Windows 2000
and Windows Server 2003 domain controllers—no Windows NT 4.0 backup domain
controllers are allowed under native mode.
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Renaming Accounts

"To rename an account, right-click the account and choose Rename. Type the
new name and press Enter. Each user and group account is represented in the
local security database by a long, unique string called a Security Identifier
(SID), which is generated when the account is created. The SID is assigned
permissions and privileges. The user or group name is just a user-friendly
interface name for humans to interact with the computer. Therefore, when
you rename an account, the account’s SID remains the same and the account
retains all its group memberships, permissions, and privileges.

"Two situations mandate renaming an account. The first occurs when one
user stops using a system and a new user requires the same access as the first.
Rather than creating a new local user account for the new user, rename the
old user account. The account’s SID remains the same, so its group mem-
berships, privileges, and permissions are retained. You should also specify a
new password in the account’s Properties dialog box and select the User
Must Change Password at Next Logon option.

One thing to keep in mind is that the user's Home Directory name will not change
along with renaming the user. The administrator will need to change the reference in
the user properties and within the directory structure where the folder resides.

The second situation that warrants renaming a user account is the security
practice of renaming the built-in Administrator and Guest accounts. You
cannot delete these accounts, nor can you remove the Administrator account
from the Local Administrators group, so renaming the accounts is a recom-
mended practice for hindering malicious access to a system.

SXAY, A Group Policy exists to modify the Administrator and Guest name and status

y Ry | (enabled or disabled). You can either create this at the local computer level or at the
s site, domain, or organizational unit (OU) level within Active Directory.
k2

VXS

Disabling or Enabling User Accounts

To disable or enable a user account, open its Properties dialog box and select
or clear the Account Is Disabled check box. If an account is disabled, a user
cannot log on to the system using that account. Only Administrators can
enable the Guest account.
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Deleting Accounts

You can delete a local user or group account (but not built-in accounts such
as Administrator, Guest, or Backup Operators) by right-clicking the account
and choosing Delete. When you delete a group, you delete the group
account only, not the members of the group. A group is a membership list,
not a container.

When you delete an account, you are deleting its SID. Therefore, if you delete an
account by accident and re-create the account, even with the same name, it will not
have the same permissions, privileges, or group memberships. You will have to re-
create all those settings. For that reason, and to facilitate auditing, it is recommended
that you disable, not delete, any user that leaves an organization.

Using the User Accounts Tool

Another tool for administering local user accounts is the User Accounts tool
in Control Panel, shown in Figure 3.3. This tool enables you to create and
remove user accounts, as well as specify specific configurations for those users.
It is wizard driven and is useful for novice administrators and home users.

The User Account tool changes functions as the computer joins a domain
from a workgroup. These changes are to control the access to the computer
from other domain users. The following is a list of configurations that can be
completed after the computer has become a member of a domain:

» Manage the users that can access the local computer.

» Modify the type of access a user has on the computer. This would include
Standard user, Limited user, or a custom type of user, such as an
Administrator.

» Manage passwords that are stored on the local computer.
» Manage .NET Passport.

» Access advanced user and computer settings.

» Change the local administrator password.

» Modify the secure logon preferences—basically, whether a user is
required to press Ctrl+Alt+Delete to log on.

For machines that do not participate in a domain in Windows XP, two cate-
gories of user accounts exist: Limited and Administrator. By default, the per-
son installing the operating system is an administrator. An account that is an
administrator can perform any and all functions on the computer. By con-
trast, an account designated as Limited cannot create shares or install soft-
ware. Table 3.1 lists several of the differences between the accounts.
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User Accounts @

Users | Advanced

Use the list below ta grant or deny users access ko your
computer, and to change passwords and other settings.

Users for this computer:

User Name Domain Group

£ £idministrator XPPRO1 Administrators

®danb ¥PPRO1 Users; Admirist.,.,

ffiderek DANDY Pawer Users

Hderek ¥PPRO1 Administrators
ndd.,. | [ Remove ] [ Properties

Password for Administrator

o3 To change the password For Administrator, click Reset
Passward.

Reset Password,..

Figure 3.3 User Accounts tool for administering local users.

Table 3.1 Different Functionality Among Windows XP Accounts

Function Limited Administrator

Create shares

Create printers

Install software

Create other accounts
Change network settings
Change passwords
Change account picture
Set up .NET Passport
Access programs
Change background
Request Remote Assistance

X X X X | X X X | X X X X

< X X X X X

Passwords

Passwords are not required, but are highly recommended. If your system has
accounts that don’t require any form of password, virtually anyone will be
able to access your files and folders, even if you don’t want them to. It is
always recommended to have a password; even a simple password is better
than no password at all.
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Forgotten Passwords

If you forget your password, you can recover your settings and user account
with the Forgotten Password Wizard. The wizard enables you to create a
Password Reset Disk to help you open your account and create a new pass-
word. The Password Reset Wizard also enables you to change your pass-
word.

To protect user accounts in the event that the user forgets the password,
every local user can make a Password Reset Disk and keep it in a safe place.
Then, if the user forgets his or her password, the password can be reset using
the Password Reset Disk, enabling the user to access the local user account
again.

If you already made a Password Reset Disk for your local user account
through the Forgotten Password Wizard, you can use it to access the com-
puter, even if you have forgotten your password.

Fast User Switching

Fast User Switching is a special feature of Windows XP Professional. Don’t
be fooled with this option, though, because it is available only when the com-
puter is in a workgroup. The option is removed as soon as the computer is
joined to a domain. Fast User Switching makes it possible for users to switch
quickly between other users without actually logging off from the computer.
Multiple users can share a computer and use it simultaneously, switching
back and forth without closing the programs they are running. To switch to
another user, click Start, click Log Off, click Switch User, and then click the
user account you would like to switch to. The following caveats apply when
using Fast User Switching:

» It will not appear if it has not been turned on in User Accounts in
Control Panel.

» It is not available on computers that are members of a network domain.

» It can be turned on or off only by users who have administrative privi-
leges on the computer.

» It cannot be turned off while multiple users are logged on to the com-
puter.

» When it is not turned on, programs shut down when a user logs off, and
the computer runs faster for the next user who logs on.
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Authentication

When a user wants to access resources on a machine, that user’s identity must
first be verified through a process called authentication. For example, when a
user logs on, the security subsystem evaluates the user’s username and pass-
word. If they match, the user is authenticated. The process of logging on to
a machine where you are physically sitting is called an interactive logon.
Authentication also happens when you access resources on a remote system.
For example, when you open a shared folder on a server, you are being
authenticated as well, only this time, the process is called a remote or network
logon, because you are not physically at the server.

The Security Dialog Box

The Security dialog box allows for interactive logon to a Windows XP sys-
tem. You can access the Security dialog box shortly after a system has start-
ed, and at any time after logon, by pressing Ctrl+Alt+Delete. If you are not
currently logged on, you can enter a username and password. If the system
belongs to a domain, you need to be certain that the domain in which your
account exists is selected in the Log On To text box. You can either select the
domain from the drop-down list or enter your User Principal Name (UPN)
in the Username text box. The UPN is an attribute of an Active Directory
user object and, by default, is of the form username@domain.name, where
domain.name is the Windows 2000 domain for which your user account
resides (for example, braincore.net). The suftix following the @ symbol indi-
cates the domain against which to authenticate the user.

If you are currently logged on to a system, pressing Ctrl+Alt+Delete takes
you to the Windows XP Security dialog box, at which point you can do the
following:

» Log off the system, which closes all programs and ends the instance of
the session.

» Lock the system, which allows programs to continue running but pre-
vents access to the system. When a system is locked, you can unlock it
by pressing Ctrl+Alt+Delete and entering the username and password of
the user who locked the system, or an administrator’s username and
password.

» Shut down the system.
» Change your password.

» Access Task Manager.
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Managing Domain User Accounts

Domain user accounts are managed with the Active Directory Users and
Computers snap-in. To access it, choose Start, Settings, Control Panel,
Administrative Tools, Active Directory Users and Computers. When you
open the tool, you connect to an available domain controller. To specify
which domain controller or domain you want to modify, right-click the
Active Directory Users and Computers node and choose Connect to
Domain or Connect to Domain Controller.

Unlike the local security database, which is a static list of users and groups,
Active Directory has containers and OUs, which help organize database
objects such as users, computers, printers, and other OUs. Therefore, to
manage domain user accounts in Windows 2000 or Server 2003, you need to
access the correct container or OU that houses your user object.

SXAY, The Active Directory Users and Computers tool is not installed by default. You need
N y | toinstall the Admin Pack (adminpk.msi) from a Windows Server 2003 domain con-
ALERE troller before you can use Active Directory Users and Computers on a Windows XP
"-;“,X',y client computer.

Creating Domain User Accounts

You create domain user accounts by right-clicking the container or OU that
will contain the user account and then selecting New, User. A wizard
prompts you for basic account properties, including the following:

» First name and last name

» Full name (by default, the combination of the first and last names)
» User logon name and User Principal Name (UPN) suffix

» User logon name (pre-Windows 2000)

» Password

Creating Template User Accounts

When you expect to create multiple user objects with similar properties, you
can create a “template” account that, when copied, initiates the new accounts
with predefined attributes. One thing to keep in mind when working with
templates is to disable the template account. This will ensure that a real user
can’t access the network as the template user. Of course, when you copy the
template account to create a new user, make sure you enable the new account.
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Disabling and Deleting User Accounts

"The process for disabling and deleting domain user accounts is the same as for
local user accounts, except that you use the Active Directory Users and
Computers snap-in to perform the tasks. The check box for disabling an
account is on the user’s Property sheet, or you can disable the account by
right-clicking the user object and selecting the Disable Account menu option.

Understanding and Implementing
Group Policy

One of the most powerful aspects of Windows XP Professional and
Windows 2000 Active Directory is the implementation of Group Policy.
Group Policy is the capability to control finite details of a computer or user
quickly and easily. These policies can either be configured at the local level
or within the Active Directory structure. Regardless of the location of imple-
mentation, these settings are extremely powerful and can change the way
normal control and administration is done within a company.

Local Group Policy

Actually, you can administer Local Policies from two locations: a Local
Group Policy and a Local Security Policy. The Local Group Policy can be
accessed by opening the Group Policy snap-in within a Microsoft
Management Console and then selecting the Local Computer option. You
can configure security-related settings using the Local Security Policy.
Choose Start, Administrative Tools, Local Security Policy. Each of the nodes
in the Local Security Policy Console is a security area or scope, within which
you will find dozens of security-related settings. The Local Security Policy
is nothing more than a subset of the Local Group Policy. So, when you open
the Local Group Policy, you are also accessing the Local Security Policy.

SRALY, The Local Group Policy can also be accessed by typing gpedit.msc at the command

Aryx

Managing Local Group Policies

The Local Group Policy and the Local Security Policy tools are most help-
ful on standalone systems and laptops that roam away from the network envi-
ronment. The Local Group Policy controls the configuration of the local
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computer and user. The policy-based settings will apply to a computer at
startup and to a user at logon. Also, these policy settings are applied at a
refresh interval, which does not require a reboot or logging off. The default
refresh interval for all Group Policy Object settings on a Windows XP client
is 90 minutes.

In a workgroup environment, you will need to access each computer and
make the desired settings on each computer individually. Methods exist to
make this more efficient by using security templates, but the process is still a
manual one that requires decentralized administration of the policy settings.
The solution to this decentralized administration is to implement Active
Directory and apply the desired settings to a grouping of computers or users
by using Group Policy Objects within Active Directory.

Group Policy Objects (GPO)

Group Policy Objects (GPOs) within Active Directory take the concept of
policy-enforced configurations and apply it to multiple computers or users.
Unlike Local Group Policy, GPOs provide a centralized enumeration of
configuration settings. You can apply, or link, GPOs to the following:

» A site—This is an Active Directory object that represents a portion of
your network topology with good connectivity—a local area network
(LAN), for example.

» A domain—This causes the configuration specified by the policy to be
applied to every user or computer in the domain.

» An OU—This applies policies to users or computers in the OU or any
child OUs.

"To access Group Policy, you must go to the properties of a site, domain, or
OU (SDOU), and click the Group Policy tab. Therefore, to work with group
policy for a site, you use the Active Directory Sites and Services Console,
whereas to work with group policy for a domain or OU, you use Active
Directory Users and Computers.

$XAYy, Microsoft has released a Group Policy Management Console (GPMC), which allows
> 5 | for easier and more efficient control over GPOs. This is a free download from
; Microsoft and can run only on Windows XP and Windows Server 2003. After it is
5 2

installed, it is accessed from the Administrative Tools menu or the MMC as a snap-in.

An individual machine can have only one Local Group Policy, whereas an
SDOU can have multiple GPOs linked to them. In the Group Policy
Properties dialog box, you can create a new GPO by clicking New, or link an
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existing GPO to the SDOU by clicking Add. If you select a group policy and
click Edit, you expose the GPO in the Group Policy Editor. The GPMC
removes much of the complexity of creating and linking GPOs to Active
Directory objects. The GPMC displays the domain, OUs, and sites clearly,
which can all be right-clicked to expose options for creating and linking
GPOs to these nodes.

Application of Group Policy Objects

GPOs are divided into the Computer Configuration and User Configuration
nodes. The computer settings apply to every computer in the site, domain,
or OU to which the policy is linked, and, by default, to all child OUs.
Computer settings take effect at startup and at every refresh interval, which
by default is 90 minutes. User settings affect every user in the site, domain,
or OU and its children at logon, and after each refresh interval.

XA, When configuring GPOs, ensure that the computers and/or users lie within the path

y | of the GPO SDOU to receive the policy settings. For example, if you want to control

g E a web server named |1S_Apps, you would need to move this computer object to the
“'lt'v\l:" proper OU to have the GPO for that OU apply to the IIS_Apps computer.

When a computer starts, its current settings are modified first by any con-
figuration specified by the Local Group Policy. Then the configurations for
the SDOU GPOs are applied. The SDOU policies are applied in order: first,
the policies linked to the computer’ site, then the policies for its domain, and
finally the policies for each OU in the branch that leads to the object’s OU.
The policy settings from the Local Group Policy and the SDOU will append
to each other if no conflict exists. If a conflict occurs in a specific configura-
tion setting, the last setting applied has control. Therefore, the policies that
are “closest” to the computer—the policies linked to its OU, for example—
take precedence if a conflict arises. The same application of policies applies
to a user at logon: local policy, site policy, domain policy, and OU policy.

User Rights Assignment

User rights, also called privileges, enable a user or group to perform system
functions such as changing the system time, backing up or restoring files, and
formatting a disk volume. Some rights are assigned to Built-in groups. For
example, all members of the Administrators group can format a disk volume.
You cannot deny that right to the members of the Administrators group, nor
can you assign that right to a user or group you create. Other rights are
assignable. For example, the right to back up files and folders is given by
default to all members of the Administrators and Backup Operators, but you
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can remove the right for those groups or assign the right to other users or
groups. You can modify the rights that are visible in the Local Security Policy
Console. You do not see the “hard wired” rights in this interface.

User rights, because they are system oriented, override object permissions
when the two are in conflict with each other. For example, a user may be
denied permission to read a folder on a disk volume. However, if the user has
been given the privilege to back up files and folders, a backup of the folder
succeeds, even though the user is denied permission to the folder.

Security Options

In the Security Options node are a number of useful security settings. This
node highlights one of the advantages of policies, because while many of these
settings are accessible elsewhere in the user interface (for example, you can
specify driver signing in the System applet), a policy enables you to configure
all those settings, from all the tools and applets, into a centralized location.

Some particularly useful options to be familiar with are the following:

» Clear the Virtual Memory Pagefile When the System Shuts Down—By
default, the pagefile is not cleared and could allow unauthorized access
to sensitive information that remains in the pagefile.

» Do Not Display Last Username in Logon Screen—This option forces
users to enter both their username and password at logon. By default,
the policy is disabled and the name of the previously logged-on user is
displayed.

» Number of Previous Logons to Cache—This policy limits the number
of cached profiles that are on a system. Not only will this clean up the
hard drive space on a system, but if no cached profiles exist, users will be
forced to access a domain controller when logging on to the domain,
instead of using cached credentials.

Account Policies

Account policies control the password requirements and how the system
responds to invalid logon attempts. The policies you can specify include the
following:

» Maximum Password Age—Specifies the period of time after which a
password must be changed.

» Minimum Password Length—Specifies the number of characters in a
password. Passwords can contain up to 127 characters; however, most
passwords should not exceed 14 characters.
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» Passwords Must Meet Complexity Requirements—This policy, if in
effect, does not allow a password change unless the new password con-
tains at least three of four character types: uppercase (A through Z), low-
ercase (a through z), numeric (0 through 9), and nonalphanumeric (such
as ). All passwords must also be at least six characters long to meet com-
plexity requirements.

» Enforce Password History—The system can remember a specified num-
ber of previous passwords. When a user attempts to change his or her
password, the new password is compared against the history; if the new
password is unique, the change is allowed.

» Minimum Password Age—Specifies the number of days that a new pass-
word must be used before it can be changed again.

» Account Lockout Threshold—Specifies the number of denied logon
attempts after which an account is locked out. For example, if this is set
to 3, a lockout occurs if a user enters the wrong password three times;
any further logon attempt will be denied. If this is set to 0, there is no
lockout threshold.

» Reset Account Lockout Counter After—Specifies the number of min-
utes after which the counter that applies to the lockout threshold is
reset. For example, if the counter is reset after 5 minutes and the
account lockout threshold is 3, a user can log on twice with the incorrect
password. After 5 minutes, the counter is reset, so the user can log on
twice more. A third invalid logon during a 5-minute period locks out the
account.

» Account Lockout Duration—Specifies how long logon attempts are
denied after a lockout. During this period, a logon with the locked out
username is not authenticated.

Audit Policies

Audit policies specify what types of events are entered into the Security Log.
The most important policies to understand include those in the following
list:

» Logon Events—Authentication of users logging on or off locally and
making connections to the computer from remote systems.

» Account Management—Any change to account properties, including
password changes and additions, deletions, or modifications to users or
groups.



112

SP2

Chapter 3

» Object Access—Access to objects on which auditing has been specified.
Auditing object access, for example, enables auditing of files and folders on
an N'T File System (NTFS) volume, but you must also configure auditing
on those files and folders. Refer to Chapter 2, “Establishing, Configuring,
and Managing Resources,” for a detailed discussion of auditing.

» Privilege Use—Use of any user rights, now called privileges. For exam-
ple, this policy audits a user who changes the system time, because
changing the system time is a privilege.

For each policy, you can specify to audit successes, failures, or both. As events
are logged, they appear in the Security Log, which, by default, can be viewed
only by administrators. Other logs can be viewed by anyone.

SP2 GPO Changes

Service Pack 2 is known as the “security pack” because of all the security
changes it provides. A large amount of those security changes and features
can be controlled with GPOs. Microsoft has added more than 600 (no, this
is not a typing error) settings to a default GPO. The new settings help con-
trol Windows Firewall, Windows Update, Internet communications, and
more. The majority of these changes have taken place in the Administrative
Templates section of both the User Configuration and Computer
Configurations sections.

With so many new GPO settings, you must become familiar with all the new areas

5y | and changes that have occurred due to SP2. These changes are available only on
£ Windows XP clients, until the changes are migrated over to the Windows 2000 and
‘ P Server 2003 domain controllers.

To get the full list of new Administrative Template updates that SP2 provides, go to
www.microsoft.com and type the term policysettings into the Search box. The results
of this search will take you to the site where you can download the Excel spreadsheet
that contains all the settings.

Resultant Set of Policy (RSoP)

As you become more familiar with Group Policy, both at the local and Active
Directory levels, you will quickly see that they can be very complex. The
complexity results not only from the numerous settings that are available
within a single Group Policy, but also from the fact that many policies can be
applied, and at many different areas within the enterprise. When these set-
tings finally apply to the computer and user on a Windows XP Professional



Setting Up, Managing, and Troubleshooting Security Accounts and Policies

computer, it can be very difficult, because of the array of settings from all the
GPOs, to determine the final policies that are applied. Microsoft has gone to
great lengths with Windows XP Professional to help decipher the complex-
ity of GPOs and security settings that are possible. Microsoft has done this
with three fantastic tools: Group Policy Result (gpresult), Group Policy
Update (gpupdate), and the RSoP snap-in.

Group Policy Result

The first tool, Group Policy Result, is a command-line tool. This tool gives
you the Resulting Set of Policy (RSoP) that applies to your computer and
user accounts. The tool is extremely simple to run and is easy to read when
it spits the results back to you. All you need to do is start a command prompt
and type gpresult, as shown in Figure 3.4.

=+ D:\WINDOWS\System32\cmd. exe
[D=~Docunents and Settingswalex>gpresult

Microsoft (RY Uindows (R) P Operating System Group Policy Result tool v2.8
Copyright <C) Microsoft Corp. 1981-2881

Created On 11,14/2081 at 11:05:48 AN
or DAND¥\alex on XPPROL : Logging Mode

Hic: t ndo P Professional
Hember Workstation
5 1 26

Uln(lnu‘. 29808
Default-First—Site-Name

D:\Documents and Settings\alex
: No

18:48:26 AM
cal

Defa i
Local Group Pn11cy

The computer is a part of the following security grow

BUILTINSAdmis

. A .DC=1ocal
Last time i fed: at 1@:33:21 AM
Group Poli applie dcl.d. ocal
Group Policy slou Link the

Default Domain Policy

The fullul were not apnll.e(l heca they uere filtered out

Y
Not Applied CEnptyd

a part of the following security groups:
Figure 3.4 Group Policy Result output for the RSoP.
SXA, ,/ You can also add the /v switch to the gpresult command, which provides verbose

& information about the applied GPOs. Another switch, /z, provides “super verbose”
output with regard to the GPOs that are applied.
4.
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Group Policy Update

It is well known that Group Policies automatically refresh by default. So, when
you configure any new setting in the Local or Active Directory Group Policies,
the settings will automatically refresh for both the computer and user. For
some situations, this is not sufficient, though. You might be testing out new
policies and want to see the results immediately, or want to force a new secu-
rity policy to a department of users immediately. If you need to force a policy
immediately, you need only to run the Group Policy Update command-line
tool, gpupdate. This tool will investigate the Local and Active Directory—based
Group Policies and apply them immediately to both the computer and user
accounts. You do not need to run any switches with the tool, but if you want
better control, you can use the primary switches listed next:

» U: (Computer, User)—Allows explicit refreshing of either the computer
or user portions of the policies that need to be applied.

» /force—Reapplies all settings in the policies, whereas if no switches are
used, only the changed policies apply.

» /logoff—Some user-based Group Policy settings exist (such as Folder
Redirection) that do not apply until the user logs off and back on. With
this switch, the user will be logged off automatically after the other poli-
cies refresh.

» /boot—Like the user settings, some computer settings require a reboot
(such as software deployment). With this switch, the computer will auto-
matically reboot after the other policies refresh.

RSoP Snap-in

The final tool for determining the RSoP is the new RSoP snap-in. This tool
enables you to investigate the policies in a GUI interface, which can then be
saved to a file or website for archiving. To open this tool, open up a new
MMC and add the RSoP snap-in. When you open the tool, you will have the
following options for your Windows XP Professional computer:

» Computer Scope—You have the choice of selecting either your computer
or another computer on the network (as long as you have administrative
credentials on the remote computer). You are also able to eliminate the
computer portion of the RSoP, if you want to see only user-based settings.

» User Scope—You can select the currently logged on user or another user
who can access the local computer. Again, you must have the correct
privileges to view another user’s RSoP. You can also eliminate the user
portion of the RSoP, if you want to see only the computer-based settings.
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When the tool is run and finishes, it gives you the results in the MMC that
you initially opened. Figure 3.5 shows the resulting RSoP format, which is

the same format as the original Group Policy Editor.

" Console] - [Console Roptialex on XPPRO1; - RSoPAComputer ConfigurationiWindows Setting, .. @@@

==l x|

o BEB @

“Fy Fle Action View Favortes Window Help

|1 Consale Root
= €1 alex on XPPRO1 - RSoP
= &) Computer Configuration
[ Software Settings
= [ Windows Settings
= [ security Settings
= 87 Account Policies

Palic:

| Computer Setting

| source GO

I

[8]Enforce passward histary
(B8] Masximum password age
[R8]Minimum password age
[RE]Minimum password length

[88]Password must meet complex. ..
[2¥]5tore password using raversi. .

1 passwords remembered
42 days

Odays

0 characters

Disabled

Disabled

Default Domain Policy
Defauit Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Defauit Domain Policy

2 passward Policy
+ 2 Account Lockout
& 2] Local Palicies
- Z¢d Event Log
) (8 Restricted Groups
) (8 System Services
w (8 Registry
# (@ File System
(] Public Key Policies
) [[] Software Restriction
[ Administrative Templates
= g1 User Configuration
[ Software Settings
[ Windows Settings

A
v

Figure 3.5 RSoP snap-in results for both the local computer and currently logged-on user.

There are two different modes of the RSoP: logging and planning. The logging mode
is native to Windows XP and produces the results mentioned previously. The planning
mode is available after you install the Administrative Pack and have the administrative
privileges to investigate and plan how GPOs will behave when objects are moved with-
in Active Directory.

The RSoP can also be run within the GPMC. There are two options: Logging and
Planning.

3

i1t

Security Configuration and Analysis

It was back in the late days of Windows N'T 4 that Microsoft introduced the
security templates and the capability to lock down the security of a system
with a centralized group of settings. The tool has evolved over time and has
now come to be known as the Security Configuration and Analysis tool. The
tool is a snap-in that is used on a computer-by-computer basis. The tool
allows for security analysis and configuration.

M
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XA, The secedit command can also be used to analyze and configure security settings to
%LE a computer.

After the tool is opened in an MMC, as shown in Figure 3.6, you need to
open one of the security templates into a database. The security templates
are text files that contain security settings that can be used to analyze a com-
puter, be applied to computers, or be imported into a GPO. The idea is that
you bring the security template settings into the database for further analy-
sis of the existing computer settings. With the security template settings in a
database, you can easily run an analysis against the computer settings to see
whether the existing settings are in compliance with what the database has
recorded. Figure 3.6 is a result of one analysis. Note that some settings are
equal to or better than the database, but some settings are not as secure as
what the database indicates; these are shown with a red x by them.

i Consoled - [Console RoptiSecurity Configuration and Analysisiiccount PoliciesiPassword Policy] @@@
“Fy Fle Action View Favortes Window Help — =l x|
& = || > =5
[ Consale Root Polic | Database Setting | Computer Setting |
e-Bp Psfcu”tv Configuration and Analysis | [8¥enfarce passward history 24 passwords reme,.. 1 passwords remem...
- 27 fccount Polides 83 Masimum password ags 42 days 42 days
ISy B¥IMinimum password age 2days Odays
E 29
53 Lj ’T;‘j“”t Lockaut Policy [B¥9IMinimum password length B chararters 0 characters
-
| E“'v‘:‘nt L"D"‘ES [8¥9Password must mest complexity re... Enabled Disabled
= s [8595tore password using reversible ... Disabled Disabled

+ [ Restricted Groups
+ (8 System Services
+ ([ Registry

+ ([ File System

Figure 3.6 Security Configuration and Analysis tool.

Security Templates

Multiple security templates are available and can be used to analyze your
computers’ security settings. Some are related to the security levels of the
system, and others are related to the compatibility of a system with legacy
applications. Following is a listing of the different types of security templates:
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» Securews.inf—This template is designed to boost the security of a
Windows XP system with regard to Auditing, Account Policy, and some
well-known Registry subkeys.

» Hisecws.inf—The settings in this security template will significantly
increase the security of the system. You should use this template with
caution; the settings might cause the computer to drop communication
with the network because of the lack of security on other computers on
the network.

» Compatws.inf—This template is designed to reduce the security settings
on your computer, basically the Users group, so that they can run legacy
applications more easily.

Security templates can be modified, copied, and created from scratch. The
goal is to make all the necessary security settings in each template and then
apply them to the appropriate computers. Security templates can be applied
to computers in any one of three ways:

» Using the Security Configuration and Analysis MMC snap-in
» Using the Secedit command-line tool

» Importing security templates into a GPO

Software Restriction Policies

A Software Restriction Policy can help to control users’ running of untrust-
ed applications and code. It is clear that most viruses are introduced into the
computing environment when users run unauthorized applications and open
email attachments. With software restrictions, these undesired applications
and code can be eliminated. The following is a listing of some of the controls
these policies provide:

» Untrusted code is prevented from sending email, accessing files, or per-
forming other normal computing functions until verified as safe.

» Protection is provided against infected email attachments. This includes
file attachments that are saved to a temporary folder as well as embed-
ded objects and scripts.

» ActiveX controls downloaded from the Web are monitored, and neutral-
ized if necessary.

» Software restriction policies can be used on a standalone computer by
configuring the Local Security Policy.

117
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Two Types of Software Restriction Policies

Software restriction policies can be applied at two security levels:

» Unrestricted—Let only trusted code run. If all trusted code can be identi-
fied, the administrator can effectively lock down the system. The follow-
ing are examples of where to apply a “let only trusted code run” policy:

» Application station
» Task station

» Kiosk

» Disallowed—Prevent unwanted code from running. In some cases, an
administrator cannot predict the entire list of software that users will need
to run. In these cases, the administrator can only react and identify unde-
sirable code as it is encountered. Companies with loosely managed clients
fall into this model. The following scenarios are examples of this case:

» Lightly managed personal computers

» Moderately managed personal computers

Software Identification Rules

An administrator identifies software through one of the following rules:

» Hash rule—A Software Restriction Policy’s MMC snap-in allows an
administrator to browse to a file and identify that program by calculat-
ing its hash. A hash is a digital fingerprint that uniquely identifies a
program or file. A file can be renamed or moved to another folder or
computer and it will still have the same hash.

» Path rule—A path rule can identify software by a full pathname, such as
C:\Program Files\Microsoft Office\Office\excel.exe or by the path-
name leading to the containing folder, such as C: \Windows\System32.
(This would refer to all programs in that directory and its subdirecto-
ries.) Path rules can also use environment variables, such as
suserprofile%\Local Settings\Temp.

» Certificate rule—A certificate rule identifies software by the publisher
certificate used to digitally sign the software. For example, an adminis-
trator can configure a certificate rule that allows only software signed by
Microsoft or its I'T organization to be installed.

» Zone rule—A zone rule identifies software that comes from the Internet,
local intranet, trusted sites, or restricted sites zones.
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Integration with Microsoft Passport via the
Internet

A NET Passport (also referred to as a Microsoft Passport) provides you with
personalized access to Passport-enabled services and websites by using your
email address. Passport implements a single sign-in service that enables you
to create a single username and password. You can obtain a .NET Passport
through the .NET Passport Wizard in User Accounts, shown in Figure 3.7.
The .NET Passport Wizard helps you to obtain a NET Passport or sign in
with a Passport you already have. You will be required to configure a .NET
Passport when you attempt to use the Windows Messenger application.

SXAY, Those companies that don’t have access to the Internet or don’t allow users to use a

Microsoft Passport for Windows Messenger, but still want users to take advantage of
%LER% the Windows Messenger capabilities, can take advantage of the Windows Messenger
ey functionality that is built in to Exchange 2000. With Exchange 2000, users can use their
Active Directory credentials to open a Windows Messenger session and talk to other
users on the network who also have an Exchange 2000 Windows Messenger account.

R Add a .NET Passport to your
L Windows XP user account

With a Passpart, you can:

+ Have online conversations with friends and family

+ Create your own personal Web pages

« Sign in instantly to all \NET Passport-enabled sites and
services

«..and more, all with just one sign-in name and password!

Microsoft is committed to protecting your privacy.
#lew the privacy statement,

Adding a Passport to your user aceount is quick and easy.

To continue, click Next.

———

Figure 3.7 Microsoft .NET Passport Wizard.

Data Execution Prevention spo

Data Execution Prevention (DEP) is a new feature for Windows XP
Professional that helps prevent code from running in areas of memory
where such code should not be running. This helps prevent attackers from
placing code in memory to cause default heaps, various stack overflows, and
memory pools. This technology does have limitations, though. The hard-
ware that is running on your computer 7zst support this technology, which
might be some time in coming depending on how often you change the
hardware on your client computers.
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sp2 Windows Security Center

The Security Center is command central for all things security according to
Microsoft. Within this tool you will have the capability to configure
Windows Firewall, Automatic Updates, Virus Protection, and Internet
Explorer security settings. Even though it would be nice if the Security
Center also provided immediate access to the Local Group Policy and Local
Security Policy, it does not at this time.

To access the Security Center, go to Start, Control Panel, Security Center.
When you open up the Security Center, you will see an interface that looks
like Figure 3.8.

¥ Windows Security Center, g@@

@ Security Center

Help protect your PC

@) Resources & Security essentials
Security Center helps you manage your Windows security settings, To help protect your computer,
make sure the thres security essentials are marked ON, TF the settings are nat ON, Fallow the
= Get the |atest security and virus recommendations, To return to the Security Center later, open Control Panel.
information from Microsoft What's new in Windows bo help probect my computer?

= Check for the latest updates from
Windows Update @ Firewall OON| %

= et support for security-related
ssues

4 Automatic Updates O ON| ¥

= Get help about Security Center

* Changs the way Securtey Center # Virus Protection © NOT FOUND | &

alerts me

Windows did ot Find antivirus software on this computer, Antivirus software helps protsct your
computer against viruses and other security threats, Click Recommendations For suggested
actions you can kake. How doss antivirus software help protect my computer?

Note: Windows does not detect all antivirus programs,

Manage security settings for:

@ Internet Options % Automatic Updates
@ Windows Firewall

Figure 3.8 Security Center for Windows XP SP2 computers.

SXAY, The Windows Security Center may not be available if your computer has joined the
domain. The Security Center is always available for Windows XP clients that are in a
R% workgroup, but not in a domain. To enable the Security Center for a domain, you will
ey need to enable the setting in a GPO. The setting is located at Computer Configuration,
Administrative Templates, Windows Components, Security Center. Here you will find
a setting that is named Turn on Security Center (Domain PCs only). Enabling this will

allow the XP clients to see the Security Center.

One more feature that the Security Center provides is integration with a
virus-checking program. If there isn’t an antivirus application installed, the
Security Center provides an interface for you to install one, either for a trial
period or for purchase. You can also disable the Security Center from moni-
toring for any antivirus applications if you want to monitor that manually.
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Exam Prep Questions

1. You are the administrator for a large company. You have a group of
Windows XP Professional computers in a workgroup and want to
enable your users to create user and group accounts without giving
them excessive rights. How should you configure the users’ accounts?
O A. Assign your users to the Local Administrators group on the local

machine.
O B. Assign your users to the Server Operators group on the local machine.
O C. Assign your users to the Domain Administrators group in the domain.
O D. Assign your users to the Power Users group on the local machine.

2. Bob took over Mary’s duties when Mary retired. You created Bob’s user
account and put him in the same groups as Mary and changed the
ACLS on the resources to allow Bob access. You then deleted Mary’s
account. Later, Bob comes to you and reports that he can’t get access
to some resources that he needs that Mary had access to. You give him
access, and later he reports the same problem on different resources.
How should you have configured Bob’s account to avoid the problems
you are now facing, without giving Bob unnecessary access?

O A. You should have renamed Mary’s account to Bob.
You should have made Bob an administrator in the domain.

O 0O

B.

C. You should have made Bob a Server Operator.

D. You should have changed the DACLS on all resources in the domain to

give Bob access.

3. You successfully set the Local Security Policy to enable you to shut
down your Windows XP Professional computer without logging on.
After joining your computer to the domain, you attempt to shut down
your computer without logging on, but the option is not available.
Why is the option not available?

O A. The Shutdown Without Logging On option is not available to com-
puters that have joined a domain.

O B. The option in the Local Group Policy no longer applies because the
computer is in the domain.

O C. The user needs to be placed in the Local Administrators group for the
Local Group Policy to apply.

O D. The Domain Group Policy to Shutdown Without Logging On option
is set to disabled.

4. You have enabled auditing on your company’s laptops. You want to
configure your remote users’ laptops to shut down if they are unable to
log security events and log all attempts to change Local Group
Policies. How should you configure the systems? (Check all correct
answers.)
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Q A. Use Security Options in the Local Security settings to set the option to
shut down the system if it’s unable to log security audits.

0 B. Configure the Audit Policy Change setting to monitor failed changes.

0 C. Configure the Audit Policy Change setting to monitor successful
changes.

Q D. Configure the Audit Object Access setting to monitor successful
changes.

5. You have 250 Windows XP Professional computers in various OUs in
your domain. You want to find out which computer GPOs are being
applied to your computers, specifically policies that have been applied
in multiple places with a precedence of 1 or higher. What would be the
correct syntax to determine this?

O A. gpresult /scope user /z

O B. gpresult /scope computer /z
O C. gpresult /scope user /v
O D. gpresult /scope computer /v

6. You make changes to the local policy on a Windows XP Professional
workstation named WKSTNI. You want to refresh only the policy set-
tings that have changed for the computer. What command will you run
to accomplish this?

O A. gpupdate /target:computer

O B. gpupdate /target:computer /force
O C. gpresult /scope computer
O D. gpresult /scope computer /z

7. You have made changes to group policy and need to import the new
template. What are some different ways to apply these new security
template settings to the computers in the enterprise? (Check all correct
answers.)

Q A. Use the secedit command.

0 B. Use an Active Directory—based Group Policy Object.
Q C. Use the Local Group Policy.

a D.

8. You are the administrator of a multidivisional company’s network and
some of your users are using network applications from a server that
may not be approved for their division. All applications are in the same
folder. Which software restriction rule would you apply?

O A. Hash rule

Use the gpupdate command.

B. Certificate rule
C. Zone rule
D. Path rule

O 0O
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Answers to Exam Prep Questions

1. Answer D is correct. Power Users have the right to create user and
group accounts, but they do not have total control over the computer,
as an administrator does. Answer A is incorrect because making the
users administrators would give them excessive rights. Answer B is
incorrect because the Server Operators group does not exist on a
Windows XP Professional machine, nor is this group given any privi-
leges on the local system after joining the domain. Answer C is incor-
rect because, like answer A, it would give the users excessive rights;
also, because the machines are in a workgroup, putting them in the
Domain Administrators group would have no effect on their capabili-
ties to create users and groups on the local machine.

2. Answer A is correct. Renaming the account would have ensured that
Bob had all the access to resources that Mary had. Answer B is incorrect
because you would have given Bob more access than was necessary, and
it does not ensure that Bob has access to all resources that Mary had.
Answer C is incorrect because making Bob a Server Operator does not
ensure that Bob has access to all resources that Mary had. Answer D is
incorrect because that would have given Bob unnecessary access.

3. Answer D is correct. Local Group Policies are the first to apply of all
policies and are overridden by conflicting policy settings that are locat-
ed at the Active Directory levels. Answer A is incorrect because the
option is available at all GPO levels. Answer B is incorrect because
Local Group Policies still apply when computers join domains,
although they have lower priority. Answer C is incorrect because users
don’t need to be placed in the Local Administrators group to apply
policies after a computer has joined the domain.

4. Answers A, B, and C are correct. You will need to set the option in the
Local Security settings to shut down the system if the computer is
unable to log security audits, as well as set the Audit Policy Change pol-
icy for both success and failure. Answer D is incorrect because auditing
object access logs users’ access to resources, but not changes to policies.

5. Answer B is correct. The Group Policy Result tool will display the
Resultant Set of Policy (RSoP) for a target user and computer. The
/Scope switch specifies whether the user or the computer settings need
to be displayed. The /z switch specifies that the super-verbose informa-
tion is to be displayed, which enables you to see whether a setting was
set in multiple places. Answer A is incorrect because the scope specified
in the syntax is user and you wanted to see computer settings. Answer
C is incorrect because the switch /v is used, which will not let you see
whether a setting was set in multiple places. This requires super-verbose
mode. Answer D is incorrect because of the switch used, as well.

6. Answer A is correct. The Group Policy Update tool refreshes Group
Policy settings and has a number of different switches. The /target:
switch has two options: Computer or User. By default, both User and
Computer policy settings are refreshed if no switch is specified.

123




124 Chapter 3

Therefore, because you want to refresh only the settings for the com-
puter, you need to specify the option Computer. Answer B is incorrect
because the /force switch reapplies all policy settings and you want
only the settings that have changed to be refreshed. Answers C and D
are incorrect because the gpresult command gives only the Resulting
Set of Policies; it does not refresh them in any manner.

. Answers A, B, and C are correct. The secedit command as well as the

Group Policy options at the local and Active Directory level can apply
the security templates to a computer. The secedit command is manual,
whereas the other two options are more automated because they will
automatically refresh for the computer. Answer D is incorrect because
gpupdate will update an existing Group Policy, but not apply the secu-
rity templates themselves.

. Answer D is correct. A path rule can identify software by a full path-

name, such as C:\Program Files\Microsoft Office\Office\excel.exe,
or by the pathname leading to the containing folder, such as
C:\Windows\System32. Answer A is incorrect because a hash is a digital
fingerprint that uniquely identifies a program or file. You would have to
identify all the applications’ hash. Answer B is incorrect because a cer-
tificate rule identifies software by the publisher certificate used to digi-
tally sign the software. The applications may be by different publishers,
and you don’t want to restrict users’ ability to run approved applica-
tions. Answer C is incorrect because a zone rule identifies software that
comes from the Internet, local intranet, trusted sites, or restricted sites
zones. These applications are from a local file server.

Need to Know More?

@ Microsoft Corporation. Microsoft Windows XP Professional Resource

Kit, 2nd ed. Redmond, WA: Microsoft Press, 2003. ISBN
0735619743 This all-in-one reference is a compilation of technical
documentation and valuable insider information that computer-
support professionals and administrators can reference to install,
customize, and support Windows XP.

D Mark Minasi. Mastering Windows XP Professional. Alameda, CA: Sybex,

R

Inc., 2001. ISBN 0-78212-981-1. This text gives you all the insider
information for the creation of users and groups—and how they inter-
act with a domain. The book also gives a good description of how
Group Policies should be used for your XP Professional computer.

S/ Search the TechNet CD (or its online version through

www.microsoft.com) and the Windows 2000 Professional Resource
Kit CD using the keywords “local user”, “SID”, “Group Policy
Objects”, “Local Security Policy”, “SDOU”, “GPRESULT?,
“GPUPDATE”, and “Microsoft Passport”.



