MRU Secure Remote Access Service (SRAS) Student User Guide

The MRU Secure Remote Access Service (SRAS) allows MRU students remote access to their
data.

Available service types:
Basic service
The following basic services are provided to each user by default.

¢ MRU student remote access to their network drives.

Supported Client Platforms

Microsoft Windows, Apple Mac OS and Linux based computers are supported. However, only
the following platforms are officially supported by the vendor as of February, 2012. This list is
subject to change as the vendor releases new software.

Qualified platforms (systems have been systematically tested by the vendor):

Windows XP Professional SP3 32 bit: Internet Explorer 7.0, 8.0, and Firefox 3.6, 4.0; Sun JRE 6
Vista Enterprise SP2 32 : Internet Explorer 7.0, 8.0, 9.0 and Firefox 3.6, 4.0; Sun JRE 6
Windows 7 Enterprise SP1 64 bit: Internet Explorer 8.0, 9.0 and Firefox 3.6, 4.0; Sun JRE 6
Mac OS X 10.7.1, 32 and 64 bit: Safari 5.1 Sun JRE 6

Mac OS X 10.6.4, 32 and 64 bit: Safari 5.0, Safari 5.1 Sun JRE 6

Mac OS X 10.5.8, 32 and 64 bit: Safari 4.0 Sun JRE 6

OpenSuse 11.3, 32 bit only: Firefox 3.6, 4.0; Sun JRE 6

Ubuntu 10.04 LTS, 32 bit only: Firefox 3.6, 4.0; Sun JRE 6

N AEWN R

Compatible platforms (not systematically tested by vendor but fully supported):

Windows Vista with Service Pack 1 or 2 on 32-bit or 64-bit platforms
Windows 7 on 32-bit or 64-bit platforms
XP Professional SP2 or SP3 on 32-bit or 64-bit platforms
XP Home Edition SP3
Note: Item 1 to 4 requires the followings:
e Internet Explorer 9.0 *
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Internet Explorer 8.0 *
Internet Explorer 7.0 *
Firefox 3.0 and above
Sun JRE 6 and above

Mac OS X 10.7.x, 32-bit and 64-bit
Mac OS X 10.6.x, 32-bit and 64-bit
Mac OS X 10.5.x, 32-bit and 64-bit
Note: Item 5 to 7 require the followings:
e Sun JRE 6 and above
e Safari 3.0 and above

OpenSuse 10.x and 11.x, 32-bit only
Ubuntu 9.10 and 10.x, 32-bit only

. Red Hat Enterprise Linux 5, 32-bit only

Note: Item 8 to 10 require the followings:
e Firefox 3.0 and above
e Sun JRE 6 and above
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Operation Guides

This is a quick starting guide covering the following common operations:
1. Access the SRAS service

2. Access a file from the network drive

3. Save a file to the network drive

4. Manage your files and folders on a network drive

5. Access MRU web pages

6. Session timeout warning

7. Configure the user page

8. Potential Issues

For more details, please refer to the product help page by clicking the Hele icon on
your home page.
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1. Access the SRAS service

e Enter “secure.mtroyal.ca” into the address/URL field of a browser without the quotes.

@ Secure Remote Access Service (SRAS) - Mozilla Firefox o — A LE L
(e = S B e W E N ——

File Edit View History Bookmarks Jools Help

9 i c s /I'.\ h mhl!p—::.-'-'sﬂurl.-.m!ru:,'al.:a = .." = Gaogls ‘p

£ Most Visited 5| Latest Headlines % MyMRU (@) LOTUS NOTESWEB || MY AD SERVER FILES

__ Secure Remote Access Service (SRAS) i

MOUNT ROYAL
UNIVERSITY

1910 =i

Secure Remote Access Service (SRAS)

Usamame  juser ) i
If you are an authorized user of this service, please

Password  essssssss sign in with your MRU user id and password.

By continuing or by using this service, you agree to
the Mount Roval University Computing Resources
Acceptable Use Policy.

: Signin |

Done '] 5_.:

e Enter your MRU username and password.
e Click the | Sianln_pytton to continue.

e Once you have successfully logged on, your home page will display all of the services that
SRAS provides you as shown below
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Below is a typical user screen with basic service:
o n

Sign Out

]
0]

Preferences

MOUNT ROYAL
UNIVERSITY
1910
Homea
Welcome to the MRU Secure Remote Access Service, atestl.
Windows Files

[ raes ||

[ AcadSharel (I:)

[ acom (w:)
Key elements on your home page:
User Toolbar Description
Q Click to go back to your home page shown above.
Home
g.p Click to activate the user preference configuration page.
Preferences
Session This is a display on how long your session will remain open. This
03:57:18 example shows 9 hours 57 minutes remaining.
fn Click to bring up the online user help manual.
Help
n Click to sign out of the Juniper connection. Please sign out once
Sign Out the service is not needed.
Service Pane Description
This allows users to access their folders and files in their MRU
home and department network drive folders.

XS

Files service pane
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2. Access afile from the network drive

e The File Pane shows the root of the network drives you have access to.

Windows Files

[H Dept (1:)

[ Apps1 (L:) and (P:)
@ juser (H:)

® o

e Click the link of the folder to access your files. For example, your home folder or the H:

drive as shown below.

Windows Filas > Bookmark
il.lser l H: !\ Current Folder
[ Bookmark Selected... ” Delete... ” Download... ] [ Upload Files... H New Folder... ]
Name= Type Size Modified

¥ % bookmark folder Folder Thu Apr 5 14:51:02 2012
% Test Folder Thu Apr 12 12:34:47 2012
(] testtet File 4 Bytes Fri Mar 30 13:12:30 2012
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e Clicking the [l =25 Jink shown above to access the file test.txt, will open up the following
window:

Opening test.txt @

You have chosen to open

test.tut

=

which is a: Text Document
from: https://secure.mtroyal.ca

What sheuld Firefox do with this file?

Notepad (default) = |

) Sawe File

[7] Do this automatically for files like this from now on.

| ok || cencel |

L

e Select whether you want to “open” or “save” the file and then click “OK”. Here we choose to
open the file. Notepad is launched to open the file.

mj test.bxt - Notepad l = | (=] |ﬁ]
File Edit Format View Help

tTest -~
4 F

e Please note that when you save the file, it will only be saved on your local PC, not back to
the network drive. You must upload it to the share if you want to save it there. Please see
section “Save a file to your network drive” on the next page for instructions.
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3. Save afile to your network drive

e |f you want to save a file called nice.txt to the Test folder.

e Click the folder link % ==t The following will be displayed.

Windows Files >

VIO | IS Bookmark
B M\ E\ Current Folder
[ Bookmark Selected... H Download... ] [ Upload Files... H MNew Folder... ]

Name< Type Size Modified

Click | UploadFiles..

button. The following screen will be displayed.

Windows Files >

Upload Files...

%

Use the Browse buttons below to select the files, then click Upload. You can opt to upload a zipped
file and have it uncompressed in the target directory . Note that you cannot upload files larger than
500 MB.

Upload to: ‘\juser (H:)\Test

Files: 1. C\Users!jusdDesktop\Mice.bd Browse_ ]
Save As: [Cluncompress .zip

[ Upload H Cancel ]

o Clickthe “Z®¥% | pytton to get to the file you want to upload. The “Save As:” and

“Uncompress .zip” fields are optional.
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e Click the Lipioad button at the bottom of the screen. You will see the following pop-up

window.

r B
@ Upload Status - Morzilla Firefox ESREER T
| Q https://secure.mtroyal.ca/dana- _J

Nice.bxt
‘juser (H:)\Test

2664 bytes of 2664 bytes [100%)

Done

S0%:

Close

Close

e Click button to close it when the upload is done.

e The file is now in the Test folder as shown below.

Windows Files >

juser (H:)\ Test\

Bookmark
Current Folde

[ Bookmark Selected... H Delete... H Download... Upload Files... H MNew Folder...
[ Test |||

Hame-= Type Size Modified

O (] nice.bet Fila 4 Bytes Thu Apr 12 12:34:47 2012
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NOTE: If a file or folder with the same name already exists in the directory and you do not
specify a name, the uploaded file is saved with the name: filename.timestamp.ext. See

screen capture below.

Windows Files > Bookmark
Current Folde

juser (H:)\ Test\

Because file Nice.txt already exists, the uploaded file has been renamed to Nice-04-13-12-14-53.txt.
Upload Files... ] [ New Folder...

[ Bookmark Selected... ” Delete... H Download...
Test |||
Name= Tvpe Size Modified
[ [ nice-04-13-12-14-53.txt File 4 Bytes Fri Apr 12 14:54:00 2012
Fila 4 Bytes Fri Apr 13 14:52:46 2012

[ [ nice.txt

To overwrite an existing file or folder, you must enter the name in the Save As field. For
example, to overwrite the file test.txt in our example, you must enter test.txt in the Save As

field.
Files to Upload |||
Upload to: \juser (H:)
Files: 1. C\Users\jusdDesktop\test b

Save As: testtxﬂ DUncompress Zip
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4. Manage your file and folder on the network drive

&

When you click a folder link under the Files Pane, you will see its content as shown below.

Windows Files = Baookmark

iuser I H: !\ Current Folder
[ Bookmark Selected... ” Delete... ” Download... Upload Files... H MNew Folder...
[ juser (H:) |||
Name Type Size Modified
p bookmark folder Folder Thu Apr 5 14:51:02 2012
I:‘ I:E' Test Folder Thu Apr 12 12:34:47 2012
I:‘ [l test.tuct File 4 Bytes Fri Mar 30 13:12:30 2012

From here, you can bookmark a folder (for quicker access without the need to go through
the file tree again), delete a folder/file, download a folder/file, upload a folder/file, create a

folder by following the on screen instructios. Please refer to the online Hele for details.

Book ke
Bookmark Selected. .. ] and cﬂu‘:rewta;.:.lder

However, it is worth to mention here that
are not the same.

Bookmark Selected...

allows you to bookmark a folder selected on this screen. For

example, when you have selected '@ boskmar: folder as shown above. This folder will be
bookmarked.

Windows Files

[ Dept (3:)
[ Apps1 (L:) and (P:)
[§ juser (H:)

& Im(v:)
[ juser (H:)\bookmark folder 8

11
=h
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Bookmark:
But Current Folder

':".'indcwz Files =
juser (H:)\

will only bookmark in this case which is the
current folder on screen.

Windows Files

[ Dept (1:)

[ Apps1 (L:) and (P:)

[§ juser (H:)

F Im(v:)

[ juser (H:) g

11
=
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5. Session timeout
SRAS will time out a user session which has been idle for more than 15 minutes.

The system will prompt the user with the following message.

-
The page at https:/fsecure.mtroyal.ca says: @

—

0 Your sessicn will expire in 5 minutels) due to inactivity. Please click [OK] to extend your sessicn.

| QK | ’ Cancel

LS

Just click OK to continue. It may ask you for a username and password again. Most of the time,
the system can resume the last state the user was in when the session was timed out.

The maximum session time for each successful log on is 10 hours.
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6. Potential Issues

1. You may see the following or similar pop-up messages, please check the “Always
trust/accept” check box and click “Yes” or “Save” to allow the process to finish.

( b
Warning - Security M
The web site's certificate cannot be verified. Do you i
want to continue?
Name: secure 100.miroyal.ca

Publisher: secure100.mtroyal.ca

-
Y '.\!/.' The certificate cannot be verified by 2 trusted scurce, More Information... |
.

2. Occasionally, you may be asked to save and run the “JuniperSetupClientinstaller.exe” as
shown below. Please follow the instructions on screen to complete the installation.

Opening JuniperSetupClientinstaller.exe @

You have chosen to open
(5] JuniperSetupClientInstaller.exe
which is a: Binary File
from: https://securel00.mtroyal.ca

i Would you like to save this file?

Save File ] | Cancel
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