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1 Overview

1.1 Purpose of this Document

This document has been written to support clients using this secure file
transfer tool.

After reading this document, users will be able to use SFTP to:

e Submit and/or receive files securely to/from the Ministry and external
user (person to person transfer); and

e If required, exchange files using automated computer-to-computer
transfers.

1.2 Terms of Reference

SFTP or Secure File Transfer Protocol is a secure file transfer tool between a
SFTP server and user, using a SFTP client or SFTP software. The file is
encrypted during the transfer, but not while it is sitting on the server. Access is
facilitated by utilizing a public/private key pair exchange between client and
server and user ID and password. This system supports manual (person-to-
person) transfers and automated (machine-to-machine) transfers. If automated
transfers are required, the external party must also have an SFTP server and
the servers involved in the transfer exchange public keys. In both situations,
the Ministry of Health (MoH) SFTP Service Consultant must contact the
external IT contact to complete the setup.

Personally Identifiable Data refers to information that would allow the
identification of an individual by direct means, such as a PHN or SIN, or by a
combination of information that would allow the deduction of the identity of an
individual, such as gender, birth date and postal code.

Information Sharing Agreement (ISA) is a generic term referring to a
document that describes and authorizes the sharing of data between two
parties.

Data Access Agreement (DAA)/Schedule 20 refers to the documents that
describe the framework for data access or data exchange between the Ministry
and the Applicant and the conditions of their access.
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1.3 A Summary of the Application Process

To initiate the process for obtaining SFTP, the Ministry business area contact
fills out the Secure File Transfer request form located at
https:/ /gww.health.gov.bc.ca/forms/mailform H7101.html

» The request is forwarded to their Director for approval

» Their Director approves it and forwards the form and their approval to
the Data Access Services (DAS) mailto:Hlth.HnetConnection@gov.bc.ca

NOTE: Without the Director’s approval the DAS Connections Analyst cannot proceed with the
request.

If personally identifiable data is involved, a copy of the Information Sharing
Agreement authorizing the sharing of this data must be attached to the
request. Without this copy (if required), the DAS Connections Analyst cannot
proceed with the request.

The external Information Systems (IS) contact information must be provided.
At this point, the Ministry business area contact will be notified by the DAS
Connections analyst that they must obtain the appropriate software (SFTP
client).

NOTE: Without an IS contact, the DAS Connections Analyst cannot proceed with the request.

If external users are sending Personally Identifiable Data to the Ministry of
Health, they must encrypt and must use the Ministry of Health Standard
products: WinZip or PGP.

A Data Access Agreement (DAA) and Schedule 20 are required by the external
contact. These documents address the responsibilities associated with using
this service. Exceptions to this requirement are:

» Health Authority users (these services are covered under the
overarching Data Access Agreement (DAA) with the health authority)

» Transfers where the file is ‘pulled’ from the external parties SFTP
server to the MoH SFTP server by a Ministry employee or contractor
engaged by the Ministry. In this scenario, the external party does not
have access to the MoH SFTP server, therefore an agreement is not
necessary.

NOTE: Without a DAA and Schedule 20 (if required), the DAS Connections Analyst cannot
proceed with the request.

Once these steps in the process have been completed, the DAS Connections
Analyst will forward the request to the MoH SFTP Service Consultant to
proceed with the setup. The consultant will then contact the external IT contact
and the individuals named on the request and complete the setup.
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Only those individuals named on this request are given access to the ‘mailbox’ or
folder. This service can only be used for the purpose identified in the box labeled
‘Description of the data being transferred’ on the request form (#7101).
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2.1 Description of Roles

2.1.1 Data Access Services (DAS) Connections Analyst

The DAS Connections Analyst is the MoH person(s) who receives the request
for the SFTP service and confirms that all requirements for this service are
met. They forward the request to the MoH SFTP Service Consultant to setup
the SFTP access for this client.

2.1.2 MoH SFTP Service Consultant

The MoH SFTP Service Consultant is the MoH person(s) responsible for the
SFTP server. They will contact both the MoH Business Area User and the
External IT contact to obtain the necessary information for the setup. Both
MoH users and external users will be provided with User ID and passwords
that will allow them access to the server. Upon their initial contact with the
SFTP server, the server will install a non-expiring key.

2.1.3 External IT Contact

The External IT contact is the person(s) on the external client side who will
possess the necessary IT skills to assist the MoH SFTP Service Consultant
in setting up the SFTP server for secure file transfer. This person identified
must be able to assist in the gathering of network information and
coordinate software installations. For this reason, it is mandatory that the
MoH SFTP Service Consultant communicate with the External IT contact to
help facilitate this setup.

214 Ministry Business Area User

Ministry Business Area User is a person(s) who will have access to the SFTP
folder or ‘mailbox and be sending or receiving data on behalf of the Ministry.
They are responsible for submitting the request for SFTP, the provision of
necessary agreements, defining their internal work flows and testing and
implementing the service.

2.1.5 External Users

The External User is the person(s) who will have access to the folder or
‘mailbox’ and be sending or receiving the data on behalf of the external
client. They may be required to sign a Data Access Agreement and Schedule
20 for the use of the service.
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3 Technical Securit

SFTP uses the SSH protocol to send data over a secure channel or
tunnel. Access is facilitated by dual factor authentication, utilizing a
public/private key pair exchange and/or ID and password.

With manual transfers, the External IT contact provides the MoH SFTP
Service Consultant the information needed to set up the External User
on the SFTP server. The first time the External User connects with the
server, they are prompted to receive a non-expiring ‘cached key’ from the
ministry SFTP server.

With an automated transfer, public keys are exchanged between the two
SFTP servers to enable a secure transfer.

Encryption is 256 bit. Note that the files are encrypted during transfer
only.

Encryption of the file before it is sent to the SFTP server is mandatory
and is the responsibility of the client transferring the data. The
encryption password will need to be provided to the file receiver so it can
be de-encrypted once it is received.

Please see Corporate Information Security and Audit’s security bulletin for
current MoH encryption standards (before the file is encrypted) and secure file
transfer options.
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4  Service Support

If you require assistance with SFTP, contact your SFTP/IT person. If you do not
have an IT person or you are an IT person seeking support on behalf of a user
in your organization:

e Call the MoH Help Desk (250-952-1234) or TOLL FREE (1-888-764-2323)

e Send an email directly to HLTH.HnetConnection@gov.bc.ca.

Please have the following information ready to provide the MoH Help Desk, or
include these details in your email:

¢ Inform them you are using SFTP;

e Define the problem, including the specifics of any error messages
displayed; and
e Ask that your call be assigned to DAS Connections Analyst.

By completing these steps you will ensure that the information required is
captured and that your problem is assigned to the appropriate group for
resolution.
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5 Adading or Deleting Users to the Service

Changes to Service - Once the SFTP setup is established, it is up to the
Ministry Business Area User(s) and External User Access Administrator(s) to
inform the DAS Connections Analyst of any changes to access, including
deletions as well as additions.

MOH User Adds and/or Deletions - The Ministry Business Area User will
communicate desired additions or deletions to their Director who will
provide authorization for these access changes to the DAS Connections
Analyst hlth.hnetconnection@gov.bc.ca .

The analyst in turn will inform the MoH SFTP Service Consultant.

External User Adds and/or Deletions - External Users will communicate
user additions or deletions to their Access Administrator(AA). The AA will
then notify Ministry of Health DAS Connections Group
hlth.hnetconnection@gov.bc.ca If they do not know who their AA is, they
will need to phone the Ministry helpdesk for this information at 1-888-764-
2323

Note: The AA will provide the users name, email address, phone number,
organization number and the name of the SFTP service they would like the
user to have access to.
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6 Using SFTP

6.1 Prerequisites for Access to SFTP

Prerequisites for SFTP transfer depend on whether or not the transfer will be
manual (person to person) or automated (machine to machine). In some
situations, file transfers are partially manual and partially automated so the
user will have to fulfill the requirement for both.

In this section we discuss several software options. The selection,
installation and support of the software are the responsibility of the end
user. We are providing this information only to assist you in this process
and not to recommend any particular product.

6.1.1 Manual transfer

For a manual transfer, the user will need an SFTP client (the term ‘client’ refers
to the software) to connect to the SFTP server. MoH users should request
WS_FTP Professional, via an RFS request, the government standard product, to
be installed on their PC. Instructions on how to obtain and use WS_FTP
Professional are provided in Section 6.4.

For External Users not having a designated SFTP client, information has been
provided, for example, on two free products. The External User must ensure
that their organization allows the use of these (or other) free products:

a. Unmanaged computer: For demonstration purposes we have
provided instructions on how to obtain, install and use an Open
Source SFTP client called Filezilla in Section 6.2.

b. Managed computer: For demonstration purposes, instructions are
provided on how to obtain, install and use a utility called PSFTP
Putty in Section 6.3.

Once your request for SFTP is processed, you will be contacted by the MoH
SFTP Service Consultant and given a User ID and password. For External
Users, your IT contact will have been contacted by this Service Consultant to
obtain the necessary setup information and coordinate the exchange of public
keys, if required. The first time a user connects with the server using an SFTP
client, they receive a non-expiring key which enables file transfer from that
point on.

6.1.2 Automated Transfer

If an automated transfer is required, the two servers involved in the automated
transfer must both be capable of SFTP. The MoH SFTP Service Consultant will
contact the External IT Contact and arrange the exchange of public keys.
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Automated transfers are typically set up server to server as they are designed
to be available 24x7. Workstations are designed to be available only during
work hours. If any part of this transfer is manual, you will also need an SFTP
client to place files on the SFTP server.

6.2 Installing and Using Filezilla

These instructions assume that you have been given access to the SFTP server
and that you have been provided a User ID and password.

First you must download and install Filezilla, which takes about 15 minutes.
You will not need to reboot after the install. The download is located at:

http:/ /filezilla-project.org/download.php

Select the latest version of Filezilla from the above link.

Then follow these instructions:

File Download - Security Warni X[}

Do you want to run or save this file?

Mame: FileZilla_3.1.6_win32-setup.exe W
Type: Application, 3.54 MB

Fram: d10xg4Sospedbl. cloudfront. net

Run Save | Cancel I I

While files from the Internet can be uzeful, thiz file bppe can
o potenhally harmn pour camputer. IF you do not trust the source, do not

un or gave thig zoftware. What's the ngk?

» Click ‘Run’. The following popup will appear.

Internet Explorer - Security Warning x|

The publisher could not be verified. Are you sure you want to run this
software?

Mame: FileZilla_3.1.6_win32-setup.exe

Publisher: Unknown Publisher

should only run software From publishers you brust, Howe can I decide what

@ This file does not have a walid digital signature that verifies its publisher, You
software to run?

» Click Run’.
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& FileZilla Client 3.1.6 Setup == x|
i License Agreement

Please review the license terms before installing FileZilla Client 3.1.6. E

Press Page Down ko see the rest of the agreement.

GHU GEMERAL PUBLIC LICEMSE i’
Wersion 2, June 1991
Copyright {C) 1939, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Ewveryaone is parmitted ko copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble
1

The licenses for most software are designed to take away wour

=l
If vou accept the kerms of the agreement, click I Agree ko continue, You must accept the:
agreement ko install FileZilla Client 3.1.6.

Tullsaft Install System v, 35, L-Unicode

I Agree I Cancel |
» Select T Agree’.

i FileZilla Client 3.1.6 Setup o i
| Choose Installation Options

Who should this application be installed For? E

Please select whether wou wish to make this software available to all users or jusk wourself,

& anyone who uses this computer (all users)

" Only For me {mparker)

Inskallation for all users requires Administrator privileges,

Mullsaft Install System «2.35, 1 -Unicode

< Back I Mext = I

Cancel

» Click ‘Next’.

FileZilla Client 3.1.6 Setup

=10 x]
Choose Components

Chaoaose which Features of FileZilla Client 3.1.6 you want to install.

Check the components vou want to inskall and uncheck the components you don't want to
install, Click Mext o continue,

Select components ko install: W r~Description

Position your mouse
Icon sets aver acompanent ta
Language files see ibs description,
Shell Extension
[ peskiop Icon

Space required: 13.2MEB

Hullsaft Install System 2,25, I-Unicade

= Back I MNext = I

Caneel
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Leave the default selected components: ‘Filezilla Client’, Icon sets’, ‘Language
files’, ‘Shell Extension’.

» Tick ‘Desktop Icon’, if this is your preference, then ‘Next’.

& FileZilla Client 3.1.6 Setup =]

Choose Install Location
Choose the Folder in which ko install FileZilla Client 3.1.6. E

Setup will install FileZilla Client 3.1.6 in the Following Folder, Toinstall in a different Folder, click
Browse and select another folder. Click Mext to continue,

C:\Program FilesFi Browse. .. |

Space required: 13.2MB
Space available: 18,9GE

"Destination Folder

Mullsaft Install System w2, 35, I-Unicade

< Back I Mexk = I Cancel |

> Keep the default ‘Destination Folder’, click ‘Next’.
=10

Choose Start Menu Folder
Choose a Start Menu folder For the FileZilla Client 3.1.6 shortouts, E

Select the Stark Menu Folder in which vou would like ta create the program's shorkcuks, You
can also enter a name to create a new folder.

Accessories -
Administrative Tools

BitLord

CDEurner:P

codedward

Cygwin

Cygwin-s

Ebates Moe Money Maker

ExarmForce

Free Create-Burn IS Image

FTP Mavigatar LI

I™ Do ok create shortbouts
Mullsoft Install System w2, 35, 1-Unicade

= Back I Install I Cancel I

> Click ‘Install’. _
=1 P

Completing the FileZilla Client 3.1.6
Setup

FileZilla Client 3.1.6 has been installed on vour computer.

Click Finish to close Setup,

[+ Start FileZilla now

= Back I Finish I Cancel
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> Click ‘Finish’.

Welcome x|

i Wielcarne ta FileZilla 3.1.6

Please report all bugs you may encounter,

» Click ‘OK’ and Filezilla opens.

Site Manager ﬁ
Select Entry: .
! General | Advanced | Transfer settings [Charut

= My Sites e .

B swsfiplhealth.gov.ab.ca | | Host: fipsves.Hith.gov.be | Port:

W ersa - =

Servertype: |SFTP -55H File Transfer Protocl. =

2
_ tewsie | [ NewFoder |
 peer [ copy |

(comet ] [ o | [ concel

» The first time you connect to the site using Filezilla you will need to reset
your password. To do this you will first have to specify the ‘Interactive’
Logontype within Site Manager for that site. The Site Manager is found in
the upper left hand corner, under the File menu.

» When you have done this exit the Site Manager and return to the main
screen.
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nparker@tip - FileZilla

File Edit View Transfer Server Bookmarks Help

& - EnQBoeo@R |+ =

‘ Host: It\p Username: Imparker Password: |eessssss Pott: Izz\ Guickconnect Iv

(Command: Is ;I
Status: Listing directory JE:{SFTP

Skatus: Calculating timezone offset of server...

(Command: mkime "AB1S"

Response: 1221258610

Status: Timezone offsets: Server: -25210 seconds, Local: -28800 seconds, Diffsrence: -3590 seconds,

Skatus: Directory listing successful

Local site: | 4 j Remote site: | JE:[SFTP j
- :J Iy Computer ;I =i
= A 1| =ihE
[ Ll -5 SFTP
Filename 7 | Fileswzel Filetype | Last modified Filename  # | Fileswzel Filetype | Last modified
Ha Removable Disk. "
= Je Local Disk, [C1ABIS File Folder 12/09/2008 2:3...
2F D Drive [CIBCASPay File: Folder 12/09/2008 1:2...
| | >l
3 directories 16 directories
Server | Local file | Direction | Remote file | Size | Priarit Skatus |

-l Queued files l Failed transfers l Successful transfers

&l Queue: emply ee

> In the ‘Host’ field, enter the IP address (or servername) that you were

given for the SFTP server.

> In the Username’ field, enter the User ID you were provided to the

SFTP server.

> In the Password’ field, enter the password for that User ID.
> In the Port’ field, enter 22°, which is the port for SFTP.

-/ /mparker@tip - FileZilla

Fle Edit ‘Wiew Transfer Server Bookmarks Help

& - [EhkaDeo®r|$=

| Host: [ sftpi/ftip

Username: |mparker Password: [eeesesees

that either the administrator has changed the host key, or you ate actually trying

Skatus: Connecking ko tip... :l
Response: fz5ftp started
(Cornrand: open "mparker@tip" 22
Host key mismatch B
' ‘Warning: Pokential security breach! LI
. The server's host key does not match the key that has been cached. This means
Local site: ‘ i

My Computer to connect ko another computer pretending ko be the server,
IF the hast key

change was not expected, please contact the server administrator.

Host: tip:22

Details For new key:
’VFlngarprlnt: ssh-rsa 1536 c9:a2:0e:9F:22:97:56:d8: ad:4F:05:63:87:5F 1 92:9a

Trust the new key and ca nnecting?
I Lipdate tached key For this host:

Last modified Permissions

fan srrvers

I 0|

3 directories

Server [ Local fils [ pirection [ Remote file [

Size | Priority | Status

] Queuedfiles | Faledtransfers | Successfultransfers |

» A popup box appears ‘Host Key Mismatch’.

=] QueLe: emphy @ .él

» Tick the checkbox ‘Update your cached key for this host’. Then click

‘OK’.
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This question will only be asked the first time you connect to the server.

» After you have logged in and changed your password, change the
Logontype back to ‘Normal’ in Site Manager for this site.
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6.2.1

Using Filezilla

parker@tip - FileZilla

Directory listing successful

File Edit Wiew Transfer Server Bookmarks Help
- En-QReo&ER b=
| Host: | sfep://tip Username: Imparker Password: [see Fort: | Quickeonneck |v
(Comnmand: Is ;I
(Skatus: Listing directary fE:{SFTP testsftp
Stakus: Directary listing successful
Stakus: Retrieving directary listing...
(Carmmand: od".”
Response: Mew direckory is: "JE:/SFTP"
(Status:

Local site: | Communications Security}S5H Tectia|55H Tectia AUR\ssh-server-ng), +

Reemote site: | [E:|SFTRtestsftp

Ll el

Queued files Failed transfers Successful kransfers (21

Create directory

Delete
Rename

Bl 55H Tectia AU -] @) scsa328
H i I3 ssheserver-ng - 2 swt
k| | 3 23 testsftp
Filerame 7 | Filesize | Filetype | Last modfied Filename /| Filesize | Filstype | Last modfied Permissions
. 9,191 XML Docum,., OB/0LfZ009 2i5,,,  -Fipememmms
1 &, Add files ta queus | |
Selected 1 file, Total size: 9,191 bytes 191 bytes
open

Server f Local file | Direction | Remate File Edit orit: | Stakus |

&

Queue: emply ae

> In the left pane you can navigate to a folder on your local computer.

» In the right pane, you can navigate to a folder on the SFTP server.

oi=|
File it ‘iew Transfer Server Bookmarks Help
& Eh-QRoe®R (=
‘ Host: |sFtp:Ht|p Username: |mparker Password: |ssssssss Port: | Quickconnect Iv
Skatus: Listing direckory JE:fSFTPftestsftp :l
Status: Directary listing successful
Status: Retrieving directary listing. ..
(Command: o™
Fesponse: Mew directary is: "[E:/SFTR"
Skatus: Directary listing successful
Status: Disconnected fram server

Local site: | Communications SecuritylSSH TectialssH Tectia ALKl ssh-server-ngl =

Remote site: | JE: [SFTP/testsftp

Ll el

Queued files Failed transfers Successful transfers (2)

=) 55H Tectia ALK d ¥ sc58328
i ssh-serwer-ng - ATy swk
i | » -4 testsftp
Fiename 7 | Filesize | Filetype | Last modified Flename /| Filesize | Filetype [ Last modfied [ Permissions
= i
|2 ssh-server-config... 9,191  #ML Document Z5/04/2008 12:35:... . =
4 Download
4] | »l]4] & addFiesto quete J |
Selected 1 file, Total size: 9,191 bytes Selectes Wiew | Edit
Server | Local file | Direction | Feemote file | Create directory |
Delete
Rename

File permissions. ..

&

Queue: empky ee

Right click on the file that you want to upload to the server and select
‘Upload’ from the dropdown menu.

click on it.

Once you have transferred the file over to the server, you can right
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» You now have full access to the file and are free to rename it, delete it,
etc...

» You can create directories on the server by right clicking on the folder
you have access to and selecting ‘Create Directory’. Enter the name of
the newly created directory.

& sftp:/ /mparkeri@tip - FileZilla [_ (O] x| I
File Edit Wiew Transfer | Server Bookmarks Help
‘ @ - ‘ '[:_L 'L[.F Q Cancellcurrent apsration
‘ Hosk: It\p Rzmonnset IRLER rd: |essssses Part: |22| Quickconnect Iv
Disconnect CTRL+D
(Command: Is ;l
Skatus: Listing ¢ Enter custom command...
Status: Caleulal  Foree shaowing hidden Files
(Command: mtime "
Response: 1221258610
Status: Timezane offsets: Server: -25210 seconds, Local: -28800 seconds, Difference: -3590 seconds,
Skatus: Direckary listing successful -
Local site: ‘ i j Remate site: | JE:ISFTP j
[=] J My Computer ;I B
B A | =T E
- C: x| B0 SFTP
Filename  # | Filesize: | Filetype | Last modified Filename 7 | Filesize | Filetype | Last modified | Permission: ~
\,;A: Removahle Disk. ..
=l Local Disk, IChABIS File Folder 120902008 2:3... drwse------
éF: 0 Drive CBCASPay File Folder 1Z/0902008 1:2... drwse------ -
| | el | ’
3 directories 16 directories
Server | Local File Direction | Remote file | Size | Priorit | Status |
Queued files | Failed transfers Successful transfers
@ Queue! empky LR

» When you are finished sending the files to the server, select ‘Server’
from the file menu and then ‘Disconnect’ from the dropdown list.

» You are now disconnected from the server.

» As part of the install, this Filezilla icon will appear on your desktop.
You can select it when you need to access the server via SFTP.

Dec 2, 2011 Version 1.5 Page 16



6.3 Installing and Using PSFTP Putty Utility

External Users with managed PC’s can use a free utility called PSFTP Putty. To
download, go to this site:
http:/ /www.chiark.greenend.org.uk/~sgtatham /putty/download.html

Then follow these instructions:

» Click on the ‘psftp.exe link’. The following screen appears:

ile Download - Security Warning X

Do you want to run or save this file?

MName: psftp.exe
Type: Application, 300 KB

From:  the.earth. i

Run Save | Cancel I

= ‘while files from the Intemet can be useful, this file lype can
o patentially harm pour computer. |f you do not st the source, do not

Tup o save this software. What's the risk?

TOr Oy T IET T TIE - TIET

» Click on ‘Save’ to obtain a copy of this utility for future use. If you do
not save the file to your PC before you run it, you will need to
download it from the Web each time you run the utility.

‘nternet Explorer - Security Warning X

The publisher could not be verified. Are you sure you want to run this
software?

Mame: psftp.exe

Publisher: Unknown Publisher

Run | Don't Run I

This file does not have a valid digital signature that verifies its publisher, fou
should only run software from publishers you krust. How can I decide what
software to run?

> Click ‘Run’.

The following screen appears:
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Documents and Settings'margarita.parkerLocal Settings' Temporary Internet Files',Content TES',1... [E[=] E3

p: no hostname specified; use "open host.name' to connect
tpr o

psftp: no hostnane speci 5w "open host.nane"
psftp?> open 142.36.166.177_

2 no hostname specified; use "open host.name" to connect
p open 142 _36_166.177
The server’s host key iz not cached in the registry. You
antee that the server iz the computer you

b ad:4f :@5:63:87:5f:%e:%a
st this host, enter " add the key to
*s cache and carry on connect .

If youw want to carry on connecting just once. without

ladding the key to the cache. enter '"n".

If you do not trust this host. press Return to abandon the

connection.

Store key in cache? {y-n> _

-

> When e-lsked to store key in cache, type Y’. This question will be asked
only the first time you connect to the server.

» When asked for your Logon ID, type the User ID that you were
provided to connect to the server.

» When asked for your password, type the password for that User ID.
The characters in your User ID and password are case sensitive.

6.3.1 Using PSFTP Putty
Once you are connected, you will need some commands to help you navigate
and manage files:
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» ‘CD’ (change directories) allows you to navigate to a different folder.
Note: you only have access to the folders that you require.

» ‘LCD’ changes the location that you are at on the local machine (not the
server) e.g. lcd <directory> (c:\temp for example.)

» ‘Put’ allows you to put files on the server. e.g ‘Put <filename>’.

» ‘Get’ gets files from the server and copies them to the local machine. e.g.
‘Get <filename>’.

» ‘Mkdir’ creates a directory e.g. mkdir <directory name>’.

> ‘Help’ will get a list of commands that you can use.

6.4 Installing and Using WS_FTP Professional

If you are a Ministry of Health user, you will be using WS_FTP Professional. If
this is not already installed on your PC, please go to this URL to request it be
installed:

https:/ /gww.health.gov.bc.ca/forms/mailform H7007.html

6.4.1 Connection Wizard

When you first use WS_FTP Professional, there is a Connection Wizard that will
step you through the initial setup. The MoH SFTP Service consultant will
provide you with the information you need to provide the Wizard once the
consultant receives your request. You will be prompted to enter the following
information as described in the following screenshots:

> Connection Name: this can be whatever you want — the
name of the data you are sending or the SFTP server (TIP)

> Server Address: ftpsvcs.hlth.gov.bc.ca

> Username: (this will be provided by the MoH SFTP Service
consultant)

> Password: (this will be provided by the MoH SFTP Service
consultant)
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i Connection Wizard

- . - ﬂ

e e S

Welcome

Completing the Connection Wizard will:
= Save the connection information as a Site
(Allows you to quickly connect to this server in the future)
m Connect to your FTP server
(Allows you to transfer files to and from your server)

New to WS_FTP?
Click here to view the Getting rted Tour.

 <Back I Next > 1[ Cracel ]

> There is a tutorial to help you get acquainted with WS_FTP Professional.

i Connection Wizard

- . et

Site Name

The Site Hame is a label that helps you identify this site in the future.

For Exampla:
= My Auction Skte
= My Personal Web Site

This name will appear when you click Connect at the top left.

T e

» Enter in a site name. This could be the name of the server or the purpose
for which you will be using SFTP.
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r
i Connection Wizard

- ¥ = )

[P L | — e

Connection Type
WS5_FTP allows you to connect to different types of servers.

NOTE: If the information provided by your ISP or server
administrator does not mention the server type, select FTP.

More About Connection Types...

LConnection Type:

(1P ~)

FTF

FTP/SSL [AUTH S5L1)

FTPAmplicit S5L <Back |[ Net> | [ Cancel
Local =

» Select Connection Type ‘SFTP/SSH’.

. » = -

— e c— — —
—_——=a = == —_—

Server Address

Every FTP sarver has a unique address known as the Server
Address or Host Address,

For Examphe:
= mywebpages.comcast.net
s ftp.hometown.aol.com

Enter the server address provided by your Internet Service Provider
(ISP} or your FTP server administrator.

Server Addiess:
fipeves hith gov be.ca

| <Back | Net> ] [ Conce |

» Enter ftpsvcs.hlth.gov.bc.ca’ in the Server Address field.
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i Connection Yizard

: . = i

User Name and Password
FTP sarvars require & Usar name and pi!SQ-UI:II'ﬂ.

Enter the user name and password provided by your Internat Service
Prowvider (ISF) or the FTP server administrator,

MOTE: Entering a password below is not required. If you choose to
enter a password, WS_FTP will safely save that password for future
connections to this site.

Paszword

V[ cBosk || bme> | | Cones |

» Enter the User ID and Password you were provided into the User Name
and Password field. Click ‘Next’.

i Connection Wizard . . w ﬂ
Finish I

If the following infermation is correct, click Finish to create the site.

If you do not want to connect to this FTP server, clear the Connect
to this site option. I

Connection name: TIP

Server address: ftpsves.hlth.gov.bc.ca
User name: ggtest

Password: TrFereEs

REMEMBER: You can open this site from now on using the
Connect button on the main application toolbar.

Select "Advanced’

Connect to this site

| <Back | Finish | [ cCancel |

» Untick the ‘Connect to this site’ box. Next click the ’Advanced’ button

shown above.
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Site Options - TIP

- -

[ScH)

Host Info
- Startup
- Transfer

Server lype: [ SFTR/55H

-

Host tppes | Automatic Detect

Fiewal:  [NOME

-

Usze Passive mode for data connections
Force passive connections to uze host address
[ Disable directory caching

Werify deletions

Connection retnes [0 - 40 attemptz); 1}
Connection rety delay (5 - 300 secondz): 30
Metwork timeout [3-3600 seconds]: 23}

Remote port [usually 217;
Feep alive [10-3600 seconds);

Set remote port to 22

[ ]9 ] [ Cancel

] [ Help B

> On this screen enter 22’ into the Remote Port field.

6.4.2

Using WS _FTP Professional

Once you have completed the wizard, the application will present the following

SCreemn:

‘g{f Untrusted S5H Server Key |£|
Untrusted Public Key s
Select the level of trust you want to put in this key. If you don't want to
see this dialog again next time you connect to this site, then select Trust
this key. The key will be added to the trusted key store.

Key Type: R5A L
Key Size: 1024
MD5 Fingerprint:
9d:62:eficd:4b:82:36:7e:f9:3c:3d:c1:08:ac:c9:9f
l I

SHA1 Fingerprint:
a5:dfiac:0b:69:22:66:1d:d8:61:93:17:59:7b:f2:4d:dB:b5:9a:38 b

() Allow this cornection onlp

@ Trust this key */‘

(7) Da nat allow this connectian

[ ok ][ Hep |

» Choose ‘Trust this key’. This question is only asked the first time you
connect to the server.
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& Lpswitch WS_FTP Professipral =S X
AR R B2 U R =
fie [t Yeew Jeoh Help
e | ¥ @ ie [ i 3 " L]
Connect... Conmection Wased Mew Local View  Optoni— Neews  OpenPGP Mode | Local Search Mew Backup Job &
Addrgss  sfpoRpreochith gov b cal - (haiD  ggest Bidwwnid ssssss [ .5!
My Computer Eil My Computer TP x
=1 > ! ]
nATEST - - / X . .
i = Up Folden g = = Foldery Transfer Mode |
] o A B ] % 5 & I
Change Folder New Folder View  Edit  Euoecuie file E Change Folder  New Folder Fefresh g
Flama Zom Type  Modfed e Size  Type Mocdfiad Attt
fiilr-;‘m AKE M AN0a15 1 N TgitF okl Folchsi SN CI310 158 Aot
] AKE M 20T I TeatFolded Fldet DNIFI0 1S . avoret
| sivance khim Zi BB HTML Document 20030224 159 Teb e
. bt doc SEE  Messeol Dics 'wosd 37 - 2003 Documend ano0310 2 v
& ' 3 i
1 chjectis) selected - S KB + Connected to fiprvcehith.gov.bos 4 object(s) - 43 KB g
Irdcemabicn Window B x
Soume o P Progress Transfemed [Fibe fubipa) Time Left
tetdoc & Failed cresting hie 3] 0/ 2508 a0
Tearaler Manager | Transfer Hstary | Connection Log

> To transfer files to the SFTP server, select a file from your C: drive or
LAN drives on the left hand side, then select the right pointing arrow
in the centre of the window. The file will be transferred to the SFTP
server. Ensure you are in the correct folder on the server. You can also

drag the file over.

» To transfer the file from the SFTP server to your drives,

just select the

file on the right hand side, and then select the left pointing arrow in
the centre of the window and the file will be transferred to your

selected drive. You can also drag the file over.
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e X

&) Ipswitch WS_FTP Professional - =
Eile Edit View Tools Help
@ . B S d & M. 8 R H
Connect..  Disconnect Connection Wizard New Local View | Options.. Views OpenPGP Mode | Local Search MNew Backup Job =
Address  sftpe//ftpsves.hith.gov.be.cal v UserllD ggtest Password ~ esssss Go -
My Computer X My Computer TP X
&@ F % @
h:NTEST < @
& Up  Folders |= = Folders Transfer Moden, =
& L] 1 - Ll & ) & i
Change Folder Mew Folder = ange Folder New Folder Refresh =
Mame Size  Type Maditied Marme Attibutes
lﬂ_]lesl.duc 9KEB  Micr, 20002151 | TestFolder Tid 20100310158 .. e,
1] rest2. doc KB Micr 20100211 ¢ __ITestFolder2 Folder 20100310158 .. -newrwer..
& | advance.htm 21 KB HTML Document 2009-08-24 85I .. veervene-
PO avR Micosolt Office 'woid 97 - 2003 Document 20100310 201 . twenverw-
Explore
Open
Copy URL
P Copy
@ Paste
@ View v
Arrange Icons 3
Arrange Folders 3
Select All
Operations 3 Transfer
Send to Scheduler Changcioly
Create HotDrop s lFett
Properties View
Edit
Execute
Rename
Delete
< n | r < Refresh ]+
1 object(s) selected - 9 KB «” Connected to fipsves.hith.gov.k Move Fil 9 KB ]
Move Files...
Information Window Directory Info 4 x
Source 4 Status Progress Transfeme Create Thumbnails
<[] test.doc * Failed creating file |L| 0/ 25,0
FTP Commands 3
Transfer Manager | Transfer History Connection Log

» There are several operations you can perform on this file by clicking on
your right mouse button. A drop down menu will appear listing these
operations. These same options are also available on the toolbar at the

top.
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% Ipswitch WS_FTP Professional

File  Edit Help
@ & @l @ | | @ bl ki
Connect... | Disconnect fLonnection Wizard New Local View = Options.. Views OpenPGP Mode | Local Search  Mew Backup Job -] |
Address | sftp{ftpsves Mith.gov.be.ca/ ~|UserlD  ggtest Password Go _
e G E— - :
|' My Computer | b x | MyComputer .~ TIP | 1 x|
@ W I T @ @
h:\TEST | W : =
o Up Folders E Sl . Folders Transfer Mode o
=
& a2 e r ¥ & | k
Change Folder New Folder E Change Folder New Folder - Refresh = B
Mame Size Type  Modiied Name Size Type Modified Attributes [
@] test doc KB Micr 2010-02-151 1 TestFolderl Falder 201100310 1:58 TR
B test2 doc KB Micr.. 201002113 __| TestFolder2 Folder 20100310158 . nwsnae...
& | advance htm 21 KB HTML Document 2003-08-24 8:53 T
€
) |
|
4| [ | {2 1 m '
2 object(s) - 17 KB " Connected to ftpsves.hith.gov.be.ca 3 object(s) - 64 KB 3
Information Window 3 x

Source /
i test.doc

Status
¥ Failed creating file

Progress

=]

Transfemed
0725088

Rate (kBps) Time Left

0.00

Transfer Manager |

Transfer History | Connection Log

» When you are finished, remember to click the ‘Disconnect’ button on
the top left menu bar to log off.
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