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About This Guide

This guide describes how to install and use Secure Mail with supported Microsoft Outlook versions including:
®  MS Outlook® 2003 (Recommended)
B MS Outlook® 2002

B MS Outlook® 2000 (with SR1 or above)

There are three main sections to the guide:

1) About Secure Mail

This includes product information including the system requirements to install and use Secure Mail.
II) Getting Started

Step by step instructions on how to download, install and activate the product.

11l) Using Secure Mail

Here you will find instructions on sending and receiving secure messages, accessing tools included with
the plugin, and managing your settings.
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1) About Secure Mail

The Threat is Real

Secure Mail understands the security threats that you face when sending email. Email travels from the
sender to the receiver as a virtual postcard, and as email is stored and forwarded through the Internet, there
is a real risk that someone other than the sender or the receiver can intercept and either read it or tamper
with it.

The content of email is now regularly finding its way into the news or into the hands of people who should
not have it. The fact that large volumes of email can be collected, scanned, filtered, read and altered makes
email an easier target for illegal interception than regular physical mail. Also, unlike regular mail, you would
never know that your email has been intercepted and read or altered.

Secure Mail gives you confidence

Secure Mail gives you the confidence that only you and your intended recipients are able to read your email,
and that you know that the sender is not pretending to be someone else. It's a value added service that
gives you the ability to send email with the confidence that the email is securely encrypted and that only the
person that you addressed the email to can unlock it. Recipients benefit because the identity of the sender is
also guaranteed. With Secure Mail, everyone with an email address can send and receive encrypted digitally
signed emails, without knowing the details of how it's done.

This section of the guide covers the following topics:
B What Defines a Secure Message
m  Secure Mail Components
B Summary of Features and Benefits
B Who Needs Secure Malil

B System Requirements
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What Defines a Secure Message”?

A secure message is one that is encrypted, digitally signed, and unalterable.
e  Encrypted
Your email message and any attachments are garbled and locked up, such that only your intended

recipient can unlock and read them.

e Signed

When you enter your Secure Mail Password, your message is digitally signed to assure the
recipient that only you could have sent it.

e Unalterable

The contents of your message cannot be altered, so the recipient can be sure that the message
they receive from you is genuine.

These qualities assure the sender that only their intended recipient can open and view the message, and the
recipient that the message actually came from the purported sender and has not been altered enroute.
Subscribers to the Secure Mail service never need to worry about the privacy and security of their email
messages.

Secure Mail Components

Subscribers of the Secure Mail service use the following components to send and receive secure
messages:

Secure Mail ID

| Your Secure Mail ID (also known as a digital ID or certificate) is the electronic equivalent of your
= _ driver's license or passport. Your ID is associated with your email address and is used to provide
proof of your identity when you send Secure Mail.

Secure Mail Plugin

-
\ & The Secure Mail Plugin enables you to send and receive Secure Mail messages using your
‘xﬂ] existing email software. The plugin adds a number of new features to your email software.

Secure Mail Password

{-J When you activate the plugin, you will be asked to create a Secure Mail Password. This password
"1! - should be known only to you, and is used to send and open secure messages.
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Summary of Features and Benefits

B Anyone can sign up: you don't need to be a customer to subscribe and can use your existing email
address (you@youraddress.com)

m  Confirm sender’s ID: digital signatures guarantee the identity of the sender
B Messages are encrypted: military grade security is used to seal your email
B Send to anyone: you can send Secure Mail to anyone, whether or not they are also a subscriber

m  Click to send: before sending, just click on the new SECURE button and the email will be encrypted
before it is sent from your computer

m  Click to open: click on a secure mail in your email box and enter your password to open it

B Managing identities: you don’t have to worry about exchanging identities with anyone, just address
the email and we do the rest

m  Truly Secure: trusted standards - public key infrastructure (PKI), digital certificates (X.509), Secure
/ Multipurpose Internet Mail Extensions (S/MIME)

B Economical: one monthly fee lets you send unlimited Secure Mail

Secure Mail User Guide for Microsoft Outlook 3 of 35



Who Needs Secure Mail?

Consumers care about privacy

Privacy and personal security are two reasons why consumers think twice about sending email. Have you
ever decided to pick up the telephone to talk to someone instead of sending them an email because you
were concerned that your message could be intercepted? Do you suspect that an email is not actually from
the person listed in the “from:” line? Identity thieves and curious people have a growing array of widely
available spy-ware and email interception products at their finger tips. Isn’t it time to start putting your email
into an envelope with a guaranteed return address?

Businesses need trusted communications

Businesses are concerned about ensuring trust in communications, risk to their brand, confidentiality and
laws requiring that email be digitally signed and encrypted. Email has become one of the most important and
frequently used ways of communicating highly sensitive information. Why is it that businesses continue to
risk significant losses by sending email in the clear without digital signatures? The cost of hardware,
software, management and training required to build a proprietary encrypted email infrastructure was
prohibitively expensive. Today, any business email user can subscribe for a low monthly fee to send
unlimited Secure Mail.

Secure Mail is a valuable tool for businesses in complying with the law. Privacy legislation imposes a
general obligation on businesses and government to protect the privacy and security of personal and private
information. Some privacy legislation expressly requires that specific measures be taken to protect against
unauthorized disclosure of electronically stored or communicated information. Other industry-specific
legislation protects the confidentiality and integrity of information relating to specific markets.

®  Heath Insurance Portability and Accountability Act (HIPAA) is an example of legislation that
protects personal information sent amongst health care professionals.

B Sarbanes-Oxley Act (SOX) governs integrity of financial operations of publicly traded companies.

m  Gramm-Leach-Bliley Act (GLBA) requires that all financial institutions protect customer
information.

B California Security Breach Notification Act (CB 1386) requires disclosure when private personal
information of a California resident has been compromised.

These are a few important examples of US Federal and State industry-specific legislation that directly or
indirectly requires that information contained in email be protected against uncontrolled disclosure, and that
requires companies to adopt sufficient measures to ensure integrity and authenticity of private information
transmitted electronically.
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System Requirements

The minimum system requirements to install and use Secure Mail include:

Operating System

B Microsoft™ Windows® XP (Recommended)
B Microsoft™ Windows® 2000
B Microsoft™ Windows® 98

For Windows XP and 2000, you are required to have administrative privileges.

Email Clients

Microsoft™ Outlook® 2003 (Recommended)
Microsoft™ Outlook® 2002

Microsoft™ Outlook® 2000 *

Microsoft™ Outlook Express® 6.0 or above

* For Outlook 2000, you require Microsoft Service Release 1 (SR1) or above.

For all other clients we recommend the latest service pack.

Web Browser

B Microsoft™ Internet Explorer® 6.0 or above

Internet Connection

B Minimum 56 KBPS dial-up modem
B | AN-based using standard TCP/IP
m  DSL, ADSL, Cable Modem

If you are using a firewall/proxy the client plugin must be able to communicate with the Secure
Mail application back-end.

Computer Hardware

B 5-10 MB of hard drive space
B Pentium 233 MHz (Recommended: Pentium 500MHz or greater)
m 128 MB RAM (Recommended: 256 MB or greater)
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II) Getting Started

After completing the account signup process you will be able to issue Secure Mail licenses to virtually any
existing email address. Once an account is established you will also be able to add Secure Mail licenses
through the self-care portal. This chapter explains how to install and activate the Secure Mail plugin after an
email has been provisioned through the signup or self-care portal.

Instructions are included for first-time users as well as user who are re-installing or installing the plugin for
an activated license on another computer.

This section of the guide covers the following topics:
B What You Need to Know Before You Begin

B Instructions for Downloading and Installing Secure Mail

B |nstructions for Activating Your Software
B How to Validate Your Software Has Been Installed Correctly
B Setting Your Mail Format

Secure Mail User Guide for Microsoft Outlook 6 of 35



Before You Begin

Before you begin you will need the following three things:

m A supported version of Microsoft Outlook (see System Requirements.)

B An existing email address which is properly configured for use in your Microsoft Outlook client (popular
webmail accounts such as Hotmail, Yahoo and Gmail can be configured for use in Microsoft Outlook).

B A Getting Started email which contains the activation code and a link to download the software (see
sample below) - or - if you have already used the activation code and are re-installing the software you
will need your Secure Mail Password.
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Downloading and Installing the Software

support web site. To install the program, simply click the ‘Download’ button.

] Secure Mail Help Center - Microsoft Internet Explorer l__lw
File Edit View Favorites Tooks  Help o~
5 ( e Bl
O O BR G P = @ B ZELIE B
~
DAVIES [
P WARD
DAVIES (AT
VINEBERG
Helpcenls _
System Requirements Downloads User Guides Support Info
Software Downloads
Welcome to the Secure Mail Download Page
The plugin will enable you to use Secure WMail with your existing email applications including
Microsoft® Outiook® and Outlook Express®. If you havent already done so, you may want to =
review the system reguirements before you download the software.
You will need to enter your name in order to download the software.
*First Name: [
= Last Hame: ‘
In accordance with our Privacy Policy, this information will be held in confidence.
*indicates a required field
——— (]
&] Done J My Computer

dialogues.

Window 98 and 2000 users may see this:
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Depending on your operating system you may be prompted with one or more Security Warning

Windows XP users may see this:
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The Getting Started email contains a link to the download page; this page is also available from the
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At this point, if you haven't already closed your email application and any open messages, please do

So.

Click the ‘Next’ from the Welcome screen.

Secure Mail Installer

Secure Mail ‘Welcome to the Secure Mail Installer

This wizard will install Securs Mail on your computer. To
if continue, click Next.

DAVIES
avres
DAVIES [T

VINEBERG

< Back

Cancel

Select which email application you plan on using the plugin with and click ‘Next’. Please ensure your

email account is properly configured for each email application you select before you install the

software.

Secure Mail Installer

Select which local applications you intend to use for Secure Maik

Description

This feature includes all the:
files for the Secure Mail Tools &
Setlings.

icrosoit Outlook Express

Destination Folder

C:\Frogram Files\E chawers Corporation'Secure Mal

356 MB of space required on the C drive
24180.57 MB of space available on the C drive

DAVIES
S B
DAVIES S

VINEBERG

S8

InstallShield

[ <Back || New> | [ Cancel

From the Ready to Install screen click the ‘Install’ button to start the installation.

Secure Mail Installer

Click Irstall to begin the installation,
PLEASE NOTE:

You may be prompted to trust the issuing authority of your Secure Mail 1D, You must click.
*YES'if you are prompted by the Microsoft pop-up.

DavIEs
SO \/ARD
JAVIES
DAVIES [T
VINEBERG

InistalShield

< Back Install Cancel
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7  You will then see a Setup Status screen that indicates the progress of your installation.

Secure Mail Installer

DAVIES
WaRD
PHILLIFS &
VINEBERG

Secure Mail is configuring your new software installation

Instaling

InstalShield

Cancel

Once the installation is complete you will receive a confirmation screen.

Secure Mail Installer

[ ions! You have tully installed
Secure Mail the Secure Mail plugin.

R To complete the sstup, you will need o activats your softwars.
IF pou do not activate your software now, you will be prompt the
niext time you start your mail client.

[¥] &ctivate my software now

[#] 4dd a Secure Mail tools and settings icon to my desktop

Click Finish to exit Secure Mail Installer

DAVIES
S 0
DAVIES [

VINEBERG

<Back Cancel
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Activating Your Software

Activation for New Users
If you have never previously activated your software please follow these steps.

1 Enter your email address and click ‘Next'. Please be sure to enter the email address exactly as it
appears on your Getting Started email.

“‘u Secure Mail - Tools and Settings E] =

DAVIES
o N WARD
DAVIES [HPeTY

VINEBERG

exit

Welcome to the Secure Mail Activation Wizard
The next few screens will help you activate the softvware so you can start using Secure Mail
Please enter the email address you would like to activate.
Step 1 : Enter your email address

Emsil address: |bob@gmail. com

2 If you have not previously activated this email address for use with Secure Mail, you will be prompted
for your activation code. Enter your activation code exactly as it appears on your Getting Started email
and click ‘Next’ to continue.

~» Secure Mail - Tools and Settings [Z]

Secure Mail Activation Wizard

& Enter Activation Code Pleage enter the activation code assigned to your email address.

Create a Passward Step 2 : Enter your activation code

ffecaeist=s el Email address:  bob@gmail com
Recovery Question 2 Activation Code: |34mkfran

Daon't have your activation cade?
Recovery Guestion 3

| Cancel H < Back H Nest > |

If you are prompted for your Secure Mail Password at this step instead of your activation code it means
you have previously activated your software; please skip to step 2 of Activation for Existing Users if this
is the case.
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3 Now you will need to create a Secure Mail Password; see our tips on creating an effective password
below. Click ‘Next’ once you have entered your password.

~» Secure Mail - Tools and Settings E]

DaviEs
. WARD
v
DaviEs PHILLIPS &
VINEBERG

exit

Secure Mail Activation Wizard

¥ Enter Activation Code Please creste a Secure Mail password. Your password is used when you send and
receive secure messages

W Create a Password

Step 3 : Create a Secure Mail Password

Secure Mail Password

(must be at least 6 characters)

Recavery Guestion 3 Confirm Password ’7

Recovery Guestion 1

Recovery Question 2

i See our tips on creating an effective password.

Cancel « Back Mewt >

Tips on Creating an Effective Password

Your password is a critical piece of information when it comes to protecting your private information and
digital identity. Here are a few tips to help you choose a strong password.

Good Passwords Bad Passwords

Good passwords should be at least eight characters A bad password is one that is easily guessed by
long. someone who knows you.

®  They should include at least one character from  Examples of bad passwords include:
each of the following three character groups:

B Upper case alphabetic characters (A-Z),

B |ower case alphabetic characters (a-z),
Numbers and symbols ( 0-9~"1|@#$%"&*()_-
+={\;"<>".2 )

B Embed at least one number or symbol within the
password rather than adding it to the beginning
or end of an otherwise alphabetic string.

Your username

Your name or nickname

Names of anyone in your family
Your pet's name

Your birthday or family birthdays

Your phone number, social security number, or
address

Do NOT make your password a dictionary word or common name with numbers and symbols merely
substituting for similar looking alphabetic characters (e.g., "P@sswO0rd"). Most importantly, never share your
password with anyone and do NOT write it down.

Remember to change your password regularly. This practice limits the amount of time that someone can use
to guess your password and the amount of time that your password can be used if it is uncovered.

Strong Passwords Can Be Easy to Remember

A simple way to create a strong but easy-to-remember password is to take a phrase that means something
to you and relate each word of the phrase to a corresponding letter, number or symbol. For example, the
phrase "l am one happy student at Princeton University" could become the password Im1Hs@PU.
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4 You must now create your password recovery question(s) and answer(s). You will be prompted to
provide the answer to these questions in the event you forget your password and need to reset it. Enter
questions and answers that you will easily be able to answer, but hard for some to guess.

JoEs

Davies

] N WARD
g PHILLIPSS
VINEBERG

~% Secure Mail - Tools and Settings

exit
Secure Mail Activation Wizard
¥ Enter Activation Code In the event you forget your password, you will be prompted for the answers ta the

guestions you create below

¥ Create a Password

Step 4: Create your password recovery questions
& Recovery Question 1
What is the full name of a person that is memorable to you but hard for
Recovery GQuestion 2 someone else to guess?

Recovery Guestion 3 Select & hint Choose one -
Answver:

{for example: Alfred P. Newman)

j_, See our tips on creating effective password recovery guestions and answers.

Cancel | [ <Bask | [ Medt>

5 Review the information you have entered and ‘Finish’.

L%

Dwwig
M Pt

[ 1T

Wil Ri

 Sacude Mail - Tesk and Seltings

Secume Mail Acibvetion Wizand

B Bt AcBeation Coxla Wi ] Tl P ten v T8 IROTRSOR, 0 v entensd bsiow sl
ehct B Haof bubton S compiete the actation

¥ Crests s Sarrecd
Tl o o P e I mnalterm

¥ Frcoeery Cuscior |
Ly ]

B mecovery Cusston 3 g e T
Cumcted | Wil @ pour el T S
e = 1 L

¥ Focoweny Guarion 3
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6 Once the activation process is complete you will receive a confirmation screen.

~v Secure Mail - Tools and Settings [Z]

DavIES
a WARD
DAv PHILLIPS &
VINEBERG
Default ID: bob@gmai.com home help exit

Secure Mail Activation Completed

Secure Mail Activation Completed

Congratulations! You are novr ready to start using Secure Mail with:  bob®gmail.com

If wiour mail cliert (2.9, Microsoft Outlook or Outlook Express) is currently open, please close the application and restart it
for the update to take effect.

Click the 'Help' button above to access onling product and support information.

Finish

At this point the Secure Mail plugin is installed and your Secure Mail ID has been created and loaded onto
your local PC. You are now to ready to start using the software.

Activation for Existing Users

If you have previously installed and activated Secure Mail but would like to re-install Secure Mail or install /
activate it on another computer, please follow these steps.

1 Enter your email address and click ‘Next'.
2 Enter your Secure Mail Password associated with this email address.

3 Once the activation process is complete you will receive a confirmation screen.
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Validating Your Installation

To validate the installation of the Secure Mail Plugin for Microsoft Outlook, you should see the following:

m  |f you click the Windows ‘Start’ button ... ‘Programs’ and you should see a ‘Secure Mail’ folder. A
new ‘Secure Mail’ folder should also appear under your main Program Files directory.

B When you open Microsoft Outlook after you have installed the software you should see a new
‘Secure Mail’ option from the main text menu bar.

1) tnbos - Microsaft Outlank LJEES|
! Fle Edt Wew Go Took  Ackons | Secure Mal | Help Tpss & question Far hel <
E_‘;JH.E“ - | . _ kA I:jgaqungggﬁ v | f‘)__-.s'-.d | ILR Type= 2 contack bofind = “l

B You will also see a new ‘Secure’ button on the Compose screen.

|f_1.'Jl.lmill.ed - Messape (HTML) =2/ |
| P Bl Edt Wew Irsert Format  Tools  dctions  Help _l
(|} i=4gend || fs Secwe || account=~ | i 4 | | )t & || B 2|

To validate that your Secure Mail ID is installed correctly, send a test secure message to yourself and open
it by completing the following steps:

Compose a message as you hormally would and address it to yourself.

Click the ‘Secure’ button and the ‘Send’.

Enter your Secure Mail Password when prompted.

You should receive a secure message in your inbox (as denoted by the lock icon).

When you click to open the message you will be prompted for your Secure Mail Password.

o 01~ W N P

Once you enter your password the message will be decrypted and you will be able to read it.
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Setting Your Mail Format

While the Microsoft Word editor is supported, several features of the Secure Mail interface are not available
when this option is enabled. For an optimal user experience we recommend that you do not use Microsoft
Word as your default editor when composing an email message.

To view or change your mail format settings follow the steps outlined below:

1 From the Microsoft Outlook main menu select ‘Tools’ ... ‘Options’.
2 Once the Options screen is displayed, click the ‘Mail Format’ tab.

3 Under Message format, make sure the ‘Use Microsoft Office Word ..." options are not selected. If they
are, deselect the boxes. Click ‘Apply’ and then ‘OK’ to close the dialog box.

Outlook 2002 / 2003 Mail Format Options Outlook 2000 Mail Format Options
[ Optiams | Cro—— 21
| Preferences | Mal Setup | Ml Pormat | cpeling | Securiy | Other Freferences | Mal Servioes Mol Format imtmlmlmﬂ]
. Hestage format Heritagn fornad
_._]-J Checrin a fcamat Por o gos mal ared chavege achare s sntteg h'a Choss a format for outgoing el and changs advarced settings.

Compone i ths meseage Formet: | TSI ] |
[use Morosoht Cffice Weoed 2000 1o ede e-nad mescages
s Merosoly Offios Ward 003 to poad fich Taxt el sesiagei

S——
™ Uss Microsclt Word to edil e-mal mesiages
™ Sarad pachares From the Intenret Inkermtions Dptions. . ]

Ifeere i rs Ireernstinsl Cpnors

Note: If Microsoft Word is not installed on your computer these options will be grayed out.
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1)

Using Secure Mall

This section of the guide covers the following topics:

Sending a Secure Message

Receiving a Secure Message

Secure Mail Tools and Settings

Locking and Unlocking Messages in Your Inbox
Interoperating with Other Secure Mail Systems

Uninstalling Secure Mail
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Sending Secure Mail

Secure Mail enables you to send a secure message to any recipient whether or not they are a secure mail
user. Part of what makes Secure Mail easy to use is that you don’t need to know the answer to this question
before you send your message — the system will look this information up automatically.

To send a secure message, follow these steps:

1 Compose a message and attach any files as you normally would.

2 Click the ‘Secure’ button.

= intranet login info - Message (HTML) E]@

I Fle Edit Wew Insert Format  Tools  Actions  Help

{5 secure || Accounts - |l S| 4 o B (2 0 | @G 185 :

{1 5end |

Secure Mail

hobi@amail.com

Subject: intranet login info

user name: |hooper
password: foxtrot$os!

Alternatively use the main menu in Microsoft Outlook by selecting ‘Secure Mail’ ... ‘New Secure Mail
Message’' and then composing your message.

3 Click the ‘Send’ button.

If you forget to secure a message you will be prompted by default with a reminder prompt.

[t ne Seccu e Bt
k_nl'g A i B S e L

_ b |

™ Plesss foa pundl e B
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4 At this point the plugin will automatically check to see if your recipient(s) subscribe to the service. What
happens next depends on what the outcome of this check is.

If one or more of your recipients is detected as NOT being a subscriber you will be prompted to create a
security question and answer for them.

!-\n Lowate teCurity queitionm

Secure Mail m =

Thu Polimerg recgent o i & sboure il it v wll b nigused 0 Srieedt & SECU QUESTHOS [ Ofee pous Prbiage
i fep o bpg on iesting an eflechive seounly question,

FRecieert [slumase BBwimnad com

Sebect & QAN [\uihial o g iz the bt bk ¥ =
SOf -

Cresie youl oot |
Feower [argel: ared demon:
Draset b s bk B charsctens ]

[T Piviiess irsz et balvie e Carcel

The security question is used to ensure the identity of the recipient and protect the message from being
intercepted by someone other than the intended recipient. Prior to reading the message, the recipient
will be prompted to answer the question you create. If the question can not be answered, the recipient
will not be able to open the message.

If your recipient is already subscribed to the Secure Mail service you will not be required to create a
security question and answer; skip to the next step.

5 Enter your Secure Mail Password and click ‘OK’.

Enter Your Secure Mail Password

DAVIES
SR WARD
DAVIES SN

VINEBERG

e-mail address:  bob®amail com

password,

Foraat vour password? Ok Cancel

Once you have entered your password the message will be encrypted (or scrambled) and digitally
signed.
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Tips on Sending Secure Messages
Secure Mail and File Sizes

As a general rule of thumb, when a secure message is encrypted the size of the message will increase by a
factor of 2.5. The final size of the encrypted message is largely dependant on the size and file format of any
attachments.

Size of original message with Approximate size of encrypted &
attachment(s) in MB signed message in MB
1 25
2 5
3 7
5 12.5

The maximum allowable email size depends on the policy set by your company or email service provider.
For large files you may want to consider using a compression utility such as WinZip and/or sending the
attachments in batches.

Multiple Email Account Configurations

If you have multiple email accounts configured under the same instance of Microsoft Outlook, please ensure
the ‘Send From’ email address matches the address associated with your Secure Mail ID. You can easily
change the ‘Send From’ address from the compose window by selecting the ‘Accounts’ button from the
compose toolbar.

i Untitled - Message (HTML) B

! File Edk Wew Inssrt Format  Tools  Ackions  Help

e | G Secure |[Accougts =]l i 4 | Ale g lmlr Biw - B |
e
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About the Secure Mail Reminder Prompt

How Does the Prompt Help?

If you have ever forgotten to attach a file before sending an email, you have an idea of why the ‘Send as
Secure Mail?’ prompt can be helpful. Forgetting to secure a confidential email can be much more serious
than forgetting an attachment.

This is why the prompt is on by default; it provides a “safety net” to make sure that messages that should be
secured are. However, some users do not want to be prompted when sending every message, so it is
possible (and simple) to turn this feature off.

Disabling the ‘Send as Secure Mail?’ Prompt

To disable the prompt, you must simply select the ‘Please don’t prompt me again’ check box when the
prompt appears. Once this is done, it will no longer appear
when you send a message. Send as Secure Mailf

._\Q ‘whould pou ke o send iz as secune email?

Enabling the ‘Send as Secure Mail?’ Prompt

After disabling the prompt, you may decide in the future that I [™ Ploaze dont prompt me again I
you would like to re-enable it for some reason. In order to
enable the prompt, simple select the ‘Prompt for secure mail’ option on the Secure Mail menu.

| Inbox - Microsoft Qutlook

PRk Edt Wew o ook Actions | SeoureMal | el

:_ﬂw ,lxl i Rapke (& Raph: lo A :_p Tz Secure sl Message il-:'Fh'd

_‘ fonk azenna: —
Favoria Fokdars Add & Trusted Conbact Tt

Tubarisls and Supgort

| 4l a2l Foiders —" EI Prompt: For seoume mal
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Receiving Secure Mail

There are two ways of receiving a secure mail:

Subscribers of the service receive secure messages directly to their email inbox and simply enter their
Secure Mail Password to open the message.

Non-subscribers are sent a notification message and directed to the Message Pickup Center to retrieve
their Secure Mail. They are prompted to answer a security question set by the message sender in order
to decrypt and open the message.

Receiving as a Subscriber

1

When looking at your Microsoft Outlook inbox, a lock icon next to the sender's display name indicates
the message is secure. Messages remain encrypted in your inbox so even if you leave your computer
unattended only you will be able to access them.

|Hewestontop T =

o bob@bigeop.com 1255 PM
spdated financiaks

4 Survey Samplng Intermational 10236 AM

Depending on your version of Microsoft Outlook and how you have configured your Secure Mail settings
you will see one of the following lock icons:

& & 83

Double-click on the message to open it as you normally would.

You are then prompted to enter your Secure Mail Password to view the message. Once you have
entered your password click ‘OK’.

Enter Your Secure Mail Password

DavIEs
SO WARD
i
DAVIES
VINEBERG

e-mail addiess:  bob@gmail.com

password,

Forgot vour password? 0K Caneel
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4  After you have successfully entered your password the message will be displayed. You will notice a
banner with a ‘Verify’ button at the top of the message.

| financials - Message (HTML) E]@

i Fle Edit  Wiew Insert  Format  Tools  Actions  Help

i CaReply | CliRepltoal | (g rormard | o o | S ¥ IS X & o9 - A | © 2

= Secure Mail
Fram:  Lance Hooper Sent; Tue 10/01/2006 1:18 PM
Toe ‘Lance Hooper'
o

Subject:  financials

Atkachrments: @Financials_updatel xls (242 B)

Flease review and get back to me by the end of the day with your feedback.

L

5 Click Verify. The Verify Message and Sender dialog box is displayed. The information verifies the
identity of the sender and that the message has not been altered after being sent.

DAvIES
8 WARD
/]
DAVIES PHILLIPS &
VINEBERG

Werification successful. This email was sent securely by a registered Secure
I ail uzer.

Verify Message and Sender

Mare Irfa
Meszage Yerification

The contents of the message (including any attachments]
W were not altered after the meszage was sent
Sender Verification
;2 The Secure Mail ID of the sender has been verified
MName: Lance Hooper
Email: lancehooper@dwpy.com

|ssued By: Werizon Secure Mail Ca
“alid From: Tue 10.Jan 2006 11:11:59
Walid Uil Thu 10.Jan 2008 11:21:59

Add to Contacts Technical Info

6 Click the ‘Technical Info’ button to display the detailed certificate information about the sender and the
issuer. You can click the ‘Add to Contacts’ button to add the sender to your trusted contacts.
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7 If the sender’s email address does not match the certificate email address, the mail is displayed with the
following message in the status bar. This message indicates the sender’'s email address does not match

the sender’s certificate. You can click the Verify button to view the detailed information about the
sender.

|1 hs requessed « Message (HTML) =0E
PR B New  [roet  Poveet  fock poiors Help
]

Frowc  PMarkDws Serd: Thu {2006 LM AN
Tos Bab

o

Subjscti s requeshed

Hyou canrasd 1hie then yau have successhully decrygled the smal

Waak Dirvis
dervinfjdwpe.com i
6y 2365500 2254 VIKEMRS

hitz twaew. dpy.com

If the Certificate Authority is not one that is known by Secure Mail you will also receive this message.
Click the Verify button to view the detailed information about the sender.

Note: If you do not see the banner with the ‘Verify’ button, it is likely that you have Microsoft Word
enabled as your default email editor (see Tips on Creating an Effective Password, for more information
on setting your mail format) - or - you have changed the Secure Message Format in general
preferences of the Secure Mail Tools and Settings console. In both cases you will instead see a blue
lock and red ribbon at the top right side of the message header.

I financials - Message (HTML) g@

! Fle Edit Wiew Insert Format  Toolks  Actions  Help

: ey | (lReplytoal | G Forwsrd [ 3[4 ¥ |[S]13 X | o - ¥ - A G| @

Fram: ' Lance Hooper Sent:  Tue 10J01f2006 1:18 PM
Tow 'Lance Hooper'
[

Subject:  Ffinancials

Signed by hooper@dwpw .com R

Click the ‘Verify’ button or the blue lock / red ribbon buttons to verify the integrity of the message and
the sender.
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Receiving as a Non-subscriber

Secure messages sent to non-subscribers are encrypted, digitally signed and sent to the Message Pickup
Center to be stored securely until the recipient retrieves it. To retrieve the message, simply follow the steps

below.

1 A Secure Mail notification will arrive in the recipient’s inbox. The message contains some basic
information about the message and a link to open it.

T e e ST T [ TES—. p— p—— :‘E_ﬁ
]

updated financials o0

Lance Maoper vy Dadled  Secure Bl < 30wl ey antices B0 pre [ mragwn 5g0)

DhawiEs

u WARD
Secure Mail u HALLIFE
YIMERIRG

hedical Ausccision of Geanghy Bacure idall Motiicstisn

Lancs Heagar | BEopeiild Wi coil ) hag pasl you & thoun mal matiage

sant ypdued dnaraiale
o0 Thai, & iy 20065 |1 52 Pk, GWIT
= Gl 3 Bip M05 11:58 P, G

Wora b 30 s befito codleri ths message before d epaes

Bl Pty st | g i o el e s M 1 LDOSEITTIT
w

L

.'\-'ﬂ
Note: Users who do not have email software capable of displaying HTML formatted messages see a
plain text version of the notification.

| [ ETLTE

2 Click the ‘Open message’ link.
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3 A new web browser window will open, directing you to the Message Pickup Center. You will be
required to answer the security question defined by the sender to unlock and view the message.

[ €1 Davies -Message PickupGarter - Microsol Inlemel Explorer o]
I e 02 you Fgeetss Jek e |
| Ow - O D@ G Powd Jivowtn @ 0-% H-UFA D

| 3] il vertzon, T i v| £ o

Dwwits
Warp |
[T Ty |
VINIBRG |
Message PiCRuP Centre _ |

In rader o Vigw tha contanss of this Message, ¥ou must provids the comact answer 1o the sacunty
QusTon Mat e sancer has detned

Socumity Ouestion:  Wha i our shared secred pass phrase?

Answer: | cunml

Don kngw thee answar? You may want b contact the gendes

Note: The number of attempts allowed to answer the security question is three. After three incorrect
answers, the message is locked for a period of three hours before you can try again.

4 By successfully answering the security question, the message will be decrypted and displayed.

£ Danies - Massage PicapCander - Mcrosolt Intermet Explorer (=1 |
| B B Wew Fgeorkes Jook  Hep [

Q- © A A D P e @ - =) RE S

: Address | @] nitp:itre, securemall.verizen.comidaylesishowMsg "] Go
-

Dwvets

WARD

Fesurse

VINEBLRG
Message Pickaip C o _

View Secure Messape:

B e e P . |

iThiS is @ secune mail message,

From Mike Ginsherg <mginst com=
To: lancehoopen@grmail com
Ce:
Sushject: tost
Sent: Thursday, December 8, 2005 8:55:24 PM GMT
Attachments:
The tolowing recipients were directed to the Secure Message Pickup Certer [More infal
‘Te IancshooperDomal com

test

Once the message is open, you can verify the integrity of the message and the sender, print, delete or save
it (and any attachments).
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Secure Mail Tools and Settings

The Secure Mail Tools and Settings console provides the following options:

®  |D Tools to manage your Secure Mail ID

®  Password Tools to manage your Secure Mail Password

B Plugin Tools to manage your desktop and/or web mail Secure Mail software add-ins

B General Preferences

m  Access to online support content

Accessing the Tools and Settings console

1 The Tool and Settings console is accessed from the ‘Secure Mail’ option on the Outlook main menu.

| Inbox - Microsaft Outlook
! Ble Edt Yew Go Iook Actons | SecweMal | Help
LA

ol GB New Secure Mal Message

BE|

EivE .__i]‘-_‘,prd 1] e e -

Toals and Settings

Tutorials and Suppart

Prompt For Secure Mad

|| Moda Tmsted Contact

Alternatively, you can use the Windows ‘Start’ button ... ‘Programs’ ... ‘Secure Mail’ ... ‘Tools and

Settings’.

2 Once either of the two access options described above is selected, the Tools and Settings console main

page will appear.

~% Secure Mail - Tools and Settings

Defautt ID: boh@gmail.com
Tools and Settings

home

1D Tools General Preferences

&

Meed Help?

?)

View detalls about your Secure Mail ID [also

S knownaz your digital |0 or certificate). alerts and settings.

Password Tools
(‘J Change or recover your Secure Mail
W

Password TEs0UCE center

Plugin Tools

Wiew technical detals about your Secure
Mail Plugin.

Manage the configuration of general

Access suppart information from our online

BEX]

Davies
. WARD
/
DaviEs PHILLIPS &
VINEBERG

help.

exit

Secure Mail User Guide for Microsoft Outlook

27 of 35



ID Tools

This tool allows you to import/recover your secure mail ID(s) and view and manage details about your IDs.

[hiEs
WARD
PHALLIFS &
VINIBIRG

__help it

% Secure Mall - Tooks and Settings

[alind [ Bobfigmal.com hama
I Tools

o Wour Sacurs ksl 1D [sizo knoan sz s dpfisl D or carbificabe) is the alectrone aqunisier] of your drivers
_J.."i' Bt O passpoed. Vo 108 associsted with your emall sddeesa el b osed 30 provide prool of your
ety when you S8 & Secure messege,

Viewing and Managing Your Secure Mail ID

On the ID Tools main page, click on ‘View/Manage a locally available ID’. Your Secure Mail email addresses
are displayed.

BE <]
Al

n“ :

L ] e j o hals ) walk )

I Tools

Chck on an D bedorw {0 vy the D propsrbas, saport s PFE copy o your 12or changs vour dafao® 12 Tha smod
ockdress for wour dedsid ID will appen in green best.

Lacaly avalsbie Seoure Hal iDx
|| Secuwed emal addvess | 10 e
| vebm@pman cam Thed 22 Feds 2007 1222547

[ aek
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Click on the row that contains the email address for which you would like to see the ID properties. Once you

have selected an email address the details of your security credentials, including who issued your ID and the
expiry date will appear.

[ Smrmm b - Toals and Settings

Lmtmd U babEgmail.com
| i Progernies

wy Savime Wl D 67 bob@igmall com

12 Freperian fzr bobEgmall.com
Hama Bl
Emal bob@gmall.com
Compary. Chh Cusdly Axzwsnce Croup
Crgwnicdtiorsl Und  O&& Echosrax

Courdry Ch

bnmdby: Wetleon Certdicalien Sarvices
Wpded oy PO T2 Fob 3305 121517

Salddr Tho 22 Fab 3007 122517

i Eack |

Exporting your ID
You can export your Secure Mail ID to a PFX file for safekeeping.

1 Onthe ID Properties page, click ‘Export ID'.

< S Madl - Teols asd Selts

Carst [t bob@pmail.cem

L .
| Evgoni Secene bzl il e x0F

T el S Siines ol 10 b0 i P ucunl INOaadis Bt Pt P00 e a2 AR S0 ke (ot ol
AR Al T o el el e Vil RN W,

EFEr Yol Sobere Mol Pasawsnd asd Uhe St pet Fah

Ered addrery  bobfgmall.cem
e e Py |

Do pud Fudt [

Corel | [ Empi

2  Enter your Secure Mail Password, a filename and click ‘Export.’

3 On success, a confirmation message is received.
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Recovering Your ID
If your ID is compromised in some way, customer support may instruct you to use this tool to recover it.

1 From the ID Tools main page, click ‘Add a Secure Mail ID’. The Secure Mail Activation Wizard is
displayed.

[ =50 Socmme sl - Teols s Setting: =63

i3
P
m n\ |
]

Wieleomia 1o 1w Secers Mail Roibatizn Wizerd

Trs resor ey cmessns wdll sl 37000 o0tiomdes o ST £ '0n) DN Simn 1ring Segume s,

Flanca enbr fha erad sddrars youwoud b ba scieate

Siep 1 zBeior pour amul sddremn

Erad sddrare |

2 Enter your Secure Mail email address and click ‘Next.” The Secure Mail Account Information dialog box
is displayed.

In the box, enter your Secure Mail Password and click 'Next'.
A confirmation message will appear once the recovery is complete. Click 'Finish' to close the window.

Close Microsoft Outlook and any open messages and then restart it to complete the recovery.
Recovering your ID on startup

In the event your ID is removed or corrupted, this tool automatically prompts you for your email address and
the associated Secure Mail Password so it can recover your ID.

1 Enter your Secure Mail email address and click 'Next'. The Secure Mail Account Information dialog box
is displayed.
In the box, enter your Secure Mail Password and click 'Next'.
A confirmation message will appear once the recovery is complete. Click 'Finish' to close the window.

Close Microsoft Outlook and any open messages and then restart it to complete the recovery.
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Password Tools

The Password Tools area of the console allows you to:
B Change your password

B Reset your password in the event you forget it

B Enable session only password prompting (only available for Windows XP SP2 users)

|5 Tocemn Wl - Tanls amed Geiling: SoE

Cuind [ bobfigmeilcom Bome | Gwp | _wh |
Secere Mail Cempomsi s

L Tkt st Sl 0 00 Pl i Dl S0, Tt WO B i Ll il s O] L, i il
asaynly A ronling el Ak 8 WARake IPSRT s

Changing Your Password
Once the console is open on the '‘Password Tools' page, follow the steps outlined below.

Click the ‘Change Your Password' button.

2 You will then be prompted to enter your current password and the new password you want to change
to. Confirm the new password and click Save Changes. See Tips on Creating an Effective Password.

3 Once you have changed your password a confirmation screen will appear once the change is applied.
Resetting a Forgotten Password
Once the console is open on the 'Password Tools' page, follow the steps outlined below.

1 Click the 'Forgot Your Password?' button.

2 You will be then prompted with the password recovery question(s) that you created during the initial
activation process.

3 Once you have correctly answered the question(s), you will be able to change your password.
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Plugin Tools

This area of the Tools and Settings console provides detailed technical information about your Secure Mail
Plugin.

WInERLREL
Bara . WP il

Curud [ bab@gmullcom
Prugis Tosts

T TreSegune s Fmin e 0w o Sl Bn o SE0UNs SRS LN WU eaking onesd
SO [20a0h a5 VRSO CABMR o7 CABR By ba] if 5 Sppanksd st bt

General Preferences

The General Preferences options enable you to change settings for:
B Secure Mail Reminder Prompt

®  Application Event Logging (useful for support purposes)

B Permanently Decrypt Message after you have opened / decrypted them.

m  Secure Mail Format

Corwt @ Eobfigmail.com
General Prafocaces

db Tochmga o s yoar ganaral pefarences, plasas chaara oraal fwa following aptiora
Einder Fesol ia Seours begasces

[t = Tal 1]
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Locking and Unlocking Messages in Your Inbox

Locking Items in Your Inbox
To lock an email message in your inbox, just select the email, right-click, and select ‘Encrypt Item(s)’.

After entering your password, you will see the Secure Mail lock icon appear on the message. Once the
message is locked only you will be able to open it.

Please note: the message will be digitally signed with your Secure Mail ID, not that of the message sender.
[Inpex
Iﬁ'r..md!r.ndl Wesmban kg ©
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| o
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Unlocking Items in Your Inbox

To unlock a Verizon Secure Mail message in your inbox, just select the email, right-click and select ‘Decrypt
Item(s) Permanently’.

You will be prompted for your Secure Mail password, and the message will be unlocked.

Please note: any digital signature will be permanently removed when you select this option; this will prevent
you from verifying the message and sender integrity in the future.
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Interoperating with Other Secure Mail Systems

To communicate with a user of another compatible secure email system, you can bypass the security
question and answer creation step when sending a message by adding them as a trusted contact. This
process is also known as key exchange.

Adding a Trusted Contact

To send your public Secure Mail ID (or public encryption key) and a request that someone else send you
theirs, follow the steps below.

1 From the Microsoft Outlook main menu select ‘Secure Mail’ ... ‘Add a Trusted Contact'.

2 The following window is displayed with a preformatted email message.

| 9 Lasiere Heapes wants % add you 25 a tressed socers emed cestact - Ml-ss\a@n -iiﬂﬁ'
| g pdt yew [rawt Pgmiet [mdr Tabk  Wrdew  Hep

| =3gend | Aocounits = | @ - | B0 B[ 53 ¥ OB | % | g ] ) Cplions., - | HTRL

Ll 7o Laruc bt ibwptes o

fadd G

Al e

T Lanca Hoopar seande bo add vou s irusbed escurs snusl conkact

ol

Irvandar 1o g harege aecum mal with the aendar, pleas Blow iha faps Bk

SICF 1

“Add ar updale your sddeass back entry (or heapasiachowond.cam Inmes! email
presgrame all yau hewe b ga & ighbchck on b canders nare of aomal in e Trom' ke of
thie s nial baador ared sakict A 1o Comacis’ or Add b Addnacs bapk’

STERD

Senda dglally doned reessge 1o b op e el com
Mead help? Go o
hlpes e cyvema bl s bereeana n et

W pess g BOT yat & secura mal wser, chek bare
It curpmmai bl e b e et

b om

3 Enter the email address of the person that you would like to add as a trusted contact in the ‘To:’ line and
click ‘Send'.
4 Enter your Secure Mail Password and click ‘OK’. At this point the message will be digitally signed with

a copy of your Secure Mail ID (public encryption key) and sent.

5 If the recipient responds to your request, the mail is displayed in your Inbox with a red ribbon icon. E

When the message is open, right-click on the sender’s display name / email address (in the ‘From’ line)
and select the ‘Add to Outlook Contacts’ to add their public encryption key to your local address book.
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Uninstalling Secure Mail

To uninstall Secure Mail click the Windows ‘Start’ button ... ‘Programs’ ... ‘Secure Mail' ...
‘Uninstall Secure Mail'.

Alternatively you can use ‘Control Panel ... ‘Add / Remove Programs’ ... ‘Secure Mail'.

Select the ‘Remove’ option on the screen (as displayed below).

Secure Mail Installer

DAVIES
WARD
PHILLIPS &
VIMEBERG

Welcome to the Secure Mail Setup Maintenance program. Thiz program lets you modify the
current ingtallation. Click one of the options below.

O Modify

@ Select new program features to add or zelect currently installed features to
TEMaNE.

) Repair

Reinztall all program features installed by the previous setup.

Remave all installed features.

InstalShigld

< Back I Mest = ][ Cancel ]

Note: When you uninstall Secure Mail you are given the following option to convert your secure messages to
a Microsoft message format. If you do not do this, you will not be able to access these messages after the
software has been uninstalled.
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