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Notice

“This device complies with Part 15 of the FCC Rules.  Operation is subject to the following two
conditions : (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation.

Warning : Changes or modifications to this unit not expressly approved by the party responsible
for compliance could void the user authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions : (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.
The user’s manual or instruction manual for an intentional or unintentional radiator shall caution
the user that changes or modifications not expressly ODU proved by the party responsible for
compliance could void the user’s authority to operate the equipment.

NOTE : This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates
uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. I this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures :

O Reorient or relocate the receiving antenna.

O Increase the separation between the equipment and receiver.

O Connect the equipment into an outlet on a circuit different from thatto ~ which the receiver

is needed.

O Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications not expressly ODU proved by the party responsible for compliance
could void the user's authority to operate the equipment.

The antenna(s) used for this transmitter must not be co-located or operating in conjunction with
any other antenna or transmitter

Shielded interface cables must be used in order to comply with emission limits.




This EUT is incompliance with SAR for general population /uncontrolled exposure limits in
ANSV/IEEE C95.1-1999 and had been tested in accordance with the measurement methods and

procedures specified in OET Bulletin 65 Supplement C

This device and its antenna(s) must not be co-located or operating in conjunction with any other

antenna or transmitter

CAUTION :
1. The antenna(s) used for this transmitter must be fixed-mounted on outdoor

permanent structures with a separation distance of at least 2 meters from all persons
and must not be co-located or operating in conjunction with any other antenna or
transmitter. Users and installers must be provided with antenna installation
instructions and transmitter operating conditions for satisfying RF exposure

compliance.

2. This Transmitter must not be co-located or operating in conjunction with any other

antenna or transmitter.

3. This equipment is only allowed to be professionally installed.




Contents

1
2

INTRODUCGTION ...ttt h bt a e bt s E e e b e e Ee e Ee e s e e s Re e eRe e eRe e Rt e s b e as s e abeenbeenreenreeneannas 4
HARDWARE INSTALLATION ...ttt sttt st b et es et e st e sbeenbeenbeateaneesneeaneenbeenes 5
21 PACKING LLIST .ttt sttt r et bbb s et b bR Rt b e b e e e e e e n Rt b et e st e e e e an e renne s 5
2.2 HARDWARE INSTALLATION ....eutiutittititesteeseeeeste st as et sne st s s et ar bbb e e e ne e bt b ehen b e be s e e e e nneanenne e 6
SOFTWARE CONFIGURATION .. ...ttt ettt b ettt s et e st e nbe e nbe e ee e e aeeabeenbe e 10
3.1 ENTER WEB CONFIGURATION PAGE .....0cttitiitieiiisteitisresie sttt sr et sr ettt na s an et bbbt enennssnenns 10
3.2 STATUS OF WLAN OUTDOOR BRIDGE .....ccuiiiiiiiiiiiiiie ittt 10
3.3 WIRELESS LAN SETTING . ...cttitiitiiiieiieitiste st sr sttt bttt et bbb sh bbb nnean s 12
TR N A = T T (ol 1 o OO SP RPN 12
3.3.2  WIreless AQVANCET SELLINGS ... .ooueiiiieiieitieieite ettt ettt ettt b et be st e et e e e nbe e 15
3.3.3  WIFEIESS SECUITLY SELUPD ...ouviteeietieieeite ettt ettt sttt b ettt st b e b e bt b et e e b e eb e bt bt et e et et e seenbe b e 17
3331 WEP ENCPYPION SEHING ....eiiiiestiieitee ettt sttt nee b 17
3.3.3.2 WEP Encryption With 802.1X SELHNG......ccceruiitiiiieiiieiiiieie et 19
3.3.3.3 WPA ENCIYPLION SEHING . ...c.eiiiiiitiiieitcetie et bbbt bbbt see b e 20
3.3.4  WIFEleSS ACCESS CONTION ...ttt ekttt e e 21
335 WIFEIESS SIE SUIVEY ...ttt et bbbttt bbbt bt b et e e b e e b e s b e bt et e et eneeneenbenbe e 23
3316 VWS SELLINGS .. veteeieeuie ettt sttt sttt ettt bt bbb et e s e ee e b e e bt b e E £ e Rt e R b e ke b ek Reeb e et e e e e be e e 24
3.4 LAN INTERFACE SETUP ...c.uiiiiiiitiiti ittt sh sttt b e bbb bbb na bbbkt e s n e ar s 26
341 USING The FIXEA TP ...ttt st b et b et et et e e b b 26
K U 1o To B (08 = O T | PSP RSP TRR 28
3.4.3  ENADIE DHOECP SEIVEN ...ttt et bt bbbt ee e bt bt bt et e et e e e b e b e 29
35 WLAN AP STATISTICS ..eitiittitieieeieeiie sttt skttt bbb bbb e bbb bbb e e nnenr s 30
3.6 UPGRADE FIRMWARE ...ttt it sr sttt sh bbbt h e bbbk e e e bR bbb bbb se b nnear e 31
3.7 SAVE/RELOAD SETTINGS ....eettteeetesteseetesteseetessestetesse st et sbe st sbesbe e ebeab etk ah et et e b et ekt b e st et e e b et e b e s b et abeab st abenn e 31
3.8 SETUP PASSWORD ..ottt sttt sr sttt h s h bbb e bbb bbb e bbb e e sa e b e b ene s 32
WIRELESS CONNECTION ARCHITECTURE ...ttt 34
41 INFRASTRUCTURE MODE ..ottt ittt e bbb bbb bbb b 34
4.2 AADHOC MODE. ...ttt ettt ettt ettt r e et e e et sr e ekt e r e ek e e r e et e e r e e e b e e r e et e r e e n e 34
4.3 WIRELESS AP FUNCTIONS .....viiviiiiteieeiesrereetesre ettt sre et sre et me et sre et nn e etenne et e ane e enenneseebenreneenenne e 35
431 ACCESS POINTEIMOUE ...ttt 35
4.3.2  Access Point Client MO (AG-HOC).......c.cuerireiiiisesr et st e e nne e 36
4.3.3  Access Point Client Mode (INFfraStrUCIUIE) ........cccvivieireieee et 36
I 1 (= TR =T o T (T S 37
435  WDS (Wireless Distribution SYSEM) .....c.ecuciiieiiiiseir e e ettt a e e e seenre e 37
L T T (=Y Fo TSR] o oSS 38
44 SELECTING AN APPROPRIATE SITE ..c.veuvitiitereatesreeeiesreressesresessessesessesre e ssesre e ssesre e s snesessesne e snesnesesnesnesesnennens 39
45 POWER OVER ETHERNET .....cuviititiieieiresreeesie s eiesse s sn st n et m s m et r s n e nn et nn e n et 39




1 Introduction

ZINWELL ZPlus-B191-OD Wireless Outdoor Bridge Unit (herein after referred as ODU) is
fully complying with 802.11b standard, featuring with easy-to-install, easy-to-manage, and
point-to-point and point-to-multipoint connection.

Our ODU is a flexible and cost-effective product which allows you to connect LANs located
in fart buildings with data transmitting rate up to 11Mbps. Our ODU is an ideal device that let
you can replace the expensive lease lines, such as T1 line or fiber optics.

With Power over Ethernet function, our ODU reduces installation expenses and increases
location options by using a single Ethernet cable to supply both data and power to our ODU.

ODU applications
® Point-to-Point / Point-to-Multipoint Architecture
® Indoor/Outdoor Architecture
® Easy Installation

Features
® Complied With IEEE 802.11b 2.4GHz Standard
® Excellent Range with Build-in Power Amplifier and superior sensitivity receiver
® Data Security with WEP, WPA-PSK, TKIP




2 Hardware Installation
This Chapter helps you to install the hardware in a quick and easy way.

2.1 Packing List

Before you start to install the ODU, make sure the package should contain the following
items :

® \Wireless Outdoor Bridge unit * 1

Mounting Kit * 1

Waterproof (IP67) RJ-45 Cable (30M) * 1

Waterproof (IP66) RF Cable (1M) * 1

Power Over Ethernet Kit * 1

Ground Wire * 1

2.5” /4" U bolts * 2 and Anchor * 4

6 dBi omni directional antenna * 1 (separated package)
RJ-45 Cable (1.5M) * 1

obu Mounting Kit

Waterproof RF Cable




Power Over Ethernet Kit

Ground Wire

RJ-45 Cable 6 dBi omni directional

antenna

2.5” /14” U bolt and Anchor

2.2 Hardware Installation

Once you check off everything from the package, you can start to install the ODU. You can

mount to a pipe, a pole or to the side of a building. The steps are showed in the

following :

1. You must mount the ODU into the bracket first.

Note: ALL the 4 screws had been tightened onto the ODU and bracket




2. You can use the 2" inch or 4” inch U bolt to mount on the pipe, depending on the radius
of the pipe. (Wall mounting is referred to Wall Mounting Figure) The two U bolts must
be mounted tightly. Be aware of not over-tighten the U bolt.

Pipe Mounting Figure




Wall Mounting Figure

3. After checking the ODU is mounted well, you can connect the following two cables: the
Waterproof RJ-45 network cable to “P+ DATA OUT” port of ODU and the RF cable to
antenna port. Additional waterproof tool, such as waterproof tape, is recommended
to use to enhance the waterproof function. It is suggested to have a lightening
protector between antenna and antenna port. Connecting the ground wire as the
figure of “ODU ground wire connection.”

ZPlus-B191-OD Cable connection ZPlus-B191-0OD ground wire connection

4. Plug the other end of the waterproof RJ-45 cable to the PoE device. The PoE device
is guaranteed only in indoor environment.

DATA P+DATA

ouT

Note: DON'T plug the power cord into POE device to power on the system before
you finish install the antenna and Ground wire to ensure the safety.

In the ODU indoor part installation, if the RJ-45 cable’s length is not long enough for you to




link to your network device, you can extend the cable length. However, make sure the
maximum length of the RJ-45 cable is 100M (about 109 yards) for normal operation under
802.3 standard.

When you plug the regular RJ-45 cable into the PoE device, you should use the regular
RJ-45 cable to plug into the “DATA IN” of “Power Over Ethernet Kit” to connect to
hub/switch or use the crosslink Rj-45 cable (Not included in the Packing List) to connect
with user’s PC.

The waterproof RJ-45 cable must be connected to the “P+DATA OUT” port.

Note: Be careful! Don’t plug the two cables inversely. It will damage the
devices!

Refer to the following figure for the complete system connection.

Antenna Outdoor

ZPlus-B191-OD

Power injector |
Waterproof RF cable Waterproof RJ-45 cable

Power cord

Ground wire Power supply

RJ-45 cable

HUB / SWITCH




3 Software Configuration

3.1 Enter web configuration page

The default IP Address for ODU is 192.168.2.254; the default IP address for Subnet Mask is
255.255.255.0.

You need to configure your PC’s TCP/IP setting before access the ODU.

For example :

 |IP address 192.168.2.X (X means any figure from 1 to 253 and is not used by other device)
» Subnet Mask 255.255.255.0 (same as the ODU)

After you had configured your PC’s TCP/IP setting, you may need to reboot your PC to finish
the network configuration, if your OS in your PC asks you to do that such as Win98.

Now, you open a web browser and then enter the IP address of the ODU :

http : //192.168.2.254

Then, you can enter the ODU’s web configuration page tO configure ODU to meet

your requirements.

3.2 Status of WLAN Outdoor Bridge

The definitation of each terminology on status page:.

The ODU status description :

System
Alias Name Show this ODU device name.
Uptime System in operation time.

Firmware Version

Show ODU firmware version

Wireless Configuration

Mode

Show the mode (AP or Client) using

SSID Show the SSID setting name
Channel Number Wireless channel using in this ODU.
Encryption Encryption status

Associated Clients

How many client connection now

BSSID

Show the BSSID setting hame now.

TCP/IP Configuration

Attain IP Protocol

The IP setting mode

IP Address

192.168.2.254




Subnet Mask

255.255.255.0

Default Gateway

192.168.2.254

MAC Address

00:05:9e:80:01:a9

WILAN Access Point

Access Point Status

This page shows the current status and some basic settings of the device,

System

Alias Name ZINWELL
Uptime (Odazr-Oh:10m:1 85
Firmware Version wl.h

Wireless Configuration

Meode 4ap

S8 ZFlus-B191-0D
Channel Number 6

Encryption Disabled
Associated Clients 1

BSSID 00:05 56 80:01 a9
Attain IP Protocol Fied IP

IP Address 192.168.2.254
Subnet Mask 2552552550
Default Gateway 0.0.00

MAC Address 00:05 % 80:01 a9




3.3 Wireless LAN Setting

3.3.1 Basic settings

WLAN Access Point

Wireless Basic Settings

This page is used o configure the parroeters for wireless LAN clients which may connert 10 ¥our
Arress Point, Here o may change wireless encryption setings as well as wieless network parametess.

Alias Name: ZIMWELL

[ Disable Wireless LAN Interface

Mode: AP &

Network Type:

EEID: ZPlus-Bl1

Channel Number: [ w

Associated Clients- [ Showr Active Clients

(T ) (=)

1. “Alias name”: let you can set this ODU’s name to distinguish this ODU from others.

2. "Disable Wireless LAN Interface”: By clicking this function, ODU will not transmit RF
signal out. ODU will not connect to any Wireless LAN device.

3. Mode: ODU can support AP and Client modes; choosing the “AP” mode will make ODU
function as Access Point; choosing “Client” mode make ODU perform as a standard
wireless client.

Note : When ODU is under the client mode, ODU can only be connected by cross
link RJ-45.

4. Network Type: When you choose the “Client” mode, you can have two Network Types to
connect the WLAN, one is infrastructure mode and another is ad-hoc mode (You can get
more detail steps in Site Survey chapter.)

5. You can set the SSID name to let the other WLAN devices to locate this ODU.

6. The channel range is from 1 to 14 and auto function. You can manually choose the
channel to fit your WLAN environment, or you can just choose the auto function to detect




the best channel that every time the ODU power on at your installation site.

7. Inthe "Associated Client,” you also can click the “Show Active Client” to see which client

had connected to this ODU.

While using the Client mode of the ODU, you must be connected by a wired RJ-45 cable and can’t

use the AP mode’s functions.

WILAN Access Point

Wireless Basic Settings

This page is nsed 10 conflzue the pararneters for wirsless LA clients which may connect o your
Aroess Point, Here yom may change wireless enceyption settings as well as wirdess network pammmeters,

Alias Name: ZIMNWELL

[0 Disable Wireless LAN Interface

Mode: Client
Netwok Type: Infrastuchire +
SSID: ZFlus-B141
Channel Number:

Associated Clients:

(Ao g (R




This table shows the status of all clients who are connected to this ODU.

; Active Wireless Client Table - Microsoft Internet Explorex EJ[E| E|

Active Wireless Client Table

This table shows the MAC address, transtoission, mreiption packet oonnters and encrypted stats for
each associated wirless clisnt,

518 2.5 no 300

O004:23:71 %8 430

Each time you successfully changed the default setting, the page will show a “successful”
message.
WILAN Access Point

Change sclling successfully!




3.3.2 Wireless Advanced Settings

The default setting is optimized for the normal operation. For specific application, setting
configuration will required highly attention to reach optimistic condition.

Note

Any unreasonable value change to default setting will reduce the throughput of the ODU.

ZJ WLAN AP E@

File Edit ‘iew Fawaorites Tools  Help

@Back b =P IiLI \E] ; j-:Search u Favaribes wMedia {F‘ = E i"i

Acddress | €] http: /152, 168.2.254/home. asp v| [ e

WILAN Access Point

Wireless Advanced Settings

Thesze settings are only for more technically adwvanced users who have a sufficient knowledge
about wireless LAN. These gettings should not be changed unless wou know what effect the
chatiges will have on your Access Point.

Authentication Type: O Cpen dystem O Shared Key & Auto
Fragment Threshold: 523_45 -:(256_23@

RTS Threshold: 2347 (02347

Beacon Interval: 1 oo (20-1024 ms)

Data Rate: [Auto v

Freamble Type: & Long Preamble O Short Preamble
Broadcast 55ID: ®Enabled O Disabled

Int. Roaming: () Enabled O Disabled

Tx Power: (&) 250m W 24dBari)

O 200 23dBr)-Default
O 50m W21 B

O 1000 B

O 50m¥A7(17 dBiri)

Apply Changes ][ Reset l

1. Authentication Type : Choose the Open system, Shared Key, or Auto type. The
default setting is “Auto.”

2. Fragment Threshold : While transmitting large files, this function will help you to
improve the network performance. (The default setting is disabled set the value to the
maximum)




. RTS Threshold : This function is designed to prevent the low throughput from the
hidden node of WLAN device. The default setting is disabled (set the value to the
maximum).

. Beacon Interval : The interval time to send the beacon. The default value is 100ms.

. Broadcast SSID : Broadcasting the SSID will let your client find the ODU automatically.
If you disable the function, you must connect the xx by manually write down the ODU’s
SSID in your client setting.

. Int. Roaming : This function will let users roam among ODUs. Users can have more
wireless working range. You should comply with the following instruction to ensure
that you can roam among the wireless coverage areas.
® All the ODUs must be in the same subnet network and the SSID must be the
same.
® |f you use the 802.1x authentication, you need to have the user profile in these
ODUs for the roaming station.

Tx Power : The output power you can adjust to follow different country regulations.

Output Power Antenna gain
FCC Certification 200mW (default ) 6 dBi or 9dBi
CE Certification 100mW (with 6dBi or 9dBi
Antenna)




3.3.3 Wireless Security setup

The default security setting of the encryption function is disabled. Choose your preferred
security setting depending on what security function you need.

WILAN Access Point

Wireless Security Setup

This poge allews vou setup the wirsless security, Tom on WEE or WA by using Encryption Fews could peevent
any vnauthonzod accces to your wirchess norwork,

Encr¥ption: Mone v
[ 1Use 802.1x Authentication WEP &dbits EP 128hits

WPA Authcatication Mode: WEPARADIUS - Preshared Eey
WPA Unicast Cipher Suite: TEIP

Pre-shared Key Format:

Pre-shared Eey:

Anthentication RADIUS Server: ¢, | TP addess P

Hote: Wien eocrypiton WEF 1c selacied] you must set WEF fey valie,

3.3.3.1 WEP Encryption Setting

When use the WEP encryption, you can choose to set the WEP key or to use the 802.1x
Authentication.

WILAN Access Point

Wireless Security Setup

This page allows vou setup the wireless secusity, Tom on WEP or WEA by wing Encryption Eevs could prevent
any vnanthorizad acoess 10 vour wireless netwodk,

Encryption: | WEE v SetWEP Key

[TUse $02.11 Authentication WEPEdb  WEP 128kits

WPA Authentication Mode: WPARADIUS  ° Preshared Fey
WPA Unicast Cipher Suite: TKIP

Pre-shared Eey Format:

Pre-shared Eey:

Authentication RADIUS Server: Fort IP addiess Password

MNoter Wien encrypion WEF i sefecied, your miist set WEF key valie,




If you decide to use the WEP encryption to secure your WLAN, refer to the following
setting of the WEP encryption:

1. 64-bit WEP Encryption : 64-bit WEP key are the same with the encryption method of
40-bit WEP. You can input 10 hexadecimal digits {0~9},{a~f},{A~F}

2. 128-bit WEP Encryption : 128-bit WEP key are the same with the encryption method
of 104-bit WEP. You can input 26 hexadecimal digits {0~9},{a~f} {A~F}

3. The Default Tx Key field will let you specify which of four keys you would want to use
in your WLAN environment.

a WEF Kev Setup - Microsoft Internet Explorer

Wireless WEP Key Setup

This page allows wou setop the WEP key valve, Yon conld choose use &4-hit or 128-hit a5 the encevption
Jeey, and zelect ASCIT or Hes as the formnat of inpot valoe,

Koy Lentk
Key Format: | Hex (10 characters) v |

Defanlt Tz Eey:

Encryption Key 1: [ rhsbrins |
Racoypion Key 2 [Frseee |
Encryption Key 3: [ rsees |
Encryption Key 4: | Frsnes |

’ Apply Changes l [Close] ’Reset]




3.3.3.2 WEP Encryption with 802.1x Setting

If you use the WEP encryption, you can also use the RADIUS server to check the
admission of the users.

Then you can choose WEP 64 or 128 bit encryption to fit in with your network environment.
The default Port is 1812. In IP address field, you need to specify the RADIUS server’s IP
address. The Password’s length is depending on your choice of WEP key’s bits.

WLAN Access Point

Wireless Security Setup

This page allows you setup the wirsless secoxdty, Tom on WEP cr WPA by nsing Encryption Eevs could prevent
an nmanthouized access w0 vour wireless netdrods,

Encryption: WEP v
[“]Use 802.1x Authentication & WEP &dbits O WEP 128kits

WPA Authentication Mode: WEA-RADTIS Pre-shared Key

WPA Unicast Cipher Suite: TEIF

Pre-shared Eey Format:

Pre-shared Eey:

Authentication RADIUS Server: ¢ 1812 | g Password

Mg When ancrvpton WEF s sofoted vomr st ser WEER fov valie

(o) (FeA]




3.3.3.3 WPA Encryption Setting

If you choose the WPA encryption, you can use the WPA-RADIUS or Pre-shared Key to enhance

your security setting. You also can enable or disable the TKIP. There are two formats of the

Pre-shared Key formats: passphrase or Hex (64 characters).

[Encryption: WFA ~
Use 802.1x Authentication

WILAN Access Point

Wireless Security Setup

This page allows vou semp the wieless securty, Tom on WEP or WEA by vsing Encryption Eeys oould prevent
any wnanthorized access w0 your wireless network,

WEF &dhits WEP 128hits

'WPA Anthentication Mode:
'WPA Unicast Cipher Suite:
[Pre-shared Eey Format:
Pre-shared Key:

O WPARADIUS & Pre-shared Key

M TEIFP
Passphrase

(Ao =) (R

Anthentication RADIUS Server: Pout

IF addmess Passyrord

Mote: Whan encryvoton WEP o cafocief vou mizet ot WEF key valie




If you choose the WPA encryption, you can use the WPA-RADIUS or Pre-shared Key to enhance
your security setting. You also can enable or disable the TKIP. The default Port for RADIUS

Serveris 1812, and in IP address field for you to specify the RADIUS server’s IP.
WLAN Access Point

Wireless Security Setup

This page allews you setop the wireless security, Tum on WEE or WPA by using Encryption Kevs oould prevent

any nnanthorizsad access to vour wireless netwads,

Encryption: WP& v

Use 802.1x Authentication WEP &dhits WEF 128hits
WFPA Aunthentication Mode: (@ IWPARADIIS O Preshamd Key

WPFPA Unicast Cipher Suite: TEIP
Pre-shared Eey Format:

Pre-shared Eey:

Anthentication RADIUS Server: Fort| 1812 | 1P adduess Fassword

MNowe: When eocryton WEE rs salferiad. vonr miist sot WEE key valie,

l Apply Changes ][Reset]

3.3.4 Wireless Access Control

You may have a simple firewall to prevent the unauthenticated customer to connect to our

ODU.

1.

For MAC address, types in the MAC address number.

If you add the filtering MAC address to allow the connection, you must carefully do
with the “Wireless Access Control.” When you enable the access control, you
need to add the MAC address that be allowed to connect to the ODU.

The Current Access Control List shows the clients who are connected to the ODU.
Caution: If you delete all information in the control list, your wireless access
control function will still be enabled. However, you will not able to connect to the
ODU again by using wireless port. Manage the control list carefully.




WILAN Access Point

Wireless Access Control

Tf wou enables wirdless access control, only those clients whese wirdless MAC addiesses ane in the access
comtee] st will be able to conmect 0 your Aocess Point, When this option is enabled, no wieless clients
will ke able to conmect if the list contiins no entries,

Enable Wireless Access Control

MAC Address: |(0042371a623 Comment: |F~

(s G (R

Current Access Control List:

O0:04:23:71 :a9:c8 notebook I ]

[ Delete Selected, l [ DeleteA]ll [Reset]




3.3.5 Wireless Site Survey

When you enable the Client mode, you can use this page to discover the ODU and connect to it by

using this function.

WILAN Access Point

Wireless Site Survey

This page provides tool 1o scan the wireless netwaod, If any Access Point or IBSS 15 found, wou oould
choose o connect it roanwally when client mode is enahbled,

ZFlns-B191 0220580 750 & Ad hoo no *

Refresh




3.3.6  WDS Settings

WDS function includes Wireless Repeater Mode and Bridge Mode, which shown on 5.3.4
and 5.3.6.

When you set up the WDS system, you should consider the following items:

1. ALL your ODU must have the same channel.

2. ALL The ODU and Clients devices must be at the same subnet network.

3. WDS connection scenario allows devices under WDS mode (WDS device) and Client
mode (Client device) to be connected. If you only want to allow WDS devices
connecting to WDS network, you can enable the “Access control” function and don’t
add any MAC address to the list. If you want to enhance the security, you can disable
“Broadcast function after you had finished the WDS setting. (Please refer to Chapter
3.3.2 “Wireless Advanced Settings”)

4. The following figure is the example for your reference.

1.

ok wbd

In WDS1 you should add the Mac address of the WDS2.

In WDS2 you should add the Mac addresses of the WDS1 and WDS3.

In WDS3 you should add the Mac addresses of the WDS2, WDS4 and WDS5.
In WDS4 you should add the Mac address of the WDS3.

In WDS5 you should add the Mac address of the WDS3.

WDS1

WDS2

WDS3

WDS4

WDS5




WILAN Access Point
WDS Settings

Wireless Distribution Svstern vses wireless media o ocmrounicate with other AFs, like the Ethemet
does, To do this, you must set these APs in the sare channel and set MAC address of other 4Fs which
yom Want 10 cornromnicate with in the table and then enable the WIS,

Enable WDS
Add WDS AP: MAC Address | Comment
[ Apply Changes ] [RESE:t ] [ Set Sernity ] [ Show Statistics

Current WDS AP List:

00:05:9:80:01 a8 ZFlnz-B1%0 [ ]
000598000 a7 ZFlus-B190 (MIS) 1

Delete Selected ] [Dele:ba!—‘s]l] [Reset]

3.4 LAN Interface Setup

This configuration is mainly for the ODU’s IP mode setting (Fix and DHCP) and DHCP
Server setting.
You can set the ZPlus-B190-OD’s IP by using the fixed IP or DHCP client.

ODU also can support the DHCP Server for your network environment.

ODU also supports the 802.1d spanning tree function.

And you also can do the Clone MAC address to simulate other network device’s MAC
address.

3.4.1 Using the Fixed IP

When you use the fixed IP for ODU, you must fill up the IP address and Subnet Mask and
Default Gateway (if you need to have.)




WILAN Access Point

LAN Interface Setup

This page 1s vsed o oonfigure the prrameters for local area network which connects o the LAN port of
wour Aocess Point, Hee you may change the setting for IF addresss, subnet mask, DHCF, ete.,

IP Address: 192.168.2.254
Subnet Mask: 2552552550
Defanlt Gateway: 0000

DHCP: Disabled +

DHCP Client Range: -
DNS Server:

802.1d Spanning Tree: Disabled «

Clone MAC Address: 00000000000

Apply Changes Reset




3.4.2 Using DHCP Client

You also can use the DHCP client mode to get the IP and other setting. Be carefully using
this function.

You need to know which IP ODU will get. Otherwise, you will not be able to connect to the
ODU’s web page.

WLAN Access Point

LAN Interface Setup

This page 15 nsed to configure the pammoeters for local area network which connects to the LAN port of
your Access Point, Here o may change the seting for IP addresss, submet mask, DHCP, et

IP Address:

Subnet Mask:

Default Gateway:

DHCP: Client [0

DHCP Client Range: -
DHS Server:

802.1d Spanning Tree: | Disabled «

Clone MAC Address: Q00000000000




3.4.3 Enable DHCP Server

If you don’'t have another DHCP server in your network, you can enable this function to
support your network.

You must set up following:
1. DHCP Client range: 192.168.2.X (X:1~253)
2. DNS Server: to identify which DNS is more useful to you.

WILAN Access Point

LAN Interface Setup

This pageis nsed fo configne the parameters for local ara netword which connercts o the TAN port of
yoar Access Point. Here yon may change the setting for [P addiesss, subnet mask, DHCF, ete.

IP Address: 192.168.2.254

Subnet Mask: 2552550550

Tiefanlt Gateway- .00

DIICP. Sorver v

DHCP Clicnt Range: 192.168.2.1 - |192.168.2.253 Show Client
DNS Scrver: 168.95.1.1

302.1d Spanning Tree: Tisahled s
Clone MAC Address: /000000000000

Apply Changrs [ Resct

After you finish the default setting, if you change the ODU'’s IP, you have to re-connect the Web
Server with the new address.

WILAN Access Point

Change setting successfully!

If IP address was modified, you have to re-connect the WebServer
with the new address.




When you enable the DHCP server, you can see which client had been assigned the IP address.

a Active DHCFP Client Table - Microsoft Internet Explorer

Active DHCP Client Table

This table shows the assigned [P addess, MAC address and e expived for each DHCP leased.
client,

19216822 00:04:23:71 390 863591

3.5 WLAN AP Statistics

This page shows the wireless statistics, the packet counters for transmission and
reception regarding to wireless and Ethernet networks.

WILAN Access Point

Statistics

This page shows the packet connters fior transmission and reception regarding to wircless and Ethemet
networks,

) Sent Packers 357
Wireless LAN S
Feverve! Packers 442
Sent Packers 10
Ethernet LAN =
Feverved Packers 4]
Refresh




3.6 Upgrade Firmware

When you upgrade the firmware you can get it from the Website.
When you upgrade the firmware, please don’t power off the ODU.

WLAN Access Point

Upgrade Firmware

This page allows you upzrade the Aocess Point fionware to new version, Flease note, do not povwer off
the device duiing the wpload becanse 1t may crsh the system.,

Select File:
Upload | |Reset

Note:
Please use the wired connection to upgrade the firmware!

3.7 Save/Reload Settings

You can save the setting for backup purpose or other the same device, and you can reload
the file that saving your configuration. There is a soft reset bottom to reset the ODU to
factory default.




WLAN Access Point

Save/Reload Settings

This page allows you save curent setings 10 a file or reload the setings from the file which was saved

: = previcusly, Besides, vou could reset the curent configuration to factory defanlt,
B
B Save Settings to File: Save..,
; = ; Load Settings from File: | (Brewee | [ Ugload

Reset Settings to Default: Reset

3.8 Setup Password

To protect your configuration and system, you can set an administrator to authorize login.

WILAN Access Point

Password Setup

This page is nsed to set the acoount o access the web server of Access Point, Brnpty nser narne and
password will disable the prowection,

User Mame:

New Password:

Confirmed Password:

(e ) (7= ]




When you set an administrator to control the web page, each time people want to login the system
web page, they will need to be verified.

‘A about:blank - Microsoft Internet Explorer

File Edt View Favortes Tools  Help

‘..‘ J
eBack - Q @ @ zh ):) Search *Favorites eMedia @ @v %
Address F@ http:/{192.168.2,254

v| Go Links *

Connect to 192.168.2.254

i

Wireless Access Poink

User narne: | [ <3l

Password: |

[CIremermber my password

[ Ok, ] Cancel

{&] Opening page http:/{192.168.2.254/...

' Inkernet
-




4 Wireless Connection Architecture

IEEE 802.11 defines two types of network service : Infrastructure and ad-Hoc mode.

You can select either one to fit your network environment.

4.1

4.2

= il | =
Infrastructure mode

ALL PCs, with wireless LAN card, connect to the ODU that has been linking to the
LAN and all the resource can be integrated or shared.

This is the traditional mode of the AP, you can put your ODU in a center position of
your office or other better position to have good RF cover range, and your entire
wireless device, such as Laptop or PC, can connect and be controlled by this ODU.

The entire PC can share the resource and have internet service through the
wireless ODU.

Ad-Hoc mode

In this mode, client can have an independent wireless group in a meeting or small
office.

You can setup a SSID in a mobile device or a PC, and then other device can
connect to this SSID to join the small network to share the resource.




4.3 Wireless AP Functions

Access Point can have various functions to make your network more effectively.

4.3.1 Access Point Mode

In the Access Point function, you can connect the ODU to the LAN by using RJ-45
cable and PC can use the wireless LAN adapter to connect with ODU to share the
resource and join to the network environment.

In this function, you can use it indoor for normal using in wireless networking. And you
also can use it outdoor for Hot Spot, people can use wireless in square or courtyard
outside the house.

Access Point

b LAN-1

“=  STA-1 (Infrastructure)

Access Point mode

-{}!:1%!
))
[t ’

z =
‘ » ,\f l\\\ V. .

(e ’
e

- STA-2 (Infrastructure)

- STA-3 (Infrastructure)




4.3.2 Access Point Client Mode (Ad-Hoc)

By using the Access Point Client function, you can have both the AP function and Client
function. You can use the wire line to connect to the LAN and use the wireless client
“ad-Hoc” function to join to each other.

Access Client ( Ad-hoc)

e n g d
LAN-1 LAN-2 -
b - u 4
) L1}
Access Client-1 (Ad-hoc) EU ) (¢ Access Client-2 (Ad-hoc)
‘r _:\
< 5 {
/ A"
\ = /
J
> STA-1 (Ad-hoc) “* STA-2 (Ad-hoc)

4.3.3 Access Point Client Mode (Infrastructure)

By using the Access Point Client function in Infrastructure mode, you can connect to the
LAN with wire line and can setup a Basic service set to let other client including the PC
client and AP Client.

Access Client (Infrastructure )

_IL | LAN-1 LAN-2 N “

Access Point

_:4 ----------------------- > J E Access Client (Infrastructure))

«n A

\.

STA-2 (Infrastructure)

STA-1 (Infrastructure)




4.3.4 Wireless Repeater

Wireless Repeater can extend the range of the wireless radio. You can then add the long

range of the wireless group.
Wireless Repeater

LAN-1 u
Access Point-1 E O oo ks » 5 i
= F STA (Infrastructure)
v ) s
oy,
o 5
:, ) E\Uirclcss Repeater-1
fre M “‘ i
Access Point-2 i E Wireless Repeater-2
G T
: I * x
e ey
LAN-2 LAN-3
« W 4L « ¥ “a o
= = } % &
- o - &
STA (Infrastructure) STA (Infrastructure) STA (Infrastructure) STA (Infrastructure)

4.3.5 WDS (Wireless Distribution System)

You can use the WDS function to connect to both of the AP and wireless LAN client.

WDS (Wireless Distirbution System)

LAN-2 J
Wireless Bridge-2 z e > -
.......... 5 ’

= STA-2 (Infrastructure)
. i (i '

b dJ i

Y N ‘\)/% - : Yy : .- -
¥y E e V.
\ S Wireless Bridge-3 J
o A& Wireless Bridge-1 A S
STA-1 (Infrastructure) == = = % STA-3 (Infrastructure)




4.3.6 Wireless Bridge

You can use this function to connect two or more location (Point-to-Point, Point to
multi-Point).

Wireless Bridge

Wireless Bridge-2

Y

Wireless Bridge-1 Wireless Bridge-3




4.4 Selecting an appropriate site

1

Selecting an appropriate site for your ODU will ensure the best performance.

Avoid locating the ODU near metal objects such as appliances (e.qg., refrigerators,
ovens, and washer/dryers). While considering the location of the ODU, keep in mind
that your appliances may be on the other side of the wall.

For best performance, locate the ODU as close to the center of the area that you will
be covering. Keep in mind that radio waves radiate outward from the ODU in a circular
pattern.

Normally, the higher that you locate the ODU, the better the performance and range
will be.

Remember that many things can cause a degrade of the radio signal including brick
walls, metal-reinforced concrete, the metal housing of appliances, or even wiring in
the walls.

4.5 Power over Ethernet

Power over Ethernet is a new industrial standard for products that are difficult to have
the power supply. Only one RJ-45 cable can transmit both data and power.

We recommend the Poe system for easier installation while using less cable lines.
Plugging with the Poe device, you can have low cost, easy maintenance, convenience,
high reliability, high stability, and high security.
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