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1. Introduction

This user manual provides comprehensive documentation for AVG Internet
Security Network Edition.

Important notice:

The document may contain references to other user guides, especially the
Internet Security guide. If you are not familiar with the AVG User Interface
and AVG advanced/Firewall settings we strongly recommend that you
download all relevant guides in advance from the http://www.avg.com
website, Downloads section.

1.1. AVG Network edition scheme

Please review the simplified scheme of AVG Network Editions showing the basic
connection and interaction of remote administration components in the default and
most common configuration:

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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1) AVG DataCenter

consists of a database, and AVG Admin Server. The AVG Admin Server
performs the role of a mediator between the AVG DataCenter and AVG
stations. The AVG Admin Console uses the AVG Admin Server to approach the
AVG DataCenter database, and to centrally define stations' settings and
system parameters. AVG stations approach the AVG Admin Server to read the
setup parameters; and to save their currently defined setting and scan results
into the AVG DataCenter.

AVG Admin Server also works as a local update source. If you deploy

UpdateProxy role to multiple servers, you can then use them for updating
stations and keep the bandwidth/load in balance.

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 8



2)

3)

4)

1.2,

AVG Admin Console

is a program for administration of AVG stations. It communicates directly with
the AVG Admin Server.

Stations

communicate with the AVG Admin Server (accepts the default settings,
requests specific settings, sends the scan results etc.)

AVG Technologies Server

provides AVG Admin Server/Servers with update files.

Key features and functions

AVG Internet Security Network Edition offers the following functions:

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved.

Remote installation

Using this function you can easily install AVG on all stations in the local
network. This remote installation is secured by the AVG Network Installer
Wizard - a program for direct remote installation and/or creation of an
installation script that makes it possible to run the Setup installation program
on all remote network stations.

Centrally controlled updates

All AVG stations in the network can be updated centrally using the AVG Admin
Console.

Server roles

AVG Internet Security Network Edition can now act in multiple roles,
where each role can be deployed separately (DataCenter role used for remote
stations management, UpdateProxy role for managing updates), which allows
the user to divide the load among multiple physical servers.

Secured communication

Network communication between AVG Admin (AVG Admin Server) and stations
is completely encrypted.

2 AVG
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. Full remote administration in the network

The full functionality of the AVG Internet Security Network Edition
guarantees:

o Automated remote AVG installation on all network stations thanks to
new AVG Network installer Wizard

o] Continuous overview of all network AVG stations’ current status
o Central control and administration of AVG stations’ configuration

AVG Internet Security Network Edition full functionality is provided by the
AVG Admin Console, and the AVG DataCenter.

If you do not need the full functionality, it is possible to install and deploy only
the AVG Admin Lite (for installation scripts generation only).

o In addition to all standard features, AVG Internet Security Network Edition
may contain the following components support (configuration available directly
from the AVG Admin Console):

o Anti-Spam protection

o Anti-Spyware protection
o Firewall protection

o Web Shield protection

o LinkScanner protection
o Anti-Rootkit protection

o] System Tools component

Note: Depending on your network edition, the support of components may
vary!

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 10



1.3. Operating Systems Supported

AVG Internet Security Network Edition is intended to manage/protect stations
with the following operating systems (with the exceptions mentioned below the list):

Windows 2000 Professional SP4 + Security Rollup Pack
Windows 2000 Server SP4 + Security Rollup Pack
Windows XP Professional SP2

Windows XP Home SP2

Windows XP Professional x64 Edition SP1

Windows Server 2003 SP1

Windows Server 2003 x64 and Itanium

Windows Vista (32/64-bit), all editions

Note: The Anti-Spyware on-access scanner is available only for Windows 2000
SP4 + Second Rollup (informally known as Service Pack 5), Windows XP SP2,
Windows XP Pro x64 Edition SP1 and Windows Vista.

The AVG Admin console and related components are supported in the following
operating systems:

Windows 2000 Professional SP4 + Security Rollup Pack
Windows XP Professional SP2

Windows XP Home SP2

Windows Server 2000 SP4 + Update Rollup Pack
Windows Server 2003 SP1

Windows Server 2003 x64 Edition

Windows Vista (32/64-bit)

The AVG Admin Server is supported in the following operating systems:

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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Windows 2000 Professional SP4 + Security Rollup Pack
o Windows Server 2000 SP4 + Update Rollup Pack
o Windows Server 2003 SP1

. Windows Server 2003 x64 Edition

1.4. Minimum Hardware Requirements

Minimum hardware requirements for AVG Internet Security Network Edition are as
follows:

o Intel Pentium CPU 300 MHz
o 70 MB of free hard drive space
) 64 MB of RAM memory

Minimum hardware requirements for the AVG Admin console, AVG Admin Server
and related components are as follows:

o Intel Pentium CPU 300 MHz
o 70 MB of free hard drive space

o 128 MB of RAM memory

1.5. Recommended Hardware Requirements

Recommended hardware requirements for AVG Internet Security Network Edition
are as follows:

o Intel Pentium CPU 1,2 GHz
o 70 MB of free hard drive space

o 256 MB of RAM memory

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 12



1.6. Network Requirements

To be able to successfully install AVG on stations remotely, it is necessary to take
some steps in advance.

Note: If you experience any problems with the remote administration/installation/
connection even after reviewing the chapters below, please try to find the proper
answer in the FAQ (Frequently Asked Questions) located at www.avg.com.

1.6.1. Ports to be allowed on stations

For individual stations in your network, that use a personal firewall, you will
probably need to allow certain ports and set specific system features in order to be
able to correctly use AVG remote installation.

Depending on the firewall type and settings on each station, some of the
requirements listed below may be already predefined or allowed, or its settings may
not be available under the same name and description. We strongly recommend that
all changes should only be done by well experienced users! Always consult the User
manual or Help guide for your firewall before proceeding to change any settings.

o Ping (ICMP type 0 - Incoming echo request)

Change this setting only if the AVG Network Installer is not able to detect
network station(s), which you are sure are switched on and fully operational.

In the firewall settings used on the remote station allow the incoming ping
requests within the local network. Often this function can be found under
ICMP type 0 or Incoming echo request or similar description. If set
correctly, AVG Network Installer will be able to find the station in the network.

) File and Printer Sharing for Microsoft Networks

To allow AVG Network Installer access to a remote station over the Admin$
share, you first need to allow File and Printer Sharing for Microsoft
Network on the remote station. Specifically you must allow TCP ports 139
and 445 and UDP ports 137, 138 and 445. This way the AVG Network
Installer can copy the AVG Agent to the remote station.

As a first step you should check, that the File and Printer Sharing for
Microsoft Networks is installed on the remote station. If you are using
Windows 2000 or XP, you can find the settings under Start/Settings/Network
connections. In the properties window of the Network connections, tick the File
and Printer Sharing for Microsoft Networks. If you cannot see such an

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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item, then it is probably not installed yet. In this case, please contact your
station administrator or install the component yourself from the installation
CD.

If the File and Printer Sharing for Microsoft Networks is successfully
installed, you need to allow the ports mentioned above in the firewall installed
on the remote station. If for example the built-in Windows XP firewall is used,
you can easily allow this feature by clicking the File and Printer Sharing item
located in the Exceptions tab.

. RPC: Remote Procedure Call

To be able to launch the AVG Agent on the remote station, you need to allow
the following ports in the firewall on the station - TCP and UDP port 135.

o Communication on TCP port number 6150

For correct communication between the AVG Network Installer and the AVG
Agent component you need to first allow communication on TCP port 6150.
Using this port the AVG Network Installer controls the AVG Agent tool and
passes it the AVG installation files.

1.6.2. Ports to be Allowed for Remote Administration

Ports that need to be allowed for remote administration are listed below:

o Communication on TCP port number 80
For downloading AVG updates from the internet to the AVG Admin Server
UpdateProxy, it is necessary to permit outgoing communication for these
components on TCP port 80.
For successful connection between AVG Admin Server and stations, you also
need to allow other ports on your router/firewall/hub/VPN or other type of
relevant connection type, hardware or software:

) TCP Port 4158

For basic communication between the AVG Admin Server and the AVG stations
and the AVG Admin console, you need to allow TCP port 4158 (predefined
by default).

This port can be changed in the AVG Admin Server configuration and in the
AVG User Interface on the station (via upper menu Tools/Advanced Settings

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 14
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- Remote Administration).
. TCP Port 6051

This port is used for direct messages from AVG Admin Server to the AVG
Station.

This port can be changed within the AVG User Interface on the station (via
upper menu Tools/Advanced Settings — Remote Administration group).

) TCP Port 6054

This port is used for direct messages from the AVG Admin Server to the AVG

Admin Console. This port is not configurable. AVG Admin Console tries to open
this port automatically for listening, if the port is not available, it tries to open
subsequent ports (6055, 6066, ...) until it successfully finds an available one.

1.7. Migrating Stations From Previous Version

The migration of one AVG DataCenter to another is described in the How to/
Migrate stations from/to different DataCenter.
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2. AVG Internet Security Network Edition Installation
In order to be able to remotely install AVG on stations, you must first install AVG
8.0 Remote Administration and its components.

The whole process consists basically of two steps:

o Components Installation

o Deployment process

Note: It is strongly recommended that you go through the following chapters first to
get a general overview of AVG Internet Security Network Edition installation
possibilities so that you can set the configuration that best suits your needs.
Especially check the Where to Install and Deploy and Components Overview
chapters.

AVG Internet Security Network Edition can be launched using the exe file within
the AVG Admin directory on the installation CD. Also, the latest installation package
can always be downloaded from the AVG website at www.avg.com, in the
Downloads section.

Before installing AVG Remote Administration visit the AVG website and
check for the latest installation file!

2.1. Components Overview
Below you will find brief overview of all components.

2.1.1. AVG Admin Server Deployment Wizard

This wizard will help you to deploy AVG Internet Security Network Edition onto your
server or divide it across multiple servers.

2.1.2. AVG Network Installer

The AVG Network Installer Wizard helps you to automatically install AVG on remote
stations with only a few clicks.
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2.1.3. AVG Admin Console

The AVG Admin Console is a central place for administration of your remote AVG
station installations in the network. It communicates with the AVG Admin server and
controls, processes and displays all relevant events.

2.1.4. AVG Admin Lite

AVG Admin Lite is the name given to a simplified installation of AVG Internet
Security Network Edition, providing only a local update source and script AVG
installations on stations, without the benefits of AVG DataCenter and AVG Admin
Console.

2.1.5. AVG Admin Server

The AVG Admin Server stores data in a database (AVG DataCenter) and performs
the role of a mediator between the AVG DataCenter and stations. AVG Admin Server
may also work as a local update source.

The AVG DataCenter is a database that contains the entire configuration for AVG
stations, including scan and tasks settings. All stations with AVG installed, as well
as the AVG Admin Console program, communicate with the AVG DataCenter. The
communication is possible only if the Remote Control Communication Library
component is properly installed on all stations connected to the AVG Admin Server.

AVG DataCenter supports one embedded and several standalone (commercial) SQL
database systems. You will be able to choose specific database system during
deployment process (AVG Admin Deployment Wizard starts after installation).

2.1.6. Server roles

There are two roles, that can be deployed after installation on AVG Admin Servers.
The selection of roles is a key part of the deployment process, that will take place
right after product installation. The roles are as follows:

o DataCenter role
Allows central management of AVG stations configuration via the AVG Admin
Console, collects scan results from AVG stations, shows components states and
much more.

o UpdateProxy role

Serves as a proxy server for downloading and distributing updates to your
stations.
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2.2. Where to Install and Deploy

You can install and deploy different components/roles of AVG Remote Administration
to different servers/stations. There is no need to install everything on one machine.

Once you finish product installation, you will proceed to the deployment process,
that allows you to deploy different server roles.

For example, the AVG DataCenter role can be deployed to some central server in
your network. If your network or number of stations is large, you can deploy the
ProxyServer role to multiple servers across the network to achieve load balancing
and adequate bandwidth usage.

Also, the AVG Admin Console (central application for administration of your stations)
can be installed to a different station and the administrator can manage the stations
from any place.

2.3. Language Selection

The welcome dialog appears in the language of the operating system to which AVG
Internet Security Network Edition is being installed. You can switch to another
language and confirm your choice by pressing the Next button.

= AVG 8.0 Remote Administration build 43 (12/20/2007)

Welcome!

a AVG wielcome ta the A%G 8.0 Remote Administration Setup progran.

Chooze setup language IEngIlsh |
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2.4. License Agreement

This dialog window offers the full wording of the AVG Internet Security Network
Edition license agreement. To approve, press the Accept button. Otherwise press
the Don‘t accept button, and the installation process will be cancelled.

= AVG 8.0 Remote Administration build 43 (12/20/2007)

,  Pleaze read the following License Agreement. Scroll down to see the entire document. Accept
\.{/ the License dgreement by clicking the Accept button,

Licensing Agreement E

Thiz iz a Licensing Agreement between you, the end user of software, and GRISOFT,
z.1.0. [hereinafter "GRISOFT"]. Pleaze read this document carefully!

In caze you do naot agree with the zaid terms and conditions, immediately stop wsing this
zoftwarel You may get a refund of the licensing fee paid within 80 dayps from the date the product
was purchaszed as long as you return all parts that were included in the product package and
destroy all copies of the zaid verzion of the zoftware and/or uningtall it,

1. Grant. GRISOFT, subject to the terms and conditions of this Licensing Agreement,
hereby grants pou a nohexcluzive, nontransferable right and license during the term aof this

™

Ih order to continue with the installation of A%G 8.0 Remote Administration you must accept thiz Licenze
Agreement. Do pou accept the terms of the preceeding Licensze Agreement?

Don't accept
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2.5. Installation Type

= AVG 8.0 Remote Administration build 46 (1/8/2008)

Select Installation Type
a AVG & Full Installation [recommended)

installs the praduct with all pozible components

' Custom Installation
WWith options to customize certain parameters during the
ingtallation process,

 Lite Installation
Inztalls the product in the Lite configuration which
containg only prosy update server and soripk generator for
network, inztallation.

< Back I Heut » I Exit |

In this dialog select which type of Remote Administration you wish to install. You
have the following options:

o Full Installation
This is the recommended option. It will install all possible components.

) Custom Installation
This option allows you to select, which components you wish to install.

o Lite Installation
This choice installs the product with simplified wizards that contain predefined
settings for UpdateProxy role only. The AVG Network Installer Wizard
allows only simple script generation. No console for administration will be

installed and no AVG DataCenter will be deployed.

You can find more information on the Lite Installation in the AVG Admin Lite
Chapter.
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2.6. Enter license number

= AVG 8.0 Remote Administration build 53 (1/16/2008) E

Personalize AVG 8.0 Remote
Administration

a AVG User Mame: ITechnicaI Suppart

Comparny Name: |I3F|ISDFT, S0,

Licensze/Sales I
MHumnber:

ou will find vour License/S ales Mumber:
- in the e-mail zent to your e-mail address, or
- oh the product registration card, or

- oh the retail package label

< Back Eit |

In this dialogue enter your User name, Company name (if applicable) and your
License or Sales Number. Click the Next button to continue.

2.7. Destination Folder

You have to specify the destination folder where AVG Internet Security Network
Edition (and its components) will be installed. If you want to select another
directory, specify the directory path or choose a directory from your local disk by
pressing the Browse button. To continue the installation press the Next button.
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= AVG 8.0 Remote Administration build 43 (12/20/2007)

Destination Folder

a AVG Changing the destination folder is not allowed becauze the AVG
8.0 Remate Administration has been installed in the folder shawn
bielow.

If you would like to change the destination folder anwway, it will be
necezzam to uninztall AYG 8.0 Bemote Administration and then
reinztall

Ciestination folder:

Erowse |

If you specified a directory different from the default one, and the specified directory
does not exist, a new dialog will pop up asking you whether you want to create the
directory. To confirm creating the directory, press the Yes button.

2.8. Component Selection

The new dialog window asks you to select those AVG Internet Security Network
Edition components you want to install (does not apply to the Lite installation
option). By default, all components are selected. If you decide on another
arrangement, check or uncheck the respective checkbox. To continue the installation
process, press the Next button:

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 22



2 AVG

Tousgh on threats

ol AVG 8.0 Remote Administration build 43 (12/20/2007) X

Component Selection

a AVG Select the compaonents that you would like to install. Only thoze

components that are zelected will be installed. ltems that hawe not
been selectad will not be installed, or will be uninztallad.

AWE Admin Console
AVE Admin Server
Graphic reporte

AWE Metwork Installer
Documentation

El Bl & R El

Note: If you want to use Graphic reports, install the component on the computer
where you install AVG Admin Server, and on each computer where you install AVG
Admin Console. Graphic reports are generated by the AVG Admin Server and can be
viewed by the AVG Admin Console.
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2.9. Installation Summary

This dialog presents a list of all selected parameters. To continue the installation,
press the Finish button.

= AVG 8.0 Remote Administration build 43 (12/20/2007)

Installation Summary

a AVG Please review the information below ta confirn that it iz comect.

Click Finizh to complete the installation, or click Back to modify any
zettings.

Destination folder for 445G 8.0 Femate Administration files:
C:"Program Filesh\GrisofthdW 68 Admin

Licenze:
Licenzed uzer;
Technical Suppart

Caompany hame:
GRISOFT, s.r.o.

Exit

2.10.Installation Complete

The Installation complete dialog appears to confirm that AVG Internet Security
Network Edition and all its components were installed successfully. Press the OK
button to finalize the installation.

If the installation went through correctly, one of the following Wizards will launch
automatically depending on your previous choices during installation process:

) AVG Admin Deployment Wizard

This Wizard will start automatically if you chose Full or Custom installation in
the Installation type dialogue.

For more information see the AVG Admin Deployment Wizard chapter.

Note: You must go through this wizard in order to make AVG Internet Security
Network Edition function properly.
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AVG Admin Deployment Wizard Lite

This Wizard will start if you chose Lite Installation in the Installation type
dialogue. For more information see the AVG Admin Deployment Wizard Lite
chapter.

Note: You must go through this wizard in order to make AVG Internet Security
Network Edition function properly.

Note: If an error occurred during the installation process, or the installation failed,
an error dialog appears. In that case switch to your TEMP directory with the
avg8adm.log file, and send the file to our technical support department for further
analysis. Use the contact e-mail: support@avg.com.
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3. AVG Admin Deployment Wizard

The AVG Admin Server Deployment Wizard is launched immediately after the
installation of AVG Internet Security Network Edition. It can also be launched any
time later from the program folder, i.e. All programs/AVG 8.0 Remote
Administration/AVG Ad,om Server Deployment Wizard.

The Wizard guides you through the configuration process for the AVG DataCenter
database on a selected database engine. Using the wizard, you can also configure
the AVG Admin Server in order to mirror the AVG updates in a local network. The
wizard leads you through the configuration process in a few steps listed in the
following summary.

Note: Navigation in the wizard is as usual:

o The Back button takes you one step back in the wizard.

o The Next button takes you one step forward and also performs all actions
selected in the current stage.

o By pressing the Cancel button, you can quit the wizard at any stage,
discarding the changes performed so far.
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3.1. Introduction

o AVG Admin Server Deployment Wizard

Welcome to AVG Admin Server Deploym

Wizard

Fleaze uze thiz wizard to configure 245 Admin Server before first mn or bo
recaonfigure it any time later. Maote that reconfiguration requires a restart of the
FEIVEL

AYG Admin Server can act in two roles:

DataCenter role

= Alloves central management of 841G stations configurations,
+ Collects zcan results from AW1G stations.

UpdateProxy role

+ Perfarms mirroring of downloaded update files for AYG stations.

Flzaze make sure you complete this wizard in order to make AWG Admin Server
wwork, cormect)y,

<< Back

Cahicel

The first dialogue explains the purpose of the Wizard and briefly describes two main
options. Click the Next button to proceed to the next step.

Note: We strongly recommend you complete this wizard in order to make the AVG
Admin Server run correctly.

3.2. Deploying multiple UpdateProxy roles

Before you deploy AVG Internet Security Network Edition roles to your server, you
may need to consider the following:

You can deploy the UpdateProxy role to more than one server and distribute updates
from different sources to avoid your server overloading or having bandwidth issues.

The allocation of servers depends on your network size and your server and network
specifications. Generally speaking, if your network consists of more than 150
stations or your network is divided into multiple segments in different locations, you
should consider deploying multiple UpdateProxy roles to different servers and spread
the load.
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To deploy the UpdateProxy role to another server you need to repeat the installation
and deployment process on the other server.

3.3. Role Selection

24 AYG Admin Server Deployment Wizard

Current state of AVG Admin Server

The wizard has detected the following state of AYG Admin Server:

= AYG Admin Server iz zef up properly

= DataCenter role iz et up properly

= DataCenter database version: 5.2.7
= UpdateProxy role iz enabled

Server roles

Pleaze select AWE Admin Server roles you want ba run on gour server.

DataCenter role
UpdateProsy rale

<< Back I | Mext »» | l Cancel

This screen displays information on the AVG Admin Server current state. When
everything is correct, the respective information is displayed in green text.

If this is not your first run and everything seems to be correct (i.e. up to date with
no warnings or errors), there is no need to go through the configuration process
again (unless you wish to change something).

If there is a configuration problem, you will be briefly informed about the reasons,
and the information will be highlighted in red text. In such cases you need to go
through the whole wizard to correct the problem.

In the Server roles section you must choose which server role(s) you want to run
on this server. You need to select at least one option, but you can also select both.
The options are as follows:
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DataCenter role

Allows central management of AVG stations configuration via the AVG Admin
Console, collects scan results from AVG stations, shows components states and
much more.

If you choose to install this role only, proceed to the DataCenter Role chapter.

o UpdateProxy role

Serves as a proxy server for downloading and distributing updates to your
stations.

If you choose to install this role only, proceed to the UpdateProxy role chapter.

If you select both options, proceed to the DataCenter Role chapter.

3.4. DataCenter Role

If you have selected in the Current state of AVG Admin Server step (see chapter
Role Selection) the DataCenter Role, the following dialogue will be displayed:

o AVG Admin Server Deployment Wizard

DataCenter role

[rat

The following database systems can be used by AVG Admin Server:

Firehird |

Firebird
The Firebird databaze can be uzed it netwarks with up ta 150 stations. The database iz a standard
part of AVG Bemote Administration inztallation,
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Select the database system corresponding to your needs. These options are
available:

. Firebird

This solution is appropriate for smaller networks with up to 150 stations. The
database is a standard part of AVG Internet Security Network Edition
installation.

o Microsoft SQL Server 2005 Express Edition

A reduced version of the Microsoft SQL Server, it can serve up to 1000
stations. The product is not a standard part of AVG Internet Security Network
Edition. Its usage is not limited by any commercial license.

. Microsoft SQL Server 2000/2005

This engine can serve over 1000 stations in large networks. It is not a
standard part of AVG Internet Security Network Edition and its usage is bound
to the Microsoft SQL Server license.

o Oracle 10g

This engine can serve over 1000 stations in large networks. It is not a
standard part of AVG Internet Security Network Edition and its usage is bound
to a commercial license.

If you choose a database type that is different to the one you have been currently
using, the Wizard can import the contents of the previously exported AVG
DataCenter into the newly chosen database type.

3.4.1. Firebird

If you have selected the Firebird option, there are no further settings needed and
you can proceed to the next step (Data Import).
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3.4.2. MS SQL Server 2005 Express Edition
: AVG Admin Server Deployment Wizard

Installation / Configuration of SQL Server 200

Express

Pleaze decide whether you want ta install a new instance of Microzoft SOL Server 2005 Express Edition or
configure an alieady installed one.

Choose one of the following
(®)iMew SOL Server 2005 Express installatios
) Curent SOL Server 2005 Express instance configuration

[ ) ]

Choose whether you want to install the AVG DataCenter on a new instance of
Microsoft SQL Server, or to configure an already installed instance of Microsoft SQL
Server. Select the respective option in the Choose one of the following section of
the dialog window, and continue by pressing the Next button.
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o AVG Admin Server Deployment Wizard

Microsoft SQL Server credentials

For Microsoft SQL Server 2005 Express Edition installation, vou have to state the following
information:

Computer name defines the name of the station, which is SGL Server 2005 Express about to be installed
an.

Instance name refers o a particular SGL Server 2005 Express installation, if there are more than one
instances installed on the station.

Adminiztrator's username iz pre-filled automatically and you do not need to change it
Adminiztrator's password iz eszential for the inztallation.

Fill in the following

Carmputer name: [local] D atabaze name: AMGE
Instance name: myinstance Username: AVGBusger
Admiristiaton's usernanne: User passward: sesssene
Adminigtrator's pazsword; T I

o ) e

If in the previous dialog you chose New SQL Server 2005 Express Edition
installation, you will be asked to fill in the following information::

o Computer name - defines the name of the station, on which SQL Express
Edition is about to be installed

o Instance name - refers to a particular SQL Express Edition installation, if
there are more than one instances installed on the station.

o Administrator’s username - predefined automatically, you do not need to
change it

o Administrator’s password - password for the database administrator
o Database name - shows predefined database name

o Username - type in a preferred new login name for the database (to be used
for AVG Admin Server connection)

o User password - type in a preferred new password for the database (to be
used for AVG Admin Server connection)
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Continue to the next screen by pressing the Next button.

If you selected New SQL server 2005 Express Installation in the previous steps,
you will experience a dialogue similar to the one below. Otherwise you can continue
to the next step - Data Import - by pressing the Next button.

o AVG Admin Server Deployment Wizard

T

Microsoft SQL Server 2005 Express Edi
installation

In order ta install SOL Server 2005 Express successfully it is neceszary that Microzoft NET Framewark

werzion 2 or higher hagz been installed. You can download it from the Microzoft website - Frameworl:.

Alzo please download the SOL Server 2005 Express distiibution into a temporary folder on vour local disk and
launch the installation process uzing the subzeguent command ling argument. SOL Server 2005 Exprazs will
be inztalled on your computer into the Program Files folder. If azked for the administrator's password, provide
the same password that you have specified in the previous step.

Once the SOL Server 2005 Express iz installed continug by preszsing the Mext buttan,

SQLEXPR.EXE INSTANCEMAME=SUL2005EE SAPWD=asd SECURITYMODE=50L

<< Back I I Mext »» l l Cancel I

This step assumes, that you do not have a Microsoft SQL 2005 Express Edition
installed on your computer yet, and that you will need to install it now. In order to
install SQL Server 2005 Express Edition properly, you need to download and install
Microsoft .NET Framework version 2.0 or higher. You can download it from the
Microsoft website (see below).

Note: We recommend that you uninstall any previous Beta/Preview versions of SQL
Server 2005, Visual Studio 2005 and the .NET Framework 2.0 before installing new
versions of these products.

http://go.microsoft.com/fwlink/?linkid=45988

After successful installation of .NET Framework, please download the installation
package of SQL Server 2005 Express Edition from the Microsoft web site:

http://go.microsoft.com/fwlink/?LinkId=64064
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and save it to some temporary directory. Then launch the installation using the
command indicated below (example)

SQLEXPR.EXE INSTANCENAME=SQL2005EE SAPWD=asd SECURITYMODE=SQL

Note: The above string is only an example of such a command. For correct
installation please copy the string displayed in your specific Wizard window!

As soon as the MS SQL Server 2005 Express installation is finished, continue to the
next step - Data Import - by pressing the Next button.

3.4.3. MS SQL Server
o AVG Admin Server Deployment Wizard

Microsoft SQL Server credentials

Ih order to connect to Microsoft SQL Server, it is necessary to fill in the following infarmation. Change the
computer name and the inztance only if pou want o get up connection to Microzoft SGEL Server on a remote
computer of to a different Microzaft SOL Server instance.

The database administrator's username and password are needed to create the databaze.

Fill in the following

Carmputer name: [local] D atabaze name: AMGE
Ingtance name: SOL2005EE Username: AV Buser
Administratar's Lsermane: za User password: 1T
Adminigtrator's pazsword; e

<< Back I | Mext »» | l Cancel

Fill in the following information:

o Computer name - defines the name of the server, on which the SQL Server
2000/2005 is installed.

o Instance name - refers to a particular SQL Server 2000/2005 installation, if
there are more than one instances installed on the station.
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Administrator’s username - database administrator user name - must be
filled in.

o Administrator’s password - password for the database administrator - must
be filled in.

o Database name - shows predefined database name.

o Username - type in a preferred new login name for the database (to be used
for AVG Admin Server connection).

o User password - type in a preferred new password for the database (to be
used for AVG Admin Server connection).

Press the Next button and continue to the next step - Data Import.

3.4.4. Oracle
: AVG Admin Server Deployment Wizard

Oracle 10g credentials

Ih order to connect to Oracle 10q. it is necessarny ta fill in the following information. Change the computer
name only if pou want to zet up a connection to Oracle 10g on a remote computer,

The databaze administrator's username and password are needed to create the database,

Fill in the following

Carmputer name: [local]
Administrator's usermame; 3 Usemame; AVGBuzer
Administrator's passward: .ee Uzer pazsword: ane

<< Back I L Mext »» J l Cancel

Fill in the following information:
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Computer name - defines the name of the server, on which Oracle 10g is
installed. Change the value only if the installation reside on a remote
computer.

. Administrator’s username - database administrator user name - must be

filled in.

o Administrator’s password - password for the database administrator - must
be filled in.

o Instance name - refers to a particular Oracle installation, if there are more

than one instances installed on the station.

o Username - type in a preferred new login name for the database (to be used
for AVG Admin Server connection)

o User password - type in a preferred new password for the database (to be
used for AVG Admin Server connection)

Press the Next button and continue to the next step - Data Import.
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3.4.5. Data Import
: AVG Admin Server Deployment Wizard

DataCenter role

Drata impart

You can fill the newly created DataCenter database by importing data from a stored backup.

[“]import data into the database from Folder
CavBBackup L]

s ) (e ]

Once you confirm your database selection, you can also choose to import some
existing data into the newly created database. To do so, tick the Import data into
the database from folder checkbox. The folder selection field becomes available.

Choose your backup folder by clicking this button D and find the folder, where the
original files for import are stored.

Confirm your choice by clicking the Next button.
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3.5. UpdateProxy role

This dialogue will appear, if you chose to deploy the UpdateProxy role in the Role
Selection dialogue.

AVG Admin Server Deployment Wizard

UpdateProxy role
|Ipdat 3

Pleaze zelect the folder, where the downloaded update files will be stored.

Update files folder

=
<< Back ] k Mext »» J

You must choose a folder, into which the update files will be downloaded and stored.
If the folder does not exist, you will be asked if you want to create it.

Click this D button to select the folder. Once finished, click the Next button to
continue.
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3.5.1. Update servers
: AVG Admin Server Deployment Wizard

UpdateProxy role

Configuration of update
wieh zervers fram which the update files will be downloaded.
Marne JAL Add
update. grizoft.cz hitp: /fupdate. grizoft. cz/zoftw/ 30 up. ..
backup.grizoft. com http: A /backup. grisoft. comy zoftw/B04
Move dp
<< Back ] L Mext »» J

This dialogue lets you choose update servers, from which the update files will be
downloaded. If you are unsure about these settings, we recommend to keep the
default configuration.

If you need to change any of these servers, you have the following options:
Press the Add button to define additional update server:

Edit URL X

Server;

URL:

[ Ok ] [ LCancel ]

Enter a name into the Server field and the complete server address into the URL
field including http:// prefix and port number, if other than 80.

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 39



2 AVG

The following buttons are also available:

Edit - for changing the address or name of the selected server.

Delete - for deleting the selected server address.

The servers are listed by priority. The first one always has the highest priority, i.e.
updates are first downloaded from this server. If you need to change the order,
simply use the following buttons to do so:

Move Up - to move a selected server up.

Move Down - to move a selected server down.

Once finished, click the Next button to continue.

3.6. Configuration overview

o AVG Admin Server Deployment Wizard

Configuration overview

AYGE Admin Server configuration

DataCenter role:
= Database system: Firebid
= Path: C:\Program Files\GrizoftAWG3 ddminhServeravgdb.fdb

UpdateProxy role:
= Update filez folder: C:A\AYGupdate
= Update servers:
+hitp: Ao B REME <P 4158/ 3vgupdate
+hitp: /fupdate. grizoft. cz/ zoftw/ 30 update
+hitp: /fbackup.grizoft comy zoftw/ 30 update

<< Back I ’ Deplay ] l Cancel

This dialogue contain a brief overview of the previously selected settings. Confirm
your choice by pressing the Deploy button. The deployment process will start. It
may take some time, so please be patient.
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Once the process is completed, click the Finish button to close the Wizard. The AVG
Admin Server will then be started.

To immediately start installing AVG to remote stations, navigate to the AVG Network
Installer Wizard chapter for more detailed information.

Related topics:

. AVG Network Installer Wizard Basic Mode

o AVG Network Installer Wizard Advanced Mode (for more experienced
users)

o Connecting Stations to AVG DataCenter

o Migrating stations from/to different AVG DataCenter

Also, you may consider going through the general How to.. chapter which describes
different tasks related to remote administration of AVG.
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4. AVG Network Installer Wizard Basic Mode

The AVG Network Installer Wizard allows you to remotely install AVG on stations
or to create installation scripts for on-site installation.

The wizard can be launched in two ways:

. From the Windows Start menu/All Programs/AVG 8.0 Remote Administration/
AVG Network Installer Wizard

) From the AVG Admin Console environment - upper menu Tools/Install AVG on
stations...

The wizard can be run either in the Basic or Advanced mode. You can select the
Advanced mode by selecting the option Advanced mode at the beginning of the
wizard. If the option is not selected, the program will run in the Basic mode
(recommended for most users).

This chapter describes the Basic mode, which is intended for users who prefer the
easiest method for configuration and installation. The installation will include AVG
information and parameters needed for proper and comprehensive functionality.

4.1. Remote Installation on Windows XP Home

The installation process on stations with these operating systems is the same as
installation on stations running the Windows 2000/2003/XP Professional OS.
However, due to the restrictions of these older operating systems it is not possible
to run the automatic installation of the AVG Agent service.

Therefore, before you start AVG installation on all stations with the Windows XP
Home operating system, it is necessary to install the AVG Agent service manually, or
using the login script.

More information on this topic can be found in the Windows XP Home Remote
Installation chapter.
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4.2. Welcome

‘o AVG Network Installer Wizard

Welcome to AVG Network Installer Wizard

AVG Metwork Installer Wizard guides vou step by step through the
- AVTG installation process an stations in yaur netwark,

With this wizard you can

* Run remote installation of A%G oh stations zelected from & domain, Active
Directony or according to 1P address ranges.

= Create an installation script, which can be uzed for ingtallation from a CD
o a nietwork folder.

ou will be azked to chooze one of the above installation methods. Mare
experienced uzers can uge advanced mode, where detailed settings of all
inztallation options are available.

Load settings... H Ciefault zettings <¢ Back L Mest z J l Cancel ]

If you have already used the AVG Network Installer Wizard before and saved a
customized configuration into a configuration file (available in the final step), you
can load the settings now by choosing the Load settings button.

To revert to the original settings preset by default, press the Default settings
button.

To continue, click the Next button.
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4.3. Installation Method

To continue in the Basic Mode leave the option Advanced mode unselected,
otherwise proceed to Advanced Mode chapter.

i AVG Network Installer Wizard W

Choice of installation method

Chooze one of the network inztallation methods:

(%) Remote network installation

Installation of AwaG on accessible stations in the local nebwork, on computers selected from the domain,
Active Direckary or according ko IP address ranges.

() Creation of AYG installation script

Creation of installation script and batch for installation from COor network Folder,

Option faor detailed settings of all installation parameters. It includes logaging level, AWG Agent zervice port,
zelection of AVG components to ingtall/uninstall, ete.

[ <¢ Back H Mest z I l Cancel ]

The dialog window offers the selection between two options for creating and using
the installation script:

. Remote network installation

This option allows you to install AVG on stations available in the local network
(computers selected from the domain, Active Directory, according to IP ranges,
imported from a list etc.).

You can also use this option for removing stations from a former AVG
Datacenter (and moving them to a new one).

. Creation of AVG installation script

This option allows you to create an installation script and a batch file for local
installation or installation from a removable media/network folder.
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4.4. Remote Network Installation

i Remote installation of AVG via network W

Remote AVG installation

Step 1/7

Femote inztallation of AVG iz available for the following operating systems Windows 2000 5P4,
Windows 2003 Server, Windows XP SPZ. Windows Vista.

The Wwizard first will install and start A¥YG Agent zervice on the remate computer and then transfer the
AVG inztallation files. The installation itzelf will be performed by thiz service,

PLEASE NDTE:

Remate installation on stations with Windows XP Home operating spstem requires manual inztallation
and start of AVG Agent zervice [onlp if it's not pet running).

AYG Agent zervice can be installed and started manually by executing the following cormmand:
argagan ave -rrefal -sfad

Remote inztallation of AVG requires allowing the following services and ports:

1. Ping [ICMP typ 0 - Incomming echo request).

2. File and printer gharing [i.e. TCP ports 139, 445 and UDF ports 137.138].

3. Remaote Procedure Call [TCP and UDP port 135].

4, Communication on TCP port 5150 for communication between thiz Wizard and the AVG Agent service,

[ <¢ Back H Mest z | l Cancel ]

For proper remote installation, the wizard will first install and start the AVG Agent
service on the target station, then transfer the AVG installation files and process the
installation accordingly.

Before you proceed, please review the network requirements and exceptions
regarding remote AVG installation.

You can find more detailed information on the ports settings in the Network
Reqguirements chapter.

The remote installation is not automatically possible on stations with Windows XP
Home. Please see the Windows XP Home Remote Installation chapter for more
information.
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i Remote installation of AVG via network

Installation settings

Step 2/7

Please enter parameters needed for ingtallation of AVG on stations:

License information
[ Name:
[] Company:
Licensze number: A0-A5D-OFD-2AA AN LAY

Folder with the AY(G installation package
C:vavginztallawgB0 E

Download the newest version of 841G 8.0 from the Internet

0%
into the zelected folder I L

[ Friowy settings... H Download ]

Alfter clicking the Mext button, the wizard will check the license number relevance and zignature of the
inztallation package. This process can take zome time bo complete.

[ <¢ Back H Mest z I l Cancel ]

During this step it is necessary to define the following installation parameters:

o License information - type in the license data such as Name, Company, and
License number (mandatory value). If you wish to take the Windows username
for the Name field, do not select the respective check box, and leave the
default system settings to be used.

o Folder with the AVG installation package - type in the full path to AVG
installation package or use this D button to select the proper folder.

If you have not downloaded the package yet, click the Download button and
use the wizard to download the installation file for you into the selected folder.
You can view the download progress above the Download button.

o Proxy settings button - If you need to use a proxy server to connect to the

Internet, you can fill in the proxy server details by clicking the Proxy settings
button.
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E Remote installation of AVG via network

Remote administration settings

Step 377

Enter the connection ting to AYG DataCenter. [f you don't want to integrate the stationz with AYG
remote administration, uncheck the option Remote administration.

Remote administration

A5G DataCenter connection gting MvSERYER: 4158

[] Username:

Password;

[] &dd new station into group: | |

[] Custom update server

|Ipdate Server address: | |

[ <¢ Back H Mest z ] l Cancel ]

The following options are available in this step.

Note: If you are unsure about these settings, we recommend to keep the default
ones.

o Remote administration - Enter the AVG DataCenter connection string into
the AVG DataCenter connection string field. If applicable, also enter the
Username and Password. If you do not want to manage the stations via the
AVG Admin Console, simply uncheck this option.

o Add new station into group - If you prefer to automatically add new station
(s) into a custom group, you can choose the group name here.

o Custom update server - if you already have an existing update server, that

you would like to use for your stations, check this checkbox and fill in its
address now.
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Network scanning

Step 47

Metwork scanning method

The wizard will check. if AWG iz installed on selected stations in your network, Choose your preferred
network, zeanning method. vou can scan a domain or IP range [available in the nest dialog).

#l skations From the domain M

AVG Agent password

AYG Agent zervice provides installation of AWG on selected stations. Enter the pazsword required for
zecUre communication between the wizard and the AYG Agent service mnning on remote stations,
Without corect passwaord no operation can be executed.

Mask password Password:

Click. the Hext button to start checking for AWE pregsence on stations in pour network, Thiz zcanning can
take several minutes, pleaze be patient.

[ <¢ Back H Mest z I l Cancel ]

The wizard needs to scan some stations first to find out their status and then install
AVG on them.

In the Network scanning method section choose from the drop down list, your
preferred method for selecting stations. The possible options are as follows:

o All stations from the domain - this option will scan all stations available in
your local domain.

o Enter an IP range - this option will allow you to choose a specific range of IP
addresses.

o Import stations from file - a new dialogue will appear and you will be able to
choose a file with a list of stations to be scanned. Such a list can be generated
from a previous version of AVG Remote Administration (7.5).

The source text file contains one station name per line.

More information about this topic can be found in the Migrate Stations from/to
Different DataCenter chapter.
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o Select a single station - this option lets you type in a specific Computer
name (DNS name) or IP address.

o Select from Active Directory - allows you to choose specific stations directly
from the Active Directory.

The AVG Agent password section contains a Password field where you can
optionally enter a password to protect communication between the wizard and the
AVG Agent service on remote stations. Once set, no operations using the wizard
can be performed on the remote stations without knowing the password. The
password is related to the AVG Agent service only, and it does not influence any
other remote station settings.

Mask password checkbox - Selecting this option will prevent the password from
being displayed on your computer’s monitor.

Warning: AVG remote installation can be performed only on stations with the OS
Windows NT4/2000/2003/XP Professional installed. Also, you have to be logged in as
an administrator. On stations running the OS Windows XP Home the AVG installation
must be done manually (for details please refer to chapter Remote Installation on
Windows XP Home).

You may also need to review the Network Requirements chapter.
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4.4.1. All Stations from the Domain

If you choose to install AVG remotely on all stations from the domain, the following
dialogue listing all stations available in the domain will appear:

24 Remote installation of A¥G via network W

Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations, that do not have AVG
already installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.
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4.4.2. Enter an IP Range

If you choose to install AVG remotely according to an IP range, the following
dialogue will appear:

ﬂ Remote installation of AVG via network W

IP ranges settings

Step 4a/7

IP addreszes - stations: 508

The wizard will check if AYG iz installed on
ghationg in pour network, Enter [P ranges 132.162.000.001 - 192168000, 254

identifying stations to be scanned. 132.168.001.001 - 132.168.001.254

Fome | 783 . 188 . 1 . 1 |

Too| 192 . 168 . 1 . 254 |

[ Add ] [ Bemove ]

[ <¢ Back H Mest z ] l Cancel ]

You need to specify the scanning range by entering the IP addresses here. In the
From field enter a starting IP address and in the To field enter an ending address.
Click the Add button to add the address range into the list.

To delete a range from the right list, simply select the items you wish to remove and
click the Remove button.

Once you finish selecting the IP ranges, click the Next button to continue. Once
done, the Station selection window will appear:
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Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations, that do not have AVG
installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.

4.4.3. Import Stations from File

Note: This option is usually used when migrating stations to another AVG
DataCenter. For more information on this topic see the Migrate Stations from/to
Different DataCenter chapter.

If you choose to install AVG remotely on stations selected from a file, you will see a
dialogue asking for the file. Locate the file and confirm your choice. The source file
format contains one station name per line in simple text format.
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Once done, the Station selection window will appear:

24 Remote installation of A¥G via network

Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations, that do not have AVG
installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.
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4.4.4. Select a Single Station

If you choose to install AVG remotely only on a single station, the following dialogue
will appear:

Enter a single station ﬁ

Enter a computer name or IP address. The wizard will try to
find the computer in your netvork, and check 25
inztallation on it.

Find computer according to

(®) Computer name

() IP address
| o . o0 . o0 . 1 |

Cahicel

Click either the Computer name or IP address field and fill in the proper name or
IP address. Confirm your choice by clicking the OK button. The process of checking
the chosen station for an AVG installation will begin. Once done, the Station
selection window will appear:
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B
Station selection
Step 517 ’

Select stations where AVG 8.0 should be installed and click the Install button.

Metwork checking results

State Computer FALEY AWE Agent
‘ Whiw/BREME_<F - 192168,  Unable to detect Mot prezent
&l | &)
Select all stations Sislechaa o stion Add one station Selectsd
1 from 1
[ <¢ Back ] [ Install I l Cancel ]

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations, that do not have AVG
installed, or where AVG could not be detected.

Add one station - will allow you to add another single station.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.

4.4.5. Select from Active Directory

If your network is domain-based, you can choose to install AVG remotely on stations
selected from the Active Directory. A new dialog will pop up (standard Windows
dialogue for selecting stations). You can choose multiple stations (separate the
values by a semicolon) either by entering the station names manually or by using
the dialogue advanced features for searching.
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Once done, the Station selection window will appear:

24 Remote installation of A¥G via network

Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations, that do not have AVG
installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.
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4.5. Remote network installation - final steps

More options are available when you right-click on the list of stations - a new
context menu appears with the following options:

ﬂ Remote installation of AVG via network W

Station selection

Step 5/7

Select stations where AVG 8.0 should be installed and click the Install button.

Metwork checking results

State Computer FALEY AWE Agent
Fy WWAREME <P -192168.... Unable to dete

Refresh
Retrieve the installation log

[i] i ] m
Select 4l stations Select stations without Add are station Salected
1 from 1
[ << Back ] [ Install I l Cancel ]

o Refresh - will reload the state of all stations in the list by scanning them
again.

o Retrieve the installation log - this option will try to obtain the installation
log from the station (if available).

Note: If AVG installation is successful, the AVG Agent will be removed and
therefore the installation log will not be possible to retrieve.
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Station selection

Step 5/7

Select stations where AVG 8.0 should be inztallad and click the Ingtall button.

Metwork checking results

State Computer AVG AVGE Agent
WhiwiBREME <P - 192168....  Unable to detect Mot present

Skate: AWz Agent is nok installed so the presence of AvG on the skation cannok be detected
Computer: VMWAREME_XP - 192,165.0,129

AW Unable to detect

AYG Agent: Mok present

[i] I ] [l]
. Select stations without . Selected
Select all stations ] BVG l Add one station l 1 ham 1
[ <¢ Back ] [ Install ] [ Cancel I

Additionally, you may display a so called 'tool tip' when pointing to a station in the
list for a few seconds. The tool tip contains an overview of the station state and
other details.

Once you are ready to proceed, click on the Install button to begin remote
installation.

If you selected only some stations from the list, AVG installation will be performed
on these stations only. Otherwise installation will be performed on all listed stations.

If your access rights are not sufficient for AVG Agent service installation on the

remote station, you will be asked for the domain administrator’s login/password
during installation.
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Account settings

YW AREME_XP - 192.168.0.123

anter the name and password for the user account
under which pou want bo wn the zetup on the target
computer.

Account name: adriniztrataor

Passward: e

I (]9 l [ Cancel ]

Enter a username that has administrator privileges (a username that is member of
an administrator's group). Confirm by clicking OK.

If there is no common administrator account for all stations (with the same login
name and password) you will be asked separately for every station.

Pressing the Cancel button will cause the current station installation to be skipped,
and the wizard will continue installation on the next station in the list.

AVG will then be transferred to the station and installed. You will see on each line, if
the installation was successful (however it may take some time to process).

Once all your stations receive the installation files and the installation has begun on
them, you will be able to leave this dialogue by clicking the Next button.

Note: You can later review recently installed stations from the AVG Admin
Console either in the Stations/New stations or in the group chosen during the
Remote administration settings dialogue.

To list recently installed stations that remain in an incorrect state (because of some
remote installation failure), navigate to the Stations/Non-compliant stations.

Also note that on Windows XP SP2 with Windows Firewall enabled the AVG Agent,

once installed, will automatically create a communication rule and allow its
execution and network communication.

The final dialogue contains a short overview of activity on the station(s).
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24 Remote installation of A¥G via network

Results of remote installation

Step 77

Remote installation was launched on 1 station{s)
AviG was detected on 1 station{s)
Installation was nok checked on 0 station{s)

Installation was checked and Awa not detected on 0 skationds)

[]Try ta remave successfully installed stations fram old v DataCenter
{ (version 7.5)
Click the Finish button to proceed,

[[IMesxt time do nat show option For removing stations,

Save zettings... [ <¢ Back H- Finizh J

The Save settings button allows you to save the previously selected configuration.
You can then reuse it when running this wizard again simply by loading the settings
at the very beginning.

Click Finish button to close the wizard.

4.6. Creation of AVG Installation Script

Selecting the Creation of AVG installation script option, the wizard will create an
installation script in a selected directory. The content of the directory can then be
used for installation from CD, network folder or copied directly to a station.

This option does not offer the possibility of remote installation to the network
stations or servers.
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Creation of AVG installation script
Step 1/6

The inztallation soript zerves az a AWGE configuration template. The inztallation sonpt determines optionsz and
components for AWG installation. The created script is used for autamatic installation on other stations in pour
network.

[ <¢ Back ]i Mest z i [ Cancel ]

The first step contains an overview of this option. Click Next to continue.

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 61



2 AVG

o Creation of AVG installation script

Installation settings

Step 2/6

Please enter parameters needed for ingtallation of AVG on stations:

License information
[ Name:
[] Company:
License number: 815 -M 000-0000-00-0000-000-000

Folder with the AY(G installation package

CiIngtallawvg? E

Download the newest version of 841G 8.0 from the Internet

0%
into the zelected folder A L

I Friowy settings... H Download ]

Alfter clicking the Mext button, the wizard will check the license number relevance and zignature of the
inztallation package. This process can take zome time bo complete.

[ <¢ Back H Mest z I l Cancel ]

During this step it is necessary to define the following installation parameters:

o License information - type in the license data such as Name, Company, and
License number (mandatory value). If you wish to use the Windows username
for the Name field, do not select the respective check box, and leave the
default system settings to be used.

o Folder with the AVG installation package - type in the full path to the AVG
installation package or use this D button to select the correct folder.

If you have not downloaded the package yet, click the Download button and
use the wizard to download the installation file for you into the selected folder.
You can view the download progress above the Download button.

o Proxy settings button - If you need to use a proxy server to connect to the

Internet, you can fill in the proxy server details by clicking the Proxy settings
button.
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ﬂ Creation of AVG installation script

Remote administration settings

Step 3/6

Enter the connection ting to AYG DataCenter. [f you don't want to integrate the stationz with AYG
remote administration, uncheck the option Remote administration.

Remote administration

A5G DataCenter connection gting MICHALE 4158

[] Username:

Password;

[] &dd new station into group: | |

[] Custom update server

Update Server address: [t #/MICHALK. 4158/ avgupdate |

[ << Back H Hewt>> | l Carcel ]

The following options are available in this step.

Note: If you are unsure about these settings, we recommend to keep the default
ones.

o Remote administration - Enter the AVG DataCenter connection string to the
AVG DataCenter connection string field. If applicable, also enter the
Username and Password. If you do not want to manage the stations via the
AVG Admin Console, simply uncheck this option.

o Add new station into group - If you prefer to automatically add new station(s)
into a custom group, you can choose the group name here.

o Custom update server - if you already have an existing update server that

you would like to use for your stations, check this checkbox and fill in its
address now.
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oF Creation of AVG installation script

The installation script options f
Step 4/6 -

Specify namesz of the installation script files and the path, where all required files will be stored [e.g. a netwark,
folder].

File names definition
Marme of the file ko launch installation: Avgetup, bat

tame of the script File with parameters: AvgSekup.ini

Setup files location

[ ]5elect Folder where the installakion script File will be stored::

[Jcreate a subfolder For AWG 8.0 installation Files:

[[] create the AUTORUM.INF file
Enable relative paths

[ <¢ Back H Mest z I l Cancel ]

In this step you may specify nhames of the installation script files, their storage and
other options.

In the File names definition define these options:

o Name of the file to launch installation - type in a custom name for the file,
that will be used for launching the installation. The file extension must be .bat.

o Name of the script file with parameters - type in a custom name for the
script parameters file. The file extension must be .ini.

In the Setup files location define these options:

o Select folder where the installation script file will be stored - Tick this
checkbox and choose a custom directory for storing the installation script.

o Create a subfolder for AVG 8.0 installation files - Tick this checkbox if you
prefer AVG setup files to be stored in a subfolder.

o Create the AUTORUN.INF file - If you plan to put your script on a CD/DVD
or USB Flash disk from which you would like to start the AVG installation

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 64



be created.

2 AVG

automatically once inserted, tick this checkbox and the AUTORUN.INF file will

o Enable relative paths - We recommend to keep this option checked. Relative
path means, that it is relative to the current source directory (for example if
your source disk drive and path is c:\avginstallation and you uncheck this
option, the output script will then look for the installation files in the exactly
same path, which will be most likely different on the target station, where you
will execute it and therefore script would not work.)

o Creation of AVG installation script

B

Installation script preview

Step 5/6

AwgSetup.bat | AvgSetup.ini|

@ECHO OFF

REM AWGE Setup Batch

SET SETUP="C:\Inztallawg2hS etup. exe''

IFHOT EXIST ZSETUPZ SET SETUP="C:\nstallavg2'twgSetup. exe'’
IF MOT EXIST Z5ETUP% GOTO MoSetup

REM Start &5 Setup
ZSETUPZ /SCRIPT_FILE "%CD%NAwgSetup.ini %1 %2 %3 %4 %5 %6 %7

i
o
o

8

if errarlewvel 1 gota AwgEn
goto End

AwgETr
ECHO Error while inztalling 4G

Select folder where the script will be stored

C:havaginztall

[ne]

[ <¢ Back ] [ LCreate zoript I

[cos ]

+

This step contains a preview of both setup and configuration files. The first tab
contains information about the setup file and the second contains information about

the presets.

If you have not done so already, fill in the output path in the Select folder where

the script will be stored section.

Click the Create script button to compile and save the installation script to the

selected location.
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Results of installation script creation
Step 6/6 -

The installation script was successfully created in folder:
- C:havginztall

You can start the installation on a station by running the
inztallation batch AvaSetup bat.

Save seftings... [ <¢ Back H Finish |

The Save settings button allows you save the previously selected configuration.
You can reuse it when running this wizard again simply by loading the settings at
the very beginning.

Click the Finish button to close the wizard.

There are several options for how to use the produced script file. Here are the two
most common examples:

To use the script saved to a folder:
1. Copy the whole contents of the previously chosen folder to your station.

Note: If you used a network folder for storing the script, you can navigate to
that folder directly over the network.

2.  On the station navigate to this folder and run the AvgSetup.bat file.
3. The command line window will appear and the installation will begin.

4.  Once the installation is completed, the window will close automatically.
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You can also put the script on a removable device, such as an external hard drive,
USB flash disk etc.

To use the script from a removable device:

1. Insert the removable device to your station.

2. If the autorun feature is enabled in the station's operating system and you
chose to create the autorun.inf file during script preparation, the installation
will start automatically.

3. If not, open the removable device disk letter and run the AvgSetup.bat file
manually.

4.  The command line window will appear and the installation will begin.

5.  Once the installation is completed, the window will close automatically.
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5. AVG Network Installer Wizard Advanced Mode

The AVG Network Installer Wizard in Advanced mode allows you to remotely
install AVG on stations or to create installation scripts for on-site installation.

The Advanced mode is intended for experienced users who want to manually
configure the installation script (functionality, parameters, AVG behavior) according
to their own needs.

The wizard can be launched in two ways:

. From the Windows Start menu/All Programs/AVG 8.0 Remote Administration/
AVG Network Installer Wizard

) From the AVG Admin Console environment - upper menu Tools/Install AVG on
stations...

The wizard can be run either in the Basic or Advanced mode. You can select the
Advanced mode by selecting the option Advanced mode in the second step. If the
option is not selected, the program will run in the Basic mode (recommended for
most users).

This chapter describes the Advanced mode.
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—— Tousgh on threats

5.1. Welcome

‘o AVG Network Installer Wizard

Welcome to AVG Network Installer Wizard

AVG Metwork Installer Wizard guides vou step by step through the
- AVTG installation process an stations in yaur netwark,

With this wizard you can

* Run remote installation of A%G oh stations zelected from & domain, Active
Directony or according to 1P address ranges.

= Create an installation script, which can be uzed for ingtallation from a CD
o a nietwork folder.

ou will be azked to chooze one of the above installation methods. Mare
experienced uzers can uge advanced mode, where detailed settings of all
inztallation options are available.

Load settings... H Ciefault zettings <¢ Back L Mest z J l Cancel ]

If you have already used the AVG Network Installer Wizard before and saved a
customized configuration into a configuration file (available in the final step), you
can load the settings now by choosing the Load settings button.

To revert to the original settings preset by default, press the Default settings
button.

To continue, click the Next button.
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5.2. Installation Method

To continue in the Advanced mode check the Advanced mode checkbox,
otherwise proceed to the Basic Mode chapter.

i AVG Network Installer Wizard W

Choice of installation method

Chooze one of the network inztallation methods:

(%) Remote network installation

Installation of AwaG on accessible stations in the local nebwork, on computers selected from the domain,
Active Direckary or according ko IP address ranges.

(O Creation of AY¥G installation script

Creation of installation script and batch for installation from COor network Folder,

Advanced mode

Option faor detailed settings of all installation parameters. It includes logaging level, AWG Agent zervice port,
zelection of AVG components to ingtall/uninstall, ete.

[ <¢ Back H Mest z | l Cancel ]

The dialog window offers the selection between two options for creating and using
the installation script:

. Remote network installation

This option allows you to install AVG on stations available in the local network
(computers selected from the domain, Active Directory, according to IP ranges,
imported from a list etc.).

You can also use this option for removing stations from a former AVG
Datacenter (and transferring them to a new one).

. Creation of AVG installation script

This option allows you to create an installation script and a batch file for local
installation or installation from a removable media/network folder.
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5.3. Remote Network Installation

o Remote installation of AVG via network {advanced mode) W

Remote AVG installation

Step 110

Femote inztallation of AVG iz available for the following operating systems Windows 2000 5P4,
Windows 2003 Server, Windows XP SPZ. Windows Vista.

The Wwizard first will install and start A¥YG Agent zervice on the remate computer and then transfer the
AVG inztallation files. The installation itzelf will be performed by thiz service,

PLEASE NDTE:

Remate installation on stations with Windows XP Home operating spstem requires manual inztallation
and start of AVG Agent zervice [onlp if it's not pet running).

AYG Agent zervice can be installed and started manually by executing the following cormmand:
argagan ave -rrefal -sfad

Remote inztallation of AVG requires allowing the following services and ports:

1. Ping [ICMP typ 0 - Incomming echo request).

2. File and printer gharing [i.e. TCP ports 139, 445 and UDF ports 137.138].

3. Remaote Procedure Call [TCP and UDP port 135].

4, Communication on TCP port 5150 for communication between thiz Wizard and the AVG Agent service,

| <¢ Back H Mest z l l Cancel ]

For correct remote installation, the wizard will first install and start the AVG Agent
service on the target station, then transfer the AVG installation files and process the
installation accordingly.

Before you proceed, please review the network requirements and exceptions
regarding remote AVG installation.

You can find more detailed information on the port settings in the Network
Reqguirements chapter.

The remote installation is not automatically possible on stations with Windows XP
Home. Please see the Windows XP Home Remote Installation chapter for more
information.
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o Remote installation of AVG via network {advanced mode) W

Installation settings

Step 210

Please enter parameters needed for ingtallation of AVG on stations:

License information
[ Name:
[] Company:
Licensze number: f15-abana000 BBERREREEE-CCCCCCCCCC

Folder with the AY(G installation package

CiIngtallawvg? E

Download the newest version of 841G 8.0 from the Internet

0%
into the zelected folder A L

[ Friowy settings... H Download ]

Alfter clicking the Mext button, the wizard will check the license number relevance and zignature of the
inztallation package. This process can take zome time bo complete.

[ <¢ Back H Mest z I l Cancel ]

During this step it is necessary to define the following installation parameters:

o License information - type in the license data such as Name, Company, and
License number (mandatory value). If you wish to use the Windows username
for the Name field, do not select the respective check box, and leave the
default system settings to be used.

o Folder with the AVG installation package - type in the full path to the AVG
installation package or use this D button to select the proper folder.

If you have not downloaded the package yet, click the Download button and
use the wizard to download the installation file for you into the selected folder.
You can view the download progress above the Download button.

o Proxy settings button - If you need to use a proxy server to connect to the

Internet, you can fill in the proxy server details by clicking the Proxy settings
button.
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24 Remote installation of AYG via network (advanced mode)

Select components

Step 310

Choose installation components. If no component is selecked, AVG will be installed according ko default
settings.

() Install &G with default settings

(®5elect inskallation componentst

Check components on the left that vou wish to
install, ar uncheck those you wish ko uninstall,
The symbuols have the Following meaning:

AYG for Windows
[ Firewal
wieh Shield
Remate Conkrol Communication Libra
[ additional installed languages
=[] E-mail Scanner
Plugin for The Bak!

Campanent will be installed

Campanent will be uninstalled

Plugin For Microsoft Outloak [0  Default installer settings wil be used
Personal E-mail Scanner (For all o
4 Anti-Soam i

[i] m | m Install &G Secority Toolbar

() Remate AYG uninstallation

[ <¢ Back H Mest z3 I l Cancel ]

In this step, you can choose if you wish to install AVG with default settings or select
custom components.

o Install AVG with default settings - Choose this option if you prefer the
default components to be installed.

o Select installation components - Select this option to view a tree structure
offering a list of AVG components that can be either installed or uninstalled.
From the list of components select:

o Components that should be installed, and mark them like this

o Components that should be uninstalled, and mark them like this

o The default settings will be used for components that you leave blank (O

).

. Remote AVG uninstallation - allows AVG removal.
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oF Remote installation of AVG via network {advanced mode)

The installation options

Step 410

Choose options and behaviour of the AVG setup

Setup parameters

[] Quit setup i AG 8.0 is already installed

[CTEill all runining applications that prevent installation

Hidden installation

[] Rebaot the computer after finishing 246 8.0 setup if needed
[ Start the &G 8.0 application after setup is complete

Setup properties
['where to instal:
[] Setup language:

[Ji5elect falder where A5G 2.0 setup LOG file wil be stored:

[ <¢ Back H Mest z I l Cancel ]

In the Setup parameters section you can choose from the following options:

o Quit setup if AVG 8.0 is already installed - the remote administration will
not proceed when AVG 8.0 is already present on the target station.

o Kill all running applications that prevent installation - the remote
installation will force closure of any application that could interfere with the
installation process. Usually this could be a running e-mail client or an internet
browser.

o Hidden installation - no information will be displayed to the currently logged
user during the setup process.

o Reboot the computer after finishing AVG 8.0 setup if needed - in certain
cases (Firewall component installation for example) a computer restart may be
required to complete the installation process.

o Start the AVG 8.0 application after setup is complete - will automatically
launch a newly installed AVG.

In the Setup properties section you can choose from the following options:
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Where to install - if you prefer a customized target location for installation,
you can choose it by entering the path here. We recommend to keep the
default settings.

) Setup language - choose a custom language for AVG installation.
o Select folder where AVG 8.0 setup LOG file will be stored - if you prefer a

custom location for setup log files, select it here (the folder must already exist
on the target station).

o Remote installation of AVG via network {advanced mode) W

Remote administration settings
Step 5/10 -

Enter the connection ting to AYG DataCenter. [f you don't want to integrate the stationz with AYG
remote administration, uncheck the option Remote administration.

Remote administration

A5G DataCenter connection gting MICHALK: 4158

[] Username:

Password;

[] &dd new station into group:
[] Custom update server

|Jpdate Server address:

[ <¢ Back H Mest z I l Cancel ]

The following options are available in this step.

Note: If you are unsure about these settings, we recommend to keep the default
ones.

o Remote administration - Enter the AVG DataCenter connection string into
the AVG DataCenter connection string field. If applicable also enter the
Username and Password. If you do not want to manage the stations via the
AVG Admin Console, simply uncheck this option.

o Add new station into group - If you prefer to automatically add new station
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(s) into a custom group, you can choose the group name here.

o Custom update server - if you already have an existing update server that
you would like to use for your stations, check this checkbox and fill in its
address now.

E Remote installation of AVG via network {advanced mode) W

Detailed installation options

Step 6/10

Mo pou can change all the remote installation options in detail.

AVG Agent zetlings

Log level Log file name:

|Logging aff M | awgagent.log Ping

Celete AWG Sgent after AVG is installed Pork: | 6150 @
[ Delete service A¥a Agent also an stations where the Timeout(ms) | 5000 @

AWiG Agent service have to be installed manually,

Wizard logging zettings
Set the level for logging communication between thiz wizard and AYG Agent service.

Lewel of communication log [CIFolder for logging files
Logging off M | defaulk path For *.1og Files |
[ <¢ Back ] | Mest z | l Cancel ]

The AVG Agent settings section contains the following options:

The Log Level option allows you to specify the logging detail level:

Errors only - only application’s run related errors are logged - such as
unauthorized connection attempts, network timeouts and so on.

o Detailed - information on the operations requested and performed by the
service on a station.

o Debug - very detailed records covering the program diagnostics. After
selecting this level, the log files will be very large.

o Logging off - no logs will be saved (default).
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If you choose a logging level option other than Logging off, the Log file name field
will become active:

The Log file name - fill in the name of the log file. The AVG Agent service will
store the log files under the selected name on remote stations, where the service
should be installed. If you do not enter the absolute path (e.g. C:\avgagent.log), the
directory containing the avgagent.exe file (typically the C:\Windows or C:\WinNT
directory) will be used for storing the log file.

Note: Log files are not deleted or decreased automatically, if the path for storing
them has been changed! If you use the logging function, you should delete the logs
manually once you have analyzed them.

) Delete AVG Agent after AVG is installed - this option will automatically
remove the AVG Agent from the station, once AVG is successfully installed.

o Delete service AVG Agent also on stations where the AVG Agent service
have to be installed manually - this option will automatically remove the
AVG Agent (once AVG is successfully installed) also from stations where the
AVG Agent cannot be installed automatically (not recommended).

The right part of the section offers the following options:

o Ping - number of ping operations to be used while detecting availability of a
remote station. If the wizard does not receive a response to all of the ping
queries, it will consider the station to be unavailable and will not offer it for
further operations.

o Port - TCP/IP communication port, where the AVG Agent service listens for
the wizard connection. The default value is 6150 and usually there is no need
to change this.

) Timeout - the AVG Agent and wizard communication timeout value in
milliseconds. When there is no response within the specified value in the AVG
Agent and wizard communication process, the connection is terminated with an
error. If you have a very busy network or the stations with AVG installed are
very slow, you can increase this timeout value to prevent connection timeout
errors.

The Wizard logging settings section contains the following options:

Level of communication log - select the preferred level for logging communication
between this wizard and AVG Agent service.
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- Logging off - no logging will be processed

- Errors only - only errors will be logged
- Detailed - more detailed logs will be created
- Debug - complete debug information will be logged

If you prefer a custom folder for storing the log file, type it into the Folder for
logging files field.

o Remote installation of AVG via network {advanced mode) W

Network scanning

Step 710

Metwork scanning method

The wizard will check. if AWG iz installed on selected stations in your network, Choose your preferred
network, zeanning method. vou can scan a domain or IP range [available in the nest dialog).

All skations From the domain M

AVG Agent password

AYG Agent zervice provides installation of AWG on selected stations. Enter the pazsword required for
zecUre communication between the wizard and the AYG Agent service mnning on remote stations,
Without corect passwaord no operation can be executed.

Mask password Password:

[]Check A¥G wersion from AYG DataCenter
maximumm kime since the last station was contacked Chours)

Click. the Hext button to start checking for AWE pregsence on stations in pour network, Thiz zcanning can
take several minutes, pleaze be patient.

[ <¢ Back H Mest z I l Cancel ]

The wizard needs to scan some stations first to find out their status and then install
AVG on them.

In the Network scanning method section choose from the drop down list, which
method for selecting stations you prefer. The possible options are as follows:

o All stations from the domain - this option will scan all stations available in
your local domain.

o Enter an IP range - this option will allow you to choose a specific range of IP
addresses.
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o Import stations from file - a new dialogue will appear and you will be able to
choose a file with a list of stations to be scanned. Such a list can be generated
from a previous version of AVG Remote Administration (7.5).

The source text file contains one station name per line.

More information about this topic can be found in the Migrate Stations from/to
Different DataCenter chapter.

o Select a single station - this option lets you type in a specific Computer
name (DNS name) or IP address.

o Select from Active Directory - allows you to choose specific stations directly
from the Active Directory.

The AVG Agent password section includes a Password field where you can
optionally enter a password to protect communication between the wizard and the
AVG Agent service on remote stations. Once set, no operations using the wizard
can be performed on the remote stations without knowing the password. The
password is related to the AVG Agent service only, and it does not influence any
other remote station settings.

Mask password checkbox - Selecting this option will prevent the password from
being displayed on your computer’s monitor.

) Check AVG version from AVG DataCenter - check this option if you want
the wizard to try obtaining information about AVG version on each station from
the AVG DataCenter (if available). Fill into the Maximum time since the last
station was contacted field a value (in hours) that will indicate the
maximum time since the last contact with such station.

Warning: AVG remote installation can be performed only on stations with the OS
Windows NT4/2000/2003/XP Professional installed. Also, you have to be logged in as
an administrator. On stations running the OS Windows XP Home the AVG installation
must be done manually, or using the login script and the AVG Agent service (for
details please refer to chapter Remote Installation on Windows XP Home).

You may also need to review the Network Requirements chapter.
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5.3.1. All Stations from the Domain

If you choose to install AVG remotely on all stations from the domain, the following
dialogue listing all stations available in the domain will appear:

24 Remote installation of A¥G via network W

Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations that do not have AVG
installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.
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—— Tousgh on threats

5.3.2. Enter an IP Range

If you choose to install AVG remotely according to an IP range, the following
dialogue will appear:

ﬂ Remote installation of AVG via network W

IP ranges settings

Step 4a/7

IP addreszes - stations: 508

The wizard will check if AYG iz installed on
ghationg in pour network, Enter [P ranges 132.162.000.001 - 192168000, 254

identifying stations to be scanned. 132.168.001.001 - 132.168.001.254

Fome | 783 . 188 . 1 . 1 |

Too| 192 . 168 . 1 . 254 |

[ Add ] [ Bemove ]

[ <¢ Back H Mest z ] l Cancel ]

You need to specify the scanning range by entering the IP addresses here. In the
From field enter a starting IP address and in the To field an ending address. Click
the Add button to add the address into the list.

To delete a range from the right list, simply select the items you wish to remove and
click the Remove button.

Once you have finished selecting the IP ranges, click the Next button to continue.
Once done, the Station selection window will appear:
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Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations, that do not have AVG
installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.

5.3.3. Import Stations from File

Note: This option is usually used when migrating stations to another AVG
DataCenter. For more information on this topic see the Migrate Stations from/to
Different DataCenter chapter.

If you choose to install AVG remotely on stations selected from a file, you will
experience a dialogue asking for the file. Locate the file and confirm your choice.
The source file format contains one station name per line in simple text format.
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Once done, the Station selection window will appear:

24 Remote installation of A¥G via network

Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations that do not have AVG
installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.
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5.3.4. Select a Single Station

If you choose to install AVG remotely only on a single station, the following dialogue
will appear:

Enter a single station ﬁ

Enter a computer name or IP address. The wizard will try to
find the computer in your netvork, and check 25
inztallation on it.

Find computer according to

(®) Computer name

() IP address
| o . o0 . o0 . 1 |

Cahicel

Click either the Computer name or IP address field and fill in the proper name or
IP address. Confirm your choice by clicking the OK button. The process of checking
the chosen station for an AVG installation will begin. Once done, the Station
selection window will appear:
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ﬁ Remote installation of AVG via network

B
Station selection
Step 517 ’

Select stations where AVG 8.0 should be installed and click the Install button.

Metwork checking results

State Computer FALEY AWE Agent
‘ Whiw/BREME_<F - 192168,  Unable to detect Mot prezent
&l | &)
Select all stations Sislechaa o stion Add one station Selectsd
1 from 1
[ <¢ Back ] [ Install I l Cancel ]

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations that do not have AVG
installed, or where AVG could not be detected.

Add one station - will allow you to add another single station.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.

5.3.5. Select from Active Directory

If your network is domain-based, you can choose to install AVG remotely on stations
selected from the Active Directory. A new dialog will pop up (standard Windows
dialogue for selecting stations). You can choose multiple stations (separate the
values by a semicolon) either by entering the station names manually or by using
the dialogue advanced features for searching.
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— Tousgh o threats. Essy an you

Once done, the Station selection window will appear:

24 Remote installation of A¥G via network

Station selection

Step 57

Select skations where AWG 8.0 should be installzd and click the Install bukton,

Metwork checking results

St... | Computer NG AN Agent [
& LUZIES - 192,..  Unable to detect Mok present
‘ MARTIM - 19...  Unable to detect Mok present
& MARTIMG - 1...  Unable to detect Mok present
‘ MARTINS - 1...  Unable to detect Mok present
& MARTIMT - 1...  Unable to detect Mok present E
@ MICHAELD - ... Unable to detect Mok present
& MICHALEK - 1... Mok present 3.0.1
‘ MICHALED - ... Unable to detect Mok present
F Y MTLANT-19...  |Inahle fo deteck Mnk nresent Iﬂ
Select all stations l Select skations without Selecked
AYG 0 from 56

According to the station state you have the following options:

Select all stations - will select or unselect all stations in the list and the Install
button will become active.

Select stations without AVG - will select only stations that do not have AVG
installed, or where AVG could not be detected.

Continue to the Remote network installation - final steps chapter and complete the
remote installation process.
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—

5.4. Remote network installation - final steps

More options are available when you right-click on the list of stations - a new
context menu appears with the following options:

J Remote installation of AVG via networ

Station selection
Step 5/7

Select stations where AVG 8.0 should be installed and click the Install button.

Metwork checking results

State | Computer | AVG | AVG Agent

& Refresh
| Refrieve the installation log

i |
Select 4l stations Select stations without Add are station Salected
1 from 1
[ << Back ] [ Install I l Cancel ]

o Refresh - will reload the state of all stations in the list by scanning them
again.

o Retrieve the installation log - this option will try to obtain the installation
log from the station (if available).

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 87



2 AVG

Tousgh on threats

E Remote installation of AVG via network

Station selection

Step 5/7

Select stations where AVG 8.0 should be inztallad and click the Ingtall button.

Metwork checking results

State Computer AVG AVGE Agent
WhiwiBREME <P - 192168....  Unable to detect Mot present

Skate: AWz Agent is nok installed so the presence of AvG on the skation cannok be detected
Computer: VMWAREME_XP - 192,165.0,129

AW Unable to detect

AYG Agent: Mok present

[i] I ] [l]
. Select stations without . Selected
Select all stations ] BVG l Add one station l 1 ham 1
[ <¢ Back ] [ Install ] [ Cancel I

Additionally, you may display a so called tool tip when pointing to a station in the
list for a few seconds. The tool tip contains an overview of the station state and
other details.

Once you are ready to proceed, click on the Install button to begin remote
installation.

If you select only some stations from the list, AVG installation will be performed on
these stations only. Otherwise installation will be performed on all listed stations.

If your access rights are not sufficient for AVG Agent service installation on the

remote station, you will be asked for the domain administrator’s login/password
during installation.
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Account settings

YW AREME_XP - 192.168.0.123

anter the name and password for the user account
under which pou want bo wn the zetup on the target
computer.

Account name: adriniztrataor

Passward: e

I (]9 l [ Cancel ]

Enter a username that has administrator privileges (a username that is member of
the administrator's group). Confirm by clicking OK.

If there is no common administrator account for all stations (with the same login
name and password) you will be asked separately for every station.

Pressing the Cancel button will cause the current station installation to be skipped,
and the wizard will continue installation on the next station in the list.

AVG should be then transferred to the station and installed. You will see on each
line, if the installation was successful (however it may take some time to process).

Once all your stations receive the installation files and the installation has begun on
them, you will be able to leave this dialogue by clicking the Next button.

Note: You can later review recently installed stations from the AVG Admin
Console either in the Stations/New stations or in the group chosen during the
Remote administration settings dialogue.

To list recently installed stations that remain in an incorrect state (because of some
remote installation failure), navigate to the Stations/Non-compliant stations.

Also, on Windows XP SP2 with Windows Firewall enabled, the AVG Agent once

installed will automatically create a communication rule and allow its execution and
network communication.

The final dialogue contains a short overview of activity on the station(s).
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Tousgh on threats

24 Remote installation of A¥G via network

Results of remote installation

Step 77

Remote installation was launched on 1 station{s)
AviG was detected on 1 station{s)
Installation was nok checked on 0 station{s)

Installation was checked and Awa not detected on 0 skationds)

[]Try ta remave successfully installed stations fram old v DataCenter
{ (version 7.5)
Click the Finish button to proceed,

[[IMesxt time do nat show option For removing stations,

Save zettings... [ <¢ Back H- Finizh J

The Save settings button allows you to save the previously selected configuration.
You can reuse it when running this wizard again simply by loading the settings at
the very beginning.

Click Finish button to close the wizard.

5.5. Creation of AVG Installation Script

Selecting the Creation of AVG installation script option, the wizard will create an
installation script in the selected directory. The contents of the directory can then be
used for installation from CD, network folder or copied directly to a station.

This option does not offer the possibility of remote installation to the network
stations or servers.
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Tousgh on threats. Easy on you

reation o mnsta 100 SCrpt (advanced mode

Creation of AVG installation script
Step 1/8

The inztallation soript zerves az a AWGE configuration template. The inztallation sonpt determines optionsz and
components for AWG installation. The created script is used for autamatic installation on other stations in pour
network.

i << Back i[ Mext »» ] [ Cancel ]

The first step contains an overview of this option. Click Next to continue.
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o Creation of AVG installation script (advanced mode)

Installation settings

Step 2/8

Please enter parameters needed for ingtallation of AVG on stations:

License information
[ Name:
[] Company:
Licensze number: Labas BRBBB-CCCCC-DDDDD]

Folder with the AY(G installation package

CiIngtallawvg? E

Download the newest version of 841G 8.0 from the Internet

0%
into the zelected folder A L

[ Friowy settings... H Download ]

Alfter clicking the Mext button, the wizard will check the license number relevance and zignature of the
inztallation package. This process can take zome time bo complete.

[ <¢ Back H Mest z I l Cancel ]

During this step it is necessary to define the following installation parameters:

o License information - type in the license data such as Name, Company, and
License number (mandatory value). If you wish to use the Windows username
for the Name field, do not select the respective check box, and leave the
default system settings to be used.

o Folder with the AVG installation package - type in the full path to the AVG
installation package or use this D button to select the proper folder.

If you have not downloaded the package yet, click the Download button and
use the wizard to download the installation file for you into the selected folder.
You can observe the download progress above the Download button.

o Proxy settings button - If you need to use a proxy server to connect to the

Internet, you can fill in the proxy server details by clicking the Proxy settings
button.
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24 Creation of AYG installation script (advanced mode)

Select components

Step 378

Choose installation components. If no component is selecked, AVG will be installed according ko default
settings.

() Install &G with default settings

(®) Select installation components

Check components on the left that vou wish to
install, ar uncheck those you wish ko uninstall,
The symbuols have the Following meaning:

AYG for Windows
[ Firewal
wieh Shield
Remate Conkrol Communication Libra
[ additional installed languages
=[] E-mail Scanner
Plugin for The Bak!

Campanent will be installed

Campanent will be uninstalled

Plugin For Microsoft Outloak [0  Default installer settings wil be used
Personal E-mail Scanner (For all o
4 Anti-Soam i

[i] m | m Install &G Secority Toolbar

() Remate AYG uninstallation

[ <¢ Back H Mest z3 | l Cancel ]

In this step, you can choose if you wish to install AVG with default settings or select
custom components.

o Install AVG with default settings - Choose this option if you prefer the
default components to be installed.

o Select installation components - Select this option to view a tree structure
offering a list of AVG components that can be either installed or uninstalled.
From the list of components select:

o Components that should be installed, and mark them like this

o Components that should be uninstalled, and mark them like this

o The default settings will be used for components that you leave blank (O

).

. Remote AVG uninstallation - allows AVG removal.
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oF Creation of AVG installation script (advanced mode)

The installation options

Step 4/8

Choose options and behaviour of the AVG setup

Setup parameters

[] Quit setup i AG 8.0 is already installed

[CTEill all runining applications that prevent installation

Hidden installation

[] Rebaot the computer after finishing 246 8.0 setup if needed
[ Start the &G 8.0 application after setup is complete

Setup properties
['where to instal:

[] 5elect falder where A%G 8.0 setup LOG file will be stored:

[ <¢ Back H Mest z I l Cancel ]

In the Setup parameters section you can choose from the following options:

o Quit setup if AVG 8.0 is already installed - the remote administration will
not proceed when AVG 8.0 is already present on the target station.

o Kill all running applications that prevent installation - the remote
installation will force closure of any application that could interfere with the
installation process. Usually this could be a running e-mail client or an internet
browser.

o Hidden installation - no information will be displayed to the currently logged
user during the setup process.

o Reboot the computer after finishing AVG 8.0 setup if needed - in certain
cases (Firewall component installation for example) a computer restart may be
required to complete the installation process.

o Start the AVG 8.0 application after setup is complete - will automatically
launch the newly installed AVG.

In the Setup properties section you can choose from the following options:
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Where to install - if you prefer a customized target location for installation,
you can choose it by entering the path here. We recommend to keep the
default settings.

) Setup language - choose a custom language for AVG installation.
o Select folder where AVG 8.0 setup LOG file will be stored - if you prefer a

custom location for setup log files, select it here (the path must already exist
on the station).

o Creation of AVG installation script (advanced mode) W

Remote administration settings
Step 5/8

Enter the connection ting to AYG DataCenter. [f you don't want to integrate the stationz with AYG
remote administration, uncheck the option Remote administration.

Remote administration
A5G DataCenter connection gting MICHALE 4158

[] Username:

Password;

[] &dd new station into group:
[] Custom update server

|Jpdate Server address:

[ <¢ Back H Mest z | l Cancel ]

The following options are available in this step.

Note: If you are unsure about these settings, we recommend to keep the default
ones.

o Remote administration - Enter the AVG DataCenter connection string into
the AVG DataCenter connection string field. If applicable, also enter the
Username and Password. If you do not want to manage the stations via the
AVG Admin Console, simply uncheck this option.

o Add new station into group - If you prefer to automatically add new station(s)
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into a custom group, you can choose the group name here.

o Custom update server - if you already have an existing update server, that
you would like to use for your stations, check this checkbox and fill in its
address now.

oF Creation of AVG installation script (advanced mode)

The installation script options

Step 6/8

Specify namesz of the installation script files and the path, where all required files will be stored [e.g. a netwark,
folder].

File names definition
Marme of the file ko launch installation: AvgIetupp. bat

tame of the script File with parameters: AvgSekup.ini

Setup files location
Select Folder where the installation script File will be stored:

CiiInstallavgz D
[icreate a subfolder For Avs 8,0 installation Files::

[]create the AUTORUM.IMF file
Enable relative paths

[ <¢ Back H Mest z I l Cancel ]

In this step you may specify hames of the installation script files, their storage and
other options.

In the File names definition define these options:

o Name of the file to launch installation - type in a custom name for the file,
that will be used for launching the installation. The file extension must be .bat.

o Name of the script file with parameters - type in a custom name for the
script parameters file. The file extension must be .ini.

In the Setup files location define these options:

o Select folder where the installation script file will be stored - Tick this
checkbox and choose a custom directory for storing installation script.
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Create a subfolder for AVG 8.0 installation files - Tick this checkbox if you
prefer AVG setup files to be copied to and stored in a subfolder.

o Create the AUTORUN.INF file - If you plan to put your script on a CD/DVD
or USB Flash disk from which you would like to start the AVG installation
automatically once inserted, tick this checkbox and the AUTORUN.INF file will
be created.

o Enable relative paths - We recommend to keep this option checked. Relative
path means, that it is relative to the current source directory (for example if
your source disk drive and path is c:\avginstallation and you uncheck this
option, the output script will then look for the installation files in exactly the
same path, which will be most likely different on the target station, where you
will execute it and the script would not work.)

oF Creation of AVG installation script (advanced mode)

Installation script preview -
Step 7/8 - |

AvaSetupp.bat | AvgSetupini|

@ECHO OFF A
REM AWGE Setup Batch

SET SETUP="Setup.exe"

IF MOT EXIST %SETIUP% SET SETUP="AvgSetup.exe"

IF MOT EXIST Z5ETUP% GOTO MoSetup

REM Start &5 Setup
ZSETUPZ /SCRIPT_FILE "%CD5%MAwgSetupin' %1 %2 23 %4 %5 %6 %7 28 %9

if errarlewvel 1 gota AwgEn

goto End
AwgETr
ECHO Error while inztalling 4G
vl
Select folder where the script will be stored
C:Mhstallawge E]
[ <¢ Back ] | LCreate zoript | l Cancel ]

+

This step contains a preview of both setup and configuration files. The first tab
contains information about the setup file and the second contains the presets.

If you have not done so already, fill in the output path in the Select folder where
the script will be stored section.
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Click the Create script button to compile and save the installation script to the
selected place.

i Creation of AVG installation script (advanced mode) W

Results of installation script creation
Step 8/8 -

The installation script was successfully created in folder:
- C:AInstallawvgz,

You can start the installation on a station by running the
inztallation batch AvagSetupp bat.

Save seftings... [ <¢ Back H Finish |

The Save settings button allows you to save the previously selected configuration.
You can use it when running this wizard again simply by loading the settings in the
very beginning.

Click the Finish button to close the wizard.

There are several options for how to use the produced script file. Here are the two
most common examples:

To use the script saved to a folder:
1. Copy the whole content of the previously chosen folder to your station.

Note: If you used a network folder for storing the script, you can navigate to
that folder directly over the network.

2.  On the station navigate to this folder and run the AvgSetup.bat file.
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The command line window will appear and the installation will begin.
4.  Once the installation is completed, the window will close automatically.

You can also put the script on a removable device, such as an external hard drive,
USB flash disk etc.

To use the script from a removable device:

1. Insert the removable device to your station.

2. If the autorun feature is enabled in the station's operating system and you
chose to create the autorun.inf file during script preparation, the installation

will start automatically.

3. If not, open the removable device disk letter and run the AvgSetup.bat file
manually.

4.  The command line window will appear and the installation will begin.

5.  Once the installation is completed, the window will close automatically.
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6. AVG Admin Console

6.1. What is AVG Admin Console

AVG Admin Console is an interface for administrating stations remotely. It helps
the network administrator to maintain the AVG Stations' configuration, status, and
to remotely call various operations on AVG stations. From this console, you can:

o Monitor AVG component states on stations

o Define AVG station settings

o Review scan results and control virus infections
o Remotely launch scans or updates on AVG stations
) Distribute update files within the local network

. Access Virus Vault on AVG stations
o View Firewal log files

To launch the AVG Admin Console navigate to the Windows start menu and select
Start/All Programs/AVG 8.0 Remote Administration/AVG Admin Console.
Alternatively, you can go to your Program files folder (usually c:\Program Files),
select folder AVG8 Admin\Console\ and double click AVG8AdminConsole.exe.

During startup, the AVG Admin Console automatically tries to connect to the last
used AVG DataCenter. If the connection fails, or if you are launching AVG Admin
Console for the first time, a dialog window will appear and you will be asked to
specify the communication string for the AVG DataCenter connection. The
communication string uses the same form as the AVG station’s communication
string - for details refer to chapter Configuration/Connection string.

Typically, if AVG Admin Console is installed on the same computer as the
DataCenter, it is possible to use the following communication string:
localhost:4158.
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o Connect to AVG DataCenter

Enter connection string to AWG DataCenter in thape <server name:[:<port>].

|Ioca|hosl:4158 M
i

Fasgword:

[ Ok l [ Cancel ]

The general communication string structure is http://server_address:port, where:

. server_address is the name/address of a server where the AVG Admin
Server runs

o port is the AVG Admin Server port number. The default port value is 4158. If
the AVG Admin Server uses this default number, it is not necessary to
include the number into the communication string.

If the DataCenter is password protected, you must fill-in the Username and

Password into the appropriate fields. Without correct password and/or username,
you will not be able to start AVG Admin Console.
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6.2. AVG Admin Console interface overview

24 AVG Admin Console - localhost:4158 =Jo&d

DataCenker Wiew Tools  Information

BT T

x| 7 =
b .
£ AVG DataCenter \f Quick help
Migrating stations [...]
L"g E.on-cn;mpllant sations AV DataCenter | Remote installation an [...]
Si Firewalls i
‘h‘ - Praperty name Property walue Recommendations for [...]
G Mew statiors z ;
=) E‘- Servers D atabasetersion 8:2. ?. Eep:o;'::'lgDa :IZW [...]
ET;" VG Admin Servers Databa.seType. Firebird wailable Database [...]
Q Sc-an results Properties\fersion 2 Ports to be Allowed on [...]

GraphicReports Ve

Ports to be allowed for [...]
Stationldentifizati..  BykameD omain

= @ Graphic repaorts

@ Report templates CorfigHeadingC... 10 A skation keeps asking [...]
@ Feport schedules Seank esultsS_l,lnm 220 Verification of a [...]
[z Generated repans ScanLogsSeverty  ScanlogsContai.. Stations synchraonization
= I’;\ Licenses Howe can I connect [L..]
ﬁ Shared settings Connection Skring [...]
&}‘ Stationz o ;
! Migrating Stations ko [...]
=l o : = i
M filker iz available far the current view. Statuz window [All messages)
Time Sent fram Meszage !g
A Sat, 23Feb 2008 23... server MICHALE Hew program update 8.0.80
@.Sun, 24 Feb 20087, server MICHALK New virus database 26921 .IM
(%] il | (2]

Ready

The AVG Admin Console interface is completely customizable allowing users to
move or enable/disable individual panels according to their needs. Within the default
view, all six panels are visible, in addition to a navigation toolbar and upper menu.

6.2.1. Upper main menu
The upper menu contains the following menu items:

DataCenter menu

The DataCenter menu offers the following options:
. Connect to AVG DataCenter...
Allows user to select a different DataCenter.

o AVG DataCenter settings...
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AYG DataCenter settings

Station identification

Choose skation identification method:

by station narne and dormain ~

Scan results oplions

Store only scan results with selected severity

Positive scan results with info or higher sewerity w

Keep scan results For the maximum period of

30 | days

[*]iProtect A¥G DataCenter with password

Enter password:

Enter password again:

[ Ok l [ Cancel ]

The Station identification section contains a drop down menu, where you
can select how you wish to display stations within the current view section.

The Scan results options section lets you to choose which scan results you
prefer to store and according to which severity.

Keep scan results for maximum period of - simply enter number of days
you wish to keep the scan results from stations. The default value is 30 days.

To protect your AVG DataCenter with a password (recommended), check the
Protect AVG DataCenter with password checkbox and enter your desired
password (the same password must be entered into both fields for
verification). The password will then be required during every connection to
the AVG DataCenter.

) Export... - This dialog allows you to create a backup file (i.e. export the
DataCenter contents to a file).

o Exit - Quits AVG Admin Console.

View menu
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The View menu offers the following options:

o Panels - here you can show or hide individual main interface panels (Toolbar,
Navigation tree, Help Window etc.) simply by checking or unchecking them.

o Non-compliance conditions...

Mon-compliance conditions .%

= Mon-compliance conditions zpecify what iz to be conzidered a station non-compliance.
w These conditionz determing the contents of view Mon-compliant stations.

- Mon-compliant values will be highlighted by red color in all views,

Condition Walue
The AWG version is outdated

Mo communication with station for a period longer than T

iz databaze wersion iz outdated

[ Select Al ][ Unzelect all ] [ 0K l[ Cancel ]

Here you can choose which conditions on a station are to be considered as
non-compliant. According to your selection, the non-compliant stations will
then be highlighted in red within all available views.

o Refresh... - refreshes all records displayed in the the current view section.
) Export the current view contents... - allows you to save the current view
(for example list of stations) into a .csv (comma separated values) file, which

can be easily imported for example into MS Excel or similar spreadsheet
application.

) Print... - opens the standard windows print dialogue allowing you to print the
currently opened view.

Tools menu

The Tools menu offers the following options:
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Shared settings for stations... - opens a dialogue for editing the shared
configuration for stations (For detailed information on stations shared settings
please refer to chapter Configuration/Shared Settings for Stations).

Shared Firewall settings for stations - - opens a dialogue for editing the
shared configuration for Firewall (For detailed information on Firewall shared
settings please refer to chapter Configuration/Shared Firewall Settings).

Database maintenance... - displays a dialogue where you can select scripts
for maintaining the DataCenter database.

AVG Admin Server settings... - opens a dialogue for editing the AVG Admin
Server settings (For detailed information on AVG Admin Server settings please
refer to chapter Configuration/AVG Admin Server Settings)

Install AVG on stations... - starts the AVG Network Installer Wizard, which
will guide you through AVG installation on stations. More information on this
topic can be found in chapter AVG Network Installer)

Information menu

The Information menu offers the following options:

About... - displays the copyright information, and the application/database
version number

What is new... - displays step-by-step summary of important news in the
AVG Admin application.

Check for updates... - AVG Admin Console automatically, during startup,
checks if a newer version of AVG Admin Console is available. But you can
also open this dialog and immediately see if a new version is available.

To disable the startup checking feature, check the Do not check for updates
at start checkbox.

6.2.2. Navigation tree

The Navigation Tree contains all groups arranged in a hierarchical manner. A group
is a data structure review, e.g. a list of stations with their configuration, or scan
results table, etc. The group content itself displays in the Current view, in the
central table.
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Within the navigation tree, you will find the following sets:

. Stations
. Servers
. Scan results

. Graphic reports

. Licenses

You can find descriptions of individual items in their respective chapters.

6.2.3. Records section

Within the central table in the Current view section of the screen you can view
data of the group selected in the navigation tree. Some sets may contain a
considerable amount of data for a specific view (e.g. station/user information); that
is why the relevant data is arranged into groups, and every group can be displayed
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when you select the corresponding tab.

To select a record from the central table you need to perform a mouse click over the
desired record. You can select more records at the same time: press the CTRL key
(adding a new record to the current selection), or the SHIFT key (selecting all
records between the first and the last highlighted record). Click the mouse right
button over the selected record to open the Context menu. It is possible to call
various actions related to the current selection from the Context menu.

6.2.4. Status panel

In this part of the AVG Admin Console main window you can find various system
notices and information on the application functionality, communication with AVG
stations, detected problems, positive scan results warnings, etc.

The Status Window panel is located by default in the bottom part of the screen. If
the panel is not visible, you can activate it by clicking on Status window item in
the View/Panels menu.

More information how status messages work can be found in the Requests handling
and status messages chapter.

6.2.5. Quick help panel

The panel contains list of most common tasks or problems with their solutions. To
open a topic simply click on its name. The solution will open in a new window.

The Quick help panel is located by default in the right part of the screen. If the
panel is not visible, you can activate it by clicking on the Help window item in the
View/Panels menu.

6.2.6. Filter panel

The Filter panel contains a list of filtering options available for the current view. The
list will become active only if there are any filters available for the selected view.

Filters are currently available for the following tree items: Stations, Scan results and
Graphic reports.
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Description of individual filters can be found in the tree items' respective chapters:

° Stations
. Scan results
. Graphic reports

The Filter panel is located by default in the bottom left part of the screen. If the
panel is not visible, you can activate it by clicking on the Filter window item in the
View/Panels menu.

6.2.7. Information panel

In this part of the AVG Admin Console main window you can find information
about the current version of the virus base and AVG.

The Information Window panel is located by default in the right of the screen. If
the panel is not visible, you can activate it by clicking on the Information window
item in the View/Panels menu.

6.3. Synchronization process

Stations managed by AVG Remote Administration periodically perform
synchronization with the AVG DataCenter. The process includes synchronization of:

. Station settings
. Scan results
. Station components states

You may also need to review the Network Requirements chapter for more
information on connection requirements needed for successful synchronization.
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6.3.1. Station Settings Synchronization
During the synchronization of station settings:

o mandatory settings are transferred from the DataCenter to the station,

o non-mandatory settings are transferred from the Station to the DataCenter.
The synchronization is performed periodically. By default, the settings
synchronization process is done every 60 minutes. To alter the synchronization

period for all stations, follow these steps:

1. In the AVG Admin Console select Tools from the upper main menu and
choose the Shared settings for stations item.

2. Select the Remote Administration node.

3. From the Synchronize configuration every drop down menu choose the
required value. Close the dialog by clicking the OK button.

4, Wait until all stations get synchronized.

Alternatively, you can force immediate synchronization of all stations: In the
navigation tree, right-click on the Stations node and select Synchronize settings
from the context menu.

Note: To change the setting only for stations in a group, simply repeat the process
from step two after you right click on Stations/YourGroupName and select
Shared Settings for group from the context menu.

Additionally, the synchronization happens:

o every time the station powers on/goes online, its settings are synchronized at
latest within the period,

o when the station connects to the AVG DataCenter the first time, its settings
are synchronized immediately,

o when settings of a station or several stations are changed and confirmed from
the AVG Admin Console.

It is also possible to request immediate settings synchronization from the AVG
Admin Console. Simply right-click on a station's node in the navigation tree or on a
particular station in a stations view and select Synchronize settings from the
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context menu.

6.3.2. Scan Results Synchronization

This synchronization process sends data from the station to the AVG DataCenter. It
takes place:

) every time the station powers on/goes online (at the latest within 20 minutes),

o immediately after scan completion or after an infection is detected by the
Resident Shield,

) immediately or latest within 20 minutes when there is a scan result
modification done by a user on the station in the AVG User Interface (healing,
moving to vault etc.).

It is also possible to request immediate scan results synchronization from the AVG
Admin Console. Simply right-click on a station's node in the navigation tree or on a
particular station in a stations view and select All Tasks/Ask for scan results from
the context menu.

6.3.3. Station Components States Synchronization

This synchronization process sends data from the station to the AVG DataCenter. It
takes place:

) every time the station powers on/goes online (immediately),
) every time a component state is changed (within 5 minutes).

It is also possible to request immediate synchronization from the AVG Admin
Console. Simply choose a station's node in the navigation tree, in a stations view
right-click and from the context menu select All Tasks/Refresh components
state from the context menu.

6.4. Stations

The Stations item allows you to view complex information about all stations
currently managed by the AVG DataCenter. The record of a station is created once
the station first logs in to the AVG DataCenter.

You are allowed (using the context menu over the table of groups of stations
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displayed in the view section) to create groups of stations, and to assign a single
station into specific groups.

By default, the stations are divided into these groups:

o Non-Compliant stations - contains stations, that are in an non-standard
state (i.e. don't comply to predefined conditions)

o Firewalls - contains a list of stations that have the Firewall component
installed.

o New Stations - contains only stations that have not been assigned to any
administrator defined group yet.

More detailed information on each group can be found in the following chapters.

In the current view section you can then find information related to specific stations.

Using the tabs, the information is divided into several categories:

. Stations tab

Contains general information about each station (name, domain, group, last

contact, IP address etc.).

. Versions tab

Displays information about versions of AVG, virus base, anti-spyware base or

anti-spam base on each station.
) Component states tab

Contains an overview of component states on each station.

More information on other options and settings can be found in the Configuration/

AVG Admin Console chapter.

6.4.1. Non-Compliant Stations

The Non-compliance conditions dialog can be accessed from the application's
upper menu by selecting the Non-compliance conditions... item in the View
menu.

In this dialog, you can specify which conditions a station must fulfill in order to be

considered as non-compliant.
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The conditions are as follows:

. The AVG vers

ion is outdated - a station will be considered as non-compliant

if the AVG version on the station is not up to date.

) No communication with station for a period longer than - a station will be
considered as non-compliant if there was no communication with the station
for a period longer than a specific amount of days or hours (insert plain digital
value for hours and a digital value with d for days - i.e. 7d for seven days).

. Virus database version is outdated - a station will be considered as non-
compliant if the virus database is not up to date on the station.

The following button

s are available:

o Select all - will select all conditions (to be necessary for a fulfillment of a non-
compliant state)

. Unselect all -

Confirm your choice
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6.4.2. Firewalls
The Firewalls group contains a list of all network stations with firewall enabled.

Double click your mouse or press the Enter key to open the Firewall configuration
Dialog. Only certain settings are allowed to change because of safety precautions.

To review all settings and conditions in detail, see chapter Shared Firewall settings.

6.4.3. New Stations
Contains only stations that have not been assigned to any predefined group yet.

6.4.4. Filtering

You can apply various listing filters to the current view. The filters are available by
default from the bottom left Filter panel.

The Filter panel is located by default in the bottom left part of the screen. If the
panel is not visible, you can activate it by clicking on the Filter window item in the
View/Panels menu.

The filtering options for Stations are as follows:

You can filter out stations with certain name by applying the Station name filter.
To use the filter, simply tick the checkbox next to the Station name and double
click the line. This will allow you to insert a custom station name, that you want to
filter out. Press F5 to reload the screen.

Note: The Station name filter is case sensitive!

To disable the filter, simply uncheck the checkbox.

6.5. Servers

The Servers item contains an overview of all deployed servers.
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6.5.1. UpdateProxy servers

This item displays a list of servers with the UpdateProxy role installed. Double
clicking on any server will open a configuration dialogue for the given server and
allow you to change configuration of the server.

More information on other options and settings can be found in the Configuration/
AVG Admin Server Settings chapter.

6.6. Scan results

This item offers an overview of all scan results (including results from the Resident
shield) on stations together with detailed information related to specific scans. The
scan results are by default regularly retrieved from the station, but if you require,
you can request them manually:

) for individual stations - by right-clicking on a station name in the Stations/
group view and selecting the All Tasks/Ask for scan results item.

o for all stations in a group - by right-clicking on the group name and
selecting the Ask for scan results item.

) for all stations - by right-clicking on the Stations item in the main tree and
choosing the Ask for scan results item.

To delete a scan result, right-click on the line you wish to delete and from the
context menu choose the Delete scan results item.

To view a specific scan result, simply double-click the requested line. A hew window
will appear.
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Scan results

Test name Scan specific files or Folders Infections Found 10
Station name DOC-EN-ME-01 Infected objects removed or healed i]
User name Administrator Mot removed or healed 10
Scan starked 11.2.2008, 13:34:20 Spyware found 163
Scan ended 11.2.2008, 13:35:45 Removed i]
Total objects scanned 355 Mot removed 163

Infections | Spyware

Scanned object Infection State

! Clvirtesthadware zip:\adware| ZADCSCED e _ Trojan horse Downloader....  Infected
W Cvirkesthadware zip:\adware\Bargains ex$ P rkgif exe Trojan horse Clicker 4.6 Infected
@ Ci\wirtest\adware. zip:\adware\Bargains. ex Trojan horse Clicker. 4.8 Infected
@ Ci\wirtest\adware. zip:\adware\BEIS033, EXE_i\$IFtrkgif .exe  Trojan horse Clicker.4.B Infected
&l C\wirtestiadware zip:\adware|\BEIS0S3,EXE_ Trojan horse Clicker . 4.8 Infected
@l C\wirtestiadware, zip: \adware\dr . exe: $CElgltdwif . exe Trojan horse Generic, WFS Infected
@ C\wirtesthadware, zip:\adware\dr.exe Trojan horse Generic, WS Infected
@ Ci\wirtestiadware, zip:\adware\euniver se, VEXDS07 Trojan horse Generic3, LOP Infected
& C\wirkesthadware zip:\adware\tr .exe Trojan horse Generic,\WGE Infected
@l C\wirtestiadware, zip Trojan horse Dowrloader, ... Infected

| Canfirm | [ Cancel ] [ Remaove all threats l

Depending on the viruses found, more tabs may be displayed. Each tab contains a
list of findings (i.e. Infections, Spyware etc.). On each tab, the following options are
available:

) Confirm - this button will mark the test result as confirmed and you will not
find the number of infections from the accepted test within the other reports.

) Cancel - closes the window.
o Remove selected threats - removes only the selected threats.

. Remove all threats - removes all threats in the list.

o Previous - shows the previous scan result in the Scan results view, if
available.
o Next - shows the next scan result in the Scan results view, if available.

Right-clicking on a finding in the list will allow you to choose from the following
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actions (availability of the actions depends on file/infection type):

) Rescan - will ask the station to rescan the selected finding(s).
) Heal - will ask the station to try healing the selected finding(s).
o Delete - will ask the station to delete the selected finding(s).

) Move to Vault - will ask the station to remove the selected finding(s) to the
station's Virus Vault.

o Add as exception - will ask the station to create an exception for the selected
finding(s). AVG will then ignore the file and will not report it anymore.

If the station is active, the requested operation(s) will be done immediately after the
request. If the station is not currently active (i.e. is not connected to the AVG
Datacenter), all pending operations will be processed next time the station connects.

Once you request an action, then if the AVG station is active, it will try to find the
requested test result and process all selected infections.

One of the action result states, listed below, will be displayed in the State column.
The states are as follows:

o Added as exception - the infection was added to the list of exceptions (will
no longer be considered as a threat).

. Deleted - the infection was deleted.
. Moved to vault - the file was moved to the Virus vault on the station.

6.6.1. Filtering

You can apply various listing filters to the current view. The filters are available by
default from the bottom left Filter panel.

The Filter panel is located by default in the bottom left part of the screen. If the
panel is not visible, you can activate it by clicking on the Filter window item in the
View/Panels menu.

The filtering options for Scan results are as follows:

Note: To use a filter, simply tick the checkbox next to its name and double click the
line to insert a value. Then press F5 to reload the screen.
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) Station name
Insert a custom station name, that you want to filter out.
. Scan name
Insert a custom scan name, that you want to filter out.
) User name
Insert a custom username, that you want to filter out.
. Infection
This filter will display only scan results that contain an infection.

To disable a filter, simply uncheck the checkbox next to its name or right-click in the
filters window and from the context menu select Switch off all filters.

Note: All filters are case sensitive!

6.7. Events

The Events item allows you to view individual events sent to AVG DataCenter as
defined in the Alert Manager (see Configuration/Alert Manager Settings for more
information). Each line represents one event and can be sorted by Severity, Event
type, Station name etc. by simply clicking a column name. To review an event
details, double click its line.

6.7.1. Filtering

You can apply various listing filters to the current view. The filters are available by
default from the bottom left Filter panel.

The Filter panel is located by default in the bottom left part of the screen. If the
panel is not visible, you can activate it by clicking on the Filter window item in the
View/Panels menu.

The filtering options for Events are as follows:

Note: To use a filter, simply tick the checkbox next to its name and double click the
line to insert a value. Then press F5 to reload the screen.

o Severity
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Insert a severity value, that you want to filter out.
. Event type
Insert event type value, that you want to filter out.
) Station name
Insert a custom station name, that you want to filter out.
) Username
Insert a custom username, that you want to filter out.
o From
Insert a custom date and time value, that you want to filter out.
. To
Insert a custom date and time value, that you want to filter out.

To disable a filter, simply uncheck the checkbox next to its name or right-click in the
filters window and from the context menu select Switch off all filters.

Note: All filters are case sensitive!

6.8. Notifications

The Notifications item allows you to select from predefined notification actions.
These notifications once set can inform an administrator via e-mail about different
events within the AVG Admin Console.

Note: Proper dispatch of e-mail notifications requires correct SMTP server definition
on the Configquration / AVG Admin Server Settings / E-Mail tab.

To activate an notification you need to right click on its line and from the context
menu select Activate.

Double-clicking a line (i.e. specific notification) will open Notification settings
dialogue, that allows further customization (see the chapters below).
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6.8.1. Condition Tab

On this tab you can customize under which conditions the notification should be
sent.

f = =1

Motification settings

Condition | Message |

Finding: Mot communicating skation|

Diescription: Station is nok communicating with DataCenter Far a very long time,

ondition parameters:

Parameter Walue
Days 7

[ ]5end a notification message when the condition is Fulfilled

Check the condition at inkervals of 1 E| days M
[ ] Eroup mulkiple Findings inko a single message
Message will not be sent before 1 E findings
but at the latest 1 |@| weeks kl
after the First Finding.
[ (o] 4 l [ Cancel ]

Check the Send a notification message when the condition is fulfilled
checkbox to receive an e-mail once the above mentioned parameters or the
condition generally is met.

You can also select a period in which the condition should be checked.
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Check the Group multiple findings into a single message checkbox, if you want
to customize number of event occurrences that must occur before the notification
message will be sent.

Certain notifications have also some Condition parameters available, which can be
changed by double-clicking the appropriate line and inserting the requested value.

6.8.2. Message Tab
On this tab you can customize the notification message itself.

[ -1
Motification settings
Condition | Message |
Ta:
Subject:

Mok communicating stakion Insert macro

Motification header

Skations not communicating with DataCenter: Insert macro

Motification body (For each finding)

el _SkationMare s Insert macro

Motification Fooker

In=zert macro

Motification was sent by AYE Admin Server,

Ok ][ Cancel ]

The available fields are as follows:

o To - insert a message recipient address (in the form example@somedomain.
com).
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o Subject

. Notification header

o Notification body

. Notification footer

Into these fields you can insert either custom text to be displayed within the

message, or use a macro to insert a variable. To use a variable (macro), simply
click Insert macro button located next to each message part.

Insert macro =

SabMiE_SkabionMame®s »
S G_Domainianme s
“edWGE_GroupMame s

% ANWGE_TPAddress%s

SAYE MacAddressS v

The variable will be converted to a real value once the message is sent from the
AVG DataCenter. The possible variables (macros) are as follows:

%AVG_StationName% - name of the station.

) %AVG_DomainName% - The domain name in which the station exists (if
applicable).
) %AVG_GroupName% - the group name, in which the station is located.

o %AVG_IPAddress% - the station IP address.

o %AVG_MACAddress% - the MAC address of the station.

o %AVG_LastCall% - last time the station contacted the AVG DataCenter.
) %AVG_AvgVersion% - the AVG version on the station.

o %Antivirus_Version% - the version of the antivirus database.
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. %AVG_InstallTime% - the time of AVG installation.

6.9. Graphic Reports

Note: As Graphic reports are generated by the AVG Admin Server, report
generation will only work if installed on a computer where AVG Admin Server is
also installed.

The Graphic reports allow users to quickly and easily generate well arranged reports.
Reports may show various summaries and statistics. Graphical reports are accessible
from the main AVG Admin Console navigation tree.

The reports are always generated in the language that has been chosen during
installation of the AVG Admin Server.

Note: Generated reports are physically saved to a temporary location on your hard
drive, under the AVGS8 data folder (e.g. C:\Documents and Settings\All Users
\Application data\avg8\Admin Server Data\Reports). Each generated report will
consume some hard drive capacity (from 0,1 to 0,5 MB approximately, but can be
even more, if you have lots of stations). Therefore if you suffer from insufficient disk
space, we recommend to only create a reasonable amount of reports or delete the
old ones accordingly.

During Export/Import (available through DataCenter/Database Export) of the
AVG Admin Console data, only Report schedules will be processed. Templates and
generated reports will not be exported or imported!

Once you import your former exported data, Graphic reports will not be available
until you restart the AVG Admin Server!

6.9.1. Report Templates

There are some predefined templates that can be quickly used for report generation.
Some templates allow you to set additional parameters for more precise reports.

To create a report directly from this menu, right-click on the report you want to
generate and select the Generate report from template menu item. If you prefer
only to display a preview of the report layout, select Template preview.

o All stations - shows all stations registered in the AVG Admin Console

Available parameters:
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- Minimum count of infected objects - type in the minimum count of
infected objects on station. 0 = disable this parameter.

- IP address starts with - specify the beginning part of the IP address.

- Type of Chart - choose the requested chart type (default selection is pie
chart).

o Stations by AVG Version - shows all stations sorted by AVG version.
Available parameters:

- Type of Chart - choose the requested chart type (default selection is pie
chart).

o Stations not communicating longer than
Available parameters:

- Number of days - choose the nhumber of days for which the stations
were not communicating.

- Type of Chart - choose the requested chart type (default selection is pie
chart).

o Most infected stations - shows top infected stations.
Available parameters:

- Stations count in report - limit the number of stations in the report. 0
= unlimited.

- Type of Chart - choose the requested chart type (default selection is pie
chart).

o Most viruses - This report shows the top viruses of all stations.
Available parameters:

- Viruses count in report - limit the number of viruses in the report. 0 =
unlimited.

- Time interval - specify the time interval for selecting data (last day, last
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month, last year).

- Type of Chart - choose the requested chart type (default selection is pie
chart).

o Virus scan report - This report shows the status of viruses.
Available parameter:

- Time interval - specify the time interval for selecting data (last day, last
month, last year).

) Viruses on stations - This report shows the viruses on stations.
Available parameters:

- Time interval - specify the time interval for selecting data (last day, last
month, last year).

6.9.2. Report Schedules

In this group, you can create, edit and view graphic report schedules. Actions
applicable on individual reports available through right-clicking the context menu are
as follows:

- Edit - opens an edit dialog for the selected schedule.
- Define a new schedule - will start the wizard for creating a new report schedule.

- Restore report schedule(s) - you can select one or more items and restore
them by using this function.

- Remove - will mark a report as deleted (but not remove it yet from the hard
drive/AVG DataCenter).

- Completely remove from AVG Datacenter - select one or more items and
remove them completely by using this function.

By default, there are no schedules available. To prepare a new scheduled report,
right-click in the Report schedules area and select theDefine a new schedule item
from the menu.
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@ Report templates
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%< Back [ Mest zx H Cancel ] Finizh

Fill in the Name and Description. Proceed to the next dialog by pressing the Next
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Tousgh on threats. Easy on you

button.

Report template

a report template

Available report templates

This repart shows the highest count of viruses of all stations,

[ %< Back ” Mest zx H Cancel ]| Finizh |

From the rollover menu select which template you want to use for your scheduled
report.
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Tousgh on threats. Easy on you

Report customization

el param of the report,

Parameter | Walue
Wiriges countinr... 10

Time interval unlimited
Tupe of Chart Fie chart

[ %< Back ]E Mest zx i[ Cancel ] Finizh

If there are additional parameters available for the selected report, fill in the
requested values, or leave the default values. For more information on templates,
see the Report templates section above. Once ready, press the Next button.
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Report Schedule Definition Wizard

Scheduling

Flea iy zcheduling

{_) Generate once at specific time

Generation bime: | 12.02,2005 13:29:27 |

(®)iGenerate penodically

Period: |Dai|y M
First generation: | 12,02, 2008 13:23:37 M|
’ %< Back “ Mest zx ” Cancel I Finizh

In this dialog, choose whether you want to generate the report only once in the
selected time, or to generate the report periodically:

o Generate once at a specific time - choose the exact time and date of
generation.

o Generate periodically - Choose a Period (daily, weekly, monthly) of
generation and First generation time and date.

Press Next button to proceed to the following part:
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Report Schedule Definition Wizard

Sending e-mail
d !|I|

A5 Admin Server is not configured For sending e-mails, | AYG Admin Server settings |

Send e-mail after report generation
E-mail address:

E-mail subject:

E-mail body:

Send report as attachment
Attached repart Farmat:

’ %< Back “ Mest zx ” Cancel I Finizh

If you want to send the report or notification by e-mail when it is generated, enable
the Send e-mail after report generation checkbox.

In order to be able to use the e-mail feature, you must first configure the SMTP
settings in the AVG Admin Server (E-mail tab).

To configure the SMTP/E-mail settings now, click on the AVG Admin Server
settings.

Note: To learn more about configuring the AVG Admin Server settings for sending
E-mail, see the E-mail tab topic in the Configuration/AVG Admin Server Settings
chapter.

If you have already previously configured the E-mail tab in the AVG Admin Server
configuration, you should see predefined values already in the correct fields. If not,
please check the AVG Admin Server settings or fill in your custom values.

If you want to receive reports directly as an attachment, enable the Send report as
attachment checkbox and from the rollover menu select, which format you prefer
for delivery of your report(s).

If you do not select to receive the report as an attachment, you will only receive a
notification e-mail and will have to review the report manually within the AVG Admin
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Console.
Once ready, proceed to the final screen by pressing the Next button.

In the next screen check, if all settings are correct and finalize the process by
pressing the Finish button.

6.9.3. Generated Reports
This group contains a list of all currently generated reports.

To open a report, right-click on the chosen line and from the context menu select
the Show item.

To delete a report right-click on the chosen line and from the context menu select
the Delete item.

Once you have opened one of your generated reports, you can then also print or
save it.

af Admin Report Viewer @

Report

) b M 13 3% w

BusinessObjects'

The report contains more than one page. To navigate through pages, use the left
and right buttons at the top of the screen.

By clicking the printer icon located in the top-left corner, you will open the standard
Windows print dialog, where you can choose to print the report on a printer(s) or
produce a PDF file (if available).

If you prefer to export the report to a file, use the Report/Save menu item. The
confirmation dialog will appear where you can choose which output format you
prefer (Adobe Acrobat PDF, HTML 4.0, MS Excel 97-2000 - xlIs).

6.9.4. Filtering

You can apply various listing filters to the Generated reports view. The filters are
available by default from the bottom left Filter panel.

The Filter panel is located by default in the bottom left part of the screen. If the
panel is not visible, you can activate it by clicking on the Filter window item in the
View/Panels menu.
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The filtering options for the Generated reports are as follows:

Note: To use a filter, simply tick the checkbox next to its name and double click the
line to insert a value. Then press F5 to reload the screen.

o Report template

Insert a custom report template name, that you want to filter out.
) Schedule name

Insert a custom report schedule name, that you want to filter out.
o From

Insert a custom date and time value, that you want to filter out.
. To

Insert a custom date and time value, that you want to filter out.

To disable a filter, simply uncheck the checkbox next to its name or right-click in the
filters window and from the context menu select Switch off all filters.

Note: All filters are case sensitive!

6.10.Licenses

This item offers an overview of all license humbers used. It allows you to easily
monitor all existing license numbers, and add or update license number for
individual or multiple stations.

In the main view, you have the following options available from the right-click
context menu:

o Mandatory - will mark the chosen license number as mandatory, which
means, that all stations will be required to use it.

o Change license number - will open a new dialogue allowing you to insert a
different license number.

Note: The new license number(s) will be deployed to individual stations once the
synchronization process take place. More information about synchronization process
can be found in the Synchronization process chapter.
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6.10.1.Shared Settings

In the view, you will see the list of all groups (including the custom ones). You have
the following options available from the right-click context menu applicable for each

group:

o Mandatory - will mark the usage of the given license number as mandatory

for the selected group, which means, that all stations in this group will use it.

o Change license number - will open a new dialogue allowing you to insert a
different license number.

Once changed, the license number will apply for all stations in the given group.
Note: The new license number(s) will be deployed to individual stations once the

synchronization process take place. More information about the synchronization
process can be found in the Synchronization process chapter.

6.10.2.Stations

In the view, you will see the list of all stations. You have the following options
available from the right-click context menu applicable for each station:

o Mandatory - will mark the usage of the given license number as mandatory
for the selected station.

o Change license number - will open a new dialogue allowing you to insert a
different license number.

Once changed, the license number will apply for all stations in the given group.
Note: The new license number(s) will be deployed to individual stations once the

synchronization process take place. More information about the synchronization
process can be found in the Synchronization process chapter.
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7. AVG Admin Server

AVG Admin Server is used to secure communication between the AVG stations and
the AVG DataCenter on the server. Through the AVG Admin Server the AVG stations
connect to the AVG DataCenter using the TCP protocol (or the HTTP protocol, to be
exact) that is a part of each Windows operating system installation. Therefore, the
AVG stations do not need any other third party component to be able to connect to
the remote administration system.

The AVG Admin Server can serve as a proxy server for downloading and
distributing updates to your stations (by deploying the UpdateProxy role).

Also, the AVG Admin Server can also provide update distribution within the local
network. It can work as a very simple web server offering the update files to AVG
stations. The update files are downloaded from the AVG central update servers just
once, which significantly decreases the internet connection link load, especially in
larger networks.

The AVG Admin Server is started automatically after deployment. If not, you can
start it manually from the Windows start menu All programs/AVG 8.0 Remote
Administration by selecting AVG Admin Server Monitor.

Alternatively, you can launch the AVG Admin Server settings from the AVG Admin
Console by selecting from the upper menu Tools/AVG Admin Server settings.

More information about the configuration of AVG Admin Server is available in the
Configuration/AVG Admin Server Settings chapter.
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8. AVG Admin Lite

AVG Admin Lite is a simplified version of AVG Remote Installation. It contains only
the AVG Admin Server Deployment Wizard Lite and the AVG Network Installer
Wizard Lite. No management console is available (such as AVG Admin Console), or
any advanced options.

o AVG Admin Server Deployment Wizard Lite - only allows deployment of the
UpdateProxy role.

o AVG Network Installer Wizard Lite - only allows AVG Installation Script
creation.

In order to install and use only the AVG Admin Lite features, you must have chosen
the Lite Installation option during the AVG Internet Security Network Edition
installation process (For more information see chapter Installation type).

8.1. AVG Admin Deployment Wizard Lite

o AVG Admin Server Deployment Wizard- Lite

Welcome to AVG Admin Server Deployme

WizardL/TE

Pleaze uze thiz wizard to configure 2VG Admin Server befare first run or ta
reconfigure it any time later, Mote that reconfiguration requires a restart of the
SEMVEL

AYG Admin Server Lite mode can act only in one role:
UpdateProxy role

+ Perfarms mirroring of downloaded update files for AYG stations.

Flzaze make sure you complete this wizard in order to make AWG Admin Server
wwork, cormect)y,

<< Back Mext »» l l Cancel
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The first dialogue explains the purpose of the Wizard. Click the Next button to
proceed to the next step.

Note: You need to complete this wizard in order to proceed with remote network
installation.

8.1.1. Configuration Overview

o AVG Admin Server Deployment Wizard- Lite

Configuration overview

AYGE Admin Server configuration

UpdateProxy role:
= Update filez folder: CAAYGUpdate
= Update servers:
+hitp: Ao B REME_<F: 4158/ 3vgupdate
+hitp: /fupdate. grizoft. cz/ zoftw/ 30 update
+hitp: Afbackup.grizoft, comyd zoftw/ 30 update

<< Back I L Deplay J l Cancel

This section contains an overview of the configuration, that is going to be deployed
on your server. Basically only the UpdateProxy role will be deployed to your server.
The UpdateProxy role serves as a proxy server for downloading and distributing
updates to your stations.

The wizard will also create the AVGUpdate folder on the C: drive (by default) or
drive that is indicated in your overview.
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8.1.2. Completion

AVG Admin Server Deployment Wizard- Lite

Deployment progress

Storing update mirroring gettings ok

AYG Admin Server deployment haz finished successfully.
Click Finish to start the server.

<< Back [ Finish J [ Cancel ]

If everything went smoothly, you will see a dialogue similar to the one above. Click
Finish to close the Wizard and continue to the AVG Network Installer Wizard Lite.
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8.2. AVG Network Installer Wizard Lite

AVG Metwork Installer Wizard

Welcome to AVG Network Installer Wizard LITE

AVG Metwork Installer Wizard LITE guides you step by step through
the A%G inztallation process on stations in pour network.

With this wizard you can

= Create an installation script, which can be used for installation frarm a CO
or a network, folder,

<¢ Back L Mest z J l Cancel ]

The AVG Network Installer Wizard Lite will quickly guide you through the AVG
script creation process. The script can then be used to install AVG on your stations.
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Installation settings
Step 113

Please enter parameters needed for ingtallation of AVG on stations:

License information

|defau|t apztem value from target station wil be uzed |

[ ] Compary: |defau|t spstemn value from target station will be uzed |

License nurmber: |.-’-\B|:DEF|3HIJKL |

Alfter clicking the Mext button, the wizard will check the license number relevance and zignature of the
inztallation package. This process can take zome time bo complete.

[ <¢ Back ]‘ Mest z I [ Cancel ]

Fill in the requested values. License number is a mandatory field that must be
filled in. Alternatively you may check the Name and/or Company checkboxes and
fill in the appropriate values.
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8.2.2. Creation of AVG Installation Script
o AVG Network Installer Wizard B=

Creation of AVG installation script

Step 213

Select where the ingtallation zoript should be created. If the latest 415 installation package iz not located
there, it will be downloaded fram the Internet.

Select where pou want to store the installation script

(#) Portable data storage medium [USE drive)

| ~]

(7 Falder [network drive with wite-access rights)

complete: 0%

In this dialogue you need to choose, where the installation script will be saved. If
the location does not contain the latest AVG installation package, the wizard will try
to download the file from the Internet once you click the Next button. In such a
case please make sure your Internet connection is available.

You can choose one of the following:

) Portable data storage medium (USB drive)
If you have not done so already, insert a removable USB device (Flash drive,
portable hard drive etc.) and hit the Refresh button to see the device in the
drop down list. Make sure the drive is not write protected.

o Folder
Selecting this option will let you choose a folder, where the script will be

stored. If you choose a network folder, make sure it has correct write-access
rights.
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8.2.3. Completion
o AVG Network Installer Wizard B=

Results of installation script creation

Step 33

The installation script was successfully created in folder:
- C:hbest,

You can start the installation on a station by running the
inztallation batch AvaSetup bat.

[ << Back H Erish |

If the script creation proceeded successfully, you will see a dialogue similar to this
one. Click the Finish button to close the wizard.

To use the script saved to a folder:
1. Copy the whole contents of the previously chosen folder to your station.

Note: If you used a network folder for storing the script, you can navigate to
that folder directly over the network.

2.  On the station navigate to this folder and run the AvgSetup.bat file.

3. The command line window will appear and the installation will begin.
4.  Once the installation is completed, the window will close automatically.
To use the script from a removable device:

1. Insert the removable device to your station.
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If the autorun feature is enabled in the station's operating system, the
installation will start automatically.

3. If not, open the removable device disk letter and run the AvgSetup.bat file
manually.

4.  The command line window will appear and the installation will begin.

5.  Once the installation is completed, the window will close automatically.
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9. Configuration

This chapter contains a description of configuration options for different parts of AVG
Internet Security Network Edition.

9.1. Shared Settings for Stations/Groups

This dialogue allows you to define shared settings for stations. The options are
exactly the same as on the station with few exceptions described in the below
chapters. If you require more detailed information on other items configuration, we
recommend you to consult the AVG Internet Security User Guide available to
download from www.avg.com.

- [~
24 Shared settings = @
| Fs
Language selection
Ignare Faulty conditions application must be restarted ko apply language changes.
= {% Maintenance Select user interface language:
% Wirus Waulk
{, PUP Exceptions
=\ Anti-Spam | ou cannot change the station's language in AYG Admin Console,
= Web Shisld Balloon tray notifications
{;—U LinkScanner
Display swstem kray notifications
T seans E
= schedules FEmERl fications about update,
gt Scheduled scan All mandataory Fications about scanning.
et wirus database update < All monitored Shield related tray notifications {aukomatic action),

gt Program update schedu @ ¥ Display components skate change notification.
= {% E-mail Scanner @[] Display Firewall related tray notifications.

=) Certification ) [¥] Display E-mail Scanner related tray notifications.
{£] mal Filkering

{;:, Logs and Results
B servers
{% Alert manager [V]

(<] I | (2]

aK ‘ | Cancel | ‘ Apply

9.1.1. General control and priority levels

All setting values applicable for stations or groups can be defined as a mandatory
value or as an optional value (default setting). A value can be changed from
mandatory to optional from its context menu (right mouse button).

The individual levels of priorities are set as follows (sorted from the highest to
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lowest priority):
o Shared settings for stations

Shared settings defined as mandatory in the Shared settings for stations
(available through upper top menu Tools) always have higher priority than the
others. Which means, that items set as mandatory in the mentioned settings
list cannot be changed at any lower levels.

o Shared settings in group

Shared settings defined as mandatory in the station groups (item Shared
settings in group available from the specific group workspace via right-
clicking the context menu in the Stations branch) have higher priority, than
the particular station settings, but lower than the Shared settings for
stations.

o Individual station settings

Particular settings for stations are considered to have the lowest priority, which
means, that all items set as mandatory in higher levels mentioned above
cannot be changed there.

Individual settings for stations can be accessed from the Stations item and
then double-clicking the requested station name.

By default, mandatory items are displayed as bold and can be easily changed by
right-clicking on the certain item's lock icon and choosing from the context menu
Mandatory item value.

The context menu contains also the following options:
) All mandatory - sets mandatory flag to all items in the current dialogue.

) All monitored - resets the mandatory flag for all items in the current
dialogue.

By marking an item as mandatory, the user on the local station will not be able to
customize such setting.

The individual levels are distinguished by icons next to each item. Generally, an
item set as mandatory is marked by the black "locked" lock icon. The icon with red
lock means, that the setting is already set as mandatory in Shared settings for
stations (highest level) and the icon with blue lock indicates, that the setting is
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marked as mandatory in Shared settings in group.

9.1.2. Alert Manager settings

The Alert Manager settings are available only from AVG Admin Console (i.e. not

visible on AVG station). Here you can select, which events you wish to be sent to

the AVG DataCenter and displayed in the AVG Admin Console (section Events).

Choose the required events by checking checkboxes next to each item.

2% Shared settings

- o/e&d

{%' Appearance
{;:J Ignore Faulty conditions
= {J Maintenance
E;:J Wirus Waulk
{EJ PUP Exceptions
Q Scans
@ Schedules
=l {EJ E-rnail Scanner
E;:J Certification
f=] mail Filkering
E;:J Logs and Results
o servers
Alert manager
{J Resident Shield
E;:J Advanced Settings
E;:J Exceptions
= {EJ Update
E;:J Procey
E;:J Dial-up

SE:

i@ Events list
Checked events will be sent to the AWG DataCenter,

Ewvent

[ ¥irus wault object added
Wirus wallt object removed
[ wirus wault object restored
] Threat Found

[] scan started

[] scan finished

[1 update started

[] update chedked

Update finished

[] avaG skartup

[] ava shukdown

AVG component berminated
[] License number changed

Admit made ar. ‘ | Cahcel | ‘

The possible events are as follows:

o Scan log modified

o Virus vault object added

o Virus vault object removed

o Virus vault object restored

. Threat found
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Scan started
. Scan finished

o Update started

o Update checked

o Update finished

o AVG Startup

. AVG shutdown

o AVG component terminated
o License number changed

9.1.3. Remote Administration

The Remote Administration settings available from AVG Admin Console contain
some additional settings (in comparison to station settings).

i Shared settings M
- $E] weh Shield [~
1

inkScanner
D"Q Scans a Server! | | |
- I[E Schedules
= .
E—]-{J E-mail Scanner
Certification .
Mail Filtering Login: | |

Remote Administration

Part: | |

i=| Logs and Resulks Password:
k’g SErvers

| slert manager i Port For incoming messages: | 6051 |
Resident Shield

Advanced Settings

Exrceptions Advanced settings

1 : .
Anti-Rootkit
] Update a Synchronize configuration every: | 1 hour M

E] Proey i Retrieve messages From server every: |5 minuUkes M
Dial-up

= RL

Remaote Administration
=] Allowed actions

0k | ‘ Cancel ‘ ‘ Apply

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 145



The settings include:

o Synchronize configuration every - choose the automatic synchronization
interval.
o Retrieve messages from server every - choose how often you wish the

requests invoked from AVG Admin Console to be retrieved from the server.

9.1.4. Allowed Actions

Allowed actions are items, that can be enabled or disabled for usage on a station
from the AVG Admin Console. The configuration can be set either in the Shared
Settings for groups/stations or individual station settings.

The feature is accessible from the Remote Administration item in the main tree
as Allowed actions.

24 Shared settings = @
Q Shell extension scan h]
Q Scan specific Files or Folc Allowed actions
% Schedules @ [¥] Change of the license number
= {;J E-mail Scanner @ [¥] Advanced settings dislog access
f] Certification 2 [#] virus vault access
E:J Mail Filkering @ [¥] Restaring items From the wirus vaulk
E:J Logs and Results @ [#] Deleting items From the wirus vaulk
B servers i [¥] 5end bug report
{;:J filert manager i Creating new PUP exceptions
= {;;J Resident Shield @ [¥] &vG user interface access
E;:J advanced Settings i | Terminate AVG Tray

E;:J Exceptions

[ pratect access ta unallowed actions with passward ...
1
%E;: Anki-Fookkdt

=45 Update =
3| Prosy
3| Dial-up
=] UL
=&
(<] In N

‘ aK ‘ | Cancel | ‘ Apply

By unchecking the following checkbox(es), you can forbid use of the feature for user
on the station.
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o Change of the license number - if unchecked, it will disallow users on the
station to change the license number.

o Advanced settings dialog access - if unchecked, it will disallow users on the
station to open and edit advanced settings.

o Virus vault access -if unchecked, it will disallow users on the station to
access the virus vault.

) Restoring items from the virus vault - if unchecked, it will disallow users on
the station to restore files from the virus vault.

) Deleting items from the virus vault - if unchecked, it will disallow users on
the station to delete files from the virus vault.

o Send bug report - if unchecked, it will disallow users on the station to send a
bug report.

o Creating new PUP exceptions - if unchecked, it will disallow users on the
station to create a new exception for potentially unwanted programs.

o AVG user interface access - if unchecked, it will disallow users on the
station to access AVG user interface.

o Terminate AVG Tray - if unchecked, it will disallow users on the station to
switch off the AVG Tray.

If you want to enable users to use unallowed actions after entering password, click
on the Protect access to unallowed actions with password... and in the new
dialogue fill in a new password (twice for verification).

The password will be required every time the user tries to access the disallowed
action.

Also you can decide, whether you want the local user to stop a running scheduled
scan. This can be done via Shared settings for stations/groups or in the individual
station settings. To do so, navigate to Schedules/Scheduled scan item and in the
right part of the dialogue tick the User can stop a running task checkbox.

Note: The changes will take effect once the stations get synchronized. For more
information about the synchronization process visit the Synchronization process
chapter.
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9.1.5. License
The License settings are available only from AVG Admin Console.

a Shared settings = ‘Elﬁ

] Appearance

B

License
Ignore Faulty conditions ) Owiner name:
= {;:J Mainkenance
E;:J Yirus Waulk
E_J PUF Exceptions @) License number:

@ Company!

Anti-Spam
| web Shisld
Q LinkScanner
Q Scans
@ Schedules
= {;:J E-mail Scanner
{;:J Certification
{=] mail Filkering
Logs and Results
k’g Servers
f__:J Alert manager
=3z Resident Shisld
=| advanced Settings
EJ Exceptions

| Anti-Rootkit [w]

0k | ‘ Cancel ‘ ‘ Apply

You can set the following options:
o Owner name - enter a required name of the owner.
o Company - enter a required company name.

o License number - enter a required license number.

9.2. Shared Firewall Settings

This dialogue allows you to define shared settings for stations. The options are
exactly the same as on the station, therefore if you require more detailed
information on individual item configuration, we recommend consulting the AVG
Internet Security User Guide available to download from www.avg.com.
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o Firewall settings g@
§_U General

£ securty General information

g—v Areas and Adapters profiles This dialag allows wau ko change Firewall advanced settings, in patticular, edit

g_u Profiles Firewall profiles and assign these to the network adapters or areas to take Full
T g_u Allow all . | advantage of automatic profile switching, slso, vou can edit access rights here,
5 g_u Block Al | and save the complete Firewall settings to the archive,

+-f£] Standalone computer
+ %_u Carmputer in domain
+ %_u Carmputer on the move
Settings management
Exports rules and configuration From all profiles inta the backup files (e.q.
for transferring to another camputer),
Impotts rules and configuration For all profiles Fram backup File.

Lrchive Restore settings From automatically managed archive,

QK | | Cancel ‘ ‘ Apply

General note about Firewall synchronization background:

It is not possible to assign profiles to interfaces, because this feature is dependent
upon the hardware fitted to the individual station, and the AVG Admin Console
cannot evaluate the station's hardware. Assigning applications to only a specific
interface is possible. However, if hardware changes are made, such settings will now
point to non-existent connections, and the new connections will thus be given the
default connection settings rule as defined by AVG.

Assigning profiles to areas is not possible either. Physical interfaces will be visible on
the client, but rules will be set for the configuration as a whole.

If the configuration is copied from one station to another, all interfaces and areas
are adjusted according to the current ones during the next synchronization.

9.3. AVG Admin Server Settings

The AVG Admin Server Monitor is a part of the AVG Admin Server installation.
The AVG Admin Server Monitor displays an icon on the system tray, and the icon’s
color indicates the AVG Admin Server status. Double click on the icon to open the
AVG Admin Server Monitor dialog with basic information on the server activities.
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If there is no icon available, you can start the AVG Admin Server Monitor either from
the Windows start menu All programs/AVG 8.0 Remote Administration by
selecting AVG Admin Server Monitor or from the AVG Admin Console by
selecting from the upper menu Tools/AVG Admin Server settings.

o AVG Admin Server Monitor E]
2008-02-13 15:05:39,1 Full license For remoke adminiskration £ Server is active (D clients)
2008-02-13 15:03:39,298  Database opened Max, 1 clients
2003-02-13 15:03:39,689  Graphic Reports skarted Awg. 0 C||E|'lt_5."53t
2003-02-13 15:03:39,767  Update Proxy starked Awg, proc, bime 5 msec

2003-02-13 15:03:39,793  Managed Update Liskener starked
2008-02-13 15:03:39,793  Admin Server starked

Epel

[ Stop server ]

[ Pause server ]

< | > Server settings...

Run &YG Admin Server Monitor ak skartup

The AVG Admin Server Monitor dialog contains the following control buttons:
o Stop server - allows you to stop the AVG Admin Server.

o Pause server - allows you to pause the AVG Admin Server, and continue its
running.

o Server settings - allows you to set up the AVG Admin Server configuration.

If you prefer not to automatically launch the AVG Admin Server Monitor at
Windows system startup, you can uncheck the checkbox Run AVG Admin Server
Monitor at startup (not recommended).
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9.3.1. General tab
This tab offers the following options:

AVG Admin Server settings E
General | DakaCenter || UpdateProy || Managed Update || E-mail |

AWE Admin Server 8.0.102

‘ Copyright o) 1992 - 2008 Avia Technologies
WA, 3%, COm

License

License number 8I5-

License bvpe Full

Conneckion

Port 4158| [ Set default port ]

Local gddress | M

ok ] [ conl
o License section

Click the Change button to insert a new license number and/or your personal/
company details.

This license humber must correspond to the network license, i.e. the remote
administration support must be active.

) Connection section
Here you can change the port humber and local address.

o Port - the default port value is 4158. You can reset the default value any
time by pressing the Set default port button.
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Local address - specify the local address for incoming connections. The
default value is empty, meaning any local address. If the specified name
resolves to more than one address, then the first available one is used
(the server tries all of them).

9.3.2. DataCenter tab
This tab offers the following options:

AVG Admin Server settings

General | DataCenter |UpdateF‘m>:_l,J || E -mail |

Databaze system settings

Database spstem | Firebird M
Databaze file
C:AProgram Fileshaw G4 GES AdminhServerhavgdb. id

Database access
Ugemame SYSDBaA
[#] Password sssnsnene
Computer name

Instance

DatalCenter settings
DataCenter access

[]Usemname

FPazzwaord

[ oK ] [ Cancel ]

Database system settings section contains database options. To change the
database system, choose a different one from the drop down list.

o Firebird
This database engine is appropriate for smaller networks with up to 150
stations. The database is a standard part of AVG Internet Security Network
Edition installation.

To change location of the database file, you can change the path in the
Database file field.
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MS SQL Server Express

A reduced version of the Microsoft SQL Server, it can serve up to 1000
stations. The product is not a standard part of AVG Internet Security Network
Edition. Its usage is not limited by any commercial license.

To change the database name insert a custom value into the Database name
field.

MS SQL Server 2000/2005
This engine can serve over 1000 stations in large networks. It is not a
standard part of AVG Internet Security Network Edition and its usage is bound

to the Microsoft SQL Server license.

To change the database name insert a custom value into the Database name
field.

Oracle
This engine can serve over 1000 stations in large networks. It is not a

standard part of AVG Internet Security Network Edition and its usage is bound
to a commercial license.

The Database access section allows you to change the following parameters (not
available for all database engines):

Username - a database username chosen for the database creation during the
AVG Admin Deployment Wizard.

Password - a database password chosen for the database creation during the
AVG Admin Deployment Wizard.

Computer name - type in the computer name with the database.

Instance name - refers to a particular SQL Server 2000/2005 installation, if
there are more than one instance installed on the station.

In the DataCenter access section you should fill in a chosen username and
password for access to the AVG DataCenter. The values are optional, but we
recommend setting them up to increase security.

Note: This username and password apply for connecting stations to the AVG
DataCenter. In other words, these values must be correctly filled when connecting
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stations to the AVG DataCenter (either via the AVG Network Installer Wizard or

The username and password for connecting via the AVG Admin Console to the AVG
DataCenter is different and can be set in the AVG DataCenter Settings dialogue
(accessible via the upper menu DataCenter/AVG DataCenter settings in the AVG

Admin Console).

9.3.3. UpdateProxy tab
This tab offers the following options:

AVG Admin Server settings

]
X

|Jpdate files folder
C:h\aVGupdate

Download source

General | DataCenter | UpdateFroxy |E-mai||

URL

Add

hittp:/fupdate. grizoft. cz/softw B0 update
hittp:/ Mbackup. grizoft, comy softw/ 30 updal

Maove up
(<] Il | [2] | Meve down

Intermet connection

[ Use proxy server

Address Part

Authentication
Izername
Password
[ QK. ] [ Caticel ]

o Update files folder - fill in a complete pathname (e.g. c:\AVGUpdate) to the
directory, where the downloaded update files will be stored.

. Download source

Contains list of available update servers sorted according to priority. The
server on the top will be used first. Possible options are as follows:
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Add - will open a dialogue for adding a new update server.
Edit - will allow you to edit the selected entry.

Delete - will delete the selected entry.

Default - will restore the original update server settings.
Move up - allows you to increase the priority of a server.
Move down - allows you to decrease the priority of server.

You can also check or uncheck certain entries. The AVG Admin Server will
consider only checked entries.

o Internet connection
If you require a proxy server in your network, you can fill in the details here.
Check the Use proxy server checkbox and enter your proxy server Address

and Port number.

If the server requires login for successful connection, check the
Authentication checkbox and fill in the username and password.
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9.3.4. E-mail tab
This tab offers the following options:

AVG Admin Server settings

General | DataCenter | UpdateFrony | E-mail |

teszage header
Tar

Copy:

Blind copy:
Fram:

Reply ta:

Subject:

Server for gending e-mailz [SMTF]
SMTF zerver

SMTF part: 25

SMTF login:

SMTF Pazsword:

[ oK ] [ Cancel ]

To be able to send Graphic reports by e-mail, you need to configure this tab first.

Note: The crucial fields to be filled are located in the Server for sending e-mails
(SMTP) section (see below). You will be allowed to select other fields (To/Subject/
Body) also during the Report Schedule Definition Wizard, but all values you will
enter here will be considered as default.

The Message header section contains these fields:

o To - specify one or more e-mail addresses that the report(s) will be sent to.
Separate individual items by a comma. This field can also be filled during
Report Schedule definition.

o Copy - An optional value. Specify one or more e-mail addresses that the report
(s) will be sent to. Separate individual items by a comma.
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o Blind copy - An optional value. Specify one or more e-mail addresses that the
report(s) will be sent to as a blind copy (no other recipients will see these
addresses). Separate individual items by a comma.

o From - An optional value. Specify the sender's e-mail address and/or sender's
name and e-mail address in angle brackets <user@address.com>

o Reply to - An optional value. Specify a reply e-mail address.
o Subject - enter some text to recognize the reports.

The Server for sending e-mails (SMTP) section contains these customizable
fields:

o SMTP server - insert your SMTP server address (can be an IP address or a
domain name).

o SMPT port - specify the SMTP server port humber. Default value is 25.

If your SMTP server requires authentication for sending e-mails, enter the login
details below:

) SMTP Login - specify username.
o SMTP Password - specify password.

Confirm all changes of the server configuration by the OK button. However, the
changes are applied after the server launches again with the new configuration. If
the AVG Admin Server is running, a dialogue will prompt you to restart the server
(note that the server will be inaccessible for some time during the restart).

9.4. Connection String

Stations are connected to the AVG DataCenter via a so called connection string.
This string consists of your AVG Admin Server address and a port number. For
example:

localhost: 4158

To connect a station to the AVG DataCenter (and manage it via the AVG Admin
Console), the Remote Control Communication Library component has to be
installed on your station(s). During installation of this component, you will be asked
for the connection string to the AVG DataCenter. Once the station is connected to
the AVG DataCenter, you will be able to manage the station from the AVG Admin
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Console. The connection string can be changed later on in the AVG User Interface
(menu Tools/Advanced Settings) on the station.

To connect to an AVG DataCenter from the AVG Admin Console, follow these steps:

1. In the AVG Admin Console click on the upper menu DataCenter and select
the Connect to AVG DataCenter item.

2. Enter a new server address and port number, alternatively also a username
and password, if required.

3. Confirm your choice by clicking the OK button.

9.5. Proxy Server
This chapter describes internet proxy server related issues.

Generally, the proxy server term refers to a server, typically on a private network
that allows access to external network resources.

Within the AVG Internet Security Network Edition, you have basically two options for
proxy server usage:

1. Use your own proxy server to connect to the AVG update servers. In this case,
you need to define the proxy server settings for all your stations. To do so,
follow these steps:

o In the AVG Admin Console select the Shared settings for stations
item from the upper menu Tools.

o Navigate to Update and select the Proxy item.

o In the right part of the dialogue select Use proxy and define Manual or
Auto configuration, depending on your network settings.

) Click OK to confirm the changes.

) Wait until all stations have been synchronized. (Default synchronization
period is 60 minutes.)

Alternatively, you can force immediate synchronization of all stations: Right-click on
the Stations node and from the context menu select Synchronize settings.

2. Deploy the UpdateProxy role of the AVG Admin Server to work as a
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mediator (i.e. a proxy server) between the official AVG update servers and
your stations. It downloads all necessary update files requested by AVG
stations connected to your DataCenter. By using this, you will preserve
bandwidth. You can also optionally deploy more than one UpdateProxy server
and split the load among two or more servers (depending on your network
size).

To deploy the UpdateProxy role to your AVG Admin Server, simply select from
the Windows Start menu/All programs/AVG 8.0 Remote
Administration/AVG Admin Server Deployment Wizard item and in the
second step of the wizard tick the checkbox UpdateProxy role and complete
the rest of the steps.

Additionally, if you need to set your internet proxy server to allow the AVG Admin
Server to download update files from AVG update servers, follow these steps:

Open AVG Admin Server settings from the Tools menu in the AVG Admin
Console.

Navigate to the UpdateProxy tab and in the Internet Connection section
check the Use proxy server option. Fill in your proxy server details and press
OK to confirm your choice.

9.6. AVG Admin Console

9.6.1. Context Menu

If you right-click on the Stations item in the left tree a new context menu will
appear with the following options:

New group - allows you to create a new group (more information on groups
can be found in the Station groups chapter).

Synchronize settings - will ask for for immediate synchronization of settings
with stations.

Ask to perform update - will ask all stations to start the update process.

Ask for scan results - will ask all stations for scan results.

If you right-click on the New Stations item in the left tree or any existing group a
new context menu will appear with the following options:
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New group - allows you to create a new group (more information on groups
can be found in the Station groups chapter).

Edit group - allows you to change the group name and description (does not
apply for the New stations group).

Delete group - allows you to delete the selected group (does not apply for
the New stations group).

Shared settings for group - opens shared settings for group.

Shared firewall settings for group - opens shared Firewall settings for
group.

Synchronize settings - will ask for immediate synchronization of settings
with stations.

Ask to perform update - will ask all stations to start the update process.

Ask for scan results - will ask all stations for scan results.

Other right-click context menu controls are available when used in the current view
section (right-clicking on a station):
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Add to group - will add the selected station to a group.

Remove from group - will remove the selected station from a group.
Delete station - will delete the station from the AVG DataCenter.
Settings - will open the Station settings dialogue.

Firewall settings - will open the Firewall settings for station dialogue.

Synchronize settings - will ask for immediate synchronization of stations'
settings with the AVG DataCenter .

All tasks item contains these subitems:

o Ask to perform update - will ask all stations to start the update
process.

o Ask for scan results - will ask all stations for scan results.
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o Launch Scan whole computer - will launch a whole computer scan on
the station.

o Launch Anti-Rootkit scan - will launch an anti-rootkit scan on the
stations.

o Refresh components state - will refresh the state of all components.
o Show Virus vault - will show the station's virus vault .

o] Show Firewall log - will show the Firewall communication log from the
station.

9.6.2. Station Groups

The administrator can define station groups as the need arises. All objects included
in the group then take the configuration set up for this group.

This way the administrator can define the group configuration, and change the
configuration previously set for a specific station by simply assigning the station into
a group. Station assignments into groups makes administration much easier, and
should be used if the number of stations exceeds the number of records for one
screen (i.e. approximately 20-25 objects).

The procedure of creation and administration of station groups is the same in both
cases. The following text describes the respective procedure for stations:
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Create a new group

To create a new group, follow these steps:

o] In the navigation tree right-click on the the Stations group.

o} From the context menu select the New group item, and specify its name
o Press the Enter button to confirm the creation of the group

Immediately after creating the group, a new shared settings object is created
in the AVG DataCenter that can be further edited. All members of the new
group then automatically share this object’s configuration.

Delete a Group

The Delete group procedure is analogical to the group creating:
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o Click the right mouse button over the name of the group that you want
to delete

o From the newly-opened context menu select the Delete group item

Using the same context menu you can also rename groups (through the Edit
group item).

Stations can be assigned into a station group using the context menu Add to group
item. You can highlight and assign more stations at once:

The New stations group is a specific system group that cannot be deleted. Stations

newly connected to the AVG DataCenter are automatically assigned to this group. All
stations are visible in the top Stations group.
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10. How to...

This chapter describes how to do selected tasks in AVG Internet Security Network
Edition. Currently covered topics:

o How to connect stations to AVG DataCenter

) How to migrate stations from/to different Datacenter
o How to synchronize stations

) How to solve update related issues

) How to install AVG remotely on Windows XP Home

) How to change user interface language

Note: If you experience any problems with the remote administration/installation/
connection even after reviewing the chapters below, please try to find the correct
answer in the FAQ (Frequently Asked Questions) located at www.avg.com.

10.1.How to Connect Stations to AVG Datacenter
You have basically two options for connecting stations to your AVG DataCenter:

. AVG Network Installer Wizard

. Manual connection

10.1.1.Connecting Stations Manually

Directly, you can install AVG manually on every single station/server in the network,
and then connect them (manually) to the AVG Internet Security Network Edition.
This option can be used for all Windows platforms.

To be able to successfully manage your AVG stations remotely, you must include
the Remote Control Communication Library component during the AVG
installation process. Once this component is correctly installed, you must manually
specify the correct AVG DataCenter Connection String.

For more information about the Connection String see chapter Connection String.

For a detailed description of AVG installation please refer to the AVG 8.0 Internet
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Security (or your appropriate edition) User Manual; available for download in the
downloads section of AVG website (www.avg.com).
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Note: You can also insert the AVG DataCenter connection string directly during AVG
installation on the station.

To insert the string on the station, open the AVG User Interface and navigate to the
Advanced settings (via upper menu Tools/Advanced Settings). Select Remote
Administration group.

In the right part of the dialogue fill in the following entries:

o Server - enter your AVG DataCenter server name or IP address.

o Port - enter your AVG DataCenter server port (default is 4158).

If your AVG DataCenter requires username and password for connection, also fill in
these details:

Login - enter username.
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Password - enter password.

We recommend to keep Port for incoming messages with the default value.

10.2.How to Migrate Stations from/to Different DataCenter

This chapter describes migration of stations from a different AVG DataCenter. The
following two topics are covered:

. Migrating Stations from AVG DataCenter 7.5 to 8.0

° Migrating Stations to another AVG DataCenter

10.2.1.Migrating Stations from AVG DataCenter 7.5 to 8.0
After you have installed AVG Internet Security Network Edition and deployed

the server roles, you have two options for transferring stations currently managed
in AVGADMIN 7.5 to AVG Internet Security Network Edition:

Install AVG 8.0 on stations and connect them to AVG DataCenter 8.0

From the Windows Start menu/All programs/AVG 8.0 Remote Administration
select the AVG Network Installer Wizard item. Follow the wizard and install AVG
8.0 to all stations required.

AVG 7.5 to AVG 8.upgrade (including removal from the old AVG DataCenter
7.5).

By following this procedure you can upgrade selected stations from AVG 7.5 to AVG
8.0, connect them to the AVG DataCenter 8.0 and remove them from the AVG
DataCenter 7.5.

In AVGADMIN 7.5 locate the list of stations you would like to migrate across to the
new DataCenter 8.0:

1. Open AVGADMIN 7.5 (Build 7.5.516 or newer) and select Stations view.
Choose the group, where the stations you want to migrate are located (e.g. All

).

2. In the right view, select the stations you want to migrate across and right click
on the selection. From the context menu choose the Export station list item.

3. A new dialogue will appear asking you for a file name and its location. Type in
some name, choose a location and press the Save button to create it.
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Once done, launch the AVG Network Installer Wizard from the Windows Start
menu/All programs/AVG 8.0 Remote Administration.

1. In the second wizard step select Remote Network Installation and check
the Advanced mode checkbox.

2. Continue through the other steps and fill in the necessary information.

3. In the Network Scanning step choose the Import stations from file item
from the drop down list and click the Next button.

4, A new dialogue will appear asking you for the previously saved text file. Locate
it and load it by pressing the Open button.

5. Choose the stations on which you wish to install the new AVG and click the
Install button.

6. The installation process may take a while, so please be patient. You may need
to right-click in the progress screen and from the context menu choose the
Refresh option, which will update the list.

7. Once you have finished installing the requested stations, click the Next
button.

8. In the final screen, check the Try to remove successfully installed stations
from old AVG DataCenter (version 7.5) checkbox and click the Finish
button.

The Wizard will then try to connect to your AVG DataCenter 7.5 (if not installed
locally, you will experience a dialogue asking for the proper connection string) and
remove the successfully installed stations from the database.

Note: More detailed information on the AVG Network Installer Wizard can be found
in the AVG Network Installer Wizard Advanced Mode chapter.

10.2.2.Migrating Stations to another AVG DataCenter

In order to move your stations to a different AVG Datacenter you need to firstly
deploy the AVG Admin Server to a different computer (if you have not done so
already).

Once you have your new AVG Datacenter ready, you need to provide a new
connection string for all stations you wish to connect to it.
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To reflect the new settings of your stations, follow these steps:

1.

In the AVG Admin Console select Tools from the upper main menu and
choose the Shared settings for stations item.

Select the Remote Administration.

Fill in the new server address and port humber. Close the dialog by clicking
the OK button.

Wait until all stations get synchronized. (Default synchronization period is 60
minutes.)

Alternatively, you can force immediate synchronization of all stations: In the
navigation tree right-click on the Stations node and select Synchronize settings
from the context menu.

To verify successful migration of the stations, connect to your new AVG DataCenter:

1.

3.

In the AVG Admin Console click on the upper menu DataCenter and select
the Connect To AVG DataCenter item.

Enter the new server address and port number, alternatively also a username
and password, if required.

Confirm your choice by clicking the OK button.

You can also export the whole existing content of your AVG DataCenter and then
import it to the newly created one. To do so, follow these steps:

Note: This procedure applies to version 8.0!

1.
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To export the existing AVG DataCenter content navigate to the DataCenter/
Database export upper menu item.

The export will begin. Once it will finish, you will see the results in the Status
window together with exported file location (usually Documents and settings
\All users\Application Data\AVG8\Admin Server data\Database backup in which
you will find the backup folder in the format YEAR-MM-DD TIME).

Please note, that the export will be stored on the computer, where the
AVG Admin Server runs (which does not have to be the same computer,
where you use AVG Admin Console)! Therefore before proceeding with
its import, you will probably need to copy the exported folder from the
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server to a different location for further use.

3. To import the data back to a new AVG DataCenter, start AVG Admin Server
Deployment Wizard on the server, where you wish to import the data back.
Go through the wizard and in the Database update/creation step select Create
new empty DataCenter database.

4.  Continue to the Data import step, check the Import data into the database
from folder checkbox and fill-in the path to the recently exported/saved
backup folder.

5. Confirm your choice and finish the wizard. Upon its completion, the original
data will be available in the new AVG DataCenter.

10.3.How to Synchronize Stations

The synchronization process is described in the AVG Admin Console/
Synchronization process chapter.

10.4.How to solve Update related issues

If your stations are not up-to-date, you may need to verify, that they are correctly
connected to your DataCenter and if updates can be triggered remotely. We
recommend following these steps:

First try to update the stations manually to see, if the stations are responding
correctly. To do so, in the AVG Admin Console right-click on the Stations node or
a particular station in a stations view and from the context menu select All tasks/
Ask to perform update item. Watch the status window in the AVG Admin Console
and check for error messages.

To be completely sure, that the update was successful, synchronize the settings
(right-click on the Stations node or a particular station in a stations view and from
the context menu select All tasks/ Refresh component states) and then open
the Versions tab in the stations view. Here you can see, if all databases have been
updated.

If the update went correctly, but after some time the stations become out-of-date
again, check the following settings:

1. From the upper menu Tools select the Shared settings for stations item.

2. Navigate to the Schedules and select Update schedule.
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3. In the right part of the dialogue verify, that the Enable this task checkbox is
ticked and also, that the schedule is predefined the way you require it. Click
OK to close the dialogue and confirm the changes.

4. Right-click on the Stations node or a particular station in a stations view and
from the context menu select Synchronize settings.

If you received an error during the previous steps, or your stations still show non-
compliant conditions as far as the updates are concerned, try to continue with these
steps:

1. From the upper menu Tools select the Shared settings for stations item.
2. Navigate to the Update and select URL.

3. In the right part of the dialogue verify, that the correct update addresses are
entered. I.e. if you're using the UpdateProxy role of the AVG Admin Server,
your AVG Admin Server address should be visible. Otherwise, you should see
the default AVG update servers (see below).

4, Correct the addresses, if needed, and click OK to confirm the changes.

5. Wait until all stations get synchronized. (Default synchronization period is 60
minutes.)

Alternatively, you can force immediate synchronization of all stations: Right-click on
the Stations node and from the context menu select Synchronize settings.

If you are not getting updates to your AVG Admin Server UpdateProxy at all and
your Internet connection is working correctly, try to check the AVG Admin Server
status page first. To do so open your AVG Admin Server IP address or domain name
with the correct port number (default is 4158) in your web browser. For example:

http://localhost: 4158/

In the UpdateProxy server role section you will find the UpdateProxy status as
well as download/upload statistics.

If this seems to be incorrect or you still think that there is an error, try to deploy the
UpdateProxy role of the AVG Admin Server again. To do so, run the AVG Admin
Server Deployment Wizard again - follow the steps described in the AVG Admin
Deployment Wizard chapter.

In the Configuration of update servers step, check that the update server is set
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correctly. Default update servers are as follows:
Primary update server address:
http://update.avg.com/softw/80/update
Backup update server address:
http://backup.avg.com/softw/80/update

Finish the Wizard by confirming all steps.

10.5.How to install AVG remotely on Windows XP Home

Remote installation on stations with Windows XP Home operating system requires
manual installation and start of the AVG Agent service (if it is not already running
on the station).

The AVG Agent application is available in every AVG Internet Security Network
Edition installation. Assuming your installation drive is C:, the path to the
application would be:

C:\Program Files\AVG\AVG8 Admin\Console

For the AVG Agent to function properly, you need to copy the following files to your
station first:

avgagent.exe
avgagent_cz.Ing
avgagent_fr.Ing
avgagent_ge.Ing
avgagent_it.Ing
avgagent_pb.Ing
avgagent_us.Ing

Once done, navigate to the folder where you saved the AVG Agent on your station
and run the following command:
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avgagent.exe -install -start

Once the AVG Agent is installed, you will be able to proceed with remote installation
of AVG.

More information on remote installation can be found in the AVG Network Installer
Wizard Basic Mode chapter.

10.6.How to Change User Interface Language

During installation of AVG you have the option to choose the user interface language
you prefer. If, for some reason you need to use the application also in a different
language, you can change it by following this procedure:

When starting AVG components, it is possible to use this command line parameter
to change the language of the user interface:

Parameter [Meaning

/LNG=xxxXx If the required language version is available, it will be
lused. Otherwise the application will choose the language
according to the operating system language.

The possible values are:

ICSY - Czech user interface

[ENU - English user interface

IDEU - German user interface

IFRA - French user interface

|PTB - Brazilian Portuguese user interface

ITA - Italian user interface

Example usage:

From the Windows Start menu choose Run and enter your requested component
with path and appropriate parameter. For example:
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Note: We assume that you have installed AVG to the following destination:
C:\Program Files\AVG\AVG8 Admin\

If not, change the paths below accordingly.

To start AVG Admin Console in German language:

"C:\Program Files\AVG\AVG8 Admin\Console\AVG8AdminConsole.exe" /Ing=deu
To start AVG Network Installation Wizard in German language:

"C:\Program Files\AVG\AVG8 Admin\Console\AVG8NetworkInstaller.exe" /Ing=deu
To start AVG Admin Deployment Wizard in German language:

"C:\Program Files\AVG\AVG8 Admin\Console\AVG8AdminServerWizard.exe" /
Ing=deu

To start AVG Admin Server Monitor in German language:
"C:\Program Files\AVG\AVG8 Admin\Console\AVG8AdminServerMonitor.exe" /

Ing=deu

10.7.Control_station_users_actions

This chapter shortly describes examples how an administrator can remotely control
actions of AVG users on stations.

By default, all actions within AVG user interface are allowed to be changed/
interrupted by user on the local station.

There are three main ways how to manage users' access:
o Allowed actions
It is possible to disallow access to different actions on a local station by

managing allowed actions - for more information see chapter Configuration/
Shared Settings for Stations/Groups/Allowed Actions.

o Mandatory settings

The mandatory/monitored settings can be used for disabling/enabling various
actions within the station settings. By marking an item as mandatory, the user
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on the local station will not be able to customize it.

For more information see chapter Configuration/Shared Settings for
Stations/Groups/General control and priority levels.

. Scheduled scan cancellation

You can decide, whether you want to allow the local user to stop a running
scheduled scan or not. This can be done via Shared settings for stations/
groups or in the individual station settings. To do so, navigate to Schedules/
Scheduled scan item and in the right part of the dialogue tick the User can
stop a running task checkbox.

10.8.Requests handling and status messages

This chapter describes requests, their handling and processing within AVG
DataCenter.

) Requests sent to a single station

If a request is invoked from AVG Admin Console (e.g. request for settings
synchronization, update performing, etc.) a message appears in the Status
Window and at the same time, the request is stored within the AVG
DataCenter.

Then the station is notified about the request and if it is online, it will start
processing it immediately. An information about the result is delivered back to
the AVG DataCenter and instantly displayed in the Status window. Error
messages appear in red color.

In special cases two situations may happen:

o The station is online but for some reason cannot accept the request (e.g.
notification port is not working correctly for some reason), the server will
try to periodically delivery the request (default interval is five minutes).
Note: This interval can be changed in Shared settings for stations/
groups, Remote Administration item, advanced settings section,
Retrieve messages from server every drop down menu.

) The station is offline and will receive the request immediately after it
gets online.

In case of special request that requires more time, the status window will

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved.

2 AVG

173



M AVG

display a message saying, that the station has started processing the request
and as soon as it finishes also the result.

) Requests sent to groups/all stations
Some requests can be sent to a group or all stations (by right-clicking on a
group name or on stations item and choosing and action from the context
menu).
Such request is stored in the AVG DataCenter and then distributed by AVG
Admin Server to individual stations of the chosen group. Also the result is later
displayed individually for each station.

o Duplicated requests

If a same request is sent multiple times to a station, it is not stored in AVG
DataCenter and the station will only process the first one.

This applies also to offline stations. In other words there is no need to send
more than one request, since the duplicated requests are disregarded.

) Requests expiration

Requests, which are not processed in 15 days are deleted from the AVG
DataCenter.
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11. AVG DataCenter

The AVG DataCenter is a database that all AVG stations as well as the AVG Admin
Console program communicate with. The AVG Admin Console accesses the AVG
DataCenter to centrally define AVG settings and system parameters. AVG stations
connect to the AVG DataCenter to read the set up parameters; and to save their
currently defined setting and scan results.

The communication is possible only if the Remote Control Communication
Library component is properly installed on all stations, and connected to the AVG
DataCenter.

The AVG DataCenter contains an implemented SQL database, or it can be attached
to a separate database server running either on the same or another computer
within the local network.

Attention: Particular database engines can serve only a limited number of
connected computers. More information on this topic can be found in the DataCenter
role chapter.

11.1.Maintenance

After a considerable period of AVG Internet Security Network Edition use (i.e. AVG
Admin Console use), some inconsistencies or duplication in the AVG DataCenter may
appear. Such a situation puts increasing demands on the network load, and the
maintenance options are aggravated. For easy AVG DataCenter maintenance we
have prepared several scripts that will help you perform the frequently required
maintenance operations. During maintenance (when a script is active) the AVG
DataCenter is locked, and users cannot access it.

The maintenance scripts are available from the AVG Admin Console, menu Tools/
Database Maintenance.

11.2.Password protection

Access to the AVG DataCenter can be password protected, and the password is
saved directly in the AVG DataCenter. If the AVG Admin Console finds out that the
AVG DataCenter is password protected, it will require the password to be entered
upon every connection.

If you want to activate the AVG DataCenter access password protection, navigate to
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the AVG Admin Server settings, DataCenter tab and in the DataCenter access
choose your preferred username and password.

More information can be found in the AVG Admin Server Settings chapter.

11.3.Converting the AVG DataCenter to a Different Database

The AVG Admin Server Deployment Wizard is able to automatically convert any
existing AVG DataCenter to a different database format.

It is also possible to convert the AVG DataCenter from one AVG DataCenter to
another using the Export/Import functions. From within the AVG Admin Console it is
possible to export the AVG DataCenter to a portable text format (menu
DataCenter/Database Export) and import the data during the AVG Admin
Deployment Wizard.

More information about the wizard can be found in the AVG Admin Deployment
Wizard chapter.
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12. AVG Managed Update

Please Note: the AVG Managed Update service and all its settings are available
only if you use a proper license!

The AVG Managed Update is a service for our clients that enables forced AVG
updates invoked by the AVG Technologies corporation. Using the service, a
registered AVG Admin Server can be told by an external incentive (a special TCP/
UDP packet sent by a program residing at the AVG Technologies server) that a new
update is available. The update files are downloaded then and an update notification
is distributed to the defined AVG stations instantly (see the description of the Client
info tab for details).

Thus you can obtain and distribute the update immediately after its release. This is
another security enhancement, which helps to keep your system even more up-to-
date than regular scheduled update checking. But note that the scheduled update
does not lose its sense - on the other hand, we recommend you do not neglect the
proper setup of scheduled updates, for they can serve as a reserve when the AVG
Managed Update feature is not functional for any reason.

Note: Only a server with a public IP address can receive update notification packets.
And for a server in a firewall-protected network, the respective port (4157 by
default) must be allowed for incoming connections.

The AVG Managed Update feature is controlled using a tab in the AVG Admin
Server Monitor. The application is accessible from the AVG 8.0 Remote
Administration folder of the All Programs folder in the Windows Start menu.

Press the Server settings button in the AVG Admin Server Monitor interface:

AVG 8.0 Internet Security Network Edition © 2008 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 177



M AVG

Tousgh o threats. Essy an you

|
o AVG Admin Server Monitor =gl 1
2008-02-13 15:03:39,1 Full license For remote administration f Server is active (0 clients)
2008-02-13 15:03:39,298  Database opened Max, 1 clients
20058-02-13 15:03:39,689  Graphic Reports skarked Avg. 0 E|IEHFSISEE
2008-02-13 15:03:39,767  Lpdate Proxy started Awg, proc, time 5 msec

2008-02-13 15:03:39,798  Managed Update Liskener skarted
2008-02-13 15:03:39,798  Admin Server started

[ Stop server ]

[ FPause server ]

[{_] 1] ] m [ Setver settings...

Run AvG Admin Server Monitor ak startup

Note: For complete description of the AVG Admin Server Monitor interface and
functionality please refer to the Configuration/AVG Admin Server Settings
section of this document.

Click on the Managed Update tab to open the AVG Managed Update configuration:
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AVG Admin Server settings

| General | DataCenter | UpdateF’roHyl Managed Update | E-mail

Server ID |

Part [TCF) #157 | Setdefautpot |

Local address [TCF]

Fort (LD #1157 [ Setdefautpat |
Local address (UDP)

Fort for client EOS1 l Set default port ]

cormmunication

Mokify masirunn number of |15 {ﬁ
stationg per minute

Client Info

[ Ok ] [ Cancel ]

Here you can manage reception parameters of your AVG Admin Server with respect
to the AVG Managed Update feature. The following fields are present within the tab:

) Server ID
Identification of your server, obligatory parameter. It must be the same as
your AVG Managed Update service ID registered by AVG Technologies
corporation.

e  Port (TCP)

The field defines the TCP port where the AVG Admin Server listens for the
incoming commands.

o Local address (TCP)

The address where the AVG Admin Server listens for the TCP encoded
incoming commands.
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Port (UDP)

The field defines the UDP port where the AVG Admin Server listens for the
incoming commands.

o Local address (UDP)

The address where the AVG Admin Server listens for the UDP encoded
incoming commands.

. Port for client communication

Enter the number of the port for AVG Managed Update-related communication
between the AVG Admin Server and AVG stations.

Note: The port must be the same as the AVG Internet Security Network
Edition port number set on the stations.

In the Number of stations to notify (per minute) section choose, how many
stations should be notified per minute (to avoid overloading; the default value is
15).

Note: You can set the default port values for any above field by pressing the
respective Set default port button.

The Client info button will open the following dialogue:
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Client Info

Inform clients about update bvpe of
(%) ¥irus database () Pragram

Set 1 clients IP addresses

Set 2 clients IP addresses

I (0] 9 l [ Cancel ]

This dialogue is designed to set up the parameters of the update distribution from
AVG Admin Server to clients, or between AVG Admin Servers. Two modes of update
distribution are available — automatic and manual:

o Automatic Mode (this option is checked)

This mode requires AVG DataCenter support (so the mode is not accessible
when the AVG Admin Server is used only for update management).

The AVG Admin Server gets the stations’ (or their IP addresses’) list from the
AVG DataCenter in the automatic mode and sends the update command to
them. The principle is the same as for the AVG Admin Server Console
application - the command is stored in the AVG DataCenter and a notification
is sent to the station. When a station cannot be reached, it will process the
command within the next synchronization with the AVG DataCenter database.

In the Inform clients about update type of section you can choose to
inform stations either about Virus database updates or Program updates
using the respective radio button.

o Manual Mode (the Automatic mode option is not checked)
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Define specific IP addresses of AVG stations for update distributions in the
manual mode. You can divide your clients into two groups, when you want to
define different rules for particular clients. This mode can be used even if there
is no AVG DataCenter support.

In the Time until next attempt to connect (minutes) specify the time (in
minutes), after which the server should try to contact stations that have not
been responding during the previous attempts. It will try to connect to all
clients until all of them are informed about the update or the allowed number
of connection attempts is exceeded.

The fields for each group are as follows (the X stands for the group number):

o] Clients IP addresses - Set X - the list of clients’ IP addresses;
available form of values are: full IP address, station name, IP address
range (using the start and the end address of range, divided by a dash)
or address combined with network mask. Examples of address
specifications follow:

122.64.200.216 (IP address)

122.64.200.125-122.64.200.133 (IP address range)

station26 (station name)

10.10.2.0/255.255.255.0, 122.64.200.173 (subnet mask and address)

o Max. number of connection attempts in Set X - the maximum
number of connection attempts for the given set; if set to 0, an unlimited
number of attempts is allowed. The default values are 1 for the first set
and 0 for the second.

o Inform clients from Set X about update type of - select either Virus
database or Program using the respective radio button.

Note: When you put a station into both of the sets, it is taken as if it were in the
second one (the second set has higher priority). Thus you can define all your
stations in the first set and the stations with special rules to be applied in the
second one.

Note: Any AVG Managed Update related changes performed in the AVG Admin
Server Monitor configuration interface are saved after pressing the OK button.

The Server info button will open the following dialogue:
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Server Info

[ Inform other 4G &dmin Servers about update

IP addresses of trusted sources of update commands

[ 1]8 ][ Cancel ]

o Inform other AVG Admin Servers about update

By ticking this checkbox you will allow the application to also inform other AVG
Admin Servers about newly downloaded updates .

Enter the appropriate server IP value(s) to the IP addresses of
subordinated servers field. The AVG Managed Update updating command
will then be sent to these addresses. As a part of this command is information
about the URL to be used for updating.

If the AVG Admin Server does not receive a confirmation of the AVG Managed
Update command acceptance from one of the defined servers, it will repeat the
attempt later. Choose the requested time interval (in minutes) in the Time
until next attempt connect (minutes) section.

o IP addresses of trusted sources of update commands
If you need the AVG Admin Server to accept unsecured AVG Managed Update
commands from different AVG Admin Servers, it is necessary to define IP
addresses of trusted servers into this field.
Fill this field only on servers, which are subordinated to AVG Admin Servers
accepting AVG Managed Update commands from the AVG Technologies
company.

All server addresses on this tab can be inserted in the same way as addresses
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in the Client Info dialogue (i.e. as a full IP address, station name, IP address
range, IP address and mask or combination of all mentioned methods).
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13. Updates

13.1.General Information
AVG offers two update levels to select from:

o Definitions update contains changes necessary for reliable anti-virus, anti-
spam and anti-malware protection. Typically, it does not include any changes
to the code and updates only the definition database. This update should be
applied as soon as it is available.

o Program update contains various program changes, fixes and improvements.

When scheduling an update, it is possible to select which priority level should be
downloaded and applied.

You can distinguish between two types of update:

o On demand update is an immediate AVG update that can be performed any
time the need arises.

o Scheduled update - within AVG it is also possible to pre-set an update plan.
The planned update is then performed periodically according to the setup
configuration. Whenever new update files are present on the specified location,
they are downloaded either directly from the Internet, or from the network
directory. When no newer updates are available, nothing happens.

13.2.Update within the Local Network

AVG stations can perform an update directly from the AVG Technologies web
servers. Also, it is possible to download the update file onto a LAN server, and
configure the AVG stations for local update.

For smaller networks (20-25 stations typically) it is recommended to update directly
from the internet. AVG update files are designed so that always the smallest
available required files are downloaded.

If the network consists of more than 50 stations, it is better to maintain mirroring of
all the available update files within the local network. All the update files (that could
be used for all the previous AVG versions update) must be downloaded this way to
allow AVG stations to use the current file to perform the program/virus database
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update.

Generally, there are two options of update files local mirroring. The recommended
option is using the UpdateProxy role, that can be deployed also on multiple servers.
See the Deploying multiple UpdateProxy roles chapter for more information.

By using this, the AVG Admin Server is able to automatically download all necessary
update files. AVG stations then search for the update files on the computer with the
AVG Admin Server running. This option is considered the preferred way of update
file distribution within the local network.

However, it is possible to use any other web server for this kind of update. The
server only has to share one isolated folder accessible by AVG stations. When you
are using Microsoft Information Server, for example, the root of all the accessible
folders is usually C:\InetPub\wwwroot. Supposing C:\InetPub\wwwroot\avgupdate
folder, which is accessible by web interface, is present on the web server called
localweb. Web (HTTP) clients can access documents and files in this directory by the
URL http://localweb/avgupdate. Following these steps, AVG stations will use the
same URL http://localweb/avgupdate for updates.

Update files for distribution can be downloaded from the www.avg.com website,
section Downloads.
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14. FAQ and Technical Support

Should you have any problems with your AVG Internet Security Network Edition,
either business or technical, please refer to the FAQ section of the AVG website at

WwWw.avg.com.

If you do not succeed in finding help this way, contact the technical support
department by email. Please use the contact form accessible from the system menu
via Help / Support by e-mail in the AVG application.

If you have gone through this documentation and you are still not sure about what
level or type of AVG Internet Security Network Edition functions are best for
you, we recommend that you consult the AVG Technologies technical support
department: support@avg.com.

To help us find the best solution for AVG implementation on your network, please
prepare the following information:

o the size of your network (the file server type, number of network stations)
o operating systems on the stations in the network

o average HW parameters of the station (or rather the minimum parameters)
) LAN or WAN, and the connection quality for WAN

) your demands for AVG Network Edition (administrator’s requirements, and
administration extent)
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