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1 Preface

The ServerView Remote Management Frontend provides you with a web-based
working environment for the remote management of PRIMERGY servers which
is integrated in the ServerView Operations Manager. The ServerView Remote
Management Frontend is started from the ServerView Operations Manager and
the installation of this application is therefore a necessary precondition.

The ServerView Remote Management Frontend and the ServerView Opera-
tions Manager are referred to below as the Remote Management Frontend and
the Operations Manager respectively.

You simply need a standard web browser for the display at the remote
workstation. You can open a separate browser window for each PRIMERGY
server displayed in the Operations Manager ServerList window. From here, you
can then open various windows for the remote management of the corre-
sponding PRIMERGY server.

As a web-based solution, the Remote Management Frontend can be installed
on a remote workstation set up under a Windows or Linux system.

In the case of an individual PRIMERGY server with installed
iRMC/iRMC S2, you can also use the Remote Management Frontend
functionality via this iRMC/ iRMC S2's web interface (See the manuals
“iRMC - integrated Remote Management Controller” and “IRMC S2 -
integrated Remote Management Controller”).
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Overview Preface

1.1 Overview

The type of window displayed in the Remote Management Frontend depends,
on the one hand, on the hardware (iRMC, RSB etc.) which you use to establish
the connection to the managed server and, on the other, on the interface which
is provided in each case.

Hardware-specific displays in the Remote Management Frontend

The Remote Management Frontend's displays and controls are adapted to the
remote hardware via which you establish the connection to a managed
PRIMERGY server:

— Inthe case of a PRIMERGY server with an installed iRMC or iRMC S2, you
can use either the Telnet/SSH “Remote Manager” application or the
managed server's power management and console redirection window in
the Remote Management Frontend's console area.

— In the case of a PRIMERGY server with an installed RSB or RSB S2/
RSB S2 LP (as of firmware version 6.4.57.29), the Telnet “Remote
Manager” application is available to you in the Remote Management
Frontend's console area once a connection has been established.

Only in the case of RSB:

You can use the Remote Manager to redirect the display at the console of
the managed server. In this way, you can access the BIOS setup and the
RemoteView/Diagnose system tools on the managed server.

— Inthe case of a PRIMERGY server with an installed BMC with firmware
version 2.x or higher, the managed server's power management and
console redirection window is available in the Remote Management
Frontend's console area after the establishment of a connection.

— Inthe case of a blade server with a RemoteView Management Blade, the
RemoteView Management Blade Telnet “Console Menu” application is
available to you in the Remote Management Frontend's console area after
the establishment of a connection. You can use the Console Menu to redirect
the display at the consoles of the managed server blades. In this way, you
can access the BIOS setup at the managed server blade.
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Preface Overview

The interface provided by the Remote Management Frontend for the
remote management of PRIMERGY servers:

Depending on the hardware available for remote management on the individual
managed servers, the Remote Management Frontend provides the following
interfaces for web-based access to the managed servers.

e Telnet-based interface (Remote Manager)
Depending on the managed PRIMERGY server, the connection may be
established via

— aniRMC/iRMC S2 or
— an RSB/ RSB S2/ RSB S2 LP (3HU) with firmware version 6.4.57.29 or
higher.

e Telnet-based interface (Console Menu) via a RemoteView Management
Blade

e SSH-based interface (Remote Manager) via an iRMC/ iRMC S2.

e Interface for power management and console redirection (IPMI (1.5)-over-
LAN-based) via a Kalypso BMC (BMC - firmware version 2.x or higher)

e Interface for power management (IPMI (2.0)-over-LAN-based) and console
redirection (via SOL) via

— aniRMC/iRMC S2 or
— aBMC of the RX/TX 600 S2/S3

ServerView Remote Management Frontend 7



Structure of the manual Preface

1.2 Structure of the manual

This manual provides you with information about the following topics:

Chapter 1: Preface

This chapter provides you with a brief overview of the Remote Management
Frontend.

Chapter 2: Configuration

This chapter describes how you can configure the basic settings of the
Remote Management Frontend depending on your requirements.

Chapter 3: Starting the Remote Management Frontend

This chapter describes how you start the Remote Management Frontend via
the graphical user interface of the Operations Manager, the prerequisites
that must be fulfilled and the special requirements that exist depending on
the remote management hardware used in the managed server.

Chapter 4: Working with the Remote Management Frontend

This chapter starts by explaining the structure and components of the
Remote Management Frontend user interface. It then describes how you
establish a connection to a managed server via the Remote Management
Frontend's user interface.

Chapter 5: Security

This chapter provides a brief overview of password protection in the
Operations Manager and in the remote management hardware.

ServerView Remote Management Frontend



Preface Changes since the last edition

1.3 Changes since the last edition

This edition is valid for the Remote Management Frontend V4.90 and replaces
the following online manual: “Remote Management Frontend V4.80%, edition

April 2009.
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Notational conventions

Preface

1.4 Notational conventions

The meanings of the symbols used in this manual are as follows:

é Warning

This symbol is used to draw attention to risks which
may represent a health hazard or which may lead
to data loss or damage to the hardware.

i

This symbol is used to highlight important infor-
mation and tips.

>

This symbol indicates an action which you must
carry out.

Text in italics

In running text, commands, menu items, and the
names of buttons, options, files and paths are
shown in italics.

<text>

Indicates variables which must be replaced by
current values.

Monospaced font

Output from the system is shown in monospaced
font.

Monospaced font
Bold monospaced font

Commands to be entered at the keyboard are
shown in bold, monospaced font.

[square brackets]

Indicate optional entries.

{braces}

Indicate a list of alternatives separated by “|".

[Keyboard] [symbols]

Keys are shown as they appear on the keyboard. If
uppercase characters are to be entered explicitly,
this is indicated for instance by - for A.

If two keys are to be pressed simultaneously, this
is indicated by a hyphen between the two keyboard
symbols.

Table 1: Notational conventions

If reference is made to passages elsewhere in this manual, the title of the
chapter or section is named and the page number given refers to the start of the

section.

10
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2 Configuring the Remote
Management Frontend

You can use configuration files to make the following settings for the Remote
Management Frontend:

— Multisession support for power management and console redirection via
BMC/ iRMC/ iRMC S2 and display of the buttons for SSH access
(IRMC/iRMC S2) and power management/console redirection
(iRMC/iRMC S2) in the Operations Manager.

— Deletion/non-deletion of the console area on text console redirection after
termination of a console redirection session.

2.1 Configuring multisession support, SSH
access and console redirection

The following versions of the Operations Manager and the Remote
Management Frontend must be present before you can configure the
Remote Management Frontend settings described in this section:

— Operations Manager V4.90 or higher
— Remote Management Frontend V4.90 or higher

When you install the Remote Management Frontend, a folder named Features is
automatically created in the directory

<SV-installation-directory>\ ServerView\ServerView Services\ wwwroo\ RemoteView.
In this folder, you can configure whether the following Remote Management
Frontend features are made available:

— Multisession support for BMC/ iRMC/ iRMC S2

For each managed PRIMERGY server with iRMC/ iRMC S2 or BMC, it is
also possible to open a browser window for power management and console
redirection via iRMC/ iRMC S2 or BMC.

Default value: Multisession support for BMC/ iRMC/ iRMC S2 is activated.

Multisession support is always activated for the other interfaces made
available by the Remote Management Frontend.

ServerView Remote Management Frontend 11



Configuration Installation and configuration

— SSH access to the iRMC/ iRMC S2:

In the ServerView [server-name] window for PRIMERGY servers with
iRMC/ iRMC S2, the iRMC SSH button for SSH access to the
iRMC/ iRMC S2 is displayed (see figure 5 on page 22).

Default value: The iRMC SSH button is displayed.

— Console redirection (SOL) and power management for PRIMERGY
servers with iRMC/ iRMC S2:

The corresponding button (iRMC Power Management) is displayed in the
ServerView [server-name] window (see figure 5 on page 22).

Default value: The iRMC Power Management button for console redirection
(SOL) and power management is not displayed.

Configuring settings in the “Features” folder

You can activate or deactivate the individual features (multisession support,
display of certain buttons) by creating or deleting the corresponding text files in
the Features folder. The content of the text files is irrelevant, i.e. the files can be
empty.

The following fixed names must be used for the text files:

MultiSessionBMC
Multisession support for BMC/ iRMC/ iRMC S2 power management and
console redirection is activated.

SSHiRMC
The button for SSH access to iRMC/ iRMC S2 is displayed for
PRIMERGY servers with iRMC/ iRMC S2.

SOLiRMC
The button for console redirection (SOL) and power management is
displayed for PRIMERGY servers with iRMC/ iRMC S2.

Please note:
— The file names are not case-sensitive.

— The file names must not have any name suffix (.zxr).

12 ServerView Remote Management Frontend



Installation and configuration Configuration

2.2 Deleting/not deleting the console area on
text console redirection after the end of a
session

When console redirection is performed, the content of the console area is

deleted by default following termination of the console redirection session. If the
content of the console area is to be retained after the end of the session then

you must configure this as follows:
» Depending on the server, open the following files:
— For servers using Kalypso BMC:

<SV-installation-directory>\ ServerView\ServerView Services\
wwwrooi\ RemoteView\ appbmec.conf

— For servers of the type RX/TX600 S1/S2 and servers with
iRMC S1/iRMC S2:

<SV-installation-directory>\ ServerView\ServerView Services\
wwwrool\ RemoteView\ appbmcl.conf

» Set the option Terminal.clearOnOffline to “false”.

ServerView Remote Management Frontend
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3  Starting the Remote Management
Frontend

This chapter describes:

— the requirements that must be fulfilled in order to start the Remote
Management Frontend via the Operations Manager.

— how you start the Remote Management Frontend via the Operations
Manager and what you need to take account of depending on the status and
remote management hardware of the managed server.

You start the Remote Management Frontend via the graphical user interface of
the Operations Manager.

m The Remote Management Frontend is not listed in the Start menu.

In the case of a PRIMERGY server with installed iRMC/ iRMC S2, you

E can also call the Remote Management Frontend functionality for this
server via the corresponding links in the iIRMC/ iRMC S2's web interface
(see the manuals “iRMC - integrated Remote Management Controller”
and “iIRMC S2 - integrated Remote Management Controller”).

ServerView Remote Management Frontend 15



Requirements Starting the Remote Management Frontend

3.1 Requirements

Before you can start the Remote Management Frontend and establish a
connection to the managed server, a number of requirements must fulfilled both
at the managed server and at the remote workstation.

3.1.1 Requirements at the managed server

Depending on whether the Remote Management Frontend accesses the
managed server via an iRMC/ iRMC S2, an RSB/ RSB S2/ RSB S2 LP, a BMC
or a RemoteView Management Blade, the following requirements must be
fulfilled at the managed server:

— iRMC/iRMC S2

Both the iRMC/ iRMC S2's LAN interface and text console redirection (via
Serial Over LAN) must be configured.

Text console redirection via Serial over LAN (SOL) assumes that the
operating system and/or the BIOS use serial port 1 (COM1) for text
console redirection.

For detailed information, see the manuals “iRMC - integrated Remote
Management Controller” and “iRMC S2 - integrated Remote Management
Controller”.

— RSB S2/RSB S2 LP (3HU)

Access via the Remote Management Frontend to an

RSB S2/ RSB S2 LP/ RSB S2 LP (3HU) is only possible if the

RSB S2/ RSB S2 LP/ RSB S2 LP (3HU) is operated with firmware version
*29 or higher.

16 ServerView Remote Management Frontend



Starting the Remote Management Frontend Requirements

The management port of the RSB S2/ RSB S2 LP (3HU) on the managed
server should be configured to the default value 3172.

Since the Operations Manager does not know the management port
value, the Remote Management Frontend works with the default
value.

Since a connection is not automatically established when the Remote
Management Frontend is started, you can correct any nonstandard
value for the management port after the Remote Management
Frontend has been started.

- BMC

The BMC must be configured for an IPMI-over-LAN connection and console
redirection.

— RemoteView Management Blade

The management port of the RemoteView Management Blade on the
managed server should be configured to the default value 3172.

Since the Operations Manager does not know the management port
value, the Remote Management Frontend works with the default
value.

Since a connection is not automatically established when the Remote
Management Frontend is started, you can correct any nonstandard
value for the management port after the Remote Management
Frontend has been started.

3.1.2 Requirements at the remote workstation

The following must be enabled in the web browser:

— Java
— JavaScript

ServerView Remote Management Frontend 17



... starting via the Operations Manager

Remote Management Frontend

3.2

Starting the Remote Management Frontend

via the Operations Manager

You start the Remote Management Frontend via the graphical user interface of

the Operations Manager.
Proceed as follows:

» Start the Operations Manager

(see the manual “ServerView Operations Manager”).

The main page of the Operations Manager opens:

a Server¥iew Dperations Manager - Microsoft Internet Explorer

fee]
FUjiTSU

-

r’

s
w
=
=4
o
o
w
=
=
[t
o

[~ SBL for secure communication ?

Eile Edit View Favorites Tools  Help ‘ :,P ‘

Qoack ~ 3~ x] 2] | - search 7 Favorites 41 | P =)

Address |§] hittp:(f172.25,89, 118: 3169/ sv_wwms, htwl = |Unks »
w‘ 4l \\ = ! 3]

ServerView Suite

Welcome to ServerView Suite:

ServerList
Wiew servers status and configurations
Serverlist

Administration
Browse for new servers and perform configuration tasks:

ServerBrowser | Server Confiquration

Asset Management
Save and view server configuration data

Archive Manager | Inventory Manager

Event Management
Wiew and configure the contents ofthe alarm list

Alatrn Monitor | Alatm Configuration

Menitoring
Manitor server perfarmance and power usage.

Performance Manader | Power bonitor

Update Management
MWanage software and firmware updates.
Update Manager | Repository Manaoer | Download
Wanager | Configuration

Help
Wiew help text about the Operations Manager,

On Suite | On Start Page | Links | About

|@ Applat Serveryiew started

[ ][ | Trusted sies 4

Figure 1: ServerView Operations Manager:

Start page
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Remote Management Frontend

.. starting via the Operations Manager

On the main page of the Operations Manager, click the link ServerList under
the entry “ServerList”.

The ServerList window is displayed (see figure 2).

= bt/ 17, - Windows Intermet Cxplor

019, 1 14:31 69 P 5tartPanel =ServerList - ServerLis

ServerList
F@ Fpri F@o F@o F@Eo F@ F@o F@o
[posen 2] Ot = [swsten
A R0 len 10 172.75.90.76 PRIVERGY RIC00 53 Fomcl Hst o prin Lirmax A5 3
3 O roc00s42 ,’l 172258014 PRIMERGY RICH0 54 633.5 Windows Sarver 2008 Enbennetis Edition withait Hyns
1 L]
[ Alsrm Dol | Aluwrn bebonrmstion |
Currently no alarn seleched
Wpgiek SVApplet started |l i ! ./ Trunted stns | Protocted Hode: Off B

Figure 2: Operations Manager: “Server List” window

Access to the Remote Management Frontend varies depending on the Remote
Management hardware that is present at the server:

For managed servers with iRMC/ iRMC S2:

Access via the Operations Manager window (see section “Starting the
Remote Management Frontend via an iRMC/ iRMC S2” on page 20).

For managed servers with RSB/ RSB S2/ RSB S2 LP (3HU) and/or BMC:

Access via the Operations Manager window (see section “Starting Remote
Management Frontend via an RSB/ RSB S2/ RSB S2 LP(3HU) or a BMC”
on page 25).

For managed blade servers ( ) with RemoteView Management Blade:
Access via the Blade Server View window (see section “Starting Remote
Management Frontend via a RemoteView Management Blade” on page 30).

ServerView Remote Management Frontend
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... starting via the Operations Manager Remote Management Frontend

3.2.1

Starting the Remote Management Frontend via an
iRMC/ iRMC S2

Proceed as follows:

>

In the ServerList window (see figure 2 on page 19), click the name of the
server which you want to manage with the Remote Management Frontend:

If the server can be managed via the Operations Manager (status

icon for example {i3 ), then the ServerView [server-name] window opens
(see “Starting the Remote Management Frontend for manageable
servers” on page 21).

If the server cannot be managed via the Operations Manager but can be
accessed via the secondary channel (BMC mode, status icon ¢% ), then
the Remote Management view is opened (see “Starting Remote
Management Frontend for servers in BMC mode” on page 24.)

Example:

P 12 BV[i]]172.2592.154  |PRIMERGY 3
| &) 23302 172.25,90.75 PRIMERGY RX330 5

Figure 3: Operations Manager: “ServerList” window (server can be managed / cannot
be managed)

20
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Remote Management Frontend ... starting via the Operations Manager

Starting the Remote Management Frontend for manageable servers

If the server can be managed via the Operations Manager then clicking the
server name in the ServerList window (see figure 2 on page 19) opens the
ServerView [server-name] window:

me=172.25.89.114&S5erverName =R X300 - Windows Internet Explorer

ServerView Suite

Displayed Data: |Online:  2008-05-19 20:20:26 |  Refresh

@  Locste Cabinet Detalls

System Status

@ Environment See a Surnmary View of Fans and Temperature Sensors
[l InformatieniOperation & Eans See a Listof Fans with their Status and their Position inthe Cahinet
= us &  Temperaturs See a detailed List of Temperature Sensors with their Status
® @ Environment
® @ Mass Storage
- O Pawer Supply & MassStorage See a List of Mass Storage Controllers and Take a Journey through the Levels of Devices
® @ System Board
RAID C
® Metwork Interfaces @ = Startthe Raid Appl
S System & DiskSMART status
Siystem Information
- Agert Information X
Opersiing System PowerSupply See the Status and Positions of the Power Supplies
“Processes
Fle Systems Systemboard See Details of the System Board as well as a Summary of its Components
- Partttions
Resources @  Svster Processors See a Listof Processors and their Status.
’ @ Memary Modules See Details aboutthe Memory Modules such as their State, Designation, Address and
fery Information Size
~System Event L
yatem Evert Log & vollages See a detailed List of Voltages, their Status, Designation, and Values
Server Properties
- ASRER 3 BIOS Belftest See and Resetthe BIOS Selftest Indicator.
Bioot Cptions
 Remote Marmgemert & BussesandAdamters  Viewthe Busses and Adaplers Configuration
PrmeCole:
Oniine Disgnostics Metiork Intarfaces 986 a List ofthe Network Interfaces, and Use the Submenu to Details of each Interface
Customer Self Service such as
" Wirtuslzation & Interace Summary
& Mac Statistics
& LAN Teaming
Done [ 1 | | @] [ Trustedsites | Protected Mode: off 0% -

Figure 4: ServerView Operations Manager: ServerView [server-name] window

» Under Information/Operation, click Maintenance - Remote Management t0 go to
the Remote Management view.

The Remote Management view is displayed (see figure 5 on page 22).
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... starting via the Operations Manager Remote Management Frontend

tindows Inbemet Caplorer

ServerView Suite

@ Copiten [orem momosuirom0r =] | Rewesn @ Locws Cotirnt Dt [5]
[ Infio aniOp tlo Address Typa:  prmary
= Gyt Deus IP Addiess: 172588114
B 9 Ervarchment MscAddross: (0NSAG00AT 37
§ O Mz Shorage
@ Prerms Sagpny
# 0 Syt B d Hasehoard Management Controller
! Ntk e Addross Tpe: basenoand-contaller
% System .
[ 1P Address: 17225801015
L — MscAsdress: (019900868
“System Event Log
Sarvis Propases IRMC Teingt | RMCSSH | MG Power Managamant RMCwen |
ASRER I n }
ot Cptone.
P — ()
— 2
‘Oniine Disgriostics

Curstornee Sl Servicn

Figure 5: Operations Manager: Remote Management view (server can be managed)

E The remote management buttons (2) are only displayed if, in the

Displayed Data: box, display of the online data (Online Data) (1) has been
set.

If the display of the archive data has been set (Archive Data) then the
buttons are not displayed.

All the supported buttons are displayed in figure 5 (maximum configu-
ration). By default, the iRMC Power Management button is not displayed.
For detailed information on configuring the buttons, see section “Config-

uring multisession support, SSH access and console redirection” on
page 11.
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Remote Management Frontend ... starting via the Operations Manager

You can click on one of the displayed buttons (except for iRMC Web) to start the
Remote Management Frontend. The corresponding Remote Management
Frontend user interface (Remote Management window) is then displayed. The
structure and controls of the Remote Management window are described in
section “The Remote Management Frontend user interface” on page 33.

IRMC Telnet
Clicking the iRMC Telnet button opens the Remote Management window for
the Remote Manager (see page 34) and allows you to establish a non-
secure Telnet connection to the managed server via iRMC/ iRMC S2
(see page 42).

iRMC SSH
Clicking the iRMC SSH button opens the Remote Management window for
the Remote Manager (see page 34) and allows you to establish a secure
SSH connection to the managed server via iRMC/ iRMC S2 (see
page 42).

iRMC Power Management
Clicking the iRMC Power Management button opens the managed server's
Remote Management window for text console redirection and power
management on the managed server (see page 38).

iRMC Web
Clicking the iRMC Web button starts the iRMC/ iRMC S2 web interface
(see the manuals “iRMC - integrated Remote Management Controller”
and “iRMC S2 - integrated Remote Management Controller”).
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... starting via the Operations Manager Remote Management Frontend

Starting Remote Management Frontend for servers in BMC mode

If the server cannot be managed via the Operations Manager then clicking the
server name in the ServerList window (see figure 2 on page 19) immediately
opens the following Remote Management view:

2 http://172.25.89.114:3169,?ThisApplication=serverview&kServername=172.25.89.114&5erverName=R X300 - Windows Internet Explorer
ikl

Q - -
FUJITSU ServerView Suite

(D Displayed Date: [Online:  2005.051317.2507 v|  Refresh Cabinet Detsils

Remeote Management
System LAN

Address Type: primary
IP Address: 17225809114
MacAddress: 0019980DAT3T

Controller
Address Type: baseboard-controller
IP Address: 172.25.89.115
MacAddress: 001338086288

iRMC Telnet iRMC SSH | iRMC Power Management IRMC Whieb
[ [ [ [ [ L@l [ Trusted sites | Protected Mode: Off [#100% ~ 4

Figure 6: Operations Manager: Remote Management view (server cannot be managed)

i For an explanation of figure 6, see the description of figure 5 on page 22.
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Remote Management Frontend ... starting via the Operations Manager

3.2.2 Starting Remote Management Frontend via an
RSB/ RSB S2/ RSB S2 LP(3HU) or a BMC

Proceed as follows:

» In the ServerList window (see figure 2 on page 19), click the name of the
server which you want to manage with the Remote Management Frontend:

— If the server can be managed via the Operations Manager (e.g. status
icon {7 ), thenthe ServerView [server-name] window opens (see “Starting
the Remote Management Frontend for manageable servers” on
page 26).

— If the server cannot be managed via the Operations Manager but can be
accessed via the secondary channel (RSB mode or BMC mode, status
icon & ), then the Remote Management view is opened (see “Starting the
Remote Management Frontend for servers in RSB mode/BMC mode” on
page 29.)

Example:

) Hz50
R 100531

Figure 7: Operations Manager: “Server List” window (server can be managed / cannot
be managed)
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... starting via the Operations Manager Remote Management Frontend

Starting the Remote Management Frontend for manageable servers

If the server can be managed via the Operations Manager then clicking the
server name in the ServerList window (see figure 2 on page 19) opens the
ServerView [server-name] wWindow:

System Status

& Environment See a Summary View of Fans and Temperature Sensors =
& fans See a List of Fans with their Statii and their Position in the Cabinet
@ Temperature See a detailed List of Temperature Sensors with their Statii

0 MassStarage See a List of Mass Storage Confrollers and Take a Journey through

the Lewels of Devices

& @ Environment
- G MassStorage &% DiskSMART. status
@ Power Supply

® @ System Board

@ Network Interfaces & PowerSupply See the Statii and Positions of the Power Supplies
o System @  Power Supply
~System Information
Agent Information
File: Systems & Svstemboard See Details ofthe Systern Board as well as a Summary of its
~Operating System Campaonents.
Partitions &  Sustem Processors See a List of Processors and thelr Statil
P
rocesses &  hemory Modules See Details aboutthe Memaory Modules such as their State,
- Designation, Address and Size.
Battery Information & Voltages See a detailed List of Yoltages, their Statii, Designation, and Values
System Brent Lag &  BIS Selftest See and Resél the BIOS Selftest Indicator
Server Properties
~BERAR Bueses and Adapters Yiew the Busses and Adapters Configuration and See Details down
~PrimeColect to the Function Level
Online Diagnostics
:”mmar Self Service Dletwork Interfaces See aList ofthe Metwork Interfaces, and Use the Submenuto
Cremoie Weneaone) Details of each Interface such as s
{(Eemsic Venegenerd o Interace Summary
- Virualizetion o Mac Statistics ;I
|7 Wiews are Inaded. [ [ [ @] [ Trusted sites | Protected Mode: GFf 0% -

Figure 8: Operations Manager: ServerView [server-name] window

» Under Information/Operation, click Maintenance - Remote Management to go to
the Remote Management view.

The Remote Management view is displayed (see figure 9 on page 27).
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Figure 9: Operations Manager: Remote Management view (server can be managed)

The remote management buttons are only displayed if, in the Displayed
Data: box, the display of the current data (Online Data) has been set (1).

If the display of the archive data has been set (Archive Data) then the
buttons are not displayed.

figure 9 on page 27 illustrates the Remote Management view for a
PRIMERGY server which contains both a BMC and an RSB S2 LP.

In the case of PRIMERGY servers which possess only an
RSB/ RSB S2/ RSB S2 LP (3HU) but no BMC, only the buttons RSB
Telnet and RSB Manager are available. (2)

In the case of PRIMERGY servers which possess only a BMC but no
RSB/ RSB S2/ RSB S2 LP (3HU), only the BMC Power Management
button is available. (3)
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You can click on one of the displayed buttons (except for RSB Manager) to start
the Remote Management Frontend. The corresponding Remote Management
Frontend user interface (Remote Management window) is then displayed. The
structure and controls of the Remote Management window are described in
section “The Remote Management Frontend user interface” on page 33.

RSB Telnet
Clicking the RSB Telnet button opens the Remote Management window for
the Remote Manager (see page 34) and allows you to establish a non-
secure Telnet connection to the managed server via RSB/ RSB S2/ RSB
S2 LP(3HU) (see page 42).

RSB Manager
Clicking the RSB Manager button starts the web interface of the
RSB/ RSB S2/ RSB S2 LP (3HU).

BMC Power Management
Clicking the BMC Power Management button opens the managed server's
Remote Management window for text console redirection and power
management (see page 38).
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Starting the Remote Management Frontend for servers in
RSB mode/BMC mode

If the server cannot be managed via the Operations Manager then clicking the
server name in the ServerList window (see figure 2 on page 19) immediately
opens the following Remote Management view:

/2 http://172.25.89.118:3169/? ThisApplication=serverviewR&Servername =172.25.89.91&5erverName =172.25 - Windows Internet Explorer

'8l Protected made Is currently turned off For the Internet zone. Click here to open security settings.

S N T :

ServerView Suite

[ee]
FUjiTSU

[=] Information/Operation / online.  2008.04-01 21:35:51 |%

Server Properties

Remote Managemen!

Address Type: primary
IP Address: 172258020
MacAddress:

Controller
Address Type: baseboard-controller
IP Address: 172258991
MacAddress: 003005476532

BMC Power Management

4 Wiews are loaded, ./ Trusted sites | Protected Mode: OFF 2100% -
4

Figure 10: Operations Manager: Remote Management view (server cannot be managed)

For an explanation of figure 10, see the description of figure 9 on
page 27.
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3.2.3 Starting Remote Management Frontend via a
RemoteView Management Blade

Proceed as follows:

» In the ServerList window (see figure 2 on page 19), click the name of the
blade server ( ﬁi ) that you want to manage with the Remote Management
Frontend

The Blade Server View [server-name] window opens:

{2 ServerView [ROG00-4] - Windoss Intemet Euplorer =101 %]
=
Uadel
ok PRIMERGY BX500 Managernent Blade 53
stanaby PRIMERGY BXA00 Managerment BLage 531
ok BXE00 GBE Intelgent Blade Panel 104
ok BHE00 GBE Inteligent Dlade Panel 105
ak £7] D257
@ Power Supply
_ Type: Momi Physical Address: 00 1824922805
= Syssem Manufacturer, F3C Hardware Version: 00
System nformation s Date:  1VIR200T 175 e Ve : 304
Manufacture Date: 101182007 17.52.00 Firmwrare Version: 2.0,
e Serial Number. 50741000031 1P AGdress: 17225251144
Board i A3C40093221 Operating System:
Unnagement Biase Ceafguraten
Conigure | Severvion |
T R ol wranet [Row -

Figure 11: Operations Manager: Blade Server View [server-name] window

» Under Information/Operation, choose
Maintenance - Remote Management Telnet to start the Remote Management
Frontend.

The Remote Management Telnet-Link is only activated if, in the
Displayed Data: box, display of the online data (Online Data) (1) has
been set. If the display of the archive data has been set (Archive Data)
then the Remote Management Telnet-Link is not activated.
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It is only possible to establish a Telnet/SSL connection to a
RemoteView Management Blade with a firmware version less than
S3 if the Remote Management Frontend is installed on a Windows
system and the web browser is also running on a Windows system.
The Remote Management Frontend and the web browser can run on
different Windows systems.

This restriction does not apply to Management Blades S3.

The Remote Management window for the Console Menu application is opened
(see page 34). Here, you can open a non-secure Telnet connection to a
blade server via RemoteView Management Blade. For more information,
see the manual “PRIMERGY BX Blade Server Systems - RemoteView
Management Blade”.
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4

Working with the ServerView
Remote Management Frontend

This chapter describes:

The structure of the Remote Management Frontend user interface and the
components which are displayed when the Remote Management Frontend
is started via the Operations Manager.

The procedure for establishing a connection to the managed server via the
Remote Management Frontend interface.

41 The Remote Management Frontend user

interface

The Remote Management Frontend user interface (Remote Management
window) is displayed in a browser window without a menu bar.

There are two variants of the Remote Management window:

Variant for the Remote Manager and Console Menu application:

The Remote Manager is an alphanumeric user interface for the remote
management of PRIMERGY servers with iRMC/iRMC S2 or RSB/ RSB S2/
RSB S2 LP (3HU).

The Console Menu application is an alphanumeric user interface for the
remote management of blade servers with RemoteView Management
Blade.

Variant for text console redirection and power management of the managed
server via iRMC/ iRMC S2 or BMC.
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4.1.1 Remote Management window for Remote Manager
and Console Menu

The following section describes the components of the Remote Management
window for the Remote Manager (iRMC/ iRMC S2, RSB/ RSB S2/ RSB S2 LP
(3HU)) and the Console Menu application (RemoteView Management Blade).

The structure of the Remote Management window is identical for the Telnet

E and SSH-based Remote Manager and for the Console Menu application.
The only differences relate to the displayed port numbers: 3172 (Telnet
port) and 22 (SSH port, only for a connection to iRMC/ iRMC S2).

ﬁhttp:,;",-"l?Z.zs.sq.l 18:3169,21P2 =172.25.89.19&controllerModel =iRMC - Server¥iew Remote Management - Windows... [E[E]

x

) Protected mods is currently burned off For the Inkernet zons. Click here to open security settings.

- j Dnline help

fee)
FUJITSU A ServerView Suite

IP Address  |172.25.89.19 Management Port | 3172 - _
Connection bar

Console area

Status bar

Mot connected.

Figure 12: Remote Management window for Remote Manager and Console Menu application
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Online help
» To call the Remote Management Frontend help function, click HELP.

The Remote Management Frontend help function provides you with detailed
information on:

Overview
An overview containing introductory information

Remote Management
Information on Telnet/SSH-based remote management

About
Version information relating to Remote Management Frontend

Connection bar

The Remote Management Frontend connection bar contains the following
displays and controls:

IP Address IP address of the iRMC/iRMC S2 or
RSB/ RSB S2/ RSB S2 LP (3HU) or
RemoteView Management Blade.

The Remote Management Frontend takes over the IP
address from the Operations Manager. You can
overwrite the IP address. You can enter up to

20 characters.

Management Port Management Port of the iRMC/ iRMC S2 or
RSB/ RSB S2/ RSB S2 LP (3HU) or
RemoteView Management Blade.

The Remote Management Frontend cannot take over
the Management Port from the Operations Manager.
The default setting is 3172 (for Telnet connections) or
22 (for SSH connections).

You can overwrite the management port. You can enter
up to 4 characters.

Connect This button allows you to start a connection to the
iRMC/ iRMC S2 or RSB/ RSB S2/ RSB S2 LP (3HU) or
RemoteView Management Blade (see page 42).

Table 2: Remote Management window (Remote Manager) - connection bar
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Disconnect

You click this button to terminate a connection to the
iRMC/ iRMC S2 or

RSB/ RSB S2/ RSB S2 LP (3HU) or

RemoteView Management Blade.

You can use the Connect and Disconnect buttons

E to terminate and re-establish the connection to
the managed server as often as you want
without having to leave the window.

Table 2: Remote Management window (Remote Manager) - connection bar

Console area

Once you have established a connection to the iRMC/ iRMC S2 or RSB/ RSB
S2/ RSB S2 LP (3HU) or RemoteView Management Blade (see page 42), the
corresponding Telnet application is opened in the console area:

— foriRMC/iRMC S2: Remote Manager (Telnet / SSH)
(see the manuals “iRMC - integrated Remote Management Controller” and
“iRMC S2 - integrated Remote Management Controller”).

— for RSB/ RSB S2/ RSB S2 LP (3HU): Remote Manager (Telnet).

— for a RemoteView Management Blade: Console Menu application.

36
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Status bar

The Remote Management Frontend status bar contains the following displays
and controls:

Connected to <IP A left-aligned string indicates the status of the
address> connection, the IP address and the port number of the
<management port> | iIRMC/iRMC S2 or RSB/ RSB S2/ RSB S2 LP (3HU) or
the RemoteView Management Blade.

<connection status> | A right-aligned string indicates the status of the
connection:

— offline (on a red background)
— online (on a green background)

— online SSL (on a green background)
indicates an SSL Telnet connection

— online SSH (on a green background)
indicates an SSL connection

Table 3: RemoteView Frontend window (Remote Manager) - status bar
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4.1.2 Remote Management window for text console
redirection and power management

The components of the Remote Management window for text console redirection
and power management via iRMC/ iRMC S2 or BMC are described below.

Online help

{2 Server¥iew Remote Management Frontend [172.25.250.158]:55H - Windows Internet Explorer 5 =] 53]
il =
sy O e S View Suit
) - SCTVETVIEW SUILE
BMC (W 3.238) 1P Address |172.25.250.56 | Logoft | Jes
—’ Power Management: Status Power On Command -
Consale Redirection: Enter Console | Leave Console

Connecled to 172.25.250 56 623 Console:©  online

[Applet Serferview Remote Management Frontend +,07.00 s{arted ]| [ Ndlocalintraner  [#(f00% ~ 2f

Console redirection bar Status bar Console area

Power management bar Connection bar

Figure 13: Window for power management and text console redirection
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Online help

» To call the Remote Management Frontend help function, click HELP.

The Remote Management Frontend help function provides you with detailed

information on:

Overview

An overview containing introductory information

Remote Management

Information on Telnet/SSH-based remote management

About

Version information relating to Remote Management Frontend

Connection bar

The Remote Management Frontend connection bar contains the following

displays and controls:

BMC (FW: <Version>)

Display of the status of the connection to the
iRMC/ iRMC S2/ BMC:

The display has a colored background:

gray:
There is no connection to an
iRMC/ iRMC S2/ BMC.

green:
There is a connection to an
iRMC/ iRMC S2/ BMC.

If a connection has been successfully established then
the firmware version of the connected iRMC/
iRMC S2/BMC is also displayed.

IP Address IP address of the iRMC/ iRMC S2/BMC.
The Remote Management Frontend takes over the IP
address from the Operations Manager. Once a
connection is established, this box becomes inactive.
Logon You click this button to start a connection to the

iRMC/ iRMC S2/BMC (see page 49).

Table 4: Remote Management window - connection bar
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Logoff You click this button to terminate a connection to the
iRMC/ iRMC S2/BMC.

You can use the Logon and Logoff buttons to

E terminate and re-establish the connection to the
managed server as often as you want without
having to leave the window.

Table 4: Remote Management window - connection bar

Console area

The console area contains the display from the redirected console. In the
console area, you can also enter SAC commands if a Windows system with an
activated Emergency Management Services (EMS) is booted.

Console redirection bar

You use the Enter Console and Leave Console buttons in the console redirection
bar to start or terminate a console redirection session.

Status bar

The Remote Management Frontend status bar contains the following displays
and controls:

Connected / Not A left-aligned string indicates whether or not a
connected connection exists.

<connection status> | A right-aligned string indicates the status of the console
redirection:

— offline (on a red background)

— online (on a green background)

Table 5: RemoteView Frontend window - status bar
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Power management bar

The power management bar provides information on the power status of the
managed server. You can update the display by clicking the Starus button.

The Command drop-down list allows you to select and run the following IPMI
commands for power management of the managed server.

IPMI command  Explanation

Power On Switches the server on.
Power Off Switches the server off.
Reset Completely restarts the server (cold start), regardless of the status of the

operating system.

Power Cycle Powers the server down completely and then powers it up again after
approximately 5 seconds.

Shutdown Graceful shutdown and power off.
E You can also use the Command drop-down list to start the power

management of the managed server even if no console redirection
session is active.
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4.2 Establishing a connection to the managed
server

This section describes how you establish the connection to the managed server
both in the Remote Management window for the Remote Manager and in the
Remote Management window for console redirection and power management.

4.2.1 Establishing a connection to the iRMC/iRMC S2,
RSB S2/ RSB S2 LP (3 HU) via Telnet/SSH (Remote
Manager)

The Remote Management Frontend takes over the IP address of the
iRMC/ iRMC S2, RSB/ RSB S2/ RSB S2 LP (3HU) / RemoteView
Management Blade from the Operations Manager.

The use of Remote Manager for the iRMC/iRMC S2 is described in the manuals
“iRMC - integrated Remote Management Controller” and “iIRMC S2 - integrated
Remote Management Controller”.

Requirements at a managed server with iRMC/ iRMC S2

Access via Telnet must be enabled for the iRMC/ iRMC S2 (see manuals “iRMC
- integrated Remote Management Controller” and “iRMC S2 - integrated
Remote Management Controller”).

Access via the Telnet protocol is deactivated by default for security
reasons, as passwords are transmitted in plain text.

Maximum number of parallel Telnet/SSH sessions in the case of
connection via an iRMC/ iRMC S2:

— Telnet: upto 4
— SSH:upto2
— Telnet and SSH in total: up to 4
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Requirements at a managed server with RSB S2 /RSB S2 LP (3 HU)

— The framework vehicle of the RSB S2/ RSB S2 LP (3HU) must be 6.4.57.29
or higher.

— Access via Telnet must be activated via RSB S2/ RSB S2 LP (3HU).

Since the Operations Manager does not know the management port
value, the Remote Management Frontend works with the default
value.

Since a connection is not automatically established when the Remote
Management Frontend is started, you can correct any nonstandard
value for the management port after the Remote Management
Frontend has been started.

Maximum number of parallel Telnet sessions for a connection via an RSB
S2/ RSB S2 LP (3 HU) (with firmware version 7.0 or higher): maximum 4
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Establishing a Telnet/SSH connection and logging into the Remote
Manager

The example below describes the establishment of Telnet/SSH

E connection to the managed PRIMERGY server via an iRMC/ iRMC S2.
The establishment of a Telnet connection to a PRIMERGY server via an
RSB/ RSB S2/ RSB S2 LP (3HU) is very similar.

Proceed as follows:

» Inthe Operations Manager Remote Management view, click the iRMC Telnet or
iRMC SSH button:

9.1 18:3165, 7 Thishpphcation =serverviewd:Servemame =1 72,25, 89, | 85 Serverhame =T{ 1 £05 - Windows Intemet Euplorer

vkl burtvid off for the Snberest 2one, Clck hevs bo ogn Securty settings. ®
2 [ o | 5]
o W\ - : )
FUJITSU . ServerView Suite
O crine:  2008-05-01 179457 x| Astresn Locote
System LAN
Address Typa:  primary
W Addvess: 177758818
Machddress: 003003580009
Baseboard M Comtroler
Address Type: basehnaed conmolier
B Addvess; 172250019
MacAddress: (01484050250
MG Teinet IRMC SEH IRMC Wab
Customer Seif Service
Dok Opticne.
T
F Views e loaded. 0 . Trusted skes | Frobeched Mods: Off % -

Figure 14: Operations Manager: Remote Management view - starting Remote Manager

The Java applet for the Telnet or SSH connection is started and the Remote
Management window is displayed (here we use the example of an SSH
connection, see figure 15 on page 45).

If the screen displays for SSH and Telnet connections differ only with
respect to the connection-specific information displayed, the display
for an SSH connection is shown below.
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o)

IP Address |172.25.89.19

Managemeant Port |22

Mot connected.

#! Applet ServerView Remate Management Frontend 4,07, B . Trusted sites | Pratected Mode: OFF H100% -

Figure 15: Establishing an SSH connection to the iRMC/ iRMC S2
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» In the connection bar, click Connect.

If the connection attempt fails, then this may be due to the fact that
the management port number at the managed machine is not 3172
(Telnet) or 22 (SSH).

The management port number is not known to the Operations
Manager and the Remote Management Frontend therefore uses the
default value (3172 for Telnet connections or 22 for SSH connec-
tions).

As soon as the connection to the iRMC/iRMC S2 has been established, you
are requested to enter the user name and password.

— Logging into the Remote Manager over an SSH connection

If the host key of the managed server is not yet registered at the
remote workstation, the SSH client issues a security alert with
suggestions on how to proceed.

The following login window is displayed:

EServer\fiew Remote Management Frontend 55H Logon at 172.25.89.19 E

Username: |admin |

P d: |.....| |

Login Cancel

Figure 16: SSH connection: Logging in to the Remote Manager

» Enter your user name and password and confirm your entries by
clicking Login.

The main menu of the Remote Manager is then displayed (see
figure 18 on page 48).

46 ServerView Remote Management Frontend



Working with the Remote Management Frontend Connection to server

— Logging into the Remote Manager over a Telnet connection

The Remote Manager login window is displayed:

@http:;“,-"l?Z.ZS.ﬁ‘J.l 18:3169,/?IP2=172.25.89.19&controllerModel=iRMC - Server¥iew Remote Management - Windows Internet E... [H[=]

) Protected mode is currently turned off For the Internet zone. Click here to open security settings.

§ =
o \;:\. : :
FUJITSU ’?m ServerView Suite
IP Address Management Port Disconnect
Caonnectedto 172258919 3172 anline
# applet Serverview Remote Management Frontend 4,07, . Trusted sites | Protected Made: OFf T 100% -
Figure 17: Telnet connection: Logging in to the Remote Manager
. | Depending on whether ServerView agents have already been
started at some point on the system, the login window is shown

with or without system information.
» Enter your user name and password and confirm your entries by
pressing [Enter].
The main menu of the Remote Manager is then displayed (see
figure 18 on page 48).
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é =101
¥ Pratected mode is currenty turned off For the Internet zone. Click here ko open security settings. x
\ B
R , ,
FUJITSU e ServerView Suite
IP Address | Management Port Discunnect
=
Connected to 172.29.89.19 ssh online (S5H)
. Trusted sites | Protected Made: OFF +100% -

# Applet Servertiow Remote Management Frontend 4.07.

Figure 18: Main menu of the Remote Manager

Closing a Telnet/SSH connection
Close the connection to the Remote Manager by clicking the Disconnect
button in the connection bar of the Remote Management window or by
pressing the [0] key in the main menu of the Remote Manager (see

>

figure 18).
The window remains open after the connection has been closed.
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4.2.2 Establishing a connection to the
iRMC/iRMC S2/BMC for power management and
console redirection

The example below illustrates the establishment of a connection to an
iRMC/ iRMC S2 which permits power management and console
redirection for the managed server. A connection to a BMC is established
in a very similar way.

Proceed as follows:

» In the Operation Manager Remote Management view, click the iRMC Power
Management button.

£ hipe/ /17225891 18:3069, 7 Thishpplication=serverviewiersermame = | 72 25891 BServeriame =TX1 505 - Windows Internet Buplorer

W Protected mods b curmenthy turmed off for the Internet 2one. Chok heng b op2n sedunty Settings. ®

\ - B 5

[=2] =
m ServerView Suite

(=] PRIMERGY TX160 S8

DRl -~ =01 557 <] s | © Cosret s (2

Remots Managamant

Aalcdvess Types grimary
P Address: 172258018
MacAddress: 003005530005

Haseloard Management Controller

Address Type: basebosrd-controller
[ Information/Operatio W Address: 1722458019

T — Machddress: 001202080250

System Faommation

Ageri information NG Teinet | Mg ssH | IRNG Power Wensgement | IRMC Wed

Fibe Systmmns

Operatig Sysem

Partitiore

Processes

Resouwces
Martenance

Euttery Iniomaton

Syslem Everd Log
Sarver Propenes
ALAAR

Customer Soif Service
Bt Optionss

B Vrers aem laded. B | [ Teted shes | Protectod Hede: CHF Haow -

Figure 19: Operations Manager: Remote Management view -
Starting power management and console redirection

The Java applet for power management and console redirection is started
and the Remote Management window is displayed (figure 15 on page 45).
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P =] S
| =]
FUjiTsu L/ S View Suit
BMC (P ) IP Address |172.25.92.155 Logon
FPower Management =nol available> Command
Congale Redirection:
Mot connected. Console:
!RpplatSe:vervlewRamuteManagementﬁruntend‘tﬂ?.mstarted e ‘ | [%JLocalintranet Hioo% = 2

Figure 20: Logging on to the iRMC/ iRMC S2

» Click the Logon button to log in to the iRMC/ iRMC S2.

You are then prompted to enter your iRMC/ iRMC S2 user name and
password (see figure 21 on page 50):

B 5erverview Remote Management Frontend 172.25.251 |

Usemame

Password

Cancel

Figure 21: Power management and text console redirection - Login window

» Enter your user name and password and click Login to confirm.
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The window for power management and text console redirection is then
displayed:

/2 ServerView Remote Management Frontend [172.25.250.158]:55H - Windows Internet Explorer P [=] 5
i\ ’ =]
ruffrsy & A S View Suit
BIMC (FI, 3.238) IP Address [172.6.250,56 Loor Logott
 —
Power Management: Status. Power On Command T o) (1 )
Consale Redirection: Enler Consale | Leave Console
Mot connected, (2)
[Apolet Serveryiew Remote Management Frontend +,07.00 started | [ Ndilocalintranet [ #100% -

Figure 22: Window for power management and text console redirection

The connection to the iRMC/iRMC S2 is established and the commands for
the power management of the managed server can be activated (1).
However, the server console is still offline (2).

» Click Enter Console to start the console redirection session.

If you access the managed server via a Kalypso BMC, you will be
asked (by the Kalypso BMC's Telnet server) to enter your user name
and password again in order to start the console redirection session.

You are then connected to the console and can execute the required
command, either by entering it directly in the console area or by clicking it in
the Command drop-down list (IPMI commands only):
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IP Address |1?2.25.92.155

Status Power On

Logoff |
Shutdown x|

BMC (FY: 3.284)
Fower Management: Cammand

Console Redirection:

Enter SAS or IPMI command directly.
(No confirmation prompt!)

Select IPMI command and
click.

Server¥iew Remote Managenms n 172250 e |

? Doyou realty veant to Shul Dowmnthe server 7

o] Lo

Console: online

Connected to 172.25.92.155
Figure 23: Entering SAC or IPMI commands at the console.

» To close the connection to the console, click Leave Console.
» To close the connection to the iRMC/iRMC S2, click Logoff-
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5  Security

5.1 Password protection

To prevent unauthorized remote access to a server, the PRIMERGY ServerView
Suite possesses password protection mechanisms. There are two types of
password that you need for the Remote Management Frontend:

— Password for the ServerView Web server
— Passwords for the remote hardware

Password for the ServerView Web server

To log on at the ServerView web server, you need the Operations Manager user
password (see manual “PRIMERGY ServerView Suite ServerView Operations
Manager Installation”).

Passwords for the remote hardware:

You may need the following passwords depending on the remote hardware you
are using:

— iRMC/iRMC S2 passwords

You can define multiple user identifications, each with individual passwords
and rights for each iRMC/ iRMC S2 (see the manuals “iRMC - integrated
Remote Management Controller” and “iRMC S2 - integrated Remote
Management Controller”).

— RSB S2/ RSB S2 LP passwords

You can define multiple user identifications, each with individual passwords
and rights for each RSB S2/ RSB S2 LP.

— RSB passwords

For each RSB you can define multiple user identifications, each with
individual passwords and rights.

— RemoteView Management Blade passwords
For each RemoteView Management Blade you can define multiple user
identifications, each with individual passwords and rights.
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— Remote IPMI passwords
For each BMC you can define multiple user identifications, each with
individual passwords.

5.2 Console redirection

— Kalypso BMC:

The Telnet packages sent from the ServerView Remote Management
Frontend are packaged in RMCP data packages.

The BMC replies with Telnet data packages.
— iIRMC/iRMC S2, BMC of RX/TX600 S2/S3

Console redirection is encrypted and takes place Serial Over LAN (SOL)
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