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Requisitos de Instalagao

e Requisitos para instalar o Sophos Enterprise Console:

http://www.sophos.com/en-us/products/endpoint/endpoint-security-and-data-

protection/components/management-console/svstem-requirements.aspx

e Requisitos para instalar o Sophos Antivirus:

Windows: http://www.sophos.com/en-us/products/endpoint/endpoint-security-and-data-

protection/components/anti-virus-protection/windows/system-requirements.aspx

Linux: http://www.sophos.com/en-us/products/endpoint/endpoint-security-and-data-

protection/components/anti-virus-protection/linux/system-requirements.aspx

Mac OS X: http://www.sophos.com/en-us/products/endpoint/endpoint-security-and-data-

protection/components/anti-virus-protection/mac/system-requirements.aspx

NetApp: http://www.sophos.com/en-us/products/endpoint/endpoint-security-and-data-

protection/components/anti-virus-protection/netapp/system-requirements.aspx

UNIX: http://www.sophos.com/en-us/products/endpoint/endpoint-security-and-data-

protection/components/anti-virus-protection/unix/system-requirements.aspx

e Requisitos para instalagdo remota (usando o Sophos Enterprise Console para instalar o
Sophos Antivirus em uma estacao):

http://www.sophos.com/sophos/docs/eng/instguid/sesc 97 asgeng.pdf (pagina 46 até 48,
item 11.1.3 - Prepare for installation of anti-virus software)
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Instalando o Sophos Enterprise Console

1- Execute o instalador sec_47_sfx.exe (Clique para baixar).

2- Clique em Install

Bl 5ophos Endpoint Security and Control 9.7 Network installer - |EI|E|
SOPHOS This download installs Sophos Enterprise Console 4.7 and —

Sophos Update Manager 1.2

This allowws you to deploy and manage Sophos Endpaint Security
and Contral across vour netwaork for:

Windowes 2000 ar later

WWindows 9598 and Windows MT 4.0 SP6a
Mac 05 ¥

Linux

LM ethare

See the release notes for full systern requirerments.

=
j Browse... |

|nztallation progreszs



http://downloads.m3corp.com.br/sec_47_sfx.exe

3- Pré requisitos:

Serd solicitado o ServicePack 2 do Windows 2003, caso a instalagao seja no Windows 2003

Alem deste sera solicitado quatro Pré requisitos constados abaixo, caso ndo tenha nenhum
deles instalado

Sophos Enterprise Console 4.7.0

Inztallation infarmation

The following 4 prerequisites must be installed.

Mizrazaft® \Windows Installer 4.5

Mizrozaft® \Windows Inztaller 4.5 [KB353E55]
Microzoft® MET 3.5 5P1

Mizrozaft® Vizual C++ 2008 Rediztributable

Click Yesz to install now or Mo to cancel,

Instale os pré requisitos.

Obs: O Sophos instala os pré-requisitos nao é necessario baixa-los

i Setup iz loading installation components.
L Thiz may take a minute ar bwo.

.




4- Clique em Next

fi5 Sophos Enterprise Console 4.7.0 - InstallShield Wizard

SO pHOS Welcome to the InstallShield Wizard for
Sophos Enterprise Console 4.7.0

The InstallShield{R) Wizard will install Sophos Enterprise
Console on wour computer,

To continue, click Mext,

WARMING: This program is protected by copwright lave and
international treaties,

Cancel |

5- Clique em “I accept the terms in the license agreement” e clique em Next.

i'-..%l‘ Sophos Enterprise Console 4.7.0 - Installshield Wizard

License Agreement
Please read the following license agreement carefully,

SOPHOS END-USER LICENCE AGREEMENT

FPleasze read carefully the following legally hinding End-User Licence
Agreement between Sophos and Licensee (as defined below) for the
Software defined belows. By selecting the accept option, breaking the
seal on the software package or installing, copying or othersise using
thiz Software Licensee acknowledges that Licensee has read,
understands, and agrees to be bound by the terms of this End-User
Licence Agreement. If Licensee does not agree with the terms of this
End-User Licence Agreement, do not install the Software or, if

|
* T accept the kerms in the license agreement Prink |

" I do not accept the kerms in the license agreement

ImstallEhield

=

[

< Bak Cancel_|
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6- Caso queira modificar o destino da instalacao, clique em Change, apds clique em Next.

i'-..‘!:“ Sophos Enterprise Console 4.7.0 - InstallShield Wizard il

Destination Folder
Click Mext toinstall ko this Folder, or dick Change to install to a different Folder.

G Install Sophos Enterprise Console to:

Il::'l,P'rI:ugram Files\Sophos\Enterprise Console), Change... |

InstallShield

< Back Cancel

7- Clique em Next para instalar o Sophos Enterprise Console 4.7 com todos componentes.

fif sophos Enterprise Console 4.7.0 - InstallShield Wizard x|

Setup Type

Choose the setup type that best suits vour needs,

Select a setup bvpe:

* Complete
&ll program Features will be installed. Requires the most disk space,

Choose which program Features wou wank installed and where Ehey will
be installed. Recommended For adwanced users,

ImstallEhield

Zancel

< Back




Enterprise Console Domain Group
Specify which domain users will be able to use Enterprise Console,

Select a3 domain group whose members will be allowed to run Enterprise Console.

Domain Admins

<o [ o> 1) cono

OBS: Caso a maquina em que vocé estd instalando o Sophos Enterprise Console nao estiver
ingressado em um dominio, esta tela ndo ira aparecer, pule para o passo 9.

9- Retire o | agree e apds clique em Next para continuar a instalacdo:

i'él‘ Sophos Enterprise Console 4.7.0 - InstallShield Wizard x|

Feedback To Sophos

Please read the Following carefully,

If wou agree, Sophos Enterprise Console will send Sophos a repaort each week, This report
will shows the number of managed and unmanaged computers on ywour network, as well as
information abouk the aperating systems and Sophos producks that are in use,

Sophos will use vour Sophos download username andfor contact email address to provide a
better support service and ko increase our understanding of how wou use our producks,

The reparks will nat identify individuals or specific computers, Sophas will nok use the repaorts
ko identify wour company unless ywou provide us with vour Sophos download username
andfor a contact email address.,

If wou decide at any time that you want to stop sending reports, wou can do so by changing
waur Sophos Enterprise Consale sethings.

Installzhield

< Back Mext = Il Cancel




10- Clique em Install para iniciar a instalacdo

i Sophos Enterprise Console 4.7.0 - InstallShield Wizard

Ready To Install
The wizard is ready to begin installation.

Click Inskall ko begin the installation,

IF wau wank ko review or change any af your inskallation settings, click Back, Click Cancel ka
exit the wizard.

MOTE: & new S0L Server instance called 'SOPHOS' will be created and populated during the
installation process,

Space Required on C: 1731ME

Space Available on C: 3043ME
ImstallShield

= Back

11- Aguarde a instalagdo concluir

i'\.%l‘ Sophos Enterprise Console 4.7.0 - InstallShield Wizard x|
Installing Sophos Enterprise Console
The program features wou selected are being installed.

Please wait while the Installshield Wizard installs Sophos Enterprise
Console, This may take several minukes,

Skatus:

Copying new Files

InstallEhield

= Back Mdexk =




12- Apds concluir a instalagao, sera necessario fazer log off:

i-.%l‘ Sophos Enterprise Console 4.7.0 - Installshield ¥izard

SOPHOS InstallShield Wizard Completed

The Installshield Wizard has successfully installed Sophos
Enterprise Consale, Click Finish to exit the wizard,

To ensure Sophos Enterprise Console runs correctly, your
computer needs to be logged of f, To log off auktomatically,
click. Finish,

If wou wank to log off later, uncheck the box below, and
then click Finish,

[w Log off now

Show log |

< Back

Zancel |

13- Apds fazer logon, ird abrir o Wizard, clique em Cancelar:

Download Security Software Wizard

Welcome to the Download
Security Software Wizard

This wizard will guide vou through the process of
downloading and automatically updating the security
software yvou need, You will need the username and
password supplied o vou by Sophos,

To continue, click, "Mext"”,

= Back Cancel

10



14- Cliqgue em Yes
=

] : Are you sure that you want to cancel this wizard?

15- Clique em Update Managers

I
zlp

| i
policy, % Protectl ‘ Update managers |

Dashboard “ Reports :"j Sophos NAC

visssispyvare o I
Suspicious behaviorffiles 0 _ 0%@
s anc L ° N &

Computers over event threshold

Device control 0 Application control 0
Data control 0 Firewall 1]

16- Clique com o bot3o direito em View/Edit Configuration

1+ Sophos Enterprise Console

File Edit Yiew Actions Groups Policies Subscriptions Tools Help

\ ™ =) o -
J )" Find new computers ;’x ‘ Create group; e view/Editpolicy % protect Sid Endpoints

@ Dashboard 0Reports ]

Dashboard

Computers

Managed 1 Virugesfspyware 0 _ D%@ Computers tt

differ from po

Unmanaged 0

Suspicious
hehaviorffiles
Connected 1 Out-of-date
Adware and PUA 0 _ 0% @) computers
All 1
B
Updates Computers over event threshold
Computers w
Last updated on Not available Device control 0 Application control 0 erors
Data control 0 FEirewall 0
Software Subscriptions Add I] Update managers
@Recommended Computer name  + | alerts | Errors | Last updated | Download status
Im View Update Manager Details Never Last checked at: h

Yiew/Edit Configuration

Acknowledge Alerts...

Copy
Delete
Select All

11
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17- Clique em Add

Configure update manager - SOPHOSSERYER
Sources lSubscriptions | Distribution | Schedule I Loggingl ndvancedl

Search these source locations for updates (in order):

Move down

Move up I

Add Edit Remave I

[ 1

Cancel

18- Preencha com os dados enviados do Trial ou Ativagao
Trial: Address = Sophos
Ativacdo: Address = http://sophosv97-srv01.m3corp.com.br

Obs: Caso esteja testando a solucgdo utilize a o Address Trial, caso for Cliente ultilize o Address

ativacao

x
Address (HTTP lI v!l Browse I
or UNC): ~

Username:

Password: Change

If updates from the above source are downloaded through a proxy server, enter
the details here.

~Proxy settings
u Use a proxy server ko connect

Address: | Port: I 0
Username: |
Password: I Change

12



19— Caso use Proxy em sua rede, preencha os dados, ap6s clique em OK

Source Details 7 x|

Address (HTTP I ¥|  Browse
or UNC):

Username: |
Password: I Change |

If updates from the above source are downloaded through a proxy server, enter
the details here.

~Proxy settings

Address:

Username:

Password: Change

| 0K I Cancel I

20- Cligue em Subscriptions

Configure update manager - SOPHOSSERYER 3
Sources | Subscriptions § Distribution I Schedule l Loggingl Advancedl

Search these source locations for updates (in order):
Sophos Move up

Moyve down

fl

Edit

rad
G

MOYE:

OK

Cancel

13
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21- Selecione Recommended e mova-o para a direita

Configure update manager - SOPHOSSERYER

22- Clique em OK

Configure update manager - SOPHOSSERYER

14



23- Cliqgue com o direito no servidor e em Update Now

Data control 0 Firewall /]
Add Update managers
Computer name + Alerts | Errors I Last updated

BYEE Never
View Update Manager Details

ilew/Edit Configuration
Comply with Configuration
Acknowledge Alerts...

Copy
Delete
Select all

24- Aguarde o fim do Downloading binaries, esta etapa pode demorar alguns minutos

H Device control 0 Application contral i} errors
Data control 0 FEirewall i}
dd I Update managers

Col I Alerts l Errors I Last updated | Download status

Mever Downloading binaries

25- Ao fim do download, clique com o direito em Recommended e em View/Edit Subscription

Last updated on Not available Device control 0 Application control 0 erors
Data contral 0  Firewall 0
Software Subscriptions Add || | Update managers

Computer name  ~ I Alerts l Errors l Last updated | Download status l <
% SOPHOSSERVER Mever Last checked at: 3/4/2010 6:43:51 PM M

=Y il
Yiew/Edit Subscription

RETIaNE SUDSCHPUD

Duplicate Subscription

Delete Subscription

View Subscription Usage

15
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26- Selecione Windows 2000 and Above para Windows 2000 ou superiors (XP, Vista, 7, etc)

Software Subscription - Recommended _ 1Ol x|

Subscription name: I Fecommended

Licence: Pool-Sophaos Endpaoint Security and Contral

To enable Sophos to update your software whenever new versions are released, seleck the
Recommended, Previous of Oldest option. To manage updates waourself, select a fixed wersion
(For example, 9.1.2).

FlatFarm | Yersion | Status | Features | -
Windows
O windaows MT 4 Recomme. .. anki-wirus, Third-Party Secority Soft,,, —
O windows 4 Recomme. .. anki-wirus, Third-Party Secority Soft...

[ mMaC 05 % 10,4+ 7 Recamme... Anki-virus
Managed Linus & LMD
M1 =alavic a1 = T Darnrmrme Arbiousiene LI

Details. ., |

¥ automatically upgrade fixed version software when it is no longer supported by Sophos

oK I Cancel |

A
27- Aguarde o final do Download dos binarios
Device control 0 Application control 0 erors —
Data contral 0 Firewall 1]
I Update managers
Computer name + | Alerts | Errors | Last updated | Download status

% SOPHOSSERVER MNever Downloading binaries l

28- Ao fim do download, clique em Endpoints para iniciar a prote¢do das maquinas

s Help

-;3 Dashboard 0 Rep

[—]
{Edit policy -‘55 Brobed

ith alerts )
w o @ o

differ fr

o I O
Out-of-

Compt

over event threshold

16
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29 - Tela inicial da Enterprise Console

1+ Sophos Enterprise Console = IDIE]
File Edit Yiew Actions Groups Policies Subscriptions Tools Help

J ;’) Find new computers .’»é ‘ Greate group “ View/Edit palicy. % Protect . Update managers :9 Dashboard “ Reports :-j Sophos NAC
Dashboard ) E

Computers

Hanags ! vsssovae o ¢ Sorovecve o

differ from policy
Lmees " ogwscne o @
behaviorifiles

seancess o ) oo
All 2

E ]

O

8

Updates Computers over event threshold
Last updated on segunda-feira, 2 de Device control 0 Application control 0 errors
agosto de 2010 14:11
Data control 0 Firewall 0
=
Groups | | View: I‘f} Connected computers ;I IAt this level and below ;j
Rl | g"‘:s e Computer Details | Update Details | Alert and Error Details | Anti-virus Details | Firewall Details | NAC Details | Application Control | Data Contral | ]
Inassignes
puter name _+ | Policy compliance. I p to date I Alerts and errors I On-access I Firewall enabled I MAC comp
5 E-LABS
Policies
ii Updating
=P Anti-virus and HIPS
=3 Firewall
=) NAC
Application control
Data control
&5 Device control
{8 Tamper protection < | i
| i @ 7

Configurando as politicas

Abaixo veja as configura¢gdes recomendadas:

> Antivirus e HIPS:

OBS: HIPS é a tecnologia que ird proteger sua rede de ameacas desconhecidas e com
comportamento suspeito, mais informacdes sobre o HIPS:
http://www.sophos.com/support/knowledgebase/article/25044.html

1- Abra o Sophos Enterprise Console

2- No quadro Policies (localizado no canto esquerdo inferior) expanda Anti-virus and HIPS:

Application control
Data control
[-f&g Device control

3- Clique duas vezes na politica de Antivirus e HIPS a ser editada (ou cliqgue com o botdo direito
e clique em View/Edit Policy)

17
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4- Clique em Configure..., apds abrir a politica de Antivirus and HIPS:

Anti-¥irus and HIPS Policy - Default B ﬂ

l Authorization...

Messaging...

1
I
Sophos Live Protection. .. I
I

Suspicious Behavior (HIPS)...
On-access scanning
L? Enable on-access scanning
i~ Web protection
Block access to malicious websites: On b
Download scanning: IAS On access ]'
i~ Scheduled scanning

Set up and manage scheduled scans:

MName

Add... l Edit), l Remove

Extensions and Exclusions... |

Changes to "Exclusions” or "Extensions" settings also affect the "Full
system scan” and default on-demand scans on the individual

computers,
oK I Cancel |

5- Marque Suspicious files (HIPS) na aba Scan for para habilitar a analise pelo HIPS

On-access scan settings . ﬁ

Mac Exclusions I LinuxfUNIX Exclusions | Cleanup
Scanning Extensions | Windows Exclusions

Check files on

[V Read
[~ Rename
[~ write

Scan for
[~ Adware and PUA

[Vl
IV Suspicious files (HIPSY

The "Scan for Macintosh viruses" option is not supported on Linux or
UNIX computers.

Other scanning options

[ allow access to drives with infected boot sectors
™ Scan inside archive files {not recommended)

OK I Cancelar |




6- Clique na guia Cleanup, e marque a Box Automatically clean up item that contain a
virus/spyware, e selecione as a¢bes que deveram ser tomadas caso a limpeza falhe ou caso a
box ndo esteja marcada.

On-access scan settings 3 _XJ

Scanning I Extensions | Windo j
Mac Exclusions I LinuxfUNIX Exclusions Cleanup

[ Virusesfspyware

V' automatically clean up items that contain a !irus,fspyware]

If you do not use automatic cleanup, or if cleanup is not possible,
what do you want to do with the infected file?

" Deny access only

{ e
(%" Deny access and move ko default [ocation]

" Deny access and move to (enter a Full UNC path):

I Browse, ., '

~ Suspicious files

" Deny access only
" Delete

“D

Deny access and move to {enter a full UNC path):

Browse, .

C o ) oo |

7- As guias Windows Exclusions, Linux/UNIX Exclusions e Mac Exclusions s3o para adicionar
nomes de arquivos, pastas, arquivos com um determinado caminho e unidades para a exclusdo
do on-access (scan em tempo real), como mostra a imagem abaixo:

On-access scan settings J 5]
Mac Exclusions I LinuxfUNIX Exclusions | Cleanup l
Scanning I Extensions Windows Exclusions

You can select specific items that you do not want to scan.

Exclude specific items from scanning:

Excluded items |
C:\Arquivos de Programas\Sistema\Sistema.exe

E:\ Remove
Sistema.*

Sistema??.exe Edit... I

SistemaPonto.exe

™ Exclude remote files

OK Cancel

19
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OBS: marcando a opgao Exclude remote files os arquivos remotos (via compartilhamento de
arquivos) ndo serdo verificados, ndo marcando esta op¢do, o computador do usuario que esta
acessando um compartilhamento ird verificar os arquivos compartilhados da maquina remota.

> Firewall:

OBS: existem 3 métodos para configurar o firewall:
A. Criando todas as regras pela console (baseando em porta local e remotas, IP local e remoto)

B. Instalando o Sophos Client Firewall em uma mdquina, acionar o modo interativo
(permitindo ao usuario a decidir se permite ou ndo as conexdes) e apds terminar a
configuracdo, apenas importando as configuracdes para a console, aplicando em todas outras
maquinas. (Recomendado)

C. Instalando o Sophos Client Firewall em algumas maquinas, usando estas maquinas para
gerar eventos na console e pela console criar as politicas para cada evento. (Recomendado)

Vamos utilizar o método C (instalando o firewall em uma maquina para gerar eventos na
console):

1- No endpoint (mdaquina que possui o firewall) abra o IE (Internet Explorer)
2- Tente acessar um site.

OBS: A politica padrdo do firewall é bloquear, sendo necessario permitir ou ndo os eventos,
podendo mudar a politica para liberar tudo e bloqueando os eventos reportados, sendo
também possivel mudar a politica padrao para monitorar o trafego nao bloqueando nada,
vamos deixar a politica para bloquear tudo e liberando os eventos permitidos.

3- Apds a tentativa de acessar o site, sera enviado o evento para o Sophos Enterprise Console,
abra o Sophos Enterprise Console e clique 2 vezes na maquina que gerou o evento (ou clique
com o botdo direto e clique em View computer details)

Latest firewall events

Datefime Event type File name File version

QAO2009 0256158 Mesww application iexplore exe F.00E000 16735 (wista_gdr 0280320-1508)
91 0/2009 09:55: 24 “mids = i S 5.1.2600.5512 (xpsp 050413-2111)
902009 09:55:24 Mo application rule svchostexe 51260053512 (xpep 080413-2111)

M 02009 09:54:258 Mo application rule swchostexe 5.1 26005512 (xpsp080413-2111)

Como podemos ver, um novo aplicativo foi reportado, feche a janela.

4- Abra a politica de firewall

20
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5- Clique em Advanced firewall policy

6- Clique em Configure

Note que na janela que abriu a opcao “Use checksums to authenticate application” esta
habilitada, caso queira usar a autenticagdo por checksum para permitir que o aplicativo
navegue, sera necessdrio adicionar o checksum de cada versao do aplicativo usado na guia

“Checksum”
7- Cligue na guia Applications

8- Clique em Add

9- Faca a pesquisa do evento, mudando campo Event type para New application, clique em

Search

10- Selecione o evento e clique em OK

Firewall policy - Add application

i~ Search criteria

Search period:

B[=] E3
IWithin @ hours j Event type: INew application LI
Stark date; | 9/10/2009 'I Stark bne: I[]Z:ZJ :‘ File name: I
Endidate; | 9f10/2009 vl End ime: |1EI:21 =

Events:

File version i Protocol

| &

I [8]4 l Cancel |
4

11- Clique em OK para aplicar a politica.

21
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» Application Control:

Com o Application control vocé pode controlar aplicativos como programas P2P, games, IM,

etc.

1- Abra a politica de Application control

2- Selecione a Box Enable on-access scanning para habilitar o controle de aplicativos

3- Cligue na aba Authorization

4- Selecione a categoria e entdo adicione o aplicativo a ser bloqueado, como mostra na

imagem abaixo:

Application Control Policy - Default

Scanning ] Messaging ] Authorization

Controlled applications are categorized by type. Select a type to display the

applications it includes.

Application types:

To block an application, move it from the Authorized list to the Blocked list,

To block any new applications that Sophos adds to that type in the Future, move "all
added by Sophos in the future" to the Blocked list.

Authorized:

Application Type ] Current Status I:]
Email client Authorized

Encryption tool Authorized _J
File sharing application Some blocked

FTP Client Authorized

Game Authorized

Instant messaging Authorized

Internet browser Authorized L]

Blocked:

File sharing application I : I

ApexDC++
Ares
AudioGalaxy Satellite

Azureus

BCDC++

BearFlix

BearShare

Bit Pump

BitComet

BitLord

BitSpirit

BitTarrent Mainline L]

[
=

File sharing application |

eMule Plus

OK Cancelar l

22
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> Data Control:

Com o Data Control vocé pode controlar arquivos e conteldos que estdo saindo da maquina,
por exemplo: arquivos que contem as palavras “informacao secreta” ndo poderdo ser
transferidos, ou permitir mas gerar evento na console

1- Abra a politica de Data control

2- Marqgue a Box Enable data control scanning para habilitar este controle

3- Cligue em Manage Rules para criar as regras

4- Nesta janela ja existe uma serie de modelos, podendo criar novas regras, editar as regras
existentes e assim como criar copias das regras existentes e edita-las.

5- Cligue em Add file matching rule para criar uma regra para arquivos e Add content rule para
adicionar uma regra para um determinado conteldo

6- Para habilitar a politica, selecione a Box:

Data Control Rule Management =] B3

X

Data control rules:

Rule Name I Rule Tvpe | Description | Palicies I* Edit... |

fidentisl d , oy |
Conkent ruls Idertify Files conkaining bwo o m... Dieleke |

O credit ar debit card nu...  Content rule Identify Files containing ten ar m... —

O Email address list Content rule Identify files containing one hun. ..

Encrypted archive or fil,,.  File rule Identify encrwpted archive or fil... S

O international bank acco...  Content rule TIdentify files containing ten ar m...

O microsoft Office docum...  File rule Identify Microsoft OFfice Word, ..

O multimedia files File rule Identify wideo and audio media fi...

O wational identification n...,  Content rule Identify files containing ten ar m... _'_l

Add file matching rule ... | Add content rule ...

i

Rule description: Import...

Far any file L\}
where the file contains:
2 or more matches of Confidential document markers [Global],
and whete the destination is
Remavable Storage
or Optical Drive
of Floppy: Drive,
Allowy File transfer,

Export...

6]8

kl
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> Device Control:

Importante: O controle de dispositivo da Sophos ndo devera ser implementado juntamente
com controle de dispositivo de software de outros fabricantes.

O controle de dispositivos permite que vocé previna usuarios de usar dispositivos de hardware
externos ndo autorizados, midias de armazenamento removiveis e tecnologias de redes sem
fio (wireless) em seus computadores. Isso pode ajudar a reduzir significativamente sua
exposicado a perda de dados acidentais e restringir a habilidade dos usudrios de introduzir
softwares do ambiente externo a sua rede.

Dispositivos de armazenamento removiveis, drives de discos dticos e drives de disquete
também podem ser preparados para prover acesso somente leitura.

1- Abra a politica de device control

2- Selecione os tipos de dispositivos a serem controlados e na coluna Status, mude o status
para a permissao desejada.

3- Para adicionar excecdes, selecione o tipo de item a criar uma excec¢do (exemplo: caso for
adicionar a exegdo de um pendrive, selecione Removable storage) e clique em Add exemption

4- Faga a pesquisa pelo dispositivo, selecione o dispositivo e entdo clique em Exempt device:

Device Control - Event Yiewer 8 [=] P
[~ Search criteria
Search Qer{%d: IWithin 8 hours % type: |‘E-tcwar;r:-.,x‘F'r:—n'u:-ﬂ.uable Storage "]
Start date; 9/10/2008 ¥ Starthime ] ll
End date; oftojzone v | Endtime; [fDevice details
Type: Removable Storage
Model: Kingston DataTraveler 2,0 USB Device Search l
ID: USBSTOR|DISK&YEN_KINGSTONSPROD_DATATRAVELER_2.08REY - |
Device events: _1.00189900000000000000000004F&0 ;]
Date{Time | User ice ID
9/10/2009 13:03.., S4M\Eduardo.Podbe [ Exemption details STOR\DISK...
Scope:

This policy only
Exempt:

%' This device only
Comment:

" pll devices of this mode!

Access level:
@ Full access

" Read only

[ oK I Cancel |
Export... I Ezemptdevice..,l Close

Z

5- Vocé pode adicionar este dispositivo como excegdo (ndo serd bloqueado) assim como todos
dispositivos do mesmo modelo, clicando em All devices of this model.

24



Importando computadores

Neste tépico vocé ird aprender os métodos de localizar computadores:

1- Abra o Sophos Enterprise Console
2- Clique em Find new computers

i+ Sophos Enterprise Console

File Edit View Actions Groups Policies Sub

5 Fi A9 i
J[ )) Find new conl'{:uters 22 Create gr

Dashboard

3- Escolha o método de busca

Find New Computers ll

1

1 Find new computers using:
— Import from Active Directory {recommended)
(+" Import

Select this option to import an existing group structure,
with or without computers.

‘fou must then set up group policies. You can use
Synchronize with Active Directory later to automatically
discover and protect new groups and computers,

~Find
(" Find with Active Directory
" Find on the network

" Find by IP range

Select one of these options to add a list of networked
computers to the Unassigned group.

‘You must create groups, set up group policies and place
the computers in the groups before you can protect and
manage the discovered computers.

] Cancel I

a. Pela opgao Import vocé ira importar os grupos e computadores do seu Active Directory

b. Pela opgao Find with Active Directory vocé importa os computadores do seu Active
Directory

c. Pela opgao Find on the network vocé localiza os computadores que estdo em seu dominio
ou em um grupo de trabalho (workgroup)

d. Pela opgao Find by IP range vocé localiza computadores em uma determinada faixa de IP
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OBS: A diferenga da opgao Importe e da opcao Find with Active Directory: Pela op¢do Importe
vocé ira importa todos os grupos e computadores do Active Directory, ja pela op¢ao Find with
Active Directory vocé ira importar somente os computadores.

4- Ao clicar em OK serd necessario informar um usudrio administrador da seguinte forma:

Para ambientes com dominio: dominio\usuario
Para ambientes sem dominio: \usuario

5- Apds importar, os computadores poderdo ser localizados no grupo Unassigned (com
excecdo das mdaquinas localizadas pela opcao Import que ja cria um grupo para as maquinas
localizadas)

6- Crie um grupo e mova as maquinas para este grupo, para isto:

6.1- No quadro Groups clique com o botdo direito na raiz e clique em Create Group:

Groups ’ | View

ctive Directors, .

O,

ori Properties,

[
angs

= REQEME
e Cut

Paste

Uil

®H-E-E-E

Delete

6.2- Escolha um nome para o grupo

6.3- Na pasta Unassigned, selecione os computadores e arraste-os para o grupo criado
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Definindo regras para determinados grupos

Este topico mostrard como definir regras para o grupo:
» Método 1:
1- Abra a console

2- Cligue com o botao direito no grupo
3- Clique em View/Edit Group Policy Details

Groups | I Yiew: l‘g Computers with fil

el 5’ E-SERV3 Statusl Computer Details | L
~{E3) Unassigned

= i{j Empresa Computer name I Firew:

@ Administrativo & E-LAB4 Same

{7 Comercial
{3 Servidores

rotect Computers. ..
Update Computers Now
Resolve Alerts and Errors...
Eull System Scan...

Policies 3
; (’ Updating Comply with »
EIE,' Anti-virus and HIPS Import From Active Directory. ..
4 Default Synchronize with Active Directory. ..
= Firewall

Hemove Synchronization, .

- Default Synchronization Properties, .,
-l NaC
- Application control Rename
7B Data control Cut
- Device control Paste

Delete

Agora apenas escolha quais politicas o grupo ird usar.
» Meétodo 2:

1- Arraste a politica para o grupo que ird usa-la.



Instalando remotamente

Neste tépico vocé ira aprender a instalar o Sophos Antivirus pelo Sophos Enterprise Console,

como citado no item “requisitos”, para realizar uma instalagdo remota revise as configuragdes
citadas no manual “Advanced startup” (pagina 46 até 48, item 11.1.3 - Prepare for installation
of anti-virus software), apds ter revisado as configuragdes:

1- Abra a console
2- Selecione um grupo, uma maquina ou determinadas maquinas e clique com o botdo direito
3- Clique em Protect computers

Groups

= - § E-SERV3

Paolicies

- Updating
=-ZP Anti-virus
| i.# Defal
E—E Firewall
=-EF nac

2B applicatic
[+-{5] Data conl
~ Device cc

{3 Unassigned
P m I ComEuter N

| ’ view: %3 allc

Status l Compu

Create Group
View/Edit Group Policy Details...

Resolve Alerts and Errors...
Full System Scan...

Comply with 4

Import from Active Directory...
Synchronize with Active Directory. ..
Remove Synchronization. .,
Synchranization Properties,

Rename
Cut
Paste
Delete |

4- Clique em Avangar:

Sophos Enterprise Console - Protect computers wizard »7

~ Welcome to the Protect computers
wizard

This wizard will guide vou through the process of installing
security software on the computers on your network.,

To continue, click "Next",

x|

= Yaltar Cancelar |

28


http://www.sophos.com/sophos/docs/eng/instguid/sesc_97_asgeng.pdf

. Ms”v'u’u’p

5- Selecione as func¢Oes a serem instaladas:

Sophos Enterprise Console - Protect computers wizard ] x|

Select features
Select the securicy Features wou want bo deploy to wour computers

Y

]
Select the Features vou would like o deploy ko computers protected with Computer Security
for Windows, The anti-wvirus Feature is alwawvs installed.
Features:
Features | fyvailable on
Anti-virus, Daka Conkral, Device Conkrol, Host In.. . windows 2000, Mindows 2000 Serve
Firewall windows 2000, Windows 7, Windows
Third-Party Security Software Detection Windows 2000, Windows 2000 Serve

< 2

< Yolkar Cancelar |
W

6- Serd listado o(s) computador(es) que o Sophos Enterprise Console ird instalar o Sophos
Antivirus

Sophos Enterprise Console - Protect computers wizard X|

Protection summary
Shows any issues that affect installation of the security software

]
If software cannot be installed automatically, refer ta the manual installation instructions in the
Sophos Endpoint Security and Control quick startup guide,
Computers:
Computer Name l Protection issues I
E-LAB4

< Voltar Cancelar I
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7- Informe o usuario administrador no seguinte modelo:

Sophos Enterprise Console - Protect computers wizard i 1]

Credentials
Credentials used to install security software on network computers

N

Enter details of an account with sufficient rights to install software on network computers, If
this account is a domain account, enter the username in the form "domainiuser",

Username: I DOMINIO|USUARIO

password. I ..................I

Click "Finish" to close the wizard and start installation on computers.

< Volear Cancelar |

Quando a seta estiver amarela, significa que o Sophos Enterprise Console esta tentando
localizar e autenticar o usudrio no alvo.

Quando a seta esta verde significa que o Sophos Enterprise Console ja localizou a maquina,
autenticou e estd iniciando a instalagdo.

Quando mudar para uma ampulheta o Sophos ndo teve problema na instalacdo estd somente

aguardando o retorno do Endpoint para a Console.

Duvidas e sugestdes, envie e-mail para suporte@m3corp.com.br ou ligue (11) 4063-2087.
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