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1. Sobre este manual

4

Este manual descreve os procedimentos necessdrios para realizar a instalacdo do Sophos
SafeGuard Enterprise Server 6.00.1 e abordara os seguintes itens:

e Instalagdo do SafeGuard Enterprise, utilizando o SGN Install Advisor
e Instalacdo do SafeGuard Management Center

e Configuragoes iniciais

e Criacdo dos pacotes de instalacdo para os clientes
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2. Requisitos de Sistema

SafeGuard Enterprise - Cliente

Windows 7 v v

Windows Vista SP1+ \ VEE* 300 MB 1 GB*
Windows XP SP2+ Vi

SafeGuard Enterprise - Management Console

Windows 7 v v

Windows Vista SP1+ v v 1GB 1GB*
Windows XP SP2+ Vi \

Windows Server 2008 SP1+ v v

Windows Server 2008 R2 v Siga as recomendacdes do guia de
Windows Server 2003 SP1+ v v instalagdo do Windows Server
Windows Server 2003 R2

SP1+ \ v

SafeGuard Enterprise - Management Server

Windows Server 2008** v v

Windows Server 2008 R2** v Siga as recomendacdes do guia de
Windows Server 2003** v v instalacdao do Windows Server
Windows Server 2003 R2** v \

Bancos de dados Suportados

Microsoft SQL Server 2005 SP4, 2008 SP2 and SP3, 2008 R2 SP1

Microsoft SQL Server Express edition 2005 SP4, 2008 SP2 and SP3, 2008 R2 SP1

Idiomas Suportados

SafeGuard Enterprise Cliente: English, French, German, Italian, Japanese, Spanish

SafeGuard Enterprise Management Center: English, French, German, Japanese

*Esta quantidade de memoria é recomendada para o computador. O SafeGuard nao fard uso de toda esta

guantidade de meméria

** Inclui o Internet Information Server (lIS) e Active Directory

*** Ndo ha suporte para o modulo Configuration Protection, no Windows Vista (64-bit)

+ indica que as versdes superiores deste componente, também é suportada




3. Instalacao do SafeGuard Enterprise com o SGN Install Advisor

¢

3.1. Faga logon no servidor onde o SafeGuard serd instalado, com o usuario
administrador do dominio.

3.2. Abra o Windows Explorer e crie um diretério em c:\, chamado “sgn_backup”.

3.3. Faca download, e execute o arquivo sgn_601_sfx.exe, cujo link para download
encontra-se abaixo:
http://downloads.m3corp.com.br/sgn/sgn_601_sfx.exe

3.4. Clique em Install.

8 Sophos SafeGuard Enterprise - | I:Ilil

This download provides installers for Sophos SafeGuard
Enterprise Server 6.0.1 on:

Windows 2003 and Windows 2008

It also provides Sophos SafeGuard Management Center 6.0.1
and client installers for:

Windows XP Professional (32 bit only) —
Windows Vista and Windows 7

Policy examples and recovery tools are provided in the tools «|

j Browsze. . |

Destination folder

O Ihztallation progress

| Inztall I Cancel |

3.5. Aguarde enquanto os arquivos de instalacdo sdo extraidos.

3.6. Apds a extragdo dos arquivos, abra o windows explorer e localize o diretério
c:\sgn_60\Installers.


http://downloads.m3corp.com.br/sgn/sgn_601_sfx.exe
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3.7. Execute o arquivo SGNInstallAdvisor.bat e clique em Prepare the Server.

& Sophos - SafeGuard Enterprise Installation Adyisor 6.00.0 - Ellﬂ

SOPHOS

WWW.SOPHOS.COM English - German

| »

Welcome to the SafeGuard Enterprise Installation Advisor

This tool is designed to help you install a SafeGuard Enterprise environment.
It provides a Step-by-Step installation for a new Installation.

Existing envircnments have to be updated as described in the installation manual * Find a Partner

General Information Hints: . . A + Download Documentation
-Please start the Installation Advisor with Administrative
Follow t [
Support editions), Windows * 0Open Releaze Notes
2003 R2 2008 (32 and &4 bit editions) and

Prepare the Server
1. Microsoft Internet Information Server
2. Microsoft NET Framework
3. Microsoft SQL Server 2008 R2 Express Edition

4. Security Updates

Set up SafeGuard Enterprise b

Install a Client =

3.8. Caso vocé ndo possua o Internet Information Server instalado em seu servidor,
clique em 1.Internet Information Server e clique em Start Installation.

& Sophos - SafeGuard Enterprise Installation Advisor 6.00.0 =101
WWWSOPHOSCOM Engligh - German

Welcome to the SafeGuard Enterprise Installation Advisor

This tool is designed to help you install a SafeGuard Enterprise environment.
It provides a Step-by-5tep installation for a new Installation.

Existing environments have to be updated as described in the installation manual + Find a Partner

General Information fints: . . L * Download Documentation
-Please start the Installation Advisor with Administrat
Follows tl
Support * Open Releaze Notes
2003 R2 editions) and
Window:

Prepare the Server

1. Microsoft Internet Information Server

Click "Start installation” to start the installation of the Microsoft Internet Information

Services.

Install the Microsoft Internet . . |
Information Services Please note that on a Windows 2003 Server the installation-process might ask for the Startinstallation

003 Server CD. Ensure that you provide the correct Windows operating
system service pack CD. Otherwize, the installation will fail.

2. Microsoft .NET Framework

3. Microsoft SQL Server 2008 R2 Express Edition
S =l

OBS: Neste momento, os arquivos do CD/DVD de instalacdo do Sistema Operacional do seu
servidor, podem ser solicitados.
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3.9. Ao término do processo de instalacdo do Internet Information Server Clique em 2.
Microsoft .NET Framework.

4 sophos - SafeGuard Enterprise Installation Advisor 6.00.0 - Ellll

4

Prepare the Server

1. Microsoft Internet Information Server v
2. Microsoft .NET Framework

Startinstallation |

Install the Microsoft .Met Framework The Microzoft Met Framework 3.5 Service Pack 1 iz needed for the Microzoft S0OL | have read and ACCEPT the terms

3.5 Service Pack 1 Server 2008 A2 Express Edtion. The installation may take up to thirty minutes. of the License Agreement of
Microsoft.
-
Startinstallation |
Install Microsoft .Net The Microzoft Met Framework 4 iz needed for the SafeGuard Enterprize Server and the | have read and ACCEPT the terms
Framework 4 SafeGuard Enterprise Management Center.

of the License Agreement of
Microsoft.

-
3. Microsoft SQL Server 2008 R2 Express Edition
4. Security Updates

Set up SafeGuard Enterprise

Install a Client

Copyright 1996-2012 Sophos Group. All rightz rezerved. SafeGuard i= a registered trademark of Sophos Group

|

3.9.1. Primeiramente, instale a versdo 3.5 Service Pack 1, para isso, clique no item de
aceitacdo dos termos de licenca de software e depois em Start Installation,
conforme figura abaixo.

Start installation I

| have read and ACCEPT the term:
of the License Agreement of
Microsoft

Install the Microsoft .Net Framework
3.5 Service Pack 1

2

3.9.1. Apds a instalacgdo do .NET Framework 3.5 Service Pack 1, execute o
procedimento para a instalagao da versao 4 do .NET Framework, clicando no item
de aceitacdo dos termos de licenca de software e depois em Start Installation,
conforme figura abaixo.

OBS: Apds a conclusdo deste procedimento, serd necessario o reinicio do servidor.

Start installation

| have read and ACCEPT the term
of the License Agreement of
Microsoft

nstall Microsoft .Net
‘ramework 4

2
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3.10. Apds a conclusdo da instalagdao do .NET Framework 4, clique em 3. Microsoft SQL
Server 2008 R2 Express Edition

4 sophos - SafeGuard Enterprise Installation Advisor 6.00.0 - Ellll
A
Prepare the Server
1. Microsoft Internet Information Server v
2. Microsoft NET Framework v
3. Microsoft SAL Server 2008 R2 Express Edition
Startinstallation |
. The Microsoft Windows Installer 4.5 is another prerequisite for the Microsoft SQL Server
:nﬁta:: mi';hcrOSOﬂ Windows 2008 R2 Express Edition, you may skip i n an existing SAL server w I have read and ACCEPT the terms
nstaller 4. only takes a few minutes but a reboot is required to complete the installation. of the License Agreement of
Microsoft.
I
Enter a password for the user "sa" (needs to mest the
password requirements of your domain or server):
I Startinstallation |
Install a Microsoft SQL Server confirm the password | have read and ACCEPT the terms
I of the License Agreement of
Microsoft.
Perindically create a backup of the database! r
4. Security Updates
Set up SafeGuard Enterprise
Install a Client
i AP A5 a4 it A n i A8 imre i o it s Am s 28 Eamhan e =

3.10.1. Primeiramente sera necessaria a instalacdio do Microsoft Windows Installer
4.5. Para isto, marque o item de aceitacdo dos termos de licenca de software e
depois em Start Installation, conforme figura abaixo.

Startinstallation |

| have read and ACCEPT the terms
of the License Agreement of
Microsoft.

nstall the Microsoft Windows
nstaller 4.5

OBS: Quando a instalagdo do Microsoft Windows Installer 4.5 for concluida, sera necessario
reiniciar o servidor, manualmente.



3.10.2. Apds o reinicio do servidor, o SafeGuard Enterprise Installation Advisor, se

¢

abrird automaticamente. Clique em Prepare the Server e depois em 3. Microsoft
SQL Server 2008 R2 Express Edition.

£ Sophos - SafeGuard Enterprise Installation Advisor 6.00.0 =101l

Prepare the Server
1. Microsoft Internet Information Server v

2. Microsoft .NET Framework +

3. Microsoft SQL Server 2008 R2 Express Editior

The Microsoft Windows Installer 4.5 iz another prerequigite for the Microzoft SQL Server

Install the Microsoft Windows 2008 R2Z Express Edition, you may skip it when an existing SOL server wil be uzed. it

Installer 4.5 only takes a few minutes but a reboot is required to complete the installation.
Installed
Enter a password for the user "sa" (needs to mest the
password requirements of your domain or server):
I Startinsiallation |
Install a Microsoft SQL Server confirm the password I have read and ACCEPT the terms
I of the License Agreement of
Microsoft.
-

4. Security Updates

Set up SafeGuard Enterprise

=
3.10.3. Para proceder com a instalacdo do Microsoft SQL Server, marque o item de

Install a Client

aceitacdo dos termos de licenga de software, defina a senha do usuario sa, para
“IsOph0sSGN!” (substituir as letras “0” pelo nimero 0 [zero], ndo utilizar as
aspas [“”]) e depois clique em Start Installation, conforme figura abaixo.

Startinstallation |

nstall a Microsoft SQL Server confirm the password | have read and ACCEPT the terms
A ent of
I'.......... of the License Agreement o
Microsoft.

OBS1: Apds a conclusdo da instalagdo do Microsoft SQL Server, serd necessaria uma nova
reinicializagdo do servidor.

OBS2: Recomendamos que o backup deste banco de dados, seja incluso em suas rotinas
padrdo de backup.



. M3\\.ouu i

10

3.11. Apds a conclusdo da instalacdo do Microsoft SQL Server, cliqgue em 4. Security
Updates. Este procedimento fara a verificagdo do Windows Update, para validar se o
seu servidor estda com as ultimas versdes das atualizagbes disponibilizadas pela
Microsoft. Caso vocé tenha certeza de que seu servidor esteja com os ultimos
Updates e service Pack do Sistema operacional, Microsoft SQL Server, microsoft

Internet Information Server e Microsoft .NET Framework

etapa.

£ Sophos - SafeGuard Enterprise Installation Advisor 6.00.0

General Information

Prepare the Server

4. Security Updates

Install Security Updates

Set up SafeGuard Enterprise

Install a Client

Copyright 1996

Hints:
-Please =tart th= \n=ta|lat|cn Adv |=cr with —\dmlnlatratl e nghh

400’ R:
Windows Server £GGR R2Z (54 bit).

2. Microsoft NET Framework v’

Download and install the latest security updates and service packs for your operating
system, the .Net Framework, the SAL Server and the Internet Information Service.

-2012 5

, vocé pode pular esta

=101.%]

Welcome to the SafeGuard Enterprise Installation Advisor

This tool is designed to help you install a SafeGuard Enterprise environment.
It provides a Step-by-5tep installation for a new Installation.
Existing environments have to be updated as described in the installation manual.

s 2003 Server (32 and
ditions), Windows

ver 2008 (32 and 64 bit editions) and

1. Microsoft Internet Information Server

3. Microsoft SQL Server 2008 R2 Express Edition v

ophos Group. All rights reserved. SafeGuard is a registered trademark of Sophos Group

* Find a Partner

+ Download Documentation

editions), Windows * Open Release Notes

=]

K1l

3.11.1. Caso vocé queira fazer a verificagdo do Windows Update, clique no Link
Microsoft Windows Update, conforme figura acima. Isso abrird uma janela do
Internet Explorer, no site do Microsoft Windows Update. Siga as instrucbes mais
adequadas ao seu ambiente.
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3.12. Apds a conclusdo das etapas de preparacao do servidor (Prepare the Server), clique

em Set up SafeGuard Enterprise e em seguida em 1. Install SafeGuard Enterprise,

marque a opcao | accept the license agreement e clique em Start Installation.

& Sophos - SafeGuard Enterprise Installation Adyisor 6.00.0

=10l %]

Windows Server 2008 RZ (84 bit).

Prepare the Server
1. Microsoft Internet Information Server +
2. Microsoft NET Framework v
3. Microsoft SQL Server 2008 R2 Express Edition v
4. Security Updates
Set up SafeGuard Enterprise

1. Install SafeGuard Enterprise

Thiz will inztall the SafeGuard Enterprize Server and the SafeGuard Enterprize

Management Center. . -
Startinstallation |

Install the SafeGuard Enterprise -If you have rebooted after the SQL installation, you need to enter your "sa" password.
Server and the Management Center  -Enter a name for the database, your organisation and create a Security Officer.

store the P12 File in a =scure location. R

Optional: Install WebHelpD:

2. Configure SafeGuard Enterprise
3. Client Configuration Package

Install a Client

Copyright 1996-2012 Sophos Group. All rights reserved. SafeGuard iz a registered trademark of Sophos Group

| accept the license agreement.

p

=

-

seguinte artigo como referencia: http://suporte.m3corp.com.br/

OBS1: Caso vocé queira fazer a instalagdo opcional do WebHelpDesk, por favor utilize o

OBS2: Durante este processo, sera gerado um arquivo .P12. E importante que o local de

armazenamento deste arquivo esteja incluso na sua politica de backup, e que a

senha deste arquivo seja documentada.



http://suporte.m3corp.com.br/
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3.13. Apds a extracdo dos arquivos, se abrira a tela instalacdo do SafeGuard Management
Center (SafeGuard Management Center Wizard). Clique em Next.

& safeGuard® Management Center Wizard |

Welcome to the SafeGuard®
=S0PHOS Management Center Wizard

¢

This wizard will guide wou through the initial configuration of
SafeGuard® Management Center,

To continue, click Mext.

< Back | Rext = Cancel Help

12
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—i_onnection setkings

Select a database server from the drop-down list, You can also enter one of the Following in the edit
figld: server name, server alias, IP address, server namelINSTANCE _name, IP

address\INSTAMCE_name. IF the server name is an alias, uncheck <Ping the server =,

Database Server: WZK3-5G-5RY01SOLEXPRESS| j

3.13.1.

Na proxima tela (Database Server Connection), o SafeGuard Management
Center Wizard solicitara algumas informagdes. Estas informacdes ja vem definidas
por padrao, basta seguir em frente, clicando em Next e depois, na tela de aviso

(Database Connection), clique em OK.

& SafeGuard® Management Center Wizard x|

Database Server Connection

SafeGuardi® Management Center requires a conneckion to an M3 S0L
database server,

[ Use 55L irecommended]
[l Fimg the server

—Authentication
{3 Use Windows MT Authenkicakion

(¥} Use SQL Server Authentication with the Following credentials:
SGL Logon: | 58

S0l Password: |*********** |

< Back | Blexk = Cancel | Help |

OBS1: Caso vocé queira alterar o nome da instancia do SQL Server (Database Server), por favor
enter em contato com o nosso suporte.

OBS2: Caso vocé tenha realizado o reinicio do servidor, apds a instalacdo do Microsoft SQL
Server, vocé tera que informar a senha criada no item 3.10.3 deste manual, no campo SQL

Password.

13
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3.13.2. A préxima tela do SafeGuard Management Center Wizard (Database

Settings), solicitard as definicGes para a criacdo do banco de dados que sera
utilizado pelo SafeGuard. Mantenha conforme o padrao ja preenchido e clique em
Next.
x
Database Settings

SafeGuardi® Management Center requires a database, that is usually
named 'SafeGuard',

Create a new database or use an existing one,

{2 Create a new database named:

| SafeGuard

O Select an available database:

| F

<Back i Mext: Cancel Help

14
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3.13.3. A préxima tela do SafeGuard Management Center Wizard (Security Officer
Data), requer o preenchimento das informag¢ées do usuario administrador do
SafeGuard Management Center (MSO).

& SafeGuard® Management Center Wizard x|

Security Officer Data
Selection of a Security Officer For logon

Please enter the credentials For the Master Security Officer to be created in the database,

¢

~Master Security OfFicer ID

M50

~Token logon
{2 Mo token O optional O Mandatory

~ Certificate for M30

| j Create. .. Impart. ..

< Back Bext > ancel Help

3.13.3.1. No campo Master Security Officer ID, Informe “MSO”, conforme figura
acima.

3.13.3.2. Em Token Logon, marque a opgcao “No Token”.

3.13.3.3. Em Certificate for MSO, clique em Create e preencha o campo de
password e confirmagdo de password com a senha “!sOphOsSGN!”
(substituir as letras “0” pelo nimero 0 [zero], ndo utilizar as aspas [“”])
clique Ok.

15



{8 Create MSO Certificate x|

Please werify the ID of the Master Security Officer, which is displaved here.
Afterwards please select where the certificate will be saved,

Master Securiby Officer [D
M50

(¥} Create in persistent certificate store (M)

Password For new |******** |
certificate skore;

] bbbk
Confirm new password:

O Create by token

Token PIN; | |

Token slot; | ﬂ

I | Zancel |

3.13.3.4. Na tela Export Certificate, preencha os campos Password e Confirm

Password, com a mesma senha anterior “IsOphOsSGN!” (substituir  as
letras “0” pelo numero 0 [zero], ndo utilizar as aspas [“”]) e clique Ok.

& Export certificate x|

The certificate will be exported to a file. Please define the password to
be used for securing the file,

After the initial configuration, possession of the generated private key is
the only way to authenticate against the SafeGuard® Management:
Center, Please store the key file in a secure place and create a backup!

Passwiord: |******** |

|******** |

(0] 4 Cancel |

Confirm passwords

16
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3.13.3.5. A seguir, vocé deve especificar o caminho para salvar o certificado.
Localize o diretdrio c:\sgn_backup, criado no item 3.2 deste manual, e
salve o certificado.

Salvar em: I@sgn_backup j - ch{ ES-

Meu
c:ornputador

Hame da arquiva: IMSEI.p'I 2 j S alvar I
j Cancelar |
E

Salvar como hipo: I_p‘l 2 files [*.p12)

17
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3.13.4. Voltando ao SafeGuard Enterprise Management Center Wizard, clique em
Next.

& SafeGuardi& Management Center Wizard X|

Security Officer Data
Selection of a Security Officer Far logon

Please enter the credentials For the Master Security Officer to be created in the database.

~Master Security Officer ID

| M50

~Token logon
€2 Mo token O optional ) Mandatory

~Certificate for M0

|Cl‘-.|=r'-’ISClJ Ql=5ophos SafeGuard® Officer Certificate j Create. .. Impork. ..

< Back

Zancel Help

18
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3.13.5. Na tela seguinte, sera criado um certificado para sua empresa. Deixe marcada

a opgdo Create a new company certificate, coloque o nome da sua empresa no

campo de texto e clique em Next. O certificado sera criado, e salvo no diretdrio
c:\sgn_backup.

& SafeGuard® Management Center Wizard x|
Company Certificate

Create or restore the global certificate For your company

(O] Create a new company certificate

Please enter the company name ko be stared in the company certificate, This is used to wisually
separate different installations.

| Sua Empresa|

O Restore using an existing company certificate

Subject: |

Serial number; |

Expiry date: |
Impaork ..
< Back | Blexk = Cancel Help
3.13.6.

Cliqgue em Finish para encerrar a configuracgdo do SafeGuard Enterprise
Management Center
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x|
SOPHOS Completing the SafeGuard®

Management Center Wizard

The initial corfiguration has been successfully completed,

To start SafeGuard® Management Center, click Finish,

< Bach [exh = | Einish Help

3.14. Apds a conclusao do SafeGuard Management Center Wizard, o SafeGuard
Management Center, sera iniciado automaticamente.

@ 5afeGuard@ Management Center - M50 on Sua Empresa (W2K3-5G-5RY01'50LEXPRESS: SafeGuard) =101 %]
Tnols Help

14 Policy Groups
Images
Information text
{3 White Lists
#+7% Local Self Help questions
45 Service Account Lists
#4@ Cloud Storage Definitions

B users and computers

% Keys and Certificates

i Tokens

& security Officers

Reports

«

B Policy Ttems

Policy items
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4. Configuracoes iniciais

A seguir, listaremos uma série de configuracdes as quais recomendamos que sejam realizadas

antes de iniciarmos as configuracdes dos Mddulos do SafeGuard.

4.1. Criacado do diretdrio para distribuicdo dos pacotes de instalacao dos clientes.

4.1.1. Acesse o servidor do SafeGuard com o usuario administrador do dominio, abra

o windows explorer, crie um novo diretério em c:\, chamado SGN.

4.1.2.  Crie um compartilhamento oculto para o diretério SGN, chamado SGNS. Para

maiores informacdes,

consulte a seguinte URL

http://support.microsoft.com/kb/314984/pt-br

4.1.3. Configure as permissGes NTFS deste diretorio para everyone (todos) com Full

Control.

4.2. Criacdo do SGN Server.

Apds a instalacdo do SafeGuard Enterprise, sera necessdrio defini-lo como um

Servidor SGN. Para isso, siga os seguintes passos:

4.2.1. Abra o SafeGuard Management Center com o usuario MSO.

4.2.2.  Na barra de menus, clique em Tools — Configuration Package Tool...

8 safeGuard® Management Center - MSO on M3Corp (LAB-SGN-SRY01\SOLEXPRESS: SafeGuard)

File Edit WYew Goto Actions | Tools Help

| & 3~ | T | 4
Users and Computers
=+[R Root [Filter is active]

JI_jI Authenticated Computers
,8, .Authenticated Users
--{ & .Auto registered

Recovery... | | ﬂ@ % |

Suspend...
Database integrity. ..

Configuration Package Tool... Fcenses l Access | POA Group Ass
Task Scheduler... ﬁi kev Al

ey Alias
Options...
=pHons L@DC=labsgn,DC... Domain_LA

+HE <Poa>
BR8] LABSGN.LOCAL

21
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http://support.microsoft.com/kb/314984/pt-br

4.2.3. Na tela que se abre (Configuration Package Tool), cligue em Make this

¢

computer an SGN Server. Isto abrird uma tela de configuracao.

@ Configuration Package Tool x|

Servers | Server packages | Managed client packages | Standalone client packages | CCOs |

Add at least one server to the list to begin with,

Scripting allowed Server roles Database connection
§ 4 lab-san-srv01.labsgn.local  O=Utimaco, Ch=lab-sgn-s ci

Make this computer an SGN server Add... Add server role... Remove

Close

4.2.4. Nas telas seguintes, apenas confirme o processo de configuracao, clicando em

next, na sequéncia de telas, e em finish na ultima tela da configuragao.
4.2.5. Ap0s afinalizagdo, clique em Close, na tela Configuration Package Tool.

Ao final deste procedimento, seu servidor SGN estara pronto.

22
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5. Integracao com o Active Directory (AD)

Vocé pode configurar o SafeGuard Enterprise 6.00.1, para utilizar a estrutura de usudrios,
computadores, OUs, etc, ja existente na sua rede, através do Active Directory. Para isso, siga os
seguintes passos:

OBS: Caso vocé nao possua Active Directory em sua rede, por favor pule para o proximo item.

5.1. Abra o SafeGuard Management Console, com o login MSO e selecione o item Users
and Computers, localizado no painel inferior, no lado esquerdo.

Policies

49-{? Keys and Certificates

@ Tokens

a Security Officers

Reports

5.2. No painel superior do lado esquerdo, selecione Root

8 SafeGuard® Management Center - MSO

File Edit View Goto Actions Tools F

|& @ | i L

Users and Computers

ESBC* Root [Filter is active]
[} .Authenticated Computers
@ .Authenticated Users
(& .Auto registered
+HE <Poa>
+H{J) LaBsGN.LOCAL

23
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5.3. No painel direito, selecione a guia Synchronize e em seguida se abrird a tela de
configuracdo do LDAP.

 Root

Key | Policies | Inventory Synchronize | Licenses | POA Group Assignment |

Directory DSN: [

Ivl Synchronize memberships

[_] Synchronize user enabled state

==

5.4. Na tela de configuracdo que se abre, informe o Nome ou IP do seu servidor LDAP
(Active Directory), a porta, caso ndo seja a porta padrdo (389), o usudrio e a senha
do Administrador do dominio e clique em OK e OK novamente.

& LDAP Authentication x|

~Server information

Active Directory via LDAP

Server name or IP;

Distinguished name: I

|

Port: I 389 5
[155L logon
~User Credentials
User name: l
Password: | |
(6) 4

Cancel |

5.5. Note que, agora, o nome do dominio do AD aparece no campo Directory DSN.
Clique no icone da lupa, ao lado deste campo. Isso fard com que apare¢a uma

listagem com os elementos do AD, no painel central.

24

Directory DSN:

gey] Policies \ Inventory Synchronize | Licenses! POA Group Assignment\

Il Synchronize memberships

=80

=HER[] LaBsGN.LOCAL

] Administrativo

] Builtin

] Comercial

] Computers

] Domain Controllers

- D ForeignSecurityPrincipals

| DC=labsgn,DC=local

["] synchronize user enabled state

- 2|

Present




¢

M3\\.ouu M

5.6. Selecione os itens que vocé deseja sincronizar, e clique em Synchronize.

Directory DSN: | pc=tabsgn,bc=local =2

Il Synchronize memberships ("] Synchronize user enabled state

=+ ] Root Present
BH LABSGN.LOCAL

Administrativo

{7 Buitin

{2][¥] Comercial

{7[¥] Computers

{&](¥] Domain Contrallers

{7 ForeignSecurityPrincipals

I

(O A

Key generation is enabled for: containersjorganizational units, domains. Synchronize.

5.7. Neste ponto, vocé vera uma lista de elementos que o SafeGuard importou do Active

Directory.
& Synchronization Changes =101 x|
Objects IMembership | summary |
[v! Hide unchanged objects - |+
Mame &) DSH State
-8
=H) LaBsGN.LOCAL DC=labsgn,DC=local Added
_ﬂ Administrativo OU=Administrativo,DC=labsgn,DC=local Added
@ Auto registered CM=Auto registered,DC=labsgn,DC=local @ Added
3}@ Comercial Ol=Comercial, DC=labsgn,DC=local Added
t] Computers Ch=Computers,DC=labsgn,DC=local Added
_ﬂ@ Domain Controllers OU=Domain Controllers,DC=labsgn,DC=local Added
@ OU=TI,DC=labsgn,DC=local Added
i}D Users CN=Users,DC=labsgn,DC=local Added
oK Cancel

5.8. Cliqgue em Ok para fechar o assistente de importagao.



6. Disponibilizacao dos pacotes de instalacao dos clientes

Para a aplicacao das politicas de criptografia nos computadores clientes, serd necessario a
instalacdo de um agente, que fard a comunicacdo entre os computadores clientes e o servidor
SGN. Para preparar os pacotes de instalacdo dos clientes, siga os procedimentos abaixo.

6.1. Criacdo de Policy Group

6.1.1. Para criar um novo Policy Group, acesse o servidor do SafeGuard, abra o
SafeGuard Management Center e, no painel inferior do lado esquerdo, selecione
Policies e em seguida clique com o botdo direito do mouse em Policy Groups
selecione New e depois em New Policy Group

SafeGuardi Management Center - M5S0 on Sua Empresa (W2K3-5G-5R¥01\SQLEXPRESS: SafeGuard) -] 5‘
Fle Edt View Gato Actions Inols  Help |

Policy Ttems
{ET Images @ v W] Mew Policy Group  Clri+G
B information 11| Belete Delete
B white Lists Show »
#%% Local Self He Eind... ChrF
38 sevice At Egpand Al ctritadd
#HG Cloud Storst gonce Crrbsubtract
Expand Selected Level Alb+add
Collepse Selected Level | Alt+Sublract
< Refresh Fs
Restore Folcy ..
Policy groups
IR users and Computers
257 Keys and Certificates
i Tokens
& security Officers
Reports
»
imiciar| | & (3 |[©) safeGuardm Manage... | £ CilsaH | | = ‘ % 107

6.1.2. Na tela seguinte, preencha o campo Name, com o nome do grupo que vocé
deseja criar, e opcionalmente, preencha uma descri¢do para este grupo, imagem
abaixo. Preencha os campos e clique em Ok

Marme:

|RH

Descripkion:

|Recursu:us Humanos

o, Cancel

OBS: Através deste processo, vocé pode criar todos os grupos que forem necessarios conforme
a organizagao de sua rede.
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6.2. Para criar um Managed Cliente Package, acesse o servidor do SafeGuard, abra o

SafeGuard Management Center com o usudrio MSO, clique em Tool, na barra de
menus, e em seguida, em Configuration Package Tool.

@ 5afeGuard@ Management Center - M50 on Sua Empresa (W2K3-5G-5RY01150LEXPRESS: SafeGuard) F-1E|
Fle Edt Wew Goto Actions | Took  Help
|e&- | | [

o Suspend,
Policies
Database integity...

#HA Policy Ttsms

Configuratio
Task Scheduler.
Information text Optiens. .,

{5 White Lists D
#+77 Local Self Help questions
-8B Service Accourt Lists
#H Cloud Storage Definitions

Policy groups

IR users and computers

5 Keys and Certificates

i Tokens

&, security Officers

Reports

»

\ |
#wniciar| | @ (3 |[© safeuards Manage... | | 5‘ (8% 12:23

6.2.1.  Na tela que se abre, vocé deve selecionar a guia Managed Cliente Packages, e
clicar em Add Configuration Package. Insira o nome do pacote e clique em OK.
OBS: Normalmente, por motivos de padronizacdo e organizacdo, o nome do pacote
faz referencia ao Policy Group ao qual o pacote se aplicara.

Ex.: Managed-Package-RH-Group
LI

2 ration Package Tool

Servers | Server packages | Managed chent packages | Standalone clent packages | cc0s |

Folicy Groups

[8) mformation text
{2} White Lists
4179 Local Seff Help questions | €onfiguration Package Name | Primary Server | Secondary Server | Policy Graup o Transport Encryp...
45 Service Account Lists
#HEY Cloud Storage Defiritions

Select ons or mats Configuration Packages, specify an output path and click <Creats Configuration Packagss

@ Configuration Package Registration x|

Pleass enter the nams of the Configuration Package:

| Managed-Package-R6-Graup]

I users and Computers ‘#dd Configuration Package Remave Configurstion Package ‘

4% Keys and Certificates Create Corfiguration Package

i Tokens
Close.

& security Officers

Reports

»

Winiciar| | @ (3 | () safeGuerd® Manageme... | ) Configuration Peckage Tool [ configuration Packag... [ | ;.‘ ™ 1323
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6.2.2.  Na tela seguinte vocé deverd preencher os seguintes campos:
e  Primary Server: Informe o0 nome do servidor do SafeGuard
e Secondary Server: Caso vocé tenha um servidor secunddrio do SafeGuard,
informe o nome do servidor neste campo
e Policy Group: Nome do grupo ao qual vocé aplicara o pacote
e CCO: ndo se aplica para este manual
e Transport Encryption: Sophos
e Configuration Package Output Path: informe c:\SGN (conforme item 4.1 deste
documento)
x

Servers | Server packages Managed client packages | Standalone client packages | CCOs |

Select one or more Configuration Packages, specify an output path and dlick. <Create Configuration Package >

niok configured

Add Configuration Package Remove Configuration Package |

Configuration Package output path: |c:'|,SGN| J

Create Configuration Package |

Close

6.2.3.

Clique em Create Configuration Package, depois clique OK na mensagem que

aparece e entdo, feche o assitente de criagao, clicando em Close.

6.3. Disponiblizacdo dos pacotes para instalacdo nos clientes.

No item anterior, disponibilizamos o configuration package no diretério ¢c:\SGN, que

€ um diretério compartilhado na rede. Agora, iremos disponiblizar os outros pacotes

necessarios, neste mesmo compartilhamento.

6.3.1.

Localize o diretdrio c:\sgn_60\installers\cliente installers x32. Dentro deste

diretério, copie os arquivos SGNCliente.msi e SGxClientePrelnstall.msi para o
diretério c:\SGN.

6.3.2.

Localize o diretorio c:\sgn_60\installers\cliente installers x64. Dentro deste

diretdrio, copie o arquivo SGNCliente_x64.msi para o diretério c:\SGN.

28
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6.4. Baixando e disponibilizando o arquivo de configuracdo do POA

6.4.1.  Ainda no servidor do SafeGuard, faca o download do arquivo de configuracdo
do POA mais recente, através do link

http://www.sophos.com/support/knowledgebase/article/65700.html

Salve o arquivo XML no diretdrio c:\SGN

6.5. Ao final destes procedimentos, vocé terd o seu diretério c:\SGN, semelhante a
imagem abaixo:
& C:\SGN =10l x|
Arquivo  Editar Exbir Favoritos Ferramentas Ajuda l .',‘

Q) voltar ~ 3 - T ‘ ' Pesquisar |-
Enderego li[:') C:\SGN

* Pastas ‘ & (¥ Xz)l'

L‘Ir

Configuration-Package-For-5a...

¢ éj w o+ POACFG_as_of_6_00_1.xml
'I‘ ) 7 Fj. ote do Windows Installer 0 E?/neflguratlon-Package-For-Sa... @] Documento T
\-‘ 7 KB

81 KB

SGNChent msi SGxClientPreinstall.msi @ SGNClient_x64.msi
-‘—, te do W |rxd| wis Installer = Pacote do Windows Installer ‘ Fcl ote do Windows Installer
I L9 124... I i 6.313KB I & ]
AY, ¥, N

7. Instalacao dos clientes

7.1.

Preparag¢ao do computador

29

7.1.1.  Faga a preparagdo do computador cliente, conforme item 2 do artigo do link
abaixo:

http://suporte.m3corp.com.br/article/AA-00292/0/Como-instalar-o-Sophos-Disk-
Encryption.html



http://www.sophos.com/support/knowledgebase/article/65700.html
http://suporte.m3corp.com.br/article/AA-00292/0/Como-instalar-o-Sophos-Disk-Encryption.html
http://suporte.m3corp.com.br/article/AA-00292/0/Como-instalar-o-Sophos-Disk-Encryption.html
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7.2. Faca log on no computador cliente, com o usudrio administrador do dominio, faca o

¢

mapeamento do diretério c:\SGN do servidor (\\nome do_servidor\SGNS), copie

todos os arquivos do compartilhamento, para um diretdrio local chamado c:\SGN e
execute o arquivo SGNClientePrelnstall.msi
Na tela que se abre, clique em Next

i Sophos SafeGuard 6.00.1 Preinstall Setup [ZII@[‘S__(I

Welcome to the Sophos
SOPHOS SafeGuard 6.00.1 Preinstall
Installation Wizard

[t iz gtrongly recommended that you exit all \Windows programs
before running this setup program.

Click. Cancel to quit the setup pragram, then cloze any
programs you have rnning, Click Mest to continue the
itiztallation.

WARMIMG: Thiz program iz protected by copunght law and
international treaties.

Ilnauthorized reproduction or distibution of thiz program, or
any portion of it, may result in severe civil and criminal
pehaltiez, and will be prozecuted to the masinmum extent
pozsible under lav,

Coperight © 1996 - 201 2 Sophos Group. Al rightz reserved.
SafeGuard iz a registered trademark, of Sophos Graup

| Mewt> | [ Cancel
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file://nome_do_servidor/SGN$

7.2.1. Na tela seguinte, clique em Next

¢

i Sophos SafeGuard 6.00.1 Preinstall Setup

Ready to Install the Application
Click, Mext to beqgin inztallation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

< Back ]MEHD H [ Cancel
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7.2.2.  Aguarde o final da instalacdo e clique em finish

4

i Sophos SafeGuard 6.00.1 Preinstall Setup

Sophos SafeGuard 6.00.1
SOPHOS P
Preinstall has been successfully
installed.
Click the Finish buttor to exit thizs installation.
M
< Back | FEimish i Cancel
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7.2.3.  Agora, abra um prompt de comando e execute o seguinte comando: “msiexec
-i c:\SGN\SGNClient.msi POACFG=c:\SGN\POACFG_as_of_6_00_1.xml|”

Ao executar o comando, abrira uma tela de didlogo da instalagdo do cliente. Clique
em Next

i Sophos SafeGuard 6.00.1 Client Setup M=

Welcome to the Sophos
SOPHOS SafeGuard 6.00.1 Client
Installation Wizard

It iz strongly recommended that you exit all Windows programs
before running thiz zetup program.

Click Cancel to guit the setup program, then close any programs
wou have running. Click Mext to continue the installation,

WARMIMG: This program iz protected by copyright law and
international treaties.

[Inautharized reproduction or diztribution of this program, or any
portion of it, may result in gevere civil and criminal penalties, and
will be progecuted to the maximum extent poszible under law.

Coperight © 1996 - 201 2 Sophos Group. Al rightz reserved.
SafeGuard iz a registered trademark, of Sophos Graup

E_____H_EHU | [ Cancel
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7.2.4. Na tela seguinte, clique em | accept the license agreement e clique em Next

i Sophos SafeGuard 6.00.1 Client Setup

License Agreement
'ou must agree with the licenze agreement below to proceesd.

SOPHOS END USER LICENSE AGREEMENT

Pleaze read carefully the following legally hinding License Agreement
between Sophos and Licensee (as defined below) for the Products
defined below:. By selecting the accept option, breaking the seal on the
software package or installing, copying or othensise using the

Froducts, Licensee acknowledges that Licensee has read,

understands, and agrees to be bound by the terms of this License
Agreement. If Licensee does not agree with the terms of this License
Agreement, do not install or otherwize use the Products and, if

annlicable ornmothe refirm therm and the accnmoanvinn itrms bt

(&) accept the license agresment
()| do not acoept the license agreement

[ Reszet ] [ < Back " Mest » ] [ Cancel ]

7.2.5. Na proxima tela, mantenha as opg¢des padrdo, que jd estdo selecionadas, e

cligue em Next

i Sophos SafeGuard 6.00.1 Client Setup

Destination Folder
Select a folder where the application will be installed.

The "Wize Installation ‘wizard will install the files for Sophos SafelGuard B.00.1 Client in
the following folder.

Toinstall into a different folder, click the Erowse button, and select another folder.

Y'ou can chooze not to install Sophos Safeluard B.00.1 Client by chcking Cancel to exit
the Wize lhztallation \Wizard.

Destination Falder

chvArguivos de programashSophosh

< Back ]MEHH i [ Cancel




7.2.6. Na tela seguinte, selecione a opcao Custom e clique em Next

i Sophos SafeGuard 6.00.1 Client Setup

Select Installation Type
Select the dezired installation type.

() Typical

g~ Themost common application features will be installed. This option
% =

g iz recommended for most users.
-

() Complete

B~ Al application features will be installed. This option is recommended
gﬁ. for the best perfarmance.
L=

|1z this option to chooze which application features you want
inztalled and where thay will be installed. Becommended far
advanced users.

[ < Back " Mest » ] [ Cancel ]

7.2.7. Na tela seguinte, selecione os Moddulos que vocé deseja instalar no
computador, e cliqgue em Next

i Sophos SafeGuard 6.00.1 Client Setup

Select Features

Fleaze select which features you would ke ta ingtall

= | Clent
= ~ | Device Encryption
X
¥~ Cloud Storage
¥~ Filz Share

¥ | Configuration Protection Thiz feature will remain uninstalled.

Feature Description:

File-based encryption and secure exchange of
documents stared on removable media.

[ ata Exchange

Thiz feature requirez OEB on your hard drive.

¢ Back " Mest » ] [ Cancel

35



7.2.8. Na tela seguinte, apenas clique em Next

¢

i Sophos SafeGuard 6.00.1 Client Setup

Ready to Install the Application
Click, Mext to beqgin inztallation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

[ < Back ]MEHD i [ Cancel

7.2.9.  Aguarde o processo de instalagdo acabar, e clique em Finish

i Sophos SafeGuard 6.00.1 Client Setup Z||:|[$__<|

Sophos SafeGuard 6.00.1 Client
has been successfully installed.

SOPHOS

The full functionality of the client iz reached after the inztallation
of the configuration setup.

Click. the Finizh button to exit thiz inztallation.

< Back Cancel
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7.2.10. Para instalar o client Server Managed, usaremos o pacote de configuracdo

criado no item 6.2 deste manual . Execute o arquivo c:\SGN\nome-do-pacote.msi e
cligue em Next

i Sophos SafeGuard 6.00.1 Client Configuration Setup |Z||E|[E|

Welcome to the Sophos

SOPHOS5 SafeGuard 6.00.1 Client
Configuration Installation
Wizard

It iz strongly recommended that you exit all Windows programs
before running thiz zetup program.

Click Cancel o quit the getup program, then cloze any programs
wou hawve running,  Click Mest to continue the installation.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

[Inauthorized reproduction or diztibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the mawimnum extent poszible under law.

Coppright © 1996 - 2012 Sophos Group. All rights reserved.
SafeGuard iz a registered trademark, of Sophoz Group

E_____H_EHU i [ Cancel




7.2.11. Aguarde o final do processo de instalacdo e clique em Finish

¢

i Sophos SafeGuard 6.00.1 Client Configuration Setup |Z||E|[Z|

Sophos SafeGuard 6.00.1 Client
Configuration has been
successfully installed.

SOPHOS

Click the Finizh button to exit thiz inztallation.

Finizh

7.2.11.1. Reinicie o computador

i'-.% Installer, Information

“r'ou muzt restart pour system for the configuration changes made
to Sophoz SafeGuard 6.00.1 Client Configuration to take effect.
=" [lick *es to restart now or Mo if pou plan to restart manually later,

OBS: Apods a instalagdo do client, o POA estara em Auto-logon. O primeiro usudrio a
fazer logon no computador cliente, serd configurado, automaticamente, como SGN
Owner.

Ap0ds a realizagdo dos procedimentos acima, os computadores clientes de sua rede ja estardo

preparados para receberem as politicas de criptografia configuradas no SafeGuard Enterprise
Server.
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