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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
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AAWARNING
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documentation. If products and components from other manufacturers are used, these must be recommended
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Preface

Purpose of the manual

This document supports you in commissioning and configuring the virtualization system.

Core content

The following core issues are covered in this document:

What is SIMATIC Virtualization as a Service?

Which services are included?

How is the virtualization system commissioned?

How is the virtualization system configured in a PCS 7 environment?
How can the virtualization system be extended?

How does remote log in work on virtual machines (VMs)?

How is the data backed up?

Required basic knowledge

General knowledge in the area of automation engineering and process control engineering is

required to understand this documentation.

Validity

This document is valid for the following components of the "SIMATIC Virtualization as a

Service V1.0" virtualization system:
e SIMATIC PCS 7 V8.0 SP1

® VMware vSphere 5.1

® HP Proliant DL380P GEN8

e HP T510 ThinClient

SIMATIC Virtualization as a Service
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Introduction

1.1 Introduction to virtualization

Virtualization is a method of dividing up physical hardware resources on one computer into
several logical (virtual) environments.

Applications Applications

Applications
erationSystem | | Gperationsystem

Operation System

Hardware Virtualization Layer
(Hypervisor)

Hardware

As a result of the virtualization the operating system and user software on a computer is
detached from its hardware and provided in the form of a virtual machine (VM).

A virtual machine refers to software that depicts a real computer and can itself execute
applications. Virtual machines have virtual hardware (e.g. graphics card, CPU, memory
(RAM), network cards, and hard disks on SCSI or IDE controllers) and standardized virtual
device drivers.

Several virtual machines can be implemented separately from each other on a real, physical
computer (host system). Isolation prevents conflicts from software dependencies and offers
the opportunity to start and stop virtual machines independently of each other. If there is a
crash only the relevant virtual machine is affected.

The physical computer (host system) can also be upgraded without affecting or modifying
the virtual machines.

SIMATIC Virtualization as a Service
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1.2 Description

SIMATIC Virtualization as a Service is a pre-configured immediately usable virtualization
system for realizing efficient automation solutions for SIMATIC PCS 7 systems.

1.2.1 The virtualization system

The virtualization system is comprised of software and hardware components that are ideally
matched to each other and thus offer high performance. They include:

® Hardware
— Virtualization server (HP ProLiant DL380P GENS)
— Thin client (HP t510 Thin Client)
e Software
— VMware vSphere Hypervisor
— VMware vSphere Client

— Virtual machines with the Microsoft Windows operating system and SIMATIC PCS 7
V8.0 SP1

The virtualization system can be extended easily and efficiently using pre-configured
templates and is therefore scalable to various system sizes. A highly available system with
redundant OS servers can be implemented by connecting another virtualization server with
the relevant PCS 7 software.

PCS 7 PC57 PCS 7 PCS 7
ES/OS Client QS Server 0S Client Web Server

Hypervisor
VMware vSphere ESXi

Virtualization Server

(HP Poliant DL380P GENS)

SIMATIC Virtualization as a Service
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1.2.2 Service

With the purchase of "SIMATIC Virtualization as a Service" the following product groups are
supported as part of the "Product service & support" module:

e SIMATIC PCS 7 V8.0 SP1

® Hardware platform: HP ProLiant DL380P GENS8

e \Virtualization software: VMware vSphere Standard 5.1
® HP ThinClient T510

The support is provided by a contact from Siemens Industry. The service and support
package offers advice and support for quickly resolved tasks (up to 2 hrs per case) by
telephone, support request, or fax. For requests that last longer than 2 hours Siemens will
submit a quotation for "extended support". The number of cases is not limited.

You can send your support requests via the Siemens Industry Online Portal
(https://support.automation.siemens.com).

1.3 Function principle

A hypervisor is installed on a high-performance server (HP Proliant DL380P GENS8) as an
additional software layer that manages the hardware resources and is dynamically
distributed across the virtual machines.

The central management, configuration, and maintenance of the virtual machines and the
virtualization server is undertaken via a management console and using the "VMware
vSphere Client" software. You can use the following hardware as a management console:

® The supplied thin client if this is equipped with a Windows operating system. In this case
the thin client must be connected with the management bus.

® Any computer that meets the requirements for the "VMware vSphere Client 5.1" software.
For additional information refer to
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayK
C&externalld=2005083.

The virtual machines are equipped with SIMATIC PCS 7 installations and pre-configured
depending on the automation task (e.g. engineering station, OS server, OS client, and web
server). The access to the virtual machines is provided via the "VMware vSphere Client"
software or a remote connection. The remote access by RDP is only permitted for virtual
PCS 7 OS clients and takes place via the thin client.

The communication between the virtual machines takes place via the communication buses
(management, terminal, redundancy buses) planned for this purpose.

The communication between the virtual machines and the available automation systems
takes place via the plant bus.

SIMATIC Virtualization as a Service
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The following figure shows schematically a configuration of the virtualization system for
which an additional computer is used as a management console. The thin clients are used to
operate and observe the virtual PCS 7 OS clients.

Management Console Thin Client/s

Terminal bus

Redundancy bus

Management bus

PCS 7 PCS 7 PCS 7
ES/OS Client QS Server OS Client

PCS 7
Web Server

Hypervisor
VMware vSphere ESXi

Virtualization Server

(HP Poliant DL380P GENS)

Plant bus

Automation System Automation System

A highly available configuration can be realized via a second virtualization server. The virtual
redundant OS servers require the redundancy bus for the synchronization.

SIMATIC Virtualization as a Service
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1.4 Advantages

SIMATIC Virtualization as a Service offers the following advantages:

Solution from a single source

— Life cycle services from a single source for all supplied hardware and software
components

— Perfectly matched software and hardware components

— Quick and safe integration of the system using pre-finished, configured, and tested
components

Reduction in costs
— Reduction in life cycle costs by increasing energy efficiency
— Reduction in investment and operating costs

— Savings through the use of energy-saving and low-cost thin clients for operating and
observing the process

Higher performance
— Optimal use and utilization of the hardware resources supplied
Increased flexibility and system availability

— Cost-effective and quick expansion of system components using ready-to-run
templates

— Simple transfer of a virtual machine to a new hardware environment
— Lower cost for system modernization
Reduction in time required for maintenance and support

— Reduction in the administrative costs by merging several systems onto one
virtualization server

— Reduced maintenance costs and times using centralized administration
Increasing security

— More security using remote access with centralized rights management and reduced
attack options for thin clients

— Simple system management and extended support in cooperation with SIMATIC
remote services

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, A5E32529703-AA 11
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1.5 Scope of delivery
1.5.1 Hardware and software components

The system components supplied may vary:

® Selected host system

e Number of thin clients ordered

® Number and type of ordered virtual machines

® Link for delivery approval.

Hardware
The following variants of hardware components may be supplied:
Term Host system/conﬁguration Number | Comment
HP ProLiant DL380p Gen8 8 | 6Cx1P HP Host: 1 Virtualization server

(Technical data and hardware
configuration depending on
ordered host system)

HP DL380p Gen8 Intel Xeon E5-2630
(2.3 GHz/6-core/15 MB/95 W) FIO

e Processor Kit

e 24 GB (3x8 GB) Dual Rank PC3L

e 10600R (DDR-1333)

e 1.2TB6G SAS 15K (2.5 inch) RAID 5
e 2x Ethernet 1 GB 4-port

e 2x Power Supply Kit

e Lo Advanced

6Cx2P HP Host

e HP DL380p Gen8 Intel Xeon E5-2630 (2x2.3
GHz/6-core/15 MB/95 W) FIO

e Processor Kit

e 48 GB (6x8 GB) Dual Rank PC3L

e 10600R (DDR-1333)

e 1.8 TB 6G SAS 15K (2.5 inch) RAID 5
o 2x Ethernet 1 GB 4-port

e 2x Power Supply Kit

e Lo Advanced

SIMATIC Virtualization as a Service
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Term Host system/configuration Number | Comment
8Cx1P HP Host:

e HP DL380p Gen8 Intel Xeon E5-2660 (2.2
GHz/8-core/15 MB/95 W) FIO

e Processor Kit

e 32 GB (4x8 GB) Dual Rank PC3L

e 10600R (DDR-1333)

e 1.5TB 6G SAS 15K (2.5 inch) RAID 5
e 2x Ethernet 1 GB 4-port

o 2x Power Supply Kit

e Lo Advanced
8Cx2P HP Host

e HP DL380p Gen8 Intel Xeon E5-2680 (2.7
GHz/8-core/15 MB/95 W) FIO

e Processor Kit

e 64 GB (8x8 GB) Dual Rank PC3L

e 10600R (DDR-1333)

e 4.7 TB6G SAS 15K (2.5 inch) RAID 5
e 3x Ethernet 1 GB 4-port

o 2x Power Supply Kit

e Lo Advanced

HP t510 Flexible Thin Client You can find information on the HP t510 Flexible 1 Thin client
Thin Client under
http://h18004.www1.hp.com/products/quickspecs/1
4256_div/14256_div.pdf

VMware Software

The following VMware software is supplied:

Term Host system Number Comment
VMware vSphere 5.1 6Cx1P HP Host, 1 VMware Hypervisor incl.
Standard for 1 Processor 8Cx1P HP Host licenses

6Cx2P HP Host, 2

8Cx2P HP Host

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, A5E32529703-AA 13
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Virtual machines with SIMATIC PCS 7

14

The following variants of virtual machines may be supplied:
e SIMATIC PCS 7 V8.0 SP1 ES/OS-Client

Term Number Comment

Microsoft Windows Server 2008 R2 1 Operating system incl. licenses

Standard x64 Embedded System

SIMATIC PCS 7 V8.0 SP1 ES/OS-Client 1 SIMATIC PCS 7 excl. licenses
e SIMATIC PCS 7 V8.0 SP1 OS-Server

Term Number Comment

Microsoft Windows Server 2008 R2 1 Operating system incl. licenses

Standard x64 Embedded System

SIMATIC PCS 7 V8.0 SP1 OS-Server 1 SIMATIC PCS 7 excl. licenses
e SIMATIC PCS 7 V8.0 SP1 OS-Client

Term Number Comment

Microsoft Windows Server 2008 R2 1 Operating system incl. licenses

Standard x64 Embedded System

SIMATIC PCS 7 V8.0 SP1 OS-Client 1 SIMATIC PCS 7 excl. licenses
e SIMATIC PCS 7 V8.0 SP1 Web Server

Term Number Comment

Microsoft Windows Server 2008 R2
Standard x64 Embedded System

1

Operating system incl. licenses

SIMATIC PCS 7 V8.0 SP1 Web Server

SIMATIC PCS 7 excl. licenses

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, ASE32529703-AA
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Data backup hardware

The following data backup hardware is supplied:

Term Number
USB hard disk, 500 GB memory 1

The USB hard disk contains the following data:

Data Description
Licenses & agreements e VMware software license key

o SIMATIC Virtualization as a Service - Service agreement

Product documentation o "SIMATIC Virtualization as a Service" manual
Backup of host system configuration e Hypervisor (VMware vSphere ESXi)
e Networks
Open Source Code e HP Thin Client
e VMware
Open Source software report e PDF
Backup of virtual machines Backing up the delivery status of the ordered virtual machines as OVF files
SIMATIC software Update: SIMATIC PCS 7 V8.0 SP1 Update 1

Backup of MAC addresses of supplied virtual | List of MAC addresses of ordered virtual machines
machines

1.5.2 Services

A service agreement for at least 2 years is supplied as standard. You can find detailed
information on the services it includes in the supplied service agreement.

SIMATIC Virtualization as a Service
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Commissioning 2

2.1 Preparation

2.1.1 Unpack and check delivery unit

Please particularly note the following points when unpacking:

We recommend that you do not throw away the original packaging. Store this for any new
transport.

Store the documents provided. They are required for initial commissioning and are part of
the product.

Check the packaging and contents for visible transport damage.
Ensure that the delivery is complete (see section "ltems Supplied").

If you find transport damage or discrepancies please inform your sales contact.

Also observe the device-specific information and safety instructions from the manufacturer:

* HP ProLiant DL380p Gen 8-Server
http://h20565.www2.hp.com/portal/site/hpsc/public/psi/manualsResults/?sp4ts.oid=5177957

» HP t510 Flexible Thin Client
(http://h20000.www2.hp.com/bizsupport/TechSupport/Documentindex.jsp?contentType=Sup

portManual&lang=de&cc=de&docIndexld=65042&taskld=135&prodTypeld=12454&prodSeri

esld=5226831)

21.2 Assemble devices

You will find information and safety instructions for assembling the devices supplied in the
manufacturer's product documentation:

HP ProLiant DL380p Gen 8-Server
(http://h20565.www2.hp.com/portal/site/hpsc/public/psi/manualsResults/?sp4ts.oid=5177
957)

HP t510 Flexible Thin Client
(http://h20000.www2.hp.com/bizsupport/TechSupport/Documentindex.jsp?contentType=
SupportManual&lang=de&cc=de&docindexld=65042&taskld=135&prodTypeld=12454&pr
odSeries|d=5226831)

SIMATIC Virtualization as a Service
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213 Additional components required

To commission the virtualization system, in addition to the delivery unit, the following
components are required:

e Hardware

— Optional: PC for use as a management console. Any PC that meets the requirements
for the "VMware vSphere Client 5.1" software can be used as a management console.
For additional information refer to
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displa
yKC&externalld=2005083. Alternatively the supplied thin client can be used as the
management console if it is equipped with a Windows operating system.

— Optional: Switches depending on system configuration; you can find information on
the switches for the SCALANCE product range at http://www.automation.siemens.com

— Monitor for operating the virtualization server and thin client. Note the manufacturer's
information.

® Software
The SIMATIC PCS 7 components pre-installed on the virtual machines must be licensed.
The scope and type of the required licenses depend on the PCS 7 options and the
number of virtual machines. You can find information on licensing SIMATIC PCS 7 at
http://www.siemens.com/simatic-pcs?.

SIMATIC Virtualization as a Service
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2.2 Connecting the hardware components
221 Overview of the hardware components
The following figure shows the hardware components schematically and their network
connections:
Management Console
Thin Client
Terminal bus

Redundancy bus

Management bus

==y

Virtualization Server 1 Virtualization Server 2

Plant bus

Automation System Automation System

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, A5E32529703-AA 19



Commissioning

2.5 Thin client configuration

2.2.2

20

Description of the network connections

The virtualization server has 8 ports. Each port is assigned to one of the following bus
systems:

® Terminal bus

® Plant bus

® Redundancy bus
e Management bus

The following figure shows the assignment of the bus systems to the ports on the
virtualization server:

Terminal bus (redundant)

_—
Plant bus (redundant)
Redund b dundant
- edundancy bus (redundant)
Management bus (redundant)
- 9
415 I |7 Virtualization Server
;
2 (5] [&] [ [eh]
3
(=]
S () ) [ oFEo [T oo mm- - |
3 2 1 t
Management bus
Redundancy bus
>~ Plant bus
T Terminal bus
Note

The redundancy bus is required if an additional virtualization server is used to set up a
redundant OS server pair. With a simple system configuration with one virtualization server,
the redundancy bus is not required.

SIMATIC Virtualization as a Service
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The assignment of the bus systems to the ports on the virtualization server is displayed in
the "Configuration" tab in the "VMware vSphere Client" software:

221 192.168.126.50 - vSphere Client

File Edit View Inventory

Administration Plug-ins Help

ﬁ a |E§ Home b g8 Inventory [ [ Inventory

4
i =)
ElE| £2-153-125-50 localhost Jocaldomain VMware ESXi, 5.1.0, 1065491
05003
Gh 05004 Getting Started | Summary | Virtual Machines ' Resource Allocation | Performance  Feblits[Gallw Local Users & Groups
{fy oscos
Hardware . i
@ 05006 View: \t_'-'.phere Standard Switch
& oscos Health Status Networking
@ 0sc7 Processors
3 05501 y .
Memory Standard Switch: vSwitchd Remove... Properties...
Storage Wirtual Machine Port Group — - Physical Adapters
» Metworking L1 Managementbus g w BB vmnic =
Storage Adapters 7 virtual machine{s) L.m vmnic7 1000 Full | G2
Metwork Adapters WMkeme! Port
Advanced Settings L1 Management Network gq
Power Management vmk0 : 192.168.126.50
Software
Standard Switch: Terminalbus Remove... Properties...
Licensed Features
X Virtual Machine Port Group — - Phiysical Adapters
Time Canfiguration 3 Terminalbus g E@ vmnicd 1000 Full | §3
DHS and Routing 7 virtual machine{s) BB vmnic3 =
Authentication Services -
Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location Standard Switch: Plantbus Remove... Properfies...
Security Profile Virtual Machine Port Group Physical Adspters
Host Cache Configuration L3 Plantbus g B vmnicS 1000 Full |§3
) ey | ;
System Resource Allocation Bl | L virtual machine(s) B vmnic2 v
Agent VM Settings 05501
Advanced Settings
Standard Switch: Redundancybus Remaove... Properties...
Wirtual Machine Port Group Phiysical Adsprars
[ Redundancybus e BB vmnics 1000 Full |03
Bl | 1 virtual machine(s) EB vmnicl =
05501
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The virtual machines use virtual network cards. The network connections are configured as

follows:

PGS

ES/OS Client

Terminal bus

PCS7

PC57 PCS 7

0S Server 0S Client Web Server

Plant bus

Redundancy bus

Management bus

2 [T [a] [T [G]
3
S| [ a7 () ) o@o [[O] ole)o mm mm mmpm|

Information on the configuration of the network connections of the virtual machines can be
found in section "Setting the network connections (Page 47)".

223 Connect the virtualization server and management console

Introduction

The virtualization server and management console are linked via the management bus. You
can connect the following hardware as a management console:

® The supplied thin client if this is equipped with a Windows operating system.

® A computer that meets the requirements for the "VMware vSphere Client 5.1" software.

22
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Procedure
To connect the virtualization server and management console, follow these steps:

1. Insert the bus connection plug on the network cable into the following port on the
virtualization server:

Virtualization Server

)
[E] 5] [5] [5]
3 .
| BEEE oo [T o) - - ——

‘\Management bus

2. Connect the virtualization server and management console via the relevant interface on
the management console.

3. If you want the management bus to be redundant connect a second network cable to the
following port on the virtualization server and connect it (e.g. via a switch) to the
management bus.

Management bus (redundant)

=

Virtualization Server

1

2 [6] [G] [G] [&V]

3

EEEE — o@e |0 oo mm mm mm|

0000
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224

Introduction

Procedure

24

Connecting the thin client

If the thin client is used exclusively to operate and observe the virtual PCS 7 OS client this is
connected with the virtualization server via the terminal bus. In contrast when being used as
the management console the thin client must be connected with

the management bus.

To connect the thin client supplied, follow these steps:

1. Insert the bus connection plug on the network cable into the following port on the
virtualization server:

Virtualization Server

1
2 [ [T] [T] [O]
3

o

3| @[3 B (G o@ge [T oTEE) o mum mm— p——|

LTerminal bus

2. Connect the virtualization server and thin client with the terminal bus. Use the following
interface on the thin client to do so:

(=]

O
Terminal bus ﬁ@]

(]

DOOO00O0G
ONSSISS588/ ©
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3. If you want the terminal bus to be redundant connect a second network cable to the
following port on the virtualization server and connect it (e.g. via a switch) to the terminal

bus:
Terminal bus (redundant)
"
Virtualization Server
>
2 [ [B] [G] [T
gl b==9
s| [@[@E [E G o@Eo [T oo mm m——— =
225 Connection of automation systems
Introduction
Automation systems are connected with the virtualization server via the plant bus.
Procedure

To connect an automation system, follow these steps:

1. Insert the bus connection plug on the network cable into the following port on the
virtualization server:

Virtualization Server

:
2 [C] [@] [5] [T]

= 3

s| @ [ 5 [ o@mo ([T oo mu m—p——

L Plant bus

2. Connect the automation system.
Observe the information and safety instructions on the relevant automation system in the
documentation. You can find information on the Siemens automation systems at
https://support.automation.siemens.com.
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3. If you want the plant bus to be redundant connect a second network cable to the following
port on the virtualization server and connect it (e.g. via a switch) to the plant bus.

Plant bus (redundant)

/

Virtualization Server

’ ] @] 5] [
o 3
s| [@ [T [T (] o@Zo [O oo - - p—p—|
2.2.6 Connect a second virtualization server for redundant virtual OS servers

Introduction
When operating a redundant OS server pair that is distributed over two virtualization servers,
the redundancy bus must be connected.
Procedure
To connect a virtualization server to the redundancy bus, follow these steps:
1. Insert the bus connection plug on the network cable into the following port on the
virtualization server:
Virtualization Server
-
(5] [&] [a] [5]
3
o
S @@@ o@go [T o) - mm— |
\\ Redundancy bus
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2. Connect the virtualization server with the network cable on the redundancy bus.

Redundancy bus

1 1

3 iR 3 AR

5] [ (1 ) @ [0 rmmmmmmm @@l ) @) @1 &) o [C) oo mm ——— @-@
Virtualization Server 1 Virtualization Server 2

0000
0000

3. If you want the redundancy bus to be double, connect a second network cable to the
following port on the virtualization server and connect it (e.g. via a switch) to the
redundancy bus:

Redundancy bus (redundant)

Virtualization Server

2 [a] [o] [&] [T
o 3
S| M@EEE oo ([ oo mmm pmm |
2.3 Configuring the virtualization server

Introduction

The virtualization server (HP ProLiant DL380p Gen8) is supplied with a password and a pre-
configured IP address. The password and IP address must be modified for each user. The
data set on the virtualization server must be noted and treated in confidence. It is required
for additional configuration steps.

Note

Also observe the device-specific information and safety instructions from the manufacturer:

e HP ProLiant DL380p Gen 8-Server
(http://h20565.www2.hp.com/portal/site/hpsc/public/psi/manualsResults/?sp4ts.oid=5177
957)

e HP Integrated Lights-Out 4 (iLO 4)

(http://h20565.www2.hp.com/portal/site/hpsc/public/psi/manualsResults/?sp4ts.oid=5219
994)
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Requirements
The following requirements must be met:

® The virtualization server is assembled and commissioned according to the manufacturer's
regulations.

e A monitor and keyboard are connected on the virtualization server.

Procedure
follow these steps to configure the virtualization server:
1. Switch the virtualization server on via the mains/standby switch.

The server's start-up application is displayed.

VMuare ESXi 5.1.0 (VMKernel Release Build 1065491)

HP ProlLiant DL3BOp GenB

2 x Intel(R) Xeon(R) CPU E5-2640 0 @ 2.50GHz
40 GiB Memory

Dounload tools to manage this host From:
http://192.168.126.50/ (STATIC)
http://[fedB: :da9d:67ff :fel5:4bb31/ (STATIC)

<F2> Customize System/Vieuw Logs <F12> Shut Doun/Restart

2. Press the F2 button.

The dialog for logging in to the virtualization server is opened.
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3. Enter the following log in data:
— Login Name: root

— Password: Siemens1234

Authent icat ion Reguired

Ente authorized login name and password for

localhost. .
Conf i ed oard (German)

oot I |
Password: 1

<Enter> 0K <Esc> Cancel

4. Press Enter.
The options for modifying the system characteristics of the virtualization server are
displayed.

5. Navigate to the "Configure password" entry and press Enter.

Note
Use the <Arrow down> and <Arrow up> buttons to navigate between the individual
entries.

System Customization Configure Password

Conf igure Passuord

Conf igure Lockdoun Mode

zed access to this system. set the
Conf igure Management Network
Restart Hanagement Netuwork
Test Management Hetuwork
Network Restore Options

Conf igure Keyboard
Troubleshoot ing Options

Vieu System Logs
Vieu Support Information
Reset System Conf iguration

<Enter> Change <Esc> Log Out

The password change dialog opens.
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6. Enter the default password "Siemens1234" for the virtualization server in the "Old
Password" line.

Conf igure Passuword

Setting the password will prevent vnavthorized access

to this

1d Password: L 1
Hew Passuword: [ 1
Conf irm Password: [ 1

<Enter> 0K <Esc> Cancel

7. Enter a new password for the virtualization server into the "New Password" and "Confirm
Password" lines.

Conf igure Password

Setting e password will prevent vnaovthor ized access

to this

01d Password: [ 1
New Password: L e Y 1
onfirm Password: [ ssssssssmss_

<Enter> UK <Esc» Cancel

8. Press Enter to save the change.

Note

Using the "Esc" button you can reject the changes and leave the dialog.

SIMATIC Virtualization as a Service
30 Operating Manual, 02/2014, ASE32529703-AA



Commissioning
2.5 Thin client configuration

9. Navigate to the "Configure Management Network" entry and press Enter.

System Customization Conf igure Managenent Metuork
Conf igure Password Hostname :

Conf igure Lockdown Mode localhost

Conf igure Management Network IP Address:

Restart Management Netuwork 192 .168.126 .58

Test Managenent Network

Hetuwork Restore Options IPvE Addresses:

fedd: :da9d :67ff :fel5:4bb3/64%

Conf igure Keyboard
Troubleshoot ing Opt ions or nodify this host s man: nt netuo
press <Enter>.

View System Logs
View Support Information

Reset Systen Conf iguration

<Enter> More <Esc?> Log Out

The options to change the network settings are displayed.

10.Navigate to the "IP Configuration" entry and press Enter.

Conf igure Management Network IP Configuration
Netuork Adapters Manual
VLAN (optional)

IP Address: 192.168.126.50
Subnet Mask: 255.255.255.0
IPv6 Conf iguration Default Gateway: Not set

DNS Conf iguration
Custom DNS Suffixes

etuwork adninistrator for the

<Up/Doun> Select <Enter> Change

The dialog to modify the IP address is opened.
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11.Enter the desired IP address.

IP Conf iguration

lhis host can obtain network settings avtomatically if youwr network
Il les a DHCP server. If it does not. the following settings must be

( ) Use dynamic IP address and network configuration
(o) Set static IP address and network conf iguration:

IP Address 192.168.126. 58!
Subnet Haslk [ 255.255.255.8
Default Gateway [ 0.0.0.8 ]
<Up/Dowun> Select <(Space> Mark Selected <Enter> 0K <Esc> Cancel

12.Enter the desired subnet mask.

IP Conf igurat ion

lhis host can obtain network .|':1|ir||']. automat ical |I] if Lour network

includes a DHCP server. If it does not. the following settings must be

( ) Use dynomic IP address and network conf iguration
(o) Set static IP address and network configuration:

IP Address [ 192.168.126.58 1
pubnet Mesk R
Default Gateway [ B.0.8.8

<Up/Doun> Select <Space> Mark Selected <Enter> DK <Esc> Cancel
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13.Press Enter to save the change.

A summary of the settings is shown under the "IP Configuration" entry.

Conf igure Management Network

Netuwork Adapters Manual
VLAN (optional)
IP Address: 192.168.126.50

Subnet Mask: 255.255.255.0

IPub Conf iguration Default Gateway: Not set

DNS Conf iguration

Custom DNS Suffixes ctuorking
des a DHCP
for the

<Up/Doun> Select <Enter> Change

14.Press the <Esc> button to reach the initial dialog.

15.Press <Esc> again to log off from the system.

Configuration of the management console

If you use a computer as a management console you must install the "VMware vSphere
Client 5.1" software on it.

You configure and manage the virtual machines that are pre-installed with the PCS 7
components and available on the virtualization server using the "VMware vSphere Client"
software.

If you want to use the supplied thin client as the management console, it is not necessary to
execute the steps described in this section. The "VMware vSphere Client 5.1" software is
pre-installed on the supplied thin clients with the Windows operating system. Thin clients
with the HP ThinPro operating system cannot be used as management consoles.
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Requirements
The following requirements must be met:
¢ The management console is operational.
e The installation application for the "VMware vSphere Client 5.1" software is available.

You can find the installation application at https://www.vmware.com.

Procedure
To install the "VMware vSphere Client" software, follow these steps:
1. Start the management console.
2. Start the installation application of the "VMware vSphere Client" software.

3. Select the desired installation language.

VMware vSphere Client 5.1 - InstallShield Wi x|

Select the language for the installation from the choices below.

E niglizh [United States)

4. Click "Next" in the first dialog.

5. Note the patent agreements and click "Next".
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6. Agree to the license agreement and click "Next".

i'-.EJ VMware vsphere Client 5.1

License Agreement

Flease read the following license agreement carefully.

VMVWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERHN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE. YOU (THE INDIVIDUAL OR LEGAL ENTITY) =

ATODCCE T D DSl KD DW TUE TEORAD SO TUIS ChD L IoCnD | rCLoC

{* I agree to the terms in the license agreement
™ Ido not agree to the termz in the license agreement

Installshield

< Back I Mext = I Cancel

7. Enter the installation path and click "Next".
x
Destination Folder

Select the folder in which to install the product,

Install wSphere Client to;

C:'\Program Files (x88) \WMware\Infrastructure’,

L

Change...

Installshield

< Back I Mext = I Cancel
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8. Click the "Install" button.

i'-.EJ VMware vsphere Client 5.1

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

<Back [ msal | cancel

The installation is started. The successful implementation of the installation is confirmed
by a notification.

9. Click "Finish" to complete the installation.
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2.5 Thin client configuration
2.5.1 Thin clients with Windows operating system
Introduction

When commissioning the thin client, configure the thin client to your requirements with the
aid of the "HP Easy Tools" configuration wizard.

Requirements
The following requirements must be met:

® The thin client is assembled and commissioned according to the manufacturer's
regulations.

® The thin client is connected with the management bus (for use as a management
console) or with the terminal bus (for use as an operating and observation station).

e A monitor, keyboard, and mouse are connected to the thin client.

Procedure
To configure the thin client, follow these steps:
1. Switch on the thin client.

The thin client is started in the restricted user mode. To configure the thin client, you must
switch to the administrator mode.

2. Log into the thin client as administrator. To do so use the following log in data:
— User name: Administrator

— Password: Administrator

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, A5E32529703-AA 37



Commissioning
2.5 Thin client configuration

3. Start the "HP Easy Tools" configuration wizard via the "Start > Control Panel > HP Easy
Tools" command.

The configuration wizard opens.

About Exit

@ Information

Easy Tools
The index on the left enables you to:

() Easy Tools

Welcome

Easy Update

Easy Config

I'»'Ianagement 1. I_I|_:njate tfue Operating System image
Welcome and install software.
Peripherals Configure the Thin Client and the
are installed on i.

Connections

ploy the configuration you create
to other HP Thin Clients.

Summary
Easy Deploy

) ) . + Sections that have been viev
Welcome to HP Easy Tools. This wizard will help you create  [EERCUSRVERSTREET Y

Deploy a complete configuration to use on this and other HP Thin [ ———n—m—.
C|ier‘|t5. be marked by a green check mark.

Capture

Security

Thank You

A Write Filter is enabled on this device. You will not be able to
apply a new configuration unless you disable it.

[ Next ©

4. In the left navigation area click on the "Easy Config" button.

5. Use the "Next" button to navigate to the individual configuration options and make the
desired settings.

Detailed information on the configuration options can be found in the manufacturer's "HP
Easy Tools"
(http://h20000.www2.hp.com/bizsupport/TechSupport/Documentindex.jsp?contentType=
SupportManual&lang=de&cc=de&docIndexld=65042&taskld=135&prodTypeld=12454&pr
odSeriesld=5226831) administrator manual.

6. Click “Exit” in the "Thank You" section to close the configuration wizard.
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7. To save the configuration settings right click on the "lock" icon in the Windows task bar
and select the "Commit EWF(C)" command:

Enable EWF(E)
Disable EWF(D)
Commit EWF(C)

Clear Command(L)

=P 1) ] e

NOTICE

If you do not explicitly save the configuration settings these are lost when the thin client
starts next.

8. Switch to the thin client's user mode.
The default log in data are:

— User name: User

— Password: User

2.5.2 Thin clients with HP ThinPro operating system

Introduction

When commissioning the thin client for the first time, the "HP Easy Tools" wizard is started
automatically. Use this wizard to configure the thin client to your requirements.

Requirements
The following requirements must be met:

® The thin client is assembled and commissioned according to the manufacturer's
regulations.

® The thin client is connected with the terminal bus.

® A monitor, keyboard, and mouse are connected to the thin client.
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Procedure

To configure the thin client, follow these steps:

1. Switch on the thin client.

The configuration wizard starts.

() Easy Tools

ome

Easy Update
Updates
Options

Easy Config
Regional
Management

Peripherals

Easy Tools

Language , About Exit

@ Information

Welcome Ei_isyTooIs

The index on the left enables you

Welcome to HP Easy Tools. This wizard will
help you create a complete configuration to
use on this and other HP Thin Clients.

Please select the language you wish to use:

Deutsch English

Espaiol Francais

IR

J
J
J
J

[
[
[
[

ah=of

2. Select a language for executing the wizard.

3. In the left navigation area click on the "Easy Config" button.

4. Use the "Next" button to navigate to the individual configuration options and make the

desired settings.

Detailed information on the configuration options can be found in the manufacturer's "HP

Easy Tools"

(http://h20000.www2.hp.com/bizsupport/TechSupport/Documentindex.jsp?contentType=

SupportManual&lang=en&cc=de&docindexld=65042&taskld=135&prodTypeld=12454&pr

odSeries|d=5226831) administrator manual.

5. Click “Exit” in the "Thank You" section to complete the configuration of the thin client.
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Configuration of the virtual machines

3.1 Start the "VMware vSphere Client" application

Introduction

In this section, you will learn how to start the "VMware vSphere Client" application and how

to access the virtual machines that are available on the virtualization server.

Requirements
The following requirements must be met:
e The virtualization server and management console are operational.

e The password and IP address for the virtualization server have been set and are
available.

See section "Configuring the virtualization server (Page 27)".

® The server and management console are linked via the management bus.

e The "VMware vSphere Client" application is installed on the management console.
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Procedure
To start a virtual machine, follow these steps:

1. Start the management console.

2. Double-click the desktop icon for the "VMware vSphere Client" software or select "Start >
All Programs > VMware > VMware vSphere Client".

[

VMware
wSphere Client

3. Enter the log in data for the virtualization server.

(See the section "Configuring the virtualization server (Page 27)".
ET,J ¥Mware ySphere Client

vmware

VMware vSphere™

Client

To directly manage a single host, enter the IP address or host name,
To manage mulkiple hosts, enter the IP address or name aof a
wiZenker Server,

IF address | Mame: || j

User name: I

Password; I

[T Use Windaws session credentials

Login Close Help
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The "VMware vSphere Client" application is opened. The virtual machines available on
the virtualization server are displayed in the left-hand navigation area.

r-T 192.168.126.50 - vSphere Client

Fie Edit View Inventory Administration Plug-ns Help
|Eﬁ Home b gf] Inventory P @ Inventory

= [ [192.168.126.50 localhost localdomain VMware ESXi, 5.1.0, 1065491
Gh ESOS_80SP1

B 0S5_80SP1 [ B= el Ch. Summary | Virtual Machines | Resource Allocation,.. Performance | Configuration ' Local Users & Groups | Events | Perm)
Gh OscL_80SP1 close tab

What is a Host?

A host is a computer that uses virtualization software. such
as ESX or ESX, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

Virtual Machines A
P

»

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is o deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

vSphere Client
Basic Tasks
[E# Manage this host from vCenter Server
&' Deploy from VA Marketplace

ﬁj Create a new virtual machine

3.2 Start the virtual machines

Introduction

When you start one of the virtual machines for the first time after commissioning an
installation setup executes automatically. The setup installs SIMATIC PCS 7 depending on
the automation task of the virtual machine (e.g. engineering station, OS server, OS client).
The setup must be executed for each virtual machine.

Requirements
The following requirements must be met:
® The "VMware vSphere Client" application is started on the management console.

® The connection to the virtualization server is established and the available virtual
machines are displayed in the left-hand navigation area of the "VMware vSphere Client"
application.
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To start a virtual machine and execute installation setup, follow these steps:

1. Select the virtual machine and click the "Power On" button.

E | b g5 Inventory Inventary

0 G Be k@

ez Bl d-elh. Summary | Resource Allocation | Performance | Events

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

many virtual machines.

Virtual machines run on hosts. The same host can run

2. Click the "Launch Virtual Machine Console" button to open the virtual machine in a

ﬁ |E} Home [ ﬁﬂ Inventory [ @ Inventory

mw b elE G REe 2 R

The virtual machine is displayed. The installation setup opens.

Procedure
['--T 192.168.126.50 - vSphere Client
File Edit Wiew Inventory Administration Plug-Hns Help
I
B [ 192.168.126.50 05c03
h [ESO5_80SP1
Gh 0S5_805P1
G 0sCL_80sP1
The virtual machine starts.
separate window.
(<) 192.168.126.50 - vSphere Client
File Edit View Inventory Administration Plug4ns Help
44
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3. Select the language for the installation setup.

Installation of 0S-Server |

Computer name |OSSEHVEHD1 |

Select language ™) Deutsch ¥ English " Francais

Version: SIMATIC PCS 7 V3.0 SP1

Save settings and reboot

4. Enter the computer name for the virtual machine in the "Computer name" field.
5. Select the desired language to install SIMATIC PCS 7.

Installation of 05-Server |

Computer name |OSSEHVEHD1 |

Select language ) Deutzch ¥ English " Frangais

Version: SIMATIC PCS 7 V3.0 SP1

Save settings and reboot
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6. Click the "Save settings and reboot" button.

The virtual machine restarts. After the restart the installation of the SIMATIC PCS 7
components is started automatically.

ErES——
(. 3.Met Updater -
i3 Install Seript Engine 411
{3 0FC Core Components 3.0
. J0PC MET API Redistibutables Installing. _.
i YBA Redistibution Kit
i 1WBA Redistibution Kit English
i AWC++ 2005 5P1 Redistributable
(T3S0 Server 2008 B2 5P - [WinCC)
fjl.f-‘«utumatian Licenze Manager Vb.2
{1WinCC %7.2 Runtime
{1'WinCC W7.2 Configuration
(TWiInCC W72 APC |
{WinCC %7.2 OPC-Server
(T WinCC %72 Smarttools
i T1PCS 7 Basis Faceplates 8.0 5P1
(TAPCS 7 Advanced Faceplates 8.0 SP1
{1 5FC Visualization 8.0 5P1
{1SIMATIC MET PC-Software 8.2 5P2
{ ASIMATIC MET PC-Software V8.2 SP2 DPCUASDE
{TASIMATIC MET PC-Software 8.2 5P2 Documentation
(TAPCS 7 System Docu RT B0 5P Updl
i iMaintenance Addon ha

Cahcel |

7. Wait until the installation process is complete.
After the installation the computer restarts automatically.

8. Repeat steps 1 to 7 for each virtual machine.

Note

You can also install other SIMATIC PCS 7 components on the virtual machines. The
complete installation package is available on the data drive of the virtualization server.
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3.3 Setting the network connections

Introduction

Depending on the automation task the individual virtual machines have the following network

connections:
e PCS 7 ES/OS-Client
— Terminal bus
— Plant bus
— Management bus
e PCS 7 OS-Server
Terminal bus

Plant bus

Redundancy bus
— Management bus
e PCS 7 OS-Client
— Terminal bus
— Management bus
e PCS 7 Web Server
— Terminal bus

— Management bus

So that the communication between the individual virtual machines can be implemented an

IP address must be set for each network connection. The configuration of the network
connections must be implemented individually for each virtual machine and network
connection.

Requirements
The following requirements must be met:
e The "VMware vSphere Client" application is started on the management console.

® The installation of the SIMATIC software was conducted without errors on all virtual
machines (see section "Start the virtual machines (Page 43)").

Procedure
To set the network connections, follow these steps:
1. Start the virtual machine.

2. Open the network connections via "Start > Control panel > Network and Internet >
Network Connections".
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3. Select one of the network connections (e.g. terminal bus) and open the "Properties"
dialog via the context menu.

!E_‘ Network Connections

C;; C;} |@ = Control Panel ~ Network and Internet = Netweork Connections - - m”

JFiIe Edit View Tools Advanced Help

COrganize «  Disable this network device  Diagnose this connection  Rename this connection »»

MName * Status Device Name | Connectivity

,‘: Managementbus MNetzwerk Intel(R) PRO/1000 MT Network Co... Mo Internet;

@ Terminalbus Netzwerk 01000 MT Netwo .. Mo Internet

'@ Dizable
Status
Diagnose

@ Bridge Connections

Create Shortout
Deleke
@ Rename

'@ Properties

4. Select the "Internet Protocol Version 4 (TCP/IPv4)" element and click the "Properties"
button.

@ Terminalbus Properties ﬂ
Networking |5hanng I

Connect using:
I I@ Intel(R) PRO/1000 MT Network Connection

% Client for Microsoft Networks =
JBl 0105 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

i SIMATIC Industrial Ethemet (1S0)

- PROFINET 10 RT-Protocal V2.0

. Intemet Protocol Version 6 (TCP/IPvE)
IS Intemet Protocol Version 4 (TCP/IPvd)

-
4| | »

Install... [ rirztall | Properties |

This connection uses the following tems:

r— Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocaol that provides communication
across diverse interconnected networks.

0K Cancel
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5. Activate the "Use the following IP address" option and enter the desired IP address.

Note

Assign the IP addresses corresponding to your plant configuration. Select the same

number range, e.g.:
e 192.168.1.11
e 192.168.1.12
e 192.168.1.13
e 192.168.1.14

Internet Protecol Version 4 (TCP/IPv4) Properties

General |

‘You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

{” Obtain an IP address automatically
—i% Use the following IP address:

2|

IF address: I

Subnet mask: I

Default gateway: I

—f*" Uze the following DS server addresses:

€ Ohbtain DS server address automatically

Preferred DMS server: I

Alternate DNS server: I

[ validate settings upon exit

Advanced... |

o 1]

Cancel |

6. Confirm the changes with "OK".

7. Repeat steps 3 to 6 for each network connection for the virtual machine currently open.

8. Configure the network connections of all available virtual machines as per Steps 1 to 7.

Note

Further information can be found in the "PCS 7 PC Configuration and Authorization"
(http://support.automation.siemens.com/WW/view/en/68157327) manual.
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3.4

Introduction

Requirements

Using SOFTNET-IE

The "SOFTNET-IE S7 REDCONNECT VM V8.2" software offers the option of realizing a
highly available connection to an automation system in the virtual environment. The
"SOFTNET-IE S7 REDCONNECT VM V8.2" software is part of the "SIMATIC NET V8.2"
software package. You can find information on the installation in the "PG/PC - Industrial
Ethernet / PROFIBUS SIMATIC NET PC Software V8.2
(http://support.automation.siemens.com/WW/view/en/61630923)" manual.

The following requirements must be met:

® The license package for highly available connections (MLFB: 6GK1704-0HB08-2AA0) is
available. One license package per virtual machine is required.

e CPU firmware version is V6.0.0 or higher

Configuration in SIMATIC PCS 7

50

Configuring the highly available connection takes place in SIMATIC PCS 7 with the "NetPro"
engineering tool. You can find detailed information about configuration in the "PCS 7
Engineering System" (http://support.automation.siemens.com/WW/view/en/57270203)
manual.
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"IE General" must be set as the communication interface for configuring the highly available
connection in the virtual environment. The following figure shows a sample configuration:

E‘%Netprn - [57Pro410_Prj (Network) -- D Projects,S7Prod104,57Pr_Pri]

B8 petwork Edt Insert PLC Wiew Options ‘Window Help

PR T I N

1 B
SIMATIC PC-Station(1) SIMATIC PC-Station(2) SIMATIC PC-Station(
ol o o ]|
(Stbey.  |ation  [on (st Cliert  |atien on Cli

Ethernet(1)
Industrial Ethemet

K | _'ILI

Local ID

Properties - fault-tolerant 57 connection x
General I Status Infnrmatlonl
i~ Local Connection End Point——————————— Connection identification
I™ | Configured dynamic conmestion Local ID:
I™| Configured|at one end |57+ esbindung_1
¥ Establish an active connection WED Mamne:
I™ Send operating mode messages IWmEE Appl.

i~ Connection Path

Local Partrer
Erd Paint SIMATIC PC-Station(1]/ SIMATIC H-Station(1)/
ndFoin \/inCC Appl CPU 410:5H [R0/53)
Interface [IE llgemein I N G =l
Local interface ‘ Address | Subnet ‘ Partner interface ‘ Address |
IE Allgemein 192.168.0.1 Ethemnet(1) PHAD [RO/A5E) 192168.0.2
IE Allgemein 192.168.0.1 Ethemnet(1) PNAD-1[R1/558] 192168.0.3
Manitaring time |5 100 ms] Address Details
Fedundancy

I”| Enatle mar: CF redundancy [with 4 connection paths)]
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3.5 Activating the automatic start of the virtual machines

Introduction

The virtual machines can be set such that they are executed automatically after the system
starts.

Requirements
The following requirements must be met:
e The "VMware vSphere Client" application is started on the management console.
® The connection to the virtualization server is established and the available virtual
machines are displayed in the left-hand navigation area of the "VMware vSphere Client"
application.
Procedure

To activate the automatic execution of a virtual machine, follow these steps:
1. Click the "Configuration" tab on the "VMware vSphere Client" application.

2. In the "Software" area click on "Virtual Machine Startup/Shutdown".

Getting Started | Summary | Virtual Machines ' Resource Allocation | Performance [Jeslnilsiielalsin. Local Users & Groups | Events | Permissions

Hardware Virtual Machine Startup and Shutdown Properties. ..
Health Status Start and Stop Virtual Machines with the system Enabled
o ] Default Startup Delay 30 seconds
rocessors Default Shutdown Delay 30 seconds
Memory
Storage Startup Order
Networking Order | Virtual Machine | Startup | Startup Delay | Shutdown| Shutdown Delay|
Storage Adapters ManualStartup
Network Adapters 1 TYP3_PCSTEOSPL..  Disabled  30seconds Shut do... 30seconds
Metwork A £
Advanced Settings G TYPZ_PCSTEOSPL..  Disabled  30seconds Shut do... 30seconds
Adw,
e 1 g . Gh TY¥P1_PCS7S0SPL.. Disabled 30 seconds Shut do... 30seconds
ower Managemen G TYPZ_PCS780SP1... Disabled  30seconds Shut do... 30seconds
Software G TYPZ_PCS780SP1... Disabled  30seconds Shut do... 30seconds

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location

Security Profile
Host Cache Configuration
System Resource Allocation

Agent VM Settings

Advanced Settings

The available virtual machines are displayed in the "Startup order" area.
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3. Click on "Properties".
Getting Started | Summary | Virtual Machines ' Resource Allocation | Performance [eiilsieialelin Local Users & Groups | Events | Permissions

Hardware Virtual Machine Startup and Shutdown
Health Status Start and Stop Virtual Machines with the system Enabled
o ] Default Startup Delay 30 seconds
rocessors Default Shutdown Delay 30 seconds
Memory
Storage Startup 9rder .
Networking Qrder | Virtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay|
Storage Adapters Manual Startup
@ TY¥P3_PCS7E05PL...  Disabled  30seconds Shut do... 30seconds
Metwork Adapters
) G TYPZ_PCS7805PL.. Disabled  30seconds Shut do... 30seconds
Advanced Settings X
Power M " 1 TYP1_PCSTEOSPL..  Disabled  30seconds Shut do... 30seconds
ower Managemen 1 TYPZ_PCSTEOSPL..  Disabled  30seconds Shut do... 30seconds
Software 1 TYPZ_PCSTEOSPL..  Disabled  30seconds Shut do... 30seconds

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location

Security Profile

Host Cache Configuration
System Resource Allocation
Agent VM Settings
Advanced Settings

The "Virtual Machine Startup and Shutdown" dialog is opened.

4. Activate the "Allow virtual machines to start and stop automatically with the system"
option box.

5. Set the delay for starting and stopping the virtual machines.

Virtual Machine Startup and Shutdown |

System Settings
¥ Allow virtual machines to start and stop automatically with the system

Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
I:lZD seconds |12[1| seconds
™ cContinue immediately if the VMware Tools start Shutdown Action: Guest Shutdawn j
Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they will be stopped in the opposite order.
Qrder | Virtual Machine | Startup | Startup Delay | Shutdown| Shutdown Delay| -
Automatic Startup Mave Up |
Any Order

Manual Startup Maove Down |
@ TYP2_PCS7S0SP1...  Disabled  30seconds Shut do... 30seconds Edit
fit. .. |

@ TYPL_PCS780SP1...  Disabled 30seconds Shut do... 30seconds
Hh TYPZ_PCS7S0SPL... Disabled  30seconds Shut do... 30seconds LI

OK I Cancel | Help |
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6. In the "Manual Startup" area select the virtual machine for which you want to activate the
automatic start.

7. Move the virtual machine to the "Automatic Startup" area using the "Move Up" button.

% Virtual Machine Startup and Shutdown x|
System Settings
¥ Allow virtual machines to start and stop automatically with the system
Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
IT seconds IT seconds
™ Continue immediately if the YMware Tools start Shutdown Action: Guest Shutdown j

Startup Order
Power on the spedfied virtual machines when the system starts. During shutdown, they will be stopped in the opposite order.
Order | Virtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay| -
Automatic Startup
Any Order
Manual Startup Maove Down |
Ej T¥P3_PCS7805P1.., Disabled 120 seconds Shut do... 120 seconds | Edit
[ |
Eh TYPZ_PCS7ROSPL... Dizabled 120 seconds Shut do... 120 seconds
Gy TyP1_PCs70sPy,,, Disabled 120 seconds Shut do... 120 seconds
& TPz pos7a0sPl... Disabled 120 seconds Shut do... 120seconds ;I

OK I Cancel | Help

The virtual machine is positioned in the "Automatic Startup" area.

[} Virtual Machine Startup and Shutdown ll
System Settings
¥ allow virtual machines to start and stop automatically with the system
Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
IT seconds IT seconds
™ Continue immediately if the VMware Tools start Shutdown Action: Guest Shutdown j

Startup Order
Power on the spedfied virtual machines when the system starts. During shutdown, they will be stopped in the opposite order.
Order | Virtual Machine | Startup | Startup Delay | Shutdown| Shutdown Delay| -
Automatic Startup Mayve Up |
1 41 T¥P3_PCS7S05P1... Enabled  120seconds Shut do... 120 seconds |
Any Order Maove Down |
Manual Startup Edit
it... |
{h TYPZ_PCS7S05P1.. Disabled 120 seconds Shut do... 120seconds
Gh TYPL_PCSPE0SP1.. Disabled 120 seconds Shut do... 120 seconds
1 TYPZ_PCSTS0SP1... Disabled 120seconds Shut do... 120 seconds LI
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8. Repeat steps 4 and 5 for all virtual machines for which you want to activate the automatic
start. You can change the start order using the "Move Up" and "Move Down" buttons.

9. Click "OK" to save the changes.

3.6 Licensing the SIMATIC software

For licensing the SIMATIC components that are installed on the virtual machines, the
licenses must be transferred from a license USB stick to the virtual machines so that these
are available for the SIMATIC License Manager (ALM). To do so, execute the following
steps:

e Configuration of the connections between a license USB stick and the virtual machines

e Transfer the licenses using the SIMATIC License Manager (ALM)

3.6.1 Connecting USB devices

Introduction

To transfer the license to a virtual machine the use of USB devices must be configured for
each virtual machine.

Requirements
The following requirements must be met:
® The "VMware vSphere Client" application is started on the management console.

® The license USB stick for licensing the SIMATIC components is connected to the
management console.

Procedure
To connect a USB device with a virtual machine, follow these steps:
1. Start the virtual machine.

2. Click on the USB icon in the toolbar of the virtual machine and select the "Connect to
USB device" command.

File WView WM

wip @5 GR e @R

Connect to USBdevice  # |IF  Power Quotient Removable Disk

3. Select the USB device that contains the necessary SIMATIC licenses.

4. Repeat steps 1 to 3 for all available virtual machines.
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3.6.2

Introduction

Requirement

Procedure

3.7

56

Transfer the SIMATIC licenses

The transfer of SIMATIC licenses from a license USB stick to a drive on a virtual machine
takes place with the aid of the SIMATIC Automation License Manager (ALM). The SIMATIC
Automation License Manager is pre-installed on all virtual machines.

The following requirements must be met:

The "VMware vSphere Client" application is started on the management console.

The license USB stick for licensing the SIMATIC components is connected to the
management console.

The connection to USB devices is configured on the virtual machines

(See section "Connecting USB devices (Page 55)")

To transfer the licenses to the drive, follow these steps:

1.
2.

3.

4.

Start one of the virtual machines.

Start the SIMATIC Automation License Manager via the following desktop icon:

A

Sutormaktion
Licerse ...

The SIMATIC Automation License Manager is opened.
Transfer all required licenses to the drive on the virtual machine.

Information on transferring licenses is found in the "SIMATIC Automation License
Manager" (http://support.automation.siemens.com/WW/view/en/56956174) manual.

Repeat steps 1 to 3 for all available virtual machines.

Creating and managing PCS 7 projects

Projecting and configuring PCS 7 projects is conducted in the same way as for traditional
systems. You will find detailed information on this in the following documentation "PCS 7
V8.0 SP 1 Manual Collection"
(http://support.automation.siemens.com/WW/view/en/71178283).

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, ASE32529703-AA


http://support.automation.siemens.com/WW/view/en/56956174
http://support.automation.siemens.com/WW/view/en/71178283

Configuration of the virtual machines

3.7 Creating and managing PCS 7 projects

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, A5E32529703-AA 57






Access to the virtual machines 4

4.1 Access to virtual PCS 7 ES, PCS 7 OS server, and PCS 7 web
server

Introduction

Access to the virtual PCS 7 ES, PCS 7 OS server, and PCS 7 web server is provided via the
"VMware vSphere Client" software. Access using RDP is not permitted.

Requirements
The following requirements must be met:

® The virtual machines are configured.
(See section "Configuration of the virtual machines (Page 41)".)

® The virtual machine that you want to access is activated.

e The "VMware vSphere Client" software is started.
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Procedure
To access a virtual machine, follow these steps:

1. Select the virtual machine that you want to access.

(%) 192.168.126.50 - vSphere Client

File Edit View Inventory Administration Plug-ns Help

|@ Home b gf] Inventory P @ Inventory

= [ [192.168.126.50 localhost localdomain VMware ESXi, 5.1.0, 1065491
& ESOS_805P1
G) 05S_805P1 lefSa i Taf= el el Summary | Virtual Machines | Resource Allocation,.| Performance | Configuration | Local Users & Groups | Events | Perm
Eh 0sCL_805P1 close tab [X]
What is a Host?

A host is a computer that uses virtualization software. such
as ESX or ESX, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

Virtual Machines A
'

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

vSphere Client
Basic Tasks
[E# Manage this host from vCenter Server
&' Deploy from VA Marketplace

ﬁj Create a new virtual machine

2. Click the "Launch Virtual Machine Console" button to display the virtual machine.

(% 192.168.126.50 - vSphere Client

File Edit View Inventory Administration Plug-ns Help

ﬁ |E} Home | gf] Inventory I @ Inventory
(= uw > 2|t & B[Ee 2 #

The virtual machine is shown in a separate window.
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4.2 Access to virtual PCS 7 OS clients

You have the following options for accessing virtual PCS 7 OS clients:

® Access via the "VMware vSphere Client" software
Access is provided from the thin client (Windows operating system) or the management
console and is recommended for configuring, maintaining, and managing the virtual PCS
7 OS clients. The procedure is the same as in section "Access to virtual PCS 7 ES, PCS
7 OS server, and PCS 7 web server (Page 59)".

® Access via an RDP connection

Access is from the thin client and is recommended for operating and observing the virtual
PCS 7 OS clients.

4.2.1 Creating a remote desktop connection (RDP)

Introduction

You create and configure an RDP connection on the thin client for remote access to a virtual
PCS 7 OS client.

Requirements
The following requirements must be met:
® The virtual PCS 7 OS client that you want to access is configured and activated.
(See section "Configuration of the virtual machines (Page 41)".)

® The thin client is switched on.
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Procedure (Windows operating system)
In order to set up remote access on a PCS 7 OS client, follow these steps:

1. Enter the search term "Remote Desktop Connection" in the search field in the Windows
start menu.

2. Execute the "Remote Desktop Connection" application as administrator.

Programs (1)

I;E Remote Deskiop Conneckian

Control Panel (2 ooen
onkraol Panel (2) Dpen file location i

ﬁ; Femokespp and Deskkop Connectior f;y Run as administrakor

ﬁ) Set up a new conneckion with Remol Scan with OFficeScan Client

Pin to Taskbar
Fir ko Skark Menu

Scan with Officescan Clienk
Cpen with, ..
Restore previous versions

Send ko 3

Cuk
Copy

Delete

Properties

+ 5ee mare resulks

I Remote Deskkop Connection 4 Lleg aff Pl

The application dialog opens.
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3. Click the "Options" button.

EE, Remote Desktop Connection !E[ |

| Remote Desktop
¢ Connection

Computer: IE:-:ampIe: computer. fabrikamm. conm j

Uzer name:  Mone specified

The computer name figld iz blank. Enter a full remaote computer
name.

~2 thin:-nsl Connect I Help |

4. Enter the following network data for the connection:

— Computer: <IP address of the virtual OS client>: <Port:3389> (e.g.
192.168.126.131:3389)

— User name: Username for logging in to the PCS 7 OS client

EE, Remote Desktop Connection M= |

| Remote Desktop
¢ Connection

General | Displa_l,ll Ll:u:aIFiesnur-:esl F'n:ugramsl Experience .ﬁ.dvancedl

~ Logon settings

" L Enter the name of the remote computer.
=

Computer: IE:-:ampIe: camputer. fabrik.am, corm j

Uzer name: I

The camputer hame figld iz blank. Enter a full remaote computer
name.

— Connection settings

Save the curmrent connection zettings to an BDP file or open a
| zaved connection.

Save Save bs... | Dpen... |

= thiu:unsl Connect I Help |
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5. Click the "Save As" button and save the connection.

Ensure that the access to the connection is possible for all desired users after quitting the
administrator mode.

6. Select the "Display" tab and set the display properties for the connection.

7. Select the "Local Resources" tab and set the desired settings for playing the acoustic
signals.

I;E. Remote Desktop Connection [_|5) |

| Remote Desktop
"¢ Connection

.Generall Dizplay Local Resources | F'ru:ugramsl Esperience .ﬁ.dvancedl

— Remate audio
B Configure remote audio settings.

_. .......... Set tlngs ........... |

— K.eyboard
Apply Windows key combinationz:

Only when using the full zcreen j

Example: ALT+TAR

— Local devices and rezources

/ Choose the devices and resources that you want bo use in
0| your remote zession.

¥ Printers ¥ Clipboard

blare...

& Dptiu:unsl Caonnect I Help

Note

Via the "Settings" button in the "Remote audio" area you can set the device on which the
acoustic signals are played for messages and alarms from the PCS 7 notification system.

8. Activate the desired options under the "Programs", "Experience", and "Advanced" tab.

9. Click the "Connect" button to establish the connection to the PCS 7 OS client.
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10.To save the settings right click on the "lock" icon in the Windows task bar and select the
"Commit EWF(C)" command:

Enable EWF(E)
Disable EWF(D)
Commit EWF(C)

Clear Command(L)

EERTN 5 BV RSN BN

NOTICE

If you do not explicitly save the configuration settings, these are lost when the thin client
starts next.

11.Switch to the thin client's user mode.
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Procedure (HP ThinPro operating system)
In order to set up remote access on a PCS 7 OS client, follow these steps:

1. Switch on the administrator mode for the thin client.

E ThinPro Control Center

,"" Administrator/User Mode Switch

Logout
Reboot

[0) Poweroff

2. Open the "ThinPro Control Center" application.

B ThinPro Control Center

A AdministratorfUser M

Logout

Reboot
[0) Poweroff
[

The application dialog opens.
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3. Click on "Connections" in the left navigation area of the dialog.

ThinPre Control Center (Administrative Mode)

Connections

[

inect General Settings_ Add_

CTION NAME
%l New RDP

P Connections
2 S
7,:‘ Control Panel

n System Information

4. Add a new connection.

ThinPro Control Center (Administrative Mode)
Connections

» ® =

Connect  Disconnect General Settings

CONNECTION NAME :
! New RDP ol RDP7 RDP7
T Teemtalk -
& Web Browser
RGS
R, vMware View

Xdmep

£ Telnet

& Connections

‘:')Q' Control Panel

B System Information

The "RDP7 Connection Manager" dialog is opened.
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User View

STATUS

inactive

‘A

Edit User View

STATUS
inactive
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4.2 Access fo virtual PCS 7 OS clients

5. Enter the following network data for the connection:

Name: Name of connection, e.g. OSClient1

Address: IP address of the virtual OS client

Port: 3389

Username: Username for logging in to the PCS 7 OS client
Password: Password for logging in to the PCS 7 OS client

RDPT Connection Manager

ﬂ Network

.

OsClientl

3389

Domain:

Allow Smartcard Login

Previous

6. Click "Next".

68

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, ASE32529703-AA



Access fo the virtual machines

4.2 Access fo virtual PCS 7 OS clients

7. Set the desired display properties for the connection and click on the "Next" button.

RDPT Connection Manager

w
[ﬂ] Window

Mode Standard Desktop

Hide Window Decoration
Window Size full
rercentage Size Fieed Size

- 2
Witlth

Previous Bext Finish

8. Activate the desired options and click "Next".

o RDP7 Connection Manager

M] Options

Enable motion events
Enable data compression

Enable encryption

Force bitmap updates

Attach to admin console

Hostname to send:

Previous Finish Cancel
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9. Set the desired settings for playing the acoustic signals and click on the "Next" button.

Note

Via the "Remote computer sound" option you can set the device on which the acoustic
signals are played for messages and alarms from the PCS 7 notification system.

o RDP7 Connection Manager

ﬂ Local Resources

Remote computer sound
Bring to this computer
Devices mapping

Enable port mapping
v  Enable printer mapping

Finish Cancel

o RDP7 Connection Manager

M] Experience

Choose your connection speed to optimize performance

Custom
Allow the following:
v  Desktop background
Font smoothing
Desktop composition
Show contents of window while dragging
Menu and window animation

Themes

Previous Finish
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4.2 Access fo virtual PCS 7 OS clients

11.Set the desired options for activating and deactivating the connection.

RDP7 Connection Manager

w
ﬂ Advanced

Fallback Connection:

Auto start priority:
\uto onnect
Wait for network before connecting:
Show icon on desktop:
Allow the user to launch this connection: v
Allow the user to edit this connection:

Previous

12.Click "Finish" to create the new connection.
The connection is created and displayed in the "ThinPro Control Center" dialog.

13.Click the connection and click the "Connect" button to establish the connection to the
virtual PCS 7 OS client.

ThinPro Control Center (Administrative Mode)
- .
Connections

oL = ] - et B A

Connect Disconnect General Settings, Add_~ Copy Delete Edit User View

CONNECTION NAME A TYPE STATUS
o OsClients T ann RDP7 inactive

o Connections

")(1: Control Panel

n System Information
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4.2 Access fo virtual PCS 7 OS clients

422

Introduction

Requirements

Procedure

72

Log off and separate the connection

The remote connection is logged off and separated from the relevant virtual machine (e.g.
PCS 7 ES, PCS 7 OS client).

® The following requirements must be met:
® The virtual machine is switched on.

® There is a remote connection

To disconnect a remote connection, follow these steps:

1. In the start menu of the virtual machine click on "Log off > Disconnect".

I Search programs and files

|[ TStart ., €

Lock
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Switch off and start the whole system

5.1 Start the whole virtualization system

After the initial commissioning and configuration, you can start the virtualization system as
follows:

1. Switch on the virtualization server. Please note the manufacturer's information and safety
instructions.

2. Switch on the thin client. Please note the manufacturer's information and safety
instructions.

3. Switch on the management console.
4. Start the "VMware vSphere Client" software on the management console.

You can find information on this in section "Start the "VMware vSphere Client" application
(Page 41)".

5. Close the maintenance mode on the virtualization server if this is activated. Select the
virtualization server in the "VMware vSphere Client" software and select the "Exit
Maintenance Mode" command in the context menu.

[«) 192.168.126.50 - vSphere Client

File Edit View Inventory Administration Plug-ns Help

ﬂ d |@ Home [ gf] Inventory [ @ Inventory

+
& &
= [ |192.168.126.50 (maintenance mode)]
E:‘ 0sco3 MNew Virtual Machine. .. Cirl+M
G osco4 o B e T
-y SV RESLDUNLT PO, .. LoiJ
G 0sC05
Hh oscos |E Exit Maintenance Mode |
Gh osco8
G 0sC7 Rescan for Datastores. ..
G 0ss01 Add Permission. .. Ctrl+P
% Shut Down
% Reboot
Report Summary...
Report Performance. ..
Open in Mew Window, ..  Cirl+AltHY

6. Start the desired virtual machines.

You can find information on this in section "Start the virtual machines (Page 43)".
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5.2 Shut down the whole virtualization system

5.2 Shut down the whole virtualization system

To close the whole virtualization system, follow these steps:
1. Deactivate all PCS 7 projects that are in process operation (runtime).

You can find information on this in the "WinCC V7.2: Working with WinCC"
(http://support.automation.siemens.com/\WW/view/en/73506085) manual.

2. Close all virtual machines.

To do so select the desired virtual machine and click on the "Shut down the guest" button
in the "VMware vSphere Client" application toolbar.

(<) 192.168.126.50 - vSphere Client

File Edit View Inventory Administration Plug-ns Help
E E |Q Home b gf] Inventory b [l Inventory
[=]w » el & B2 @ &

3. End the virtualization server via the "VMware vSphere Client" application.

— Select the virtualization server and select the "Enter Maintenance Mode" command in
the context menu.

(<) 192.168.126.50 - vSphere Client

File Edit View Inventory Administration FPlug4ns

E E |Q Home b gF] Inventory b [ 1

= [0 [192.168.126.50] Incal
G Mew virtual Machine. .. Ctrl+N
&2 | MNew Resource Poal... Cirl+0

| B  Enter Maintenance Mode |

Rescan for Datastores. ..
Add Permission. .. Ctrl+P

Shut Down
Reboot

F&

Report Summary...

Report Performance. ..

Open in Mew Window, ..  Cirl+AltHY
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Switch off and start the whole system
5.2 Shut down the whole virtualization system

— Confirm the switch to the maintenance mode.

Confirm Maintenance Mode -10] =l
A host in maintenance mode does not pedform any vitual machine related functions,
I_.\ including virtual machine provisioning operations. To complete entry into maintenance
—_— mode, all vitual machines must be shut down or moved to another host. Manual
intervention may be required.

Do you want the selected hosts to enter maintenance mode?

Yes | Mo I

Note

Ensure that the maintenance mode of the virtualization server is not ended automatically
when closing down. After restarting the virtualization server, the maintenance mode must
be ended manually. Select the virtualization server in the "VMware vSphere Client"
software and select the "Exit Maintenance Mode" command in the context menu.

— Select the virtualization server and select the "Shut Down" command in the context
menu.

I'F 192.168.126.50 - vSphere Client

File Edit Wiew Inventory Administration Plug-ns Help

@ ‘E} Home b gf] Inventory b [l Inventory
& &

05003 I MNew Virtual Machine... Cirl+
05004 u_:.;' Mew Resource Poal... Ctrl+0
05C05 ]
Q506 E Exit Maintenance Mode -
05008
0sC7

05501

Rescan for Datastores...

DD

Add Permission... Ctrl+p

Shut Down
Reboot

&

Report Summary...

Report Performance. ..

Open in New Window...  Ctrl+aAlt+

-y
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5.2 Shut down the whole virtualization system

— Enter a reason for closing the virtualization server and click on the "OK" button.

(= Shutdown localhostlocaldomain I ]

Are you sure you want to shut down the selected host?

(This action will cause the vSphere Client to disconnect from the hostin a few
minutes. )

Enter a reason to proceed.

nter reason here|

oK | Cancel |/

5%

— In the following dialog click on the "No" button to end the "VMware vSphere Client"
software.

Connection Failure B |

% The vSphere Client needs to dose since the "192. 168, 126.50"
| server is shutting down. Do you want to return to the login dialog?
Click Mo to exit the vSphere Client.

4. Switch off the management console.

5. Switch off the thin client. Please note the manufacturer's information and safety
instructions.
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Data backup and restoring the delivery status

6.1 Backing up the virtual machines

Introduction

You can back up the working status of a virtual machine by exporting an OVF template. You
export the OVF template with the aid of the "VMware vSphere Client" application.

Requirements

The following requirements must be met:

Procedure

The "VMware vSphere Client" application is opened.
The process operation of the PCS 7 projects is ended (runtime is deactivated).
The virtual machines that you want to back up are switched off.

You can find information on this in section "Shut down the whole virtualization system
(Page 74)".

To back up a virtual machine, follow these steps:

1.

N o g bk~ w

Select the virtual machine for which you want to back up the working status in the
"VMware vSphere Client" application.

Select the "File >Export > Export OVF Template" command in the menu bar.

The "Export OVF Template" dialog box opens.

In the "Name" field, type a name for the backup file.

In the "Directory" field, enter the desired storage location for the backup file.
Select the "Folder of files (OVF)" option in the drop-down list in the "Format" area.
In the "Description” field, enter a description for the virtual machine.

Click "OK".

The virtual machine is exported as an OVF file.
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6.3 Restoring the delivery status of the virtualization server

6.2 Restoring the delivery status of the virtual machines

To restore the delivery status of the virtual machines do the following:

® Remove existing virtual machines from the hard disk of the virtualization server

NOTICE

Remove the virtual machines

Note that when deleting the virtual machines, all data on the virtual machines is
irrevocably deleted.

® Restore delivery status of the virtual machines by importing OVF templates.

6.2.1 Remove the virtual machines

Procedure
To delete a virtual machine, follow these steps:
1. Open the "VMware vSphere Client" application.

2. Select the desired virtual machine and the "Delete from Disk" command in the context
menu.

[+) 192.168.126.50 - vSphere Client

File Edit View Inventory Administration Plug-ns Help

ﬁ d |@ Home [ gf] Inventory [ @ Inventory
1 b B8le G Rlee @

h [05c03 -

th 0S0H Power L4
% gﬁ Guest 4
G 0500 Snapshot 4
&h osc? |_:_§' Open Console
G osso (3%  Edit Settings...

Upgrade Virtual Hardware

Add Permission... Ctrl+P
Report Performance. ..

Rename

Open in New Window...  Cirl+alt+M

Remove from Inventory
| Delete from Disk

The virtual machine is deleted.
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6.2.2

Requirements

Procedure

6.3 Restoring the delivery status of the virtualization server

Restore delivery status of the virtual machines by importing OVF templates

The following requirements must be met:

® The "VMware vSphere Client" application is opened.

® The virtual machines that are restored are removed from the hard disk of the virtualization
server.

® The USB hard disk supplied with the backup data and the MAC addresses to restore the
virtual machines is at hand.

See the section titled "Scope of delivery (Page 12)" for more information.

To restore the delivery status of a virtual machine, follow these steps:

1. Connect the supplied USB hard disk to the management console.

2.

In the "VMware vSphere Client" application menu bar select the "File > Deploy OVF
Template" command.

File | Edit View Inventory Administr:

Mew 4

Deploy OVF Template. ..

Export 4

Report 4
Browse YA Marketplace. ..

rint Maps L4

Exit

SIMATIC Virtualization as a Service
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6.3 Restoring the delivery status of the virtualization server

3. Click the "Browse" button and select the OVF template for the desired virtual machine.

«} Deploy OVF Template

OVF Template Details
Mame and Location
Disk Format

Ready to Complete

TP pes atee L v2 0P L pes o vz ovt  v] [[Bamse

4. Click "Next".

SIMATIC Virtualization as a Service
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6.3 Restoring the delivery status of the virtualization server

5. Check the properties of the OVF template and click "Next".

«+ Deploy OVF Template

OVF Template Details
Verify OVF template details,

Source

OVF Template Details
Mame and Location

Disk Format

Metwork Mapping

Ready to Complete
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6.3 Restoring the delivery status of the virtualization server

82

6. Enter a name for the virtual machine and click "Next".

% Deploy OVF Template

Name and Location
Spedfy a name and location for the deployed template

Source

OWF Template Details
Hame and Location
Disk Format

Metwork Mapping
Ready to Complete
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6.3 Restoring the delivery status of the virtualization server

7. Make the settings for the hard disk format and click "Next".

«+ Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source

OWF Template Details
Mame and Location
Disk Format
Metwork Mapping
Ready to Complete
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6.3 Restoring the delivery status of the virtualization server

84

8. Check the network assignment and click "Next".

=lolx|

Network Mapping

What networks should the deployed template use?

Source

OWF Template Details
Mame and Location
Disk Format
MNetwork Mapping
Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks

| DestinationMetwarks |

Terminalbus Terminalbus |
Managementbus Managementbus
Description:
The Terminalbus network ;I
I-]

Help |

< Back | Mext = I Cancel
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6.3 Restoring the delivery status of the virtualization server

9. Check the import settings and click "Finish".

FF Deploy OVF Template - | Ellil
Ready to Complete
Are these the options you want to use?

g?#rf;mmate Details When you dick Finish, the deployment task will be started.
Mame and Location Deployment settings:
Eﬂiﬂ . OVFfile: _ E:\TYP1_PCS7B0SP1_V2.0\TYP1_PCS7805P1_V2.0.0vf
e e Download size: 17,5 GE
Ready to Complete ) )
Size ondisk: 250,0 GE
Name: TYP1_PCS7805P1_V2.0
HostfCluster: localhost.
Datastore: datastaorel
Disk provisioning: Thin Provision
Network Map ping: "Terminalbus"to "Terminalbus"
Network Map ping: "Managementbus"to "Managementbus"

™ Power on after deployment

Help | < Back | Finish I Cancel

A

The OVF template for the selected virtual machine is imported.

The successful execution is confirmed by a message.
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6.3 Restoring the delivery status of the virtualization server

86

10.Select the imported virtual machine in the "VMware vSphere Client" application and

select the "Edit settings" command in the shortcut menu.

I'--T 192.168.126.52 - vSphere Client

File Edit View Inventory Administraton Plug-Hns Help

G B

Eﬁ Home [+ g Inventory b @ Inventory

& uw > B

Q@B e P

= [0 192.16B.126.52

(s TYP1PCS780SP1_V1.0.2
Gfs TYP1PCS780SP1_V1.0.2 Pt
(i3 TYPZPCS780SP1_V1.0.2
Gf3 TYP2PCS780SP1_V1.0.2 P

TYP5_PCS7805SP1_1

(31 [TYPS_PCS780SP1_

Power L4
Guest 4
Snapshot r
Open Console

Edit Settings...

Ipgrade Virtual Hardware

Add Permission. .. Cirl+P
Report Performance. ..

Rename

Open in Mew Window..,  Ctrl+AltHY

Remaove from Inventory
Delete from Disk

11.Select the "Network adapter" property in the "Hardware" tab.
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6.3 Restoring the delivery status of the virtualization server

12.Activate the "Manual" option in the "MAC address" area of the dialog.

(=] TYP5_PCS780SP1_1 - Virtual Machine Properties

Hardware |Dpﬁons I Resources I

™ Show Al Devices Add... | Remove |
Hardware | Summary |
Wl Memory 4096 MB

d crus 1

Wideo card Video card

= WVMCIdevice Restricted

@ SCSI contraller 0 L5I Logic 545

& Hard disk1 Wirtual Disk

&= Harddisk2 Wirtual Disk

% CD/DVD drive 1 CD/DVD drive 1

Ef MNetwork adapter 1 (edite.. Terminalbus |
BB MNetwork adapter2 Managementbus

@ JSB controller Present

—Device Status

=101 %

Virtual Machine Version: &

[T Connected
¥ Connect at power on

— Adapter Type
Current adapter:

E1000

—MAC Address
|nn: 50: 56

™ Automatic {=

Marual

— DirectPath If0

Status:

Mot supported &9

—Metwork Connection

Metwork label:

Terminalbus

Help |

Ok Cancel |
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6.3 Restoring the delivery status of the virtualization server

6.3

88

13.Enter the MAC address of the virtual machine. The MAC addresses are listed on the
supplied USB hard disk (see section "Scope of delivery (Page 12)").

. Mac_Data.bct - Motepad [_ | O

File Edit Format Yiew Help

TYP1PCS7805P1_V1.0

Network connection:
Network connection:
Network connection:

TYP2PCS7B0SP1_W1. 0.
Network connection:
Network connection:
Network connection:
Network connection:

TYP5_PCS7B0SP1_1:

Network connection:
Network connection:

TYP2PCS7EOSP1_Vv1.0

Network connection:
Network connection:
Network connection:
Network connection:

TYP1PCS7805P1_V1.0

Network connection:
Network connection:
Network connection:

L2
'"Terminalbus® | Mac:
"Plantbus’ | mac: '"00:
'Managementbus’ | MAC:
2:
'"Terminalbus® | Mac:
"Plantbus’ | mac: "00:
"Redundancybus’ | MAC:
'Managementbus’ | MAC:
'Terminalbus' | mac: °
'Managementbus® | MAC:

. 2_PCS57_INSTALLED:

'"Terminalbus® | MaC:
"Plantbus” | MaAaC: "00:
"Redundancybus’ | MAC:
'Managementbus’ | MAC:

. 2_PCS57_INSTALLED:

"Terminalbus® | MaC:
"Plantbus’ | MAC: "00:
'Managementbus’ | MAC:

00:50:56:82:71:cc’ 'J
50:56:82:14:e3"
'00:50:56:82:82:83°

00:50:56:82:72:4F"

50:56:82:be:28"
'00:50:56:82:a3:d4”
'00:50:56:82:31:c5’

00:50:56:82:90:b7"
'00:50:56:82:55:b6" 5=

00:50:56:82:51:d3"

50:56:82:47:51°
'00:50:56:82:e3:db”
'00:50:56:82:10:fc’

00:50:56:82:aa:e1’
50:56:82:50:59"'
'00:50:56:82:26:d9°

Restoring the delivery status of the virtualization server

To restore the delivery status of the virtualization server do the following:

Installation of the "VMware vSphere ESXi 5.1" software on the virtualization server

NOTICE

New installation of the

virtualization server

Please note that on installation of the "VMware vSphere ESXi" software, all data and
settings on the virtualization server are irrevocably deleted.

e Setting the IP address and network adapter of the virtualization server

Import additional configuration data
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6.3 Restoring the delivery status of the virtualization server

6.3.1 Installing the "VMware vSphere ESXi" software

Introduction

By installing the "VMware vSphere ESXi" software all data on the virtualization server is
deleted and a new hypervisor is installed (see section "Function principle (Page 9)").

Requirements
The following requirements must be met:

® The virtualization server is assembled and commissioned according to the manufacturer's
regulations.

® A monitor, keyboard, and mouse are connected to the virtualization server.

® The supplied CD with the installation of the "VMware vSphere ESXi 5.1" software is
available (see section "Scope of delivery (Page 12)").

Procedure

To install the "VMware vSphere ESXi" software and set the virtualization server, follow these
steps:

1. Switch the virtualization server on via the mains/standby switch. The server's start-up
application is displayed.

2. Insert the installation CD for the "VMware vSphere ESXi 5.1" software into the CD drive
of the virtualization server.

3. Open the boot menu via the F11 button
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6.3 Resforing the delivery status of the virtualization server

4. Make the setting to start from the CD device.

HP-ESXi-5.1.0-standard-iso Boot Menu

HP-E3Xi-5.1.0-standard-iso Installer

Boot from local disk

Auntomatic boot in 5 seconds...

5. Select the target drive for installing the SD memory card for the virtualization server and
press Enter.

Select a Disk to Install or Upgrade

* Contains a YMFS partition

Storage Device Capacity
Local

Remote:

* HP LOGICAL ¥YOLUME  (naa.b600508bl001cabrdScbea...) 1.36 TiB

6. Select a keyboard type.
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6.3 Restoring the delivery status of the virtualization server

7. Enter a password for access to the virtualization server.

Note

The data set on the virtualization server must be noted and treated in confidence. It is
required for additional configuration steps.

8. Press Enter to start the installation.

9. After completing the installation remove the installation CD from the CD drive of the
virtualization server.

10.Press Enter to restart the virtualization server.

6.3.2 Configuration of the IP address and network adapter

Introduction

After installing the "VMware vSphere ESXi 5.1" software you set the IP address and network
adapter of the virtualization server.

Requirement
The following requirements must be met:

® The virtualization server is assembled and commissioned according to the manufacturer's
regulations.

® The "VMware vSphere ESXi 5.1" software is installed.
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6.3 Restoring the delivery status of the virtualization server

Procedure

92

Proceed as follows to configure the virtualization server:

1. Switch the virtualization server on via the mains/standby switch. The server's start-up
application is displayed.

VMuare ESXi 5.1.0 (VMKernel Release Build 1065491)

HP ProlLiant DL3BOp GenB

2 x Intel(R) Xeon(R) CPU E5-2640 0 @ 2.50GHz
40 GiB Memory

Dounload tools to manage this host From:
http://192.168.126.50/ (STATIC)
http://[fedB: :da9d:67ff :fel5:4bb31/ (STATIC)

<F2> Customize System/Vieuw Logs <F12> Shut Doun/Restart

2. Press the F2 button.

The dialog for logging in to the virtualization server is opened.
3. Enter the following log in data:

— Login Name: root

— Password: See section "Installing the "VMware vSphere ESXi" software (Page 89)".

Authent icat ion Reguired

Enter an authorized login name and password for

localhost. .
Conf i ed oard (German)

oot I |
Password: [ 1

<Enter> 0K <Esc> Cancel

4. Press Enter.

The options for configuring the system properties of the virtualization server are
displayed.

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, ASE32529703-AA



Data backup and restoring the delivery status
6.3 Restoring the delivery status of the virtualization server

5. Navigate to the "Configure Management Network" entry and press Enter.

Note
Use the <Arrow down> and <Arrow up> buttons to navigate between the individual
entries.

Systemn Customization =1 Ed Netuork

Conf igure Password Hostname :

Conf igure Lockdoun Mode localhost

Conf igure Management Network IP Address:

Restart Hanagement Network 192.168.12

Test Managenent Network

HNetwork Restore Options IPv6 Addre

fedB: :dadd f:fel5:4bb3/64
Conf igure Keyboard
Troubleshooting Options nodify this host’s management network settings in

View System Logs
View Support Information

Reset System Conf iguration

<Enter> More <Esc> Log Out

The options to change the network settings are displayed.
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6. Navigate to the "IP Configuration" entry and press Enter.

IP Configuration

Conf igure Management Network

Netuwork Adapters Manual

VLAN (optional)

IP Address: 1
Subnet Mask:
IPu6 Conf iguration Default Gate

DNS Conf igurat ion
Custom DNS Suffixes

<Enter> Change

<Up/Doun> Select
The dialog to modify the IP address is opened.
7. Enter the desired IP address.

IP Conf iguration

avtomat ically if your network

is host can obtain network .|':1|ir||'j.
1 DHCP server. If it does not. the following settings must be

( ) Use dynomic IP address and network conf iguration
(o) Set static IP address and network configuration:

IP Address @192 .168. 126 . S0
Subnet Mask [ 255.255.255.8 1
Default Gatewoy [ B.0.8.8 1
<Up/Doun> Select <Space> Mark Selected <Enter> DK <Esc?> Cancel
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8. Enter the desired subnet mask.

IP Conf igurat ion

lhis host can obtain network settings avtomatically it yowr network
les a DHCP server. If it does not. the following settings must be
specif ied:

{ ) Use dynomic IP address and network configuration
(o) Set static IP address and network configuration:

IP Address [ 192.168.126.508 1
ubnet Hask 255 . 255. 255 . 0 El
Default Goateway [ 0.0.8.8 1

<Up/Doun> Select <Space> Mark Selected <Enter>» DK <Esc> Cancel

9. Press Enter to save the change.

Note

Using the "Esc" button you can reject the changes and leave the dialog.

A summary of the settings is shown under the "IP Configuration" entry.

Conf igure Management Network IP Configuration
Netuork Adapters Manual
VLAN (optional)

IP Address: 192.168.126.50
Subnet Mask: 255.255.255.0
IPub Conf iguration Default Gateway: Not set

DNS Conf iguration
Custom DNS Suffixes

<Up/Doun> Select <Enter> Change

10.Press the <Esc> button to reach the "Configure Management Network" initial dialog.

11.Navigate to the "Network Adapters" entry and press Enter.
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12.Select the "vmnic0" and "vmnic7" interfaces.

Network Adapters

Select the adapters for this host”s default management network

connection. Use two or more adapters for fault-tolerance and
load-balancing.

[¥]1 vnnicO NIC Port 1 (...:67:14:ef:a4) Connected (...)
[ 1 vnnicl NIC Port 2 (...:67:14:ef:a5) Disconnected
[ 1 vanic? NIC Port 3 (...:67:14:ef:ab) Disconnected
[ 1 vnnic3 NIC Port 4 (...:67:14:ef:a7) Disconnected
[ 1 vanicd PCI-E Slot 2 (...d:8Y:9c:74) Disconnected
[ 1 vnnich N/A (ac:16:2d:87:9c:75) Disconnected
[ 1 vnnich N/A (ac:16:2d:87:9c:76) Disconnected
[¥]1 vnnic? N/A (ac:16:2d:87:9c:77) Disconnected
[ 1 vanicd PCI-E Slot 3 (...d:87:99:24) Disconnected
[ 1 vanic3 N/A (ac:16:2d:87:99:25) Disconnected

<D> View Details <Space> Toggle Selected <Enter> 0K <Esc?> Cancel

13.Press Enter to save the settings.
14.Press the <Esc> button to reach the "System Customization" dialog.

15.Press the <Esc> button to activate the configuration.

Import additional configuration data

On the supplied USB hard disk you will find additional configuration data (incl. licenses,

network settings) that you can transfer to the virtualization server with the aid of the "VMware

vSphere Command-Line Interface" software.

® The following requirements must be met:

® The instructions described in the sections "Installing the "VMware vSphere ESXi"

software (Page 89)" and "Configuration of the IP address and network adapter (Page 91)"

have been executed.

® The supplied USB hard disk is available.

® The installation application of the "VMware vSphere Command-Line Interface 5.1 Update

1" software is available.

You can find the installation application at
http://www.vmware.com/support/developer/vcli/.

SIMATIC Virtualization as a Service
Operating Manual, 02/2014, ASE32529703-AA


http://www.vmware.com/support/developer/vcli/

Data backup and restoring the delivery status
6.3 Restoring the delivery status of the virtualization server

Procedure

In order to transfer the configuration data on the supplied USB hard disk to the virtualization
server, proceed as follows:

1. Install the "VMware vSphere Command-Line Interface 5.1 Update 1" software on the
management console.

Additional information on this is provided in the manufacturer's documentation
(http://www.vmware.com/support/developer/vcli/).

2. Connect the supplied USB hard disk to the management console.

3. Open the Windows command line.

4. Enter the path to the installation folder for the "VMware vSphere Command-Line Interface
V5.1 Update1" software.

C:\windows\system32\cmd.exe _ O]

sProgram Files {x86)“UMware“VHuare uvSphere CLI“hinX_

5. Enter the following command:

vicfg-cfgbackup —server <server_ip> -1 <device> :\
<backup>.tgz

— <server_ip>: IP address of the virtualization server (see section "Configuration of the
IP address and network adapter (Page 91)")

— <device>: Drive for the supplied USB hard disk

C:\windows\system32\cmd.exe M=l

C:-“Program Files ¢(xB6>“UHuware~UHMware vSphere CLI“binXvicfg—cfgbackup.pl ——serueru
192.168.126.51 -1 D:~ESXi BACKUP_51 .tz

6. Press Enter.
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7. Enter the following data:
— User name: root

— Password: Password for the virtualization server (see section "Installing the "VMware
vSphere ESXi" software (Page 89)").

&) C\windows\system32\cmd.exe _ O]

C:=“Program Filesz (xB6>“UHuware~UHMware vSphere CLI%binXvicfg—cfgbackup.pl ——sel-uel-u
192.168.126.51 -1 D:=“\ESXi_BACKUP_51.tg=

Enter username: root

Enter password:

8. Press Enter.
The configuration data is transferred to the virtualization server.

9. Restart the virtualization server.

[&n] G\windows\system32\cmd.exe _ O]

C=“Program Filez (xB6>“UHuare~UMware vSphere CLI-binXvicfg-cfgbackup.pl ——serueru
192_168.126.51 -1 D:~ESKi_BACKUP_51.tg=

Enter username: root

Enter password:

The restore operation will reboot the host.
Type *yes' to continue:

yes

Uploading config bundle to configBundle_tgz
Performing restore ...
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