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Proprietary Notice

This document and its contents are the property of Union Switch & Signal Inc. hereinafter US& S). This

document has been furnished to you on the following conditions: no right or license under any patents or
any other proprietary right in respect of this document or its content is given or waived in supplying this

document. This document or its content are not to be used or treated in any manner inconsistent with the
rights of US& S, or to its detriment, and are not to be copied, reproduced, disclosed to others, or disposed
of except with the prior written consent of US& S.

Important Notice

US& S constantly strives to improve our products and keep our customers apprised of changesin
technology. Following the recommendations contained in the attached service manual will provide our
customers with optimum operational reliability. The data contained herein purports solely to describe the
product, and does not create any warranties.

Within the scope of the attached manual, it isimpossible to take into account every eventuality that may
arise with technical equipment in service. Please consult your local US& S sales representative in the
event of any irregularities with our product.

We expresdly disclaim liability resulting from any improper handling or use of our equipment, even if
these instructions contain no specific indication in this respect. We strongly recommend that only
approved US& S spare parts are used as replacements.

SM 68000, January 2008 [
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1 General Information

This manual describes the installation, configuration, operation, and troubleshooting of the Serial-to-
Ethernet Converter (SEC). The SEC is adevice that converts Microlok 11 serial coded data to Ethernet
coded data. This allows Microlok 11 to be connected to an internal or external network utilizing Microlok
[l Peer protocol to communicate vital and non-vital messages.

1.1 Safety Summary

Throughout this manual there are notes, cautions, and warnings that should be followed by the operator.
[ )

e Notes provide additional information to the subject being discussed in a particular section of the
manual.

e Cautions present considerations which, if ignored, could result in damage to the equipment.
e \Warnings present considerations which, if ignored, could result in personnel injury or even death.

Electrical equipment can have high voltage and high temperature areas. Caution should be exercised
when working around electrical equipment.

Care must be taken to follow all local and railroad safety requirements.

1.2 Abbreviations and Acronyms

The following are abbreviations and acronyms used in this manual along with their associated meanings.

AAR Association of American Railroads

CATS Category 5 cable

DB D-subminiature, a common type of computer connector

DCD Data Carrier Detect

DHCP  Dynamic Host Configuration Protocol

DIN Standardized 35 mm wide metal rail with hat-shaped cross section.
EMI Electromagnetic Interference

FRA Federal Railroad Administration

ftp File Transfer Protocol

HMAC  Hash-keyed Message Authentication Code

SM 68000, January 2008 1-1
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IP
LED
MAC
ME

RS-232
RX
RXD
RTS
SEC
TCP
X
TXD
UDP
US&S
VDC

Internet Protocol

light-emitting diode

Media Access Control, a data communication protocol sub-layer

Micro-embedded

personal computer
Recommended Standard 232
Receive

Receive Data

Request to Send
Serial-to-Ethernet Converter
Transmission Control Protocol
Transmit

Transmit data

User Datagram Protocol
Union Switch & Signad

volts direct current

1.3 Specifications

The Microlok 11 SEC meets all applicable environmental, EMI, and vibration tolerance specifications.

The operating specifications for the N16920401 SEC are shown in Table 1-1.

Table 1-1 - Operating Specifications

Parameter

Value

System Power Source Voltages

+9.8 to +16.2VDC

Temperature Range

-40° Cto +70°C

Humidity 0% to 95% non-condensing
Vibration AAR/FRA compliant
EMI AAR/FRA compliant

The mechanical specifications for the N16920401 SEC are shown in Table 1-2 and illustrated in Figure

1-1.

1-2

SM 68000, January 2008



A),

| .. -
-
7 AnsaldoSTS |
Union Switch & Signal General Information
Table 1-2 - Mechanical Specifications
Parameter Value
Height 6.77 in. (17.2 cm)
Width 4.41in. (11.2 cm)
(not including the DIN rail Mounting Tabs)
Depth 1.38 in. (3.5 cm)
Weight 0.74 Ib. (337g) for the wholly assembled unit.
Mounting Standard DIN Rail Mount
4.41" REF = <« 1.38" — 3!
(11.2 cm) (3.5cm)
A [O) ®) o \®) O} SERIAL 70 |me
=N q ] ETHERNET ||
CONVERTER
) BATT
12VDe
o + 4
o + 3
B -2
L e -1
@ -
N ON
I: O OFF
é »—g\ PWR
. N o) ©
~~
~d FUSE
© 5A
—u~_ | !
@ FDOTMEJ
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E
T
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] 4
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N
E
T
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Figure 1-1 - Overall Dimensions of the SEC
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2 General Description

The Serial-to-Ethernet Converter (SEC) provides Ethernet network connectivity to Microlok Il units.
The SEC converts the Microlok 11 Peer messages from the Microlok |1 serial ports to Ethernet data
which is then available to other devices across an Ethernet network. The SEC thus enables the routing of
Microlok 11 Peer messages using the TCP and UDP network protocols. Conversely, the SEC converts
Ethernet signals to serial datafor use by a Microlok 11 unit.

Microlok Il serial data placed on the network is also available for central office applications enabling
Microlok Il unitsto communicate with central office applications that support the Peer protocol. The
SEC can route Peer messages to any destination that implements the Peer protocol.

The SEC supports the option of attaching the Hash-keyed Message Authentication Code (HMAC) to
peer protocol messages.

The SEC functionally consists of the following:

e A seria protocol communication channel which translates between Microlok 11 RS-232 signals and
Ethernet to allow Microlok Il units to communicate with outside networks using Peer protocol.

e Power source circuitry which conditions a nominal 12-volt battery source to provide isolated
power.

e Aninterna web server/interface that provides screens for configuring the SEC unit.

The SEC has a built-in web interface. Using this interface, you can inspect each unit's operational status
and product information. Y ou can also configure the unit through the web interface and even upgrade its
firmware in the field. Access to the user interface is password protected. (See Sections 3.7 and 3.8.)

The SEC is packaged in a plastic box with tabs on the back for DIN rail mounting (Figure 1-1). The SEC
requires a source voltage in the range of 9.8 to 16.2 VDC. The unit connects to the battery power source
using afour-pin WAGO connector (J7091461910) on the front panel. This connector is supplied with the
unit but must be wired by the user (Section 3.1). Power isindicated by ared LED on the front panel and
is controlled with an On/Off rocker switch. A five-amp fuse (J071185), accessible from the front panel,
protects the unit from excessive current. Figure 2-1 shows the front panel of the SEC.

The SEC provides trandation for one serial communications channel between RS-232 and Ethernet. The
RS-232 port connection is a DB-9 female connector mounted on the front panel (Serial Connection on
Figure 2-1). This port supports both RX and TX signals.

The SEC Ethernet Connection uses an RM45 connector. These two communication ports (Serial
Connection and Ethernet Connection) are isolated from each other, from the system chassis, and from
the system battery.

SM 68000, January 2008 2-1



),
“7 AnsaldoSTS

General Description Union Switch & Signal

POWER CONNECTOR

ON/OFF SWITCH

POWER LED (RED)

FUSE

SERIAL CONNECTION —____

YELLOWLED — |

ETHERNET CONNECTION —————
GREEN LED — T "

Figure 2-1 - SEC Front Panel

2-2 SM 68000, January 2008



A,
“7 AnsaldoSTS

Union Switch & Signal Installation and Configuration

3 Installation and Configuration

This section describes the minimum system requirements for installing and configuring an SEC.

Toinstall the SEC the following equipment is required:

e A PCwith Internet Explorer Version 6.0 or higher. (These procedures are written for Internet
Explorer 6, if your PC uses a different version of Internet Explorer; please check your IT
department for any differences in the procedures.)

e A serid cable

e A standard Ethernet cable (for connecting the SEC to an Ethernet network)
e A crossover Ethernet cable (for connecting the SEC to a PC)

e A WAGO power connector (US& S supplied)

3.1 Power Source Cable Configuration

Power is supplied through the front mounted WA GO cage clamp style connector. It is recommended that
14-18AWG wire be used for the power connections. The negative battery is connected to Pin 1 of the
connector and the positive battery is connected to Pin 4 (Figure 3-1).

POWER CONNECTOR
ORANGE on SEC

R

Battery Input 3
9.8VDC - 16.2VDC 2
- 74% 1

No keying is required for the power connector

4 _ +
V| = 8 g
Battery Input
P ] 9.8VDC - 16.2VDC
@)
== [ —— -
1 | — o

WAGO Connector
(J7091461910)

Figure 3-1 - Power and WAGO Connectors
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3.2 Serial Cable Configuration

The SEC is connected to aMicrolok || RS-232 Comm port using a customer-supplied standard DB-9
connector which is connected to the Serial Connection port on the front panel of the SEC. The serial
cable on the Microlok Il end must have RTS (Request to Send) and DCD (Data Carrier Detect) jumpered
together (see Table 3-1) (Refer to the Microlok 11 manuals The SEC’ s pin assignments for the RS-232
DB-9 connectors are shown in Figure 3-2 and listed in Table 3-1.

/(;——5 (SIG COMM)
910 1L,
81O o3 (xp)
17O O++2 (RXD)
6———0\0/__1

SOCKET OR FEMALE
DB-9 CONNECTOR

Figure 3-2 - DB-9 Connector on the SEC

Table 3-1 - SEC to Microlok Il Connections

SEC (DB-9) Microlok Il Connection
Pin No. Signal Refer to the Microlok Il Service Manual SM 6800B, Section 3.5
2 RXD (Input) for connection to the Microlok Il System.

TXD (Output) For Port 3, Jumper Pin C14, RTS (Output), to Pin E10, DCD
P (Input), and Jumper Pin E18, RXREF, to C18, Signal Common.
5 Signal Common | For Port 4, Jumper Pin A14, RTS (Output), to Pin C16, DCD

(Input).

3.3 Selecting the Ethernet Cable

The Ethernet port is a standard eight-pin RJ45 connector which uses any of the widely available
Category 5 (CATD5) or better cable (standard off-the-shelf cable). An Ethernet crossover cableis
required to connect the SEC directly to a PC and a standard Ethernet cable is used to connect the SEC to
the network.

3-2 SM 68000, January 2008
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3.4 Installing the SEC Unit

The SEC mounts on a standard DIN rail. The serial connection of the SEC must connect to a seria
connector on the Microlok Il unit using the proper cable, so the unit should be mounted no more than 50
feet away from the Microlok I unit.

1. Snap the SEC onto the DIN rail.

NOTE

Because of serial and power cable limitations, the SEC should be
located no further than 50 feet away from the Microlok Il unit and
the intended power source to which it will be connected.

2. With the On/Off rocker switch on the front of the SEC in the OFF position, insert the four-pin
WA GO connector into its socket on the front of the SEC. Connect the power source by inserting
the power leads into the WA GO connector (Figure 3-1).

3. Connect the serial cable to the Microlok 11 unit, and then to the SEC (Figure 3-3).

4. Apply power to the SEC by placing the On/Off rocker switch on the front of the SEC in the ON
position.

5. Insert one end of an Ethernet crossover cable to the Ethernet connector of the SEC and the other
end to the Network Interface Connector on the PC you will be using to configure the SEC unit
(Figure 3-3).

NOTE

An Ethernet crossover cable must be used to connect the SEC to
the PC.

6. Configure Internet Explorer on the PC for accessing the SEC configuration screens. See Section
3.5 for the procedure.

7. Configure the SEC using the PC. See Section 3.7 through Section 3.9 for the procedures.

8. Disconnect the PC from the SEC by removing the Ethernet crossover cable from the SEC and
connect the SEC to the network using a standard Ethernet cable.

SM 68000, January 2008 3-3
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+
POWER |—
SUPPLY SERIAL-TO-ETHERNET
CONVERTER
MICROLOK I} gERiAL CABLE
ETHERNET
PC CROSSOVER CABLE
\
A —

ETHERNET NETWORK

STANDARD
ETHERNET CABLE

Figure 3-3 - SEC Wired to the Power Source, Microlok I, and PC

3.5 Configuring Internet Explorer to Access the SEC Configuration Screens

To be able to use Internet Explorer to access the configuration functions of the SEC, you may need to
do one or both of the following:

e Specify the IP address range used by the SEC in Internet Explorer's Settings
e Deletethe Temporary Internet Files saved by Internet Explorer

This section describes each of these procedures.

3-4 SM 68000, January 2008



A,
“7 AnsaldoSTS

Union Switch & Signal Installation and Configuration

3.5.1 Checking Internet Explorer

Y ou may need to configure your Internet Explorer settings to allow the browser to access the IP
address range used by the SEC. The address range is specified by 169.254.*. To check Internet
Explorer and to configureit, if necessary, do the following:

1. Inthelnternet Explorer Tools option click on Internet Options (Figure 3-4).

2} Union Switch 8 Sigi. -omel - Microsoft Internet Explorer —|of x|

| Address |&1 hittps/fvanw. switch.

UNION SWITCH

PRODUCTS  SYSTEM:

T -=_ N

ANSALDO SIGNAL

A Frmeccanica Compary

UNION SWITCH & SIGNAL INC. IS A LEADER IN THE DESIGN,
MANUFACTURE AND SERVICE OF SIGNALING, AUTOMATION AND
CONTROL EQUIPMENT AND SYSTEMS FOR THE RAILROAD AND
MASS TRANSIT INDUSTRIES WORLDWIDE.

For 125 years, Union Swilch & Signal has set the pace for the industry in
the development of reliable signaling and train control, wayside equipment
and relays. Today, US&S is applying this unigue knowledge to the

development of advanced rail control systems. These advancements build
upon tradilional signaling with a new generation of innovative technologies.

TODAY'S PRODUCT SPOTLIGHT

Model 95 Highway Gate Crossing Mechanism
Thiz iz the new standard for simplicity, reliability,
durability, eaze of maintenance and value,

Read Mo e...

UNION SWITCH & SIGNAL CURRENT NEWS & UPDATES

Ansaldo 5TS launches company reorganisation

December 19, 2007 The board of directors of Ansaldo STS, meeting under
the chairmanship of Alessandro Pansa, has examined and approved the
project to reorganise the chain of control of the group's foreign

subsidiaries. Read more...

Ansaldo STS wins High Speed tender in Germany

December 19, 2007 Through subsidiary Ansaldo Segnalamento
Ferroviario, Ansaldo £TS has been awarded an order by German railways
Deutsche Bahn AG to design, build, install and put into operation signalling
equipment for the High Speed section between Saarbricken and Mannheim

Read more...

=
4 | »

A

Figure 3-4 - Accessing the Internet Options on Internet Explorer Version 6.
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2. IntheInternet Options pop up box, click on the Connections tab. (See Figure 3-5).

3. Inthe Connectionstab, click on the LAN Settings button.

Internet Options @@

General  Security Privacy Content| Connections |Programs Advanced

@g To set up an Internet connection, click Setup.

Dial-up and Virtual Private Network seftings

Choose Settings if you need to configure a proxy server S etfings
for a connection.

Local Area Network (LAN) seftings

LAN Settings do not apply to dial-up connections. Choose | | AN Settings...
Settings above for dial-up settings. —

| OK I | Cancel I

Figure 3-5 - Connections Tab on the Internet Options Box

3-6 SM 68000, January 2008
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4. TheLAN Settings pop-up box will open (Figure 3-6). If the “Use a proxy server for your LAN” is
unchecked, leave it unchecked, and skip Steps 5 and 6. If the box is checked, proceed with Steps 5
and 6.

5. Click on the Advanced button to open the Proxy Settings pop-up box.

Local Area Networlk (LAN) Settings wded

Automatic configuration

Automatic configuration may override manual settings. To ensure
the use of manual settings, disable automatic configuration.

[ JAutomatically detect settings

D Use automatic configuration script

Proxy server

Use a proxy server for your LAN (These settings will not apply to

dial-up or VPN connections).

| ] [t e

[v] Bypass proxy server for local addresses

[ oK }I Cancel |

Figure 3-6 - LAN Settings Pop-Up Box

SM 68000, January 2008 3-7
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6. Inthe Proxy Settings pop-up (Figure 3-7), type 169.254.* in the Exceptions text box.
7. Click OK on all open pop-up boxesto closethem. Internet isnow ready to access the SEC.

21

—Servers

Type Proxy address ko use Part
Si=] .

HTTF:

Secure;

|
|
FTP: |
|
|

Gopher:

Socks:

I Use the same proxy server for all protocals

— Exceptions

Do not use proxy server for addresses beginning with:
Qv | f

IUse semicolons { ; ) to separate entries,

QK Cancel

Figure 3-7 - Proxy Settings Pop-Up Box

3.5.2 Deleting Saved Temporary Internet Files

To ensure the PC isworking with the latest version of software it is necessary to delete any files which
Internet Explorer (IE) may have saved from earlier installations. Delete these saved files using the
following procedure. These temporary files can be deleted without causing any problems.

1. Start Internet Explorer.

2. Select Tools > Internet Options (Figure 3-4). The system will display the Internet Options dialog
box.

3-8 SM 68000, January 2008
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3. Select the General tab (Figure 3-8).

Internet Options

General l Security | Privacy | Content  Connections | F‘mgrams_' .&dvaﬂced;

Home page

E 5 You can change which page to use for your home page.
L Address:

Use Current se Default IUse Blank

Temporary Intemet files

7 Pages vou view on the Internet are stored in a ggecial folder
L@ Y for quick viewing later.

IDelele ankies...l [ Delete Files... Settings...

History

h The History folder contains links to pages vou've visited, for
y quick access to recently viewed pages.

Days to keep pages in history: |2EI 3_ | Clear Histary |

[ Colors... ] [ Fonts... ] [ Languages... ] [Accessibilit_',',..]

[ Ok ][ Cancel ] Apply

Figure 3-8 - Internet Explorer Internet Options Dialog Box

4. Click on Delete Files button in the Temporary Internet files area. In response the system will
display a confirmation box asking if you want to delete the temporary Internet files (Figure 3-9).

Delete Files @

E Delete all Files in the Temporary Internet Files

.-

‘fou can alsa delete all vour offline content stored
locally.

[ ]oelete all offline content

* OK ][ Cancel ]

Figure 3-9 - Delete Files Confirmation Dialog Box
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5. Click OK. The PC will then delete the temporary Internet files.

6. Click OK to close the Internet Options dialog box.

3.6 Connecting a New SEC to a PC for Configuration

Y ou access the SEC configuration screen just as you would access aweb site using a PC and Internet
Explorer.

During the initial installation of the SEC, you must access the unit's configuration screens directly
through its Ethernet port or through a hub or network switch that has no other unconfigured SECs
connected to it. Thisis because all new SECs are set to the same IP address at the factory. If more than
one device on a given network has the same IP address, none of those devices will be accessible.

Once the SEC is configured to communicate with the network, subsequent access and reconfiguring can
be done from any PC connected to the network.

The Ethernet port of the SEC is set to IP address 169.254.1.10 at the factory. To use the Ethernet port in
anetwork, you must set the IP address to a unique value using the following procedure.

1. Connect the PC to the SEC either directly with an Ethernet crossover cable, or through an Ethernet
hub or switch using a standard Ethernet cable.

2. To configure the PC to communicate with the SEC, wait for the PC to go check itslocal area
connections. A message will appear (Figure 3-10) that indicates the PC isin alimited connectivity

mode. At this point you can access the SEC configuration page and set its | P address (Sections 3.7
and 3.8).

_i_,f Local Area Connection

This connection has limited or no connectivity, You might nok
be able ko access the Inkernet or some network resources.
For more information, click this message.

Figure 3-10 - Low or No Connectivity Mode Balloon Message

NOTE

Be sure Internet Explorer’s Proxy settings alow for accessing the
169.254.* address range. See Section 3.5 for the procedure.
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3.7 Accessing the SEC Configuration Page

If the SEC unit is already functioning and connected to the network, you can access its configuration
page from a PC anywhere on the network. See Section 3.11 for instructions on downloading a utility that
can help you find the existing | P addresses of the SEC units on the network.

From the SEC configuration page you can view current network settings and access links to functions for
reconfiguring the unit. Use the following procedure to access the SEC configuration page.

1. Using Internet Explorer, type the IP address, 169.254.1.10, into the address box of the browser and
press the Enter key on your keyboard. Before granting you access to the configuration home page,
the system will prompt you for a user name and password (Figure 3-11).

Connect to 169.254, 1.10

)
NA-HTTP AWS Realm
User name: |€ advanced -
Password: |- sssssl

[ Remember my password

oK Cancel

Figure 3-11 - SEC Login Dialog
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2. Enter advanced for the user name, and objctl for the password. The system will display the SEC
configuration page (Figure 3-12).

Union Switch & Signal

A | ee——
S —
ANSALDO SIGNAL

MICROLOK II

Serial-to-Ethernet Converter — N800106-0001

8.00 2007-10/05 N800106-0800 Peer Routing Only Version

MAC Address: 00:40:9d:2b:c8:00
IP Address: 169, 254.1.10
Subnet Mask: 285, 285.0.0
Gateway: 0.0.0.0

HODE = PEER Routing

»Network Adapter Advanced Options

Figure 3-12 - SEC Configuration Home Page

In addition to alink to the Advanced Tools page, the SEC configuration page displays the part number
and software version of the SEC, the MAC address, | P address, Subnet Mask, and Gateway address. The
Mode is also displayed. Currently, only Peer Routing Mode is supported.

For information on configuring the SEC using the Advanced Tools page, see Section 3.8.

3.8 Configuring the SEC

All of the SEC configuration settings are maintained in the niacfg.ini file that resides in memory in the
SEC. Configuring the SEC involves making changes to the niacfg.ini file.

The following procedure takes you through the process of making changesto the niacfg.ini file. Using
this procedure, you will:

e Accessthefile residing on the SEC with Internet Explorer
o Download thefileto your local PC

e Edit thefileusing atext editor

e Upload the edited file to the SEC memory

e Reboot the SEC
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NOTE

Before proceeding with this procedure, delete Internet Explorer's
saved temporary Internet files. See Section 3.5.2 for the
procedure.

1. Accessthe SEC configuration page. See Section 3.7 for the procedure.

2. On the SEC configuration page, click on the Network Adapter Advanced Options link (Figure
3-12). The system displays the Advanced Tools page (Figure 3-13).

MICROLOK II Net Adapter Advanced Tools

Network Settings — Display network settings

PEER Routing Statistics

Reboot Digi |

Upload - Upload niacfg. ini
RANO directory - List RAMO directory.
FLASHO directory — List FLASHO directory.

Erase - Frases the FLASH File System.

Figure 3-13 - SEC Advanced Tools Page
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3. Click onthe FlashO directory link. One or more files will appear on the screen as shown in Figure

3-14.

FLASHO/Directory

Total blocks: 1845
Free blocks: 1710
Block size: 512
Total inodes: 744
Free inodes: 740

Tvpe Size

File|

Name

niacfg. ini

=)

3079 |Thu Jan 1 00:00:00 1970

Date

Figure 3-14 - SEC FlashO/Directory Page

4. Click onthe niacfg.ini fileto open it for editing. The system will download the file to the PC and

open it with the PC’ stext editor.

5. Edit the settingsin the niacfg.ini file. Intheinitial configuration of the SEC, you must specify a
unique | P address for the unit in this configuration file. Y ou may also specify any or al of the
additional configuration options in thisfile. The configuration options are described in Section 3.9.

6. When you have finished editing the niacfg.ini file, save it to a specific location on the PC, such as
the Desktop, and note the location. Y ou will need to find thisfile again in the Upload process. At
this point you can close the text editor. Thiswill return you to the SEC FlashO/directory page

(Figure 3-14).

7. Upload the revised niacfg.ini file to the SEC as follows:

a. Returnto the Advanced Tools page (Figure 3-13) by clicking on the Back button on your web

browser as shown in Figure 3-17.

b. Click the UPLOAD link to open the File Upload page (Figure 3-15).

c. Makesure“Select adirectory” isset to FLASHO/. Click onthe Browse. . button and select the
niacfg.ini file that you just edited and saved. Click on the Upload button to upload thefile.

3-14
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A File Upload - Microsoft Internat Explorar

Ble Edt  View Fgvoites Took  Help

0“’ -0 x| &) & ) sewch iy Favores ) i W - E B
£ batp:f172.16.3.1 16 fuplosd. him » B Go
File Upload
Heleot a divectory: | FLASHDY e
File to Upload
L Upload
To change the configuranen, upload the macfi ind file that contains the new settings to FLASHO, To ma PO =ttings take effect after uploading the niacfz i file, you must select
Reboot Digi from the Advanced page
To upload a new Executive or Appheation, upload the Ble to RAMD. Then from the Advanced or mam page select MLE Uplead The page will load while the fle is being uploaded
This can take as long as 20 mmutes. When the upload process completes, a status page will show the results
] bore % Local rtranet i

Figure 3-15 - File Upload Page

d. Whilethefileisuploading, the screen won’t change. When it is finished, the system
displaysthe FLASHO file list as shown in Figure 3-16.

FLASHO/Directory

Total blocks: 1845
Free blocks: 1710
Block size: 512
Total inodes: T44
Free inodes: T40

|Name | Type| Size| Date
niacfz. ini | File|

3079 |Thu Jan 1 00:00:00 1970

Figure 3-16 - FLASHO/Directory Page
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8. Returnto the Advanced Tools page by clicking on the Back button on your web browser as shown
in Figure 3-17.

/2 Union Switch & Signal Inc. - Micresoft Internet Explorer provided by US&S

File Edit ‘View Favorites Tools Help .'{.'
{3 Back > u'__ = . - search \, Favorites <1 - é- Z = - m ,Ii 3
Address @j http: f fwmwe-internal  switch . com) i |
~
FLASHO/Directory

Total blocks: 1845
Free blocks: 1710
Block size: 512
Total inodes: 744
Free inodes: 740

Name Type ' Size| Date .
niacfg. ini : File| 3079 [Thu Jan 1 00:00:00 1970

Figure 3-17 - Back Button in Web Browser on FLASHO/Directory Page

9. Reset the SEC by clicking on the Reboot Digi button (Figure 3-18.) (Digi isthe name of the
electronic device in the SEC which stores the configuration files and includes the Ethernet
connection, the Digi EPROM chip, and two LED indicators as shown in Figure 3-19.)

MICROLOK II Net Adapter Advanced Tools

Network Settings - Display network settings

PEER Routing Statistics

» Reboot Digi |

Upload - Upload niacfg. ini
RANO directory - List RAMO directory.
FLASHO directory — List FLASHO directory.

Erase — Erases the FLASH File Swstem.

Figure 3-18 - Advanced Tools Page
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10. The green LED on the Ethernet connection on the front of the SEC will come on whileitis
booting. When it has booted up, the green LED will go out, and the yellow Ethernet LED will turn
off for a brief moment. A few seconds after the yellow LED comes on again, the SEC isfully

running.

After the SEC has been rebooted, it will use the new settings, including the IP address you specified in
the edited niacfg.ini file.

o

U‘i YELLOW LED (LINK STATUS)

o

GREEN LED
(NETWORK ACTIVITY/DIAGNOSTIC)
o o

Figure 3-19 - Digi Module Front View Showing Yellow and Green LEDs

3.9 SEC Configuration Options

3.9.1 Changing Network Settings

Y ou may need to change network settings in addition to the IP address, such as the netmask and
gateway. These settings are in the [GENERAL] section niacfg.ini file, as shown in Figure 3-20. Thisis
the same section as the |P address. To access these settings see Section 3.8 for the procedure.

NOTE

Changes to the configuration file should be made only with
information supplied by the networking or IT personnel.
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[GENERAL]

IP=192.168.1.10
NETMASK=255.255.0.0
GATEWAY=192.168.1.1
DHCP is not supported.

Figure 3-20 - GENERAL Section of the niacfg.ini File

3.10 Uploading new SEC Firmware

The design of the SEC includes a Digi-Connect ME (Micro Embedded) device server. The server, afile
system, and user data are maintained on a flash EPROM that is part of the device server. From time to
time, upgrades to the firmware, the manufacturer's software that implements the device server and file
system, are made available by the manufacturer (Digi International). These upgrades typically include
minor bug fixes and enhancements of features.

This section describes how to obtain and install a firmware upgrade from the manufacture.

CAUTION

Thereis no way to recover if the firmware is corrupted.

To obtain and install the latest firmware image from the manufacturer, do the following:

1. Download the updated firmware from the Digi International website (Www.digi.com) to alocation
on your PC, such asthe root directory (C:\). Remember this location to use later.

2. Open acommand line shell in Windows® by selecting Start>All
Programs>Accessories>Command Line Shell.

The system displays the command line shell as shown in Figure 3-21.
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<+ Command Line Shell

Microsoft Windows HP [UVersion 5.1.2680]
CC> Copyright 1785-2081 Microsoft Corp.

CasWINDOWSSsystem32 >

Figure 3-21 - Command Line Shell Window

3. Using the cd command, change the directory to the one where you downloaded the firmware in
Step 1. If you saved your new firmware file to the root directory, type the following on the
command line and press the Enter key.

cd C:\

4. Establish an ftp connection to the Digi typing the ftp command in the command shell and pressing
the Enter key.

C:\>ftp 169.254.1.10
The system will prompt you for a username, as follows:
User name:
5. Type (none) after the prompt for your username as follows and press the Enter key:
User name: (none)
The system will prompt you for a password, as follows:
password:
6. Type (none) after the prompt for your password as follows and press the Enter key:

password: (none)

NOTE
Be sure to include the parentheses with the word none.

The system will indicate that you have established an ftp connection with the following prompt:

ftp>
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7. Start ftp binary transfer mode by typing the bin command after the ftp prompt and pressing the
Enter key asfollows:

ftp>bin
8. Upload the firmware by typing put and the file name, and pressing the Enter key as follows:
ftp> put image.bin

While the file is uploading to the SEC, the prompt will disappear. When the upload processis
complete, the £tp> prompt will return as follows:

ftp>

9. When the £tp> prompt returns, end the ftp connection by typing quit and pressing the Enter key
asfollows:

ftp>quit
10. The SEC unit will program itself and reboot in approximately 10 seconds.

The green LED on the Digi module (Ethernet Connector) (Figure 3-19) will come on whileitis
booting. When it has booted up, the green LED will go out, and the yellow Ethernet LED will turn
off for abrief moment. A few seconds after the yellow LED comes on again, the SEC isfully
running.

When uploading a new firmware or a new configuration file, the SEC may reboot itself again.
After the first boot, the SEC reads the new niacfg.ini file and stores the IP information into its
config area. When it boots the second time, it uses the new | P address from the config area.

3.11 Identifying IP Addresses of Digi-based Devices on a Network

A utility program is available from Digi to identify the I P addresses and other information for Digi-based
devices on the network. This section describes how to download that utility.

If it should become necessary to acquire the IP address of an Ethernet port that is not known, you can use
the Digi Discovery Utility to determine the port’s | P address. This utility can be downloaded using the
following procedure:

1. Using aweb browser, go to www.digi.com.

2. Click on the SUPPORT tab, and select “Diagnostics, Utilitiesand MIBS” from the pull-down
menul.
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3. Fromthe*"Select Y our Product for Support” pull-down menu, choose “Digi Connect ME” and
click SUBMIT.

The system displays the Digi Connect ME support page, part of which is shown in Figure 3-22.

Harme > Support = Digi Connect ME

( Product: Digi Connect ME

Select a different product

Product Status: Active
Support Status: Web, Email, Phone

Caontact Digi Support about this product
Fegister this praduct for warranty

m Drivers m Diagnostics, Utilities and MIBs
B Firmware Upgrades m Cabling
m Documentation m Patches (Embedded Only)

m Sample &pplications
Figure 3-22 - Digi Connect ME Tech Support Information Page

4. Click on the Diagnostics, Utilitiesand MIBs link.

A list of available utilities and a combo box for selecting OS-specific utilities displays on the web
page.

5. From the“ OS Specific Diagnostics, Utilities, and MIBS” combo-box, select the operating system
of your workstation, (for example Microsoft Windows XP).

The system displays the utilities specific to your operating system (Figure 3-23).
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7 Diagnostics, Utilities and MIBs - Digi Connect ME - Technical Support - Digi International - Microsoft Internet Explorer -8 x|
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Figure 3-23 - Utilities Specific to Your Operating System

6. Download the executable utility, “ Device Discovery Utility for Windows’ by right-clicking on the
link in thelist and selecting “ Save Target As ...”

In the file box, browse to or create a directory in which to save the utility and note that location for
future use. (No installation is necessary, so no Start Menu item or Desktop icon is created. To run
it, you will need to browse to the location of the file and double click oniit.)

After downloading, the utility is ready to use.

3.12 Erasing the Existing Configuration File

If the file system on the SEC is not working, you may wish to completely erase the configuration file
(niacfg.ini) from the embedded file system using the following procedure.

3-22
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Make sure you have a known-good or factory-default-settings configuration file on hand to upload

after deleting the existing configuration file or rebooting the SEC. See Section 3.8 for information

on downloading an existing configuration file or Section 3.9 for

alisting of the factory-default-

settings configuration file. The factory niacfg.ini fileis on the CD that was shipped with the unit.

Access the SEC Configuration Home Page. See Section 3.7 for t

The system displays a password box (Figure 3-24).
MICROLOK II Net Adapter

Network Settings - Displav netwnrk settines

dConnect to 169.254.1.10

PEER Routing Statistics (?__5)
3
AL
‘ L

Feboot Digi |

NA-HTTP AWS Realm

he procedure.

Click on the Network Adapter Advanced Options link (Figure 3-12).

On the Advanced Tools page, click on the Erase link (Figure 3-13).

Advanced Tools

2| x|

User name:

[ﬂ erase

Upload - Upload niacfg.in picouord:
RANO directory - List RA
FLASHO directory - List

[ Remember my password

Erase - Erases the FLASH |

Figure 3-24 - Erases Flash Function Password Dialog Box

5. Typein erase for both the user name and password and click OK.

The system will display the confirmation screen shown in Figure 3-25:

SM 68000, January 2008
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Flash erase

Delete Files |

Erase Flash

|

BOTH OF THESE OFTIONS DELETES ALL FILES ON THE FLASH

Trv to use “Delete Files” first. If the file system is still not working, then tryv “Erase Flash” Erase the
flash only if deleting the files does not work.

After Erasing the Flash, it will automatically rekoot. Tou can upload files after it finishes booting.

It does not have to reboot after deleting files. You can upload files after the files have keen deleted.

Figure 3-25 - Erase Flash Function Confirmation Page

6. First, try to correct the problem by deleting the configuration file. If that works, upload a new
configuration file. (See Section 3.8.)

If deleting the configuration file does not correct the problem click the Erase Flash button.

The system will delete the configuration file (if it is not already deleted) and then reboot the SEC,
thereby erasing the settings in Flash memory. After the SEC reboots, you can upload a new
configuration file.
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4 Troubleshooting

The SEC isasimple and highly reliable unit which, when properly configured, should operate normally
with no operator intervention. However, if a problem develops, or if anewly installed unit is not
functioning normally, use the following strategies to help identify the problem:

K eep a secure backup copy of the configuration file. Use either the factory configuration file (on
the original CD shipped with the unit) or a customized version that you know works.

Delete and replace the existing configuration file with a known-good or factory-default-settings
configuration file. (See Section 3.12.)

Confirm that there is not another unconfigured SEC unit on the same switch or hub and that thereis
no other device with the same | P address.

Confirm that the SEC is turned on, the power source is operating normally, and that power is being
delivered to the connection point.

Check the power cable connections and reseat the connectors if necessary.
Check the serial cable connections and reseat the connectors if necessary.

If you are able to access the Advanced Tools page (Figure 3-18) of the unit, click on Peer Routing
Statistics. Thiswill show statistics between the SEC and the Microlok 11 (seria data) for the Peer
Routing. When the serial communication is working normally, the only statistics shown should be
messages read from COM. If the BIT_RATE (the baud rate) is incorrect, additional statistics will
be accumulated.

SM 68000, January 2008 4-1



A,
“7 AnsaldoSTS

Troubleshooting Union Switch & Signal

A,
7 AnsaldoSTS

Union Switch & Signal

4-2 SM 68000, January 2008



A,
“7 AnsaldoSTS

Union Switch & Signal Application Guidelines

5 Application Guidelines

This section of the manual presents the factory configuration file (niacfg.ini) and defines the
configuration parametersin the file and their options.

5.1 Factory niacfg.ini File

All SEC configuration options are specified in the niacfg.ini file that resides in afile system built into the
SEC. Thefile can be accessed and downloaded locally using a web browser, revised, and then uploaded
to the unit.

The niacfg.ini file defines how the Ethernet port of the SEC unit will operate. A copy of the factory
configuration file is shown in Table 5-1. The fileis based on the standard .ini format. Major sections are
denoted within brackets [] and in the table are shown in bold type. Comments begin with a#, and
continue to the end of the line. The order of the options doesn’t matter, but each option has to be within
its correct section. For example, BIT_RATE can’'t be in the [UDP] section; it must be in the
[GENERAL] section.

NOTE

The factory niacfg.ini file is provided on the CD which was
shipped with the SEC.

Table 5-1 - Factory Configuration File

HHAHHAHAEHHEH A H A H A RS H AR R A R A
# This is the niacfg.ini configuration file.

# Comments go from # to end of line.

# The order of options does not matter, as long as the option is

# in the correct section.

FHEFHHHHE R R R R

[GENERAL]

# IP=169.254.1.10 # IP Address of unit
# NETMASK=255.255.0.0 # Network mask

# GATEWAY=0.0.0.0 # Gateway

MODE=1 # 1=PEER Routing
BIT RATE=38400 # Bit rate

HHAHHFHAFHAHAFH AT HA RS HAHAFHA S A RS HAH SRS H AT H AR SRS H AT R RS H
# PEER Routing Options
FHASHAH A HAHAFH A HAH AT HA A AR H A A A A A A R A A A

PORT=60000 # UDP Port unit accepts messages on
BROADCAST=1 # Allow unit to send broadcasts
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LEARN=1 # Allow unit to "learn" addresses sent by other units
TTL=300 # Time to Live for dynamic entry (in seconds)
PAIR=1 # 0=Use only Peer address for routing logic

# 1=Use Peer and station addresses for routing logic

[UDP]

HUHHHHHHHAHAHAEHEHFHAHAHSHF TS SR H AR R HEH G H G H A H S S S S S S S RS R H A H
Addresses are specified in the application as decimal.
Addresses are specified in this niacfg.ini file as hexadecimal.

Examples:

Application / niacfg.ini
Address 101 = 0065
Address 202 = 00CA

The format of entries in this section are as follows:
<target ip address>:<target ip port>=<MLK PEER address list>

The <MLK PEER address list> is a comma separated list of addresses
*** NO SPACES ARE ALLOWED IN THE LIST ***

A mix of MII and ATCS addressing schemes is OK
Example:
192.168.1.2:60000=002B,0022,34AAAAT78,43AAAATS8

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# if PAIR=1, then the pair must be present

# Example:

# 192.168.1.16:60000=00CA:0065 # PAIR=1 format

HHRHHHS R HH T H SRS R R H
HE A HH S S S S S S S S S S
# MII PEER1 (Port 1)

# Destination IP address 192.168.1.16, which hosts MLK Address 202
# 192.168.1.10:60000=00CA

HH TS S S

[TCP]

HAEHSHHSHHS AT H S H TSRS AR A A R R R R R R R SR 1
# This section is similar to UDP. The difference is each

# connection has its own host port number.

#

# The format of entries in this section are as follows:

# <host ip ports:<target ip address>:<target ip port>=<MLK PEER address
list>

#

# Example:

#

# 60001:192.168.1.10:60000=00CA

# 60002:192.168.1.11:60010=0002

HEHT T HT R HT T H T H T H T R H T T R H R H T R R H R R R R R R R R R

5-2
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[HMAC]

FHFHH R R R e R

KEY.TIMEOUT=2000
KEY.RETRYS=3

# HMAC adds a message authentication protocol on top of the PEER
# protocol. A Key Server is required for this function to work.
# When HMAC is enabled, all messages are sent encapsulated with

# the HMAC protocol.

#

# HMAC=0

# SERVER=0.0.0.0

# PORT=5840

#

#

5.2 General Section Options

The configuration parameters in the general section of the niacfg.ini file are:

e MODE

e BIT RATE

e [P ADDRESS
e NETMASK

e GATEWAY

e BROADCAST
e LEARN

e PORT

e PAIR

Note

If any of these options are changed in the configuration file and it
is preceded by a# sign, that # sign must be removed. Otherwise
the SEC will not recognize the parameter.

Note

In the factory configuration filethereisa TTL parameter. This
parameter is not used. The value of this parameter is of no
meaning to the SEC.
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5.2.1 Mode

This parameter is listed as MODE =1 in the factory file. The only available option is 1 for Peer
Routing mode. If this parameter is set to anything but 1 the SEC will not route Peer messages.

5.2.2 Bit Rate

This parameter islisted as BIT_RATE=38400 in the factory file. It sets the bit rate that the SEC usesto
communicate with the Microlok 11 unit. The available options for bit rate are: 300, 600, 1200, 2400,
4800, 9600, 19200, 38400. In the absence of avalue for this parameter in the configuration file, the
Bit Rate will default to a value of 9600.

The Bit Rate must be set to match the Microlok 11 application, otherwise it will not communicate with
the Microlok Il unit. The Bit Rate is determined by the Applications personnel.

5.2.3 IP Address

The IP address listed in the factory file is 169.254.1.10. This address must be changed on installation
of the SEC. ThisIP addressis specified by network personnel. Be sure to uncomment the address
(removethe # sign, if there).

5.2.4 Netmask

The value for the Netmask as listed in the factory fileis 255.255.0.0. Uncomment (remove the # sign,
if there) and set the Netmask to the appropriate value. The Netmask is specified by network personnel.

5.2.5 Gateway

The Gateway listed in the factory fileis 0.0.0.0. Uncomment (remove the # sign, if there) and set the
Gateway to the appropriate value. The Gateway is specified by network personnel.

5.2.6 Broadcast

In the factory file the Broadcast parameter isset to 1. the options for this parameter are O (disabled) or
1 (enabled).

When aMicrolok |1 Peer message is received from the COM port, the destination address in the
message is compared to two internal tables. If the addressisfound in the tables, the messageis
directed to the appropriate Microlok 11 unit independent of the Broadcast setting.

However, if the Broadcast parameter is set to O and the destination address is not found, the message
will discarded. If the Broadcast is set to 1 and the destination address is not found then the message
will be broadcast across the entire local subnet.
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5.2.7 Learn

In the factory file the Learn parameter isset to 1. The options for this parameter are O (disabled) or 1
(enabled).

This option controls the updating of an internal dynamic routing table. If Learnisenabled (setto 1)
and amessage is received from the network, its Peer source address is compared to addressesin the

static and dynamic routing tables. If the source address of the message is not found in the static
routing tables, or if its |P address is different, then the source address and the IP address it came from

are added to the dynamic routing table.

When a message is received from the COM port and it has a Peer destination address in the dynamic
routing table, then it will direct the message to that IP.

If Learnis not enabled (set to 0), the table will not be updated.

Note

For security purposesit is not recommended to enable LEARN
because of the risk of adding false address mappings to the
routing table.

5.2.8 Port

In the factory file the Port parameter is set to 60000. This identifies the UDP port on which the SEC
will receive network Microlok |1 Peer messages. Thisis also the port used when a Broadcast message
issent (if the Broadcast parameter isenabled). This parameter is specified by network personnel.

5.2.9 Pair

In the factory file Pair isset to 1. The options for this parameter are O (disabled) or 1 (enabled). This
option specifies that routing is based on the full source/destination pair. Thisis used when multiple
locations have the same source address. In this case, the only way to uniquely identify where each
message should go isto use both the source and destination addresses as a pair.

In the absence of avalue for this parameter in the configuration file, Pair will default to avalue of 0.
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5.3 Static Routing Table
Note
The UDP and TCP sections are where the static routing table is
defined.
Note

Static tables can contain entries for its own IP address. Thisis
not necessary, but it does allow every unit to have the same
[UDP] and/or [TCP] section.

5.3.1 UDP Section Options

5.3.1.1 General Format

The general format for entriesin this section is:
<target ip address>:<target ip port>=<MLK Peer address list>
where:

e Thetarget ip addressisthe Internet address of the remote unit where the Microlok Il addresses
listed inthe mlk_addr_list reside.

e Theremote_port isthe Internet port of the remote unit where the Microlok Il addresslisted in
the mlk_addr_list resides

e Themlk_addr_listisspecified as <mlk_addr>[,<mlk_addr_list>]
e Themlk _addris specified as<mlk_dest_addr>[:<mlk_source addr>]

5.3.1.2 Network Adapter Configuration
The Microlok 11 addresses have to be in 4-digit Hexadecimal notation. For example, Address 10 would

be 000A, and Address 20 would be 0014
Example:
e 192.168.1.16:60000=000A
e 192.178.1.17:60000=0014
In the application.ml2 file:
PROTOCOL: MII.PEER;
ADJUSTABLE PORT: 3;
ADJUSTABLE MII.ADDRESS: 10;
STATION.NAME: STATION_1;
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ADJUSTABLE PEER.ADDRESS: 20;

This definition defines a Microlok.Peer port and a station. The station addressis 10, and the address of
the station it is communicating with is 20. Messages sent from the station have a source address of 10,
and a destination address of 20.

PROTOCOL: MII.PEER,
ADJUSTABLE PORT: 4;
ADJUSTABLE MII.ADDRESS: 20;
STATION.NAME: STATION_2;
ADJUSTABLE PEER.ADDRESS: 10;

This definition is the other end of the communication. Messages sent from this link have a source
address of 20 and a destination address of 10. With PAIR routing, the following definition would
work:

192.168.1.16:60000=000A:0014
192.178.1.17:60000=0014:000A

5.3.2 TCP Section Options

The general format for entriesin this section is:
<local_port>:<target_ip_addr>:<target_port>=<mlk_addr_list>
Where:

local_port isthe port on the SEC that target units connect to when communicating using the
addresses listed in the mlk_addr_list.

The first number is the host and the second number is the target which act like a pair.
An example of thisformat is shown in Figure 5-1.

In this example, SEC A connectsto SEC B at 192.168.1.17 on port 4001 because SEC A's |P address
islessthan SEC B's |P address. SEC B accepts a connection from SEC A on port 4001 because SEC
B'sIP addressis greater than SEC A's IP address. (See Section 5.3.2.1.)

In other words, SEC B waits for a TCP connection from 192.168.1.16 on port 4001. SEC A connects
t0 192.168.1.17 on port 4001.

Once a TCP connection is established, Peer messages can flow in both directions on the TCP link.
5.3.2.1 TCP Client/Server Strategy

If the target IP is greater than the local 1P, then it will try to connect to the target IP. If thelocal IPis
greater than the target, then it will accept a connection from the target |P.
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192.168.1.16 192.168.1.17
(IP ADDRESS) (IP ADDRESS)
MICROLOK Il A | | MICROLOK Il B
STATION_1 SEC TCP/IP SEC STATION_2
A NETWORK B
MIl. ADDRESS: 10 MIl. ADDRESS: 20
PEER. ADDRESS: 20 PEER. ADDRESS: 10

SEC A connects to SEC B at 192.168.1.17 on port 4001.
SEC B accepts a connection on port 4001 from SEC A at 192.168.1.16.

4001:192.168.1.16:4001 = 000A
6001:192.168.1.17:4001 = 0014

<mlk_ addr_list>
<target_port>
<target_ip_addr>

<local_port>
Figure 5-1 - An Example of a the Format for TCP Communication

5.4 HMAC Section Options

HMAC, or aHash-keyed Message Authentication Code, provides away to check the integrity of data
sent through the communication links. HMAC only works with the (TCP) static routing table. It
provides integrity checking based on “Message Authentication Codes’ (MAC). MACs are used
between two parties that share a secret key so that the information transmitted between these two
parties can be validated.

HMAC adds a message authentication protocol on top of the Peer protocol. A Key Server isrequired
for this function to work. When HMAC is enabled, all messages are sent encapsul ated with the HMAC
protocol.

Entries in this section are specified as:
HMAC=0 (0=HMAC disabled, 1=HMAC enabled)
SERVER=0.0.0.0 (HMAC Key Server IP address. The Key Server distributes keys)

PORT=5840 (HMAC Key Server IP port. Note: This must be the port number that the key server
IS running on)
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KEY.TIMEOUT=2000 (Time in milliseconds between HMAC Key heartbeat messages. The
range of this parameter is from 500 to 60000)

KEY.RETRY S=3 (Number of missed heartbeats before any key is declared invalid. The range on
this parameter is from O to 20)
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Parts List

6 Parts List

For al but the parts shown in Table 6-1 there are no user replaceable componentsin the SEC. Table 6-1

lists the part number of the SEC and its replaceable components.

Table 6-1 - Parts List

Item Part Number
SEC N16920401
Power Connector (4-pin WAGO connector) J7091461910
Fuse — 5 amp J071185
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7 RAIL Team and Technical Support

The Rapid Action Information Link Team (RAIL Team) isagroup of experienced product and
application engineers ready to assist you to resolve any technical issues concerning this product. Contact
the RAIL Team in the United States at 1-800-652-7276 or by e-mail at railteam@switch.com.
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