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CHAPTER |I: PRODUCT INFORMATION
1-1 Package Contents

Before you start using this router, please check if there is anything missing in the package,
and contact your dealer to claim the missing item(s):

Broadband router (1 pcs)

Quick installation guide (1 pcs)
3dBi antenna (2 pcs)
CD with multi-language QIG and user manual (1 pcs)
12V DC power adapter (1 pcs)

Ethernet cable (1 pcs)
Power adapter (1 pcs)
Vertical stand (1 pcs)
Accessory kit (1 pcs)

1-2 Getting Familiar with Your New Wireless Broadband Router

Front Panel

L ]

N300 Wireless

Gigabit Broadband iQ Router

LED Name | Light Status Description
PWR On Router switched on and correctly powered
o Off Router not powered or not correctly powered
Wireless | On Wireless connectivity activated
D Off Wireless connectivity not activated
Flashing Wireless LAN activity (transferring data)
WAN On WAN port connected
Off WAN port not connected
Flashing WAN activity (transferring data)
LAN On LAN port connected
(1-4) Off LAN port not connected
Flashing LAN activity (transferring data)




Back Panel

S L LI

= WPS/ —\\Y
N, W%
? ON/OFF A2
Vs

[tem Name Description
Antenna Connects to the supplied antenna(s)
connector(s)
Wi-Fi on/off Switches on/off the Wi-Fi signal
switch
WPS/Reset Resets the router to factory default settings or starts WPS
Button function (press this button and hold for 20 seconds to clear all
settings or press this button for 2-5 seconds to activate WPS
function)
1-4 Connects to computer or other web devices
(LAN Ports)
WAN Port Connects to cable/xDSL modems
Power Connects to the supplied power adapter
Connector




CHAPTER Il: SYSTEM AND NETWORK SETUP

2-1 Establishing a Network Connection

Please follow the following instructions to build a network connection between your new
broadband router, computers, and other network devices:

1. Connect your xDSL or cable modem to the router’s “WAN” port with an Ethernet
cable.

|

| C X X I & o ~1 ADSL or m@

Cable Mode

2. Connect your computer to one of the router’s “LAN” ports with an Ethernet cable.

| ADSL or @
._,| j"_ ® I Cable Modem
1
-

Switch/ Hub

3. Connect the power adapter to the wall socket, and then connect it to the “12V”
socket on the back panel of the router.



T T ekl

4. Please check all the LEDs on the front panel. The “PWR” and “WAN” LEDs should be
on. The “LAN” LED should be on if the computer is connected and correctly
powered. If you encounter any problems, please make sure that all your devices
are connected and powered correctly.

2-2 Setting Client Computers to Obtain IP Addresses Automatically

Before you start configuration procedures, your computer must be able to get an IP address
automatically (set to use dynamic IP addresses). If your computer is set to use a static IP
address, or if you are unsure, please follow the following instructions to configure your
computer to use dynamic IP addresses:

® Windows 95/98/Me (see section 2-2-1)
® Windows 2000 (see section 2-2-2)
® \Windows XP (see section 2-2-3)
® \Windows Vista (see section 2-2-4)

2-2-1 Windows 95/98/Me IP Address Setup

1. Click the “Start” button (it should be located at the lower-left corner of your
screen), then click “Control Panel”. Double-click the “Network” icon, and the
“Network” window will appear. Select “TCP/IP”, and then click “Properties”.



Metwork EE3

Canfiguratian | Identificatiunl Access Euntrull

The following netwark, components are installed:

Client for Microzoft N et

Add. Bemove | Properties. . |

Prirnary Metwork Logon:
ICIient for Microzoft Networks j

File and Print Sharing... |

Description

TCPAR i the protocol you uze to connect ba the Intermet and
wide-area networks.

] | Cancel |

2. Select “Obtain an IP address from a DHCP server”, then click “OK”.

TCP/IP Properties H
Bindings I Advanced I DMS Configuration I
G ateway I IS Configuration IF Address

An [P address can be automgdically azzigned to this computer
by a DHCP server. I pourgwork does not have a DHCP
zerver, azk your netw drinistrator for an address, and then
tupe it in the space

" Obtain an P address from a DHCP server
¥ Specify an IP addiess:

1P Address: | i i i |

Subnet Mask: | . . . |

(1] 4 I Cancel

2-2-2 Windows 2000 IP Address Setup

1. Click the “Start” button (it should be located at the lower-left corner of your
screen), then click “Control Panel”. Double-click the “Network and Dial-up
Connections” icon, and then double-click “Local Area Connection”. When the
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“Local Area Connection Properties” window appears, select “Internet Protocol
(TCP/IP)”, and then click “Properties”.

Local Area Connection Properties x|

General |

Cannect uzing:

I BE Realtek RTL2029(45) PCI Ethernet Adapter

Components checked are uzed by thfonnection:

Client for Microzaoft Me 3
File and Printer Sharing for Microsaft Metwarks
LR Internet Pratocol [TCP/AP)

Inztall... | Uriretall Froperties

— Diescription

Transmizszion Control Pratocol/ntemet Pratocol. The default
wide area network, protocol that provides communication
across diverze interconnected networks,

¥ Shaow icon in taskbar when connected

QK | Cancel |

2. Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”, then click “OK”.

Internet Protocol {TCP/IP) Propetties

General

* Obtain an IP address automatically

— Use the following IP address:

|F address: I . . .
Subtet mask: I . . .
Default gateway: I . . .

% Obtain DMS server address automatically

—{" Use the following DMS server addiesses:

Prefemed DNS servern I . . .

Alternate DS semver:

Cancel

2-2-3 Windows XP IP Address Setup

1. Click the “Start” button (it should be located at the lower-left corner of your
screen), then click “Control Panel”. Double-click the “Network and Internet
Connections” icon, click “Network Connections”, then double-click “Local Area

9



Connection”. When the “Local Area Connection Properties” window appears, click
“Properties”.

- Local Area Connection Properties @E|

General | Authentication | Advanced

Connect uging:

B8 AMD PCMET Family PCI Ethermet Ad

Thiz connection uzes the following items:

El Client for Microzoft Nebworks
.@ File and Printer Sharing for b4
4Bl (105 Packet Scheduler
(g |ntemet Pratocol [TCRAF)

Inztall ..

Dezcription

zoft Metworks

Tranzmizzion Contral Protocal/nternet Protocal. The default
wide area network, protocol that provides communication
across diverse intercontnected networks.

] Show icon in notification area when connected
Matify me when this connection haz limited ar no cornectivity

[ 1]8 H Cancel ]

2. Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”, then click “OK”.

Internet Protocol (TCP/IP) Properties @E|
General | Altermate Configuration

ou can get P zettings assighed automatically if your network, supports
this capability. Otherwize, you need ta ask vour network. administrator for
the appropriate IP settings.

(®0btan an IF address automaticalle
(D Use the following IP address:

() Obtain DNS server address autamatically
(D) Use the following DNS server adggesses:

ak Cancel

2-2-4 Windows Vista IP Address Setup

1. Click the “Start” button (it should be located at the lower-left corner of your
screen), then click “Control Panel”. Click “View Network Status and Tasks”, and
then click “Manage Network Connections”. Right-click “Local Area Network”, then

10



select “Properties”. When the “Local Area Connection Properties” window appears,
select “Internet Protocol Version 4 (TCP/IPv4)” and then click “Properties”.

4 Local Area Connection Properties X
Metworking |

Connect using:

KF Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

% Client for Microsoft Networks

4Bl 305 Packet Scheduler

.@. File and Printer Sharing for Microsoft s

i Intemet Protocol Version 6 (TCF/1Pw
"=t Protocol Version 4 (TCP/IPv4) |

<& Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

Install.... | | Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected netwarks.

oK | Cancl |

Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”, then click “OK”.

" Internet Protocol Version 4 (TCP/IPv4) Properties ? x
General | Alternate Configuration |

You can get IP settings assigned automati if your network supports
this capability. Otherwise, you need to agffour network administrator
for the appropriate IP settings.

% QObtain an IP address automatically:
" Use the following IP address:

{* Obtain DMS server address automatically

" Use the following DNS server addresses:

Advanced...

OK Cancel |
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2-3 Connecting to Broadband Router via Web Browser
You can access the broadband router’s web-based configuration interface via any
connected computer with a web browser (Internet Explorer 5.x or above, Firefox, Opera, or

Safari).

1. Please input “192.168.2.1” in the web browser’s address bar and press “Enter”.

3 about:blank - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

\_’," \_/,I \ﬂ \g h ’;\J Search

Address 192.168.2.1

2. You should see the following authentication window:

Connect to 192.168.2.1

=

Default: admin1234

Liser name: | L& w |

Password; | |

[ ]remember my password

[ ] 4 H Cancel ]

NOTE: If you cannot access the broadband router’s web-based configuration
interface, the IP address you have inputted may be incorrect. If you have previously
changed the router’s IP address, please input the one you have designated.

3. Please input “admin” in the “Username” field and “1234” in the “Password” field.
Click the “OK” button to enter the web configuration interface.
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4. The first page you see after logging in is “Home”. You can see all the current
settings and other system information here.

Quick Setup

Language ||

I |

Wodel : BR-6475ND
Up time : Running Time 0day:00:30:16
Hardware Version . Rev. A
Boot Code Version: 1.0

System
Model Displays this broadband router’s model name (useful when
you need technical service)
Up Time Displays the amount of time this router has been switched on

Hardware Version

Displays this broadband router’s hardware version (useful
when you need technical service)

Boot Code Displays this broadband router’s boot code version (useful
Version when you need technical service)

Runtime Code Displays this broadband router’s runtime code version (useful
Version when you need technical service)

Internet Connection

IP Address Mode

Displays how this broadband router currently obtains IP
addresses

IP Address

Displays the IP address of the WAN connection

Subnet Mask

Displays the subnet mask of the WAN connection

Default Gateway

Displays the IP address of the WAN connection’s default
gateway

MAC Address

Displays the physical address of the WAN port

Primary DNS

Displays the IP address of the first DNS server

Secondary DNS

Displays the IP address of the second (backup) DNS server

Wireless Configuration

Mode

Displays the operation mode of the wireless access point

ESSID

Displays the name of the access point

Channel Number

Displays the channel number of the wireless network
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Security Displays the security authentication mode of the access point

LAN Connection

IP Address Displays the IP address of the LAN connection
Subnet Mask Displays the subnet mask of the LAN connection
DHCP Server Displays the status of the internal DHCP server
MAC Address Displays the physical address of the LAN port

The SSID, the up time, the IP address of the LAN connection, and the runtime code is always
displayed on the top of the webpage.

Language Ei

General Setup

Help
System
Sysiem

Model : BR-G475ND

Up time : Running Time Oday:00:30:16 Iernat Corsecton
Hardware Version: Rev. A Dl bl Ilara ot fornats

If this router’s DHCP server function is enabled, please follow the following instructions to
find this router’s IP address:

1. Click the “Start” button, then click “Run”.

é Internet J My Documents

Intermet Explorer e
p ~ | 5 My Recent Documents +
+] E-mail
= Qutlook Express

—‘_’_} My Pictures

z b :
RS criimiand Prompt {2 Py Music
—5! My Computer
‘g MsH
B‘ Control Panel
® Windows Media Player
@, Set Program Access and
Defaults
-'}% indows Messenger ];é Printers and Faxes
'.@ Tour Windows P @ Help and Suppart
b | Files and Settings Transfer ’_) Search

Wizard

l“| Lag OFff |6| Turn OFf Computer

All Programs D

14



2. Input “cmd”, and then click “OK”.

Run i
- Type the name of a program, Folder, document, or

Internet resaurce, and \Windows will open it Far yau,

Open: | cmd| w

/ [ Ok H Cancel ][ Browse... ]

3. Input “ipconfig”, then press “Enter”. Use the IP address following “Default
Gateway” to access this router’s web-based configuration interface. Please note
that the IP address you find may be different from this illustrated example.

oo IC:AWINDOWS\system32\cemd.exe

C:~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

IP fAddres=s. . . - . . - . . - . . = 192_168.2_3
Subnet Mask : 255.255.2585.8
Default Gateway = 192 .168.2.1

NOTE: If there is no IP address following “Default Gateway”, or if the address
following “IP Address” begins with “169”, please try the following procedures:

® Recheck the cable connection between the computer and the router.

® Go to the beginning of this chapter and recheck every step of the setup
procedure.

® If both of the above fails, reset the broadband router.

2-4 Using “iQ Setup”

This broadband router’s “iQ Setup” feature allows you to set up basic parameters in a few
simple steps.

1. Click “Quick Setup” after logging in.

15



Quick Setup General Setup

2. The following will appear.

You are not connected to the Internet

Perform iQ Setup

Connect to the Internet manually

3. Click “Perform iQ Setup” and it will start detecting your Internet service type.

Checking Internet connection

Note: Your computer or iPhone can also use iQ Setup with a Wi-Fi connection. Please
make sure you have connected to the correct Wi-Fi network. The router’s default SSID
is “Edimax”.

Choose a Network...

Edimax - 9

Dynamic IP

If your Internet connection type is dynamic IP, you will see the following:

16



WETWORKING PECPLE TODETHER

You have successfully connected to the Internet. Do you want to set up
your wireless security?

Yes (recommended)
Ask me later

No, do not ask me again

Note: For security reasons, Edimax suggests that you set up the wireless security.

If you click “Yes (recommended)”, you will be asked to enter an SSID and a password (at

least 8 digits).

Configure your wireless security settings

1.Please enter your wireless network name(SSID): Edimax (Edimax as default)

2 Please enter your security password: (more than 8 digits)

NEXT | [Back]

Note: Please remember your password or you will not be able to use the Wi-Fi
connection.

PPPOE

If your Internet connection type is PPPoE, you will see the following:

Your connection type is PPPoE.

Please enter the usemame and password provided by your Internet service provider.

Password :

Please enter the username and password provided by your ISP (usernames and passwords

are case-sensitive). Click “Next” and the following will appear:

17



Congratulations! You are connected to the Internet.

Setup wireless security (recommended)

Exit

Note: For security reasons, Edimax suggests that you set up the wireless security.

If you click “Setup wireless security (recommended)”, you will be asked to enter an SSID

and a password (at least 8 digits).

Configure your wireless security settings

1.Please enter your wireless network name(SSID): Edimax (Edimax as default)

2 Please enter your security password: (more than 8 digits)

NEXT | [ BACK

Note: Please remember your password or you will not be able to use the Wi-Fi
connection.

If your PPPOE connection is invalid, you will see the following:

Check Error!

Try it again @ Re-enter

Click “Try it again” and the wizard will try to connect to the Internet again with the current
information. Clicking “Re-enter” will take you to the previous page and let you enter the

username and password again.

If your connection type is none of the above or if the auto-detection has failed, you will see

the following page. Please select your connection type and enter the information
accordingly.

18



EDIMAX

WETWORKING FEOFLE TOORTHER

Please select and configure your Internet connect type

Dynamic IP  Select "Dynamic IP" if your Internet service provider gives you IP address automatically(e.g. cable
Internet providers)

Static IP - Select "Static IP” if your Internet senvice provider has given you a fixed IP address.

PPPoE  : Select "PPPoE" if you are using ADSL(usemame and password required).

PPTP - If your PPTP senice provider gives you dynamic IP addresses, select "Obtain an IP address
automatically”. If your IP address is fixed, input the one provided by your ISP({usemame and
password required)

L2TP . I your LZTP semice provider gives you dynamic IP addresses, select "Obtain an IP address
automatically”. If your IP address is fixed, input the one provided by your ISP{username and
password required)

@ Telstra Big - Telstra Big Pond is a Intemet sendce is provided in Australia.
Pond

2-5 Using “iQoS”
iQoS is Edimax’s answer to the need for a quick and easy way to manage internet
bandwidth. Its intuitive and friendly user interface allows you to arrange your bandwidth

priorities in a few simple steps.

1. First, click “iQoS” to access the iQoS user interface.

Quick Setup General Setup Status

2. Check the “Enable iQoS” box to enable the function.

QoS

[CIEnable ioos
’ Total Download Bandwidth : |0 kbits
Total Upload Bandwidth : |0 kbits
Current iCloS Table :

[ Apply ] [ Cancel ]




3. Enter your upload and download bandwidth values in the “Total Download
Bandwidth” and “Total Upload Bandwidth” fields.

¥ Enable i0os
Total Download Bandwidth : 1513 kbits

Total Upload Bandwidth 131 kbits

Note: Please check with your ISP for details, or conduct a speed test at a website
like www.speedtest.net.

4. The icons near the bottom show the current priority order for various application
types (from left to right). Re-arrange the priority by clicking the icons in the order
that suits your needs.

Current iQoS Table

............

..........................

..........................

Cancel

5. After you have arranged your application priorities, click the “Apply” button to
enable it. The icons will be shown in the order of your preference after the device

has restarted.

Current iQoS Table :

___________________________________

’Apply ][ Cancel ]
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CHAPTER Ill: GENERAL SETUP
You can perform advanced configuration of this broadband router in “General Setup”.

1. Click “General Setup” after logging in.

Home (Quick Setup General Setup

Systemn

2. All available setup items will appear under the “General Setup” tab.

Home (Quick Setup General Setup

System

3. Refer to the following list for further instructions:

® System (See section 3-1)
® WAN (See section 3-2)
® LAN (See section 3-3)
® \Wireless (See section 3-4)
® Advance Settings (See section 3-5)
® NAT (See section 3-6)
® Firewall (See section 3-7)
® Parental Control (See section 3-8)
3-1 System

You can set up basic system settings under “System”.

Home Quick Setup General Setup

Systemn
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You can configure your time zone, password, and remote management settings here. After
you have completed the configurations, click “Apply” to save the changes.

© Time Zone

SetTime Zone : | (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London E|
Time Server Address : 192 43 244 18

Daylight Savings : [T Enable Function January 1 To|January 1

Apply

@ Password Settings

@® Remote Management

3-1-1 Time Zone

You can configure the time zone settings here.

© Time Zone

SetTime Zone : | (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, Londaon |Z|
Time Server Address :  192.43.244 18

Daylight Savings :  [C] Enable Function January 1 To [January 1

Apply

ltem Name Description

Set Time Zone Please select the time zone of your country or region. If you
cannot find your country/region, please select another
country/region whose time zone is the same as yours.

Time Server This router supports NTP (Network Time Protocol) for
Address automatic time and date setup. Input the host name or IP
address of the NTP server here. If you do not know the host
name, please ask the network administrator or use
“pool.ntp.org”.

Daylight Saving If your country/region uses daylight saving time, please check
the “Enable Function” box, and select the start and end date.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:
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Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-1-2 Password Settings

You can change the router’s default login password (“1234”) here. It is advised to do so to
prevent others from logging in to your router without permission.

© Password Settings

Current Password
Mew Password

Confirmed Password :

Cancel ] [ Apply
[tem Name Description
Current Password Input the current password here. The default value is
“1234”.
New Password Input your new password here.
Confirm Password Input your new password again for confirmation.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.
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3-1-3 Remote Management

Setting up the “Remote Management” function allows you to manage this broadband
router from outside your local area network (from the Internet).

© Remote Management

Host address -

Port
Enabled: [
Cancel ] [ Apply
ltem Name Description
Host Address Assign an IP address with which to access this router
remotely.
Port Assign a port number with which to access this router

remotely. The default value is “8080”. You can use
any integer between 1 and 65534.

Enabled Check this box to enable the “Remote Management”
function.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-2 WAN

You can set up your Internet or WAN (Wide Area Network) connection under “WAN”.
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Quick Setup General Setup Status

Select a connection type and proceed with the setup; then click “Apply” to save the
changes. If you are not sure which connection type you should use, please contact your
Internet service provider for help.

Host Mame :
MAC address ;000000000000 [ Clone Mac address l

@ Obtain an IP address automatically

DNS address ;. _
©) Use the following IP address

DME1 address :
DMNS2 address :

TTL: @ Disable © Enable

@ Static IP

@® PPPoE

@® PPTP

® L2T1P

® wisp
3-2-1 Dynamic IP

If your Internet service provider assigns IP addresses to you automatically through DHCP
(Dynamic Host Configuration Protocol), select “Dynamic IP”.
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© DynamicIP

DMS address :

Host Mame :

MAC address ;000000000000 [ Clone Mac address I

@ Obtain an IP address automatically
@ Use the following IP address

DMS1 address -

DMS2 address :

TTL: @ Disable © Enable

[tem Name Description

Host Name Input the host name of your computer here. This is optional
and only required if your ISP asks you to do so.

MAC Address If your ISP only permits computers with certain MAC
addresses to access the Internet, input your computer’s MAC
address here. Press “Clone Mac address” to fill the MAC
address field with your computer’s MAC address
automatically.

DNS Address Select “Use the following IP address” if your ISP requires that
you do so.

DNS Address 1 Enter the primary and secondary DNS addresses assigned by

and 2 your ISP here.

TTL Enable the “TTL” function if your ISP requires you to do so.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following

message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-2-2 Static IP

If your ISP is providing you Internet access via a fixed IP address, select “Static IP”. Generally,

your ISP will provide you with such information as IP address, subnet mask, gateway
address, and DNS address.

26




© staticIP

Fixed IP Address . 172.1.1.1
SubnetMask: 266 266.0.0
DNS1 address : 0.0.0.0
DMS2 address - 0.0.0.0
Default Gateway :  172.1.1.254

TTL: @ Disable © Enable

[tem Name Description
Fixed IP Address | Input the IP address assigned by your ISP here.
Subnet Mask Input the subnet mask assigned by your ISP here.

DNS Address 1 Enter the primary and secondary DNS addresses assigned by
and 2 your ISP here.

Default Gateway | Input the default gateway assigned by your ISP here. Some
ISPs may call this “Default Route”.

TTL Enable the “TTL” function if your ISP requires you to do so.

NOTE: You must use the addresses provided by your ISP. Inputting incorrect values
will cause malfunction.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-2-3 PPPoE

If your ISP is providing you Internet access via PPPoE (Point-to-Point Protocol over Ethernet),
select “PPPoE”.
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© PPPoE

User Mame :

Password

MAC address @ 000000000000 Clone Mac address

@ Obtain an IP address automatically

DMS address .
) Use the following IP address

DM3S1 address :
DME2 address -
TTL: @ Disable © Enable

Senvice Mame :

MTU: 1392 (512<=MTU Value<=1492)
Connection Type . | Continuous |E|
Idle Time Qut : (1-1000 minutes)

[C] Enable Dual Wan Access :

[tem Name Description

User Name Input the user name assigned by your ISP here.

Password Input the password assigned by your ISP here.

MAC Address If your ISP only permits computers with certain MAC
addresses to access the Internet, input your computer’s MAC
address here. Press “Clone Mac address” to fill the MAC
address field with your computer’s MAC address
automatically.

DNS Address Select “Use the following IP address” if your ISP requires that

you do so.

DNS Address 1
and 2

Enter the primary and secondary DNS addresses assigned by
your ISP here.

TTL

Enable the “TTL” function if your ISP requires you to do so.

Service Name

Give this Internet service a name (optional).

MTU

Input the MTU value of your network connection here. If you
do not know, use the default value.

Connection Type

Please specify a connection type here. There are 3 options:

1. “Continuous” keeps the Internet connection alive all the
time.

2. “Connect on Demand” only connects to the Internet when
you initiate Internet connection.

3. “Manual” connects to the Internet only when the
“Connect” button on this page is clicked, and disconnects
when the “Disconnect” button is clicked.
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Idle Time Out Specify the amount of time the router waits before shutting
down an idle connection. This option is only available when
“Connect on Demand” is selected.

Enable Dual-WAN | Check the “Enable Dual-WAN Access” box if your ISP requires
Access you to do so.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-2-4 PPTP

Select “PPTP” if your ISP is providing you Internet access via PPTP (Point-to-Point Tunneling
Protocol).

If your ISP is providing you dynamic IP addresses, select “Obtain an IP address
automatically”. If your ISP is providing you a static IP address, select “Use the following IP
address”.

© PPTP

@ Obtain an IP address automatically :

HostMame :

MAC address . 000000000000 Clone Mac address

@ Usethe following IP address :
IP address :

Subnet Mask :

Default Gateway .

MAC address :

@ Obtain an IP address automatically

DMS address .
1) Use the following IP address

DMS1 address

DMS2 address :

[Tl Enable Dual Wan Access
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Item Name

Description

Host Name

Input the host name of your computer here. This is optional
and only required if your ISP asks you to do so.

MAC Address

If your ISP only permits computers with certain MAC
addresses to access the Internet, input your computer’s MAC
address here. Press “Clone Mac address” to fill the MAC
address field with your computer’s MAC address
automatically.

IP Address

Input the IP address assigned by your ISP here.

Subnet Mask

Input the subnet mask assigned by your ISP here.

Default Gateway

Input the default gateway assigned by your ISP here. Some
ISPs may call this “Default Route”.

MAC Address

If your ISP only permits computers with certain MAC
addresses to access the Internet, input your computer’s MAC
address here. Press “Clone Mac address” to fill the MAC
address field with your computer’s MAC address
automatically.

DNS Address

Select “Use the following IP address” if your ISP requires that
you do so.

DNS Address 1
and 2

Enter the primary and secondary DNS addresses assigned by
your ISP here.

Enable Dual-WAN
Access

Check the “Enable Dual-WAN Access” box if your ISP requires
you to do so.

NOTE: These settings must be configured according to your Internet service. Please

contact your Internet service provider if you are not sure what to select.

Configure the “PPTP Settings” section.

PPTP Settings :

UserlD :

Password :

PPTP Gateway
Connection 1D :
MTU
BEZEQ-ISRAEL :
Connection Type :

Idle Time Out :

0.0.0.0

[Optional)
13592 (512==MTU Value==1492)
Enable (for BEZEQ network in ISRAEL use only)

Continuous |E|

(1-1000 minutes)
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[tem Name Description
User ID Input the user name assigned by your ISP here.
Password Input the password assigned by your ISP here.

PPTP Gateway

Input the PPTP gateway assigned by your ISP here.

Connection ID

Give this connection a name (optional).

MTU

Input the MTU value of your network connection here. If you
do not know, use the default value.

BEZEQ-ISRAEL

Check the “Enable” box if you are in Israel and using BEZEQ
network services.

Connection Type

Please specify a connection type here. There are 3 options:

1. “Continuous” keeps the Internet connection alive all the
time.

2. “Connect on Demand” only connects to the Internet when
you initiate Internet connection.

3. “Manual” connects to the Internet only when the
“Connect” button on this page is clicked, and disconnects
when the “Disconnect” button is clicked.

Idle Time Out

Specify the amount of time the router waits before shutting
down an idle connection. This option is only available when
“Connect on Demand” is selected.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following

message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-2-5 L2TP

Select “L2TP” if your ISP is providing you Internet access via L2TP (Layer-2 Tunneling

Protocol).

If your ISP is providing you dynamic IP addresses, select “Obtain an IP address
automatically”. If your ISP is providing you a static IP address, select “Use the following IP

address”.
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© LzTP

@ Obtain an IP address automatically :

Host Name :

MAC address 000000000000 Clone Mac address

@) Usethe following IP address :
IF address :

Subnet Mask:

Default Gateway :

@ Obtain an IP address automatically

DNS address :
) Use the following IP address

DMS1 address :

DMS2 address :

I:l Enable Dual Wan Access :

Item Name
Host Name

Description

Input the host name of your computer here. This is optional
and only required if your ISP asks you to do so.

If your ISP only permits computers with certain MAC
addresses to access the Internet, input your computer’s MAC
address here. Press “Clone Mac address” to fill the MAC
address field with your computer’s MAC address
automatically.

Input the IP address assigned by your ISP here.

MAC Address

IP Address

Subnet Mask

Input the subnet mask assigned by your ISP here.

Default Gateway

Input the default gateway assigned by your ISP here. Some
ISPs may call this “Default Route”.

DNS Address

Select “Use the following IP address” if your ISP requires that
you do so.

DNS Address 1
and 2

Enter the primary and secondary DNS addresses assigned by
your ISP here.

Enable Dual-WAN
Access

Check the “Enable Dual-WAN Access” box if your ISP requires
you to do so.

NOTE: These settings must be configured according to your Internet service. Please

contact your Internet service provider if you are not sure what to select.

Configure the “L2TP Settings” section.
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LZTP Settings
UserlD:
Passwaord :

L2TP Gateway :

MTU: 1392 (512<=MTU Value<=1492)
Connection Type | Continuous |Z|
Idle Time Out : (1-1000 minutes)
[tem Name Description
User ID Input the user name assigned by your ISP here.
Password Input the password assigned by your ISP here.
L2TP Gateway Input the L2TP gateway assigned by your ISP here.
MTU Input the MTU value of your network connection here. If you

do not know, use the default value.
Connection Type | Please specify a connection type here. There are 3 options:

1. “Continuous” keeps the Internet connection alive all the
time.

2. “Connect on Demand” only connects to the Internet when
you initiate Internet connection.

3. “Manual” connects to the Internet only when the
“Connect” button on this page is clicked, and disconnects
when the “Disconnect” button is clicked.

Idle Time Out Specify the amount of time the router waits before shutting

down an idle connection. This option is only available when

“Connect on Demand” is selected.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the
changes take effect.

COMNTINUE APPLY .

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

33



3-2-6 WISP

If your Internet service provider is providing you Internet service wirelessly, select “WISP”.

© wisp

Basic Settings :
WISP: @ Disable © Enable
ESSID :
Wireless Band: @ 2.4G © 5G

Channel Mumber: |1

Site Sunvey :
Security Settings :
Encryption: |Disable
ltem Name Description
WISP Enable or disable the WISP function.
ESSID Input the name of your Internet service provider’s
wireless access point here.
Wireless Band Set the wireless frequency range in accordance with
your Internet service provider’s requirements.
Channel Number Select the channel number that corresponds to that of
your Internet service provider’s wireless access point.
Site Survey Click “Select Site Survey” and a pop-up window will
appear. All reachable wireless access points will be
shown in the window. Select a wireless access point
from the list, and click “Done” to establish a
connection. Clicking “Refresh” will renew the list.
Security Settings Configure the security settings in accordance to your
Internet service provider’s requirements.

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _
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Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-3 LAN

You can configure your local area network under “LAN”.

Cluick Setup General Setup Status

Refer to the following list for further instructions:

® LANIP (See section 3-3-1)
® DHCP Server (See section 3-3-2)
® Static DHCP Leases (See section 3-3-3)

3-3-1 LAN IP

You can assign the LAN interface’s IP address under “LAN IP”.

LAN IP

IP address : 192.168.2.1

Subnet Mask: 255 265 265 (
802.1d Spanning Tree : | Disabled [~ |
DHCP Server: | Enabled ||

Lease Time : |Forever E|

[tem Name Description

IP Address Assign the LAN interface’s IP address here.

Subnet Mask Please input a subnet mask value for this network.

802.1d Spanning Tree If you wish to activate the 802.1d spanning tree
function, select “Enabled”.

DHCP Server If you wish to activate the DHCP server function,
select “Enabled”.

Lease Time Select a lease time for the DHCP leases here. The
DHCP client will be forced to obtain a new IP address
after the period expires.

You can select “Forever” if you are using this
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broadband router with less than 30 computers.

If you are not sure what to fill, here are some recommended values:

IP Address: “192.168.1.254”

Subnet Mask: “255.255.255.0”

802.1d Spanning Tree: “Disabled”
DHCP Server: “Enabled”

Lease Time: “Two Weeks” or “Forever”

3-3-2 DHCP Server

You can set the range of IP address leases under “DHCP Server”.

DHCP Server

StartIP: 192.168.2.100
EndIF: 192.168.2.200
Domain Name

Default Gateway Address :

[tem Name Description

Start IP Enter the start IP address for the DHCP server’s IP
assignment.

End IP Enter the end IP address for the DHCP server’s IP
assignment.

Domain Name You can input a domain name for your network
(optional).

Default Gateway Address | You can assign a default gateway here (optional).

If you are not sure what to fill, here are some recommended values:

Start IP: “192.168.1.1"

End IP: “192.168.1.200”

Domain Name: (blank)

Default Gateway Address: (blank)

3-3-3 Static DHCP Leases

You can set the router to assign a static IP address to specified computers/devices under
“Static DHCP Leases”.
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Static DHCP Leases Table

This allows only 16 sets of addresses.

MAC address IP address

Delete Selected Delete All Reset

[C Enable Static DHCP Leases

UGV MAC address : IP address :

[ Apply ][ Cancel ]

Iltem Name Description

Enable Static DHCP Check this box to enable the function.

Leases

MAC Address Input the specified computer’s MAC address here.

IP Address Assign a fixed IP address for the specified computer
here.

Add After you have entered the MAC address and the IP
address, click “Add” to add the information to the
“Static DHCP Leases Table”.

Clear Click “Clear” to clear the MAC address and IP
address fields.

All the assigned entries will be listed as follows:

Static DHCP Leases Table

This allows only 16 sets of addresses.

1122 33:44:55:66 1921682200
2 aabbccodd eeff 192 168.2.100 |:|

[ Delete Selected ][ Delete All ” Reset ]

] Enable Static DHCP Leases

MAC address:| | IP address:| | [ Add ][ Clear ]

Click “Apply” to save the changes. After you have clicked “Apply”, you will see the following
message:
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Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4 Wireless

You can set up the 2.4GHz wireless LAN connection under “Wireless”.

Quick Setup General Setup Status

Wireless

7

3-4-1 Wireless Settings

Basic 2.4GHz wireless settings can be configured here.

© Wireless Settings

Mode: |AP |E| [ Advanced Settings ]
Band: 24 GHz (B+G+N)|~|

ESSID . Edimax

Channel Mumber: |11 E

Associated Clients [ Show Active Clients ]

Wireless Module : @ Epnable ©) Disable

[ Apply ][ Cancel

This router can operate in 6 different modes:

AP: Wireless access point

Station-Infrastructure: Acts as both wireless communication client and server
AP Bridge—Point to Point: Connects this router with another broadband router
AP Bridge—Point to Multi-Point: Connects this router with up to 4 other
broadband routers
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® AP Bridge—WDS: Connects this router with up to 4 WDS-capable broadband
routers

® Universal Repeater: Repeats another wireless access point’s signal to extend its
wireless signal coverage

3-4-1-1 AP Mode
The following settings will appear in “AP” mode:

© Wireless Settings

Mode: |AP |E| [ Advanced Settings ]
Band: 24 GHz (B+G+N)|~|

ESSID . Edimax

Channel Mumber: |11 E

Associated Clients [ Show Active Clients ]

Wireless Module : @ Epnable ©) Disable

[ Apply ][ Cancel

[tem Name Description
Band Select from one of the following options:

2.4GHz (B): Allows 802.11b wireless network clients
to connect to this router.

2.4GHz (N): Allows 802.11n wireless network clients
to connect to this router.

2.4GHz (B+G): Allows 802.11b and 802.11g wireless
network clients to connect to this router.

2.4GHz (G): Allows 802.11g wireless network clients
to connect to this router.

2.4GHz (B+G+N): Allows 802.11b, 802.11g, and
802.11n wireless clients to connect to this router

(recommended).

ESSID This is the name of your router. You can type any
alphanumerical character here (maximum 32
characters).

Channel Number Select a channel from the dropdown menu. You can
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select the channel of your preference (1 to 13).
Associated Clients Click “Show Active Clients” for the list of all
connected wireless clients. Click “Refresh” in the
new window to renew the list, and click “Close” to
close the window.

Note: If you have a pop-up blocker installed, you
may have to disable it, or set it to allow the pop-up
window to show up.

Wireless Module Select “Enable” to turn on the 2.4GHz wireless
signal and select “Disable” to turn it off.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configunng other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-1-2 Station-Infrastructure
In “Station-Infrastructure” mode, the router acts as both a wireless communication client

and a wireless communication server. The following settings will appear in
“Station-Infrastructure” mode:

© Wireless Settings

Mode : | Station-Infrastructure |Z| [ Advanced Settings ]

Band: |24 GHz (B+G+N)[~]

ESSID: Edimax

Site Survey: | Select Site Suvey |

Wireless Module @ Epable ©) Disable

Apply ][ Cancel
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[tem Name Description
Band Select from one of the following options:

2.4GHz (B): Allows 802.11b wireless network clients
to connect to this router.

2.4GHz (N): Allows 802.11n wireless network clients
to connect to this router.

2.4GHz (B+G): Allows 802.11b and 802.11g wireless
network clients to connect to this router.

2.4GHz (G): Allows 802.11g wireless network clients
to connect to this router.

2.4GHz (B+G+N): Allows 802.11b, 802.11g, and
802.11n wireless clients to connect to this router

(recommended).

ESSID This is the name of your router. You can type any
alphanumerical character here (maximum 32
characters).

Site Survey Click “Select Site Survey” and a pop-up window will

appear. All reachable wireless access points will be
shown in the window. Select a wireless access point
from the list, and click “Done” to establish a
connection. Clicking “Refresh” will renew the list.
Wireless Module Select “Enable” to turn on the 2.4GHz wireless
signal and select “Disable” to turn it off.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.
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3-4-1-3 AP Bridge—Point to Point

“AP Bridge—Point to Point” mode connects this router to another router and allows all the
computers connected to the LAN ports of both routers to communicate with each other.

Please note that when you select this mode, this broadband router will act as a wireless
bridge only. It will not accept other wireless clients. If you wish to use this function with a
wireless access point that supports WDS, please select “AP Bridge—WDS” mode.

© Wireless Settings

Mode: AP Bridge-Point to Point E| [ Advanced Settings ]
Band: 2.4 GHz (B+G+N)[~]
Channel Number: |11 |z|

MAC address 1: 000000000000

Wireless Module : @ Enable ©) Disable

Apply ][ Cancel

[tem Name Description
Band Select from one of the following options:

2.4GHz (B): Allows 802.11b wireless network clients
to connect to this router.

2.4GHz (N): Allows 802.11n wireless network clients
to connect to this router.

2.4GHz (B+G): Allows 802.11b and 802.11g wireless
network clients to connect to this router.

2.4GHz (G): Allows 802.11g wireless network clients
to connect to this router.

2.4GHz (B+G+N): Allows 802.11b, 802.11g, and
802.11n wireless clients to connect to this router

(recommended).

Channel Number Select a channel from the dropdown menu. Both
access points must use the same channel (1 to 13).

MAC Address 1 Input the MAC address of the wireless access point
with which you wish to connect.

Wireless Module Select “Enable” to turn on the 2.4GHz wireless
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signal and select “Disable” to turn it off.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-1-4 AP Bridge—Point to Multi-Point

“AP Bridge—Point to Multi-Point” mode connects this router to up to 4 other routers and
allows the computers connected to the LAN ports of every router to communicate with

each other.

Please note that when you select this mode, this broadband router will act as a wireless
bridge only. It will not accept other wireless clients. If you wish to use this function with a
wireless access point that supports WDS, please select “AP Bridge—WDS” mode.

© Wireless Settings

Mode :

Band:

Channel Mumber :

MAC address 1:

MALC address 2 :

MAC address 3 :

MAC address 4 -

Wireless Module :

AP Bridge-Point to Multi-Point[+]| | Advanced Settings |
2.4 GHz (B+G+N)[ =]

11|+

000000000000

000000000000
000000000000
000000000000

@ Enable © Disable

Apply ][ Cancel

Item Name

Description

Band

Select from one of the following options:

2.4GHz (B): Allows 802.11b wireless network clients
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to connect to this router.

2.4GHz (N): Allows 802.11n wireless network clients
to connect to this router.

2.4GHz (B+G): Allows 802.11b and 802.11g wireless
network clients to connect to this router.

2.4GHz (G): Allows 802.11g wireless network clients
to connect to this router.

2.4GHz (B+G+N): Allows 802.11b, 802.11g, and
802.11n wireless clients to connect to this router

(recommended).

Channel Number Select a channel from the dropdown menu. All access
points must use the same channel (1 to 13).

MAC Address 1 to 4 Input the MAC addresses of the wireless access points
with which you wish to connect.

Wireless Module Select “Enable” to turn on the 2.4GHz wireless

signal and select “Disable” to turn it off.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-1-5 AP Bridge—WDS
In “AP Bridge—WDS” mode, this broadband router acts as both a wireless communication
bridge and a wireless access point. This router can connect to up to 4 WDS-compatible

wireless access points and allows the computers connected every AP to communicate with
each other.
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© Wireless Settings

Mode -

Band :

ESSID:

Channel Number :

Associated Clients :

MAC address 1:

MAC address 2 :

MAC address 3 :

MAC address 4 :

Wireless Module :

AP Bridge-WDS [+] | Advanced Settings |
2.4 GHz (B+G+N)|[+|

Edimax

11[~]

[ Show Active Clients

000000000000
000000000000
000000000000
000000000000

@ Enable © Disable

Apply ][ Cancel

[tem Name Description

Band Select from one of the following options:
2.4GHz (B): Allows 802.11b wireless network clients
to connect to this router.
2.4GHz (N): Allows 802.11n wireless network clients
to connect to this router.
2.4GHz (B+G): Allows 802.11b and 802.11g wireless
network clients to connect to this router.
2.4GHz (G): Allows 802.11g wireless network clients
to connect to this router.
2.4GHz (B+G+N): Allows 802.11b, 802.11g, and
802.11n wireless clients to connect to this router
(recommended).

ESSID This is the name of your router. You can type any

alphanumerical character here (maximum 32
characters).

Channel Number

Select a channel from the dropdown menu. All access
points must use the same channel (1 to 13).

Associated Clients

Click “Show Active Clients” for the list of all
connected wireless clients. Click “Refresh” in the
new window to renew the list, and click “Close” to
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close the window.

Note: If you have a pop-up blocker installed, you
may have to disable it, or set it to allow the pop-up
window to show up.

MAC address 1 to 4 Input the MAC addresses of the wireless access points
with which you wish to connect.
Wireless Module Select “Enable” to turn on the 2.4GHz wireless

signal and select “Disable” to turn it off.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings snccessfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-1-6 Universal Repeater

In “Universal Repeater” mode, this broadband router acts as a wireless signal repeater to
extend the wireless coverage of the specified wireless access point.

© Wireless Settings

Mode: | Universal Repeater |Z| [ Advanced Settings ]

Band: |24 GHz (B+G+N)[+]
ESSID: Edimax

Channel Mumber: |11 |E|

Associated Clients [ Show Active Clients ]

Root AP 551D :

Site Survey: | Select Site Sumvey |

Wireless Module : @) Enaple © Disable

Apply ][ Cancel
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Item Name

Description

Band

Select from one of the following options:

2.4GHz (B): Allows 802.11b wireless network clients
to connect to this router.

2.4GHz (N): Allows 802.11n wireless network clients
to connect to this router.

2.4GHz (B+G): Allows 802.11b and 802.11g wireless
network clients to connect to this router.

2.4GHz (G): Allows 802.11g wireless network clients
to connect to this router.

2.4GHz (B+G+N): Allows 802.11b, 802.11g, and
802.11n wireless clients to connect to this router
(recommended).

ESSID

This is the name of your router. You can type any
alphanumerical character here (maximum 32
characters).

Channel Number

Select a channel from the dropdown menu. All access
points must use the same channel (1 to 13).

Associated Clients

Click “Show Active Clients” for the list of all
connected wireless clients. Click “Refresh” in the
new window to renew the list, and click “Close” to
close the window.

Note: If you have a pop-up blocker installed, you
may have to disable it, or set it to allow the pop-up
window to show up.

Root AP SSID Input the SSID of the wireless access point with
which you wish to connect.
Site Survey Click “Select Site Survey” and a pop-up window will

appear. All reachable wireless access points will be
shown in the window. Select a wireless access point
from the list, and click “Done” to establish a
connection. Clicking “Refresh” will renew the list.

Wireless Module

Select “Enable” to turn on the 2.4GHz wireless
signal and select “Disable” to turn it off.
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Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-2 Security Settings
Advanced security settings are available in certain modes to enhance connection security.

© security Settings

Encryption : |Disahle V|

] Enable 202 1x Authentication

[ Apply ” Cancel

3-4-2-1 Disabled
Connection encryption is disabled under this mode (not recommended).
3-4-2-2 WEP

Selecting “WEP” enables WEP (Wired Equivalent Privacy) encryption.

© Security Settings

WEP v |

Key Length : [Bd-bit

Key Format: |Hex (10 characters) V|

Encryption :

BT s s |

Encryption Key :

] Enable 802 1x Authentication

[ Apply ” Cancel
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[tem Name Description

Key Length Two types of key lengths are available: 64-bit and
128-bit.
Key Format Two types of key formats are available: ASCIl and Hex.

The number of characters your encryption key can
use will be shown here.

Encryption Key Input an encryption key here. In “ASCII” mode, you
can use any alphanumerical character (0-9, a-z, and
A-Z). In “Hex” mode, you can use 0-9, a-f, and A-F.
Enable 802.1x Check this box to enable the 802.1x authentication
Authentication function. You need a RADIUS server to perform 802.1x
authentication.

RADIUS Server IP address | Input the RADIUS server’s IP address here.

RADIUS Server Port Input the RADIUS server port here. Generally, it is
“1812”.

RADIUS Server Password | Input the password of the RADIUS server here.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-2-3 WPA Pre-Shared Key
WPA (Wi-Fi Protected Access) is a safer encryption mode than WEP (recommended).

© security Settings

WPA pre-shared key V|

Encryption

WPA Unicast Cipher Suite :  ® wramkipy O wraziaes) O WPA? Mixed

Fre-shared Key Format : |Passphrase V|

Pre-shared Key : | |

[ Apply ] [ Cancel
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[tem Name Description

WPA Unicast Cipher Suite | Please select a WPA cipher suite supported by your
wireless client. Available options are “WPA (TKIP)”,
“WPA2 (AES)”, and “WPA2 Mixed”.

Pre-Shared Key Format Select a pre-shared key format here. “Passphrase”
allows you to use 8 or more alphanumerical
characters (up to 63). “Hex” allows you to use up to
64 characters within the ranges of 0-9, a-f, and A-F.
Pre-shared Key Input the WPA key here.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-2-4 WPA RADIUS

If you have a RADIUS server on your local network, you can authenticate wireless clients via
the RADIUS server’s user database.

Q Security Settings

WPA RADIUS v |

Encryption :

WPA Unicast Cipher Suite - & wramKIP) O wrazaEs) O WPA2 Mixed

RADIUS Server IP address - | |

RADIUS Server Port:  |1512

RADIUS Server Password : | |

[ Apply l [ Cancel

[tem Name Description
WPA Unicast Cipher Suite | Please select a WPA cipher suite supported by your
wireless client. Available options are “WPA (TKIP)”,
“WPA2 (AES)”, and “WPA2 Mixed”.
RADIUS Server IP address | Input the RADIUS server’s IP address here.
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RADIUS Server Port Input the RADIUS server port here. Generally, it is
“1812".
RADIUS Server Password | Input the password of the RADIUS server here.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-3 MAC Address Filtering

This function will help you prevent unauthorized users from connecting to your wireless
router. Only those wireless devices whose MAC address matches the ones you have
assigned here can gain access to your wireless router. Up to 20 MAC addresses can be
assigned.

To enable MAC address filtering, check the “Enable Wireless Access Control” box.

© MAC Address Filtering

It allows to entry 20 sets address only.

I:‘ Enable Wireless Access Control

m MAC address : Cnmment| | ’ Add ][ Clear I

[ Apply l [ Cancel l
[tem Name Description
MAC Address Input the MAC address you wish to add here.
Comment You can input up to 16 alphanumerical characters
describing the MAC address here (optional).
Add Click “Add” to add the MAC address and associated
comment to the MAC address list.
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Clear

Click “Clear” to remove everything in the MAC
address and comment fields.

All MAC address entries will be listed in the following table:

To delete one or more entries, please check the box of the corresponding entry (under
“Select”), and click “Delete Selected”. If you wish to delete all the entries, click “Delete All”.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have

11:22:33:44.55:66 John's Computer
aahhb.coddeeff Mary's Computer |:|

[ Delete Selected H Delete All l

clicked “Apply”, you will see the following message:

Save settings snccessfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60

seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-4-4 WPS (Wi-Fi Protected Setup) Settings

WPS (Wi-Fi Protected Setup) is a convenient way to establish a secure connection between

this broadband router and WPS-compatible wireless clients.
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© \WPS({Wi-Fi Protected Setup) Settings

Enable WPS
Wi-Fi Protected Setup Information :
WPS Status::  Configured
Self PFinCode:: 74074136
S5ID:  Edimax
Authentication Mode ©  WEF
Fassphrase Key :
Device Configure

Config Mode |Registrar |

Configure via Fush Button : Start PBEC

Configure via Client FinCode -
[tem Name Description
Enable WPS Check this box to enable the WPS function.
WPS Status The status of the WPS configuration is displayed here.
Self PIN Code This router’s WPS PIN code is displayed here.
SSID This router’s SSID is displayed here.
Authentication Mode This router’s wireless security authentication mode is
displayed here.
Passphrase Key The WPA passphrase key is displayed as asterisk here.
Config Mode Select this router’s WPS configuration role here.

Registrar: This broadband router will act as the WPS
registrar and wait for the wireless client’s WPS
configuration request.

Enrollee: This broadband router will act as the WPS
enrollee and send WPS configuration requests to
other WPS registrars.

Configure via Push-Button | Click “Start PBC” to start push-button WPS
configuration. You can also use the “WPS/Reset”
button located at the back of this router.

Configure via Client PIN Input the WPS-enabled wireless client’s PIN code and
Code click “Start PIN” to establish a WPS connection.

3-5 Advanced Settings

You can configure such advanced networking functions like QoS, DDNS, port forwarding,
and DMZ under “Advanced Settings”.
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@® Qos

DynamicDNS: O Enabled ® Disabled

Provider :

Domain Name : | |

Account/ E-Mail | |

Passwoard / Key | |

l Apply ]I Cancel l

@ Port Forwarding

® DMZ(Demilitarized Zone)

3-5-1 QoS

Quality of Service (QoS) is a means for computers on the network to share Internet
bandwidth with guaranteed bandwidth quality for each device. Without QoS, all devices on
the network will compete for Internet bandwidth, so applications that require higher
bandwidth (like video streaming and network telephone) will suffer from network latency

issues.

Q' Qos

] Enable Qos

Total Download Bandwidth: [0 [kops
Total Upload Bandwidth: [0 |kbps

Current QoS Table :

Rule Name Upload Bandwidth Download Bandwidth

Delete Selectec Delete A Move Up Maove Down

’_ Apply ][ Cancel ]

QoS Rules Table :

Rule Mame : | |

Bandwidth : |ann|nad V|| |ths|guarantee Vl

Local IF Address

Local Port Range -

Remote IP Address :

Remote Port Range .

|
|
|
|
Traffic Type

Frotocol CP v
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Item Name

Description

Enable QoS Check this box to enable the QoS function.
Total Download You can set a limit to the total download bandwidth
Bandwidth here. To disable download bandwidth limitation, input

“0” here.

Total Upload Bandwidth

You can set a limit to the total upload bandwidth here.
To disable upload bandwidth limitation, input “0”
here.

Rule Name Input a name for this QoS rule for identification
purposes.
Bandwidth Set the speed limitation for this QoS rule here:

Bandwidth : | Download Kbps | guarantee

1 2 3

1. Select the direction of data transfer for this rule

2. Input the maximum data rate for this QoS rule

3. Define the data rate value as “Guarantee”
(guaranteed bandwidth) or “Max” (maximum
bandwidth allowed)

Local IP Address

Set the IP address range that will be affected by this
QoS rule. If only one IP address is involved, input the
IP address in the left field only.

Local Port Range

Set the port range that will activate this QoS rule. If
only one port is involved, input a single number here
(1 to 65535). If multiple ports are involved, input the
starting and ending port numbers in x-y format (e.g.
10-20).

Remote IP Address

Set the remote IP address range that will be affected
by this QoS rule. If only one remote IP address is
involved, input the IP address in the left field only.

Remote Port Range

Set the remote port range that will activate this QoS
rule. If only one remote port is involved, input a single
number here (1 to 65535). If multiple remote ports are
involved, input the starting and ending port numbers
in x-y format (e.g. 10-20).

Traffic Type

If you are creating a QoS rule for a specific type of
traffic, you can define it here. You do not need to fill in
any port range information (above) for this type of
QoS rule.
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Protocol Define the protocol type here (TCP or UDP).

Add Click the “add” button to add new QoS rules to the
table.

Reset Click “Reset” to erase all the values you have just
entered.

Edit Select a rule in the QoS table and click “Edit” to modify

the contents of a specific rule. Only one rule can be
edited at a time.

Delete Selected

Select the rule(s) you want to delete and click “Delete
Selected” to perform the task.

Delete All Click “Delete All” to delete all the rules listed in the
QoS table.

Move Up The “Move Up” button moves a selected rule up in the
list, giving it a higher priority.

Move Down The “Move Down” button moves a selected rule down

in the list, giving it a lower priority.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-5-2 DDNS

DDNS (Dynamic DNS) is an IP-to-hostname mapping service for users who do not have a
static (fixed) IP address and need to provide services to other users over the Internet.

This router supports the following DDNS service providers:

DHS (http://www.dhs.org)

Dyn (http://dyn.com)

ODS (http://ods.org)

TZO (http://www.tzo.com)

GnuDIP (http://gnudip2.sourceforge.net)

DyNS (http://www.dyns.cx)
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® ZoneEdit (http://www.zoneedit.com)
® DHIS (http://www.dhis.org)
® CyberGate (http://cybergate.planex.co.jp/ddns)

Please go to one of the DDNS service provider’s website and get a DDNS account. After that,
you can configure the DDNS settings here:

© DDNS

Dynamic DNS: @ Enabled O Disabled
Provider: |DynDNS  +
Domain Mame :
Account/ E-Mail ©

Password | Key

Apply H Cancel

[tem Name Description

Dynamic DNS Enables or disables the DDNS function.

Provider Select your DDNS service provider here.

Domain Name Input the domain name you have obtained from the
DDNS service provider.

Account/Email Input your DDNS account or email of registration.

Password/Key Input DDNS service password.

The following are the settings for a DHIS DDNS account:

Dynamic DNS: (& Enabled O Disabled
Provider: |DHIS hd
HostiD: |0
ISAddr: [0.0.0.0

Authentication Type . |password %

HostPass :
Iltem Name Description
HostID Input the HostID provided by DHIS here.
ISAddr Input the ISAddr provided by DHIS here.
Authentication Type Select the authentication type from the dropdown
menu (password or QRC).
HostPass Input the HostPass provided by DHIS here.
(This field appears only when the authentication type
is “Password”).
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AuthP/AuthQ

Input the AuthP/AuthQ provided by DHIS here.

(This field appears only when the authentication type
is “QRC”).

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-5-3 Port Forwarding

The port forwarding function allows you to redirect the ports of an Internet IP address to
corresponding ports of an IP address in the local network. The port number(s) of the

Internet IP address and the local IP address must be identical. If not, please use the virtual

server function.

© Port Forwarding

[¥ Enable Fort Forwarding

| | ’ < H --------- Select---m- Vl |Elnth Vl | H | |
[tem Name Description
Enable Port Forwarding Check this box to enable the port forwarding function.
Private IP Input the IP address of the computer in the local

network that provides the Internet service.

Computer Name

Computer names found in the local network are listed
here. You can select a computer name and click the

<<” button to add the selected computer’s IP
address to the “Private IP” field.

Type Select the connection type (TCP or UDP) here. If you
are not sure, please select “Both”.
Port Range Input the starting port number in the left field and the
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ending port number in the right field. If only one port
number is to be redirected, fill that port number in
the left field.

Comment You can add an optional note in the “Comment” field.
Up to 16 alphanumerical characters are supported.
Add Click “Add” to add the settings to the port forwarding
table.

Reset Click “Reset” to clear all the settings.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-5-4 DMz

Adding a device with a private IP address to the DMZ (demilitarized zone) will map the
device’s private IP to an Internet IP, so users will be able to access that device over the
Internet.

© DMZ({Demilitarized Zone)

Enable DMZ

Pubic IP address Cllent PC IP address
@D}'namicIP | |

O static P ()l et vl
Iltem Name Description
Enable DMZ Check this box to enable the DMZ function.
Public IP Address If you select “Dynamic IP”, you need to designate a

connection session from the dropdown menu. If you
select “Static IP”, please input the Internet IP address
to which you want to map the private IP address.
Client PC IP Address Please input the private IP address of the device in the
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local network here.

Computer Name

Computer names found in the local network are listed
here. You can select a computer name and click the
“<<” button to add the selected computer’s private IP
address to the “Client PC IP Address” field.

Add

Click “Add” to add the settings to the DMZ table.

Reset

Click “Reset” to clear the settings.

NOTE: Each public IP address can be mapped to one client PC IP address only.

All DMZ entries are displayed in “Current DMZ Table”:

Current DMZ Tahle

1 O

OFFLIME

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have

182.168.98.205

l Delete Selected ” Delete All ” Reset ]

clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60

seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-6 NAT

This broadband router supports four types of NAT functions. See the following for

instructions.

3-6-1 Virtual Server

This function allows you to redirect a port of an Internet IP address to a specified port of a

private IP address, so you can set up an Internet service on the computer in the local
network without exposing it to the Internet directly.
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© Virtual Server

O Enable Virtual Server

| | (<)l—Sekc— | || [pohe | ] | |

Current Virtual Server Table:

Private IP Private Port Public Port

Apply ] [ Cancel ]
[tem Name Description
Enable Virtual Server Check this box to enable the virtual server function.
Private IP Please input the private IP address of the device in the
local network here.
Computer Name Computer names found in the local network are listed

here. You can select a computer name and click the
“<<” button to add the selected computer’s private IP
address to the “Private IP” field.

Private Port Input the port number of the private IP address here.

Type Select the connection type (TCP or UDP) here. If you
are not sure, please select “Both”.

Public Port Input the port number of the Internet IP address here.

Comment You can add an optional note in the “Comment” field.
Up to 16 alphanumerical characters are supported.

Add Click “Add” to add the settings to the virtual server
table.

Reset Click “Reset” to clear all the settings.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.
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3-6-2 Special Applications

Some applications require multiple simultaneous connections, which cannot be set up with
simple NAT rules. You can configure the “Special Applications” feature for such
applications.

© Sspecial applications

Enable Special Applications

0000 | [o)l—Select— ] | || | |

|Select Game V| ’ Add ]
Current Trigger-Port Tahle

o] e | paores | 1 | orratoom

[_Apoty J[ cancel |
[tem Name Description
Enable Special Check this box to enable the special applications
Applications function.
IP Address Input the IP address of the computer in the local
network that provides the Internet service.
Computer Name Computer names found in the local network are listed

here. You can select a computer name and click the
“<<” button to add the selected computer’s IP
address to the “IP Address” field.

TCP Port to Open Input the TCP port number(s) here. The port number
can be a single value, or a range (e.g. “20-50”). If you
need to input multiple, non-contiguous port numbers,
separate each number with a comma (“,”). If the
application does not use TCP ports, leave it blank.
UDP Port to Open Input the UDP port number(s) here. The port number
can be a single value, or a range (e.g. “20-50”). If you
need to input multiple, non-contiguous port numbers,
separate each number with a comma (“,”). If the
application does not use UDP ports, leave it blank.
Comment You can add an optional note in the “Comment” field.
Popular Applications Here is a list of port mapping settings for numerous
network games. Select a game from the dropdown
menu and click “Add” to add the settings to the
respective fields.

Add Click “Add” to add the settings to the table.

Reset Click “Reset” to clear all the settings.
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Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-6-3 UPnP Settings

The UPnP (Universal Plug and Play) feature allows other network devices to communicate
with this broadband router.

© UPnP Setting

UPNP Feature : & Enable O Disable

Apply ] [ Cancel

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-6-4 ALG Settings

The ALG (application layer gateway) feature is a kind of network connectivity support for
applications like network gaming and instant online chatting.
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© ALG Settings
e e . —

Amanda Support for Amanda backup tool protocol.

Egg Support for eggdrop bot netwoarks.

FTP Support for FTP.

H323 Support for H323netmeeting.

IRC Allows DCC to work though NAT and connection tracking.
MMS Support for Microsoft Streaming Media Services protocol.
Quaked Suppoart for Quake 1l Arena connection tracking and nat.
Talk Allows neffilter to track talk connections.

TFTP Support for TETP.

IPsec Support for IPsec pass-through

| Starcraft Support for StarcraftBattle.net game protocal.

O SN Support for MSH file tranfer.

O s=r Support for SIP.

[ Apply l ’ Cancel ]

All ALG requiring applications that are compatible with this broadband router is listed
here. Check the applications you will be using.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-6-5 Static Routing
In most cases, all the computers in the local network will use a default gateway (generally

provided by your ISP) to access the Internet. However, if you have a preferred network
route, you can use this function to bypass the default gateway.
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© Sstatic Routing

Enable Static Routing

| | | | [ ¥

Current Static Routing Table:

Destination LAN IP Subnet Mask Default Gateway

[ Apply ] l Cancel ]

Item Name

Description

Enable Static Routing

Check this box to enable the function.

Destination LAN IP

Input the destination LAN IP here.

Subnet Mask

Input the subnet mask of the destination network
here.

Default Gateway

Input the gateway IP address that leads to the
specified network.

Hop Count Input the hop count (the distance between the
destination network and this broadband router) here.

Interface Select the interface that leads to the destination
network (LAN or WAN).

Add Click “Add” to add the settings to the table.

Reset Click “Reset” to clear all the settings.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have

clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY |

Click “Apply” to save the changes and restart the broadband router. It takes about 60

seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-7 Firewall

You can configure the firewall functions under “Firewall” to protect your network and

computer.
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3-7-1 Access Control

You can allow or deny computers with certain MAC addresses access to the network.

® Access Control

[C] Enable MAC Filtering; @ Deny ) Allow

--------- Select —— -
[tem Name Description
Enable MAC Filtering Check this box to enable MAC address filtering, and

select “Deny” or “Allow” to deny or allow network
access to the computer(s) in the list.

Client PC MAC Address Please input the MAC address of a computer here.

w,n

Dashes (“-”) and colons (“:”) are not required.

Computer Name Computer names found in the local network are listed
here. You can select a computer name and click the
“<<” button to add the selected computer’'s MAC
address to the “Client PC MAC Address” field.

Comment You can add an optional note in the “Comment” field.
Up to 16 alphanumerical characters are supported.

Add Click “Add” to add the settings to the table.

Reset Click “Reset” to clear all the settings.

If you wish to set up IP address filtering, use the “IP Filtering Table” on this page:

[C] Enable IP Filtering Table (up to 20 computers) @ Deny (©) Allow

IP Filtering Table :
Client PC Description Client PC IP address
Add PC

ltem Name Description

Enable IP Filtering | Check this box to enable IP address filtering, and select
“Deny” or “Allow” to deny or allow network access to the IP
address(es) in the list.

Add PC Click “Add PC” to add an entry to the list.
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Access Control Add PC
Client PC Description:
Client PC IP address :

Client PC Senvice

[www |[HTTP, TCP Port 80, 3128, 8000, 8080, 8081 | B |
[E-mail sending |[smTP, TCP Port 25 | B |
[News Forums [nTP, TCP Port 119 =
[E-mail Receiving  ||POP3, TCP Port 110 | B |
|secure HTTP [HTTPS, TCP Port 443 | B |
[File Transter |[FTP, TCP Port 21 =
[usN Messenger | TcP Port 1863 =
[reinet senvice [rcP Port 23 | B |
[ [[a0L Instant Messenger, TCP Port 5190 | B |
[Netieeting |[H.223, TCP Port 389,522,1503,1720,1731 =
pns |[uDP Port 53 | B |
BN |luDP Port 161, 162 | B |
[VPN-PPTP |[TcP Port 1723 =
[VPN-L2TP |uDP Port 1701 | B |
[rcp [[anTcP Port | B |
|uop |[a1 UDP Port =

User Define Sernvice

Protocol: | Both |~ ]

Port Range:
Add
[tem Name Description
Client PC Description Input a description for the IP address here. Up to 16
alphanumerical characters are supported.
Client PC IP Address Input the starting IP address in the left field and the

ending IP address in the right field. If only one IP
address is to be redirected, fill that IP address in the
left field.

Client PC Service Select the Internet services that will apply to this
access control rule.

If the service you wish to deny or allow is not listed, you can use the “User Defined Service”
settings.

Iltem Name Description
Protocol Select the protocol type (TCP or UDP) here. If you are
not sure, please select “Both”.
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Port Range Input the port number(s) here. The port number can
be a single value, or a range (e.g. “20-50”). If you need
to input multiple, non-contiguous port numbers,
separate each number with a comma (“,”).

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-7-2 URL Blocking

Use the “URL Blocking” function to prevent computers in the local network from accessing
certain websites.

© URL Blocking

Enable URL Blacking

URL/Keywaord: | |
Add
[tem Name Description
Enable URL Blocking Check this box to enable the function.
URL/Keyword Input the URL of the website or the keyword
contained in the URL here.
Add Click “Add” to add the settings to the table.
Reset Click “Reset” to clear all the settings.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:
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Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the

changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-7-3 DoS

The denial-of-service attack (DoS attack) is a common attack that paralyzes your Internet
connection. Configure the DoS function to prevent such attacks.

Denial of Sernvice Feature:

Ping of Death : O
Discard Ping From WAN : O
Port Scan : O
Sync Flood : O
Apply ” Cancel ]
Item Name Description
Ping of Death Check this box to filter out malicious ping packets that

causes computers to stop responding.

Discard Ping from WAN Check this box to ignore all inbound ping requests
when malicious intruders try to paralyze your Internet
connection with many ping requests.

Port Scan Check this box to block attempts of a malicious
intruder trying to scan for open ports on your Internet
IP address.

Sync Flood Check this box to filter out fake connection requests
trying to drain the memory of your server.

Advanced Settings Click “Advanced Settings” to configure details of the

DoS function.
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Denial of Service

The Broadband routers firewall can block common hacker attacks, including DoS, Port Scan, and discard
Fing from WAR.

Denial of Service Feature
[¥IPing of Death - F'ing of Death Packet(s) F'er| Second V|Elurst|5 |

Discard Ping From WAN ;

NMAP FIN / URG / PSH
W] Xmas tree
] Another Xmas tree

[ Fort Scan [l Mull scan
SYMN /RST
SYN /FIN
I SYN (only unreachable port)
¥l Sync Flood : PacketiSj: Per|Second V|Elurst|3[] |
’ Apply ” Cancel
[tem Name Description
Ping of Death Set the threshold for this defense mechanism to be

activated here. Check the “Ping of Death” box and
input the frequency of the threshold. You can also
input the burst value, which activates the mechanism
when the number of ping of death packets exceeds
the defined number in the specified duration of time.
Discard Ping from WAN Check this box to ignore inbound ping requests when
malicious intruders try to paralyze your Internet
connection with many ping requests.

Port Scan Check the “Port Scan” box to block attempts of a
malicious intruder trying to scan for open ports on
your Internet IP address. Then check one or more port
scanning methods that you would like to block.

Sync Flood Set the threshold for this defense mechanism to be
activated here. Check the “Sync Flood” box and input
the frequency of the threshold. You can also input the
burst value, which activates the mechanism when the
number of connection requests exceeds the defined
number in the specified duration of time.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings successfully!

You may press CONTINUE button to continue configuning other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY |
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Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.

3-8 Parental Control

You can control when your child is able to access the Internet under “Parental Control”.

Enable Parental Control

MAC Address of Parental PC MAC Address of Your PC
0016645040 | 00166F 458040

To enable the parental control function, check “Enable Parental Control”. This router will
only allow Internet access to other computers when your computer is present. By default,
your computer’s MAC address will be listed here automatically. You can also input another
computer’s MAC address manually in the “MAC Address of Parental PC” field.

NOTE: You do not need to enter the punctuation marks in the MAC address. Just
enter the 12 hexadecimal numbers (as shown above).

You also have the option of setting up a parental control schedule.

[l Enable Parental Contral Scheduling Rule

weekdays: [15un L mon O Tue Owed Othu O Fri O sat

Time Start: HDLII’ Minute Time Stop: Hl:uur Minute
| Add | | Reset |
445566778899 Sun,Mon 12:00 13:00 I
[ Delete I [ Delete All ] [ Reset ]
[tem Name Description
MAC Input the MAC address of the computer you want to

control (i.e. your child’s computer) in the “MAC” field.
You can also select a computer in the “Select”
dropdown list, and copy it by clicking “<<”.

Weekdays Select the days that will be affected by the parental
control rule.
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Time Start/Time Stop Select the starting/ending time the parental control
rule will take effect.

Add Click “Add” to add the parental control rule to the list.
Reset Click “Reset” to clear all fields.

To delete one or more entries in the list, please check the box of the corresponding entry
(under “Select”), and click “Delete”. If you wish to delete all the entries, click “Delete All”.

Click “Apply” to save the changes, or click “Cancel” to discard the changes. After you have
clicked “Apply”, you will see the following message:

Save settings snccessfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the
changes take effect.

CONTINUE APPLY _

Click “Apply” to save the changes and restart the broadband router. It takes about 60
seconds for the broadband router to restart. Click “Continue” to configure other settings.
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CHAPTER IV: STATUS, TOOLS & LANGUAGE

4-1 Status
You can check how your router is currently operating under “Status”.

1. Click the “Status” tab.

Quick Setup General Setup Status

2. Basic system information will be shown under “System”. More information can be
found in the other subpages under “System”.

Model : BR-6475MD
Uptime : Running Time 0day:01:11:29
Hardware Yersion . Rev. A
Boot Code Version : 1.0
Runtime Code Yersion : 1.04

4-1-1 Internet Connection

This page shows the status of your Internet connection.

Internet Connection

IP Address Mode : Dynamic IP disconnect
IP Address :
Subnet Mask:
Default Gateway :
MAC Address ©  00:11:22:33:44:53
Primary DMS :
Secondary DMNS :

4-1-2 Device Status

This page shows the current settings of your wired and wireless LAN.



Wireless Configuration-2.4G

Wireless Module :  Enable
Mode: AP
ESSID: Edimax
Channel Number: 11
Security:  Disable
MAC Address . 00011:22:33:44:50

Wireless Configuration-5G

Wireless Module :  Enable
Mode: AP
ESSID: Edimax
Channel Mumber: 36
Security:  Disable
MAC Address . 00011:22:33:44:52

LAN Configuration

IP Address ;. 192.168.2.1
Subnet Mask: 2552552550
DHCP Server:  Enable
MAC Address :  00:11:22:33:44:50

4-1-3 System Log

This page shows all logged system information. You can click “Save” to download the log file

to your computer. You can also click “Clear” to remove all logs, or click “Refresh” to reload
the logs.

Jan 1 00:00:00 (none) =yslog.info syslogd =started: BusyBox wl.15.2 -

[ Save ” Clear ” Refresh ]

4-1-4 Security Log

This page shows all logged security-related information. You can click “Save” to download

the log file to your computer. You can also click “Clear” to remove all logs, or click “Refresh”
to reload the logs.
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[2000-01-01 00:01:05]: =tart Dynamic IF -
[2000-01-01 00:32:13]1: [SHTIP]: connect to TimeServer 1952.43.244.18 ...
[2000-01-01 00:32:13]: [S5HIF]: connect faill!!

[ Save ” Clear ” Refresh ]

4-1-5 Active DHCP Client

This page shows all current DHCP clients. You can click “Refresh” to reload the list.

MAC Address Time Expired{sec)
| 192.168.2.100 | 00:12:a04F Te:5b | forever
| 192.168.2.101 | 24:ab:81:9b:45:d4 | forever
| 192.1682.102 | de2b61Te22ac | forever

4-1-6 Statistics

This page shows the statistical information of each network interface and the total system
up time.

| Sent Packets | 8235
Wireless LAN

| Received Packets | 93125

| Sent Packets | 11625
Ethernet LAN

| Received Packets | 6875

| Sent Packets | 216
Ethernet WAN

| Received Packets | 0
Running Time ‘ ‘

4-2 Tools

This broadband router comes with several tools that help you backup the settings, upgrade
the firmware, and restart the device.
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1. Click the “Tools” tab.

Quick Setup General Setup

2. You will be able to access the configuration tools, upgrade your firmware, or
restart the router here.

© configuration Tools

Restore Settings : | |§]E
Restore to Factory Default:

@ Firmware Upgrade

@® Restart

4-2-1 Configuration Tools

You can backup and restore your system configurations here. You can also reset all settings
to the factory default.

1. Click “Configuration Tools”.

@ Configuration Tools

K Backup Settings Save._._ ...

Restore Settings :

Restore to Factory Default -

[tem Name Description

Backup Settings | Click the “Save...” button to save the current settings on your
computer as a “config.bin” file.

Restore Settings | Click the “Browse...” button to select a previously saved
“config.bin” file from your computer, then click “Upload” to
replace the current settings with the settings in the “config.bin”
file.

76



Restore to Click “Reset” to restore the settings to the factory default. A
Factory Default | pop-up message window will appear and ask you to confirm the
reset.

2. Click “Apply” to save the changes. If you wish to go back to the previous page, click
“Previous”.

4-2-2 Firmware Upgrade
You can upgrade your firmware in the “Firmware Upgrade” section.

1. Download the firmware file from our company’s website and save it on your
computer.

© Firmware Upgrade

Apply ] [ Cancel ]

2. Click “Browse...” to find the firmware file saved on your computer, then click
“Apply” to start firmware upload. The broadband router will restart after the file is
uploaded. All your current settings will be lost after the firmware is upgraded.

NOTE: It is recommended that you use a wired Ethernet connection and not a
wireless connection to upload the firmware file. Do not switch the broadband
router or computer off while performing firmware upgrade. This will cause the
broadband router to malfunction.

4-2-3 Restart

If your broadband router is not functioning properly or responding slowly, restarting the
broadband router may solve the problem.

1. Select “Reset”.
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In the event that the system stops responding carrectly or stops functioning, you can perform a Reset Your
settings will not be changed. To perform the reset, click an the APPLY button below. You will be asked to

confirm your decision. Reset will be completed when the Power LED light stops blinking.
Apply

X

2. Click the “Apply” button to restart the broadband router.
3. When you are prompted to confirm the restart, click “OK”.
4-3 Language
This broadband router’s web-based user interface supports several languages. You can

change the display language with the “Language” dropdown menu at the upper-right
corner of the user interface.

| Language [~ |
Status

Help

System

Internet Connection
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