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ENTERPRISE REPORTER OVERVIEW

Though many companies have Internet filtering solutions to
prevent employees from accessing inappropriate, non-work
related Web sites, simply blocking these sites is not enough.
Administrators want the ability to know who is accessing
which site, the duration of each site visit, and the frequency
of these visits. This data can help administrators identify
abusers, develop policies, and target sites to be filtered, in
order to maximize bandwidth utilization and productivity.

The Enterprise Reporter (ER) from 8e6 Technologies is
designed to readily obtain this information, giving the user
the ability to interrogate massive datasets through flexible
drill-down technology, until the desired view is obtained.
This “view” can then be memorized and saved to a user-
defined report menu for repetitive, scheduled execution and
distribution.

Operations

In simplified terms, the ER operates as follows: the ER
Server accepts log files (text files containing Web access
data) from the 8e6 R3000 Enterprise Filter. 8e6’s proprietary
programs “normalize” the transferred data and insert them
into a MySQL database. The ER Client reporting application
accesses this database to generate a virtually unlimited
number of queries and reports.
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How to Use this User Guide

Organization

This User Guide is organized into the following sections:

Overview - This section provides information on how to
use this user guide to help you configure the ER Server.

Administrator Section - Refer to this section for infor-
mation on configuring and maintaining the ER Server via
the Administrator console application.

Tech Support / Product Warranties Section - This
section contains information on technical support and
product warranties.

Appendices Section - Appendix A provides information
on how to use the ER Server in the evaluation mode, and
how to switch to the activated mode. Appendix B
explains how to disable many types of pop-up blocking
software.

Index - This section includes an index of topics and the
first page numbers where they appear in this user guide.
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Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current topic.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.

IMPORTANT: The "important” icon is followed by italicized text
informing you about important information or procedures to follow
to ensure maximum uptime on the ER Server.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

alert box - a message box
that opens in response to an
entry you made in a dialog
box, window, or screen. This
box often contains a button
(usually labeled “OK”) for you
to click in order to confirm or execute a command.

Apply |

Warning! if yeu enable uzermames, they will oversrite
any usernames that are ceming in from the shadew log.

]|

button - an object in a dialog box, window, or
screen that can be clicked with your mouse
to execute a command.

checkbox - a small square in a dialog
box, window, or screen used for indi-
cating whether or not you wish to
select an option. This object allows you to toggle
between two choices. By clicking in this box, a check
mark or an “X” is placed, indicating that you selected the
option. When this box is not checked, the option is not
selected.

[# Choice one

dialog box - a box that
opens in response to a
command made in a
window or screen, and
requires your input. You
must choose an option
by clicking a button
(such as “Yes” or “No”,
or “Next” or “Cancel”) to
execute your command.
As dictated by this box,
you also might need to
make one or more
entries or selections prior to clicking a button.

j http://200.10.100.66:308/process/sho

=101

The 4.1.00 software release includes new
features, enhancements to existing
features, and bug fixes. For more
information, click here 1o view the release
notes.

NOTE: There will be & momentary impact
on internet reporting while this software
updiate is being applied to the server.

WARNING: Since this software updste
includes a kernel upgrade for the
operating system, once applied, this
update cannot be uninstalled and the
server will automatically reboct itself.

Are you sure you want to apply the change(s)?

]

[ [ [ [ [qinternet 2

[&] Done
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¢ field -an areain a

Current Settings

dialog bOX, Window! Live Data. 2312002 {0 5272002 week!year
OI' Screen that either Qnline Archive _to_week/year

Mininum weeks of live datd
accommodates .®

your data entry, or Ll L

diSplayS pertinent Mininum weeks of live dat

information. A text
box is a type of field.

» frame - a boxed-in area in a dialog
box, window, or screen that includes a

—Group Information

Production

group of objects such as fields, text Adrin
boxes, list boxes, buttons, radio

buttons, and/or tables. Objects within
aframe belong to a specific functionor | .

group. A frame often is labeled to indi- | gkt

Rename

cate its function or purpose.

* list box - an area in a dialog box, window,
or screen that accommodates and/or Producton
displays entries of items that can be added
or removed.

* pop-up box or pop-up

. X 3 x|
window - a box or window 5

B Users in User Group

that opens after you click a R

button in a dialog box, %Uu.w.wuua

window, or screen. This box

or window may display information, or may require you to
make one or more entries. Unlike a dialog box, you do
not need to choose between options.

¢ pull-down menu - a field in a
dialog box, window, or screen Dy =1
that contains a down arrow to the
right. When you click the arrow, a menu of items displays
from which you make a selection.
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¢ radio button - a small, circular
object in a dialog box, window, or @ vES O MO
screen used for selecting an option.
This object allows you to toggle between two choices. By
clicking a radio button, a dot is placed in the circle, indi-
cating that you selected the option. When the circle is
empty, the option is not selected.

* screen-a T ———

main object ke oaease DENCTCCTRS
of an applica-

tion that

d ISp | ays AddiEditiDelete Administrators
across your - e
monitor. A iy —
screen can Y
contain 155 okt
windows,

frames,

fields, tables,

text boxes,

list boxes, buttons, and radio buttons.

e table-anareaina
window or screen ERRT 10 u
that ContaInS ItemS 1.2.3.41 1.3.2.4 I
previously entered
or selected.

* text box - an area in a dialog -
box, window, or screen that Password: |

accommodates your data
entry. A text box is a type of field.
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¢ window - displays on a screen, Fesmasi %]
and can contain frames, fields, | & s e
text boxes, list boxes, buttons, —
and radio buttons. Types of o

|

windows include ones from the
system such as the Save As
window, pop-up windows, or o

5] Shems I B e 8 s btk

login windows.

[ e r——— >
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ADMINISTRATOR SECTION

Introduction

The authorized administrator of the ER Server is respon-
sible for providing the Server a high-speed connection to the
remote Client workstations. To attain this objective, the
administrator performs the following tasks:

* provides a suitable environment for the ER Server,
including:

» power connection protected by an Uninterruptible
Power Supply (UPS)

* high speed access to the Server by authorized Client
workstations

* adds new administrators
* sets up administrators for receiving automatic alerts

e updates the Server with software updates supplied by
8eb

* analyzes Server statistics

* establishes and implements backup and restoration
procedures for the Server

Instructions on configuring and maintaining the ER Server
are documented in this section.

@ NOTES: This user guide is accessible via the Help link beneath
the banner in any screen in the Administrator console.

Information about the ER Client can be found in the ER Web
Client User Guide that can be obtained from http://
www.8e6.com/docs/erd_weclient.pdf.
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Components and Environment

Components

Hardware

» High performance server
* One or more high-capacity hard drives

* Optional: One or more attached “NAS” storage devices
(e.g. Ethernet connected SCSI connected “SAN”)

Software

¢ Linux OS

* Administrator Graphical User Interface (GUI) console
utilized by an authorized administrator to configure and
maintain the ER Server

* MySQL database

» 8e6 Technologies proprietary Client application
employed by report users for generating “views” and
reports
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Environment

Workstation Requirements

*  Windows 2000, NT 4.0, or XP operating system
* Internet Explorer (IE) Version 6.0 or later
» Pop-up blocking software, if installed, must be disabled

» Session cookies from the ER Server must be allowed in
order for the Administrator console to function properly

NOTE: Information about disabling pop-up blocking software can
be found in Appendix B: Disable Pop-up Blocking Software.

Network Requirements

* High speed connection from the ER Server to the Web
access logging device(s)

» High speed connection from the ER Server to the Client
workstation(s)

10 8e6 TECHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USER GUIDE
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Chapter 1: Accessing the Server

Preliminary Network Settings

To initially set up your ER Server, follow the instructions in
the R3000IR Quick Start Guide booklet packaged with your
R3000IR unit. This guide explains how to perform the initial
configuration of the Server so that it can be accessed via an
IP address on your network.

NOTE: If you do not have the R3000IR Quick Start Guide, contact
8e6 Technologies immediately to have a copy sent to you.

& WARNING: In order to prevent data from being lost or corrupted
while the Server is running, the Server should be connected to a
UPS or other battery backup system.

Procedures for Accessing the Server

& WARNING: Once you turn on the Server, DO NOT interrupt the

initial boot-up process. This process may take from five to 10
minutes per drive. If the process is interrupted, damage to key
files may occur.

When the Server is fully booted, any workstation on the
network that can access the Server’s IP address (set up
during Quick Start procedures) will be able to communicate
with the Server via the Internet.

1. Launch Internet Explorer (IE).

2. In the address line of the IE browser window, type in the
Server’s IP address appended by the following port
number:

o “:88” foran HTTP address
e “:8843” foran HTTPS address

For example, if your IP address is 1.2.3.4, type in http:/
1.2.3.4:88 or https://1.2.3.4:8843.
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3. Click Go to open the login screen of the Administrator
console application (see Fig. 1:1-1).

Procedures for Logging On, Off the Server

Log On

886 Enterprise Reporter

Welcome to the Enterprise Reporter Admin Console

User Name
Password

Lagin |

Fig. 1:1-1 Login screen

1. In the login screen, type in the generic User Name
admin, and Password reporter, if you have not yet set
up your own user name and password. Otherwise, enter
your personal User Name and Password.

2. Click Login to go to the main screen of the Administrator
console.
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{j' NOTE: When logging on the Server for the first time, the ER

Status pop-up box opens, and the main screen displays with a
message, as shown in the example in Logging on the First Time.
Follow the directions in this sub-section before proceeding.
(Refer to Appendix A: Evaluation Mode for information on using
the ER Server in the evaluation mode, or for changing the Server
from this mode to the activated mode.)

If you are logging on during a subsequent session, the main
screen displays as in Fig. 1:2-1. If you have not set up your own
user name and password, see Set up an Administrator Login ID.

Logging on the First Time

If you are logging on the Administrator console for the first
time, the main screen displays with a message that asks
you to specify the Server’s function:

=
866 Enicsinpriss Fleporosr =
INetwurk leeNer j_lDatabase j |

Welcome to the Enterprise Reporter.
Before you hegin, please selectthe server's function

(el Live Enterprise Reporter functions as a reporting sencer, able to capture logs and
genarate raparts

[ Archive Enterprise Reporter functions as an archive senrer, able to hold logs for storage

Anply

Fig. 1:1-2 Administrator console, main screen, first-time access
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Specify the Server’s function

1. Click the appropriate radio button to specify the function
of the Server:

» choose Live if you wish the Server to function in the
“live” mode, receiving and processing real time data
from the R3000.

» choose Archive if you wish the Server to function in
the “archive” mode, solely as a receptacle for histor-
ical, archived files. In this mode, “old” files placed on
the Server can be viewed using the Client reporting
application.

2. Click Apply to confirm your selection. The mode you
specify will immediately be in effect.

TIP: After choosing the function for the ER Server box on the
main screen, if you have not previously set up your own user
name and password, you should do so before entering any
Server settings.
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Set up an Administrator Login ID

NOTE: If you have already set up your user name and password,
you can skip this section.

1. Atthe Network pull-down menu, choose Administrators
to display the Add/Edit/Delete Administrators screen
where you will set up your user name and password:

886 Sa=sipeipisic) BisslsipeSin ]

Metwaork j|Server leatabase j

Add/Edit/Delete Administrators

INewAdmmistratur 2
User Name I
Password I
Confirm Password I

M Delete

Fig. 1:1-3 Add/Edit/Delete Administrators screen

2. Select New Administrators from the pull-down menu.

3. In the User Name field, enter up to 20 characters—this
may include upper- and/or lowercase alphanumeric char-
acters, and special characters.

4. In the Password field, enter eight to 20 characters—
including at least one alpha character, one numeric char-
acter, and one special character. The password is case
sensitive.

8e6 TeECHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USeER GUIDE 15



ADMINISTRATOR SECTION CHAPTER 1: ACCESSING THE SERVER

5. In the Confirm Password field, re-enter the password in
the exact format used at the Password field.

6. Click the Save button.

Log Off

To log off the Administrator console, click the Logout link
beneath the banner in any screen to display the log out
screen:

886 Enterprise Reporter

o 1

Beb Technologies

wwiw_BeGtechnologies.com

Welcome to the Enterprise Reporter Admin Console

User Name
Password

Login |

Fig. 1:1-4 Logout screen
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Click the “X” in the upper right corner of the browser window
to close the window. Exiting the Administrator console will
log you off the Server, but will not turn off the Server.

& WARNING: If you need to turn off the Server, follow the shut

down procedures outlined in the Shut Down screen sub-section
under the Server Menu section in Chapter 2. Failure to properly
shut down the Server can result in data being lost or corrupted.
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Chapter 2: Configuring the ER Server

Administrator Console

After logging on the Server, the main screen of the Adminis-
trator console displays in your Web browser:

e
Beé =riesinpiriss J"'l:i'_",J.JJ" = _]
INetwork L"Senrer leatabase j

8eb Enterprise Reporter

www _BeGtechnologies.com

Welcome to the Enterprise Reporter.
This box s in live mode now.

Change Mode |

Fig. 1:2-1 Administrator console, main screen

The Administrator console is used for configuring and main-
taining the ER Server. Settings made in the Administrator
console affect the Client reporting application. On the main
screen of the Administrator console, there are three menus:
Network, Server, and Database. Each menu contains
options from which you make selections to access screens
used for configuring your Server.
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NOTE: The mode of the Server displays on the main screen.
More information about the “live” and “archive” Server box modes
can be found in the Box Mode sub-section under the Network
Menu section in this chapter.

TIP: When making a complete configuration of the Server, 8e6
Technologies recommends you navigate from left to right
(Network to Server to Database) in choosing your menu options.

Network Menu

The Network pull-down menu includes options for setting up
and maintaining components to be used on the Server’s
network. These options are: Box Mode, Administrators, and
Lockouts.

ISENDEDOTLETSSS

~ || Datahase

www.Bebtechnologies.com

Welcome to the Enterprise Reporter.
This box is in live mode now

Change Made

Fig. 1:2-2 Network menu, main screen
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Box Mode screen

The Box Mode screen displays by default when you first log
on the Server, or when the Box Mode option is selected from
the Network menu. (See Figs. 1:2-1 and 1:2-2.) The box
mode indicates whether the Server box is functioning in the
“live” mode, or in the “archive” mode. When the box mode
displays on the screen, you can view the current mode set
for the Server, and can change this setting, if necessary.

@ NOTE: When accessing the Box Mode screen for the first time,

the ER Status pop-up box opens to inform you that the ER unit is
currently in the evaluation mode. To continue using the box in the
evaluation mode, click the “X” in the upper right corner to close
the pop-up box. (Refer to Appendix A: Evaluation Mode for infor-
mation on using the Server in the evaluation mode, or for
changing from this mode to the activated mode.)

Live Mode

Once your Server is configured and the Server box is set in
the “live” mode, it will receive and process real time data
from the R3000. The Client reporting application can then
be used to capture data and create views.

Archive Mode

In the “archive” mode, the Server box solely functions as a
receptacle in which historical, archived files are placed. In
this mode, “old” files placed on the Server can be viewed
using the Client reporting application.
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Change the Box Mode

1. Click the Change Mode button to display the two box
mode options on the screen:

Welcome to the Enterprise Reporter.

o Enterprisa Reporter functions as a reporing server, able to capture logs and
generate reports.

Enterprise Reparter fundlions as an archive server, able to hold logs for storage

Apply |

 Archive

Fig. 1:2-3 Change Box Mode

2. Click the radio button corresponding to Live or Archive
to specify the mode in which the Server should function.

3. Click the Apply button to confirm your selection. The
“‘new” mode will be in effect after the Server is restarted.

NOTE: After applying the box mode setting, you must restart the
Server by selecting the Restart Hardware option on the Shut
Down screen. (See the Shut Down sub-section under the Server
menu section in this chapter.)
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Add/Edit/Delete Administrators screen

The Add/Edit/Delete Administrators screen displays when
the Administrators option is selected from the Network
menu. This screen is used for viewing, adding, editing, and
deleting the login ID of personnel authorized to configure
the Server. For security purposes, administrators should be
the first users set up on the Server.

880 snesnpnssifsponen

* || Database

Add/Edit/Delete Administrators

INewAdministrator 'l
User Name I
Password |
Confirm Password |

M Delete |

Fig. 1:2-4 Add/Edit/Delete Administrators screen
TIP: 8e6 recommends adding an alternate login ID prior to editing

or deleting the default login ID. By doing so, if one login ID fails,
you have another you can use.
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View a List of Administrators

To view a list of administrator user names, click the down
arrow at the New Administrator field. If no administrator
has yet been assigned to the Server, no selections display
except for the default “admin” user name.

Add an Administrator

1. Select New Administrator from the pull-down menu.

2. In the User Name field, enter up to 20 characters—this
may include upper- and/or lowercase alphanumeric char-
acters, and special characters.

3. In the Password field, enter eight to 20 characters—
including at least one alpha character, one numeric char-
acter, and one special character. The password is case
sensitive.

4. In the Confirm Password field, re-enter the password in
the exact format used in the Password field.

5. Click the Save button to add the administrator to the
choices in the pull-down menu.

Edit an Administrator’s Login ID

1. Select the administrator’s user name from the pull-down
menu.

2. Edit either of the following fields:

« User Name

» Password (if this field is edited, the Confirm Password
field must be edited in tandem)

3. Click the Save button.
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Delete an Administrator

1. Select the administrator’s user name from the pull-down
menu.

2. After the administrator’s login ID information populates
the fields, click the Delete button to remove the adminis-
trator’s user name from the choices in the pull-down
menu.
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Locked-out Accounts and IPs screen

The Locked-out Accounts and IPs screen displays when the
Lockouts option is selected from the Network menu. This
screen is used for unlocking accounts or IP addresses of
administrators and sub-administrators that are currently
locked out of the Administrator console or Web Client.

¥ || Database

Locked-out Accounts and IPs

Locked-out Admin GUI Accounts

There is no Admin GUI account currently locked gut.

Locked-out Web Client Accounts

ajackson [
droberts [~
mhest [~

Select All | Un\ockl

Locked-out IPs

2001010182 ™

Select All | Un\ockl

Fig. 1:2-5 Locked-out Accounts and IPs screen
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NOTE: An account or IP address becomes locked if the Pass-
word Security Options feature is enabled in the Optional Features
screen, and a user is unable to log into the Administrator console
or Web Client due to a password expiration, or having met the
specified number of failed password attempts within the desig-
nated timespan.

View Locked Accounts, IP addresses

The frames in this screen display the following messages if
there are no users currently locked out:

* Locked-out Admin GUI Accounts - There is no Admin
GUI account currently locked out.

* Locked-out Web Client Accounts - There is no Web
client account currently locked out.

* Locked-out IPs - There is no IP currently locked out.

If there are any locked accounts/IP addresses in a frame,
each locked username/IP address displays on a separate
line followed by a checkbox. The Select All and Unlock
buttons display at the bottom of the frame.

Unlock Accounts, IP addresses

To unlock an account/IP address in a frame:

1. Click the checkbox corresponding to the username/IP
address.

TIP: To unlock all accounts/IPs in a frame, click Select All to
populate all checkboxes in the frame with check marks.

2. Click Unlock to unlock the specified accounts/IPs, and to
display the message screen showing one of the following
pertinent messages for each unlocked account/IP:

» Admin account: ‘xxx’ has been successfully unlocked.

* Web client account: ‘xxx’ has been successfully
unlocked.
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* IP: ‘x.x.x.x" has been successfully unlocked.
NOTE: In the text above, xxx’ and ‘x.x.x.x’ represents the
unlocked username/IP address.

3. Click OK to return to the Locked-out Accounts and IPs
screen that no longer shows the accounts/IPs that have
been unlocked.
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Server Menu

The Server pull-down menu includes options for setting up
processes for maintaining the Server. These options are:
Backup, Self-Monitoring, Server Status, Secure Access,
Software Update, Shut Down, and Web Client Server
Management.

¥ || Databaze

Self-Manitoring
Server Status
Secure Access
Software Update
~|Shut Down 3
Wi'eh Client Semer Management nterprise Reporter

.-::e.::

Bab Techn

www Bebiechnologies.com

Welcome to the Enterprise Reporter.
This box is in live mode now

Change Mode

Fig. 1:2-6 Server menu, main screen
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Backup screen

The Backup screen displays when the Backup option is
selected from the Server menu. This screen is used for
setting up the password for the remote server's FTP
account, for executing an immediate backup on the ER
Server, and for performing a restoration to the database
from the previous backup run.

866 LR PIISENSEPOILENRS =
INetworI-( leeNer leatabase j

External Backup FTP Account

This creates FTP login account to allow FTP access to ER.

Username IERbackup
Password Iu..uu
Confirm Password I

Apply

Internal Backup/Restore Action
Warning: This will backup your live data to ER internal backup drive.

Manual Backup |

Warning: This will override yaur current database with internal backup

data.
Manual Restore |

Fig. 1:2-7 Backup screen

Backup and Recovery Procedures

IMPORTANT: 8e6 recommends establishing backup and
recovery procedures when you first begin using the ER Server.
Please follow the advice in this section to ensure your ER Server
is properly maintained in the event that data is lost and back up
procedures need to be performed to recover data.
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Although automatic backups to a local ER hard drive are
scheduled nightly by default, it is important that the ER
administrator implements a backup policy to ensure data
integrity and continuity in the event of any possible failure
scenario. This policy should include frequent, remote
backups, such that raw logs and ER database files are avail-
able for restoration without relying on the ER’s hard drives.

In general, recovery plans involve (i) restoring the most
recent backup of the database, and (ii) restoring raw logs to
fill in the gap between the most recent backup of the data-
base, and the current date and time.

Some scenarios and action plans to consider include the
following:

¢ The ER database becomes corrupted - Correct the
root problem. Restore the database from the most recent
ER backup, and reprocess raw logs up to the current
date and time.

* The data drive fails - Replace the data drive. Restore
the database from the ER backup drive, and reprocess
raw logs up to the current date and time.

¢ The backup drive fails - Replace the backup drive, and
perform a manual backup.

* Both data and backup drives are damaged - Restore
the database from the most recent remote backup, and
reprocess raw logs up to the current date and time.

As you can see, it is critical that raw logs are available to
bridge the gap between the last database backup and the
present time, and more frequent backups (local and remote)
result in less “catch-up” time required for reprocessing raw
logs.
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Set up/Edit External Backup FTP Password

In order to back up the ER Server’s database to a remote
server, an FTP account must be established for the remote
server.

NOTE: In the External Backup FTP Account frame, the login
name that will be used to access the remote server displays in
the Username field. This field cannot be edited.

1. Inthe Password field, enter up to eight characters for the
password. The entry in this field is alphanumeric and
case sensitive.

2. In the Confirm Password field, re-enter the password in
the exact format used in the Password field.

3. Click the Apply button to save your entries. The updated
Account ID will be activated after two minutes.

Execute a Manual Backup

In addition to performing on demand backups in preparation
for a disaster recovery, you may wish to execute a manual
backup under the following circumstances:

* Power outage - If there is a power outage at your facility
and your system uses a backup battery, you might want
to back up data before the battery fails.

* Rolling blackout - If your facility is subjected to rolling
blackouts, and a blackout is scheduled during the time of
your daily backup, you should back up your data before
the blackout period, when the ER Server will be down.

e Expiration about to occur - If a data expiration is about
to occur, you might want to back up your data before
losing the oldest data on the ER Server, prior to the daily
backup process.

& WARNING: If corrupted data is detected on the ER Server, do not
backup your data, as you may back up and eventually restore a
corrupted database.
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When performing a manual backup, the ER’s database is
immediately saved to the internal backup drive. From the
remote server, the backup database can be retrieved via
FTP, and then stored off site.

@ TIP: 8e6 recommends executing an on demand backup during
the lightest period of system usage, so the Server will perform at
maximum capacity.

1. Click the Manual Backup button in the Internal Backup/
Restore Action frame to specify that you wish to back up
live data to the ER Server’s internal backup drive.

2. On the Confirm Backup/Restore screen, click the Yes
button to back up the database tables and indexes.

(& WARNING: 8e6 recommends that you do not perform other func-

tions on the ER Server until the backup is complete. The time it
will take to complete the backup depends on the size of all tables
being saved.

Perform a Remote Backup

After executing the manual backup, a remote backup can be
performed on your remote server.

@ NOTE: Before beginning this FTP process, be sure you have
enough space on the remote server for storing backup data. The
required space can be upwards of 200 gigabytes.

1. Log in to your FTP account.

2. Use FTP to download the ER Server’s backup database
to the remote server. When you are in the /backup/data-
base/ directory, be sure to get all the *.data files to
include in your backup. You can then go to the archive
directory to get all the raw logs to include in your backup.

3. Store this backup data in a safe place off the remote
server. If this backup database needs to be restored, it
can be uploaded to the ER Server via FTP. (See Perform
a Restoration to the Server.)
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Perform a Restoration to the ER Server

There are two parts in performing a restoration of data to
your ER Server. Part one requires data to be loaded on the
remote server and then FTPed to the ER Server. Part two
requires the FTPed data to be restored on the ER Server.

@ NOTE: Before restoring backup data to the ER Server, be sure
you have enough space on the ER Server. Data that is restored
to the ER Server will automatically include indexes.

Perform these steps on the remote server:
1. Load the backup data on your remote server.
2. Log in to your FTP account.

3. FTP the backup data to the ER Server’s internal backup
drive.

On the ER Server’s Backup screen:

1. Click the Manual Restore button in the Internal Backup/
Restore Action frame to specify that you wish to over-
write data on the live ER Server with data from the
previous, internal backup run.

2. On the Confirm Backup/Restore screen, click the Yes
button to restore database tables and indexes to the ER
Server.

@ NOTE: The amount of time it will take to restore data to the ER

Server depends on the combined size of all database tables
being restored. 8e6 recommends that you do not perform other
functions on the ER Server until the restoration is complete.
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Self Monitoring screen

The Self Monitoring screen displays when the Self-Moni-
toring option is selected from the Server menu. This screen
is used for setting up and maintaining e-mail addresses of
contacts who will receive automated notifications if prob-
lems occur with the network. Possible alerts include situa-
tions in which a daemon stops running, software fails to run,
corrupted files are detected, or a power outage occurs.

>

86‘6 ErICET, PIRISES IS S
INetwork leer\ter jIDatabase j

Self Monitoring

Would you like to activate self-monitoring? ' vES  NO

Ifyes, indicate who will receive the emergency e-mail notification. You may
assign up to four individuals. One of thern has to match with the Master
Administrator erail. The Master Adrministrator receives all messages

Master Administrator's E-Mail Address: |adrnm@lugu. com

¥ Choiceone  Send e-mail to &-mail address: I'sm\th@logo com
[ Chaice twd  Send e-mail to e-mail address: IUUHBS@MQD com
" Choicethree Send e-mail to e-mail address:

[T Choice four  Send e-mail to e-rmail address:l

Fig. 1:2-8 Self Monitoring screen

As the administrator of the Server, you have the option to
either activate or deactivate this feature. When the self-
monitoring feature is activated, an automated e-mail
message is dispatched to designated recipients if the Server

identifies a failed process during its hourly check for new
data.
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View a List of Contact E-Mail Addresses

If this feature is currently activated, the e-mail address of the
Master Administrator displays on this screen, along with any
other contacts set up as Choice one - four.

Set up and Activate Self-Monitoring
1. Click the radio button corresponding to YES.
2. Enter the Master Administrator’s E-Mail Address.

3. In the Send e-mail to e-mail address fields, enter at
least one e-mail address of a person authorized to
receive automated notifications. This can be the same
address entered in the previous field. Entries in the three
remaining fields are optional.

4. If e-mail addresses were entered in any of the four
optional e-mail address fields, click in the Choice one -
Choice four checkboxes corresponding to the e-mail
address(es).

5. Click the Save button to activate self-monitoring.

Remove Recipient from E-mail Notification List

1. To stop sending emergency notifications to an e-mail
address set up in the list, remove the check mark from
the checkbox corresponding to the appropriate e-mail
address.

2. Click the Save button to remove the recipient’s name
from the e-mail list. The Master Administrator and any
remaining e-mail addresses in the list will continue
receiving notifications.

Deactivate Self-Monitoring

1. Click the radio button corresponding to NO.

2. Click the Save button to deactivate self-monitoring.
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Server Status screen

The Server Status screen displays when the Server Status
option is selected from the Server menu. This screen, which
automatically refreshes itself every 10 seconds, displays the
statuses of processes currently running on the Server, and
provides information on the amount of space and memory

used by each process.

fdewihda3
none

fdewihdal
none

fdewihda2
fdewihdaf
fdevihded

20892 root

CPU Load Averages: 0.00,0.00,0.00

CPU states

Memory: 3116560k total, 2953080k used, 133480k free, 174292k buffers
Swap: 432608k total, 516k used, 432092k free, 1648764k cached

2642 1032 724

a

1k-blocks
25000204
25000204
50100

15558280
66633292
A14A0EZTE2
245082324

Product Version:
Enterprise Reporter
Yersion 4.1.20.3
Cctober, 26 2007

Copyright 2007 8e6 Technologies

Server Status

CPU Utilization

Disk drives status

et |

1306368
1306368
23840

o

825856
2136012
42508262

Fig. 1:2-9 Server Status screen
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View the Status of the Server

The Product Version number of the software displays at the
top of the screen, along with the date that software version
was implemented. Status information displays in the
following sections of this screen:

e CPU Utilization - includes CPU process data and infor-
mation on the status of the top command

¢ Disk drives status - provides data on the status of each
drive of the operating system

 NETSTAT - displays the status of a local IP address
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Secure Access screen

The Secure Access screen displays when the Secure
Access option is selected from the Server menu. This
screen is primarily used by 8e6 technical support represen-
tatives to perform maintenance on your Server, if your
system is behind a firewall that denies access to your
Server.

|| Server v || Database A

Secure Access

Ma connectian ITyou want to terminate a connection, selectthe port #
and click the "Stop™ button. To terminate all
connections, click "Stop AlII"

Stnpl Stop All |

Ifyou want to start 3 new connection, enter the port# and click “Start™.

Port #: |
Start

Fig. 1:2-10 Secure Access screen
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Activate a Port to Access the Server

1. After the administrator at the customer’s site authorizes
you to use a designated port to access their Server, enter
that number at the Port # field.

2. Click the Start button to activate the port. This action
enters the port number in the list box above, replacing
the text: “No connection”.

8e6 zneonaniss Foponear

Network v || Database

Secure Access

Ifyou wantto terminate a connection, selectthe port#
and click the "Stop™ button. To terminate all
connections, click "Stop Al

ﬂl Stop All

Ifyouwant to start & new connection, enter the pord# and click "Start".

Port # |
Start |

Fig. 1:2-11 Port entries
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Terminate a Port Connection

1. After maintenance has been performed on the
customer’s Server, select the active port number from
the list box by clicking on it.

2. Click the Stop button to terminate the port connection.
This action removes the port number from the list box.

Terminate All Port Connections

If more than one port is currently active on the customer’s
Server and you need to terminate all port connections, click
the Stop All button. This action removes all port numbers
from the list box.
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Software Update screen

The Software Update screen displays when the Software
Update option is selected from the Server menu. This
screen is used for updating the Server with software
updates supplied by 8e6, and for viewing a list of software
updates that are available and/or previously installed on the

Server.
. |
866 =rissirpiriEs J'EJ".‘J.'.‘JJ“!.EJ"’ _—
Metwork j|Server j|Database j

Software Update

ER Patch Updates
Date Hame Deseription
stealth.pateh. ER4.1.00 22 20070526
200705028 | Fpply How | README None

patch.ER4.1.10.10.20070725 Enterprics Reporter 44.10.10
2007.07/25 | FeRly Now | README

Prerequisite: 4.0.20+ or4.1.00+

patch.ER4.1.20.2.20071010

Enterprise Reporter 4.1.20.2
2007/10/19 | _Fpply NOW| README
Premequizite: 4.1.10

ER Patch History
Date Mame Crescription
patch.ER4.1.10.8.20070702

20070711 Unda I README Enterprise Reporter 4.1.10.8

20070614 patch.ER4.1.00.22. 20070520 Enterprize Reporter 4.1.00.22
20070503 patch.ER4.1.00,13.20070504 Enterprize Reporter 4.1.00.15
20070420 patch.ER4.0.20.12.20070320 Enterprise Reporter 4.0.20.12

Entarprise Reportar 40 106 (Once
applied, this patch cannot be undans.)
200612411 pateh ER4.0.0518.20061115 Enterprise Reporter 4.0.05.18
Enterprisz Reporter 4.0.00.17 (Once
applied, this patch cannot be undane.)
20060712 pateh ERZ.S0.00 47 20060621 Enterprisa Reporter 2.80.00.17
20060742 pateh ER3.50.30 27 200601249 Enterprise Reporter 3.50.30.27

2007/02/22 patch ERG.0.10 6 20061216

2006/11/17  patch.ER4.0.00,17 20081102

Please click lier e to view the Patch Log.

Fig. 1:2-12 Software Update screen
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View Installed Software Updates

Any software update previously installed on the Server
displays in the ER Patch History frame. For each installed
software update, the Date installed (YYYY/MM/DD), and
software update Name and Description display.

Uninstall the Most Recently Applied Software Update

In the ER Patch History frame, the most recently applied
software update can be unapplied by clicking Undo. This
action removes the software update from the Server.

View Available Software Updates

Any software update available for installing on the ER
Server displays in the ER Patch Updates frame. The
following information is included for each software update:
Date the software update was made available (YYYY/MM/
DD), software update Name, and Description (software
version number, and Prerequisite software version for
installing the software update). The Apply Now and
README buttons display beneath the software update
name. (See Install a Software Update for information about
these buttons.)
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Install a Software Update

«"jl WARNING: Before installing a software update, you must shut off

the Server’s software by selecting the Shutdown Software
option on the Shut Down screen. (See the Shut Down sub-
section under the Server menu section in this chapter.) All soft-
ware updates must be installed in numerical order on your
Server.

NOTES: Be sure to terminate all reports that are currently running
or are scheduled to run before applying a software update, and
that port 8084 is open on your network.

In the ER Patch Updates frame, two buttons are available:
README and Apply Now.

README:

1. Click README to open a pop-up box containing informa-
tion about the software release:

/3 http://200.10.100.76:808,/process sho ] o3

The 4.1.00 software release includes new
features, enhancements to existing
features, and bug fixes. For more
information, click here to view the release
notes.

NOTE: There will be 3 momentary impact
on [ntermet reporting white this software
update is being applied to the server.

WARNING: Since this software update

includes g kernel upgrade for the

operating system, once apphed, this

update cannot be uninstalied and the

server will automatically reboot ftself. -

[ |
Close
O N Y

Fig. 1:2-13 Software update box

2. After reading the contents of the software release, click
Close to close the pop-up box.
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Apply Now:

1. Click Apply Now to open a dialog box containing infor-

mation about the software release:

@ooe [T T T @ 4

=101x|

The 4.1.00 software release includes new
features, enhancements to existing
features, and bug fixes. For mors
information, click here to view the release
notes

NOTE: There will be a momentary impact
on Intemet reporting white this software
update is being applied to the server.

WARNING: Since this software update
includes a kernel upgrade for the
operating system, once applied, this
update cannot be uninstalied and the
server will automatically reboot itself.

[ |
Are you sure you want to apply the change(s)?

[

Fig.

1:2-14 Software update dialog box

2. Click Yes to open the EULA dialog box:

</ /700, 101 040, T8 B0

224 Teehnologes
End User License For:

Thigat Misbile Client

IMPORTANT - READ CAREFULLY: The End User License and Wararty Agreenert (Tis "Agreement”) it & eosl sorénent
et o, & purchisser aflior sy e user, efher o Frdhvicsl O o7 erERy (“TOU™ O Vo) and Be6 Tecrroioges [ed ] for e
B of o or more of e softwiee prodads Eded above (e "Soflwae”) eebedded it B Be8 hardwars device (e
“Haadwiar ¢7], orvd 100 Bhe waeranties e such Sofware and Hardware, Tre Software arvd Mardwars see colcsvely rederred to us,
T Product. Dy brasiing the tesl on e afvekipe COTEMNING the Soflwire, SCCESSND, NAI8BNG, CODYING O CMIwite Lting The
Suftwears of NArcwane, You oGree 1 be Dourrd by T Ters o i Agreerent. 11 Vo 00 Mol agres 10 the Bers of s Agreenert, bed
5 urreling I bornse the Soffwars S You i such evend, You may nol access, us or copy the Product and You shoud promplly
contnct 826 oo the 806 sthorized reseber from wwhom Vou Ioered the Product for instructions on retum of B Proset, WRITTEN
APPROVAL 15 HOT A PRLRLOANSITE 1O THE VALIDITY O LIFORCEABILITY OF TS AGRLUMUNT.

1 SOFTWARE The Softwars achebes ol cormponent parts sral leabures, airy cogies or dirbativess lheeool i whels or in pret,

erve azsociated Mmedia ond the Tobowing. machine-resdatie IUntme InTinuctions and cbaect code, Whesher of not in printed foem, srvl not

0t foem o8 [sturce) cod; machne. . SUCK 6 & dats Base; related hoansed materisls, nChudeg uter

¥ ek on 1 The Saftware is

Rerrvied, rod sk, it ity a3 prereided heven, 808 resreves al rights el exgressly granind b Vou under Bis
Agroemint

2 SOFTWARE LICENSE

[y m,—.x b the eyt of o .“n...-a.— Bervrin fes, and the frers and restrictions 36d dorth nnn
Al'eemﬂ aaa herst mm o Vou mted
el for pumoses oy, the Hardware durieg the T sckty 1 st th Srwive
(cotectvety U umuu . Vi st W U G the Prodhich b B iamiosr o chvichasts Tor o ou v e troe recpred fos,

Do you accept the condilions of the BeE Technal End User Licenze Agl

i I

[Eivom

Fig.

1:2-15 EULA dialog box

8e6 TECHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USER GUIDE



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

3. After reading the contents of the End User License
Agreement, click Yes if you agree to its terms. This action
closes the EULA dialog box and begins the software
update application process.

4. To determine whether the software update has been
successfully applied, click the hyperlink (“here”) beneath
the ER Patch History frame in the Software Update
screen to open the Patch Log window:

2} Software Update - Patch Log - Microsoft Internet Explorer =]

Patch Log

FriJan 28 12:56:47 2005: Stopping process fusrlocal/8eBiutil

FriJan 28 12:56:47 2005 Waiting for process:fusnilocaliGed/util to stop using signal:0 with sleep time:0

FriJan 28 12:56:47 2004: Stopping process fustlocali@eaitilicrand

FriJan 28 12:56:47 20045 Waiting for process:fusnlocali@e/utifcrond to stop using signald with sleep time:10
FriJan 28 12:56:47 2005: Stopping process fusilocal/8eBiin/startall.sh

FriJan 28 12:56:47 2005: Stopping process fusrlocal/8eBihinieekly.sh

FriJan 28 12:56:47 2005: Stopping process fustlocal/8ebibinidaily.sh

Fridan 28 12:56:47 2004: Stopping process fustlocali@edibinhourly.sh

FriJan 28 12:56:47 2005: Stopping process fustlocal/@eBihiniilewatch

FriJan 28 12:56:47 2005: Stopping process fustlocal/8eBihin/dhbackup

FriJan 28 12:56:47 2005: Stopping process fustlocal/@ediin/dhcontral

FriJan 28 12:56:47 2004: Stopping process fustlocali@edibinidbexpiration o
FriJan 28 12:56:47 2004: Stopping process fustlocali@edibindbexrpire_summary

FriJan 28 12:56:47 2005: Stopping process fustlocal/8eBiin/dbidentify

FriJan 28 12:56:47 2005: Stopping process fusilocalf8eBihin/dhipgroups

FriJan 28 12:56:47 2005: Stopping process fustlocali@ebihin/dblogloader

Fridan 28 12:56:47 2005: Stopping process justlocalf@ebihin/dbname

FriJan 28 12:56:47 2004 Stopping process fustlocal/8edihin/dbnbtiookup

FriJan 28 12:56:47 2005: Stopping process fustlocal/8eBiin/dbsupport

FriJan 28 12:56:48 2005: Stopping process fustlocal/8eBihin/dbsplit

FriJan 28 12:56:48 2004: Stopping process fustlocali@edibindbsummary

FriJan 28 12:56:48 2004: Stopping process ustlocal/@edibinidbtool

FriJan 28 12:56:48 2005: Stopping process fustlocal/8eBiin/dbwatch

FriJan 28 12:56:48 2005: Stopping process fustlocal/8eBiin/dbstaticip

FriJan 28 12:56:48 2005: Waiting for pracess:usnlocali@eb/binistartall. sh to stop using signal:8 with sleep time:10
FriJan 28 12:56:48 2005 Waiting for process:fusnlocali@ebintweekly.sh to stop using signal:3 with sleep time:10
FriJan 28 12:56:48 2005: Waiting for process:usnilocal/@eb/hinidaily.sh to stop using signal:3 with sleep time:10
FriJan 28 12:56:48 2005 Waiting for process /usnilocal/8eB/binthourly.sh to stop using signal:4 with sleep time:10
FriJan 28 12:56:48 2005 Waiting for process:fusnlocaliBeB/binffilewatch to stop using signal:8 with sleep time:10
FriJan 28 12:57:08 2005 Waiting for process:fusnlocali@e/binidbbackup to stop using signal:3 with sleep time:10
FriJan 28 12:57:08 2005 Waiting for process:usnlocalidetbinidbeontrol to stop using signal:9with sleep time:10
FriJan 28 12:57.28 2005: Waiting for process:fusnlocaliBeB/binidbexpiration to stop using signal:8 with sleep time:10
FriJan 28 12:57.28 2005: Waiting for process:fusnlocaliBeBbinidbexpire_summary to stop using signal 8 with sleep
time:10

FriJan 28 12:57:28 2005 Waiting for process:usrlacalidetbinidbidentify to stop using signal:3 with sleep time:10
FriJan 28 12:57.28 2004: Waiting for process:fusnlocali@ebhinidbiparoups to stop using signald with sleep time:10
Fri.lan ?A 12°57 28 2004 Waitinn for nrmcess isoincalifrfhinidbinninader in stnn nsing sinnal 9 with sleen fime-101 ﬂ

Fig. 1:2-16 Patch Log window

5. After viewing the contents of this window, click Close to
close this window.

6. After the software update has been successfully applied,
refresh the Software Update screen by selecting Soft-
ware Update from the Server pull-down menu. The soft-
ware update details should display in the ER Patch
History frame.
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NOTE: After installing the software update, if a message displays
that informs you to reboot the Server, you should select the
Restart Software option on the Shut Down screen.

Shut Down screen

The Shut Down screen displays when the Shut Down option
is selected from the Server menu. This screen is used to
restart or shut down the Server’s software or hardware.

F |
866 =L PRISENSEPOLErs =
P IEPO =
INetworI-( leerver leatabase j
Server Actions
Hardware Software
' Restart ' Restart
' Shutdown ' Shutdown
Apply

Fig. 1:2-17 Shut Down screen

Server Action Selections

* Restart the Server’s Hardware - The Restart Hardware
option should be selected if the Server box needs to be
rebooted—for example, when applying certain hardware
configurations. You will need to use this option if the box
mode has been changed or after an IP address has been
entered in the Network Settings screen. During the Hard-
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ware Restart process, files normally FTPed to the Server
are routed to a problem directory in the logging device.

When the Server is running again, these files are FTPed
to the Server.

* Shut Down the Server’s Hardware - The Shutdown
Hardware option should only be selected if the Server’s
hardware must be completely shut down—for example, if
the Server box will be physically relocated. When this
option is selected, the Server box shuts off, and files
normally FTPed to the Server will be routed to a problem
directory in the logging device. When the Server is
rebooted, these files will be FTPed to the Server.

* Restart the Server’s Software - The Restart Software
option should be selected if daemons fail to run and/or
the database needs to be started again. When this option
is selected, the MySQL database is rebooted.

¢ Shut Down the Server’s Software - The Shutdown
Software option should be selected if a software update
needs to be installed on the Server. When the Shutdown
Software option is selected, the MySQL database shuts
off and no files are FTPed to the Server.

Perform a Server Action

1. Click the radio button corresponding to the Server Action
you wish to execute.

2. Click the Apply button to display the warning screen.

3. To proceed with your selection, click the Restart or Shut-
down button on the warning screen. To change your
selection, click the Back button of the browser window to
return to the Shut Down screen.

NOTE: When the Restart Software or Hardware option is
selected, the Server will take five to 10 minutes to reboot. After
this time, you can go to another screen or log off.
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Web Client Server Management screen

The Web Client Server Management screen displays when
the Web Client Server Management option is selected from
the Server menu. This screen is used for enabling specified

Web Client Server features.

Metwork

~ || Database

Web Client Server Management

Restart Web Client Server

Please click the Restart buttan to restart the Web Client Server:

Restart

EnableDisable HTTPHTTPS access to Web Client Server

Please check the following method to access the Web Client Server:
W HTTP
W HTTPS

Apply |

EnableDisable Web Client Scheduler

Please select either the On or Off option for the ¥Web Client Scheduler:
& 0N
© OFF

Apply |

YWARNING: Please click the "Restart” button above to restart the Web Client Server in
order to have this setting take effect.

Fig. 1:2-18 Web Client Server Management screen
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Restart the Web Client Server

In the Restart Web Client Server frame, click Restart to
restart the Web Client server. As a result of this action, a
screen displays with the following message: “The Web
Client Server will restart in a few minutes.” Click OK to
return to the Web Client Server Management screen.

Enable/Disable Web Client Server Access

1. In the Enable/Disable HTTP/HTTPS access to Web
Client Server frame, click the checkbox(es) corre-
sponding to the option(s) for logging into the Web Client:

* “HTTP” - Choose this option to let users log into the
Web Client using an HTTP IP address

* “HTTPS” - Choose this option to let users log into the
Web Client using an HTTPS IP address

[‘% NOTE: Remove the check mark to disable a selection.
2. Click Apply.

Enable/Disable the Web Client Scheduler

1. In the Enable/Disable Web Client Schedule frame, click
the appropriate radio button to specify whether or not to
automatically run scheduled Web Client reports:

* “ON” - Choose this option to let the Web Client auto-
matically run scheduled reports.
& WARNING: Do not select this option if using the Access Client to
run scheduled reports; duplicate reports will be generated.

* “OFF” - Choose this option to use the Access Client for
running scheduled reports, or if you do not want the
Web Client to run scheduled reports.

2. Click Apply.
3. Click Restart to restart the Web Client Server.
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Database Menu

The Database pull-down menu includes options for config-
uring the database. These options are: IP.ID, Username
Display Setting, Elapsed Time, Page Definition, Tools, Expi-
ration, NAS Status, Optional Features, and User Group
Import.

886 LT T ISERRERDILETS

¥ || server ~||Database |

IPID

Userame Display Setting
Elapsed Time

Fage Definition

Tools

Expiration

MAS Status rter
Optional Features
User Group Import

coocena.
. "0 e

Beé Technologies

www . BeGtechnologies.com

Welcome to the Enterprise Reporter.
This boxis in live mode naw.

Change Mode |

Fig. 1:2-19 Database menu, main screen

User Name Identification screen

The User Name ldentification screen displays when the
IP.ID option is selected from the Database menu. This
screen is used for configuring the Server to identify users
based on the IP addresses of their machines, their user-
names, and/or their machine names. Information set up on
this screen is used by the Client when logging a user’s
Internet activity.
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Metwork T || Server ~ || Database -

User Name Identification

Text Label {to be used for unidentified machines)

¥  Replace the default"IP anly* label Anonymous

weith this label:

% Enable " Disable
IP.ID {Microsoft Username Lookup)
¥ IFID

¥  Static IP assignment

Click Update to instantly create a table of Static IPs -
and Machine Names. Update

IPs, Machines, Usernames to lgnore
Flease enter the IP, Machine & Username you wish to ignare belows
(One Mame Per Line)

IP to ignore: 200.10.160.11 =]
200.10.160.53
[/
Machine to ignore: admin-edot =]
[
Username to ignore: emartin ;l
jchaire
=

Save |

Fig. 1:2-20 User Name Identification screen with IP.ID activated

As the administrator of the Server, you have the option to
either enable or disable this feature for logging users’ activ-
ities by usernames, machine names, and/or IP addresses of
machines.
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WARNINGS

& The ER will generate NetBIOS requests outside the network if
IP.ID is activated and if no segment settings have been specified
in the configuration of the R3000—causing it to log external
traffic. To resolve this issue, the R3000 should be modified to log
activity only within the network. If a firewall is used, it should be
set up to prevent logging NetBIOS requests outside the network.

& If using IP.ID, note that user login times are established for set
periods of 15 minutes, and if more than one user logs onto the
same machine during that time period, the activity on that
machine will be identified with the first user who logged onto that
machine. For example, the first user logs on a machine for three
minutes and then logs off. The second user logs on the same
machine for 11 minutes and then logs off. The first user logs back
on that machine for 16 minutes. All 30 minutes are logged as the
first user’s activity.
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View the User Name Identification screen

There are two frames on this screen: one used for custom-
izing the label that displays in Client reports for unidentified
machines, and the other used for specifying username iden-
tification (IP.ID) criteria. These frames will be populated if
entries were previously made in them.

Set up a Customized Label for Unidentified
Machines

The Text Label frame is used for creating a customized label
to display in reports generated by the Client. This label will
replace the default “IP Only” label that is used for identifying
any machine that is not assigned to a specific user.

1. Click in the checkbox to indicate that you wish to create a
customized text label for unidentified user machines.

2. In the Replace the default “IP Only” label with this
label field, enter up to 14 characters of text for the label.

3. Click Save to save your entries.

Configure the Server to Log User Activity

1. In the IP.ID (Microsoft Username Lookup) section of the
screen, click the radio button corresponding to Enable.
This action opens an alert box informing you that if user-
names are enabled, these usernames will overwrite
those that are being imported from the shadow log.

2. Click OK to close the alert box, and to activate the IP.ID
and Static IP assignment checkboxes.

3. Select one or both of the following options by clicking in
the designated checkbox(es):

» IP.ID - this option logs a user’s activity by username
(login ID).
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» Static IP assignment - this option logs a user’s
activity by the IP address of the machine used. When
selecting this option, the Update button becomes acti-
vated.

a. Click the Update button to automatically generate
a table of static IP addresses and machine names.
After this table is created, the message screen
displays to confirm the successful execution of this
task.

b. Click the Back button to return to the User Name
Identification screen.

4. In the IP/Machine/Username to ignore list boxes, enter
all IP addresses, machine names, and/or usernames the
Server should disregard when identifying users. Each
entry should be made in a separate row.

5. After making all necessary entries on this screen, click
the Save button.

NOTE: After saving your entries, the IP.ID frame becomes
disabled. To make modifications in this frame, you must follow all
steps in this sub-section.

Deactivate User Name Identification

1. Click the radio button corresponding to Disable.

2. Click the Save button.
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Username Display Setting screen

This Username Display Setting screen displays when the
Username Display Setting option is selected from the Data-
base menu. This screen is used for configuring the user-
name format imported from raw logs and customizing the
username format that displays in reports.

8e0 srearoniss Fopancar

> || Database

Username Display Setting

Current Username Display Setting

The current display name format is:

Department MameWser Name

Modify Username Display Setting

Please SELECT the username in the raw log from the fallowing fields:
Available Fields:

COrganization Mame

Add

Fleage selact how you want the usernarme displayed on the ER report and click "Apply*
Raw Log Fields:

Domain Mame

Department Mame

User Name

Add

Display username:

Apply | Reset |

Fig. 1:2-21 Username Display Setting screen
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View the Current Username Display Setting

In the Current Username Display Setting frame, the current
username format displays—if previously entered in the
Display username field and saved on this screen.

Modify the Username Display Setting

In the Modify Username Display Setting frame, make selec-
tions from list boxes and apply results for the new username
format to be displayed in the report.

1. By default, the following choices display in the Available
Fields list box: Domain Name, Organization Name,
Department Name, User Name. Make a selection from
this list for the first field displayed in your server console
and raw logs that you wish to include in the username
format in the report.

2. Click Add to include this selection in the Raw Log Fields
list box below.

NOTE: Follow steps 1 and 2 for each consecutive field to be
added to the Raw Log Fields list box.

@ TIP: Click the Reset button on this screen at any time to revert to
the default settings.

WARNING: It is important to select the correct fields from this list,
in the order in which they appear in your server console. For
example, if the username format on the console is Domain
Name\Department Name\User Name, and only User Name and
Department Name are selected from the Available Fields list
box—in that order—the report will display information in the
wrong order. In this example, if the Domain Name is LOGO, the
Department Name is Admin, and the User Name is JSmith, the
report will show JSmith\Admin, instead of LOGO\Admin\JSmith.

3. In the Raw Log Fields list box, select the first field to be
displayed in the username format on the report.
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4. Click Add to include your selection in the Display user-
name field below.

NOTE: Follow steps 3 and 4 for each field to be added to the
Display username field below. Each additional selection added to
the display name is preceded by a backslash (\).

5. Click Apply to save your entries and to display the new
username format in the Current Username Display
Setting frame.

NOTE: Changes made to username display settings in this
screen will not be effective until the next day’s reports are gener-
ated.
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Page View Elapsed Time screen

The Page View Elapsed Time screen displays when the
Elapsed Time option is selected from the Database menu.
This screen is used for establishing the value—amount of
time—that will be used when tracking the length of a user’s
stay at a given Web site, and the number of times the user
accesses that site.

886 sn-copnisifnancan

Metwork ~ || Database

Page View Elapsed Time

Elapse Tirne Im sECONdS
Save |

Fig. 1:2-22 Page View Elapsed Time screen

Establish the Unit of Elapsed Time for Page Views

1. In the Elapse Time field, enter the number of seconds
that will be used as the value when tracking a user’s visit
to a Web site.

2. Click the Save button.

58 8e6 TecHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USER GUIDE



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

Elapsed Time Rules

Each time a user on the network accesses a Web site, this
activity is logged as one or more visit(s) to that site. The
amount of time a user spends on that site and the number of
times he/she accesses that site is tracked according to the
following rules:

* A user will be logged as having visited a Web site one
time if the amount of time spent on any pages at that site
is equivalent to the value entered at the Elapse Time
field, or less than that value.

For example, if the value entered at the Elapse Time field
is 10 seconds, and if the user is at a site between one to
10 seconds—on the same page or on any other page
within the same site—the user’s activity will be tracked
as one visit to that Web site.

¢ Each time the user exceeds the value entered at the
Elapse Time field, the user will be tracked as having
visited the site an additional time.

For example, if the value entered at the Elapse Time field
is 10 seconds and the user remains at a Web site for 12
seconds, two visits to that site will be logged for him/her.

¢ Each session at a Web site is tracked as one or more
visit(s), depending on the duration of the session. A
session is defined as a user’s activity at a site that begins
when the user accesses the site and ends when the user
exits the site.

For example, if the value entered at the Elapse Time field
is 10 seconds and the user spends five seconds on a
Web site, then exits, then returns to the same site for
another 15 seconds, the user will have two sessions or
three visits to that site logged for him/her (5 seconds = 1
visit, 15 seconds = 2 visits, for a total of 3 visits).
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Page Definition screen

The Page Definition screen displays when the Page Defini-
tion option is selected from the Database menu. This screen
is used for specifying the types of pages to be included in
the detail report for Page searches.

ENCELPIRSENSEROREE

Metwork = || Server ~ || Database &2

Page Definition

Modify Page Definition
Please customize the page definition and click "Apply"
Current page types:
kit -
_html
.dhtrl
.shtm

.shtml =

Rernove

New Page Type: (Please type the file extension in the following format 3044 (2.0, himi)

B
Apply |

Fig. 1:2-23 Page Definition screen

View the Current Page Types

The Current page types list box contains the extensions of
page types to be included in the detail report.
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Remove a Page Type

To remove a page type from the detail report:

1. Select the page extension from the Current page types
list box.

2. Click Remove.
3. Click Apply.

Add a Page Type
To add a page type in the detail report:

1. Enter the New Page Type extension.

2. Click Add to include the extension in the Current page
types list box.

3. Click Apply.
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Tools screen

The Tools screen displays when the Tools option is selected
from the Database menu. This screen is used for viewing
reports and logs to help you troubleshoot problems with the
Client application.

Diagnostic Reports [Tanle Status vl Viewl
Database Status dB Active vl Vigwl

Fig. 1:2-24 Tools screen

The following options are available on this screen:
* View Diagnostic Reports

* View Database Status Logs
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View Diagnostic Reports

1. Choose a report from the pull-down menu (Table Status,
Process List, Full Process List, Tables, or Daily
Summary).

2. Click the View button to view the selected diagnostic
report in a pop-up window:

Table Status - This report contains a list of Client table
names, and columns of statistics on each table, such
as type, size, number of rows, and time created and
updated.

Process List - This report shows a list of current SQL
queries in the database, in an abbreviated format.

Full Process List - This report shows a list of current
SQL queries in the database, in the full format that
includes all columns of data.

Tables - This report contains a list of the names of
tables currently in the database.

Daily Summary - This report shows the date range of
summary tables currently in the database.

3. Click the “X” in the upper right corner of the pop-up
window to close the window.

View Database Status Logs

1. Choose a database status log from the pull-down menu.

2. Click the View button to view the selected database
status log in a pop-up window:

db Active - This log indicates when client tables were
last updated with hits_objects and hits_pages.

db Backup - This log provides information about the
MySQL backup/restore operation.

db Control - This log shows a list of actions performed
by the ER process when processing log files.

8e6 TeECHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USeER GUIDE

63



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

e db Expiration - This log includes information about
expiring data on the Server.

* db Expire Summary - This log provides a list of data
expiration from summary tables.

* db Identify - This log provides information about the
Server’s action of obtaining user/machine names from
name log files and populating the database with these
names.

e db Ipgroups - This log lists individual and group IP
records that were added to—and deleted from—the
client group lookup table.

* db Logloader - This log provides information about
log file parsing and the number of valid and invalid
records that are processed.

* db Nbtlookup - This log provides a list of user/
machine IP addresses from the NetBIOS lookup.

* db Split - This log contains information pertaining to
the formation of the hits_objects/hits_pages tables.

» db Staticip - This log provides information about
settings on the server for the static IP assignment
option.

e db Summary - This log shows a summarization of
activities from the dbsummary database tool.

e db Support - This log includes a list of temporary
tables that were created for the formation of the hits
tables.

¢ db Tool - This log shows information about system
checks performed on disk usage, free memory,
unprocessed files, and daemons.

¢ db Traffic - This log provides information about the
daily traffic table.

¢ File Watch Log - This log shows a list of records that
were imported from one machine to another.
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e Patch Log - This log gives information about applied
software updates.

* MYSQL Log - This log provides information pertaining
to the MySQL server.

e Error Entry - R2k - This log displays a list of R2000
query errors.

e Error Entry - R3k - This log displays a list of R3000
query errors.

3. Click the “X” in the upper right corner of the pop-up
window to close the window.
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Expiration screen

The Expiration screen displays when the Expiration option
is selected from the Database menu. This screen shows
statistics on the amount of data currently stored on the
Server box, and provides an estimated date when that data
will expire. By reviewing the current database disk space
utilization and the average number of daily hits on your
Server, adjustments can be made to the number of weeks of
live and archive data you wish to store in the future before
that data expires.

886 =rcconeaiiczncen
INetwork j|Senrer j|Database j

Status as of 2007-11-13 13:04:40

2007-08-01 00:00:11 -
2007-11-1312:59:59
Total number of week(s) stored 15 week(s)

Current live data (yearweeknol/date scope) 200732 - 200745
2007-08-15 00:00:00 -
2007-11-1312:59:59

Total number of live week{s) 13 week(s)

Current archive data {yearweeknoidate scope) 200730- 200732
2007-08-01 00:00:11 -
2007-08-14 23:59:59

Date scope for total data

Total number of archive week(s) 2weekis)
Database disk space ufilization 12.79 %

(used datat spaceftotal datat space) (5.78/41.94 Ghytes)
Target percentage of live data 50 %

Last 8 weeks hitsiday average 120827

Estimated total week(s) of live data 24 week(s)
Estimated total week{s) of archive data 3weekis)
Estimated numher of week(s) until next expiration Oweekis)

Change Settings
Hitsiday 130837

Percentage of live data IQD %

Calculate |
Estimated total week(s) of live data I week(s)

Estimated total week(s) of archive data week(s)

Save

Fig. 1:2-25 Expiration screen
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NOTE: Though the database is backed up automatically each
day, under certain circumstances you may need to perform a
manual backup to the internal backup drive, and then save this
data off site. (See the Server Menu Backup screen section for
information on establishing backup procedures, and backing up
and restoring data on the ER Server.)

Expiration Screen Terminology

The following terminology is used on the Expiration screen:

¢ Live - pertains to indexed data on the hard drive of the
Server for the most recent weeks—the period designated
as “live.” Indexed data includes pages and objects that
were accessed by users on the Internet, as well as the
indexes for these items.

When setting up the Server to store data, 8e6 recom-
mends that you allocate the highest percentage possible
for live data storage, since reports run faster if indexes
are available for pages and objects.

If your Server is set up to store live data only (100
percent live data), you will be able to store less data than
if you store both live and archive data, since indexes
require additional storage space.

* Archive - pertains to non-indexed data on the hard drive
of the Server for the oldest weeks—the period desig-
nated as “archive.” Non-indexed data might include
pages and/or objects that were accessed by users on the
Internet.

Since archive data contain no indexes, they occupy less
space on the Server than live data—which include
indexes and pages/objects. However, reports generated
for periods of time with archive data take longer to
process since indexes are not included for that data.
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e Expire - pertains to the action of dropping data from the
Server when there is no room left on the hard drive for
additional storage. When the hard drive reaches its
maximum data storage capacity, indexes from the oldest
week of data stored on the Server are dropped, or
“expired” from the Server. Thereafter, when more space
is needed on the Server, the oldest week of non-indexed
data “expires.”

Expiration Rules

The administrator of the Server specifies the number of

weeks of data that will be stored on the Server, based on the
storage capacity of the hard drive, and the number of hits on
the Server. After inputting the percentage of live data to be
stored, the Server translates that figure into the equivalent
of weekly time periods for live and/or archive data storage.

When the Server reaches the maximum number of weeks
allocated for live data storage, the oldest week of live data
stored on the Server attains an archive data status. In
attaining an archive data status, the index for that week of
data is dropped from the database tables.

When the Server reaches its maximum number of weeks
allocated for archive data storage, the oldest week of non-
indexed data stored on the Server is automatically dropped
(expired) from the database.

Once data expires, it cannot be recovered.

8e6 TECHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USER GUIDE



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

View Data Storage Statistics

In the Status section of this screen, the date and time of the
last database expiration displays in the Status bar. The date
displays in the YYYY-MM-DD format, and the time displays
in military time (01-24 hours) using the HH:MM:SS time
format.

The following data that displays is current as of the most
recent database expiration run:

« Data scope for total data - the date and time range of all
live and archive data currently stored on the Server. The
date displays in the YYYY-MM-DD format, and the time
displays in military time (01-24 hours) using the
HH:MM:SS time format.

¢ Total number of week(s) stored - the number of weeks
represented in the total data date scope.

* Current live data (yearweekno/date scope) - the range
of dates and times of live data currently stored on the
Server.

The first line displays the range of year(s) and weeks in
the YYYYWW format, where “Y” represents the year, and
“W” represents the week number in that year (01-52).

The second line displays the first date and time in the
range of live data currently stored on the Server. The
date displays in the YYYY-MM-DD format, and the time
displays in military time (1-24 hours) using the
HH:MM:SS time format.

The third line displays the last date and time in the range
of live data currently stored on the Server, using the
same format as in the second line of data.

* Total number of live week(s) - the number of weeks
represented in the live data date scope.

8e6 TeECHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USeER GUIDE 69



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

e Current archive data (yearweekno/date scope) - the
range of dates and times of archive data currently stored
on the Server.

The first line displays the range of year(s) and weeks in
the YYYYWW format, where “Y” represents the year, and
“W” represents the week number in that year (01-52).

The second line displays the first date and time in the
range of archive data currently stored on the Server. The
date displays in the YYYY-MM-DD format, and the time
displays in military time (1-24 hours) using the
HH:MM:SS time format.

The third line displays the last date and time in the range
of archive data currently stored on the Server, using the
same format as in the second line of data.

* Total number of archive week(s) - the number of weeks
represented in the archive data date scope.

* Database disk space utilization - the percentage of
space currently being used on the hard drive for both live
and archive data. If a high percentage displays, you may
want to expire data in the near term (see Change Data
Storage Settings).

* (used database space/total database space) - the
amount of space in Gigabytes currently being used on
the hard drive for both live and archive data, and the total
amount of space in Gigabytes (Gbytes) on the hard drive
allocated to database storage.

* Target percentage of live data - the percentage of live
data to be stored on the Server. If this figure is 100, only
live data will be stored. If this figure is less than 100, the
remaining percentage to be stored will be archive data.

The percentage that displays can be changed by
entering and saving a different figure in the Percentage
of live data field in the Change Settings section of this
screen.
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* Last 8 weeks hits/day average - the average number of
hits on the Server per day, based on the last eight weeks
of data stored on the Server.

The following data that displays is current as of the last
changes made in the Change Settings section of the
screen:

« Estimated total week(s) of live data - the number of
weeks of live data the Server will store, based on your
specifications. This number is affected by the hits/day on
the Server, and the maximum number of weeks of data
the Server is able to hold.

The number of weeks of live data to be stored can be
changed by making a new entry in the Percentage of live
data field in the Change Settings section of this screen,
and saving the result of your calculations that displays
below in the Estimated total week(s) of live data field.

» Estimated total week(s) of archive data - the number
of weeks of archive data the Server will store, based on
your specifications. This number is affected by the hits/
day on the Server, and the maximum number of weeks of
data the Server is able to hold.

The number of weeks of archive data to be stored can be
changed by making a new entry in the Percentage of live
data field in the Change Settings section of this screen,
and saving the result of your calculations that displays
below in the Estimated total week(s) of archive data field.

* Estimated number of week(s) until next expiration -
the number of weeks from this week that data on the
Server will expire.
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Change Data Storage Settings

The Change Settings section of the screen is used for
updating the amount of data that will be stored on the Server
box in the future. By making an entry in this section of the
screen, you dictate how data on the box will expire.

At the Hits/day field, the number of hits on the Server per
day displays. This is the same figure that displays in the
Last 8 weeks hits/day average field in the Status section
above.

1. Inthe Percentage of live data field, enter a figure for the
percentage of data you wish to be stored as live data on
the box. If you want all data to be live data only, enter
100.

2. Click the Calculate button to display results in the
following fields below: Estimated total week(s) of live
data, and Estimated total week(s) of archive data.

After viewing your results in these display fields, you can
adjust the number of weeks that data will be saved on the
Server, if necessary. To do so, follow steps 1 and 2 again.

3. Once you are satisfied with your results, click the Save
button. As a result of your entries, the following occurs:

* the figure saved in the Percentage of live data field
displays in the Target percentage of live data field in
the Status section

« the figures displayed in the Estimated total week(s) of
live/archive data fields display in the Estimated total
week(s) of live/archive data fields in the Status section

 the Estimated number of week(s) until next expiration
field may display a new figure, based on the new
settings you saved.

When the next database expiration runs, all other fields
in the Status section will reflect the new calculations.
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TIP: 8e6 recommends that you set up your Server to store more
live data than archive data for the benefit of administrators and
sub-administrators who generate reports via the Client applica-
tion. Report processing times are slower when generating reports
that include non-indexed data.

If your Server is set up to store only live data, you will be able to
store less data than if you store both live and archive data, since
indexes require additional storage space.

@ NOTE: See Appendix A: Evaluation Mode for information about
viewing the Expiration screen in the evaluation mode.
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NAS Status screen

The NAS Status screen displays when the NAS Status
option is selected from the Database menu. This screen is
used for verifying the status of the Network Attached
Storage (NAS) device. The NAS is used for storing ER data
that otherwise might be lost from the ER Server when
reaching its maximum data storage capacity.

NAS Status

This ER does not have a NAS device attached.

NAS Ping Status: MNiA

Fig. 1:2-26 NAS Status screen
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View NAS Status Information

One of the following informational messages displays on
this screen, depending on whether or not a NAS device is
attached to the ER:

» This ER does not have a NAS device attached. NAS Ping
Status: N/A

» This ER has a NAS device attached. NAS Ping Status:
OK

» This ER has a NAS device attached. NAS Ping Status:
FAILED

If the “FAILED” message displays, verify that the NAS is
properly connected to the ER.

NOTE: Refer to the Quick Start Guides for the ER and NAS
devices for setup information.

Optional Features screen

The Optional Features screen displays when Optional
Features is selected from the Database menu (see Fig.
1:2:27). This screen is used for specifying any of the
following options to be available in the Web Client when
generating specified types of reports: Search String
Reporting, Block Request Count, Wall Clock Time, Object
Count. This screen also is used for enabling and configuring
the password security feature to be used for the Adminis-
trator console and/or Web Client.

[‘% NOTE: Optional features can be enabled or disabled at any time.
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|| Database

Plaasn saloct which Entarprise Ropaner features you would like 10 ensble or disable.
B provides these options since not all customens require the same depth of detailed
reporting, andl disabling seine of thee features wil mprave the pevformance of the reporter

Search SHing Reporting

“Search String” feature displays ihe fill search siring conent that was typed ina
a search angine toxt Box
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= OFF

gy |

Block Request Comn
The "Bllack Riequest” Ssature onsblos the “Tap 20 Users by Blocked Requast” canned
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 OFF

ey |

Thi “Wall Clack Tima Repon™ shiws whathar thare wine any Weh page hits in a gren
munyte of real bene and f g0, assigng 3 lull minute of bme 1o the user.

= OoN
o OFF

ey |

Objet Coumt
The "Otject Count” feature enables sbiect hits {o.9. all images, graghics, mullimedsa
fems, and text items courd as objects fles) to be dizplayed in the Dnll Down repoes,
schadulsd custom raparts, and Wall Clock Time reparts.
Selocting "Pages Oaly" will show Weh paga hit infarmation only

" Pagss orily
% Pages and Objects

gy |

Password Secisity Optiens.
Fagsword Expiration

& Nevar
 Numer of |7 days prior to axpiration

Lockout by Ussmame

©on
& OFF

Lockeat by 1P Address
ron
& OFF
Aliowable Nurber of Faded Password Altempts

Failud Password Atlempts Timespan (in mintus)

ey |

Fig. 1:2-27 Optional Features screen
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Enable Search String Reporting

If Search String Reporting is enabled, detail drill down
reports display the full search string content typed into a
search engine text box for search sites such as Google,
Yahoo!, MSN, AOL, Ask.com, YouTube.com, and
MySpace.com.

1. Click the radio button corresponding to “ON” to let search
string entries display in drill down reports.

2. Click Apply to apply your setting.

Enable Block Request Count

If Block Request Count is enabled, the Top 20 Users by
Blocked Request canned report can be generated by the
administrator.

1. Click the radio button corresponding to “ON” to make the
Top 20 Users by Blocked Request canned report selec-
tion available in an administrator’s Canned Reports
menu.

2. Click Apply to apply your setting.

[‘% NOTE: Since Canned Reports are processed each night, any
changes made to settings today will not effective until the
following day.

Enable Wall Clock Time

If Wall Clock Time is enabled, Wall Clock Time Reports can
be generated by the administrator. These reports use the
Wall Clock Time algorithm to calculate the amount of time
an end user spent accessing a given page or object—disre-
garding the number of seconds from each hit and counting
each unique minute of Web time as one minute. Using this
algorithm, an end user could never have more than 24
hours of Web time within a given 24-hour period.
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1. Click the radio button corresponding to “ON” to make the
Wall Clock Time Report selection available in an admin-
istrator’s Custom Reports menu.

2. Click Apply to apply your setting.

NOTE: Since Wall Clock Time reports are processed each night,
any changes made to settings today will not effective until the
following day.

Enable Page and/or Object Count

In the Object Count frame, indicate whether drill down, Wall
Clock Time, and scheduled custom reports will include Web
page hits only, or both Web page and object hits. Objects
include images, graphics, multimedia items, and text item
object files.

WARNING: If “Pages only” is selected, all records of objects
accessed by end users will be lost for the time period in which
this option was enabled. Even if there were objects accessed by
end users during that time period, zeroes (“0”) will display for
object activity in generated reports.

1. Select one of two radio buttons to specify the type of hits
to be included in drill down, Wall Clock Time, and sched-
uled custom reports:

* “Pages only” - Choose this option to include only Web
page hits in reports.

* “Pages and Objects” - Choose this option to include
both Web page and object hits in reports.

2. Click Apply to apply your setting.
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Enable, Configure Password Security Option

In the Password Security Options frame, passwords for
accessing the Administrator console or Web Client can be
set to expire after a specified number of days, and/or lock
out the user from accessing the Administrator console and
Web Client after a specified number of failed password entry
attempts within a defined interval of time.

1. Enable any of the following options:

+ At the Password Expiration field, click the radio
button corresponding to either password expiration
option:

* Never - Choose this option if passwords will be set
to never expire.

*  Number of ‘x’ days prior to expiration - Choose
this option if password will be set to expire after ‘x’
number of days (in which ‘X’ represents the number
of days the password will be valid).

@ NOTES: The maximum number of days that can be entered is
365.

If a user’s password has expired, when he/she enters his/her
User Name and Password in the login screen and clicks Login,
he/she will be prompted to re-enter his/her User Name and enter
a new password in the Password and Confirm Password fields.

» At the Lockout by Username field, click the radio
button corresponding to either of the following options:

* ON - Choose this option to lock out the user by
username if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts field—within
the interval defined in the Failed Password
Attempts Timespan (in minutes) field.
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* OFF - Choose this option if the user will not be
locked out by username after entering the incorrect
password.

» At the Lockout by IP Address field, click the radio
button corresponding to either of the following options:

* ON - Choose this option to lock out the user by IP
address if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts field—within
the interval defined in the Failed Password
Attempts Timespan (in minutes) field.

* OFF - Choose this option if the user will not be
locked out by IP address after entering the
incorrect password.

» Allowable Number of Failed Password Attempts -
With the Lockout by Username and/or Lockout by IP
Address option(s) enabled, enter the number of times
a user can enter an incorrect password during the
interval defined in the Failed Password Attempts
Timespan (in minutes) field before being locked out of
the ER application.

NOTE: The maximum number of failed attempts that can be
entered is 10.

* Failed Password Attempts Timespan (in minutes) -
With the Lockout by Username and/or Lockout by IP
Address option(s) enabled, enter the number of
minutes that defines the interval in which a user can
enter an incorrect password—as specified in the
Allowable Number of Failed Password Attempts field—
before being locked out of the ER application.

NOTE: The maximum number of minutes that can be entered is
1440.

2. Click Apply to apply your settings.
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User Group Import screen

The User Group Import screen displays when the User
Group Import option is selected from the Database menu.
This screen is used for specifying R3000 servers to send
LDAP user group membership information to this ER
Server.

866 Splecipeipisis) Blseleinssin

¥ || Database

User Group Import

R3oooP1:[200.1010000 Import from this R2000
rsooowe2| Import fram this k3000
R3000IP 3:| Impatt fram this R3000
R3000 1P 4 Impartfram this R3000

Maore R2000s |

Importing user groups may take a long time depending on the number of R3000s
and the number of users for each R3000

Impaort Now |

Fig. 1:2-28 User Group Import screen

Import User Groups

NOTE: R3000 IP fields are populated by default if one or more
R3000 servers are connected to this ER server.

1. Specify the R3000 IP address of each R3000 to send
LDAP user group membership data to this ER.

2. Click the checkbox corresponding to “Import from this
R3000".
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NOTE: If additional R3000 servers need to be specified, click
More R3000s to display the next four sets of entry fields.

3. After specifying all R3000 servers, click Import Now to
begin the data importation process.

4. When the importation process has successfully been
completed, a confirmation page displays the following
message: “The importing process finished.” Click OK to
return to the User Group Import screen.

NOTE: User groups will be imported in the exact format defined
on the R3000.
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TECHNICAL SUPPORT / PRODUCT
WARRANTIES

Technical Support

For technical support, visit 8¢6 Technologies’s Technical
Support Web page at http://www.8e6.com/support.html,
or contact us by phone, by e-mail, or in writing.

Hours

Regular office hours are from Monday through Friday, 8
a.m. to 5 p.m. PST.

After hours support is available for emergency issues only.
Requests for assistance are routed to a senior-level techni-
cian through our forwarding service.

Contact Information

Domestic (United States)

1. Call 1-888-786-7999
2. Select option 3

International

1. Call +1-714-282-6111
2. Select option 3

E-Mail

For non-emergency assistance, e-mail us at
support@8e6.com
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Office Locations and Phone Numbers

8e6 Corporate Headquarters (USA)

828 West Taft Avenue

Orange, CA 92865-4232

USA

Local 1 714.282.6111

Fax : 714.282.6116

Domestic US : 1.888.786.7999

International o +1.714.282.6111
8e6 Taiwan

7 Fl., No. 1, Sec. 2, Ren-Ai Rd.

Taipei 10055

Taiwan, R.O.C.

Taipei Local : 2397-0300

Fax ;. 2397-0306

Domestic Taiwan : 02-2397-0300

International ;. 886-2-2397-0300
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Support Procedures

When you contact our technical support department:

* You will be greeted by a technical professional who will
request the details of the problem and attempt to resolve
the issue directly.

» If your issue needs to be escalated, you will be given a
ticket number for reference, and a senior-level technician
will contact you to resolve the issue.

» If your issue requires immediate attention, such as your
network traffic being affected or all blocked sites being
passed, you will be contacted by a senior-level techni-
cian within one hour.

* Your trouble ticket will not be closed until your permission
is confirmed.
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Product Warranties

Standard Warranty

8e6 Technologies warrants the medium on which the 8e6
product is provided to be free from defects in material and
workmanship under normal use for period of one year (the
“Warranty Period”) from the date of delivery. This standard
Warranty Period applies to both new and refurbished equip-
ment for a period of one year from the delivery date. 8e6
Technologies’ entire liability and customer’s exclusive
remedy if the medium is defective shall be the replacement
of the hardware equipment or software provided by 8e6
Technologies.

8e6 Technologies warrants that the 8e6 product(s) do(es)
not infringe on any third party copyrights or patents. This
warranty shall not apply to the extent that infringement is
based on any misuse or modification of the hardware equip-
ment or software provided. This warranty does not apply if
the infringement is based in whole or in part on the
customer’s modification of the hardware equipment or soft-
ware.

8e6 Technologies specifically disclaims all express warran-
ties except those made herein and all implied warranties;
including without limitation, the implied warranties of
merchantability and fitness for a particular purpose. Without
limitation, 8e6 Technologies specifically disclaims any
warranty related to the performance(s) of the 8e6
product(s). Warranty service will be performed during 8e6
Technologies’ regular business hours at 8e6 Technologies’
facility.
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Technical Support and Service

8e6 Technologies will provide initial installation support and
technical support for up to 90 days following installation. 8e6
Technologies provides after-hour emergency support to 8e6
server customers. An after hours technician can be reached
by voice line.

Technical support information:

Online: http://www.8e6.com/support.html
Toll Free: 888-786-7999, press 3
Telephone: 1+714-282-6111, press 3

E-mail: support@8e6.com

Have the following information ready before calling tech-
nical support:

Product Description:

Purchase Date:

Extended warranty purchased:
Plan #

Reseller or Distributor contact:

Customer contact:
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Extended Warranty (optional)

The extended warranty applies to hardware and software of
the product(s) except any misuse or modification of the
product(s), or product(s) located outside of the United
States. The extended warranty does not include new
product upgrades. Hardware parts will be furnished as
necessary to maintain the proper operational condition of
the product(s). If parts are discontinued from production
during the Warranty Period, immediate replacement
product(s) or hardware parts will be available for exchange
with defective parts from 8e6 Technologies’ local reseller or
distributor.

Extended Technical Support and Service

Extended technical support is available to customers under
a Technical Support Agreement. Contact 8e6 Technologies
during normal business hours, 8 a.m. to 5 p.m. PST, at (888)
786-7999, or if outside the United States, call 1+(714) 282-
6111.

8e6 TECHNOLOGIES, ENTERPRISE REPORTER ADMINISTRATOR USER GUIDE



APPENDICES SECTION APPENDIX A

APPENDICES SECTION

Appendix A

Evaluation Mode

By default, the ER Server and Client are set to the evalua-
tion mode. This appendix explains how to use the ER
Server in the evaluation mode, and how to activate the ER
Server to function in the activated mode.

Administrator Console

After logging on the Server, the ER Status pop-up box
opens to inform you that the ER unit is currently in the eval-
uation mode:

/3 ERIII Status - Microsoft Internet Explo o ] 4

EVALUATION MODE - MAX DATA STORAGE 4 WEEKS

Change Evaluation Mode

Fig. A-1 ER Status pop-up box

The Server will store data for the period specified in the pop-
up box: “EVALUATION MODE - MAX DATA STORAGE ‘X’
WEEKS”"—in which ‘X’ represents the maximum number of
weeks in the ER’s data storage scope.
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You have the option to either use the ER unit in the evalua-
tion mode, or change the evaluation mode in one of two
ways—by extending the evaluation period, or by activating
the unit so that it can be used in the activated mode.

NOTE: The message: “EVALUATION MODE - MAX DATA
STORAGE X’ WEEKS” also displays at the top of the Expiration
screen in the Administrator console. Refer to the Expiration
screen sub-section in Chapter 2 of the Administrator Section for
more information about data storage and expiration.
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Use the Server in the Evaluation Mode

To use the unit in the evaluation mode, click the "X" in the
upper right corner of the ER Status pop-up box to close it.

Expiration screen

In the evaluation mode, the Expiration screen can only be
used for viewing data storage statistics, and not for modi-
fying data storage capacity criteria.

Bed srarpris Foparcer

~ || Database

Status as of 2007-11-13 13:04:40
EVALUATION MODE - MAX DATA STORAGE 24 WEEKS

Please click here to activate the box

2007-08-01 00:00:11 -

2007-11-1212:69:59

Total number of week(s) stored 15 week(s)

Current live data (yearweekno/date scope) 2007323 - 200745
2007-08-15 00:00:00 -
2007-11-1312:59:59

Total number of live week{s) 13 week(s)

Current archive data freanveeknoidate scope) 200730 - 200732
2007-08-01 00:00:11 -
2007-08-14 23:59:59

Date scops for total data

Total number of archive week(s) 2week(s)
Database disk space utilization 13.79%
(used database spacefotal database space) (5.78/41.94 Ghytes)
Target percentage of live data 490 %
Last 8 weeks hitsiday average 130827
Estimated total week(s) of live data 24 week(s)
Estimated total week(s) of archive data Sweek(s)
Estimated number of week{s) until next expiration Dweek(s)

Change Settings
Hitsiday 130837

Fercentage of live data 90 %,
Calculate |

Estimated total week(s) of live data wieek(s)

Estimated total week(s) of archive data week(s)

Fig. A-2 Expiration screen
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When the Server is in the evaluation mode, the following
message displays at the top of the screen: “Evaluation
Mode — Max Data Storage ‘X’ Weeks” (in which ‘X’ repre-
sents the maximum number of weeks in the ER’s data
storage scope).

Since the evaluation period is set for a fixed time period, you
cannot make adjustments to the amount of data that will be
stored on the Server. Thus, the Save button is not included
at the bottom of the screen.

Change the Evaluation Mode

After the designated evaluation period has expired, you may
extend your evaluation period, or activate the unit and use it
in the activated mode. There are two ways to change the
evaluation mode from the Administrator console:

* inthe ER Status pop-up box (see Fig. A-1), click Change
Evaluation Mode

* in the Evaluation screen, click the link (“here”) in the
message at the top of the screen: “Please click here to
activate the box”.

By clicking the button or link, the Activation Page pop-up
box opens:
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-} patabase Expiration - Microsoft Interne ] 4|

Activation Page

Haostname: ER4.LOGO.com
IF: 200.10.101.76
Mac Address: 003048518187

Please call 8E6 tech supportto get an activation code.

Activation Code: |

Fig. A-3 Activation Page pop-up box

Activation Page

1. In the Activation Page pop-up box, the Hostname of the
Server, IP address, and Mac Address (Media Access
Control address) display.

2. Call 8e6 Technologies at either 714-282-6111 or 1-888-
786-7999, and speak to a technical support representa-
tive about changing the evaluation mode.

The technical support representative will ask you for the
following information:

a. Hostname, IP address, and Mac Address.

b. How you wish to change the evaluation mode. You
may select either option:

« extend the evaluation mode for 2, 4, or 8 weeks, or

» change the evaluation mode to the activated mode.
After obtaining this information from you, the technical
support representative will issue you an activation code.

3. Enter the activation code in the Activation Code field.
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4. Click Activate to display the confirmation message in the
Activation Page pop-up box:

+ If extending the evaluation period for the unit, the
following message displays: “It is now in evaluation
mode (‘X’ weeks)!” in which ‘X’ represents the number
of weeks in the new evaluation period.

* If activating the unit, the following message displays:
“Your box has been activated!”

5. Click CLOSE to close the Activation Page pop-up box.
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Appendix B

Disable Pop-up Blocking Software

A user with pop-up blocking software installed on his/her
workstation will need to disable pop-up blocking in order to
use the Client.

This appendix provides instructions on how to disable pop-
up blocking software for the following products: Yahoo!
Toolbar, Google Toolbar, AdwareSafe, and Windows XP
Service Pack 2 (SP2).

Yahoo! Toolbar Pop-up Blocker

Add the Client to the White List

If the Client was previously blocked by the Yahoo! Toolbar, it
can be moved from the black list and added to the white list
so that it will always be allowed to pass. To do this:

1. Go to the Yahoo! Toolbar and click the pop-up icon to
open the pop-up menu:

) ¥ahaod Tonlhae: Nverdew - Micersalt Inteenet Buploees (=15
Fle  Cdt  view  Favorkes  Tooks  Help -
daback + = - (D[] A | Doearch [Ejrovokes Prede F | By S E - EH

subdiress, [ 8] retp: jeckecompanion yobee.comtontij Sy TRTINGET =] e ks
- =] smarct »
=
YAHOO! Toolbar - ok
Aoy Alow PopLps From. .
‘Takal Pop-Lips Bncked: 3 Mext >

N Whry am 1 still getting pop-ups?
' Swarch Anedrs Tre I Mo
Overview i Yest ry.

More M.
Save time online with Yahoo! Toolbar __ Tel a Friend Abeut Pop-Lin Blocker

Fig. B-1 Select menu option Always Allow Pop-Ups From
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2. Choose Always Allow Pop-Ups From to open the Yahoo!
Pop-Up Blocker dialog box:

Yahoo! Pop-Up Blocker x|
Sources of Recently Blocked Pop-Ups:
=it companion.vahao.com Aoy I
Always Allow Pop-Ups From These Sources:
Geb.com Remove I
Help Close I

Fig. B-2 Allow pop-ups from source
3. Select the source from the Sources of Recently Blocked
Pop-Ups list box to activate the Allow button.

4. Click Allow to move the selected source to the Always
Allow Pop-Ups From These Sources list box.

5. Click Close to save your changes and to close the dialog
box.
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Google Toolbar Pop-up Blocker

Add the Client to the White List

To add the Client to the white list so that it will always be
allowed to pass, go to the Google Toolbar and click the #

blocked icon:

2} enoqle Tnalhar Nptsans Help - Micrasolt Intermet Explorer =101 ]
Pl ER Wew  Favortes  Took b -
ot - @) B Grortr aromin G 3|5 SW -1

¥ T S —————— ey ] =] P ke

Coogle « w] fcamchwes +| g | (R Bhobleded | £ Fdosters &

[Chck: this bathon b ahwarys allow POGLS O 566, Com

GOUS[@ |'°‘°< el through, press the ‘i’ key whit cicing on a ik,

Toolbar

Clicking this icon toggles to the Site pop-ups allowed icon,
adding the Client to your white list:

Fig. B-3 # blocked icon enabled

2 Gonqle Toalhar (iptsans Help - Mirosolt Intemet Explarer =101 ]
Pl Ede Vew Favirkes  Took e n
ot Q) | Drortr it Gt | SW -
¥ T S —————— ey ] e
Google - =] sexchwet - | B | TR S popups skowed Y- oo 2
N—— -
[kuwr«m:or |
Google i
Toolbar

Fig. B-4 Site pop-ups allowed icon enabled
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AdwareSafe Pop-up Blocker

Disable Pop-up Blocking

AdwareSafe’s SearchSafe toolbar lets you toggle between
enabling pop-up blocking (# popups blocked) and disabling
pop-up blocking (Popup protection off) by clicking the pop-
up icon.

1. In the IE browser, go to the SearchSafe toolbar and click
the icon for # popups blocked to toggle to Popup protec-
tion off. This action turns off pop-up blocking.

2. After you are finished using the Client, go back to the
SearchSafe toolbar and click the icon for Popup protec-
tion off to toggle back to # popups blocked. This action
turns on pop-up blocking again.
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Windows XP SP2 Pop-up Blocker

This sub-section provides information on setting up pop-up

blocking and disabling pop-up blocking in Windows XP SP2.

Set up Pop-up Blocking

There are two ways to enable the pop-up blocking feature in
the IE browser.

Use the Internet Options dialog box

1. From the |IE browser, go to the toolbar and select Tools >
Internet Options to open the Internet Options dialog
box.

2. Click the Privacy tab:
Internet Options 1

General | Security| Privacy | Content | Connections || Programs | Advanced

Settings

P Move the slider to select a privacy setting for the Internet
=& zone.

HMedium

- Blocks thid-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that use personally identifiable
L information withaut your implicit consent

- Restricts first-party cookies that use perzonally identifiable

information withaut implicit consent

[ Sites... ][ Impart... ][Advancad..

Pop-up Blocker
Prevent most pop-up windows fram appearing.

Block pop-ups Settings.

[ oK ][ Cancel ][ Apply ]

Fig. B-5 Enable pop-up blocking

3. In the Pop-up Blocker frame, check “Block pop-ups”.
4. Click Apply and then click OK to close the dialog box.
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Use the IE Toolbar

In the IE browser, go to the toolbar and select Tools > Pop-
up Blocker > Turn On Pop-up Blocker:

‘@ Microsoft Office Online: Installation Troubleshooter - Microsoft Internet Explorer

i Fle  Edt View Favorites
Q- O

acdress | &] http: fofice. micrasa
Links @&]8e6 &) Source &

Tools  Help
Mail and Hews
Pop-up Blacker
Manage Add-ons
Synchronize...
Windows Update

3 »

W Tmonropupsocer  POSIS Gosewchies -

(&) 8e6 Channel Partners Newsletter & &) TurboPipe &) Be6 Website User Management

United States

Ol g i
L 10ffice Online

Windows Messenger
1€QLite

5un Java Console

Internet Optians. .

Fig. B-6 Toolbar setup

e | Dowrleads ||

When you click Turn On Pop-up Blocker, this menu selec-
tion changes to Turn Off Pop-up Blocker and activates the
Pop-up Blocker Settings menu item.

You can toggle between the On and Off settings to enable or
disable pop-up blocking.
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Add the Client to the White List

There are two ways to disable pop-up blocking for the Client
and to add the Client to your white list.

Use the IE Toolbar

1. With pop-up blocking enabled, go to the toolbar and
select Tools > Pop-up Blocker > Pop-up Blocker

Settings to open the Pop-up Blocker Settings dialog box:

Pop-up Blocker Settings

Exceptions
Pop-ups are curently blocked. You can allow pop-ups from specific
‘Wb sites by adding the site to the list belaw.
Address of \weh site to allow:
|
Allowed sites
* Beb.com
Remove Al

Notifications and Filter Level

Play a sound when a pop-up is blocked.

Shaw Infarmation Bar when a pop-up is blocked.
Filter Level:

Medium: Black mast automatic pop-ups £V

Close

Pop-up Blocker FAD

Fig. B-7 Pop-up Blocker Settings

2. Enter the Address of Web site to allow, and click Add
to include this address in the Allowed sites list box. Click

Close to close the dialog box. The Client has now been
added to your white list.
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Use the Information Bar

With pop-up blocking enabled, the Information Bar can be
set up and used for viewing information about blocked pop-
ups or allowing pop-ups from a specified site.

Set up the Information Bar

1. Go to the toolbar and select Tools > Pop-up Blocker >
Pop-up Blocker Settings to open the Pop-up Blocker
Settings dialog box (see Fig. B-7).

2. In the Notifications and Filter Level frame, click the
checkbox for “Show Information Bar when a pop-up is
blocked.”

3. Click Close to close the dialog box.

Access the Client

1. Click the Information Bar for settings options:

3 Beb Technologies :: Internet Filtering and Reporting for the Enterprise - Microsoft Internet Explorer
Fle Edt Vew Favorites Toos Heb

Q- QM A G Pseos e @ -2 & - [ /B
ﬂn;?:,'.l.u.-z._.aeé.gm.'

F o | To 5ot
9 7opu bades. Tosee 1 p———— [

Always Aiow Pop-ups from This Site...

-1 Selite i | The Internet Filtering and Reparting Salution
Informati Ber Help | for the Enterprise.
= G Contact Us | 1.888.786.7999
: Home 3 Prodwcts 3 Solutions : Suppart Press Center 2 Pasiners 2 Aboul 8af o Search

Fig. B-8 Information Bar menu options

2. Select Always Allow Pop-ups from This Site—this action
opens the Allow pop-ups from this site? dialog box:

Allow pop-ups from this site?

@ Would you bke to aliow pop-upa from ‘www Bal.com?

Fig. B-9 Allow pop-ups dialog box
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3. Click Yes to add the Client to your white list and to close
the dialog box.

NOTE: To view your white list, go to the Pop-up Blocker Settings
dialog box (see Fig. B-7) and see the entries in the Allowed sites
list box.
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