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1. INTRODUCTION

Thank you for purchasing the INTELLINET™ NETWORK SOLUTIONS High-Speed
Broadband Router. This user manual includes hardware specifications, installation
guidelines, configuration guidelines and directions for using the device.

1.1 Warnings

* Only use the power adapter provided by the manufacturer.

* Do not drop the router: It can damage the router’s electronic components.
* Do not disassemble the router: Doing so voids the warranty.

* Avoid extended exposure to sunlight to prevent overheating.

* Keep the router in a dry place and away from heat.

1.2 Package Contents

* High-Speed Broadband Router

» Switching DC Power Adapter (5 V, 1.0 A)
* RJ-45 Ethernet Cable

» User manual

1.3 Features

This High-Speed Broadband Router is a highly integrated device with many
functions, such as Gateway, Switch, DHCP server and Firewall.

Network Address Transform (NAT): With the provided Internet application, this
device allows more than one user to connect with the Internet at the same time by
sharing one public IP address. It supports many connection options: xDSL, cable
modem LAN/leased line and so on.

4 Ports 10/100 M Switch: Four 10/100 Mbps ports with MDI/MDI-X support (Auto
Uplink, which eliminates the need for using a crossover cable when connecting to a
different switch port).

PPPoE (ADSL) Automatic Disconnection/Connection: Users have the option of
choosing automatic disconnection based on idle time and re-connect on demand.
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DHCP Server Supported: All of the networked computers can retrieve TCP/IP
settings automatically from this device.

Static IP Address Binding: Authorizes users to manage and configure a PC in LAN
in most cases by binding the MAC address and IP address together.

System Log: History of all activity.

UPnNP: Supports Microsoft's UPNP (Universal Plug and Play Service).

Web-Based Management: The router is easily and conveniently configured by any
standard Internet Web browser.

Internet Access Control: Different settings can be set up for different users.
Packet Filter: Port filter, IP address filter, MAC address filter, key word filter.
Virtual Server: Allows other users from the Internet to access WWW, the FTP
server or other servers in the LAN.

QoS (Quality of Service): Allows control of your Internet bandwidth. Set a
minimum bandwidth for a certain application, or limit the bandwidth an application
can consume. The router features IP- and port-based bandwidth control, as well.
Scheduler: Manage and control the Internet access for individual users.

DMZ Host: Set up one computer to operate in the Demilitarized Zone without any
firewall interference.

Remote Management: Remotely configure the router settings.

DDNS: Support for dynamic DNS services, such as www.dyndns.org.

Remote Wake-up: Remotely wake up PCs in the LAN.

Support VPN Pass-through: Supports VPN pass-through PPTP traffic. A user
connected to the device can establish outgoing connections to remote VPN servers.
VPN server: An integrated VPN server allows five simultaneous client connections.

2. INSTALLATION

2.1 Before Installation

« First, confirm that your computer has a Java Script-capable Web browser
installed.

» Make sure that your computer has a LAN card installed and correctly configured
for TCP/IP.

« If using xDSL, you will need the username and password provided by your ISP.
NOTE: If your computer has ADSL PPPoE dial-up software installed, back up your
installation software and uninstall your ADSL PPPoE dial-up software before
proceeding with the installation.

2.2 Installation

1. Set up the WAN connection: Connect the broadband RJ-45 cable (xDSL, Cable
modem or LAN/leased cable) with the WAN port of the router.

2. Set up the LAN connection: Connect your computer’s LAN card port or your
switch’s UPLINK port with one LAN port of the router using a common network
cable. NOTE: All LAN ports of the router can automatically sense cross cable, so
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straight-through or cross cable can be used to connect the LAN card or switch.

3. Turn on the power by pressing the power button on the back of the router. The
device will perform a self test. During the self test, the PWR LED, CPU/RUN LED
and LAN port LEDs of connected ports are lit. After the self test, the CPU/RUN LED
starts flashing (on-off-on-off).

4. Start the computer.

2.3 Indicators and Connections

2.3.1 Model 523608, 4-Port

LED Indication

PWR Continuously lit indicates power to the router.

RUN/CPU Slowly blinking indicates the system is operational after a proper startup.

WAN Blinking indicates data is being transmitted to/from the Wide Area
Network.

1-4 Blinking indicates data is being transmitted to/from the Local Area
Network.

Port/Jack Indication
DC5V  Connects to the power adapter.

Reset This can be to restart the router, but all configurations that may have
been entered will be restored to the original factory defaults.

WAN Connects xDSL/cable modem or special cable.

1-4 The LAN ports connect to PCs, hubs, switches and so on.



2.3.2 Model 523615, 8-Port

LED Indication

PWR Continuously lit indicates power to the router.

RUN/CPU Slowly blinking indicates the system is operational after a proper startup.

WAN Blinking indicates data is being transmitted to/from the Wide Area
Network.

1-8 Blinking indicates data is being transmitted to/from the Local Area
Network.

RESET  Approx. 5 seconds after pressing to turn on the power, the RUN LED sill
blink quickly. Release the RESET button. (After router Reset startup, all
configurations will restore to defaults.)

F’Mﬂmﬂm+ﬂ.ﬁ+.ﬂ.+.+ﬂ-:‘-.+.+ -----

hﬂmﬂ.ﬁ.ﬁimﬂﬁ.ﬁ

-..'.r

Port/Jack Indication

DC5V Connects to the power adapter.
WAN Connects xDSL/cable modem or special cable.
1-8 The LAN ports connect to PCs, hubs, switches and so on.

3. LOCAL COMPUTER SETUP

The High-Speed Broadband Router acts as a DHCP server, which means that it
provides IP addresses to all connected computers. By default, Windows, Linux and
Mac OS systems will try to obtain an IP address from a DHCP server, if present and
no configuration of the computer’s IP settings are necessary. In order to test your IP
settings, simply start your computer while connected to the router. Then open your
Web browser and open http://192.168.10.1.

If the router's Web Admin screen appears, you can skip this section and proceed
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directly to Section 4. If you are unable to open the router’'s Web Admin screen,
follow whichever instructions below apply to the operating system you use.

3.1 Windows 2000 Setup

1. Install the High-Speed Broadband Router.

2. Start Windows 2000 and check whether the LAN LED is on or off. If off, confirm
the connection between the computer and the router is correct.

3. Click “Start” — “Setting” — “Control Panel.”

B3 Control Panel -0 x|
File Edit Wiew Fawvorites Tools  Help ‘“

GoBack - = - [i] | @PAsearch [Folders (B | 0SB X & | E-

Address I@ Contral Panel j i’DGU
=1 e - [ = e 152 I
Yag], U & 5B %1 [ '
L Accesshilty  AddfRemove  AddfRemove Administrative  Automatic Date/Time Display
Control Panel Options Hardware Programs Tools Updates

— s 3 3 Py L
Use the settings in Cantral Panel ta L-ﬁﬁf | A‘é ‘r—% 9 lﬁ IE}

personalize your computer,

Folder Options Fonts Game Internet Keyboard Mouse IMetwark and
Select an item to view its description. Controlers Options Dial-up Co...
windows Update I . [
: gl <] § |8
Windows 2000 Support 3
Phone and  Power Options Printers Regional Scanners and  Scheduled Sounds and
Moderm ... Cptions Cameras Tasks Mulkimedia
Syskem Users and
Passwords

523 abject{s)

A

4. Double-click “Network and Dial-up Connection” in “Control Panel.”



B9 Network and Dial-up Connections I

=10/

File Edit “iew Favorites Tools  Advanced Help

EBack » = - o] | Qysearch YFolders (4| FE B X = | -

Address I@ Metwiork and Dial-up Connections

j .ﬁ}GD

el - - |

k Make Mew! Local Area
Network and Dial- Connection Y Connection
up Connections

This folder contains network
connections For this computer, and
a wizard to help vou create a new
conneckion.

To create a new connection, dlick.
Make New Connection,

To open a connection, click its icon,
To access settings and components

of a connection, right-click its icon
and then click Properties, e

Toidenkify your computer on the
network, click Netwark
Identification,

=

|2 object(s)

A

5. Click “Local Area Connection” — “Properties” — “Internet Protocol (TCP/IP)” and

“Properties.”

Local Area Connection Status j

2|

General |
 Connection
Status: Connected
Druration: 01:33:29
Speed: 100.0 kMbps
 Activib
Senlie=— EE‘T ——  Heceived
L
Packets: 9,835 | 11,000
Froperties Disable

Cloze |




Local Area Connection Properties x|

General I

Connect using

i B3 Realtek RTLE139(4) PCI Fast Ethemet Adapter

Campanents checked are used by this connection;

E2T Cliert for Mic
I~

s = bdigrosoft Networks
[~ Internet Pratocal (TCPAR)
nstall | Uninstal @ Propeties 1)

 Description ‘

o

Allowss your computer o access resources on a Micrasoft
network

™ Showicon in taskbar when connected

0K Cancel

6. Click the “General’ tab; select “Obtain an IP address automatically” and “Obtain DNS server
address automatically.”
7. Click “OK.”

x|

General |

‘Tou can get IP settings assigned automatically if your netwark supports
this capability. Dtherwise. you need to ask your network admiristiator for
the appropriate IP settings.

@ Obtain an IP address automatically

< @ Obtain DNS server address automatically ’
- =3

Advanced
( 0K I ’ Cancel

8. Click "Start” = “Run.”

9. Input "cmd”; then click “OK.”

10. Input “ipconfig” in the pop-up command window.

NOTE: Make sure your IP is the same as that listed below. If it's the same, then
your configuration is successful. If not, redo the above steps and restart your
computer.



» The IP address is between 192.168.10.2 and 192.168.10.254
» The subnet mask is 255.255.255.0
* The default gateway is 192.168.10.1 (the router’s default IP address)

Connection—specific DNS Suffix local

IP Address. . . . 192.168.180.2
Subnet Mask . . 255.255.255.8
Default Gateway . : 192.168.18.1

10. Type “ping 192.168.10.1,” then hit “Enter.”
11. Ifyou can see “Reply from 192.168.10.1: bytes=32 time=2ms TTL=64,” then the
connection between your computer and Broadband Router is completed.

FEE
B

=32 time<{ims
Reply from 192.168.18.1: bytes=32 time<{ims
Reply from 192.168.18.1: hytes=32 time{ims

eply from 192_.168.18.1: bytes=32 time<{ims

ing statistics for 192.168.18.1:
Packets: Sent = 4, Received = 4, Lost = B (B2 loss>.
Approximate vound trip times in milli-—seconds:
Minimum = Bms,. Maximum = Bms. Average = Bms
N,
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3.2 Windows XP Setup

1. Install the High-Speed Broadband Router.

2. Start Windows XP and check whether the LAN LED is on or off. If off, confirm
that the connection between the computer and the router is correct.

3. Click “Start” — “Setting” — “Control Panel.”

4. Double-click “Network and Internet Connections” in “Control Panel.”
5. Click “Network Connection” — “Local Area Connection” — “Properties” —

“Internet Protocol (TCP/IP)” and “Properties.”

6. Click “General“; select “Obtain an IP address automatically” and “Obtain DNS

server address automatically.”
7. Click “OK.”

¥ Control Panel

File Edit View Favorites Tools Help

k}tu \) L} pSearch [ Folders | 22+

Address B’ Cantrol Panel

w- W B:
ﬂ Control Panel PICK a category
{
@ Appearance and Themes
-

[B Switch to Classic View

See Also

‘ ‘Windows Update
@) Help and Support ¥ MNetwork and Internet Connections

% Add or Remove Programs

- (y Sounds, Speech, and Audio Devices

'_' Performance and Maintenance
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Printers and Other Hardware

| User Accounts

Date, Time, Language, and Regional
Dptions

Accessibility Options




B Network and Internet Connections

File Edit View Favorites Tools  Help

e Back - \;) I} pSEarch IE Folders

Address g' Network and Internet Connections

] 5
ﬁ;" Network and Internet Connections

See Also | &

ﬁ_‘ My Mebwork Places

@ Pr\néers and Other Plck a task--_

Hardware
Q,H Remote Deskkop
L Phone and Modem Cptions

E| Set up or change your Internet connection

[§| Create a connection to the network at your workplace

Troubleshooters = [3] Set up or change your home or small office network
Home or Small Office

Metworking

%Iﬂtweﬁﬁw‘wef or pick a Control Panel icon
Metwork Diagnostics

Internet Options "_.; MNetwork Connections

Network Connections

File Edit View Favorites Tools Advanced Help

e gack ~ \J L’ p Search “:“ Folders

Address % Hetwork Connections v| )
#|  LAN or High-Speed Internet

Network Tasks

g Local Area Connection
Create 5 new Enabled

cannection e | Realtek RTLE139 Family PCIF..,
Set up a home or small
office network

See Also

i) Mebwork
Troubleshooter

oOther Places

[ control Panel

.g Iy Metwark Places
IB My Documents

%9 My Computer
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-L | ocal Area Connection Status

General. Support

Connection
Status: Connected
Druration: 00:09:21
Speed: 100.0 Mbps
Activity
= ;
Sent it N Received
L
Packets: 163 95

Properties Dizable

Cloze

- | ocal Area Connection Properties

General | Authentication | Advanced |

Connect using:

B2 Realtek RTLE139 Family PCI Fast Ethemet MNIC

Thiz connection uzes the following items:

. gclient for Microzoft Networks
¥ =ik 5

nd Printer Sharing for Microzoft Metworks

Install... Irirista Properties
[rezcription

Transmizsion Control Protocol/ nternet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

[] Show icon in notification area when connected

Ok I I Cancel
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Internet Protocol (TCP/IP) Properties

General | Alernate Configuration

“f'ou can get IP settings assigned automatically if your netwark. supports
thiz capability. Othenwize, you need to ask your netwark. administrator for
the appropriate IP settings.

btain an IP address automatically

| Advanced... |

=

8. Click “Start” — “Run”; enter “cmd*; click “OK.”

9. Type “ipconfig” in the pop-up command window.

NOTE: Make sure the IP information is the same as shown below.
* The IP address is between 192.168.10.2 and 192.168.10.254

* The subnet mask is 255.255.255.0

* The default gateway is 192.168.10.1

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix local

IP Address. . . . . 192.168.180.2
Subnet Mask . . . . 255.255.255.8
Default Gateway . . 192 .168.18.1
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11. Input “ping 192.168.10.1,” then “Enter.”
12. If you can see “Reply from 192.168.10.1: bytes=32 time=2ms TTL=64,” then the
connection between your computer and the router is completed.

time<{ims
time<{ims
time<ims TT
time<ims

ics for 192.168.18.1:
Sent = 4. Received = 4, Lost = 8 (Bx loss).
Rpp10x1mate round trip times in milli-—seconds:
Minimum = Bms,. Maximum = Bms. Average = Bms

IC:N2,

4. ROUTER SETUP

4.1 Start Internet Explorer to Log In

1. Start your Web browser.
2. Enter “http://192.168.10.1” in the Web browser’s address bar. (192.168.10.1 is
the default IP address of the router.)

Address | httpiff192.168.10.1

3. You will then see the following login Web page.
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Broadband SOHO Router

NETWOREK BOLUTIONS

Broadband Router 523608

Internet Connection Information

Conn. Type DHCP
Caonn. Status Disconnected
LOGIN

Internet Wizard

The cannected PC's IP address
is[192.168.10.2]

version 1.36

NETWORK SOLUTIONS|

Click the “Login” button to enter the configuration and configure the router manually.
This may be required if the Internet Wizard fails to detect the settings automatically.
The Internet Wizard lets you configure your Internet connection quickly and
conveniently.

You can login directly without account and password confirmation because there is
no account information required by default. It is recommended that a password is
assigned immediately.

Conn. Type: The router’s current connection type. Dynamic IP (DHCP) is the
default value.

Conn. Status: The router’s current connection status.

WAN IP: The router’s current WAN (Internet) IP address.

Connected PC: The IP address of the computer that connects to the router.

4.2 PPPoE Configuration

This connection option is suitable for a virtual dial-up Internet connection.

1. Open the external ADSL modem and check the WAN LED of the router. If the
WAN LED is off, check the network cable between the external modem’s
LAN/Ethernet port and the router's WAN port.

2. Click “Basic setup” — “WAN setup” as shown.
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BRINGING NETWORKS
To LiFe

Status System I QoS | AT | Advanced |
( WA Setup &NIDHCP Setup Link Setupiinfo Routing Tahle Switch Config
[—
| ™ 4
( Basic Setup >> WAN Setup ] |

) DHCP User {Cable Modem, VDSL, LAN, IP ADSL)
Fl Fhysical Address Clone o0 LO0E LES LBB D2 LCE Search MAC address

Allow private ip to be accepted
MTL 1500

(3) PPPoE User (ADSL)

User D
Fassword
MTU 1454
Disconnect PPP session ifidle time is longer than hin
Connect On Demand Connect Manually

Frevent recannection although no response from PPP server

3. Select the “PPPoE User (ADSL)” radio button.
4. Key in the “User ID” and “Password” provided by your Internet service provider.
5. Click the “Apply” button. You will then see the following pop-up window:

Conn. Type FFFoE User (ADSL)

Conn. State Connecting to internet

If “Conn. State” shows “Successfully connected,” the configuration is correct.

6. Click “Show Internet connection status” and proceed to section 4.5.1.

If “Conn. Status” shows “Invalid ID/password.” the configuration is incorrect. Click
the “Close” button and check your ID and password.

Cann. Type PPFPoE User (ADSL)

Coann. State Invalid ID/Pasaword
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If “Conn. Status” is unchanged, check whether your service type is correct.

Conn. Type FFFoE User (ADSL)

Conn. State Connecting to internet

7. Confirm the WAN connection status: If the WAN connection is successfully
established, then by clicking “Show Internet Information” you can enter the WAN
status Web page; or click “Status” — “WAN status” and verify the following.

+ Connection Type should be PPPoE (ADSL)

« Connection Status should be “successfully connected”

* Physical Address shows the router's WAN port MAC address.

* WAN IP Address, Subnet Mask, Default Gateway, Primary DNS Server and
Secondary DNS Server can be different from the following values. (These
addresses are provided by your ISP.)

BRINGING NETWORKS
To LiFe

‘.. @ l Basic Setup | System | Qo5 | AT | Advanced |

‘ WAk Status LAN Status  Conn. Info
pP—

Status >> WAN Status h

WAN Connection

Connection Type PPPOE (ADSL)

Connection Status Successfully connected
Physical Address 00-0E-EB-12-11-11

WAN IP Address [ . O . [ . G
Subnet Mask [255_ IF iﬁ [HT
Default Gateway ﬁ'ﬁ— [ﬁﬂ [CE. ﬁ—'
Primary DNS Server [0 [ .[i3a .[izm
Secondary DNS Server [202_ IB‘S_ 128 ISEI_

Click “Disconnect” to disconnect from the Internet.




BRINGING INETWORKS |

pLEmrr TRt To LiFe
[ Status l Basic Setup | Systemn | Qo5 l AT | Advanced |

JWAN Status LAM Status Conn. Info

Status >> WAN Status ) Refresh

WAN Connection

Connection Type FPFoE (ADSL)

Connection Status Mot copoested

“Connect” is a manual connection button. By clicking it, the system can be
connected to the Internet again.

Click “Save” to save the current configuration.

Restart all PCs connected to the router.

BRINGING NETWORKS l

To LiFe
i Status l Basic Setup I Systemn | Qo5 I AT I Advanced I
JWAN Status " o LAM Status  Conn. Info

[ Status >>WAN Status ]

.!l NOTE: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted.

Other configuration options of the PPPoE WAN setup screen:

MTU: Input the MTU value of the data package (the default value is 1454). Do not
change it unless you are experiencing connection problems. Your ISP can give you
the correct value in case the default value does not work.

Disconnect PPP session if idle time is longer than _ Min: If you choose this
option and set up the time “T,” then the router automatically disconnects from the
Internet after “T” minutes of idle time.

Connect On Demand: The router can automatically connect with the Internet if
there is Internet access after disconnection. Note: During usage, if there is
disconnection due to external causes, then the router will try to connect with the
Internet at once until a successful re-connection is made. This function is a router
internal function and does not affect the Connect On Demand function. Connect
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On Demand is only effective for Disconnect PPP session if idle time is longer
than _ Min.

Connect Manually: With this option, users have to connect with the Internet
manually after disconnection. This option is only effective with Disconnect PPP
session if idle time is longer than _ Min.

Prevent reconnection although no response from PPP server: This option is for
shutting off the router’s internal automatic re-connection function. By choosing this
option, the router will not try to re-connect at once if an external network (ISP)
disconnects the connection.

4.3 Dynamic IP (Cable Modem) Configuration

With this connection option, the router can get IP addresses automatically from an
ISP. It is suitable for connection options such as cable modem, LAN and so on.

1. Turn on the external cable modem and check the WAN LED of the router. If the
WAN LED is off, confirm that the network cable connection between the modem
and the WAN port is correct.

2. Click “Basic Setup” — “WAN Setup.”

3. Choose DHCP User (Cable modem, VDSL, LAN, ...)

4. Click “Apply” to complete.

BRINGING NETWORKS |
To LiFe

Basic Setup

Status | Systemn | Qo5 AT | Advanced |
( WA Setup D_ANIDHCP Setup™ Cink Setupiinfo  Routing Tahle Switch Config
[ —
g Basic Setup >> WAN Setup ] [ Refresh Save

(&) DHCP User (Cable Modem, VDSL, LAN, IP ADSL)
[ Physical Address Clone oo -0E -EB -EBB 02 -CE Search MAC address

Allow private ip to be accepted
MTL 1500

5. You will see the following pop-up window:

Conn. Type OHCF

Conn. State Connecting to internet

If Conn. State shows “Successfully connected,” the configuration is correct.
Click “Show Internet Information” and proceed to section 4.5.1.
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conn. Type DHCP

Successfully
connected

Conn. State

6. If Conn. State remains as “Connecting to Internet,” do the following:

* Close the pop-up window.

* Turn the cable modem power off then on, and check the WAN LED status.

7. Re-click the “Apply” button.

8. Check the WAN Connection Status: If the status is “Successfully connected,”
click “Show Internet Information” to enter the WAN status page; or click Status —
WAN Status, as shown.

BRINGING NETWORKS l

To LiFe
[ @ l Basic Setup | System | QoS MAT | Advanced |
WAN Status  DAM Status Conn. Info
( Status >> WAN Status ] | Refresh  Save
WAN Connection
Connection Type Cahle Modem (DHCF)
Connection Status Successfully connected
Fhysical Address 00-0E-E8-6B-02-C6
WA IP Address |1 0 .!1 0 .I1 0 .I81
Subnet Mask |255 .|255 .|252 .ID

Default Gateway |1D .!10 .IS .!1
Frimary DNE Server |1D .!10 .IS .!10

Secondary DNS Server | | ! !
o —
(L Disconnect |)

If the WAN connection is successfully established, you can see the following:

» Connection Type should be “Cable Modem (DHCP)”

» Connection Status should be “Successful connected”

* Physical Address shows the router WAN port MAC address

* WAN IP Address, Subnet Mask, Default Gateway, Primary DNS Server and
Secondary DNS Server depend on your system configuration and information
provided by the ISP.

The “Disconnect” button causes the router to release the WAN port IP address and
disconnect from the Internet.

21



BRINGING INETWORKS |

To LiFe

Status 1 Basic Setup | Systemn | Qo5 . AT | Advanced |

|WAN Status LAN Status Conn. Info

Status >> WAN Status ]

WAN Connection

Connection Type Cahle Modem (DHCF)

Connection Status Mot copnactad

The “Connect” button is a manual WAN port IP address refresh function button. If
clicked, the WAN port will re-obtain a dynamic IP address and connect with the
Internet.

Click the “Save” button to save the current configuration, then restart all PCs
connected with router.

Other configuration options:

Physical address Clone: If you want to change a WAN port MAC address, you
can choose this option. If not selected, the WAN MAC address is the default value.
If using this option, the displayed MAC address is your current MAC address. You
can also manually add the WAN port MAC address; without the option, the WAN
port MAC address will restore to its default value.

Allow private IP to be accepted: Allows a WAN port to be assigned a private IP
address.

4.4 Static IP Configuration

If you have a static IP address provided by your ISP, you must choose this option.
1. Turn on the external modem and check the WAN LED of the router. If the WAN
LED is off, check the network cable between the external modem and the WAN
port.

2. Click “Basic Setup” — “WAN Setup” as shown:
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BRINGING INETWORKS
To LiFe

Status | Basic Setupl System ] Qog ] AT | Advanced |
( WA Setup ;NIDHCP Setup Link Setupiinfo  Routing Tahle Switch Config

g Basic Setup >> WAN Setup \|

© static IP User
WAN IP Address
Subnet Mask

Default Gateway
Frimary DMNE Server
Secandary DMS Server
MTL 1500

=)

3. Input WAN IP Address, Subnet Mask, Default Gateway, Primary DNS Server and
Secondary DNS Server as provided by your ISP.
4. Click “Apply” to complete. You will see the following pop-up window:

Conn. Type Static IP

Conn, ation js done

[ Show Intemet Information |

5. Check WAN Conn. State by clicking “Show Internet Information” or click on
“Status” — “WAN status.”
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BRINGING NETWORKS |
To LiFe

([ wisn Status
S —

ElasicSetupl System | Qo5 | AT l Advanced l

M Status  Conn. Info

Status >> WAN Status ]

WAN Connection
Connection Type Static IP
Connection Status Successfully connected
FPhysical Address 00-0E-E8-6B-02-C6
VAN IP Address |123 .|123 .|123 .|1DD
Subnet Mask I255 .I255 .I255 .!D

Default Gateway |1 23 .I1 23 .|1 23 .|1
Frimary DMNS Server |123 .|123 .|123 .|1D
Secandary DMS Server |123 .|123 .|123 .|11

If the WAN connection is successfully established, you can see the following:
 Connection Type should be “Static IP”

+ Connection Status should be “Successfully connected”

* Physical Address shows the router's WAN port MAC address (physical address).
* WAN IP Address, Subnet Mask, Default Gateway, Primary and Secondary DNS
server as entered.

6. Click the “Save” button to make the configuration permanent.

A Note: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted.

4.5 Status
4.5.1 WAN Status
Click “Status” — “WAN Status.”
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BRINGING NETWORKS |
To LiFe

Basic Setup l System | Qo5 | AT l Advanced l
(AN Status

i Status Conn. Info

Status >> WAN Status ]

WAN Connection
Connection Type Static IP
Connection Status Successfully connected
FPhysical Address 00-0E-E8-6B-02-C6
VAN IP Address |123 .|123 .|123 .|1DD
Subnet Mask I255 .I255 .I255 .!D

Default Gateway |1 23 .I1 23 .|1 23 .|1
Frimary DMNS Server |123 .|123 .|123 .|1D
Secandary DMS Server |123 .|123 .I123 .|11

This page shows current Internet connection status (WAN port), including
Connection Type, Connection Status, WAN IP Address, Subnet Mask, Default
Gateway and DNS server. With dynamic IP or PPPoE DSL connections, the
“Connect” or “Disconnect” button will be shown on this page. Click the “Connect”
button to connect with the Internet; click the “Disconnect” button to disconnect from
the Internet.

Refresh: Refreshes the current Web page. All of the following Web pages will have
this button with the same function.

Save: Saves the configuration of the router whenever you make a change to the
configuration on any screen. Failing to save the configuration will result in a loss of
all parameter changes made since the last time the configuration was saved.

4.5.3 LAN Status
Click “Status” — “LAN Status.”
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BRINGING INETWORKS
To LiFe

Basic Setup | Systemn | Qo5 ] AT | Advanced |

JWAN Status( LAM Status) Conn. Info

l
Status >> LAN Status ) [
LAN Information
Physical Address 00-0E-EB-6A-02-CH
Systemn IP Address |192 .|188 .|1D .|1
Subnet Mask |255 .|255 .|255 .ID

DHCP IP Pool |192 .|188 .|1D .|2 -|192 .l188 .I1D .|254
Mumber of IP allocated |1

IP allocated

Mumber IP Address Fhysical Address Etc.

1 192.168.10.2 (S-LAPTOR) 08:00:46:C4:B2FA Dynarmic

LAN Information: Shows the router’s current LAN connecting status, DHCP server
settings, including MAC address (physical address) of the LAN port, and quantities
of IP address handed out to other computers or LAN clients.

IP allocated: Overview of all connected computers with IP Address, Physical
Address (MAC Address) and the connection type (wired, dynamic IP, etc.)

4.6 Basic Setup
4.6.1 WAN Setup
Click "Basic Setup” — “WAN Setup.”

BRINGING NETWORKS
To LiFe

Status Basic Setup System l Qo5 AT Advanced

JWAN Setup Wigeless Setup LAN/DHCP Setup  Link Setupiinfo Routing Table

Basic Setup >> WAN Setup )
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PPPoE (ADSL), Dynamic IP and Static IP setup procedures are illustrated in sections
4.2, 4.3 and 4.4, respectively.

4.6.2 LAN Setup
Click "Basic Setup” — “ LAN/DHCP Setup.”

BRINGING INETWORKS
To LiFe

Status |] System | aos | MaT || Advanced |
]WAN Seap LAMIDHCP Setup )_inkSetupIInfo Routing Table Switch Config
S —m—

Basic Setup == LANDHCP Setup ] Refresh

System IP Setup

Systemn IP Address 192|168 |10 1
Subnet Mask 255 /255 285 |0

DHCP Setup

DHCP Server Status Running
DHCFP Server Operation Start [
DHCF IP Pool 182|168 |10 (2 - 192 |88 |10 1254
DManua|DN5wnﬂguraﬁgn 123|123 |j123. |10 123 1123 123 im

Ifthe router detects the external DHCF server in lan netwark, the DHCP server of the router will be
suspended.

[ Enable internet access only for PCs which are allocated by DHCF Server

This page lets you configure the LAN IP settings of the router, along with the DHCP
server settings.

System IP Setup: This section is for changing the IP router LAN port address.
System IP address: The IP address of the router. Use this address to access the
router’s administrator menu.

Subnet Mask: The standard network mask is 255.255.255.0. It normally should not
be changed.

DHCP Setup: TCP/IP protocol configuration includes IP address, subnet mask,
Gateway and DNS server. The DHCP function automatically configures the TCP/IP
protocol for all connected computers.
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DHCP Server Status: The current status of the DHCP server.

DHCP Server Operation: Enable or disable the DHCP server.

DHCP IP Pool: The IP address range the router assigns to connected computers. It
is 192.168.10.2 — 192.168.10.254 by default.

Manual DNS configuration: Manually configure the DNS server the DHCP server
assigns to the connected computers. Normally, this option is not required.

If the router detects the external DHCP server in the LAN network, the DHCP
server of the router will be suspended: Uncheck this option if you have other
DHCP servers in your network but still wish to utilize the router's own DHCP server.
Enable Internet access only for PCs that are allocated by the DHCP server: If
activated, no computer with a static IP address will be able to connect to the
Internet through the router. This option forces client PCs to obtain an IP address
from the router.

Static Lease Management: This function is often referred to as Static DHCP. With
this function enabled, you can assign a “fixed” IP address to one or more computers
in your network via DHCP, where you normally would not have control over which
IP address is assigned to which computer.

Static Lease Management

@ add hardware address & P pair onthe real netwark
O add hardware address & P pair manually

IP Address FPhysical Address
[ 192168102  08-00-46-C4-B2-FA
Add

Add hardware address & IP pair on the real network: This function lets you find
all computers currently connected and allows you to make their IP address
assignment permanent. Check the box in front of the IP address and click on “Add.”
Add hardware address & IP pair manually: If this option is enabled, the IP
address and physical address (MAC address) need to be entered manually.

3 NOTE: In order to use DHCP function of the router, the TCP/IP protocol of
the connected computers must be configured as “Obtain an IP Address
automatically” (default setting). Also, save the router configuration after
completion; otherwise, the configuration will be lost after the router is
restarted.

Twin IP Setup: With Twin IP selected, the router can assign its WAN address to a
specified PC.

Twin IP Setup

O Twin IP R T —

Search MAC address IP Update Duration Seconds
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Internet Access Restriction: You can define the maximum number of clients with
access to the Internet at the same time. The default value “0” means that there is no
limitation. Enter the value “15” if you wish to make sure that at no time more than 15
PCs connect to the Internet.

Internet Access
Restriction

Murrnber of PC 0

4.6.3 Link Setup/Info
Click “Basic setup” — "Link Setup/Info.”
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BRINGING INETWORKS
To LiFe

Status Basic Setup System | Qo5 | AT | Advanced |
}WAN Setup LAMDHCE Set nk Setupsinfo Bouting Tahle Switch Config
| S —
= .
( Basic Setup >> Link Setup/info ]
Link Setup
Fort Mode Speed Duplex Apply
wish Auwo ] | 10Mbps HALF
1 duto [ | 10Mbps HALF
2 duto [ | 10Mbps HALF
2 duto [ | 10Mbps HALF
4 Auto mode only
Link Information
Port AN 1 2 3 4
Link on an Off Off Off
Speed 100 Mbps 100 Mbps - - -
Duplex Full Full - - -
Link Statistics
Fort AN 1 2 3 4
Rx-Packets 21660 6380 0 ] 0
Rix-Bytes 1927104 98377 0 ] 0
Rx-Broadcast 21611 120 0 ] 0
Re-hulticast 0 2 0 ] 0
Rix-Error 0 ] 0 ] 0
Tw-Packets 621 6971 0 ] 0
Tx-Bytes 147052 2091256 0 ] 0
Tx-Collision 0 ] 0 ] 0

Picture showing 4 Port Version
Link information, port speed and port statistics are shown on this page.

Link Setup: This section is for changing the link settings.
Port: The router's WAN and LAN ports.
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Mode: Automatic mode and manual mode on/off. In Manual mode, you can define
the connection speed. Auto is the default and recommended mode.

Speed: When in Manual mode, you can define the port speed here: either 10 Mbps
or 100 Mbps.

Apply: Apply current settings.

Link Information: This section displays link status.
Port: The router's WAN and LAN ports.

Link: Port is in use (on) or not connected (off).
Speed: Current port speed: 10 or 100 Mbps.
Duplex: Full or half duplex.

Link Statistics: Detailed traffic statistic for each port.

! NOTE: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted.

4.6.4 Routing Table (for advanced users only)

Click “Basic setup” — "Routing Table” to set up static routes:

BRINGING NETWORKS |

To LiFe
Status (( Basic Setup D System | Qo8 | MAT | Advanced |
I—.-' A L
JWAN Setup LAMDHCP Setup  Link Setupflnf@g; Tahle )Switch Config
1 S —
L _______________
Basic Setup >> Routing Table ] Refresh Save Help

Static Routing Table

Type Target Mask Gateway
MET d
Add
Max number of IP is 20

Ik Type Target Mask @

Type: Routing Type NET or Host.

Target: Enter the IP address of the specified network or host you want to access
using the static route.

Mask: Enter the subnet mask to be used for the specified network; e.g.,
255.255.255.0 => 24.

Gateway: Enter in the gateway IP address for the specified network.

To save the new routing rule, click on the “Add” button. To delete a routing rule,
check the selection box behind the entry and click on the “Del” button.
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‘5 NOTE: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted.

4.6.5 Switch Configuration
Click “Basic setup” — "Switch Config.”

BRINGING NETWORKS
To LiFe

Status System | QoS | MAT | Advanced |

1

| . i :

;WAN Setup LAMDHCP Setup  Link Setupiinfo  Routing Tahle( Switch Config
P —

( Basic Setup => Switch Config \] | Refresh Save Help

e packets to the Internet will be mirrored to sniffer port

VLAN Configuration

Ol st unicast packet

Orort1  Orort2z  Crortz  [CrorRT4 Add Max number of YLAN is 5.

NAT Hardware Engine

Use MNAT Hardware Engine

Port Mirror: Activate to mirror all Internet traffic to the sniffer port (LAN Port 1).
Allow Unicast Packets: Activate this option to allow Unicast packets in your VLAN
configuration.

PORT 1 — PORT4: Check the ports which should belong to the same VLAN and
click "Add." You can create a maximum of 5 VLANSs.

NAT Hardware Engine: Uncheck this option to turn the NAT hardware engine off.

4.7 System
4.7.1 Administrator Setup
Click “System” — “Admin Setup.”
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BRINGING NETWORKS |

To LiFe

Status | Basic Setup | |] Qo5 . AT | Advanced |

ﬂ’Admin Setuhirmware Upagrade System Log Misc,
} 4
| System == Admin Setup ] Refresh

| Login Account Setup

Current Login [D root

Current Password

Mew Login (D
MNew Password

Re-type Mew Passwoard

l  Admin E-mail Setup

Adrmin E-mail
Mail Server(SMTF)

E-mail of sender

SMTP Account
SMTP Password

Login Account Setup: Enter your old ID and password and the new values. Click
“Apply” to save the changes. The default Login ID is “root”; the default password is
blank (no password).

Admin E-Mail Setup: If you want to receive router’s the system log via e-mail,
configure e-mail address, SMTP server and authentication information here. Click
“Apply” to save the changes.

!  NOTE: It is strongly recommended that you change the administrator
username and password during the initial setup. Failing to do so will allow
any user to access the router’s administrator menu and change the configuration.

NOTE: if want to restore the factory default values, tum off the router, press the Reset
button on the the device, and tum on the router while keeping the Reset button pressed.
About 5 seconds later, the RUN LED will flash rapidly and you can then release the
button. Once the startup sequence is complete, all configuration data will be restored to
the default configuration.
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4.7.2 Firmware Upgrade

Click “System” — “Firmware Upgrade.”

BriNGING NETWOR

To LiFe
Status Basic Setup | | l Qo5 | AT | Advanced |
]Admin Set Firmware Upgrade Yeystem Log Access List Misc.
- \ -
System == Firmware Upgrade ]

Firmware Upgrade

Firmware Version  1.36

Build Date Tue Mar 27 08:47:26 KST 2007
—
Mew Firrmwrare ([ Erows=... )

Firmware updates may be available from time to time for the router. Before

contacting technical support, make sure that you have the latest firmware version
installed on the router.

Upgrade procedure:

1. Download an updated firmware version from www.intellinet-network.com.
2. Save the file on your local hard drive.
3. Uncompress the ZIP file.
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4. Click on “Browse” and select the new firmware file. Click “Open.”

Chonse file

Look in: |J upgrade j L & Bl

My Fieoent
Dacuments

&

Desktop

My Documents

—1
5
iy Camputer
My Metwork  File name: 2c415a_ch_1_016 - Open
s | [ |

Files of type: [l Files 177) - Cancel

5. Click “Upgrade” to start the upgrade process.

v INTEI-I-INE BRINGING NETWORKS

: ! To LiFe
Status I Basic Setup | J System ] Qo5 I AT I Advanced I

]Admin Setup Firmweare Upgrade Systern Log Access List Misc.

k

System == Firmware Upgrade ]

Firmware Upgrade

Firmware Version  1.36

Build Date Tue Mar 27 08:47:26 KST 2007

Mew Firmare C:AD ogumesteand S ettingshuser'D

Upgrade process is completed.

When the system is restarted, configuration page will be cpened automatically.
Please, wait a minute
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The Router will restart automatically after the upgrade process is completed. After
the upgrade, verify the firmware version.

! NOTE: The upgrade process takes about 60 seconds. During this time, do
not turn off the power; otherwise, router will be damaged.

4.7.3 System Log
Click “System” — “System log.”

BRINGING NETWORKS
To LiFe
Qog | NaT | Advanced |

| Basic Setup ||

]Admin Setup Firmware Upgradﬁ ystern Log
[

: P
System == System Log ]

Systemn Log Setup

Systern Log is running
S Log CountiMax Caunty : 13(400)

Operation

E-mail Repart Flease, setthe email address of administrator & SMTF mail server.

Clear Systern Log

System Log History

Timestamp Systemn Log Contents

RN IF:192168.10.2 LOGIN Success

System Log Setup

The router keeps track of system events. This screen allows you to activate or
deactivate the service. You can also have the system log delivered to your e-mail
(the E-Mail Setup in the Admin Configuration must be completed for this to work)
and view the real-time system log of the router.

System Log History
View the system log entries in your web browser.
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4.7.4 Access List
Click “System” — “Access List.”

BrINGING NETWC

To LiFe

Status | Basic Setup || System l QoS . AT | Advanced |

]Admin Setup Firmware Upgrade System Log Access List Misc.
L :
System >> Access List ]

Status Stap

Operation

Do you allow any connection fram INTERMET? Apply

Allowable P Address

Description
Add
Max number of IP is 20
Index  IP Address Description [iel

Access List
With this function you can limit access to the router based on the IP address of the
computer. IMPORTANT: When you click "Start" to activate the service, you will see:

['ri.e DeERaT T 0750 GBM 0, sy~ X]

&y Mo corfigured IP Address! Would you add your computer's TP Address(192.163.10.2) connected?

ok Df\ Cancel )

It is important to click "OK" here to make sure your computer still has access to the
router. Otherwise, you lose connectivity to the router and a hardware reset may
need to be performed in order to re-gain access. The option “Do you allow any
connection from INTERNET?” can be activated if the Remote Management function
is activated. It controls whether or not the client IP address is allowed to access the
router's Web-based administration menu.

4.7.5 Miscellaneous Configurations

Click “System” — “Misc.”
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BriNGING NETWORKS
To LiFe

’Admm Setup Firmware Uporade System Log Access Lid

System 5> Misc. ]

Hosiname Setup
Hosthame
Config Mgmit/Restart

[ Config Backup ] Diownload configuration file into your PC
Browse... : : i i
After browsing a configuration file, click"Confin Restore” button
[ Config Restore ]

[ Restore Default ] To restore the factory default configuration, click this button

] To restartthe system, click this button

[ Eostaloyslon But, some configuration would he erased ifyou didn't save a configuration.

System Time Setup

Current
System Time

ThuJan 1 23:20:26 1970

@ | fime-ctimefreq.bldrdoc.gov [
Time Server (&)

[ surnmer Time

Standard

Tire Zane (GMT-12:00) Eniwetok, Kwajalein

Hostname Setup: Configure the router’s device name used in the network.

Config Mgmt/Restart:

Config Backup: Back up the configuration data.

Config Restore: Restore previously saved the configuration data.
Restore Default: Restore the factory default configuration.
Restart System: Reboot the router.

System Time Setup: For the scheduler. Configure an accurate time system.

Refresh the router’s current time in the proper time zone, or choose another system
server until the time to be refreshed.
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¥  Enable UPMP Server  Apply

Aute Connecting
Setup—FPage

Connectwith a system setup-page automatically
¥ ihen a intemet was discannected M

UPNP Setup: UPnP allows devices to connect seamlessly and to simplify the
implementation of networks in the home (data sharing, communications and
entertainment) and corporate environments. UPnP achieves this by defining and
publishing UPnP device control protocols built upon open, Internet-based
communication standards. The term UPnP is derived from Plug and Play, a
technology for dynamically attaching devices to a computer directly. This option is
enabled by default, and normally there is no need to disable it.

Auto Connecting Setup-Page: Displays the router's admin menu login page
automatically, if the Internet connection is lost for whatever reason.

4.8 QoS

4.8.1 Basic Setup
Click “QoS” — “Basic Setup.”

BRINGING NETWORKS |

To LiFe

Status | Basic Setup | System ||l AT | Advanced |

< ElasicmG QoS Application Qo5 Port QoS
‘,\—/

QoS >> Basic Setup ‘l
QoS Basic Setup
QS Status Started

QoS Operation

WAN Speed Setup

Internet Type

4 Mbps £  Upload Rate |2 Mbps [

Mot allow to use a radix point. ex) 2.86Mbps -= 2500Khps

Download Rate
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QoS Basic Setup: QoS stands for “Quality of Service.” It allows the control of
Internet bandwidth based on different criteria such as IP address, port or application.
Using QoS, you can limit the amount of bandwidth for a specific user, or you can
guarantee a minimum amount of bandwidth for a specific application; for example,
HTTP/WEB.

WAN Speed Setup: Define the speed of your Internet connection. You can either
choose the type that is right for you from the list, or you can select “User Definition”
and specify Download and Upload rate manually (2.5 Mbps should be entered as
2500 kbps). Changing these values will erase all QoS rules currently entered in the
configuration.

4.8.2IP QoS
Click “QoS” — “IP QoS.”

BRINGING NETWORKS |
To LFe |

Status l Basic Setup l System AT Advanced
] Basic Setﬂp IP QoS plication QoS Port QoS

B
00S >> IP 00S 1
Setup by IP Address

Internet Rate Download 4 Mbps Upload 2 Mbps
IP Address ® [192 J188 |10 |42 - _192 __188 __1D 42
O Twin IP

Operation Mode | Max Limit [+
Download Rate 1 [ Mbps B2 Upload Rate R12 I Kbps B2

Setup by IP Address: You can limit or guarantee bandwidth for a single IP address
or an IP address range.

IP Address: IP address or range to which this rule should be applied.

Operation Mode: Either “Max. Limit” or “Min. Guarantee.”

Download/Upload Rate: Specify individual values here.

.!S NOTES: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted. Also, the use of a static
lease IP for the client PC is recommended (Basic Setup - LAN/DHCP).
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4.8.3 Application QoS
Click “QoS” — “Application QoS.”

BRINGING NETWORKS |
To LiFe

Status | Basic Setup l System l [ l AT | Advanced |
] Basic Setup IP Qo Applicati@on QoS
l m—
g CoS == Application QoS ]
Setup by Application
Internet Rate Download 4 Mbps Upload 2 Mbps
Apps Operation Mode Download
I wananicHTTRY P aw. Limit 3| | |0 Kbps [ ]
[ soribada tdaw. Limit a Kbps [0 1}
[ GuruGuru b, Limit a Kbps [ 1]
1 wiinmis Max. Lirnit (+] a Kbps 2 i]
F eDonkey bz, Limit o a Kbps [ 0 I
1 ms Streaming daw. Limit ] a Kbps [ 0 Kbps [

Define the maximum bandwidth available, or the minimum guaranteed bandwidth
for pre-defined applications.

Setup Method: Choose the application program; select the operation mode (Max.
Limit or Min. Guarantee) and specify the bandwidth throughput value for download
and upload. Click “Apply” to save the settings.

! NOTE: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted.
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4.8.4 Ports QoS
Click “QoS” — “Port QoS.”

BRINGING NETWORKS l
To LiFe

Status | Basic Setup | System | i AT | Advanced |
IElasic Setup IP QoS Application Qn(E Fort QoS )
~——
|
QoS >> Port 00S ]

Setup by Port

Internet Rate Download 4 Mbps Upload 2 Mbps

External. Port# E Pratocal TCP B

Operation Made Paw, Limit ]

Dawnload 0 Kbps [ Upload 0 Kbps [
Port#  Protocol Op. Mode Download  Upload

Define the maximum bandwidth available, or the minimum guaranteed bandwidth
for TCP or UDP ports and port ranges.

Setup Method: Enter the port or port range, select the protocol type, select the
operation mode (Max. Limit or Min. Guarantee) and specify the bandwidth
throughput value for download and upload. Click “Apply” to save the settings. If you
want to delete current configuration, select the row to be deleted, and click “Del.”

! NOTE: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted.

42



4.9 NAT

4.9.1 Applications
Click “NAT” — "Applications.”

v |N'E'-I-INET BRINGING NETWORKS

To LiFe

9

Status l Basic Setup l System l Gos ] Advanced
< Applications D]ternal Server Port Forwarding Fort Trigger MNAT OnfOff
NAT >> Applications \
Application Setup
Application Internal IP Address
[ BuddyBuddy 192|168 __10
[ winAmp Broadeasting | [192 |18 |[10
[] GuruGuru 192|168 |[10
[ MNetteeting 192|168 _510
[ winh 192 |[tes [
Windows ¥Pi2000 I
152 168 10
o Remaote Desktop
[ Metwork Drive 192 |[1es |[10
[] Haz3intermetPhone | [192 [168 |10 | [[1719
[] Soribadaz 132 |[1e8 /10
[ Multicast Farward To receive/send a Multicast data
The connected PC's [P address is 192.168.10.2

Some programs, such as Internet network games, filesharing programs and Internet
phones, need more than one connection. Because of the NAT firewall, some of the
programs do not work correctly. The “Applications” function can make those
programs work well with the High-Speed Broadband Router.

Setup Method:

1. Select the application program from the list.

2. Specify the IP address of the computer in your network that runs this application.
3. Click “Apply” to activate it.

! NOTES: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted. Also, the use of a static
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lease IP for the client PC is recommended (Basic Setup - LAN/DHCP).
The following list shows all applications and the ports they use:

Application Port
BuddyBuddy TCP 812, TCP 987
WinAmp Broadcasting TCP 8000

TCP 9292

GuruGuru TCP 9999
NetMeeting TCP 1720
) TCP 6699
WinMX UDP 6257
Windows XP/2000 TCP 3389
Remote Desktop UDP 3389
Soribada2 UDP22321
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4.9.2 Internal Server

Click “NAT” — “Internal Server.”

BRINGING NETWORKS |

To LiFe
Status Basic Setup l Systemn l Qo5 Advanced
IAppIicatim@ Internal Server)onForwarding Fort Trigger MAT Onfof
NAT == Internal Server w
Frotocol Internal Server [P Address External Port#  Internal Port #
[ owus 192 |[1ee |0 ] 53 53
O swre 192 188 |10 ] 25 25
O popz  [192 188 10 ] 110 110
O wrre | 192 [fee o ] [B0 E
O Mews | [192 |[1ee [0 ] 113 [irs
O 7P 192 |[1ee [0 ] 21 [z
O Telnet 192 [[1ea 1o ] ] Eln
1 ssH 192 |[1ee |10 ] 22 22
O eere 192 [[1e8 [0 ] [i7z 1723
The connected PC's [P address is 192.168.10.2
DMZ Host Setup
O owmz 192 |[1e8 |10 || [ALC
The connected PC's [P address is 192.168.10.2

The NAT firewall protects the computers in the local network from unauthorized
access from the Internet. Sometimes, however, it is required to allow access to a
local computer; e.g., a local FTP server. The router’s Internal Server function is
designed to let you do that. Each internal server operates on one service port. All
service requests to this port will be forwarded to the IP address specified.

Function: After setup, the router can allow some services, such as DNS, SMTP,
POP3, HTTP, NEWS, FTP, Telnet, PPTP in LAN, to be accessed from the Internet.
Or, by setting up a DMZ server you can have the router redirect all incoming
requests to one local computer, bypassing the NAT firewall completely.
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Setup Method:
1. Select the LAN service from the list below:

Protocol Server

DNS DNS (Domain Name Server)

SMTP (SSI\i/IrI;e Message Transfer Protocol)
POP3 POP3 (Post Office Protocol)

HTTP Web Server

News News Server

FTP FTP File Transfer Server

Telnet Telnet Server

PPTP VPN (Virtual Private Network)

2. Input the server’s local IP address. Click “Apply” to activate the settings.

3. If you want to set up “DMZ Host,” choose the “DMZ ” option, then input the
internal server’s IP address you want to be opened to the Internet. The router
transfers all received data packages except those that have been set up in “Internal
Server” to the DMZ Host and allows the unlimited 2-way communication between
the DMZ server and the Internet.

It is strongly recommend that a local firewall be enabled on the DMZ host computer,
as it is no longer protected by the router’s integrated NAT firewall.

Keep in mind: Placing a computer in the DMZ (demilitarized zone) is exposing
the computer to potentially harmful attacks from the Internet.

3 NOTES: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted. Also, the use of a static
lease IP for the client PC is recommended (Basic Setup - LAN/DHCP).
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4.9.3 Port Forwarding
Click “NAT” — "Port Forwarding.”

BRINGING NETWORKS "|

To LiFe

Advanced

Status I Basic Setup . Systemn | QoS | I

]Applications Internal SeréPortForwardinanTrigger AT OnfOff

=
NAT == Port Forwarding \

Port Forwarding Setup

Rule Mame Pratocal TCP B

External Port Range
Internal PG IP Address | [182 |[168 [0
Internal Port Range

The connected PC's [P address is 192.168.10.2

Modify
Rule Mame Proto S Internal PC IP LitIE]
Fort Range Fort Range

Port Forwarding functions the same way as Internal Server, but it allows entering
ranges of ports instead of single ports only. It also does not limit you to pre-defined
services. Instead, you can control the entire TCP/IP port range.

Setup Method:

Rule Name: Enter a name which best describes the function of this rule.
Protocol: Port transfer protocol. There are two choices: TCP and UDP.

External Port Range: Port range that is open to the outside.

Internal PC IP Address: Where the router forwards traffic to the local computer.
Internal Port Range: Internal PC Port Range (in most cases this is identical to the
External Port Range).

Example: You wish to run a “Silent Hunter 111" server behind the router and want
Internet users to be able to access the server remotely. Silent Hunter Il requires
ports (http://www.portforward.com/english/applications/port_forwarding/
SilentHunterlll/SilentHunterlllindex.htm) 17997-18003 for both TCP and UDP to be
opened and forwarded. Your local Silent Hunter Server has the IP address
192.168.10.150.

Rule Name: SHIIl TCP

Protocol: TCP

External Port Range: 17997-18003

Internal PC IP Address: 192.168.10.150
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Internal Port Range: 17997-18003
Click “Add.” Repeat the same steps, but this time with UDP (as Silent Hunter
requires both TCP and UDP). After completion, you should have two new rules:

External Internal
Rule Marne Froto B Internal PC IP HE R e
SHINTCR top 178497~18003 192.168.10.150 178497~18003 ¥
SHINLDP udp 179497~18003 192.168.10.150 178497~18003 ]

ﬁ NOTES: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted. Also, the use of a static
lease IP for the client PC is recommended (Basic Setup - LAN/DHCP).

4.9.4 Port Trigger
Click “NAT” — "Port Trigger.”

BRINGING NETWORKS |
To LiFe

Status | Basic Setup l System | Qo5 | ..

IAppIications Internal Server Port Forwardng Fort Trigger BT OniOff
—————

HAT == Port Trigger ] I Refresh  Save
Port Trigger Setup
Rule Mame
Protocol TP B
Fort Trigger
Fort Range
Protocol TCP B
Fort Forward
Fort Range
Add
Rule Mame Trigger Condition Forward Condition

Some applications require a special port trigger setup. Simple port forwarding does
not work.

Port Trigger Setup Method: Key in the rule name, define the protocol and range of
the trigger port, then set up the protocol and range of the forward port. Click “Add”
to add the rule.

Rule Name: The description of adding the trigger port.

Port Trigger: Set up the trigger port.
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Protocol: Select the trigger port’s protocol (TCP/UDP).
Port Range: Trigger port’s range.

Port Forward: Set up the forward port.

Protocol: Select the forward port’s protocol (TCP/UDP).
Port Range: Forward port’s range.

4.9.5 NAT On/Off
Click “"NAT” — “NAT On/Off.”

BRINGING NETWORKS |

To LiFe
Advanced |

Status | Basic Setup | System I Qo5 |

IAppIications Internal Server Port Forwarding Port TriggeC MAT OnfOff )
S ——

NAT > NAT On/Off ) |

NAT On/Off Setup

Make this router be operated on the NAT Off mode
Ifthis option is checked, all features about NAT will be disahled

[ maToFp  automatically

Apply & Reload

Use this function to completely disable the NAT function of the router.
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4.10 Advanced Setup

4.10.1 Firewall

Click “Advanced” — "Firewall.”

BRINGING INETWORKS
To LiFe

Status | Basic Setup | System | QoS MNAT
( JFirewaII D’)NS WiOL URLFilter Remote Mgmt Scheduler YPM Setup
(" Advanced >> Firewall ] I J h ]
Blocking DoS
SYM Flooding Smurf IP source routing IP Spoofing
Ll Blacking ICMPping) fram internet
= Blacking ICMPi{ping) fram LAMN ta internet
Connection Filtering
Direction LamM - wiah ]
Source HWY address H H H H H Search MAC address
® Met Mask
Source [P Address
C
® Met Mask
Destination [P Address
Protocol any [ Destination Part | ~|
AcceptiDrop Accept [
Add
I Source Destination [P Dest. .
Direction draes e Protocol Fort AD Modify

The router’s firewall consists of two main functions.

1. Blocking DoS: This function helps to prevent so-called denial-of-service attacks.
2. Connection Filtering: Set of rules to accept or deny data traffic.

Blocking DoS:

SYN Flooding, Smurf, IP source routing, IP Spoofing: These are common attack
types. These options should be enabled.
Blocking ICMP (ping) from Internet: A successful ping command is typically how
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a hacking attempt starts, because the attacker first needs to know if a target is
available or not. With this option activated, the router won’t respond to any ping
commands sent from the Internet.

Blocking ICMP (ping) from LAN to Internet: With this option activated, the router
will not transport any outgoing ping command sent by a local station. It is for the
protection against shock-wave attacks.

Connection Filtering Setup Method: Enter the parameters of connection filter.
Click “Add” to apply the filter. If you want to delete a rule, then select the rule and
click “Del.”

Direction: Set up the orientation of the connection filter. There are two options:
“WAN” — "LAN” and “LAN” — "WAN.”

Source IP Address: IP address of the computer that sends the data.

Net Mask: Subnet mask of the computer that sends the data. For example, a
network mask of 255.255.255.0 would be 24.

Destination IP Address: IP address of the computer that receives the data.
Protocol: There are four options: Any, TCP, UDP and ICMP. Any refers to all
protocols.

Destination Port: Protocol port of destination computer (not available if protocol
option Any is chosen.

Accept/Drop: Set up “Connection Filtering” to accept or drop data package.

! NOTES: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted. Also, the use of a static
lease IP for the client PC is recommended (Basic Setup - LAN/DHCP).

4.10.2 DDNS
Click “Advanced” — "DDNS” as follows:

BRINGING NETWORKS |

To LiFe

Status | Basic Setup | System | Qo5 . AT |
jFirew DOME L URLFilter Remoate Mamt Scheduler VPN Setup

[ SNS—— i
Advanced >> DDNS I

DDNS Setup

Host Mame DDMS Service Provider User D Fassword
DynDins - www, dyndns.org 22

Add

DDMS Service

Host Mame Erainar UserID Connection State
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Dynamic DNS (DDNS) is a system that allows the domain name data held in a name server to be
updated in real ime. The most common use for this is in allowing an Intemet domain name to be
assigned to a computer (or router) with a dynamic IP address. This makes it possible for other sites
on the Intemet to establish connections to the machine without needing to track the IP address
themselves. A common use is for running server software on a computer that has a dynamic IP
address, as is the case with many consumer Intemet service providers. The free DDNS provider
DYNDNS.ORG is recommended. Before you can use the DDNS feature, you need o set up an
account with DYNDNS.ORG and create a domain name; e.g., myrouter.dyndns.org.

Host Name: Enter the domain/host name you have registered with DYNDNS.ORG.
This must be the full domain name; e.g., mydomain.dyndns.org, and not mydomain.
DDNS Service Provider: Select “DynDns.org.”

User ID: Enter the DYNDNS username.

Password: Enter the DYNDNS password.

Click “Add” to create the account.

Remember to first create an account and host name at http://www.dyndns.org.
Once activated, the router will update the IP address automatically every time your
ISP assigns a new address to you. That way, your DDNS domain name always
points to your current public IP address.

4.10.3 WOL (Wake-on LAN)
Click “Advanced” — "WOL.”

BRINGING NETWORKS |

Status | Basic Setup | System | Qo5 . AT | |]

Fireswall DDr@WOLmLFiIter Remaote Mamt Scheduler VPN Setup

I
I
!
|
|

Advanced >> WOL I

WOL PC Registration

FC Name
Physical Address Auta v | 08 L0D L4 LC4 B2 LFA Search MAC address
Add
FC Mame Fhysical Address Wiake Up Del
My Desktop PC 08:00:46:C4:BIFA wake-up PC

This function allows sending a wake-up signal to a connected computer in the LAN.
Wake-on-LAN-capable computer systems reserve a minimum amount of power for
the network adapter when turned off. The network card listens for a specific packet,
called the Magic Packet. The router sends such a Magic Packet to a specific computer.
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Setup Method:

1. Enter the computer’'s name and the LAN card’s MAC address. Then click “Add” to
add new rule. You can search for the MAC addresses of all connected computers
using the “Search MAC address” button.

2. Clicking on the “Wake-up PC” button sends the Magic Packet to the computer,
which causes the computer to start up.

3. If you want to delete a rule, select the rule and click “Del.”

NOTE: This function only works with WOL-enabled computers.

4.10.4 URL Filter
Click “Advanced " — "URL Filter.”

BRINGING NET)

Status l Basic Setup l System l QoS l AT

]Firewall DOMNS WL URLFiIter%note Mgmt Scheduler WPM Setup
l T
g Advanced >> URL Filter \]

Filtering Rule

Status Started

Operation

IPaddress | @[19z |[1es [0 | -[1m2 |[1e8 {10
FPhysical Oloo Hoo Hoo Hoo oo Loo Search MAC address
Input strin
¥ 4 (] Meszenger -
Add
Filtering Address Filter StringfApplication Del
IP ADDRESS:192.168.10.2 -
192.168.10.254 sexou nude

Control the content your LAN users access on the Internet through keywords that
can be applied to all users, single IP addresses or single MAC addresses. If you
want the filter to apply to all local IP addresses, you should enter the IP address
range as defined by the DHCP server (default: 192.168.10.2 — 192.168.10.254).
The input string holds the keywords to be blocked. Multiple keywords are entered
with a space (e.g., keyword1 keyword2 keyword3). Alternatively, you can select an
application from the drop-down list (e.g., eMule) to prevent local users from using
those programs.
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Setup Method:

Status: Current status of the URL filter: “Started” or “Stopped.”

Operation: Click “Start” or “Stop” to activate or deactivate the URL filter.

IP Address: Enter a single IP address or an IP address range for which this filter
should be applied.

Physical: Enter the MAC address of the client computer for which this filter should
be applied. Using the MAC address as opposed to the IP address always makes
sure that the filter is applied to the same computer, regardless of its IP address.
Input String: Enter the keywords that should be filtered.

* Input “http://www.xxx.com” to limit users to access http://www.xxx.com.

* Input Web sites’ keywords, such as “sex xxx” (note the blank space) to forbid
users to access www.sex.com and Www.XXX.com.

* Or, select an application from the drop-down list to prevent usage.

! NOTES: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted. Also, the use of a static
lease IP for the client PC is recommended (Basic Setup - LAN/DHCP).
4.10.5 Remote Management

Click “Advanced” — “Remote Mgmt.”

BRINGING NETWORKS l

To Lire

Status | Basic Setup | System | Qo5 . AT
jFirewaII DOMNS WWOL URLFiIt(r Remaote Mamt Qheduler VRN Setup

B
|

Advanced >> Remote Mgmit ‘l

Remote Mgmt Setup

Status Started with 80
Cperatian Stop [
Management Fort # a0

This page is to set up the router’s remote management. Remote Management
allows configuration of the router from the Internet. By default, this function is turned
off. On this page you can start or stop the remote management service and define
the management port (default = 80). In order to access the remote management
from the Internet, the user has to enter the following address in the Web browser:
“http://public_ip_of_router:remote_management_port.”

Example: http://123.456.789:8081 (remote management port set to 8081).

NOTE: Remote Management should be kept turned off, unless you are certain
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you are going to need the functionality. Remote Management should never be
enabled if the default administrator password has not been changed.

4.10.6 Scheduler

Click “Advanced” — "Scheduler” as follows:

BRINGING NETWORKS |

To LiFe

Status l Basic Setup l System l QoS l AT “ Advanced

IFirewaII DOMS WOL URLFilter Remoate Mgmt Scheduler }WPM Setup
fp —

Advanced == Scheduler )
Font Size |1 Text Color [H000000
; i Appl
0 SRkt Maximum character length is 64 =
Days To Block O sun O mon O Tue O wed O 7he O Fri O gat [ Everyday
Tirme Ta Black 00:00 [&|~| 00:00 £ (24 Hour [T ALL Day
IP @[5z |fes [0 ] ez |[es [0 ] O aLie
Address T
TRl | Metmask | O fez" fieg o i i
Physical O oo Hoo Hoo oo Hoo oo Search MAC address
Add
Days To Block Time Of Day To Block  Address To Block

Using this function, you can disable Internet access for a specific computer or range
of computers based on the time and day of week.

Setup Method:

1. Specify the days on which the access should be limited. Or you can select
“Everyday” if you wish the restriction to occur every day during the week.

2. Specify the time window access should be restricted or select “ALL Day.”

3. Input the IP address, IP address range or MAC address of the computers you
want to keep from accessing the Internet. Or select “ALL IP.”

4. Click “Add.”

5. If you want to delete a rule, select the rule and click “Del.”
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4.10.7 VPN Setup
Click “Advanced” — "VPN Setup.”

BRINGING NETWORKS |
ToLlr |

Status l Basic Setup l System ] QoS5 l AT l
]Firewall DOMNS WOL URLFilter Remote Mgmt Schedulen‘ WM Setup)

Advanced >> VPN Setup \‘

VPN(PPTP) Setup

VPN Server Status Stopped

Encryption(MPPE) oN B
Operation Start [/

VPN(PPTP) Account

WM Account

WPMN Password

Assian [P Address 182|168 |10
Add

The device allows five users to establish a VPN tunnel (PPTP) to the router. A VPN
tunnel is a secure and encrypted connection between the client and the server. The
router supports the PPTP (Point-to-Point Tunneling Protocol) implementation of
VPN with optional Microsoft Point-to-Point Encryption (MPPE). You can set up five
different users with different passwords. Each user gets its own IP address. The
connection state of each user is shown on this page, as well.

Setup Method:

1. Start the VPN Service: Select “Operation” — “Start” and click “Apply.” The router
performs a restart, after which the VPN server is active.

2. Create VPN Users: Enter a VPN username and password. Assign an IP address
to the username (e.g., 192.168.1 0.200). Click “Add.” Repeat for additional users.

3. Delete VPN Users: Select the user in the table shown under VPN (PPTP)
Account and click “Del.”

! NOTE: Save the router configuration after completion; otherwise, the
configuration will be lost after the router is restarted.
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5. SPECIFICATIONS

Standards
« IEEE 802.3 (10Base-T Ethernet)
« IEEE 802.3u (100Base-TX Fast Ethernet)

General

* LAN ports:
- Model 523608: 4 RJ-45 10/100 Mbps data ports
- Model 523615: 8 RJ-45 10/100 Mbps data ports

* LAN ports with Auto MDI/MDI-X

* LAN to WAN throughput: 94 Mbps

* Flash: 2 MB

* Memory: 16 MB SDRAM

* Certifications: FCC Class B, CE Mark, RoHS

Router
+ Chipset: KS8695PX (ARM9 CPU)
» Supported WAN connection types:
- Dynamic IP (DHCP for cable service)
- Static IP
- PPPoE (for DSL)
* Protocols:
- CSMA/CA
- CSMA/CD
- TCP/IP
- UbP
- ICMP
- PPPoE
-NTP
- NAT (network address translation)
- DHCP
- DNS
* NAT:
- Virtual server
- Port forwarding
- Special applications (port trigger)
- DMZ (demilitarized zone)
* Firewall:
- Access control based on MAC address
- Domain blocking
- URL filter
* Supports UPNP (Universal Plug and Play)
* Supports DHCP (client/server)
* Supports PPPoE (DSL), DHCP (cable) and static IP
* Supports VPN PPTP pass-through
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« Certifications: FCC Class B, CE Mark, RoHS

LEDs

* Power

* OP (operational status)
» Power Line Link/Act

* WAN Link/Act

* LAN 1-4/8 Link/Act

Environmental

» Dimensions: 164 (W) x 108 (L) x 30 (H) mm (6.5 x 4.3 x 1.2in.)
* Weight: 1.0 kg (2.2 Ibs.)

* Operating temperature: 0 — 55°C (32 — 122°F)

* Operating humidity: 10 — 95% RH, non-condensing

« Storage temperature: 0 — 60°C (0 — 149°F)

Power
 External power adapter: 5V DC, 1.0 A

Package Contents

+ High Speed Broadband Router

» User manual

» Power cord

* Ethernet Cat5 RJ-45 cable, 1.5 m (5 ft.)
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