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LIGENT ELECTRONIC DEVICES TO ORDER”, ?led 
on Feb. 23, 2001. 

US. patent application Ser. No. 09/792,699, now US. Pat. 
No. 6,671,635, “SYSTEMS FOR IMPROVED MONI 
TORING ACCURACY OF INTELLIGENT ELEC 
TRONIC DEVICES”, ?led Feb. 23, 2001. 

US. patent application Ser. No. 09/791,421, now US. Pat. 
No. 7,249,265, “MULTI-FEATURED POWER 
METER WITH FEATURE KEY”, ?led Feb. 23, 2001. 

BACKGROUND 

1. Field of the Invention 
This invention relates to systems for monitoring electrical 

energy in electrical distribution systems, and more particu 
larly to systems for recon?guring and upgrading the softWare 
con?guration in previously installed and operating intelligent 
electronic devices. 

2. Description of the Related Art 
Monitoring of electrical energy by consumers and provid 

ers of electric poWer is a fundamental function Within any 
electric poWer distribution system. Electrical energy may be 
monitored for purposes of usage, equipment performance and 
poWer quality. Electrical parameters that may be monitored 
include volts, amps, Watts, vars, poWer factor, harmonics, 
kilowatt hours, kilovar hours and any other poWer related 
measurement parameters. Typically, measurement of the 
voltage and current at a location Within the electric poWer 
distribution system may be used to determine the electrical 
parameters for electrical energy ?oWing through that loca 
tion. 

Devices that perform monitoring of electrical energy may 
be electro-mechanical devices, such as, for example, a resi 
dential billing meter or may be intelligent electronic devices 
(“IED”). Intelligent electronic devices typically include some 
form of a processor. In general, the processor is capable of 
using the measured voltage and current to derive the measure 
ment parameters. The processor operates based on a softWare 
con?guration. 

The softWare con?guration is typically instruction sets 
stored in the intelligent electronic device. The instruction sets 
may be softWare, ?r'mWare or some other form of operating 
code and includes device speci?c data used to con?gure a 
particular intelligent electronic device. The softWare con?gu 
ration of an intelligent electronic device is used during moni 
toring of the electrical energy and the derivation of measured 
parameters. Typically, the softWare con?guration of an intel 
ligent electronic device is determined during manufacturing. 
FolloWing installation of the intelligent electronic device in 
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2 
the ?eld, additional site-speci?c data may be entered to com 
plete or modify the con?guration based on the operational 
functionality desired. 
A typical consumer or supplier of electrical energy may 

have many intelligent electronic devices installed and oper 
ating throughout their operations. The intelligent electronic 
devices may operate individually, or may operate as part of a 
monitoring system. Each of the intelligent electronic devices 
may require unique softWare con?gurations, or multiple 
devices may include the same softWare con?guration. 

In the prior art, modi?cation of the softWare con?guration 
of previously installed and operating devices may be a tedious 
and labor-intensive task. Prior art intelligent electronic 
devices are recon?gured individually. Individual recon?gu 
ration may involve manually inputting data and instruction 
sets into the device at the site Where device is installed (e. g., 
in the ?eld). Similarly, in those prior art devices that include 
remote communication via a modem, each intelligent elec 
tronic device must be individually contacted and changes to 
the con?guration initiated via the modem connection. Where 
it is desirable to revise the softWare con?guration of a large 
number of intelligent electronic devices, the length of time 
required to perform the revisions greatly increases. Further, 
maintaining a record of the current softWare con?guration of 
an intelligent electronic device may be dif?cult. Accordingly, 
a need exists for systems capable of performing ef?cient 
modi?cation of the softWare con?guration of multiple intel 
ligent electronic devices and maintaining a record of the 
current softWare con?gurations. 

BRIEF SUMMARY 

The present invention is de?ned by the folloWing claims, 
and nothing in this section should be taken as a limitation on 
those claims. By Way of introduction, the preferred embodi 
ments described beloW include a system for modi?cation of 
the softWare con?guration of ?eld-installed intelligent elec 
tronic devices. As used herein, the term “?eld” should be 
construed to mean the site Where the intelligent electronic 
device is installed and operates to monitor electrical energy 
folloWing purchase by a user. 
An intelligent electronic device (IED) is operated With a 

softWare con?guration. A copy of the softWare con?guration 
is maintained in a database. The database is accessible With a 
netWork. The intelligent electronic device may communicate 
over the netWork. A server or other central processing unit 
(CPU) in communication With the intelligent electronic 
device and the database is also coupled With the netWork. The 
server provides a virtual meter site Where modi?cations to the 
functionality of the intelligent electronic device may be per 
formed over the netWork using the database. Modi?cations 
performed at the server may be packaged as an update and 
transferred over the netWork to one or more of the intelligent 
electronic devices in an automated fashion. The updates 
received by the intelligent electronic devices may be applied 
to the softWare con?guration currently operating in the intel 
ligent electronic devices. 
One embodiment describes a method of modifying the 

operation of an intelligent electronic device installed in the 
?eld. The method comprises operating the intelligent elec 
tronic device With a softWare con?guration to monitor elec 
trical energy. The method further comprises accessing a vir 
tual meter site via a netWork and selecting modi?cations for 
the softWare con?guration With the virtual meter site. In addi 
tion, the method comprises revising the softWare con?gura 
tion With the virtual meter site as a function of the selected 
modi?cations. 
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Another embodiment describes a method of modifying the 
con?guration of an intelligent electronic device installed in 
the ?eld. The method comprises operating the intelligent 
electronic device With a ?rst softWare con?guration to moni 
tor electrical energy. In addition, the method comprises com 
municating over a netWork to modify a copy of the ?rst 
softWare con?guration stored in a database and generating a 
?rst softWare revision as a function of the modi?cation. The 
method further comprises initiating the transfer of the ?rst 
softWare revision over the netWork to the intelligent elec 
tronic device and updating the ?rst softWare con?guration 
With the ?rst softWare revision to create a second softWare 
con?guration. In addition, the method comprises operating 
the intelligent electronic device With the second softWare 
con?guration to monitor electrical energy. 

Yet another embodiment describes a method of modifying 
the functionality of a plurality of intelligent electronic devices 
installed and operating in the ?eld. The method comprises 
accessing a virtual meter site via a netWork and specifying an 
identi?er for the intelligent electronic devices. The method 
further comprises initiating the creation of an update to a 
softWare con?guration of each of the intelligent electronic 
devices With the virtual meter site and transferring the update 
to the intelligent electronic devices over the network. In addi 
tion, the method comprises modifying the softWare con?gu 
ration in each of the intelligent electronic devices With the 
update. 
A method of adding functionality to an intelligent elec 

tronic device installed and operating in the ?eld is described 
by another embodiment. The method comprises specifying 
functionality to be added to the intelligent electronic device 
With a user interface and selecting payment for the function 
ality using the user interface. The method further comprises 
upgrading the functionality of the intelligent electronic 
device. 

Another embodiment describes a method of maintaining 
the integrity of data collection in an intelligent electronic 
device operating in the ?eld to monitor electrical energy. The 
method comprises operating a ?rst intelligent electronic 
device and a second intelligent electronic device at a location 
to monitor electrical energy. The method further comprises 
transferring data collected by the ?rst intelligent electronic 
device over a netWork to a database and terminating the 
operation of the ?rst intelligent electronic device to perform 
maintenance of the ?rst intelligent electronic device. In addi 
tion, the method comprises activating the ?rst intelligent elec 
tronic device folloWing the maintenance to monitor electrical 
energy at the location and transferring data collected by the 
second intelligent electronic device to the database. Further, 
the method comprises transferring data from the ?rst intelli 
gent electronic device and data from the second intelligent 
electronic device over the netWork from the database to the 
?rst intelligent electronic device. 
A system for modifying the functionality of an intelligent 

electronic device previously installed in the ?eld and operat 
ing is disclosed by another embodiment. The system com 
prises a server computer, an intelligent electronic device and 
a storage device. The intelligent electronic device is in com 
munication With the server over the netWork. The intelligent 
electronic device is operated With a softWare con?guration 
stored therein. The storage device is also in communication 
With the server. The data storage device comprises a database. 
A copy of the softWare con?guration is stored in the database. 
The server modi?es the operation of the intelligent electronic 
device as a function of modi?cations to the database. 

Further aspects and advantages of the invention are dis 
cussed beloW in conjunction With the preferred embodiments. 
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4 
BRIEF DESCRIPTION OF SEVERAL VIEWS OF 

THE DRAWINGS 

FIG. 1 is a block diagram of a portion of a poWer distribu 
tion system that includes one embodiment of an intelligent 
electronic device. 

FIG. 2 depicts an exemplary embodiment of a module 
operating Within the intelligent electronic device illustrated in 
FIG. 1. 

FIG. 3 depicts another exemplary embodiment of a module 
operating Within the intelligent electronic device illustrated in 
FIG. 1. 

FIG. 4 depicts an exemplary embodiment of a framework 
that includes the modules depicted in FIGS. 2 and 3. 

FIG. 5 is a block diagram of one embodiment of a portion 
of a netWork distribution system that includes the intelligent 
electronic device illustrated in FIG. 1. 

FIG. 6 is a block diagram of another embodiment of a 
portion of a netWork distribution system that includes the 
intelligent electronic device illustrated in FIG. 1. 

FIG. 7 is a ?rst part of one embodiment of a How diagram 
illustrating operation of the netWork distribution systems 
illustrated in FIGS. 5 and 6. 

FIG. 8 is a second part of the How diagram of FIG. 7. 
FIG. 9 is a ?rst part of another embodiment of a How 

diagram illustrating operation of the netWork distribution sys 
tems illustrated in FIGS. 5 and 6. 

FIG. 10 is a second part of the How diagram of FIG. 9. 
FIG. 11 is a block diagram of another embodiment of a 

portion of a poWer distribution system that includes embodi 
ments of the intelligent electronic device. 

FIG. 12 is a ?rst part of a flow diagram illustrating opera 
tion of the intelligent electronic devices illustrated in FIG. 11. 

FIG. 13 is a second part of the How diagram of FIG. 12. 
FIG. 14 is a third part ofthe ?oW diagram of FIG. 12. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The presently preferred embodiments disclose a system for 
performing modi?cation of the softWare con?guration of 
intelligent electronic devices that are installed in the ?eld. The 
modi?cation may be performed on an individual intelligent 
electronic device. In addition, groups of intelligent electronic 
devices may be identi?ed for modi?cation. Further, a copy of 
the softWare con?guration of the intelligent electronic 
devices may be maintained in a database. Upgrades or 
changes to the softWare con?guration of an intelligent elec 
tronic device may be performed With the database folloWed 
by transfer of the changes to the intelligent electronic device. 
Conversely, changes at the intelligent electronic device may 
be transferred to the database. 

FIG. 1 illustrates a block diagram representation of an 
embodiment of a portion of a poWer distribution system 10. 
The poWer distribution system 10 includes a plurality of con 
ductors 12, a netWork 14 and at least one intelligent electronic 
device (IED) 16. The conductors 12 and the netWork 14 may 
be connected With the IED 16 as illustrated. As used herein, 
the term “connected” or “coupled” may mean electrically 
connected, optically coupled or any other form of coupling 
alloWing the How of data, electricity or some representation 
thereof betWeen devices and components that are connected 
or coupled. The conductors 12 may be, for example, electric 
transmission lines, electric distribution lines, poWer cables, 
bus duct or any other material capable of conducting electri 
cal energy. The conductors 12 are operable to alloW the How 
of electrical energy therethrough. The conductors 12 are illus 
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tratively depicted in FIG. 1 in a three-phase circuit con?gu 
ration; however the phase con?guration is not limited to 
three-phases. 

The network 14 may be the Internet, a public or private 
intranet, an extranet, or any other network con?guration to 
enable transfer of data and commands. An example network 
con?guration uses the Transport Control Protocol/Internet 
Protocol (“TCP/IP”) network protocol suite, however, other 
Internet Protocol based networks are contemplated. Commu 
nications may also include IP tunneling protocols such as 
those that allow virtual private networks coupling multiple 
intranets or extranets together via the Internet. The network 
14 may support application protocols, such as, for example, 
telnet, POP3, Mime, HTTP, HTTPS, PPP, TCP/IP, SMTP, 
proprietary protocols, or any other network protocols known 
in the art. During operation, the IED 16 may communicate 
using the network 14 as will be hereinafter discussed. 

The IED 16 may be a programmable logic controller 
(PLC), a remote terminal unit (RTU), an electronic power 
meter, a protective relay, a fault recorder or other similar 
intelligent device installed in the ?eld and capable of moni 
toring electrical energy. In addition, the IED 16 may perform 
other functions such as, for example, power distribution sys 
tem protection, management of power generation, manage 
ment of energy distribution and management of energy con 
sumption. In one embodiment, the IED 16 includes a user 
interface 18, a processor 20, a memory 22 and a communica 
tion port 24 connected as illustrated in FIG. 1. It will be 
appreciated that the IED 16 may include other hardware 
components such as, for example, metering sensors, power 
supplies, signal processing circuits, logic circuits or any other 
hardware useful in performing electrical energy monitoring. 
As used herein, the term “IED” may be used interchangeably 
with the term “IEDs.” For example, the term “IED” may be 
used to discuss aspects involving one IED 16 and “IEDs” may 
be used to discuss aspects involving multiple IEDs 16. 

During operation of the power distribution system 10, the 
IED 16 monitors the electrical energy ?owing within the 
conductors 12. The IED 16 may process the electrical energy 
to derive, store and display data for various electrical param 
eters indicative of the electrical energy ?owing in the conduc 
tors 12. The IED 16 may also provide outputs to, and receive 
inputs from, the power distribution system 10. Processing 
within the IED 16 may be performed with a software con 
?guration. As will be hereinafter described, the software con 
?guration within the IED 16 may be modi?ed remotely with 
out removing the IED 16 from service. In addition, the 
software con?guration may be modi?ed locally using the user 
interface 18. 

The user interface 18 may include one or more buttons, 

levers, switches, display screens, keypads, touch screens or 
any other device(s) capable of providing an interface to a user 
of the IED 16. As illustrated in FIG. 1, the user interface 18 is 
connected with, and acts as an interface to, the processor 20. 
As such, the user interface 18 may provide display of the 
electrical parameters derived by the processor 20. In addition, 
commands for the processor 20 may be entered using the user 
interface 18. 

The processor 20 may be, for example, a microprocessor, 
an electronic control unit or any other device capable of 
executing instructions, monitoring electrical inputs and pro 
viding electrical outputs. The processor 20 may perform cal 
culations, operations and other logic related tasks to operate 
the IED 16. In one embodiment, the processor 20 may operate 
as a function of the software con?guration. The software 
con?guration may be stored in the memory 22 connected with 
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6 
the processor 20. The processor 20 and the memory 22 coop 
eratively operate to form the central processing unit (CPU) 
for the IED 16. 

The memory 22 may be a non-volatile memory, such as for 
example a ?ash memory device or other similar memory 
storage device in communication with the processor 20. The 
memory 22 may store the electrical parameters derived by the 
IED 16 during operation. The memory 22 may also store the 
software con?guration of the IED 1 6. In addition, the memory 
22 may be used to store other information pertaining to the 
functionality or operation of the IED 16 or the network 14. 

In another embodiment, the memory 22 may include both 
non-volatile memory and volatile memory. The memory 22 
may store a ?rst portion of the software con?guration in the 
non-volatile memory and a second portion of the software 
con?guration in volatile memory. In this embodiment, the 
volatile memory may be is used to limit the amount of more 
costly non-volatile memory required. The ?rst portion of the 
software con?guration may include instructions that instruct 
the IED 16 to retrieve the second portion of the software 
con?guration from another location. As such, when power is 
applied to activate the IED 16, the instructions in the non 
volatile memory are executed and the remaining software 
con?guration is transferred from the remote location (as later 
discussed) to the non-volatile memory. 

In the presently preferred embodiments, the software con 
?guration includes ?rmware software and applications soft 
ware. Firmware is the low level operating code providing the 
basic functionality, or operating capability of the IED 16. The 
?rmware may be referred to as an operating system of the IED 
16. The ?rmware may include standard as well as optional 
components to support the basic functions of the IED 16. 
The applications software may include one or more soft 

ware programs designed to derive, display, utiliZe and 
manipulate the data within the IED 16. Applications software 
may include measurement and recording applications, deri 
vation applications, measurement and control applications, 
communications applications and any other applications pro 
viding functionality to the IED 16. The applications software 
may also include standard applications software and custom 
applications software. Standard applications software 
includes those applications developed by the manufacturer 
that may be provided as standard functionality within the IED 
16. Standard applications software typically performs the 
more usual and customary functions for which the IED 16 is 
designed. 
Custom applications software includes those applications 

speci?cally tailored to the needs of an end user, or group of 
end users operating the IED 16 in the ?eld. Any applications 
software that is not “off the shelf’ software may be consid 
ered custom applications software. Custom applications soft 
ware may be developed by the end users, third parties or by 
the manufacturer of the IED 16. 

In the one embodiment, the applications software may be 
organiZationally described as a plurality of frameworks. The 
frameworks may be an object oriented software architecture 
allowing the organiZation of the various operations per 
formed by the IED 16. Accordingly, each of the frameworks 
in a software con?guration may represent one or more parts of 
the applications software. For example, a framework identi 
?ed as a setpoint framework may contain operating instruc 
tions for the IED 16 pertaining to setpoints for the various 
electrical parameters derived by the IED 16. Other exemplary 
frameworks may include, a historic data logging framework, 
a harmonic measurement framework, a display framework, a 
digital inputs framework, an alarm framework, a revenue 



US 7,447,760 B2 
7 

framework or any other framework representing some por 
tion of the functionality of the IED 16. 

The software con?guration of this embodiment may be 
comprised of the ?rmware and the frameworks. The frame 
works may represent both applications software, referred to 
as “Core” frameworks, and custom applications software, 
referred to as “Custom” frameworks.Accordingly, the IED 16 
is a highly customizable device capable of performing a wide 
variety of monitoring and power management functions. 
While the IED 16 may utilize the object oriented framework 
architecture, it will be appreciated that the applications soft 
ware may also be developed in non-object oriented format 
and still provide a highly customizable device. 

Each of the frameworks of one embodiment includes a 
plurality of modules. The modules may operate within an 
object oriented software construct known as an integrated 
object network (IONTM) that will be hereinafter discussed. 
Development of a framework may be accomplished by link 
ing several modules together. The modules may represent 
logic tasks performed to manipulate, derive, store, transfer or 
otherwise process data. The data input to the modules may be 
received by the framework from data inputs to the IED 16, or 
may be the data output from another framework. An IED 16 
may have several frameworks operating independently or in 
combination with other frameworks to perform various man 
agement, control, derivation, storage communication and/or 
other functions of the IED 16. In one embodiment, the frame 
works may be created in a software design tool called “IONTM 
Designer.” “IONTM Designer” is a component of a PEGA 
SYSTM software system manufactured by Power Measure 
ment Ltd., located in Saanichton, BC, Canada. 

FIG. 2 depicts an example of a module 30 operating within 
a framework (not shown) of the IED 16 (FIG. 1). The module 
30 includes at least one input 32, at least one output 34 and at 
least one setup register input 36. The quantity and signal type 
of the inputs 32, the outputs 34 and the setup register inputs 36 
are dependent on the function of the module 30. The setup 
register inputs 36 may include con?guration settings for the 
module 30. The con?guration settings determine how the 
module 30 processes the data received on the inputs 32 and 
generates data on the outputs 34. 

The module 30 may be designated to perform any of a 
number of functions within one of the frameworks. For 
example, the module 30 may be an Arithmetic Module that 
performs mathematical and logical functions such as multi 
plication, addition, square root, etc. to data supplied on the 
inputs 32 and provides the result on the outputs 34. Further 
examples may include a Display Module that allows for the 
creation of custom front panel display screens and a Sag/ 
Swell Module that monitors the voltage inputs for distur 
bances and, upon detection of a disturbance, breaks the dis 
turbance into discrete components to perform a more detailed 
analysis. Further exemplary modules of one embodiment 
may be found in an “IONTM Reference Manual”, printed by 
Power Measurement Ltd., located in Saanichton, BC, 
Canada. 

FIG. 3 is an exemplary embodiment of a Pulse Merge (PM) 
Module 38 operating within a framework (not shown) of the 
IED 16 (FIG. 1). The PM module 38 receives at least one 
pulse input signal on at least one pulse input line 40. The pulse 
input signals may be from an external input (not shown) to the 
IED 16, or from one or more other modules (not shown). The 
PM module 38 may commence with processing the pulse 
input signals upon receipt of an enable signal on an enable 
line 42. Following processing, the PM module 38 may pro 
vide at least one pulse output signal on at least one pulse 
output line 44. The pulse output signals may be an input to 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
another module within the frameworks or may be an external 
output from the IED 16. The processing of the pulse input 
signals may be functions such as, for example, anAND, OR, 
NOT, or any other Boolean function. In addition, the PM 
module 38 may further process the pulse output signals to 
generate an event output signal on an event output line 46. The 
event output signal may, for example, be written to an event 
log or trigger further processing in the IED 1 6. In this embodi 
ment, the PM module 38 does not require con?guration set 
tings and therefore no setup register lines are included. 

FIG. 4 is an exemplary embodiment of a portion of a 
framework 50 within the IED 16 (FIG. 1). The framework 50 
includes a Module A 52, a Module B 54, a Module C 56, a 
Pulse Merge (PM) Module 58 and a Module D 60 that are 
connected as illustrated. The Modules A-D 52, 54, 56, 58 are 
similar to the module 30 previously discussed with reference 
to FIG. 2. In addition, the PM Module 58 is similar to the PM 
module 38 previously discussed with reference to FIG. 3. 

In the exemplary embodiment, Modules A, B and C 52, 54, 
56 may be Maximum Modules each con?gured to monitor an 
input line 62 for input signals. During operation, if one of the 
input signals reaches a pre-set value, the corresponding Mod 
ule 52, 54, 56 may output an output pulse signal on a corre 
sponding output line 64. The PM module 58 may monitor the 
output lines 64, and upon receipt of one of the output pulse 
signals may generate an output pulse signal on an output pulse 
line 66. Module D 60 may monitor the output pulse line 66. 
Module D 60 may be an Alert Module con?gured to provide 
an electrical signal alerting that a maximum value has been 
reached. It should be realized that the above-described exem 
plary embodiment is merely one example of a portion of one 
framework and numerous other frameworks as well as mod 
ule con?gurations are possible. 

In the presently preferred embodiments, the frameworks 
may utilize the data generated by other frameworks within the 
IED 16, or external signals provided to the IED 16, to produce 
useful results and/or perform useful functions. Frameworks 
ultimately create and allow manipulation of the functionality 
of the IED 16. The ease of creation and manipulation permits, 
as well as promotes, customization and expansion of the IED 
16. As such, the functionality of the IED 16 may be modi?ed 
by simply changing or adding frameworks to the device. 
The highly customizable and con?gurable nature of the 

IED 16 lends itself to solutions satisfying the speci?c needs of 
a user’s power management applications. However, this 
requires the user of the IED 16 to con?gure and tailor the 
frameworks to their needs. It would be impractical for the 
manufacturer to offer every conceivable combination of 
options and software. Further, the capabilities of the IED 16 
make it almost impossible to predict the functionality desired 
by each user. It is therefore desirable to provide a system 
through which a customer can customize, edit and update the 
software con?guration of one or more IEDs 16 that are pre 
viously installed and operating in the ?eld. 

The IEDs 16 may also include an identi?er to uniquely 
identify each of a plurality of IEDs 16 (not shown). Altema 
tively, the identi?er may uniquely identify a predetermined 
group of IEDs 16. Further, an IED 16 may include a number 
of identi?ers both for unique identi?cation as well as for any 
number of predetermined groups. The identi?ers may, for 
example, be an identi?cation number, such as, a serial number 
or a part number. Alternatively, the identi?ers may be letters, 
numbers or a combination of both. The manufacturer may 
determine the identi?ers for an IED 16 or a predetermined 
group of IEDs 16. Alternatively, a user may develop identi? 
ers following installation in the ?eld. 


















