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Chapter 1

INTRODUCTION

A. How BioPointe Central Works
BioPointe Central is used for maintaining and administering BioPointe devices. The BioPointe device is an
authentication system specifically designed to provide irrefutable personal identification.

B. Features
BioPointe Central has many distinct advantages:

= Flexible software expandability

= Multiple security levels (supervisor, user or custom)
= Communication via serial, Ethernet or modem

= Verifying status of devices

= Log record reporting

=  Log record exporting into ASCII text format

®=  Time and Date synchronization

= Device Properties configuration

= Central enrolment of the users

= Provides data synchronization between PC and the BioPointe device
= Ease of use

C. Style and Conventions

Icons
Occasionally, an icon will appear in the left margin. Each icon has a specific meaning. The paragraphs that
follow identify the icons and their intended use.

of a particular feature. Notes supplement standard content and are not required

NOTE: Notes alert you to information of special interest or provide clarification on the use
reading.

Ly=—¢0 WARNING: Warnings contain critical information. Failure to read a warning may cause
W unexpected results from the application.

Terminology and Type

=  Fields are referenced by their proper names

= Literal entries (commands and such) appear in bold
=  Important new terms appear in italics

= Optional entries appear in (brackets)

................................................................................................................................................
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Chapter 2

GETTING STARTED

A. System Requirements
You will need the following:

=  Pentium PC or compatible

= 32 MBRAM

= 50 MB (minimum) available hard disk space

=  CDROM drive

= Microsoft Windows 95/98 ,Windows 2000 or Windows XP

= RS232 or RS485/RS422 (additional adaptor board to convert the RS232 signal to the RS422/RS485
signal is required)
- or -

= 1 network card for Ethernet interface (TCP/IP)

B. Installing BioPointe Central
1) Insert the Keri Systems CD into the CD drive.
2) The autorun menu will appear.

B Keri CD-ROM AutoRun Menu [[i1(E3)

Install or Update Doors Software ( H_ j R’S FE
Wiew Release Motes ITHCORPORATED

Web: www.kerisys.com

= Biopointe Software f‘\\ Locate Warranty and
. - and Documentation - ./'x Certification Documents

7= Locate Technical

(]
Install IntelliProx ety Documentation
D-Lite Software \;
Y =% Locate Marketing

L
KTI mgg\tLjTtgchn|cal

N /'\7 Documentation
Explore the
CD-ROM

Exitthe Click to use your browser to visit the Keri Web
Keri CD Page {your browser must be enabled)

=% Locate Product
N /'\p Graphics Files

................................................................................................................................................
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3) Click on the BioPointe Software and Documentation link. The BioPointe installation window appears.

28 AutoPlay Menu

Install Software and View Documentation for the
BioPointe Fingerprint Reader

Install BioPointe Software

Install the Enrollment

Station Driver
Y DriverRenText%

BioPointe
Documentation

Return to the h m Keri Systems, Inc. @ 2004 P/ 01931003
tain Wenu Moke

4) Click on the Install BioPointe Software link.

InstallShield Wizard

Preparing to Install...

BioPointe Central ¥7.1 Setup is preparing the InstallShield
‘wizard, which will guide you through the program setup
process. Please wait.

Checking Dperating System Yerzion

( ] J

Cancel

00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssescsesssssssssscscscsesnsns

Getting Started 3
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5) Wait as the InstallShield Wizard prepares to install BioPointe to your system.

i Biopointe Central (¥7.1) - InstaliShield Wizard 3

Welcome to the InstallShield Wizard for
Biopointe Central {¥7.1)

The InstallShield{R) Wizard will install Biopointe Central {¥7.1)
on your computer, To continue, click Mext.

WARMING: This program is prokected by copyright law and
international treaties.

[ et = ] [ Cancel ]

6) Once the Welcome to the InstallShield Wizard window appears, click on the button to
proceed. The Software License Agreement appears.

i Biopointe Central (¥7.1) - InstallShield Wizard

License Agreement 1 ] I
Flease read the following license agreement carefully, "’ "
BINARY SOFTWARE LICENSE AGREEMENT -

THIS EBIMNARY SOFTWARE LICENSE AGREEMENT ("Agreement™) is
made and entered into as of the Effective Date, by and
between Keri 3ystems, Inc., a California corporation
having offices at 1530 ©ld Oakland Road, Suite 100, San
Jose, Californias 95112 ("Eeri Systems") and the entity
intending to install the Software Products ("Licensee™).

You agree to be hound by the terms of this Agreement hy

N % PO [ T

(%) 1 accept the terms in the license agreement

()1 do not accepk the terms in the license agreement

[ < Back H et = ] [ Cancel ]

7) To not accept the license agreement and cancel the installation, click on the “I do not accept” button.
The installation program will exit without installing the software.

8) To accept the license agreement and continue with the installation, click on the “I accept” button. The
destination folder window appears.

Getting Started 4
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Destination Folder 1 W
Click Mext to install to this Folder, or click. Change to install to a different Folder. " b
D Install Biopointe Central (W7, 17 kot

C:\Program Files\Biopointe Central)
[ < Back H Mext = ] [ Cancel ]
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9) Verify the correct folder is selected for installation. Keri recommends using the default destination

folder, but if you need to use a different folder, click the
desired folder for BioPointe.

Change...

button and navigate to the

10) Click on the button once the correct folder has been selected. A status window appears
showing the progress of the installation.

i Biopointe Central (V7.1) - InstallShield Wizard

EoX
Installing Biopointe Central {¥7.1) ) I

The program features you selected are being installed, o

Please wait while the InstallShield Wizard installs Biopointe Central (7. 1),
This may take several minutes,

Skatus:

(Eaan 1T} )

Cancel

11) When installation is complete, the InstallShield Wizard Complete window appears.

Getting Started 5
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i Biopointe Central (¥7.1) - InstaliShield Wizard 3

InstallShield Wizard Completed

The Installshield Wwizard has successfully installed Biopointe
Central (%7, 1), Click Finish ko exit the wizard,

12) Click on the button and the installation is complete and a shortcut is installed on the
desktop. You are now ready to use the BioPointe Central program.

13) Finally, a Product Registration window appears.

Product Registration X

@  Please register your site and products with Keri Systems.
\_‘/
Your new security system is critical in protecting your people and assets. Itis imporkant that you are kept up ta date
on the latest information on updates and enhancements, Registration provides us with information For product
warranties as well as allowing us ko notify you of important announcerments.

Do you wank to register now? Clicking the YES button will send you to our Product Registration Page on the Keri
Systems web site, You need ko be online for this process to be completed.

Yes Mo |

14) Click on the button to register BioPointe Central at another time. Registration may be
concluded through the Keri Systems, Inc. web site at: http://www.kerisys.com/registration/index.asp.

15) Click on the button to register BioPointe Central. Your browser program will be open and
you will be automatically routed to the Keri software registration page.

Getting Started 6
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osoft Internet Explorer

File  Edit  View

Favarites  Tools  Help 15
< </ \ﬂ \g 7.‘ 7 ) ‘j:l:( {‘3 =] Addcress | €] hktps fwie.kerisys, comfregistration vl
»
Google - f§h SearchWeb - @ Search Site & 52 ¢ P searchFrongle g agehant @
R
EntragUiardjiitanitm)
[ntegrated
W CO0RPORATED elzplaene Gty =3
‘ o Security Solutions Resellers/Installers Technical Support & Training Company Info & News Contact Us |
search or Browse, Your Confidential Product/Site Registration Form
Please fill-out and submit the product registration form below! Please note we do not
+ More search options share or distribute this information with anyone,
- Browse our site map
Support Resources Product Registration Details
Tech Doc D load
» Teeh Doc Downloads End user of product(s) | |
# Software Downloads {Company/Organization}:
» Keri Technical Institute
(kT1) First Name: | |
» Marketing Dac
Downloads
» Register Your Products Last Name: | |
Online
» Contact Our Support Title:
Team
I— Address {Street): | -
&] http: v kerisys, comfpagesjinternet-promosfian-D5-promo,asp & Internet

16) Enter information as requested and submit it when ready.

Getting Started 7
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C. Uninstalling BioPointe Central

For both Windows 95/98 and Windows 2000/XP un-installation processes, the BioPointe Central
databases, which comprise the user logon information, user fingerprint database, device configuration and
the log records, will be removed from the system. User has to backup this information if needed before
starting the un-installation process. Following are the location where all the information is stored.

User Logon Information -- installed directory/data
Device Configuration, user Fingerprint Data and Log Records -- installed directory /database

D. Database File in the Install Directory
There are two categories of database file used by the application. These two categories of files are:

(1) System Data Files — These files store the logon information. These files are located at the installed
directory/data directory.

(2) BioPointe Data Files — These files store the user information (eg fingerprint template, schedule
etc),device information (eg device ID, device configuration etc) and the log information (eg Error log).
User should only open the FPUSER.DBF file during the user enrolment process. These files are
located at the installed directory/database directory.

Getting Started 8
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Chapter 3

System Overview

h
v
Device Users
v
Authorized T
Application ~N N
Users -
k Event Logs User Date Time
. A 1Jun01 | 0905 | Att-In
1 B 1 Jun 01 0912 | Att-In
,,,,,,,,, [¢ 1Jun01 | 0913 | Att-In
Device Users’ : :
Access Rights Device Access Rights
s’ 2 A a
\ hed ,f‘
3 /
o Application
Biopointe User
Central

T

Device users with access
rights to Device 1

Communication
Link

Device user with access
rights to Device 2

Device user with access
rights to Device 3

Device 1 Device 3

Device 2

System Overview 9
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Encompassed within BioPointe Central are a few databases. The first stores a list of application users.
These are people with authorized access to BioPointe Central. With authorized access, the application user
can do a variety of tasks:

An application user can enroll new device users (stored in the Device Users database), assign access rights
to them (Device Users’ Access Rights database) and dispatch them to the respective devices via the
communication link.

The fingerprint templates are stored locally in the devices, allowing the device users to perform their
authentication or attendance logging locally at the devices.

The application user can also upload these event’s logs from the individual devices and store them in an
Event Logs database.

................................................................................................................................................

System Overview 10



Biopointe Central User’s Manual

Chapter 4

Basic operation

This chapter gives you quick and concise instructions to perform basic functions in BioPointe Central. You
will be charted through this chapter according to the flow diagram below.

1

Log on as Default User

&

Change Default Password / Create New Application | 4 2

User
. 4 3
Create Device Table
. 4 4
Create Device User Records
. . . 5
Assign User access right to Device
16

e 2

Transfer User Records to Device

Basic Operation 11
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A. Log on as Default User

When you start BioPointe Central, you will be prompted to enter the UserID and Password. As this is the
first time you are using BioPointe Central, the default UserID is “SUPVISOR” and the Password is
“PASSWORD”. The words are in capital letters.

= Biopointe Central Ver 7.0
Exit  About

Biopointe Central Ver 7.0
KERI 3¥3TEMS INCORPORATED

USERID  |SUPVISOR
V43
PASSWORD @

STATUS:

[ ] EMRI ot ight @ 1997-2004
I'Ntoe? g bLTED S

To log on to BioPointe Central:

1. Enter “SUPVSIOR” in the USERID box.
2. Type “PASSWORD?” in the PASSWORD box.

NOTE:
The maximum characters allowed for each entry is 8.

Difference between a Supervisor and a User is that Supervisor has the right to add
additional Users or Supervisors. In addition, a Supervisor has the rights to perform all
tasks provided by the application.

A First Time User is advised to change the password after this step.

You can also logon using your fingerprint instead of password; the white box on the right will
display the captured fingerprint image. The fingerprint unit will need to be plugged into the
computer prior to starting BioPointe Central.

................................................................................................................................................

Basic Operation 12
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B. Change Default Password
For security reasons, you may decide to change the default password (“PASSWORD”) to something else.

To Change the Default Password:

E= Biopointe Central Yer 7.0

*
;| I [] -
~4 { * ]

| L I R ﬂ
“USERID =l

[UsERID [3tekiD [38ome [Deparmen [5Tvme] Flag[Stan Tme | -~
L ] u F

SUPSON [ iecond]

1. Click System from the top menu of the User Database screen and then select User SetUp by clicking
on it.
2. The User SetUp screen pops up as shown.

_ S
[Sllalzla] e FAFRIFA|
el (R W [
Depertroert | Diesignaion |
 Proble [T 7] [Shpmrma [Ube Hember of Frgewent Ervcled: 0
Parword [— Frgeginl 1

“ - Phasse s rck g e
Note : Supwrascr han ALL FRaghts

Biopointe Central Ver 6.6
EERI SYSTEMS INCORFORATED

3. Click the Edit button to place the fields to be in the edit mode.
4. Change the password to one that you prefer

................................................................................................................................................

Basic Operation 13
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C. Create New Application’s User
You can create a new application user or supervisor through User SetUp.

To Create New Application’s User or Supervisor:

[E=(utivnen]  user Setiip _lzlxl
Gk [F4] Rights
| = :] [rES—— :j_: AEIFAE
- UserM [5TEvend Mores |
Department [ Deeaigration [
“Fuotie [ =] Bl U Husnbes of Frgeseent Ervolod
] | Frgest .

Fiease do motleave blank

Bicpoints Central Ver 6.6
KERI SYSTEMS INCORFORATED

Click the Add button to place the fields to be in the insert mode.

Enter a preferred User Id of the new User or Supervisor in the User Id field.
Assign the person as a “Supervisor” or “User” in the Profile field.

Enter the person’s preferred password in the Password field.

B W

D. Create Device Table

This section shows you how to add a Device into the Device Table and perform basic configurations.

The Device Table maintains the list of devices in your BioPointe network system. When you first use
BioPointe Central, no devices are listed in the Device Table. You can follow the steps below to add a new
Device into the Device Table.

Basic Operation 14



To add a new Device into the Device Table:

B2 Riopointe Central Ver 7.0
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Fieport Management Systen
Cord R Cordfiur st
Expory Dote Configuraton
Cared Dk brguet

Ingrt Uk Irformation
Exgront Ui Beformation

VIEOH

Fle Eot Datsbare Acqure System [l Frgerornt Scanner
H’l l‘-fJ Distabase Fach Setup |H|4ipéuj\ad4|_: | J |
VSERID = User Munagemert System M
Sk D [Home Mo Correction Syt marmen [T e hushensicston Flag|Etart Tims: -
Li 1 Device Log Munugeniant Sritem v F

1) Fiecord]

1. Click Tools from the top menu and select Device Management System from the drop-down menu.

2. The Device Management System screen pops up as shown.

pevce managemencsysen =

b Modem Connection

EllogBecot  EplogEwpon % ImeMateSoings [ SetDeyicePropeies 7 Get Device Prcgarties 5% Device Coprection Sehp

Denice Table

 Poll Device 7 Lipkoad Device Log Fik
™ Dewice 1D 1

% AlDevice

Darvicn Indoemation

Click the Add button on the Device Information group box.

> w

Location field.
5. Click the Save button to save the device information.

Enter the Device ID in the Device ID field. You can optionally enter the location of your device in the

Basic Operation 15
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6. To change the communication settings, click the Device Connection Setup button. The Device
Connection Setup menu will pop up as shown.

E='Device Connection Setup [X]

Exit

Device ID : -z[ Commurnication Charnel |
Telephone Mo | —— " Serial Communication
Ethemet P Address: [ € Ethemet
Ethemnet Port I—U— " Modem Communication
[~ COM Port

¢ EOMi oMz CCOM3 O COM4 ¢ COMS

" COME COM7 CcoMe " COM 9 i COM 10

[ Baud Rate
1200 ¢ 2400 ¢ 4800 3600 ( 14400 19200 + 33400

i}} Clear \f Saye Configuration

7. You can change the communication settings from here. When you have completed making changes,
click “Save Configuration” to save the settings.

After you have setup the device table, you can proceed to check the connectivity of the device by execute
the polling command to the device. This will ensure that there is a physical connection between the Device
and your PC.

1. In Device Management System, Click the Poll Device button.

2. A message box will pop up asking you whether you want to continue with the polling. Click Yes.

3. If the polling is successful, an ON status will be reflected. If it is not successful, an OFF status will be
shown after a short while.

Device Table :

[ pevic
»

NOTE:

The Status is only valid after user has executed the poll command to the device
connected. Therefore, if user exits from the device management system and comes back
later, the status will show “off”. This does not mean the device is not connected
physically. To obtain the connection status, user needs to execute the poll command to
update the status.

Under the Poll Device/Upload Log File group box, there are two radio-buttons, “All
Device” and “Device ID”. You can poll one device at a time or all the devices
simultaneously if you have several devices connected, by selecting the appropriate radio-
button first.

o) ¢ WARNING:
All devices configured in the system must have a unique Device ID. The Device ID should be the
\ same as the device ID configured in the device for serial communication channel. Please refer to
the BioPointe User’s Manual on how to configure the device ID for this type of channel. In
addition, the report generator will base on the device ID for report generation.
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E. Create Device User Records

This process is also known as enrollment, where you can enroll new device users. By device users, we are
referring to the users who would be performing their fingerprint authentication at the Device.

NOTE:

Each user must be enrolled separately in BioPointe Central and Keri Systems’ Doors program.
For information on enrolling users in Doors, refer to the Doors Users Guide (P/N 01914-100).

To create a new Device User record:

1. If you were not in the User Database main menu, you would need to return to it. The menu is as
shown below:

Database
I edit buttons
Database edit buttons: _ . ,
File Edt Database Acquire Sustem  TouchStar
3| < m[s{[<[+[=[> Hs[=[ {]=])
L A E o ‘ftl [userID =l
¢ AUSERID  [#%Link ID__ [%Name [#Department [T ype [Schedule] zauthentication Flag|
4 Userl HR u F
L 2 User2 Account u F
Append
— Cancel
Save
Delete
Insert
Database mode indicators: I
User records
|Bf ——— Browse mode
=| — Edit mode
I| —— Insert mode
2. First click the Insert button.
[-USERID  [alink 1D [#Name |#Department [%Type [authentication Flag]
EIE U F

................................................................................................................................................
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3. The UserlD field is filled in with a default ID that increments every time a new record is created. You
can change the ID to the desired ID of the user whom you are adding.

@ NOTE
The Type field refers to whether the device user record is to be assigned as a normal
User or a Master. By default, this field is filled as a User

e The Authentication Flag field refers to the method of authenticating this user. By
default too, this field is filled as Fingerprint.

The optional fields are the Link ID, Name and Department

During the log record export operation, if the Link ID for a particular user record is not empty,
then this Link ID information will replace the USERID information. This is especially useful if
user want to co-relate the USERID to the Link ID.

4. Click the Save button to save the settings you have made for this user record.

5. You have now created a Device User record. However, no fingerprint(s) has been enrolled for this user
yet. You can note this by an icon displayed at the bottom left hand of the User Database menu. For this
user you will see a cross over a fingerprint image implying that no fingerprint(s) has been enrolled for

this user.

6. To enrol the user’s fingerprint(s), click this button gl found on the task bar while the database
pointer is pointing to this user record. This leads you to a menu box shown below.

:—E‘ Fingerprint Enrolment 7 Verification

‘ (o]

x Cancel

Fingerprint Enralment / Yerfication ——

oy fnrol { modify fngerprlnts

" Verify fingerprints

7. Select Enrol / modify fingerprints since we are performing an enrollment and click OK.
8. You will see the Fingerprint Enrollment / Verification Center. Follow the instructions from the
instruction screen to perform your enrollment.

Enrolment/¥erification Center

Fegistered Finger———

1st Finger + Qeletel
2nd Finger ™ De_letel
3rd Finger Dele;el

Security Level IQ—
Image Quality I— | Enrol | Venty | D D D

Please zelect the finger to be enrolled.

Instruction screen

................................................................................................................................................
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9. You will see the Fingerprint Enrollment / Verification Center. The instructions from the instruction
screen will guide you in your enrollment. We would like you to take note that:

e Each enrollment of a finger requires 2 image scans.

e Between each image scan, you need to lift your finger and place it back onto the enrollment scanner
again.

e The Image Quality of each scan has to be greater than 80% in order for the scan to be accepted.

o When the 2 instances of scan are successful, the Verify button will be highlighted to ask you to do a
verification of the finger you have just enrolled.

e When the verification is also completed, you may click Exit to begin saving the fingerprint you have
just enrolled and exit, or you may wish to go on to enroll another finger before exiting.

@ NOTE:
Maximum number of fingerprints allowed for each User

Each user can enroll up to 3 fingerprints. This is indicated by the 3 selections in the
Registered Finger group box.

10. Upon clicking on Exit, you will be asked whether you really want save the record. Click Yes to
proceed.

Confirm

@ Ovenarite Record ?
Ha |

................................................................................................................................................
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F. Assign User Access Right to a BioPointe Device

Once the user has been given access rights to a specific device, that user is ready to access the device
locally.

To assign user access right to a device:

1. Click Tools from the top menu and select User Management System from the drop-down menu.

>

2. Select the Add page on the left pane, Click
Devices List box.

User Management System
Exit

to add the selected device Id into the Selected

| Usar danagamaeni System

Device List :

Eeiez (0 LEseiam [ Selectal 2| add |Ed'[t.l'DE\E{E Download | Upioad | Batch Ops

Seletted Devices List:

@ Clear

Add the selected
device IDs and

FP User List s (5yqem Diate formeat : dd/MM /vy

I~ Sel

UserlD
»

Filter by - (¥,
Sort by : (; User ID

|Name
1 U=zert
2| User2

Il € Mo Acce:

Accourt
Accournt

|

Find :

| SERID

=l

Fights ™ Enronggte i | L i
i &a = Type g i Departmert ‘
-

| g
|Depaftmem \Tvp Selected Users List:
uF
uF

user I1Ds from the
device or user list
on the left to the
selected lists on
the right side.

Cancel

Select all user

display in the
/ \ FP User List
/ \ box.
Display all users in Display users who have Display users who
the system not been assigned with have been enrolled Execute the filter
any access to any within  the  period operation.
device. specified.

................................................................................................................................................
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3. Click }

to move the multiple-select User Ids into the Selected User List

NOTE:

To select multiple user ids from the FP User List, press the “CTRL” key and left mouse
click on the item to be selected. The currently selected item will have icon |E| as shown.

The selected item will have icon ﬂ as shown.

User Management System

Exit

User Management System & Authentication Property ‘
Device List :
Devics D Losation I Select Al 2' Acld IEd[UDe\ete Downioael | Upioa | Bateh Ops
Selected Devices List:
001 % Clear
FP User List: (oo Dot fomat - cd/M gy I selctan 2]

Mame Selected Users List:

Typd Flag] = |

0001 al
0002 e
|
Save
= @
Filter by : ¥ Al " Mo Access Rights ¢ Enroll Date: | 7/ I s g Cancel
Sort by : | % User ID  Name " Type i Flag i~ Department |
Find:  [USERID =l e

4. Click Save button to commit changes.

G. Transfer User Records to a BioPointe Device

When you have created some Device User records, the next step is to transfer the User records to the
Device. The process of transferring data from PC to Device is known here as Download. This section
shows you how to download User records to the Device.

To download user records to the device:

1. Select User Management System from the Tools drop-down menu. Upon doing so, you will see the
User Management System screen as shown below:

................................................................................................................................................
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User Management System

Exit

User Managentent Systemn & Authentication Property ‘
— List of users that have
DE‘;:;LE" Losation I~ Select Al ZI fddl | EcitiDelete Downioad! | Upioaci | Batch Ops - -
given access right to
Selected Device List: -
—— 2 — | the device
e WW
USERD , | e [ = Sl

» AJ;?WE( j tutti-Dniloz

FP User List: (oo Dot fomat - cd/M gy I selctan 2] '\ When download

eme B \.

| operation successful,
Status field will show
- “Downloaded”

1D Compeate

‘\\\ =

= = Log
Filter by : ¥ Al { Mo Access Rights  Enroll Date: | / / | i (%] Sorthy: & UserD Type € Status \\

Sort by | & User ID © Mame (" Type ¢ Flay (" Department | ‘ Find User ID_ - I S |
Find:  [USERID = — -

Search for the user id
from the device user
access right table (ie
all user display in the
list box).

N

Select Download page.

3. Check the All check box to select all the users in the user’s list for download operation or select the
specific user in the user’s list box. To select multiple users, mouse click on the user with the “Ctrl” key
press down.

4. Click Download to start the download operation.

NOTE:

If the partial option selected, the application will only download user record that has not
been downloaded before. (ie. user record with “downloaded” status with be skip).

000 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssscscsesssssssssscscscscsnsns
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Chapter 5

Advance Features

This chapter describes the advance features provided by the BioPointe Central package. These features
assist the administrator to distribute user records efficiently. In addition, it also allows the administrator to
upload device log records from the device and store into the event log database. From the event log
database, the software provides the function to export the data into ASCII text file to a third party data
crunching software application.

A. BioPointe Central Administration

Two types of user profiles are supported by the BioPointe Central application. One of them is the
“Supervisor” profile and the other is the “User” profile. Administrator with “Supervisor” profile has all the
rights to perform any task provided by the application. Administrator with the “User” profile can has
restricted access to some of the tasks provided by the application.

The default authentication method for the administrator during application logon is password
authentication. However, the authentication method can be converted to use fingerprint. If the BioPointe
device is configured to use secure communication mode, then the administrator is require to use fingerprint
during application logon. This is because the same fingerprint template used during the application logon
will also be used for the secure communication session. Please refer to the BioPointe manual on how to
enable the secure communication mode in the BioPointe device.

“User” Profile access restriction setting
To configure the access restriction:

(1) Click System from the top menu and select User Setup from the drop-down menu.

................................................................................................................................................
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(2) Click the Edit button to open the fields for edit mode.
(3) Click the Add button. The following dialogue box will be shown:

E= [UtiU040]  User Setlp

(4) Right click within the RESTRICTIONS and select Add to add the restriction entry.
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x LCancel

Access Id|Descripti0n

1000
2000
3000
4000
8000
3000

7000

File

Edit

[ atabase

Acquire

System

Tools

Fingerprint Scanner

L

(5) Select the features by double clicking on the Access Id and click OK to commit the change.

NOTE:
Only users with USER profile can have restricted access. User with the SUPERVISOR profile has
all accessed right. Therefore, the access restriction cannot be configured.

Convert the logon authentication using fingerprint

To change the logon authentication:

(1) Click System from the top menu and select User Setup from the drop-down menu.

i) U Sette . 181X
Exit
- I 01 B
ﬁl P:-I' Nt Il)n! IIE.IH 22 o
Ussild [N tiara |
Degutmant Drmgrahen I

" Prolie [5 =] [Shepore U

Passwond [

* « Fleate do not keave blak,

Note : Supanvisar has ALL Rights

Murmbes of Fingerpeint Ervolled - 0

Firgapier 0o

KERI SYSTEMS INCORPORATED

Biopeinte Central Ver 8.6

(2) Click the Edit button to open the fields for edit mode.
(3) Click the Enrollment button to start the fingerprint enrollment process.
(4) Upon completion on the fingerprint enrollment, click the Save button to commit the change.

(5) Click Exit to quit.
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NOTE:

If the Biopointe device has enabled the secure communication mode (ie master fingerprint
template needs to be sent over to the device before any command will be accepted by the device),
the application will automatically send this fingerprint to the device for authentication. Therefore,
if the logon user did not register into the Biopointe device as master user, he will not be able to
execute any command to the device except the poll command.

B. Device Management System
The Device Management System provides the following advance features:

(1) Device date/time setting.

(2) Device parameters setting.

(3) Upload device event log records.
(4) Export uploaded event log records.
(5) Event log records report

Device date/time setting
This feature allows administrator to synchronize the PC system time with the Biopointe device time.

Under the Device Management System, click Time/Date Settings.

S LogRepot B LogExport P Date/Time Settings [ SetDevics Propetties [ Get Device Propertiss 2% Device Connection Setup

Device Intarmation

~
Fiadd | LEE | £ Delete

Device ID : $
’—

Location :

Device Table :

Device Connection Table :

38400 0

Poll Device / Upload Devics Log
& Al Device £ Device ID 1 8 Eol Device [ Upload

Time/Date Settings

You can use this command to synchronize the time and date of a certain device with the PC.

................................................................................................................................................
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:—E‘ Date/Time Setting System
Exit

‘DwicelD: [AE -~ et | &°E
oovcovoto: [N vovco mo: N oovcovov: [N
System Date: [11,06/2001 System Time: [1201:57 P System Day: [Monday

To read and set device time and date

(1) Select Device ID.
(2) Click Get button to read the date and time from the device.

(3) Click @ to download the new date and time (PC’s system date and time) into the device.
4) click B 0 exit

Device parameters setting

When a new device is added, the default device parameters will be created and saved into the database.
This feature allows administrators to edit the device parameters and save it in the database. The saved
parameters can then be downloaded to the devices. In addition, the application provides the function to
compare the parameters that is downloaded to the device with the parameters saved in the database. Users
can also backup the device parameters by uploading the device parameter settings and saving into the
database.

To download the device properties and store the database to the device:
(1) Click Set Device Properties

(2) Select the Device ID.
(3) Select and enter the correct settings for individual parameter.

NOTE:
If a BioPointe with Prox unit is in use, the “User ID - No of Digit” field MUST be changed to “5”
for each device that will use cards.

................................................................................................................................................
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Euxit
Device Properties
Download Status:  False 8@ ow | W UpdsetoDaisbase 8'Ei

vgg.c User 10 - o, of digit: |5 ~|  Device Firmware Version :
vi0n3- i |
Time Zone Date format Time format Verification WI
(# Disable veriicabion @ DDMM/CCYY & 12 how mode
(~ Ensble veshication  MM/DDACCYY 24 how mode 2 H e
Door Control Wiegand format
Open Duration: | 1 Wiegand: & Dizable " Enable
26 BITS STANDARD ~
[ Aiwrm coruror SN =l | | Aumibary Dovice
* Disable  Disstie: 1= Enabie S, Disalile -
~ & Disable Extornal Inpa Type
ol — P —
i Abways UnLock " Dizable
B— L5 Pontolr Sehedule Group Mode
- & Mo pen —_—
" By Schedue Site Code s | & Mods ¢ M
€~ Homsly Cosed : Schedule Mode Gioup Mode
LanEadoa]] System sefling : Schecue
T | =

(4) Click Save button to save changes into the database.
(5) Click @ to download the new configuration to assigned device.
©6) Click B o exit.

Or

(2) Select multiple device IDs.
(3) Click @ to download the new configuration to assigned device.
(4) Click 10 45 exit

The Copy option allows you to copy the configuration of a device to multiple devices based on the
configuration stored in the database. Note: This only copies the configuration, its does not update the
device based on the new setting. The user has to manually download the modified configuration to those
particular devices.

................................................................................................................................................
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DevicelD: 1
Device information
Device |D -1 Copyto:

" &l Device
i+ Selected Device D : EZ!J Clear Al

Device Table :

DEVICE ID |Location
1 SOUTH GATE

2 R&D Data Room e
003

|

\ Save

|

To Copy from device to multiple devices:

1) Select the source device and then click on the “Copy” Button from the Set Device Properties
module.

2) Select the target devices from the device Table and click on the [ 0 put the selected devices into
the selected device list.

Click on “Save” button to save the source device properties to all the selected target device properties
resided in the database.
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To upload device properties from the device:

:r-_E‘ Device Properties

A

Exit

Device Properties

& Update " View Device ID : 1w Synchronisation | S+

I~ All Device ID selected :

001 - 8 [Pitpsites | Advance Propstiss
o02- R
g?g -G User ID - Ho. of digit : | Device Firmware Version :
Time Zone Date format Time format Verification Option
 Disable vs SHEm. I M /CCY 12 hour Multiple FP Verification
I ' '
£ En: i f L fi e
Door Control Wiegand format PIN Only Verification
0 Duration = (o " Enable
G Wiegand :
boor Control Wil Alarm Control ] H| iy
5 2 L L Wiegand Out
- € Disable External Input Type
Door switch sensing i v
& k & £ 75 Gorltro
r - Sechedule/Group Mode
£ By Schedul Site Code : £ Soh G
c 4
Land Code :
sl System setting : Schedule
4 »

To use upload device configuration feature:
1) Select Device ID.

2) Click Get button to see the device current settings.

3) Click 18] 46 exit,

To use the synchronization feature:
1) Select Device ID.

2) Click Synchronization button to perform a data comparison between the device
configuration data stored in the database and the device configuration data stored in the
device. At the end of the operation, a report will be generated if there are any
differences. If there is no difference, the message “no record “ will be displayed.

3) Click 18] 46 exit,

To backup the device parameters setting:

1) Select Device ID.

-
2) Click E‘ button to upload the device parameters from the device and save the
uploaded information into the database.

3) Click 18] 16 exit,
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Properties Options Description
User ID 3-10 # of user digits used as the User ID. When using a card,
this MUST be set to 5.
Date format DD/MM/CCYY Set the date format of the device. Eg. 25/02/2003 or
MM/DD/CCYY 02/25/2003
Time format 12 hour mode Set the time format of the device. 12 hour mode -
24 hour mode hh:mm:ss tt time format. 24 hour mode — HH:mm:ss time
format
Multiple FP 1-3 Device allows one to three Fingerprint verification.
Verification
Pin Only Disable Once this option is enabled. The device only allows PIN
Verification Enable Only verification. It does not require fingerprint or card.
Wiegand 26 bits — 40 bits The types of wiegand format.
Wiegand out Disable Refers to the wiegand data is being sent out to the external
Enabled controller upon a successful authentication. TS Controller
TS Controller option meant Biopointe controller not other vendor
external controller.
Site Code -- The two parameters that existed in the format of the
Land Code -- contactless card.
Auxiliary Device Disable These reader options are auxiliary devices supported by
Legic Biopointe. An example of a use of such an input device is
Mifare to read in the ID of the associated card instead of using the
Barcode keypad.
Magstripe
External Input Type | Disable An external sensing is provided by Biopointe to detect the
Wiegand Ack occurrence of a specific event. These types of events that
One-To-Many can currently be detected and supported by Biopointe
Station locking
Switch To Card
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Properties Options Description
Verify level Normal The security verification level of the fingerprint scanner.
High Either normal security or high security
One to Many Disable Enabled to let user do one to many verification of the
Enable fingerprint. Eg. User just verifies once without keying
his/her user id, the device will auto search for his/her user
record and verify that this user is accessible.
TA Mode Disable N/A. Leave at default.
Enable
Trace Log Disable The device will log all the options and functions a
Enable user/administrator has done with the device.
Fail attempt Log Disable Enabled to log the failed authentication of a user access the
Enable device.
Numeric Keys Disable Disable to prevent the usage of the keypad.
Enable
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Upload event log records
To upload device log records:

(1) Click Tools from the top menu and select Device Management System from the drop-down menu.
(2) Select the device to be uploaded by clicking on the device in the Device Table list box.

= Device Management System

Exit  Modem Connection

Log Report E; Log Export ﬁ Date/Time Settings E Set Device Properties @? Get Device Properties % Device Connection Setup

Device Table : Device Information

x
H featon Fiddd [ BEEdH [ £5Delete

2 .

Device ID :

Location :

Device Connection Table :

[ DEACED. (COM Ty 1tephane o port o Rate 2 Aacress. 12 port
¥ HE 1

38400 L}

Poll Device / Upload Device Log
@ Al Device " Device D : 2 £8 Fol Device [l Upload

(3) Click Device ID to upload event log records from the selected device only.
(4) Click Upload to start the device log record uploads operation.

WARNING:

Q>

(W\ Before you proceed, check your Regional Settings in Control Panel. Ensure that your date style is
not set to dd/mm/yyyy or dd-mm yyyy. The date format should not be in character-based. (Eg 12-
Jan 2001 < this is not allowed.)

Export uploaded event log records

The log records stored in the event log database is password protected. However, in order for the third party
software application to use the log record data for data crunching (i.e. to generate pay roll report, time
attendance report etc), the Biopointe Central application provides the feature that allows user to export the
log record data into a ASCII text file. With this ASCII text file, users can easily import the log record into
the third party software application.

@ NOTE:
Most of the third party software (for payroll or time attendance application) support
import of data through the ASCII text file.
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To start the log export function:

Under the Device Management System, click Log Export.

ce Management System

Exit  Madem Connection

Log Repart Log Export ﬁ Date/Time Settings [ Get Device Propertizs  [®7 Get Device Properties % Device Connection Setup

Dievice Information

Fiadd | Edit ‘ % Delete
Device ID : %
Location :

Pol Device / Upload Device Log
= Al Device " DevicelD: 1 £ Eoll Device Bl Upload

00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssssssscsesssssssssscscscsesnsns
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Following section provide a full description on all the functions provide by the export log interface.

F) Default File

G) Filter

A) Device Log Type

B) Export Log fields

C) Set Delimiter

D) Separator

) Export Date
and Time format.

Exit
Export Properties
Device Log Type
o All i Time Attendance ¢ Door Status i Systern Configuration i Fﬂﬂ dt
Fill default - -
Field ID No. Didits J Loq Fields Export Loq Fields
; JOBCODE DEVICEID
[Default size] @ <\L
W DEVICEID * : |_3 (3] JOBSTAGE ﬂ LOGDATE k -
JOBSUBSTAGE LOGTIME —
. USERNAME SERID
o USERID = (D) DEPARTMENT *_Z]—
LOGETYFE
W LOGETYPE *: |2 (2] DESCRIPTION <
[~ JOECODE : [7) ﬁ ﬂ
[~ JOBSTAGE : (2] j
[~ JOBSUBSTAGE : [2) r SEtDE“"—-
v Default File : |C:\autostarhesport2, bt
[~ USERNAME | [40] > s |
Separator
[ DEPARTMENT : (20) % Comma [, " Fired (tu.c. —
[System Date format : dd bk Ao HH: bk
[~ DESCRIFTION : [150] Filter :
+ default az 0 " default as "' v From Date : 0512/ 200 S WA B
40 g -
“alid for devicelD, UserlD logtvpe > ToDate: 0522003 |23:59 gt
Export Date and Time format
wmat; [dd/MM -] B Ul | i «
1 [~ Device D : - Clear
Time Farmat : |hhorm:ss | | |

H) Export button

need to add in the export log fields again.)

exported.)

log fields for exporting.)

(Remove selected field from exporting)

to be exported.)

to be exported.)

Move the selected Export Field forward.

Move the selected Export Field downward.

Move the selected Export Field to the last position of the export list.

Export All Data of the fields in the Export list into a ASCI|I text file.

g = X B = 4 AlY N @

Expart

el Clear all the Text values.

Clear

Reset all the log fields into the original position. Clear the export log fields. (User

Add ALL the log fields into the export log field list. (All the fields will be

Add the Selected log fields into the export log field list. (Add some of the selected

Remove the Selected Export fields from the export list into the log field list.

Remove ALL Export fields from the export list into the log field list. (No fields are

Move the selected Export Field to the first position of the export list. (The first field

Advance Features 35



Biopointe Central User’s Manual

A) Device Log Type

Device Log allows you to select which kind of Log information is to be exported namely: All, Time
Attendance, Door Status, System Configuration and Failed Attempts. Please refer to Log Report for the
definition of the type of logs. The default setting is All Log where all the 4 types of Log information are to
be exported.

B) Export Log List

Export Log List allows you to select the fields of the information that is to be exported. All the Log fields
are listed in the Log Fields List. You can add the fields of interest from this list to the export list or remove
the unwanted field from the export list. You can also arrange the position of the fields in the Export List so
that the data will be exported according to the position of the fields listed.

NOTE:
@ The first field on the top of the export list is the first field to be exported.

C) Set Delimiter

When the Delimiter option is enabled, the character fields that are exported into the ASCII text file will be
enclosed with a double quotation mark. If the option is disabled, the double quotation marks will not be
present. (Eg. Fieldl, “Field2”, “Field3”, “Field4” where field2, field3 and field4 are character fields.)

D) Separator

Separator option allows you to choose which kind of separator that the ASCII text file has. A Separator
Character separates the fields in the ASCI|I text file. There are 3 kinds of separators provided in this option
namely Comma, Fixed and Other.

Comma separator separates the field with a comma (,). Eg fieldl, field2, field3, field4, field5

Fixed separator separates the field using fixed field length. Please refer to the Appendix B: Log Field Table
for the field size. Eg fieldl field2field3 field4 field5

Other separator separates the field with a user-defined character. Eg. Selected Other: &. The txt file:
field1&field2& field3&field4&field5

NOTE:

@ When the fixed separator selection is chosen, fields will be separated based on the
defined size for each field in the Fill Default Box. The size defined for each field will take
its respective default value if the checkbox is not checked for that particular field. On
the other hand, if the checked box is checked, the size defined for the field will take the
user entered value.

................................................................................................................................................
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E) Fill Default

Fill Default option allows you to control the size of the exported fields. When the checkbox for any field is
checked, the system will use this field size defined by the user. This field size must be enough to avoid any
truncation of the data for that field. For example, if the field size is less than the total length of the data, the
data will be truncated in the exported file. However, if the field size is more than the total length of the
data, the data will be preceded with spacing. Take note that, this will apply for all the fields except for
USERID field where it will be preceded with zeros instead of spacing.

F) Default File

Default File option allows user to set a default export text file in the selected directory. When the checkbox
is checked. The system will automatically overwrite the selected file with exported data. If the checkbox is
not checked, the system will always prompt user for the directory and filename before exporting the data.

G) Filter

Filter option provides the user with a way to filter unwanted data before exporting the data into the text file.
The user can filter the data according to log date/time range, user id range and device id range. For keying
a date range, you have to follow the system date format. You can double-click to pick a date from the
calendar.

NOTE:
@ The date filter does not support system date format : dd-mm-yy. (Eg:01-Dec-00)

H) Export Button

Click Export button to export the log data into an ASCII text file.

Below is a sample of the exported log file in ASCII text format with comma separator.
DevicelD,LogDate,LogTime,UserID,LogType,LandCode,SiteCode,User Name,Department,Description
2,02/08/2000,17:30:40,0,24,0,0,,,Door switch open

2,02/08/2000,17:30:52,0,161,0,0,,,Setup Mode exit status
2,02/08/2000,17:57:07,2222,1,0,0,User1,,,Attendance-in

2,02/08/2000,17:59:59,2222,1,0,0,User1,, Attendance-in
2,02/08/2000,18:00:22,2222,1,0,0,User1,, Attendance-in

) Export Date and Time format

Select which kind of Log Date and Log Time format to be exported into the text file.

................................................................................................................................................
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Event Log Records report

Under the Device Management System, click Log Report.

= Device Management System

Exit Modem Connection

2 LogRepot B LogEwpot ] Date/Time Setfings (] SetDevice Propeties [ Get Device Propetties  $3% Device Connection Setup

Device Table : Device Information

PEVICEWD [lLocation —[Status|

Location S Fifdd | i Edi | £3Dekete
% 1 OFF o8 e J

» o |

Device ID : $
|

Location :

Device Connection Table :

e Telephons o, port Baua e Adresa 107 Port.
1

38400 ]

Poll Device ¢ Upload Device Log
& Ml Device " Device ID 1 #8 Poll Device Bl Upload

There are 4 types of log reports

= Time Attendance

This report refers to a log record with status ranging from 0x01 — 0x06. It shows all the user’s logging
in and out of the device.

= Door Status

This report refers to a log record with status ranging from 0x10 — Ox1F. It shows the status of the door
at the time the user is accessing the device.

= System Configuration
This report refers to a log record with status ranging from 0x30 — 0xCO. It shows the trace log and the
log of all supervisors’ accessing the setup mode of the device.

=  Failed Attempts

This report refers to a log record with status ranging from OXE7 — OXEC. It shows the transaction log
when the user fails to obtain a successful authentication with the device.

Please refer to Appendix A for the interpretation of log record status.

NOTE:
Each report displays the following fields: Date, Time, Device ID, UserlID, Link No., User Name,
Department, Land Code, Site Code and Access Mode Status.

If the device trace function is turned off, no Door Status and System Configuration Log
record will be generated by the device. Please refer to the Biopointe User Manual on
how to turn on/off the trace function.

................................................................................................................................................
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:rE‘ Reports [ =]
Exit
Device Log Reports

& Time Attendance

" Door Status

" Systern Configuration
i Failed Attempts

[Spstem Date format : dd/bk ]

Haies  [oi0a AREEY
— N Double-click to pick
I~ UserlD l— \K

I Y e S date from calendar.
=] kel @

Repaort Purge Clear Cancel

Icons
Generate selected type of report based on the filter setting.

Purge selected type of record in the database based on the filter setting

el Clear all filters range setting.

4] Exit from the report generator

Cancel

To generate report

(1) Select type of log report.

(2) Check the filter checkbox if filtering is needed and enter the range. Otherwise all records will be
displayed.

(3) Click Report button to view.

E= Print Preview [_[&5]x]

BEE K 1 [S5E HE| D=

Time Attendance Log Report

Gtr Tm: Dol Uearl  UeerMame Depattment  LamGods  Sietede  Suus
2Tezom 1eszat art o
2Tezom tenzas
2Tezom 1emanz
27eR0m e
270w e
27200 tasend
2700 teiess

2742000 1418w

27iezo0n 162187
272000 12208
27000 12225
272000 12200
272000 12203

272008 142888

1ams2000 17802

1
1
1
1
1
1
1
1
272000 1e8Sa 1 art
1
1
1
1
1
1
1
1ams2000 17852 1
1

14082000 17:1027

J ceneson s« - X X I ;l;I

0% [Page 1 of 7

00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssscscsesssssssssscscscscsnsns
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To purge log records

(1) Select which type of log report you want to purge.

(2) Check the filter checkbox if filter is needed and enter the range. Otherwise all log records will be
deleted.

(3) Click Purge button to remove the records from uploaded log.

N
@ WARNING:
., \ Purged data is not recoverable.

Make sure that the Windows system has the appropriate printer driver installed or else the report
preview may not function properly.

Log Export

This command allows the user to export the uploaded log records into a file in ASCII text format. It
provides the user with variable ways to export the log information.

Log Field Table :

Definition Size | Description

Device ID 3 ID of the device. All devices connected in the chain should have unique ID

LogDate - Date of the Log record. (Size according to the format selected.)

LogTime - Time of the Log record. (Size according to the format selected.)

UserID 10 User ID or Card ID for user accesses through card/fingerprint. For log record related to

the system configuration, the ID will be zero.

LogType 3 Log record status value. Please refer to Appendix A for all the supported status.
JobCode 7 This value is valid only if Work in Progress Mode in the Biopointe Device is enabled.
JobStage 2 This value is valid only if Work in Progress Mode in the Biopointe Device is enabled
JobSubStage | 2 This value is valid only if Work in Progress Mode in the Biopointe Device is enabled
UserName 40 The user name that is located in the user database. This is only valid for the full
version of the Biopointe Central.

Department | 20 The department that is located in the user database. This is only valid for the full
version of the Biopointe Central.

Description | 150 | This is the description of the log record status.

NOTE:

@ For the Biopointe Central application, if there is a value in the Link ID field in the User
database, the LINK ID field value will overwrite the value in USERID field during log
export process.

................................................................................................................................................
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C. User Management System

The user management system provides the following advance features:

(1) Batch download of user records to multiple devices.

(2) Batch delete of user record from multiple devices

(3) Upload user records from a device and update to the device user database.
(4) Combine access right assignment and record download in one operation.
(5) Duplicate device users’ access right records for multiple devices.

(6) Device users’ access right cross check.

(7) User records cross check.

(8) Error log report.

Batch download of user records to multiple devices
To perform a batch download of user records to multiple devices:

(1) Select User Management System from the Tools drop-down menu. Upon doing so, you will see the
User Management System screen as shown below:

User Management System

Exit

User Management System & Authentication Property
Device List:
Device D Location I selectal 2| add | EditDeiete  Downinact | Uploal | Bateh ops
Selected Device List:
SF

a0 [ Partial Dogrioad

USERD  |Type|Status \ﬂ S

4 = Multi-Drioad
Al =
FPUser List: (c.om Date format : dd/MM ) ™ Selsct All ZI
|
1D Compste
H " Error Log

Filter by : (* &Il ¢ Mo Access Rights ¢ Enroll Date : | I -/ (7| Sotby: & Userid Type i Status

Sotby: | UserD  C Neme  C Type ¢ Flag Department | Find User 1D - | Y ‘
Find:  [USEFID = —

(2) Click Multi-Dnload.

................................................................................................................................................
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Exit
Authentication Mode : [T (L
—Wigw LzerlDs —Batch UszerlDs Download
Device ID i Device Table : [~ Select &l
1 - WI Diownload Mew Lser Only
/ z /ﬂﬁ1
= o 002
User that has been | _—|
given access right
//
When checked, user / bateh Bowniond |
records that have been
downloaded before will

(3) Select the devices and click Batch Download. Note to select multiple devices, press “Ctrl” key
together with the left mouse click.

@ NOTE:
Make sure that the user access rights operation has been completed before this
operation can be carried out.

Batch delete of device user record from the device.

This feature allows administrators to remove unwanted user records from multiple devices. In addition, if
all the user records have been successfully removed from all the devices, the application will prompt the
administrator to remove the user records from the device user database.

To perform a batch delete operation:

(1) Select User Management System from the Tools drop-down menu.
(2) Select the Batch Ops page.
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User Management System

Exit

User Manazement System  {Authentication Property
Device List:
Device D e [~ Gelect Al >| Aod | EdpiDelete | Downioad | Uploac Batch Ops
2 Selected Device List
&HF
Drload
st
Delete
FPUser List: 5,00 Diate format - dd/M M Ay I Select il )l User List ™ &1 T Partial
LserD [Weme: [Pepartment [TypelFiag] « USERD  [Type[status | ﬂ B Lz
» 1 Usert HR uF »
2 User2 Acoount uF
=
Filter by : & &Il ¢ Mo Aocess Rights  Enroll Date: | / / 7 @ E Clear List
Sort by - | & User D  Name O Type " Fla " Department
g | bl d B | Sortby - & UserlD 1 Type i~ Status
Find:  [USERID =l ¥

(3) Select the device id from the Device List and click 2 .

(4) Select the user id from the FP User List and click 2 .
(5) Check the All check box and Click Delete to start the delete operation.

Upload user records from the device and update to the device user database

This feature allows administrators to backup the user records stored in the device to the device user
database. There are three ways that the administrator can upload the user records from the device. The first
method will enable administrator to upload all the user record from the device. The second method allows
administrator select the desire user record to upload. The third method is to query the existence of the user
record in the device, if the user is found, this user id can be added to the list and subsequently upload from
the device.

Method 1:
(1) Select User Management System from the Tools drop-down menu.

(2) Select the Upload page.
(3) Click Upload button to start to upload all the user records stored in the device.

................................................................................................................................................

Advance Features 43



Biopointe Central User’s Manual

User Management System

Exit

User Managenrent System

% Authentication Property

Device List :

Dievice ID

Location

2

I Select Al 2'

FPUser List: (c,oom Date formnat : dd/Mb ) [ Select Al )l
LizerlD |Name |Deparlmerrl |Tyqulag|ﬂ
4 1 Usert HR: uF
2 User2 Account uF
=
Filter by : @ &Il " Mo Access Rights ( Enroll Date: | /£ / I I 2
Sort by : | % User ik i Mame (" Type i Flag " Department ‘
Find:  [USERID =l S

Add | Edielete | Downioa  Upload |§a1ch0ps
Selected Device List: @
&k I partial Get Info
USERID | Type|Status |2 gem
1u Uploaded Wyfas]
» 2U | Uploaced
i
Delete
o
_I Cross Check
&9
Update
Error Log
|
Sortby : & UseriD & Type = Status
7 Query User D |

(4) Upon completion on the upload process, select the desired user id from the upload user list and do an
update operation to update data into the device user database. To perform the update operation, click

on the Update button.

Method 2:

(1)
(2)
©)
(4)
®)

Select User Management System from the Tools drop-down menu.

Select the Upload page.

Click Get Info button to start retrieving all the user ids stored in the device.

Select the desire user ids from the retrieved list and click Upload.

Upon completion on the upload process, select the desire user id from the upload user list and do an
update operation to update data into the device user database. To perform the update operation, click

on the Update button.

Method 3:

(1) Select User Management System from the Tools drop-down menu.

(2)
®3)

Select the Upload page.
Click Query User ID.
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:—E‘ Query Result | x|
UserlD I_ =i Search |
Result
Type

Authentication Property :

MNurnber of UserlD added to List : Add to List | [| |

(4) Enter the desire user id into the UserID edit box and click Search.

(5) Ifthe user id is found in the device, click Add to List.

(6) Select the desire user ids from the retrieved list and click Upload.

(7) Upon completion on the upload process, select the desire user id from the upload user list and do an
update operation to update data into the device user database. To perform the update operation, click
on the Update button.

@ NOTE:
To delete a user record from one device at a time, the administrator can use the above
methods with the delete operation.

Combine access right assignment and record download in one operation

Reference to the basic operation procedure of downloading user records to multiple devices, the
administrator needs to first assign all the individual users to respective devices (assignment of access right
to device) before a batch download operation can be carried out. However, if all the devices should have
the same user records, then the administrator can perform the access right assignment and record download
in one operation.

(1) Select User Management System from the Tools drop-down menu.
(2) Select the Batch Ops page.
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User Management System

Exit

User Managenrent System

% Authentication Property

Device List :
Dvice 1D
1

I Select Al 2'

Location

FRUser List: (o,em Date format - dd/MM Ay [ Select Al zl

LizerlD Mame Department T Flagd
>
2 User2 Account uF

Filter by : @ &Il " Mo Access Rights ( Enroll Date: | /£ / I I 2
Sort by : | % User ik i Mame (" Type i Flag " Department ‘
Find:  [USERID =l V.

Al |Ed[t.l'DeIEie Download | Upload Batch Ops
Selected Device List
o1 &-F
002 Dnload
R
Delete
User List [~ &1 [ Partial 5
-
USERD  [TypelStatus [ :1 o
fu |-
2l
LI Clear List
Sortby : & UseriD & Type = Status

(3) Select the device id from the Device List and click 2 :
(4) Select the user id from the FP User List and click 2 .

(5) Check the All check box and Click Dnload to start the delete operation.

Duplicate access rights records for multiple devices

If there is a requirement that more than one device needs to have the same user records, the administrator
can duplicate the access right information for multiple devices with reference to one device.

(1) Select User Management System from the Tools drop-down menu.

(2) Select the Edit/Delete page.
(3) Select the reference device id from the Device List box.

........................................................................................

........................................................

Advance Features 46



Biopointe Central User’s Manual

User Management System

Exit

User Managemrent System

Device List : >
Device I Locstion I Select Al Add  EdiDelete Igown\oadl Uplosd | Batch Ops
2 Selected Device List:
Selected Users List:
0001 Clear
0002 33}
FP User List: (5,5em Date format : dd/MM /) [~ Select All >
UserlD |Name |Departmerrl |Typt4Flag| -
3 1 Usert HR uF
-
2|User2 Account uF & >
Copy.
Save
LI Cancel
Filter by - & &l " Mo Access Rights ¢ Envoll Date: | / 7 | I &
Soby: |# Userld  CName O Type O Flag  ( Department | |Find UsertD | % |
Find:  [USERID =

(4) Click Copy and the following dialogue box will be shown:

= Copy
E xit

DevicelD: 1 Authentication Mode @ LILGT s (] T

Device information

Device Table :

>

DEVICE ID | Location

4

N

(5) Select the device from the Device Table and click l
(6) Click All Device and Save to start the copy operation.

— Device [D:1 copy to :
Al Device

= Selected Device 1D %3 Clear &l

\ Save
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Device users’ access right cross check

This feature allows administrators to verify whether the device users’ access right stored in the database is
synchronized with the device.

(1) Select User Management System from the Tools drop-down menu.
(2) Select the Download page.

User Management System

Exit

User Management System

Device List : )
Device ID lLaseFamn I~ Selectal Add | Edimelete Downluad| Upioad | Batch Ops
2 Selected Device List:
O | S
&l [ Partisl e
USERD  [Type|Status \ ﬂ S
4 1 Downloaded Muti-Driosd
2U Downloaded
FP User List : [System Date format = dd/ b Ay I~ Select &l )l
UserlD |Name |DEpar{merﬂ |Tyqu\ag| =
» 1 Usert HR uF
2|Userz Accourt uF
D Compare
LI LI Errot Lag
Filter by : & &l ¢ Mo Acoess Rights ¢ Enroll Dete © | e - Kl (5| Sortby: & UserD " Type " Status
Sortby: | @ UserD (" Neme (" Type (" Flag " Department | | Find User 1D : | [™ |
Find - |USERID =l ¥

(3) click ID Compare to start the verification process. A report will be generated at the end of the process.

User records cross check

This feature allows administrator to compare the user records stored in the device user database with the
user records store in the device.

Perform a check is similar to the procedure to upload user records from the device except that instead of
executing the Upload command, the administrator should execute the Cross Check command under the
Upload page. At the end of the operation, a report will be generated. Please refer to the previous section on
Upload user records from the device and update to the device user database.

Error log report

This feature allows administrators to check for any error during operation like download user records,
upload user records etc. Under the download page, upload page and the batch ops page, administrators can
open the error log report as shown below:
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:-E‘Ermr Log Report

E xit

Device Ermor Log Reports
¢ |ID Compare Error Log
hulti-Oinload Error Log

Dowenload Error Log

Get Info Errar Log
Celete Errar Log
Unload Error Log

Update Error Log

Batch Dnload Error Log
Batch Delete Error Log

-
-~
-~
-~
~
" Cross Check Error Log
-
=
~
I

All Errar Log
[Spzterm Date format ; dds/bb dog)
Filter :
i J11/06/2001 = J11/062001
| ‘I\V\ Double-click to pick
M Userld | | ~ date from calendar.
[ Device D : I_ - I_
[ |
e @
Beport Purge Clear Cancel

D. Setting Finger Print Scanner

:-E‘ [SecuFPType]

Scanner Type

Scanner Type

= USB Port

u" Save

3¢ Exit

Setting the Finger Scanner Type is used to define which model fingerprint scanner is being used. There are
two types of scanner namely parallel port scanner and USB port scanner.
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E. Calibrate Finger Print Scanner
This feature allows administrators to perform a calibration on the fingerprint scanner.

(1) Select Calibrate from the Fingerprint Scanner drop-down menu.

Device Configuration Ed

Brightness 4 40%
Cantrast | 40%%
Gain | 2
[
Preview | [ oK
Auto Exposure | Cancel

(2) Place the finger on the scanner and click Auto Exposure. Do not remove the finger until the progress
bar indicates operation has completed.

F. Modem Connection System

Modem Connection System is a module that allows user to manually connect to a remote
Biopointe device through a modem. The modem connection must be established before any other
commands (i.e. upload log records, download fingerprint template) can be carried out. To establish
the communication, the Biopointe device must be configured to modem communication mode.
Once the communication is established, the connection will stay connected until user manually
disconnect or exit the Biopointe Central application.

:—E‘ [Secumodcon] Modem Connection System

Exit Device Connection Setup

Device ID : .ﬁgnnnect | @giscnnnectl

Result :

Communication Channel : Moderm
Telephohe Mo, : 4845451

COM Fart : 1

Baud Rate : J8400

| Ho dialup connection

................................................................................................................................................
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NOTE:

Once the modem is manually connected, the modem will stay connected until you have manually
disconnected the modem or you have terminated the Biopointe Central application. So remember
to disconnect modem after use.

To start the connection to the Biopointe device through modem:

(1) Select the device ID that is configured as a modem communication channel.
(2) Click on the Connect button to start dialing up.
(3) Once connected, the status will show “Connected to remote station”.

To disconnect from the Biopointe device through the modem:

(1) Click on the Disconnect button to start dialing up.
(2) Once disconnected, the status will show “Connection terminated.”.

G. Device Log Management System

This feature allows administrators to control the uploading of event log records from multiple devices,
generate event log reports and export the log records to ASCII text file. All these features can also be found
in the Device Management System. However, in the case when administrator want to control the access on
some of the logon user from accessing the Device Management System, but still allow the user to manage
the log records, then the administrator can disable to Device Management System and enable the Device
Log Management System.

To upload event log records from the device:

(1) Select Device Log Management System from the Tools drop-down menu.

:—E‘TDM Device Log Management

Exit LogReport LogE=port
—Device Log Management

Device Table : - Selection
& Al Device
DEYICE ID|Location |status| ﬂ - _ o
» Mleeting Room OFF Selected Device 1D : & Clear &l
2 B&D Diata Room OFF
3 Corrgoter Roor OFF

= (G SetLogDate £ Poll Devics = Upload
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(2) Select the device from the Device Table and click on the Selected Device ID button. Or click on the
All Device button to select all the device in the Device Table.

(3) Click Upload to start the upload log records process.

To retrieve older data records from device:

(1) Click on Set Log Date button.

Double-Click [Swstem Date format : dd/Mbd Asmy)
to pick a date Date [0 S | % cance |
from Calendar.

(2) Key in adesired log Date that you want to retrieve from.
(3) Click on the OK button to set the device date pointer back to the desired date.

(4) Click Upload to start the upload log records process.

Please refer to the Device Management System on how to generate event log report and export log records.

@ NOTE:
To select multiple devices from the Device Table, press the “CTRL” key and left mouse
click on the item to be selected. The currently selected item will have icon |E| as shown.

The selected item will have icon j as shown.

H. Card Reader Com Port Settings

This feature allows administrator to configure the proximity card reader connected to the system. With the
proximity card reader, administrator can scan the proximity card id and replace user id field with the card
id.

To configure the card reader:

(1) Select Card Reader Com Port Settings from the Tools drop-down menu.

:—E‘[Headtumset] Card Reader COM Po...

E =it
—LCard Reader Type

COk Setting
" Proximity Reader | |  COM1. (" com2

{+ Mifare Reader  COM3  COM4

Card - Humber of digit : 10 -

W Save setfting
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(2) Select which type of Card Reader.

(3) Select the com port that the card reader is connected to and choose the maximum number of digit to be
captured from the reader by specifying the Card-Number of digit.

(4) Click Save setting to commit the changes.

|. Report Management System

This features allows administrators to generate reports on the enrollment status of all the user records in the
device user database and the access rights of all the user records in the device users’ access right database.
From the generated report, administrators will have a better view on which user record has not been
registered and which user record has not been given any access right to any device.

Select Report Management System from the Tools drop-down menu.

:—E‘Hepolt Management System
E it
Generate a report based on ugers that
have not been enrolled. Bepart
When the mouse is over the C%;
Report Type item, a description R -
of the report to be generated Le"”‘ HRE _
W|" be ShOWn Wlthln the blue i+ Mot enrolled User i User access rights
text bOX. = User without access rights ¢ Download Status of the User
Filter :
-
™ | Dewice [0 I_ - I_
= | Status I 'l

J. Expiry Date Configuration

Expiry Date Configuration function allows user to set a default expiry date or manually allow user to set a
expiry date for that particular record.

:—E‘[SecuExDlig] Expiry Date Configuration [ |
Exit
Expiry Seftings [System Date format : dd/MM Appan]———

" Default to : |-|6.-‘0 3/2003

W Save setting

................................................................................................................................................
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K. Card Data Import

Card Data Import function provides a way for the user to import pre-defined Card number with defined Site
Code and Land Code. This enables the administrator to pre-determine the User IDs in the system based on
the range of Card IDs which the administrator is holding before actually issuing a User ID to the actual
user.

:—E‘[Secu[:aldlmp] Card Data Import [ %]
E it

Irnpart A Clear

Impart Field Y alug

ID Range : ISQQU_ - |10092
Site Code : |1_ Land Code: |2

Default Authenication Flag

Error Remark

@ NOTE:
If an Import Card ID existed in the system database as a UserID. The System will NOT
overwrite the information with the Imported Card ID Data.

L. Database Path Setup

The Biopointe Data Files (i.e. device user database, event logs database and device users’ access right
database) are stored in a default directory during the installation process. However, if user wants to place
this information in a network drive, the user can copy all the database files from the installed directory
(Biopointe Central\database) to the network directory. By storing the database into the network drive,
multiple user can logon at different client station and share the same database.

(1) Copy all the files under the sub-directory (database) of the installed directory (Biopointe Central) to a
desired network directory.

................................................................................................................................................

Advance Features 54



Biopointe Central User’s Manual

Loak in: |@ Datab ase j gl
1 bk FPDevGrp.DBF tpLogSum DBF Pdf.dbf
|1 Calendar FPDevLoa DB FPLST.dbf Phata.DEF
1 Schedule FPDevSchDBF FPSchUst DBF schsart. DE
] Fg40.db FPDevllsrDBF FPUser.DEF sont2.DBF
#] FPDev.DBF Fperlog.DBF tpllsiFP.DEF sorted DEF
@ fpDevCon.DBF fpGroup.DBF Import. DBF terrninate. [
1 | |
File name: | 3 Open I
Files of type: INative Filez [* DBF/*.DB) j Cancel |

™ Open as read-only

(2) Click Tools from the top menu and select Database Path Setup from the drop-down menu.
(3) Select the file FPUser.DBF in the network directory and click Open.

M. Import User Information

Import User Information Module allows you to accept an ASCII text file and add the data in the text file
into the User database. If the User ID of the import text file is the same as the User ID in the user database,
the system will prompt you to overwrite the particular record in the database. If you select No option, the
system will stop the import operation. Once activated, the system will prompt you to open the import text
file. After the import file is opened, you need to select which separator and then link the correct import
field to the User ID, User Name, Department and Link 1D fields.

:rE‘USEI Information Import

Exit

—1 D) Import

[rnpart 4’@.9{

Separator

" Fixed: = SELMEld|SiZE | o Dthers:l

A) Separator

Import Test File ;
CATOM[Deluxe] MizzF ec.tat 4

Change | B) Import Text File

—Import Linkage

{Import Field )

C) Import Linkage ~~KSEHD: [ =] oR I Auol: |
Jser Name : I vI

Department I 'I
Link 1D : I 'I

E) Default
Default Authenication Flag : [Fingerprint v[‘ I Delimier On Authentication flag

A) Separator

Separator option allows you to choose which kind of separator that the ASCII text file has. A Separator
Character separates the fields in the ASCII text file. There are 3 kind of separator provided in this option
namely Comma, Fixed and Other.

................................................................................................................................................
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Comma separator separates the field with a comma (,). Eg fieldl, field2, field3, field4, field5

Fixed separator separates the field using fixed field length. Eg field1 field2field3 field4 field5
You need to pre-define the field size of each field in the text field by selecting the set field size button.
Below shows the set field size screen:

To U
Exit 0 use,
ot oo [, ' Gierent fied of the import tex
Fe2: [40  Fewtz: [ ) file.
Field 3 |_20— Fleld 13 |— 2
o o 2) Click save buttons to save the
Fiels: [_1 Felts:[__ setiings.
Fies: [ 1 Fewte:[
Field 7 |_— Figld 17 : |—
Field @ I_— Field 18 I—
Fiee: [ Fewte:[
Pt [ Femazo:|

A
@ WARNING:
.( \ Limit to 20 fields only.

Make sure that the field size is not set to 0.

Other separator separates the field with a user-defined character. Eg. Selected Other: &. The txt file:
field1&field2& field3&field4&field5

B) Import Text File

Import Text File option allows you to select another text file for importing to the user database. For usage,
click on the Change button and select another text file to import.

C) Import Linkage

Import Linkage option allows you to link User ID, User Name, Department and Link ID fields to the
import text fields. Beside these, you can auto generate the user id by selecting the Auto ID checkbox. Once
checked, you must key in a starting number. The system will import the file’s data with the auto-generated
User ID with the file’s data in sequence.

NOTE
@ The pull down list of each database field is automatically updated when the correct separator is
selected

................................................................................................................................................
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D) Import

Import option allows you to import all the text file’s data into the user database. System will prompt you if
there is any duplicate User id.

E) Default Authentication Flag

During the import operation, the application will automatically fill in the Authentication Flag field based on
the selection.

Q—
w WARNING:
., \. Make sure that the field separator is correct as it affects the import of correct data into the
system.

N. Export User Information

Export User Information Module allows you to export all records in the user database into an ASCII text
file. It also provides user a separator option for user to export into the different kind of separator Text file.

Separator option allows you to choose which kind of separator that the ASCII text file has. A Separator
Character separates the fields in the ASCII text file. There are 3 kind of separator provided in this option
namely Comma, Fixed and Other.

Comma separator separates the field with a comma (,). Eg fieldl, field2, field3, field4, field5

Fixed separator separates the field using fixed field length. Please refer to the Appendix B: Export Field
Table for the field size. Eg fieldl field2field3 field4 field5

Other separator separates the field with a user-defined character. Eg. Selected Other: &. The txt file:
field1&field2& field3&field4&field5

:rE'USEI Information Export
E zit

Export & Clear
" Fixed " Others : I&

Separator

To Export data,

(1) Select which kind of separator you wanted to export to.

(2) Click on the export button to start exporting data.

(3) Key in the directory and the file name when the system prompted.

(4) Wait until a message box shows that the exporting of data has finished.
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O. User Records Filtering

When user log on to the application, all the user records will be shown and the log on user can edit or
modify all the records shown. If the logon user want to manage only a group of user records, the
application provides the feature that allow logon user to set a filter criteria on the records to be shown.

To set filter criteria for the records shown:

(1) Click Edit from the top menu and select Filter from the drop-down menu or click ﬂ

] E= <imFul010> Table Filter I [=

Table Filter — o ptvering Options (Skow alt records) [= = # Il » @ ‘

- -
|T_Selent 1: || [DEPARTMENT +| Range |— . |—

& AND DR F

_— ———————
™ Select 2: | Range I -

&IEND N ETOR F

I Select 3: lﬁ Fange l— - l—

@ AND. © 0B F

e [T el
L

= IERD elon F

I Select 5: ’?
L

&IARDEIoR F

|L Select 6: | j Range I— - l—
fees | — —

@ AND. € 0B F

I Select 7: ’?
L

&IEND TR F

™ Select8: ’?
I

(A4d** * at the end of the range to search for similarvalue)

(2) Check the Select 1 box , select the record field for the filter criteria and enter the range value . As
shown in the above example, record with department equal to HR will be filter out and shown for edit
or modify.

(3) Click <" to commit the changes.

NOTE:
The filter criteria are case sensitive.

When the Run button 7 is executed, if no record meet the criteria set, then the filter operation
will be canceled and the filter criteria will be disabled.

Once the filter criteria are accepted, all subsequent logon user will view/edit records based on the
filter criteria.
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P. Database Maintenance

The application provides the features like re-index, pack, empty, backup, restore and setting the database
path as tasks for database maintenance. Re-index operation should be carried out when the database sorting
or filtering function is not working. Packing operation should be carried out when there are many delete
operations done on the device user database. This is because a delete operation does not remove records
completely from the database until a packing operation is carried out. As for backup operation, users
should it carry out periodically. The database being backed up include system database, event logs
database, device user database and device users’ access right database. All the database files will be
compressed into 1 zip file. The default zip file name is YYYYMMDD.zip. (Eg: User did a backup on 08-
11-2000, the default backup file name will be 20001108.zip.) If user does not want to name the zip file this
way, system allows user to change the zip filename before zipping all the database files. The zip file will
be stored in the default backup directory or in the directory specified by the user. Make sure all the
database files are closed before backing up. Restore Option allows user to restore all the database files from
a zip file. All the files will be restored to Data directory. The restored system files will overwrite the current
system files located in the data directory. User needs to select which zip file to restore. This function is only
enabled if the logon user has supervisor right.

To re-index the database file:

(1) Click Database from the top menu and select Relndex from the drop-down menu.
(2) Click on the Include column to select the item to be re-indexed.

Exit
Grouped Files Include
Mo
SYSTEM FILES No
Al € fisSelected &

(3) Click OK to start the re-index operation.

To pack the database:

(1) Click Database from the top menu and select Pack from the drop-down menu.
(2) Click on the Include column to select the item to be packed.

Exit

Grouped Files Include

SvSTEM FILES Mo

al

................................................................................................................................................
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(3) Click OK to start the packing operation.
To empty the database:
(1) Click Database from the top menu and select Empty from the drop-down menu.

(2) Click on the Include column to select the item to be emptied.
(3) Click OK to start the empty operation.

NOTE:

BIOPOINTE DATA FILES include the Device User Database, the Event Logs Database and the
Device Users’ access right Database.

SYSTEM FILES include the Authorized Application Users Database.

WARNING:

Q>
(W\ The empty operation is an irreversible operation.

To backup database:

(1) Click Database from the top menu and select Backup from the drop-down menu.

EIUtiu020]  BackUp O[]
About

’m s¢-arreet] Click this to backup all the System and Biopointe Data Files.
= ' (Please refer to Appendix B for the files to be backup)

A progress dialog box will be shown as below:

':-E‘ BackUp Messages

' |
T‘m
1 X

_ — Progress bar shows the progress of the
et e, et-1608, 0% files beina zipped.

adding: 5yCdPaop DB

deflated in=6192, out=6424, 22%
adding: SyCdPop XG0
deflated in=4096, out=2293,
adding: SyCdPap. G0
deflated in=4036, out=2192, 46%

adding: SyCdPop. P — 1 1 1 1 1

Wil B <+ Shows all the files being zipped and its zip status.
adding: 5yCdUrgt.DB

deflated in=4096, out=2266, 45%
adding: SyCdUrgt P

deflated in=4036, out=2130, 47%
adding: SyCdUserDB

deflated in=4096, out=2401, 41%
adding: SyCdU ser P

deflated in=4096, out=2188, 47%
adding: 5vSAERR.STS

deflated in=0650, out=2071,
adding: 5YSWwWKST.DB

deflated in=403E, out=2291, 44%

Total Bytes=0741132, compr bytes=350075 -» B3% savings

Files acted on = 33

.

4%

@

3%

| Click this to exit after reading the status.

Users are able to view the zip status and the files being zipped up.
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NOTE:
@ Do a backup occasionally on the database files to help user recover any data loss. Close any
opened database file: FPUser.DBF first before backing up the database files.

To restore data:

(1) Click Database from the top menu and select Restore from the drop-down menu.

E[ULU020]  Restore 1= E3
About

5¢-concet] Click this to restore all the System and Biopointe
== Data Files. (Please refer to Appendix B for the files
to be backup)

User is able to view the restore status and the files being unzipped to.

G WARNING:
W The Database files that had been restored overwrite the current existing files in the directory.
( \ Once they have overwritten, all the database files cannot be recovered.

Q. Proximity Card Registration

Biopointe device supports the card only, card and fingerprint, card and pin authentication mode. Therefore,
this feature allows administrators to retrieve the proximity card information and store into the user record.

To registered a card:

(1) Select the user record to be edited or registered.

(2) Click to start the card id capturing process.

(3) Place the proximity card over the proximity card reader.

(4) Once the card reader capture the card id, it will replace the selected user record:USERID field with the
card id automatically.

(5) Click on the save(tick) button to save the modified user record’s data.

R. Database Setup

................................................................................................................................................
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BN 10k Fnoe  voy can create; edit database properties in the Biopointe Central.

User Setlip

Database SetUp

Database Setup allows user to change the properties of the displayed database table. User cannot change the
field type or add or delete fields. But user can add a counter to a particular field to increment an 1D number
as user adds a record. User can set the field to invisible during display or user can set the field to viewable
but not editable. Or user can add in default values and have a selection list in the table. This Option allows
the user to control some of the database field definitions.

NOTE:
@ Make sure the entire database table is closed. They are no active table in the System
before changing the Database Settings.

Edit Database Settings,

(1) Close the active database table by selecting File Main Menu, then Close Option.
(2) Open the Database Setup by selecting System Menu, then Database Setup.
(3) Open the FPUSER.DBF from the Database setup File option.

E= Database SetUp - <Fpuser.DBF> HEE
Fie about
o = Y 1 ) 7 |

Click this to save

. /Bﬂﬁlgy Name [Field Name e Jien  [oec  [index |

the settings. W0 0 useRo
Name HAME [3 40 ] HAME _Cli
Department DEFARTMENT [3 2 ] Double-Click i to
Tipe TrPE R o < open the field
Schedule SCHEDULE N 2 i ..
GROUP GAOUP N 2 i definition for the
utherticsticr: Flag ALFLAG [3 1 ] :
LANDCODE L&NDCODE N 3 ] selected field.
SITECODE SITECODE N 3 ]
AN FRGAIN N 4 ]
CEPD FPCERPD N 4 0
FEXPD FPFEXPO N 4 i
PIN PN B 0 i
Fingerpiint P B 0 ]
[Double Cick T o Modify Stuchure | 5|

Double-click on each of the field and the Field Definition dialog box will be shown.

The following illustration identifies and names each part of the window. The text explains how each
part functions.

................................................................................................................................................
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E= Field Definition

Modify the Default format
(Eg change the counter
number from 4 to 3)

Double-click to select a
drop list file.

Dizplay Marne (U310l
Field Mame IUSERID Field Length |1D
Field Decimal |0 =
Type Edit
" Character o Edit Fill Defaults Select the desired
¢ Century Date  Miew ¢ Current Datl default f t
erault rormat.
Mot Visible & Current User
" Date Options " Fixed
& Mumeric v Index & Sequence
® L I~ Required wLeliEey
" Maonthly Seq.
LA = early Seq.
Default Yalues : Field
M
—{LEN4] one
f?" el Moy Se Click and modify the
counter current
o DK I X Cancell number.

Field Definition module allows user to change the display name and the properties of the
display field. Beside these, user is able to have a selection list for that particular field by
double clicking on the drop list file and select which file from the drop down list. It also
provides user ways to set the default values for this field once user adds a record during
runtime. Below is a set of default formats that are provided by the system.

Fill default | Format Description

Current Date | -- The field will have the current date as default.

Current -- This field will be set to the log on user as default.

Fixed User input Set this field to a fixed default value.

Sequence [LEN16] Set this field with a number count with 16 digits.

Daily Seq. [YYYYMMDD][LENS] | Set the field with the current date format as yyyymmdd plus a
number counter with 8 digits.

Monthly [YYYYMM][LEN10] Set the field with the current month format as YYYYMM plus a

Seq. number counter with 10 digits.

Yearly Seq. | [YYYY][LENG] Set the field with the current year format as YYYY plus a
number counter with 6 digits.

Field [L:FIELDNAME] Set the field to another Field with the Field ID as FIELDNAME.

None -- No default settings.

NOTE:

Make sure user click on the “None” Default format before clicking on the desired
default format to change the default format.

1) Select or modify settings.
2) Click on the OK button after modifications are completed. (Note: The values are not

saved yet.)

3) After modifying the fields.
4) Click on the Save button of the database setup module to save the information.

................................................................................................................................................
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S. Configure FingerPrint Scanner Type

The Biopointe Central package supports two types of fingerprint scanner for the enrollment process. The
default fingerprint scanner used is the parallel port scanner.

To select the fingerprint scanner type:

(1)  Select Scanner Type from the Fingerprint Scanner drop-down menu.

:--E| [SecuFPType] Scanner Type
Scanner Type

¢ Parallel Port -Uf Save

= 1I5E Fark i
£ A S5 Exit

.......................

(2)  Click on the scanner type and press the Save button to commit the changed.

@ NOTE:
Changes will only take effect after user has exit from the Biopointe Central application.

For the USB port scanner, a separate fingerprint scanner driver needs to be installed. For the
Win95 system, make sure the USB supplement component is installed before the fingerprint
scanner driver.

................................................................................................................................................
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T. Support Multiple Export Formats for Report
The Biopointe Central Package support the following export formats on report being generated.

(1) Lotus 123 File
(2) Excel File

(3) HTML File
(4) Adobe File
(5) Quattro File
(6) Bitmap File
(7) JPEG File

(8) CSS2File

(9) RTFFile

To export the specific file format from the report :

BEE KN E8 BE ol

. . 200270325 12:48:48 P
Time Attendanc e Detail Report
Minimum Daily VWorking Hours © 08.00
UseriD: 1 User Hame : Department :
Date Time M Time @UT Draily Total Hours “anance Hours
2002021 09:01:47 09:37:30 0ED =740
20020222 17:33:03 17.40:57 013 -7 BT
Total : 0.73 (+) 0 (-} -15.27
UseriD: 2 User Hame : Department :
Drate Titne I Titme GUT Draily Total Hours “atiance Hours
20020241 09:12:43 09:37:36 041 759
200202022 17:33:.04 17:40:58 013 787
Total : 0.54 (+) 0 () 1546
UseriD: 3 User Hame : Department :
Date Time M Time @UT Draily Total Hours “anance Hours
200202411 09:12:43 09:37:42 042 -7 55
20020222 17:332:05 17:40:59 013 -7 BT

(@) Pressthe b=l button.

................................................................................................................................................

Advance Features 65



Biopointe Central User’s Manual

ety

File narme: J
Save as lppe: JI]uiu:kH eport fle*. QRF) j
] Duickhecet e DRRl T ;
 UserHal) qonys 123 File (< WK1) d
Time IM Quattro File [*WE1) 1
09:12:43 Excel File [*4L5)
17:33:05 Bitmnap File [* BiF)

JPEG File [ JP:)

RTF Filz [=RTF)

HTHL File [~ HTH)
User HaiC552 File [~ HTH)

Time Ik Adobe PDF File [=.PDF]

=& 1

(b) Select the required format from the drop list and provide the file name.
(c) Press the Save button to start the exporting process.
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Chapter 5

TROUBLESHOOTING

If you have any difficulty using Biopointe Central, the troubleshooting suggestions in this section should, in
most cases, solve the problem. If you still have difficulty after trying these suggestions, contact your
authorized reseller for technical assistance.

A. Problems and Solutions
Q1) The STATUS of every device in the table is OFF after polling.

CAUSE What to do

Wrong communication channel selected. Check Communication Channel.

Wrong COM port selected. Check Communication Port Settings
Wrong DevicelD, IP and PORT settings. Check with the device for the correct settings.

Q2) During log uploading, a message pops up “ *02/08/00" is not a valid date and time. “

CAUSE What to do

Wrong date format. Go to Regional Settings Properties in Control Panel.
Under Date folder, check Short date style is either
dd/mm/yyyy or mm/dd/yyyy.

B. Contacting Customer Support
If you cannot solve your problem with the troubleshooting information in this manual, contact customer
support services for assistance.

Keri Systems, Inc. Customer Support
Contact us below:

Keri Systems, Inc.

1530 Old Oakland Road, Suite 100
San Jose, CA 95112 USA
Phone: 800-260-5265

408-451-2520
FAX: 408-441-0309
Email: techsupport@kerisys.com
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Appendix

Appendix A

List of Log Record States

Table 4.6(a) to 4.6(f) lists the different class of log records.

Logs can be generally classified into Time-Attendance logs, Failed Transaction logs and Trace
logs.

Time-Attendance logs describe the attendance status of the user when they have their fingerprint
or card successfully matched at the Reader.

Failed Attempts logs describe the failure status of the user when they did not have their fingerprint
or card successfully matched at the Reader.

Trace logs traces specific events (or trace events) that happened at the Reader such as when the
door was opened or when the alarm was activated. Trace events are classified into the following

types:

e Door and Tamper Switch Events
e Alarm Events

e  System Power Up

e Setup Mode Events

Time-Attendance logs are always recorded. On the other hand, Failed Attempts and Trace logs can
be disabled so that these events will not recorded even when it happened. Disabling of Failed
Attempts and Trace events can only be done at the Reader.

Each type of log is differentiated from the other by an identifier. The identifier, in this release of
the library is referenced by the variable, Enterl eaveStatus in the log record structure.

Table 4.6(a): Time Attendance

Identifier Identifier | Description (according to display types)
(hex) (dec) - :
Welcome’ | Attd (6 Attd (2 Attd / Attd /
Levels) Levels) Access Access V1
1 | 0x01 1 Welcome Attendance | In Attendance | -
In
2 | 0x02 2 - Leaving Out Access Access
Out Control Control
3 | 0x03 3 - Early - - -
Leave
4 | 0x04 4 - Going Out | - - -
5 | 0x05 5 - Return - - -
6 | Ox06 6 - Others - - -
7 | 0x07 7 - - - - In
8 | 0x08 8 - - - - Out

................................................................................................................................................
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Time-Attendance logs will record one of the following events in the table above. This event is
selected by the user at the time he or she is using the device. The collection of events follows each
display type. There are currently 5 different display types listed above. For example, if the display
type, “Welcome’ is selected, there is only one event that can be selected by the user. On the other
hand, if the user selects the ‘Attd (6 levels)’ display type, they can appropriately select from a list
of 6 different events before clocking.

Table 4.6(b): Door And Tamper Switch Events (Trace Event)

Identifier Identifier | Description
(hex) (dec)
1 | 0x12 18 Door Opened
2 | 0x18 24 Door Switch Opened
3 | 0x19 25 Door Switch Closed
4 | Ox1A 26 Door Override Switch Opened
5 | 0x1B 27 Door Override Switch Closed
6 | Ox1C 28 Tamper Switch Opened
7 | Ox1D 29 Tamper Switch Closed

If trace logs are enabled and the system is used as a Door Access system, the Door Events logs
will record events that happened at the door.

For example, the event, [Door Opened] will be recorded when the user has his or her fingerprint or
card successfully matched at the Reader.

Note that this event will only be recorded if the DoorLockUnLock property is set to <Disabled>,
as setting this property to <Disabled> allows the door to be unlocked when matching is successful.

If this log is recorded, it can be seen upon retrieval of logs that this
door event is always recorded following one of the Time-Attendance
events, such as [Attendance In]. This is because the Time-Attendance
event acts as a request to open the door.

The 2" and 3" events, [Door Switch Opened] and [Door Switch Closed] are recorded when the
door is locked or unlocked.

The 4™ and 5" events, [Door Override Switch Opened] and [Door Override Switch Closed] are
recorded when the Door Override Switch is used. When the Override Switch is closed, the door is
forced to be unlocked. The Override Switch is always opened under normal conditions.

The 6™ and 7™ events, [Tamper Switch Opened] and [Tamper Switch Closed] are recorded when
the device’s casing is being tampered with. The Tamper Switch is always closed under normal
conditions. When the device’ casing is opened, the Tamper Switch is opened.

Tamper switch sensing can be disabled through the Arm/Disarm selection in the device. When the
device is disarmed and the device’s casing is opened, the tamper switch events will not be
triggered.

................................................................................................................................................
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Table 4.6(c): Alarm Events (Trace Event)

Identifier | Identifier | Description
(hex) (dec)
1 | 0x30 48 Alarm Activated
0x31 49 Alarm Deactivated
3 | 0x81 129 Activated Alarm was Acknowledged and Disabled

The event, [Alarm Activated] is recorded whenever the alarm is triggered. The alarm will only be
triggered if the AlarmType property is NOT <Disabled>.

The alarm can be triggered under a few types of conditions.

For example, the alarm can be triggered if the door switch sensing is found to be different from the
DoorSwitchSense property. As an example, if the DoorSwitchSense property is <Normally
Closed> while the connection is opened, then the alarm will be activated. Similarly, if the
DoorSwitchSense property is <Normally Opened> while the connection is closed, then the alarm
will also be activated. When the condition is correct, the alarm stops and the event, [Alarm
Deactivated] will be recorded.

In addition, the alarm can also be triggered when the Door Override Switch is closed and when the
Tamper Switch is opened.

When the alarm has been activated, it can be acknowledged and stopped by forcing the

AlarmType property to <Disabled>. In this case, the event, [Activated Alarm was Acknowledged
and Disabled] will be recorded.

Notes on Alarm Events Logs and Door / Device Tamper Events Logs :

The following events trigger the alarm:

1. Door Override Switch was closed.
2. Tamper Switch was opened.
3. Door Switch Sensing was found to be reverse.

The first 2 events already have their own event description, namely, [Door Override Switch

Closed] and [Tamper Switch Opened]. To avoid generating too many logs, the event, [Alarm
Activated] will not be recorded although the alarm will be triggered.

Table 4.6(d): System Power Up (Trace Event)

Identifier | Identifier | Description

(hex) (dec)
1 | 0x90 144 System Powered Up
2 | 0x91 145 Startup Error

When the system is successfully powered up, the event, [System Powered Up] will be recorded.
When the system fails to power up successfully, the event, [Startup Error] will be recorded.
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Table 4.6(e): Setup Mode Events (Trace Event)

Identifier | ldentifier Description
(hex) (dec)
1 | OxAO 160 Setup Mode Entered
2 | OxAl 161 Setup Mode Exited
3 | 0xB1 177 A user’s fingerprint was changed
4 | 0xB2 178 A user was added
5 | 0xB3 179 A user was deleted
6 | OxB4 180 A Master was added
7 | 0xB5 181 A Master was deleted
8 | OxCo 192 Device date and time was changed
9 | OxC1 193 Door Configuration was changed
10 | oxC2 194 Alarm Configuration was changed
11 | oxDo 208 A Card/PIN was changed
12 | 0xD1 209 Door secure — The door is configured to always locked.
13 | 0xD2 210 Door Unsecured — The door control was set to always unlocked.
14 | 0xD3 211 Door Normal — The door is configured to be “Disable” i.e. Door will
unlock upon successful verification.

Setup Mode Events record critical events that happen in the setup mode.

When accessing the setup mode, the event, [Setup Mode Entered] will be recorded. When the user
subsequently quits from the setup mode, the event, [Setup Mode Exited] will be recorded.

When the supervisor is in the setup mode, he may add or delete a user, change the date and time,

change the alarm configuration or change the door configuration. Each of these events (as listed in
the table above) will be recorded.

Table 4.6(f): Failed Attempts

Identifier Identifier | Description
(hex) (dec)
1 | OxE7 231 Failed matching (for users registered with fingerprint)
2 | OxE8 232 Failed matching (for users registered with card)
3 | OxE9 233 Failed matching (for users registered with card/PIN)
4 | OXEA 234 ID not found in device database
5 | OXEB 235 Fingerprint match could not be found using partial search
6 | OXEC 236 Matching was aborted

Failed Attempts logs comprise the events in the table above. Each event describes the reason for
the failure to achieve a successful authentication.
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Appendix B

List of Database files

There are two types of database files namely, Biopointe Data Files and System Files. Biopointe
Data files are those database files belong to Biopointe Device. System Files are database files that
belong to the System. These files will be compressed into 1 zip file and will be stored in the
backup directory or user specified directory once user selects the backup option

Types of Database Files :

Type Database Filename
System Files SyCdIx.DB
System Files SyCdIx.PX
System Files SyCdIx. XG0
System Files SyCdIx.YGO
System Files SyCdIxdt.DB
System Files SyCdIxdt.PX
System Files SyCdLog.DB
System Files SyCdLog.PX
System Files SyCdPop.DB
System Files SyCdPop.PX
System Files SyCdPop. XG0
System Files SyCdPop.YGO
System Files SyCdUrgt.DB
System Files SyCdUrgt.PX
System Files SyCdUser.DB
System Files SyCdUser.MB
System Files SyCdUser.PX
System Files SysWksSt.db

Biopointe Data Files FPDev.DBF
Biopointe Data Files FPDev.MDX

Biopointe Data Files

FPDevCon.DBF

Biopointe Data Files

FPDevCon.MDX

Biopointe Data Files

FPDevGrp.DBF

Biopointe Data Files

FPDevGrp.MDX

Biopointe Data Files

FPDevLog.DB

Biopointe Data Files

FPDevLog.PX

Biopointe Data Files

FPDevUsr.DBF

Biopointe Data Files

FPDevUsr.MDX

Biopointe Data Files

Fperrlog.DBF

Biopointe Data Files

Fperrlog.MDX

Biopointe Data Files FpGroup.DBF
Biopointe Data Files FpGroup.MDX
Biopointe Data Files FPSchUsr.DBF
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Biopointe Data Files

FPSchUsr.MDX

Biopointe Data Files

FPUpITem.DBF

Biopointe Data Files

FPUpITem.DBT

Biopointe Data Files

FPUpITem.MDX

Biopointe Data Files FPUser. ACD
Biopointe Data Files FPUser.DBF
Biopointe Data Files FPUser.DBT
Biopointe Data Files FPUser.MDX
Log Field Table
Definition Size | Description

Device ID 3
LogDate -
LogTime 8
UserID 10
LogType 3
JobCode 7
JobStage 2

JobSubStage | 2

Department | 20

Description | 150

ID of the device. All devices connected in the chain should have unique ID

Date of the Log record. (According to the System short date format)

Time of the Log record.

User ID or Card ID for user accesses through card/fingerprint. For log record relate
to the system configuration, the 1D will be zero.

Log record status value. Please refer to Appendix A for all the supported status.
This value is valid only if Work in Progress Mode in the Biopointe Device is
enabled.

This value is valid only if Work in Progress Mode in the Biopointe Device is
enabled

This value is valid only if Work in Progress Mode in the Biopointe Device is
enabled

The department that is located in the user database. This is only valid for the full
version of the Biopointe Central.

This is the description of the log record status.

Export User Information Table

Definition Size
User ID 10
User Name 40
Department 20
Link ID 10
Type 1
Authenication Flag 1

................................

................................................................................................................
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Appendix C

List of Function Status and Reader Error Code

This section describes the Function Status and Reader Error Codes. The function status is that returned by a
function. A value of zero indicates that the function was executed successfully, while a non-zero value
indicates that that the function had failed.

If the function status is FAL_RECEIVED, it indicates that the Reader has responded with a Reader Error
Code indicating why the operation had failed. The table of Reader Error Codes can then be referred to.

Table 6(a): List of Function Status (For serial communication)

Constant Value Description

1 COM_PORT_INIT_FAIL 0xCo Fail to initialize the communication port

2 COM_PORT_WAS_NOT_INITIALIZED 0xC1 Before commands can be sent, the Com Port
has to be initialized

3 PURGE_COMM_FAILED 0xC2 Fail to clear the receive and transmit buffers for
the Com Port

4 SEND_CMD_FAILED 0xC3 Fail to execute sending of command

RECEIVE_DATA_FAILED 0xC4 Fail to execute receiving of data

6 INVALID_REPLY 0xC5 Received packet was not expected although the
footer and header were properly received, and
the checksum was correct

7 RECEIVE_FOOTER_WRONG 0xC6 Expected ETX, indicating the end of a packet,
was not received

8 RECEIVE_HEADER_WRONG 0xC7 Expected STX, indicating the start of a packet,
was not received

9 DEVICE_ID_MISMATCH 0xC8 Host sends a command to Device A. Packet
received indicates reply was from Device B.
(Indicate that the Host-received reply was not
from the Reader the Host had earlier sent a
command to).

10 | HOST_I1D_MISMATCH 0xC9 Host receives a packet from Reader that is
addressed to another Host. If there is only one
Host in the system, this may indicate a
corrupted packet.

11 | CRC_MISMATCH_AT_HOST 0xCA CRC performed and derived at the Host side for
the received packet does not match that of the
received packet

12 | ZERO_BYTE_RECEIVED 0xCB No data was received from Reader for
command that was sent out (time-out).

13 | FAL_RECEIVED 0xCC Error Code received from Reader. Check the
returned Error Code.

14 | NAK_RECEIVED 0xCD Not-Acknowledge received from Reader
(Reader is busy)

15 | FAIL_TO_LOAD_CONVERT_DLL OxCE Fail to load the DLL needed to convert the

template to proper format

Appendix C 74




Biopointe Central User’s Manual

16 | FAIL_TO_CONVERT_TEMPLATE OxCF Fail to convert template to proper format

17 | ABORT_FINGER_CAPTURE 0xDO0 Fingerprint capture was aborted

18 | SCHEDULE_NUMBER_NOT_FOUND 0xD1 Specified schedule number was not found

19 | CALENDAR_YEAR_NOT_FOUND 0xD2 Specified calendar year was not found

20 | INVALID_PARAMETER 0xD3 An invalid parameter was passed in to a

function

21 | INVALID_COM_PORT 0xD4 Invalid Com port number

22 | INVALID_BAUD_RATE 0xD5 Invalid baud rate

23 | INVALID_PARITY 0xD6 Invalid parity

24 | INVALID_DATA BIT 0xD7 Invalid number of data bits

25 | INVALID_STOP_BIT 0xD8 Invalid number of stop bits

26 | COMMAND_IN_PROGRESS 0xD9 Command in progress. This error is obtained if

one command is tried to be executed while
another is in progress

27 | NO_SCHEDULE_SETS_TO_UPLOAD O0xDA No schedules to upload from the device

28 | FAIL_TO_INIT_MODEM 0xDB Modem could not be initialized

29 | MODEM_COMMAND_FAIL 0xDC A command to the modem could not be carried

out successfully

30 | NO_RESPONSE_FROM_MODEM 0xDD Modem did not response to commands

31 | FAIL_TO_CONNECT 0xDE Unable to connect to a remote dialing location.

(Possible reason is for example, a carrier could
not be established with the remote modem)

32 | LINE_BUSY OxDF Unable to dial to remote modem due to the line

being busy

33 | NO_ANSWER O0xEO Unable to connect to remote dialing location

due to there being no answer from remote
modem

34 | NO_DIAL_TONE OxE1l There was no dial tone in the local modem.

Possible reason is that the telephone line was
not connected to the modem

35 | MODEM_IS_NOT_ONLINE OxE2 The modem was not online.

36 OxE3 The Wiegand Format specified during setting of
WIEGAND_FORMAT _NOT_SUPPORTED_BY_D device properties command is not supported by
EVICE the firmware of the device used.

37 | RETURN_CMD_MISMATCH OxE4 -

38 | TOO_MANY_CALENDAR_YEARS_TO_DNLOAD | 0x90 The max calendar years to download have

exceeded the limited of 2.

39 | NO_CALENDAR_YEARS_CREATED_AT_HOST | Ox91 No calendar years created at Host system.

40 | NO_CALENDAR_DATA _TO_UPLOAD 0x92 -

41 | NO_SCHEDULE_SETS_CREATED_AT_HOST 0x93 No Schedule sets were created at the Host

system.

42 | EXCEPTION_GENERATED 0x95 Errors during file access

43 | FILE_NOT_FOUND 0x96 Errors during file access

44 | ERROR_FILE_READ 0x97 Errors during file access

45 | ERROR_FILE_WRITE 0x98 Errors during file access

46 | ERROR_FILE_CREATE 0x99 Errors during file access

................................................................................................................................................
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47 | INVALID_SCHEDULE_CNT_IN_INI_FILE 0x9a There was a invalid entry in the Sch.ini file

48 | GENERAL_FILE_SYSTEM_ERROR 0x9b Errors during file access

Template On Card Function Status

1 NO_CARD OXES5 No card was presented on the card reader

WRONG_KEY OXE6 A wrong key was used to access the card

3 WRONG_SIGNATURE OxE7 The card does not have a signature personalized
by Keri Systems, Inc.

4 FAIL_WRITEVERIFY OxE8 Fail Write verify

5 FAIL_WRITE OxE9 Fail to write to card

6 FAIL_TO_READ_KEY OXEA Unable to read the system key

7 FAIL_TO_INIT_HARDKEY OxEB Unable to initialize the HardKey

8 FAIL_TO_LOAD_COMP_LIB OxEC Unable to load the component library

9 FAIL_TO_GET_COMP_FN OXED Unable to load the component function

10 | TEMPLATE_NON_EXIST OxEE User request for a template from the card that
does not exist.

11 | FAIL_LOAD_CONVERT_LIB OXEF Fail to load covert library

12 | WRONG_CARDTYPE OxFO The card type the user selected while doing an
verify is not the same as the actual card type of
the card.

13 | WRONG_PIN OxF1 The pin the user tries to verify with is not the
actual pin registered in the card.

14 | UNDEFINE_USER_MASTER OxF2 Attempt to register a card with an invalid
master/user type selection

15 | FAIL_TO_RESET_READER OxF3 Command to reset the reader (Mifare) did not
execute successfully.

16 | USER_ID_EXCEED_LIMIT OxF4 -

17 | UNKNOWN_ERROR OxF5 Unknown error

18 | READER_RETURN_ERRORCODE OxF6 An error code has been returned by the reader
(Legic)

19 | CMD_EXEC_FAIL OxF7 Fail to execute CMD

20 | INVALID_DATE OxF8 An invalid expiry date was selected while
trying to set.

21 INVALID_CALENDAR_YEAR_TO_DOWNLOAD | OxF9 The calendar year to download is invalid.

Table 6(b): List of Function Status (For TCP/IP communication)

Constant Value Description
1 COMMAND_SUCCESS 0 Command was successful
2 COMMAND__IN_PROGRESS 0xA0 Command in progress
3 CONNECT__IN_PROGRESS 0xAl Connection in progress
4 COMMAND_T IMEOUT 0xA2 Command timeout
5 CONNECTION_FAIL 0xA3 Connection fail
6 DEVICE_CONNECTED 0xA4 Device was connected
7 DEVICE_DISCONNECTED 0xA5 Device was disconnected
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8 INVALID_PARAMETER 0xA6 An invalid parameter was passed in to the

function

9 RECEIVE_FOOTER_WRONG OxA7 Expected ETX, indicating the end of a packet,

was not received

10 | RECEIVE_HEADER_WRONG 0xA8 Expected STX, indicating the start of a packet,

was not received

11 | FAL_RECEIVED 0xA9 Error code received from Reader

12 | NAK_RECEIVED OxAA Not-Acknowledge received from Reader

(Reader is busy)

13 | SCHEDULE_NUMBER_NOT_FOUND 0xAB Specified schedule number was not found

14 | CALENDAR_YEAR_NOT_FOUND 0xAC Specified calendar year was not found

15 | ABORT_FINGER_CAPTURE 0xAD Fingerprint capture was aborted

16 | FAIL_TO_LOAD_CONVERT_DLL OXAE Fail to load the DLL needed to convert the

template to proper format

17 | FAIL_TO_CONVERT_TEMPLATE OxAF Fail to convert template to proper format

18 | CRC_MISMATCH_AT_HOST 0xB0O CRC mismatch of the Host received packet

19 | NO_SCHEDULE_SETS_TO_UPLOAD 0xB1 No schedules to upload from the device

20 | INVALID_REPLY 0xB2 Received packet was not expected for the

command executed although the packet was
received without any errors.

21 0xB3 The Wiegand Format specified during setting of
WIEGAND_FORMAT_NOT_SUPPORTED_BY_D device properties command is not supported by
EVICE the firmware of the device used.

22 INVALID_CALENDAR_YEAR_TO_DOWNLOAD 0xB4 The calendar year to download is invalid.

23 | TOO_MANY_CALENDAR_YEARS TO _DNLOAD | 0x90 The max calendar years to download have

exceeded the limited of 2.

24 | NO_CALENDAR_YEARS CREATED_ AT HOST | Ox91 No calendar years created at Host system.

25 | NO_CALENDAR_DATA_TO_UPLOAD 0x92 -

26 | NO_SCHEDULE_SETS_CREATED_AT_HOST 0x93 No Schedule sets were created at the Host

system.

27 | EXCEPTION_GENERATED 0x95 Errors during file access

28 | FILE_NOT_FOUND 0x96 Errors during file access

29 | ERROR_FILE_READ 0x97 Errors during file access

30 | ERROR_FILE_WRITE 0x98 Errors during file access

31 | ERROR_FILE_CREATE 0x99 Errors during file access

32 INVALID_SCHEDULE_CNT_IN_INI_FILE 0Ox9a There was a invalid entry in the Sch.ini file

33 | GENERAL_FILE_SYSTEM_ERROR 0x9b Errors during file access

34 | ERROR_FILE_SIZE 0x9c Error during file access

35 | FAIL_TO_READ_KEY OXEA Unable to read the system key
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The Reader returns this list of error codes (Table 6(b)) if the command fails.

Table 6(c): List of Error Codes

Constant Value | Description
1 OK 0x00 No error, successful
2 NOT_OK 0x01 General Reader error
3 VALID_DATA 0x02 -
4 NO_VALID_DATA 0x03 -
5 CRC_MISMATCH 0x04 CRC check fail
6 PORT_ID_MISMATCH 0x05 Device ID mismatch
7 INVALID_CMD 0x06 Command was invalid
8 ERROR_IN_READING_FLASH 0x07 Error in reading from the flash
9 ERROR_IN_WRITING_FLASH 0x08 Error in writing to the flash
10 DATA_MISCOMPARE 0x09 Mismatch when data read back from
flash is different from that just written
11 ALL_TEMPLATE_SLOTS_FILLED O0x0A User has enrolled all 3 fingerprints
12 WRONG_FINGER_PRINT_SEQ 0x0B Expected minutiae (either 1 or 2) was

not received by the Reader during a
download operation

13 INCOMPAT IBLE_PKT 0x0C Subsequent packet from Host was not
the expected one (during a handshaking
transmission)

14 FLASH_IS_FULL 0x0D Flash storage limit has been reached

15 INVALID_TEMPLATE_NUM 0x0E Fingerprint number to enroll can only be
1, 2 or 3. (Invalid parameter)

16 REQ_TEMPLATE_NUM_IS_NOT_FILLED 0x0F The requested fingerprint number has
not been enrolled

17 USER_NOT_FOUND 0x10 User was not found in the Reader’s
database

18 SEQ_NO_BEYOND_RANGE 0x11 Sequence number (or record number)

used to query User’s ID or Master’s ID
has exceeded either the maximum
number of Users or Masters

19 RECORD_ALREADY_A_MASTER 0x12 -

20 RECORD_ALREADY_A_USER 0x13 -

21 SCHEDULE_NUMBER_NOT_WRITTEN 0x14 Schedule number was not assigned to
User

22 GROUP_NUMBER_NOT_WRITTEN 0x15 Group number was not assigned to User

23 AUX_DEVICE_NOT_SUPPORTED 0x16 Auxiliary device is not found in the
device

24 YEAR_NOT_FOUND 0x17 Requested year (to upload) was not
found in the Reader

25 INVALID_TEMPLATE_COUNT 0x18 -

26 AUTHENTICATE_FAILED 0x19 Authenticating the Master fingerprint
fail

27 ERROR_IN_WRITE_OR_ERASE_EEPROM O0x1A | Error in writing or erasing the EEPROM
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28 TIME_OUT 0x1B Reader has timed-out while waiting for
a packet from Host

29 DATA_BEING_PURGED 0x1C Data from Host has been purged. May
due to an incomplete packet received

30 NO_RECORDS_TO_SEND 0x1D Reader has no more log records to sent

31 INVALID_SCHEDULE_NUMBER Ox1E Schedule number assigned to User was
invalid (ie. it has the value of either 0 or
OxFF)

32 SCHEDULE_SET_NOT_WRITTEN Ox1F The Schedule Set was not written yet

33 GROUP_DETAILS_NOT_WRITTEN 0x20 The Group Details Set was not written
yet

34 EEPROM_DATA_MISCOMPARE 0x21 Data read back from EEPROM is
different from that just written

35 ID_NOT_USED 0x22 -

36 ID_USED 0x23 -

37 INCONSISTENT_MASTER_OR_USER_TYPE 0x24 A user is already enrolled with a status
indicating either a USER or MASTER,
but subsequent 2" or 3 fingerprint
enrolment tries to enroll a different
status

38 ERROR_WRITING_TO_ENGINE 0x25 Error writing to the fingerprint engine

39 ERROR_READING_FROM_ENGINE 0x26 Error reading from the fingerprint
engine

40 ERROR_IN_DELETING_RECORD_FROM_ENGINE 0x27 Error in deleting a record from the
fingerprint engine

41 ERROR_IN_DELETING_ALL_REC_FROM_ENGINE 0x28 Error in deleting all records from the
fingerprint engine

42 ERROR_IN_REC_CNT_AFTER_OPS 0x29 -

43 ERROR_IN_GETTING_REC_CNT 0x2A | Error in getting the record count from
the fingerprint engine

44 NO_TEMPLATEID_EXIST_FOR_USER 0x2B User has not enrolled any fingerprints

45 INVALID_TEMPLATE_ID 0x2C Template 1D assigned was zero

46 CURRENT_DATE_OUTSIDE_VALIDITY_PERIOD 0x2D | -

47 SPECIFIED_GROUP_NOT_FOUND Ox2E -

48 INVALID_MASTER_USER_FLAG 0x2F Master User flag passed in during
enrolment is invalid

49 INVALID_SEQUENCE_NUMBER 0x30 Sequence number passed in during
querying of User’s ID or Master’s ID
was zero

50 MAX_SCHEDULE_SETS_COUNT_EXCEEDED 0x31 Number of schedule sets to download
has exceeded the maximum allowed

51 ACCESS_DENIED_OUTSIDE_SCHEDULE 0x32 -

52 INVALID_DAY_TYPE 0x33 -

53 0x34 -

TIME_ZONE_INFO_NOT_WRITTEN_FOR_DAY_TYP
E

54 SPECIFIED_SCH_SET_NOT_IN_STORE 0x35 -

55 INVALID_OPERATION_MODE 0x36 -

56 INVALID_MAX_FINGERPRINT 0x37 -
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57 INVALID_PIN_NUMBER 0x38 PIN number must not be zero during
enrolment

58 NO_PIN_WRITTEN 0x39 No PIN was registered for this User

59 ERROR_ATTEMPT_TO USE_PIN_WITH_FP 0x3A User was already fingerprint-enrolled

60 PIN_ALREADY_ASSIGNED_TO USER 0x3B User was already Card/PIN enrolled

61 CAPACITY_OF FP_ENGINE_REACHED 0x3C Capacity of fingerprint engine has
reached

62 WIEGAND_CODES_MI1SCOMPARE 0x3D Mismatch detected during comparison
of the Wiegand codes

63 WIEGAND_CODES_NOT_WRITTEN 0x3E Wiegand codes has not been written yet
for Card user

64 INVALID PARAMETER_SENT_TO_ DEVICE 0x3F An invalid parameter was passed in and
sent to the Reader

65 AUTHENT ICATED_SEQUENCE_WAS_ NOT_STARTED | 0x40 The authentication sequence has not
been initiated yet

66 AUTHENTICATED_ SEQUENCE_HAS_EXPIRED 0x41 The authenticated sequence has already
expired by its timeout.

67 LOG_DATE_NOT_FOUND 0x42 When requesting for log record to be
sent starting from a specific date, this
date was not found.

68 GAIN_AND_EXPOSURE_NOT_WRITTEN 0x43 The engine gain and exposure values for
the particular user were not written.

69 WRITE_FLASH_PROHIBITED 0x44 Not permitted to write to the data flash
because it has already been written.
Used for log records only.

70 0x45 This error will occur during pointing the

LOG_DATE_TO_SET_LATER_THAN_LAST_SENT_D log upload pointer to a specific date, if
ATE the desired date is later the date of the
last record sent.

71 JOB_CODE_DOES_NOT_EXIST 0x46 -

72 EXCEPTION_LIST_FULL 0x47 -

73 NO_JOB_RECORDS_IN_DEVICE 0x48 -

Specific errors related to the Fingerprint Engine

1 M2ERROR_FLASH_OPEN 0x51 Command from main memory or host to
access flash memory failed due to
problem(s) in flash memory

2 M2ERROR_SENSOR_OPEN 0x52 Failed due to optical unit

3 M2ERROR_REGISTER_FAILED 0x53 Registering fingerprint failed

4 M2ERROR_VERIFY_FAILED 0x54 Verifying fingerprint failed

5 M2ERROR_ALREADY_REGISTERED_USER 0x55 UserID already exists

6 M2ERROR_USER_NOT_FOUND 0x56 UserID is not found in FP database

7 M2ERROR_INVALI1D_PASSWORD 0x57 Password of Master is incorrect

8 M2ERROR_TIMEOUT 0x58 Failed to capture fingerprint in preset
time

9 M2ERROR_DB_FULL 0x59 FP database has insufficient space to
enroll a new user

10 M2ERROR_DB_WRONG_USERID Ox5A | Failure in removing or verifying

unregistered user
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11 M2ERROR_DB_NO_DATA 0x5B Database has no data

12 M2ERROR_EXTRACT_FAIL 0x5C Failed capturing feature points of
fingerprint

13 M2ERROR_MEMALLOC_FAILED 0x5D Memory allocation failed

14 M2ERROR_SERIAL_OPEN Ox5E Communication with main Controller
and Host through serial port failed

15 M2ERROR_NOT_IMPLEMENTED Ox5F Function not installed

16 | M2ERROR_FUNCTION_FAILED 0x60 Call of function failed

17 M2ERROR_INSUFFICIENT_DATA 0x61 Received data size does not match the
size defined in ExtraData

18 M2ERROR_FLASH_WRITE_ERROR 0x62 Writing in Flash Memory failed

19 M2ERROR_FLASH_READ_ERROR 0x63 Reading Flash Memory failed

20 M2ERROR_INVAL1D_PARAM 0x64 Parameter of packet is invalid

21 M2ERROR_MASTERFP_NOT_FOUND 0x65 Fingerprint of Master cannot be found
(occurs when trying to proceed without
Master registration)

22 M2ERROR_MASTERCOUNT_EXCEED 0x66 The number of master exceeds 5. No
more than 5 masters can be registered

23 M2ERROR_AUTHENT ICATE_FAIL 0x67 Verification of Master failed

24 M2ERROR_FPCHANGE_FAILED 0x6A | Changing fingerprint failed

25 | M2ERROR_IDENTIFY_FAILED 0x6B No fingerprint in database identifies
fingerprint on input window

26 M2ERROR_FLASH_ERASE_ERROR 0x6C Failed to clear flash memory

27 M2ERROR_VERIFY_FAKE 0x6D | Fingerprint to be verified is the same as
previous fingerprint. Occurs when the
fingerprint is input continually without
taking off once.

28 M2ERROR_TIME_ERROR 0x6E It appears when error for time setting
happens

29 M2ERROR_SEARCHING_FOR_IDENTIFY Ox6F FP engine sends ACK with error
whenever searching 100 user inside for
identity (in case taking long searching
time). This value does not mean error.
Host should wait next ACK when
getting ACK with error

30 M2ERROR_INVALID_USERDATA_SIZE 0x70 The size of data is exceeded for the user
portion when recording the value for
host in user portion

31 M2ERROR_INVALI1D_USERDATA_ADDRESS 0x71 The portion of data is exceeded for user
portion when recording the value for
host in user portion

32 M2ERROR_MUST_BE_SET_DATA_LENGTH 0x72 The size of user portion for host is not
set

33 | M2ERROR_DUPLICATE_TEMPLATE OxF5 Duplicate template

34 | M2ERROR_TIMEOUT OxFA | Timeout by the FP Engine

35 | M2ERROR_COMMAND_MISMATCH 0xFB | Command mismatch between
transmitted command and received
reply

36 M2ERROR_RX_LENGTH_ERROR OxFC Received packet length error

37 M2ERROR_ACK_TIME_OUT OxFD | ACK time-out
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38

M2ERROR_CHECKSUM_ERROR

OxFE

Checksum error

39

M2ERROR_UNKNOWN_COMMAND

OxFF

Command was not recognized
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