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Section 1.0 System Requirements and Settings

The Registry of Companies online system is developed in Java. Basically the ROC Online
system only requires Java Runtime Environment (JRE), but in order to digitally sign forms
and submit them on line, the user must also install a digital certificate (issued by
Certificate Authority) and E-Lock Client installation. Each and every one of these
installation will be documented in detail for your perusal.

Section I.l Sun Java Runtime Environment

Users should have the SUN JAVA Runtime Environment installed
on their PC. This is required because it allows end-users to run
JAVA Applications like the ROC Online System. Users should also
make sure that no other versions of the SUN JAVA Runtime
Environment are installed on their PC.

JOK {15

Section I.1.1 Installing JRE

e Browse
http://www.oracle.com/technetwork/java/javase/downloads/index.html

e Choose the following options (as illustrated in screen dump below)

Provide Information, then Continue to Download

There is more information on the available files for download on the Supported
System Configurations page.

Select Platform and Language for your download:

Platfarrm: Windows |Z|
Language: Multi-language

| agree tothe Java SE Runtime Environment Gu21 with JavaFX License Agreement .

Optional: Please Log In or Register for additional functionality and benefits.
Or, click "Continue”™ now to proceed without Log In or Registration.

User Mame: B B
Example: im23 or im@company.com

Password:

» Register Mow
» Why Register?
» Forgot User Mame or Password ?

e Proceed by clicking Continue.
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http://www.oracle.com/technetwork/java/javase/downloads/index.html

Click on the link to download the latest version of the JRE (as indicated below:)

Download Information and Files 6-4' 1 Glat
¢ e N Fasi

There is more information on the aval 0% of jre-6u21-windows-i586.exe from eds-esd.sun.com C.l= | Bt |
System Configurations page. 7

File Download - Security Warning

Instructions: Click the file name to start the
Do you want to run or save this file?
Available Files

@ Mame: jre-6u2l-windows-i586.exe
I' Type: Application, 15.3MB
]._’_‘{indows Offline Installation From: cds-esd.sun.com
i ire-Gu2 1-windows-1586, exe
[ Run ] [ Save ] [ Cancel ]

Optional Files

potertially harm your computer.  you do not trust the source, do not
run or save this software. What = the risk?

@ While files from the Intemet can be useful, this file type can
.
"

Windows Online Installation
* jre-Bu21-windows-i586-iftw-rv.exe

Save the setup of the JRE setup.
Double click the setup of the JRE as soon as the download is successful.

Keep everything as default (as in Paths). Just proceed by clicking Next to install
the JRE.
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Section 1.2 Adding the ROC System to the Intranet Security Zone

Make sure that your internet browser is closed then go to the Control Panel and launch
the Internet Options and follow the steps below:

e - - [E=N IR
— —— B, —
. — - — S—
<‘&M )ﬁ (58 » Control Panel » All Control Panel tems » v | 43 | l Search Control Panel pel |
Adjust your computer’s settings View by:  Small icons v
r Action Center Administrative Tools (53 AutoPlay
& Backup and Restore Bl Color Management Credential Manager
W if Date and Time @ Default Programs [ Desktop Gadgets
|| &2k Device Manager [-P:?Zg Devices and Printers = Display
f @ Ease of Access Center Folder Options 1A Fonts
=1 Getting Started & HomeGroup &= Indexing Options
U
Internet Options | Java (32-bit) &2 Keyboard
M| [ Location and Other Sensors ‘:‘ Mail (32-bit) ¥ Mouse
| %¥ Network and Sharing Center Notification Area Icons M Performance Information and Tools
il ',J Personalization 5] Phone and Modem 3 Power Options
Programs and Features ‘rj Recovery 4 Region and Language
i
™3 RemoteApp and Desktop Connections & Sound Speech Recognition
pp P p ]
! @ Sync Center 1% System o, Taskbar and Start Menu
i = Troubleshooting 8, User Accounts E Windows CardSpace
& Windows Defender ﬂ Windows Firewall E_[ Windows Update
|

1. Select the Security Tab.

General | Security |F‘ri'ua::5|I I Content I Connections I Programs I Advanced

Select a zone to view or change security settings.

@ & v 0O

Internet  [BJ=RGEEGEY Trusted sites  Restricted
sites

Local intranet

This zone is for all websites that are
found on your intranet.

Sites I

Security level for this zone
Allowed levels for this zone: Al

Low
- Minimal safequards and warning prompts are provided
-Most content is downloaded and run without prompts
- All active content can run

= - Appropriate for sites that you absolutely trust

|| Enable Protected Mode {requires restarting Internet Explorer)

[ Custom level... H Default level ]

[ Reset all zones to default level ]

[ ok || cancel Apply 4
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2. Click on Sites button.

Select a zone to view or change security settings,

@ & / O

Internet Local intranet  Trusted sites  Restricted
sites

Local intranet

This zone is for all websites that are
found on your intranet,

Security level for this zone
Allowed levels for this zone: Al

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

= - Appropriate for sites that you absolutely trust

[]Enable Protected Mode {requires restarting Internet Explorer)

[ Custom level. .. H Default level ]

[ Reset all zones to default level ]

3. Click on the Advanced button.

r B
Local intranet ﬂ

Use the settings below to define which websites are induded in
the local intranet zone,

Automatically detect intranet netwark
Indude all local {intranet) sites not listed in other zones
Indude all sites that bypass the proxy server
Indude all network paths (UMCs)

What are intranet settings? ‘M [ OK ] [ Cancel
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4. Enter http://registry.mfsa.com.mt and https://registry.mfsa.com.mt and then
click Add.

= — —— ~§
Local intranet u

Q' ‘You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:
http://registry.mfsa,.com.mt| | Add I

Websites:

| Remaove | I

Require server verification (https:) for all sites in this zone

5. After adding the registry URL you should have a screen similar to the one below:

'Loca_iintrane!; !;-—-= ﬂ‘

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
L |
Websites:
http://registry.mfsa.com.mt Remove ‘

|| Require server verification (https:) for all sites in this zone

~
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https://registry.mfsa.com.mt/

Section |.3 Browser Settings Checklist

Section 1.3.1 Java Runtime Environment Security Settings

Make sure that your internet browser is closed then go to the Control Panel and launch
the Java Control Panel. Then follow the steps below:

File Edit View Tools Help

Name Categol
Control Panel Home _E?_ &
— e =
» Classic View b ﬂi .{’ - & L] - {
. Ji= 0y ]
Add Adrinistrat..  AutcPlay  Backupand  Bluetooth Color
Hardware Tools Restore C... Devices  Management
& 2 ( _
L 5 ( s n
v é <5 | - |
ﬁ — I
Intel(R) GMA  Internet  1SCSIInitiator Java Keyboard Mail
Driver Options [Ja\raﬂ'Mj Control Panel l

i&| Java Control Panel E@g

T 9

 General | Update | Java | Security | Advanced

 About

View version information about Java Control Panel.

|

— Metwork Settings

Metwork settings are used when making Internet connections. By default, Java
will use the network settings in your web browser. Only advanced users should
modify these settings.

Metwork Settings...

 Temporary Internet Files

Files you use in Java applications are stored in a spedal folder for quick execution
later. Only advanced users should delete files or modify these settings.

[ Settings... H View... ]

[ Ok H Cancel ] Apply
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1. On the Security Tab press Certificates button:

| ) Java Control Panel — L —— Lﬂm

| General | Update | Java ; Security | Advanced|

" Certificates
Use certificates to positively identify yourself, certifications, authorities, and
publishers.
[Import, exp

2. The Trusted Certificates list should contain the following:

o
Certificate type: [friisted Cerfificates
User | System

Issued To Issued By
registry.mfsa.com.mt

registry.mfsa.com.mt

Pheox

[ tmeort ][ Bxport || Remove || Detais |
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3. On the Advanced Tab under Security tick the features as shown below especially

to cater for sandboxed-related warnings:

IS

| £ Java Control Panel b L.

| General | Update I Java | Security| Advanced

----- Allow user to grant permissions to signed content
----- Allow user to grant permissions to content from an untrusted authority
----- Use certificates and keys in browser keystore
----- Use personal certificate automatically if only one matches server reques’
----- Warn if site certificate does not match hostname
----- [] Show site certificate from server even ifitis valid
----- Show sandbox warning banner
----- Allow user to accept JNLP security requests
----- [] Check certificates for revocation using Certificate Revocation Lists (CRL:
----- [] Enable online certificate validation
----- Enable list of trusted publishers
----- Enable blacklist revocation chedk
----- Enable caching password for authentication
----- [ Use S5L 2.0 compatible ClientHello format
----- Use SSL 3.0
----- Use TLS 1.0
[=-Mixed code (sandboxed wvs. trusted) security verification
-~ Enable - show warning if needed
{71 Enable - hide warning and run with protections
") Enable - hide warning and don't run untrusted code
-(@) Disable verification (not recommended)

[l | w | [t

m

[ Ok ” Cancel H Apply ]

~
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Note: In case Java JRE version installed is version 7 or higher, please making sure you
update Security settings under Security Tab as follows:

|£:| Java Control Panel Elilg

| General | Update | Jaua| Security | Advanced

Enable Java content in the browser

Security Level

il - Very High
[ |

High {minimum recommended)

[ Medium

Least secure setting - All Java applications will be allowed to run after presenting a security prompt.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

http:/fregistry.mfsa.com.mt o

https://registry. mfsa,com.mt | Edit Site List |
Restore Security Prompts ] [ Manage Certificates... ]
[ (04 ] [ Cancel Apply

10
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Section 1.3.2 Caching Related Settings in the Internet Browser

1. Onthe Internet Explorer Tools menu, click Internet Options.

{= Blank Page - Windows Internet Explorer

.

[="1 =" |§, about:blank,
ol e

File Edit ‘iew Favorites

Help

Ti} ahy [gBlank Page

Delete Browsing History, ..

Windows Update

Pop-up Blocker r
Phishing Filker 4
Manage Add-ons 4
Subscribe to this Feed. ..

Feed Discavery k

Diagnose Conneckion Problems. ..

Internet Cplions

2. The Internet Options box should open to the General tab. On the General tab, in
the Browsing history section, click Delete...

Internet Options

PIX

General |Security || Privacy || Content || Connections || Programs || P.dvanced|

Home page

=N

Ta create home page tabs, bype each address on its own line.

=

abaout:blank

Browsing history

g1
a'.l—./'I

Search

[ Use current ][ Use default H Use blank

7  Delete ktemporary files, histary, caokies, saved passwords,
and web Form information.

[ Delete... H_ Settings

]

Tabs

p Change search defaults.

Settings

_|_" Change how webpages are displayed in
b tabs,

Settings

Appearance

[ Colors

][ Languages H Fonts ][ Accessibility ]

[ [0]4 ][ Cancel ] Apply

11
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3. A window will open named, Delete Browsing History. Tick all check-boxes and press

4.

Delete...

Delete Browsing History ﬁ

Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favaorite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.

History
List of websites you have visited,

Form data
Saved information that you have typed into forms.

Passwords
Saved passwords that are automatically filed in when you sign in
to & website you've previously visited,

InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing detzils about your wisit.

About deleting browsing history Delete ] [ Cancel ]

If on pressing Delete the following warning is displayed then make sure that Also

delete files and settings stored by add-ons is also ticked, and click Yes button.

Delete Browsing History

Are wou sure you wank to delete all Internet
! Explarer brawsing hiskary?

alzo delete files and settings skored by add-ons.

What does this delete? Yes ] [ Mo

12
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5. Back on On the General tab, in the Browsing History section, click the Settings

6.

button.

?X]

General |SEcurity Privacy | Content || Connections | Programs || &dwvanced

Internet Options

Home page
/t To create home page tabs, bype each address on iks own line,
A
l"l abiouk:blank.
[ Ise current ] [ Use default ] [ Ise blank

Browsing hiskory:

“1 Delete kemporary Files, history, cookies, saved passwords,
and weh Form inFormation,

Delete... H Settings

In the next window make sure you have the below settings. Then press OK button

and restart your internet browser.

Temporary Internet Files and History Settings [z|

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for Faster viewing later.

Check for newer versions of stored pages:
(%) Every time I wisit the webpage
{:} Every kime I start Internet Explorer
) Automatically

{:} MNewver

Disk space to use (3 - 1024ME): 5n -
(Recommended: 50 - 250ME)

Current location:

C:\Documents and Settingsibugec00lilocal Settings)Temporary
Internet Files),

Maove Folder. . ll ‘Wiew objects ll ‘Wiew files

Hiskary

Specify how many days Internet Explorer should save the lisk
of websites wou have visiced.

Days to keep pages in histary:

oK ] [ Cancel ]

13
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Section 1.3.3 Enable Pop-Ups for the Payment Gateway used by ROC

Internet Explorer v7 or later:

1. On the Internet Explorer select the Tools menu, followed by Pop-up Blocker, and
then select Pop-up Blocker Settings.

7~ Windows Internet Explorer

G-
e ER vew Favores [ Heo
Q-E = Dedate Browsing Mstory, ., l
% o ,B ‘y»‘w ’ Ehock Pop-ugs from Thes Ste. ., l
ag »
= Tum Off Pop-up Blocker

Manags Add-cns

2. Once in the Pop-up settings, add the following addresses *.registry.mfsa.com.mt
and *.ecommercemalta.com and press Add.

Evceptions

[ Popups ae curentl blocked You can alow popups from specific
.'1_3 wesbsiles by adding the she 10 the Bt below.

Addiess of gebzie Lo Slow:

Alowed shet:
* registry.mfsa com.mt

* ecommercemalta.com
Ramove al ..

Notlications and fiter levsd
[7] Play & sound when a pop-up is blocked
Show Informahon Bar when & pepup is blocked

Fhet level
Medim Block most automatic popups N

Popup Blocker FAQ Close

3. Close the browser and open again to load the browser with the new settings.

14
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Section 1.3 Digital Certificates

Any user wishing to start using a valid digital Id so as to start filing documents
electronically using the ROC Online System cannot do so before registering his own
certificate with the system to be approved or rejected by the system administrator.

The ROC Online System has in place a new functionality which allows electronic forms to
be filed and signed electronically using a personal digital certificate. This online service
uses Secure Socket Layer (128-bit SSL) protocol which is the standard mechanism used
by web browsers to encrypt information. When you enter the service, the SSL encrypts
all the information you enter before sending it to us. This ensures that no-one can
intercept and read your details.

Users should have a personal Digital Certificate installed on their PC. This is required
because it allows end-users to digitally sign forms (obviously those which needs a
signature) online through the ROC Online System.

e Register for an e-ID issued by Certificate Authority (Government of Malta
Certification Authority) by following the procedures as established on the
myGov.mt web portal available at:
https://www.mygov.mt/PORTAL/webforms/howdoigetaccesstomygov.aspx

Section 1.3.1 Installing (Importing) Digital Certificate on PC

1. Browse to the location where your personal digital certificate is stored and
double click on it. The screens below will follow:

Certificate Import Wizard léj

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
=] lists, and certificate revocation lists from your disk to a
;'l - certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Next > ] [ Cancel

15
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https://www.mygov.mt/PORTAL/webforms/howdoigetaccesstomygov.aspx

2.

Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

1:\EIdCA_agiun001|pfx Browse...

Note: More than one certificate can be stored in a single file in the following formats:

[ < Back ][ Next > ][ Cancel ]

Important to tick “Mark this key as exportable. This will allow you to back up or

transport your keys at a later time”.

Certificate Import Wizard

(e

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

private key is used by an application if you enable this option.

keys at a later time.

[¥]Indude all extended properties.

Learn more about protecting private keys

[ Enable strong private key protection. You will be prompted every time the

[¥] Mark this key as exportable. This will allow you to back up or transport your

{ < Back ][ Next > ][ Cancel ]

16
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Certificate Import Wizard A i M

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

1@ Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

Learn more about certificate stores

( < Back J[ Next > ][ Cancel ]

Certificate Import Wizard ]

Completing the Certificate Import
Wizard

7 The certificate will be imported after you dick Finish.

W You have spedified the following settings:

SR R GIEER R ) Automatically determined by t

Content PFX
File Name J:\EIdCA_agiun001

< " »

| <Back | Finish | | cancel

Certificate Import Wizard g

:l The import was successful.

17
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Section 1.3.2 Exporting Digital Certificate

In case you are going to format your computer or you need to use your digital certificate
from another computer then you will be required to export the digital certificate on
some external storage like a USB stick so that then you can import it back on the new
computer. To export your digital certificate you are kindly requested to follow the

instructions below.

In Internet Explorer:

1. Pull down the tools menu and select Internet Options.

2. Click on Content, then on Certificates.

pp—
| General I Security I Privacy[l Content I}:nnnectinns I Programs I Aduanoedl
S

Parental Controls

Control the Internet content that can
@8, be viewed,

Content Advisor

viewed on this computer.

Certificates

'&'Earemal Controls

@ Ratings help you control the Internet content that can be

Byl settings

Use certificates for encrypted connections and identification.

| Clearssistate || Certificates

I Publishers

AutoComplete

= AutoComplete stores previous entries
% on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated
% content from websites that can be
read in Internet Explorer and other
programs.

ok ||

Cancel

18
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Certificat
ertificates

D

e

Intended purpose: [ <All>

)

Personal | Other People [ Intermediate Certification Authorities | Trusted Root Certificatior| ¢ | * |

54 Chris Spencer
[5] Chris Spencer

Issued To Issued By Expiratio...  Friendly Name

Entrust Managed Ser...  9/22/2010  Chris Spencer U...
Entrust Managed Ser...  9/22/2010  Chris Spencer U...
Eﬂchristopher Spencer  University of Wisconsi... 6/2/2011 Christopher Spe...
L_;;] UW-Madison PKI A... GeoTrust True Crede...  12/23/2010 5c314a99b1fcds...

Import... Export... k—‘] Remove

Certificate intended purposes

Highlight the certificate you want to export (in case you have more than one)

and then click on Export.

The Certificate Export Wizard will now open. Click on Next.

Click on "Yes, export the private key" then click Next.

Certificate Export Wizard S . A=

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back | Next > \‘] Cancel

19
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Certificate Export Wizard R . A —

Export Private Key
You can choose to export the private key with the certificate.

certificate, you must type a password on a later page.
Do you want to export the private key with the certificate?
@ Yes, export the private key

L3

€ "No, do not export the private key

Learn more about exporting private keys

Private keys are password protected. If you want to export the private key with the

[ < Back ][ Next>J[ Cancel ]

6. Put a check mark next to "Include all certificates in certificate path, if possible"

then click on Next.

Certificate Export Wizard

()

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary X.509 (.CER)

Base-64 encoded X. 509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Indude all certificates in the certification path if possible
@ Personal Information Exchange - PKCS #12 (.PFX)

Indlude all certificates in the certification path if possible

¢ [:I Delete the private key if the export is successful
["]Export all extended properties

Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

< Back ][ Next>][CanaeI

20
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7. Choose a password, which you will need to know when you import the cert, click
on Next.

- ;
Certificate Export Wizard — —— g'

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password (mandatory):

[ <Back | Next>k][ Cancel |

8. Give your exported cert a name and click "browse".

Certificate Export Wizard — — e

File to Export
Spedify the name of the file you want to export

File name:

chris certificate| Browse. kj

9. Choose a location to save the file, make it somewhere safe that will not be
deleted, remember the location so that you can find it when you import the cert.
Then click on Next.

Certificate Export Wizard - — &

File to Export
Specify the name of the file you want to export

File name:

C:\Users\Christopher Spencer\Desktop\chris certificate.pfx

21
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10. Click on Finish.

Certificate Export Wizard A - g

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:
Export Keys Yes
Include all certificates in the certification path Yes
File Format Person,

< n 3

<gack || ﬁm-mk][ Cancel

11. The certificate has now been exported in Microsoft .PFX format.

22
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Section 1.4 E-Lock Client Signing Component
Please make sure to have administrative rights on your computer before proceeding

with this installation. Once component is installed successfully, user can be switched
back with normal rights.

Section 1.4.1 Installing E-Lock Client Signing Component

1. Visit the ROC Online system website (http://registry.mfsa.com.mt)

2. Click on “E-Lock Client Signing Component Download” in the Latest News Section

~mfsa.com.mt/

¢ Favorites |55+ | @ Software Dev. Process {@ Registry of Companies X i

Rele arsion:
Contact Us About Release Version

Latest

New User Registration

Top Up Your Account 'lmportant Notice - Online Filing Functionality: A better and improved electronic signing process has been deployed to the ROC Online System. For Authorised Users to be
able to sign company documents online, they are kindly requested to dovnload and install the E-Lock Client Sianing Component Dovnload provided for free. Please make sure

to have administrative rights on your computer before vith this After you are kindly to gister your digital certificate vith the
ROC Online System.

Publications
Official Registry Forms Notices To The Public
Online Filing Information

Circulars and Notices > A Guide to the of C
ROC Support Services

+= Other Notices to the Public

*» Reqistry of Companies Fees

Registry of Companies

Tek: +356 2548 5379
Malta Financial Services Authority

Notabile Road
Attard, Malta

Registry of Companies
MALTA
On-line System

This Web Application is best viewed using Internet Explorer 6.0 or higher at a resolution of 1024 x 768.

Disclaimer, Copyright & Privacy Policy

If you encounter any difficulties while using the ROC Online System please advise us dingly on t indicating name and surname together vith your

username.

- WAT-
e varsat WSC ichG 1.0

http://registry.mfsa.com.mt/e-Lockinstall.html € Local intranet | Protected Mode: Off A~ R10% v

23

ROC User’s Manual — Users’ Guide | 08/10/2010

o



http://registry.mfsa.com.mt/

3. Press “Click Here” to initialize the automatic download of the client.

/& http://registry.mfsa.com.mt/e-Lockinstall.html - Windows Internet Explorer

| £ | http://registry.mfsa.com.mt/e-LockInstall.html

5.7 Favorites ‘ 55 @ Suggested Sites v @] Web Slice Gallery v
{ﬁ >+ B = G.!:B v Pagev Safetyv Tools~ f’i v @ @

E-Lock WebSiging Client Download

You need to dovnload a client component to sign documents

Click Here to download and install the components automatically.

After installing the executable , reconnect to the page

4. Click “Install”.

' & http://registry.mfsa.commt/e-Lockinstallhtml - Windows Internet Explorer R— =&

t——

ig http://registry.mfsa.com.mt/e-LockInstall.html

5.7 Favorites ‘ = ,ré Suggested Sites v @ | Web Slice Gallery v

=

) v B v ] @ v Pagev Safetyv Toolsv @~ HN @]

Downloading and Installing Client Please Wait . “

Internet Explorer - Security Warning ﬂ

Do you want to install this software?
lj' Name: WinClient.cab
— Publisher: Frontier Technologies Corporation

E]More options [ Install ] [ Don't Install ]

[jl While files from the Internet can be useful, this file type can potentially harm
&/ your computer. Only install software from publishers you trust. What’s the risk?

5. Now you may log on the ROC Online System as usual and register (re-register)
your Digital Certificate installed in Section 1.3.1 Installing (Importing) Digital
Certificate on PC with the ROC Online System by following the steps described in
Section 1.4.2 Registering Digital Certificate with the ROC Online System
hereunder.
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Section 1.4.2 Registering Digital Certificate with the ROC Online System

Assuming that the user has already been registered with the ROC Online System, the
following steps should be done to register the digital certificate imported in the previous
steps with the ROC Online System. In case you are not yet a registered user with the
ROC Online System then please refer to Section 2.1 User Registration.

1. Browse the ROC Online System Login Page and logon by inserting the
appropriate username and password. A Security Alert prompt as shown in the

@.\-_-__/. - |§. https: ffreqistry .mfsa.com.mtflogin. da
f:‘.? ﬁ? l"_',éLngon Lo the system ] ‘

screen below may occur. Press Yes to continue if this is the case.

& Logon to the system - Windows Internet Explorer

m Logon to the system

New User Registration
Top Up Your Account

Public

Free Company Name Check
Official Registry Forms
MNew Online Services

pubtehed Fles

Publications

2.

Logon

Username |_EE_

Password |oooo

Forgot Password?

Security Information gl

rir‘"l Thiz page containg both secure and nongecure
?. items.

Do you want to display the nonzecure ems?

I Yes H Mo ] [ More Info

From the menu on the left hand side, select the option Register Certificate.

Change Password
Edit User Registration
Balance Details

Change Account
Add link to Company
My linked Companies

Register Certificate
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3. If the screen below is shown then do the settings as described in item 4 below.

'nteme't'E)'éplor'er -

Windows has blocked this software because it can't verify the publisher.

Name: index-jdk5-jsp-142662.html
Publisher: Unknown Publisher

]@] To help protect your computer, Windows will block software when it cannot
\_/ verify the publisher. See how this helps protect your computer.

4. Pull down the tools menu and select Internet Options. Click on Security Tab and
with the Internet Zone selected, click on Custom Level and make sure you have
the settings as shown in the screens below:

- ? x

| General | Security | privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & / O

Internet  Localintranet Trustedsites  Restricted
sites

Internet

Sites
This zone is for Internet websites, HE
except those listed in trusted and
restricted zones.

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dlick Default level.

Enable Protected Mode (requires restarting Internet Explorer)
| customlevel... | [ Defautlevel |

[ Reset all zones to default level ]
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) Disable (recommended)
Enable (not secure)

Disable (recommended)
) Enable {(not secure)

Prompt
\#| Only allow approved domains to use ActiveX without prompt
) Disable
Enable
\#| Run ActiveX controls and plug-ins
' ) Administrator approved I
| ) _Nieshls Y
< | m | »
*Takes effect after you restart Internet Explorer
Reset custom settings
Resetto: [ medium-high (default) v| [ Reset.. |

[ OK ][ Cancel ]

5. The following java security warnings may also pop up. In this case tick “Always
trust content from the publisher” and press Run for both cases.

Logoff Contact Us About | MR. IT UNIT (CGO0O01)

Certificate Management

Change Password

Edit User Registration
Balance Details
Change Account &
Add link to Company / ®
My linked Companies t( 5 &
Register Certificate

Free Services

Free Company Information
Holdings listed in Malta Stock Exchange —

Official Registry Forms

Online Filing Information Warning - Security @
Publications Pending Certificai| 2 & I
Published Files and Notices The application’s digital signature cannot be verified. 0

ROC Support Services Do you want to run the application?
Issuer Infor

Huows Resarvation Statns Name: com.computime.security.cert. dient.CertApplet
Company Registration Status
Annual Return Status Publisher: registry.mfsa.com.mt
Form K Status Subject Inforf|
Form Q Status
Form T Status

From: https://registry.mfsa.com.mt

Serial N||

ctve Regsterec] [pa) 1~

Search Involvements
Reserved Names Search The digital signature cannct be verified by a trusted source. Only

More Information...
run if you trust the origin of the application. lore Information.

Issuer Infor{|

Name Reservation —
Company Registration CN=Neville Agius, GIVENNAME=Neville, SURNAME=Agius, -
Annual Return SERIALNUMBER=913D3960CAE17ECBEOA1, OU=Terms of use at

Form K Subject Information: |hitp://repository.ca.gov.mt, OU=Class Non-Qualified

Form Q

Form T
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Logoff

[Accounts | Certificate Management

Change Password
Edit User Registration
Balance Details
Change Account

Add link to Company
My linked Companies
Register Certificate

Contact Us About MR, IT UNIT (CGO0O1)
- 5,
— = —
{ - ol Y
Warning - Security . I&

Free Services

Free Company Information
ngs listed in Malta Stock Exchange
al Registry Forms

Online Filing Information

Publications

Published Files and Notices

ROC Support Services

Name Reservation Status

Company Registration Status
Annual Return Status

Form K Status Ll
Form Q Status
Form T Status

Company Search

Search Involvements
Reserved Names Search

Online Filing

Name Reservation
Company Registration
Annual Return

Form K

Form Q

Form T

Issuer Information:

The application’s digital signature has an error. Do you
want to run the application?

Name: com.computime.security.cert.client.CertApplet
Publisher: Pheox

From: https: //registry.mfsa.com.mt

ways trust content from this publisher

The digital signature was generated with a trusted certificate but
has expired.

Cancel

More Information...

CN=Electronic Identity CA, OU=Class Non-Qualified, C=MT

CN=Neville Agius, GIVENNAME=Neville, SURNAME=Agius,
SERIALNUMBER=913D3960CAE17ECBEQA1, OU=Terms of use at

Subject Information: |hitp:/repository.ca.gov.mt, OU=Class Non-Qualified

6. The security warning shown below may also show. In this case press No to

continue.

Logoff

Change Password
Edit User Registration
Balance Details

Contact Us About

Accounts | Certificate Management

MR. IT UNIT (CGO0O1)

Change Account
Add link to Company

-
Warning - Security

My linked Companies
Register Certificate

Free Services

Free Company Information
Holdings listed in Malta Stock Exchange
Official Registry Forms

Online Filing Information

Publications
Published Files and Notices
ROC Support Services

Name Reservation Status

Company Registration Status

Java has discovered application components that could
indicate a security concern.

Name: com.computime.security.cert.client.CertApplet

Block potentially unsafe components from being run? (recommended)

More Information...

The application contzins both signed and unsigned code.
Contact the application vendor to ensure that it has not been tampered with,

\

Annual Return Status
Form K Status
Form Q Status
Form T Status

Subject Information:

7. A grid at the top of the page with all installed digital ids found on the pc should
be displayed. Select the digital id you want to register with the ROC Online
System, scroll down and press Submit and your certificate application will be
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submitted to the Registry of Companies for approval. Notifications by email will

be sent.

Certificate Management

Select Personal Certificate

lssued Ta

|ssued By

Expiration Date

Mr Test Test

Electronic Identity CA

03 June 2013
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Section 2.0 Registry of Companies Online System

Section 2.1 User Registration

e From the menu on the left hand side, select the option New User Registration.

New User Registration
Top Up Your Account

Free Company Name Check
Officially Published Registry Forms
New Online Services

Published Files

Publications

e Fill in all the required fields as requested.

Logon

New User Registration

New User Registration

Top Up Your Account

Free Company Name Check

*Title
+Surname
Officially Published Registry Forms #First Name
New Online Services

Company Name

*Address

*City /Locality

Postcode

“*Country

*E-Mail

*Telephone

Mobile

Fax Number
“+Nationality
*ID/Passport Number

*ID Document Type

Nationality of Identification Document

*Account Type required

*User Type

“Role

*Username

Contact Us About

MR. -
Bugeja

Christian

Massabiele
Pietru Felice Sir
SIGGIEW! -

SIGGIEW!

MALTA -
CBugeja@mfsa.com.mt

21441155

MALTESE -

0380787M

ID Card -

Maltese residents should enter their Maltese identification number here. Otherwise, please enter your passport number or

Driver's Licence and select the 1D Document Type.

Individual Account + Halp

Auditor/Accountant  * Help

Hormal User ¥ Help

If you intend to file documents electronically you should apply to be registered as an Authorised User.
If you intend to sign company documents only you should apply to be registered as a Signatory Only User.

Build Version 01

30

ROC User’s Manual — Users’ Guide | 08/10/2010

o




8. On clicking ‘Submit’, the Registration form is sent to the System Administrator
for approval/rejection. Notifications by email will be sent.

When you press the submit button you will receive an e-mail as a confirmation of your registration. Please ensure that the e-mail address you entered is correct.

[__submit _J__cancel

Section 2.1.1 User Role Types

Normal User
The Normal User role is available to those wishing to make searches on Maltese
companies, downloading of documents and reserve a company name.

Signatory Only User

The Signatory Only User role is available to company directors and /or secretaries
wishing to sign electronically documents related to their company/ies or being a
shareholder of new company which Memorandum and Articles is being created through
the system.

Authorised User

The Authorised User role is available to those wishing to create, sign electronically and
submit any of the available online forms or to create, submit and sign electronically a
Memorandum and Articles of Association on behalf of clients.
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Section 2.2 Company Links

For a user to be able to file any form to a company, one has to be linked to the
requested company. This can be done by doing the following steps:

1. From the menu on the left hand side, select the option Add link to Company.

Logoff Contact Us About MR. IT UNIT (CH

Latest

Change Password

Build Version 01

Edit U Registrati
ser Registration W £ ocistry of Companies offices - August opening hours

Balance Details

Change Account

Add link to Company W yindly note that ROC related services such as the Free Basic Company Information. Holdings listed in MSE. and Publications can =l be found by clicking the aption
_ ROC Support Services from the menu on the |sft.

My linked Companies

Register Certificate

Public |
Free Company Name Check
Officially Published Registry Forms
New Online Services

Published Files

Publications

i —— MFSA

Company Registration Status

Annual Return Status MALTA FINANCIAL SERVICES AUTHORITY

Form K Status

Form Q) Status - -
Form T Status Registry of Companies

Other Forms Status MALTA
earches On-line System

Company Search

Notices To The Public

»» A Guide to the Registration of Companiss

*r Other Motices to the Public

* Registry of Companies Fees

This Web Application is best viewed using Internet Explorer 6.0 or higher at a resolution of 1024 x 768.

Search Involvements

Reserved Names Search

Online Filing

Name Reservation

Welcome MR. IT UNIT

Disclaimer, Copyright & Privacy Policy

Company Registration

Annual Return

If you encounter any difficulties while using the ROC Online System please advise us accordingly on rocsupport@mfss.com.mt indicsting name and surname together
vith your username.

Other Forms
hawe your say!

Documents Signin

2. Select the installed certificate

Logoff Contact Us About MR. IT UNIT (C

STEP 1 - Certificate Verification

Build Version 01

Change Password
Edit User Registration
Balance Deta

Certificate Verification

Issued To | Issued By | Expiration Date
Neville Agius |Electronic 1dentity cA |03 June z013

Change Account

Add link to Company

My linked Companies

Register Certificate
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3. Enter registration number of the company to be linked with, and click Search.

Logoff Contact Us About MR. IT UNIT (CGO01) Build Version 01

STEP 2 - Search and Link To Companies

Change Password

Edit User Registration

Balance Details Registration No. |C 12345 [ Search |
Change Account

Add link to Company

My linked Companies

Register Certificate

Next > Cancel

Free Company Name Check

D SN e L pRe ey e Please note the following regarding the use of buttons:
New Online Services

Published Files 1. Search

Pubbcations O By pressing the Search button, you will add the current selection to your application and search for a new company.

To delete a current company sel from your lication search for the company and unselect all options. Then

_ search for another company or alternatively use the next button.
2. Hext

Name Reservation Status o Press the Next button to save your current selection and view your company link application.
Company Registration Status

4. A summary on the searched company is displayed. Tick the options as indicated
below (depends on how you would like to be linked with the company) and click
Next.

Registration No. C 12345 m

Company Det

Registration No. ©C 12345

Company Name T F K HOMES LTD

Registered Office 57B, NAXXAR ROAD

City/ Locality ATTARD

Country MALTA

I hereby apply for authorisation to create and submit documents for this company

and I confirm that I have been duly authorised to act accordingly

Invo £ ¥ on to sign fo S company

Authorised Signatory

Diractor of an involved Body Corporate
External Signatory

Fledgee

Fledgor

OOoOoOoOo®E

Spacial Attorney

Next = Cancel

5. On submission, the application will be sent to the ROC for approval/rejection.

(Company (C 12345) - T F K HOMES LTD
I hereby apply for authorisation to create and submit documents for this company

and I confirm that I have been duly authorised to act accordingly

I want permission to sign for this company f

Signatory Only Roles

Authorised Signatory

[ <Back _J _ submit ]| Cancel ]
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