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Notes on working with this manual

Preface

Notes on working with this manual

This manual is divided into sections that correspond to the NetMan software mod-
ules.

The following two symbols indicate passages that are of particular interest: Notes
containing particularly important information are marked with an exclamation point
as follows:

We strongly recommend reading the first four chapters of Part 1 before
& you install the software, or at least during the installation procedure.

Tips contain additional information and suggestions for easier or more effective use
of NetMan software:

" An online version of the NetMan manual (PDF file) is included on the
ol installation CD-ROM. Open this file with the Acrobat Reader from Ado-
be to search the entire manual for specific terms.

For NetMan-specific definitions of the terms used in this manual, please refer to the
NetMan Glossary in the appendix.

The NetMan manual was written with first-time users in mind; it provides an intro-
duction to the basic concepts and operating design of NetMan. A complete list of
NetMan commands and detailed descriptions of the program functions can be found
in the on-line Help.

The first part of the manual describes the Base Module.

Subsequent sections describe the following modules:

* Installer

«  Terminal Server

* Language

e HTML View

The sections all following a similar pattern:

*  The “Introduction” describes the module and its performance features
*  The basic configuration of the program is detailed

»  The first steps for using the software are explained

»  Practical examples and the underlying concepts are presented



H+H NetMan Manual - Book 1

NetMan can be used in conjunction with Virtual CD, another product from H+H. The
NetMan manual describes only the interface, and does not include details on the
Virtual CD program.

Because the HAN (Hidden Automatic Navigator) and ProGuard modules are availa-
ble separately, each comes with a separate manual. The NetMan manual describes
only the interface to HAN.

Notes for Test Users

If you do not register it right away, you can use NetMan in demo mode for up to 30
days. In demo mode, the performance range is considerably limited. Every time
you run the program, a message window opens indicating that NetMan is in demo
mode.

To test a fully functional NetMan version, you can obtain a license code for tempo-
rary registration from your software vendor.

Copyright Notices

The NetMan software, trademark and all associated documentation are protected
by copyright owned by H+H Software GmbH. In the USA, Microsoft and Windows
are registered trademarks of Microsoft Corporation. The product names mentioned
in this manual are used for identification purposes only and may be protected by
copyrights owned by the respective companies.

Prerequisites for Working with NetMan

To get the most out of this manual, you need to have a good working knowledge of
the following:

» Installing computers and connecting them to a network

»  Administration of the computer operating systems used within in the network
*  Administration of the network operating system

» Installation and operation of the applications to be managed by NetMan

»  Browser processing of documents from the World Wide Web or the intranet (to
manage these types of resources using NetMan)

The NetMan manual does not include details on any of these operations.
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Support

You can use the NetMan Download Wizard at any time to obtain information about
patches and, if desired, to download these from the H+H Download Server at www.
hh-software.com/netman. A comprehensive knowledge base is also available,
with additional information as well as tips and tricks for using the software.

You can contact your software dealer for help with your support questions.
You can send questions about NetMan software to the following e-mail address:

nmsupport@hh-software.com

Before you contact the support team...

Before you contact your software vendor, please read the relevant sections of the
manual and refer to the on-line Help in the NetMan program; if you are not sure
where to look, check the indexes.

If you still have not found an answer, please provide the following information when
you send us your question, or have it on hand when you call your software vendor:

*  NetMan module and version number

*  NetMan serial number

*  Network operating system and version number

»  Text of any error messages and any relevant NetMan event log entries

*  The steps required to reproduce the problem

Ideas and Suggestions

We are always happy to hear your ideas, comments, and suggestions for improve-
ment. Please send them to:

H+H Software GmbH

Attn. ,NetMan*“ Product Manager
Maschmuehlenweg 8-10

37073 Goettingen

Germany

Phone: +49 (0)551/522 080
Fax: +49 (0)551 / 522 08 25

Or send e-mail with ,NetMan*“ as the subject to:

nmsupport@hh-software.com
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Introduction

Introduction

Contents of This Manual

This chapter provides an overview of the NetMan software, including performance
features, system requirements and basic components.

*  This chapter “Introduction,” gives an overview of basic NetMan performance
features and details on the system requirements.

*  “Installing NetMan” describes the steps required to install the NetMan system.

e “System Structure” describes how to configure and use the NetMan server
components for administration of NetMan and the client components as a user
interface.

*  “Global NetMan Configurations” introduces NetMan’s administrative programs
and describes how to configure NetMan. The basic configuration options are
explained to help you find the optimum NetMan setup for your network require-
ments and personal preferences.

*  “Integrating Applications and Hyperlinks” tells you how you can use NetMan
to provide access to applications for your network clients, and describes the
properties you can assign using NetMan, including licensing, event logging,
access rights, and much more.

*  “Resources: User and Station Administration” explains NetMan’s internal defi-
nitions of groups and profiles and describes how you can use these concepts to
configure group-specific and station-specific presentations of centrally defined
applications.

»  “Statistical Analysis” acquaints you with NetMan’s basic statistical evaluation
functions.

*  “The NetMan Internet Filter” describes how you can use this filter capability to
control client access to HTML documents in intranets or the Internet.

*  “NetMan Utility Programs” describes the use of the helper programs that come
with your NetMan installation.

NetMan: The Basics

The central task of network administration is to provide access to information and
applications for network users. NetMan is network management software for effi-
cient, centralized administration of information and applications in a network, wheth-
er LAN, intranet or the Internet, that lets you configure an inviting, easy-to-use ac-
cess point for your users.

The term resources as used in the following refers to information and applications,
and can include Windows-based applications, programs, and documents, as well
as HTML-based information sources such as e-journals and on-line databases. Net-
Man integrates all these different types of resources into a uniform user interface,
on your choice of a Windows platform or an HTML-based platform.
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Integration of diverse resources is made possible by NetMan’s dual framework de-
sign, consisting of:

» the Application Framework (for management of Windows applications) and

+ the HTML Framework (for management of HTML-based information sources
in the intranet or Internet).

H+H NetMan 3.7

Tem'nlnal Server Modulew
@ g Installer Module ] E _ E HTML-View Module ‘

Base Module

The variety of resources all have the following performance features in common
when integrated by NetMan into a uniform management system:

»  Central definition of resources in NetMan databases

»  Central allocation of resources to NetMan users, user groups, stations, station
groups, IP address ranges; host names, and network groups

»  Clearly structured presentation of your resources using familiar Windows oper-
ating system components such as browser, Start menu and desktop

*  Automatic documentation of user and station access

NetMan can show your centrally managed resources on every desktop, and en-
ables central configuration and update of the resources on individual worksta-
tions—whether on the desktop, in the Start menu or in the user’s list of browser
“favorites.”

Providing resources to your users can be made uniform, because NetMan lets you
choose whether resources are accessed over

* aURL,or
* a Windows program.
These options are illustrated in the following two examples:

*  Your users access your central information services in their browsers: NetMan
makes it easy to link as many Windows applications as you like in a browser-
compatible presentation, because it automatically assigns a URL to each ap-
plication that you specify in your NetMan databases.
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*  Your users work in a Windows environment: You can add links to your choice of
intranet or Internet resources in the form of Windows desktop shortcuts.

Thanks to its modular structure, you also have the choice of using NetMan exclu-
sively as either

» application management software or
* an Internet resource manager

You can define profiles for NetMan users and NetMan stations; for example, to al-
locate explicit system configurations and permit access to specified resources for
certain users or stations.

Permissions to use certain information sources can be made dependent on a vari-
ety of conditions, which can be combined as desired. Here are just a few examples
of the conditions you can choose from: the existence of certain entries in INI files or
the Windows Registry; range of host names or IP addresses; workstation operating
system, and more.

Central services inform you at a glance on the availability of licenses and keep you
abreast of station activity.

You can integrate other modules for additional capabilities in your NetMan system.
This scalability secures your investment and lets you keep your options open for
future changes. Aside from the Language Module, which lets you integrate different
languages in your user interfaces, the additional modules are made for either the
Application Framework or the HTML Framework, both of which are described in
detail in the following pages.

Application Framework: for Application Management

NetMan expands your programs by adding new properties. Read on for an explana-
tion of just what this means for your network:

The program properties that your operating system offers for a Windows shortcut
are:

e program call

* working directory

« icon

*  program window state on start-up (maximized, minimized, normal)

With NetMan, not only can you define these properties centrally; you can also define
additional properties for a program, thus greatly expanding your range of possibili-
ties:

»  Specify whether the program runs on the client machine or a terminal server.

»  Define the maximum number of parallel users permitted for applications.
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*  Create detailed records of application use, sorted by user and station; this data
can also form the basis of easy-to-read tables and graphs generated with Net-
Man’s powerful statistical evaluation tools.

»  Assign ‘execute’ privileges for NetMan users (independent of complex file and
directory privileges configured at the network level).

*  Assign ‘execute’ privileges for NetWare NDS groups, as well as local and glo-
bal NT and LDAP groups.

»  Configure licensed applications to close automatically—and release the li-
cense—if they are left unused for a certain period of time.

»  Provide information about individual application in HTML format for your us-
ers.

+ Define whether multiple parallel instances of an application are allowed on a
single client machine.

»  Define mutually blocked applications (i.e., application “B” cannot be launched
on a given client machine while application “A” is running on that station).

»  Activate or deactivate applications or groups of applications, with a customized
message to the user (such as, “This application is undergoing an update at the
moment. Please try again later”).

The above list describes the expanded program properties that NetMan lets you
assign. In addition to all these features, NetMan gives you, as administrator, deeper
layers of functionality for each application, involving far more than just a program
call:

NetMan shifts the focus from the simple program call to the level of overall manage-
ment of applications in the network.

With NetMan, each program call—e.g., “Encarta.exe”—is a single action within an
application definition that can be quite elaborate. To call the Encarta program under
NetMan, you would define a NetMan configuration (called “Encarta,” for example)
which can include a number of other actions in addition to the program call. This
sequence of actions is then executed when a user activates the Encarta shortcut or
link. Here is an example of the functions (i.e., actions) that a NetMan configuration
can perform:

*  Map a network drive for the application
»  Provide the required resources (for example, by mapping the Encarta CD)
+  Call the program

*  When the program is closed: Undo drive connections that were mapped by the
preceding action(s).

This example includes only a few of the many NetMan actions at your disposal.
Other actions cover broad range of functions, from password prompts to running
other programs or scripts before or after the activated program. And the execution of
any given action can be made dependent on any of a variety of conditions, defined
in the form of ‘execute’ privileges.
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Furthermore, you can define action return values which are stored in variables; for
example, to integrate user input in the processing of a NetMan configuration. Net-
Man’s own interface to the Windows Script Host lets you combine the many options
available in NetMan with scripts you write yourself.

The following modules are also available for use in application management:

The NetMan Installer monitors the local workstation during application setup;
changes made by the Setup program at the file level or in the Windows Registry are
documented and can be written up in the form of scripts. You can insert these In-
staller scripts in NetMan configurations to distribute application components where
and when you need them in the network.

The Terminal Server Module lets you control access to NetMan configurations with-
in Microsoft Terminal Server (or Citrix MetaFrame) sessions. This module gives
you capabilities for platform-independent access to your Windows applications; for
example, from Unix, Macintosh, or thin-client terminals.

The Terminal Server Module expands the Microsoft Terminal Server with the follow-
ing additional features:

*  Anonymous users for Microsoft Terminal Server
*  Published applications
*  Load balancing

* NetMan RDP Web client with extended functions, such as support for seamless
windows.

HTML Framework: NetMan Software for Management of Internet
Resources

Your network resources, whether in the intranet or Internet, can be accessed in the
usual manner with the Microsoft Internet Explorer. The NetMan Internet Filter gives
you control over access to network resources by restricting the navigation options
available to your users. You can define permitted and excluded links to ensure that
users can access only the network resources you want them to use. You also have
the option of preventing Internet access entirely, or of allowing unrestricted access
to the Internet.

In conjunction with the Terminal Server Module, you can control Windows applica-
tions over the network that are launched from browser windows.

The HTML View Module, on the other hand, lets you create dynamic HTML pages.
HTML View analyzes the privileges granted to users and stations, and presents
only the permitted resources as defined for the particular client. It also implements
licensing controls for the requested resources and can react to inquiries based on a
client’'s browser type, operating system, host name or IP address.

HAN, the Hidden Automatic Navigator from H+H, can be integrated quickly and eas-
ily in your NetMan system and enables fully automatic access to Internet resources
in accordance with your settings. “Fully automatic” in this context means users do
not need to log in to access the desired resource, because authentication is handled

1"
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in the background by HAN. Access can be permitted, for example, even when the
client’s IP address does not fall within the IP address range of the institution at which
he or she works.

NetMan Licensing and Registration

NetMan does not offer all of the features described here until you register your
license. For details on how to register, please see “Registering NetMan” in the chap-
ter entitled “Installing NetMan.” You can have a full version—including the modules
you need—licensed for testing purposes before you purchase NetMan.

NetMan offers two different schemes for client licensing:

»  With the Concurrent Use scheme, user rights are assigned for simultaneous
parallel use of the NetMan Client.

»  With the Per Seat scheme, licenses are assigned by workstation and are valid
for up to 40 days.

New Features

Readers who are familiar with an earlier NetMan version (such as NetMan 3.x, Net-
Man XP or NetMan 2.0) will want to check the following chapters for descriptions of
the new features in this version:

* Installing NetMan

»  System Structure

*  NetMan Settings

*  NetMan Internet Filter

Fundamental improvements over previous versions include the following:

e Support for Windows Server 2008: Version 3.7 is the first NetMan version to
support the new Microsoft Windows Server 2008 operating system.

* New licensing scheme: NetMan has always offered both Concurrent use
und Per seat licensing. The option of using both within a single NetMan system
is new in v3.7.

e Universal printer driver: The universal PDF printer driver is now a regular
feature in NetMan and no longer requires separate licensing. Practical new
functions have been added for printer management.

*  Content redirection: This function lets you link applications on the terminal
server to file name extensions, so that double-clicking on a file causes it to
open on the server with the application you have specified.

*  Session sharing: The new session sharing function in NetMan helps conserve
network resources by letting users run more than one application in a session.

* Internet filter: The NetMan Explorer Filter that was integrated in earlier ver-
sions has been replaced in v3.7 by a new Internet filter function. The new ver-
sion is not integrated in the MS Internet Explorer; rather, it is loaded with the
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Desktop Client. This enables global filtering of all Internet access attempts from
a single client station.

New Web frontend: NetMan 3.7 has a new and improved Web interface in ad-
dition to the interface provided in previous versions. The new frontend is mod-
eled on the Windows Explorer, to provide intuitive operation for your NetMan
applications. Data is loaded on request only, which conserves resources.

Java RDP Web client: The NetMan Java client enables platform-independent
client integration. The new Java client provides access to your terminal server
applications for your Linux, Unix and Mac OS clients. This makes the NetMan
Java Web client a direct alternative to the Citrix Java Web client.

SSL gateway: This is an additional software component installed on a sepa-
rate Windows server. The SSL gateway provides a secure tunnel for terminal
server access over the Internet.

13
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Installing NetMan

Installing NetMan

System Requirements

NetMan has to be installed on the console of a Windows server (Windows 2000 or
later).

The NetMan program requires approximately 100 MB of space on the hard drive.
Additional space will be required for data in the NetMan databases, which will in-
crease in size as the program is used.

" If you use NetMan with only one terminal server, we recommend in-

£l stalling NetMan on that server. If the applications managed by NetMan

will be accessed over the LAN or if you have multiple terminal servers

that will be using NetMan, we recommend installing the central NetMan
software package on a Windows file server.

The NetMan client components for running the NetMan Desktop Client software,
run on Windows 2000, Windows XP or Windows VISTA. NetMan also requires Mi-
crosoft Internet Explorer version 6.0 or later. On administrative stations, we recom-
mend generous proportions for both RAM (512 MB) and monitor (19 inches).

Installing NetMan Server Components

After you insert the NetMan CD, you are prompted to select a language. The subse-
quent dialog offers you the following three choices:

* Install NetMan
*  Open the PDF of the NetMan manual
*  Open the Readme file

E@ NetMan 3.7

HHNetMan 3.7

2 Install "*"NetMan

3 "WHNetMan Manual
As u PDF fila

2 Read Me

& 1998-2008 H+H Software GmbH. All rights reserved.

We recommend checking the Readme file before you run the setup
program to install NetMan, as it may contain information that is newer
than the information in this manual.

(=]

15
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The installation CD also contains the latest version of the Acrobat Reader, required
for reading the PDF documentation.

With version 3.7, it is no longer necessary to install the Apache Web
e server separately. Instead, NetMan installs its NetMan Web server,
which is based on the Apache Web server.

An example of a NetMan installation is illustrated in the following, with details on all
available options.

The first step is to select the language in which the installation program runs. After
you have accepted the terms of the license agreement, you are prompted to choose
a folder for the NetMan installation:

MNetMan 3 - Installshield Wizard [ ]
Choose Destination Location Q
Select folder where setup will inztall files. r

G Inztall Mettd an 3 to:
C:\Metkdan3 LChange... |

Both the NetMan installation folder specified here and the NetMan Web services
folder have to be shared, for administrative purposes. The default share names as-
signed by the setup program are:

. NetMan and
*  HHWebPath

With the default settings, user access in these shares is not restricted.

MNetMan 3 - Installshield Wizard [ ]
Share name for NetMan Q
Flease enter a name for the Nethan share =

Flease enter a name for the Nethan share. This is the name under which the Nethdan
installation directory will be shared by the Mettdan setup. Pleaze adapt the user privileges for
thiz share to your requirements.

Methan share: © |Methand

This is why the dialog makes the recommendation: "Please adapt the user privi-
leges for this share to your requirements." These paths are shared only to permit

16
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administrators to access NetMan databases from any workstation. With this in mind,
access rights in these shares are required only for administrator accounts.

You can configure access privileges in directories and files after instal-

s lation by setting NTFS privileges, rather than sharing the directories.
For these directories and files, administrators require full privileges and
users require none.

The complete path name to the NetMan program folder is referred to as
the “NetMan home directory” in the following. The setup program stores
this path in the NMHome NetMan variable; thus this share can be ad-
dressed using %NMHome%.

(el .

The next step is to enter data for your program registration.

The serial number, which you will need again later to register your Net-
= Man installation, is included in the bill of delivery and printed on adhe-
sive labels on the CD and on the cover of the manual.

MNetMan 3 - Installshield Wizard [ ]
Reagistration data Q
Please enter your name, vour company name and your product serial number. = D
Uszer name : |H+H
Company name : |H+H
Serial number ¢ Wm0
IrztallShield
< Back | Tewt > I Cancel

17
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NetMan's administrative programs are installed in English and German. If you would
like to offer a choice of languages for network users as well, you need the Language
Module. If you have not purchased the Language Module, you need to select one of
the languages offered here for your users:

MNetMan 3 - Installshield Wizard [ ]
Select language Q
Fleaze zelect the language for the Metbdan programs. =

<~

@y Geman

B English/French

IrztallShield

< Back | Mest » I Cancel |

Station monitoring, for license control and runtime recording, and the provision of
information to clients concerning available resources are performed automatically
by an NT service that is installed during setup.

MNetMan 3 - Installshield Wizard [ ]
MetMan Server configuration Q
Methan service information =

Enter the IP addresz or host name of the Mettan server and the ports used by Methdan
programs for communication.

Mettdan host name : |MYTSSEHVEH

Mettdan service port : Iggm

Methkdan loader port : |92DD
IrztallShield

Cancel

The following data is required here:

*  NetMan host name: Host name or IP address of the computer on which Net-
Man is installed.

18
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* NetMan service port: Port used for exchange of data between NetMan Desk-
top Client and the NetMan service.

e NetMan loader port: Port used for downloading Desktop Client data from the
server.

As a rule, the default settings can be used. Make sure the ports speci-
fied here are available on any routers along the data path.

[s] 8

You can change these settings later in the Windows Control Panel.

Service Configuration |Qb0ut |

Fleaze enter the hast name or |P address of the server and specify ports for
Metkdan program communications.

IP address/host name

Metkdan service port : |92D1
Methdan file Joader port : |92DD
Mumber of thiead : | [l
umber of threads . |18 =

()3 I Cancel |

With the default settings, the NetMan service uses the system account. This ac-
count has to have full privileges in the NetMan installation directory. If NetMan was
not installed in the system partition of the NT server, you might need to change the
settings for the system account privileges.

Once you have entered the data for the NetMan Service, the next step is to specify
the ports for the NetMan Web server.

MNetMan 3 - Installshield Wizard [ ]
MetMan Webserver configuration Q

Configure the Meth an ‘Webserver = I

Please specify the IP address[es] to which you wish to bind the web server. The web server
provides one port for HTTP and one for HTTPS. Pleasze change the HTTPS port only if
abzolutely necessary.

HTTF part : IBD
HTTPS port : |443
IP address ; IAII j

Please keep in mind that if you already have an Apache Web server
8 installed on the same server, port 80 is already in use and you need to
select a different port for HTTP communication.

-

19
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You can change these settings later in the NetMan Web Server Settings program,
in the Windows Control Panel.

NetMan Web Server Settings E

Servicel Certificates  Configuration |Ab0ut I

Fleaze enter the IP address(es] for Mettan web server binding and specify ports
far Nethdan web server connections.

Bound to [P address(es) : Im -

Ll

Fart for HTTP : ISD
Fart for HTTPS : |443
: |444
(] I

Part for Methdan [nternet filter

Cancel |

Once the NetMan service has been installed, the installation of server components
is basically complete.

NetMan 3 - InstallShield Wizard

F -7

; t’l InstallShield Wizard Complete
‘ l) The InzstallShield Wizard has successfully installed Methdan 3.
Click Finish ta exit the wizard.
Wy IN v )

JEENEED &

a
¥ | want to start a Nethan Client sstup.

! |

| |

, 't_

< Back | Finizh I Cancel |

If you wish to administer the program on the server console or in a remote session,
you need to install the NetMan Desktop Client on this machine as well.

" Because the above is usually the desired method, we recommend in-
ol stalling NetMan Desktop Client once the server installation is finished.

20
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Installing NetMan Desktop Client

Following the server installation, the setup program for NetMan Desktop Client is
in the %NMHome%\Config\Client\Setup directory. To let users run the client setup
themselves, simply share this directory to make the program accessible. To set up
the clients yourself, click NetMan Desktop Client Distributor. For details, see “Dis-
tributing NetMan Desktop Client in the Network.”

& C:yNetMan3',Config' Client
File Edit ‘iew Favorites Tools Help | |','
Y Back ~ £ - 5 | - Search Folders | & B X ) | [~
Address [ C:ifietMandiConfigiClient | EBeo
Mame I Size I Type = I Date Madified
ChData [ 14 adnng e
) Instscpt Setup Properties B E
Chnm3 General  Sharing |Secu|ity| Customize'
I WMFilker
I MT i Y'ou can share this folder with other ugers on wour
{3 Setup tl,g network. To enable sharing for this folder, click Share this
folder.
@StartMenL

|| s ome Do ot share this folder
StartMen. e

=] svs1coms . t -
=
l:‘_!_' _NMDESK, Share name: I etup
l:"'.’v HHEmw cfg LCommet: I
l?_’, nmhttp.cfi
o

3 nmsace.of User lirit: @ Maximum allowed

" Allow this number of users: =1
= =
Tao et permissions for ugers who access this Pearmissions |
folder over the network, click Permissions. —
To configure settings for offing access, click Caching |
Caching.
MNew Share |

The settings configured in the first NetMan Desktop Client installation are the de-
faults for subsequent installations. If you change any of the installation options, the
following message is shown:

Question E

\?/ Do you wank ko use these NetMan Deskbop Client settings as the defaults for your Client Setups?

An account with administrator rights must be used to install the Desktop Client.

Once the client has been installed, it will be updated automatically any time a newer
version is installed centrally.

If you call the NetMan Desktop Client setup program on a terminal
server, you also have the option of installing the universal PDF printer
driver. With this driver you can have data sent to a PDF file rather than a
printer. NetMan automatically passes the PDF files to the client, wheth-
er they can be opened by Acrobat Reader for reading and printing.

T
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Registering NetMan

The NetMan license you have purchased must be registered before you can use
the full version and any modules you have acquired. Before it is registered, NetMan
runs in demo mode and the following message is displayed every time NetMan
launches an application:

MNetMan Desktop Client [ ]

i H+H MetMan is running as a dema version,
-, To run the Full version, please register wour MetMan program,

The NetMan modules, licensing scheme and number of licenses are all
defined when you order the software and have to be registered once
the software is installed.

(=]

To register NetMan, run the Registration Wizard from the Toolbox (Wizards/Regis-
tration Wizard) or from the Start menu on the server console, under Programs/H+H
NetMan/H+H Registration Wizard.

Call your software vendor to obtain a license code.
The following information is required for registration:
»  The registration data entered during installation (name, company)

*  Your NetMan serial number (printed on the bill of delivery as well as on adhe-
sive labels affixed to the NetMan CD and the cover of the user’s manual)

*  The ID number (from codification of the above data)

The Registration Wizard loads these three items of data automatically:

H-+H - Registration Wizard: Enter License Code

License code &
Flease enter the license code and click Mext to continue. LS
==
License code : ||
Cormpany 5 IACME Co.
Mame ; IJohn . Public
Sernial number : I[NetMan zerial number]

Identification no. : I

Previous license code ¢ I

Import license data J

Enter the license code in the field indicated. Following the next system reboot, the
NetMan Service and NetMan Desktop Client will use the license as registered.
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The next window shows the edition, modules and number of licenses purchased.
Check the data again before finalizing the registration.

1 NetMan Client Tray - Version 3.6.0.1049
iy H+H MetMan is registered For John Q. Public
ACME Co,
4 ': { 7y MetMan status information &
¥ 'l 47% NetMan Enterprise
= % MetMan server installation version: 3.7.0.8
{ ') ’{;": MetMan Desktop Client version: 3.7.0.9
s ADMINISTRATOR
TR - G - MYTSSERVER
¥ llﬂ..{\‘-lz‘iiﬂt'-lt 3' i Temporary licensing good until 31,10,2008
% [MetMan serial number]
> N % Access for 100 skations - Concurrent
;I % Access for 20 stations - Per Seat
v > % Training Madule
3 4 ¥ Language Module
o T p ¥ 575 Terminal Server Module 1=
% Installation Module
. B v i -
w

Rather than entering a licensing code, you can load licensing data from another di-
rectory. To import licenses, click on the "Browse" button ("...") next to Import license
data and import the NMCfg.dat file.

T

In NetMan version 3.7, client licenses for NetMan can no longer be
used to register the HAN and ProGuard modules from earlier NetMan

versions. HAN and ProGuard are now available as separate programs.
If you wish to use a HAN or ProGuard module from an earlier NetMan
version, you need to obtain separate licensing codes for each module.

" You can license NetMan temporarily for test purposes. The optional
o modules can be licensed temporarily as well. Once the licensed test
phase has elapsed, NetMan returns to its previous licensing status.
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System Structure

System Structure

Overview

As mentioned in the previous chapter, NetMan has two main elements:
»  Server software

*  Client installations

Before we go into detail about these two areas, please refer to the following diagram
for an overview of program functions and the interactions between the various Net-
Man components.

Terminal server 3
. Load

balancing
Terminal server 1

Ticket check

Application launch

Terminal server 2

This diagram shows the processes triggered when a NetMan application is
launched.

The user calls an application that has been configured to open for this
user in a terminal server session. This call causes NetMan Client to
send a session request to the NetMan server.

Depending on the settings in this configuration file, a session request is

@ The server returns a configuration file to NetMan Client.
@ sent to the terminal server on which the application is installed.

25



H+H NetMan Manual - Book 1

The terminal server sends the ticket supplied in the configuration file to
the NetMan server for validation.

O,
O,

If load balancing is used, the application runs on the terminal server that has the
most capacity available at that time. Capacity in this case is determined from the
numbers of sessions active on the terminal servers.

If the ticket is valid, the application is launched on the client.

Server Software

NetMan Databases

NetMan databases and configuration files for the server components are stored on
the file server or terminal server on which NetMan is installed. These databases
contain the following information:

»  Users, user groups and user profiles

»  Stations, station groups and station profiles

* Installed applications and configurations

*  Local and global variables

+  Permissions and authentication services (directory services)

* NetMan internal action sequences and external scripts (Windows Script Host

supported)

This data is required for the proper functioning of NetMan. We recom-
o mend making backup tapes of the NetMan share at regular intervals. All
configuration data is stored in this directory and its subdirectories.

NetMan Service

The NetMan Service is an NT service that carries out the main tasks for all NetMan
Desktop clients. When a NetMan Desktop client is started, it connects to the Net-
Man Service over TCP/IP and exchanges data with this service.

File Action Wiew Help
- | EFRR @) n 1w
@ Services (Local)

Name  / | Description | Status | Startup Type [ logonms [ =]

Met Logon
%Netl‘ﬂan Client Service

Aan Sel 1]

Mairkains a secure ch...
Assembling the hetMa...
[etlMan 0

Started
Started

Manual
Automatic

Automatic

Local System
Local System

%Netl‘ﬂan User Service Starked Aukomatic Local System

%Netl‘ﬂan webserver  ApachefZz.0.61 (Win3...  Starked Aukomatic Local Syskem

%NetMeeting Femot... Enables an authorized. .. Disabled Local System

%Network Connections  Manages objects inth...  Starked Manual Local Syskem LI
Extended >\ Standard
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The NetMan Desktop client provides the following data:
«  Station name

+  Username

»  Details on application data logging functions

The NetMan service provides the following:

»  Desktop, in accordance with user privileges

» Information required for launching applications

*  Information on application licensing

System Structure

During communication between NetMan service and client, XML structures and
configuration files are exchanged over TCP/IP using ports 9201 and 9200. The
ports are specified during setup and can be changed on the server in the Control

Panel.
T =
Eile Edit ‘iew Favorites Tools Help ‘ :,'
QBack » 3~ & | O ssarch [ Foders | [~
Address I[} Control Panel j Go
b
Service  Configuration |about |
Please enter the host name or |P address of the server and specity ports far
Nethan program communications.
IP address/host name [sERVERI
Nethan service part o920
Nethan file |oader port © (9200
Number of thieads s =
Cancel -
MetMan Service
NetMan User Service
3%
pis ey, | Methan Web Server
@ =
NetMan Service canfiguration [ | 7
i If you have a lot of network traffic, you might wish to increase the number
5 of threads so NetMan can better scale the load. The default value is 16

threads, enough for about 300 simultaneous NetMan Desktop clients.
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On the Service page of this settings program, you can start and stop the NetMan
service. Click on the Performance button to view a log file with details on server
traffic.

Service I Conliguratinnl About I
Methd an zervice status: Log files:
20 ] Start | Perfarmance lag |
a3
L ‘0 Stop Reset data |
Stop and start | Delete lag |
oK | Cancel |
If you change the port settings, make sure the values in NetMan Desk-
5 top Client are adapted accordingly:
Configuration I Dialup VPN | Settmgsl About I
Enter TCP/IF data for Methtan Desktop Client
Mettdan service name ISEHVE 3]
Metkdan service port : I 9201
Mettdan file loader port ] I 9200
Mettdan Desktop Client service port : I 9202

NetMan Web Server

The NetMan Web Server connects the two main elements of NetMan. In addition to
providing a web interface, this component also contains the NetMan web services.
NetMan uses web services to serve user sessions both over the web interface and
in the NetMan Desktop. The web service also provides configuration data for RDP
sessions and ICA sessions, and defines the following session properties:

»  Session color depth

+  Session resolution

*  Seamless Windows mode
*  Sound settings

»  Allocated client drives

*  Allocated client printers

The NetMan web service also implements load balancing for RDP sessions. All data
for the session request is provided by this service over HTTP or HTTPS. For more
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information on the NetMan web services, refer to part Il of the NetMan manual,
“HTML View Module.”

To open the NetMan web server settings, open the Windows Control Panel and se-
lect NetMan Web Server. On the configuration page, you can define ports for HTTP
and HTTPS as well as which IP addresses the server listens on.

NetMan Web Server Settings ﬂ

Selvicel Cerificates  Configuration IAhnuI I

Flease enter the |P address(es] for Mettan web server binding and specify ports

far Methdan web server connections.

Bound to [P addiess(es) Im j

Port for HTTP : ISU

Port for HTTPS 443

Part for MetMan Intemet filker - 444

The port specified under Port for NetMan Internet filter is used by Net-
Man’s Internet filter component to block access to certain pages. For

more detailed information, please see the chapter entitled “NetMan In-
ternet Filter.”

(e

On the Service page of this settings program, you can start and stop the NetMan

service. Click on “Error log” to view a log of errors, or “Access log” to view a log of
server traffic.

NetMan Web Server Settings ﬂ
Service I EErIilicalEsI Ennfiguralinnl About I
‘web server status: Log files:
' X/ Skart | Enror log |
L Stop Access log |
Stop and start | Delete log |
Ok Cancel

The NetMan Web Server provides content and services both over HTTP and HT-
TPS. Data transfer over HTTPS requires a valid certificate.
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With the default settings, the web server is operated with a self-signed certificate
issued for a server called DO_NOT_TRUST.

Service Certificates I Configuration I About |

File: Manage certificates |
lszued far : DO_MOT_TRUST

Field | value |
Wergion 1 [0=01

Sedial number [Fec11:89:38:7E72:27

Signature algorithm  mdFw/ithRSAEncwption

lssuer C=DE, CN=DO_NOT_TRUST

Walid from Jun 19 14:41:45 2007 GMT

W alid until Jun 18 14:41:45 2011 GMT

&pplicant C=DE, CN=DO_NOT_TRUST

Public: key reak noryplion

Fingerprint algorithm SHAT

Fingerprint 1F:93:08:60:25:F4 41 BB:B5. 9815 E3E3BCE394.22.8F. D5FE

cnee_|

We recommend replacing this certificate with one of your own. You can use either
of the following:

+  Self-signed certificate
»  Official certificate (issued by a certification authority)

The next two sections describe the integration of certificates in more detail.

Certificates for NetMan Webserver

Creating a Self-Signed Certificate

Open the Certificates page of your NetMan Web Server settings and click on the
Manage cetrtificates button to open the wizard for managing certificates.

MetMan Server Certificate E
Manage server certificates lﬂ
For secure connections between NetMan and a web browser over 551, you need a server 'E
certificate. You can either createfrequest a new server certificate or import a server certificate.

Task

* Create o request a new server certificate |

‘o Import a server certificate

Select the Create or request a new server certificate task and click on Next. Enter
data in the Create new server cetrtificate dialog as required:

*  FQDN of the server: Enter the fully qualified domain name of the server on
which you have installed NetMan. The name has to match the URL that is
entered in the browser to access the web interface. For example, if the Active
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Directory domain is acme . 1ocal and the server is called netman, the FQDN

iSnetman.acme.local.

e Name of the company: Enter the name of your company or organization.

e Name of the department. You can use this input to specify a particular de-
partment or section of your company or organization (for example, the data

processing department).

e City: Enter the name of the city in which your organization is located.

e  State: Enter the state in which your organization is located.

e Country code: Enter the two-letter code for your country (see ISO 3166; for ex-
ample, US for the United States, UK for the United Kingdom, DE for Germany,

CH for Switzerland, AT for Austria, etc.)

e E-mail address: Enter the e-mail address to be used for contacting your com-

pany.

NetMan Server Cerlificate

Create a new server certificate

Please enter all required infarmation For your server certificate, Input is required in all fields,

Flease do not use umlauts or other special characters,

&l

Specifications

Server FODM (example: wiww, acmeco,com) 8 I niekman, acme, local
Marne of the campany {example: Acme Company Inc,) 8 I ACME Inc,

Mame of the department (example; Data processing 8 I Diata processing unit [T
City {not abbreviated; example: Anaheim) 8 I Anaheim

State (not abbreviated; example: California) 8 I Calfornia

Country code (2 letkers; example: US) 8 IUS—

E-mail address (example: info@acmeca,com) 8 I infa@acrme .cam|

< Back I et > I

Cancel

Click on Next to continue.
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In the next dialog, you can specify whether you wish to create a self-signed certifi-
cate or a certificate request for an official certificate authority. Select Issue a self-
signed certificate under Type of certificate, enter the date for the period of validity
and enter a password for the private key.

MetMan Server Certificate E

Create a new server certificate !
‘fou can create a self-signed certificate; for example, For a test installation, or a request for an I
official certificate autharity (recommended).

Tywpe of Certificate

~ Create a certificate request For an official cartificate authority

* Issue a self-signed certificate

“alid until B 25.01,2009 | (366 days)

Password For the Private Key of the Certificate

Flease select a complex password ko pratect the private key For this certificate,

Password I e

Repeat password I = ——

< Back I Finish I Cancel |

Click on Finish to create the certificate and integrate it in the web server. Your
changes will not take effect until after you restart the NetMan web server.

MNetMan Web Server Configuration B

[} Changes will not take effect until you restart the NetMan web service,
- Do you wank ko conkinue?

Requesting and Importing Official Certificates

Using an official server certificate involves two main steps:

Requesting a certificate: You need to create a certificate request and send it to a
certificate authority. The certificate authority checks the specifications of the request
for correctness and issues the certificate.

Fat

Importing the certificate: Once the certificate has been issued by the certificate
authority, you need to import it to your server.
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These two procedures are explained in detail in the following.

In the NetMan Web Server Settings dialog, click on Manage certificates to open the
certificate management wizard.

NetMan Server Certificate ﬂ

Manage server certificates
For secure connections between MetMan and a web browser over 551, you need a server
certificate, You can either createfrequest a new server certificate or impart a server certificate,

Task

* Create or request a new server certificate !

i Impart a server certificate

< Back I [ext > I Cancel |

Select the Create or request a new server certificate task and click on Next.
Enter data in the Create new server certificate dialog as required:

*  FQDN of the server: Enter the fully qualified domain name of the server on
which you have installed NetMan. The name has to match the URL that is
entered in the browser to access the web interface. For example, if the Active
Directory domain is acme.local and the server is called ndm, the FQDN is
ndm.acme.local.

e Name of the company: Enter the name of your company or organization.

e Name of the department. You can use this input to specify a particular depart-
ment or section of your company or organization (for example, data processing
department).

e City: Enter the name of the city in which your organization is located.
e  State: Enter the state in which your organization is located.

e Country code: Enter the two-letter code for your country (see Creating a Self-
Signed Certificate)
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*  E-mail address: Enter the e-mail address to be used for contacting your com-
pany.

MetMan Server Certificate E

Create a new server certificate
Please enter all required information for your server certificate. Input is required in all fields.
Please do not use umlauts or other special characters,

Specifications

Server FQDM (example: www, acmeco.com) 8 Inetman.acme.local
Mame of the company {example: Acme Company Inc,) 8 I ACME Inc,

Mame of the deparkment {example: Data processing 8 I Data processing unit IT
City {not abbreviated; example: Anaheim) 8 IAnaheim

State {not abbreviated; example: Califarnia) 8 ICa\ifornia

Country code (2 letters; example: LIS) 8 ILIS—

E-mail address (example: info@acmeco.com) 8 IinFD@acmE.[nm

Click on Next to continue.

In the next dialog, you can specify whether you wish to create a self-signed certifi-
cate or a certificate request for an official certificate authority. Select Create a cer-
tificate request for an official certificate authority under Type of certificate and enter
a password for the private key.

MetMan Server Certificate E
Create a new server certificate L .
‘ou can create a self-signed certificate; for example, For a kest installation, or a request for an 'ﬂ
official certificate authority (recommended),

Type of Certificate

(+ Create a certificate request for an official certificate autharity

" Issue a self-signed certificate

alid urtil : | (0 days)

Password For the Private Key of the Certificate

Flease select a complex password to protect the private key For this certificate.

Password . I [

Repeat password ' I Aottt bt

< Back I Finish I Cancel |

Click on Finish to create and view the certificate request.
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To submit the certificate request to your certificate authority, you can copy and paste
it into the web form at the CA website, or send a file containing the certificate re-
quest (by e-mail, for example).

NetMan Server Certificate ﬂ

New certificate request
The certificate request was created successfully. Once you receive the certificate from the
certificate autharity (CAJ, vou need ko import the certificate with this program.

File conkaining the certificate request

CAMDMIWebSrA RRYHTML-Viewhbin! server csr

Certificate request

----- BEGIM CERTIFICATE REQUEST----- -
By CCATMC ARG Yo 24 JBONVEAY T AkhHM QDAY DYOQTE Wit dEQ4bDEUMBIS
A1LEExMLa3QsdEMsbHMOHUETAPEQNYBAOTCG1 003 rbHUMMR AWDYDAQOLEvedt
dHMsd TheMRAWDGYDY QODEWdkd G 2N 3priaR OwGwY IKoZThwecNAQKEFgSHC3Gghzgg
MW xlazggODCBnzAlBgkghkiGIWIBAQEFAAOE QAW YR gYEAVEENSgOZF e Wodln
FRZIIF1IvscPUvg 9277 auQedwe+CrL ZEPNELKV TR FgSIMGEY S0o0HsMIXFFPOSgLA
MEEijuJ2GCbvee TwH 1 RWHR 1 [F2mn W CSLFATy2gj/ TosfPPWRHKE:xoR JskaFNFyY
whDwPowkIOGYzwoL JsADHOERHECAWEAASAAMADGC SRS IbEDOEBBQUAASGEAELD
Ik Zh2ml 2K gBz4mERIYSiF 7oy Wz JBiuBEAYEfOhbS alzugFEns W LsolD+Xoed

77 IZkA0N DA ISIZBIYOgUL 1S 1DW 2 WiwigdekHsnEZwShlLlmd4ng JOM7 7sG0d20
EEhvHWFy/r9PrEFyCdehtRidhIbephfUFCETNOWO

Cancel |

This concludes the first step. Once you have received the certificate from the certifi-
cate authority, you can proceed with Step 2 as follows.

Pt

In the NetMan Web Server Settings dialog, click on Manage certificates to open the
certificate management wizard.

MNetMan Server Certificate ﬂ

Manage server certificates
For secure connections between MetMan and 3 web browser over 551, you need a server
certificate. You can either createfrequest a new server certificate or import: a server certificate.

Task

' Create or request a new server certificate

port & %é‘r.\;é;mcartiﬁ(af:__\_

< Back I Mext = I Cancel
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Select the Import a server certificate task and click on Next to continue. In the next
dialog, enter the file name of the certificate and the password for the private key.

MNetMan Server Certificate E

Import a server certificate
Please specify the file containing the certificate to be imported. The automatically generated
private key will be applied. Alkernatively, vou can specify a separate file containing the private
key to be used,

Files Containing the Certificate and the Associated Private Key

File with the certificate {.crt)

IC:'l,server.crt |

[~ alternative file with the private key {key)

| |

Password For the Private Key of the Certificate

I **************l

< Back I Finish I Cancel |

If the certificate file and private key were both created using other tools,

ﬂ rather than using the NetMan wizard to create your certificate request,
activate the Alternative file with the private key (.key) setting.

i The NetMan system uses the DER format for certificate files, requests

e and private keys.

Click on Finish to create the certificate and integrate it in the web server. Your
changes will not take effect until after you restart the NetMan web server.

MNetMan Web Server Configuration B

[} Changes will not take effect until you restart the NetMan web service,
- Do you wank ko conkinue?
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Client Installations

NetMan Desktop Client: The Basics

The NetMan Desktop Client was mentioned in the previous chapter, “Installing Net-
Man.” The desktop client must be installed on any machine on which you wish to do
any of the following

»  Call NetMan administration programs
*  Use NetMan to run embedded Windows applications

»  Provide access to applications or Internet resources through NetMan for end
users

As the name suggests, NetMan Desktop Client integrates Windows applications
and Internet resources into the desktops of your network users. The term “inte-
grate” in this context means that shortcuts to applications and Internet resources
are added to one or both of the following:

*  Windows Start menu
*  Windows desktop
The applications thus integrated can run on terminal servers or local workstations.

In this sense, NetMan Desktop Client is a user interface that does not have an inter-
face of its own. It is fully integrated in the Windows operating system interface and
is visible only in the form of certain functions and capabilities that are added to the
operating system. Your users do not need to learn anything about operating NetMan
Desktop Client in order to use it—in fact, they don’t even have to know it’s there.

Which applications your users can access in their desktops is determined by your
assignment of ‘execute’ permissions (to users, user groups, stations, etc.) in Net-
Man. If there are applications that you do not wish to make available to certain users,
your assignment of permissions ensures that those applications are not included on
the particular users’ desktops. You can also adapt applications to individual user or
station requirements by defining parameters such as monitor settings, audio set-
tings and so forth for the particular client on which the application will run.

The only component of the Desktop Client that the end user can see is the NetMan
“tray program” in the notification area of the Windows taskbar, which opens the fol-
lowing menu:

-@)C[ose NMetMan Client
| 2] Update deskkop

B L about
d Ext
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You can hide this icon as well, if desired. To define whether NetMan Desktop Client
runs automatically and whether the tray program icon is displayed, select NetMan
Desktop Client in the Windows Control Panel:

ﬂNetMan Desktop Client Settings E3

Eonfigurationl Dialup/YPN - Settings |Qh0ut I

[+ Fun Nethdan Deskiop Client automaticallé

¥ Show Desktop Client icon in notification area of taskbar

()3 I Cancel

The following options are available:
*  Run automatically
*  Run without any visible interface (icon not displayed in the taskbar)

Additionally, NetMan Desktop Client offers basic VPN support. When the client is
started, it automatically attempts to build up a connection to the server. You can
configure the client to build up a dialup/VPN connection to the network in which the
server operates if this first attempt is not successful.

ﬂNetMan Desktop Client Settings E3

Configuration  DialupA/PH | Settingsl About I

Specify the YPM Adialup connection that will be used automatically for
remote access to Netan

" None

& f no netwaork connection is active, use the following connection:

ACME Co. WVEN |

()3 I Cancel |

When NetMan Client is shut down on the workstation, the VPN connection is broken
automatically.

Sometimes the NetMan Desktop Client opens dialog boxes, for example to show
messages on license or resource availability, or to prompt user input. You can define
the text shown in the title bars of these dialogs. The default is "H+H NetMan." You
might want to replace this with a more informative text, or a text that does not refer
to NetMan, for example.

If you are not using the Desktop Client as a user interface; for example, because an
HTML based interface (such as HTML View) is preferred, or is the established inter-
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face at your company, installation of NetMan Desktop Client is required only on the
workstations that will execute embedded Windows applications. These include:

*  NetMan administration programs
*  Windows applications for end users provided through NetMan configurations.

If these Windows programs are provided exclusively through terminal servers, then
the NetMan Desktop Client is required only on those servers.

The Initial Startup

Once installation has been completed, you can run the NetMan Desktop Client on
the server console by clicking on the newly created link in the Start menu.

G H-+H Mettan

MetMan Desktop Client

\‘.—ﬁ Windows Catalog t Infoboard ) H+H Trace Monitar k
! o windows Calculakor | MetMan Database Wizard
E& Wilnelens Uikl U windows Editar E MetMan Registration ‘Wizard

{é ‘Windows Internet Explorer m MetMan Management Console
r“ TS ’ ‘,ﬁ Windows Paint 8] peadve.doc

These are default Start menu entries created by the setup program on
the console of the NetMan server. All these NetMan programs can be
executed without NetMan Desktop Client. The NetMan Desktop Client
link was added by the Desktop Client setup program.

(e

For our example, we shall now select H+H NetMan/NetMan Desktop Client.

Once you run NetMan Desktop Client for the first time, a shortcut to the NetMan
Toolbox, an interface to administrative utilities, appears on the desktop.

EENetMan - Toolbox

Toolbox
Select the utility progam you would like to use and dlick 'Run' to
execute it

Statistics
el g Installer

’J Monitors
.J Settings

’J Wizards

.J Online documentation

e
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The NetMan Desktop Client installation also adds the desktop called "H+H NetMan
Examples" to your Start menu:

) HHH NetMan »
o
\=-/ Windows Catalog l Infoboard
/ Windaws Calculator

C& Wit e & Windows Editor

& ‘Windows Internet Explorer
\ 4 15‘ Windows Paint

In the interest of compatibility with Windows Vista, Start menu shortcuts
in NetMan 3.7 are no longer created in a folder with the name of the
desktop. If you wish to continue to use the folder structure that was im-
plemented in previous versions, however, you can configure this on the
Desktop Client page of the NetMan Settings as follows:

(=]

~Gn Language Settings
40 Cofigurations [¥ Hetan icon inchuded on task bar

- Desktop Client I™ Mettan Client cannat be shut down

_ \:'J L] [¥ Update automatically when a new version becomes available
[y Security ¥ Use Faster functions for creating shortcuts [Windows 3P and later)

(g} Tnkernet Filter ; : ! .
" Drive Filter I ihdd Methlan desktops to the top laver of the ‘Al Programs” folder in the Start merué

Deactivate the Add NetMan Desktops to the top layer of the ‘All Programs’ folder
in the Start menu option. The older folder structure is reactivated the next time the
Desktop is launched.

With the default settings, the Infoboard (first entry in the new submenu)

" runs automatically every time NetMan is opened. The default Infoboard
shows information about the NetMan Toolbox and the new items in the
Start menu.

Allocation of NetMan Desktops

Expressed in NetMan terminology, the following took place when you ran the Net-
Man Desktop Client for the first time:

*  The “NetMan Administration desktop” was added to your desktop.

*  The “H+H NetMan 3 — Examples” desktop was added to your Windows Start
menu.

Why this happened and what a NetMan Desktop consists of will be described in the
following.

To follow along with the examples given below, please run the NetMan Toolbox now
and select Management Console. This is the most important configuration program
in NetMan administration.

You will find the NetMan Administration desktop in the sidebar under Administration
and the H+H NetMan — Examples desktop under My Desktops.



In the example below, the Examples desktop is open:

HE NetMan - Management Console - [H+H NetMan - Examples] M= E3

4% Fle Edit Yiew Window Help

JET

My Desktops
Administration

g

Configurations

sy

Configuration Groups

Application Library

o

Resources

|

Done

System Structure

=
- - [@E- 1L e
an - E Entr | Permissions | Return
Infoboard
‘g} Windows Editor
| windows Calculator 1 | |
3 ‘Windows Paint
ﬂ. Windows Internet Explorer Desktop file 5 Istartmenu.mnu
MNarme 3 |H+H Mettdan - Examples
| | 2+
4[4 ] ¥ ¥ |} Desktop properties A Info

A NetMan Desktop contains hyperlinks and Windows applications in a structured ar-
rangement. You can define how your users access a NetMan desktop; i.e., through
the Start menu or a desktop shortcut. By default, the NetMan Administration desk-
top has a shortcut on the Windows desktop, and the desktop containing examples
is accessed through the Start menu.

These features are configured in the NetMan Settings. Expand the Settings node in
the NetMan Toolbox, open NetMan Settings, and select the Desktop Client page:

Wi NetMan Settings [x]

¥
e

Settings for Desktop Client.

Settings - Desktop Client

2] Global Settings

5L NetMan License
B Language

{0 Configurations

sktop Client

1) Information Yisw

5 security

@ Inkernet Fiker

= Drive Filter
o8 Network Resources

=2 Dynamic Connection

8 User/Station Identification
= Runtime Recording

) Terminal server

[_] 75 Monitored Processes

() Virtual D

& HAn

S LDAR

0 Advanced

Settings
[¥ Nethan icon included o task bar

I~ Methan Client cannat be shut dawn

[¥ Update automaticaly when & new version becames available

¥ Use faster functions for creating shortcuts [windows <P and later]

[¥ Add Nethdan deskiops to the top layer of the il Progiams' folder in the Start menu

Message Indicating Invalid C: (o}

Message

Defaults on Startup

Windows deskiop

“wfindows Start menu

Configurations for Opening a TS Session fiom Desktop Client

Protacal for requesting 5 session

S

[ Separate port for session request

Cancel

 [NetMan Adminishation =l
o [H+H NetMan - Examples =
: [rttp =

Help
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On this dialog page you can specify default settings that determine which desktop is
available in the Windows Start menu and which on the desktop when NetMan runs.
These settings can be overwritten by settings for the following:

»  User profiles
*  User accounts
»  Station profiles

Thus for example you can have no desktop added to the Windows desktop by de-
fault, and then create a user profile for NetMan administrators that have the NetMan
Administration desktop in the Start menu:

NetMan - Management Console [ ]
s User profile: Administrators
Edit the properties of the user profile.
Profile membsrs

Startup 2 v | Statmenu | =
Shutdown : ... | Deskiop B st s A dministration

Language : | j HTML View : | =l

Mavimun parallel terminal server sessions slowsd . 1 j

As seen in this example, only members of the "Administrators" profile have access
to the NetMan Administration desktop.

Distributing NetMan Desktop Client in the Network

You can choose from a number of methods for distributing NetMan Desktop Client
in network environments. The previous section described how the Client can be
distributed by using a network share. This is a practical method, at least for small
networks, but it does have some disadvantages:

. The user has to have administrative rights to install the client, or
*  An administrator must perform all installations.

Especially for larger networks, we recommend using one of the following two meth-
ods instead:

»  Use your customary software deployment method to install the NetMan Desk-
top Client on all workstations.

* Use the NetMan Desktop Client Distributor (ndcdeploy.exe) for deploy-
ment.

To install NetMan Desktop Client using your software distributor, you need some
additional information about the client setup program to be installed so you can cre-
ate a package for the software deployment system. The setup program that installs
the NetMan Desktop Clients is an InstallShield package, created with InstallShield
version 12.0. To create software deployment packages, you need to create a setup
program that does not require any user input.
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The procedure with InstallShield is as follows:
»  Copy the client setup into a directory specified for this purpose

* Call the setup program in that directory with the /r: switch: enter set-
up.exe /r: onthe command line

The setup program creates a file called Setup. iss in the Windows directory (e.g.,
C:\Windows\setup.1iss).

* Copy the setup.iss file to the new directory that contains your setup
program

* Make sure that the nmcsetup.cfg file is also in this directory

i Nmcsetup . cfg contains configuration parameters for the server instal-
o lation. This file is created automatically when you run the client setup.

Use the “/s” switch (setup.exe /s) torun the setup program in “silent” mode.

When you run the setup in silent mode on a terminal server, the univer-
sal printer support is installed automatically. Prerequisite is that it was
also installed in the source setup, used as the basis for the installation.
If the PDF printer driver was not installed, you can install it later using
the “Change or Remove Programs” function in Windows. To do this,
open Control Panel/Add or Remove Programs, select NetMan Desktop
Client and click on the Change button. Now you can add the NetMan
PDF driver as an additional feature.

G

The other option, particularly useful in large networks, is to use the NetMan Desktop
Client Distributor to install the NetMan Desktop Client. To do this, open the Wizards
folder in the Toolbox and select the distributor program.

ﬂNetMan Desktop Client Distribution ( for version "3.7.0.9' )
File Edit Yew 2
(=] o oo | i B | O 3lie o
El-5 DOCLDOMAIN |
- 8§ NDMSRYL (Windaws 2003 Server)
£y HH_MESSE
-y HH-ZFRK
gty NDM
1 DOCUNM3-GER (windows 2003 Server)
' GELATIME-EMG (Wwindows 2003 Server, NMDC Yersion: 3.7.0,9 | Connected ko GELATIME-EMNG
£ NMDOM
£y TRAIMDOM
3 WSERVER
-y WORKGROUP =
4 B
< \ |

Simply select a workstation in your network and select Edit/Check to check whether
the NetMan Desktop Client can be installed on that workstation. A green “worksta-
tion” icon indicates that the NetMan Desktop Client can be installed here. Select
Edit/Install to install the client on this workstation. You can also select the Install
and Check commands from the shortcut menu, opened by right-clicking on a work-
station. A green dot on a blue workstation icon indicates that the client is already
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installed. In this case, the version number in shown in parentheses next to the
workstation name.

If you have a later version than the one indicated, select Edit/Update to update the
client on the workstation.

To remove the NetMan Desktop Client from a workstation, select Edit/Uninstall.

You can activate the check or the installation on multiple workstations by selecting
the desired workstations first and then activating the Check or Install command. If
you have a small NT domain, you can select the entire domain. For large domains
we recommend selecting groups of workstations within the domains, just to help you
keep track of the process.

The workstation icons indicate station status as follows:
. '_'I' (blue station monitor with a green dot) NetMan Desktop Client is already

installed on this station. The client version and connected server are shown in
parentheses.

. J (blue station monitor) This workstation has not been checked yet.

. ‘_{‘ (green station monitor) This workstation has been checked; NetMan Desk-
top Client can be installed here.

. i‘ (red station monitor) This workstation has been checked; NetMan Desktop
Client cannot be installed here. The installation or deinstallation on this work-
station failed.

1
. % (yellow station) This workstation has to be rebooted before installation or
deinstallation can be completed.

If necessary, you can restart a workstation by selecting New from the
S file menu.

In a large network, there may be times when the browse list does not show all work-
stations. This is why NetMan gives you the option of rolling out the client to stations
defined by IP addresses.

When stations are missing from the network browse list, this does not

ﬂ indicate an error in the Desktop Client Distribution program; rather, it
shows that the network browser in your operating system does not al-
ways function correctly.

To distribute the NetMan Desktop Clienton s

the basis of client IP addresses, begin by 7 Define IP address(es)
specifying the range of addresses in which 5 speafy an 1P adress or arange of sdresses
you want to roll out the client.

IP address(es] |192 168, 1 .1 o I 1921681, 10

¥ Verify accessibiity of host over ICMP

Cancel
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Select the Verify accessibility of host over ICMP option if you want to install only on
those stations that respond to an ICMP echo request.

E&INetMan Desktop Client Distribution { for version '3.7.0.9')

Ble Edi Vew 2

4 b B e g5|Ve -
1-192,168.1.4 -
52,1661, 1
192.168.1.2
192.168.1.3
192.168.1.4
BEITSGRUPPE

% DOCUMMZ-GER  (Windows 2003 Server)
b GELATINE-EMG  (Windaws 2005 Server, NMDC Version: 3.7.0.9 | Connected to: GELATINE-ENG)
| >

<

hd 4

The functions for installing, reloading and deinstalling operate in the same manner
as for stations listed by name.

Keep in mind that the NetMan Desktop Client Distributor program runs
under your user account, and thus can only access network resourc-
es in which you have access rights. For example, if you do not have
permission to access the workstations’ Admin$ shares and Registries,
you need run this program using a different account. The domain ad-
ministrator account generally has the rights you need to access these
resources. Once you launch the program, it will also need to access
the workstations’ Admin$ shares and Registries. The Distributor cannot
install the NetMan Desktop Client on computers on which the Admin$
share has been deactivated.

(=] .

If you do not have sufficient permissions in the network to run the Check or Install
command, an error is written in a log file and the corresponding icons are displayed
for the workstations in question. The log file contains all messages; new messages
are added at the end of the file.

The Desktop Client Distribution program in NetMan 3.7 also offers the

ks User ID function, which lets you enter login data for a particular station;
for example, to install the Desktop Client on that station. For details,
please see the on-line help.

Technical Structure of the NetMan Desktop Client

The following information is provided for those who are interested in technical de-
tails concerning the NetMan system. Knowledge of these details is not required for
operation of the NetMan software.

The setup program creates a directory called “NetMan3” directly under the Windows
directory and installs all of the required files there. The NetMan Desktop Client con-
sists of the following components:

*  The NetMan environment, in the form of required files (DLLs, etc.).
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An NT service that is launched automatically when the workstation is booted up
and runs in the system context. This service carries out all tasks for which your
users might not have permission.

The actual desktop client, which runs under the user account and downloads
and executes the required documents (such as ‘execute’ instructions) from the
server over a TCP/IP connection.

A tray program for user access to NetMan Desktop Client.
On a terminal server, NetMan Desktop Client and its tray program run

in one instance per user, while the NetMan client service runs in only
one instance per computer.

The NetMan Desktop Client communicates with the central NetMan service over a
TCP/IP connection. Essential data is passed between the NetMan service and cli-
ent over this TCP/IP connection, including:

Desktops (as XML documents)
NetMan configurations

Icons

Station information

License information

The TCP/IP connection remains active until the NetMan Desktop Client is closed.
Additional data includes documents downloaded over HTTP from NetMan web
services, in response to user activities. These can include the following:

Information files

Start files (ICA or RDP clients) for running Windows applications in sessions on
terminal servers or MetaFrame servers.

Workstation
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This technical structure has the following advantages:

*  NetMan Desktop Client users do not have to have rights in central server di-
rectories.

* A minimum of network traffic is generated, since communication is limited to
small text documents.

Example of a desktop in XML format:

001 <?xml version="1.0" encoding="iso-8859-1" ?>

002 <'-- NetMan 3 Desktop file -->

003 <NMDesktop>

004 <Desktop_english>H+H Applications and Links</Desktop
english>

005 <Link>

006 <ConfigID>ENCARTA</ConfigID>

007 <Prompt_english>Encarta 2005</Prompt_english>

008 <Description_english>Microsoft Encyclopedia</Description_
english>

The downloaded data is stored in a temporary directory and deleted after execution,
or when the client is closed.

The desktop data is assembled and deleted by a service that is started automati-
cally when the workstation is booted up. The Desktop Client itself and its tray pro-
gram, on the other hand, run under the user account:

1% Windows Task Manager (== ==

Eile Options View Help

| Applications I Processes | Seryices | Performance i MNetworking i Users i

#
Image Name User Mame CPU  Memory (... Description
nmccnt.exe [uu} MetMan Desktop Client

NMCSry, exe i e—— | 1ietMan3 Client Service

nmciray.exe 0o MetMan Client Tray
| v} MICros0Tt UTNCE LUToo

When a desktop link is activated, the Desktop Client checks whether the link is still
valid before passing it to an interpreter for execution. The link may be invalid in
either of the following cases:

* A maodification has been made on the server, through which the user no longer
has permission to use the link

*  The link was not generated by the NetMan Desktop Client, but was created or
copied by the user.
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The diagram below shows the processing steps involved in the execution of a desk-
top link:

Workstation

To view the stages of processing when the NetMan Action Interpreter executes a
NetMan configuration, open the Monitors folder in the NetMan Toolbox and run the
Trace Monitor. In this example, the Windows Calculator is executed:

£ NetMan - Toolbox

Toolbox
Select the utility progam you would like to use and dick 'Run’ ko
execute it
B calculator =

Edit Yiew Help

S——.
e E Statistics
Backspacel CE | C |

T D@ Y EYEVRNE
R el e

MS 14

! File Edit Wiew Help

3 8 | sermessages e _|_|_|_|_|

Module | Test
Mettan DC Starting configuration 'CALCULATOR"
Nelblan Action Interpreter | ©emmmsmosmsmssomiess
MNettdan Action [nterpreter  Configuration TALCULATOR' - name: "Windows Calculatar'.
Nettdan Action Interpreter  Block D - MO
Nethdan Action Interpreter  Show info - NO
Mettan Action Interpreter  Using port: ‘92"
MNettdan Action Interpreter  Execute request: ‘http: //NDM SRV Asinfonmwebclt. dI?COR
Nettdan Action Interpreter | —-eeen
MNetian Action Interpreter  Configuration CALCULATOR: Action 1 - Program.
Mettan Action Interpreter  Program: ‘calc.exe’
| Mettdan Action Interoreter  ‘w/orking path: " | _ld
1

Ready [car]nOM|[scr]

0.
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Security Aspects Relating to NetMan Desktop Client

Shortcuts created by Desktop Client can be modified and copied by the user. This
in itself does not present a problem. The user can change the order of entries in
the Start menu, for example, by selecting Sort by name from the shortcut menu or
using drag-and-drop.

The user can also drag a NetMan link from the Start menu and drop it on the desk-
top for easier access. Since it was not created by the NetMan Desktop Client, how-
ever, this shortcut is not removed by Desktop Client when the Client is closed.

This is not a problem either, as long as the original link that this shortcut points to
is available through the user’s desktop client. If at some stage this is no longer the
case, however (for example, due to a modification in user privileges), a message
like the following is shown when the user tries to access that shortcut:

H+H NetMan [ ]

The "“Windows Editor' application is currently not available,

You can edit this default error message in the NetMan Settings. You can deactivate
this security mechanism by deactivating the first option under Security Settings on
this dialog page:

#fi NetMan Settings [ x]
), Settings - Security
Configure wour security settings.

0y | Global Settings
-8 Language
-9 Canfigurations

Permitted Falders for Downloading Files in Desktap Client

Mettan Clisrt can dovnload fles fiom thess folders El s
ZNMHome?\confighClient

)
- Drive Filter
g Network Resources
=4 Dynamic Connection
-1 User/Station Identification
= Runtime Recording
‘;ﬂ Terminal Server

Security Setlings

-] T5 Maritored Processes [V Secuiity settings active for Desktop Client
- virtual CO [ Seouity settings active in terminal server session

% LDAP ¥ NetMan access control active for Desktop Client EI
?_:' Advanced

Cancel Help

The other security settings on this dialog page are described in the following:

The NetMan access control can be switched on and off here. NetMan access con-
trol is a mechanism that lets you specify which (ranges of) IP addresses and host
names the user can (or cannot) access.
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To configure access control, open the Settings folder in the NetMan Toolbox and run
the Access Control program:

i’i MetMan - Access Control [ ]

IP address/host name dependent access control
: Please specify the IP addresses or host names{domains For which access is permitted,

IF address configuration

IP addreszes permitted to access the server: IP addreszes of stations denied server access:
] o< | | #h] | £ i x| | #a] 2 | ]
IP address[es) | to | User ID | IP address[es) | to |
* hh-zfrk. com DS HHANON
E2.225.%" HHIPAMNON
ANON

Wwhen access denied

V¥ Cloze gession when access is denied

Meszage dizplayed when access iz denied

Title bar text : |Mettdan Access Contral

Group configuration

& se Mettdan Access Control for the configured groups

" Use NetMan &ccess Control for the groups not configured Groups... |

)3 | Cancel |

When you first run NetMan, access control is already active and three rules are

configured as an example, but no user groups are configured to which the rules are
applied.

Using NetMan access control is recommended, for example, if you cannot or do
not wish to implement explicit login for access to the system. The access control
mechanism is illustrated in the following two examples.
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Example 1

You want to make applications available on a terminal server for a particular group
of users without requiring the users to log in on this server, and for this reason have
implemented anonymous user accounts. At the same time, you want to limit access
according to client station IP address.

To do this, access control is applied to the “NMAnon” NT group:

) MetMan - Access Control x|

= % IP address/host name dependent access control
r Ly Please specify the IP addresses or host names{domains For which access is permitted,

IF* address configuration

IP addresses permitted to access the server: IP addresszes of stations denied server access:
] o< | | #h] # | i x| | #a] 2 | ]
IP address(es] | to | User ID | IP address[es) | to |
* hh-zfrk.com DHS HH&MAK
oz

= % Selected groups
r Loy Specify the groups For which these rules will {or will not) be applied.

when access denied —

V¥ Close zession when a
Message displayed when
Title bar text

Group configuration ——

& Use MetMan Access

 Use Nettdan Access Groups... |
MNew ... | Delete | Ok I Cancel |

With the configurations shown above, the "anonymous" user name (NMANONOO1,
NMANONOO02, etc.) is replaced by one of the user names shown under "User ID,"
depending on the client IP address. These are more useful than strictly anony-
mous user names; for example, for recording application usage and for granting
permissions, because users can be identified at least with regard to IP address or
host name. At the same time, HHIPANON and HHANON users can be allocated to
normal user groups with permission to run certain NetMan configurations to which
ANON users have no access.

If you delete the third rule (with the IP range defined as *.*.*.*), only computers that
have IP addresses within one of the first two ranges are granted access.
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Example 2

You want to grant access for all Active Directory Service (ADS) users while at the
same time limiting or denying access for users with local accounts.

To do this, you can define ADS users as the configured group, and have the access
control rules applied to the groups that are not configured.

i NetMan - Access Control x|

= %1 IP address/host name dependent access control
Loy Please specify the IP addresses or host names/domains for which access is permitted,

IP adresses configurati
& User groups E

IP addreszes permitted eI
— F%T3 Selected groups

2% Specify the groups For which these rules will (or will not) be applied. ﬂﬂlﬁlﬂﬂ
IP address(es _ :r

* hh-zfrk.com
E2.225.42%

GFOUR Name |
£2.2257% @’-F-— —

Wwhen access denied

IV Session close whe

Meszage displayed wh

Title bar text
MNew ... Delete | Ok | Cancel |

Groups configuration -

= Use Mettdan Access Contral for the configured groups
' Use NetMan Access Control for the groups not configured Groups ... |

()3 | Cancel |

Now, when a user with a local account runs NetMan—for example, "Administrator"
on station XYZ, that user is either assigned the "HHANON" user ID (rather than
"Administrator" or "XYZ\Administrator") or, depending on the IP address, denied
access altogether.

NetMan Access Control B3

@ Access denied!

The title bar text and the body of the message can be edited, if desired.
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Global NetMan Configurations

Preliminary Remarks

After installing NetMan, we recommend familiarizing yourself with the NetMan en-
vironment, as this will lay a foundation for efficient use of the NetMan system to
integrate the applications and resources that NetMan will present to your users.

The following sections provide detailed information on the settings that configure
your NetMan environment. As you read, you can adapt the settings as needed for
your requirements.

This chapter begins with the aspects that you need to configure first when setting
up your NetMan system:

*  The first steps with the NetMan Toolbox

»  Defining NTFS rights in the NetMan directories and setting up NetMan admin-
istrator accounts

The next section introduces NetMan concepts, with sample configurations or default
setting structures. You can use these features as presented, or not, just depending
on your preferences. These concepts are presented in a separate subsection.

The rest of this chapter covers the NetMan Settings program in detail, and is almost
identical to the online Help.
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NetMan Toolbox

One of the first steps in learning to use NetMan is getting to know the NetMan
Toolbox.

=

MethMan
Toolbosx

The NetMan Toolbox gives you direct access to NetMan's administrative programs.
It requires installation and execution of the NetMan Desktop Client for its environ-
ment. By default, the NetMan Toolbox is integrated in the NetMan Administration
desktop, which Desktop Client in turn integrates on the Windows desktop. Thus you
should see the Toolbox shortcut on the desktop as soon as you install NetMan and
run the Desktop Client.

EE NetMan - Toolbor

Toolbox
Select the utiliby progam you would like ko use and click ‘Run' to
gxecuke it

E Statistics
i"_i_- Installer

/J Manitars
/J Settings
|| wizards
/_,J Online dacumentation

The folders and programs in the Toolbox are described briefly in the following:

Management Console:

This is the central NetMan administration program. This console lets you man-
age NetMan desktops and all NetMan configurations, as well as NetMan re-
sources (users, stations, etc.).

Statistics:

The Statistics program evaluates the runtime data collected on application us-
age to give you an overview of how applications were used in a given time
period; the data collected can be sorted by user or workstation.

Installer:

The Installer monitors directories, files and the registry before and after you in-
stall software on a given workstation, so you can track all of the changes made
during installation, whether by the setup program or through other factors. The
differences tracked by the Installer can be recorded in the form of a script,
which you can use to recreate the post-installation status on another computer
without installing the software on that machine. The Installer program must be
registered with your license code before you can use it.
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Monitors Folder:
The Monitors folder contains programs that present you with information on the
status of NetMan and your NetMan workstations and users.

e Trace Monitor:
The Trace Monitor displays messages from system and program proc-
esses. This utility lets you observe the execution of NetMan actions.

e Trace Monitor for Console Messages:
The Trace Monitor for Console Messages also shows process messages.
Unlike the Trace Monitor, however, which only shows messages from proc-
esses active in the session in which the monitor is running, the Trace Moni-
tor for Console Messages shows all messages generated by processes
running on the terminal server.

e License Monitor:
The License Monitor gives you an overview of the user licenses you define
for applications. It shows how many licenses for an application are in use,
whether there are users in the queue, and which users and stations are
using or waiting for licenses. You can also release additional licenses in
the License Monitor program window.

*  Record Database Viewer:
With the Database Viewer you can view the event log and the sequential
database, as well as the summary log files, which show application usage
data sorted by calendar month.

e  Station Monitor:
The Station Monitor gives you an overview of the workstations using Net-
Man, together with station properties. You can launch processes on the
stations from this program window, and see which processes are active.

e Environment Monitor:
The Environment Monitor shows the system and NetMan environment
variables active on the workstation. You can set, modify and delete vari-
ables here.

Settings Folder:
This folder contains NetMan configuration programs for various areas of Net-
Man.

*  NetMan Settings:
This program lets you define some of the main parameters for your Net-
Man system.

e Internet Filter Settings:
In this program, you can configure filter definitions and edit blacklists and
whitelists, to permit or exclude Internet access to specific addresses.

e NetMan Web Services Settings:
This settings program is used with the optional Terminal Server and HTML
View modules.
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Authentication Services:

The authentication services are used with the optional HTML View Module
and define options for login on the terminal server. This item is shown in
the Toolbox only when it runs on the server on which NetMan is installed,
because the authentication services use the computer’s local paths.

NetMan Access Control:

This program controls station access based on the IP address or the host
name of the client computer, and can assign NetMan user names on the
same basis.

Wizards Folder:
This folder contains NetMan helper programs.

NetMan Desktop Client Distribution:
The NetMan Desktop Client Distributor makes it easy to deploy NetMan
Desktop Client in a network.

Database Wizard:
The Database Wizard lets you check the internal consistency of NetMan
databases and reindex databases as needed.

Registration Wizard:
This wizard lets you register your software to license the program and
optional modules.

Online Documentation Folder:
This folder contains all NetMan documentation.

NetMan Almanac:

The Almanac contains details on NetMan variables, actions, directories,
record attributes and error messages, thus complementing the manual
and the online Help.

NetMan Online Manual:
This is the user’s manual in the form of a PDF file.

NetMan Online Help:
This folder contains the NetMan online Help.

Information File on the NetMan Toolbox:
This opens a file containing details on the programs available through the
Toolbox.
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Directory Structure, Network Rights and NetMan Administra-
tors

The standard NetMan installation has one directory with the following four subdi-
rectories:

* System
Prot

+  Config

*  WebSrv

The system account as well as NetMan administrators require unrestricted rights in
the entire NetMan directory. Your NetMan users without administrative rights do not
require any rights in this directory.

With the default settings, NetMan Desktop Client installs the NetMan Administration
desktop on the Windows desktop. This contains only links to programs required for
administration of the NetMan system, and should be accessible only to NetMan
administrators. As an example of a possible option for hiding the Toolbox from non-
administrators, a File exist check condition has been configured to make access to
the Toolbox (in NetMan parlance: permission to run the Toolbox) conditional on the
location of the Management Console program file (NMSMng.exe). The File exist
check is one of many NetMan rights that can be used to make access to configura-
tions or actions dependent on any of a variety of conditions; in this example, on the
detection of a specified file.

= & MetMan Administration Entr | Permissions | Return value variable | Action |
[ 4etan Toolbox ¥ Configuration (container) yes
: Terminal Server Mode | ] pragram no 1

Type | [not] eq... | Permission granted to/when... | and...|
L File exist check equals EMMHomeX\System \Bin\MMShng. exe and

If rights in the NetMan directories are assigned as described above, your normal
(non-administrative) NetMan users will not see any link to the Toolbox program be-
cause they do not have rights in the corresponding directory.

There are other ways to control program access as well. For example, you can click
New... and select permissions based on existing Novell, NT or LDAP groups. Alter-
natively, you can open the Toolbox, select Management Console/Resources and
create a NetMan group exclusively for NetMan administrators.

_ Assign the NetMan Administration desktop to an administrators’ profile
o or to one administrator (see “Allocation of NetMan Desktops” in the
previous chapter for details).
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NetMan Concepts

NetMan Information Files and the Infoboard

You can configure NetMan to present an informational HTML page before the se-
lected Windows application or Internet resource is opened. The example below
shows the information file describing the Toolbox:

il H+H NetMan _[Ofx

Information

H+HyetMan Toolbox

Administrative Programs in "*HNetMan

The Metan Toolbox provides direct access to all Nethan administrative tools. By
default, the Toolbox is availahle in the Nethan Svstern Administration deskiop for users
who have privileges in the Management Console, Methlan's central administration
program.

The Toolbox may also show links to programs that have not been licensed in your
installation (such as MetMan Installer, for sxampls). Please note that the H+H
authentication services are onlyvisiale, and accessials, in the "Setiings” folder on the
conzole ofthe server on which MetMar is installed.

The basic functions ofthe features provided in the MetMan Toolbox are described in the
Tollowing

Folders and Programs in the Toolbox

Management Console Statistics
The Management Console is the The Methan Statistics program

central MetMan administration computes data on application usage
program. as well as user and station activity,
This iz used for all management S CUEIEL SR U

tasks affecting the resources graphs.

=

The concept of info files has been adopted from HTML-based user interfaces such
as those often used in libraries. Because such environments frequently serve users
who are not familiar with the applications offered, it can be useful to present some
details on an application before it is launched.

In the NetMan Desktop Client, this feature is inactive by default. It can be activated
on the Information View dialog page in the NetMan Settings.

i NetMan Settings

i Gettings - Information View
- 2 These settings configure the information view in the NetMan program.

%] Global Settings

-5 NetMan License

@0 Language Specifying Information Files for Display
0 Corfiguratians [ e e e IZHHWehPthZ\HTML-Vwaw\Infu

Desktop Client

8 PRI or it Information fle LIRL |httn:/#GELAT\NE'ENGJnmmfo
) Securty .
@8 Irkerrt Fiker Default Infa File for New Configurations
& Drive Filker Information file for configuration IZNMInFoUF\LZ/ZNMLng_NDInFo.htm

-4 Metwark Resources

= Dynamic Cannection
& User/station Identification Display of information file | Switched of for Desktop Client =l
= Runtime Recarding

- Terminal Server
: T3 Mornitored Processes
0 Yirtual CD Infohoard Ilnfuhnard htm _I
«F HaN

- LDAP

= iﬁ Advanced

Configuration of Infa File Display in Desktop Client

Infoboard
¥ Show infoboard on Desktop Client startup
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You can choose from the following settings:

»  Switched off for Desktop Client (default setting)
»  Before the configuration is executed

*  Simultaneous with execution of configuration

This setting can be overwritten for individual configurations.

HE NetMan - Management Console - [NetMan Administration] [_[O0]
<4 Fle Edit View Window Help -8 X
AR X PEOUR-T S-DE-NLe
= t} MetMan Administration Entr: ‘ Permissions ‘ Return value variable Action
- G [ " Configuration (conkainer) ves
Terminal Server Mode | |program no 1

File [ MMSTEHTM _| Edit, Fihesh

Desktop Client Defaults for Display of Information Files

Infoimation files are displayed Ias defined in the existing settings j
3¢ defined in the existing
befo no & configuration

i
"’“NetMan 3 wh\l axechng a configuration

El

M4 [ w[wi  Properties: Configuration (container) fy Permissions _f Show information file 4 Hote

Dane

New configurations inherit the active setting. You can modify the setting after creat-
ing the configuration.

A similar concept is the NetMan Infoboard, which is active by default. The Infoboard
is shown when the NetMan Desktop Client is launched. You can deactivate this
feature on the Information View page of NetMan Settings. If you wish to use the

Infoboard, you can modify this file as desired or define a different HTML file to be
presented in its place.

/4 NetMan Infoboard - Microsoft Internet Explorer o [=] E=
Fle Edt View Favorites Tools Help | &

Dback - ) - [ 2] a] SO sesrch Favorites 4% | (v L] - K
Address |££j ikt ff gelatine-eng: 92/nminfofEnglishfinfoboard. htm j a Go ‘Links 2
-

The First NetMan Infoboard

You can use the infoboard t0 present up-to-the-minute information for your MetMan Desktop
Clientusers. The infoboard can be shown before startup, or accessed over a deskiop shortcut.

The First NetMan Startup S

The firsttime you run the Methan Desktop Client on your computer, the icon
vou see here on the left is added to vour desktop. It represents the Methtan
Toolbox, This icon is visible only to users who have rights in the central Nethlan
directories on the server. Only Methan administrators require these rights. All
other users communicate with central Methan services over HTTP

The Toolbox containg a link to the Nethlan Management Console. In the
Caonsole, you can define swhich shortcuts are included on each user's desktop. You can assign
shortcuts to user accounts, orto user or station profiles. We recommend including only the
essential program shorteuts on deskiops for users and profiles, and integrating other

shortcuts in the users' Star menus. |
|&] Done T g meemet 4
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NetMan Environment

NetMan uses variables throughout its programs to identify logical drives, paths
and system states. For example, the NetMan installation directory is stored in the
NMHome variable. There are a number of advantages in using variables:

» Consistent use of variables makes your system easier to manage. Storing a
frequently used path name in a variable can save a lot of work when the path
name is changed, as it only has to be edited once to implement the change
throughout your system.

* Using variables to make process more abstract—for example, in scripts—lets
you transfer processes to various situations, and even different customers. This
is the only way to use the NetMan Application Library (see “Application Library”)
for preparing exemplary solutions.

»  The use of variables adds flexibility. You can have different values stored in a
given variable, depending on certain specified conditions (such as user or sta-
tion ID, for example). These can be used to overwrite your global NetMan set-
tings for specific users, user groups, stations or station groups. For example,
the “information files” feature described above can be generally deactivated,
but active for certain workstations.

» Variables enable dynamic administration of system states. They can be modi-
fied through user input. For example, if you use the Language Module in the
NetMan Desktop Client you can permit the active language to be changed dur-
ing operation.

The following is an example of the first advantage listed above, in which the pro-
gram call for MS Word is defined using the NMWinProgDir variable rather than an
explicit path:

HX NetMan - Management Console - [H+H NetMan - Ekamples] [_[O]x]
4+ Fle Edit Wiew Window Help e T 2
Bl H XE DG @-HE- 4L
[l 4% H+H NetMan - Examples Entr | Permissions | Reeturn value variable | Action
- &, Infoboard [¥Configuration (container) no
{1 windows Editor lrrogram e 1
’WJ Windows Calculator
-3 windows Paint =~
{8 windows Internat Explorer ™ Deactivate this action Test |
- 2007 Action Parameter
Program I‘ZNMWmFlogDuZ\MlCrosoft OfficetOffice2VwINWORD.EXE
‘Warking directary ¢ I =
M|4 | D| M |\ Properties: Program action [ Permissions | Connect Drive # Mote 4 Info
Press F1 for Help

Thus the program call is independent of the computer's operating system. The MS
Office suite may be installed in different directories (e.g., "Program Files" or, in a
German-language system, "Programme") or on different hard disks on the various
network stations, but the program call using the variable works for all stations.

NetMan supports the use of variables by converting explicit path names to environ-
ment variables. For example, when you browse for the program file in the "Program”
field shown above, NetMan enters the NMWinProgDir variable in the path automati-
cally.
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You can switch this mechanism on or off on the Global Settings page of the NetMan
Settings.

For a complete list of the NetMan variables with descriptions, please refer to the
NetMan Almanac in the NetMan Toolbox:

il H+H Net!

Home: Actions Environmert Record Attributes Error Messages Directories

The H*HNetMan Environment b

The MetMan Environment makes it easy to configure your MetMan systern to run under the different conditions that
can exist on the various stations in your netwark. A lot of these erwironment variables are set when the Netan
Client starts up. For example, the NMWinProgDir' variable contains the path to the "Pragram” directary on a given
machine, whether the programs are stored under 'C\Program Files' or, as in a German-language Windows
operating systemn, under 'CAProgramme’. This means that you can configure your system centrally, by setting
Methlan environmentvariables in the Management Console, in spite of differences in individual different stations

The following table shows all ofthe predefined Methan variables. Asterisks ("*') designate variables that are set
automnatically when the Methlan Client starts up; all other variables can be edited in the Metan Settings program,
which contains the fallowing dialog pages

3 Hetwvark Rurtime
Qo Qe @ @ Em, Q) m
Information Dynamic Terminal @
Q/ Languege V) view 0/ Connection @/ Server ) | 104
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Application Drive

Networks often have one or more central directories specifically for applications. In
some cases it may be necessary to use a DOS drive designation, as some applica-

tions cannot handle UNC paths.

On the Network Resources page of the NetMan Settings you can define an applica-
tion drive, NMAppDrive, and a UNC path, NMAppUNC, in which you can install the
applications you wish to control using NetMan. Then you can use these variables in
your application configurations, rather than explicit drive designations.

(=] N

Ui NetMan Settings

# Settings - Network Resources
Wk specify the environment From which MetMan calls applications

-:'. Global Settings

-5 NetMan License

@ Language Default application drive (2N&ppDrivess) P =
w0 Configurations

~47% Deskkop Client Deefault application share [ZMMAppLUNCZ) |\\My56we1\MyPrograms

1 Information View

o f) Security

8 Ikt ik Diives for Application-spesific Connections (%NMMNelDriveN)

i
il

H
-_ﬁ UserfStation Identification
-+ = Runtime Recording

-} Terminal server

D T3 Mornitored Processes
0 Yirtual CD UNCs for Direct Metwork Access [ZNMNetUMCnZ)

| HaN WCDServer\CDShare
- LDoP
53 Advanced

al

With the default settings, the NetMan application drive is mapped auto-
matically when NetMan is launched if you define the NMAppDrive and

NMAppUNC variables in the NetMan Settings.
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Frequently Used Network Resources

It is important to know the location of the network resources that are used most fre-
quently, and whether your applications require a volume or a network share mapped
to a drive letter, as is often the case in CD-ROM networks.

The illustration shown in the previous chapter, for example, shows a UNC path to
a Virtual CD File Server version. This path can be designated “NMNetUNC1” in

NetMan.

" We highly recommend using the NMNetUNCn variable for frequent-
o ly used network resources. In this case, you enter %NMNetUNC1%,
%NMNetUNC2%, etc., in your configurations rather than explicit UNC
paths. You can store drive designations for application-specific drive
mapping in the NMNetDriveN variables and the map %NMNetDrive1%,
%NMNetDrive2%, etc., rather than explicit drive designations.

There is a special NetMan capability for drive mapping that you can configure on the
Dynamic Connection page of the NetMan Settings:

Hi NetMan Settings

_[# Settings - Dynamic Connection
“g#  When you use the %NMNext% variable for drive mapping, the first available drive is mapped. You can specify whether al drives o only
certain drives can be used For dynamic mapping.

~za | Global settings -
4L MetMan License
-8 Language & Allow connection to any drive
) Configurations  Allaw cornection only ta selected drivels):
7% Desktop Client
- 1) Irformation Yiew O Oy de Oo o de OF o de o deo He He o e
w{} Security 1 e T RO o - I e L R
@ Internet Filker Cw Tx Ty Fz
- Drive Filter

o Network Resources
30y niamic Conneckion
_ﬁ User/Station Identification

=| Runtime Recording
‘3} Terminal Server
~[_] TS Monitored Processes
{0 virkual CD
o HAMN
- % LDAP
7_-"_1‘,,' Advanced

You can use the NMNext variable for drive mapping rather than NMNetDriveN or a
specific drive. In this case, NetMan automatically connects the first available drive.
With the default settings, all drives are available for mapping. On the Dynamic Con-
nection page of the NetMan Settings, you can restrict the drives available for map-

ping.

Mapping of shares or volumes with application data can only be per-
formed dynamically if the applications support this capability. Many ap-
plications, however, can access data only under the same drive letter
under which the data was found when the application was installed.
For an example of how the NMNext variable can be used, please see
“CD-ROM-based Applications” under “Integrating Applications and Hy-
perlinks.”

(] T
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If you use the Virtual CD program, you can define the paths to virtual CDs in the
NetMan Settings. In this case, NetMan automatically converts these paths into en-
vironment variables NMVCDPath1, NMVCDPath2, etc.

i NetMan Settings

P Settings - Yirtual CD
4 Specify the Folder(s) in which your virtual CDs are stared, and whether the virtual drives are defined dynamically in your environment,

: Global Settings

MetMan License
B0 Language Wirtual CO Paths

12 Configurations Folders that contain vitual CDs (2NMVCDPathz)

Desktop Client
WWEDServer]Mmages

InFormation Yiew
i) Security WWWCEDServer2\mages

¥ Internet Filker

- Drive Filker

%3 Metwork Resources

2 Dynamic Connection

= :e UserjStation Identification
- =] Runtime Recording Determining Environment ariables for Vitual CD Drives
:_;-ﬂ Terminal Server [~ Use permanent vittual drive assighments

‘ List af virtual CD drives [ZNMYCDDriveN =)

-4 LDap
2 Advanced

Cancel Help
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NetMan Startup and Shutdown

All of the elements linked in NetMan are defined in the NetMan Management Con-
sole as configurations. (For more information about the structure of NetMan and how
to use the Management Console, see “Integrating Applications and Hyperlinks”; for
specific information about startup and shutdown configurations, see “Startup and
Shutdown Configurations” in that chapter).

You can define special configurations that are executed when NetMan is launched,
or when it is closed, that are not shown in the NetMan desktops. These configura-
tions can be used to run programs (like an “autoplay” function), map drives, log in
users on network resources, and set variables. Startup and shutdown configura-
tions can include any type of NetMan action except Program actions.

Run the NetMan Settings program and open the Global Settings page. The default
startup and shutdown configurations are called NMStartup and NMShutDown.

i NetMan Settings B

= Settings - Global Settings
B ilobal NetMan settings

&% MetMan Licenss o
£ Language Path to Nethan Server Installation: #NMHome?

- Configurations Tt st (el \WGELATINE ENGHetMan3
¥ Deskiop Client " I )
\i‘_; InFarmation Wiew Path to HH "Web Services: ZHHwWebPath
- ) Security H+H web servicas . I\\EELAT\NE-ENE\HHWEhFath
@ Tnternet Filter i
-5 Drive Filter Settings
-ty Network Resources Iv Automatically replace path stings with ervironment varisbles
;ﬂ Dynamic Connection v Permit Mettan lagin

_ﬁ User/Station Identification

1 Startup and Shutdown Configuiations
2] Runitime Recording

(A} Terminal server Startup configuration INMSTAF\TUF'
~[_] T4 Maritared P
'.:I virtu:\mc[o)re rocesses Shutdown configuration NMSHUTDOWN

T HAN Canfiguration for Application Execution in Netan Station Manitor
-8 LDap X 5 RN
T,' advanced Station monitor configuration INMSTAT\DNM
Opening HTML Content
Bt e o I"ZNMWiangDirZ\Inlemet Exploreriesploe. exe” ..

Progiam Appearance

‘Look and Feel g IW\ndows 2005 ﬂ

Cancel Help

To modify these, edit NetMan startup configuration and NetMan shutdown configu-
ration in the NetMan Management Console.

n Configurations [_[O]=]
Hame Entr Permissions Return value variable Action
Enter text here °F | LD Configuration {container)  no
LﬂW\ndows Internet Explarer DE Go ko matker: 4 na 1
B Windows Caleulator 2 Exerute no z
[U§] Windows Editor @ confirm no 3
-Lﬂ[nfoboard &Marker 4 na 4
-5ﬂW\nduws Paint -;.EConnect Drive Wes RETURMYALUE =)
PINetMan startup configuration
[NetMan end configuration u Dieactivate ths achon Test j
Action Parameters
Diive [ Connestion [ Netwok [ User [ Passw
HuNMAppDiiveX  ZMMAppUNCY “wfindows
1] BalC
4 LI 4 I 4 I }I HI\Properlies: Connect Drive action Permissions }\ Mote )\ Info ,‘
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The default NetMan startup configuration contains a Connect Drive action that maps
the application drive. The variables defined in the Settings program are used here
(see “Application Drive” in the previous section for details).

This drive is disconnected again in the NetMan shutdown configuration:

B Configurations M= E3
Hame Entr Permissions Return value variable Action
Enker text here f | L Configuration (container)  no
[ windows Internet Explorer «&Disconnect Drive no 1
-LﬂW\ndows Calculatar
R Wind Edit i ol
Bt Edtor I™ Deactivate this actiorf Test —
S{Infoboard & '
UFlWindows Paint Action Parameters
[UDNetMan startup configuration Diive to disconnect IZNMADDDHVEZ j
Mt i confi L .
VT G GE R AU Fietum Value in% ariable —
Stare return value fram action in variable I
< | »
4 | [l [ ¥ [ ¥}, Properties: Disconnect Drive action  Permissions j, Mate f Info /'

NetMan Settings

Modifying Global NetMan Settings

Run the NetMan Settings program to modify settings in your NetMan system. The
Settings program stores your configuration settings in variables, so they can be
overwritten by settings in startup configurations defined for

*  User profiles
* Users
»  Station profiles

»  Stations

The NetMan Almanac lists all of the NetMan variables, with descriptions of each
variable. The symbols shown in the Almanac for each variable indicate the dialog

page in the NetMan Settings on which the particular variable is set (for example, L
for the Language dialog page):

NMLg

Specifies the language currently used in Methan

@j Desktop Client.



Global NetMan Configurations

Global Settings Page

The options on the Global Settings dialog page affect several areas of your NetMan
system.

#ji NetMan Settings

3 Settings - Global Settings
Global MetMan settings

: Global Settings
5L Nethan License
--ﬂn Language Path to Methian Server Installation: ZNMHome
%9 Configurations Nethizan server path :
%% Deskbop Client
i) Infarmation Yiew Path to H+H ‘web Services: %HHwebPath?
I Security e e, \WGELATINE ENG\HHWebPath
- Internet Filker
w5 Drive Filter Settings
i Metwork Resources Iv Automatically replace path stings with ervironment varisbles
-4 Dynamic Connection ¥ Pamit Nethtan login
~/ 8 User/Station Identification St 2nd Shutdown Configuations
= Runtime Recarding
5} Terminal Server Startup configuration [FesTaRTUR
AL T3 montcred rocesses | R [FMsHOTO DN
1 virkual CD
=¥ HAM Configuration for Application Execution in Metkan Station Monitor ———+————————
1§ LDAP
) ndvanced Station monitor configuration |NM5TAT\UNM
AT
Opening HTML Cantent
Default browser I"ZNMWlanngrZ\lnlEmE[ Explorerviesplore.exe .
Program Appearance
Loak and Feel ¢ [windows 2005 =l

Cancel Heln

Path to NetMan server installation: %NMHome %
NetMan server path: Path to the server installation.
Path to H+H Web services: %HHWebPath%

H+H Web services: Path to the H+H Web services.
Settings

Automatically replace path strings with environment variables: NetMan sup-
ports system and NetMan variables for maximum flexibility in linking applications.
One area in which variables are particularly useful is in specifying paths and files.
To use variables for paths automatically, activate this setting.

Permit NetMan login: Allows users to login to NetMan under another name.
Startup and Shutdown Configurations

You can enter the configuration names yourself, or click on the “...” button to open
the Select a Configuration dialog. The configurations you specify must be created
beforehand in the Management Console.

Startup configuration: The configuration processed when Desktop Client is ex-
ecuted.

Shutdown configuration: Defines a configuration to be processed when Desktop
Client is closed.
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Configuration for Application Execution in NetMan Station Monitor

Station monitor configuration: Defines the configuration which enables execution
of applications on a station selected in the Station Monitor.

Opening HTML Content

Default browser: The initial default browser is the browser installed on the worksta-
tion. You can specify a different browser here if desired. In earlier versions of Net-
Man, the NetMan Explorer was specified here. In this version, the setup program
specifies the MS Internet Explorer: $NMWinProgDir%\Internet Explorer\
iexplore.exe.

Program Appearance

“Look and Feel”: Determines the appearance of the programs used. Options avail-
able here: Windows 2005, Windows Office 2003, Classic Windows Look and Win-
dows XP.

NetMan License Page

The NetMan License page shows the licensing scheme currently in use. Open this
page to see the total number of licenses available and the number of licenses in
use. You can also view the distribution of per-seat licenses.

#i NetMan Settings

_'12 Settings - NetMan License
a. 4 NetMan License configuration

%4 | Global Settings
SNt Liceniss
. Language Mettdan Licensing Details
Configurations Aovailable NetMan licenses:
- Desktop Client Concunent use 100
-+ 1) Information Yiew Per saat 20
5 Securty

-} Internet Fiker The default Nettan icensing scheme is Iconcunenl uss bl

& Drive Filter B
o Hetwork Resources IP arldresses or address ranges for which a different licensing scheme is usedt

=5 Dynamic Connection Stations in the following list will be allocated a 'per seat' license.

__g User(Station Identification IF address [&a"” P address (end] I Add.
= Runtime Recording

- Terminal Server Edit

’: T3 Mornitored Processes
{0 Wirtual CD Fiemoye

«F HaN
S LDAP

= Ej Advanced

The licenses available in each licensing scheme are listed under Available NetMan
Licenses.

NetMan software licenses are purchased separately. You can purchase
e additional licenses at any time.

The default NetMan licensing scheme is: This setting defines which licensing
scheme is the default: Concurrent Use or Per Seat (the latter is also known as
Named Sites).
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Licenses assigned under the Per Seat scheme are listed in the lower half of the
dialog page. Clicking on the Add or Edit button opens the NetMan License Manage-
ment dialog. Here you can enter an IP address or define a range of addresses to
which you wish to assign per-seat licenses. Click on Remove to delete an item from
the list.

If you use only the Concurrent Use scheme in your NetMan system, do
@ not edit the list area at all.

Language Page
The Language dialog page lets you configure defaults for the language settings.

Bi NetMan Settings [ x]

E]D Settings - Language
Select the language(s) for administratars and users

0s | Global Settings :

&L NetMan License

o Language Settings for Ad 1

1 Configurations Default language for Methian administration programs: €0 English -

i) Infarmation View Language Seltings for Users

() Security Detaulk language for Methan user programs: £ English =
g} Tnternst Filcer
== Drive Filter Specify the languages availabls in your Mt an installation:
-~ Network Resources O Deutsch
=4 Dynamic annathn.r! ) English
_ﬁ User[Station Identification
O Frangais

~|=| Runkime Recording
(4} Terminal Server

:l T5 Monitared Frocesses
1 wirtual CD
o HAM

& LDAP

Adwanced

g

NetMan distinguishes between user and administrator programs. You can define
languages for each on this page.

The option selected under Language Settings for Administration defines the lan-
guage used in NetMan’s administrative programs, such as the Management Con-
sole.

Under Language Settings for Users you can specify the language used in programs
that standard NetMan users can run, such as the tray program and NetMan ac-
tions.

Under Specify the languages available in your NetMan installation you can define
which languages are available for NetMan users to choose from.

These settings can be changed only on this dialog page, and changes are effective
only after a reboot.

A choice of languages in user programs is available only if the NetMan
Language Module is installed and registered.

(]
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Configurations Page

On the Configurations dialog page you can set the default timeout period and define
a title for action dialogs.

¥ NetMan Settings

—x Settings - Configurations

w

~ The settings configured here affect NetMan configurations and the Actions they contain,

-4 | Global Settings

AL MetMan License
-8 Language
o T—

esktop Client
-+ 1) Information View
) Security

Timeout

300

Default fimeout period (in seconds] =

o

Display warning before timeout period expires (countdown in secands)

Actions

70

-} Tnkermiet Fiker
-5 Drive Filker
4 Network Resources
w3 Dynamic Connection
- UserfStation Identification
| Runtime Recording
o 3‘ Terminal Server
~{_] TS Monitored Processes
) virtual CD
4T HAN
& LDAP

= _:ﬁ Advanced

Title for MetMan Action dislogs : [H+H Nethdan

Cancel Help

Timeout

You can have NetMan shut down applications after a defined period has elapsed
without user activity. To do this, enter the desired time limits here.

Default timeout period (in seconds): This value is stored as the timeout period
when you create a configuration in the Management Console.

Display warning before timeout period expires: Before the application is shut
down, a dialog opens to inform the user that the application will be closed. The
warning is shown for the number of seconds entered here, immediately prior to
closing the application.

Actions

Title for NetMan action dialogs: A number of NetMan actions open dialogs prompt-
ing user input. The text you enter here is shown on the title bar of these dialogs.
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Desktop Client Page

On the Desktop Client dialog page, you can configure basic settings for the Desktop
Client.

Wi NetMan Settings

uO,'_ Settings - Desktop Client
& ®®  Settings for Deskrop Client.

: Global Settings

5L NetMan License
-8 Language Settings
I¥ Methan icon included on task bar
I™ Nathan Client cannot be shut down
¥ Update automatically when a new version becomes available
[V Use faster functions for creating shartcuts [windaws <P and later]
[V &dd Nethian desktops to the top laver of the ‘4l Programs’ falder in the Start menu
Message Indicating Invalid Configuration [0

- Internet Filker
- Drive Filter
4 Network Resources
,E Dynamic Connection Message
-8 User/Station Identification
=~ Runtime Recarding

Detaults on Startup

-} Teminal Server Windows desktop | Nethan Administration |
~[_] TS Monitored Processes

5 Virkual cD Windows Stark menu g |H+H Methan - Examples j
e HAN Configurations for Opening a TS Session from Desktop Client

% LDaP
B pdvanced Protocol for requesting a session [http =l

kid

™ Separate port for session request -[o

The options available here are divided into several categories as follows:
Settings

NetMan icon included on task bar: Shows the NetMan icon on the client's Win-
dows task bar.

NetMan Client cannot be shut down: With this setting, all options for closing
Desktop Client are deactivated.

Update automatically when a new version becomes available: Applies to the
local (client) installation. If NetMan detects that a newer version of NetMan Client is
available, the new version is automatically downloaded.

Use faster functions for creating shortcuts (Windows XP and later): If Windows
XP or later is installed, a faster function can be implemented for making desktop
shortcuts.

Add NetMan desktops to the top layer of the “All Programs” folder in the Start
menu: The list of programs opened under “All Programs” in the Windows Start
menu includes the programs specified for the active NetMan Desktop. If this setting
is not selected, the NetMan Desktop’s programs are all in a single folder that has
the same name as the desktop.

Message Indicating Invalid Configuration ID
Message: The text entered here is shown when the configuration ID used to call an
application is invalid.

If a configuration ID is found to be invalid, this may indicate that it is not
@ part of the NetMan Desktop installation, but rather was created by the
user. See Security page for more information.

71



H+H NetMan Manual - Book 1

72

Defaults on Startup

Windows desktop: Default desktop opened when the client is started up.
Windows start menu: Default start menu, active when the desktop is opened.
Configurations for Opening a TS Session from Desktop Client

Protocol for requesting a session: This setting is shown only if the NetMan Ter-
minal Server Module is licensed. You can specify the protocol used to request a
session when a NetMan configuration is executed in a terminal server session.

Information View Page

The Information View dialog page lets you specify which information files, or ‘info
files,” are presented to Desktop Client users. Info files are informative texts gener-
ally allocated to specific configurations.

i NetMan Settings

i Settings - Information View
< |) These settings configure the information view in the MetMan pragram.

- -'-:'. Global Settings
51 MetMan License
- Language Specifying Information Files for Display
~{4) Configurations Information file folder IZHHWebPath\HTML-V\ew\InFo
Infarmation file URL Ihttp://GELAT\NE-ENGJnm\nFo
) Security .
@ Internet Fiker Diefault Info File far New Configurations
- Drive Filker Information file for configuration IZNMInchF\LZ!ZNMLgZLNolnfc.htm

) Hetwork Resources
w3 Dynamic Connection

Configuration of Infa File Display in Desktap Clisnt

188 User/Station Identfication  Display of informalion fle [ Gwitched offfor Deskiop Client =]
I: Runtime Recording lifidsfesri]
3 ;’] Terminal Server .
] TS Monitored Processes [¥ Show infoboard on Desktop Client startup
) Wirtual CD Infoboard IInFoboard.htm
¥ HAN
-8 LDAP

im]
Gla Advanced

With Desktop Client, you can define whether the info file is displayed before or dur-
ing execution of the configuration.

Specifying Information Files for Display

Information files need to be stored in the NetMan web server directory on the server
(which is the “NetMan3\WebSrv\” directory by default).

Information file folder: The directory in which your info files are stored. You have
to enter the path here before the info files can be used.

Information file URL: The URL that points to your information files.
Default Info File for New Configurations

Information file for configuration: This file is displayed if there is no info file ex-
plicitly assigned to the configuration.
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Configuration of Info File Display in Desktop Client
Display of information file
You can define whether the information file is:

« displayed before the configuration executes (“Before the configuration is ex-
ecuted”)

» shown while the configuration is executed (“Simultaneous with execution of
configuration”)

* not shown at all in the NetMan Client (“Switched off for Desktop Client”)
Infoboard

The infoboard is a static display of a specified HTML file. You can use this feature,
for example, to display general information about NetMan Client.

Show infoboard on Desktop Client startup: With this option selected, the Info-
board is shown whenever the Desktop Client is started.

Infoboard: General information file that you can modify as desired.

Security Page

On the Security page you can specify the folders from which the Desktop Client is
permitted to download files and which security settings are applied to the Desktop
Client.

¥fi NetMan Settings

(7L Settings - Security
.d Zonfigure yaur security settings, Mote: Paths For downloading files must be specified without variables,

-1 | Global Settings

5L NetMan License
£ Language Pemitted Folders for Downloading Files in Desktop Client
1) Configurations
esktop Clisnt
nformation Yiew

|NEIMan Client can download files from these folders R

#NMHome%\confighClient

@ Internet Filker
- Drive Filter
-ty Network Resources
;E Dynamic Conneckion
_ﬁ User/Station Identification Security Settings

= Runtime Recording I¥ Secuity settings active for Desktop Client

‘;‘H Terminal Server I¥ Secuity settings active in teminal server session

-] T5 Monitored Processes [¥ Methan access control active for Desktop Client EI
1 Wirtual CD

& HAN

I8 LDaP

faa Advanced

Cancel Help

Your security settings can be applied in different ways:

Security settings active for Desktop Client: In this case configurations that are not
part of the active NetMan Client Desktop cannot be executed.
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Security settings active in terminal server session: |Is this setting deactivated, the
end user is permitted to execute ICA files that contain the name of the configuration
to be executed. The configuration in question can be passed to NMCHTTP.EXE,
overriding the NetMan ticketing mechanism.

NetMan access control active for the Desktop Client. With this setting, NetMan Ac-
cess Control is responsible for security.

Internet Filter Page

On the Internet Filter page, you can configure settings for the NetMan Internet fil-
ter.

i NetMan Settings
e ! Settings - Internet Filter
Start canfiguration Far MetMan Internet Filker Function
= --:'. (Global Settings )
5L MetMan License
£ Lanquage Forte ——————— | [ Frogram with no Intemet access Add.
-0 Configurations . enplarer, ese
£ Desktop Client B 8 & .
= j,i Information Wiew HTTPS : 443
- Security
& T FTP 21

= Drive Fileer External URL Shown for a Blocked LIRL
2% Network Resources
=5 Dynamic Connection URL g I

-8 User/Station Identification URLs that are Alwaps Accessible

= Runtime Recording - " " BT
3} Terminal Server URLs to be made available (%NMIFVaidURL_N%) HX |+ €
2] TS Monitored Processes Fitps. s microsoll.com

) Wirtual CO
ad HAN
-8 LDAR

o Advanced

Cancel Help

Enter the ports to be monitored by the Internet filter under Ports.

Under Programs with no Internet access, enter the names of any programs for
which you wish to block Internet access completely. Use the Add and Remove but-
tons to edit this list. If you wish to use the Internet Filter feature, we recommend
adding all programs that NetMan Client can launch to this list and then specifying a
direct access method; for example, the Internet Explorer.

External URL Shown for a Blocked URL

URL: The URL you enter here will be displayed when a user attempts to access an
address that is not permitted when the Internet filter is active. Specify an external
page if you wish to inform the user that you have blocked the URL in question from
access. With the default settings, the URL indicated here contains the address of
an H+H site.

URLs that are Always Accessible

Access to the URLs in this list is unfiltered. These URLs are stored in NetMan en-
vironment variables called %NMIFValidURL_N%, where N stands for a sequential
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number assigned automatically. The buttons in the upper right-hand corner let you
edit this list.

The entries contained in this list when you first Intall NetMan are pro-
vided as examples, to demonstrate the syntax required for smooth in-
teraction of your Internet interfaces with the NetMan Internet filter. For
example, there are certain URLs that must be available at all times for
system operations. In another example, the “http://urs.microsoft.com”
item ensures the proper functioning of the Microsoft phishing filter.

(=]

Drive Filter Page

The Drive Filter page lets you configure filter settings that control access to local
drives on client stations, as well as settings for connected client drives.

i NetMan Settings [<]

. Settings - Drive Filter
S " Configuration of accessto avaiable drives

T2 Global Settings

5L WetMan License
B Language Restrict Access to Linked Clisnt Drives

10 Configurations ™ Activate filter functionalty on all terminal servers

7% Desktop Client

A Information View

) Security

el Incernet Fiker  Restiot access to linked olisnt dives in & terminal ssrver session
v Fiker

I~ Use global fileer settings fir the session
| Prevent sl access attempts on the client diives

-
8y Network Resources Fiter settings ;I
3 Dynamic Connection
U8 User/Station Identification
~/Z Runtime Recording

4} Terminal Server

] T5 Monitored Processes

0 Virtual €D

o Han

& LDAP

B Advanced

The following options are available on this page:
Restricting Access to Connected Client Drives

Activate filter on all terminal servers: Select this option to make the filter mecha-
nism available on all terminal servers. The filter enables restriction of user access to
local drives on client machines.

Activate global filter for terminal server sessions: With this option selected, the
filter settings specified here are applied in all sessions. The two options below this
setting let you define whether all access to local drives is blocked, or all restric-
tions defined in the specified filter settings file are applied in all terminal server
sessions:

*  Prevent all access attempts on the client drives
. Restrict access to linked client drives in a terminal server session

Filter settings: The filter settings specified here are applied in all sessions if the
Activate global filter for terminal server sessions option is selected.

Click on the “down” arrow next to the Filter settings field to open the editor for creat-
ing the configuration files that are used by the Client Drive Access Restriction tool.
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Network Resources Page

On the Network Resources dialog page you can set the variables for drive designa-

tions or UNC paths for access to applications and resources (such as CD-ROMs).

7 NetMan Settings

$ Settings - Network Resources
W5 specify the environment fram which MetMan calls applications

~%4 | Global Settings

A1 MetMan License
-0 Language Default application dive [ZNMAppDrive?] I i
-4 Corfigurations
g’" Desktop Client Default application share [ZMNMAppUNC) |
-1 Information View
) Security = 3 o o
@ Internet Fiker Drives for Applicatior-specific Connections (ZNMMN etDriveZ) HESE AR 2
-5 Drive Filker
o3 Dy
-8 User Station Identification
= Runtime Recarding
= :._;_ﬂ Terminal Server

~{_] TS Monitored Processes

[ Wirtual CD UINCs for Direct Metwork Access [ZNMNetIMCn] L Ak AR 4
- HAN

& LDAP
= Fﬁ Advanced

e

Cancel Help

Networks usually have a single server where user applications are installed. You
can store the drive letter for this server under Default application drive (%NMApp-
Drive%) and the UNC path under Default application share (%NMAppUNC%,).

Applications available in a network may require access to other resources as well,
such as CDs, which are on separate drives. You can store those drive designations
under Drives for application-specific connections (%NMNetDriveN%) and UNCs for
direct network access (%NMAppUNCn%,).

The drives entered here are stored in the order in which they appear in this list,
in consecutively numbered variables: %NMNetDrive1%, %NMNetDrive2% etc., or
%NMNetUNC1%, %NMNetUNC2% etc.

] It is important that you enter drive letters for application-specific re-
o sources without a colon, as this is required by many applications.
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Dynamic Connection Page

On the Dynamic Connection dialog page you can define which drives are available
to NetMan for dynamic drive mapping.

Wi NetMan Settings
_[# Settings - Dynamic Connection
S@®  when you use the FhiNest%, variable For drive mapping, the first available drive is mapped. You can specify whether all drives ar only
certain drives can be used for dynamic mapping.

-1 | Global Settings >

5L, MetMan License
-8 Language & Allow connection to any drive
onfigurations  Allaw cornection only ta selected drivels):

esktop Client
1) Information Yiew T T 8 e =t T o e 4

5 Security T e W R T o o i e R A
- g Tntermet Filter T 7 T o T o e T
- Drive Filter

#4s Nebwork Resources
- car .

2B tior

User [Station Identification

= Runtime Recarding
‘3} Terminal Server
] T5 Monitored Processes
{0 virkual CD
o HAM
& LDAP
=

ity Advanced

Cancel Help

Applications that require a CD will access the CD via a drive letter. Some applica-
tions store the drive letter and cannot change it, but others check all drives for the
required CD and thus are not limited to a specific drive.

For the latter type of application, NetMan offers a dynamic drive mapping function.
When the application is installed, enter the variable %NMNext% rather than a drive
letter. NetMan will use the first available drive on the workstation for the connection.
You can define whether NetMan will Allow connection to any drive or Allow connec-
tion only to selected drives.

If you select the Allow connection only to selected drives option, you

s can limit the drives that are available for dynamic mapping. Keep in
mind that these settings are valid for all workstations in your network. If
the drive letters entered here are already in use on a given workstation,
dynamic mapping will not be possible on that station.

NetMan does not dynamically map drives that are already in use.

(e
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User/Station Identification Page

On the User ID/Station ID dialog page you can specify how NetMan user and station
IDs are defined.

7 NetMan Settings [x]

- Settings - User/Station ID
NekMan automatically detects user and station IDs. You can define which Form of [Dis used for identification in your syskem,

5. | Global Settings

5L MetMan Licanse
@ Languags Station 1
1) Corfigurations E ach stalion must have a unique ID for tacking application use in the log file, This dialog lets you specify
eskkop Client the D use:

¥ ‘E”F”'”f““” view Oibtain station ID fram: &t NotBIDS psme
 Security e

@ Internet Fiker the hast name.
= Drive Filter  the IP address

© the MAC address of the network card.

2% Network Resaurces

User [dentification
E.ach user must have a unique 1D for use tracking application use in the log file. This diskeg lets you
specify the |D use
) Terminal Server Obtain user 1D from: " the Windows user name,
] TS Moritared Processes  the Windows network user account
irtusl €O 1 the Novel network ussr account
& HAN
% LDAP
™

F Advanced

NetMan assigns unique IDs to each user and station that run the Desktop Client.
You can use these IDs in various areas of system administration, such as the as-
signment of access rights to NetMan configurations. The choices for the source of
user and station IDs are explained below.

Obtain station ID from:

* the NetBIOS name. This is the name assigned to the workstation under Win-
dows.

e the host name. This is the name assigned to the workstation in the network’s
DNS server.

e the IP address. The workstation’s IP address.

e the MAC address of the network card. This is the unique network card ad-
dress.

Obtain user ID from:

*  the Windows user name. This is the name under which the user is registered
in the local Windows system.

e the Windows network user account. This is the name under which the user
logs on to a Windows network.

e the Novell network user account. This is the name under which the user logs
on to the Novell network.

Which of these options is the best choice depends on the network you
ol use. Keep in mind that the setting you define here is valid for all work-
stations in your network that run the Desktop Client.

If the method you select for obtaining the station ID does not work, the NetMan sys-
tem will try each of the other methods in turn until one of them is successful.
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Runtime Recording Page

On the Runtime Recording dialog page you can define whether and how users and
stations are identified in the NetMan log files.

#ji NetMan Settings

| Settings - Runtime Recording
*ou can specify which user and station data will be monitared when runtime recording is active For a configuration,

: Global Settings

5L NetMan License

-8 Language Data Logging Settings
-3 Configurations ™ Automatically lag activity of configurations that do not have recard IDs
3}5 Desktop Client Logging Station Data
- Information Yis 9 el stk
) Security y % Record the station |D
- Internet Filker 5 P
e Drive Filter ecord the station profile as [D
iy Network Resources Logging User Data
-4 Dynamic Connection " Do not log user data

-8, User/Station Identification & Record the uger ID
Bl untime Fecording
‘E} Terminal Server
- TS Monitored Processes
0 virkual CD
o HAM
5 LDAP

?_::' Advanced

" Record the uger profile as 1D

When you define a NetMan application call, you can specify whether the usage
of the application in question is recorded in NetMan's log files. When this data is
logged, you can also record the station and user that open the application.

Data Logging Settings

Automatically log activity of configurations that do not have record IDs: With
this setting, the activity of all configurations is logged in the database, regardless of
whether record IDs have been assigned.

The following options are available for configuring station data records:

Do not record station ID information: The station is not identified in the data
record.

Record the station ID: The station ID is included in the data record.

Record the station profile as ID: The profile assigned to the station is recorded
rather than the station ID.

The following options are available for configuring user data records:

Do not record user ID information: The user is not identified in the data record.
Record the user ID: The user ID is included in the data record.

Record the user profile as ID: The profile assigned to the user is recorded rather

than the user ID.

) Example: You can assign station profiles based on the departments in
ol your company and then select the setting described above for record-
ing the station profile, rather than station IDs, in the data log. This gives

you a clear record of each department’s application usage.
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Terminal Server Page
On the Terminal Server dialog page you can define global settings affecting terminal

server sessions.

i NetMan Settings

Settings - Terminal Server
The valus specified here for the maximum number of parallel sessions permitted is overwritten by user account and user profile settings.

- | Global Settings

51, MetMan License o
- 'Qn Language Maxirum parallel terminal server sessions allowed 2 10 j
i) Configurations
esktop Client Single sign-on on the warkstation j
-+ 1) Information View
“ Security
(@ Trkerniet Fier
-5 Drive Filker
24 Metwark Resources
w3 Dynamic Connection
- UserfStation Identification
untime Recarding
= _::‘ Termingl Server
~{_] TS Monitored Processes
) virtual CD
- HAN
& LDAP
= Fﬁ Advanced

T

Cancel Help

If the Terminal Server Module is installed and registered, you can define the maxi-
mum number of parallel terminal server sessions allowed. The setting here is the
default value; you can define separate values for individual users and user profiles,
if desired, in the Resources program window of the Management Console.

The single sign-on setting determines whether a user’s local login data can be used
on workstations and terminal servers. Again, for a detailed description please refer

to the Terminal Server Module manual.

This dialog page is available only if the NetMan Terminal Server Module
5 is installed and registered.
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TS Monitored Processes Page

On the TS Monitored Processes page of the NetMan Settings you can maintain a
list of processes that do not have graphical user interfaces. If the terminal server is
set to close down sessions after a certain period of inactivity, it will check for activity
periodically. This list is for programs that may still be active even if the session is not
in use. Thus “inactivity” in this context means there are no programs running that
are not listed here.

#ji NetMan Settings

Settings - TS Monitored Processes
“when the server checks whether a session is still active, the processes in this list are ignored. IF there are no processes running that are
not on this list, then the session ends.

E Global Settings
NetMan License
--ﬂn Language Program list [default) ‘ - Progrann list [Meth an]
) Configurations T Clipsr. exe Cotfmon exe
Desktop Client Conime.exe "l epdiact exe
¥ InForr!'vatlon Wit Dl srssens Clhhpgmes.exe
o Security ) D EventLog.exe DNMF\DPHe\pel.exe
-4 Intemet Fier T Lmsves exe Tlssonswexe
- B Ditve Fiter DLcascene Slvcerlapere
#h Network Resources m i
- Dynamic Connection e AL
-~ User/Station Identification ] ddeagnt ene LlVCTPlapere
= Runtime Recording D Metdde. exe DVCTIIE}'.EHE
) Terminal Server C Metstis.exe vC8Play.one
0 D Os2srv.ene DVCBIIE}'.EKB
E D Progquota.exe DVEBP\ay.exe
- HAN D Rdpclip.exe DVCHIIE}'.EHE
& LDAP Scienexe CIwTSHelpexe
E Advanced lSmss e () CIwTsTiapene
D Spoolss.ere
D\Mshe\l.exe
Tywincom =l
Microzaft knowledge base article 274740
Bitp://support microsolt com/kb/274740 tdd. | | Fence || Resst |

Cancel Help

This dialog page is available only if the NetMan Terminal Server Module
is installed and registered.
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Virtual CD Page

On the Virtual CD dialog page you can configure settings that affect the way Virtual
CD and NetMan work together.

¥ NetMan Settings

P Settings - ¥irtual CD
4 Specify the Folder(s) in which aur virtual CDs are stored, and whether the virtual drives are defined dynamically in your snviranment.

%% | Global Settings

51, MetMan Licerse

-8 Language

~ @ Configurations Folders thet contain vitual CDs [ZNMVCDPathNZ) (%
37 Deskiop Client =

-+ L) Information Yisw

) Security

(@} Tnkerniet Fiker

-5 Drive Filker

#3 Metwork Resources

w3 Dynamic Connection

-8 User Station Identification

= Runtime Recording

= '_;_ﬂ Terminal Server [~ Use permanent vittual drive assignments

- T5 Moritored P -
] omoricored Frocesses |Listaf vitual CD dives [xNVCDDrive3) IR R

Virtual CD

Wirtual CO Paths

Determining Environment Variables for Vitual CD Drives

F%ﬁ LDAP
g Advanced

Cancel Help

Under Virtual CD Paths you can specify the folders in which virtual CDs are
stored.

In the Determining Environment Variables for Virtual CD Drives section, you can
define permanent allocations for virtual CD drives.

To do this, use the buttons in the upper right-hand corner of this section to enter the
desired drive letters in the list of virtual CD drives.

If you allocate drives here, the corresponding values are stored in the Virtual CD
variables regardless of whether Virtual CD is installed or not.

82



Global NetMan Configurations

HAN Page

The HAN dialog page lets you import HAN accounts into the Management Con-
sole.

#ji NetMan Settings

g Settings - HAN
Specify the base directory, base URL and a NetMan Explorer configuration file to enable HAN and MetMan to work together,

: Global Settings

S L, NetMan License
-8 Language HAN base diectory [ [
anfigurations
esktop Client HAN base URL : I
1) Information Yiew
D Security MetMan Esplarer configuration file 7 IZNMDUW"'UEE'PEWJ ZANMINHAN. nmi _I
@ Internet Filker
-5 Drive Filter
4 Network Resources
,E Dynamic Conneckion
-8 User/Station Identification
= Runtime Recarding
‘3} Terminal Server
~[_] TS Monitored Processes
) virtual CD
& LDAP

?_:.:,' Advanced

Cancel Help

The following settings are required for access to your HAN accounts:

HAN base directory: Defines the location of the HAN base directory in your net-
work.

HAN base URL: Every HAN account is called from the same URL. If you specify
your base HAN URL in the %HANHTTP% NetMan variable, you will not need to
reimport all the HAN accounts any time the URL is changed; all you have to do is
change the value stored in the variable.

NetMan Explorer configuration file: Defines the path to the NetMan Explorer con-
figuration file to be used for HAN accounts provided in NetMan.

The HAN dialog page is available only if the H+H HAN program is in-
& stalled and registered.
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LDAP Page

The LDAP dialog page lets you define the access used by NetMan to read and
check LDAP permissions.

B NetMan Settings

Settings - LDAP
Configure settings here for using an LDAP server (2.0, to check user privileges). If you have questions regarding these parameters,
please contact the LDAP server administrator,

%% | Global Settings

51, MethMan License

-8 Language I~ Server
-4 Configurations By I Fort 369
37 Deskiop Client
-+ L) Information Yiew Huost name : I
5 Securty
(¥ Trkerniet Fiker User I
-t Drive Filker
) Metwork Resources Password | S'”LI

w3 Dynamic Connection

-8 User Station Identification
= Runtime Recording

- ';;-ﬂ Terminal Server

™ Use 55L encryption

 Scheme (group]

{1 TS Monitored Processes User attribute |
) Wirtual CD ’
T HAN Group athibute : I
v
G l g
3 ﬁ Advanced IEERE S I
Members |

LDAP default  » Tjest
Cancel Help

Click LDAP default to enter the default settings for the LDAP server. If the defaults
required differ from the standard settings, check with the administrator of the LDAP
server before entering data here.

You can activate SSL encryption here if desired.

The Test function opens a dialog for connecting to the LDAP server with the values
entered here, and displays a list in accordance with the settings. If the values shown
here are not your LDAP settings, then the data entered for LDAP access was incor-
rect.
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Advanced Page

On the Advanced dialog page you can create and edit NetMan variables.

#ji NetMan Settings

| Settings - Advanced
*ou can define your own NetMan environment variables, or choose From variables designed for use with specific modules,

-1t | Global Settings

5L, etMan License
@ Language Variable [ Value
~ 1) Configurations MMExcludedPracessList epdfact exe
7% Desktop Client
- L) Irformation Yiser
% Security
- Internet Filker
& Drive Filter
4y Network Resources
‘E Dynamic Conneckion
-8 User/Station Identification
= Runkime Recording
g‘f Terminal Server
] TS Monitored Processes
1 virkual CD
o HAM

New. Edi. | Delte |

Cancel Help

The list shows all the NetMan environment variables that cannot be defined on any
other dialog page in the Settings program, and the values they contain.

Please refer to the section entitled Environment in the NetMan Almanac
for a complete list and detailed descriptions of the variables used in the
NetMan system.

The following commands are available for editing these variables:

New: Opens a Settings dialog box for creating new variables.

Edit: Opens a Settings dialog box for editing variables.

Delete: Deletes the selected variable from the list.
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Integrating Applications and Hyperlinks

Overview

Contents of This Chapter

This chapter describes how to integrate applications, on-line access accounts,
URLs, and HTML documents in your NetMan system for distribution to your users.

NetMan is accessed by users either through the NetMan Desktop Client or from
an HTML document. HTML documents used for access to NetMan-controlled ap-
plications can be generated by the optional HTML View Module which is included
with your NetMan Base Module, or you can write them yourself. These features are
described in detail in the second part of NetMan Manual. This chapter describes
only the mechanisms for access over NetMan Desktop Client, and is divided into
the following sections:

» The first section explains some of the basic concepts of the NetMan software
and terminology.

*  The second section introduces the Management Console, your central system
program, and describes its operating elements. Examples are given to show
you how additional program and hyperlink properties can be activated in your
applications. You will also learn how to create your own desktop entries and
how to integrate your applications and hyperlinks in the NetMan system.

»  The third section offers tips on integrating special types of applications and Net-
Man configurations, such as CD-ROM applications, HAN accounts, and startup
and shutdown configurations.

»  The last section provides a number of practical examples of NetMan configura-
tions.
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The Types of NetMan Configuration

” o« » o«

First of all, we shall define the terms “application,” “hyperlink,” “program” and “Net-
Man configuration” as they are used in the context of NetMan, to help you better
understand how NetMan works.

& Irfoboard
When you run your NetMan Desktop Bt
Client, you will find five sample NetMan $h windows Edtor
. . . & Windows Internet Explarer
configurations in the Start menu, under & rovans B0 inowspar
Programs:

All of the entries added to a desktop are called NetMan configurations. There are
basically two types of NetMan configuration:

*  Containers

. Folders

There are two special types of configuration: the HTML-View URL and
the HAN Account. The HTML-View URL configuration replaces the “Hy-
perlink” configuration of earlier NetMan versions and is designed to en-
sure compatibility with older installations. The use of HTML-View URL
configurations has to be activated in the NetMan Management Console
settings. The best way to integrate a hyperlink in a desktop in NetMan
3.7, however, is to create a Container configuration and then add a
Hyperlink action to it. HAN Account configurations can be created only
if the HAN program is installed and registered, and NetMan is config-
ured accordingly. A HAN Account configuration links a HAN account in
a NetMan desktop.

(=] N

Container configurations contain a number of (Windows-based) “actions,” which
are linked to the Windows operating system. These configurations can be executed
only on the Windows operating system. If a container configuration is activated by a
client running a different operating system, such as Linux or Macintosh, a Windows
terminal server is required for processing the actions. A NetMan container configu-
ration launches a program or a hyperlink.

EE NetMan - Management Console - [H+H NetMan - Examples] [_[O0
4+ File Edit Wew Window Help it
B | & X UH-g G- NE-ALe
FI 43 H+H MetMan - Examples Entr! ‘ Permissions ‘ Return value variable ‘ Action
:‘\ Infoboard SR Configuration (container) no
i EProgram no 1
% windows Paint =
4 Windows Tnternet Explarer ™ Deactivate this action Test
Action Parameters
Pragram Icalc.exe _I
Wwharking directory I |
Program window INolmaI j LI
L] | 4 | D|p||\ Properties: Program action [ Permissions \ Connect Drive i Mote )\ Info (

Press F1 For Help

The sample shown above runs the "calc.exe" program (Windows calculator), chosen
for this example because it is generally found on all computers that run Windows.
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We shall use this example to clarify our definitions of "application" and "program.”
"Calc.exe" is certainly a program, but it can also be termed an application. As a rule,
an application consists of more than just a program call. For example, Word is re-
ferred to as a “Microsoft Office application” because the program itself (in this case,
“‘winword.exe”) requires a number of other specific files and directories in order to
run. Thus the term “application” indicates a program together with an array of other
elements.

The term configuration, as used in the context of the NetMan software, is even
broader; it refers to a completely user-definable logical unit, created by a NetMan
administrator. This configuration is like an empty container that you can fill up with
‘execute’ jobs, which NetMan processes in sequence—hence the term container
configuration. An individual job is referred to here as an action. In our example, the
configuration called Windows Calculator contains only one action; this is a “Program
action” configured to call the calc.exe program. There are a large number of differ-
ent actions available that you can add before or after the Program action. Gener-
ally these are more relevant for use with a “real” application, such as Microsoft's
Encarta, for example:

»  Create a login dialog or map a network drive for access to the program or to the
resource it requires—for example, to the Encarta CD-ROM.

+  Create DLL files or registry entries on the client workstation.

* Require a password or other user input which is then passed to the program
on the command line.

*  Launch other programs to run in parallel.

*  When launching a program or hyperlink, you can add modifications to the In-
ternet filter settings.

» Restore the working environment to its previous state when the program is
ended.

The following diagram illustrates the relationships between program, application
and NetMan container configuration:

Configuration

= Preparatory actions for the application
- Application call

Application

Program

Concluding actions for the application

With the most basic programs, the NetMan configuration does not contain any pre-
paratory or concluding actions; the only action is the program or hyperlink call, as is
the case in our "calc.exe" example.
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In many cases, integrating an application or hyperlink in NetMan will consist of no
more than two steps: first you create a configuration, then you add a single action
containing the command that launches the application. The number and variety of
actions available, however, give you a wide range of possibilities for your NetMan
configurations. Processing a NetMan container configuration is like executing a
script, because you can define conditions under which any individual action will—or
will not—run. Conditions for running an action are defined in the form of ‘execute’
permissions that are granted or denied based on user name, station designation,
group membership, environment variables, operating system, or any of a number
of other factors. Thanks to NetMan’s interface to the Windows Script Host, you can
even create your own NetMan actions.

Thus a container configuration is a logical unit that can be executed by a user. It can
contain up to 999 actions, or none at all. A program action runs an application that is
integrated in a NetMan configuration. A hyperlink action loads a web page.

Whenever this manual mentions launching a NetMan application call,
or calling a NetMan-controlled application, whether from the NetMan
Client or HTML View, it means that the processing of a container con-
figuration is activated. This configuration can contain practically any
number of other actions, which are processed either before or after the
program action.

(u] N

Today’s programs require access not only to data on the workstation (such as the
program directory, CD-ROM drive, and so on), but also to data on the company’s in-
tranet or in the Internet. When network access is triggered through a NetMan action,
you can configure the NetMan Internet filter to define which sites can be reached.

Increasingly, data is accessed using browser technology. This is why the NetMan
Hyperlink action has gained in importance for configuring the NetMan system. The
Hyperlink action uses the browser of your choice to access HTML-based data,
whether it is stored on the hard drive, a CD-ROM, the intranet or the Internet.

Hyperlink actions load HTML documents over HTTP. To do this, the action launches
MS Internet Explorer, or a browser of your choice, using the NetMan Client. Hyper-
link actions have the following properties in common with Program actions:

* The log file can reflect the number of times they are called.
*  An Internet filter can be assigned to them.

NetMan Desktop Client executes Hyperlink actions as follows: The NetMan Desk-
top Client launches the browser designated for this purpose in the NetMan Settings
and loads the URL specified in the Hyperlink action.

Folder configurations are for organizational purposes only, and—like hyperlink con-
figurations—cannot contain any actions.

The type of a configuration is indicated in the Management Console by the symbol
shown and by the designation (Container) or (Folder):

T
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First Steps

Management Console

The Management Console is the main system program used for integrating applica-
tions and hyperlinks in NetMan. Thus we shall begin the instructions for taking your
“first steps” by introducing the Management Console and its operating elements.

In addition to the usual menus and toolbars, the Management Console has a selec-
tion sidebar.

This sidebar has two views:
My Desktops
¢ Administration

Immediately following installation, the My Desktops view contains only the sample
desktop. Desktops that you create are shown here as well.

The Administration view contains system entries that cannot be added to or de-
leted.

You can hide the sidebar if desired; for example, to have more space in the program
window when configuring a desktop. When you click on an item in this sidebar view,
a window opens showing the corresponding data. We shall take a brief look at each
of these items before moving on to a detailed description of the sample desktop.

When you click the Configurations item, you can view all of your NetMan configura-
tions in a list. When you open a desktop, on the other hand, you can see only those
configurations which you have specified for the users of that desktop.

E& NetMan - Management Console - [Configurations] [_ (O] x|
[ File Edit Wew Window Help 5
Bl& SR U9 o @E-29e
x| Name Entr ‘ Permissions ‘ Return value warisble | Action
hiy Desktops Erter bext here ¢ | “§lConfiguration (container] no
Administration Hwindows Inkernet Explorer ClProgram no 1
tor
.oy i Windows Editor =
38 Deactivate this configuration —
.O:J IR Infoboard u g
Configurations R windows Paint Inactivity
._-,.ﬂNetMan skartup c.onﬂgl..lratlon i s
. 4 [E2IMetMan end configuration
i Configuration D CaLCULATOR
Configuration Groups —
Category for this configuration & pplication
Content Redirect extension(s| :
Application Library Configuration Properties ||
0 J MName IWlndows Calculator
Resouices Description IExampIe of a MetMan application
& Do nat run if anather configuration with this 10 is active I -
1 3
Mettdan Administration | |
<] | | [ [» [¥]\ properties: configurati iner) A Permissions j Information

Press F1 for Help

A E symbol shown with a configuration’s icon indicates that this configuration is
integrated in at least one desktop. A configuration that is linked to a desktop cannot
be deleted.
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The right-hand pane of this window is the Configuration Editor, and offers the same
editing options as those in the Desktop Editor, which opens when you edit a desk-
top. The main difference between the Configuration Editor and the Desktop Editor
is that the former shows a list of all configurations. This lets you edit configurations
that are not linked to any desktop, which is often the case with startup and shutdown
configurations, for example.

NetMan - Management Console
. . . fi .

The Conﬂguratlon Groups Item Opens a 3 Eﬁ:ulcgaﬁrcar;:?: eg;i‘tj:r'v:::lsde\ete configuration aroups here.

window ||St|ng your Conflguratlon groups.

You can activate and deactivate the

Configuration Groups

groups here. A configuration in a deacti- %ﬁatfbfses
vated group cannot be launched by us- © Offce Agplications
ers.

The NetMan Application Library is a wiz-
ard that you can use to add “ready-made”
configurations to an existing NetMan
installation. These configurations are
available as compressed files in NetMan
updates and service packs, and can be
downloaded over the Internet, for exam-
ple, from the H+H knowledge base or the
Web site of your NetMan vendor. For details, please see “Application Library.”

MNew. Edit... Delete

The Resources window lets you view and edit users, stations, user groups and
profiles and station groups and profiles. These NetMan resources are described in
detail in the chapter entitled “Users, Stations, Groups and Profiles in this manual.”

The NetMan Administration item is a special NetMan desktop, preconfigured for
administrative use. This desktop is integrated in the Administration view because it
contains the NetMan Toolbox.

The following section describes the H+H NetMan — Examples item in the My Desk-
tops view.

The Sample Desktop

When you select this element, the H+H NetMan — Examples desktop is opened in
editing mode. This is the default desktop, and is integrated in the Start menu for all
NetMan users. Any changes you make here are implemented on the desktops of all
your NetMan clients.

The window below shows the fully expanded desktop structure, with the selection
sidebar hidden. The active element in the folder view in this example is the root
entry. Since the root entry is not a configuration and does not contain any entries
or actions, the upper pane on the right, also called the Entry pane, is empty. The
lower right-hand pane shows the Desktop properties and Info dialog pages. You
can edit the properties of the selected element—in this example, the root entry—in
this pane.
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The Info page shows information on whatever entry is selected in the Entry pane;
if the desktop root is selected, as in this example, the information shown applies to

the Desktop Editor itself.

44 Fle Edic Wiew Window Help

)-
Infobioard
s Windows Editor

Windows Calculator
‘Windows Paint

------ fd Windows Internet Explorer

HE NetMan - Management Console - [H+H NetMan - Examples] [_[Ol =]
e LU
z G- HE- N De
Enit: | Permissions | Return value variable | Action
Desktop file 2 Istartmenu mhu
Marne ? |H+H Mettan - Examples
«| | o
144 ¥ [ [} pesktop properties A Info

Press F1 for Help

s

When you first start working with NetMan, it can be helpful to read the
Info pages on each of type of entry.

The configurations integrated in the desktop are listed below the root entry in the
folder view. Select one of these to edit its properties. For example, you can select
the “Windows Calculator” configuration and edit its Name and Description. Your
changes are active on all client machines as soon as you save the desktop. The
name is shown as the shortcut name, and the description is displayed as an infor-

mational tooltip.

If you select the Deactivate this configuration option, the configuration will still be
visible in the NetMan Client, but if a user tries to activate it, a window opens with
the message entered here under “Inactivity.” This can save you from being asked
repeatedly why the application is not working. Here is an example:

H& NetMan - Management Console - [H+H NetMan - Examples] (O]

45 Fle Edit View Window Help

=]

=)
4

X g UER-G

] 42 H+H MNetMan - Examples
‘ Infoboard
{4 Windows Editor

= g ‘Windows Paint
= ffi Windows Internet Explorer

Press F1 for Help

e
- WE-ADe
Entr: | Permissions | Return walue variable ‘ Action
4#Configuration (container)  no
Dngram no 1
-
¥ Deactivate this configuration =
Inactivity 2 IUpdata in progress - online again at 3:00 pm
Caonfiguration Y alues
f§] H-+H NetMan CalLCULATOR
C  Update in progress - online again at 3:00 pm. &pplication
c ’—I e
C
| :-;;J Name IWmdows Calculator =
‘ |I' | _’I—I
14 [ 4] # [/ ] properties: Configuration (container) fi Permissions § Information

For a container configuration, you can enter an identifying string under Do not run if
another configuration with this ID is active. This is also referred to as a “lock ID,” and
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lets you prevent incompatible applications from running simultaneously. This can
be useful if you have applications (or separate instances of the same application)
that interfere with one another. For example, one application might try to access
data that another application locks during use, or an application might be internally
designed to run in only a single instance on a given machine. Enter any string you
wish as ID, and then enter the same string in this field for the configuration(s) that
you want to prevent from running while this one is in use.

You can link NetMan configurations to file name extensions; for example, to have
a certain configuration launched whenever a certain type of file is executed. This
mechanism is known as content redirection. To implement content redirection in a
NetMan configuration, click on the button next to the “Content Redirect extension(s)”
field and select or edit file name extensions as desired.

E& NetMan - Management Console - [H+H NetMan - Examples] _ O] |
«b File Edt View Window Help S
& o5 - - L1 i
Bl&H XEPRUR-F NE-4Ye
=1 4 H+H NetMan - Examples Entr | Permissions | Reburn value varl.., | Adtion
& wicboord SfiConfinuration feontainer) o
ditor ClProgram no 1
| windows Calculator
windows Paint ;I
{8 windows Internet Explorer || Corfiguratian ID . [NOTEF2D 1
Category for this configuration : [Bpplication |
Cortent Rediect evtensionis) - [LosmxTI [ '
NetMan - Management Console

Content redirect file extension list
Add, edit andfor select the file extensions which should be used for content redirect.

=
Extension | Description
LhLoa Log files
Ot TXT document

The following conditions must be met before content redirection can function prop-
erly.
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A NetMan Content Redirect action must be configured to switch this mechanism
on or off. With the default settings, content redirection is switched off. This action is

ideal for use in startup/shutdown configurations.

oA

You need to configure a program action that will pass the name of the executed file
to the program, by passing the %NMSHFile% variable as an argument on the com-
mand line. If the Management Console does not find this variable in any program

action, an error message is shown.

NetMan - Management Console [ ]

IF Content: Redirect is activated the file name must be passed through to a program call! Add one of the

Following entties to & pragram:
File name with quokes - Example: "C:\My Texk kxt"

File name without quates - Example: Ci{My Text.bxt

: | FehMSHFFl%
: | HHReplace(#LNMSHFFile%,",)

form:

ER NetMan - Management Console - [H-+H NetMan - Examples] H=

44 Fle Edt View Window Help

Bl&H XegRH%H -9 HE- @

Ve

o (o

For example, the command line that calls "Notepad.exe" may take the following

[l 4% H+H NetMan - Examples [F m
4

i Infoboard
Configuratian

{container)

2l Program
,ﬁ Windows Paint

ffi Windaws Internst Explorer

™ Deactivate this action

Action Parameters

Test

Program

g INutEpad exe ZMMSHFFile®]

]

Waorking diectory |

Pragram windawm

0 I 3|

: [Nomal

] | 4 | >| M |\ Properties: Program action

]
=l

=l

Done

Permissions _f, Connect Drive f Mote f Info /
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J

If the program linked to a given file name extension opens a terminal server session,
it is important to make sure that access to client drives is permitted, as the applica-
tion accesses the local file on a client drive.

You can link more than one program to a given file name extension in
the Management Console. For example, you could link both the Win-
dows Editor and Microsoft Word to the “TXT” extension. When a file is
executed (for example, when a user double-clicks on the file), NetMan
checks which configurations are available to the user at that moment
in the Start menu and on the Windows desktop of the client. If only the
Windows Editor configuration is available, the file is opened with this
program. If both configurations are available, the file is opened with the
first one found.

-

In the dialog for selecting file name extensions, you can specify an icon
for each file name extension. Icon assignments are stored on the client
machine by NetMan Desktop Client and registered for the specified
file types. Thus even file types unknown to your operating system are
shown in the Windows Explorer with icons.

o

MetMan - Management Console

&= Content redirect file extension list
Add, edit andfor select the File extensions which should be used For content redirect.

Extension | Description
O ¥ emp Windows Bitmaps
O crs Configuration File
O =looc wiord document
O e Executable file
O & nmm Internet File
O Configuration File
[} 1 Log files
Crer TXT document
NetMan - Management Console
] Edit a file extension
3 Enter the file extension (without the dot) and a description, and specify the icon to
be shown an the client computer

Mew, File extension i oq] Change icon... [j.-.

Description : | Log Files

- |

The following options let you specify the context for processing configurations:
* Do not show this configuration in an HTML page

* Do not show this configuration in NetMan Desktop Client

»  This configuration is for internal tasks (e.g., remote configuration start)

For example, with the default settings the Infoboard configuration is not shown in
HTML pages.
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Each configuration has the following dialog pages:
*  Properties: Configuration,

e Permissions,

e  Information file,

e Noteand

« the Info page described above.

We will take a closer look at the Permissions page later. In the current example
nothing has been entered on that page, which means that any NetMan user can ac-
cess this configuration and can see and open this entry as a desktop folder.

Click on the Information file tab to view the information page for this configuration.
The default editor for this is “Notepad.exe.” To use a different editor, select Settings
from the View menu and enter the command line call for the desired program:

NetMan - Management Console
= Settings
3 Specify the categaries to be applied when creating new canfigurations, and which editor shall be opened for editing files.

- Category
- Defaulks Text file editar InDtepad Exe |
HTHL fil editor |frorteg exd |

Cancel | Help |

d Click on the Info tab and read the text about the “Configuration” entry.

The Note page presents an editable field in which you can enter comments relevant
to use of the configuration, such as a description of its functions or information on
the application it starts (such as licensing codes or other special requirements).
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Program Actions

With the “Windows Calculator” configuration still selected in the folder view, select
the Program action in the Entry pane—the only action in this configuration—and
read the information about this entry on the Info page.

HE NetMan - Management Console - [H+H NetMan - Examples] [_ O] x]
43 File Edit Yiew Window Help -8 X
B &k X = BT S-DE-4bLe

I 43 H+H MetiMan - Examples Entr! ‘ Permissions ‘ Return value variable | Action

Infoboard AﬂConflgurat\on (container) o

Windows Editor [program no 1

f% Windows Internet Explorer || | Deactivate this astion Test
Action Paramsters
Pragram Icalc =) _I
‘wiorking directory I _I
PFrogram window INormaI j
Ittt filer [Ma Intsmet fiter acive] |
Action Settings
™ Timeout Seconds I—Eﬁj
[ Logdata Record D I
" License License 1D I _I

[~ &llow multiple instances on one workstation
¥ Hold subsequent action(s) until this program is closed

[ 4] » [\ properties: Program action fi Permisions § Connect Drive # Mote A, Info /

Press Fi for Help

The Program action has the following properties:

Program: The program to be executed is entered here.

Working directory: NetMan will start the program from the directory entered
here.

Program window: You can select the mode in which the program window is
opened (normal, maximized, or minimized).

Allow multiple instances on one workstation: Defines whether more than
one instance of this program can run at one time on a given workstation. With
this option activated, NetMan permits users to start an unlimited number of
instances of this program.

Internet filter: This setting lets you program individual filtering rules for Internet
access. For details on how these rules work and how you can define them, see
“NetMan Internet Filter.”

Hold subsequent action(s) until this program is closed: In deciding wheth-
er to activate this option, keep in mind that a NetMan configuration is a user-
defined sequence of almost any number of actions. With this option selected,
the actions that follow this Program action within the configuration are not ex-
ecuted until after the user has closed the program started here. Without this
option, these subsequent actions are executed as soon as this program has
been launched.



Integrating Applications and Hyperlinks

* Timeout: Select this option to define a period of time after which the program
will close automatically if it has not been used. The default number of seconds
is defined in the NetMan Settings (see “NetMan Settings” in chapter 4) and
can be overwritten here. This option is particularly useful for applications with a
limited number of user licenses. The timeout option may not work with all pro-
grams, however; this depends in part on the way a given program works. You
cannot assign a timeout for a DOS program, for example.

* Log data: With this option selected, entries are written in event logs when the
program is started and when it is closed, so you have a record of the program
running time. How events are logged is defined in the NetMan Settings. The
“Record ID” you define here identifies this configuration in the log file entries.

e License: Activate this option to limit the number of workstations that can run
this program simultaneously. You can create a new license ID or assign an
existing ID to this Program action.

Unlike other actions, the Program action also has a Connect Drive dialog page.
Here you can map a drive designation to the network resource required by the
program.
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Additional Program Properties

Now you know enough to take your own first steps. In the following example, we will
activate three of the additional program properties available in NetMan:

*  Timeout
+  Eventlogging
*  Licensing

In the dialog box below, these properties have been activated. Click on the button
to the right of the “License ID” field to open a dialog box for creating, deleting and
assigning licenses.

.. L
Entr: Permissions Ret

| | NetMan - Management Console
AﬂConflguratlon (container) no
[IProaram no 7= Licenses

. ) *ou can create, edit and delete MetMan licenses
here.

[ Deactivate this action

Aclion Parameters Licerses | Humber |

Program Icall: exe BB Caloulator 1
“wiorking directory

Pragram window Nomal

Intemet fiter [[Mo Intemet fier activel

Action Settings

™ Timeout Seconds : 66 ﬂ
¥ Log data RecodID - [Calculstor Mew. | Edt. | Delete |

¥ License License ID ; |Calculator

NetMan - Management Console

] -

Edit license data
Enter the name of the license and the number of licenses,

License

Murnber of licenzes - =l

The number of licenses for a given application is not stored directly in
this configuration. This means that you can assign the same license to
more than one configuration. You may wish to do so, for instance, if dif-
ferent NetMan configurations share a single software license.

o

The settings configured here are effective in the NetMan Client as soon as they are
saved. You can test your changes before saving the settings; the Test function is
available in the toolbar, in the Edit menu and in the shortcut menu that opens when
you right-click in the Entry pane. If an action is selected when you activate the Test
function, only that action is tested; if you select ‘Configuration’ at the top of the Entry
list, the entire sequence is tested.

Testing a licensed application from within the Management Console
- does not reduce the number of licenses available for actual users.
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Now we will launch the Windows Calculator configuration on three different worksta-
tions. The following message is displayed on the second workstation:

i% License queue

All licenses for the 'Windows Calculator’ application are in
use, You are in position 1in the queue, and have been
waiting for 7 seconds.

H+H Nethian ==

The message displayed on the third workstation indicates that the user is second
in line. The next step is to call the Station Monitor from the NetMan Administration
window and view the status of the three workstations:

@ MNetMan - Station Monitor
File Edit Wiew Help

IS[=] E3

E L)
Station  ~ | Liser | Skark Eirme: | Location |
:" GELATIMEYL JOHN G PUBLIC FI30/2008 10:19:29 AM  Terminal server sess..,

_f'GELATINEVU#l ADMIMISTRATOR
:J MULLDIETUS JOHM Q PUBLIC

1

7/30/2003 5:58:30 AM
7/30/2008 2:01:27 PM

Press F1 for Help

Terminal server sess...
Terminal server sess...
2

The example above does not show all of the available information. To
specify which items are included here, select Settings from the View
menu. This manual gives only a few examples of the operating features
available in system programs. For more detailed information, please
refer to the online Help.

(]

You can call the License Monitor to see which licensed applications are in use, and

to release licenses if desired. In this example, you can release the license for the

Calculator, in which case the user who had been first in line (the second worksta-

tion) can start the program right away:

! NetMan - License Monitor !E[E

File Edit Wiew Help
B R e

5| License definitions Lser Skation

Ll ADMINISTRATOR GELATIR

© 10HN ) PLUBLIC GEL

© 10HN ) PLUBLIC MUL

4 | i

Location

Releases the selected license,

If all the licenses for a given application are in use and you release
a license for another user, this does not close the application on any
workstation where it is already running. Thus releasing a license may
result in a breach of the software licensing agreement for the applica-
tion in question.

(]
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To test the timeout function, wait until the defined delay has elapsed:

H+H NetMan

{ 3‘ Timeout

"Windows Caloulator' is not in use and will be cl
seconds

losed in 4

Once the timeout period has been reached on
look at the Record Database Viewer:

ﬂ NetMan - Record Database Yiewer - [Sequential Log File]

Ele Edit View Help

all three workstations, let us take a

2] AP 42le

Record 1D Start date | Stop date| Starttime | Stop time | Record attribute ﬂ
10 Calculatar 7/30/2008 (73042008 (2:17:25 PM O 2:18:32 PM(AWL122
9 Calculator 702008 (773042008 (21616 PM 21723 PM O (AVLE2
g Calculatar 73072008 |7/3042008 | 2:15:08 PM (21615 PM (TS -
4 [+ [\ Sequential £ Summatized £ Everts f | 4] [»

Data records: |10

Three of the events listed here show values in
cating the number of seconds spent waiting for

the "Record attribute" column indi-
a license (WL); this attribute can be

summarized in the statistics program, by application and by time period, to get an

idea of where bottlenecks occur with licensed a

Creating and Deleting Desktop Entries

In the examples above, we added new program
program. In the following we will explain how to

Select New, either from the Edit menu ...

pplications.

properties to the existing Calculator
create your own desktop entries.

[ER NetMan - Management Console - [H+H NetMan - Examples] [_ O] ]
4% File | Edit | Yiew Window Help -8 x
| e ' ‘ Desktop entry P | B3 application... ChrHHE
Copy Action » Application in a folder...
5 Tnsert » § e T T e
;; Mave Folder in a folder...
Delete Ctri+D = | B 3
-4 X pelete i I Deactivate this canfig ﬁ Based on a configuration...
Mowe 4 Eased on a configuration in a folder. ..
Inactivity r
Ty Test arkt 4] | |
List of ol desktaps... K[« [H ]}, Properties: Configuration (container) A Permissions f Inft
Create a w - A

. or from the shortcut menu opened by right-cl

E& NetMan - Management Console - [H+H NetMan - Examples]
44 File Edit Yew Window Help

icking on in a desktop element:

JS= ES

ey

B & XEPgRYER-G G- HE DD e
E] 43 H+H NetMan - Examples ! Entr ‘ Permissians ‘ Return valus warisble | F;I
% ‘ New 4 ‘ Desktop entry  * | 5 application. . Chrl+E
{j Capy {configuration) Action 3 Application in a Folder..,
{g Insert (configuration)  * [Deactivats TWe corfigurali|_J Eolder... " cuif |
¥ Delete D tivity . I_ Folder in a Folder ..
Tyl Test CHIHT ’ﬁ Based on a configuration. ..

» | M| Properties: Co

Lisk of all deskkaps...

Based on a configuration in a folder...

Create & new
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The menu for creating a new entry contains the following choices:

e Application or folder. Select one of these to create an entry on the same
hierarchical level as the selected entry.

* Application or folder in a folder. Creates an entry in the selected folder.

You can also click on the corresponding button in the toolbar to Create a new ap-
plication or Create a new folder.

In the following example, we will create a folder called New Folder.

4% File Edit wiew Window Help (0
B X = B RA R G- DE-MLe
(=] 4% H+H NetMan - Examples | Entr ‘ Permissions ‘ Return value variable ‘ Action |
= 1
;‘ Infoboar | bty s ‘ Desktop entry  * | 53 application... Ctri+k
5}’ x:::z:z Zopy (configuration) Action 3 Application in 5 Folder. .
fgj Windows Insert {configuration) ¥ [0 -/ Folder... Crl+F J
-~ Windows | 3 pelete an [0 Falder in a Folder...
Tedt cilpr  |Mhis configuration [24 Based on a configuratian...
List of all desktops... Based on a configuration in a Folder ..
perties: Configuration (Felar) /, Permismiors J,Nate LI 7
Create a new configuration in the selected Folder

Here we enter a name and a brief description of the new folder and click "Finish."
Next, we create an entry within this folder; this time it is an "application" entry:

NetMan - Management Console
Create a New Application o
Enter the name and a description. ?
o
Name o INEW Application
Description IThls i a new application

Again, we enter a name (New Application) and a brief description; then we can go
on to define a Program action for the New Application configuration:

NetMan - Management Console
Create a New Application o
Specify whether a Program action is to be intearated or nat. 3‘ o

Do not add an action
@ 4dd a 'Pragram’ action

Program Inotepad.eud
" #dd a Hyperlink' action
URL [rwe27

< Back I MHext > I Cancel | Help |

On the last page of this Wizard, you are asked to confirm (or edit) two entries which
are automatically generated by NetMan:

*  The ID of the new configuration (in this example, “New”)
»  The category to which the new configuration is assigned (in this example, “Ap-
plication”)
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The ID of a configuration must be unique, because it is used to call the configura-
tion; for example, from the command line, or as part of a URL.

In many cases, it is important to modify the configuration ID to make

ol it more meaningful. For example, if you name your configuration “MS
Word,” the ID automatically generated by NetMan is “MS.” If you accept
this ID and subsequently create a configuration called “MS Excel,” Net-
Man will generate the ID “MS1.” To modify the automatically generated
ID, simply overwrite it on this dialog page.

The Category of a configuration is basically a sorting criterion. As you can see in

the list of all configurations (opened as described above), “Category” is one of the
column headers:

4 Fle Edt Wiew Window Help I
B & B By - g - BE A D e

Marne | Cakegor I Configuration I Permissions I License ID I Record ID I Extension I
Enter kext here ﬂ Enter kext h... ﬂ Enter text here

MetMan startup configuration
[MetMan end configuration

Startup/Shutdown  MMSTARTUR
Startup/Shutdawn  MMSHUTDOWN

ﬂ Enker te. . ﬂ Enker te. . ﬂ Enker te. . ﬂ Enker te. . ﬂ
.kﬂwindows Internet Explorer Application MSIE no
-.L-ﬂwindows Calculator Application CALCULATOR no Caleulatar Caleulatar
-.1-ﬂNew Application Application MEW1 no
[ windaws Editor application MOTEPAD no T®T|
i InFoboard application INFOBOARD no
Vi windows Paint application MSPAINT na
(CRiew Folder Foldar HEW

Press F1 for Help

This table can be very long, depending on how many configurations you have. The

use of categories can help you to keep track of your configurations, and to find a
particular configuration more easily.

The list of all configurations also shows at a glance whether ‘execute’
conditions, licenses and run-time recording are configured. In the fields

marked Enter text here you can set filters for the individual columns to
reduce the number of entries shown.

Let us return to our example for a “New application.” NetMan assigned the category

“Application” automatically, based on a function that you can modify under View/
Settings:

Settings
= ) Specify the categaries ko be applied when creating new configurations, and which editor shall be opened for editing Files.

- Editor Category

- Defauls Default catsgary for applications g IADP“EHUU" |
Default category for folders IFo\del |
Diefault categary for bwperinks 2 IHYDBﬂiNk |
Default categor for HAN accounts IHAN |

Cancel Help
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As you can see here, you can define your own categories and specify defaults.
In our example, a new category called My Category is assigned to the NOTEPAD
configuration:

HX NetMan - Management Console - [H+H NetMan - Examples] 9 [=]
44 File Edb Wiew Window Help -8 X
8|54 NetMan - Management Console |
a5
=] % He+H Metian - E: Create a New Application - g? ion
[ i Folder Select the category and madify the configuration 1D as needed, bl |
; Infoboard NetMan - Management Console ﬂ _'I
15 Windows Edi : F =4 Select a Category =
Windows Cal - Categary 5 Select the desired Category from the list, L
i Windawis P Al 8 F |
g windows Int B
Category
Application L
Folder
HaMN |
Help functions L
Hyperink

[ Y

Startup/Shutdown
WG E———

MNew... | Edit... | Delete |

b
Cancel j

g

Press F1 for Help

Now we test the new configuration with the Trace Monitor switched on. As the last
entry below indicates, the Notepad.exe program was launched successfully.

("} H+H - Trace Monitor !E[ E
! File Edit Wiew Help
P13 Y | user messages MR APSIN -B RNEIREN)
Time | Maduls | Test =l
151017, Management Conzole Testing configuration 'Mew Application’.

151017, Mettdan Action Interpreter

151017, Mettdan Action Interpreter  Configuration 'MEW! - name: 'Mew Application’.

151018, Mettan Action Interpreter  Block-|D - MO

151018, Mettdan Action Interpreter  Show info - O

151018, Mettan Action Interpreter e

151018, Mettdan Action Interpreter  Configuration ME'W: Action 1 - Program.

151018, Mettdan Action Interpreter  Program: ‘notepad. exe’

151018, Mettdan Action Interpreter  Working path:

Mettdan Action Interpreter  Start az normal window

Mettdan Action Interpreter  Timeout - MO

Metkdan Action Interpreter Record 1D - MO

Mettdan Action Interpreter  Licence - MO

Mettdan Action Interpreter  Multiple execution - MO

. Mettan Action Interpreter W ait until program iz finished - YES

... Methdan Action Interpreter  Executing command ‘notepad. exe’.

. Mettan Action Interpreter  Internet filter iz not active.

Metkdan Action Interpreter  Intermet filter iz not active.

151018, Mettdan Action Interpreter  Program ‘notepad. exe’ wlas started, _ILI
3

1

Ready SR
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Since this was just a demonstration, we can delete this folder now:

& NetMan - Management Console - [H-+H NetMan - Examples] [_ (O]
44 Fle Edit Wiew indow Help o (S
® | & X = R S RE- 4

] 4% H-+H HetMan - Examples [Entr | Permissions | Return

&, Infoboard LCFiconfiguration (folder) o
= A Bl

s Newd  Dew ¢
o windowes . Values ]
e Windows Zopy (configuration)

i wWindows Insert {configuration)  * pID
ol iindoves

‘X Delete N Chrl+D |th\sconflgural\on

Test T filies

List of all desktops. .. me INEWFO\dBI

Description : I

™ Da not show this folder in HTML pages
™ Do nat show this folder in the Nettan Desktop | =
4] | 3

A< +[ ¥\ Properties: Configuration (Falder) £ P

Delete the selected element

We are now asked to specify whether the entries in the desktop should be deleted
along with the desktop.

NetMan - Management Console
\-,/ Delete bath the New Folder' desktop entry and the hetMan corfiguration it stands For?
.
Yes: Delete the configuration and deskiop entry.

Mo Delete the desktop entry, but nok the configuration,
Cancel: Do not delete either,

Ves Tl Mo | Cancel |

This question is always asked when you delete a configuration that is not assigned
to any other desktop. If the entry is still linked in another desktop, it is simply re-
moved from the active desktop when you select the "Delete" command, without
prompting for confirmation, and is still available in the list of all configurations.

In this example, we answer "Yes" since the entry was created only for demonstra-
tion purposes.

Next, we delete the pre-configured sample configurations, but answer "No" at the
prompt, so that these configurations are merely removed from the active desktop,
but remain in the list of configurations.

In the preceding steps, we made several changes in the desktop structure. If we
save the changes now, or did so at any point along the way, any NetMan Client
interfaces that were already running would have to refresh their desktops before the
changes would be reflected. If a client's desktop is not reloaded, a user might try to
activate an entry that is no longer available or no longer exists.

The NetMan Desktop Client registers the necessity to reload a desktop or con-
figuration based on the date a desktop or configuration was

created. If you have assigned rights to desktops and con-
figurations, Desktop Client might not register changes made | & wewnToobor

in external databases (e.g., in ADS). This is why a Reload
desktops command has been integrated in the Management Creats desiop. .
COHSO|e Delete desktop. ..

Exit Alb+Fa




Your First Application

Integrating Applications and Hyperlinks

Now we will show you how to integrate an application of your own in NetMan. For
this demonstration, we will use the Microsoft Word application, which is already
installed on the workstation we are using. This example shows you the options for
integrating an application in your NetMan databases; it does not deal with the topic

of MS Word installation.

We begin by creating a folder called MS Office:

EE NetMan - Management Console - [H+H NetMan - Examples] M= E3
44 File Edit Wiew Window Help S
Bl H X = e R S- I HE-bLe

[l 4% H+H MetMan - Examples Entr | Permissions | Return value variable | Action

% Infoboard

o Windows Editor

Windows Calculator
Windows Paint

3 windows Internet Explorer

Done

@Configuration (Folder) no

Configuration 1D

Falder Properties

Eifi

Description

4

Configuration ' alues

Category for thiz configuration

g IMS Dffice

. IMicrosoft Office

——

L] I 4 I }I }II\Properlies: Configuration (folder) /{ Permissions )\ Mote )\ Info f

Then we create a new "Application" configuration as described in the previous sec-

tion.

MNetMan - Management Console E

Create a Hew Application

Select the category and madify the configuration 1D as needed.

L ]
e |
o9

]

Categary ; IfoiCe Application
Configuration 1D o IWUHD
< Back Cancel Help
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NetMan automatically extracts the icon from "Winword.exe" to \NMHome \ Config\
Client\Data\Icons and uses it as the symbol for this configuration.

B NetMan - Management Console - [H+H NetMan - Examples] [_ o]
& Fle Edt View Window Help -8 X
e EE B T
Bl $H XECERUR-9 O-IHE- 1 De
[ 4% H+HHetMan - Examples Entr | Permissions | Return value variable | Adction
2 ; Infoboard SfConfiguration {container) no
4 Windows Editor IPragram = 1

windows Caloulator
& windows Paint

Ifi Windows Internet Explorer || | Deactivate this action Test —
=] - MS Office Action Parameters
Pragram g I‘ZNMWinF‘logDuZ\Miclosolt Office\fficel 2vW/INWORD.EXE

“Wworking directory  © I
Program windaw ;[ Nomal =]
Intemet filter I[No Internet filter active] j _I
Aclion Settings
I Timeout Seconds ;| 300 j‘
I~ Logdata Fecord 1D |
I License License D g I
™ Allow multiple instances on one workstation
¥ Hold subsequent action(s] until this pragram is closed -
4| (B rl

H I 4 I ll HI\Properlies: Pregram action Permissions }\ Connect Drive }\ Mote )\ Info f

Press F1 for Help

With the default settings, NetMan automatically inserts environment
& variables in place of specific path designations whenever a path or part
of a path is recognized. In this example, C:\Program Files is re-
placed by the NMWinProgDir variable. This has the advantage that the
program is found on all workstations, because it is always installed in
the Windows directory on the local drive, whether the drive letter is C:
or D:, and no matter what the directory is called.

Finally, we activate the licensing and event logging functions.

On the Information file page, you can create and assign a special HTML file for
providing information to users, if desired.
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NetMan can now be put into operation with your first application. If you were to inte-
grate all Microsoft Office applications in the same manner, the NetMan Client would
look something like this:

M5 Office

lf: Access 2007

[ Excel 2007

(~ Outlook 2007
i@ Powerpoint 2007

=

=} Publisher 2007

5 Word 2007 Documents

Pictures

Music

Games

Search

Recent ltems
Computer
Metwork

Connect To
Control Panel
Default Programs
Help and Support

Run...

e r— Q) - I"""'""-'I =

Up to now we have described each step in great detail, because these were your
"first steps" and because we wanted to acquaint you with the program's internal
logic. From this point onward we will be operating on the assumption that you know
how to create, edit, delete and move desktop entries, and will provide details only
on other aspects of NetMan operating elements.
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Access Permissions for Configurations and Actions

You can permit or deny access to configurations and actions for specified users,
user groups, user profiles, stations, station groups, station profiles, and/or and net-
work groups. You can also grant or refuse access permission based on any of a
number of defined conditions.

For example, you can define whether a given configuration is displayed based on
membership in any of the following:

*  Global NT group (Active Directory Service required)
e Local NT group

* LDAP group (LDAP server required)

*  NetWare group

This mechanism provides full support for the groups used in the most common net-
work operating systems. You can use the rights structures that are already in place
in your network without having to create new definitions within the NetMan system.

Since all of your user and workstation names are automatically copied into NetMan
databases, you have the option of linking access rights not only to user’s network
login names, but also to workstation names, as well as user and station groups
and profiles.

With this feature, NetMan closes a gap in network operating systems that evalu-
ate permissions solely on the basis of user accounts.

Moreover, NetMan lets you control access to configurations according to specified
conditions as well — another feature that takes you beyond the realm of conventional
network capabilities. You can make configuration access dependent on the exist-
ence of one or more specified elements on the client machine, which can include
the following:

. a file,
. a path,
* adrive,

* aregistry entry,
* an INI file entry, or
* avalue in an environment variable.

Furthermore, you can choose to show or hide configurations based on any of the
following workstation factors:

e operating system,
e P address,
e  host name, or

» the protocol used for access on a terminal server (RDA vs. ICA).
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The variations on the rights structure can be used in any combination and linked
with logical operators (AND/OR), and can be formulated in the positive or the nega-
tive. In the simplest cases, you grant ‘execute’ permission to

*  users,
e stations,

e local NT groups,

e global NT groups, or
e NetWare groups.

Here is an example of an invalid assignment of permissions: Select the configura-
tion and click on the Permissions tab. Click on the New... button and select “NetMan
User.” Add a second user to the list in the same manner as the first:

Entr: | Permissions | Return value varisble | Action |

¥ Configuration (container) no

Program no 1
Tupe ‘ [rat] eq... ‘ Permission granted to/when.. ‘ and, ‘
& User equals JOHN @ PUBLIC and
£ User equals ADMINISTRATOR and
Mew... vl Edit.. | Delete I Reset | Up | Diown |
[T TEIT, Properties: conhauration (container) b, jissi Tnformation fle_y Mote i Infc

This definition, where the second user is linked by a logical AND, would make it
impossible to launch this configuration.

The entries in the Permissions list are evaluated logically by NetMan: each entry
is a proposition that is either true or false. The assignment of ‘execute’ rights for
this configuration will depend on the truth value resulting from the evaluation of all
entries in the list. The expression

User = “ADMINISTRATOR” and user = “JOHN Q PUBLIC”

is always false (due to the AND operator), while the expression

User = “ADMINISTRATOR” or user = “JOHN Q PUBLIC”

is true whenever the user name is either “Administrator” or “John Q Public” (logical

OR in place of AND).

In evaluating these logical expressions, the AND operator has a higher
o priority than the OR operator. Example:

Type ‘ [nat] eq... ‘ Permission granted tofwhen. . | and.. ‘
@ Global MT Group equals HH-ZFRK\Development and
_g""W\ndows wersion check  equals Windows TS-bazed o

8 User equals ADMINISTRATOR and
& Windows version check equals  Windows P and
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In this case, the expression is implicitly evaluated as follows:

“Global NT Group” = (“HH-ZFRK\Development” AND “Windows ver-—
sion” = “Windows Terminal Server”) OR (“User” = “Administra-
tor” and “Windows version” = “Windows XP”)

The next example illustrates a truly practical use of the AND operator:

Program X runs only on Windows NT workstations, but you want to make it avail-
able to administrators in a network that also has Windows 98/ME stations.

To do this, link the ‘execute’ rights for the corresponding NetMan configuration to
your ADS administrators and then create a new condition for these rights:

Entr; | Permissions | Return value variable | Action |
Lﬂcanﬂgurat\on (cantainer] no
:lProgram no 1
Tupe | inotl ex... | Permission granted to/when [and.. |
@ filobal NT Group equal:  HH-ZFRKADevelopment and

Edit... | Delete I Reset Upy Drown

Global NT network groups... k

Lacal NT network groups..,
MetMan users. ..
MetMan user groups...

NetMan user profils. .
MetMan stations. ..

MetMan skation groups. ..
MetlMan station profile. ..
LDAP definitian. ..

Click New... and select “Condition;” this opens a list of conditions that you can
choose from.

Conditions

This dialog lets vou add, edit and delete conditions. Select the desired condition and click OK ta process it.
Candition I Value | Deescription -
@l Environment check NMTSS5essionl D=0 Nettan is running on the console,
& File exist check ZNMHomeX\SystemBintNMSMng exe  check if curent user has Neth an admin rig
é“ Path exist check #NMapplNC? check if there is a share far applications del
@) Variable check Retuml/alue= Retun value is empty
&)l Variable check Retumivalue=0 Rietumn value equals 0
&)l Variable check Retumalue=1 Fietumn value equals 1
@l Variable check, Retur alue=2 Fietum value equals 2
@) Variable check Returr alue=3 Rietum value equals 3
&)l Variable check Retumivalue=4 Rietumn value equals 4
&)l Variable check Retumialue=5 Fietumn Value equals 5
@l Variable check, Retur alue=6 Fietum value equals &
@) Variable check Returr alue=7 Fietum value equals 7 —
@) Variable check Returrialue=8 Retun value equals B
&)l Variable check Retumivalue=3 Rietun Value equals 3 -
q -l

Mew. =l Edt. | Deme |

The conditions listed here are used by a number of NetMan’s internal
programs and thus should not be deleted.
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Since the condition you require does not appear in this list, you need to create it. To
do this, click on New... and select Operating system check. In the next dialog box,
select Windows NT/2000/XP/VISTA.

j’l‘; Condition - Windows Yersion Check
Q’f J Enter the Windows version For which yau wish to check,
05 version  windaws 98 " Windows S1/ME
 Wwiindows ME
© windows NT 4 & Rifindaws T /2000 RS
" Windows 2000
 windows HP
" windows Yista
' MetaFrame 1 Windows T6-baser
" Wwiindaws terminal server
Description |
o ite
And that's it:
Tupe ‘ [rat] eq... | Permizzion granted to/when. | and..|
@ Global NT Group equals HH-ZFRK\Development and
g' Windows version check  equals Windows NT/2000/PVista and
[Wow -] Edi. |[ Deete | Reet |  wp | Duw |

The other conditions you can choose from are described in the following:
Environment Check

Determines whether the workstation has a given NetMan or system variable.
Variable Check

Determines whether a given action return value is equal to the value specified.
INI Entry Check

Determines whether a given variable in a Windows INI file is set to the value speci-
fied. INI files are for the most part used by 16-bit Windows programs, while 32-bit
Windows uses registry entries (see below).

Registry Check
Determines whether a given key in the registry is set to the value specified.
Host Name or IP Address Check

Determines whether the workstation host name or IP address matches a specified
host name (wildcards permitted), IP address or range of addresses.

One last important point on this topic: NetWare Directory Services (NDS) can be
accessed only if the IntraNetWare Client interface from Novell is installed on all
workstations in your network.
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Creating Additional Desktops

To create new NetMan desktops, select File/Create desktop:

MNetMan - Management Console E

Create a new desktop

Enter the name of the MetMan Deskiop,

- 3
Desklop : IM_',' Desktog
Ok I

The new desktop is empty. You can add your choice of the following elements:

New configurations (folders, applications, and hyperlinks). This involves creat-
ing new NetMan configurations.

Existing configurations. This involves creating NetMan desktop entries that re-
fer to the existing configurations.

Desktop entries from other desktops. This involves opening a shortcut menu or

the Configurations window to copy entries. Select the configuration you would
like to copy, right-click on it to open the shortcut menu, and select Copy (con-
figuration). Move the focus back to the new desktop, right-click in the desired
position, and select Insert (configuration)/Insert here.

Mew

Copy {configuration))

Insert (configuration)  »

Insert here

£ HiHNetMan - Examples =
El 4 H+H NetMan - Examples Entrg Permissions
i Infoboard “Configuration (container)  no
d ClProgram no
»
T , 2
. 7
Copy {eanfiguration) e
Insert (configuration) ¥ I_
K Delste ak N — -
Tyl Test Chl+T
Lisk of all deskkops. .. iguration

Content Redirect extension(s)

-
4| | 3

14 [ 4 [ » [ ¥} Properties: Configuration

Delete

Test

List of all deskkops...

ChrHD Insert in the Folder

Cr+T

0l |

: |My Desktop

i

4[4[ F [ pesktop properties 4 Info /

When you use the Insert (configuration) command, this creates a short-

(:] .

cut to the existing configuration, rather than a copy. When you change

configuration properties, the changes are reflected in all shortcuts to
this configuration in all desktops.

If you want to assign different sets of permissions in different desktops

for a certain application, begin by duplicating the application’s NetMan

configuration, and then set the desired permissions in the new copy. In
other words, the configuration is first duplicated in the Configurations
window, then copied using the Copy (configuration) command, and fi-
nally added to a desktop with the Insert (configuration) command.
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E& NetMan - Management Console - [Configurations] M= 3
% File Edit ¥ew MWindow Help el e
B | o= e B iRy - @~ |3 4
Marme A | | Enkr: | Permissions | Retur
Enter text here -.k-ﬂConFiguration {container) no
:|Pr0gram no
: | |
New L4
-
Rename. .. Chrl+R uration
-.k-ﬂWindows Paint e tion)
=M Office opy {configuration R T
[Powerpoint 2007 Duplicate {configuration) R{J P IAE
[ Publisher 2007 Delste Ch4D =
[ outlook 2007 »
N e Tyl Test Chrl+T
4 I i : Configuration (container)
List of all desktops. ..

You can insert a Change Desktop action to load a desktop other than the default
NetMan Client desktop. If you do not specify a desktop for the change, this opens
a list of all existing desktops for selection by the user. You can also specify whether
the desktop is opened in the Start menu, on the Windows desktop or in place of

the currently active NetMan desktop, regardless of whether the latter is in the Start
menu or on the Windows desktop.

H& NetMan - Management Console - [H+H NetMan - Examples] [_ O]
44 File Edt View Window Help i ek
5 H x BURKR-T - DE-bdLe

8% H+HNetMan— Examples ‘-:_ﬁ é‘f
- % ang pLY ¥

iy Infaboard Configuration  Change

- Windows Edikar (container) Desktop

- 1:] Windows Calculator
Y

Windows Paink

g windows Internet Explorer ™ Deactivate this action Test | I
Action P
New desktop

Mettan Desktop Client will load the desktop 1+ on the desktop friom which it is called
" on the Windows desktop
i the Windows Start menu

I4|¢ | Dl}l |\ Properties: Change Desktop action [ Permissions i Mote )\ Info /

Press F1 For Help

" We strongly recommend creating a reference to the Change Desktop

o action (by copying the desired desktop entry without duplicating the

action) for testing purposes, so you can change back to your original

desktop at any time. This prevents you from “getting stuck” in the new

desktop during testing. To prevent your users from changing to a partic-

ular desktop, assign ‘execute’ permissions within the Change Desktop
action accordingly.
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You can assign a given desktop as the “start” desktop for a user, user profile or sta-
tion profile:

[NetMan - Management Consale [ x]

User profile: Documentation
Edit the properties of the user profie,

Profile members.

Startup : «.. | Statmenu : [Documentation Start menu |
Shutdown ... | Desktop | Documentation desktop |

Language | | HTML View | |
Masimum paralle terminal server sessions allowed Wj I Dvenurite default

Cancel

It is not possible to assign a desktop as a property of a station. To al-
locate a given desktop to individual stations, you can add a Change
Desktop action to the startup configuration (see next section) and grant
‘execute rights’ only to the station(s) to which you wish to allocate this
desktop.

.

If you do not wish to maintain station profiles, user profiles or users in your NetMan
system, you can use a Change Desktop action and grant permission to your net-
work users based on their membership in a group.

Before a desktop is opened for a given client, all of the applicable set-
- tings are checked in the following order:
»  User profile settings
*  User settings
»  Station profile settings
+ A Change Desktop action in a configuration (such as a startup configuration)

The setting active at the conclusion of this evaluation is applied.

Order of precedence: changing/overwriting settings

The above does not apply to the web interface. Unlike the NetMan
Desktop Client, the web interface does not process startup configura-
tions; thus these cannot overwrite other settings. In the web interface,
the desktop opened is determined by the following, in this order:

o

»  Settings defined in the NetMan Web Services (for a detailed description,
please see the chapter entitled “Web Interface”)
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*  User profile settings
*  User settings

»  Station profile settings
Special Configurations and Applications

Startup and Shutdown Configurations

These configurations are not absolutely necessary, but can be quite useful. To cre-
ate global Startup and Shutdown configurations, simply enter the IDs of the desired
configurations in the corresponding fields on the Global Settings page of the Net-
Man Settings:

Bi NetMan Settings [ x]

= Settings - Global Settings
Global NetMan settings

E Global Settings
5L NetMan Licenss
ﬂn Language Path to Metkan Server Installation: ZMNMHome
Configurations Neiblan server path [MBELATINE ENGHettan3
esktop Client
Farmatian View Path to H+H Web Servioes: ZHHwebPath%
=) Security H+H web services : I\\GELAT\NE-ENG\HHWebF‘ath
-} Tnternst Filcer .
5 Drive Filter Settings
% Metwork Resources IV Automatically replace path stings with environment variables
=4 Dynamic Connection v Permit Mettan login
ﬁ User/Station Identification Startup and Shutdown Configurations
~|=| Runkime Recording k
) Terminal Server Startup configuration INV\’IST”’\HTUFl
[ T5 Monitored Processes
MNMSHUTDOWN
B vl D Shutdown configuration I
o HAM Canfiguration for Application Execution in Metkan Station Moniter ———+—+—+—————————
-8 LDAR
;T: tevanced Station manitar configuration INMSTAT‘DNM
Opening HTML Content
Detfault browser g IWinPlogDirZ\lntemet Exploretiesplore.exe” GLINK
Program Appearance
Lok and Fes! [windows 2005 =l

Cancel Help

When you first install NetMan, the configurations with the IDs NMStartup and
NMShutdown are your global startup and shutdown configurations. The NMStartup
configuration maps the application drive. If you do not use a central application drive
(see “Application Drive”), deactivate or delete this action.

If the NMAppDrive and NMAppUNC variables are not defined in the
NetMan Settings, ‘execute’ permission for the Connect Drive action is
not granted anyway.

(] T
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Hame || Entr | Permissions Return value varisble | Action

Enter kext here F| | B9 Configuration (container) no

Vi windows Internst Explarer DIGD bo marker: ¢ ng 1

.lﬂWmdows Calculator Execute na 2

SRwindows Editor & confirm o 3
-.1-ﬂ1nfohoard 7 Marker 4 no 4

[ windows Paint =Sonnect Drive yes RETURNWALLIE 5

[ Change Desktop

IC2Ms Office Test
lifPowerpaint 2007 >

\uPublisher 2007 Action Parameters

ioutlock 2007 Drive | Connection | Metwark. | User | Passw...
[0 Access 2007 =3 %NMAppDiive% HNMAppUNCE ‘windows

[WDExcel 2007

iord 2007

'iHetMan startup configuration
[0MetMan end corfiguration

New. | Edt Delete | Resat |

Fieturn ¥ alue inVariable

Store return value from action in variable : IHETUHNVALUE

| | [ 1A 12 [ 1]}, properties: Connect Drive action 4, Permissions A Mate A Info /.

The shutdown configuration can be used to disconnect the drive (undo drive map-
ping).

The default startup configuration contains an Execute action (followed by a Confirm
action) bracketed by Go To Marker and Marker actions. The Execute action launch-
es the NetMan Trace Monitor. With the default settings, however, the Go To Marker
action is always executed, which means the Execute action is skipped. Either of the
following modifications might be useful, just depending on your requirements:

. Deactivate or delete the Go To Marker action, so that the Execute action always
runs (i.e., so the Trace Monitor is launched every time).

+  Set permissions for the Go To Marker action so that the Trace Monitor runs un-
der certain circumstances. For example, if you set permission to run the Go To
Marker action for “User <does not equal> Administrator” then the Trace Monitor
starts only when NetMan is launched by a user with an administrator account.

You can edit the default startup and shutdown configurations to meet your own re-
quirements. In general, startup configurations are used to set up a specific working
environment for NetMan when it is started, and shutdown configurations to restore
the previous state when the NetMan system is shut down. Many system administra-
tors will want to create an environment that has a number of user-specific settings;
you can do this by assigning startup and shutdown configurations to individual user
profiles, users, station profiles and stations. The order of precedence for Startup
configurations is as follows:

Global startup configuration

User profile startup configuration
User startup configuration

Station profile startup configuration

Station startup configuration
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You do not have to create a number of separate startup configurations in order to
have several actions executed at startup. Since you can assign ‘execute’ rights to
individual actions within a configuration, the effects of any given configuration can
be made to vary in accordance with your assignment of permissions.

As indicated in the list above, global settings (such as an environment

[s] 8

variable configured on the Global Settings page) can be overwritten by

values set, for example, in a startup configuration assigned to station

profile.

" It is a good idea to configure the return value options in all startup con-
ol figurations, even if you do not plan to make use of these values. Oth-
erwise, failure of a given action might prevent subsequent actions from
executing. In the example above, the return value stored in the variable
called RETURNVALUE ensures that any subsequent actions are exe-

cuted regardless of whether or not the drive mapping was successful.

Integrating HAN Accounts

Access accounts created using H+H HAN can be integrated in NetMan desktops in
the form of NetMan configurations. This requires the prior installation and registra-
tion of HAN, as well as the registration of HAN within NetMan.

It is no longer possible to register HAN using a NetMan license code; a

s separate HAN license is required.

To load HAN accounts in NetMan desktops, you need to enter the HAN installation
path in the NetMan Settings.

#fi NetMan Settings [ x]

g Settings - HAN

Sperify the base directory, base URL and a MetMan Explorer configuration File to enable HAN and MetMan to work together,

%2 | Global Settings

-5k NetMan License
-8 Language
1) Confiqurations
* Desktop Client
L Information View
o) Security
-} Internst Filker
= Drive Filter
%y Network Resources
;E Dynamic Conneckion
User Station Identification
= Runkime Recording
-} Terminal Server
] T5 Monitored Processes
-1 irbual CD
B ol
5 LDAP
?_1'.‘,' Advanced

HaM bage directony
HAN bass URL

Nethan Explorer configuation fils

. IE “Program Files\HANZVWwWebSribhihan |
B Ihllp relaxBBEshan
I‘ZNMDUWnInadPthj ZANMIHAN nmi
Cancel Help
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The “HAN” dialog page in the NetMan Settings is not shown unless

ol your NetMan registration includes the HAN license. If this dialog page
is not shown check your registration data; for example, by opening the
Info dialog using the NetMan Desktop Client icon in the notification area
of the system tray:

H-+H NetMan 3

i NetMan Chient Tray - Version 3.6.0.1049
2 |) H-+H HetMan is registered For John Q. Public

ACME Ca,
9 r hetMan status information | =]
"/l 7% MetMan server installation version: 3.7.0.8
B %3% MetMan Desktop Client wersion: 3.7.0.9
| € ADMINISTRATOR
2 MYTSSERVER
HTH emporary licensing good until 31, 10,2008
R NCTIVIERS e
r - NMetMan serial number]
J ccess For 100 stations - Concurrent
R g ccess for 20 stations - Per Seat
t raining Moduls
o > anguage Module
5 4 erminal Server Module:
A e B nstallation Modle
[ e L
e
=R
=
‘@

Enter the path to your HAN installation under HAN base directory. This is the di-
rectory specified in your HAN installation for storing individual HAN modules. In a
standard HAN 2.0 installation, this is the \WebSrv\hh\han directory. The URLs for
NetMan hyperlink configurations can now be made up of the HAN base URL you
enter here and the name of the HAN account.

The next step is to register the use of HAN accounts in the NetMan Management
Console. To do this, open the Management Console properties, open the Defaults
page and select the Activate HTML-View configurations option.

MNetMan - Management Console

= Settings
- Specify the categories to be applied when creating new configurations, and which editor shall be opened for editing Files.

Editor Defaults

-~ Category
Defaults I Activate 'Execute configuration in a session’ as default for creating new configurations
" iclivate HIME View UL configuations;

Cancel Help

The HAN accounts are available for integration in desktops after the next reboot.
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When these settings have been configured, the HAN accounts are available in your
Management Console and can be integrated in NetMan desktops.

= 9 H+H MetMan - Examples | Entr: | Permissians | Return value varisble | Acti
% | hiewr "I[ pesopenty  » [ application. . Chyl+
":ﬁj Copy (configuration) Action 3 Application in a Folder..,
- Insert (corfiguration) ¥ @ HIML-view URL. ., criH [
¥ Delete CtrHD Deactivate this configur HTHL-View URL in Folder...
0§ Test CtrleT  potivity |_|@3 HAN accourt.... N r
Lt of al desktops... nfiguration ¥alues HAMN account in falder. ., 63 L
configuration 1D _j Eolder... Chrl+F
Category for this canfiguratio Falder in a folder. .. i

Fi# N E
Content Redirect extensian]; 1 Based on a configuration. .

e et Based on a configuration in & falder... [

|I Hame I\nloboard

Simply mark the accounts you wish to import as NetMan configurations and click
OK.

MNetMan - Management Console ﬂ

HAN Accounts
Select the desired HAM accounts.

HAN aceount group g I @ H+H j

Account ‘ Drescription

0l | i

[V Hide inactive HAM accounts

Cancel
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A HAN account is integrated as a HTML View URL configuration. The new configu-
ration inherits the properties (name, description, URL) already defined for the HAN
account in question.

E& NetMan - Management Console - [H+H NetMan - Examples] [_ O]
& Al Edt View Window Help -8 X
Bl&lH XEpPRE oUW 3 - BHE-bdde

El 42 H+H NetMan - Examples Entr | Fermissions | Return value varisble | Action

|, Infoboard & Configuration (HTML-View URL) o

1G§3 Form Login

&

@ Session Management
b Windows Editor

a windows Calculator ™ Deactivate this configuration Test —
3 windows Paint
.4l Wincows Tnternet Explorsr || Inactiity
Configuration ' alues
Configuration [ HTTPLOGIN
Categary for this configuration HAN

Canfiguration Properties

@ Name @ [HTTP Login Change icon

Description 3 I -
URL IZHANHTTFZ/HTTPLOQMZHANUHLUptlonsZ
I~ Logdata Record D

1[4 ] »[#I]} properties: Configuration (HTML-View URL) f Permissions J, Information file j Mote B Inf

Press F1 for Help

You can change the category specified for data imported from HAN under View/
Settings/Category. The default category is “HAN.”

MNetMan - Management Console E
=] Settings
) Specify the categories to be applied when creating new configurations, and which editor shall be opened For editing files,

Editar Category

Default category for applications : IADD“CBHUH _I
Default category for folders s IFDIder _I
Default category for hyperlinks : IH}'DETHNK _I
Default category for HAM accounts : IHAN _I

QK. I Cancel Help |

CD-ROM-based Applications

A CD-ROM-based application (referred to in the following as “CD application”) is an
application that refers to data on a CD during run time. Installing CD applications in
a network can sometimes be a complex operation:

+ CD applications often run only from the same drive in which they were in-
stalled.

»  The drive entered during setup is often stored in the registry, in INI files or
in non-editable files, which means it can be changed only by re-installing the
program.
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The more CDs belong to a given application, the more difficulties are created
by the problems mentioned above.

In a network that has a lot of CD applications, there may be competition among
them for a limited number of drive letters.

CD applications often look for their CD data in a physical CD drive.

In the following, we demonstrate the installation of a CD application in NetMan. The
following parameters apply for this example:

The application will be installed on K:, the central application drive. Our ap-
plication drive has already been defined in the NetMan Settings; with these
settings, clients access the applications that are installed on the network at K:

(NMAppDrive).
%{ Settings - Network Resources
_,’L-J Spedify the enviranment fram which NetMan calls applications

E Global Settings
5L NetMan License
£ Language
-9 Canfigurations
Deskkop Client

Default application diive [ZNMAppDrive)

Default application share [ZNMApplMCE]

I\\Ge\atme—eng\Programd

B

i
- L) Irformation Yise:

4 security
@) Internst Filker

[ Drives for Application-specific Connections [ZNMNeDiiveNz)

bk AR 2

== Drive Filter
5% Network Resources

The Virtual CD program is used to map the CD data. The (virtual) application
CD is inserted in the (virtual) F: drive using the Virtual CD Management pro-

gram.

8 virtual CD 9 - £D Management

! Fle Edt Yew Window Help

P mset L9 et | 1)

= E3

N 1 P
Gy New P Edior G 141 cony el

W Tasks o

= Toalbox
Hetwark Management

Server Administration

& Create a virtual CD
‘¥ Create a collection

£ Create a job

e Print entire tree diagram

(43 Copy virtual CDs

L8 |
Functions =
% Insert
L% Eject
st Print the properties

% Show €D properties

TH e

Y -
(;:'%E\E: Financial Times 2002 (FtD2_3) y F

9] —— |
& Virtual Drives | b Physical CDJDVD Drives
Wirtual CD Folders ‘\Globaly -

@ td td @

Audio YD Games 150

=0 oo, i

@ ol @
Financial Times ~ Microsoft  PCM_O608_,..  Wikipedia
2002 (Ft02_3) Encarta 2008 2005

©) virtual CD F5 w3 - MNew Features
@) Documentation
' Yirkual CDin the Inkernet

Wirtual ...

EI Tasks

Press F1 for Help

T lser-D...

€3Detals | DD | S com... | (P seripts | [ J0bs
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Now we begin the installation:

Choose Destination Location E

Setup will inztall The Financial Times in the following folder.
Ta inztall to this falder, click Mext.

To inztall to a different folder, click Browse and select another
falder.

*f'ou can chooge not to install The Financial Times by clicking
Cancel to exit Setup.

K:hchnewsw

" Destination Folder

< Back | Mest » | Cancel |

The Setup program offers us the option of specifying the CD drive or searching for
the disk. We elect to search for the installation disk, and it is found in the F: drive.
The program is then installed on the K: drive and a new entry is added to the Start
menu:

eﬁ The Financial Times 3 §§| The Financial Times
Jj H+H HAM 2 3 fg?" Uninstall The Financial Times

l Programs 3

We run the application from here, and find it has no difficulty locating its CD data.
Thus the new CD application is ready to use.

The next step is to distribute this application over the network. We begin by creating
an application in the "Databases" folder:

H& NetMan - Management Console - [H+H NetMan - Examples] M= E3

44 File | Edit | Wiew Window Help e
B | 5k | Hew D Desktopentry  » | 37 application, .. Chrl+
Copry Action > | Application in a Falder. .. N | Action
Insert » P 3 S
Move i
| . Folder in a folder. .. J _’I
Delete Chr+D lﬁ Based on a configuration. .. [—
) . -
Move » | ConfigurationValues — Based on a configuration in a folder, .. :_
Configuration 1D R |IJ-°\ TEERSES
Test Chrl+T

Category for thiz configuration : IFolder 3

Falder Properties

| .,) MName IDatabases =
4 | _>l_I
14 I 4 I }I }II\Properlies: Configuration (folder) /{ Permissions )\ Mote )\ Info {

Create a new configuration in the selected Folder

List of all deskkops...
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We highly recommend copying the program call from the new link in the Start menu
and pasting it into the Program action:

NetMan - Management Console
Create a New Application

Specify whether a Program action is to be intearated or nat. ‘.=.

Do not add an action
@ 4dd a 'Pragram’ action

o

Program IZNMAppDrweZ\chnews.exd _I
™ Add a 'Hyperlink' action
URL [rwe27
< Back I MHext > I Cancel | Help |
Copying the program call ensures that the command line and any argu-
4

ments required are entered correctly. The same applies for the working
directory, if it differs from the program directory.

NetMan automatically converts “K:” to “%NMAppDrive%” in the command line. Our
first test of the Program action is successful.

HE NetMan - Management Console - [H+H NetMan - Examples] [_ o]
4 Fle Edt View Window Help

-8 X
Bk H XK TR WRR-9 - HE-CDe
E] 4 H+H MetMan - Examples Entr | Permissions | Return value variable | Action
fo- b Infoboard "] Configuration {container) no
Windows Editar Dlfrogram o 1
lj Windows Calculator
windows Paint -
& Windows Internet Explorer I™ Deactivate this action Test -
S =] D:_tahases Aiction Parameters
Re-grinancial Times
B N Program IZNMADDDr\ve"é\chnewsw\chnews.eue
‘whorking directory ;@ I
Program window INorma\ j
Intermet filer + [INa Interet fiter active]

|
I<|1| >|>\ |\ Properties: Program action 4 Permissions i Connect Drive  Mote )\[nFn /
Done

There are still two more functions to be configured:

We want the CD to be mapped automatically when the application is
launched.

We want to be able to launch the application on any workstation.
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We add these two actions to the configuration, bracketing the Program action. Net-
Man automatically sets the NMVCDDrive1 (or NMVCDDrive2, 3, etc.) variable(s) on
the client workstation in accordance with the Virtual CD drive when the application

NetMan has two actions specifically designed to support Virtual CD:

Insert Virtual CD
Eject Virtual CD

H& NetMan - Management Console - [H+H NetMan - Examples]

4 File | Edit

View Window Help

CIPE|

Mew

3

Copy

EEY

Insert

Mowve:
X Delete

Morve:

List of all desktops. ..

Deskopeniy * | |- | T @

[ [=] E3

| Action

¥ | 124 gelect action,..

PR
:‘Program

g

A=l

ConkrolfExecution

Jug variable Action |

1

Chrl+D

-

Chrl+T Program

[l

I™ Deactivate this actiof

Action Parameters

‘wiorking directom

| Media Contral

»
»

Walues (ReadfWrite) ¥
3

Cannect Drive

Disconnect Drive

Dialog Boxes

Insert Yirtual CD

I—NM M= S e

g

Eject Virtual CD

5

"

|I1 [ » [#1], properties: Program action

Create & new ‘Insert Yirtual CD' action

Permissions __Connect Drive jy Mote 4, T

is launched.

Enter the path to the desired Virtual CD image file in the Virtual CD field. If default
paths are defined for Virtual CD files in the NetMan Settings, the Management Con-

Because many CD applications look for their CDs in the same drive
that was used for installation, it is important to use consistent Virtual CD

drive configurations throughout the network—for example, by using a

modified Client Network setup—so that your (virtual) CDs can use the

same drive letter on every station.

sole automatically uses the corresponding variables for the path name:

"

& NetMan - Management Console - [H+H NetMan - Examples]

JE[=] E3
4% Flle Edi View Window Help o
8 & H XEPRUR -G DE R
] 4 H+H HetMan - Examples [ - o
i ‘ Infoboard J.:ﬁ G/ D ‘/
4 Windows Editar Configuration TnsertWirtual  Program  Eject Virtual
Windows Caloulataor (container) D [an]
§ Windows Paint
H ﬂ wWindows Internet Explorer
B-Q Databases I™ Deactivate this action Test —
BagFinancial Times
Action Parameters
Wirtual CD . IZNMVEDF‘atMZ\F\nanciaITimes.vc4
Yirtual drive o | ZNMYCDDrivel % -
Password : I View
Retum Value in Variable
Stare return value from action in variable 2 I LI
H | 4 | >|>\ I\Pruperli:s: Insert Yirtual CD action

Press F1 for Help

Permissions i Mate h Info £

Any time you have trouble with a configuration that contains multiple
actions, it is a good idea to run the Trace Monitor to diagnose the prob-

lem.
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When this application is started on a different station than the one it was installed
on, a message appears stating that required DLLs are missing. There are a number
of ways to address this problem:

*  You can repeat the entire Setup procedure on the station in question.

* You can copy the missing DLLs to the application’s working directory. In
this case, the application runs once we copy a total of four DLL files to the
“%NMAppDrive%\chnews” directory. The NetMan Installer makes it easy to
detect missing files in such cases, because it can show you the differences in
your system directly before and immediately after installation of a program.

‘Netl“lan - Installer - [Resulk: Financial Times]

I File Edic Wiew Window Help = R LT
=] (@ snapshot... B Compare... 5 Scriptwizard... | [ as X 20| (s [ 4] @
¥ | Categaor File | Date
SnapShot definitions ] % CAUWINDOWSsUninst exe £/2/1997 12:32.04 PM
Results fictlregstiikersiatics # CWINDOWS system32\bedSatldl  8/26/2001 16:19.48 PM

# CNWINDOWS spstem324bids4 7. dil 8/28/2001 161548 P
# CAWINDOWS system324bivbel 1.dil 8/28/2001 16:15:48 PM

=]

% CAWINDDWShsystern32\CH3d di 8/28/2001 16:19.48 PM
Financial Times % CUWINDDWS\system3ZigearlBsd.dll  B/28/2001 161948 PM
% CUWINDDWSsystem3Ziowl253.dl B/28/2001 161948 P
% CAWINDOWS system32sutssdl dl 8/28/2001 16:19.48 PM
Scriptfiles 4 | _;I 4| | _;I
Press F1 for Help. I_HWI_‘

Furthermore, the Installer can generate a script based on the results of the before/
after comparison, and you can integrate the script in a Program action to have
the required system modifications performed automatically when the application is
launched for the first time on a given station (for details, see the NetMan Installer
Module manual).

In the case at hand, however, all you need to do is copy the required DLLs to the
application's working directory.

The demonstration above is applicable only if you have the Virtual CD program.
Without Virtual CD, you can still map CDs in NetMan with relatively little difficulty.

For example, if you have a CD server integrated in your network that provides CDs
as shares or volumes, simply proceed as follows:

»  CD servers usually allow access to all CDs as a directory structure under a
UNC path. Enter the shares for these CD directories in the NetMan variables
NMNetUNC1, NMNetUNC?2, etc.

* Reserve a block of drive designations which the applications can use for run-
time access to their data CDs. The number of drives you should reserve de-
pends on the number of CDs that might require drives in parallel at any given
time. Enter the reserved block in the variables NMNetDrive1, NMNetDrive2,
etc.
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In an environment with considerable CD-ROM usage, the definition of Network Re-
sources in the NetMan Settings might look something like this:

i NetMan Settings

Settings - Network Resources

L
ue]

Specify the environment From which MetMan calls applications

IS

= --:'. Global Settings
5L, MetMan License
B0 Language
-~ Configurations
-4 Desktop Client
L) Information View
) Securiy
¥ Internet Filker
. e Filtes

2 =
Default application diive (ZHMAppDiive)

Default application share [ZMMARpUNCE)

-

I\\G elatine-eng\Frograms

Dirives for Application-specific Connections [ZNMMNetDrivel )

a2

128

-

=4 Dynamic Connection
= _ﬁ UserjStation Identification
~+ =] Runtime Recording

:,_;_ﬂ Terminal Server

TS Monitored Processes

) Wirtual CO

“F Han
- & LDAP

3 Advanced

UMCs for Direct Network Access [ZNMNetINCnz)
WACDServer\COShare

B bl Al 2

Cancel Help

There is one CD server, which permits access to all of its CDs. The drives H: through
J: are reserved for temporary run-time mapping of local drives for applications.

The variables for reserved, temporary drive mapping do not contain
colons because some applications expect their data source reference
as a drive letter without a colon.

(=]

Under these conditions, you can distribute your CD applications in NetMan as fol-
lows:

Try at first to run the application setup in the network environment using the NMNe-
tUNCn variable. If this does not work, you can assume that the application requires
a fixed drive designation. Map the required drive (from the reserved drives) at run
time for the application.

_ In some cases, you can switch the mapped drive to a UNC path at a
o later point.

If you find that the application can access its data CD under different drives, either
because it can search all drives or because the drive designation can be passed
on the command line, use NMNext as the drive designation. In this case, the first
available CD drive found on the workstation is used for mapping and written in the
NMNext variable. You can specify how NetMan stores a value in NMNext on the
Dynamic Connection page of the NetMan Settings (for details, see “Configuring
NetMan Clients”).
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Share to a Reserved Drive

The drive in question has to be shared in your operating system first.

chnewsw Propetties

General Sharing | Securty | Customize |

" Do not share this folder
(¥ Share this folder

“You can share this falder with other users on your

network, To enable sharing far this folder, click Share this
folder.

Share name: IFinanc\aI Times

Comment: IFlnanc\al Times 2003

User limit: & tMasimum allowed

€ Allays this number af users I =]
- I~ |
To set permissions for users wha access this [EaiiEsEe

folder over the netwark. click Permissions.
To configure settings far offine access, click Caching
Caching,

o]

Cancel | Apply |

Then you can map a drive before the program starts, using the NMNetDrive1 vari-

able, to connect the CD to the reserved drive designation.

Use the drive mapping function that is integ
ol as this is much more powerful than the Con

rated in the Program action,
nect Drive action. The latter

is best used for other functions, such as startup and shutdown configu-
rations for example, in which Program actions are not allowed.

E& NetMan - Management Console - [H+H NetMan - Examples]

[_[o1x]
4% File Edit Wiew Window Help IR S
8 &4 X £ R G - DNE- 4 De
[l 4% H+H Nethlan - Examples =
i Infoboard -;L-ﬁ E_j
!:‘ findows Editor Configuration  Program
B g] ‘windowes Calculator icontainer)
& windows Paint
H windows Internet Explorer
Diive | Connection | Metwork | User | Passw. |
;EZNMNetDlivaT b4 WWEDServer\Financial Times

Hew.. Ed.. Delete

Windows

Feset

“when program ends: % retain the new drive mapping
" cancel the diive mapping.
" restore original drive mapping

(i

the drive is alieady in use. cancel this progiam execution [and its dive mapping]

Press F1 for Help

AR [P Proparties: Program action b Permissions 4, Connect Drive 4 Note }y Info
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The example shown here blocks the drive that is in use; in other words, other ap-
plications that require this drive cannot be started on the same workstation.

You can configure a lock ID to prevent simultaneous use of different configura-
tions:

£& NetMan - Management Console - [H+H NetMan - Examples]

1 [=] 3
O = = TG e - Management Console [<] -8 x
® & H X . 74 Selectalock ID
s Select the desired configuration-lock ID From the list.
=] 3 H+H MetMan - Examples
; Infaboard
[l Windows Editor
~| Windows Caleulatar Lock D |
B \Windows Paint kN etDrive]
1@ Windows Internet Expl | NMNelDiive2
- NMNetDrive T =
FHCD Databases L VEDDivel PP =l
B Financial Times VCODrive? _—
Change ican...
Mew. | Edt. |  Deee | e — —
T | ¥| Sessiondefauls.. |
| »
||1 {41 # [ #1], roperties: Configuration (container) 4 Permissions 4 Information fle f Mote § Info /
Press F1 for Help ot

Configurations that have the same lock ID cannot run simultaneously on one ma-
chine. For example, if the "Observer" configuration has the same lock ID as "Finan-

cial Times," the following message is shown when a user attempts to launch the
latter while the former is running:

H+H NetMan

==

Cannot launch application call while 'Observer' is running.
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Example: Mapping a Share to a Specific Drive

If you know exactly where your application gets its data (i.e., which drive the re-
quired CD is in), drive mapping is even easier.

The “Financial Times” application has an INI file with the following sections:

001 [DISCLOCATION]
002

003 [AVAILABLEPATH]
004 PathO=f:

In such cases, you can use the NMNext variable for the drive designation, which
causes NetMan to connect the next available drive. All you have to do is “tell” the
application that its drive is stored in this variable. In our example, this is done by
inserting a Set INI Entry action:

[B& NetMan - Management Console - [H-+H NetMan - Examples] [_[O]
& Fle Edt Yiew Window Help e
B | & XEPRUER -G+ (9 04 Le
El & H+H NetMan - Examples [ o [
i3, Infoboard iﬁ =" P D

-2 windows Eitor Configuration Connect Drive [SetINIEnéy|  Program
Wwindows Calculator (container]

‘windows Paint
H ﬂ Windows Internet Explorer

[=1{=) Databases ™ Deactivate this action Test

gl Financial Times Action Parameters

|+

File g IZNMADDDrive%\chnewsw\chnewsw ini
Seotion [valabiePath
Entry 3 I‘ZNMNeth:\

Return Yalue in Y ariable fi

Store returm value from action in variable g I

14 [ [ [#1 ]\, properties: Set INI Entry action f Permissions f Mote 4, Info /

Press F1 For Help

With this setting, the value determined for NMNext is written in the INI file before the
application starts. If the application reads its drive from the Windows registry, you

can use a Set Registry Key action to write the NMNext value in the registry when
the program is launched.
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Example: UNC-based Access

Avery convenient alternative is to write the UNC path in the INI file, if the application
can process UNC syntax, as is the case with our “Financial Times” application.

001 [DISCLOCATION]

002

003 [AVAILABLEPATH]

004 PathO=\\CDServer\CDShare\FT302

In this case, you require neither a special share for the CD ("CDShare" is all you
need) nor an available drive letter, which saves you the trouble of mapping a drive
before the program is launched.

This method can, however, have disadvantages in certain instances. For example,
users can recognize the location of the application data, and can load additional
data (if there is any) for the same retrieval interface, which you might not wish to
allow.

132



Integrating Applications and Hyperlinks

NetMan Actions

Overview and General Rules

Throughout this manual we have repeatedly mentioned the broad range of possi-
bilities afforded by the variety and number of actions you can add to your NetMan
configurations. In this section, we present details on the different types of actions,
and point out the convenience afforded by adding other actions to your NetMan
configurations, rather than simply using Program actions on their own.

NetMan actions are divided into the following categories (as seen in the submenu
opened under File/New/Action):

*  Control/Execution
e Media Control
*  Values (Read/Write)

*  Dialogs
Ei& NetMan - Management Console - [H+H NetMan - Examples] M= E3
44 File | Edit | Miew Window Help o [ g
B | 2= | e > Desktop entry ¥ } - | E D
EgH  Comy | Ackion * | 5 select action... e
5 Insert (R e
=l [ Program ContralfExecution r
- Mave:
{' Media Contral 4 LI
X Delete Chr+D
-y PR i 3
% Configuration Properties Values (Readf\¥rite) ﬂ
T Move L4 .
£ T Dialog Boxes r
T3 Test coer  [[IZE Mame r eds —
List of all deskkops. .. D escription IMlchsoft “ford 2007 =
Tl | »
|I€|{| ¥ [ M\, Properties: Configuration (container) A Permr
Press F1 for Help

Each action type is described in detail on the corresponding Info page shown in
the Management Console. For a complete list of all available actions, with their Info
page descriptions, please refer to the NetMan Almanac.

We have already presented a demonstration of the most important actions, the
Program and the Hyperlink action. We would like to point out once more that a Net-
Man configuration is a user-definable sequence of actions. Any type of action,
including Program actions, can occur repeatedly in a given NetMan configuration,
and these actions can be used in any combination.

It is not necessary to know all about every type of action. If all you need
are Program actions, you do not have to bother with the entire spectrum
of other actions. In the following, we present just a few practical exam-
ples involving some of the other actions, to give you some idea of the
best uses for NetMan in your own network environment.

(=] .

Actions can generate Return values (process variables). The values stored in return
variables, which can be the result of user input, are available for processing by any
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or all of the subsequent actions in a given configuration. This is implemented by
defining a Variable Check condition within an individual action, to determine the
results of preceding actions.

You can also use the interface to Windows Script to integrate your own scripts in
NetMan actions.

Using the Trace Monitor to Check Action Processing

When you launch a NetMan Container configuration, processing of a sequence of
actions is initiated. If anything goes wrong, you need a tool that helps you localize
and diagnose the problem.

As an example, we shall add a File Dialog action to the Windows Editor (ID: NOTE-
PAD), so that the configuration not only launches the Windows Editor but also opens
the “Open File” dialog.

NetMan - Management Console - [H+H NetMan - Examples|
g pl
4% Fle | Edit [ Yiew Window Help e
2 3| e v| pesttopenty  » } o- DE- A4 e
ERL Copy | Action » | R select action... Jue variable Action
Insert [ s e
[CJPragram Contral/Execution 4 1
Move
Media Control 7
)( Delete Chrl+D I~ Deactivate this config ﬂ
4 Values (Readfwrite) ¥ |
L. M ¥ | Inactivi I_
i e EED | Dialog Boxes r Confirm
o Configuration Values
@ Test Chrl4T | FleDaog ‘
Configuration 1T
List of all desktops. .. File List

Category far this configuration
4]

Selection Dialog
NI{IPINI\ perties: Configuration iner)

Info File

[rata List

Create a new 'File Dislog' action

The File Dialog action lets the user choose any file that matches the pattern defined
in this action (see illustration). The user can also browse in other directories; the
action defines only the starting directory:

& NetMan - Management Console - [H+H NetMan - Examples] [_ o]
& Fle Edt Yiew Window Help e
Bl & H X PgRUER-Ge 9|0 HE- LD

=) 4 H+H Hethan - Examples [ Y -]
i ‘ Infoboard ,Jwvﬁ %i D
! 0 Configuration  File Dialog Pragram =
{container] =
i Windows Internet Explorer ) e - -]
1 word 2007 ™ Deactivate this action est |

Action Parameters

Message |Se\a.:| afie
Directary IZNMW\nProgDirZ\Apache Groupidpachez'
|File name extensions S
= canf
b

Return Value in Y ariable

Store retum walue from actian in variable B I

4[] 2 [ ]\ properties: File Dialog action f Permissians j Mate 4, Info [

Done
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Now we will test this modified configuration and watch the processing steps that run
in the background, using the Trace Monitor. Launch the Trace Monitor first, by acti-
vating this element in the Monitors folder of the Toolbox, and then launch the Win-
dows Editor configuration. The Trace Monitor should show the following output:

% NetMan - Toolbox [ ABOUT_APACHE.txt - Notepad 9 [=] B3

Toolbox File Edit Format Wiew Help
Select the utility progam ya

execute it The Apache HTTP Server Project

http://httpd. apache.org/

Management Consale February 2002

E Statistics The apache Project is a collaborative software develo)
at creating a robust, commercial-grade, featureful, ar

source <ode implementation of an HTTP (web) server. =
Jointly managed by a group of volunteers located arour
. the Internet and the web to communicate, plan, and de

E /;' Manitars its related documentation. These volunteers are know
In addition, hundreds of users have contributed ideas,

i Hocumentation to the project.  This file is dntended 1

Inskaller

Trace monitor {2 "y story of the apache Group, recognize the many <
Pxnlain how v can inin the fun ton.
{3 H-+H - Trace Monitor [_[Olx]
© Flle  Edit  Wiew Help
P13 % | | User messages 7P @3 D@
Time | Modue [ Ten E
16:03:07:... Nethian DC Starting configuration NOTEPAD"

16:03:07:. . Nethan Action | Start Run Config C:\0 ocuments and SettingshAdministratoriLocal Settings\pplication D ata'w
| NetMan Action [, | e s
-... MWethan Action ... Configuration 'MOTEPAD' - name: “windows Editor’.
. Methtan Action ... BlockD - NO
Nethian Action | Show info - MO
Methan Action |... Using port: ‘92"
. Methan Action |... Execute request: ‘hitp://GELATINE -ENG Asinfo/nmwebcl. dI?CONFIGID=NOTERAD"
. Methan Action ..
t... Methan action |... Configuration MOTEPAD: Action 1 - File Dialog.
Nethian Actions  Directony: ENMwinProgDirhApache Groupkapache2t ' [+ 'C:\Program Files\Apache Groups
Nethfan Actions  Estensions: ™. conf; " tat'
;... MetMan Action ... Action return value: "'C:\Program Files\ipache Groupipache2'WABOUT_APACHE.tat"
. Methan Action ..
16:03:13:... Methan Action |...  Configuration MOTEPAD: Action 2 - Progran.
16:03:13:. . Nethfan Action | Program: Motepad.exe "'C:\Program Files\&pache GrouphApache2"ABOUT AFAEHEI le‘”_ILI
»

K|

Ready [cp] o [5crL

Note the text messages in the following:

001 NetMan Action Interpreter: Configuration 'NOTEPAD' - name:
'Windows Editor'.

002 NetMan Action Interpreter: ------—--———————————-

003 NetMan Action Interpreter: Configuration NOTEPAD: Action 1 -
File Dialog.

004 NetMan Actions: Directory: ‘$NMWinProgDir%\Apache Group\
Apache2\’

005 NetMan Actions: Extensions: ‘*.txt; *.conf’

006 NetMan Action Interpreter: Action return value: ‘”C:\
Apache2\ABOUT_APACHE. txt”’.

007 NetMan Action Interpreter: ------------—-——-—-—-

008 NetMan Action Interpreter: Configuration NOTEPAD: Action 2 -
Program

009 NetMan Action Interpreter: Program: ‘Notepad.exe C:\Program
Files\Apache Group\Apache2\ABOUT APACHE.txt”’
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This output makes it easy to recognize the individual processing steps that are oth-
erwise in the background.

The Trace Monitor is a utility for localizing problems that may occur when you run
NetMan configurations or programs.

Select the Settings item from the View menu to see the options available for the
Trace Monitor. These include the following:

»  Filtering output according to program components

» Assigning font colors according to components so you can identify certain
steps at a glance

»  Defining the level of output; for example, to obtain even more detailed output
about certain internal sequences

»  Saving output; for example, to append it to a support question



Controlling an Action Sequence

Integrating Applications and Hyperlinks

In the example given in the previous chapter, the result of the File Selection action
(= name of the selected file) was passed to the subsequent Program action. Alter-
natively, this result can be written in a return value variable. The difference between

these two techniques is as follows:

*  Without a return value variable: The result of the action is passed as an
argument to the next Program action. If no return value variable is configured,
processing of the configuration stops altogether if the user cancels the action

or the action fails.

*  With a return value variable: The result of the action is stored in a variable.
This variable is available for use only within the NetMan configuration that con-
tains the action. Return value variable can be used in later action sequences.
If the action is cancelled or fails, the configuration is not necessarily cancelled,
as the administrator configuring the action can define the response to such

events.

Return value variables are both flexible and controllable, to the extent that they can
be used at any subsequent point in the action processing sequence and because
you can also control the order of return values that are passed to Program actions.
Returning to our Windows Calculator example, we can configure the Program ac-
tion as follows, with execution of a Cancel action dependent on the condition that no

value is stored in the ReturnValue variable:

B NetMan - Management Console - [H+H NetMan - Examples] [_ O]
4% fle Edt Wiew Window Help s T
Bl H X UR-Ge sl DE- 400
[l 42 H+H NetMan - Examples Entr ‘ Permissions | Return value variable | Action
&, Infoboard [ Configuration (container) no
-3 s 1 Fie Dilog - '
g i ! %] Cancel ves 2
-8 windows Paint erogram o 3
- fgi windows Internet Explorer
12 vvord 2007 -
I Deactivate this action Test —
Action Parameters
Program [Notepad exe %RETURNVALUE I | |
“working directary | |
Fragram window INmmaI =l
Inteinet fitet [[Mo Intemet fter sctive] =
14 | 4 | Pl»\ I\Prnperlias: Program action A Permissions 4 Connect Drive J hote )\ Info (
Press F1 for Help

" We recommend having return values automatically passed to subse-
o quent Program actions only in simple configurations. In other cases, the

use of return value variables is preferable.

In the following we take a closer look at some other techniques for controlling action

sequences.
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You can insert a Confirmation action to provide information to the user before a
program starts.

X NetMan - Management Console - [H+H NetMan - Eramples] M =]
< Fle Edt ¥iew Window Help -8 x
Bl&H XEPEUER-Ge 9| 9-RE-41 L
= @ H-+H MetMan - Examples Entr | Permissions | Return value variable ‘ Actlon‘
Infoboard
a — ..ﬂcunﬂguratlon (container) no H-+H NetMan [<]
&2 Canfirm 1
e Widons Calator Clrrogram no This is & message to the users, 2
Y windows Paint
fﬂ windows Internet Explorer . X X oy c | -
¥ word 2007 I” Deactivate this action ; aned —
Action Parameters

Message 8 IThis is & message to the users.

Controls : | 0K and Cancel 'I

Return Y alue in Y arisble
Store return walug from action in variable I =
4| | _’I_I
L] | 4 | b| M |\ Properties: Confirmation action 4, Permissions #\ Mote A Info [

Dane

If your users are not aware that NetMan is installed, you might want to change the
text for these title bars to avoid confusion. Enter your text on the "Configurations"
page of the NetMan Settings.

BT NetMan Settings

‘ ﬁ Settings - Configurations
.B/ The settings configured here affect NetMan configurations and the Actions they contain,

., | Global Settings
-1, MetMan License:

Language Timeout
(SEifl e Default fimeout period [in seconds) 0=
Desktop Client =
1) Information Yiew Display warning before timeout period expires [countdown in seconds) TU;I
2 seaute e
(@ Tnkernet Filtsr i S
2 Drive Fiter Titlz for MetMan Action dialogs < My Title Bar Tex]

The title bar text now reads "My Title Bar Text":

My Title Bar Text

This is a message to the users.

Cancel

If the user clicks Cancel, configuration processing is cancelled because no return
value variable is defined. If “OK” is chosen, configuration processing continues.
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With the return variable functions, you can have the result of user input written in
a return variable and use it to control subsequent processing; for example, with a
“Cancel” action.

Read the Info

Entr | Permissions | Return value variable | Action |
¢-ﬂC0nFiguration {container no

& Confirm no

DProgram no 2
Return variable: 2

Ifyou define a return value variable, the function of this action changes
somewhat: the action returns one of two Boolean values and the
sequence of actions in the Methan configuration continues processing,
even ifthe user selected "No" or"Cancel".

Retwrn vaive = 1 User selected QK or Yes.
Retwrn vaive = O User selected Cancef or No.

The value returned in the variahle can be evaluated by subseguent
actions. A Cancef or No fram the user does not stap the Nethan

canfiguration fram processing. -
T4 TrToT Properties: Corfirmation action #, Permissions i, Mote j, Info

page for details on the available return values. For added control in

our current example, we use a predefined Variable Check condition that requires

the value "0":

MetMan - Management Console E

E Conditions
This dialog lets vou add, edit and delete conditions. Select the desired condition and click OK to process it.

Condition

| Walue | Diescription -

[ Ervirar
i File esi
5“ Path e
il Wariabh
! Wariabh
il Wariabh
il Wariabh
il Wariabh
il Wariabh
il Wariabh
il Wariabh
il Wariabh
il Wariabh

MNetMan - Management Console E

E$}] Condition - Variable Check

Edmin rig

tiohs del
Enter the variable and the corresponding value For which yvou wish to check,

Wariable

Walue

Description IHeturn value equals 0

()3 I Cancel

&l Variablecreoe T =T T e s T -
4] | 3

Mew...

< Ed. | Deke |

()3 | Cancel
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Execution of the Cancel action is made dependent on the Variable Check condi-
tion:

Entr | Permissions | Return valus varisble | Ackion |
-.k-ﬂConFiguration {containerl no
&3 Confirm no 1
% Cancel YEs 2
:|Pr0gram no 3
Type | [not] eq... | Permizzion granted todwhen... | and...|
@i Variable check equals Returmivalue=0 and

Edit... | Delete | Feset | lp | [rown |

W] NI\ Properties: Cancel action }\r:. issi }{ Mote )\ Info f

When the user selects "OK," the following output is seen in the Trace Monitor:

ﬁ H+H - Trace Monitor !E[ E
! File Edit Wiew Help
_i*jHlUsermessages '|'?|,.)|@ ;l ||§t_))
Mo | Module | Text l;
13 MetMan DC Starting configuration MOTERAD',

16 MetMan Action|... Start Run Config C:hDocuments and SettingshddministratoriLocal Settings\Applicatio...
18 Mettan Action |...
19 MetMan Action |... Configuration MOTEPAD' - name: “windows Editor’.

21 MetMan Action|... Block-D - NO

22 Mettan Action |... Show info - MO

23 MetMan Action|... Using port; '92'

24 MetMan Action |... Execute request: hitp: //GELATINE-ENG Atsinfo/nmwebcl dI?CONFIGID=NOTERAD"

25 MetManAction |, —eeeeeeeees

26 MetMan Action|... Configuration HOTERAD: Action 1 - Confirmation.

31 MetManAction |, —eeeeeeeeeees i
32 MetMan Action |... Configuration HOTERAD: Action 2 - Cancel.

33 MetMan Rights Checking <The environment wvariable 'Returnialue’ equals '0%

34 MetMan Rights : Thiz iz falze.

35 MetMan Action |... Requirement for execution are not met - skipping action.

36 MettanAction ... - .

37 MetMan Action |... Configuration MOTERAD: Action 3 - Pragram.

38 MetMan Action |... Program: Motepad.exe ZRETURMVALUEX' [->'Motepad.exe '] LI

Ready [car]om|[5crL]

The 'execute’ permission is evaluated logically: Because the return value is not "0",
permission to execute the "Cancel" action is denied — i.e., the configuration is not
cancelled — and the next action is processed.

The following example should help to illustrate the logic behind this
process: Say you have inserted a “Password” action at the beginning
of a configuration, to ensure that only authorized users can launch the
configuration. Because NetMan administrators do not require permis-
sion to launch the configuration in question, however, you configure



Integrating Applications and Hyperlinks

a condition that denies ‘execute’ permission to the Password action
for users operating under an administrator account. When administra-
tors launch this configuration, they are not prompted for a password,
and the following output is shown in the Trace Monitor: NetMan Rights:
Checking <User is member of NetMan group ‘Administrators’: This is
false “Action cannot be executed (insufficient rights)” and the Password
action is skipped.

Returning to the example of the Cancel action: the same purpose can be achieved
by inserting a Go to Marker action. Here, too, the execution of the action is depend-
ent on the return value resulting from user input. If the user clicks the Cancel button
in the window opened by the Confirmation action, processing skips to the end of the
configuration and the Program action is skipped entirely.

Entr | Permissions | Return valus varisble | Action |
-A-ﬂConFiguration {container) no
& Confirm no 1
bEGD to marker: 4 ves 2
DProgram no 3
|1!.Markn3r 4 no 4

Type | [not] eq... | Permizzion granted to/when... | and... |

&) Wariable check equals Returmivalue=0 and

Mew.. = | Edit... | Delete | Feset | lp | [rown |

Milllﬂl\ Properties: Go to Marker action )\ Permissions /{ Mate )\ Info [‘

The Go to Marker action is very useful for skipping entire series of actions, where
you would otherwise have to define ‘execute’ conditions for each action individu-
ally. You can also use it to jump back to an action located at an earlier position in
the sequence. This lets you create logical loops; for example, “execute Action Y
(repeatedly) until Condition Z no longer exists.”
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Simple Examples of the Most Frequently Used Actions

The Selection Dialog action is similar to the Confirmation action in that it lets you
offer the user a choice of responses, in the form of buttons in a dialog.

Each possible response writes a specified value to the return variable resulting from
this action. This value can in turn be evaluated based on subsequent conditions or
used in following actions.

Entr \ Permissions | Return value variable | Action|
lﬂCDnﬁgurat\Un {container) no

% Selection Dialog na IRETURNVALUE I 1
]l G0 to marker: ¢ ves 2z
’:IProgram no 3
.‘Z,Marker 4 no 4
Action Parameters
Message Please choose a button.
Test | Parameter
Button 1
Button 2 2
H+H NetMan
Please choose a button.
> Click the desired button,
Fiesd Up | Down
F Button 1 Button 2 |
5 ‘i A |

A1 # ]}, Properties: Selection Dialog action 4, Permissions A Mote A Info /

If you want to present the user with a large number of options, rather than just two,
you might insert a Selection List action instead of the Selection Dialog; the function
is similar, but the choices are presented in a list rather than on buttons. Because
you can assign a text to each parameter for the end user to read, users can be
presented with meaningful choices rather than the cryptic texts often found in such
cases.

Entr | Permissions | Return value varisble | Action |
-.1-ﬂConFigurat\on {container) no
:E:EELEEUDH List no RETURNYALLIE 1
b tomaer: 4
Frogram - !
W Marker 4 ¥olumes:
- Select the desired entry and dlick OK to continue.
I™ Deastivate this action
Action Parameters
ol 22007
Message olanes. |\ 2ma 3 2007
————————————— |Volume 4 2007
Tent Volume 5 2007
Valume 12007 Volume B 2007
Volume 2 2007 Wolume 7 2007
Wolume 3 2007 Yolume 8 2007
“alume 4 2007 Yolume 3 2007
Volume 5 2007 Yolume 10 2007
Volure § 2007 Volume 11 2007
e Ve 12 2007
At ol AT
New... Edit.. Cancel
Fietun Valug in Variable
Store: retur value from action in varisble [RETURNYELUE
14T # o T, Properties: selection List action [ Permissions ) Mete f, Infe /.

Selection and File Dialogs are generally useful for generating values to be passed
to programs in the form of command line arguments. The File Dialog action, already
shown in an earlier example, opens the standard Windows dialog for selecting a
file. If you use a File List action instead, the user cannot browse in other drives,
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networks or directories. This action opens a list of files that were explicitly chosen
by you, as NetMan administrator, to offer for selection by the user. You can define
whether this selection window shows the file size, date and/or attributes, and spec-
ify the maximum number of files that a user can select:

H+H NetMan

Please select a file:
4.’, Select the desired file and click OK to continue,

File | Date | File size_| File attibute
F&Q.docx 1/29/2008 ... 2760096 A
Future Concepts.docx 1/29/2008 ... 1819827 A
Manual docx 1/29/2008 ... 7E03228 A
Fecent Projectz.docs  1/29/2008 ... 1273886 A
Reseller.docx 1/29/2008 ... 91352 A
Software Prices.dock 1/29/2008 .. 648158 A
Wwhite Papers.docx 1/29/2008 ... 5196986 A
‘rellow Pages.docx 1/29/2008 ... 173763 A

)3 | Cancel |

You can use wildcards in a File List action. The list above, for example, was opened
using the following command:

[drive] :\[directory]\ [subdirectory]\*.docx.

If you wish to present more comprehensive lists of files, we recommend using the
Text List action. This action imports a text file that contains the list items and their
parameters.

H+H NetMan

Please choose a document:
4.’, Select the desired entry From the list and click OK to confirm,

Future Concepts.docs
Manual docx

Fecent Projects.docy
Reseller.docx
Software Prices.docx
‘Wwhite Papers. docx
‘rellow Pages.docx

In the action properties, simply enter the path to the text file. The syntax used in the
the text file for items in the list is as follows:

[list item] | [drive]:\[directory]\ [file].
If you are not sure about the syntax to use for a given action, check the

s “Info” page for the action in question. This page contains details on the
use of the action along with practical examples.
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The Parameter action opens a dialog for user input to be passed to the program in
command line arguments.

» If you use square brackets in the “Parameter” definition, the user will see only
what is inside the square brackets and nothing else that is in the “Parameter”
field. The square brackets might contain spaces, or a default parameter that the
user can overwrite. Text outside the square brackets is passed to the program
on the command line without modification.

*  You can define whether user input is hidden (only asterisks displayed during
input).

The following example illustrates one possible use of the Parameter action: Say you
have a resource for which logon is required, entailing input of a user name and a
password. A Password action is not particularly well-suited for use here, as it serves
in an action sequence to determine whether the configuration is processed or not
(for example, when it involves opening a certain folder in the NetMan Client). As-
suming the following syntax for the required command line input:

/user:<username> /password:<password>

You can configure your Parameter action as follows:

Entr | Permissions | Return value variable | Action |
-.k-ﬂConFiguration {containerl no
[=] Parameter no RETURNYALUE 1
bEGD ko marker: 4 ves 2
:|Pr0gram no 3
|1!.Markn3r 4 no 4
[T Dieactivate this action Test |
Action P. b
Meszage . IPIease enter your password:
Parameter ; IMyProgram.exe AuserZNMUserk /password:[ ]

Return Walue in Y ariable
Stare return value from action in variable : IF!ETUF!NVALUE

Action Settings

v Hide user input by showing anly asterisks [

Milllﬂl\ Properties: Parameter action /{ Perrnissions )\ Moke )\ Info [‘

The user name is known to the system, and passed on using the "NMUser" vari-
able. The function of a password prompt is taken over by the Parameter action; all
that the user can see—and edit—in this case are the ten spaces, represented by
asterisks:

H+H NetMan

Please enter your password:
» Enter the desired value and click Ok ko continue,

Ixxxxxxxxxx>1

()3 I Cancel
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As always, it is helpful to look at the output in the Trace Monitor if any problems oc-
cur during testing. In our example, the following is shown:

{3/ H+H - Trace Monitor M=l 3
P Fle Edt Wew Help
PS50 || user messages AR AN - AREN )

Mo. | Module ‘ Tent =

1 Management Co...  Testing configuration "windows Editar

7 Nethlanotion |, e

8 Nettdan Action | Configuration 'NOTEPAD' - name: "windows Editor'

10 MetManAction ... Block-D -NO

11 MetManAction |... Show info - MO

12 MetManbction |... Using part: "92'

13 NettanAction ... Execute request: ‘hitpr//GELATINE-ENG Atsinfo/mmwebclt dI?CONFIGID=HOTEPAD'

14 MetManAction |, ceeeeeeeemeems

15 MetMandction |... Configuration NOTERAD: Action 1 - Parameter.

20 MetManbctions  Input parameter: ‘MyProgram.exe JuserZNMUser?s /password:[ T [->"MyProgram.exe fuseraDMIMNIS.
21 NettanAction | Action retum value: MyProgram exe Juser ADMINISTRATOR fpassword:netman’

22 MettanAction ... Retum value MyProgram.exe AuserADMINISTRATOR Jpasswordnetman’ stored in variable 'RETURNWALUE' LI

Ready [car]nomfscry]

The syntax of the NET USE command is similar to that used in the example
above:

NET USE [device name | *] [\\computer name\share name[\data
medium] [password]|] [/USER: [domain name\]Juser name]

Thus you could conceivably use this command for logging on to a network resource;
for example, by writing this command in an Execute action. The Execute action
has fewer options than the Program action, and unlike the Program action, can be
included in NetMan startup and shutdown configurations.

" These types of actions can be useful for integrating NetMan helper pro-
o grams. For descriptions of these programs and lists of the valid argu-
ments please see Helper Programs for the ‘Execute’ Action. The NMN-
Con32.exe and HHCmd.exe programs could be used, for example, in

the actions described above.

In the following configuration, the NET USE command is executed by the NetMan
HHCmd.exe helper program, which is launched by an Execute action:

Entr | Permissions | Return valus varisble | Ackion |

-.k-ﬂConFiguration {container) no

@Parameter no RETURNVALLE 1

IExecute na 2

:|Pr0gram no 3
Program . I%NMEHome%\Bin\HHEmd.exe Met Use %R etumivalusy

.|
|

‘Working directary I

Program window : INormaI j

W] }II\Properlies: Execute action /{ Permissions )\ Mote )\ Info f
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Complex Actions

For the next example, we return to our MS Word configuration. Let us assume you
want to find out where the Microsoft Office directory is located on a given worksta-

tion, and then start Word from that directory.

You can configure this sequence as follows:

Entr | Permissions | Return value variable | Action |
-A-ﬂConFiguration {container) no
Q‘/@Read Reqgistry Key no RETURNYALUE 1
bEGD to marker: 5 ves 2
DProgram no &)
bEGD ko marker: 7 ves 4
|1!.Markn3r 5 no 5
& Confirm no &
|1!.Markn3r 7 no 7
Type | [not] eq... | Permizzion granted todwhen... | and... |
&) Wariable check equals Returrivfalue= and

Mew... v| Edit... | Delete I Feset | Up |

Davrn |

Il e Toil Properties: Go to Marker action}, Permissions 4 Mote & Info /

The Office path is stored in the ReturnValue variable. If no value

is stored here, the

configuration skips to a Confirmation action which announces that the Word pro-
gram was not found. The Office path can be determined as follows, for example:

Entr | Permissions | Return value variable | Action |
-A-ﬂConFiguration {container) no

Q‘/@Read Registry Key no RETURNYALLE 1
bEGD ko marker: 5 ves 2
DProgram no 3
bEGD ko marker: 7 ves 4
|1!.Markn3r 5 no 5
& Confirm no ]
|1!.Markn3r 7 no 7

[T Dieactivate this action Test |

Action P.

Reqistry key - [HKEY_CLASSES_ROOT4waord Document. 1 25shell\0 pentcommand?

]

Return Walue in Y ariable

Stare return value from action in variable : IHETUHNVALUE

Action Settings
™ Execute the action with system privileges

Milllﬂl\ Properties: Read Registry Key action /{ Permissions )\ Mate )\ Info [‘

If the path is detected, it is stored in the variable which is used to call the program:
%ReturnValue%. If the Word program is found, the configuration skips to a marker
placed at the end of the configuration (subsequent to the Confirmation action).
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The following diagram illustrates this sequence:

e stating that

variable empty? Dffice path (or Word progran

Our "MS Word" configuration clearly demonstrates the logical structure of NetMan
container configurations. With one small addition, this can be used to address a
particular problem that often comes up in the areas in which NetMan is used:

Let us say NetMan is used by an information service in a large enterprise that pro-
vides Word documents on terminal servers as information sources. In this case,
documents can be provided for selection using File Dialog, File List or other action.
A Parameter action following file selection determines whether the chosen docu-
ment can be edited by the user (opened with Winword.exe), or is opened with Word-
View.exe in "read-only" mode. The former variant is applied for members of staff in
the Information Services department, and the latter for other users.

Entr | Permissions | Return valus varisble | Ackion |
riﬂCDnFiguration {container) no
(5 Text List no DOCUMENT 1
Parameter YEs COMMAND 2
Parameter yes COMMAND 3
DProgram no 4
[T Dieactivate this action Test |
Action P. b
Meszage : I
Parameter : IWordview.exe

Return Walue in Y ariable

Stare return walue from action in variable : ICDMMAND

Action Settings
I~ Hide user input by showing only asterisks [+

Milllﬂl\ Properties: Parameter action l/{' Permizsions )\' Mote )\' Info {‘
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The Parameter action inserted here does not prompt user input, as the "Parameter”
field in this action does not contain square brackets. The "Editor" variable is set in
the background to "WordView.exe" for non-members of Information Services.

Entr | Permissions | Return value variable | Action |
¢-ﬂC0nFiguration {container) no

{Texk List no DOCUMENT 1
'EIParameter Wes COMMAND 2
'EIParameter YEs COMMAND 3
DProgram no 4

Type | [not] eq... | Permizzion granted todwhen... | and...|

@ Uszer group equals Information and

Edit | Delete | Reset | g | [

Milllﬂl\ Properties: Parameter action }\Permissions /{ Moke )\ Info [‘

The following command is executed in the Program action:
%Command% $Document$

A similar solution can be used for the following tasks:

*  Open different browsers for different user groups

*  Open the enterprise Web site in a browser or in an HTML editor (e.g., Front
Page)

»  Open different programs for a given task, depending on client operating sys-
tem
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Windows Script Enhancements

The Windows Script action lets you run scripts written in JScript, VBScript and
Windows Script Host (WSH). VBScript and JScript can be combined within WSH
scripts.

The option of writing your own scripts represents an expansion of the range of Net-
Man functions, and combines the powerful functions of NetMan actions with those
of Windows Script. NetMan is particularly well suited for this, because all system
parameters are stored in variables; a script once written is universally valid through-

out your NetMan system.

The information in this chapter describes NetMan interfaces for

T

Windows Script and is relevant only to users who are familiar with

JScript, VBScript and/or XML.

The sample scripts are available in the NetMan Application Library:

EX NetMan - Management Console - [Configurations] 9 [=]
[4 Fle Edt iew Window Help -8 x
@& H XEgHE @R G o-FHE-Llye
* [ Hame | =] [Entr | Permissions Return value variable |
Wy Deskiops Enter text here i | (s Canfiquration (cantainer) no I
Administration lﬁMS Word ER
BiMs Outlaak
T LS Access Application Transfer
‘.; -LﬂMS Publisher
Canfigurations [FAMS Excel
§iMs foPath
“-:r._.- q URMS Powerpsint “You have selected the following applicationss from the Netidan application ibrary. Click on
.

Canfiguration Groups

=

Application Library

o

Resouces

HTML vfizard

Methdan Admiristration

{iEINetHan startup configurstian ‘Finish' to transfer the selected applications to the Methdan Management Conzale.

[NetMan end configuration
GICHH
BICES Hows
EBC News
@RIndependent Warld Televisior
@GN Anchors & Reporters
GMSHEC
@1CHM Programs
G5k News
CRNEC News
CHM Headline News
Fax News

IW ) Windows Soript Host Interface =l

MM International

0 l
[Windaows Script Host Interface

il | DI

Done

< Back I Finish I

Carcel | Helo |
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1. Passing Arguments to Scripts (NMParamExample.vbs)

Parameters can be passed to scripts in command line arguments. An argument is
passed in the NMParamExample.vbs) script. There are a number of sample scripts
available in the Internet, and in textbook appendices. When you use NetMan, pass-
ing arguments represents an important interface.

001
002
003
004
005
006
007

008
009
010
011
012
013
014
015
016
017
018
019
020
021
022
023
024

025
026
027
028
029

030
031

T okkkkkkhkkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkkhkkhkkkhkkkkkkk

NetMan Desktop Manager Windows Script Host Interface
(c) 2006 H+H Software GmbH
VBScript NMParamExample.vbs

* ok Ok F *

\

' * About: Sample script, to demonstrate how to pass
parameters

A from NetMan actions to a Windows script
AN
Vokkkkkkkkkkhkhkhkhkhkhkkkhkhkhkhkhkhkhhkhkhkhkhhhkhkhhkhkhkhkhkhhkhkhkkhkhkhkhkhhhkhkkkkhi

'\ force explicit variable declaration
Option Explicit
' declare variables
Dim oShell
Dim strParams, strMsgTitle
Dim nCounter
‘create objects
Set oShell = Wscript.CreateObject (“WScript.Shell”)
strMsgTitle = “H+H NetMan 3 Windows Script Example”
' check number of arguments and display them ..
If WScript.Arguments.Count Then
strParams = “”
For nCounter = 0 To WScript.Arguments.Count - 1
strParams = strParams + Chr(10) + WScript.
Arguments (nCounter)
Next
MsgBox “Arguments passed to this script are:” + Chr(10)_
+ strParams, vbOKOnly, strMsgTitle
Else
MsgBox “No argument was passed to this script.”, vbOKOnly,
strMsgTitle
End If
Set oShell = Nothing

Because this is an important capability, we also include an example of a JScript (up
to three arguments are accepted):

001
002
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var objArguments = WScript.Arguments;
if (objArguments.length == 0)
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003 {

004 for (var i=0; i < objArguments.length; i++)
005 {

006 switch (i)

007 {

008 case 0: cParaml = objArguments(i) ;break
objArguments (i) ;break

009 case 1: cParam2
objArguments (i) ;break

010 case 2: cParam3
011

012 }

013 }

014 }

2. Read or Write in NetMan Environment (NMEnvExample.vbs)

The environment DLL has to be used as a component. This component provides
a Component Object Model (COM) interface. A COM object can be created using
NMEnv.HHComEnv:

Set oNMEnv = CreateObject (“NMEnv.HHComEnv"”)
Available Methods

HHEnvGet (strNetManEvironmentVar)

HHEnvSet (strNetManEvironmentVar, strValue)

In our example, the NMUser and NMHome variables are read using HHEnvGet and
a test variable written in the NetMan environment with HHEnvSet:

@ NetMan - Environment Monitor !E[ E
File Edit Wiew Help

Bl 32X [1QA&a Ve

Wariable | Walue ;I

=44 Mettan Ervirormest J
. Test Wariable .. Test' was created by ADMIMISTRATOR uzing
:i: H-+H NetMan 3 Windows Script Host Interface B3

HAN  wariable .. Test' was created by ADMINISTRATOR using Windows Script Host!

\o¢  Please check the MetMan enviranment maritar.,
The .. Test’ variable should be at the top of the list,

Lice  This example illustrates how scripts get information from the
MM, MetMan environment and write script resulks in environment variables,
Mh, to pass script results to subsequent MetMan actions.

MNMCHome CAWAND DWS N et and

MM ClientDrivel ame htaclient

MM CommanFilesDir C:A\Proaram Filesh\Common Files | =
3

4]
Press F1 for Help Interval (s): ’2_|
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Using NetMan String Functions

When variables are used, in many cases only a certain portion of the string obtained
is relevant. Looking at the examples in the previous chapter, you can see there may
be instances in which you wish to remove the quotation marks or file name exten-
sion from the string obtained when a file is selected.

You can use NetMan string functions within actions to determine such values. The
functions available for manipulating strings are listed in the following with some
examples.

Functions for Manipulating Strings

. HHSubstr (String, Start<,Length>)
. HHLeft (String,Length)

¢ HHRight(String,Length)

* HHUpper (String)

. HHLower (String)

. HHTrim (String)

. HHTrimLeft (String)

¢ HHTrimRight (String)

. HHReplace (String, SearchString,ReplacementString)

Examples

. HHSubstr (TestString, 2, 3) Result: est

. HHLeft (Teststring, 3) Result: Tes

* HHRight(Teststring, 3) Result: ing

* HHUpper (Teststring) Result: TESTSTRING

. HHLower (Teststring) Result:: teststring
. HHTrim( Teststring ) Result: Teststring

. TestHHTrimLeft( str )ing Result: Teststr ing

¢ TestHHTrimRight( str )ing Result: Test string

. HHReplace (Teststring,r:,1:) Result: Teststling
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Functions for Checking Strings

In some cases you may wish to check whether a string is empty or contains another
string. The two following functions have a return value of 0 when this is not the case,
and a value of 1 when itis.

HHIsEmpty (String)
HHFind (String, SearchString)

HHFind (String, SearchString)

Examples
HHIsEmpty ($ReturnvValue%) Result: 0|1
HHFind ($NMUser%,MyDomain) Result: 0|1

In the latter case, the return value is 1 if the NMUser variable has the value “MyDo-
main\Smith.”
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Resources: User and Station Administration

Users, Stations, Groups and Profiles

The first time you launch NetMan, the users and workstations in your network are
automatically added to the NetMan user and station databases. When a new user
or station runs NetMan for the first time subsequent to your initial NetMan startup, a
new data record is created. The key field in these data records is the “User/Station
ID.”

Data records are stored under the ID you specify in the NetMan Settings:

i NetMan Gettings

- Settings - User/Station ID
MetMan automatically detects user and station IDs, *You can define which form of ID is used for identification in your system,

-1 | Global Settings

5L NetMan License
-8 Language Station Identification
Configurations Each station must have a unique |0 for iacking application use in the log file. This dialog lets you specify
Deskbop Client the 1D used,
e Information Yisw Obtain station 1D fom: & the NetBIOS name:
£ Securit

L) secunity y " the host name.

@ Internet Filker

" the IP address.

-5 Drive Filter
oy Network Resources £ the MAC address of the network card
£y
;E Dynamic Connection User |dentification
_ﬁ User/Station Identification Each user must have a unique 1D for use tracking application use in the log file. This dialog lets vau
specify the ID used

= Runtime Recording
‘E,'} Terminal Server Obtain user 1D from:
~[_] TS Monitored Processes

0 virtual CD
T HAN
8 LDAP

7_-"_1‘,,' Advanced

" the Novell network uger account

Cancel Help

To view or edit these data records, select the Resources item in the Administration
view of the Management Console sidebar:

o

Resources
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NetMan Users

In our example, we have chosen to use the Windows NT network user login name
as the user ID. The format of this ID in the user database is domain\user. NetWare
user names are written with NetWare syntax, and can be detected only by the In-
traNetWare Client from Novell. If a NetWare user name cannot be determined, the
data record is stored under the Windows NT user name.

You can create, edit, re-name and delete user data records.

- @ LEARY
- @ LOPEZ
-8 MARQUEZ
- @ MEDINA
- @ MERCURIO
- @ MOJICA
- @ MUNCH
- @ MEALY
e
- @ ORIEL
s CNYER

El

=

| Information
MMTEST
Example of a MetMan user

Descripkion
s User ID
User name
@ Address
{:\Department
FE-mail
&Phone
[ startup configuration
[ shutdown configuration
& User profile

Documentation

To create a new user, select Create from the Edit menu and enter a user ID. Wenn
you create a new user, almost all data fields are blank.

Users: NMTEST
Last active on

Mame ;IExampIe of a Nettdan usel Password : I Yiew. . |
Address I Fhone : I

I Startup o I _I

I Shutdown : I _I

I Frafile : I _I

I Start menu : I j

I Desktop : I j
Department :I HTHL Yiew : I j
E-mail :I Language : I j
I aximum parallel terminal server sessions allowed s I 10 j [~ Ovenwrite default

()3 I Cancel |

The Last active on field in the upper right-hand corner cannot be edited; it is updated

every time the user runs NetMan.

The fields for Address, Department, E-mail and Phone are not required for NetMan
operation; they are for your administrative purposes only and can be referred to by

a NetMan Data List action.
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The Name you enter here is separate from the User ID; this name is recorded in
user lists for statistical evaluation purposes.

You can define user-specific startup and shutdown configurations here.
The Language field is only active if the Language Module is installed
and licensed, and the Maximum parallel terminal server sessions al-
lowed setting requires the Terminal Server Module.

(el .

You can open a list of users compiled from this database when assigning ‘execute’
conditions for configurations and actions in the Management Console:

' Configuration {container) no
Elerogran ~ Ngg\:cﬁ:l:hgz?;ed MetMan user From the list,
Type Inc
User ID I Name -

€ ACM\BOOKER

€ ACMA\CERVANTES

€ ACMACOLLING |
€ ACMNCOOK.

€ ACMACUPONE

€ ACM\DERDSA

€ ACMN\DORSEY

€ ACMAELLIS
: £ ACMAFANNING
Conditiarn... € ACMAFRALEY
Global NT network groups. .. & ACMMNMISS
Local NT network groups. .. € ACMMMILLER
TR | & oo
MetlMan user groups. .. 8 ACMAMURPHY
RetMan user profile. .. € ACMANANCE
NetMan stations. .. € ACMANUNEZ
MetMan station araups... LT FINTToYVTa T A TT) j

MetlMan station profile. ..
LDAP definitian. ..

Canesl

[0 4T # ¥} Properties: Configuration (container)  #, Permissions f, Information Ale } Mote j, Info §

You also have the option of creating a user data record manually; for example, to
achieve the following:

¢ To create a new user who has never launched NetMan

» To create a NetMan user account which does not correspond to any existing
network user.

For example, you can create a user account that is used in a NetMan Logon action,
or assigned to anonymous users on the basis of IP address or host name through
the NetMan access control program. We recommend assigning a password to this
type of account.

Example:
Create a password-protected user account for guest users, with your choice of
rights and privileges.

NetMan permissions are independent of network rights; they are equiv-
o alent to ‘execute’ rights for NetMan configurations.
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NetMan Stations

You can create, edit, re-name and delete station data records.

If you have configured NetMan to use computers’ host names as station
ID, but the host name of a given machine cannot be determined, the
IP address is entered for that machine instead; if this cannot be deter-
mined either, then the computer name is used.

E& NetMan - Management Console - [Resources] M= E3
Wy File Edit Vew Window Help L
8| & EJE D &= Z - DE- D e
1) Shations (51} ;I Description | trFarmation [ =
""" ¢ oa1-01 4 Station ID 001-06
""" ) oo1-02 gobtain station ID from  MetBIOS name
""" JJ 001-03 -‘;‘F License Concurrent
""" ‘j 001-04 [#registered an g/4/2008
""" % 001-05 ™ Last active on B/5/2008 - 10:17:27 AM
""" JJ N # Create Chrlen tion Terminal server session (JOHM Q ...~
j DDI:D - = ion profile
= |£ Edit I~ Chrl+E |tup configuration
..... JJ oo1-0 ks ’ !
_____ ) ooz-gf o Bemame ..t Ctr+R down configuration
- 3
_____ JJ o02-0 x Delete CHlD ad data onnexts... no
..... 2 002-0—— . tem AT}AT COMPATIELE
..... 9 003-01 Weios DELL - 42302e31/{)Phaoenix - fw..,
- 3
..... D 0302 {EIB10 date 10/2}2006
----- JJ 003-03 ’ Cperating system ‘Windows NT 6.0 (Build 6000}
..... 00304 G RAN 2046 MB
..... ) 003-05 x| aeru InteliR) Pertium(R) 4 CPU 2.806Hz ™
Edit the current resource

A station data record contains the following editable fields:

MNetMan - Management Console E
'1|5 Station: 001-06
:!) Last active on 8/5/2008 - Registered on 8/4/2008

Location ion LIOHN G PLBLIC) RS : INMSTAHTUP |
Prafile IDocumentation | Shutdown corfiguration INMSHUTDUWN |

™ Beload station data on nest startup

()3 I Cancel |

The Last active on field in the upper right-hand corner cannot be edited; it is updated
every time NetMan runs on this station.

The Registered on field is relevant for the Per Seat licensing scheme, as each
license is valid for 40 days. At the end of this period the license is released for an-
other station, if this station is no longer using NetMan.

The Location field is for your information only; it can help ensure a clear overview
in the lists of stations shown in programs for statistics, license administration, sta-
tion monitoring and permissions. No input is required here for NetMan operation.
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NetMan automatically enters the name of the user under whose account the station
database record was created; you can overwrite this entry, if desired.

Some of the fields in the station data base can be referred to in a Data List action.

You can open a list of stations compiled from this database when assigning access
rights to configurations or actions in the Management Console:

- Pem
-.k-ﬂConFiguration {container) no
Pragram o ] 5 NetMan Stations ) )
T}) Select the desired NetMan workstation From the list,
Type | [nat
Station 1D | Location |A
JJ o0-01 Terminal server sesszion [THOMPSOM]
JJ om-nz Terminal server sezzion [THOMAS]
JJ om-03 Terminal server session [GRIFFIM] L
J} a0 -04 Terminal server sesszion [DERDSA)
JJ am-0s Terminal server seszion [CARLSO)
JJ am-0g Terminal server session [WATTEINS]
JJ om-07 Terminal server session [VIMCENT]
Edit. JJ am-0s Terminal server sezzion [SUTTOMN)
< . JJ am-03 Terminal server sezzion [STEGER)
Condition. .. JJ o0z Terminal server sezzion [SPEAR]
Global NT network groups. .. JJ nnz-0z2 Terminal server sezzion (MUMCH)
Local NT network groups. .. JJ 00z-03 Terminal server sezzion [POLLAK)
A e, J 00301 Terminal server session [SCHULTZ)
MetMan user groups... JJ nn3-0z2 Terminal server sezzion [RawWLS)
MetMan user profile... JJ 003-03 Terminal server session [MURPHY]
Met i - k JJ 003-04 Terminal server sezzion [MILLER)
MetMan skation groups... L Annoae L O R SO oY o ot I} LI

MetMan station profile. ..
LDAP definition. ..

Cancel |

[l »Tpil,  Properties: Corfiguration (cortainer) A Permissions f, Information Ale j Mote A Info /

You can also create station data records manually; for example, to add a new sta-
tion that has never used NetMan.

NetMan detects the following data for inclusion in the station database record:
* Bios data

*  Hardware

* Installed cards and connected peripheral devices

*  Network configuration, including drivers and protocols implemented

* Installed software (mail clients, browsers)

All of this data is recorded the first time this station starts NetMan. You can also
have this data updated every time this station starts NetMan by activating the Re-
load station data on next startup option.
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NetMan User Groups

You can create groups for your users. The advantage of NetMan user groups may
not be immediately apparent, since NetMan supports existing NT, NetWare and
LDAP user groups; besides, proprietary groups are generally regarded as a dis-
advantage because they are associated with additional administration tasks. But
NetMan groups are active on a totally different level: they are used for definition of
permissions to NetMan configurations, and have nothing to do with rights in directo-
ries, files or other network resources.

If you find that your existing network groups provide sufficient control over NetMan
configurations, then you have no need of NetMan user groups.

It is best to use existing network groups wherever possible, to avoid generating
extra work unnecessarily. But if you find that the existing groups cannot be used to
configure the control you need, you may find it easier to create NetMan groups than
to create new network groups (or to have your network administrator create these
groups).

NetMan user groups are particularly useful if any of the following is true for you as
NetMan administrator:

*  You cannot modify existing network groups.

*  Your network can be accessed from other domains and networks; for example,
by anonymous users through the terminal server (you can create a NetMan
group exclusively for remote users and assign permissions accordingly).

*  Your network has groups that are not supported by NetMan (for example, if you
are using Banyan Vines or a large Microsoft network with no domain control-
ler).

You can create, edit, re-name, and delete NetMan user groups. The following exam-
ple shows a group with three users:

User group: Administrators
Add or remove members of the current group,

Group members | Mon-group members |;|

8§ DaNDRIDGE Remove >> | & FOSTER

8§ LEaRY 8§ FRYE

€ PIOUET << fidd | 8 GaINg
8 GLEN
8 GOROS
8§ GRaCE J
8§ GRaDY
& GRIFFIN
& GRIMES
8 HawkING
8 HILL
€ JOHM O PUBLIC
BT r=11 LI

’TI Cancel |




NetMan Station Groups

Resources: User and Station Administration

With NetMan, you can put workstations together in groups. This is a feature that
is not available in network operating systems. There are a number of situations in
which grouping workstations can be useful. For example, some applications have
specific requirements regarding the computer’s internal hardware or peripheral de-

vices:
E& NetMan - Management Console - [Resources] [_ O] x|
& Fle Edit Wiew Window Help -8 X
B | == X = T - | B -+ |4 SVR7)
{5 Users (34) Description | Information |
{5 User groups (S5) "4 5tation group Stations with soundcards
1) User prafiles (5) J Group members 105-01
{5 Stations (1) 105-02
Station groups (5) 105-03
Debugging 105-04
Stations with soundcards

Stations without media player
Stations without Yirtual CO

‘g Windows 2000 stations

{5 Station profiles (7)

{5 License allocation (2)

Press F1 for Help

If you have an application that requires a sound card, for example, you can create a
Sound Card group of workstations and limit the ‘execute’ permissions for the Net-

Man “MS Media Player” configuration to this group.

ER NetMan - Management Console - [H+H NetMan - Examples]

=1 E3
44 File Edt Wiew Window Help e Tt
Bl & H Xe UG-G G- HE-E Ve
B 43 H+H NetMan - Examples Entr: ‘ Permissions | Return value variable | Action
; Infoboard U] Configuration (container) na
_1‘; windaws Editor IProgram e 1
d windows Calculator
i Windows Paint A -
E‘ indaws Internet Explorer Type é ‘ [not) edq. | Pelm\sslon.glanled towhen.. | and, ‘
@ 144 Station group equals Stations with soundcards and
Edit.. Delete | Reset I Up I D | ZI
A TATFTP " Properties: Configurstion (cantainer) 4, Permissions §, Information e i Mate j Infa J
Press F1 For Help

You can create, edit, re-name and delete NetMan station groups.
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NetMan User and Station Profiles

On the Global Settings page of the NetMan Settings, you can define global settings
for the starting language (if you have the Language Module) as well as startup
and shutdown configurations for the NetMan system. These global settings can be
modified for individual users and stations in the user and station databases.

As arule, however, it is not individual users or stations for which you wish to define
different settings, but for groups of users and stations. NetMan groups cannot be
used for this purpose, because a given user or station can belong to any number of
different groups.

To apply system configurations to a group of users or stations, you need to work
with disjunct groups, meaning each group member can belong to only one such
group. In the NetMan system, these groups are called profiles.

You can also select the user/station profile rather than user/station ID as the identi-
fier in NetMan data log and statistics program. This is configured on the Runtime
Recording page of the NetMan Settings:

¥ NetMan Settings

Settings - Runtime Recording
You can specify which user and station data will be monitored when runtime recarding is active For a configuration.

~, | Global Settings

51, Methan License
- -Q)J Language: Data Logging Settings
Configurations ™ Automatically log activity of configurations that do not have record IDs

= Desktop Client Logging Station Data
p g N  Danotlog station dela
B £ Record the station D
(¥ Tnkerniet Fiker & . .
iz Drive Filter * Record the station profile as ID
% Metwark Resources Logging User Diata
= Dynamic Connection £ Do ot log user data

Userjstation Identification © Record the user D
= Runtime Recording & Recard the user profile a3 |0
= g‘ Terminal Server : E
] T5 Monitored Processes
() yirtual CD
o8 HAN
& LDAP
o Advanced

Cancel Help

You can create, edit, re-name, and delete NetMan user and station profiles.
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User Profiles
The following preferences are defined in the user profile:
»  Startup configuration, which is executed after the global startup configuration

»  Shutdown configuration, which is executed after the global shutdown configu-
ration

*  Windows Start menu
*  Windows desktop
* Language (if you have the Language Module)

*  Number of parallel terminal server sessions allowed (if you have the Terminal
Server Module)

¢ Profile members

& Fle Edit Wiew Window Help -8 X
B | o EXED &= z D0 E- D e
[[5) Users (36) Description | Information |

[ User groups (5) & User profile ANOMYMOUS USers

=) User profiles (5) [ufstartup configuration NMSTARTUP
| ACh [ufshutdown configuration  MMSHUTDOWHN
| Administration 42 Windows Skart menu H+H MetMan - Examples
| Anonymaous .users 2 Windows desktap H+H Applications and In...
R U S HTML View H+H applications and In...
& External users B anquags English

[[5) Stations (51) X

3 Station groups (5) Max.. concurrent sessi... 10

T Station profiles (7) 8 Profile members AMON

1 License allocation (23 o]

MNetMan - Management Console E

S User profile: Anonymous users
] Edit the properties of the user profile,

Prafile members... |

Startup : INMSTAHTUP _I Start menu |H+H Methan - Examples j

Shutdown : INMSHUTDUWN _I Desktop 5 |H+H Applications and Information j

Language 2 Iﬁnn Englizh j HTML Yiew |H+H Applications and Infarmation j
Masirnum parallel terminal server sessions allowed : I 10 jl I™ Qverwrite defaul

Cancel |
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Belonging to a profile is a property of a user, and can be entered in the user data-

base:
H& NetMan - Management Console - [Resources] M [=]E3
@ Fle Edt view ‘Window Help e
ENIErYY: 8 - ¢- D@ 29e

s HILL ;I Descripkion | Information |
€ JOHN Q PUELIC 8 User ID JOHM ¢ PUBLIC

-8 IOHNSON § User name Inkn 7 Prblic
MetMan - Management Console et - MEme et Eovedt E
" Select a user profile
Users: JOHN Q PUBLIC SI . . .
Last active on B/5/2006 Select the desired MetMan user profile from the list,

. ; User prafile
Mame _IJohn 0. Public % ACM

& Administration

Address : IF‘uincstreet 2064 8] Anonymous users

I & Documentation
& External users

Department : ISaIes

E-mail : Iiohnq.public@acmeco.com

I aximum parallel terminal server sessions allowed

Cancel |

If you wish to add several users to a profile, however, it is easier to do this by editing
the profile than by modifying each of the respective user data records. When you
assign a user to a profile, any existing membership in another profile is overwritten
automatically.
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Resources: User and Station Administration

In the station profile you can define preferences for the startup and shutdown con-
figurations and allocate a NetMan desktop for the Windows Start menu and the

Windows desktop:
& NetMan - Management Console - [Resources] =] B3
W Fle Edit Vew window Help -8 x
® | & 22X & & S-lWE- e
{7) Stations (81} ﬂ Description | Information | =
[ Station graups (S) 4 Station profile Terminals
(=) Station profiles (8) [ufstartup configuration
4 Controling [Ashutdown configuration
4 Development 4 Windows Stark menu
J Documentation & Windows desitap
- :a;ag:“?et”t £ HTML View
18] Publc Relations  Profile members 001-01
4 Sales 00102 -
'd Tech. administration -
4 Terminals ??1'?3
NetMan - Management Console
|~ Station profile: Terminals
[ | 3-! Edit the properties of the station profils,
Frofile members...
Startup IANDNSTAHT .. | tart menu [ Information Start Menu =l
Shutdown IANDNEND wue | Desklop |H+H Applications and |nformation =l
HTHL Yiew |H+H Applications and |nformation j
Cancel

Belonging to a profile is a property of a station, and can be defined in the station

database:
B& NetMan - Management Console - [Resources] J =]
@ Fie Edt Vew Window Help -8 X
& | & 13 |4 X = > S B E- ML e
=) Seations (31) = | [ Description | Information | -
.- oo1-mn J *J Station ID: 001-01
o o012 5 obtain station ID From  NetBIOS name
'J 001-03 -é'\License Concurrent -
) o014 [Bregistered an &/4/2008
14 00105 Last active on B/5/2008 - 10:17:27 AM
) 001-08 . "
€ Location Terminal server session ...
-3 o1 ’
3 oo 4 Station profile Terminals
A [ Skartup configuration
NetMan - Management Console [ %]

~ | @ Station: 001-01
g

5

Last active on 8/5{2008 - Registered on 8/4/2008

Location
Profile

[~ Beload station data on next startup

Teminals | Shutdawn configuration

Startup configuration

—
—

Cancel

If you wish to add several stations to a profile, however, it is easier to do this by
editing the profile than by modifying each of the respective station data records.
When you assign a station to a profile, any existing membership in another profile

is automatically cancelled.

165



H+H NetMan Manual - Book 1

Allocating Licenses

With NetMan 3.7, you can use the Concurrent Use and Per Seat license schemes
simultaneously. To help you keep track of your licenses, we have integrated the
license allocation functions in the Resource Management program in the Manage-
ment Console.

H& NetMan - Management Console - [Resources] M=l E3
W File Edit Vew ‘Window Help o Ry
8|5 : O-WE- 1 D@
[+ Users (58] Description | trFarmation [ =]
=) User groups (5) -;’.Concurrent g1 —
(=) User profiles (6) JJ Stations 0o1-01
[[5) Stations (51) ooi-02
(=) Station groups (5) 001-03
+-{7) Station prafiles (5) 001-04
{7 License allacation (2) 001-05
. Per seat
0o1-06
. Concurrent Yl LI
Press F1 for Help

The "License allocation" folder contains two items; "Concurrent" and "Per Seat."
When you click on one of these items, details on the corresponding licensing
scheme are shown on the right, inluding a list of the stations using that scheme.

With the default NetMan settings, each station is automatically allocated a Concur-
rent license when it logs on. You can change this setting if desired on the NetMan
License page of the NetMan Settings.

#i NetMan Settings

_'12 Settings - NetMan License
a. 4 NetMan License configuration

Methdan Licensing D etails
Aovailable NetMan licenses:
- Concurent use 100
1) Information View Por soat n
5 Securty
-} Internet Fiker The default Nettan icensing scheme is Iconcunenl use -
= Drive Filter _ e
4y Netwark Resaurces IP addresses or addiess ranges for which a different licensing scheme is ussd: ———————————
= Dynamic Connection Stations in the fallowing list will be allocated a ‘per seat’ license.
o UserfStation Identification 55 ocs ot IP acldress [end) | Ad
-+ = Runtime Recarding
- Terminal Server Edit
1] 75 Monitored Pracesses
{0 Wirtual CD Fiemoye
«F HaN
- LDAP
Gl

~igha Advanced

Cancel Help

You can allocate per-seat licenses on this page. Click on the Add button and enter
the IP addresses of the stations to which you wish to allocate per-seat licenses.
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A station that is no longer using a per-seat license can be removed from
5 this table. To do this, select License Information from the Edit menu.

NetMan - Management Console E

= License Information: Per Seat {(Named Sites)
1 Lets you view the NetMan licenses {per seat/named sites) that are in use and,
if desired, remove stations that are no longer using licenses,

Mumber of licenses 20

Mumber of active licenses

[+ Femove stations without licenses from the table

Click on the checkbox to activate the Remove stations options and then click on OK
to confirm.
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Statistical Analysis

Statistical Analysis of Log Files

When you select the Log Data option in the Program action of a NetMan configura-
tion, events involving that program are logged and can be analyzed with the Net-
Man Statistics program. There are a number of practical uses for these statistical
evaluations, ranging from an overview of system use to an accounting of application
usage. You can also create parallel-use spreadsheets to determine the number of
licenses you require for an application. This chapter describes the functions avail-
able in the Statistics module, and presents a practical demonstration using the log
files in an existing NetMan installation.

Refer to the on-line Help for detailed information on the numerous set-
& tings available in the Statistics program.

" In the NetMan Settings you can define whether and how users and sta-
ol tions are identified in the event log.

To view data in log files, run the Record Database Viewer in the Administration
folder:

© NetMan - Record Database Yiewer - [Sequential Log File] H=]
File Edit Wiew Help
B [ 499
Record ID Start date | Stop datei Start time | Stop time User ID Record attribute :l
3818 |Perinorm 2A3/2007 |2/13/2007 |3:36:33 PM |4:13:26 PM |HHANON TS

3617 Clirnate Change  [2A43/2007  |2A3/2007 | 3:30:16 PM (3:34:44 P |AZSMOHNSON TS
3816 Climate Change [2A3/2007 |213/2007 | 2:47.37 PM (350014 PM |AZSWOHNSON

3815 Perinorm 211372007 |2A13/2007 |1:40:46 P |2:21:57 Phd |HHANORN TS

3814 Microsoft Encarta [213/2007 |2/13/2007 |10:45:28 AM|11:07:05 AM |HHANON TS

3813 |Adobe Photoshop |2/10/2007  |2A10/2007 | 3:44:52 P |53:44:53 P |AZSWSARECCO

3812 |Adobe Photoshap |2/10/2007  |2/10/2007 | 3:44:32 PM |3:44:34 PM |AZSWSARECCO JTEST ';l
[ [* I\ Sequential 4 Summarized £ Events 14l | »
Press F1 for Help Datarecords: ||38§22

This data forms the basis for evaluations performed by the NetMan Statistics pro-
gram.

Statistical Analysis with the NetMan Statistics Program

To run the Statistics program, click Statistics in the NetMan Toolbox.

E% NetMan - Toolbox [x]

Toolbox
Seleck the Uty progam you would ik bo use and dick Run ta
execute it,

Management Console
i_\—; Installer

(][] vonitors

] ’J Settings

| weards

[l 1 Arline decimentatinn
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This opens the main window of the Statistics program. You can choose from two
types of table in this window:

. Main table

*  Table of concurrent use

“¥if NetMan - Statistics M= E3
File | Edit Yiew Help
1 Toolbox FHE  REEHE A& Q@

ew. .. IMain table
__’ Qpen... Table of concurrent use

Printer setup

Exit Ale+F4

Press F1 For Help UM s

The first time you run the Statistics program, no spreadsheet is loaded on start-up.
Under Settings/Selection you can specify a type of spreadsheet to be loaded at
program start.
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Tables

The Main Table
The main table offers the following selection options:

=124 Table based on (Record 10

ﬂ Record ID

Users
Skations

(-] Record ID (al)

[ Meta-ID (0}

[ Users (all)

=23 Meta-Users (3)

: AMON

£Z5

L

b Users

[ Stations (ally

=423 Meta-Stations (1)

[ Stations_15

Stations_&9

------ [} stations_so

-] Attributes (5 )

-] Periodicity (Months)
-] Period (February 2007)
B+ Miriirnurn time: {0 Sec.)
B+ Maimunn tirme (Unlimiced)

Under Table based on... you can define whether data on application calls and usage
is calculated according to application, user or station. Depending on your selection,
each data line in the main table shows the data on a single application, user or sta-
tion.

You can group applications, users, or stations for purposes of statistical analysis un-
der the selections Meta-IDs, Meta-users and Meta-stations. The results in the main
table show the aggregate data under the defined group name as a data line.

You can choose from defined Attributes to record additional information about ap-
plication calls.

e /CC: Connection to client canceled by client or network
e /Link: Execution of a hyperlink configuration

e /MF: Mount error; error allocating a network resource

e /NE: Program could not be executed

e /NL: No license available

e /SC: Connection to client canceled by server

e /Test: Test call from the Management Console

e /TS: Terminal server session

e /WL: License waiting period
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If you select the /Test attribute, for example, the record viewer indicates which ap-
plication calls were launched for test purposes only. You can also determine the
periodicity and calculation period.

On the Selection Options page of the Statistics program settings, you
o can define how the selected attributes affect the statistical evaluation:

NetMan - Statistics

Settings
Specify the meaning of 'all (in ‘Select all) and of ‘periods’ to be applied when calculating tables, Define whether details are shown for users
and stations, and sperify the inttial settings for the MetMan statistics program.

-85 Calolate B Selection

- 7] column THes
: 1 Options
pes
* B Colors Al items in the selection list ¥ Collate data when program is opened
% Allitems in the statistics database

Meaning of "Select all' ——————————————————  Initial Settings

" Open wizard for collating data
Selection of Periods & Collate automatically

¥ Select only current periad at start .
™ Dpen table automatically:

Users and Stations ———————————————— ¢ bain table
[V Show user name £ Cancurrent use table

[V Show station location
™ Load most recently used Yiew on startup

Creating Meta-|Ds

¥ List only IDs mot alieady in other Meta-Ds

Attributes

1% Include any data records that contain the specified attribute(s) [regardless of other attributes contained)
" Include only data records that contain_one_ of the selected attributes (and no other attribtes]

" Include data records that contain _all_ of the selected attributes (and no other attiibutes)

ok | Ccancal Heln

The following options are available:

Include any data records that contain the specified attribute(s) (regardless of other
attributes contained):

The evaluation includes only those records that have the selected attributes.

Include only data records that contain one of the selected attributes (and no other
attributes):

The evaluation includes only data records that have one attribute, and only if that at-
tribute is specified in your selection. Data records that have more than one attribute
are not included.

Include data records that contain all of the selected attributes (and no other at-
tributes):

The evaluation includes only data records that have all of the attributes specified in
your selection.

The Minimum time setting lets you define how long an application must be in use
before its usage is included in your statistical analysis. If the “Microsoft Word” ap-
plication runs for only 20 seconds, for example, it can be assumed that the program
was not actually used in any meaningful way, so you may not wish to include these
20 seconds in your statistics. With the Maximum time setting, you can set an upper
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limit on the duration of usage for application calls in your statistics. In other words,
if an application runs longer than the Maximum time, then that particular application
call is not included in the statistical evaluation. This is useful, for example, if you as-
sume that a run time of 72 hours indicates that a user forgot to close an application,
and a data record that indicates 72 hours of actual use would skew your analysis
results.

If no license is available and the user cancels the call rather than wait-
ing for a license, the call is recorded with a usage time of 0 seconds.
If you wish to include such events in your statistical analysis, set the
Minimum time to “0 seconds.”

(=]

The main table shows the following values:
»  Period of application use (hours:minutes:seconds)
*  Number of application calls

*  Average use period per call (the Sum line shows the average use in square
brackets, because this value was not arrived at through summation)

«  Percentage of the use time of this application in relation to all application use

»  Percentage of the application calls of the application in relation to all applica-
tion calls

»  Time spent waiting for a license before the application started (“/WL” attribute)

» Time spent waiting for a license before cancelling the application call (“/NL”
attribute)

»  Total time spent waiting in line for a license (“/NL” plus “/WL”)
*  Number of cancellations while waiting for licenses

Select View/Columns to specify which columns are shown in the main table:

_ilf NetMan - Statistics - [Main table 1]

[ Fle Edit | ¥iew | Window Help o= ([
8| 3~ 03[ roober 283 4e
D Table b §tatus bar Record 1D IUse ICaIIs I Use [ calls

g ;eei:tld[: Colurnns L4 Use —
g qusirs_L(l Sart 4 Calls Bl
= StZt?on_ Show quartiles Use | calls | —_—
{1 Meka-sH Sethings 3 % of use 0
00 Attributesre % of calls

{1 Perindicity (Manths)
{1 Perind {February 2007) Wit time before stark

B 2 Minimum time (0 Sec.) ‘Wait time before canc,
(] Maimum time: {Urlimited)

. Total wait time v I
Cancellations Cross

Press F1 for Help [ o] |
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You can choose Record ID, user or station as the basis for calculation. Whichever
you choose, you can view a calculation based on either of the other two elements
by selecting Edit/Detailed information and the desired element.

_ilf NetMan - Statistics - [Main table 1: February 2007]

Edit | Wiew Window Help s
Calculate 4 EEEH OS W e
Graph * | Record D | use Calls Use /ca
| Detalled information  * ) Database source g
i 4
»
Selection Record IDs 3
E] Mo Eﬁ_} Users
.| 1] oooo
colece F4) stations 1| oooa
Databases * ficrosoft Encartal 01:29:30 3 00:29
——
mapPoint 00:06:14 1 0a: 0
. —
-] Period (February 2007) | aty 00:35.15 1] oo3s
{:] M|n||?1um tlme (1] Se.c..) English - German 2 —
-0 Maimum time (Linlimited) Climate Change | 01:45:03 6 o07T
. | 3
|4 [« [ »[#] Main table § Table of Periods cr
Database source UM

Select Edit/Views to save any of these calculations as a special “View” of your data.
You can activate a View at any time, or have a particular View loaded at program
start.

When you select a View of a complete statistics period, the View is
saved automatically. The data in this View is not deleted when you de-
lete the original log files the View was based on. This means that these
tables, once calculated, remain available for later analysis. Another ad-
vantage of saving Views is improved performance, because the data
accessed has already been calculated.

-

NetMan - Statistics [ ]
‘-. Views
../'I
Wiews I Load

January 2007

Delete

1

Cancel
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Table of Concurrent Use

This table evaluates data on applications used in parallel by multiple users. The fol-
lowing data is included in the calculation:

»  the highest number of simultaneous users

« the number of days on which the highest number of users was reached

the longest period during which the highest number of users was active

Similar calculations are also made for the five next lower values, to help you deter-
mine whether the highest value was an exceptional case or can be seen as a logical
extension of other values. This information is useful in deciding whether you need
more or fewer licenses for a given application.

To calculate the total usage of your NetMan system, group all applica-

ks tions in a Meta-ID and calculate the concurrent use spreadsheet for
that Meta-ID.

If you have common licenses for multiple applications, you can group

ks these applications in a Meta-ID to calculate the concurrent use of these
licenses.
Example

Analyzing Data with the NetMan Statistics Program

The time span of our data stock is January 2006 through January 2007. The first
step of our analysis is to choose the columns we wish to view.

_ilf NetMan - Statistics - [Main table 1: January 2006-February 2007]

[ Fle Edit | ¥iew | Window Help e o
8 ¢~ Y[ rooker L LTI
g Table b Status bar Record ID I Use I Calls I Use [ calls =
+-{_] Record
: 3
-1 Meta-In el Use
[0 Users | Sort 4 Calls
-1 Meka-L :
-3 Station Show quartiles Use | calls _—
-1 Meka-sH Sethings 3 % of use e

- Aktributes o

D Periodicity {Months)

= -9 Period {January 2006-Febr
[ January 2006

% of calls 00:35

Wait kime before start

Wait time before canc, E

g ;ZI:L:aZr;DZE‘DDE‘ = ] Tatal wait time 00:1’1I:|'

q T | » Cancellations Cross
Press F1 for Help | ”NUM | |

Then we run a calculation for this time span.
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Data processing is considerably slower if data is output to the screen

!. during calculation. This option is defined under Settings/Calculation. For
the fastest processing, select “No screen output during calculation.”
Record ID Use Calls Use ! calls | Total wait time | Cancellations |
Actebis 00:00:08 2| 000004 00:00:00 i
ADH 000443 2| om0z 00:00:00 0
Adobe Photoshop ot:s4:2z TR 000130 00:00:00 i
ALSO 00:00:45 4 000 00:00:00 0
American Heart Journal | 00:00:45 5] 00:00:07 00:00: 00 0=
Architecture 00:13:36 14 00:00::55 00:00: 00 a
Astronomy 2259 59| 0004 oooo:00 [E
Business English 00:10:33 00:00:00 1]
00:00:06 00:00:00 0
Climate Change 00:00:00 1]
DCI Database 00: 00: 06 00:00: 00 a
Dotnetpro 00:01:30 00:00:00 1]
Editorial 01:52:56
Emsland 032622 17| 001208 ooooon| o
Englizh - German
FAZ 00:00:11 00:00:00 0
Financial Times 00:00: 00 a
French-German 00:00:00 |-

Main table Table of Periods Cross table: Record ID/Periods (absolute walues For usag

The data shown is sorted by Record IDs. First of all, we want to know which applica-
tions were used the longest and called most often, so we right-click on the table to
open a shortcut menu and select Descending/by Use.

i NetMan - Statistics - [Main table 1: January 2006-February 2007]
[ Fle Edit Wiew Wwindow Help - & x
= = = [ ~
Bl -0 ER-HEGEEE R Q| [
(] Table based on (Record 10} L pesiending lellations | &
8 Record 1? ()aH) o < Global settings... o g
IMeta-ID (0] i i
Kli Table settings... a
(23 sers (al) od by Use 0
8 Meta-Users (D) ad b save by Calls T
Stations (all) ot
Save as... o
{23 Meta-Stations (0} el by Use [ calls G
(£ Attributes (3) Th Save as Excel table... by % of use a
{7 Periodicity (Months) | & Create repart by %0 of calls a
{1 Period (January 2006-Februar |51 3
{2 Minimurn time (0 Sec.) an Calculate 3 by Wait time before start o
- Maimum time (Unlimited) .E B Grach e b 0
Fa| e a
Vi Detailed information > by Total wait time: 5
T Sort > by Cancellations 1}
Doy T T] OOOT30] T | o~
» | She il
| | HE SRR [Periods y,  cross table: Record ID/Periods (absolute walues for usage
Press F1 for Help MUM

Because we have a very large volume of data available, we mark a selection of data
records in the table. To save time when processing large amounts of data, you can
have the assignment of colors for graphic output generated automatically. To do
this, double-click in the Selection window and select Generate color settings from
the shortcut menu.
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To assign colors to individual record IDs, select the record ID, right-click on it to
open the shortcut menu, and select Generate color settings.

_ilf NetMan - Statistics - [Main table 1: January 2006-February 2007]

[ Fle Edit ¥ew Window Help [
Bl3-DER-HEY GEEHE 4@
D Table based on (Record ID) I Record ID Use Calle
[EEEREr.ccord 1D (all) s 00.00:00 o
{1 Meta-ID (0) Reset selection 00:00:05 1
&0 Users (al) select al 00:00:06 1
B MetarLsers (0 00.00.08 2
- Stations (all Deselect 4l 000012 3
D Meta-Stations e
D Attributes (5 Collate record IDs... L g
B oo pmpany | 00:00:20 2
g Peno:IEItv Mol Color... 000032 2
: Period {Januar -0
R a Generate color settings | 00:00:45 4
D PV S |'| ﬁFJournal 000045 (=3
(] Maimum ime: {Urlimited) F N
4 | | L vl Main table 4 Table of Periads ]
MUM

Now we choose a suitable graph type for our data and generate graphic output:

January 2006-February 2007 [Use (Hours)]

140

120

100

80

60

40

20

il =l
Science  New York Times  Adobe Photoshop

Paint Shop Pro 9

Select Edit/Graph to define which values are represented in your
graph.

(] T

The Microsoft Encarta application was used most frequently. Furthermore, as shown
by the values in the Use per call column, the average duration of use per application
call was by far the longest of any application.

Next, we sort the table by application call. We also activate the Display Quartiles op-
tion, so we can recognize the highest and lowest values in the column at a glance.
This option marks values with one of four colors, to differentiate the following cat-
egories:

*  high values (= 75% to 100% of the highest value)
« fairly high values (= 50% to 74%)
«  fairly low values (= 25 to 49%)

* low values (= 0 to 24%)
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In the table below, you can tell at a glance which are the highest values in each of
the columns (sorted by use):

Record ID
Microsoft Encarta
English - German
M5 Excel 09:54:39
M5 InfoPath 05:51:35

Use ! calls | Total wait time

00:08:02

Cancellations

Editorial 01:52:56

Adobe Photoshop 00:00:00 1]
The E ist 63 00:00: 00 a
Paint Shop Pro 9 B2 00:00:00 1]
German-French 47 00:00:00 o
Wwikipedia 37 00:00: 00 a
M5 Access 07:23:03 32 001350 00:00:00 o
Geographical Review 00:54:50 | 00:02:36 00:00:00 1]
MS Powerpoint 02:21:08 20 00:07:03 00:00:00 1]
Google Earth 00:24:56 17 00:01:25 00:00:00 1]
Fii ial Times 12:03:45 16 00:00: 00 a
MSF i 00:40:29 14 00:02:53 00:00:00 1]

041 # T# I Main table £ Table of Periods ,  Cross table: Record IDyPeriods (absalute walues for o
Sorted by number of application calls, the graph looks like this:

January 2006-February 2007 [Calls ]

900
800
700
BO00
s00
400
300
200
100

Microsoft Encarta Editorial Paint Shop Pro 9 MS Powerpoint  HTML Tutaorial

Here we have sorted the table by time spent waiting for a license:

Record ID
Microsoft Encarta
English - German
Editorial 00:01:28

M5 Excel 00:04:22 00:00:00

Cancellations

a
M5 InfoPath 00:02:45 00:00: 00 a
Adobe Photoshop 00:01:30 00:00:00 1]
The E ist 63 00:00: 00 a
Paint Shop Pro 9 B2 00:00:00 1]
German-French 47 00:00:00 o
Wwikipedia 37 00:00: 00 a
M5 Access 072303 32 001350 00:00:00 o
Geographical Review 00:54:50 | 00:02:36 00:00:00 1]
MS Powerpoint 02:21:08 20 00:07:03 00:00:00 1]
Google Earth 00:24:56 17 00:01:25 00:00:00 1]
Financial Times 12:0%45 16 |GG 00:00:00 0
MSF i 00:40:29 14 00:02:53 00:00: 00 a
HTML Tutorial 04:10:04 14 00:17:51 00:00: 00 a
MS Word 00:21:30 5 00:04:18 00:00:00 1]

] 1 > [ #] Main table 4 Table of Periods },  (Cross table: Record ID;Periods (absalute values For «

Microsoft Encarta is at the top of the list.
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In the table of periods for a given line, the Sum line shows the total use of all applica-
tions in each period, which is useful for detecting trends:

Tahle of Periods for Eecord ID: Sum

Period Use Calls Use ! calls | Total wait time | C it |
January 2006 193351 2 00:03:45
February 2006 30:33:11 261 00:07:01 2
March 2006 31:04:23 223 000821 2
April 2006 18:08:23 199 000528 1
May 2006 362333 136 00:16:03 01:16:19 7
June 2006 913722 76 004045 161916 1
July 2006 2500618 83 001845
August 2006 383511 100 002309
September 2006 | 35:30:32 45 00:45:05
October 2006 29:49:49 34 005238
Hovember 2006 20035304 125 00:09:52
December 2006 2919030 73 004545
January 2007 12:24:54 ==l 00:12:37
February 2007 25.07:35 22 01:08:31
Sum 437:36:4 1751 00:14:59 17:35:35 13

ATAT T tain table ), Table of Periods

Cross table: Record ID/Periods [absolute valo

The graphic representation of usage distribution over time periods (a different chart
type was chosen for this example) shows that usage increased from January to
February 2006, and then dropped back in March. Usage values began climbing
again in May 2006 and, after a brief drop in July, went up continuously until Sep-
tember saw another low, which lasted until November. In December 2007, usage
reached another peak.

140

Record ID: Sum [Use

(Hours)]

120

100

60

60

40

20

0
January 2006 March 2006 May 2008

July 2006 September 2006

December 2008

The cross table below shows the periodic distribution of the Use column for all ap-
plications (due to the large volume of data, only an excerpt can be shown here):

Record ID January 2006 | February 2006 | March 2006 | April 2006 | May 2006 | June 2006 |
Science
Actebis 00:00:05
ALSO 00:00:04 000016 000014 000011
Times Online 000045
Virtual CD Online 00:00:07 00:01:03
Dotnetpro 00:01:30
Hew York Times
ADH 000012 00:04:31
Hature 00:00:29
MS Word 002112 000018
Google Earth 00:01:01 0g:17:19 00:04:32 00:02:04
M5 Publisher 00:00:26 00:01:45 000027

4

3

[0 TR, tsintable f, Table oF Periads #, Cross table: Record ID/ Periods (absolute values For usage) T
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With the default settings, the cross table calculates the absolute value for duration
of use, sorted by record ID, for the selected period (Record ID/Period).

Right-click anywhere on the table to access the expanded functions available for
cross tables. You can compare the record IDs for users or stations for the six values

chosen.
Record ID January 2006 I February 2006 | March 2006 | April 2006 | May 2006 | June 2006
i 1
Actebis 4] lobal settings... 00:00:05
ALSO Table settings. . 000016 000014 00:00:11
Times Online
Virtual CD Online Save as Excel table. . 00:00:07 | 00:01:03
fnfnefpng ':_ Create report
Hew York Times | |
ADH | Calculate 4 EE Main table 04:31
Hature . - 7
MS Word Absolute values For usage Periads ID 4 0001 a
Google Earth | Usage time as percentage of total use Users 4
MS Publisher .
Geographical Re Usage kime as percentage of kotal use For the ID Stations ¥
Editorial absolute values For calls 10605 000713 01:31:25
Adobe Photoshy
MS Powerpoint Call count as percentage of total calls
HTML Tutorial | Call count as percentage of tatal calls For the ID E18sl) 00213
MS InfoPath T - T 00:00:11
4 3

AL R IR, Maintable # Table of Periods  }, Cross table: Record ID/ Periods (absolute values For usage]) T

All of the calculations demonstrated above for applications can also be made based

on users or stations:
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(143 Table based on (Users)
: Record ID

Stations
-] Record ID (all)
-] Meta-ID (0}
-] Users (all)
-] Meta-Users (0)
B Statians (all)
-[_1 Meta-Skations {0
-] Attributes (3 )
-] Periodicity (Months)

[+ Period (January 2006-February 2007)
[0 Miirnmn time (0 Sec.)

P+ Maimurn time: {Unlimited)

e 0 O e B O e O e e B e R P O e

=43 Table based on (Stations)
! Record ID
Users
Skations
-] Record ID (all)
¢-{_1] Meta-ID (0)

7-{_ 1] Users {all)

7-{_] Meta-Users (0)
#-{_1] Stations (all)

-{_7] Meta-Stations (0)
b Attributes (8 )
7-{_] Perindicity (Months)
¢-{_1] Perind {January 2006-February 2007}
7-{_7] Minimum time {0 Sec.)
(L Maimurn time: {Unlimited)



Sorted by application calls, the 'Users' table shows the following...

Use ! calls | Total wait time | Cancellations

HHIPAHOH
AZSLJOHHSON

AZSHEWWILL
AZS'SARECCO

HEROSRALF
AZSHOYCE 00:00:00 0
AZSILIPPMAN 00:00:00 0
AZS\CLINSTON 00:00:00 0
AZSILANCASTER 00:12:20 00:00:00 0
AHOH 00:02:09 00:00:00 0
AZSKOSINSKY 00:07:47 00:00:00 0
AHONYMUS 00:00:00 00:00:00 0
AZSKLOBUCH 00:00:00 0
AZS'BECKER | 00:03:37 | 00:00:00 0
AZSBLANK 00:00:00 0
AZSDIMAGGIO 00:00:00 0
LAXUIHOND02 00:00:00 0

AZSWEVERMANH

15.36.120.22

89.150.12.50
15.38.120.115

89.150.12.44
9.150.12.100

§9.150.12.30

15.38.120.99 00:00:00

#9.150.12.47 00:00:00

89.150.12.37 00:00:00

$9.150.12.66

15.38.120.20 00:00:00 0
15.38.120.100 00:00:00 0
15.38.120.120 :06: 00:00:00 0
15.38.120.45 00:00:00 0
89.150.12.1 00:00:00 0
15.38.120.122 00:03:11 00:00:00 0
90.120.87.72 00:00:00 00:00:00 0
89.150.12.35 00:00:00 0
15.38.120.29 00:00:00 0

Main table Table of Periods Cross table: Stations/Periods [absalute walue

Statistical Analysis

The calculations can be made not only according to all users, stations or applica-
tions, but also for selected

applications,

users,

stations, or

attributes.

Furthermore, you can change the periodicity (quarterly, half-yearly, yearly or none),
select different time spans, or set the minimum time to another value.

For the last demonstration, we shall generate calculations for Meta-users, Meta-
stations and Meta-IDs. These give less detail, while providing a clear overview of
the selected period.
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To do this, we first define groups of applications by right-clicking on Meta-IDs to
open a shortcut menu, from which we select Edit:

(=143 Table based on (Stations)

-{_71 Minimum
-{_7] Maximur]

Record ID
Users
ﬂ Stations

[+ Record ID (all)
[]..D
-] Users (al Reset selection
- Meta-Us
-0 Stations izl
- Meka-st Deselect al
[ Attribute ;
=-Z3 Periodiciﬂ| Edit... [,
[ Period (3 Calar... iy
£
£

Generate color settings

In this window we group our applications:

4_’ Meta-1Ds

Define a name for your Meta-ID and add the desired record IDs,

Name st
Description : Illlustration
1Dz in MetaD | 1Dz not in Meta- D | -
Adobe Photozhop << Add | ADM
Faint Shop Pro 9 ALSO —
Actebis
ml American Heart Journal
Architecture
Astronamy
Business English
Create... | Calculator
Climate Change
DCI Database LI

.

Cancel |

..and then repeat the calculation, this time based on our new Meta-IDs:
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“¥lf MetMan - Statistics - [Main table 1: January 2006-February 2007]
[ Ble Edt Wiew Window Help - & x
Bl3-PER-HE §REEHE A 4@
Q I Record ID Use Calls Use /calls | Total wait time | Cancellations
Hews 215204 1158 00.11:08 16:2015 ]
" Databases 247355 785 00.1855 01:50.45 22
s |Dictionaries 1511151 73| ow13sr 00:00:00 4
{1 Record 10 (al) llustration 179:56:5 73| 001508 00:00:00 4
24 Meta-ID (sl Office 130821 00| 000349 00:00:00 0
¢ o) Databases Sum 843:18:0 3736 [00:43:32] 18:11:00 39
Dictionaries
Tlustration
P Mews
P Office 7
‘ 3 4[4 »Tri] Main table /i Table of Periods_Jy  Crass tablet Record ID/Periods (absolute wal
Press F1 for Help nUM




Statistical Analysis

Next we group our stations:

Wi NetMan - Statistics - [Main table 1: January 2006-February 2007]

2 Fle Edit View Window Help -3 X

BER-DEBR-HE GEEEEAs 2@

(144 Table based on (Stations) = Stations Use [Calls | Use/calls | Total waittime | Cancellations
H Record ID Stations_09 62035 1610|  O00gdd 002644 75
e Stations_15 580.455| 1781 DO1G54 17:42:18 10
) stabions Stations_90 000157 154| 000000 00:00:00 0

#-{J Record ID (sl Sum Baz51:5 | 3T15| [00:13:36] 18:11:00 39

-] Meta-ID {ally

-] Users (all)

(-] Meta-Users (0)

[ (] Stations {all)

= Met. iall}

- =
4 » AT Tri], Main table f Table of Perinds i Cross table: Statinns/Periads (sbsolute walue
Press F1 for Help MU

" To calculate the total usage of your NetMan system, group all applica-
o tions in a Meta-ID and calculate the concurrent use spreadsheet for
that Meta-ID.

" If you have common licenses for multiple applications, you can group
ol these applications in a Meta-ID to calculate the concurrent use of these
licenses.

We want to document statistical analyses for the station aggregates every month
from now on, so we save the definition created in the “Selection” window as a
View:

4_’ Views

Wiews Load
Aggregated St s Feb 2007
February 2007

January 2007

Delete

duil;

Cancel

When you save a View, the currently selected element is saved in the View defini-
tion. This has the following advantages:

»  Complex combinations of Selections can be re-created by loading the corre-
sponding View.
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»  Periods that were already calculated and stored in a View are loaded when a
later calculation includes the same periods, which means the calculation is that
much faster.

»  Before the data in a log file is deleted, any periods in a View that had not been
processed up to that point are calculated.

+ Datain Views is still available for later processing even after the original log file
has been deleted.

As a final evaluation, we now create a concurrent use table to obtain additional
information about the use of licenses. Again, we have selected a limited number of
record IDs to reduce the amount of data processed:

Record 1D Licenses| Max | Days | Duration| Max-1| Days |Duration| Max -2 | Davs | Duration Max -3 Days Duration
Microsoft Encarta |9 00:00:27 1 00:03:51 00:00:53 00:41:52
Financial Times S 11 04:2310 000000 000000
MS Excel 5 24 01:11:38 00:00:00 00:00:00
MS Access s 13 011018 00:00:00 00:00:00

5
1
1
i

@

1

1 00:37:04
4 00:25:57
1

1

00:53:40
00:00:03
41 06:25:44
15 00:40:59
4 00:10:28

MS Powerpoint 00:38:32 00:00:00 00:00:00
Paint Shop Pro 9
Adobe Photoshop
M5 Word

a 00:00:00
il 00:00:00
a 00:00:00

00:00:00
00:00:00
00:00:00

00:00:00
00:00:00
00:00:00

=== e e e o
Se[a == == m
@
oojooloolow
oojoalo oo™
HEEEEEEE
HEEEEEERN

The Licenses column shows the number of licenses currently configured for the ac-
count. This generally defines the limit for parallel use.

The Max, Days and Duration columns belong together as a block: Max shows the
highest number of parallel users, Days the number of days on which this level was
reached, and Duration the longest period during which multiple instances of the ap-
plication were in use simultaneously.

The subsequent columns show the same data for each of the next five lower simul-
taneous-use values.

As the table above shows, the number of licenses available for the Financial Times
application was always sufficient. For the Microsoft Encarta application, however,
all available licenses were in use on one particular day. On the other hand, if a tenth
user had attempted to launch this application at that time, they would only have had
to wait 27 seconds for a license to become available. Under Max-1, however, we
see that the application was called by multiple users concurrently only five times on
one day and, as shown under Max-2, only three times on 2 days. Additional user
licenses for this application might be handy, but are not urgently required.

When we select one line of the spreadsheet and generate a bar graph based on
these values, the height of the bars shows the number of days on which the value
occurred. The superimposed curve gives the duration in hours.

January 2006-February 2007




Statistical Analysis

The following graph gives an overview of all applications that were used by more
than one user simultaneously at least once:

January 2006-February 2007

Microsoft Encarta
M3 Excel

Paint Shop Pro 9
WS Word

[GEF -Days -

This graph was created by selecting the accounts and then activating Edit/Graph/
Maximum parallel use (for all IDs).
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NetMan Internet Filter

Using the NetMan Internet Filter

The NetMan Internet Filter is a software component that can filter Internet access for
NetMan clients. You can configure global filter settings as well as separate settings
for individual NetMan Program actions and Hyperlink actions. The Internet filter fea-
ture can also be used to control application processes that access the Internet.

When the browser is pointed to an Internet address, the NetMan Internet Filter oper-
ates based on the following protocols:

- HTTP
- HTTPS
- FTP

All URLs or addresses are blocked by default. Clients can access only the ad-
dresses or domains that you permit.

FTP and HTTPS addresses are filtered only at the host-name level. With HTTP, on
the other hand, you can filter addresses on the following levels:

*  Explicit URL

« URLIlevel

*  Host-name level
*  Domain level

NetMan Internet filter files contain lists of permitted addresses (also called
“whitelists”) and excluded address (“blacklists”). Permitted addresses are address-
es that the affected user can access, while excluded addresses are not accessible
to the user. These lists define the filtering rules.

When you create a file to filter processes, rather than URLSs, you specify the applica-
tions you wish to monitor for Internet activity. You can choose to have the filtering
extended to child processes as well. If you do not know which applications launch
processes that access the Internet, you might choose to apply the filter to all proc-
esses in your system.

When a program loads the NetMan Internet Filter, all URLs or all currently executing
processes are automatically checked against the filtering rules. If a user requests an
Internet address that is on the blacklist, an HTML page is opened showing an “ac-
cess denied” message. Processes are monitored in the background, and the user
cannot see which processes are blocked by the filter. Some applications, however,
might not function properly if they cannot access the Internet, in which case they
might generate an error message that the user sees. If the global filter is active, all
Internet addresses are checked against the filtering rules regardless of which pro-
gram points to the address. Processes are also monitored globally, independent of
any particular application launch.
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In general, the Internet filter checks for filter rules in the following sequence:

»  Configurations
. NetMan Environment

*  Global level
i Filtering is not active unless NetMan Desktop Client is running.

With the NetMan Internet filter, there are a number of ways in which you can restrict
end users’ options for accessing the Internet. The next section explains how to
switch the filter mechanism on and off.

Switching the NetMan Internet Filter On and Off

There are two ways the Internet filter can restrict Internet access: globally, or for
specific NetMan actions within a configuration. Once you switch it on, it runs con-

tinuously as long as NetMan is running. Prerequisite is that NetMan Desktop Client
is running.

Global Filtering of Internet Access

To filter Internet access globally within your NetMan system, integrate the Internet
filter mechanism in the NetMan startup configuration.

To do this, open the NetMan startup configuration in your Management Console and
add an Internet Filter action in the last position.

E& NetMan - Management Console - [Configurations] [_[O[x]
% Ele Edt Yew Window Help s M
CIEa XEPEUR -9 o-EE- 43
x [Hame =] [Entr [ Permissions | Return value variable | Action |
My Deskiops Enter text here [ Configuration (container) no
Administration TRH+H Seftware PlGo to marker: 4 no 1
lif1Change Desktap D Execute no z
= Ems Office b Confirm no 3
-OJ (CiDatabases 2. marker 4 na 4
Configurations @ Farm Login <& connect Drive ves RETURMWALLE 5
i@/ HTTP Login 2 Internet Filer no [3
A, 2
"J’ al % Sessian
* {CIPowerpoint 2007
T 0 P ™ Deactivate this action Test
[i0Publisher 2007
Action Parameters
—- [ outlock 2007
(1) Access 2007 Inkernet fiker ©|0n hd
Application Library WDIExcel 2007 Glabal fiter file : Mo Intemet fiter aotive] =]
[iDword 2007
0 [ifNetMan startup configuratic
[0netian end canfiguration —
s =l 3 [4[4 [ T01, Properties: Intarnet Filter action { Permissions i Note b Infe /.
Press F1 for Help

The Internet Filter action has several configuration options that must be set in order
to activate the filter. In the Internet filter field, select On. Under Global filter file you
can select the filter file that contains the desired whitelist and blacklist, or processes
to be filtered. Immediately following installation, only the default file, Global Internet
Settings, is available (the file name is Global Internet Settings.iff). This
file enables unrestricted Internet access.

Click on the “Browse” button (“...”) to open the editor for Internet filter files. The edi-
tor lets you define your own Internet filtering rules.
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Internet Access Filtering Mechanism in NetMan Actions

You might want to add the filtering mechanism to an individual action to configure
access privileges for a specific program. For example, you could block access glo-
bally and then permit access for one particular program.

Open the NetMan Management Console and select the configuration that contains
the Program action you wish to configure. Both the “Program” and “Hyperlink” ac-
tions have an Internet filter property. In our example, we set the filter in a NetMan
configuration called “Internet Explorer.”

You can select the desired NetMan configuration from the Configura-

ﬂ tions window. Keep in mind however that the Internet filter settings you
define will apply for every desktop the configuration is linked to. If you
want to configure different filtering rules for the same program in differ-
ent desktops, you need to create separate NetMan configurations.

HE NetMan - Management Console - [Internet] M= E3
44 File Edit Yew Window Help Sy
B | & Xm -y DE-4De
= 4 Inksrmet Entr | Permissions | Return value vari... | Action
&) M ' configuration (container) no
i NASA lProgram no 1
4@ | Sanger Institute
Sanger Inst, FTP
- Z4] H+H Saft
ﬁ IntEmtE:cp\rE:r ™ Deactivate this action Test =
Action Parameter
Pragram : IZNMWiangDirZ\Intemel Exploreriiexplore. exe _I
Working diectoy - | [ ]l
Pragram window 2 INurmaI j
Interet filter I[No intemet filker active] jJ
Action Settings ggﬁ:‘t?i"{‘;lfr‘iga' active]
e Global Inlemet Seltings
I~ Logdata
] e o iy
I~ Allow multiple instances on ane workstation
¥ Hold subsequent action(z] unti thiz program is closed :I
\4|1| >|N |\ Properties: Program action f Permissions )\ Conmect Drive )\Note )\lnﬁc /
Press F1 for Help
Select a filter file in the Internet filter field or click on the “...” button to write a new

file. Once you have confirmed the desired rules for this configuration, these settings
take precedence over the global settings for Internet access.

Changes in the Internet filter file are effective the next time that NetMan

' configuration is executed. Instances of the program in question that are
running at the time you change the file are not affected.
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Editor for Internet Filter Files

Your Internet filtering rules are defined in IFF files, which are created and managed
using the Internet Filter File Editor. This program opens when you add an Internet
Filter action to a configuration in the Management Console and click on the “...” but-
ton to edit it. Immediately following installation, only the default filter file is available,
“Global Internet Settings.iff.” We recommend writing your own Internet filter files to
meet your requirements.

You also have the option of opening this editor from the NetMan Toolbox.
% NetMan - Toolbox

Toolbox
Select the utility progam you would fike to use and dick Run’ to
execute it

- [Ea] Managemert console
T ssvses
E-;; j Installer

_/j Moritors

;.?:.l MetMan access control

& /} Wizards
[#]|_] onine documentation

I Close the toclbox when a program is executed

Run Close

s

The main window of the editor is divided into four sections:

Efi NetMan - Editor for Internet Filter Files:
© File Edit ‘iew Help

(006l d|EEe

H*HNetMan Editor for Internet Filter Files

The editor for Internet filter files makes it easy for you to define rules for
control of Intemet access. This editor supports the following protocols:

= HTTP
= HTTPS
= FTP

Creating a new Internet filter file
To create 3 new Internet filter file, enter 3 file name and a

#
description of the filter. The starting URL you enter here defineg ~| | ‘
Birixe s d-ih 4 BX
Permitted/excluded addresses | File name | Description
— Global Internet... Urrestricted
| | »
Dane 4
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*  The browser section shows an info page until you load a filter file for editing.
When you load a file, its starting page is shown here. If it is a URL filter file,
rather than a process filter, you can navigate the browser window by clicking
on hyperlinks just like in any browser. The editor’s browser window has an ad-
ditional mode that highlights the hyperlinks on the displayed page and adds
controls for blocking or permitting access to each link.

*  The URLs called section listed the URLs that you have navigated to, and indi-
cates whether they are permitted or blocked addresses.

*  The Internet filter files section shows all of the existing Internet filter files. You
can select a file here to open it for editing.

*  The Permitted/excluded addresses section shows the active filter patterns.
The settings you configure in the browser window pane for permitting/blocking
access are shown here.

Each window page in which you can configure settings has its own toolbar. The
name of the Internet filter file currently open for editing is shown in the title bar of
the main window.

Global Internet Filter

To protect your system from unauthorized Internet access on the part of your users,
we recommend configuring an Internet filter definition and linking it in your system
on the global level.

In the Management Console, open the NetMan start configuration for editing. This
configuration already contains an Internet Filter action. Click on the “Browse” button
(“...”) to open the editor for Internet filter files.

In the Internet filter files window, click on the “New” toolbar icon to create a new
Internet filter file.

MetMan - Editor for Internet Filter Files [ ]

El’.n Create a new Internet filter file

2

Mame : I Global Filker file
Description : I Global Filter file For Inkernet access|
Skarting LRL |

Ok I Cancel |

Enter a name and a description for the filter. No starting URL is entered in this case,
because the purpose of this filter is to prevent all Internet access.

No rules are shown in the Permitted/excluded addresses section, since no starting
URL was defined. No rule is added here, either. If no addresses are explicitly permit-
ted, NetMan automatically denies access to any address.
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Save the Internet filter file and close the editor.

In the Management Console, enter the name of your new Internet filter file and
activate the Internet filter.

Entr | Permissions | Return value vari... | Ackion |
W Canfiguration {containet) no

DEGD ko marker: 4 no 1
IExecute na H
&3 Confirm no 3
|1!.Markn3r 4 no 4
JEConnect Drrive yes RETURNYALUE 5
=¥ Inkernet Filker no &

Action P.

[T Dieactivate this action Test |

Intemet filter

Glabal filter file

: Iactivate j
: [Glabalfiter fie =]

I I 4 I }I M I\ Properties: Internet Filter /{ Permissions )\ Mote )\ Info [‘

This filter also blocks access to HTTPS and FTP addresses. FTP fold-
& ers in the Internet can still be seen, but the files cannot be opened or

downloaded.
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Creating Rules for Filtering URLs

In addition to the simple methods shown so far for permitting access to domains,
the editor for Internet filter files also lets you write complex sets of rules. There are
certain conventions, described in the following, that must be observed to ensure
that your rules produce the desired results.

Filtering FTP and HTTPS addresses presents a special case. The default setting
in the Internet filter is to treat all unspecified addresses as “excluded” and block
access to them. This applies to FTP and HTTPS addresses as well. These must
be explicitly “permitted” if you wish to permit access to them. Due to the limitations
of these protocols, however, access privileges must be enabled at the host-name
level. This is why the editor for Internet filter files does not include a mechanism
for excluding FTP and HTTPS addresses. Furthermore, when you enter these ad-
dresses, the protocol must be specifically named. Rules that permit access to an
FTP address, for example, should look something like this:

MNetMan 3 - Editor for Internet Filter Files [ x]

E[.\ Edit a hew permitted address

Link : I ftp:dfftp.sanger . ac uk/pubjdatabases PRam]

Rula ¢ [Fpiftp.sanger ac.kjpubjdatabasesfPFam

€ Explicit URL

= URL level Iftp:Hftp.sanqer.ac.uMpubfdatabases,inam.i j

%' Host-name level

© Domain level Iftp:fﬂ*.sangar.ac.uk* j

&+ Permit address

£ Exclude address

The same applies for entering an HTTPS address.

Keep in mind that blacklisting an FTP address does not prevent the
' user from pointing the browser to that address. The files at that site,
however, cannot be downloaded or opened.

The NetMan Internet filter mechanism can filter HTTP addresses on different lev-
els:

«  Explicit URL

« URLlevel

*  Host-name level

*  Domain level

This means you can permit access to a given domain and still block access to par-
ticular URLs at that domain. For example, you can permit access to the information
on a given website but block downloads from that site.
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In addition to entering filter rules, you can use the Link Images function in the edi-
tor’s browser window to write rules. This feature highlights all hyperlinks and marks

permitted and excluded addresses.

i NetMan 3 - Editor for Internet Filter Files: MIT.iff

e Edit  Wiew Help

* Bituesday, february 5, 2008

I III -
= II +massachusetts institute of technology

=/ http: /#veeb. mit.edu/
(@] http: M vmeay. mitadmissions. org!
(= http: /fweb, mit.edu/

+ -+ + + + 4 o =
0

= +

+ + - |

Pl - X

: File name ‘ Description

9ol . S o \_ Global filtes file... Global filer file £

- e o] L | GlobalInsmet Unesticted rte
3 5 |~ H+H Software... Hopepage of H+.

= MITff Massachusetts |...

Figr X 4 & EI | NASA I Homepage of th..

Permitted/ excluded addresses

| : Sanger Inst. F... FTP server of th..

| Rktp %, mit. e

<

Sanger Institut. Sanger Institute
| _'l_I

httpifimitiorld.mit.eduf

4

The example shows a filter file for the MIT domain. All hyperlinks that do not lead to
another domain are automatically permitted. To show or hide the link images, select
Show link images in the View menu. To exclude a link, click on its image with the
mouse. This opens the Exclude an address dialog.

NetMan 3 - Editor for Internet Filter Files

) Exclude an address
This address was parmitted to users Up ko now.

Link B http:jwatch,mit.eduf

Rule B http: ffwatch.mit.edu

 Explicit URL

* {RL level [hipivuaten.mit edu

" Host-name level

1 Domain level [hipsii it et

Da ot permit address |

cancel |

In our example, access to video resources on the MIT site is blocked. This is im-
plemented at the URL level, to ensure that all links of this type at this site are af-

fected.

Ecalendars

Blvideo

The image now shows that the hyperlink is blocked. The link image shows you at a
glance what hyperlinks are contained on a page as well as what effects your filter

file will have.
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When you click on link images to define rules, the corresponding data is automati-
cally written to the list of permitted and excluded addresses.

3agr X 4 &
Permitted/excluded addresses
|@ http/ fwakch, mit. edu

(= httpe /¥ ik, edu®

The list of rules is processed from top to bottom. The order in which the rules appear
in this list has important consequences for the results of processing. For example, to
permit a certain address at a site that is excluded on the host-name or domain level,
the following list would not result in the desired effect:

gagriX o &
Permitted/excluded addresses

(@ http/f*.mit, edu®

1= httpef fweb.mit, edufnewsoffice/™

When the browser is pointed to the "web.mit.edu/newsoffice" address, the filter
mechanism would first process the rule that excludes access to this host. Since the
domain is already excluded, the address specified afterwards is excluded as well.
The solution is to put the rules in the following order:

3B X 4+ &
Permitted/excluded addresses

= httpef fweb.mit, edufnewsoffice/™
(@ http/f*.mit, edu®

The "mit.edu" domain in general is now excluded, but the "newsoffice" section of it
is permitted.

If the two methods explained here for creating filter rules are not suf-

ol ficient, open the View menu and select Expert mode. This mode lets
you enter regular expressions for your rules, and adds a button to the
toolbar of the Permitted/excluded addresses section for opening a dia-
log in which regular expression can be defined.

Creating Rules for Filtering Processes

Some applications access the Internet without navigating to any specific address or
using an Internet protocol. Once they have attained Internet access, however, this
can enable unauthorized user access to the Internet. To prevent this, you can create
a filter that stops certain processes from accessing the Internet. This type of filter
can be configured to operate in one of two different ways:

*  You can designate certain applications to be monitored for Internet access at-
tempts, or

*  You can have all processes that run in your system monitored and any at-
tempted Internet access blocked.

The first step is to create a new filter definition in the Internet Filter File Editor. To do
this, select New/Record from processes. This opens a dialog prompting you to enter
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a name and description for the new filter file. Furthermore, you need to specify the
application processes to be monitored, by listing the name of the executable file that
launches the application. You can enter more than one file name, to have multiple
applications monitored. Activate the Include child processes option to have child
processes monitored as well. The example below shows how to create a filter for
the “Google Earth” application:

MetMan - Editor for Internet Filter Files [ ]
E[’.n Create a new Internet filter file

2

Mame : I Google Earth
Description ] I Google Earth processes
% Process(es) to be monitored: ¢ I sMMWinProgDir%s | GooglelGoogle Earthigooglesarth, exe| |

IV Include child processes

" all processes

Ok I Cancel |

Save your new filter file and activate it either by specifying it in a Progamm action,
for example in a NetMan configuration called "Google Earth," or perhaps in a Net-

Man startup configuration. Make sure you save the changes in the configuration as
well.

When the configuration in question is called on a NetMan Client station, the "Google

Earth" application generates an error message stating that it cannot estabish a con-
nection to the Internet:

Google Earth could not contact the authentication server to activate your session. The
M application will continue to operate but will only display data available locally {in cache),

For information about how to resolve the problem, would vou like to run a diagnostic
test? This test attempts ko detect settings on your computer that might prevent Google
Earth From Functioning properly,

ol

The application can still be used, but only with content that has been cached lo-
cally.

Some applications require an Internet connection in order to start. We
recommend testing your NetMan configurations for proper functioning
without an Internet connection before releasing them for general use
with your Internet process-filter file.

(=] N
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" You can prevent all application processes from accessing the Internet if
o desired. To do this, create a new filter file and select the All processes
option:
E[’.n Create a new Internet filter file
Mame I Mo Inkernet access
Description I Mo Internet access for application processes
" Process(es) to be monitored: I _I
¥ | Include child processes

Ok I Cancel |

Add the filter file to your global NetMan startup configuration to prevent all proc-
esses started in your NetMan system from accessing the Internet.

i System services and similar system processes are not affected by the
g NetMan Internet filter file.
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Testing an Internet Filter File

If your filter rules do not produce the desired results, we recommend testing your
filter file. To do this, run the NetMan Trace Monitor. Set the output level to All mes-
sages. Then launch the relevant NetMan configuration or point a browser to the
website it opens.

The example shown here uses a file containing rules in the incorrect order.

{S/H-+H - Trace Monitor [_[O] ]
I File Edit Wiew Help
PN | AN messages ARAPIR IREREYC)
Filter ax Na. ‘ Module ‘ Text ]|
=) - HHLsp a Explorer. EXE
i [Miexplore.exe g iexplore.exe MNMINetFilter variable nat found in spstem envitonment, checking Nethdan environment!
rmeelnt. exe 10 iexplore.exe Try to load Netidan envionment: C:AWINDOW SN ettdan3\bintnmerr dil
MMSIFFConfig.exe 1 iesplore.ese NMHT TFPartinetFiter from Env: 92
[Anmsmng.exe 12 igwplore. exe HTTPPart is 92
'E?\Tliﬁi:':: 13 iewplore. exe MNMHTTPSPartinetFilter from E .
-DVCang‘.exe 14 iexplore.exe HTTPSPart iz 444
15 iexplore.exe IFFNHost from Ernve: NDMSRW1
-[Jwcoset.exe
R 16 iexplore.exe Host is ndmsrl
HetMan 3 - Shell Hook 17 igwplore. exe MNMHaost from Erve: MDMSRWT
O virtual c0va 18 iexplore.exe MHest is ndmsryl
19 iexplore.exe SUGHeader from Enw:
20 iexplore.exe NKIFHttpPorts from Ere:
21 iexplore.exe HTTP-Ports to fiker: 80
22 igwplore. exe MNMIFHtpsParts fram Env:
23 iewplore. exe HTTPS-Parts ta filker: 443
24 iexplore.exe MNMIFFtpParts from Env:
25 iexplore.exe FTP-Parts to fiter: 21
2% iexploreexe Try to read config from 'T:ADocuments and Seltings\A dministrator\Local Settings\applic
27 igwplore. exe Addresses_1 Proto: 1 Alowed 0 - “[[[ar20-3-J+4. )it edu.®
28 iewplore. exe Addreszes_2 Proto: 1 Allowed 1 - web. mith. edu/newsalfices.”
29 iexplore.exe Faound 2 entries in Addresses
an iexplore.exe HostEntry is Tndmsr1.*
3N iexploreese MM ostE ntry is 1ndmsred
32 igwplore. exe HastlP is 62.225.136.53
33 iewplore. exe HastEntrlP i 1624, 2254, 1364.53."
34 iexplore.exe Include_HTTPS noaccess.hhvnetman.de 212.12.102.42
35 iexplore.exe Include_HTTPS ndmsr1 B2 225,136 53 |
36 iexplore.exe web.mit edu is not an allowed URL, redirecting! £
« | _’H
Ready [car|nuM]scRy]

Lines 27 and 28 show the two rules: "web.mit.edu/" is excluded, while "web.mit.
edu/newsoffice/" is permitted. The rule excluding "web.mit.edu/" is processed first.
Consequently, as reported in line 36, access to the "web.mit.edu/newsoffice/" site
is denied.



NetMan Utility Programs
NetMan Utility Programs

Application Library

The Application Library is a collection of “ready-made” NetMan configurations, cre-
ated at H+H and available from our knowledge base or included with updates or
service packs. Each pre-defined application includes NetMan database entries with
its Program action, as well as suggestions for installation and use. Other compo-
nents can be added as needed, including:

» Actions: these can be inserted before or after the Program action, as may be
required or useful, and include conditions, scripts, copy and delete actions, as
well as actions that modify INI files or the Windows Registry.

*  HTML-based information files

*  Any other type of file that may be required 5_.‘]

Configurations

Procedures for obtaining pre-defined applications and integrat- -
ing them in your NetMan system are described below. ‘::'f-l

Configuration Groups

The Application Library can be opened from the selection side- .
bar in your Management Console: =4

Application Library

o

Resources

HTHML wizard

Meth an Administration

Simply click once on Application Library.

EH] Application Library

Welcome

“elcome to the Metan application ibrany!

The Mettan application library provides a caollection of predefined applications,
which you can transfer to the Mettan management consale using this Wwizard.

Once you have transfened the selected applications. these are available in
your Management Cansole and can be inserted into a desklop.

Fredifined applications are shipped with updates and servicepacks or may be
downloaded from the Internet. Please save downloaded applications ta the
Methdan systembdownload directary.

<Back |7 Hesty Y Cancel Help
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Click on Next and select the desired entry under Predefined applications:

E8 application Library

Selection of Applications

Predefined applications

[] Metian 3 Update

Add... Search

Hintz

™ Show Mettan system applications

< Back I Next > I

Cancel | Help |

The Application Library adds the selected application to your configurations.

Hi NetMan - Management Console - [Configurations] 9 [=] B3
Gh Ele Edit Vew Window Help _ & x
8% H XETgRSGUR-T o-[@@m- 44 e
* [ Name [ =] [Entr | Permissions Return value variable -]
My Deskiops Enker kext here i | 1 Configuration {conkainer) no I
Administration YHMS word
EFMS Outlack
b3y LAMS Access
..J LgiMs Publisher
Configurations LfMS Excel

B

Configuration Groups

LMS InfoPath

YHMS Powerpoint

[MetMan startup configuration
[MetMan end configuration

‘You have selected the following applications from the Mettan application library, Click. on
'Finish' to transfer the selected applications ta the Methan Management Canzole.

NN
gcgs News 1) Windows 5 cript Host Interiace =
Application Librar {GRIBEC News l
Wi Independent World Telavisio
v {G3CNN: Anchors & Reporters
GIMSNBC
Resources 1NN Programs
W 5ky News
HINEC Hewis
. NN Headine Mews
HTML Wizard b Fo Hews LI
NN International
Nettdan Administation .f.EWmdows Script Host Interface i
L ; ' <Back [ Frish | Cancel | Help |
Done
If the compressed application contains new files and/or directories, you
!. are prompted to confirm before these are written in your NetMan sys-

tem.

Use the same mechanism to integrate configurations downloaded from the Internet.
The Application Library automatically looks for the compressed configurations (APS
files) in the %NMHome%\System\Apptemp directory.
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Utility Programs for the “Execute” Action

How to Use the Utility Programs

The small utility programs described below add to the capabilities available with
your NetMan configurations. You can integrate these utilities in configurations by
using Execute actions to call them.

In most of the examples presented in the following, the Hold subse-
quent action(s) until this program is closed property of the Execute ac-
tion must be enabled to ensure successful processing on the configura-
tion.

(=] .

All utility programs are stored in NetMan’s working directory (WINDOWS\NetMan3\
Bin).

The utility programs include the following:
HHCopy.exe

*  HHMkKDir.exe

* HHDelete.exe

*  HHCmd.exe

*  HHDummy.exe

*  HHSetAtr.exe

e HHmap.exe

*  HHLogin.exe

With the exception of HHDummy.exe, all of these utilities command line arguments.
To view a list of the arguments valid for a given program, call the program either with
no arguments or with /? after the program call.

The dialogs generated by the utility programs can be suppressed by entering “/q”
(for “quiet”) when the program is called.

In general, messages from these programs can be viewed in the Trace Monitor only
when Show All Messages is enabled.

Each of the sections below describes a helper program and its arguments, and
includes an example illustrating the use of the program.

All of these utility programs can be used by NetMan customers outside
' the NetMan directory structure. Some of the programs, however, re-
quire additional NetMan DLLs in order to run.
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HHCmd.exe — Hiding Command Execution

The following panel is opened when you enter HHCmd.exe or HHCmd.exe /? on
the command line:

HHCMD

Usage: HHCMD exe <commandlcommand files

Parameter:
cormmand - Command or command file to be executed

HHCmd.exe lets you execute commands entered on the command line, batch files
and scripts in hidden processes. The default command processor used is config-
ured in HHCmd.cfg as Cmd.exe and can be changed as needed.

Examples

One example for the use of HHCmd.exe is given above, in the section describing
HHMKkDir.exe (hidden execution of the ‘Subst’ command).

For another example, we will return to the problem mentioned in the description of
HHCopy.exe, in which an application directory is restored from a protected refer-
ence installation before the application is launched (using the Update function).
Simply restoring the entire directory is convenient when you do not know exactly
which components need to be restored, and the process required for finding out
would be too time consuming. If you do know which components might need to
be restored, however, you can perform the “Update” more efficiently. The following
script, DWW _INIT.CMD was written to eliminate problems with Dataware applica-
tions. In this case, the critical data is deleted, or restored from another directory.
The path to the Dataware application is passed to the script as a command line
argument, so that the script is applicable for all Dataware applications. A preceding
Execute action calls the script for hidden processing, with the working directory for
the “Dataware” application as a parameter:

HHCmd.exe $NMAppDrive%$\DWW Init.cmd Normdat.cdw
The script is as follows:

First parameter: Directory of Dataware application
copy \\<Server>\NMSysprog\%1l\ dw .cfg \$1\ dw_.cfg
del \%1\dww.ini
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HHCopy — Copying Files and Directories

HHCopy lets you customize copy routines as follows:

The actions can be designed by—or completely hidden from—your end users.
Use of these actions can be recorded in log files.

The actions can be expanded to include subdirectories, and made dependent
on file attributes.

The “Update” and “Equalize” actions provide powerful tools for expanded func-
tionality.

The following dialog opens when you enter HHCopy.exe or HHCopy.exe/? on the
command line:

Uszage:
& HHCopy <source> <target> [/a:ahrsy] [4] [/r] [/] [/v] [/q] [/z:nn] [/ <logfile>] [/m | fe | Au]

Parameters:
TOUICE - Source file or directary; filespecs and wildcards allowed
target - Destination file or existing directary

Command extenzsions:

faahisy - Process only files with the specified attributes [a=archiv, h=hidden,
r=read only, s=shareable, y=system)

A - lgnore errors

A - Recursive processing [include subdirectaries; destination directary iz created
if neccessany]

iz - Simulation made; no actual processing takes place

My - Request to confirm deleting and ovenwriting are automatically answered with yes

/q - Quiet, do not display any ermor messages or show progress bar

fznn - Specifies nn MB reserved space on target drive [default iz 10 MEB]

Ai<logfiler - Append messages to a log file; this file will be created if necessany

Am - Perform a move operation instead of a copy operation [move source to
destination)

fe - Perform a equalize operation instead of a copy operation [create an

identical copy of source in destination including deletion of all files
and directories that do not exist in source]

fu - Perform a update operation instead of a copy operation [copy only changed files
from source to destination)

The commands and extensions give you the following options:

In the simplest case, this program copies a file:
HHCopy.exe c:\myfiles\myfile.txt c:\temp

A copy of “myfile.txt” is created in “c:\temp”.

You can also use wildcards:
HHCopy.exe c:\myfiles\*.txt c:\temp

All files with the “.txt” extension are copied to “c:\temp”.
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With the “/m” option, files or directories are moved rather than copied:
HHCopy.exe c:\myfiles\*.txt c:\temp /m

All files with the “.txt” extension are moved to “c:\temp”.

You can also have files/directories copied as needed:
HHCopy.exe c:\myfiles\*.txt c:\temp /u

Files with the “.txt” extension that do not already exist in c:\temp, or for which a
different version exists in c:\temp, are copied to that directory. The attributes of
the file in the target directory are adapted as well.

You can compare entire directories as well:
HHCopy.exe c:\myfiles c:\temp /e

The content of the target directory, c:\temp, is made to match that of the source
directory, c:\myfiles. Files with identical names are overwritten only if the file in
the source directory has a different size or date than that of the corresponding
file in the target directory. Differences in file attributes are adapted to match the
files in the source directory. Files that do not exist in the source directory are
deleted from the target directory.

The following options are available for the Copy, Move, Update and Equalize opera-

tions:

Iq Suppress standard screen output.

ly Answer all prompts to confirm overwriting or deleting with
“ves."

li Ignore all errors.

Is Simulation mode: Operations are not actually performed. Use
this function in combination with log file data to test opera-
tions.

Ir Perform the operation for all subdirectories of the target direc-
tory as well.

la:<ahrsy>> Process only files that have the specified attribute(s).

Nl:<log file> Record operations in the specified log file.

This log file is created automatically if it does not already exist. The HH-
ﬂ COPY utility assumes that the target directory exists. The target direc-

tory is created automatically only when you call the equalize operation.
For all other operations, create the target directory (if needed) using
the HHMkDir command before starting the Copy operation. Exercise
caution when performing an Equalize operation with the “/r” option, as
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incorrect usage can cause significant damage. For example, if your
source directory is empty, all files and subdirectories in the target direc-
tory are deleted.

d Use the “/s” switch to test operations before performing them.

Example

Say you have an application that could cease to function as a result of certain user
input. At the same time, you cannot prohibit users from saving input, as ‘write’ per-
mission in the application data is required for use of the application. If you have a
reference installation of this application, you can insert an Update action to provide
a functioning installation for users:

HHCopy.exe \\<Server>\NMSysProg\Normdat .cdw \\ $NMAppUNC%\
Normdat.cdw /r /u /q /i /y

The original installation is located in the \\< Server>\NMSysProg share. Since the
Update function overwrites only changed files in the target directory, the operation
is completed so quickly that the user does not even notice that saving data actually
triggers an application update.
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HHDelete — Deleting Files and Directories

HHDelete gives you the functions of the “DEL” and “RD” commands in a Windows
program, the execution of which can be logged if desired. The HHDelete program
makes it easy to delete subdirectories with names that are unknown and cannot be
logically deduced. The “/t” option lets you delete files of a specified minimum age.

The following panel is opened when you enter HHDelete.exe or HHDelete.exe /?
on the command line:

&l NetMan - HHDelete [<]

Usage:
HHDelete <file> [Ag] (1] [/ [45] [tnn] [A<logfile ]

Parameter:

file - Directory o filefs) to be deleted; wildcards alowed
Command extensions:

/a - Buiet, do not display any error messages o show

progress bar

o - Recursive processing [include subdirectories]

A - lgnore enors:

3 - Simulation mode, o actual deletion takes place

fenn - Delete only files alder than nn hours

l:<logfilex - Append messages to 4 log file; this file will be
created if neccessary

The following options are available:

Iq Suppress standard screen output.

Ir Perform the operation for all sub directories of the target direc-
tory as well; emptied directories are deleted.

li Ignore all errors.

Is Simulation mode: Operations are not actually performed. Use
this function in combination with log file data to test opera-
tions.

It:nn Directories and files are deleted only if they are at least ‘nn’

hours old; for directories, the age is calculated based on the
latest file in the directory.

Nl:<log file> Record operations in the specified log file. This log file is cre-
ated automatically if it does not already exist.

Example

Say a given application creates a large number of temporary subdirectories, named
$NMAppDrive%\zDB\0S-xxxxx . TMP. Generation of that portion of the directory
name represented here by “xxxxx” is either random or time-dependent. With ex-
tensive use, the application creates multiple megabytes of “waste data.” Because
you do not know the names of all these subdirectories, nor whether a particular
subdirectory is in use at any given time, you can use HHDelete, with a wildcard, to
delete data at specific intervals (for example, every 6 hours) to help minimize the
accumulation of waste data. To do this, insert the following ‘execute’ action after the
Program action in your NetMan configuration:

NMCDelete $NMAppDrive%\ZDB\OS-*.tmp /q /t:6 /r /i
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HHDummy.exe — “Do Nothing” or “Wait”

The following panel is opened when you
enter HHDummy.exe /? on the command & HHDummy
|ine: Usage: HHDummy [#:nn]

Command extensiars
Jenn - Mumber of seconds ta wait; A0 [na wai period) is default
#2 -Show this dialog

/t:nn HHDummy.exe closes after ‘nn’ seconds.

Examples

Microsoft Encarta permits users to call MSinfo.exe, which provides extensive infor-
mation about the workstation.

If the user selects “System Info,” they suddenly have access that should not be
permitted in a protected environment:

2 | Microsoft System Information _[O] x|
Fle Edt View Test Help
=IRElNE] v N x> |
System Info =] [tem, [vale |
System Tperating System: Windows NT
Printing “wiindowes version: 40
System DLLs Processor: Pentium
= Font Total physical memory: 130472 KB
Font Substiu Available physical memary 220 KB*
ont substitutions USER memory available: a0z
Fant Managars GDI memory available: a0z
(=] Praofing Swaap file size: 194556 KB
- Registiy Settings S fls s [T =]
INI Settings Swap file sel
File Info Auallable sp: - Selact the application you want to un.
) Graphic Fil Awvailable spe
rape e Windows die | Contrel Panel oK.
Registiy Settings TEMP direct MNotepad
NI Setlings — Spstem Canfiguration Editor G
File Info » See "Memd Eil?;\i:yn ggdétrm [please use caution]
B Te Converters wite for Windows
Registiy Setings w/indows NT Diagnostics
INI Setings
File Info
Eisdﬂ'ay Enter adifferent application or path
=) Audio
~ wave =] Browse..
e i
Lorniadie, =
4 »
Select  cateqom to display the associated items A

You could prevent this access by deleting the corresponding Registry entries, but
this would result in the appearance of an annoying error message any time the
button in question is activated. A better alternative is to insert "HHDummy.exe" as
a 'pseudo-entry' in the Registry; now, no error message is shown and no function
is activated.

- @8] LanglD 000000009
= Ehj Launched 1

@ Locallpdates  0x00000007

[ab] Media co

MonthsHadR...  0x00000000

MSlnfa ZNMwinProgDirz\Gemeinsame DateieniMiciosoft Shared'Msinfo\MSInfo32 exe
NumDiscs 000000002

: Registrationsdatenbankeintrag dndern [string)

Sb Schissel  :  HKEY_LOCAL MACHINESSOFTWARE\Microsalt\Microsolt ReferenceSEncarta
U . [#HMHome3binHHD ummy 2

E"] Ur Wert : .2

ab] e .

e sttt |

Ehj W
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HHLogin.exe — Executing a Server Login

The following dialog is opened when you enter HHLogin.exe or HHLogin.exe /? on
the command line:

MNetMan - Network Login [ ]

i Login: hhlogin <server> <user> <password =
iy Logout: hhelogin <server= (D

/d Execute logoff.

The “Network login” action is preferable for use in NetMan configura-

ﬂ tions, as it is easier to configure and can be tracked in the Trace Moni-
tor. NMLogin.exe, on the other hand, can also be used outside the Net-
Man system; for example, in a script. NMNCon32.exe does not require
any other NetMan DLLs, and can be copied to other directories.
Example

Say you want to execute a login at the beginning of a terminal server session for
anonymous users who have no rights elsewhere in the network. You can use the
HHLogin program outside the NetMan system for this purpose; for example, if Net-
Man is not installed on the server in question. In our example, we assume you have
already set up a “Gateway user” called NMGateway for this purpose, with the pass-
word “********” “"Now all you need to do is have the following command processed in
the login script for anonymous users:

HHLogin.exe Server nmgateway XXXXXXXX

The anonymous user in question can now access resources on the server within the
scope provided by the NMGateway account.
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HHMap.exe — Connecting a Drive

The following dialog is opened when you enter HHMap.exe or HHMap.exe /? on the
command line:

& NetMan - Network Maping Tool [<]

Ta cornect a dive to a network path use:
hhmap <diive> <network pathy [command extensions]
To disconnect a drive use:
himap <diives /d 14 /q]
Command extensions:
fe:ccommand> -Execute a command after conmecting a diive
i - Dismount the drive without asking the user
/pi¢passwords - Password
/3 - Quiet: Do not display ary messages
AUCUSET amED - User name
ur<pathy ~sorking directony
Arecnetwork> -Network provider: NB = Microsoft, N = Novel

The following command maps the "NetMan" resource from the "Server" server to
the "P:" drive:

HHMap.exe P: \\Server\NetMan

The following options are available:

Ic:<command> Execute the program after mapping the drive.
fi Ignore all errors.

Ip:<password>  Specifies the user password.

Iq Suppress standard screen output.

/u:<user> User account under which the drive is connected.

Iw:<path> Working directory for executing the program.

In:<network> Network provider; this option speeds up execution, since the

program would otherwise have to find the provider.

You can implement drive mapping within NetMan configurations by configuring the
corresponding setting in the Program action or by adding a Connect Drive action
(e.g., in a startup configuration). HHmap.exe, on the other hand, can be used out-
side the NetMan system; for example, by adding it to a login script. HHmap.exe
does not require any other NetMan DLLs, and can be copied to other directories.

Example

Say you want to map a volume or share on a different server to a local drive desig-
nation at the beginning of a terminal server session, for anonymous users who have
no rights elsewhere in the network.

HHMAP.exe P: \\Server\NetMan /g /i /u:nmanon /p:xxx /c: p:\bin
\MyProgram.exe /w: p:\bin /n:nb

The options entered here have the effect that the drive is mapped under the NMAnon
account, with password “xxx” with no input dialogs opened and no error messages
output. Furthermore, once P: is mapped successfully, the P: \Bin\MyProgram.
exe program runs in the p: \Bin directory.
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HHMKDir — Creating Directories

The following dialog opens when you enter HHMkDir.exe or HHMkDir.exe /? on the
command line:

HHKDir

Uszage: HHMKDir <directory: /q
Parameter:
directory - Directory to be created
Command extenzsions:
/q - Quiet; do not display any eror messages

Calling the HHMKkDir.exe program is equivalent to entering the “MD” command. The
only difference between the two following examples is that the first opens a com-
mand line window:

MD %$NMHome$\User\Tmp\%ComputerName$ > NUL
HHMkDir $NMHome%\User\Tmp\%$ComputerName$% /g

The /q option suppresses standard screen output.

Example

Say a given application requires a path for temporary files. When the program is
run on a terminal server by multiple users in parallel, you need a separate “temp”
path for each user. You can implement this by inserting two ‘execute’ actions. The
first creates a workstation-specific directory, and the second uses a ‘Subst’ com-
mand to map it as a drive. The command lines for these two ‘execute’ actions are
as follows:

HHMkdir.exe $NMAppDrive%\Application\TMP\%ClientName% /q
HHCmd.exe Subst Y: $NMHome%\User\TMP\%ClientName%

HHCmd.exe: NetMan utility program, executes the ‘Subst’ command in the back-
ground (see “HHCmd.exe — Hiding Command Execution” for details).
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HHSetAtr.exe — Setting File Attributes

HHSetAtr.exe is a Windows program that lets you set file attributes, similar to com-
mand line program attrib.exe. Additionally, it lets you set the NetWare file attribute
“Shareable” and record the operations executed.

The following panel is opened when you enter HHSetAtr.exe or HHSetAtr.exe /? on
the command line:

Uszage:
HHSetétr <target> <attributess [4q] [41] [4] [/s] [/ <logfile:]

Parameter:
target - Directory or file(s] for which attributes are to be
changed; wildcards allowed
altributes - Altributes ta set (a=archiv, h=hidden, r=read anly,
z=shareable. p=spstem)

Command extenzsions:

/q - Quiet, do not show any error messages or show
progress bar

A - Recursive processing (include subdirectories)

A - lgnore errors

/s - Simulation made, no actual changes are made

A<logfile> - Append messages to a log file; this file will be created
if neccessany

Iq Suppress standard screen output.

Ir Perform the operation for all subdirectories of the target direc-
tory as well.

fi Ignore all errors.

Is Simulation mode: Operations are not actually performed. Use
this function in combination with log file data to test opera-
tions.

Nl:<log file> Record operations in the specified log file. This log file is cre-

ated automatically if it does not already exist.

Examples

In the first example, all file attributes are cleared from all files in the NetMan applica-
tion drive so that you can tell from the ‘Archive’ attribute which files are updated by
end users through the use of applications:

HHSetAtr.exe $NMAppDrive$\*.* /q /r /i

In the second example, all executable files are set to ‘read only’ mode to protect
them from user manipulation, whether intentional or inadvertent:

HHSetAtr.exe $NMAppDrive$\*.exe r /q /r /i
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Glossary

Account:

Action:

Almanac:

Application:

Application drive:

Application Library:

Automatic access to an Internet resource through
the optional -> HAN module.

An element of a NetMan -> configuration (type:
container); an individual ‘execute’ job processed by
the NetMan Action Interpreter.

An HTML document that provides an overview of
NetMan directories, variables, log entry attributes
and error messages.

The term “application” as used in this manual is of-
ten interchangeable with the term “NetMan -> con-
figuration.”

Drive designation under which the applications
integrated in NetMan are installed; stored in Net-
Man’s %NMAppDrive% variable.

NetMan wizard for importing -> preconfigured ap-
plications into NetMan installations. These are
compressed configurations (APS files) that can be
downloaded from the NetMan Web site.

Base Module:

The basic NetMan program installation, without
any optional modules.

Category:

Classroom control:

Property of a NetMan -> configuration. You can
group configurations into categories to ensure a
clear overview of large numbers of NetMan con-
figurations, and to present different categories with
different graphics in HTML View.

Central control element when NetMan is used as
an -> educational interface. Classroom control lets
you supervise the use of program operating ele-
ments by students and workgroups.
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Concurrent Users:

Configuration (container):

Configuration (folder):

Configuration (hyperlink):

Container:

A licensing scheme that counts the number of si-
multaneous user sessions.

A user-definable logical unit containing a sequence
of -> actions which are processed by the NetMan
-> Interpreter.

For organizing NetMan desktop entries. Folder
configurations can contain hyperlink, container and
folder configurations.

NetMan configuration that calls a -> hyperlink.

Type of a NetMan configuration; see Configuration
(container)

Desktop:

Desktop entry:

Dynamic connection:

The structured display of NetMan -> configurations
in the NetMan Desktop Client or in an HTML page
created by the NetMan HTML View or HTML Wiz-
ard.

An element of the NetMan desktop. A desktop entry
is a container configuration, hyperlink configuration
or folder configuration.

Mapping of a network share or volume to an avail-
able drive designation. This mechanism can use
any drive for mapping, or draw from a restricted set
of drives that you define.

Educational interface:

Environment:

Software specially adapted for use in an educa-
tional environment. With the NetMan for Schools
Module, NetMan can provide an interface for com-
puter-supported teaching.

The NetMan environment contains the NetMan
variables. Refer to the NetMan Almanac for de-
scriptions of all available variables.

Folder:

Type of NetMan configuration; see also -> Configu-
ration (folder)



GUID:

A Global Unique Identifier (GUID) is a globally
unique number (128 bits in length) used in compu-
ter systems. The Windows operating system uses
GUIDs for unambiguous identification of objects
and components.

HAN account: See -> Account

HAN Module:

HTML template:

HTML View :

HTML View Settings:

Hyperlink:

Hidden Automatic Navigator (HAN) is an optional
NetMan module that lets you enable access to In-
ternet resources for your users while hiding any
separate logon required for a given site, as well as
precluding an IP address check of the user’'s com-
puter by the target host.

A template used by HTML View and HTML Wizard
to display NetMan -> configurations in HTML docu-
ments. The templates included with NetMan can be
edited to suit your individual requirements.

An optional NetMan module. HTML View runs on
an NT-based Apache Web server and can output
NetMan desktops and NetMan -> configurations
dynamically over HTTP as HTML documents.
These HTML pages are provided with links to Net-
Man configurations in accordance with the user
privileges valid for the client in question.

Program for configuring NetMan HTML View.
URL; on-line accounts; HTML pages in general;

type of NetMan configuration in particular. See also
-> Configuration (hyperlink).

Installation script:

Installer:

A script created manually using the NetMan In-
staller Script Editor, or automatically by the Installer
Script Wizard; integrated in NetMan -> configura-
tions by the addition of an -> action.

See -> Installer Module
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Installer Module:

An optional NetMan module for monitoring the cli-
ent operating system while installing applications.
Changes made locally can be distributed transpar-
ently to other workstations in the network using an
-> installation script. A special service lets you have
local components installed under a system account
if the user in question does not have sulfficient privi-
leges to perform installation.

|

Language Module:

An optional NetMan module that lets you present
the NetMan user interface (NetMan Client, HTML
View or HTML Wizard) in different languages for
different users. Also permits users to change the
language during run time. The languages available
are English, German and French.

MetaFrame:

An add-on from Citrix for the Microsoft Terminal
Server. Enables, for example, access to Meta-
Frame servers from non-Windows platforms such
as Macintosh or Unix. The latest version is sold un-
der the name “Presentation Server.” See also ->
Presentation Server.

Named Licenses:

NetMan Access Control:

Alicensing scheme that counts the number of work-
stations registered in the NetMan system. Each
station is registered automatically when it logs on
to NetMan. If a license is unused for a period of 40
days, it is released and can be used by another
station.

The NetMan Access Control program lets you
specify IP addresses and host names for granting
or denying access. You can have user names as-
signed on the basis of IP address (or segments of
addresses), for example to provide more meaning-
ful identifiers that Windows can for anonymous us-
ers, when using the NetMan User Service. An IP
addresses or host name-based user name at least
provides information on the range of IP addresses
or host names in which the client can be found.



NetMan Action Interpreter:

NetMan Client Service:

NetMan Desktop Client:

NetMan Explorer Filter:

NetMan for Schools:

NetMan Service:

NetMan start file:

NetMan Toolbox:

NetMan tray program:

Executing instance of the NetMan Desktop Client.
Execute jobs downloaded from the central NetMan
system are processed and executed by the Net-
Man Action Interpreter.

A service that is required on stations on which the
NetMan Desktop Client is installed.

The NetMan user interface on Windows worksta-
tions; integrates NetMan desktops in the Windows
desktop and/or Windows Start menu. The NetMan
Desktop Client can remain completely invisible to
your users, or can place an icon in the notification
area of the system tray for user access.

NetMan Explorer Filter is a browser helper object
(BHO) that is embedded in the Windows Explorer
and in the Internet Explorer. NetMan can use this
BHO to influence the Windows and Internet Explor-
ers; for example, to hide controls in the program
window or define access privileges to URLs.

Optional NetMan module for use in educational
networks. The Classroom Control feature lets you
configure station profiles from a central machine, to
adapt client computers to the special requirements
of teaching situations. The User Account Wizard
supports management of teacher and student ac-
counts.

Central NT service that manages data on users,
stations, licenses and the usage of NetMan con-
figurations.

A file with the two-letter extension NM; when this
file type is used to launch a NetMan -> configura-
tion from HTML View or the HTML Wizard, the con-
figuration runs on the client machine rather than on
a terminal server.

The Toolbox is an interface to administrative utili-
ties.

User interface to the NetMan Desktop Client; can
be used to open or close the NetMan Desktop Cli-
ent, check its status and, if the Language Module
is installed and registered, to change the interface
language.
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NetMan user service:

NM files:

NTFS:

The NetMan user service sets passwords at run
time for the anonymous users created by the User
Account Wizard of the NetMan Web Service.

Files with the *.nm file name extension; used for
launching NetMan configurations from HTML pag-
es. See also -> NetMan start file.

New Technology File System: developed by Micro-
soft for the Windows NT/2000/XP operating sys-
tems.

Preconfigured application:

Presentation Server:

ProGuard:

Published application:

Ready-to-use NetMan -> configurations provided
by H+H for import into your NetMan installation,
using the -> application library.

An add-on from Citrix for the Microsoft Terminal
Server. Enables, for example, access to Presenta-
tion Servers from non-Windows platforms such as
Macintosh or Unix.

Optional NetMan module for process-level control
of network clients.

Created with Citrix software to access a session on
a -> terminal server. This published application is
required by the -> HTML Wizard and -> HTML View
for making a connection.

Record attribute:

Item of information recorded in addition to standard
items such as user name, station, date, time, when
data logging is active. Please see the NetMan Al-
manac for a complete list of available attributes.

Shutdown configuration:

SnapShot:

A -> configuration specified in the NetMan Set-
tings; processed when the NetMan software is shut
down.

A “picture” of the current system state on a work-
station, created by the NetMan -> Installer.



Startup configuration:

Station database:

Station ID:

Station profile:

A -> configuration specified in the NetMan Settings
to be processed when NetMan is launched.

NetMan database in which every station that starts
NetMan is automatically registered under the given
NetMan -> station ID.

A unique designation that identifies a workstation;
registered in the -> station database.

A set of defined preferences; you can assign the
same profile to multiple stations, but each station
can be assigned only one profile.

Terminal server:

Terminal Server Module:

Timeout:

The Microsoft Terminal Server provides server
sessions for remote Windows clients. Applications
launched by the client run on the server and do not
require any specific components on the client com-
puter.

An optional NetMan module for using NetMan in
terminal server environments.

A program that monitors applications started by
NetMan and ends them if no input is detected for a
defined period of time.

URL:

User database:

User group:

User ID:

Uniform Resource Locator; a type of Uniform Re-
source Identifier (URI). A URL identifies a resource
by its primary access mechanism (e.g., HTTP or
FTP) and the location of the resource in a computer
network.

NetMan database in which every user that starts
NetMan is automatically registered under the given
NetMan -> user ID.

You can group your NetMan users; for example, to
simplify the assignment of permissions.

A unique designation that identifies a user; regis-
tered in the -> user database.
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User profile: A set of defined preferences. You can assign the
same profile to multiple users, but each user can
be assigned only one profile.

Variable: NetMan supports both system and local environ-
ment variables. NetMan variables are described in
the NetMan -> Almanac.

Windows Script Host: (WSH) Provided by Microsoft for extending the
Windows operating system. The script host ena-
bles access to operating system functions over
VBScript and JScript. NetMan provides interfaces
to its system functions for the script host, which can
be used by VBScript and JScript programmers to
expand and adapt NetMan features.

Working directory: The working directory for NetMan is %WinDir%\
NetMan3\Bin.
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Collating files and directories 203
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Seamless windows 9

Security page of NetMan Settings 73
Security settings 49, 73
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Self-signed certificate 28

Server installation 15

Service 26, 28

Session resolution 28

Show Information File page 107
Shutdown configuration 117
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SSL encryption 84
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Station Monitor 54
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