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Disclaimer
Information in this document is subject to change without notice. Companies, names, and
data used in examples herein are fictitious unless otherwise noted. No part of this
document may be reproduced or transmitted in any form or by any means, electronic or
mechanical, for any purpose, without the express written permission of MaCaPS
International Ltd.

Trademarks

Smart Access Control System is a copyright of MaCaPS International Ltd. HID is a
trademark or registered trademark of HID Corporation. Mifare is a registered trademark
of Philips Electronics. Octopus Card and the Octopus Card logo, are registered trademark
of Octopus Cards Limited. Pentium is registered trademarks of Intel Inc. Proximity is
registered trademarks of Proximity Technology Inc. Windows is a registered trademark of
Microsoft Corporation.

All other trademarks, trade names or company names referenced herein are used for
identification only and are the property of their respective owners.
Enquiries
MaCaPS International Ltd.
Tel: (852) 3527 3257
Fax: (852) 3527 3098

Web: http://www.macaps.com

E-mail: info@macaps.com.hk
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1 Introduction

1.1 Purpose of the Document

The primary objective of this manual is to guide the Smart Access Control System Software
users to familiar with the functions of the system software and get master of the system
quickly.

1.2 Target Audience

The manual is intended for System Administrator, security officer etc.

1.3 Related Documents

Event Server Specification

Door Controller Specification

1.4 Abbreviations

ACS Access Control System

1
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2 Installing Smart Access Control System Client
Software

This section explains how to install the Smart Access Control System Client Software.

2.1 Minimum System Requirements

e  Windows 98/NT/2000/Me/XP
e Pentium III 800MHz CPU

e 128 MB of available RAM

e 1 GB of disk space

e 800x600 Display resolution

e Network Interface Card

2.2 Installation Procedure

—

You should close all programs before you begin installation.

2. Ensure that your system meets the minimum requirements described in the
“Minimum System Requirements” Section.

Insert the “Smart Access Control System Software” CD.

4. Run the installation program “setup.exe” which can be located in the CD’s root
directory. The InstallShield Wizard will be launched.

(98]

A5 Emart Rovsm Cearred rrmm o fean Nomses) - LariallTke il @

Wbk e B (o Dt ekl wRard o st
e e e

5. To continue, click “Next”.
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8. When installation is completed, click “Finish” to exit the InstallShield Wizard.
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3 Starting the Smart Access Control System Client
Software

This section explains how to start the Smart Access Control System Client Software.

3.1 Starting the Smart Access Control System Client Software

To start the Smart Access Control System Client Software, select Start — Programs
— MaCaPS International Limited —» Smart Access Control System (Client Version).

Tt Acowis Contish Dprim (Clast ¥pimes)
fram Costel Desbew Bopot Laspag s

sacmBGHO-

0|

| Ol 1
Cowmcind L AR T

Note The start-up path is set during the installation process and may differ from the one
above. Before starting the client software, you need to start the server software first.

3.2 Server Settings

To setup the server IP address, from the main menu, select System — Server Setting,

4
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g Contral  Database

Login

Bt

to open the Server Setting window.

-,-E'g SeIver Sethng

Server IP |192.15=3.n.1|

k. | Cancel

Type in the server IP, then click OK.

3.3 Log On to the System

You must be logged on before using the Smart Access Control System Client Software. From
the main menu, select System — Login,

e Control  Diatabase

Server Sething

Exit

to open the Login window. At the login window, type the User Name and Password. Then
click OK.

Smart Access Control System E|

Uzer Mame: |admin

Pazsword: |>=x

Cancel ‘
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If the provided User Name and Password are recognized as legitimate, this logs you on to
the system. System functions can be accessed depending on the permissions assigned to your
user account.

3.4 Log Off from the System

To log off from the Smart Access Control System Software, click System, and then click
Logout. When you log off from the system, you close your user account but the Smart
Access Control System Software remains on for easy access the next time you log on.

o Contool  Databass
Server Rething

Lo 20 ut

Aoeess Log Filtering
A dmindstrator Setting

Bzt

3.5 Exiting the Smart Access Control System Software

To exit the Smart Access Control System Software, click System, and then click EXxit.

mﬂ Control  Database

Berver dethng

Logout

Beeess Log Filtering
Bdmnindstrator Setting
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4 System User Accounts

A system user account defines the actions a system user can perform in the Smart Access
Control System, and establishes the privileges assigned to each user. There are three types of
system user accounts available on the Smart Access Control System: administrator, power
user, and user. A user must be a member of one of the group. The permission and rights
granted to a group are assigned to its members. Belonging to a group gives a user rights and
abilities to perform various tasks on the Access Control System. The details are summarized
in the following table.

System Function Administrator | Power User | User
Server Setting \ v N
Access Log Filtering \ x x
Administrator Setting \ X X
Door Control \ \ x
Event Server Setting \ x x
Door Setting N N x
Door Group Setting <\ N x
User Setting \ \ x
Door Group & User Group Setting V V X
Time Zone Setting N N x
Holiday Setting N N x
Reporting \ N N

7
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To create, modify and delete user accounts, from the main menu, select System —
Administrator Setting

Contiol  Database
Server nething

Logout

Acces Log Filtering

Admindztrator Fetting

Exit
to open the Admin User Setting window.

Admin Tser Setting 3

X kWl B R

Mew Record | Delete Fecord | Save Recond RestRecord Bt

General

M ame: |admin

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Pazsword |

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Canfirm Pagsword |

Access Right |Admin ﬂ

Access Right

admin
Uzer
Poweer User

Record:1/3

Note:

e The user must login with access right “Administrator” to be able to admin user.
e A user name cannot be identical to any other user. It can contain up to 20 characters.

e In Password and Confirm password, you can type a password containing up to 40
characters.

e You should not add a new user to the Administrators group unless the user will
perform only administrative tasks.

8
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4.1

b=

4.2

4.3

Create a New System User Account
| P
Click Mewrecerd  on the toolbar.
Type a Name for the new user account.
Type a Password for the new user account. The entered password is displayed as *.

Type the Confirm Password for the new user account. The entered password is
displayed as *.

Set the Access Right for the new user account.

Click saverecord op the toolbar.

The new user is added to the list of users.

R

Click — & on the toolbar to close the Admin User Setting window.

Modify a System User Account

In the list of users, select the user you want to modify.

Make the changes you want, and then click aveRecord |

Delete a System User Account

X

In the list of users, select the user you want to delete, and then click | beksteRerord opy the
toolbar.

Click li . on the confirmation dialog box to confirm the deletion.

Are vou sure ko delete this record?

The user is removed from the list of users.

9
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5 Administering the Event Server Database

This section explains how to administer the event server database. To be able to administer
the event server database, the user must be a member of the “Administrator” group.

To manage the Event Server Database, from the main menu, select Database — Event Server,

IEGIEEN Feport Language  About

Dioor Setting

Dioor Group Setting

MTzer Sething

Dioor Gronp and Teer Gronp Setting
Time Zone Sething

Holiday Sething

to open the Event Server Setting window.

Evenl Serven Selhng

EESICNERE:

Hew Becond | Delele Beconl | Save Becond  Fesed Eecond
Event Server Cormection
¥ [Erable Al Evenl Serves Conneclon

Ewrerit Sarvnr Satting

Hame m Updats Galaclad Cvart Samved |
P ckkess [192. 1600100
Login Mame: [admin Upndate Al Everid S eiveis |

Recond 14

The Event Server Setting window can also be opened by clicking did on the toolbar.

10
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5.1

b=

hd

10.

5.2

5.3

Create a New Event Server

Click mewrecord on the toolbar.
Select Enable All Event Server Connection.
Type a Name for the new event server.

Type the IP Address of the new event server. The IP address must match the one
configured on the event server hardware.

Type the Login Name to access the event server hardware.
Type the Password to access the event server hardware.
Select Enable Get Log.

Click saverecord op the toolbar.

The new server is added to the list of event servers.

Click &t on the toolbar to close the Event Server Setting window.

Modify an Event Server

In the list of event servers, select the event server you want to modify.

Make the changes you want, and then click Sa=fezerd on the toolbar.

Delete an Event Server

In the list of event servers, select the event server you want to delete, and then click

X

belst=Record | oy the toolbar.

Click |

11
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3.  The event server is removed from the list of event servers.

12
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6 Administering the Door Database

This section explains how to administer the door database. To be able to administer the door
database, the user must be a member of the “Administrator” group.

To manage the Door Database, from the main menu, select Database — Door Setting,

NGRS Feport Language  About
Event Server Setting

Dioor Setting

Dioor Group Seting

Tt Sething

Dioor Gronp and Teer Gronp Setting
Time Zone Setting

Holiday Betting

to open the Door Setting window.

FESS—
] X kW B R

Ll =
Bew Rivaeld  Dubis Riwwidl = ot Rowtl Rt Bl Esal

Tomis 1 viarm 1 [ivm 1 Tra Zovw
Eroxn Ly
Tr— |Dreeet o L g
[T y— = Do Aluinbn [T =

The Door Setting window can also be opened by clicking I on the toolbar.
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6.1 Create a New Door

To create a new door, click mewRecord on the toolbar.

1.

A

>

10.

11.

12.
13.
14.
15.

16.
17.

6.2

Select the Door tab.

Type a Name for the new door.

Select a Event Server the new door is connected to.
Assign a Door Number to the new door.

Set the Unlock Timeout period. This period refers to the duration the door lock will be
opened when access right is granted to a user.

Select the Alarm tab.

Set the Held Open Alarm Timeout period. This period refers to the time interval the
alarm will sound if the door is continue opened.

Select Enable Alarm if alarm is required. Otherwise, select Disable Alarm.
Select the Other tab.

Under Reader Setting, select Yes if the reader connected to this new door has a keypad,
otherwise select No.

Under Door Type Setting, select Single Side Door if the door type is single side door;
otherwise select Double Side Door.

Select the TimeZone tab.

Select the TimeZone for this new door. The default is 24 Hrs Access.
Select access type for Inside Time Zone.

Select access type for Outside Time Zone.

Click saverecard op the toolbar.

The new door is added to the list of doors.

Modify a Door

In the list of doors, select the door you want to modify.

Make the changes you want, and then click Sa=kewerd on the toolbar.

14
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6.3 Delete a Door

X

1. In the list of doors, select the door you want to delete, and then click ' teteReerd | on the
toolbar.

! on the confirmation dialog box to confirm the deletion.

Are you sure to delete this record?

3.  The door is removed from the list of doors.

15
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7 Administering Door Group Database

This section explains how to administer door group database. To be able to administer the
door group database, the user must be a member of the “Administrator” group.

To manage the Door Group Database, from the main menu, select Database — Group Group
Setting,

NN Feport  Langmage  Ahout
Event Server Setting
Dioor Setting
Door Group Setting
Taer Bething
Door Group and Teer Grovp Betting
Time Zone Sething
Holiday Setting

to open the Door Group Setting window:

I ——
| IER

T | e w]| Do G M bl e
Dt G i :

o 1
et Eri e
[ T L] =
Dot Givncp &
froen Lo
Croxn Cisgup ¥

Eroxa i
Crixa G &

Dbz L

Diew Givns &3
Drintd G BE
Driwtd G 87
Dot Giosnp 13
oo Giomap 240
Drocn Gissup 78
Docn Giom 38
Do G A7
[roen G 7
Diwis G 53
Dous G 27
Dosd G 72
Dot sy 33

= S=avw Py -

o o

[T
Tecs e 34
[T
Do Ginay 36
Do Gienas 27
Do Gy 28
Prowd Gy I3
Proeoa G 5

PP 2]

i E-nwramn:-:u:wg.—;

w11 TR

There are totally 128 predefined door groups, named from “Door Group 1” to “Door Group
128, in the system.

To change the settings of a Door Group, in the list of door groups, select a door group you
want to change.

16
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1.  Type anew Door Group Name for the selected door group.
2. Select an Event Server for this door group.
3. Add Door(s) to this door group.

e In the Door List, select a door you want to add to the door group.

e Click * |to add the door to the door group.
4.  Remove Door(s) from this door group.

e In the list of Added Doors, select a door you want to remove.

e C(lick J to remove this door from the door group.
5. Change TimeZone for added doors.
e In the list of Added Doors, double click a added door.

e Set the preferred TimeZone, and then click Ok )

]
6.  Click saverecord on the toolbar.

7. Click e on the toolbar to close the Group Setting window.

17
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8 Administering the User Database

This section explains how to administer the user database. To be able to administer the user
database, the user must be a member of the “Administrator” group.

To manage the User Database, from the main menu, select Database — User Setting,

IEGIEEN Feport Language  About

Event Server Setting
Dioor Setting
Dioor Group Setting
Mzer Sething
Dioor Gronp and Teer Gronp Setting
Time Zone Sething
Holiday Sething
to open the User Setting window.
Tser Settng 3
5\ _
Brwfrcod | DebwReosl | SovResel  ResiBeod  Geschllee  SeshByied Bt
Penonal Infovrato e Dt IndosTsds Fenonal Pichue
Uzer Diefred Feld 1
St Liner Defred Fisla 2 3] ls
il Uz et Fiekd 3 -]
Caw (i & Lizer Drefned Pl 4. =
User Erefned Fusks & =
Shal brboerginan i Selirg
e — | |
Degustrmnt | = Tt it [ = Akt Guirags I
R e A 5 A
Dot Gicige 3 ]
Smeet Card Inbosmation Dot Gioip d
; Duct Gitip's
AN ooy 2
| Doca Gieaps =
Pt [ o | || |Dmed, ==
oot [FEmE = || [omeaen .
[ Lol Miwra [Tt Pl | Gew [Stall Cada | Do [Fretton, T Conid 0] Pabbwsirl] Gagay Diln
User] [ W - : : TLINCE D000
Ll L]
Arerid 1

The User Setting window can also be opened by clicking m on the toolbar.

18
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8.1 Create a New User

1.  Click mewrecord on the toolbar.

2. Under Personal Information, type the Last Name, First Name and Sex of the new
USser.

Perzonal Information

Laszt MNarme |Ehan

First Mame | Tai Man

Sex + HMale ™ Female

3. Under Staff Information, type the Staff Code, Department, and Position of the new
user.

Staff Infarmation

Staff Code  |412345678

Department |IT ﬂ

Fozition |F'r|:|iect M anager j

4. Under Smart Card Information, type the Card ID, Password, and Expiration Date.
There are three ways to input the Card ID:

e  Enter the Card ID directly in the text box if you know the Card ID.
o Read from a Issuer Reader if you have one connected to the PC.

o Read from the event log.

Smart Card |nfarmation

Card ID [12E17192

From Reader
Pazgword Q000 From Log

Expiny Diste |1

Note: If the reader is a keypad type reader, the Password is used to access the door.

5. Under User Defined Information, if there is user-defined information, type in the user
defined fields; otherwise, leave them empty.

19
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Idzer Defined |nformation
Uzer Defined Field 1

|
User Defined Field 2|
User Defined Field 3 |
|

|

Uzer Defined Figld 4
Uzer Defined Figld 5

KN KN KN [EN KN

6.  Under Personal Picture, you can add the user’s picture into the database. Click the
button #ddFistlwre | 5 Jocate the user picture. The format of the picture can be BMP, ICO,
JPG and GIF. You can remove the picture by clicking the button " Ficture |

7. Under Group Setting, select the appropriate groups in the Group List, then click ~ *
to add it into the Added Group. For each user, you can add a maximum of 4 Groups.

To remove an added group, select the added group in the Added Group List, then click
<

8.  Click saeRecard gn the toolbar.

9.  The new user is added to the List of Users.

R

10. Click — B on the toolbar to close the User Setting window.

11. The new settings will be downloaded to the Event Server after exiting the User Setting
window.

8.2 Modify a User

1. Inthe list of users, select the user you want to modify.

2. Make the changes you want, and then click SaveRecrd on the toolbar.

R

Click & on the toolbar to close the User Setting window.

4. The new settings will be downloaded to the Event Server after exiting the User Setting
window.

20
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8.3 Delete a User

X

1. In the list of users, select the user you want to delete, and then click ' Pet=Recerd | o the
toolbar.

! on the confirmation dialog box to confirm the deletion.

Are you sure to delete this record?

3.  The user is removed from the list of users.

R

4.  Click B on the toolbar to close the User Setting window.

5. The new settings will be downloaded to the Event Server after exiting the User Setting
window.

21
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9 Administering Time Zone

This section explains how to administer the Time Zone. To be able to administer the Time
Zone, the user must be a member of the “Administrator” group. There are totally 128 pre-
defined time zones. Two of them, 24 Hrs Access and No Access, are fixed, and the other 126
time zones are user configurable.

To manage the Time Zone, from the main menu, select Database — Time Zone Setting,

INEN RGN Feport  Langmage  Ahout

Event Zerver Bething

Door Setting

Dioor Groonp Setting

MTzer Sething

Dioor Group and Teer Group Setting

Time Zone Sething

Holiday Setting

to open the Time Zone Setting window.

#ecoed 1110 I L

k |

The Time Zone Setting window can also be opened by clicking on the toolbar.

To change the settings of a Time Zone, do the following:

1. Select the time zone you want to modify, say select Time Zone 1. The current settings

22
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of Time Zone 1 are displayed on the window.

H o2 @ 4 R

o 2] Mo Zirw Hin [ T Zors 1 -

:I T B = -1 e 1 T wip T ] AT U"uu :
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L BUE]

2. Change the default time zone name from Time Zone 1 to Office Hour.

3. Select the preferred time intervals; say from 09:00 to 19:00, from Monday to Friday.

L L e T =

4.  Press the right mouse button and select Select to mark the time intervals.

5. The selected intervals are marked with “x” symbols as bellow.
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6.  Click saverecord on the toolbar.

7. Click et to close the Time Zone Setting window.
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10 Administering Holiday

This section explains how to administer the Holiday Database. To be able to administer the
Holiday Database, the user must be a member of the “Administrator” group. There are
totally 16 configurable holidays.

To manage the Holiday Database, from the main menu, select Database — Holiday Setting,

IE AR Feport Language  About
Event Server Setting
Dioor Setting
Dioor Group Setting
Ter Sething
Dioor Gronp and Teer Gronp Setting
Time Zone Sething
Holidayr Hetting

to open the Holiday Setting window.

Hollday Sotting 5]
H & X
L]
Save Rscord Reset scoed Ect
- Fioen Dt Tafie
[ Hickdsg | ]
[ Holday 2
T Hiokay 3
I Holidsy 4
I Hobdp 5
[~ Hehdar &
[ okl ?
™ Holdsy 0
[ Hodap &
I Hidar 10
[ Hokelay 11
[ Heldap 12
[ Heldar 13
[~ Hckelay 14
™ Moaday 15
I Headap 16

i | SR EHRES ||

N | ERECR ]

Ledle] [ fled Lo

t; on the toolbar.

1. Select the target holiday by checking the check box on the left hand side of the holiday
name.

The Holiday Setting window can also be opened by clicking
To change the settings of a Holiday, do the following:
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2. Type the remarks.
Set the From Date and End Date.

4.  Click sawerecrd on the toolbar.

5. Click et to close the Holiday Setting window.
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11 Reporting

11.1 User Information Report

The User Information Report generates report with respect to users added in the system.
From the main menu, select Report — User Information Report,

Langnage Lbout

Tzer Information Eeport

Tzer Transaction Eeport
Door Transaction Eeport
Diadly In Out Report
Monthly In Cut Report
A heent Report

Late Avrival Report
Early Leave Report

to open the User Information Report window.
1. Set the Filter By option.
2. Set the Sort By option.

/ )
3.  Click ustrerat to [ist the user records on screen.

2

4.  Click BintReeart to print out the report. The report will be previewed on screen first.
5. Click % to print out the report.

6. Click & to export the report.

11.2 User Transaction Report

The User Transaction Report generates transactions with respect to users. From main menu,
select Report — User Transaction Report,
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Langnage  About

User Information Eeport

Tzer Transction Eeport

Dioor Transacton Feport
Diadly In Out Report
Monthly In Cut Eeport
Abzent Eeport

Late Arrival Eeport
Earlw Leave Report

to open the User Transaction Report window.

1.
2.
3.

Set the Filter By option.
Set the Sort By option.
Set the date interval to be reported.

Click Lstreport to ]ist the transactions on screen.

Click ®&mtRerert to print out the report. The report will be previewed on screen first.

Click I% to print out the report.

Click B o export the report.

11.3 Door Transaction Report

The Door Transaction Report reports transactions with respect to installed doors. From the
main menu, select Report — Door Transaction Report,

Langnage  About
ser Information Report
User Transacton Eeport

Door Transaction Report
Draily In Ot Eeport
Monthly In Cut Eeport
Abzent Report

Late Arrival Report
Early Leave Eeport

to open the Door Transaction Report window.

1.
2.

Set the Filter By option.
Set the Sort By option.
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3. Set the date interval to be reported.

/ }
4.  Click ustRerot tg ]ist the transactions on screen.

5. Click BintRerert to print out the report. The report will be previewed on screen first.
6. Click I% to print out the report.

7. Click Blto export the report.

11.4 Daily In Out Report

The Daily In Out Report generates report with respect to user transactions in a specified
date. From the main menu, select Report — Daily In Out Report,

Language About
Tzer Information Feport
Teer Tramsaction Eeport

Door Transction Eeport
Diaily In Out Eeport

Monthly In Ot Eeport
Abzent Report

Late Avrival Report
Early Leave Feport

to open the Daily In Out Report window.

Set the reported Date.

Check Compute Break Time if break time is required.

Set the Daily Start Time. The Daily Start Time is the time a new day starts.
Set the Office Hour.

Set the Filter By option.

AN

Set the Sort By option.

2]

7.  Click UstRerart to [ist the transactions on screen.

2

8. Click FintRerert to print out the report. The report will be previewed on screen first.

9. Click % to print out the report.
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10. Click B to export the report.

11.5 Monthly In Out Report

The Monthly In Out Report generates report with respect to user transactions in a specified
month. From the main menu, select Report — Monthly In Out Report,

Language About
Tzer Information Eeport
Tzer Transction Feport

Dioor Transsction Eeport
Draily In Out Eeport
Monthly Iin Cat Beport

Ahzent Report
Late Arrival Report
Early Leave Eeport

to open the Monthly In Out Report window.

1. Set the reported Date.

2. Check Compute Break Time if break time is required.

3 Set the Daily Start Time. The Daily Start Time is the time a new day starts.
4. Set the Office Hour.

5. Set the Filter By option.

6.  Click|i. Gemerate 146 Jist the transactions on screen.

Next  to browse next record, and click Previous| to browse previous record.

8.  Click FnRepert to print out the report. The report will be previewed on screen first.

7. Click

9. Click % to print out the report.

10. Click B0 export the report.

11.6 Absent Report

The Absent Report reports users who are absent from work. From the main menu, select
Report —» Absent Report,
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Language About
Tzer Information Report
Tzer Transaction Eeport
Diaor Transaction Eeport
Diadly In Out Report
Monthly In Ot Eeport

Lheent Report
Late Lyrival Report
Early Leave Report

to open the Absent Report window.
1. Set the reported Date.

Set the Daily Start Time. The Daily Start Time is the time a new day starts.

2
3. Set the Filter By option.
4 Set the Sort By option.

5.  Click ustrerat to [ist the transactions on screen.

6.  Click ®intRerart to print out the report. The report will be previewed on screen first.

7. Click % to print out the report.

8. Click B 1o export the report.

11.7 Late Arrival Report

The Late Arrival Report reports users who are late to work. From the main menu, select

Report — Late Arrival Report,

Langoage About
Tser Information Report
Teer Transaction Eeport
Door Transction Feport
Diaily In Out Eeport
Monthly In Out Report
Abzent Report

Late Ayrival Report

Early Leave Feport

to open the Late Arrival Report window.
1. Set the reported Date Interval.
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A

Set the Daily Start Time.
Set the Start Work Time.
Set the Filter By option.
Set the Sort By option.

2]

Click Lstrerort to ]ist the transactions on screen.

2

Click EmtRepert to print out the report. The report will be previewed on screen first.
Click % to print out the report.

Click Bl to export the report.

11.8 Early Leave Report

The Early Leave Report reports users who leave early. From the main menu, select Report
— Early Leave Report,

Langmagze Abount
Tzt Information Eeport
Tzer Transacton Report
Dioor Transaction Report
Diadlyr In Out Beport
Momthlyw In Ot Report
Abzent Beport
Late Arrival Report

Earlw Leave Report

to open the Early Leave Report window.

1.

A

Set the reported Date Interval.
Set the Daily Start Time.

Set the Off Work Time.

Set the Filter By option.

Set the Sort By option.

2

Click Lstreport to ]ist the transactions on screen.

),
P

Click EmtRepert to print out the report. The report will be previewed on screen first.
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8.  Click % to print out the report.

9. Click & to export the report
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