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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required
to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the
use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

> B> >

Allen-Bradley, Rockwell Software, and Rockwell Automation are trademarks of Rockwell Automation, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.



Summary of Changes

New and Updated
Information

This manual contains new and updated information. Changes throughout this
revision are marked by change bars, as shown to the right of this paragraph.

This table contains the changes made to this revision.

Topic Page
Added Additional Resources tables. 5
Added flowchart for Assigning IP Addresses to EtherNe/IP Devices. 8
Added Reset to Factory Default section 14
Added Optimize an EtherNet/IP Network section 16
Added Access Web Browser Diagnostics 17
Updated Speed section 19
Updated Duplex section 19
Updated Autonegotiate section 20
Updated CPU section 21
Updated Interface Errors section 21
Updated CIP MSG Connections section 23
Updated CIP Connection Timeouts section 24
Updated TCP Connections section 24
Updated I/0 Packets per Second section 25
Updated HMI Packets per Second section 25
Updated Missed Packets per Second section 26
Added Network Status (NET) 30
Added Links Status (LINK-)Single EtherNet/IP Port section 30
Added Links Status (LINK1 and LINK2)-Embedded Switch EtherNet/IP Ports 31
section

Added Review the Configuration and Status of the Device section 33
Added Review Ethernet Status section 36
Updated General Solutions section 39
Updated Specific Issues section 40
Added Review the Configuration and Status of the Device section ;3
Added Review Ethernet Status section 46
Added Troubleshoot EtherNet/IP Issues in PowerFlex Drives chapter 49
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Preface

Additional Resources

This manual describes troubleshooting techniques for Integrated Architecture

products on EtherNet/IP networks.

These documents contain additional information concerning related products

from Rockwell Automation.

Table 1- General & Introductory Documents.

Resource

Description

Ethernet Design Considerations Reference Manual,
publication ENET-RM002

Ethernet infrastructure components, features, and IP
protocol.

EtherNet/IP Modules Installation Instructions, publication
ENET-IN002

Installation instructions for 1756 ,1768, and 1769
EtherNet/IP Modules.

Stratix Switch Reference Chart,publication ENET-QROO01

Stratix 5700 Switch Reference Chart,
publication ENET-QR002

Switch types with hardware and software features.
Switch selection table.

Ethernet/IP Book of Knowledge(All in one PPT based
reference), publication KB 57174

This is a powerpoint document that includes practical
information that may not be included in other
documentation.

Top 10 Recommendations for Plantwide EtherNet/IP
Deployments, publication ENET-WP022

Recommendations and descriptions for EtherNet
deployment.

Converged Plantwide Ethernet (CPwE) Design &
Implementation Guide (DIG) (The authoritative source on
the topic), publication ENET-TD001

Designing and implementing CPwE.

Ethernet Network System Procurement Specification,
publication ENET-SR001

Functional requirements and product considerations.

EtherNet/IP Network Configuration User Manual (User
Manual for the entire family of EtherNet/IP Modules),
publication ENET-UM001

Configuring workstations, modules, and Ring networks
for EtherNet/IP network.

Table 2 - Popular Configuration Drawings

Resource

Description

Stratix/Infrastructure Product Family Quick Ref Drawing
(Introductory overview of how to segment and maximize
Security on your EtherNet/IP network),

publication IASIMP-QR029

Product family drawing.

Stratix/Infrastructure Product Family NAT/VLAN Quick
Reference Drawings (Use cases for NAT and VLAN capabilities
of the products), publication IASIMP-QR030

Product family drawing.

Table 3 - Embedded Switch Technology

Resource

Description

Embedded Switch Reference Architectures Ref Manual
(Design recommendations for connecting device-level
topologies to larger, switch networks),

publication ENET-RM003

Design recommendations and test architectures and
results.

EtherNet/IP Embedded Switch Technology App Guide,
publication ENET-AP005

Construct and configure a device-level-Ring Network
(DLR) and monitor a DLR.
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Table 4 - Application

Resource

Description

EtherNet/IP QuickConnect Application Technique,
publication ENET-AT001

QuickConnect with ArmorBlock I/0 Modules.

Network Resiliency Using Ring Topologies White Paper,
publication ENET-WP010

Discussion about using ring topologies to reduce
installation costs.

CIP Motion: Performance Without Compromise,
publication ENET-WP027

Understanding networks and protocols in various
industries.

Time Synchronization Protocol/1756-TIME Module,
publication ENET-WP030

Understanding various Time Synchronization protocols.

Runtime/Online Addition of 1756 1/0 Over EtherNet/IP,
publication LOGIX-WP006

Understanding Runtime process extensions and the
addition of Runtime 1/0.

Table 5 - Diagnostics

Resource

Description

Troubleshoot EtherNet/IP Networks App Technique,
publication ENET-AT003

Assigning IP addresses to devices and troubleshooting
slow or intermittent networks.

Also included are several Knowledgebase Tech Notes with useful diagnostic and troubleshooting information.

Table 6 - Segmentation

Resource

Description

Network Segmentation Methodology Application Guide,
publication ENET-AT004

Methods for plant-wide and site-wide networks with
OEM Convergence-ready Solutions.

Stratix 5700 Network Address Translation White Paper,
publication ENET-WP032

A hardware Layer 2 implementation that provides for
automation applications where performance is critical.

Stratix 5700 Network Address Translation Quick Start,
publication IASIMP-Q5038

Configuring and Verifying NAT by using the Device
Manager Web Interface.

Table 7 - Security

Resource

Description

Design Considerations for Securing Industrial Automation
and Control System Networks, publication ENET-WP031

Discussion of security, security framework, switch
hardening, and threat management.

Scalable Secure Remote Access Solutions for OEMs,
publication ENET-WP025

Discussion of remote access formats and solutions.

1756-EN2TSC User Manual, publication ENET-UM003

Architecture, connections and configurations to various
clients, and diagnostics.

Industrial Security Best Practices, publication SECUR-AT001

Overview of security including layered security, product
and system security, and defense-in-depth.
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Chapter 1

Assign IP Addresses to EtherNet/IP Devices

Topic Page
Set an IP Address via Rotary Switches 8
Assign an IP Address with a BOOTP/DHCP Server 9
Assign an IP Address with RSLinx Software 1
Assign an IP Address within the Studio 5000 Environment 13
Reset to Factory Default 14

One step in troubleshooting an EtherNet/IP network is to make sure each device
on the network has a valid IP address. This chapter explains different methods to
assign IP addresses. Select the method and software package you are most
comfortable with.
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Chapter1  Assign IP Addresses to EtherNet/IP Devices

No

Did you set
via another
software
package?

Device uses IP address
stored in nonvolatile
memory.

Device Powerup

No Did you use Yes
the rotary

switches?

Is DHCP or
BOOTP
enabled?

Yes

Device requests
address from DHCP/
BOOTP server.

Yes

I SetanIP Address via Rotary
Switches

Device has an IP address.

For more information, see EtherNet/IP Drawings Quick Reference, publication

IASIMP-QRO023.

If your device has rotary switches they look similar to the following figure..
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X100
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HC/

/7%

X 10

x5¢
o
~@-

e

X1

At powerup, the device reads the rotary switches to determine if they are set to a
valid number for the last portion of the IP address, that is, if the numbers are in
the range from 001...254.

If the settings are a valid number, these conditions result:

o IP address = 192.168.1.xxx (where xxxrepresents the switch settings)
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Assign IP Addresses to EtherNet/IP Devices  Chapter 1

Assign an IP Address with a
BOOTP/DHCP Server

e Subnet mask =255.255.255.0
o Gateway address = 192.168.1.1

e The device does not have a host name assigned, nor does it use any
Domain Name System

We recommend that you set the rotary switches to a valid number before
installing the device.

WARNING: When you change switch settings while power is on, an electrical
arc can occur. This could cause an explosion in hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

The device attempts to use the BOOTP/DHCP server to set the IP address if the

rotary switches are not set to a valid number.

The BOOTP/DHCP server is a standalone server you can access from either of
these locations:

e Programs > Rockwell Software > BOOTP-DHCP Server

If you have not installed the server, you can download and install it from
http://www.ab.com/networks/ethernet/bootp.html.

o Tools directory on the Studio 5000 installation CD

IMPORTANT  Before you start the BOOTP/DHCP server, make sure you have the
device's hardware (MAC) address. The hardware address is on a
sticker on the side of the communication device and uses an
address in a format similar to the following: 00-0b-db-14-55-35

You can use the BOOTP/DHCP server to set the device’s IP address if either of
these conditions exists at powerup:

o The device does not have rotary switches and the device is

BOOTP/DHCP enabled.

o The device’s rotary switches are set to an invalid number and the device is

BOOTP/DHCP enabled.

For large, isolated networks, it can be more convenient and safer to use a
BOOTP/DHCTP server rather than Studio 5000 Logix Designer or RSLinx*
software. The BOOTP/DHCP server also limits the possibility of assigning
duplicate IP addresses.
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If you use the BOOTP/DHCP server in an uplinked subnet where an enterprise
DHCP server exists, a device can get an address from the enterprise server before
the Rockwell Automation utility even sees the device. If necessary, disconnect
from the uplink to set the address and configure the device to retain its static
address before reconnecting to the uplink. This is not a problem if you have node
names configured in the device and leave DHCP enabled.

To set the device’s IP address with a BOOTP/DHCP server, follow these steps.

1. Start the BOOTP/DHCP software.
2. From the Tools menu, choose Network Settings.

3. Ifappropriate for the network, type the Subnet Mask, Gateway address,
Primary and/or Secondary DNS address, and Domain Name.

Network Settings g]

Defaults
SubnetMask: | 255 . 256 . 224 .

Gatewsr | 0 . 0O . O

Frimary DMS: o . 0

ol o o @

Domain Mame:

| o
Secondary DNS: | 0 .0 .0
|

Cancel |

4. Click OK.

The Request History panel displays the hardware addresses of devices
issuing BOOTP requests.

5. Double-click the hardware (MAC) address of the device to be configured.

% HOOTPMHCP Server 2.3
Bl T tep

Pleguet Hithony

Cloar History | Add b Fielation List

[hemincsec) | Type Ethemet Addeess [MAC] IP Addiess Hostname:

AES0R BOOTP  OOOOBC21TANEE
B BUOTF OOOBLALGE
5455 BOOTP  OXOXBC-21:4056

BOOTE OO0 BCZ ARG

Plelasion Litt
N | it | |
Effened ks (MAC] | Tope | 1P Addiess Huslname | Desoaplon
Stahus Eries
Unsbde b TP sequesst 21ADSE. U ol 256

The New Entry dialog box appears with the device’s Ethernet
Address (MAC).
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Assign IP Addresses to EtherNet/IP Devices

Chapter 1

Assign an IP Address with
RSLinx Software

6. Type an IP Address, Hostname, and Description for the device.

Fthemnet Addiesz [MAC)  |D0:00:BC:21:40:56

1P Address: 130 . 151 .21/ . 3

Hostname:
Diesrriptinn
Ok Cancel

7. Click OK.

8. To permanently assign this configuration to the device, select the device

and click Disable BOOTP/DHCP.

When power is cycled, the device uses the assigned configuration and does

not issue a BOOTP request.

If you do not click Disable BOOTP/DHCP, on a power cycle, the host
controller clears the current IP configuration and begins sending BOOTP

requests again.

Use RSLinx software to set the IP address if one of the following conditions exist:

e A BOOTP server is not available.

o The EtherNet/IP communication device is connected to another network.

To use RSLinx software to set the communication device’s IP address, follow

these steps.

1. From the Communications menu, choose RSWho.

Communications e ey

Configure Drivers...
Configure Shortcuts, .,

The RSWho dialog box appears.

¥ Autobrowse l: Mot Browsing

= workstation, USMAYTSDUGGANOZ
+-25 Linx Gateways, Ethernet
=& AR_FTH-1, Fthernat
=88y B 10.55.92.93, 1756-ENET/A, 1756-ENET/A
+-&5 AB_ETHIP-1, Ethernet

Barkplae
1756-A10{4

2. Navigate to the Ethernet network.
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Assign IP Addresses to EtherNet/IP Devices

12

3. Right-click the EtherNet/IP device and choose Module Configuration.

+ &5 Linx Gateways, Ethernet
= 5 AB_ETH-1, Ellwriml

+ f 1 !
+ &5 AB_ETHIP-1, Ether

Remove

Driver Diagnostics
Configure Driver
Upload EDS file from device

Security...
Uewvice Hroperbes
Mnrile Stakichics

Module Configuration

The Module Configuration dialog box appears.
4. Click the Port Configuration tab.

1756-ENBT Configuration S

General  Port Conhgurshion |
Motwork Configuiation Tyoe

Doanain Marre:

= Stalic " Dynamic
c
(]
|P Adbess. | 10 L] ® £y
Network Mask: IEEEEEE 0
Gatrway Addiess | 10 8 . 2 1
st Bue [0 0 0 0
‘écwv:r.'d | 0 0 . ¢ g
|
|

Hizt Hame:

b futnnegotiate pom speed and doples

Cuirent Port Speed: | _J
Cuneril Duplex. | _J
[Chianges W Porl Speed and Duutex eguiie module resel )
Sl [Matwork: Intestacs Conliguisd

MK | ol | | Hedn ]

5. For Network Configuration Type, click Static to permanently assign this
configuration to the port.

IMPORTANT If you click Dynamic, on a power cycle, the controller clears the
current IP configuration and resumes sending BOOTP requests.

6. Type this information in the appropriate fields:
o IPaddress
e Network mask address
o Gateway address
e Primary server name
e Secondary server name
¢ Domain name

e Host name
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Assign IP Addresses to EtherNet/IP Devices  Chapter 1

7. Configure the port settings.

To

Then

Use the default port speed
and duplex settings

Leave Auto-negotiate port speed and duplex checked.

This setting determines the actual speed and duplex
setting.

Manually configure your port’s
speed and duplex settings

Follow these steps.

1. Clear the Auto-negotiate port speed and duplex
checkbox.

2. From the Current Port Speed pull-down menu, choose a
port speed.

3. From the Current Duplex pull-down menu, choose the
appropriate Duplex value, that is, Half Duplex or Full
Duplex.

8. Click OK.

ASSign an IP Address within Ifla Loiix}f)esiﬁner pr;)j;ct is online with adcontroller that com}rlnunicatels) to or
i i EtherNet/IP communication device, you can use the Logix Designer
the Studio 5000 Environment """ ¢ Y gix Desig

application to assign an IP address.

To use the Logix Designer application to set the communication device’s IP

address, follow these steps.

1. In the Controller Organizer, right-click the EtherNet/IP device and

choose Properties.

-2 Ethernet

5 1756 Backply 0 New Module..,

f 175c-EMBT/A Lo

3w

Copy

Offline
it Delete

Cross Reference  Chr+E

Chrl+x
Chrl+C

Del

ot selected component | Properties . Alt+Enter |

The Module Properties dialog box appears.
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Chapter1  Assign IP Addresses to EtherNet/IP Devices

2. Click the Port Configuration tab.

M Module Properties: Local:0 (1756-ENBT/A 4.1)

_General Connection | RSMef omx Modulalnfo_ Part Configuration _PortDiagmstics Backplane

P Addiess: [ | Darnain Name: [ nahome.ravint.com
(Must Match IP Address on General Tab) . :

Subret Mazk: Select Part Spesd:

Gatoway Address: Currcnt Post Speed: 1000 Mbps
?;n:yfdf;rsesx EEECNENE Select Duplex;

22&";”;3&2?3 [0 1213 | Curent Duplex: Full Duplex

[Changss: bo Pott Spesd and
Duplex require module reset. |

Enable DHCP [DHCP must be configured to retum a fized address.

[[] Cnable DNG
Auto-MNegaotiate Port Speed and Dupbex [ Refresh ] l Set ]
Stahuz Bunning b

3. In the IP Address field, type the IP address.

4. In the other fields, type the other network parameters, if needed.

IMPORTANT The fields that appear vary from one EtherNet/IP device to

another.
5. Click Apply.
6. Click OK.
Reset to Factory Default You can reset the device’s IP address to its factory default value with the following
methods:

o Ifthe device has rotary switches, set the switches to 888 and cycle power.

o Ifthe device does not have rotary switches, use a MSG instruction to the
reset the IP address.

For more information on resetting the network IP address to its default
value with a MSG instruction, see Knowledgebase Answer ID 55362,
Reset device to factory defaults. You can access the article at

http://rockwellautomation.custhelp.com/app/answers/list.
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Chapter 2

Troubleshooting Intermittent or Slow
EtherNet/IP Networks

Topic Page
Optimize an EtherNet/IP Network 16
Common Network Issues 16
Access Web Browser Diagnostics 17
Speed 19
Duplex 19
Autonegotiate 20
CPU 21
Interface Errors 21
CIP Connections 23
TCP Connections 24
I/0 Packets per Second 25
HMI Packets per Second 25
Missed Packets per Second 26

Use this guide to evaluate EtherNet/IP parameters that can help isolate network
issues. This section assumes that the system was working, but now there is an
issue.

For more information, see EtherNet/IP Drawings Quick Reference, publication

IASIMP-QRO023.
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Chapter2  Troubleshooting Intermittent or Slow EtherNet/IP Networks

Optimize an EtherNet/IP

Network

Make sure the switch has the
required features.

For EtherNet/IP control, use an industrial-grade switch.

Required or Recommended Switch Feature
Required Full-duplex capability on all ports
Recommended VLAN

Autonegotiation and manually configurable speed/duplex
Wire-speed switching fabric
SNMP

+ IGMP snooping constrains multicast traffic to ports associated with a specific IP
multicast group

Port diagnostics

Port mirroring (required for troubleshooting)

STP for loop prevention

QoS

Data transmission depends on the
controller.

The type of Logix controller determines the data transmission rate.
ControLogix and SoftLogix controllers transmit data at the RPI you configure for the device.

CompactLogix controllers transmit data at powers of 2ms (such as 2, 4, 8, 16, 64, or 128). For example if you specify an RPI of 100 ms, the data
actually transfers at 64 ms.

Data transmission rate depends on
the RPI.

An EtherNet/IP network broadcasts /0 information to the controller based on the RPI setting. With change of state (COS) enabled and:
+ No data changes, the EtherNet/IP device produces data every RPI.
« Data changes, the EtherNet/IP device produces data at a maximum rate of RPI/4.

Select unicast EtherNet/IP

communication whenever possible.

To reduce bandwidth use and preserve network integrity, some facilities block multicast Ethernet packets. Multicast is a more efficient method
for transmitting data with multiple consumers and redundancy applications.

You can configure multicast or unicast connections for:
+ Produced and consumed tags by using the Logix Designer application

+ 1/0 devices by using the Logix Designer application.
Unicast connections help with the following:

« Enable produced and consumed tag communication to span multiple subnets
+ Reduce network bandwidth.

« Simplify configuration for EtherNet/IP network devices because of unicast default setting for the Logix Designer application.

Common Network Issues

16

Assumption 1: The network was previously functioning

If you cannot see an EtherNet/IP device on the network, first check the
hardware:

o Check device power. Verify the indicator lights are on and the device is
installed properly.
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Access Web Browser
Diagnostics

e Check communication. A missing or defective cable could lead to an
intermittent Link status indicator. The Link status indicator indicates if a
cable is connected to a switch or other device and that the device is
powered. The link is either up or down.

If you remove the Ethernet cable from a device that is local to the
diagnostics controller, Link status is bad (down), but the controller can
still read diagnostics across the Logix5000™ backplane.

If you remove the Ethernet cable from a device that is directly connected to
the network, the device becomes inactive. For this situation, the Link
status of the device is not accessible (nothing is accessible) because you
cannot communicate with the device.

Assumption 2: The EtherNet/IP device has a valid IP address

If you cannot see the device on the network and it has power, verify the device has
an IP address and that the subnets are set correctly (see the previous chapter).

To troubleshoot most possible problems with your EtherNet/IP communication
module, you need to access the module’s diagnostic web pages.

IMPORTANT  The number and type of diagnostic fields vary by module catalog number, the
Studio 5000 environment version and module firmware revision.

For example, this chapter describes the diagnostic web pages for these
modules:

« 1756-EN2TR EtherNet/IP communication module

« 1756-ENBT EtherNet/IP communication module
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To access your EtherNet/IP communication module diagnostic web pages, follow
these steps.

1. Open your web browser.

2. In the Address field, type your EtherNet/IP communication module
internet protocol (IP) address and press Enter.

The diagnostic web home page appears.

Ethernet/IP Module Internet Protocol (IP) Address

fiddress @] http:f10.58.92. 10 dew bl v B ks » & -

edaidind 1756-ENBT/A Automation
Expand = Home

m Hore
Diagnostics Device Mame 1756-ENBTS A
Browse Chassis Device Description

Resources

Visit AB.corn for additional

Device Location

Ethernet Address [MAC) 00:00:BC:2B:93:C0 infarmation
IP Address 10.88.92.100

Product Revision 4,003 Build 2 Contacts
Firmware Wersion Date Jun & 2006, 14:03:27

Serial Mumber O0ZES9AR

Status Spedtic: 0x8

Uptirne 1 day, 04h:51m:13s

Open the Diagnostics folder in the left-most navigation bar and click the link for
each diagnostic web page you need to monitor.

@ Allen-Bradiey [lyl={

Minimize

—
ﬁ Dizagnostics >
El Diagnostic Oueruiew//

") Network Settings

El Application Connections
Bridge Connections
Ethermet Statistics

Rirng Statistics
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Speed This example shows the Ethernet Link Speed is 100 Mbps. This speed is
considered normal if you have an Ethernet switch. If you see 10 Mbps, verify
whether the cabling is unable to support 100 Mbps (hence, speed was set to
10 Mbps on purpose), or if there another reason that it was set low (such as cable
length too long or specific device characteristics).

Rockwell

Automation

_ Bridge Connections \ FEthernet Statistics N_ Ring Statistics "\ -

Ethernet Port 2

Interface State Enabled

Link Status Active

Speed 100 Mbps

Duplex Full Duplex

Autonegotiate Status Autonegotiate Speed and Duplex

Madia Canuntarce Dart 2

Duplex The Ethernet Link Duplex setting can be Half Duplex or Full Duplex. The
duplex setting for each device and the switch port must be identical to avoid
errors. Duplex is determined at powerup. If you change the duplex setting for a
device, cycle power after the change.

Rockwell

Automation

_ Bridge Connections \ FEthernet Statistics N_ Ring Statistics "\ -

Ethernet Port 2

Interface State Enabled

Link Status Active

Speed 100 Mbps

Duplex Full Duplex

Autonegotiate Status Autonegotiate Speed and Duplex

Modia Cauntarc Dart 2
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Duplex Mismatch Corrective Actions

If the network issue is a duplex mismatch, it probably occurred because either the
switch port or the EtherNet/IP device did not autonegotiate properly (usually
due to a connected device, such as a switch or fiber/copper converter). Follow
these steps to correct the duplex mismatch.

1. Configure both the EtherNet/IP device and the corresponding Ethernet
switch port for a forced operation, not autonegotiation.

For example, specify 100 Mbps and Full Duplex.

2. If the duplex mismatch still exists, verify that the firmware and software
versions on both the EtherNet/IP device and the connected device (switch
or converter) are current and no problems are reported by the vendor.

Autonegotiate Most devices support autonegotiate and the capability to force both the speed

and duplex. Because autonegotiate is the out-of-the-box default, it is easy to use
when replacing a device or switch.

Rockwell

Automation

_ Bridge Connections N Ethernet Statistics N_ Ring Statistics ™\, -

Ethernet Port 2

Interface State Enabled

Link Status Active

Speed 100 Mbps

Duplex Full Duplex
- I Autonegotiate Status Autonegotiate Speed and Duplex

Meadia Cauntarc Dart 2

Investigate if you see a device running forced. Forced is a legitimate configuration
but you need to configure both the switch port and the end-device in the same
manner (such as 100 Mbps and Full Duplex). Verify the settings.
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CPU Device CPU use cannot exceed 100%. As a conservative recommendation, do
not exceed 80% of device capacity. This provides capacity for applications such as
web browsers and program downloads.

- e

L] 1756-EN2TR/A

Minimize Diagnostic Overview \l\ Network Settings \l\ Application Connections \G
E‘ Home
ﬁ Diagnostics Module Resource Utilization (All Ports’
Diagnostic Overview cPU 0.0 % |
Network Settings I/O Comms Utilization [Actual) 1.2 %
Application Connections I/0O Comms Utilization (Theoretical) 1.3 %
Bridge Connections Actual Rate (I/O PPS) 758
EIET ST Theoretical Rate (/O PES) 760

If CPU use is higher than 80%, possible solutions include the following:
o Make RPI values larger (slower).
o Use rack optimization.

o Make less critical traffic less frequent (such as MSG instructions and
HMI data).

¢ Add another EtherNet/IP device and divide the traffic load.

Interface Errors The Interface Counters parameters include both in and out directions. Errors are
0.
. Rockwell
elidibied 1756-EN2TR/A Automation
m Diagnoutic Cusrvien |, Network Settings |, Application Connections ™, Bridge Connections Y Flherne! Statishics ,_Ring Statistics , a
[ Home
Uiagnostics. Fthernet Part 1 Fthernet Port 2
| @nl-gmn:owm Intweface State
. Ketwork Gettings Link Status
ol Application Connactions F— 10 P
Dridge Connections Dupslux Full Duplex Buphex Full Buglex
L] Autonegotiate Status Autonepotiste Soeed and Duplex  Autonegotiste Status Autonegotiate Speed and Duplex
Hing Statistecs
Advanced Disgrostics Media Counters Bart 1 Media Counters Port 7
Browse Chassis a a
I o o
[ o
o o
[ o
o o
[ o
o o
[ o
o o
[ o
o o
Interface Counters
In Octets 12946511
In Ucast Packets 34336
In NUcast Packets 930862
L]
L]
Ot On 13 12241395
Out Ucast Packuts 124704 =
L]
o e—————————————————— <l
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If you have errors, check for a duplex mismatch (described above) or for induced
noise. To check for induced noise, use the ping command. To use the ping

command, follow these steps.

1. From the Start, choose Run.

2. Type cmd and press Enter.

ron 21|
= Type the name of a program, folder, document, ot
q Internet resource, and Windows will open it For vou.
Open: j
oK I Cancel | Browse. .. |

3. Type ping -t xx.xx.xx.xxx (the IP address of the module) and press Enter.

C:\Jping —t 108.88.22.55

Pinging 18.88.22.55 with 32 hytes of data:

from
from
from
from
from
from
from
from
from
from
from
from
from
from

18.88.22 _55:
18.88.22_55:
18.88.22.55:
18.88.22.55:
18.88.22.55: hytes=32
18.88.22.55: =32
18.88.22.55: =
18.88.22 _55:

18.88.22 _55:
10.88.22.55:
18.88.22.55:
18.88.22.55:
18.88.22.55:
18.88.22.55:

hytes=32
bytes=32
hytes=32
hytes=32

time{ims
time{ims
time{lms
time{lms
time{ims
time<ims
time<ims
time{ims
time{ims
time{ims
time{lms
time{lms
time{ims
time<ims

TTL=128
TTL=128
TIL=128
TIL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TIL=128
TIL=128
TTL=128
TTL=128

from 18.88.22_.55: time<ims TTL=128

bhytes=32

The ping command runs continuously. From this information, you can determine

the following:
o Ifyousee lost packets, investigate noise. See how much deviation.

o Ajitter of more than 10 ms or a skipped reply can be caused by one of the
following.

- Something is busy (network or NIC)
However, a busy EtherNet/IP module probably is not the cause. From
measurements, a 1756-ENBT module runningat 100% CPU use replies in

the range of 10...16 ms. If you find a heavily loaded EtherNet/IP module,
reduce the load to about 90% to allow for some margin.

- Noise is corrupting packets and they are being dropped

o If communication is consistently bad, replace suspect hardware to isolate
the trouble area, such as the following:

- Cable
- EtherNet/IP module (such as the 1756-ENBT module)

- Switch port
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CIP Connections

The Current CIP Connections parameter shows how many EtherNet/IP (CIP)
connections are in use. CIP connections are not the same as TCP connections.

Every device is rated on the maximum number of CIP connections it can

support. The recommendation is to not exceed 80% of the device capacity. In this

example, there are currently 4 CIP I/O connections being used out of 32

available, which is 12.5% of the device capacity is being used and is well within
the recommended utilization of 80%. If you are reaching the limit, try combining
messages and then splitting them apart at the receiving end.

,
Home
D Diagnostics
Diagnostic Overview
Network Settings
Ethernet Statistics
E 1/0 Connections
ﬁ Configuration

@ Allen-Bradiey Ryl \= RN}

Diagnostic Overview \l\ Network Settings\ Ethernet Statistic

Ring Status
Network Topology
Network Status

Ring Supervisor

Beacon Interval

Beacon Timeout

System Resource Utilization
CPU Utilization

Module Uptime

Linear
Normal

0.0.0.0
00:00:00:00:00:00

400
1960

15%
18 days, 22h:12m:43s

CIP Connection Statistics
Current CIP Msg Connections
CIP Msg Connection Limit

Max Msg Connections Observed
Current CIP I/0O Connections
CIP IO Connection Limit

Max I/0 Connections Observed

Conn Opens
Open Errors
Conn Closes
Close Errors

Conn Timeouts

32

32

425

92

16

192
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CIP Connection Timeouts

CIP connection timeouts can occur for any of the following reasons:

o Induced noise on Ethernet cables

o Intermittent hardware (cable, switch, Ethernet device)

o Network changes (disconnect cable, shutdown power to a switch)

Minimira

E‘ Home

Diagnostics
Diagnostic Ouarviaw
Matwork Settings
Application Connections
Bridge Cunneclivns
Ethernet Statistics
Ring Statistics
Advancad Diagnostics
Cd TCP/IP Network
Miscellaneous

System Data

System Data

Connection Manager Cmd Ubject Info
CIP Camman Sarvice Raquests

Unconnected Send Service Requests

GatConnTags Requasts

Secondary FrdOpen Reguests

Cannactinn Manager Cmd Ohjact Tnfa %

Y] 1756-EN2TR/A Autemaiton

rwdUpen Kequests (Conn’s Unginated Remotely)
FudClosa Raguasts (Conn's Originated Ramotaly)
CunnDpen Reguests (Cunn's Originated Locally)

ConnClose Requests (Conn's Originated Locally)

- - TP
I Connections Closed due to a Timeout

P o 1 - |
TCP Connections A TCP connection is required for every device you are communicating with.

This shows the total active TCP connections (in and out) for the device. Not all
devices have the same capacity of TCP connections. In this example, there is a
maximum of 2 connections and a 128 connection limit, which is less than 2% use.
The recommendation is do not exceed 80% of device capacity.

Note that one TCP connection can be used for multiple CIP connections. TCP
connections are used for everything, including HMI, RSLogix 5000, MSG
instructions, I/O, and produced tags. If you are nearing the limit, check firmware
revisions as this can change the limit.

24
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WREET 1756-EN2TR/A
Expand Minimize - Diagnostic Overview Network Settings Application Connections E
[ Home
{Gll piagnostics Modube Resource Utilization (All Ports)
Diagnostic Overview cPU 0.0
Netwnrke Settings I/O Comms Utilization (Actual) 1.2 %
Application Connactions I/ Comms Utilization (Thevr=tical) 1.5 M
BtgEConatiian Actual Rate (1/0 PPS) 758
Cthamat Statistics Thaoratical Rata (1/O PES) 760
Ring Statistics
S savances it CIP Conneclion Statistics (All Porls)
[0 Browsa Chassis ST -
Active Massaging 1
Active 1/O 3
Maximum Total Observed 7
Maximum Total Supportad 258
TCP Conneclions (EtherNel/IP Purl)
Active 2
Maximum Observed 2
Maximum Supported 128
Web Server
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1/0 Packets per Second

Not all devices have the same capacity. For example, the 1756-ENBT has a
capacity limit of 5000 pps. An I/O Comms Utilization value approaching or

above 80% can necessitate an adjustment to the RPI. The recommendation is do
not exceed 80% of device capacity.

Expand
[ ome

o Diagnostics

Minimize

Diagnostic Overview
Metwnrk Sattings

) Applicatinn Connactinns
Bridga Connactions
Ethernet Statisties
Ring Statistics

D Advanced Diagnostics

El Browse Chassis

HMI Packets per Second

WREETE 1756-EN2TR/A

Rockwell
Automation

Diagnostic Uverview Network Settings
Mudule Resvurce Ulilization (All Purls)
(&S]

I/O Comms Utilization (Actual)

I/ Comms Utilization (Theoratical)
Actual Hate (/O PPS)

Thearatical Rate (I/0 PPS)

CIP Connection Statistics (All Ports)
Active |otal

Artive Massaging

Active 1/O

Maximum Total Ubserved

Mavimum Tatal Sunnartad

Application Connections

Bridge Connections Ethernet Statistics Ring Statistics

HMI/M5G (EtherNel/IP Porl - Class 3)

Sent Packets Per Second 3
Racaivad Dackats Par Sacond 2
Sent Dytes Per Gecond 1500
Received Bytes Per Second 536
Sent Packst Count 1ARR
Recsived Packet Count 1600

10 and Prod/Cons Packets Per Second (EtherNet/1P Port - Class 1)

Tatal 79
Sent 109
Received 190

|»

HMI packets per second (pps) describes the actual explicit message rate (sent and

received). RSLinx connections and MSG instructions generate CIP traffic that is

called explicit. HMI traffic is TCP-based, not UDP-based. Ethernet devices have

a maximum rating for this traffic. For example, a 1756-ENBT device is rated at

900 pps.

Expand
[ ome

Diagnostics

Minimize

Diagnostic Overview
Metwnrk Sattings
Applicatinn Connactinns
Bridga Connactions
m Ethernet Statisties

Ring Statistics
Advanced Diagnostics

El Browse Chassis

LREEEED] 1756-EN2TR/A

Rockwell
Automation

Diagnostic Uverview Network Sethings
Mudule Resvurce Ulilization (All Purls)
(&S]

I/O Comms Utilization (Actual)

I/ Comms Utilization (Theoratical)
Actual Hate (/O PPS)

Thearatical Rate (I/0 PPS)

CIP Connection Statistics (All Ports)
Active |otal

Artive Massaging

Active 1/O

Maximum Total Ubserved

Mawimum Tnatal Sunnartad

Application Connections

Bridge Connections Ethernet Statistics Ring Statistics

HMI/M5G (ELherNel/IP Porl - Class 3)

Sent Packets Per Second 3
Racaivad Dackats Par Sacond 2
Sent Dytes Per Gecond 1500
Received Bytes Per Second 536
Sent Packst Count 1ARR
Recsived Packet Count 1600

10 and Prod/Cons Packets Per Second (EtherNet/1P Port - Class 1)

Tatal 79
Sent 109
Received 190
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Missed Packets per Second

26

If you are running a device at 900 HMI pps on a 1756-ENBT device, you are
using 100% of that device. If you add implicit messaging (I/O), it takes
bandwidth from HMI because it has higher priority than HMI messaging. The
combination of CIP implicit (highest priority) and CIP explicit (second
priority) cannot exceed 100% use.

For example, with a 1756-ENBT device, the combination of implicit and explicit
messaging provides a total utilization for a device.

Figure 1 - CPU Use is a Combination of /0 and HMI Traffic

a000 1o

pps

Co
s

%
*5‘;;
@y
_—

o

S00 HAI
Hp=

Missed I/O packets describe I/O or produced tag packet loss. Because each
packet is numbered, the loss of one or more packets can be detected. Missed
packets (lost) indicate that packets were not received. For every CIP connection,
every device receives packets from the other end of the connection. For example,
a controller receives inputs from an input device and the input device receives
heartbeats from the controller.

If you have missed packets, identify the communication path between the
controller and target. For example, for a produced tag, identify the physical path
between the producer and controllers. In this example, the web page shows Lost
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status for each connection so you can determine precisely which connections are
missing/losing packets.

@ Allen-Bradiey 1756-EN2TR/A Rockwvell

Automation
Expand Minimize - Diagnostic Overview Network Settings Application Connections Bridge Connections Ethernet Statistics Ring Statistics =

[ ome
= Diagnostics Mudule Resvurce Ulilization (All Purls) HMI/MS5G (EtherNel/IP Purl - Class 3)

Diagnostic Overview (=t 0.0 % Sent Packets Per Second 3

Netwnrk Sattings I/O Comms Utilization (Actual) 1.2 % Racaivad Dackats Dar Sacond 2

Application Connactions I/C Comms Utilization {Theoretical ) 1.3 % Sent Byles Per Second 1500

ErldgsiContwcticns Actual Rate (/U PPS) 738 Heceived Bytes Per Second 356

Ethernet Stalistics Thacratical Rats (/O DDS) 760 Sant Dackat Count 1608

Snp St Received Packet Count 1660

Advanced Diagnostics

CIP Connection Statistics (All Ports)
El Browse Chassis

Active Total 4 1/0 and Prod/Cons Packets Per Second (EtherNet/1P Port - Ulass 1)
Artive Massaging 1 Total 279
Active 1/O 2 Sent 109
Maximum Total Ubserved 7 Received 190
Maximum Tatal Supported 259
T/0 and Drad /Cans Packet Counts (FtharNat/TD Dart - Clacs 1)

TCP Connections (CtherNet/IP Port) Total 164102
Active 2 Sent H1914
Maximum Obsarvad ? Reraivad A2269
Maximum Supported 120 Nejected 0

I Missed v I
Web Server

In Logix Designer application, version 18 and later, the 1756-EN2xdevices have
the capability of identifying the lost packets for each connection. Not all
products report missed/lost packets.

IMPORTANT  The Missed I/0 packets value is an excellent I/0 diagnostic. However, do
not depend on only this diagnostic. If the Missed value is not
incrementing, also look at CIP connection timeouts to determine if any
CIP connections are being lost. When a connection is lost, the CIP
sequence count, used to detect Missed packets, does not increment.
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Notes:
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Chapter 3

EtherNet/IP Status Indicators

Topic Page
Network Status (NET) 30
Links Status (LINK) - Single EtherNet/IP Port 30
Links Status (LINK1 and LINK2) - Embedded Switch EtherNet/IP Ports 31

EtherNet/IP devices have common Ethernet/IP status indicators, in addition to

module-specific indicators. The common EtherNet/IP indicators are the

following:

e Network Status (NET) in all devices

o Links Status (LINK) - in devices with a single EtherNet/IP port

o Links Status (LINK1 and LINK?2) in devices with dual, embedded

EtherNet/IP ports
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I Network Status (NET) Indicates if CIP connections are established.
Table 8 - 1756-ENBT, 1756-EN2F, 1756-EN2T, 1756-EN2TXT, 1756-EN2TRXT, 1756-EN2TSC,1756-EWEB Devices Status Indicators
Status State
off One of these conditions exists:

« The module is not powered.

— Verify there is chassis power.

— Verify that the module is completely inserted
into the chassis and backplane.

— Make sure the module has been configured.

« The module is powered but does not have an IP
address. Assign an IP address to the module.

Flashing green The controller has an IP address and one of these conditions exists:
« The module has not established any CIP

connections.

If connections are configured for this module,

check the connection originator for the connection

error code.

« One or more connections have timed out. For

example, an HMI or 1/0 connection has timed out.

Reestablish the connection.

Green The device has established at least 1 CIP connection and is operating properly.
If the device has an alphanumberic display, the IP address scrolls across the Module Status display.

Red The module is in conflict mode. It shares an IP address with another device on the network. The module’s current IP address scrolls across the Module Status
display. The display scrolls: OK

<IP_address_of_this_module> Duplicate IP
<Mac_address_of_duplicate_node_detected>
For example: 0K 10.88.60.196 Duplicate IP -
00:00:BC:02:34:B4

Change the module’s IP address.

Flashing green/ The module is performing its power-up testing
flashing red

Links Status (LINK) - Sing'e Indicates the device’s current state with respect to transmitting data on the

EtherNet/IP k..
EtherNet/IP Port therNet/IP networ
Table 9 - 1756-ENBT, 1756-EN2F, 1756-EN2T, 1756-EN2TXT, 1756-EN2TRXT, 1756-EN2TS(,1756-EWEB Devices Status Indicators

Status State

off One of these conditions exists:

- The module is not powered.

— Verify there is chassis power.

— Verify that the module is completely inserted
into the chassis and backplane.

— Make sure the module has been configured.
« No link exists on the port.

Flashing green Activity exists on the port.

Green Alink exists on the port
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Links Status (LINK1 and

LINK2) - Embedded Switch EtherNet/IP network.
EtherNet/IP Ports

Table 10- 1756-ENBT, 1756-EN2F, 1756-EN2T, 1756-EN2TXT, 1756-EN2TRXT, 1756-EN2TSC,1756-EWEB Devices Status Indicators

Indicates the device’s current state with respect to transmitting data on the

Status

State

off

One of these conditions exists:

« The module is not powered.

— Verify there is chassis power.

— Verify that the module is completely inserted into the chassis and backplane.
— Make sure the module has been configured.

« No link exists on the port.

« The port is administratively disabled (LNK2).

« The port is disabled due to rapid ring faults (LNK2).

Flashing green

Activity exists on the port.

Green

One of these conditions exists:
« Alink exists on the port.
« The ring network is operating normally on active ring supervisor (LINK2).

« Aring partial network fault was detected on the active ring supervisor (LINK2).
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Notes:
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Chapter 4

Review the Configuration
and Status of the Device

Troubleshoot EtherNet/IP Issues in Controller

Systems

Topic

Page

Review the Configuration and Status of the Device 33

Review Ethernet Status

36

These troubleshooting steps are generalized for the 1756-EN2TR but can be

used for other ControlLogix adapters or controllers with embedded EtherNet/IP

ports.

The Diagnostic Overview web page presents a summary of the current
configuration and overall status of the device.

B Home
&l piagnostics

Diagnostic Uvarviaw

= Netvork Settings
Application Connactions

[5) nidge Connectians
Etharnat Statistics
Ring Statistics
Advancad Diagnostics

Browsa Chassis

Diagnostic Overview % _Network Settings o eridge [ Ethernet Statistics | Ring Statistics ™.
Modula Rasourca Utihization (All Dorts) HML/MsL (EtharMat/ 1P Port - Class 2)

cPuU Sent Parkets Per Sacond @

1/0 Comms Utilization (Actual) S Recelved Packets Per Second

/0 Comims Utilization (Theoretical) 1.3 % Sent Byles Per Second 1500

Actual Rate (/O PPS) 750 Received Dytes Per Second 556

Theoratical Rate (I/C PPS) 780 Sant Packet Count 1688

Received Packet Count 1688

CIP Connection Statistics (All Ports)

Active Total 1/0 and Prod/Cons Packets Per Second (Ethestiat/IP Port - Class 1)
Active Messaging Total

Active L/O Sant

Maximum Total Ohssrved Reralved 190

Maximum Total Supperted

TCP Connactions (FtharNat /TR Port)
Aclive
Maximum Olbserved

Maximum Supported

Web Server
Page Hits 0oG
Farm Hits 0

CIP Unconnected (CtherNet/IP Port)

Sent Packets Per Second

Raceived Packats Par Sacond o
sant Packet Count By
Racalvad Parkar Count &9

10 and Prod/Cons Packet Counts (EtharNat/1P Port - Class 1)

Total 164 1R3
Sent 81914
Reveived 82263
Rejected

i d {Cth /1P Port - Claaa 1)
Active 0
Maximum Obsaerved 0
Maximum Supportad 32

Rase Address 239.192.7R.0

@ Alien-Bradiey 1756-EN2TR/A Au?nmaﬁ:‘: I
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1. Review the Module Resource Utilization table to monitor your
CPU utilization.

Module Resource Utilization (All Ports)

cPhU

0.0 %

If the CPU
utilization rate is

Then

0...80%

No action is required.
Important: This is the optimal rate.

Greater than 80%

+ Take steps to reduce your CPU utilization.
+ Adjust your connection’s requested packet interval (RPI).

+ Reduce the number of devices connected to your device.

Important: Your EtherNet/IP communication device can function at 100% CPU capacity, but
at or near this rate, you run the risk of CPU saturation and performance problems.

2. Review the CIP Connection Statistics (All Ports) table to monitor CIP
connection usage.

CIP Connection Statistics (All Ports)

Active Total 4 -
Active Messaging 1
Active I/O 3
Maximum Total Observed 7
Maximum Total Supported 2559 -

If the number of Active Then

Total CIP connections is
this percentage of the
number of Maximum
Total Supported

0...80% No action is required.
Important: This is the optimal rate.
Greater than 80% Take steps to reduce the number of active total CIP connections.

Important: Your EtherNet/IP communication device can function if the
number of active total CIP connections is greater than 80% of the maximum
total supported, but at or near this rate, you run the risk of performance
problems.

3. Review the TCP Connections (EtherNet/IP Port) table to monitor TCP
connection usage.

TCP Connections (EtherNet/IP Port)

A

Active 2
Maximum Observed 2
Maximum Supported 128 -
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4. Review the HMI/MSG (EtherNet/IP Port - Class 3) table to monitor

If the number of Active Then
Total TCP connections is
this percentage of the
number of Maximum
Total Supported
0...80% No action is required.
Important: This is the optimal rate.
Greater than 80% Take steps to reduce the number of active total TCP connections.

Important: Your EtherNet/IP communication device can function if the
number of active total TCP connections is greater than 80% of the maximum
total supported, but at or near this rate, you run the risk of performance
problems.

Class 3 messaging statistics.

HMI/MSG (EtherNet/IP Port - Class 3)

Sent Packets Per Second

Received Packets Per Second 3

Sent Bytes Per Second 1500

Received Bytes Per Second 556

Sent Packet Count 1688

Received Packet Count i588

If the number of Then

Sent: Packets Per

Second is this

percentage of the

device’s capacity

0...80% No action is required.

Important: This is the optimal rate.

Greater than 80% Take steps to reduce the number of Class 3 packets sent per second.
Important: Your EtherNet/IP communication device can function at the 100%
packets sent per second rate, but at or near this rate, you run the risk of
performance problems.

5. Review the I/O and Prod/Cons Packets Per Second (EtherNet/IP Port -
Class 1) table to monitor Class 1 messaging statistics.

I/0 and Prod/Cons Packets Per Second {EtherNet/IP Port - Class 1)

Total 275

Sent 189 -

Received 130

If the number of Then

Sent is this

percentage of the

device’s capacity

0...80% No action is required.

Important: This is the optimal rate.

Greater than 80% Take steps to reduce the number of Class 1 packets sent per second.
Important: Your EtherNet/IP communication device can function at the 100%
packets sent per second rate, but at or near this rate, you run the risk of
performance problems.
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6. Review the Missed field in the I/O Packet Counter Statistics table.

If0 and Prod/Cons Packet Counts (EtherNet/IP Port - Class 1)

Total 164182
Sent 81914
Recsived B2269
Rejected o
Missad 0 -

This field shows how many I/O packets have been missed. Your
EtherNet/IP communication device can lose I/O packets due to
these conditions:

o Packets are produced faster than the connection’s requested packet
interval (RPI). This happens for change-of-state connections or a new
consumer requesting a faster RPI than the first consumer.

o A packet is received out of sequence.

Review Ethernet Status The Ethernet Statistics web page presents the current configuration of an

EtherNet/IP communication device and any errors that have occurred on the

device.
— — .
" - 5 Rocdkwell
eiiiid 1756-EN2TR/A Autamation
§  Cwand  Minimize  [EIETTREICS ien [ Nebwork Settings . Application i ions [ Dridge Sons ¥ Cthernet Statistics “\_Ring Statistics ™, |
@ Home
Diagnestics Ethernel Port 1 Ethwernel Purl 2
| Diagnostic Ovarviaw Toates (s e Slate Tetwmelar e Slates
Nebmurk Sellings Link Status Artive Link Status Artiva
Asplication Connections spasd 100 Mbps spaad 100 Mbps
Enidge Connections Duplax Full Duplas Duplas Full Duplase

Flhssremal Shalistios

Autonegotiate Status Autsnegstizte Speed and Duplex / Autsnegobiste Status Autonegotiate Speed and Duplex

m Ring Gtatistics
Advanced Diagnostics

Madia Countars Port 1
@ Drovae Chasais

Madia Countars Bort 7
alignment Frrors alignmant Frears
FLE Errors FUE Errors
singla Collisions singla Collisions
Multiple Collisions

Deferred Transmissions Deferred Transmissions
Late Collisions Late Collisions
Excessive Collisivns Excessive Cullisiurns
MAC Transmit Enurs MAC Transmit Erurs

Carriar Sense Frrors Carriar Sensa Frrors

Frame Tno Long Frama Tna Long

MAL Kaceiva Errors MAL Kacaiva Errors

[ o\ 4R
o o
o o
0 Multiple Collisions o
SQE Test Errors ] SQE Test Errars o
0 (]
0
o ]
o
n 1]
n 1]
o/ o/

Inlerface Counlers

In Oclels 12346511

n Licast Parkars 34336

In NUrast Barkets 93067

In Discards o

In Errars 5}

In Unknown Protos o

Qut Octets 12241295

Out Ucast Packets 124704 -
Out NUcast Packets 27

Oul Discards ]

o I .ld o " -l

IMPORTANT  Because this example shows the diagnostic web pages for a 1756-EN2TR
device, diagnostic data is shown for two ports.
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1. Review the values in the Ethernet Port 1 table.

Ethernet Port 1

Interface State

Link Status
Speed

Duplex

Autonegotiate Status

Enabled

Active

100 Mbps

Full Duplex

AAd A A

Autonegotiate Speed and Duplex

If And you Then
Link Status Active Do not want to change the status No action is required
Inactive | Want to establish communication on the network | Reconfigure the device, or port, that is inactive.
Speed is 100 or Do not want to change your port speed No action is required.
,1\/?[?0 Important: 100 Mbps is the default port speed.
ps
Want to reduce your port speed to 10 Mbps You must manually configure your device and reset your device.
10 Mbps | Want to increase your port speed to 100 Mbps Reset your device
Do not want to change your port speed No action is required.
Duplexis Full Are sending large amounts of data No action is required.
Important: Full Duplex is the default port setting.
Full-duplex ports eliminate collisions because each device has separate channels for the
transmission and receipt of large amounts of data.
Half Are not sending large amounts of data No action is required.
Important: Delays due to collisions or switch traffic are usually negligible, but can become a
problem if you need to send a lot of data.
Are sending large amounts of data Change your device’s Duplex setting to Full.
Autonegotiate Speed Are using a fiber converter Change your device’s Autonegotiate status to None.
Status'"is S"d/lm Important: Fiber links do not support autonegotiation.
uplex
Are not using a fiber converter No action is required.
Important: Speed and/or Duplex is the default setting.
Autonegotation enables devices to select the best way to communicate without you having to
do any configuring. All devices with an Ethernet speed rating of 100 Mbps are required to
support autonegotiation.
None Are not using a fiber converter Change your device’s Autonegotiate status to Speed and/or Duplex.

(1) When you use an EtherNet/IP communication device with multiple ports, make sure you use the same Autonegotiate Status configuration for both ports.
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2. Review the values in the Media Counters Port 1 table.

Media Counters Port 1
Alignment Errors

FCS Errars

Single Collisions
Multiple Collisions
S0QE Test Errors
Deferred Transmissions
Late Collisions
Exccessive Collisions
MALC Transmit Errors
Carrier Sense Errors

Frame Too Long

o 0O 0 0 o0 o0 o0 o000 0o

MAC Receive Errors

If

Then

Any media counters are greater than zero

You need to investigate further.

These errors are counted:
+ Alignment

« FCS

« (arrier Sense

A duplex mismatch exists between your EtherNet/IP communication device and the switch port.

To clear the duplex mismatch:

1. Configure the EtherNet/IP communication device and the corresponding Ethernet switch port for a forced operation, not
autonegotiation.

2. Verify that the firmware revision of your Logix controller and switch or converter are identical.

3. Ifthe revisions are not identical, replace the controller, switch or converter so that they match.

Single Collisions or Multiple Collisions are greater than
zero

No action is required.

Important: If two stations attempt to transmit data simultaneously, the packets collide with each other. However, collisions
are not errors and do not indicate a network problem. The number of network collisions can vary greatly due to traffic
patterns or CPU utilization. Consequently, there is no set range of acceptable collisions for each outgoing packet. Collisions
are a normal aspect of Ethernet networking.

Late Collisions are greater than zero

1. Check to see if a network segment is too long.
2. Remove repeaters from between devices.

Excessive Collisions are greater than zero

Calculate your network’s typical rate of excessive collisions and decide whether the rate of packet loss affects your network’s
performance.

Important: Excessive collisions indicate that your network has become congested. For each collision after the sixteenth,
your network drops a packet.

MAC Transit Errors are greater than zero

No action is required.

Frame Too Long is greater than zero

Limit the size of your tags to < 500 bytes.

38
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Troubleshoot Embedded Switch EtherNet/IP
Networks

Topic Page

General Solutions 39

Specific Issues 40
General Solutions Before you attempt to correct faults on your linear or DLR network, we

recommend that you first take the following actions:
e DLR Network

— Verify that you have configured at least one node as a supervisor and

that Network Topology = Ring.

— Verify that all cables on the network are securely connected to each
device.

— Verify that all devices that require an IP address have one
assigned correctly.

- ec e Networ atus field on the active supervisor node’s status
Check the Network Status field on the act d
page to determine the fault type.

e Linear Network

— Verify that none of the nodes are configured as a supervisor on
the network and that Network Topology = Linear.

If any nodes on a linear network are configured as a supervisor, it can
impact communication to other devices connected to the network.

— Verify that all cables on the network are securely connected to
each device.

— Verify that all devices that require an IP address have one
assigned correctly.

If the fault is not cleared once you have completed these general solutions, use
Table 11 on page 40 to troubleshoot issues specific to a DLR network or a
linear network.
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Table 11 - Troubleshoot Specific Network Issues

Use Table 11 to troubleshoot possible specific issues on your network.

Issue Description Solution
Supervisor Reportsa | Alink on the DLR network can be broken due to one of the following conditions: Take one of these actions:
.Rnlr;\lgeiauolmﬁer Break |, Intentionally, for example, because you are adding or deleting nodes but have not made all physical | « Determine where the fault condition exists
i Netw connections to restore the setup of the network with/without the node. and correct it.
« Unintentionally, for example, because a cable is broken or a device malfunctions. «  (lick the Refresh Communication link to
When this fault occurs, the adjacent nodes to the faulted part of the network are displayed in the Ring update the Ring Fault informationto
Fault group and the Network Status field = Ring Fault. determine where the fault condition exists.
This screen shows the Ring Fault section with IP addresses appearing for the last active nodes. The « Use Device Port Debugging Mode functionality
faulted node is between nodes 10.88.80.115 and 10.88.80.208. If the IP address of either node is not on the 1783-ETAP tap to analyze a suspicious
available, the software displays the node’s MAC ID. node.
AB_ETH-1\10.88.80.81 1783-ETAP/A Configuration
Ganaral I Port Config,uatian] Advancad Port Configuration  Metwnrk
Metwark Topolagy: Mirng Advanced...
Metwark Status: Fiing Fault
Active Ring Supervisor. 10888081
Aclive Supervi
T 150
¥ Frahle Ring Supervisns
FRiing Faults Detected: 7 Reset Counter
Supervizor Status: Active
Ring Fault Part Buffer Uliization
Last Active Mode on Port 1: 10.88.80.115 Poit 1: 0
Last Active Mode on Port 2 10.88.80.208 Poit 2: 0%
‘enify Fault Location Device Port: 0z
Status:  Ring Fault
Refresh communication
ok | Cancel | | Help [
Once the fault is corrected, the ring is automatically restored, and the Network Status field returns
to Normal.
Supervisor Reports When a DLR network is powered-up, the supervisor can detect ring faults as a result of powering up Use an MSG instruction to clear the faults.
Ring Faults at System | before other devices on the network.
Power-up

40
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Table 11 - Troubleshoot Specific Network Issues (Continued)

Issue

Description

Solution

Rapid Ring Fault

When a Rapid Ring Fault occurs, the following events occur:

« The active supervisor blocks traffic on port 2, resulting in possible network segmentation, that is,
some nodes can become unreachable.

« The Link 2 status indicator on the active supervisor is off.

« Assoon as the fault occurs, for both Logix Designer application and RSLinx Classic software, the
Status field = Rapid Fault/Restore Cycles.

® | Msdule Properties Locabl) (1738 ENZTR .3) =y =]
Gormral | Cannecton | RitistWorm | Modus infa | Ftemet Prtocal | Port Configunaton, | Mefwork. | Timg Sy

adarr...

S Ruveg [ox Caresl Hep

Any of the following can cause a Rapid Ring Fault:

« 5intentional disconnections/reconnections of a node from the network within 30 seconds
+ A duplex mismatch between two connected devices

» Electromagnetic noise on the network

+ Unstable physical connections, such as intermittent connectors

Given the nature of a Rapid Ring Fault, the Last Active Node information can be inaccurate when a Rapid
Ring Fault condition is present

Multiple possible solutions exist.

« For the disconnections and reconnections
issue, no solution is required.

(lear the fault when you have reconnected the
device to the network permanently.

« Forthe duplex mismatch issue, reconfigure the
duplex parameters to make sure that they
match between the devices.

« For the electromagnetic noise issue,
determine where the noise exists and
eliminate it or use a protective shield in that
location.

« For the unstable connections issue, determine
where they exist on the network and correct
them.

« (Check the media counters for all devices on the
network. The device with the highest media
counter count is most likely causing the Rapid
Ring Fault.

« Remove devices from the network one by one.
When you see the Rapid Ring Fault disappear
after a device is removed, that device is
causing the fault.

«You can use Device Port Debugging Mode
functionality on the 1783-ETAP tap to analyze
a suspicious node.

« Finally, your Beacon Interval or Timeout
configuration can be inappropriate for your
network.

However, if you think you need to change
these values, we recommend that you call
Rockwell Automation technical support.

Once the fault is fixed, click Clear Fault.

Partial Fault
Condition

A partial network fault occurs when traffic is lost only in one direction on the network because a ring
;nﬁmber is not forwarding beacons in both directions for some reason, such as because of a component
ailure.

The active ring supervisor detects a partial fault by monitoring the loss of Beacon frames on one port and
the fault location appears in the Ring Fault section of the Network tab.

When a partial fault is detected, the active ring supervisor blocks traffic on one port. The ring is
segmented due to the partial fault condition. The nodes near the faulted part of the network are
displayed in the Ring Fault group with either IP addresses or MAC ID’s for each node displayed.

When this fault occurs the Network Status field = Partial Fault Condition.

Once the fault is corrected, it automatically clears, and the Network Status field returns to Normal.

Determine where the fault condition exists and
correct it.

Use Device Port Debugging Mode functionality,
also known as Port Mirroring, on a 1783-ETAP,
1783-ETAPTF, or 1783-ETAP2F tap to analyze a
suspicious node.
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Table 11 - Troubleshoot Specific Network Issues (Continued)

Issue Description Solution
Media Counter Errors | The Port Diagnostics tab on the Statistics dialog box displays the number of physical layer errors or Some example solutions include:
or Collisions collisions. o ) ) «  Check for a mismatch of speed and/or duplex
On a DLR network, itis not uncommon to see low levels of media counter errors. For example, if the between two linked nodes.
network breaks, a low level of media counter errors appear. With a low level of media counter errors, the .
value typically does not continuously increase and often clears. + Verify that all cables on the network are
) ) . . . securely connected to each device.
Ahigh level of media counter errors typically continues to increase and does not clear. For example, there o
is a mismatch of speed between two linked nodes, a high level of media counter errors appears, steadily | « Check for electromagnetic noise on the
increasing and not clearing. network. If you find it, eliminate it or use a
Complete the following tasks to access the Port Diagnostics tab. protective shield i that location.
Logix Designer application, version 21.00.00 or later.
1. Double-click the device in the 1/0 Configuration.
2. (lick the Port Configuration tab.
3. (lick the ellipsis in the Port Diagnostics column for the appropriate port or device.
[ * | Medule Propertie: Locsl ENITR (1783-ETAP 20) -=
e =
The following screen shows port diagnostic information, including Media Counter data.
—— =
RSLinx Classic software, version 3.51.00 or later.
1. Browse the network.
2. Right-click the device and choose Module Statistics.
[y Rt i ey - W - 13
| W Fle Gt tew Communcabom Staten DDEOFC Secusty Window Help
| & 2l =I5l slie| ¥
& T ] TG Bemsrg:roce 121681 104kt
e 85 ¥ 5 0
e B momall e il el | [ir——
3. (lick the Port Diagnostics tab to see port diagnostic information, including Media Counter data.
ARITHE-1SETRRLS 1701 TTARA Statietc i)
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Review the Configuration
and Status of the Device

Troubleshoot EtherNet/IP Issues in Devices for

Distributed 1/0

Topic

Page

Review the Configuration and Status of the Device

43

Review Ethernet Status

46

These troubleshooting steps are generalized for the 1769-AENTR but can be

followed for other adapters

The Diagnostic Overview web page presents a summary of the current

configuration and overall status of the device.

R
Automation

LR 1769-AENTR ociomrall

Expand Minimize

3 Home
m Dragnostics
B Diagnostic Overview
Notwerk Settings
Ethemnet Statistics
/0 Connections
D Configuration
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Diagnostic Overview ,_Network Settings “ Ethernet Statistics ™, /0 Connactions ™,

Ring Status
Network Topology Linear
Network Status Normal

Ring Supervisor

Beacon Interval 400
Beacon Timeout 1960
System

CPU Utilization 15%

Module Uptime

CIP C

Current CIP Mg Connections

q

CIF Msg Connection Limit 3z
Max Msg Connections Observed Q

Current CIP 1/O Connechions

TCP Connections
Active

Maximum Observed 3

0.0.0.0
00:00:00:00:00:00

18 days, 22h:12m:43s

CIF /0 Connection Limit 3z
Max If0 Connections Observed 4
Conn Opens 425
Open Errors 93
Conn Closes 1t
Close Errors a

Module Sattings

Switches 169

1769 Backplane Statistics

Backplane Status 0K

Scans Completed IN1011954
Maximem Scan time 2 msec
Average Scan Time 2 msec
HMI/MSG Unconnected

Sent Packet Count

Raceivad Packet Count 450

HMI/MSG Connected (Class 3)
Sent Packet Count 1]
Received Packet Count 1}

1/0 and Prod/Cons Packets Per Second

Total
Sent

Received 116
Rejected (1]
Capacity [Approxsmate) 10000
Actual Reserve (Approximate) L

Theoretical Reserve (Approximate) 9721
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1. Review the System Resource Utilization table to monitor your
CPU utilization.

System Resource Utilization

CPU utilization

15%

If the CPU
utilization rate is

Then

0...80%

No action is required.
Important: This is the optimal rate.

Greater than 80%

« Take steps to reduce your CPU utilization.
» Adjust your connection’s requested packet interval (RPI).

» Reduce the number of devices connected to your device.

Important: Your EtherNet/IP communication device can function at 100% CPU capacity, but
at or near this rate, you run the risk of CPU saturation and performance problems.

2. Review the CIP Connection Statistics (table to monitor CIP connection

usage.

CIP Connection Statistics

Current CIP Msg Connections 0

CIP Msy Cunmeclivn Limil S f

Max Msg Connections Observed 0
Current CIP IfO Connections 4 -
CIP I/O Connection Limit 32 -
Max IO Connections Observed 4

Conn Opens 425
Open Errors 92

Conn Closes 16

Close Errors 0

Cunn Tineuvuls 192

If the number of Current
CIP 1/0 Connections is this
percentage of the number

Then

of CIP 1/0 Connection
Limit
0...80% No action is required.
Important: This is the optimal rate.
Greater than 80% Take steps to reduce the number of active total CIP connections.

Important: Your EtherNet/IP communication device can function if the
number of active total CIP connections is greater than 80% of the maximum
total supported, but at or near this rate, you run the risk of performance
problems.

connection usage.

TCP Connections
Active
Maximum Observed

Maximum Supported

3. Review the TCP Connections (EtherNet/IP Port) table to monitor TCP

96

A
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If the number of Active Then
TCP connections is this
percentage of the number

of Maximum Supported
0...80% No action is required.
Important: This is the optimal rate.
Greater than 80% Take steps to reduce the number of active total TCP connections.

Important: Your EtherNet/IP communication device can function if the
number of active total TCP connections is greater than 80% of the maximum
total supported, but at or near this rate, you run the risk of performance
problems.

4. Review the HMI/MSG Connected (Class 3) table to monitor Class 3

messaging statistics.

HMI/MSG Connected (Class 3)

A

Sent Packet Count 0

Received Packet Count 0

If the number of Then

Sent Packets Count
is this percentage of
the device’s capacity
0...80% No action is required.
Important: This is the optimal rate.
Greater than 80% Take steps to reduce the number of Class 3 packets sent per second.

Important: Your EtherNet/IP communication device can function at the 100%
packets sent per second rate, but at or near this rate, you run the risk of
performance problems.

5. Review the I/O and Prod/Cons Packets Per Second (EtherNet/IP Port -
Class 1) table to monitor Class 1 messaging statistics.

I/0 and Prod/Cons Packets Per Second

Total 278

Sent 162 w————
Received 116

Rejected 0

If the number of Then

Sent is this
percentage of the
device’s capacity
0...80% No action is required.
Important: This is the optimal rate.
Greater than 80% Take steps to reduce the number of Class 1 packets sent per second.

Important: Your EtherNet/IP communication device can function at the 100%
packets sent per second rate, but at or near this rate, you run the risk of
performance problems.
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Review Ethernet Status

46

LRLELIE] 1769-AENTR
[ Eponi _inimze B

[3 Home

Diagnostics

[3 Diagnostic Overview
Network Settings
Ethernet Statistics
I/O Connections

Configuration

The Ethernet Statistics web page presents the current configuration of an
EtherNet/IP communication device and any errors that have occurred on the

device.

Diagnostic Overview N Network Settings \{ Ethernet Statistics \ 1/O Connections S

Ethernct Port 1
Interface State
Link Status
Media Spead
Duplex

Autonegotiate Status

Media Counters Port 1
Alignment Errors

FCS Errors

Single Collisions
Multiple Collisions

SQE Test Errors
Deferred Transmissions
Late Collisions
Excessive Collisions
MAC Transmit Errors
Carrier Sense Enurs
Frame Tono | ong

MAC Receive Errors

Interiace Counters

L e

Enabled
Active

100 Mbps

Full Duplex

Complete

EDDDUDDDDDCD

190n&1CTI0

Ethernct Port 2
Interface State
Link status
Madia Speed
Duplex

Autonegotiate Status

Media Counters Port 2
Alignment Errors

FCS EITOrs

Single Collisions
Multiple Collisions

SQE Test Errors
Deferred Transmissions
Late Collisions
Excessive Collisions
MAC Transmit Errors
Carrier Sense Enrors
Frame Too | ong

MAC Receive Errors
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Enabled
Inactive

100 Mbps

Full Duplex

In Progress
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1. Review the values in the Ethernet Port 1 table.

Ethernet Port 1

Interface State

Link Status
Media Speed

Duplex

Autonegotiate Status

Fnahled

Active

100 Mbps

Full Duplex

A A A A

Complete

If Is And you Then
Link Status Active Do not want to change the status No action is required
Inactive | Want to establish communication on the network | Reconfigure the device, or port, that is inactive.
Speed 100 or Do not want to change your port speed No action is required.
,1\/?[?0 Important: 100 Mbps is the default port speed.
ps
Want to reduce your port speed to 10 Mbps You must manually configure your device and reset your device.
10 Mbps | Want to increase your port speed to 100 Mbps Reset your device
Do not want to change your port speed No action is required.
Duplex Full Are sending large amounts of data No action is required.
Important: Full Duplex is the default port setting.
Full-duplex ports eliminate collisions because each device has separate channels for the
transmission and receipt of large amounts of data.
Half Are not sending large amounts of data No action is required.
Important: Delays due to collisions or switch traffic are usually negligible, but can become a
problem if you need to send a lot of data.
Are sending large amounts of data Change your device’s Duplex setting to Full.
Auton? otiate Speed Are using a fiber converter Change your device's Autonegotiate status to None.
Status S"d/lm Important: Fiber links do not support autonegotiation.
uplex
Are not using a fiber converter No action is required.
Important: Speed and/or Duplex is the default setting.
Autonegotation enables devices to select the best way to communicate without you having to
do any configuring. All devices with an Ethernet speed rating of 100 Mbps are required to
support autonegotiation.
None Are not using a fiber converter Change your device’s Autonegotiate status to Speed and/or Duplex.

(1) When you use an EtherNet/IP communication device with multiple ports, make sure you use the same Autonegotiate Status configuration for both ports.
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2. Review the values in the Media Counters Port 1 table.

Media Counters Port 1

Alignment Errors 0
FCS Errors o
Single Collisions 0
Multiple Collisions ]
SQE Test Errors 0
Deferred Transmissions 0
Late Collisions 0
Excessive Collisions 0
MAL |ransmit Errors U

Carrier Sense Errors

Frame Too Long

e o e

MAC Receive LCrrors

If

Then

Any media counters are greater than zero

You need to investigate further.

These errors are counted:
« Alignment

« FCS

« (arrier Sense

A duplex mismatch exists between your EtherNet/IP communication device and the switch port.

To clear the duplex mismatch:

1. Configure the EtherNet/IP communication device and the corresponding Ethernet switch port for a forced operation, not
autonegotiation.

2. Verify that the firmware revision of your Logix controller and switch or converter are identical.

3. Ifthe revisions are not identical, replace the controller, switch or converter so that they match.

Single Collisions or Multiple Collisions are greater than
zero

No action is required.

Important: If two stations attempt to transmit data simultaneously, the packets collide with each other. However, collisions
are not errors and do not indicate a network problem. The number of network collisions can vary greatly due to traffic
patterns or CPU utilization. Consequently, there is no set range of acceptable collisions for each outgoing packet. Collisions
are a normal aspect of Ethernet networking.

Late Collisions are greater than zero

1. Check to see if a network segment is too long.
2. Remove repeaters from between devices.

Excessive Collisions are greater than zero

(alculate your network’s typical rate of excessive collisions and decide whether the rate of packet loss affects your network’s
performance.

Important: Excessive collisions indicate that your network has become congested. For each collision after the sixteenth,
your network drops a packet.

MAC Transit Errors are greater than zero

No action is required.

Frame Too Long is greater than zero

Limit the size of your tags to < 500 bytes.
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Enabling the Adapter Web
Pages

Viewing the Web Pages

Troubleshoot EtherNet/IP Issues in PowerFlex
Drives

This chapter is based on the PowerFlex 755 Embedded EtherNet/IP Adapter, but
can be used as a guideline for other PowerFlex EtherNet/IP applications.

Topic Page
Enabling the Adapter Web Pages 49
Viewing the Web Pages 49
TCP/IP Configuration Web Page 51

After the adapter is configured and operating, you can view its web pages. They
present information about the adapter, the drive to which it is connected, and the
other DPI devices connected to the drive such as a HIM.

By default the adapter web pages are disabled. To enable the adapter web pages,
set Parameter 52 - [Web Enable] to ‘1’ (Enabled) and then reset the adapter for
the change to take effect.

On a computer with access to the EtherNet/IP network on which the
drive/adapter is installed, launch a web browser such as Microsoft Internet
Explorer, version 5.0 or later.

The computer can access the adapter web pages if it is connected to:
The same network as the drive/adapter.

A network with access to the drive/adapter’s network via a gateway device
(for example, a router).

In the Address box, type the IP address of the adapter.

Press Enter.

The adapter web Home Page (Figure 2) appears.

IMPORTANT  From the browser’s View menu, choose Refresh to always re-display
the adapter Home Page while viewing any of the adapter’s other web

pages.
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Figure 2 - Adapter Web Home Page Example

Cxpang T i2e
[ TCP/IP configurati
[ configure e-mail n
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T Launch my DriveE:
¥ Launch my DriveE:
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Rockwel
Automation

Drive Information
Revision
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EtherMNet /1P Embedded Communication
IP Address
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Serial Number

Communication Adapter Status

1/0 Connection Status
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0.256000 Elp kWHr
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00 :00:BC:B1:9C:4F
0x00000000
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No connection

Copyright © 2009 Rockwell Automation, Inc. All Rights Resenved.

© oment

Title Bar on Adapter Web Pages

The title bar appears on the adapter Home Page and all of the adapter’s other web

pages. The title bar consists of three elements as shown in Figure 2

Title Bar Element

Description

0 Allen-Bradley logo

This logo is a hyperlink. Click it to view the ab.com web Home Page.

0 Adapter Title

Shows the adapter type or user-configured title.

© Rockwell Automation logo

This logo is a hyperlink. Click it to view the Rockwell Automation web Home Page.
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TCP/IP Configuration Web
Page

The TCP/IP Configuration web page provides information about the adapter’s

Ethernet settings and network activities. To view this web page, click the “TCP/

IP configuration’ link (highlighted in Figure 3) in the navigation pane.

Figure 3 - Example of TCP/IP Configuration Web Page

Minimize

[ Home

A TCA/IP configurati 0002 AR
| . = Subnet Mask 0.0.0.0

& Browse devices Gateway Address 0.0.0.0

7 Online user manus BOOTP isabled

X Launch my DriveE:
W Launch my DriveE:

A Rockwell Automation - Microsodi Internet Dplorer

@ anan-Bradiey W ERT SRR

| TCP/TP Configuration

(5 Software tools We || Ethemet Address (MAC)

i P s
5 E-mall techical = Ethernet Received Packe 302
Ethemet Reéceive Errors [
Ethemet Transmitted Packets 83

Ethemet Transmlit Errors 0

Etherfet/IP Missed 1/O Packets 0

Rockwell
Automation

00:00:BC:B1:9C:4F

Copyright © 2009 Rockwell Automation, Inc. All Rights Reserved.

&0 ® roromt

Information Description

IP Address [P address of the adapter.

Subnet Mask Subnet mask for the adapters network.

Gateway Address Address for the gateway device on the adapter’ network.

BOOTP Shows status for BOOTPwhich may be used to configure the adapters network
information.

Ethernet Address (MAC) Hardware address for the adapter.

Ethernet Received Packets

Number of packets that the adapter has received.

Ethernet Receive Errors

Number of receive errors reported by the hardware.

Ethernet Transmitted Packets

Number of packets that the adapter has sent.

Ethernet Transmit Errors

Number of transmit errors reported by the hardware.

EtherNet/IP Missed I/0 Packets

Number of I/0 connection packets that the adapter did not receive.
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Notes:
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		SG		B1 Primary, B4		D5, D6		Selection Guide Colour		5		50		Presale / External

		SG		B2		D5, D6		Selection Guide B/W		5		50		Presale / External

		SP		A1, A2, A3, A4		NA		Sales Promotion NOTE: Service profiles are to be assigned the PP pub type.		5		100		Presale / Internal

		SR		B2, B3		D5, D6		Specification Rating Sheet		5		100		Presale / External

		TD		B2 Primary B3, B4, B5		D5, D6		Technical Data		5		50		Presale / External

		TG		B2, B3		D6		Troubleshooting Guide		1		5		Post / External

		UM		B2 Primary, B4		D6		User Manual B/W		1		5		Post / External

		WD		B3		D5		Wiring Diagrams / Dwgs		1		5		Post / Internal

		WP		B3 Primary, B5		D5		White Paper		5		50		Presale / External

		** Minimum order quantities on all JIT items are based on the publication length. **

		Publication length		Minimum Order Quantity

		77 or more pages		1 (no shrink wrap required)

		33 to 76 pages		25

		3 to 32 pages		50

		1 or 2 pages		100

		Pre-sale / Marketing		All paper in this category is White Brightness, 90% or better. Opacity 90% or better

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		A1		4 color		170 gsm  2pp		100# gloss cover, 100# gloss text

		A2		4 color		170 gsm  , folded, 4pp		100# gloss cover, 80# gloss text

		A3		4 color		Cover 170 gsm  with           Body 120 gsm, > 4pp		80# gloss cover, 80# gloss text

		A4		2 color		170gsm Silk – 120gsm Silk		80# gloss cover, 80# gloss text

		A5		2 color		170gsm Silk – 120gsm Silk		80# gloss cover, 80# matt sheet text

		A6		1 color		170gsm Silk – 120gsm Silk		80# gloss cover, 80# matt sheet text

		A7		4 color cover
2 color text
Selection Guide		Category being deleted		10 Point Cover C2S
50# matte sheet text

		A8		4 color cover		Category being deleted		50# matte sheet text, self cover

				2 color text

				Selection Guide

		A9		2 color		100gsm bond		50# matte sheet text, self cover

				Selection Guide

				Gray shading indicates Obsolete Print Catagories

		Post Sale / Technical Communication

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		B1		4 color cover		270gsm Gloss 100gsm bond		10 Point Cover C2S

				2 color text				50# matte sheet text

		B2		1 color		160gsm Colortech & 100gsm Bond		90# Cover
50# matte sheet text

		B3		1 color		100gsm bond		50# matte sheet text, self cover

		B4		2 color		160gsm Colortech & 100gsm Bond		90# Cover
50# matte sheet text

		B5		2 color		100gsm bond		50# matte sheet text, self cover

		Catalogs

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		C1		4 color cover		270gsm Gloss 90gsm silk		10 Point Cover C2S

				4 color text				45# Coated Sheet

		C2		4 color cover		270gsm Gloss 80gsm silk		10 Point Cover C2S

				2 color text				32#-33# Coated Sheet

		JIT / POD		All paper in this category is White Brightness, 82% or better.  Opacity 88% or better

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		D1		4 color		170gsm white silk		80# gloss cover, coated 2 sides

		D2		4 color		120gsm white silk		80# gloss text, coated 2 sides, self cover

		D3		4 color		Cover 170gsm  with           Body 120gsm		80# gloss cover, 80# gloss text coated 2 sides

		D4		1 color		160gsm tab		90# index

		D5		1 color		80gsm bond		20# bond, self cover

		D6		1 color		Cover 160gsm tab with Body 80gsm bond		90# index, 20# bond

		D7		2 color		160gsm tab		90# index

		D8		2 color		80gsm bond		20# bond, self cover

		D9		2 color		Cover 160gsm tab with Body 80gsm bond		90# index, 20# bond

		D10		Combination: 4 color cover, with 2 color body		Cover 160gsm with           Body 80gsm		90# index, 20# bond

				Gray shading indicates Obsolete Print Catagories

		Just In Time (JIT) or Off Set (OS)?

		Use these guidelines to determine if your publication should be JIT (just in time/print on demand) or if it would be more economical to print OS (offset/on a press). OS print jobs require an RFQ (Request For Quote) in US. If your job fits into the “Either” category, an RFQ is recommended, but not required. In the US, RA Strategic Sourcing will discourage or reject RFQs for jobs that fall within the JIT category. Guidelines differ for black & white and color printing, so be sure to check the correct tables.

		Black & White Printing

		Color Printing

		Color Printing





Print Spec Sheet

		JIT Printing Specifications				RA-QR005J-EN-P  -  6/14/2013

		Printing Specification		YOUR DATA HERE		Instructions																																				NO

		(required) Publication Number:		ENET-AT003B-EN=P		Sample: 2030-SP001B-EN-P																														11” x 17”				LOOSE -Loose Leaf		YES		Pre-sale / Marketing				TOP

		Use Legacy Number:				YES or NO																														8.5” x 11”				PERFECT - Perfect Bound				A1				LEFT

		Legacy Number if applicable:				Sample Legacy Number: 0160-5.33																														8.375” x 10.875				SADDLE - Saddle Stitch				A2				RIGHT				CORNER

		Publication Title:		Troubleshoot EtherNet/IP Networks Application Technique		Sample: ElectroGuard Selling Brief
80 character limit - must match DocMan Title																														8.25” x 11” (RA product profile std)				PLASTCOIL - Plastic Coil (Coil Bound)				A4				BOTTOM				SIDE

		Used in Manufacturing:		NO		YES or NO - If Yes, must have Part No. listed below																														8.25” x 10.875”				STAPLED1 -1 position				A3

		Part Number:				If SAP Part Number, be sure to enter PN- before the number																														7.385” x 9” (RSI Std)				STAPLED1B - bottom 1 position				A5

		(required) Category		D5		Select Print Category A,B,C or D from category list, on "Introduction_Category Types" tab																														6” x 4”				STAPLED2 - 2 positions				A6

		Paper Stock Color:		white		White is assumed.  For color options contact your vendor																														5.5” x 8.5” (half-size)				THERMAL - Thermal bound (Tape bound)				A7

		Ink Color:		black		One color assumes BLACK / 4 color assume CMYK / Indicate PMS number here																														4.75” x 7.75”				THERMALO - Thermal Bound (Tape bound - offline)				A8

		(required) Page Count of
Publication:		58		Total page count including cover. Enter PAGE count, not SHEET count																														4.75” x 7” (slightly smaller half-size)								A9

		(required) Finished Trim Size Width:		8.5” x 11”		This is sheet size, before folding																														4.25" x 5.50"								Post Sale / Technical Communication

		Fold:		None		Review key below. Leave blank if folded for saddle stitching																														4” x 6”								B1

		Finished Fold Size:				This is size after folding is completed																														3” x 5”								B2

		Binding/Stitching:		SADDLE - Saddle Stitch		Review key below																														9” x 12” (Folder)								B3						None

		Stitching Location:		SIDE		Blank, Corner or Side																														A4 (8 ¼” x 11 ¾”) (210 x 297 mm)								B4						Half or V or Single Fold

		Drill Hole (Yes/No):		YES		All drilled publications use the 5-hole standard, 5/16 inch-size hole and a minimum of ¼ inch from the inner page border.																														A5 (5.83” x 8.26”) (148 x 210 mm)								B5						C or Tri-Fold

		Number of Tabs Needed:				5 tab in stock at RR Donnelley																														36” x 24” Poster								Catalogs						DbleParll

		Number of Pages per Pad:				Average sheets of paper. 25, 50 75,100 Max																														24” x 36” Poster								C1						Sample

		Glue Location on Pad:				Glue location on pads																														18” x 24” Poster								C2						Short (must specify dimensions between folds in Comments)

		(required) Business Group:		Marketing Commercial		As entered in DocMan																																						JIT/POD						Z or Accordian Fold

		(required) Cost Center:		19134 - IA		If your Business Unit is Marketing Commercial, add the appropriate division name after 19134 using the chart on the right. 
All other Business Units: Enter only the number as in DocMan, no description. 
Example - 19021		19134 - Commerc        19134 - OEM 
19134 - Compone        19134 - Power C
19134 - Global             19134 - Process      
19134 - IA                     19134 - Service 
19134 - IMC                  19134 - Safety       
19134 - Industr             19134 - Softwar
19134 - Mkt Dig            19134 - US Marke																																				D1						Microfold or French Fold - designate no. of folds in Comments - intended for single sheet only to be put in box for manufacturing

		Comments:																																										D2						Double Gate

						Folds
Half, V, Single                 C or Tri




Dble Parll




Z or Accordian                       Microfold or French





Double Gate

 


Short Fold		Saddle-Stitch Items 
All page quantities must be divisible by 4.
Note: Stitching is implied for Saddle-Stitch -
no need to specify in Stitching Location.
80 pgs max. on 20# (text and cover)
76 pgs max. on 20# (text) and 24# (cover)
72 pgs max. on 24# (text and cover)

Perfect Bound Items
940 pgs max. w/cover (90# index unless indicated otherwise)
70 pgs. min. for spine without words
200 pgs min. for spine with words 

Plastcoil Bound Items
530 pgs max. of 20# (if adding cover deduct equivalent number of pages to equal cover thickness) (90# index unless indicated otherwise)

Tape Bound Items
250 pgs max. on 20# no cover
240 pgs max. w/cover (90# index unless indicated otherwise)																																				D3

																																												D4

																																												D5

																																												D6
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																																												D8

																																												D9
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