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0.Preface

0.1. About this Document

This manual describes the operation of domo IP radio MESH systems. The manual is
divided into three main sections.

B Getting started and basic operation

This section describes to users how to deploy and use a domo IP Radio MESH system with
its associated NETNode units in typical operational scenarios.

m Advanced operation

This section describes the operation of the system in more detail, concentrating particularly
on secondary functions such as importing mapping information and working with
configurations.

B Technical reference

This section provides technical specification and control protocol data and will be of interest
to those integrating the MESH system into larger systems.

0.2. Who Should Read this Book

This document is meant for anyone interested in how the system can best be used, but it is
of most benefit to:

B Operators, who are in charge of the daily operation of the systems and infrastructure.

0.3. Assumed Knowledge

Throughout this book it is assumed that the reader has a thorough knowledge of:
B Web Navigation and Browsers

B TCP/IP Network configuration
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0.4. Typographic Conventions

This document uses these typographic conventions to identify text that has a special
meaning:

TEXT in small capitals represents a ESC, F1, SHIFT
specific key press on the console
keyboard or hardware panel.

The + sigh means “hold down the first Press CTRL+C to abort
key while pressing the second key”.

<Text> Serves as a placeholder for Use the filename
variable text that you will replace as <systemname>.sys for...
appropriate to its context.

Text in bold emphasises a new word or | We call this a protocol
term of significance. and its function is...

[-a] Text in these brackets indicates an Ls [-a]
optional component that can be left out.

NN This indicates a value entered on a 45 on the numeric
numeric keypad. keypad

Successive menu selections are Insert—picture—from
shown using arrows to indicate a sub- file

menu. In this example this would mean:

Select the Insert menu, then select
picture, then select from file.

0.5. Symbols

This document uses these symbols to highlight important information:

WARNING: A written notice given to a reader when a situation might result in personal
injury or loss of life.

CAUTION: A written notice given when a situation might result in damage to or destruction
of equipment or systems.

NOTE: A written notice given to draw the reader’s attention to something or to supply
additional information.
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0.6. Trademarks

All trademarks or registered trademarks that appear in this document are the property of
their respective owners.

0.7. Related Documents

You may also need to read:

None

0.8. Document History
This document was written and produced by Cobham Technical Communications Team.

This is a change controlled document. Each main page of this document displays a file name
at the bottom left corner of the page. This is followed by a release number (‘V1.0’ is the
original). The revision date is also indicated in the table below.

Changes to any page will raise the revision status of the whole document.

V1.4 2009-12-18 | NMcS / RC | New format

NETNode-V1.5.doc iii DS000034 Unclassified



Contents

0. Pref@Ce .. |
0.1.  ADbOut this DOCUMENL ......uiiiiiiiiiie e e e e e s e s e e s rra e s e nrae e s nrnanans i
0.2.  Who Should Read this BOOK.........cciiiiiiiiiiiiiiiiii i ern e ser s era e i
0.3. AsSUMEd KNOWIEAGE....cuuuuiiieieniieeeieet e e e e eeen s e e e reese s e e s rree e e e e rn e e s e eer e eeneees i
0.4.  TypographiC CONVENTIONS .....ccuurueierreenaseereernns e s eeeeenaeeaerernseesernnaseeeernnnnsenerees ii
O T Y/ 41T PP i
0.6, Trademarks .......oiiiuiiiiiii i e iii
0.7. Related DOCUMENLS ... iivuuiiiii it e i e e e e e e e s e eaa e iii
0.8. (D0 T B 0T L ol 13 (o] iii

(@0 0] 1= £ PPN iv

3 PR N o Yo [T o o) 1-1
1.1 MESH ApPliCatioNS . ... iiiiiii i 1-1
1.2, dOmO MESH FEALUIES. ... .cccvvuiiiieiieiriee s e s erre s rr s s s rrn s s e rn s e ena e e rnn e s ennnnaes 1-2

2. Warranty and SUPPOIt ....c.iiuiiiiieir e 2-3
B R V= T = 1A 0 < T 2-3

3. Safety, Compliance and Approvals..........cceeveiriiiiininieninscennceeneeens 3-4
3.1.  Safe Operating ProCEAUIES ........uu i e e e e 3-4
3.2.  EMC/ Safety and Radio APProvals ..........oooeeeumeiiiiiiimmeiin e eee e 3-4
29G4 = 5 (] o PP 3-4

4. Getting Started and Basic Operation.......c..cccoovviviiiiiiiieniceneenns 4-5
4.1.  Which Model dO T HaVE? ......ciieeiiiirei e er e err e ee s e nn e rnn s enn e 4-5
4.2. o 0T T L O o 1 PP 4-6
4.3. Phase 2 ProdUCES.......covuuiiiiii i er e e s s er s rr s rr e e ernas 4-7

4.3.1.  Plain BOX Vari@nt .......cocuuiiiiriiniiiiieernnns s s srn s s s s s s s s rrn e eennns 4-7
4.3.2.  RODUSE PrOUCE.....cccvuiiiiii e s s s e e e e e e enas 4-8
4.4, Basic Operating PrinCiPIES ... cuuviiuiiiiiiiiie st e 4-9
4.5.  Getting Started on the Bench (Phase 1 Unit)........covueiniiiimmii e, 4-12
4.5.1. Cables and CONNECLIONS ......cvvuiiirrieiirrie s errss e rrns s e e e e s rre s rrnaeaees 4-12
4.6. Procedure for Establishing Connection to @ Node........cccevvvivviiiiiiiniienieneinnnnens 4-13
4.7.  Web-browser Username and PassWOrd.........c.ceviereiirirninsiesinseennssssnseesnnsseenns 4-14
4.8. Integrated Video Encoding AVI option fitted (Composite Input).....c.ccovevvunreenn. 4-17
4.9. DO 0= PP 4-18
e TR i 1= o T PSP 4-19
4.11. Video and Audio Input (if Option is Present) .......cccovvvviriieiinieiinieein e neeenns 4-19
e Y o1 (= o = TSP 4-20
4.13. Deploying the SYstem ......c.ciiiiiiiiiii 4-22
4.13.1. Installation NOLES ....ccvuiiiriiiie e 4-22
4.13.2. Fixed position AppliCations .......ccoivuiiiiiiiii e 4-22

4.13.3. Vehicle AppliCatioNS .......oiuiiiiiiii 4-22



5.

6.

7.

4.13.4. Diversity and Antenna POSItioNING ......covvevviiiiiiiiniii e 4-22

4.14. Battery / DC Power Considerations........c.cueviiuiiieuiiiiiiiin e e s een s e e 4-23
4.15. NETNode SpeCifiCation ......cvuviiruiiiiiiiiieiriie i e e e e e e e eaas 4-24
NOrMaAl PrOoCEAUIES ....iiiiiiiiiiiiiir i s e s s s raans 4-26
5.1.  Connecting Up the NETNOGE ........oiiiimmeniiieeeiiee e e eee e e 4-26
5.1.1.  Connecting the ANtENNAS ........coiiiiiiiii e eeees 4-26
5.1.2. Connecting to AC SUPPIY ceuiiuiiiiiiiiei i e ea e 4-26
5.1.3.  Connection to DC Supply — Mesh Phase 1 & Phase 2 Robust Unit.............. 4-26
5.2.  Starting Up and Shutting Down the NETNOAES........ccovuiiirimerninrieieniee e, 4-27
5.2.1.  Starting up the NETNOES ......ivvuiiiiiiiiiiiin s ea e 4-27
5.2.2.  Shutting Down the NETNOGES........cceuuiiiiimmeniinireeeenee e eeeee e eeenn e eeeees 4-27
5.3.  Connecting an IP Device to @ NETNOE .......cccvuviiriiiiiiiiiiiiiin e eein e e 4-27
5.4.  Connecting a Second IP Device to @ NETNOE .......cccvviieiiiiniiiiniiiiniinneeenens 4-28
5.5. Viewing a Network Camera .....ccuuiiiieieeeiiieeieees e eees e e eee e s e e e e e e e ennnns 4-29
5.6.  Connecting a Composite Camera to @ NETNOdE .......covveviiiiriiieninieenenneenneens 4-30
Configuring a NETNode for the first time......c..ccceevviiiiiiiinnnes 4-31
6.1.1.  Connecting the NETNode to your Computer using Serial (RS232) ............. 4-31
6.1.2.  Starting the Control SOftware ..........ooiiiiiiiii e 4-32
6.1.3.  Configuring the IP AdAreSS......cccovruiiiriieiiein e e e er e e e ennnas 4-32
6.1.4.  ADOUL IP QddrESSES. .cuuuiiiuiiiriiii ittt e et e e e s rr s e r s e e s e e ees 4-33
6.1.5.  Connecting the NETNode to your Computer using IP ..........cccccvuinreeeennnn. 4-34
6.1.6.  Starting the Web BrOWSEr .......cocceerueiiiiieiiineeeereees e eee e e e e e 4-35
6.1.7.  About Enable CheCk BOX .....ccvueiiiiiiiiiiiiii i ees s rr s er s eeae e 4-37
6.1.8.  ADOUL FrEQUENCY ...evveeieeieee e e eeee e e e e eees e e e e e e e e e e e e e s e e e e e e e e nnnnns 4-37
6.1.9.  About Channel Bandwidth ..........cceiiiiiiiiiii e 4-37
6.1.10. ADOUE MESH ID eueiiii it 4-37
6.1.11. ADOUL NOAE ID ... e e e e e e e e e e e e e e annaas 4-37
Advanced ProCedUIES ......ciiuiviiiiiiiei i re e 4-38
7.1.  Status Tab — Overview Pane.........ccciiiiiiiiniiii 4-38
2% 0 T (o Ta L= 1 TP PPPPPTPTR 4-38
7.1.2. UNIENGME coeeiiiiii e rr e e e e e e e s e e r s s ra s s rrn s e ren e s rrnnenes 4-38
7.1.3. TP AAAIESS ..euuieeiiiiere s eetie s eere s e rrr e e s s e e s s e e e arr e 4-38
7.1.4.  Battery VOItage ...ccuovvuiiiii it e 4-38
7.1.5. Show Details CheCK BOX .....iccvuiiiirriiiirrissirrnissesisseessssesanssrsanssrssnsssesnanes 4-39
7.1.6.  Signal QUality ..c.iiuniiiiii 4-39
728 2 | N 4-39
7018, LeVEL A i 4-39
2 R T == I - T OO 4-39
7.1.10. S 2 = 3 4-39
7.2.  Status Tab — SPectra Pane .......cicuiiiiiiiiiiiiii it 4-40
7.2.1.  About the Spectra DiSplays......ccciceiiiriiiiiiiiiiiii e e 4-40
7.2.2.  INEEIErENCE .. it e 4-40
7.3. Status Tab — Maps Pane......ccccuiiiiiiiiiiiiii ittt ea e re s a e 4-41
/2% T R 3 T [ (o 0 = 10 u (] £ PP 4-41
7.3.2.  Node Information ......ccccciiiiiiiiiiii e 4-41

/28 70 TR €1 2/ 0 a1 (0] 1 4= 1[0 ) o [ 4-41



7.3.4.  Show Details CheCk BOX ...iuviiiiiiiiiiiiniiieiisiisiesinrsssssesssnrsnesssssnrsssnsensens 4-42

7.3.5. NetWork DiSPIay ...cucieuiiiiiiiiiiii e e 4-42
7.3.6.  Map DiSPlay ...ccuiiiiiiiiii e 4-43
7.3.7.  Manual Placement ........coiiiiiiiiiiii e 4-43
7.3.8.  GPS Placement....ccciiiuiiiiiiiiiii e e 4-44
7.3.9. Upload Map Data.....ccceiiuiiiiiiiiiiiin i s e 4-44
7.4, Global SEttings Tab ....cceuuiiiiiieiii e e e e e 4-46
7.4. 1. UNIENGME et s e 4-46
2 B O] 011 g0 1 D= | = 2o ] o v 4-46
7.4.3.  AUXIliary AdAreSs .....ccuiiiiiiiiiiiie i e 4-47
7.4.4.  Relay ONIY couuiiiiii i e 4-47
7.4.5.  SPEEA UNILS .u.iiriiiiiiii ittt e e 4-47
7.4.6.  DHCP ENAbIC....iiiiiiiiiee ettt e 4-48
W A Vo [a ] £SO PPPPPTPTR 4-48
7.4.8. NEWOrK MasK ....ccvuiiiiiiiiiiiiiiiii e e s aa s 4-48
7.4.9. GAlEWAY cruii it 4-48
7.4.10. Update All NOAES.....ciiuiiiiiii i e e e 4-48
7.4.11. Format File Systeml... ..c.oiiuiiiii e 4-49
7.4.12, RESLOre DEfAUILS... .ovuuieeiiiieiie e e e e e aaa s 4-50
7.4.13. Change PassWOrd... ....ciiuiiiiiiiii it e e ea e 4-50
7.5.  Configuration Tab — Transmitter Pane .........ccuueiiiiiimeiii e 4-51
7.5.1.  Enable CheCk BOX.....ccoiiuiiiiiiiiiiiiie i s en s e r e 4-51
0 T N =T U1 o oy PP 4-51
7.5.3. Channel Bandwidth........cccccoiiiiiiii e 4-51
7.5.4.  Output Level High and Output Level LOW.......ccoovvriiiiiiiiiiiiiinenn e, 4-52
7.5.5.  Output Level SEleCt ......c.oiiiiiiiiiiiiii 4-52
7.6.  Configuration Tab — MeSh Pan€ .......ccueviiiiiiiiiiniiiiirin s eerne e erns e erre e een e e 4-52
7.6.1.  MESH ID. ittt 4-52
2 ST \ o Ta L= | TP PPPPTPTR 4-52
2 G T £ o] Y7 o [P 4-52
7.7.  Configuration Tab — Streamer Pane€.........cueviiieiiieiniiiiinni e eers s ersn s e ees 4-52
2 T Yo T o= 1 = T 4-53
7.7.2.  Destination Mask ........ccocuiiiiiiiiiiii 4-54
7.7.3.  MUItiCast AAIreSss .....c.ciiuniiiiiiiiii e 4-54
A A T Y - o Y [ | = 4-54
7.7, 5. PO i e 4-55
7.7.6.  SEIVICE NAME . cuuiiii it s e raa s 4-55
7.8. Configuration Tab — Data/IP Pan€.......c.ceiiveriiiiiiiiiiiiie et en s ena s e 4-55
7.8.1.  Data MOAE .....icuiiiiiiiiii i e 4-55
7.8.2.  Baud Rate.....iicuiiiiiiiiiii e 4-55
7.8.3.  PaIY ciiiii i 4-56
7.8.4. IP Port and IP AddreSS......iioiiiiiiiiiiiii i e e e 4-56
7.8.5.  GPS SOUIMCE e ittt ittt e 4-56
7.8.6.  IP Data Scrambling.......cuoiiiiiiiiiiiiie i e 4-57
7.8.7. SCrambling KEY ...cuuiiiuiiiiiiiiiiii i e 4-57
7.9. g} 0] g g = o] o TN =T o TS 4-58
7.10.  ENCOAEr Tab ..cvuiiiiiiiiii it e 4-59
7.10.1. ENCOder PreSet. ... .o e 4-59
7.10.2. LY/ 1Yo T X oY <N 4-59
7.10.3. AUdIO ENADIE.... i 4-59

7.10.4. SCrambIiNG.ccu. i 4-59



7.10.5. SCrambling KY ...cvuiiiiiiiiiiiic i 4-60

8. Streaming Video over IP ......ccuviiiiiiiiii e 8-61
8.1. (1T ST r= 1 I 101 T 8-61
8.2. NS 1= 11 N 8-61
8.3.  Configuration of the Streamer .........coereiiiiiiieei e 8-61
8.3.1.  SOUICE MASK .ivuiiriiiiiiiiiiiii it is s i s s s s s a s e a s s e s aareans 8-61
8.3.2.  Destination MasK ......ciiuiiiiiiiiriiiiiii i e 8-61
8.3.3.  MUILICASt AAIESS ..euiiuiiiiiiiiiiiir i s a e a e e a e aas 8-61
8.3.4.  SAP AdAIESS...cuiitiiiiiii ittt 8-62
8.3.5.  Stream POrt NUMDEN ..u.iviii it e e e e e e e e e e aes 8-62
S 0 TN S T Y <1 V] ol N\ = | 1 T 8-62
8.4.  Configuration Tab — Streamer Pane€.........cueiviiriiieiiiiiieni e enns e errn s eene e 8-62
S o U ol = T 8-62
8.4.2.  Destination MasK .......ciiiiiiiiiiiiiiiiiir s 8-63
8.4.3.  MUILICASE AQAIESS ..vuiiuiieiii i e e e e e e e aes 8-64
8.4.4.  SAP AdAIESS. .. .uiiriiiiiiiiiiiiii i 8-64
S 38 T o o 8-64
8.4.6.  SEIVICE NAME . iu it ittt et a e e ans 8-64
9. Configuring your NETNode for GPS........cccooeviiiiiiiiiie e 9-65
9.1. General INformation ... e e 9-65
9.2.  Connecting the GPS unit to the NETNOdE ........cccveeeuiiiriiire e 9-66
9.3.  8-Way Garmin Plug (female) Pin OUL.......ccouueiiiiiiiiie e 9-67
9.4. 15-Way High Density D-Type Plug (male) Pin OUt .........ccovmiiiiimmiiiie e, 9-68
10.  SOftWare DECOAEN .....cuiviiiieiiiiiiir e aas 10-69
10.1.  General INformation ..iiuiiiiiiiiiiiiiiiiri s e s s s ra s ra s rasaareanens 10-69
10.2. Decoding Multicast Streams.........ovieiiiiiiiiiiiiir i 10-70
10.3. Encrypted SEreams ......coiiiiiiiiiiii e 10-72
10.4. Main Decoder WINAOW ...cuuiieiieiiiiiiiisiiiississes s ssssssssssssssssssssssssessssssssens 10-73
10.4.1. 2T ol0] o I (o TN 1R 10-74
10.4.2. = g T= 0] (== 1 [ [T 10-75
10.4.3. ClOSE WINAOW ... iviiiiiieietireir e s rrs s v e e s ra s ea s e ea s e s e ra s e raeaneraenns 10-75
10.5. Decoding Locally Stored Files ........ccoiivuiiiiiiiiiiiii e 10-75
10.6. Miscellaneous Application OPtioNS.......c.viiuiiiiiiiiiein e e 10-76
11, Fault FINAING ..cvviieic i 11-77
) I = B I 1 g o [ o= | (o 12-78
12.1. NETNode Phase 1 UNit.....ccicoiieiiiiiiiiiiiiiiisiiisiiss s sssssssnsssnssnssssssnsssseanens 12-78
12.1.1. o] o I = T 12-78
12.1.2. 270 w03 0 1 1= [ 12-78
12.2. NETNode Phase 2 RObUSt UNit.....c.cuiiiiiiiiiiiiiiiiiiiiiiiiiiinsissss s ss e s essnnsea e 12-78
12.3. NETNode Phase 2 Plain BoX UNit.....cccviieiiriiiiiiiiiiiiiisiissinsssss s sesssssesnens 12-79

13.  Connector Pin Outs (Phase 1).....cccoviviiiiiiiiiiiinicnc e, 13-80

13.1. POWER — 2-way Female Amphenol Male Size 10........cccovvvviiiiiiiiniiiiiiiiniinns 13-80



13.2. CTRL / DATA 19-way Female Amphenol Size 14.........ccceiiviiiiiiiiniiiinennciens 13-80

13.3. IP 4-way Female Amphenol Size 08.........ccoiiiiiiiiiiiiiii e 13-80
13.4. AV 10-way Female Amphenol Size 12.......cccociiiiiiiiiiiiinin e 13-81
14. Connector Pin Outs (Phase 2 Plain BoX) .....ccccvveevieniennnennnnen. 14-82
14.1. AV - 4-pin 0B LEMO Socket (TX and RX)......uoiiriiieuniiiieeeiniieceeeeee e eeeee e 14-82
14.2. Data - 3-pin 0B LEMO SOCKEL.......ccueruiiiiiieeiee e e eeen e rre e 14-82
14.3. Aux 15-way Female High Density D-TYPE ....ccviiriiiiiiiiniiiiiniiin s enn e 14-83
L S o L - 1 Vo 14-83
14.5. A/V Input - 5-pin 0B LEMO socket (Only with A/V option) ........cceeeeirveeennnnnn. 14-83
14.6. T/B - 5-pin OB LEMO socket (Not yet supported)........ccoevrvviiiiiiiiniiiiieniniinnns 14-84
N 2l o 15 < o] =t 14-84
15. Phase 2 Robust Unit ..., 15-85
15.1. Power Amphenol 38999 Series 3 11-98 6 way chassis plug ..........cceeeevvinnnnns 15-85
15.2. Camera Connector Amphenol 38999 Series 3 15-19 19 way chassis socket.... 15-85
15.3. Misc Connector Amphenol 38999 Series 3 13-35 22 way chassis socket ........ 15-86
15.4.  RF CONNECLOIS. . .ccuiiiriieiiiiser s s e s s s e s s s era s e s s ra s s rn s e rn s s e s ennsannnnns 15-86
16. Control Protocols.........ccvivimiiiiiiiiin i 16-87
17. Default Configurations .......cccoeeuiviiiiiiiiiiiiei e 17-88
17.1.  Default IP AdAreSS......uuiiiiiiiiiiis et rr e a s 17-88

17.2.  Default SUDNEE MaASK.....iviiiiiriiiiririeriiiieesessessesessssnsessssnsessesssenressesrensens 17-88



Cobham Surveillance domo has been supplying point to point high data rate digital video
links for many years to security users. These links exhibit exceptional performance, enabling
users to reliably exchange video data in extreme RF environments such as mobile and urban.
More recently domo has seen an increasing requirement to use the rugged transmission
capabilities of COFDM to carry general purpose IP traffic.

There is now also a growing demand from domo customers to incorporate bi-directional
capability in its solution, and also a MESH capability.

The traditional two frequency approach (Frequency Division Duplex or FDD) to enable bi-
directionality is not convenient or appropriate in many applications; the use of separate
frequencies makes frequency management difficult. Also FDD adds complexity, cost and
weight with additional antennas, amps and circuitry.

The solution to this problem is a single frequency approach (Time Division Duplex or TDD)
where all communicating nodes share the same frequency. This simplifies frequency
management and circuitry implementation.

1.1. MESH Applications

Mini and Micro UAV communications.

Radios to connect surveillance team vehicles.
Special Forces data radios.

Military vehicle radios.

True real time surveillance / pursuit where an ad-hoc network is used relay imagery in a
fluid environment. This would apply equally to manned surveillance as to vehicle pursuit.

Next generation Unmanned Ground Vehicles (UGVs) where vehicles operate co-
operatively.

FIST battlefield communication applications.
Perimeter security applications.

Each MESH NETNode has two Ethernet interfaces to allow flexibility of connection. This, in
conjunction with the radio link, provides the same functionality as a switched Ethernet hub.

The radio technology is based on the fundamentals of the acclaimed domo Solo4 rugged,
robust and reliable transmission system giving an extremely secure and easily deployable bi-
directional communication system.

AES BCRYPT1 encryption/decryption (AES128 & 256) is also supported on both forward and
reverse paths of the MESH system. AES support is an optional software feature and may
require an export license.



1.2. domo MESH Features

m Single frequency IP MESH Network
B Reduces antennas, amplifiers, filters in a bi-directional unit

B No central Node (genuine Mesh)
B No single point of failure
B Makes a very adaptable

B Rapid connection and disconnection

B Nodes are able to connect into the network within 2 seconds without user
intervention

® 8 Nodes Maximum
m 8 nodes provides a good balance between capacity and latency

m Very rugged RF link
B Proven to be 5 to 10 times better than Wi-Fi per link

IMPORTANT NOTE:

The MESH IP Radio product range has been specifically designed for government security
and law enforcement users, the equipment will tune across frequencies that are only
available to licensed government users. Non-government users should employ the
equipment restricted to the license exempt bands only typically 1.389 to 1.399GHz, 2.400 to
2.483GHz and 5.725 to 5.875GHz.
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2.1. Warranty Cover

domo offers a 12 month standard product warranty. During this period, should the
customer encounter a fault with the equipment we recommend the following course of
action:

Check the support section of the website for information on that product and any
software/firmware upgrades. If fault persists;

Call our support line and report the fault. If fault persists and you are informed to return
the product please obtain an RMA number from the domo support department, and ship
the equipment with the RMA number displayed and a description of the fault. Please
email the support section the airway bill/consignment number for tracking purposes.

If you have extended warranty provisions then domo will send an immediate advance
replacement to you. Under most circumstances this must be returned once the fault
item is repaired.

Depending on the nature of the fault domo endeavour to repair the equipment and return it
to the customer within 14 days of the item arriving at our workshops.

Obviously it is impossible to cater for all types of faults and to manage 100% replacement
part availability, and delays are sometimes inevitable. This is why domo recommends that
its customers take out an extended warranty (which includes advanced replacement of faulty
items), and/or hold a basic level of spare parts, which can be held by domo on the
customer’s behalf.

Please contact domo for details of packages that can be tailored to meet your individual
needs, whether they are service availability, technical training, local geographic support or
dedicated spares holdings.
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3.Safety, Compliance and Approvals

3.1. Safe Operating Procedures

Ensure that the power supply arrangements are adequate to meet the stated
requirements of each MESH NETNode enclosure.

Operate within the environmental limits specified for the product.
Do not subject the indoor equipment to splashing or dripping liquids.

Only authorized, trained personnel should open the product. There are no functions that
required the User to gain access to the interior of the product.

3.2. EMC / Safety and Radio Approvals

The equipment has been designed to meet and has been tested against the following
harmonized EMC and safety standards:

EN 301 489-1 & EN 301 489-5

EN 61000-3-2:2000

EN 61000-3-3:1995

EN 55022:1998, Class B for Weatherproof Units
EN 55022:1998, Class A for Plain box Units
EN 61000-4-2:1995

EN 61000-4-3:1996

EN 61000-4-4:1995

EN 61000-4-5:1995

EN 61000-4-6:1996

EN 61000-4-11:1994

EN 60950:2000

3.3. CE marking

The CE mark is affixed to all SOLO4 and SOLO2 products, and the CE Declaration of
Conformity, as well as the technical file is available on request.
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4.Getting Started and Basic Operation

4.1. Which Model do I Have?

Each unit in the domo product range is marked with two panels.
B Product Code Panel. Give product code and manufacturers information.
B CE and Serial Number Panel. Gives CE mark and product serial number.

domo
NETNodelW-217250
Made in the UK

Mesh systems are available in 3 different product enclosures. These enclosures are targeted
to different user applications.

Phase 1 units are sold in waterproof milled aluminium boxes suitable for outdoor mounting.

Phase 2 units supersede the Phase 1 units. These are made in two variants; a plain box
variant and a waterproof robust box variant. The plain box variant uses standard cable and
connectors where possible. The robust variant is a milled aluminium enclosure and uses
Amphenol connectors and bespoke Amphenol cables. These bespoke cables are supplied
with the unit.
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4.2. Phase 1 Unit

The domo product code can be referenced in the table below.

Product Code

NETNode1W-217250
(2.17 to 2.50GHz)

NETNode1W-550600
(5.5 to 6.0GHz)

NETNode-AVI-UP

Product

1W RF output
MESH link
(1 node)

1W RF output
MESH link
(1 node)

Audio/Video Input
option

Fitted inside the
NETNode

Accompanying items
Cables:

1-off Control 2m (CA288)
1-off DC Power 5m (CA285)
1-off Ethernet 5m (CA284)

CD with operating software and
manual

Cables:

1-off Control 2m (CA288)
1-off DC Power 5m (CA285)
1-off Ethernet 5m (CA284)

CD with operating software and
manual

Cables:
1-off A/V cable 2m (CA286)

Note: Antennas are not included with this product.




4.3. Phase 2 Products

4.3.1. Plain Box Variant

The domo product code can be referenced in the table below.

Product Code Product Accompanying items
NETNode-P-217250 1W RF output Cables:
(2.17 to 2.50GHz) MESH link 1-off Control 2m (CA0001)

(1 node) 1-off DC Power brick (CA0023)

1-off Auxiliary cable(CA0474)

NETNode-AVI-UP2 Audio/Video Input Cables:

option for Phase 2.1 ¢ v/ cable 2m (CA0122)
Fitted inside the
NETNode

Note: Antennas are not included with this product.
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4.3.2. Robust Product

POWER / [P CTRL 7 DATA

The domo product code can be referenced in the table below.

Product Code Product Accompanying items

NETNode-R-217250 1W RF output Cables:

(2.17 to 2.50GHz) MESH link 1-off Control/Data 2m (CA406)
(1 node) 1-off DC/Ethernet 5m (CA403)

NETNode-AVI-UP2 Audio/Video Input Cables:

option for Phase 2

Fitted inside the
NETNode

1-off A/V cable 2m (CA0477)

Note: Antennas are not included with this product.
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4.4. Basic Operating Principles

As an example a basic system is illustrated with two IP cameras contributing into a Private
LAN using the MESH system. Each MESH NETNode behaves as a switched hub providing two
physical Ethernet ports, and a connection onto the mesh radio link.

// <\>>
? <= == == =

IP PTZ IP PTZ Camera
Camera
\ /

N/

$

Private
LAN

E H T

All NETNode units are connected to each other as a wireless IP network. The Mesh system
arbitrates which node transmits at any given time avoiding any conflict.

The nodes are able to seamlessly connect into the network without user intervention. The

only key parameters that need to be preloaded into the units are the encryption keys and
the frequency.
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Mesh could also be used to quickly deploy a multiple node surveillance system around an
area of interest. The NETNode units could be used to contribute Video or IP data such as
stills photography or sensor data.
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The NETNode can accept video from a standard composite (PAL/NTSC) camera or an IP
camera can be connected through the MESH Network. To connect a standard composite
video signal into a MESH NETNode the NETNode-AVI-UP option must be fitted into the
NETNode.

The MESH is able to support 3 or 4 full quality video links through the one frequency — if 3
nodes were to contribute video simultaneously then the bit-rate for each link would have to
be adjusted to roughly 700kbps per video service. Full frame rate video can be supported at
700kbps but at reduced resolution — typically V2 resolution or SIF resolution would be
selected. Higher resolutions could also be supported — even up to full resolution but typically
not at full frame rate.

A 4 or 5 Node Mesh network can have up to 3Mbps of data capacity available for
transmission of information between the Nodes IF every Node can see every other Node and
the link quality between all the nodes is good. Note that if information needs to be
transmitted through a chain of Nodes or if the link quality is not good then the useful
information rate available in the Mesh reduces.
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The MESH can also be used to facilitate range extension. Nodes can communicate through a
chain.

In this example the MESH system is used to provide a video link back through a chain to a
command vehicle. Using VOIP all the operatives could also be listening and communicating
over the network.
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4.5. Getting Started on the Bench (Phase 1 Unit)

4.5.1. Cables and Connections

This section describes how to connect the following domo model numbers.
NETNodeIP1W-217250 (2.17 to 2.50GHz)
NETNode-AVI-UP (option)

The pictures below show the Phasel domo NETNode product.

A domo MESH Phase 1 NETNode and a Phase 2 Plain box NETNode is supplied with the
following cables:

IP via Ethernet x 1

Control 2m x1

DC Power 5m x1

AV 2m x1 (if the NET-AVI-UP option is ordered)



A domo MESH Phase 2 Weatherproof NETNode is supplied with the following cables:
IP via Ethernet x 1 and DC Power is combined Part Number CA0403
Control 2m x1 Part Number CA0406
AV 2m x1 (if the NET-AVI-UP2R option is ordered) Part Number CAQ477

A domo MESH Phase 2 Plain NETNode is supplied with the following cables:

Standard 12V Power Block Part Number CA0023
Control cable 2m x1 Part Number CA0001
Special Control / Data Cable Part number CA0474

AV 2m x1 (if the NET-AVI-UP2P option is ordered) Part Number CAQ122

Before deploying domo MESH NETNode units in the field it is strongly advised to test the
products in a bench environment in order to gain familiarity with the product.

BEFORE SWITCHING ON THE UNIT PLEASE NOTE:
The DC power supply must be set to 12.5V and assume up to 2.5A of current draw.

4.6. Procedure for Establishing Connection to a Node

Once a user has connected to a unit and established a NETNode on their network operating
the system is easy.

The procedure to establish communication with a node varies depending on whether the
User wishes to connect the MESH to a network running DHCP or whether the user wishes to
run with static IP addresses.

The user must start by testing one MESH node at a time connected to the Users Network.
This example assumes that the User network supports DHCP. Connect a Windows PC to the
DUO CTRL/DATA port using the CRTL/DATA cable (CA288 (Phasel) or CA0406 (Phase 2
Robust)). On a Phase2 Plain box Mesh connect the PC to the AUX port using the CA0474
cable. Run the MESH PC Control application. This application will identify the IP address of
any mesh nodes on the Network. Tick the Ethernet Radio box and read the IP addresses.

If the User’s Network does not support DHCP then a PC running the MESH PC control
application must be connected using the CA288 cable to connect from the RS232 port on the
PC to the Control port on the MESH node. The RS232 control 9-way D-type must be used.

Fit the two antennas onto the two TNC connectors prior to powering the unit.




Bl Forward unit

Eile Options

Eln® b o | Select
Ehmaste i P shabiad Ethernet or
R 1CDME = RS232
@ Ethemet IFraddress 1457 158.2.220 (ESN DwaBBASE > | |

Conrect

Global settings Corfig settings
Unit type l,'|4'|—- @ Tratsmitter o
MAC address |00-1168F1-A3.80 @ e e \ IP addreSS Of
Software version CE any unit on the
FPGA version 1 @ Bidusctional link status
ot e o . Network
Sl rgriber ];ﬁAﬁBCB @ Connectionstatus
Cantrol/data port sglect RS 2E2/RG 455 -
Aniliary-addiess oo
[ Remote contief lock
I DHCP enable
Subnet address 192,188 2 220
Subrit mask [255 355 255 6
Giateay [0 o 1

Sk it | S
Refresh tab I J Retresh al Appk ‘
Select the ‘Global Settings’ tab. Apply

If the NETNode unit is connected to a network that supports DHCP then leave the DHCP
option box checked. If the network does not support DHCP then a valid static IP address

must be entered and the DHCP box unchecked.

Note: Click ‘Apply’ after changing any configuration setting

Once the IP address is established the web-server should be used to configure frequency
and output power. Once the node is on the User network any Web-browser can be used to
browse to the Mesh NETNode to configure and control the node or to browse network
status. The unit can be browsed by entering the relevant IP address in the web-browser.

4.7. Web-browser Username and Password

The web-browser will prompt for a Username and Password on the first connection.

Username should be left blank
Password is ‘meshweb’

The status page will be displayed upon successfully entering the Username and Password.
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ETNode Mesh IP Radio - Windows Internet Explorer

=]}

B ) <] [ccogle ok
File Edit View Favorites Tools Help Links *
< [ = - . o o »
W & | @ NEThode Mesh 1P Radio [ BpHome ~ [ Fee () dhprint v [k page = (¥ Tools v
NETNode Mesh IP Radio
227 - 2 - domo office
51 Glabal Settings  Configuration  Information
Overview  Spectra  Maps
Neode ID 2 T
Unit Hame damo office Mast
IP Address 192.168.2. 217 192.168.2. 214
Battery Voltage 15V 138V
[ Show Details
|Signal Quallty | SNR  LevelA LevelB IPRxEms
2T Rx\Tx 2 i
2 B 2 159
i | 7 157
Done |3 @ Internet R100% <.

Navigate to the Configuration page by clicking the Configuration Tab.
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/= NETNode Mesh IP Radio - Windows Internet Explorer

Set Output level select to ‘Low’ and set Enable ‘ON’ by 'ticking’ the check box.

O - & mmEEEw H[ 4l [sospia 2k
Flle Edit View Favorites Tools Help Links ™
J n | § = o = »
W |’f;‘ NETMode Mesh IP Radio | | £ Home ~ [l ¢ {3 = Print ~ |-+ Fage v () Toals +
NETNode Mesh IP Radio
227 - 2 - domo office
Status  Glabal Settings ~ Configuration  Information
B 2 3 a4 |5 |6 A |@®
— = Mesh
Enable Mesh ID |27 Bttt o 1D
Frequency [MHz || Node 1D |2 | || Baud Rate | 4300 v
Channel Bandwidth IP Forward ] Parity [None v-
Output Level High |2 IP Port (g874 |
Output Level Low |10 IP Address 182168265 |
Output Level Select | Blg_h 7\ 8 Set | . -
Sat | GPS Source :_Nuﬂe i)
20004 ||| 1P Data Scrambling [AES 256+ ¥
224001 ] Sexmmbiing oy o
Port 1024 |
Service Name Mesh Sleamingﬂ]
Apply Refresh
bBane \ | T3 @ miemet %i00% v .

Note: Click \Apply’ after changing any configuration setting

Check that the Frequency is valid for the operation of the unit — specific country regulations
will determine the frequencies available for operation. Note that 2400 to 2480MHz is licence

exempt in most of the world.

For the units to function in s single network the following must be set correctly:
1. All units are on the same frequency

2. All units have the same channel bandwidth set

3. All units have their Transmit enabled

4. All units must have the same mesh ID
5

Each unit must be assigned a different node ID (0-7). This is most important for the

network to function correctly.

6. If encryption is enabled then the encryption type and keys must match.
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Power down the Unit.

Repeat the procedure for a second node — making sure that the frequency is always set to
be identical.

Domo suggests configuring the system on the bench as outlined below.

Mesh Node Mesh Node

Power IIP Power

)
d

Private
Netwanrk

i
W

12 Volts 12 Volts

BEFORE SWITCHING ON THE WHOLE SYSTEM PLEASE NOTE:
The DC power must be set to 12.5V and assume up to 2.5A current draw.

Don't connect the Ethernet ports of both units simultaneously to your network when they are
both operating as you will create a loop in and out of your IP network. This may affect your
network performance.

Connect one MESH node unit to your network and the other MESH node to an IP camera or
a standalone PC. The IP Camera or the standalone PC will then be connected to your
network through the MESH network.

4.8. Integrated Video Encoding AVI option fitted
(Composite Input)

The user must enable the video transmission. If the MESH node has an AVI option fitted
then it will accept standard composite video (NTSC or PAL) and it will encode and stream the
video over the Network. An Encoder Tab appears on the Web-browser if an internal video
encoder is fitted.
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Using the advanced options the user can more precisely customise the encoder settings.

Note: Click ‘Apply’ after changing any configuration setting

4.9. DC Power

The NETNode can be powered from a nominal 12V DC supply or an AC to DC adapted

supply.

Locate, push and twist to lock the Amphenol connector on the Power cable into the socket
labelled POWER, taking care to align the connectors. Connect the banana connectors on the

other end of the cable to a suitable DC source.
The 12V DC input has the following characteristics.

m Input Voltage Range — 12V to 15V, not reverse voltage protected

m Current draw — 1.2A to 2A at 12V (capacity dependant)

CAUTION: The Input is NOT reverse voltage protected. Take extreme care when
connecting power to this unit. DO NOT OVER VOLTAGE THE UNIT (Use 15V absolute MAX)

NETNode-V1.5.doc
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4.10. Ethernet

Locate, push and twist to lock the Amphenol connector into the socket labelled ‘IP’, taking
care to align the connectors. When using a plain box Mesh Node simply insert a R145
network cable into one of the 2 RJ45 Ethernet sockets.

4.11.Video and Audio Input (if Option is Present)

Locate, push and twist to lock the Amphenol connector into the socket labelled ‘AV’, taking
care to align the connectors. If using a plain box Mesh unit simply push fit the Lemo
connector. Connect the video and audio sources.

Connector Signal

Video BNC 75 ohm composite video source, PAL or NTSC
software selectable

Audio Plugs Line / Microphone level audio, switchable.

Line level -2dBu clip level low impedance
source (< 600 ohm)

Microphone level 12, 24, 36 and 48dB preamp
stages software switchable

Microphone power is provided on the audio connectors at approximately 3V (suitable for
Electret microphones)

Typically the video source should be a small colour or black and white CCD camera.
Typically the audio source should be an Electret microphone.
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4.12. Antennas
\ Note: It is important only to power up the NETNode unit with the Antennas fitted.

Both antennas must be connected for normal operation. The units are supplied with
different types of panel mounted connectors. The phase 1 units are supplied with panel
mounted TNC connectors which carries the RF input and output. The antenna should be
connected by screwing it onto the TNC, but care should be taken to not over tighten the
connector.

The phase 2 plain box mesh units are supplied with panel mounted SMA connectors which
carry the RF input and output. The antenna should be connected by screwing it onto the
TNC, but care should be taken to not over tighten the connector.

The phase 2 robust box mesh units are supplied with panel mounted N-Type connectors
which carry the RF input and output. The antenna should be connected by screwing it onto
the TNC, but care should be taken to not over tighten the connector.

The units have the following RF output characteristics.

RF Spec Model Model
Number Number
ending - ending -
217250 550600

Output 2.170 to 2.50GHz 5.6 to 5.9GHz

Frequency

Output 2.5/3/3.5MHz 2.5/3/3.5MHz

Bandwidth

Output Power  1W or 100mW 1W or 100mwW
(nominal) (nominal)

Output 50 ohm 50 ohm

Impedance

Note: It is recommended that the antennas be connected directly to the transmitter unit.
The use of RF cables at this point will degrade the performance of the system.




The optimum choice of antenna will vary according to application. The following table gives
some suggestions for suitable transmit antennas with the associated domo part number.

Application Antenna model nhumber

Mobile body worn application 1.00 to 1.40GHz - ANTBCL
2.28 to 2.50GHz - ANTBCS

Mobile vehicle application 1.00 to 1.40GHz — ANT4L

2.20 to 2.50GHz - ANT4S

5.60 to 5.90GHz — ANT4-560590
Long range point to point link 1.00 to 1.40GHz — ANT12L

2.28 to 2.50GHz — ANT12S

5.60 to 5.90GHz — ANT14-560590

Other antennas for more specialist applications, such as aircraft use or covert surveillance
use are available on request from domo.

Some of the antennas will require connector adaptors (Inter series RF adaptors) to connect
the antennas directly to the product.



4.13. Deploying the System

All external connection to the MESH products should be made, as described in the previous
sections, before proceeding to power on the system.

4.13.1. Installation Notes

This section gives guidelines for how to install the MESH node in the following applications.

4.13.2. Fixed position Applications
The MESH NETNode unit is designed to be waterproof allowing it to be installed outdoors.

4.13.3. Vehicle Applications

Interconnection between the unit and any antenna should be kept as short as possible, but
where this is not possible, special attention should be taken to use only low loss cables. An
appropriate cable might be RG213C/U. It is essential to minimise the distance between the
unit and the antenna. Mounting holes are provided.

Power conversion will be required for 24V vehicles.

The video input can be connected across long video cable lengths so remotely mounted
cameras should pose no problem.

The unit is self-cooling; however it should be mounted in a ventilated environment. Forced
air cooling is not required.

4.13.4. Diversity and Antenna Positioning

The domo MESH NETNode product uses an advanced diversity technique called maximum
ratio combining to construct a good spectrum from two potentially damaged received
signals. This requires a small separation of the antennas.

Sometimes better results can be achieved by separating the antennas further, or by
positioning them of different corners of a building. The optimum antenna placement depends
on the environment in which the equipment is used and the signal path, and is often limited
by physical factors (accessibility for example).

Note: Any cable run between the Node and the antenna MUST be LOW LOSS cable.

Contact domo for details of suitable cable.
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4.14. Battery / DC Power Considerations
The 1W output power MESH Node units can consume over 2amps of current at 12V.

They are designed to trip off at 10.5V and reset on at 11.5V. The DC cable supplied as
standard with the MESH node is 5m long to allow a customer to mount the Duo on a mast.
This suffers about 0.5V drop through the cable.

Therefore 1W MESH nodes need to be connected to a large capacity battery which in

nominally 12V or to a 12V power supply. AC to 12V power supplies are not supplied as
standard with the product.

Users can order a suitable universal AC to 12V power supply from domo as a cost option.

Note: Product code SOL4CLC-PSU is used for the Phase 1 unit

Phase 2 Plain Box Mesh units are supplied with an AC to 12V power block as standard
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4.15. NETNode Specification

RF Frequency Bands 2170 to 2500MHz
Power 1W
Power Control 30dB
Tuning Steps 125kHz
Modulation Bandwidth 2.5 or 3 or 3.5 MHz (selectable)
FEC 1/2
Modulation Forward Link QPSK/16QAM Adaptive
Sensitivity -92 to -98dBm (mode)
Ethernet Physical 100 BaseT
Data Rate Network Toplogy dependent

(Up to 2.2Mbps capacity in a
2.5MHz system. Up to 3Mbps
capacity in a 3.5MHz system.)

Internal packet compression will
increase the data rate capacity for
some types of packet considerably.

Protocols
ARP, UDP control, Ping, TFTP
upgrade

IP and ICMP protocols between
the radios

MPEG over IP Encapsulation
(UDP multicast + SAP)
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Video In

Line Standard

PAL/NTSC

(option) Resolution 704, 528, 480, 352
Coding Mode MPEG2 or MPEG4
Delay 60ms to 0.5 sec depending on mode
Frame Rate Full / Half / Quarter / Eigth (optional
Audio In Input Line Level or Microphone
(option) Sample Rate 32KHz, 16KHz, 8KHz switchable

Bits per Sample

12 or 8bit switchable

Data Interface

RS485 Data 1/0

1K2 to 115K6 baud switchable

Encryption Format AES128 / 256 Selectable
(optional)
Control RS232 Local Control 9K6 Control Port
Remote Control Ethernet Ethernet control with comprehensive
diagnostic capability
Power D.Cinput 11 to 14V only
(No reverse power protection)
Power Consumption 14W to 24W
(Unit and mode dependant)
Phase 1 Box Phase 2 Robust Box Phase 2 Plain Box
Weight 2.5kg 1.75kg 1.25kg
Dimensions 260 x 194 x 57mm 180 x 180 x 70mm 185 x 155 x 55mm
Temperature Spec -10 to +50°C -10 to +50°C -5 to +45°C
Sealing Waterproof Waterproof Indoor use only
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5.Normal Procedures

This chapter covers normal day to day operations of a fully configured NETNode system. If
you are working with a new system or you need to change any of the configurations, look at
the Advanced Procedures later in this guide.

5.1. Connecting Up the NETNode

5.1.1. Connecting the Antennas
You'll need a NETNode and two antennas.
1. Connect both antennas to the RF connectors on the rear of the unit.

Caution: Antennas should be connected directly to the unit. If you have to use cables (in a
mobile application for example) keep them short.

Note: There are many types of antenna that can be fitted to the NETNode unit. Your
antennas may look different from those in this guide.

5.1.2. Connecting to AC Supply
You'll need a NETNode and an AC Adaptor.

1. Connect the Amphenol 2-way plug (m) from the AC adaptor to the Amphenol 2-way jack
(f) on the Robust NETNode. On the plain box unit the connector is a 4-way Lemo.

2. Now connect the IEC mains cable to your local AC supply and switch on.
3. On the front panel, the Power LED will show solid green.

5.1.3. Connection to DC Supply — Mesh Phase 1 & Phase 2 Robust Unit
You'll need a NETNode and the CA0285 cable assembly.

1. On a Phase 1 unit connect the Amphenol 2-way plug (m) from CA0285 cable to the
Amphenol 2-way jack (f) on the NETNode.

2. On a Phase 2 Robust unit the CA0403 provides both the DC supply cable and an Ethernet
connection cable. This 5m long cable is designed to allow a user to mount the unit on a
tripod or small mast and run the power and Ethernet into a command or control point.

3. Connect the banana plugs to a suitable 12VDC supply
4. On the front panel, the Power LED will show solid green.
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5.2. Starting Up and Shutting Down the NETNodes

5.2.1. Starting up the NETNodes

You'll need at least two fully configured NETNodes. (If they are not, then see advanced
procedures).

1. Switch on the NETNodes using the procedure above.

2. On the front panel, the Power LED will show solid green.

3. Do Nothing! - Leave the system to form a mesh automatically.

4. On the front panel, the RF Connected LED will show solid green on each NETNode.
5. The mesh is now ready for operation.

5.2.2. Shutting Down the NETNodes

1. Disconnect the power cable from each of the NETNodes.
2. On the front panel, both green LEDs will show dark.
3. The system will shutdown safely.

5.3. Connecting an IP Device to a NETNode

Now you can attach an IP device to any of the NETNodes. There are several types of IP
device you can attach:

m Computers
m IP Cameras
m IP Microphones
m IP Loudspeakers

Let's take the example of attaching a laptop computer to a NETNode. You might use this at
an observation post to look at all the assets you have deployed on other NETNodes like
cameras and microphones.

You'll need a fully powered mesh system which has completed forming a mesh automatically
and is showing a solid green RF Connected LED on each NETNode.

You'll also need a Laptop computer with an RJ45 Jack and a CA0284-5 cable.

On a Phase 1 unit

1. Connect the Amphenol 4-way plug (m) from CA0284-5 cable to the Amphenol 4-way jack
(f) on the NETNode labelled IP.

2. Now connect the RJ45 8-way plug (m) to your laptop’s RJ45 8-way jack (f).
3. Ensure you know the IP address of the computer you have attached.

Note: Attach all the IP devices you need on each NETNode of your mesh network in the
same way.
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On a Phase 2 Robust unit

1. Connect the Amphenol plug (m) from CA0403cable to the Amphenol jack (f) on the
NETNode labelled Power/IP. (This cable also includes the DC power banana plugs.)

2. Now connect the RJ45 8-way plug (m) to your laptop’s RJ45 8-way jack (f).
3. Ensure you know the IP address of the computer you have attached.

On a Phase 2 Plain box unit simply connect to one of the RJ45 panel mount sockets labelled
1 or 2 on the NETNode unit. It does not matter which socket you use.

Note: Attach all the IP devices you need on each NETNode of your mesh network in the
same way.

5.4. Connecting a Second IP Device to a NETNode

We have seen how to connect IP devices to the NETNodes using the Amphenol 4-way jack
on the NETNodes labelled IP.

In fact, you can equipment via a second IP interface to the same NETNode at the same time.
Here's how:

You'll need a fully powered mesh system which has completed forming a mesh automatically
and is showing a solid green RF Connected LED on each NETNode.

On a Phase 1 Unit
You'll also need an IP device (an IP camera for example) and a CA0288-5 cable.

1. Connect the Amphenol 19-way plug (m) from CA0288-5 cable to the Amphenol 19-way
jack (f) on the NETNode labelled CTRL/DATA.

2. Now connect the RJ45 8-way plug (m) to your IP device's R145 8-way jack (f).
3. Ensure you know the IP address of the IP device you have attached.

On a Phase 2 Robust Unit
You'll also need an IP device (an IP camera for example) and a CA0406 cable.

1. Connect the Amphenol plug (m) from CA0406 cable to the Amphenol jack (f) on the
NETNode labelled CTRL/DATA.

2. Now connect the RJ45 8-way plug (m) to your IP device’s R145 8-way jack (f).
3. Ensure you know the IP address of the IP device you have attached.

On a Phase 2 Plain box Unit

On a Phase 2 Plain box unit simply connect to one of the RJ45 panel mount sockets labelled
1 or 2 on the NETNode unit. It does not matter which socket you use.




5.5. Viewing a Network Camera

As an example of using an asset, let’s try viewing a Network Camera attached to the mesh.

You'll need a fully powered mesh system which has completed forming a mesh automatically
and is showing a solid green RF Connected LED on each NETNode.

You'll also need an IP network camera attached to one of the NETNodes and a computer
attached to another NETNode. You need to know the IP address of the network camera you
want to view.

The network camera will come with setup software to configure the camera before first
operation. Ensure you have configured you camera.

1.
2.

On the computer open your web browser

Type in the IP address of the camera in the address bar. (http://10.10.10.30/ for
example).

You may be prompted for a username and password, depending on the features of the
connected camera.

An image from the camera will be displayed.

5. If your network camera has PTZ capability, you'll be able to control it using the software

on the computer.

Note: You will view or listen to most assets in a similar way depending on the device being
used. Each IP device will have its own control software but is usually accessed by using a
web browser.




5.6. Connecting a Composite Camera to a NETNode

If you have an AVI version of the NETNode you can attach a composite camera to the
unit. The composite camera can be PAL or NTSC.

You'll need a fully powered mesh system which has completed forming a mesh automatically
and is showing a solid green RF Connected LED on each NETNode.

The NETNode must be configured for composite camera operation. Check that Global
Settings — Auxiliary Address is set to 1.

On a Phase 1 Unit
You'll also need a composite camera with a BNC Jack and a CA0286-3 cable.

1. Connect the Amphenol 10-way plug (m) from CA0286-3 cable to the Amphenol 10-way
jack (f) on the NETNode labelled AV.

2. Now connect the BNC 2-way plug (m) to your camera’s BNC 2-way jack (f).

On a Phase 2 Robust Unit
You'll also need a composite camera with a BNC Jack and a CA0477 cable.

1. Connect the Amphenol plug (m) from CA0477 cable to the Amphenol jack (f) on the
NETNode labelled AV.

2. Now connect the BNC 2-way plug (m) to your camera’s BNC 2-way jack (f).

3. The CA0477 cable also provides a DB-9 socket that carries RS232 data from the
NETNode that can be used to control a Pan Tilt Zoom (PTZ) camera PTZ control is
required.

On a Phase 2 Plain box Unit
You'll also need a composite camera with a BNC Jack and a CA0122 cable.

1. Connect the 5-pin Lemo plug (m) from CA0122 cable to the Lemo 5-way jack (f) on the
NETNode labelled A/V.

2. Now connect the BNC 2-way plug (m) to your camera’s BNC 2-way jack (f).

3. The AUX connector can provide RS232 or RS485 data to control PTZ functions, if
required.



You'll need to configure each of your NETNodes before they can be used for the first
time.

You'll need a NETNode connected to a power supply and showing a solid green Power LED.

You'll also need an appropriate cable (see details below for each of the unit types), and a
computer with d830_ctrl software loaded.

6.1.1. Connecting the NETNode to your Computer using Serial (RS232)
The first time you set up a NETNode you'll be connecting using a serial RS232 interface.

You'll only have to do this once — every other time you'll hook up to the NETNode using an
IP interface using a web browser.

On a Phase 1 Unit

1. Connect the Amphenol 19-way plug (m) from CA0288-5 cable to the Amphenol 19-way
jack (f) on the NETNode labelled CTRL/DATA.

2. Now, connect the RS232 D-Type 9-way plug (f) to your computer’s RS232 9-way jack
(m).

Caution: There are two D-Type 9-way plugs on the CA0288-5 cable — ensure you select the
RS232 version by checking the label attached to the shell of the plug. The other is RS485.

On a Phase 2 Robust Unit

1. Connect the Amphenol plug (m) from CA0406 cable to the Amphenol jack (f) on the
NETNode labelled CTRL/DATA.

2. Now, connect the RS232 D-Type 9-way plug (f) to your computer’s RS232 9-way jack
(m).

Caution: There are two D-Type 9-way plugs on the CA0406 cable — ensure you select the
RS232 version by checking the label attached to the shell of the plug. The other is RS485.

On a Phase 2 Plain box Unit

1. Connect the 15-way HD D-Type plug (m) from CA0474 cable to the 15-way D-Type jack
(f) on the NETNode labelled AUX.

2. Now, connect the RS232 D-Type 9-way plug (f) to your computer’s RS232 9-way jack
(m).

Caution: There are two D-Type 9-way plugs on the CA0474 cable — ensure you select the
RS232 version by checking the label attached to the shell of the plug. The other is RS485.
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6.1.2. Starting the Control Software
3. On the desktop double click the d830_ctrl icon.

4. The IP Radio Control Dialog will open on the control software.

The IP Radio Control dialog is divided into two main panes. The top half tells you all about
how the control software is connected to the NETNode device.

You can see we have made a serial connection using the computer’'s RS232 port. We're
using the computer’s COM 4 port but this may be different on your machine.

The green Connected caption tells you the software has successfully hooked up to the

NETNode.

Here's how it should look:

About the way the control
software is connected to the

l—— Connected Caption

About the NETNode's
settings

NETNode
Bl w2 Radio Contral |
Bl pters |
El® |
Coripesited unl
o fcome =]
™ Etheiret I eckdtesr Marnal =ljo.p.0.0
Cavmi |
® o
18 addens [ 1a.70. 1
SubreLmas [
Getewy [0 3 1. 0
¥ DHCP ensble
Plzzpond me et

Pufieshiab | Fetsch |

Refresh All Button

Apply Button

6.1.3. Configuring the IP Address

Take a look at the screen above and you see that the DCHP checkbox is checked. In some
situations this may be appropriate for advanced users of the system but in most cases it's
better if each NETNode has its own fixed address. It'll make life much easier:
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Uncheck the DHCP enable check box.

Enter an IP address for this NETNode in the IP address text box.

Enter a subnet mask in the Subnet mask text box.

Leave the gateway at zero for now.

Leave the password as meshweb for now.

Click the Apply button (this sends all your changes to the NETNode unit).

No wu ks W=

Click the Refresh All button and check that your settings have been recovered from the
NETNode unit.

Now you have an IP address loaded into the unit you'll be able connect to it using a web
browser from a remote location.

Note: The only time you'll need to use a serial (RS232) connection again would be if you
forgot the password or the IP Address that is set on this page.

Caution: It's important to click the Apply button after any configuration change.

6.1.4. About IP addresses

In the example we have shown we're using a class B IP address and subnet mask but you
can use any IP address that suits your operations.




6.1.5. Connecting the NETNode to your Computer using IP

For the rest of the set up of the NETNode you'll be connecting using an IP interface and a
web browser.

On a Phase 1 Unit

1. Connect the Amphenol 19-way plug (m) from CA0288-5 cable to the Amphenol 19-way
jack (f) on the NETNode labelled CTRL/DATA.

2. Now, connect the R145 8-way plug (m) to your computer’s RJ45 8-way jack (f).

On a Phase 2 Robust unit

3. Connect the Amphenol plug (m) from CA0403cable to the Amphenol jack (f) on the
NETNode labelled Power/IP. (This cable also includes the DC power banana plugs.)

4. Now connect the RJ45 8-way plug (m) to your laptop’s R145 8-way jack (f).
5. Ensure you know the IP address of the computer you have attached.

On a Phase 2 Plain box unit

On a Phase 2 Plain box unit simply connect to one of the R145 panel mount sockets labelled
1 or 2 on the NETNode unit. It does not matter which socket you use.
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6.1.6. Starting the Web Browser
1. Start your web browser (normally: start — internet).

Note: You can use many different types of web browser with our products like Firefox for
example. These web browsers start in slightly different ways.

2. Type the IP address of the NETNode you are connected to in the address bar.

/= NETNode Mesh IP Radio - Windows Internet Explorer

—

el e [ i 10.0.10.30;

File Edit  View

7 Favorites | 758 :&.’-'-;i-.]r: sted Sites w B WeR e Gl

Favorites  Tools  Help

3. Press ENTER on your keyboard
4. The Connect to dialog will open

Connect to 10.10.10. 31

The server 10.10.10.31 at Mesh IP Radio requires a
username and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication

without a secure connection). |7— Do not enter a User name
User name: |ﬂ VJ
[ ]
il

Password: L e meshweb

[C1remember my password

[ ok ][ Cancel J

5. Do not type a User Name
6. Inthe Password text box type meshweb
7. The web browser window will open and the Status tab is displayed
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Apply Refresh

Multicast Address
SAP Address
Port

Service Name

[23s. 1633 254 |

'224 2127 254
1unnu

[Mesh Streaning Mesh Streammj

IP Data Scrambling

Scrambling Key

10. In the Transmitter pane check the Enable check box.

11. In the Transmitter pane type in the frequency you want.

12. In the Mesh pane type in a Mesh ID (001 to 999)

13. In the Mesh Pane type the Node ID (0 to 7)
14. Click the Apply button.

NETNode NETNode
Phase 1 and 2 Units User Manual
NETNode Mesh IP Radio
COoOBsHAMm
122 - 0 - MNod_Ge=4d569
_ Sius | Global Settings  Configuration  Information
Overview Spectra Maps
Node ID 0
Unit Hame MNod_feeddahd
IP Address 10101030
Battery Voltage 11.9V
[ Show Details
Signal Quality | SNR  Level A LevelB  IPRxEms
0 Rx | Tx 0
0 0
Click on the Configuration tab
Click on configuration 1 (it will show green when selected, like below)
NETNode Mesh IP Radio
COBHAM
122 - 0 - Mod_BeeddaBS
Status  Global Settings | Configuration  Information
. 2 3 4 5 6 7 8
Transmitter Mesh: DatallP
Enable Mesh ID !_1_2:2_- ! Data Made Igﬁ \7
Frequency Node ID |.D | || Baud Rate '[-_AEIUU ;_f
Channel Bandwidth | [4 5 ot | MHz IP Eorward Parity I:I-Jone ~_’
Output Level High | ldB — IP Port [42301 |
Output Level Low !30 idEI IP Address 285 225 285 255 |
Output Level Select |Low > | Source Mask et ) B
] Diestination Mask St GRS Source I.M-

of

-
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Configuration

Configured Successfully

DK

=

You'll see the Configuration dialog appear. The NETNode is nhow configured and ready to
form a part of a mesh.

6.1.7. About Enable Check Box

This simply turns on the transmitter when checked. The transmitter only sends when it has
data ready to move. For a unit to function in a mesh the transmitter must be enabled.

6.1.8. About Frequency

All the units in a mesh must be on the same frequency. Check that the Frequency is valid for
the operation of the unit — specific country regulations will determine the frequencies
available for operation.

6.1.9. About Channel Bandwidth

All units in a mesh must have the same bandwidth set.

6.1.10. About Mesh ID

The Mesh ID tells the unit which mesh it belongs to. All NETNodes on Mesh ID 122 for
example will communicate with each other.

This means you could set up another mesh with Mesh ID 125 for example on the same
frequency which would run independently of Mesh 122 (though you would have to be
careful about interference).

You can choose any numbers from 001 to 999 for your Mesh ID.

6.1.11. About Node ID

The Node ID gives the unit a unique ID within the mesh. You can have up to eight
NETNodes in a mesh and they each must carry a unique Node ID.

You can choose any numbers from 0 to 7 for your Node ID.
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7.Advanced Procedures

7.1. Status Tab — Overview Pane

Now you have got the NETNodes configured, let’s take a look at the rest of the configuration
possibilities. We'll begin with the Status tab.

NETNode Mesh IP Radio
Warning: connected via the radio link EDBHRm

227 - 1 - Van unit
Status  Global Settings  Configuration  Information  Encoder

. ‘Overview | Spectra Maps

Node 1D 1 2 4 ] B T
Unit Name Van unit Domo Cffice Phase2_node Charles Desk  Meils’ Car TSU Mast
IP Address 1010211 1010212 1010214 10.1021510102161010217
Battery Voitage 125V 115V 126V 120V 116V 138V

[ Show Details

Signal Quality SNR | LevelA LevelB IPRxEms

124567 Rx 1 Tx 1 21 5 6 7
1 HEER 1 161 194 222 142 21
2l EEEN 2 193 240 233 162 W6
+HN BN 4 188 157 239 160 32
sH0E TN 5 187 106 172 117 00
4 [ | | | 6 169 156 141 68 245
T B B 7 32 150 32 32 00

Here is the Status tab with the focus on the Overview pane.

7.1.1. Node ID

We are showing six NETNodes with Node IDs of 1, 2, 4, 5, 6 and 7. There could be up to
eight NETNodes in a mesh with Node IDs nhumbered 0 to 7.

7.1.2. Unit Name

The unit name is a ‘friendly’ name to make it easier for you to know which NETNode we are
talking about. This name is assigned in the Global Settings Tab.

7.1.3. IP Address

This shows the IP address of the unit that we set up in our initial configuration. Notice that it
is shown as a hyperlink. If you click on one of these hyperlinks the browser will switch to
that NETNode.

7.1.4. Battery Voltage

This returns the current battery voltage of the NETNode. Not so exciting when we are on
mains in the lab but vital when you are looking at a node located on a high building several
miles away which is running on batteries.
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7.1.5. Show Details Check Box

If you check this box you'll see a whole bunch of data about Tx IP Packets etc. This can give
you vital information about the running of the network.

7.1.6. Signal Quality

This gives you a simple picture of the signal quality around the mesh system. Ideally, we'd
like to see steady green boxes for all links. Naturally, mobile units will go out of range or
interference will cause a unit to degrade for a while. The clever thing is the mesh will find a
new routing and heal itself thus keeping your network on air.

Here's what the colours mean:

Green 16 QAM mode — most robust

Amber QPSK mode — less robust

Red Basic link only — lowest data rate passing between nodes
White Link broken or not configured
7.1.7. SNR

This pane shows the Signal to Noise Ratios for each of the NETNodes.

7.1.8. Level A

This pane shows the dBm value for antenna A on the NETNode unit.

7.1.9. Level B

This pane shows the dBm value for antenna B on the NETNode unit.

7.1.10. IP Rx Errs
This pane shows the number of IP receive errors for each NETNode.
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7.2. Status Tab — Spectra Pane

Now let’s look at the Status tab with the focus on the Spectra pane.

NETNode Mesh IP Radio
Warming connscted viz the radia fink COBHAMmM
227 =1 -Van unit
Stams Global Settings Configuration Informaticn Encoder
Overview  Spectra Maps

@2 Domo Ofice. A
(05 Chares Desk
©6: Meils' Car

O7T TSU Mast

O Interference

7.2.1. About the Spectra Displays

There are two displays labelled A and B which show the spectra being received on the two
diversity antennas of the NETNode you are attached to.

But, there could be several NETNodes transmitting on the mesh so we need to define
which unit we are looking at.

This is done with the radio buttons on the left side of the spectra display. In our example,
the radio button for Domo Office is selected. This means the two displays are showing
spectra for the Domo Office NETNode transmissions as received on our node’s two
antennas.

7.2.2. Interference

The last radio button is called interference. When you select this, the displays show the
spectra when none of the NETNodes in the mesh are transmitting. This enables us to look
for interference on the frequency we are planning to use for our mesh.
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7.3. Status Tab — Maps Pane

NETNode Mesh IP Radio
VWarning: connectad va the radio link CDBHHm

227 -1 - Van umt

pasaal ~oichal Seitings’ T Configwalion’) Flafunnailon) JERcader
Overview  Spectra | Maps.

@ Network ©1 C2 O3 04 g |

Node ID 1 Van unit

Unit Name Van unit

Serial Number 18003821 @

IP Address 1010211 T R
Battery Voltage 125V 1, \\ \\:“Q\

_ TsU Mast i\ - Domo Office
Latitude 507 821395 N {/ oy
Longitude 17 15.2088 W
Height 46.8'm
Speed 0.1kts
Course -t
Accuracy <07m
Fix 30/ 12 Sats
Use GPS
[ Show Detaila

Show MNames

Heils' Car Charles Desk

7.3.1. Radio Buttons

The radio buttons enable you to choose between Network and one of four map displays
for the mesh. Leave it on Network for now.

7.3.2. Node Information

Under the radio buttons you'll see some node information about the NETNode you are
currently attached to. We talked about this information in the Overview Pane above.

7.3.3. GPS Information

Latitude 50 52 4395 1 The NETNode we have selected has a GPS unit
Longitude 14 159085 W connected and the Use GPS check box is checked.
Height 460 This means that the NETNode can broadcast

: precise information about its location to other
Spaeg ks nodes or fixed assets on the mesh.
Course -
Accuracy < 0.Tm
Fix 30 /112 Sats
tse GPS
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7.3.4. Show Details Check Box

When the Show Details check box is checked the node information shown above is
expanded to show things like Tx IP Packets which are useful when diagnosing network
problems.

7.3.5. Network Display

In the example above you can see the network display is selected. This gives a simple
graphical view of the NETNodes in the mesh and the links between them.

Note: The buttons above the display are greyed out as they have no function when the
Network radio button is selected.

Each NETNode is shown as a circle with a white number. (If the number turns red, then the
node is temporarily congested).

If you have the Show Names check box checked, you'll also see the node name displayed.

The links between the nodes are shown as coloured lines. As each NETNode supports
bidirectional operation there are normally two lines for each link.

Here's what the colours mean:

Green 16 QAM mode — most robust

Amber QPSK mode — less robust

Red Basic link only — lowest amount of data passing

White Link broken or not configured

In the example above you are seeing static lines but when you are connected to a live
system, you'll see these lines changing state and the RF environment changes or NETNodes
move about.
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7.3.6. Map Display

Now select one of the numbered radio buttons. This changes the display to the map
display. There are four possible map displays each selected by a radio button.

= NETNode Mesh IP Radio - Windows Internet Explorer k
G“;ﬁ' |L' http://10.184,51.12/ "":‘,_',”?_‘f [caagle uy ‘ A=

;Ne_ Edit View Favorites Tools Help Links *

W & | WETHode Mesh TP Radia ‘7| fjiHome v Efcerc () dsiPrint v i Page v (FToolsw
NETNode Mesh IP Radio =
Warning. connected via the radio link caBHHm

227 - 3 - Doma Office

| Status  Global Settings  Configuration  Information

Overview  Spectra | Mﬂ
CNetwork @1 ©2 O3 @4 Upload. . Sat Coordinates... ‘ Reset Locations. . |
Node ID 1
Unit Name Van unit §
Serial Number 18CC3821 L e
1P Address 101845111 5 ’
Battery Voltage 114V = (S
Occupancy | ™ =N
Latitude 507 B2137T N < - =
Longitude 1915 2046' W . (BNeils
Height 320m YA
Speed 0.2 mph
Course =
Accuracy <15m J
Fix 3D /6 Sats
Use GPS O %
PaG.
5 & g
[ Show Details
7]
Show Names "—"?se-g_
%

*”%f

Rutemg

M

~

You'll see the mesh network diagram overlaid onto a map of the area showing the nodes and
the links between them.

There are two ways you can place the nodes onto the map:
B Manual Placement
B GPS Placement

7.3.7. Manual Placement

Position the mouse pointer over the node symbol. The pointer will change to a four-headed
arrow. Left click and drag the node to the position on the map where the node should be
displayed.

Note: You can drag a node symbol to anywhere on the map. Normally, you would place
the symbol where the node is actually located, but there is nothing to stop you just randomly
placing the symbol in Portsmouth when the physical NETNode is in Southampton for
example.
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7.3.8. GPS Placement

If a NETNode has a GPS unit connected it can report its position which can then be displayed
on the map.

1. Ensure you are connected to a NETNode with GPS attached.
2. Ensure the Use GPS check box is checked.

3. The symbol for that node will now snap to the correct location on the map where the
actual NETNode is currently located. If it moves, it will move on the map, showing
heading speed and height.

7.3.9. Upload Map Data

Each of the four map radio buttons can contain a different map. These maps need to be
uploaded before you can use them.

To upload a map you'll need an internal drive which has been formatted. (Information Tab).

You'll also need an image file containing the map for the area you are interested in. The
system supports four file types for maps:

JPG
.PNG
.GIF
.BMP

We recommend using JPEGs as they are good quality but small files. Bitmaps on the other
hand are excellent quality but very large. There is a limited amount of memory available in
each NETNode for maps.

1. Click the Upload... button
2. The Upload Map Data dialog opens

—
| Uplead lap Data

! Image

' [c\Documents andéettlng@ Upload Fils ‘
I Coordinates
|

|| Browse. Uplead File |

: Cancel ‘
|

3. Click the Browse button and navigate to your image file.
4. Click the Upload File button to place the image in the NETNode's flash memory.



When you have loaded your map, you'll need to find out the coordinates of three of the
corners of the map image to enable the GPS feature to work.

You'll need to know the Top Left, Top Right and Bottom Left coordinates of your image.

These coordinates must be in decimal form and accurate to six places. (You may be more
familiar with Latitude and Longitude being expressed in hours minutes and seconds).

You can get the coordinates from your map data source for example.
1. Click the Set Coordinates button.
2. The Coordinates dialog box opens.

Coordinates
Latitude Longitude

TopLeft  [50877992 11289984

Top Right 50577987 ||-1237448

Bottom Left |50 863957 |[-1.283867
|| O Cancel
 —— =S =N
3. Type in the coordinates of each of the corners of the image.
4. Click OK.

When you have loaded a new map or you have been moving nodes on an existing map you
may need to reset their locations. This can be useful if you lose nodes off the edge of the

map.
You can force the system to reset the locations of all the nodes or any combination of
them.

1. Click the Reset Locations... button
2. The Reset Locations dialog opens

Reset Locations

Node 0 Al
Node 1

Node 2 here
Node 3

MNode 4

Mode 5

Node &

Node 7

o
o~
(%]
o
=
I
o

3. Click the All button or check the nodes you want to reset

4. Click OK
5. The system resets the locations and switches off the GPS tracking function.



7.4. Global Settings Tab

NETNode Mesh IP Radio
COBHAM

227 - 2 - Dome Office
Status  Global Settings  Configuration Information

Unit Name g:Dnmo Office |
Control/Data Port F{SJ_SSrF{SBZ_“v.
Auxiliary Address [0 |
Relay Only O
Speed Units IJIF‘HiVI
DHCP Enable &
PAddress  [1010212 |
Network Mask (28525500 |
Gateway XTI
Update All Nodes [¥]

Apply Refresh | Format Filesystem. Restore Defaults.. Password..

7.4.1. Unit Name

The NETNodes are uniquely identified by the Node ID parameter which is a number
between 0 and 7.

This is not a very useful name for normal operations so this text box allows you to enter a
better description for the node which will appear on network diagrams and maps within the
software.

1. Type in a meaningful name for the NETNode.
2. This name will be used in all maps and network diagrams for this node

Note: You can use up to 12 alphanumeric characters for the Unit name

7.4.2. Control/Data Port

On a Phase 1 NETNode unit the Control/Data port uses the CA0288-5 cable which has an
Amphenol 19-way plug (m) on one end and two D-Type 9-way plugs (f) on the other end
labelled RS232 and RS485. On a Phase 2 Plain box NETNode the Control/Data port is labelled
AUX and uses the CA0474 cable which has two D-Type 9-way plugs (f) on the other end
labelled RS232 and RS485. On a Phase 2 Robust unit the Control/Data port uses CA0406
which has an Amphenol plug (m) on one end and two D-Type 9-way plugs (f) on the other
end labelled RS232 and RS485.

Normally we use RS232 for Control and RS485 for Data Port.

There may be times when you want to change this and so this combo box enables you select
other setting for the plugs on this cable.

You can select:

NETNode-V1.5.doc 4-46 DS000034 Unclassified



NETNode NETNode
Phase 1 and 2 Units User Manual

RS232/RS485 | Control is RS232 plug, Data Port is RS485 plug
(normal)

RS485/RS232 | Control is RS485 plug, Data Port is RS232 plug

RS232/RS232 | Special mode, only used for engineering.

7.4.3. Auxiliary Address

Normally, the NETNode will be operating with IP devices like cameras microphones or GPS
units and the Auxiliary address is left as 0.

Some NETNodes (the AVI variant) are able to use composite cameras. To do this they have
an extra board inside called a D510.

To ensure the NETNode uses the D510 we have to set the auxiliary address to 1. Now your
composite camera can be used with the system.

Caution: If you ever reset defaults on the NETNode it will reset the Auxiliary Address to
zero. You must reset this to 1 for your composite camera to work.

7.4.4. Relay Only

Normally each NETNode will have at least one source attached to it like a camera or a
microphone.

Sometimes however, the NETNode only needs to act as a relay, for example when you are
setting up a chain network for range extension or working with a helicopter relay.

In this case you would check the Relay Only check box.

Note: When the Relay Only check box is checked it simply disables any Ethernet
connectivity to the NETNode.

7.4.5. Speed Units

If you have a GPS connected to a NETNode it can supply speed data. You can choose the
units you want to use for speed in this combo box. The possible choices are:

m Knots
m MPH
m KPH
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7.4.6. DHCP Enable

In some situations having DCHP enabled may be appropriate for advanced users of the
system but in most cases it's better if each NETNode has its own fixed address. It'll make life
much easier.

If checked, then the NETNode will try to acquire its IP address from a DHCP server on the
network — this DHCP server can be located through another NETNode over the radio
interface.

7.4.7. IP Address

If the NETNode is not automatically acquiring its IP address via a DHCP server then a fixed
IP address needs to be assigned to the unit. This address is typically obtained from a
network administrator to avoid a clash of IP addresses on any network. The unit is expecting
an IPv4 address.

Enter an IP address for this NETNode in the IP address text box. It can be any class of
network you choose.

7.4.8. Network Mask

The network mask allows a network administrator to break a network into smaller more
efficient subnets to prevent excessive numbers of IP packets being routed through the
network. This is normally defined by the network administrator

Enter a subnet mask in the Network mask text box.

7.4.9. Gateway

A default gateway is used by a host when an IP packet's destination address belongs to
someplace outside the local subnet. The default gateway address is usually an interface
belonging to the LAN’s border router.

We recommend you leave the gateway at 0.0.0.0

7.4.10. Update All Nodes

When you make changes to any setting they are normally applied only to the NETNode you
are currently attached to. Sometimes it's really convenient to update all the NETNodes in the
mesh, for example when you want to change the frequency of all units at the same time.

Check the Update All Nodes checkbox to enable these global updates on all nodes. Not all
parameters are updated globally on the Mesh just Frequency, Bandwidth and Encryption
commands.

CAUTION: All nodes in a Mesh must be in range and connected for a ‘Update all Nodes'
command to work across the whole Mesh. If the command is issued and while a node has
dropped out of the Mesh as it is out of range then it will not receive the command and may
not reconnect to the Mesh when it returns into coverage.
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7.4.11. Format File System...

There are two flash drives built into each NETNode.
m Internal Flash

m External Memory Card

Internal Flash Holds the maps and coordinate files.

External Memory Card | Reserved for future use but may be used to
record material.

Note: On a Phase 1 Unit the external Memory Card is actually located on the main board
inside the unit.

Here's how you format these drives:

1. Click the Format File System... button
The Format Flash File system dialog opens

Format Flash Filesystem

Fommat Internal Flash. .

Format Extemal Memony Card.

Cancel

2. Click Format Internal Flash button

3. Your internal Flash drive will be formatted.

Caution: When you press the Format Internal Flash button the system does not ask you
to confirm your actions — it just formats the drive. Be very sure you want to do this.

Note: If you want to format the External Memory Card, click the Format External
Memory Card button at step 2 above.
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7.4.12. Restore Defaults...

To restore a default condition to the whole unit:
1. Click the Restore Defaults button

2. The Restore Defaults dialog opens

Restore Defaults
Are you sure you want to restore defaults?

31 Cancel

3. Click the OK button

7.4.13. Change Password...
1. Click the Password... button
2. The Change Password dialog opens

Change Password

Old Passwerd | |

New Password ‘ |

Confirm Mew Password ‘ |

DI{| Cancel |

Type in the Old Password

AN A o

Click the OK button

Type in the New Password in the New Password text box

Type in the New Password in the Confirm New Password text box
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7.5. Configuration Tab — Transmitter Pane
NETNode Mesh IP Radio
COoOBHAm
227 -2 - Domo Office
Status  Global Settings | Configuration  Information
B 2 (3 8 Belll B B
Transmitter Mesh: ‘Datafle
Enable Mesh ID |227 | || Datallode |of #|
Frequency (23335 MHz || piode i [z Baud Rate |4800 =
Channe| Bandwidth '3 ] ~ | MHz IP Eorward Parity iHone <
Output Level High |2 | dB — IP Port {42391
Output Level Low |10 |dB s 1P Address |255 255 255 285
Output Level Select I_ﬂigh b Source Mask Sel... | : .
Destination Mask Sal.. | GPS Source [Mone ™|

Multicast Address 239 1633281 | || {5 (org Scrambling [AES 177 ]

SAP Address [224.2 127,284

Scrambling Key Set..

Port o000

Service Name |_[\:Iesh Streaming

Apply Rafresh

The first thing to notice is there are eight configuration tabs enabling you to have eight
completely different setups stored in the NETNode. We are going to look at just tab one —
they are all identical. In the example above, the green square on tab 1 shows we are
working on configuration number one.

The transmitter pane enables you to change the frequency of a NETNode, set the
transmission bandwidth and adjust the output power level of the NETNode.

7.5.1. Enable Check Box

This simply turns on the transmitter when checked. Remember though that the transmitter
only sends when it has data ready to move. All NETNodes in a mesh must have their
transmitters enabled.

7.5.2. Frequency
Input the frequency in MHz that you want to use for this NETNode.

7.5.3. Channel Bandwidth

You can configure the channel bandwidth with this combo box. There are three choices:
2.5 MHz

3.0 MHz

3.5 MHz
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7.5.4. Output Level High and Output Level Low

These two text boxes allow you to set the level of attenuation in dB that will be applied to
the low and high output levels. This could be useful if your transmitter is swamping another
unit in close proximity. You can set anything between 0 to 30 dB.

7.5.5. Output Level Select

You can choose high or low output level to suit the RF environment you are working in.
When you select high or low here it applies any attenuation you have set in the output level
setting discussed above.

7.6. Configuration Tab — Mesh Pane

7.6.1. Mesh ID

The Mesh ID tells the unit which group it belongs to. All NETNodes on Mesh ID 122 for
example will communicate with each other.

This means you could set up another mesh with Mesh ID 125 for example on the same
frequency which would run independently of Mesh 122 (though you would have to be
careful about interference).

You can choose any numbers from 001 to 999 for your Mesh ID.

7.6.2. Node ID

The Node ID gives the unit a unique ID within the mesh. You can have up to eight
NETNodes in a mesh and they each must carry a unique Node ID.

You can choose any numbers from 0 to 7 for your Node ID.

7.6.3. IP Forward

If this node is connected to an IP source checking the IP Forward check box will ensure this
data is passed around the mesh for access on other units.

7.7. Configuration Tab — Streamer Pane

When you have got the asset to the NETNode, you may want to stream that information
down a fixed IP link. The streamer pane enables you to configure this facility easily.

Streaming is the transmission of digital audio or video or the listening and viewing of such
data without first storing it.

In Cobham systems we have the ability to carry streams using multicast protocols and these
streams can come from external or internal sources. This is controlled by the Source Mask.

To ensure we don't overload the bandwidth we want to be able to choose which nodes get
to receive the stream. This is controlled by the Destination Mask.
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7.7.1. Source Mask

The Source Mask enables the streaming of Video that originates from a network connected
to either one of the two NETNode Ethernet ports or from the internal encoder (if it is fitted).

Here's how to configure it:

1. Click the Source Mask Set... button
2. The Streamer Source Mask dialog will open

Streamer Source Mask

Eth0 [l
Eth1 L]
Encoder

(0] | Cancel

3. Place a check mark in the check box that is the source to stream down the link.

4. Click OK

In our example we are planning to stream from the composite camera connected to the
encoder.

Here are all the possible connections involved:

EthO IP Amphenol RJ45 (f)
Eth1 CTRL/DATA Amphenol R345 (f)
Encoder Internal (if fitted) Internal (if fitted) Internal (if fitted)

EthO and Eth1 will be from a network connected to the NETNode. Encoder will ONLY be
valid if the NETNode has the AVI-UP option (internal AV Encoder) fitted.
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7.7.2. Destination Mask

You can choose which NETNodes will receive the stream. Your NETNode could have up to
eight NETNodes attached to it via the mesh. Streaming to all nodes is an inefficient use of
mesh capacity and so you need to be able to restrict the multicast to specific nodes.

1. Click the Destination Mask Set... button
2. The Streamer Destination Mask dialog will open

Streamer Destination Mask

Node 0 El
i Neode 1 E]
Mode 2
Hode 3 E]
Node 4 El
Hode 5 E]
Node & El
Node 7 E]
" EthD
i Eth1
Ok | Cancel |

3. Check the node check boxes for the NETNodes that you want to receive the stream.
4. Click OK

Note: The Eth0 and Eth1 are ticked by default. These ports will be used as the exit point
from the mesh at the node(s) you have specified.

7.7.3. Multicast Address

This text box enables you to change the multicast address used by the unit. The default
value is 239.16.33.254.

7.7.4. SAP Address

This text box enables you to change the value of SAP/ SDP multicast address used by the
unit.

The default value is 224.2.127.254 and the port used is 9875.

These are standard multicast values for such parameters, and it is recommended they are
not changed unless specifically required due to routing restrictions.




7.7.5. Port

Protocols like TCP or UDP use port numbers in the header to direct traffic around the
network. Low port nhumbers are used by computer systems for predefined tasks. For example
SMPT (for your email service) uses port 25.

A good rule is to use numbers above 10,000 to avoid conflict with existing services.

When you set up a port number on several computers on a network they will all listen for
packets directed to that port.

The default value is 10000.

7.7.6. Service Name

This text box lets you name the multicast stream as delivered in the SAP/SDP packets from
the unit. Default is MPEG Stream.

7.8. Configuration Tab — Data/IP Pane

The NETNode can send and receive data through either its RS232 serial port or its RS485
serial port. The switch between the RS232 port and the RS485 port is found under the
Global Settings tab.

7.8.1. Data Mode

The Data Port can be configured in three ways:
Off
ubpP
TCP

Data transfer is switched off.

UDP (User Datagram Protocol) is used to move data about the network. The packets are
sent out and the system does not expect a reply. There is no way that the sending device
can tell if the data arrived at the destination.

TCP (Transmission Control Protocol) is used to move data about the network. The packets
are sent out and the system will expect a reply. Each message is acknowledged by the
destination device.

7.8.2. Baud Rate

This is where you set the speed at which data will be transferred across the network. Speeds
available are: None, Illegal, 1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200.



\Note: The data is assumed to be 8 bits.

7.8.3. Parity

A parity bit is a bit that is added to ensure that the number of bits with the value one in a
set of bits is even or odd. Parity bits are used as the simplest form of error detecting code.

There are two variants of parity bits: even parity bit and odd parity bit. When using even
parity, the parity bit is set to 1 if the number of ones in a given set of bits (including the
parity bit) is even. When using odd parity, the parity bit is set to 1 if the number of ones in a
given set of bits (including the parity bit) is odd. In other words, an even parity bit will be set
to "1" if the number of 1's + 1 is even, and an odd parity bit will be set to "1" if the number
of 1's +1 is odd.

This combo box allows you to set: None, Even and Odd.

7.8.4. IP Port and IP Address

These set an IP address and Port to and from which the data will transferred.

The user can connect to the data port via telnet by setting the mode to TCP and the port
number to 23.

The user can connect two data ports on different units together via setting UDP mode and
using the matching port numbers.

7.8.5. GPS Source

It is possible to connect a GPS receiver to a NETNode. This switch enables you to select the
source for the GPS. There are three choices: None, Data Port and Encoder.

This simply turns off the GPS facility.

This is set when the GPS has been connected to the Data port on the NETNode and this is
where the system will look for GPS data.

This is set when the GPS has been connected to the Encoder port (AV) and this is where the
system will look for GPS data. This is only possible with the AVI variant of the NETNode.



7.8.6. IP Data Scrambling

It can be very important to scramble received assets before they are passed across
networks.

The system offers AES128 and AES 256 and this encrypts all user data exchanged over the
network.

The AES128+ and AES256+ settings ensure that the network will only process encrypted
data. Any data sent in the clear by any nodes will not be presented or accepted by a
NETNode if the AES+ is set on the unit.

This combo box enables you to select the scrambling scheme you want to use. You can
select: AES128, AES128+, AES256 and AES256+.

7.8.7. Scrambling Key

When you choose to use a scrambling scheme you need to specify a key that it will use.
Here's how:

1. Click the Scrambling Key Set... button

2. The Scrambling Key dialog open

Scrambling Key
Key Type 128
128 Bit Key |

DK| Clear| Cancel |

3. Select the Key type from the Key Type combo box
4. Type your key in the xxx bit key combo box
5. Click OK

Note: If you make a mistake when typing the key, use the Clear button.
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7.9. Information Tab

NETNode Mesh IP Radio
COBHAMmMm

227 -2 - Domo Office

Status  Global Settings  Configuration | Information

Software Version v12bD832

FPGA Version 1

Serial Number FBASARSE

MAC Address 00:11.BATE-DT4T
Board Type 58

File System...

The information tab gives you some details about the hardware and software loaded into
your NETNode unit. This could be very valuable during a support call to help our engineers
to assist you.

We discussed how to load maps and coordinates in an earlier section of this guide. By

clicking on the File System... hyperlink on this page you can get access to the files. Here
you'll find all your maps and configuration files which you may want to share with other

units.
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7.10. Encoder Tab

If you have a NETNode which has the AVI option installed you will be able to use a
composite camera (PAL or NTSC) connected to the AV jack on the front panel of the unit.

When you are using a NETNode with a video encoder, you'll see an extra tab on the control
software called Encoder. This is where you configure the encoder features.

NETNode Mesh IP Radio

Warning: connectad viathe radio link CUBHHm
227 -1 -Van unt
Stats  Global Settings _ Configuration _ Information | Encoder

Encoder Preset I_.Cuslclm v Video Lock i

Audio Enable El

Scrambling [ |

Scrambling Key Set.. |

Apply Refresh | [ Show advanced options

7.10.1. Encoder Preset
You can choose from a number of encoder options.

| Custom v |

(Low rate (500kbps)
(Medium rate {900kbps)
|High rate (1.8Mbps)

7.10.2. Video Lock

This block will show Red when there is no video lock. It shows Green when video is locked.

7.10.3. Audio Enable

Check the Audio Enable check box to turn on the audio. Audio will now take some of the
available bandwidth. For some applications you may wish to turn off audio to allow all the
bandwidth to be used by video.

7.10.4. Scrambling

It can be very important to scramble received composite assets before they are passed
across networks.

The system offers AES128 and AES 256 and this encrypts all composite assets exchanged
over the network.

This combo box enables you to select the scrambling scheme you want to use. You can
select: AES128 or AES256.
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Note: This scrambling of the composite signal is independent of the main IP
Scrambling on the node. This composite scrambling is nested under the main IP

scrambling. This means you can scramble the Composite signal and then scramble the whole
IP data again.

7.10.5. Scrambling Key

When you choose to use a scrambling scheme you need to specify a key that it will use.
Here's how:

1. Click the Scrambling Key Set... button

2. The Scrambling Key dialog open

Scrambling Key
Key Type |[CEEREH |
128 Bit Key |

DK| Clear| Cancel |

3. Select the Key type from the Key Type combo box
4. Type your key in the xxx bit key combo box
5. Click OK

Note: If you make a mistake when typing the key, use the Clear button.

If you check the Show Advanced Options check box, the dialog will expand like this:

NETNode Mesh IP Radio
Warming: cennected wa the radio Ik CBBHHm

227 -1 -Vanunit

Status Global Settings ~ Configuration Information ~ Encoder

Video Input [paL v videa Lock [l
MPEG Mode | MPEGH ¥
MPEG4 Enceding Maode | SIF ".
Video Bitrate [100 | Khit/s
MPEGA Frame Rate | 1/3 v
Herizantal Resolution |528 ".
Video Sharpness i_l‘_-]_nrm“al V
Audio Encoder |Oﬁ ':'
Audio Input Level | 0dB =
Scrambling |Oﬁ VI
Scrambling Key Set .

Apply Rafresh Show advanced options
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8.Streaming Video over IP

8.1. General Info

This section is relevant only to customers that have the NETNode-AVI-UP option fitted into
their NETNode unit.

8.2. Streamer

The received video data is transmitted over the Ethernet network by means of “multicasting”
i.e. continuous real-time streaming of packets accessible to any PC connected to the
network.

It is therefore possible for more than once connected PC to view the streamed data
simultaneously.

Two types of multicast IP packets are streamed.
B Packets carrying video, audio and data as received by the unit;

B Packets known as Session Announcement Protocol and Sessions Description Protocol
data (SAP and SDP), which contain information regarding the nature and location of the
stream itself.

8.3. Configuration of the Streamer

The web-server control allows configuration of the streaming function.

8.3.1. Source Mask

This pop-up box enables the streaming of Video from either one of the two external Ethernet
ports or from the internal encoder (if it is fitted). Enabling one of the two Ethernet ports
allows a stream on an external network to pass into the Mesh network or from the internal
MPEG encoder (if fitted in the NETNode as option NETNode-AVI-UP).

8.3.2. Destination Mask

This pop up box allows the user to specify precisely which nodes need to receive the stream.
Streaming to all nodes may be an inefficient use of MESH IP capacity and so the user may
wish to restrict the multicast to specific nodes.

Note: Please note after hitting the OK box on the source or destination mask, the main
Apply Bottom must be pressed to action the command.

8.3.3. Multicast Address

This control allows the user to change the multicast address used by the unit. The default
value is 239.16.33.254.
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8.3.4. SAP Address

This control allows the user to change the value SAP/ SDP multicast address used by the
unit. The default value is 224.2.127.254 and the port used is 9875. These are standard
multicast values for such parameters, and it is recommended they are not changed unless
specifically required due to routing restrictions.

8.3.5. Stream Port Number

This control allows the user to change the multicast port used by the unit. The default value
is 10000.

8.3.6. Service Name

Textual information naming the multicast stream as delivered in the SAP/SDP packets from
the unit. Default is “"Mesh Streaming”

8.4. Configuration Tab — Streamer Pane

When you have got the asset to the NETNode, you may want to stream that information
down a fixed IP link. The streamer pane enables you to configure this facility easily.

Streaming is the transmission of digital audio or video or the listening and viewing of such
data without first storing it.

In Cobham systems we have the ability to carry streams using multicast protocols and these
streams can come from external or internal sources. This is controlled by the Source Mask.

To ensure we don't overload the bandwidth we want to be able to choose which nodes get
to receive the stream. This is controlled by the Destination Mask.

8.4.1. Source Mask

The Source Mask enables the streaming of Video that originates from a network connected
to either one of the two NETNode Ethernet ports or from the internal encoder (if it is fitted).

Here's how to configure it:

1. Click the Source Mask Set... button
2. The Streamer Source Mask dialog will open

Streamer Source Mask

Etho ]
Eth1 ]
Encoder

0] Cancel

3. Place a check mark in the check box that is the source to stream down the link.
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4. Click OK

In our example we are planning to stream from the composite camera connected to the
encoder.

Here are all the possible connections involved:

EthO IP Amphenol R145 (f)

Ethl CTRL/DATA Amphenol RJ45 (f)

Encoder Internal (if Internal (if Internal (if
fitted) fitted) fitted)

EthO and Eth1 will be from a network connected to the NETNode. Encoder is ONLY valid
IF the NETNode has the AVI-UP Option (internal AV Encoder) fitted.

8.4.2. Destination Mask

You can choose which NETNodes will receive the stream. Your NETNode could have up to
eight NETNodes attached to it via the mesh. Streaming to all nodes is an inefficient use of
mesh capacity and so you need to be able to restrict the multicast to specific nodes.

1. Click the Destination Mask Set... button
2. The Streamer Destination Mask dialog will open

Streamer Destination Mask

Mode 0

i Hode 1
Node 2
Node 3
Node 4
Node 5
Node B
HNode 7

~ EthD

i Eth1

3 Y A 3 I W

GF{| Cancel |

3. Check the node check boxes for the NETNodes that you want to receive the stream.
4. Click OK
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Note: The Eth0 and Eth1 are ticked by default. These ports will be used as the exit point
from the mesh at the node(s) you have specified.

8.4.3. Multicast Address

This text box enables you to change the multicast address used by the unit. The default
value is 239.16.33.254.

8.4.4. SAP Address

This text box enables you to change the value of SAP/ SDP multicast address used by the
unit.

The default value is 224.2.127.254 and the port used is 9875.

These are standard multicast values for such parameters, and it is recommended they are
not changed unless specifically required due to routing restrictions.

8.4.5. Port

Protocols like TCP or UDP use port numbers in the header to direct traffic around the
network. Low port numbers are used by computer systems for predefined tasks. For example
SMPT (for your email service) uses port 25.

A good rule is to use numbers above 10,000 to avoid conflict with existing services.

When you set up a port number on several computers on a network they will all listen for
packets directed to that port.

The default value is 10000.

8.4.6. Service Name

This text box lets you name the multicast stream as delivered in the SAP/SDP packets from
the unit. Default is MPEG Stream.
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9.Configuring your NETNode for GPS

9.1. General Information

This section is relevant only to customers that want to use GPS with the NETNode unit. This
chapter will explain how to enable GPS position data on your system.

It can be very useful to show the position of all the nodes on a digital mapping screen.

Sometimes these nodes will be in a fixed position on top of buildings for example. In other
situations the nodes may be constantly moving in a vehicle or aircraft for example.

On the Status > Maps tab you can either:
B Place a node in a fixed location by dragging and dropping.
B Let the node position itself using GPS data

/= NETNode Mesh IP Radio - Windows Internet Explorer

G0~ [Chwyeassiiy 3 o] [cosgi kel
File Edit View Favorites Tools Help Links %
w |cnm;mhrandjw \_| Kibome - [E)Fooos () - @RPrint ~ ) Page @ Toolsv

R -

NETNode Mesh IP Radio £
Wit connected v the i Tk COBHAM
227 - 3 - Domao Office

| Status  Global Settings  Configuration Information
Overview Spectra { 'lqw
Oletwork ©1 ©2 O3 @& Upload | SetComdinates. |  Resetlocations. |
Node ID 1 z’
Unit Hame Van unit § e ;b@# ﬂ
Serial Number 18CC3821 St 5 u
IP Address 10 184 5111 ',
Battery Voltage T4V g
Occupancy | ~
Latitude 50° 521377 N o
Longitude 1*15.2046° W
Height 320m
Speed 0.2 mph
Course =3
Accuracy <15m ! -!"jf
Fix 3D /6 Sats
Use GPS

[ Show Details
Show Names

You can enable GPS position data using a suitable GPS receiver on as many nodes within the
mesh as you wish.

For GPS position data to be used to move nodes on the map you must place a checkmark in
the Use GPS checkbox.
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Now the GPS position data will be automatically used to position the nodes on the digital
mapping you have loaded into the mesh system.

The mesh system uses the NMEA 0183 GPS protocol to passing data.

9.2. Connecting the GPS unit to the NETNode

The connections you use for the GPS will depend on the GPS receiver being used and the
type of NETNode you have. We'll take the example of connecting a Phase 2 Plain Box
NETNode and a Garmin 17X GPS receiver.

'— 15-way Hi-density D

Take the 15-way High Density D-Type plug (Male) and connect it to the 15-way High Density
D-Type jack (female) labelled AUX on the Phase 2 Plain Box NETNode.

Now, take the 8-way Garmin plug (female) and connect it to the 8-way Garmin jack (male)
on the Garmin17X GPS receiver.

The wiring is as follows;

Power 3 6
Ground 2 3
RS485 A (+) 6 4
RS485 B (-) 5 5

This connects the RS485 data NMEA data out of the Garmin into the RS485 port on the
NETNode and connects the power out of the NETNode to the Garmin device.
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9.3. 8-Way Garmin Plug (female) Pin Out
Pin8

Pin 7 Pin 1

| Pin 2
Fin5 — - Pin 3

Pin 4

3 Power Red

2 Ground Black

4 Accessory On Orange

6 TxA (+) Grey

5 Tx B (-) White/Red

1 RX A (+) White

7 Rx B (-) White/Orange

8 Pulse per Purple
Second (PPS)
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9.4. 15-Way High Density D-Type Plug (male) Pin Out

1

RS485 TX+
2

RS485 TX-
3

GND
4

RS485 RX+
5

RS485 RX-
6

+12V
7

RS232 TX1
8

RS232 RX1
9

RS232 GND
10

RS232 TX2
11

RS232 RX2
12

RS232 GND
13 _

RC trainer +
14 ,

RC trainer -
15

GND
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10. Software Decoder

10.1. General Information

The domo software decider application (part number NETSWDR) is delivered on CD. The
product is installed by following the prompts offered by a comprehensive Install Shield.

The product is licensed, after installing the product from the Installation shield the user
should double click on the application icon, which may appear as depicted below.

(-]

WS

[ 1 [
player 2.exa

Note: Later revisions of the software decoder may feature different icons or application
names.

When the application is executed, if the PC is unlicensed then the following prompt box
appears

License code error

Mo wvalid license code waz found for thiz product
Electronic senal no: 3172F246
Please enter a valid licenze code

con_|

Assuming the user has pre-paid for their Software decoder licence then the user then simply
needs to email the Electronic Serial number to domo (sales@domo.co.uk) quoting the pre-
paid token number. After receipt of this email domo will then provide a licence key. The
licence key should be entered into the prompt box in the application window above which
will licence the PC.

The license is tied to the target PC, and reinstallation of the product on a different machine
will require the purchase of further licenses from domo.

Note: if a user has not purchased a pre-paid licence then the user will have to contact
domo sales to purchase a licence prior to receiving a licence code.
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The domo software decoder can decode and present MPEG streams that are available from
two sources.

B Multicast streams being played out on the connected network by a NETSTREAM or
NETCRXIPUP IP upgrade in the CRX.

B Files available locally on the target PC or network.

10.2. Decoding Multicast Streams

If the application is started on a PC, which is connected to a network shared by the
NETSTREAM or CRX IP stream, then it will present a view of available streams that can be
software decoded and viewed on the PC.

== Video stream player

Cptions

1% DVT Streaming
I+ Cameral

Plaifram fils

The name of the multicast stream is listed in the window, alongside an expandable crosshair.
Clicking the crosshair presents the streams multicast details and a list of any services
contained within a stream:
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ZHZ Yideo stream player E“zlg|
Cptions

Address 239.76.32.253 Part 10000
+ CRx-001
+ CR¥-011
1% Cameral

Play fiom fila

In the above example the stream “DVT Streaming” has a multicast address of 239.16.33.253
and is streaming to port number 10000. It contains two services, named “CRX-001" and
“CRX-002".

It can be seen that there is an expandable crosshair alongside each of the service names.
Clicking these provides more details about each service:

:H: Yideo stream player Ellz@
Options

=B 0T Sheaming
Address 239.76.33.253 Paort 10000
= CR¥-001
Unencypted
MPEGZ video
Audio 18kHz Mono Shit
=+ CRX-011
I+ Cameral

Play from file

In this case we see that the service "CRX-001" is unencrypted, uses MPEG2 video encoding,
and has single channel (mono) audio encoded with an 8-bit companding scheme with a
sampling rate of 16kHz.
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To start decoding a service the user should “double click” the appropriate service nhame.
Service names are always highlighted in bold text in the main player window. If the service is
unencrypted the main decoder window will be launched.

10.3. Encrypted Streams

If the service selected is being encrypted by upstream hardware, then the user will be
prompted for the reciprocal key. The video stream player can detect from information in the
stream whether ABS or AES encryption is being used. It will present a window appropriate to
the type of encryption. For ABS the following window will appear:

ABS Descrambling Key

Please enter the ABS desciambling key

32 bit ey 00000000

Cancel

This requires the 32-bit ABS decryption key to be entered as 8 hexadecimal characters. This
is not case sensitive.

Although the player is able to distinguish a service encrypted with AES, it cannot detect
whether 128-bit or 256-bit AES encryption has been used. Therefore the following window
will be presented to the user when AES encryption is detected:

AES Descrambling Key

Scranibling tups HES128

Please enter the AES128 descrambling key,

128 bit key 100000000000000000000000000000000

By default this window is expecting a 128-bit (to be entered as 32 hexadecimal characters)
decryption key. If the service is encrypted with AES256 encryption, the user should select
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this from the “Scrambling type” drop-down list in the window. The appearance of the
window will then change to the following:

AES Descrambling Key @

Scrambling type Im l]

Please enter the AES25E descrambling key.

Upper 128 hits | O00000000000000000I0000000000000
Lower 128 bits | DO000000000000000000000000000000

The user can now enter the AES256 key in the two fields provided.

Once the key is entered, the main decoder window will be launched.

10.4. Main Decoder Window

The main decoder window will appear as follows:
+F CRX.011 | Multicast 239,16.33.253 Port 10000 |= |[B1/[%)

Options

EnET

The title bar of the window presents the service name and the streams multicast details.
Below this there is a menu-bar with an Options drop-down menu and a toolbar with some
icons on it. Each of the icons corresponds to a selection in the Options menu. The following
selections are available in the menu:



- CRX-011 | Multicast 239.16.33.253 Port 10000  [= |[E]X]

Cptigns.

Record tofile
Enable Audio
Close window

10.4.1. Record to File
This option gives the user the option of recording the file that is being decoded to disk.

The user is prompted with a standard Windows “File Save” dialog box:

Select a file to record to EdEd

Shive in: |-‘.§_§|Videos Ll 4= £ Eo

1200405201 @ljohng. mpg
1 20040520-5

I Mew Folder

1 oldvids

CIVIDED_TS

C-!lin_car_ 18_05_04.mpg
Blin_car_20_05_04.mpg

i@ johna.mpg

e R
Saveas ype; IMF’EGﬂIes'(”‘.mpg) LI Cancel |

&

When recording is active, this menu option is changed to “Stop Recording” which can be
used to stop writing to disk.

Two buttons on the toolbar can be used to control recording:
| o start recording

ILI to stop recording

When recording is inactive, the stop recording button will appear greyed out and un-
selectable. The start recording button will appear in similar fashion when recording is active.
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10.4.2. Enable audio

This option will only appear in the menu if the service has audio. When more than one
service includes audio only one window can decode audio at any one time. When audio is
enabled in a service, the enable audio option will appear with a tick beside it in the menu:

Record bo file
v Enable Audio
Close window

Selecting this option simply toggles whether audio is enabled or disabled. If another window
was previously decoding audio it will be forced to disable its audio as the new window is how
the audio decoding window.

When audio is enabled, the @ button will appear on the toolbar. Clicking this button will
disable audio. When audio is disabled this button will change its appearance and appear as

@, clicking which will enable audio.

10.4.3. Close window

This closes the main decoder window.

10.5. Decoding Locally Stored Files

If the user wishes to play a file from local storage (regardless of whether multicast streams
are available or not) then the “Play from File” button on the main application window should
be pressed.

This opens a standard Windows “Open File” dialog box to make the selection.

21|

Lookin: |‘.."j t5_strearnms j - e e

34324, mpg

3l Sym3.mpg
sym.mpg
Blunl.mpg

walk 1.mpg

] weakest_link.mpg
weakest_un.mpg

Flename g ~ Dpen
Files ot type: IMF’EGfiIes'(’“.mpgj Ll Carcel |

4

Note: the default file extension is *.mpg.
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The application will scan through the selected file for any services available. If the stream
contains only one service the application will select this automatically and operation will be
as described in the preceding sections after a service is selected.

If there are multiple services in the file the application will present a pop-up window with a
list of the services in:

Please select a service @

Thiz ghigam conlaing multiple services: Please
zelect one from the list below to plap.

Salo-01
Solo-02
Solo-04

The user should “double-click” the service they wish to decode. Thereafter, operation is as
described in the preceding sections.

10.6. Miscellaneous Application Options

The main application window has a menu-bar with an Options drop-down menu. This

presents the following selections:
Set icon source
Set logo source
Set logo size These options relate to the main

application icon, which normally

appears as uam and an optional logo. By default there is no logo presented. The user may
select a bitmap to appear as a logo below the “Play from file” button on the main application
window.

Selecting either the “Set icon source” or “Set logo source” options will open a standard
Windows file dialog box. For icon files, this is set to filter for files with a .ico file extension.
These are standard Windows icon files. A 32 x 32 pixel icon is expected. For logo files, the
dialog box is set to filter for bitmap files with a .bmp file extension. The size of the bitmap
file is not important as the application will automatically make it fit to the available space.
The logo size can be altered by selecting the “Set logo size” option in the menu.
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11. Fault Finding

To be completed as field information is compiled.
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12.1. NETNode Phase 1 Unit

12.1.1. Top Led

This lights green if power is applied to the unit.

12.1.2. Bottom Led

This lights green if the unit is successfully connected to other NETNode units in a Mesh.

12.2. NETNode Phase 2 Robust Unit

The LEDS are mounted behind a plastic ‘flip’ cover. The position and function is identical to
the Phase 1 unit.
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12.3. NETNode Phase 2 Plain Box Unit

The LEDS are mounted behind a plastic *flip’ cover. The position and function is identical to
the Phase 1 unit.

The slot beside the LED allows a user to insert a SD card.
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13. Connector Pin Outs (Phase 1)

13.1. POWER — 2-way Female Amphenol Male Size 10

A 12V

N
13.2.CTRL / DATA 19-way Female Amphenol Size 14

A RS485 Tx+

c GND

E RS485 Rx-

G Engineering Use Only

] GND

L RS232 Control RX

N Radio Controller Trainer +

13.3.IP 4-way Female Amphenol Size 08

A Ethernet OP

C Ethernet IP
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13.4. AV 10-way Female Amphenol Size 12

Pin No

A
B
C
D
E

I o m

—

Function

Audio Left

Ground Audio Left

Audio Right

Ground Audio Right
Ground

Composite / S-Video Luma
Video Ground

S-Video Chroma

Ground Chroma

Ground
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14. Connector Pin Outs (Phase 2 Plain
Box)

14.1. AV - 4-pin 0B LEMO Socket (TX and RX)

Pin No
1

2
3
4

Function
12V
12V
GND
GND

14.2. Data - 3-pin OB LEMO Socket

Pin No
1
2
3

Function
X

RX

GND
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14.3. Aux 15-way Female High Density D-Type

1 RS485 TX+

3 GND

> RS485 RX-

/ RS232 TX1

° RS232 GND

11
RS232 RX2

13 .
RC trainer +

15 GND

14.4.RJ45 1 and 2
Standard RJ45 female 10/100 Base-T Connector

14.5.A/V Input - 5-pin OB LEMO socket (Only with A/V
option)

1 Audio Right In

3 GND

5 GND
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14.6.T/B - 5-pin OB LEMO socket (Not yet supported)

Pin No Function

1 Audio In 1

2 Audio In 2

3 Audio in GND
4 Audio Out 1
Audio Out 2

6 Audio Out GND

5

14.7. RF Connectors

1 SMA (f) Receive only
1 SMA (f) Transmit and Receive

NETNode-V1.5.doc 14-84 DS000034 Unclassified



NETNode NETNode
Phase 1 and 2 Units User Manual

15. Phase 2 Robust Unit

15.1. Power Amphenol 38999 Series 3 11-98 6 way
chassis plug

A +12V Power Input
B Gouwd

C ETH_OP

E ETH_IP

15.2. Camera Connector Amphenol 38999 Series 3 15-
19 19 way chassis socket

A +12V

C RS485 TX+

E RS485 RX+

G EthTX+2

J EthRX+2

L RS232 TX1

N RS232 GND

R Video 2

T Audio in 1

\Y Audio in GND
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15.3. Misc Connector Amphenol 38999 Series 3 13-35 22
way chassis socket

Pin No

© 00O ~NO OB WN B

NN R R R R R R R R R
N B O ®©®w~NDUOMWNLERO

Function

+12V

GND

RS232 TX1
RS232 RX1
RS232 GND
RS232 TX2
RS232 RX2
RS232 GND
GPIO

GPIO

GPIO GND
RS232 TX data
RS232 RX
RS232 GND
spare

spare
Audio In 1
Audio In 2
Audio in GND
Audio Out 1
Audio Out 2
Audio Out GND

15.4. RF Connectors
1 N-Type (f) Receive only

1 N-Type (f) Transmit and Receive
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16. Control Protocols

The control protocols for the NETNode are available upon request to dome Technical

Support.
The unit can be controlled via RS232 command, RS485 command or Ethernet.
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17. Default Configurations

This section tabulates the default configuration settings for the domo NETNode product.

Item NETNode1lW-217250
RF Output OFF
Frequency 2405MHz
Mode 1.8Mbps
Power mode Low
MESH ID

Node ID

GPS Source None
Data Mode OFF
Scrambling OFF

AES Key None

AVI-UP Option
Video Input PAL (if AVI-UUP fitted)
Audio OFF

Horizontal Resolution 528

17.1. Default IP Address
192.168.2.101

17.2. Default Subnet Mask
255.255.255.0
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