SOPHOS

Security made simple.

A TMG Administrator's Guide
to Sophos U TM

If you have made (or are considering making) the switch from Microsoft's TMG and
Sophos UTM, this migration guide highlights the key differences between the two
products. Its goal is to help UTM administrators with a TMG background migrate to
Sophos UTM more easily by highlighting major similarities and differences.



Audience

Technical administrators of TMG with a general networking and firewalling background.

Intended use

This guide serves only as a general starting point for UTM admins to become more comfortable
with Sophos UTM and to encourage self-learning and exploration of its many features and
functionalities.

This is not a TMG to UTM migration scenario guide. TMG setups vary widely, and it is virtually
impossible to list all possible configurations one can build using TMG.

Topics covered

This guide covers comparisons on TMG Access Rules, Publishing Rules, Web Filtering, Email
Protection and Network rules, along with the extraneous settings related to these functionalities.

Similarities and missing functionalities

Throughout the document, both similarities and missing functionalities are discussed. When
reviewing similarities, the guide illustrates the general experience of using the products on a day-
to-day basis.

While Sophos UTM aims to match TMG's functionalities, there are differences between

the systems that cannot be addressed due to the general architecture of the systems and
differences in development between both products. If a functionality is not available in Sophos
UTM, an alternate solution or workaround is offered.
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1. Access Rules

Access Rules are an integral part of TMG and form the backbone to its functionality. This is
where network-level permissions in a TMG system are assigned, and is one of the most basic
features of the product. These rules allow the blocking or permitting of traffic through the
firewall, from single hosts to entire networks and from a single protocol to the entire array of
layer 3 protocols as defined by the IEEE and IETF.

The Sophos UTM equivalents are called Firewall rules and they serve the exact same purpose: to
allow traffic through the firewall.

Similarities

TMG and Sophos UTM perform similar functionalities, so the implementation is largely similar
too. This section covers the major similarities and illustrates the general experience of using the
products on a day-to-day basis.

Interface
When comparing the overall layout of the TMG access rule to the UTM firewall rule, the main
similarities are clearly naticeable, as highlighted below.
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Figure 1 - TMG interface
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As noted above, the rule functionality and way of presenting are remarkably similar, except for
some interface elements that are presented differently.

Figure 2 - UTM Interface

The overall information conveyed by the Sophos UTM and TMG is exactly the same (traffic
from a network called “Internal” to the Internet using the protocol “SMTP" is allowed), and the
expected outcome of the discussed role is similar too.

Configuration

The same is true for the configuration of rules in Sophos UTM. While different in appearance
from TMG, (configuration elements are all presented in a toolbox on the left side of the UTM
interface, rather than using popups) the general mode of configuration is similar. You still need
to select a source, destination and protocol from a list and then add them to the rule being
configured. TMG does this through double-clicking, while UTM uses a drag-and-drop style.
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Figure 3 - UTM firewall rule

Creating or manipulating rules is also similar to TMG. To create a new rule, you click the “+ New
Rule" button. To edit a rule, you double-click the rule or click the “Edit" button.

Even for some mode “hidden” or advanced features of TMG like the System Policy configuration,
there are Sophos UTM equivalents.

An example is the System Policy Rule that allows Ping. Not only is it a separately configured
item in UTM, it's hidden under its own menu: the “advanced” tab of the firewall configuration, just
like the System Policy menu in TMG.

Differences

At first glance, it may seem just a matter of getting used to the new look and feel of Sophos
UTM, rather than there being actual differences. While this is true to some extent, there are
differences in functionality between TMG and UTM. This section will attempt to convey these
differences with as much detail as possible, instead of the broader generalizations of the
previous section.

IPv6 support

One of the major differences between UTM and TMG is IPv6 support. TMG is only IPv6 capable,
which means that it can only forward or block all IPv6 traffic without any means of filtering.
Sophos UTM on the other hand is fully IPv6 compatible so you can filter IPv6 traffic in the same
manner as IPv4 traffic.

This translates into slightly different rules and objects that can be applied in Sophos UTM

that cannot be configured in TMG, for example the TMG “External” object. It is used to indicate
any IPv4 object that is not part of a reserved range, and therefore it's frequently used as the
destination object of access rules allowing traffic to the internet. Sophos UTM does not have this
object due to the distinction made between IPv4 and IPv6 internet.

» How to do this in UTM: To allow the equivalent of “External” in Sophos UTM, use the
“Internet IPv4"and “Internet IPv6” objects in tandem as seen in figure 2.



Rule naming

A minor difference is rule naming. In TMG you're explicitly obligated to configure a name for a
rule in the "Name" field. Such functionality does not exist in Sophos UTM, nor is it mandatory.
You can, however, add comments to firewall rules through the “Comment” field.

» How to do this in UTM: If you need to name a rule in UTM, simply use the “Comment:" field
for setting the name of the rule. This will prompt UTM to display the rule comment in the
bottom left corner of the configured rule.

Comment: |Thi5 is an Example

Figure 4 - Comment field in UTM firewall rule

Rule enabling

Rule enabling is another minor difference. In TMG, you either click a button in the toolbar or right-
click a rule and select the “enable”/"disable” item from the popup. Neither of these options is
available in the UTM interface, but Sophos does offer an elegant take on preforming this action.

» How to do this in UTM: Every rule object in UTM has a small slider in the top left corner,
next to the “Edit" button. Clicking this slider enables/disables the rule, and the slider turns
green as a visual cue to indicate which rules are enabled.
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Figure 5 - Rule enabling TMG vs. UTM

User filtering
Both TMG and UTM offer user based filtering, but the exact implementation differs greatly.
Getting authentication data to the respective systems is quite similar though.

In TMG one can apply user-level filtering on any access rule as long as the client workstations
are configured to use the TMG as a proxy server (which works only for HTTP and HTTPS) or
the client machines are running the optional firewall client to transmit the user’s credentials.
In Sophos UTM the options are nearly identical. One can either configure the UTM as a proxy
server on the client warkstation (for HTTP, HTTPS and FTP traffic), or you can use the Sophos
Authentication Agent (SAA) to send the credentials to UTM.

But unlike TMG, Sophos UTM has additional methods of extracting information about the user.

In addition to the aforementioned methods, you can configure the “browser” authentication
model (which transparently redirects users to a website with a form where they need to log in) or
perform transparent AD authentication, which works similarly but sends an NTLM request to the
client instead of a logon form and thereby allows for transparent authentication in AD integrated
environments.



The biggest difference between both products however is the method of assigning users to a
rule. In TMG, you assign a user to a rule as an additional filtering component, thereby adding to
the filtering criteria. We illustrate how this works in the example below:
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Figure 6 - TMG user filtering example

In this screenshot notice that “Rule #42" only allows traffic if four conditions are met 1) the
source is “Internal” AND 2) the destination is "External” AND 3) the protocol is DNS AND 4) the
user sending the traffic is "Deep Thought".

This type of user filtering can be applied to any type of Access Rule in TMG, regardless of
whether it's used to filter web traffic (HTTP/HTTPS) or protocols that require the use of the
Firewall Client for authentication (such as DNS in this example).

"

UTM takes quite a different approach, with a distinct split in functionality between a “user object
and a “user.” While they sound similar or interchangeable, the difference between them is how
they function: a “user object” is a straight user-to-IP mapping scheme which resolves a user to an
IP address, while a “user” is used as a metadata in web protection rules.

This limits the use of “user objects” to firewall rules (where they can be used regardless of
protocol) and requires that the user logged in to the UTM using either the SAA or through a VPN
(similar to TMG). “Users" on the other hand are used in web protection profiles to limit or extend
rights to specific users depending on their logon data.

Users in firewall rules

Another difference is that UTM allows the use of a "user object” as a source or destination to a
firewall rule, unlike TMG which used it as an additional filtering criterion. This means that the
effective filtering will filter on three instead of four conditions: 1) the user group “Active Directory
Users” AND 2) the protocol "HTTP" AND 3) the destination “Internet IPv4". If the traffic matches
this pattern, traffic is allowed. See illustration below.
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Figure 7 - User filtering UTM firewall rule

This works in many cases, but for some scenarios (such as allowing only users coming from a
specific subnet) there is a need to filter on an additional parameter (source network in this case).

» How to do this in UTM: To enable filtering on another parameter, you need to nest firewall
rules. For example, to only enable users in the Active Directory users group to access the
internet when coming from a specific source network (the “Marketing” subnet in this case)
you need to create two rules: One to first block access to the internet for any network
but the allowed source network and a second rule that allows the configured group, as
demonstrated below:
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Figure 8 - Advanced user filtering in UTM



This firewall rule authentication scheme works for any type of action (allow, reject or drop)
and any protocol, even for HTTP and HTTPS rules (provided that the users have logged in to
UTM through the Sophos Authentication Agent or a dial-in client VPN).

Users in Web protection profiles

The use of the proxy-, browser or transparent authentication options is limited to the Web
protection component of Sophos UTM. Web protection in UTM manages HTTP, HTTPS and FTP
filtering and authentication for these protocols. Functionally, this is the similar to the way user
filtering works in TMG. But unlike TMG, these settings are not configured through the equivalent
of Access Rules, but through a separate configuration menu altogether. This is because Sophos
separates Firewalling and Web Filtering into different components and subsystems to cut down
on configuration errors and unintended user privileges.

» How to do this in UTM: To configure proxy-based authentication, enable the Web protection
feature and select to which users the main or auxiliary profile applies by dragging them to an
object box (much like with the firewall rules) as part of the “Policies” configuration of the Web
protection profile.

You also have to configure which authentication modes are allowed when connecting to
the UTM. This setting is unique to the configured profile and limits the available methods
on the network to which the profile applies. This means that you cannot mix standard and
transparent authentication for the same network, for example.
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Figure 9 - User filtering in UTM Web Protection

Malware filtering

Malware filtering is related to Web protection settings, and represents another major difference
between Sophos UTM and TMG. With TMG, each rule that allowed HTTP traffic displayed a
configuration tab that where one could enable or disable malware filtering for said rule.

In UTM however, this is part of the Web Protection profile configuration and cannot be enabled on
firewall rules.

» How to do this in UTM: To enable malware filtering, go into the Filter Actions configuration
of the Filtering Profiles settings of the Sophos UTM Web Protection configuration. There
you find all the Web Filtering related settings, such as URL and Content filtering, which is
inspected in mare detail later.



This is also where you configure advanced HTTP/HTTPS protocol filtering, such as MIME
type inspection and extension filtering.
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Figure 10 - UTM Web Protection Filter Actions

Missing functionality
There are some unique TMG features that cannot be replaced by Sophos UTM. Here, we discuss
these functionalities and provide alternative solutions and workarounds wherever possible.

URL Redirection

URL redirection in Access Rules is configured as part of the “Deny” behavior for an Access rule.

If traffic that applies to the configured rule arrives, an admin can choose to forward the traffic

to another URL (for example if user lands on www.webserver.com/home, redirect to www.
webserver.com/myhome). This functionality does not exist in this form in UTM, which only allows
redirection of HTTP to HTTPS as part of the Web Server Protection settings (see chapter four).

» How to work around this: Use the web server's built-in redirection features, such as the
"HTTP Redirects” functionality in IS (described here) or the “mod_rewrite” component in
Apache (described here).


http://www.webserver.com/home
http://www.webserver.com/myhome
http://www.webserver.com/myhome
http://www.iis.net/configreference/system.webserver/httpredirect
https://httpd.apache.org/docs/current/rewrite/remapping.html

2. Network rules and VPN

Network rules are essential to TMG as they govern the network related settings of the firewall.
Network rules range from routing and NAT-related settings to Web Proxy configuration settings
and remote networking-related settings such as VPNs.

While a lot can be said for Microsoft's decision to group all these settings in one place, it tends to
confuse novice TMG admins.

Sophos takes a different approach in UTM and groups only the settings relevant to each other.
This setup feels more comfortable to anyone with a networking background, but will be a bit
difficult for long-time ISA and TMG admins who may lose time finding the appropriate menu to
configure these settings.

Similarities

Due to this radically different approach to configuring the networking, NAT, VPN and connectivity
related settings, there appear to be a lot of differences at first. Upon closer inspection, quite

a few are related to the interface. This chapter focuses on the similarities hidden behind the
slightly different interfaces of TMG and Sophos UTM

Static routing

A major improvement in TMG was the incorporation of the "Enhanced Networking” features,
which included a more centralized means of configuring routing. Previously this used to be
configured on each ISA server locally instead of through the central management.

The routing settings are found under the “Routing” tab of the “Networking” menu and allow a
route to be pushed to all nodes of the TMG array.

TMG only allows for “Gateway” type static routes, where one indicates the destination,
destination netmask and the next-hop router or gateway the TMG can use to reach the
configured destination.

For fine tuning purposes (such as fallback routing when using multiple network interfaces) a
TMG admin has the option to set a static route metric for the configured route.

Network Topology Route x|

Spedfy properties of this network topology route:

Network Destination: |
Netmask: | 255 . 255 . 255 . 255
Gateway: |

Metric (optional): [256
x| concel |

Figure 11 - Static routing in TMG

Sophos UTM has the ability to configure many routing options, including both dynamic (BGP and
OSPF) and static routing. These are all configured through the “Interfaces & Routing” menu.

Configuration of static routes is done through the “Static Routing” submenu, and looks quite
similar to the routing configuration in TMG, especially when using the “Gateway route” route

type.



You have the option to select the network (which is configured through drag-and-drop from the
toolbox, or by clicking the “+" sign and creating a new “Network" object by setting the network

and netmask), selecting the gateway (again either through drag-and-drop or by creating a new
host object) and setting a Metric for the route.

The main difference with TMG is the option to add a comment in the “Comment:” field, allowing
for easier recognition and administrative notes (such as indicating that a particular route is a
backup route).

Create new static route
Route Type: | Gateway route |
Network: | i +
Gateway: | (- +
Comment: |
= Advanced
Metric: |5 :
«/ Save X Cancel

Figure 12 - Static routing in UTM

The other static routing options available in Sophos UTM are “Interface” and “Blackhole,” neither
of which are found in the TMG interface, but expert TMG admins have configured through the
Windows Server commandline interface for some time.

The “Interface” route type configures UTM to forward any traffic for a given destination to
a specific interface and from there it is sent to the interface’s default gateway. A similar
configuration on TMG would be to use the following commands on the Windows server
command line interface:

Route add —p <network> mask <netmask> <gateway> <interface>

The "Blackhole” type discards any traffic for the configured network, thereby effectively making
the entire network unreachable. This can be used to offload the firewall and IPS engines of

the UTM in case of a (perceived) DoS attack, or to render specific parts of the (inter)network
unreachable for security purposes.

Neither TMG nor Windows Server offer the exact same behavior, but this functionality can be
mimicked by sending traffic for a specific network to a nonexistent router. A sample configuration
for such a setup would use the following command:

Route add —p <network> mask <netmask> 255.255.255.255

ISP Redundancy

Another welcomed TMG feature is the option to connect multiple upstream connections
and either loadbalance the connections or configure them in a failover scheme called “ISP
Redundancy.”

Automatic failover in TMG takes place based on a dead link detection mechanism that polls

a host (or the root DNS servers by default) to determine if a link is still viable. Additionally
administrators can hind specific hosts, networks and users (or a comhbination) to a specific link
for administrative purposes.
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Both of these loadbalancing modes are also available in Sophos UTM, with some added traffic
selection options when binding traffic to a specific interface and the option to loadbalance more
than two uplinks.

The Sophos UTM equivalent of ISP Redundancy is configured as part of the interface
configuration under the “Uplink balancing” tab.

[

To enable Sophos UTM to perform the equivalent to TMG's “Failover only” option, add the
preferred primary uplink to the "Active Interfaces” dropbox, while adding the standby interface(s)
to the "Standby Interfaces” dropbox.

To configure the equivalent of “Loadbalancing with failover,” add all interfaces that should be
used simultaneously to the "Active Interfaces” and then determine the priority (which interface
should be checked for availability first) of the interfaces by clicking on the arrows behind the
configured interfaces to adjust the hierarchy.

Uplink :alancing

Active mterfaces: o) Internet Uplinks can either nun in Active mode, where outgoing
connections are balanced over all avaiable ackve inferfaces of in
Standby mode, whers all ouIGoing CORNECHONS are Sent over e
first available Standoy interface. Standty interfaces are only used
when all Active interfaces are unavailadle.

Tre intertace list is sorted by descending prionty. Aer achvation

Firewall and DynDNS configuration options regarding the first
Standby Interfaces: - intertace are replaced by the newly created objects Lipiink
Interfaces and Uplink Frimary Addresses.

For ity monitoring eiher select of
spedify one of more hosts.

O Automatic monioring

Monitering hosts: “ I+

Figure 13 - Sophos UTM Uplink balancing

In both cases, you have the option to enable Automatic monitoring for the configured links
(the default option) or to select the hosts to monitor by adding them to the “Monitoring hosts”
dropbox.

IPSec Site-to-Site VPN
Configuring site to site tunnels using IKE/IPSec is one of the biggest similarities between both
products.

TMG is known for the simplification of configuring these tunnels, but it also introduced
troubleshooting issues for advanced admins due to the absence of tools to accurately
troubleshoot IPSec issues (when compared to its predecessor ISA server 2006).

The configuration of IPSec tunnels in Sophos UTM doesn't feature TMG's excellent wizard, but to
admins familiar with TMG's advanced configuration it will look quite similar.

Sophos UTM configures a tunnel in three steps: 1)set the remote gateway, 2) configure a (or
select a predefined) IPSec policy and 3) combine the remote gateway and the policy in a new
IPsec connection.

11



Each step has its own tab in the IPSec configuration menu (as shown in figure 13), reducing the
chance of confusion or configuration misinterpretation.

Connections | Remote Gate... | Policies

Figure 14 - Sophos Site to Site IPSec VPN menu

Remote gateway

The Remote gateway configuration covers the settings at the remote end of the tunnel, where
one configures the tunnel endpoint, authentication settings and the tunneled subnet(s), along
with more advanced options such as Path MTU discovery. TMG doesn't have a separate menu for
this, but these settings are covered in the "Addresses,” “Connection” and "Authentication” tabs of

TMG's configuration.
[xampte ses venpraperties i | Edit Remote Gateway
Gerweral Adresses | Comnecton | Authentcaton | -
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VPN ID type: | IP Address =l
VPN ID (optional) |
Remate Networks B+
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Figure 15 - TMG IPSec vs Sophos UTM

Policies

All settings covered under Policy in Sophos UTM apply to the phase 1 and 2 configurations of
the IKE-IPSec tunnel and they function much like those found under the "IPSec settings” in
TMG's “Connection” tab. There is little difference between UTM and TMG here, except that
Sophos UTM labels the IKE settings “IKE <setting>" instead of “Phase 1" and the IPSec settings
“IPSec <setting>" instead of “Phase 2" and the broader support for cryptography standards UTM
offers (UTM adds Blowfish, Twofish and Serpent encryption algorithms, SHA2 384bit and SHA?2
512bit authentication algorithms and Diffie-Helman Groups 14, 15 and 16 for IKE and AES CTR,
Blowfish, Twofish and Serpent encryption algorithms, SHA 2 96bit mode for authentication
algorithms, and Diffie-Helman groups 14 - 16 for IPSec).

Lastly, Sophos UTM gives administrators the option to enable “Strict Policy,” which enforces the
tunnel policy mare strictly and will not allow negotiation if the tunnel settings do not exactly
match on both ends of the tunnel. This is the default behavior in TMG (among many others,
such as many Cisco routers), but many TMG admins find this helpful in troubleshooting VPN
negotiation issues.
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Connections
Needing to configure a VPN connection by combining the previously configured elements might
seem foreign to a veteran TMG admin, as TMG essentially did this automatically.

The downside to TMG's approach however is that IPSec settings and gateways could not be
reused in other rules, requiring a TMG admin to manually edit these settings for each new tunnel,
which can become quite cumbersome when administering a large amount of tunnels (e.g., in a
corporate branch network scheme).

Sophos UTM alleviates the manual labor by allowing administrators to reuse these settings for
multiple tunnels, which enables simultaneous tunnel reconfiguration and faster deployment of
new tunnels.

The settings stored in an “IPSec connection” combine the Remote gateway (to determine the
tunnel endpoint, tunneled subnet and authentication) and a previously configured Policy (to
determine the cryptographic and authentication algorithms used) with the local subnet(s)
allowed in the tunnel, the interface UTM should use as the local tunnel endpoint and some
advanced features (such as “Strict Routing”, “Bind tunnel to Local Interface” and “Automatic
Firewall Rules”).

Strict Routing functions like the Strict Policy setting in that it more strictly enforces routing
policy settings. Traffic is not allowed to enter the tunnel if it doesn't specifically match the

configured networks. This is a default setting on TMG, but having the option to turn this off
enables easier troubleshooting and improved compatibility with multiple vendors.

“Bind Tunnel to Local Interface” forces the Local Network traffic to reach UTM through a specific
interface if it wishes to enter the tunnel. Any traffic reaching the UTM through another (internal)
interface will be dropped. This allows for stricter filtering and multi-tenancy setups.

Add IPsec connection

Name: {Remme office

Remote Gateway: | Remote office
Local Interface: | Outside

Policy: [AES-128

+ |l (bl ||

'Local Networks
T [ Internal (Network)

¥ Automatic Firewall Rules
I™ strict Routing
I Bind Tunnel to Local Interface

Comment: |

/ Save ¥ Cancel

Figure 16 - Sophos UTM IPSec connection
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The "Automatic Firewall Rules” option automatically creates a firewall rule in the UTM firewall
that allows traffic from and to the configured networks. This is similar to the access rule created
in TMG's Site-to-Site connection wizard, but without the option to select the tunneled protocols
(UTM enables all traffic by default). If such fine-tuning of firewall rules is required for your setup,
refer to Chapter 1 on Firewall rules.

Create Site-to-Site Connection Wizard
Site-to-Site Network Access Rule
An aceees rule i required to allow traffic to and from the new VPN site-to-sits
network.
o e P e "
and the new site-to-site network for all usars.
Access rule name: | A sccess between Example 515 VPN and
Apply the rule to these protocols:
|selected protenis =l
Add...
EGE
Remnave
1% change the access pobicy later
network. Othervise braffc o and from th network il be deried.
< Back Next > Cancel

Figure 17 - TMG StS Wizard Access Rule

L2TP and PPTP Client VPN
Configuring client access VPNs in TMG requires admins to follow steps in the GUI and apply the
configuration, which makes for a fairly simple deployment.

During these steps an administrator determines the interface the VPN users connect to, the
number of —and which — users are allowed, the address assignment method, the desired VPN
technology, EAP options and (in the case of L2TP over IPSec) the IPsec settings.

Afterwards the administrator configures both access rules and routing rules for the VPN users
and enables the incoming VPN users to connect.

VPN Clients Sites

... Configure VPN Client Access
This page helps you define and configure how dients access the corporate network using

Configure Address Assignment Method and Enable VPN Chent Access
= allow remote chents to connect to the network using a VPN connection.

Specfy Windows Users or select a RADIUS Server
Spedfy the Windows wsers (domain groups) allowed VPN access or, if using RADIUS authey

Verify VPN Properties and Remote Access Configuration
o WVerify that VPN properties, such as protocols and access ponts, are defined according to

E’ View Firewall Policy for the VPN Clients Hetwork

Verify that Frewall Fobcy rules for the VPN C defined w
View Network Rules
3 Werify that the nules specifying network relationships between the VPN Clients Network
o your netwark requirements.

B Configure Quarantine (Optional)
Enable quarantine suppart, apply either Forefront TMG or RADIUS quarantine policy, and

Read about quarantine configuraton steps.

Figure 18 - TMG client VPN configuration

Sophos has further simplified this deployment process by condensing the entire task of
configuring client VPNs to a single page per technology, supplying preconfigured IP pools for
client assignment and automatically configuring routing for the remote users.

Configuring PPTP client VPNs is therefore as easy as enabling the technology, selecting the
users and creating a firewall rule for them.
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Configuring L2TP VPNs is almost as simple, though it requires administrators to additionally
set IPSec related attributes such as the incoming interface, the authentication type and the
preshared key or X509 certificate.

There is one important difference though: Both PPTP and L2TP VPN types can only use local or
RADIUS based users, so you cannot use native AD users and groups as with TMG.

Differences

There are quite a few more differences to be found between Sophos UTM and TMG. Sophos
UTM not only offers support for more networking settings, but also for many more networking
technologies. This section describes the biggest discrepancies between both products.

NAT

ISA administrators rejoiced when Microsoft announced it would add NAT control as part of
the Enhanced Networking features, as this finally allowed more flexibility in configuring which
networks should be NATted, and which IP addresses should be used.

TMGs implementation is not without drawbacks though. Configuring IP addresses or IP pools
that are not part of the interface that the traffic is traversing is impossible due to lack of Proxy
ARP, for example. Another issue is the inability of TMG to NAT traffic inside a VPN tunnel making
it virtually impossible to resolve overlapping subnet issues without a compromise.

Sophos UTM on the other hand has very advanced NAT controls, allowing for almost any kind
of NATing scheme, including configuring non-interface IP addresses and pools, NATing entire
networks and protocol manipulation during NAT translation.

x
170 Ganeral | 1 S Networ | Dests R
Network Relationship MNAT Address Selection

Select the public IP address(es) that Forefront TMG will use as the source IP
address for outhound traffic.

" Use the default IP address
Select this option to use the default IP address of each network adapter
e .

" Use the spedfied IP address
Select an IP address from the box if you have a network topology
#:etwhlbnrdnﬂk;&edzdmm:t?mm
(NLB), o for a single server array. B 3

& Use multiple IP addresses
Select this option ifmhaveane‘hgul: topology where outbound

traffic is drected to multiple This option is if you
need to define more than a single IP address as the NAT address.

OK | Cancel | Aoy |

Figure 19 - TMG NAT settings

The implementation of advanced options is outside the scope of this guide, which focuses on
mimicking TMG's functionalities and will therefore concentrate on just the configuration of
Masquerade and Source NAT and rules using static IP addresses.

» How to do this in UTM: To configure the Sophos UTM equivalent of the NAT address
selection in TMG go to Network Protection -> NAT. Here you'll find two tabs: “Masquerade”
and “NAT." Both tabs allow an administrator to configure a NAT rule, the difference is
that Masquerade only allows for broad traffic selection and does not allow for protocol
manipulation, whereas the Source NAT option under the NAT tab does.
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Setting up Masquerade is fairly straightforward, and will NAT any matching traffic to a
configured IP address on a specific interface. Just select the interface, the IP address you
wish to use (or use the primary IP address, which is the default setting) and the network(s)
that should be translated.

Source NAT changes the source of a data packet and alters some of the associated
properties of said packet. Configuring a Source NAT rule is very similar to configuring
Masquerade, but the latter requires you to configure the source, protocol and destination of
the traffic instead of just setting the source. Furthermore, administrators have the option to
select which IP address and interface to NAT the traffic to, along with to which protocol the
traffic should be translated.

o

| Edit masquerading rule b

Network: |ﬁ [ Internal (Nel\n|ﬁ -

Position | 1 ~|

Interface: | Outside ~|
Use address: | << Primary address == |

Comment: | |

+/ Save ¥ Cancel

Figure 20 - Masquerade NAT in Sophos UTM

An interesting addition is the option to automatically create a firewall rule for the associated
traffic, such as VPN traffic. The automatically-created firewall rule will match the exact
settings in the firewall rule and thus allow only the configured source, protocol and
destinations set in the NAT rule.

Create new NAT rule ®
Group: | - No group - v ]
Position: | Bottom v
Rule Type: | SNAT (Source) v
Matching Condition
Fortraficfrom: | Any |@ +
Using senvice: [T o Any - +
Going to: ﬁ 1 Any -+
Action
Change the source to: _—|E +
Andthe seniceto:| @ +
() automatic Firewall rule
Comment: |
| @ Advanced
+/ save ¥ cancel

Figure 21 - Sophos UTM Source NAT
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Missing functionality
There are some unique TMG features that cannot be replaced by Sophos UTM. Here, we discuss
these functionalities and provide alternative solutions and workarounds wherever possible.

Dynamic routing — RIPv2

Neither TMG nor ISA server feature extensive support for dynamic routing protocols. Where
ISA server support just the OSPF and RIPv2 protocols, Microsoft removed even more routing
functionality in TMG, which only supports RIPv2.

But despite these limitations, the dynamic routing capabilities in both ISA and TMG were
welcomed by administrators, as it allowed them to automate route distribution. Even if it
meant they had to preform route redistribution or other workarounds later on to allow for
interoperability with the rest of their network.

Sophos UTM has no support for the Routing Information Protocol (RIP), but instead offers the
superior OSPF (Open Shortest Path) and iGBP and eBGP (interior/exterior Border Gateway
Protocol) routing protocols as alternatives.

» How to work around this: Both OSPF and BGP are available on Sophos UTM and can be
configured through the Interfaces & Routing configuration menu.

While the both protocols are beyond the scope of this guide, enabling them is quite simple to
anyone familiar with these protocols.

OSPF configuration

In order to enable dynamic (OSPF) routing, first enable a forwarding interface in the
“Interfaces” tab, along with the authentication type used on said interface (Plain-text or
MD5). Next, configure a new area under the "Area” tab by setting a name, area-id, area type
(normal, stub, nssa, stub no-summary or nssa no-summary), authentication type (off, plain-
text or MD5) and cost associated to this area. This area is then associated with a forwarding
interface and any virtual links that might be active in the area.

Lastly, set arouter ID in the “Global” tab and click the slider to enable the routing protocol. If
needed, route redistribution can configured through the "Advanced” tab, by selecting which
routes are to be redistributed and whether or not a static default route should be advertised.

BGP configuration

BGP routing configuration consists of configuring at least one neighbor (by setting a name, IP
address, AS number and authentication type (along with any possible filters and route-maps
if required). Afterwards, you can then enable the routing process and set the AS number,
router-ID and networks to advertise.

Route maps and filter lists can be configured under the tabs “Route Maps" and “Filter Lists" if
required.

Redistribution

If RIPv2 interoperability is required, a popular workaround is to redistribute the routes from
the internal network to Sophos UTM and vice versa through an external router.
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SSTP VPN

With the introduction of Windows Vista, Microsoft introduced its own SSL-based VPN technology
dubbed "SSTP" or Secure Sockets Tunneling Protocol, which enabled Windows users to securely
connect to their work infrastructure over HTTPS without the need for a separate client. This
technology has since been implemented in every Windows version released, but has been
largely superseded by Microsoft's own DirectAccess tunneling protocol, which offers similar
functionality with the added benefit of requiring no user interaction to establish.

Due to the proprietary nature of SSTP (Microsoft owns the source code and has been reluctant
to license or share the technology with third parties), Sophos UTM cannot offer support of this
protocol.

» How to work around this: Sophos UTM offers both our own SSL VPN solution (which works
on Windows XP SP3 and up and requires its own client) and our clientless HTML5 VPN portal
(which works completely OS independent and requires no client software) which can tunnel
specific applications to the end user as workarounds.

SSL VPN

Setting up SSL Client access VPN is very simple and closely follows PPTP and L2TP
configuration steps, complete with preconfigured IP address distribution configuration.

To configure a new connection, create a new “Remote Access Profile” consisting of a name,
the appropriate users (AD is supported along with RADIUS and Local in contrast with the
PPTP and L2TP options) for this connection and the networks these users should have
access to.

The option to automatically create firewall rules is present here as well and works
completely similar to PPTP and L2TP options.

The major difference between SSL VPN and the other client VPN options is that SSL VPN
offers additional configuration through the “Settings” and “Advanced" tabs, which are used
to set the incoming interface, signing certificate, tunnel cryptography, IP Pool and content
compression characteristics of the connection.

To further simplify the distribution of the SSL VPN software, Sophos adds a preconfigured
SSL VPN client installation package to the user portal, so each user authorized to use the
tunnel can download and install the package (complete with required settings) in just a few
clicks.

HTML 5 VPN Portal

The HTML 5 VPN Portal is a revolutionary new approach to remote access that allows the
streaming of certain applications (RDP, Telnet, SSH, VNC, HTTP and HTTPS) to a webpage,
requiring no specific components on the client machine. This portal is available as a part of
the user portal to further simplify the deployment.
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To configure the HTLM 5 VPN Portal, select an application to publish and then set the
appropriate configuration parameters such as name, connection type, destination system and
allowed users. For applications and/or websites requiring authentication, Sophos UTM adds
the option to automatically log in to the published resource using the credentials entered by
the administrator.

| Add remote access profile
Profile name:
|Users and Groups .+
| Local networks =+

Automatic Firewall rules

Comment. |

.-I Save _X Cancel

Figure 22 - Sophos UTM SSL client VPN

Dynamic WPAD
WPAD (Web Proxy AutoDetection) is an IEEE-standardized technology used to automatically
distribute proxy settings to WPAD-capable web browsers.

TMG supports the dynamic generation and distribution of the required settings by enabling the
option “Publish automatic discovery information for this network” option in the “Auto Discovery”
tab of each (local) interface, which creates a custom wpad.dat file with settings specifically
tailored for the users in said network. These settings are also automatically updated every time
any significant (proxy-related) setting is change on TMG.

This functionality is not available in Sophos UTM, but the option to manually create a WPAD or
Proxy.pac file and have UTM distribute it exists.

» How to work around this: To configure a manual proxy WPAD or PAC file, enable the option
under the “Misc” tab of the Web Protection -> Filtering Options submenu. In the dropbox
below, an administrator can copy and paste the desired configuration of the file. This is
outside the scope of this document, but for syntax, functionality and content information, visit
http://findproxyforurl.com.

Proxy Auto Configuration

The proxy auto configuration is a feature that enables you to centrally provide a proxy auto configuration fila (PAC fle) which can be feiched
By browsers, The browsers will in fum configure Meir prory Seffings according 1o e details outlined in the PAC Sle, Uise the fed box below
to enfer the browser proxy configuration (in JavaScripl) that should be delivered to the dient with the PAC file.

[l Enable Proxy Auto Configuration

Figure 23 - Sophos UTM WPAD configuration
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3. URL filtering and malware inspection

URL filtering and malware inspection was added to TMG mainly due to the popularity of third
party addons for ISA, such as GFI's Webmonitor, that provide these services on a subscription
basis.

Microsoft copied this model for its own Forefront Protection functionalities, charging a recurring
fee on a per-user basis as part of the Enterprise Agreement contract. Sophos uses a similar
subscription model for its Web Protection component.

Similarities

Due to the similar goals and functionalities, the URL filtering features in TMG and those found
in Sophos UTM share are quite similar but some might be difficult to grasp due to interface
differences. This section highlights the similarities between the products for day-to-day
operations.

General configuration

While the configuration in TMG and Sophos UTM might appear to have little in common at first
glance, due to Sophos' approach to firewall rules, the actual URL filtering rules have quite a bit
in common. By comparing them side-by-side the similarities between both products become
apparent.

Botnet

Criminal Activi...
Gambling

Hate Discimi. ..
Tegal Drugs
Malicious

Phishi
Pornography

= [#]s Blocked Web Des... () Deny HTTP 5 Internal
B Hres

PRBPPRPBBP

Anonymizers tlﬁlUsers Web access rule ...

Figure 24 - Microsoft TMG URL Filtering

While Sophos UTM does not feature a similar summary overview, the “Policies” tab of the Web
Filtering configuration does offer some “at a glance” information.

Active Name Users/Groups Time Filter Action +

T 1+ L] Defsutt content filter profile sssign...  Any Anytime Default content filter action

Figure 25 - Sophos UTM Web Filtering policies

20



As with the firewall rules, the configuration might seem foreign at first, but when the familiar
TMG elements are overlaid, the picture becomes clear, as demonstrated below.

Active Name Users/Groups Time Filter Action L 3
T 1 IE] Detault content filter profile assign... Any Anytime Default content filter acticn
A

© peny

By Alusers @ Alow
Eait Fitor Action \/ @
@ & S
Cateqonies Websites Downloads Antivinus Additional Opliens

Name: Default contint filter action

i Allow all content, except a8 Specified below
0 Block all contert, except as specified below

# Block Spyware infection and communication

Category Action
IRsligion ow——— " v] .
Criminal Actties JETTA—
Drugs Alow v
Entertainment | Cuture [Allow ¥
Exremistic Sites Allgw v
" [ Allow v
Games | Gamblos Allow o
m [ Allow v
and © Allow v
_Job Search | Allow v
Utestyie T
Uncategorzed wetsites
[} Block websites with a reputalion below 3 threshald of Urnverified *

@ o p Wext of Save X Cancel

Figure 26 - Sophos UTM Web Filtering Filter actions

The rest of the settings from the displayed TMG URL filtering rule are found on the "Web Filter
Profile” tab (or the “Global” tab if you are configuring the default profile):

® *
Wb Filtor Profile Policies
Hame: ]
Comment | <& Internal !
Allowed networks / -+ Operation mods: [i]
T [Eintemal (Network) V © StandardMode
® Teansparent Mode
Full transparent
Detaul Aumensication: | None v
¢ Block access on authenticabon failure
Allowed endpoint groups i+
[ Enatie Deice-speciic Authenbcation
Davice Mode +
HTTPS (S5L) braffic.
D Donotscan
® URL filtering only
© Decryptand scan
i Eu Mext XK Cancel

Figure 27 - Sophos UTM Web Filtering Profile settings

So while the interface is vastly different, configuring URL filtering still consists of setting a
source network for the traffic, selecting the users the filter should apply to and determining the
filter action (allow or block) and the categories of websites to be filtered.



This is true for other parts of the filtering configuration as well, such as creating URL Category
Sets in TMG. Category sets create a summary of different categories in TMG to allow for easier
configuration and management.

Sophos uses a similar approach to URL Filtering Categories, which consist of many sub-
categories. Creating your own URL Filtering Category works exactly the same as it did in TMG.
First, create a new Category and then select the applicable subcategories from a list. These
settings are found under Web Protection -> Filtering Options -> Categories by clicking “+New
filter category.”

Create filter category

Name: Ic_ustom categony

Included Sub-Categories
Alcohol
Anonymizers
Anonymizing Utilities
ArtCulture/Heritage
Auctions/Classifieds
Blogs/Wiki

Browser Exploits
Business
Categorization failed
Chat

Computing / Internet
Consumer Protection
Content Server
Controversal Opinions
Criminal Activities
Dating/Personals
Dating/Social Networking
Digital Postcards
Drugs
Education/Reference
Entertainment
Extreme
Fashion/Beauty
Finance/Bankina

D0S0O00S00O00A 00O ®

Figure 28 - Creating custom URL filtering categories in Sophos UTM

URL filtering overrides
Another area where the similarities between both products really shine is in the configuration or
URL filtering exceptions.

Creating URL filtering exceptions in TMG was done by going to the "Weh Access Policy” view

and opening the “Create URL category override” tool in the toolbox. Any exception configured
here was applied on a system-wide level, every user or source network would use the configured
exception.
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Sophos UTM features a similar URL categorization override functionality, which can be access
through Web Protection -> Filtering Options -> Websites. A new category or reputation override
can be configured by clicking “+New Website" which prompts a popup where the URL, domain,
IP address or IP range to override can be entered. The new appropriate category can then be

Acd Site(s)
URLs, domains, IP addresses, or CIDR ranges
LIL categonies are predefined. Add a LR to a different category o W, EXAEpLE . com
overnide its default.
Fier by category: [Acowgores> =]
Free Hostrg -
L = [Garnbing
) Incluce subdomains.
oeu:znmm
GovereneniMitary m_"?"__
e me T —
e s Do not overmide =
Fumor (Comics Acohol
hegal Crugs Ananymizers
Internes Services Anonymizing Uiities
Legal Services & Reference AiCultureHeritage
“‘u"'m"c et AucionsiClassifieds t
Meda Sharng Blogsh¥ild
[Motor Vehides Browser Exploits f
Piews Business
ab | _povmatimacco - crat el J.Ciace,
| Ctscene Tacshebess Computing / Intemet I
Consurmes Proleciion
| Orlree Tradng Brekerage Content Server
E g ] Controversal Opinions
Criminal Activities
"m: P ST — DatingPersonals
s Dating'Social Metworking
raphy Digital Pasicards
peetalStes = Drugs
EducationReference =

Figure 29 - TMG - UTM URL override comparison

Another way to override a URL filter in TMG is to add a rule-specific exception based on the URL
or domain name of the object (HTTP rules allow for URLs and domains, whereas HTTPS rules
allow only for exceptions based on domain name). These exceptions function as a whitelist or
blacklist based on the rule action; a rule that allows traffic would make any exception a blacklist
item, a rule that denies specific traffic would work as a whitelist.

Sophos UTM includes this exact same mechanism, but instead of configuring exceptions,
administrators can directly configure whitelisted and blacklisted websites based on domain
(including subdomains) or a regular expression, as part of any filter action as a part of the
“Websites" configuration item.

Differences

As a result of the different underpinnings of the systems, there are bound to be some differences
in functionality between TMG and Sophos UTM. This section covers some of the biggest
differences between the systems, and how they affect configuration.
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User-based override

Microsoft first introduced user-based overrides in TMG for web filtering rules to minimize the
workload on IT staff by allowing users to self-service false positives and incorrectly blocked
resources on a rule-by-rule basis. This freedom to override can be time-based and limited, and
comes with additional logging options to track abuse. Administrators even have the option to
inform the users about the consequences of the override through a configurable message on the
“Website blocked" page.

Figure 31 - TMG user-based override for web filtering

» How to do this in UTM: Sophos UTM features a similar functionality called “Bypass users,”
complete with extended logging, but lacks the functionality to configure this on a per-
rule basis. This means that any users allowed to perform overrides will be able to do so,
regardless of the Filtering Actions configured for their network. UTM also lacks the ability to
restrict this behavior on a time-of-day basis like TMG can.

To configure user-based overrides, an administrator enables the functionality under Web
Protection -> Filtering Options -> Bypass Users by adding a user or group of users to the
dropbox.

Modification of the notification users receive is also possible by going to Management ->
Customization -> Web Messages. Here, select the message you wish to edit from a dropdown
menu and enter new or revised text in the textbox below.

| Exceptions | Websites | BypassUsers | PUAs | Categories |

Bypass blocking

Specify which users are allowed to bypass block pages.

Users/Groups allowed to bypass blocking -+

Figure 32 - Sophos UTM bypass users configuration
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Anti malware

The Anti Malware component in TMG is based on the Forefront antivirus solution and uses
Microsoft's own engine (during the TMG beta admins could choose between 5 different malware
engines, but the functionality of these engines has since been concatenated into a single entity).

» How to do this in UTM: Sophos UTM uses two engines for malware filtering: its own engine
and Avira. You can enable scanning on one or two engines, a tradeoff between speed and
scanning thoroughness. These settings can be altered on a per profile basis, under the
‘Antivirus” items.

A noteworthy difference in the malware scanning applications of TMG and Sophos UTM is the
customization of TMG's “trickling” system. Both TMG and Sophos UTM have a mechanism that
intercepts large downloads and places them in a cache on the firewall instead of streaming them
to the client directly. This speeds up the download process from an end-user perspective, as they

will not need to wait until the entire file is scanned in order to see progress in their browser.

Microsoft allows admins to pick which filetypes / contenttypes should be delivered via the
“standard trickling” system, which downloads the file to TMG using the mechanism discussed
above, and which should be delivered through the “fast trickling” system, which only scans
the first 1% of the file before sending the rest of the file directly to the client without any
interruptions like the standard system.

%
" General | Destination Exceptions | Source Exceptions | Inspection Settings
- Default Content Delivery Method for Scanned Content ]
 Standard tricking

" Fast tricking

~Content Ty
¥ Use progress notification instead of the default content delivery
method for the selected content types
Content Types for Progress Notfication... |
66 content types selected
¥ Use fast trickling for the selected content types

‘Content Types for Fast Trickling... I
63 content types selected

Content delivery settings do not apply to non-scannable
content such as streamed audio and video.

[Cok | conca | 200 |

Figure 33 - Trickling configuration in TMG

» How to do this in UTM: Sophos UTM does not have these configuration options and instead
determines which files should be delivered directly based on a predetermined list of file and
content types. These are engineered to not interfere with real-time applications such as
streaming video and audio.

Also, TMG has an option to fine-tune the inspection settings by determining parameters such
as the maximum allowed archive level depth and what to do with broken or encrypted files.
Administrators can also select whether TMG should attempt to clean infected files (or drop
them), how long scanning is allowed to take and predefined size limits for downloads in both
archived and unarchived state.
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» How to do this in UTM: Sophos UTM also features customization for malware filtering
parameters, but only allows administrators to set a maximum scannable file size limit and a
maximum download filesize limit. One advantage UTM has over TMG is the option to use our
reputation engine to recognize PUA (Potentially Unwanted Applications) downloads and filter
them according to company policy.

As already mentioned, Sophos UTM is fully capable of filetype and MIME filtering of HTTP-
based access rules like TMG and even enables administrators to configure this type of
scanning for HTTPS traffic as well.

How to do this in UTM: To configure which files are blocked, open the “Downloads” menu of
a Web Protection profile.

v

Here, administrators can not just block downloads based on extension or MIME type, but also
can define which filetypes will trigger Sophos UTM to generate a warning for the endusers
when they attempt to download such a file.

Edit Fiter Action o

& & ® E)

Categories Downloads Anthins Agational Options

Warned file extensions +im- Warned MIME types +m-

Biocked file extensions + v Blocked MIME types +
T

0 wn
0w
0w

T wn -

@ Block downloads larger than: | 1024) Megatytes

Figure 34 - Sophos UTM download settings

The last aspect of malware inspection in TMG to be examined is the ability to create malware
exceptions based on a source or destination basis. These exceptions can be created on a URL,
domain or IP address basis by adding network objects to the exception list.

v

How to do this in UTM: This functionality is configured under the “Exceptions” tab of Web
Protection -> Filtering Options. These exceptions allow for the skipping of any part of Web
Protection in UTM, ranging from download size blocking to content filtering.

Filters can be applied based on source network, source endpoint group, source user (group),
a specific URL destination or on a URL category. Administrators even have the option to
perform logical AND and OR operations between these criteria, allowing for very precise
filtering.

HTTPS inspection

HTTPS inspection has always been a weak point of TMG due to a lack of wildcard support.
That is, any website using a wildcard certificate would be dropped by TMG due to having non-
matching SSL certificates. As a result, this feature went mainly unused due to the enormous
number of false positives.
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A redeeming quality of this feature is that Microsoft went out of its way to make the general
process of HTTPS Inspection as simple as possible by allowing administrators to push the
signing certificate to the clients who use Active Directory with a single click.

» How to do this in UTM: Sophos UTM has support for wildcard certificates and allows
HTTPS inspection through two modes: “URL Filtering Only" and “Decrypt and Scan,” which
are configured either as part of the “General” configuration in Web Protection or as part of
the “Web filtering Profile" settings in a web filtering profile.

“Decrypt and Scan" will appeal to many TMG administrators, as it allows Sophos UTM to
function as simply as the setup in TMG. This mode does not require any reconfiguration

by the client (not even pushing a signing certificate) because Sophos UTM will not actively
decrypt the traffic. Instead it uses the SNI (Server Name Indicator) field of the data packets to
determine the destination of the web traffic and apply URL filtering rules based on this.

The limitation of this option is the inability to inspect traffic for malware, as UTM cannot read
the (still encrypted) datapackets.

If your organization requires full malware inspection on all traffic, including HTTPS, enable
the “Decrypt and Scan” option. This will perform a regular man-in-the-middle-attack and
intercept all traffic from the client to the internet by impersonating the requested resource.
This will require distribution of the signing certificate or importing an already trusted
certificate from an internal Certification Authority.

In both cases the administrator has to open the Certificate Management item under Web
Protection -> Filtering Options -> HTTPS CAs. Here, either click “Upload” to upload a new
signing certificate from an internal CA, or click “Download” to download the UTM's current
signing certificate to redistribute manually.

Missing functionality
There are some unique TMG features that cannot be replaced by Sophos UTM. Here, we discuss
these functionalities and provide alternative solutions and workarounds wherever possible.

Secondary categories

Microsoft's URL filtering is based on the Microsoft Reputation Services webservice, which
contains filtering information from a large number of participating companies. Websites are
ranked based on their reputation, and filed on a primary and secondary category basis. This
means that a website that sells shoes and hosts fashion news will have a high rank in the “Online
shopping” category and a moderate ranking in the “Fashion” category.

By default TMG will only filter on the primary category, but when needed, administrators can
enable filtering on secondary categories on a rule-by-rule basis.

This allows for an unprecedented level of control by which TMG admins can block only the parts
of a website that fit the offending category and make sure that other parts are available due to
belonging to another category.
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Or, alternatively, it can be used to block URLs that would otherwise slip detection due to being
allowed on the primary category (so in the previous example, if the configured policy called for

blocking all fashion websites but allowing web shopping, the website would have been allowed).

Filtering on secondary categories allows administrators to still block this site based on the
secondary category assigned to it.

Sophos UTM does not use secondary filtering categories and can therefore not function as TMG
would.

» How to work around this: If a website slips through the filtering criteria configured, an
administrator has two options: add the website to a category as an override (as detailed in
“URL Filtering Overrides” above) or add the website to a whitelist or blacklist as part of the
filter actions of the offending profile (detailed in the same section).

Figure 35 - TMG non-primary category filtering
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4. Publishing rules

Publishing rules are one of TMG's strongest features, and a major reason for the product'’s
popularity. Publishing rules allow internal resources to be securely exposed to the public internet
by having TMG function as both a filtering platform and web application security engine.

The biggest benefit of the publishing feature is TMG's ability to function as a reverse proxy for
the internal resources. This means TMG can impersonate the actual resource, which allows

for detailed scrutiny of any command sent to the backend server and negates any attacks that
might target the vulnerabilities in the protected resources. TMG will request content from a
resource on behalf of a client, never allowing the original traffic to reach the published resource
directly. So even if an attacker succeeds to exploit a vulnerability in a published resource, the
result is that TMG now has unintended privileges on the published resource, but never the
attacker's machine.

These impressive functionalities have been expanded by Microsoft to also include offloading and
delegation of authentication, allowing TMG to function as a complete black box for any traffic
sent to the published resource. The added benefit is that TMG knows the credentials of the users
trying to access the published resources, and can perform Single Sign On for any published
resource by delegating the already known user credentials to any backend system requiring
authentication.

Similarities

Sophos UTM has had a strong reverse proxy and web application filtering engine for quite some
time (aptly named “Web Application Firewall"), but with the 9.2 release these features now
include TMG-like reverse authentication functionalities. This allows Sophos UTM to closely
match most TMG functionalities. This section documents these functional matches and the
general TMG similarities in Sophos UTM.

General configuration

To configure a publishing rule in TMG you must set both the internal configuration (server
hostname or IP address, ports, virtual directories and hostheader values) which determines how
TMG should communicate with the server and external configuration (through the Web Listener,
which contains settings related to public IP, SSL and authentication) which determines how the
end users reach the server.
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Sophos UTM uses a similar scheme, whereby administrators configure a “Real Web Server”
(which defines the internal hostname or IP, protocol and port of an internal server) with internal
reachability settings and then use these settings in a "Virtual Web Server” where the settings get

appended with settings related to external IP addresses, ports and SSL settings.

| Edit Real Webserver

b4

Name: IExchange #1

Host:lﬁ @ Exchange ‘- +
Type: | Encrypted (HTTPS) v
Port 443 |
Cumment:[ l

' @ Advanced
o/ Save X Cancel

Figure 36 - Sophos UTM Real and Virtual server concept

Site path routing

—

| Edit Virtual Webserver

Name: | OWA

Interface: | Outside (Address)

Type: | Encrypted (HTTPS)

Port: |443

Redirect from HTTP to HTTPS
Certificate: | Exchnge Cert

'Domains

webmail.example.com

oa.example.com
sutodiscover.example.com

|Real Webservers

Exchange #1 enabled

Lync Frontend #1 - HTTP enabled
_| Lync Frontend #1 - HTTPS enabled

RDGW #1 ensbled

RDGW #2 enabled

Firewall Profile | Exchange OWA

Comment |

Another resemblance between TMG and Sophos UTM is that both allow traffic for different
paths on the same hostname to be routed to different backend systems. For example, you can
send www.example.com/public to server A, while sending www.example.com/private to server B.

TMG administrators can configure separate publishing rules to determine which traffic should
end up at which server, by defining the appropriate paths for each server in the “Paths” tab of the

configuration.
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Sophos UTM lets administrators configure which paths should be sent to which “Real Web
Server” by editing or adding paths to the “Site Path Routing” tab and determining the source for
this traffic from a list of servers.

Edit Site Path Route

| Authentication Delegation | Application
General | Action | From | To | Traffic | Listener | Public Name  Paths

Tis e apples to requests forthese extemal paths. Before Name: lowa |
forwarding a request, Forefront TMG modifies the edemal path and

ISR K USRI Khes Dt o0 e e e Virtual Webserver. | Exchange v
Edomal Path T itemal Path ] Cae] Path: |lowa |

- £ Ed... | Reverse Authentication: | Example
Remove | * 'Real Webservers

1% Exchange #2 enabled
[[J Exchange #1 enabled
[ RDGW #1 enabled
[ Lync Frontend #1 - HTTPS enabled

Paths must be distinct from each other. A path cannat be a prefic of _] RDGW #2 enabled
another path. This is true for extemal and intemal paths.

[JyneF d #1-HTTP |
Bl s~ and /oah” e danct el a s
TestRue | oK Cocel | iy | Comment: |

# Advanced

+ save

X Cancel

Figure 37 - Site path routing in TMG and UTM

Differences
This section discusses the differences between TMG and Sophos UTM and how they affect
administration.

Web listeners

Microsoft ISA server 2004 introduced the concept of the Web Listener: a reusable component
that tied one or multiple (public) IP addresses to an authentication scheme and an SSL
certificate. This component could be used by publishing rules to instantly configure the
appropriate security and addressing settings. This component also enabled Single Sign On by
allowing all publishing rules sharing the same listener to share authentication credentials (as
long as they were within the same domain name).

Sophos UTM does not use a concept like Web Listeners. Instead each published resource (called
a “Real Server") is associated with its own unique “Virtual Webserver,” which basically serves the
same purpose as the Web Listener, but on a per-resource level.

» How to do this in UTM: To create a new Virtual Webserver, click the “+New Virtual
Webserver” in Web Server Protection -> Web Application Firewall -> Virtual Webservers.

Here, set a name for the Virtual Webserver, select the IP address it should listen on,
determine the protocol (“Plaintext” for HTTP, "Encrypted” for HTTPS) and set the port used
by the Virtual Webserver.
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Depending on the protocol selected, the next configuration steps are to enter the
hostname(s) for the webserver in the “Domains” field (for HTTP) or enable HTTP to HTTPS
redirection, select an applicable SSL certificate and then select the appropriate hostnames in
the “Domains” field (for HTTPS).

Create Virtual Webserver b4
Name:[ |
Interface: | Please select - v |
Type: | Plaintext (HTTP) v |
Port: 80 |

| Domains + =~

ﬁ www.example.com

Figure 38 - Sophos UTM HTTP Virtual Webserver

| Create Virtual Webserver ¥
MName: | |
Interface: | :: Please select : v
Type: | Encrypted (HTTPS) v
Port: [443 |
¥ Redirectfrom HTTP to HTTPS
Certificate: | Exchnge Cert v |
' Domains

l_J webmail.example.com

|| ca.example.com

[ sutosiscover example com

Figure 39 - Sophos UTM HTTPS Virtual Webserver

The rest of the configuration is similar, as both require selecting a previously configured
server from the “Real Webservers" field, or adding a new one by clicking the “+" button in the
upper left corner of the field. The next step in setting up a Virtual Webserver is selecting a
Firewall Profile (explained in the "Web Application protection” section below) and adding a

comment in the “Comment” field if needed.

The advanced settings allow administrators to configure Compression support, HTML
rewriting and Host Header Passthrough. With the exception of HTML rewriting (see “Link
Translation” section), these work similar to TMG's option to remove a Web Listener from the
“Return Compressed Data" list (found in the HTTP Compression settings) and the “Forward
the original hostheader instead of the actual one” option of a publishing rule, respectively.
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Web application protection

As mentioned in the previous section, Sophos UTM lets administrators configure specific
protection parameters of a virtual webserver, unlike TMG. These settings are configured through
what UTM calls the “Firewall Profile” which can be found under Web Server Protection -> Web
Application Firewall -> Firewall Profiles.

» How to do this in UTM: Creating a firewall profile consists of naming the profile and setting
the following parameters:

Pass Outlook Anywhere: used to allow RPC over HTTPS traffic

Mode (Reject/Monitor): the Mode setting refers to how UTM should treat detected threats.
In Monitor mode UTM will allow the traffic even if it violates the configured protection
settings, in Reject mode UTM will discard the traffic and reject the session.

Common Threats Filter: enables configuration of the following options:
- Rigid Filtering -decreases tolerance on filtering rules

- Skip Filter Rules -set the signature IDs that should be skipped

Protocol Violations -blocks any traffic not adhering to protocol definitions

Protocol Anomalies -blocks any content not normally associated with a specific protocol)

Request Limits -limits request length to prevent protocol abuse

HTTP Policy -blocks attempted HTTP attacks

Bad Rabots -blocks known malicious web crawling engines and automated attacks

Generic Attacks -blocks attacks not associated to the other categories
- SQL Injection Attacks -blocks attempted SQL Injection attacks
- XSS Attacks -blocks cross site scripting attempts

- Tight Security -reduce tolerance for the filter, increasing the likeliness of catching
suspicious traffic by combining other filter elements

- Trojans -blocks traffic and attacks from known Trojans and infected machines

- Outbound -prevents leaking server-side information (such as session tables) back to the
client

Cookie Signing

- Intercepts and signs cookies generated by the real webserver, preventing cookie
tampering

- URL Hardening

- Filters traffic by only allowing a specific set of URLs. These can be supplied by means of
Google sitemap file, Google sitemap URL or manually

Form Hardening

- Intercepts HTLM forms sent by the backend application and makes sure the forms are
only used as intended (blocking things such as entering URLs in a password field and
such)
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= Antivirus

- Filters traffic sent to (Upload Only direction), sent from (Download Only direction) or
bidirectional (Uploads and Downloads direction) for viruses and malware

- This scan can be performed by either one (Single Scan mode) or both (Dual Scan mode)
antivirus engines of Sophos UTM

= Block Unscannable Content

- Blocks any content sent from or to the webserver that cannot be read due to encryption,
archiving or corruption

= Block Clients with Bad Reputation

- Blocks client IP addresses with a known bad reputation in Sophos Labs' database or
in the Maxmind GeolP database due to being involved in such activities as malware or
spyware proliferation

- Skip remote lookups for clients with bad reputation

+ Skips the database lookups in favor of GeolP based filtering only, speeding up detection
and processing

These settings can then be applied to the aforementioned Virtual Web Servers in the “Firewall
Profile" dropdown menu.

Authentication

Authentication settings for Publishing Rules were set in two different placess in TMG, on Web
Listeners and on the publishing rules themselves. The first (Web Listeners) determines the
applicable authentication backend system (Active Directory, RADIUS, TACACS, RSA), the second
determines which users are actually allowed to access the resource (based on the user(s) or
group(s) configured in the “Users" tab and the mode of delegation to be used on the backend.

The Web Listener also dictates the methods the users can use to provide their credentials
(HTML Forms login page, HTTP 401 withy Kerberos, NTLM or Basic authentication).

Sophos UTM combines these settings in the Reverse Authentication profile, which can be applied
to Virtual Web Server(s) on a virtual directory basis, much like how TMG publishing rules work on
a per-host, per-virtual directory/directories basis.

» How to do this in UTM: Reverse authentication profiles are configured through Web Server
Protection -> Reverse Authentication.

To create a new reverse authentication profile:
= set a name for the profile;

= select a frontend mode (the logon scheme presented to the end user(s) - “Basic" or
“Form"), a frontend realm (this is either the title of the HTTP 401 logon popup [when using
“Basic” frontend mode] or the URL of the page UTM uses for the “Form” logon prompt —
this has to be a unique page that does not exist on the backend server), a form template
(when using the “Form” frontend mode)
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= sett the backend mode (“None" delegates nothing to the backend, whereas “Basic”
delegates the credentials received by the client to the real server using Basic

authentication)

' Create Authentication Profile

+#
+

MName: |

Frontend mode: | Basic

v

Frontend realm: |

Backend mode: | : Please select :

*]

|Users | Groups aBhd

Comment: |

| & Advanced

+ save X Cancel

Figure 40 - Sophos UTM reverse authentication profile

After setting the general mode of operation, determine the user (groups) allowed to

Edit Site Path Route

authenticate to the resource by adding user(s) and groups to the “Users / Groups" dropbox.

" 4
*

Name: 1 (4)

Virtual Webserver: | OWA

d

Path: |/

|

Reverse Authentication: | Example

:: No Profile =

Real Webservers

1¥) Exchange #1 enabled

Figure 41 - Sophos UTM site path routing

To apply the settings configured in the reverse authentication profile navigate to Web Server
Protection -> Web Application Firewall -> Site Path Routing tab. By editing an existing site path
or when creating a new one, authentication can be appended to a certain path by selecting the
previously configured reverse authentication profile from the “Reverse Authentication” dropdown

menu.
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URL forwarding

URL forwarding allows TMG to redirect incoming requests to another path using HTTP 302
messages. This can be used to redirect incoming HTTP traffic to HTTPS, as part of a Web
Listener configuration, or to redirect incoming requests to an administrator-defined location
when traffic is denied by TMG.

» How to do this in UTM: While there is no support for customer redirection in Sophos UTM,
the 9.2 release introduced automatic HTTP to HTTPS redirection.

This is configured on a per Virtual Web Server basis, and automatically enabled when
creating a new profile, but can be enabled on existing HTTPS-based Virtual Web Servers by
ticking the “Redirect from HTTP to HTTPS" checkbox.

This will prompt any incoming traffic on port 80 to be redirected to the configured HTTPS
port on the Interface/IP address associated to the Virtual Web Server.

Interface: |  Please select : Y

Type: | Encrypted (HTTPS) v |
Port |43 |

Certificate: | :: Please select - v

Figure 42 - Sophos UTM HTTP-HTTPS redirection

Link translation

Link Translation is a powerful component of TMG that allows for the rewriting (on the fly
altering) of any hostname that passes through the system. This can be used to translate
hyperlinks using hard paths to the appropriate relative path, or to completely rewrite all content
on a website to appear as if coming from www.example.com while actually being sourced from
www.source.net.

Another popular way to deploy this technique is to alter any hyperlink on websites for which
TMG provides SSL offloading from http:// to https://, preserving the scheme of the website (and
preventing unnecessary redirection).

While Sophos UTM does not support the former behavior, the latter has been incorporated into
the Virtual Web Server configuration.

» How to do this in UTM: When creating or editing a Virtual Web Server under Web Server
Protection -> Web Application Firewall -> Virtual Web Servers, open the “Advanced” settings

wyn

by clicking the “+" sign.

To prompt UTM to translate all HTTP links to HTTPS in offloaded resources, tick the
“Rewrite HTML" checkbox.
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Please note that this will only be applied to translated resources, so any Virtual Web Server
set to HTTPS that uses a Real Server listening on HTTP.

Firewall Profile I 2 No Profile = v ]

Comment |
= Advanced

[ pisable Compression Support
| Rewrite HTML
) Pass Host Header

«/ Save X Cancel

Figure 43 - Sophos UTM Virtual Web Server advanced settings

Missing functionality
There are some unique TMG features that cannot be replaced by Sophos UTM. Here, we discuss
these functionalities and provide alternative solutions and workarounds wherever possible.

NTLM and Kerberos delegation
Sophos UTM does not support NTLM or Kerberos Constrained Delegation modes of
authentication.

» How to work around this: Most applications that are configured to use Kerberos or NTLM
authentication by default (such as Exchange and SharePoint) can be reconfigured to use
basic authentication instead. Check the vendor's documentation and support information to
determine if your application can be reconfigured for Basic authentication.

If the backend application requires the use of NTLM to properly function, there are third party
programs that can be used to translate basic authentication to NTLM, such as APS (http://
ntlmaps.sourceforge.net/).

Please note that any third party applications used to perform these tasks are not supported by Sophos outside of the
delegation of Basic authentication credentials to this backend. Any further troubleshooting or technical assistance
should be acquired through the provider of the third party solution.

Default domain name

TMG allows administrators to configure a default domain name in the advanced settings of a
Web Listener. This domain name would then be appended to any authentication credentials
supplied to this Web Listener by the end user. This saves users the inconvenience of entering
their credentials in the "domain\username” or “user@domain” UPN format.

Sophos UTM, by contrast, filters any authentication supplied through the reverse authentication
from domain names. This can cause some issues for web applications that require a “domain\
user” or UPN format.

» How to work around this: Most Microsoft-based products use the Windows IS (Internet
Information Server) component as a web server for their services, including the offloading of
web-based authentication to this platform.

IIS allows for default domains to be appended to credentials received using Basic
authentication, as explained in this Microsoft TechNet article: http://technet.microsoft.com/
en-us/library/cc772009(v=ws.10).aspx
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X.509 client certificate authentication

Microsoft UTM has the ability to add X.509 client certificate checks to any Web Listener, allowing

only those users that have a valid certificate to access the resource or post their authentication
details to TMG.

Sophos UTM does not currently have this functionality.

» How to work around this: Depending on the intended functionality of the client certificates,
a viable alternative would be to configure OTP (One Time Password) login using soft- or
hardware tokens on UTM at no extra cost. For more information on this feature, refer to
your user manual or http://blogs.sophos.com/2014/02/21/whats-coming-in-sophos-utm-
accelerated-9-2-4-safer-two-factor-authentication/

Persistent cookies

TMG administrators can configure persistent cookies by editing the "Forms” settings on a Web
Listener. These settings allow you to select which computers (“Public”, “Private” or All) are
eligible for a persistent cookie, and to determine the length of the cookie's validity.

Advanced Form Options

Figure 44 - TMG Web Listener Advanced Forms settings

These persistent cookies can then be used to enable cross-client authentication, such as
between Internet Explorer and the Office suite when working with web services such as
Microsoft's SharePoint.

Sophos UTM does not support this type of client authentication persistency.

» How to work around this: There are currently no workarounds for this feature, other than
manually logging in for each application accessing the UTM-protected resource.
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5. Email protection

Email protection is a feature Microsoft touted at the release of TMG but has fallen into disuse
due to lack of support in recent years (most notably the lack of Exchange 2013 support). But the
idea of integrating email filtering with a firewall is absolutely appealing and because of that, it is
one of the most popular components in Sophos UTM.

Similarities

Since both Sophos UTM and TMG are basically protecting against the same threats (spam and
malicious content), there are obvious similarities between the products. These similarities might
be slightly obfuscated by the differences in user interface, but are quite obvious upon closer
inspection.

Mail flow configuration

After enabling the Email Protection features in TMG, administrators have to configure the flow of
mail by selecting the accepted domains, set the internal email server’s IP address or hostname,
select the interface to use for mail coming from the internet (for reverse ARP purposes) and
determine the server response to HELO/EHLO messages.

Configuration in Sophos UTM is similar, apart from the selection of running the configuration in
“Simple" or “Profile” mode which is used by UTM to enable running multiple email configurations
simultaneously. The Profile feature will not be discussed in this guide, as TMG is unable to run
multiple mail server configurations.

Configuration of the accepted domains and the internal server IP addresses/hostnames is
configured under the “Routing” tab similar to TMG. Sophos UTM offers extended options by
allowing mail to also be routed to a server based on MX records, enabling it to function as a relay
for a public mail scenario (such as a hosting provider).

Settings related to the system's HELO/EHLO response are found under the "Advanced” tab of
the SMTP configuration, where you can set settings such as the SMTP hostname, postmaster
address, message size and other advanced configuration items in the “Advanced settings”
section.

This is also where connection limits for the UTM email system are configured, along with size
restrictions for SMTP messages, recipient limits and the BATV secret for the email system.

Advanced seftings

SMTP hostname: |UTMTest

Postmaster address: |p@p_p

BATV Secret |UNSET

Max message size: | 50| Megabytes

Max connections: |20

Max connections/host: I‘IU

Max mails/connection: |1EIC-0

Max rcpt/mail: l‘}UD

Footers mode: | Inline, unicode conversic ¥

Figure 45 - Sophos UTM advanced email settings
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Anti-spam configuration

Anti-spam configuration in TMG consists out of several components found in most anti-spam
products such as a whitelist (IP Allow List), blacklist (IP Block List), content filtering (keywords),
Recipient and Sender filters, Sender ID and a Sender Reputation framework.

hac Configure Antispam Filters
This page heips you define and configure how spam
filtars are applad to SMTP server to server trafic,
Sobm Fltening: Snabed
% P Allow % Content
List Filtering
% 1P Allow % Recipient
List Filtering
Providers o
; =nabiad = =
% 1P Block 6 Filtering
List R
? - % Sender ID
% 1P Block R
List :
Mem Q& Bandic
Sraoad Reputation

Figure 46 - TMG Email Protection antispam

All of these features are available in Sophos UTM and are configured in roughly the same
manner as TMG. The only difference is that Sophos combines some of the configuration items in
TMG.

All configuration related to spam filtering is located under the "AntiSpam” tab of Sophos UTM,
which is part of the Email Protection configuration.

Blacklisting is found in the “Sender blacklist” section, which allows blacklisting IP addresses,
email addresses and domains similar to TMG's configuration, including wildcard support. This
feature combines both the Sender Filtering and IP Blocklist features of TMG.

Realtime Blackhole Lists combines the “-List provider” features in a single item. Realtime
Blackhole Lists are configured in the "RBLs (Realtime Blackhole Lists)" and allow similar
configuration as TMG's setup. You can only enable the service and configure any additional RBL
providers if required.

Content filtering is also available in the "Expression filter" configuration section, which allows
you to set a list of keyword with regular expressions, which will trigger UTM to drop the incoming
email.

Other features such as RDNS checks, Greylisting, BATV (Bounce Address Tag Validation) and
SPF (Sender Policy Framework) checking are also included in the antispam configuration of UTM.

The only feature not listed here is whitelisting, which is implemented in Sophos UTM as part

of the "Exceptions” tah. Here you can determine, based on a multitude of characteristics (IP
address, sender address and recipient address), if a packet should skip certain antispam checks
or all of them, depending on the actual message.



Anti-malware configuration
The anti-malware component of TMG (“Virus and content filtering”) has three filters for incoming
malware: File filtering, content filtering and antivirus filtering.

protecton wil be oerformed.
Contens Flterrg stabua:
ANEOTE FE -

o Configure Content Filtering
@ Thes e e yo,: P are! corfigrm Fom sniepem content foeng, wrd manary
O 1o rinerng S  ressage Body Hitering

% Antmorus

Figure 47 - TMG Virus and Content Filtering

This is similar to Sophos UTM, which features content filtering, filetype filtering and antivirus
filtering as part of the "Antivirus” configuration tab.

Content filtering takes place based on MIME type, and features a blacklist and whitelist
approach, allowing administrators to specifically block the content they wish to target.

The File Extension filter in UTM takes care of filetype filtering by letting you submit the filetypes
deemed unsuitable for your corporate environment.

Lastly, the antivirus component in the “Antivirus” section can be configured to use either one
or two engines to scan emails, and you have the option to either block emails with confirmed
malware or to quarantine them for later review.

Of interest in both the anti-malware and anti-spam configurations is that you have the option
to reject confirmed bad email messages during transfer, reducing the load on the system and
reducing the bandwidth waste generated by downloading all messages before scanning them.
This is very effective against emails containing attacks specifically designed to overload a mail
filtering system such as Sophos UTM (for example emailed archive bombs and such).

Differences

Apart from the interface differences, there aren't many real differences between TMG and
Sophos UTM in terms of email protection. Sophos UTM does however add some functionalities
not available in TMG. Some of these are discussed in this section and we will obviously omit the
“>How to do this in UTM:" feature seen in previous chapters.

Mail manager

TMG has no built-in functionality to monitor and administer the flow of emails through

the system, and relies on the Exchange Management Console for these tasks. This makes
troubleshooting filtering-related issues a disjointed experience where two separate consoles
(usually running on two separate systems) are required to determine the cause of a reported
issue.

Sophos addresses this with the Mail Manager, a built-in mail flow analyzer tool that can be used
for everything from troubleshooting to green lighting blocked emails.
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The Mail Manager is found in the Email Protection menu and starts with a summary of email
activity, giving you an at-a-glance view of the general health and operation of your email traffic.
By clicking the "Open Mail Manager in a new window" button, the GUI will pop up the Manager, as
shown in the figure below.

SMTP Quarantine | SMTP Spool | SMTP Log | POP3 Quarantine | Close |
0 messages 2 Wahware o Spam 5 Expression 2 e Z: NBIE - Unscannable owe Other
2 L & 5 & i — -
quarantnes:  © B (g) 2R, B9 80 P 2 Igfe B0 2B, @O
5 j I Received
Proflaliogei: I"'" X | substring: date: | |m untl| |E
4 Pagelofl  m 0 messages match the fiter settings. Sort by [ recerved date, newestfirst ¥ |, and show [20 entries per page. ¥ |
Date g size Reason From To Subject

There are no messages to show.

Ly [>> Select action to apply on s)<< ¥ || Go | >> Select gloval dleanup action << ][ G|

Hi Page 10f1 (3

Figure 48 - Sophos UTM Mail Manager

Quarantined mail can be retrieved, released and reviewed from the STMP and POP3 Quarantine
tabs. The SMTP Spool tab shows all mail currently stuck in delivery on the UTM, and the SMTP
Log shows any action performed by the subsystems, providing valuable data on the detailed
processing of mail and any errors that might have occurred in the transactions witnessed by
Sophos UTM.

User portal

The user portal is one of Sophos UTM's main strengths when it comes to end user usability.

It allows users to set parameters such as whitelists and blacklists without administrative
intervention, and to release their own quarantined items, delivering on our promise to simplify
security.

To enable the user portal, go to Management -> User Portal and select which networks are
allowed to reach the portal and which users are allowed access (or allow any user). This will
prompt UTM to start the User Portal on port TCP 443 on the default IP address of the configured
interface.

The items shown in the user portal are dynamically generated based on the user'’s profile
(administrators see different items than regular users) and the features enabled on the UTM.
Administrators can however choose to influence which parts of the user portal should not be
available by selecting them from the “Disable Portal ltems” menu in the “Advanced” tab.
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Disable Portal Items

SMTP Quarantine
SMTP Log

POP3 Quarantine
POP3 Settings
Sender Whitelist
Sender Blacklist
Hotspots

HTML5 VPN Portal
Client Authentication
Remote Access
Change password
Web Filtering

OTP Tokens

if

I D0EO

I DEEE

B0

Figure 49 - Sophos UTM User Portal items

This tab also houses configuration items related to the IP address and port the User Portal
utilizes, allowing administrators to pick a port and address more suitable to their environment.

Missing functionality
There are some unique TMG features that cannot be replaced by Sophos UTM. Here, we discuss
these functionalities and provide alternative solutions and workarounds wherever possible.

EdgeSync support

Microsoft first introduced the Edge server with the release of Exchange 2007. This server

role was designed to be at the edge or in the DMZ of a network and was therefore hardened
quite thoroughly. Microsoft immediately realized that enabling RPC traffic to and from such a
potentially vulnerable host would be detrimental to the security effort, and set out to find a way
to integrate a server into Exchange's infrastructure without requiring the server to be part of
Active Directory or to use RPC for communication with the other Exchange components.

The solution they came up with is EdgeSync, a service that uses secure LDAP connections to
communicate and only work in a one direction: from internal to external. An Edge server can
never initiate a connection to other Exchange services, and any traffic without a previously
established connection coming from this host will be dropped.

Creating a new EdgeSync connection is done through the EdgeSubscription protocal, in which the
Edge Server generates a hashed configuration file which is exported as an XML.

When the XML is imported to Exchange, it will automatically configure the new Edge server
and use the hashed credentials used in the EdgeSubscription file to authenticate when
communicating with the Edge service. This negates any potential man-in-the-middle and
impersonation attacks from both sides of the communication.
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Due to its proprietary nature, Sophos UTM cannot support this protocol.

» How to work around this: While Sophos UTM supports multiple methods of intercepting
and filtering incoming and outgoing email, the most widely used workaround for EdgeSync is
to configure authenticated relaying on UTM and configure the appropriate smarthost settings
in Exchange's Send Connector.

Authenticated Relaying is configured on Sophos UTM by navigating to the “Relaying” tab

of the SMTP configuration settings. The feature requires a user or group to be configured
(these can be selected from any source, ranging from local to AD and RADIUS) and can be
enabled by ticking the "Allow authenticated relaying” checkbox. Best practice is to configure
a single “service" user (either local or on a remote authentication system) with a very strong
password for this exact purpose.

General | Addiess Space Network | Souce Sewver |

Select how to send mal with this connector:
~ Use domain name system [DNS) "M records to route mail automatically

I | Ensble Doman Secury (Mifus Auth TLS)

% Route mal theough the folloving smart hosts:

Adds an item to the list.

Smart host authentication:

None [ Change !

¥ Use the External DNS Lookup settings on the transport server

|n|:||:am||gppg-|Hdp|

Figure 50 - Exchange smart host configuration

On Exchange, you need to configure a smart host for outgoing email as part of the send
connector. Click the default send connector (or create a new one) and edit its settings by
double clicking it.

In the next menu, simply configure the required smart host settings by selecting the radio
button “Route mail through the following smart hosts" and clicking “+Add.”"

Add the IP address associate to Sophos UTM's internal (or nearest, network-wise) interface
or the FQDN of the UTM in the next menu and click “"OK."



To enable authentication for the smart host, click the “Change” button. Select the radio
button called “Basic Authentication” and fill in the authentication details in the fields below.
This will prompt Exchange to use these authentication settings when connecting to Sophos
UTM.,

Configure Smart Host Authentication Settings

" Ngne

= Basic Authentication
™ Basic Authentication over TLS
Uger name:
|outMail-usemame

Bassword:

Mote: all smast hosts must accept the same user name and passvword

" Egchange Sesve: Authenlication
" Extemaly Secused (lor example, with IPsec).

[ ok ] _coea |

Figure 51 - Exchange smart host authentication

As this migration guide highlights, Sophos UTM not only replaces your aging Microsoft TMG
with all the features and capabilities you need, but it can also expand your protection with more
capabilities. If you haven't already made the switch from TMG to Sophos UTM, get a free trial of
the best TMG replacement today.
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