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Abstract

LDAP (LightweightDirectory AccessProtocol) directoriesare being rapidly deployedon the
Weh They are currently usedto store datalike white pagesinformation,userprofiles,and network
devicedescriptions.Theseadirectoriesoffer a numberof advantaesover currentdatabaseecnol-
ogy in that they provide better supportfor heteogeneityand scalability. However, they lack some
basicdatabasdunctionality(e.g., triggers, transactions}hat is crucial for Directory EnabledNet-
working (DEN) taskslike provisioningnetworkservicesallocating resouces,reporting manajing
end-to-endsecurity and offering mobileusess customizedeatuiesthat follow them. In order to ad-
dresstheselimitations while keepingthe simplicity and performancefeaturesof LDAP directories,
unbundledand portablesolutionsare needed.

In this paperwe discusd.DAP limitations we facedwhile building an LDAP meta-diectorythat
integratesdatafromlegacytelecomsystemsand howLTAP (LightweightTrigger AccesgProcess)a
portablegatevaythat addsactivefunctionalityto LDAP directories,overcomeghesdimitations.

KEY WORDS: active databasesgata integration, MetaComm,directories, Directory EnabledNetworking
(DEN), LightweightDirectory AccessProtocol(LDAP), PBX, Lightweight Trigger AccessProcesgLTAP), port-
abletriggers,telecom

1 Introduction and Motivation

LDAP (Lightweight Directory AccessProtocol)directories[15, 31] arebeingrapidly deplo/ed on the
Weh They are currently usedto storedatalike white pagesinformation, userprofiles, and network
device descriptions.Comparedo currentdatabased,DAP directorieshave bettersupportfor handling
scaleand heterogeneity17]. However, their lack of supportfor standarddatabasdunctionality such
astriggersand concurreng control hamperstheir usein more sophisticatedasks,suchas Directory
EnabledNetworking (DEN) services.

DEN is anenablingtechnologyfor a wide variety of tasks,includingreporting,managingend-to-end
security and offering mobile userscustomizedfeaturesthat follow them|[14]. While this technology
is not limited to LDAP directoriesor to ary particularstandard,t is frequentlyassociatedvith the
effort by equipmentandsoftware vendorsto standardizé. DAP schemago supportDirectory Enabled
Networking. TheDEN standardizatioproposesheuseof asinglelogical sourceor needednformation
andencouragestorageof datain a standardormatto enableinteroperabilityandValueAddedReseller
innovation.

As part of Lucents DEN initiative, we built the MetaCommsystem. MetaCommintegratesdata
from multiple devicesinto a meta-directoryallowing userinformationto be modifiedthroughthedirec-
tory usingthe LDAP protocolaswell asdirectly throughtwo legag/ devices: a Definity(®) PBX anda



voice messagingystem. In orderto prevent datainconsistenciesypdateso ary of the systemamnust
be reflectedappropriatelyin all the other systems. For example,whena nev emplg/eeis hired and
herinformationis addedto the directory changego a variety of devices are madeautomatically By
providing a simpler unified interfaceto datastoredin telecomdevices, MetaCommgreatly simplifies
accesdo this data,reduceghe needto manuallyre-enterdatain multiple devices,andalsoreducedata
inconsistencieacrosgepositories.

In orderto provide suchfunctionality MetaCommrequireda directorysener with triggerssothatit
canidentify relevant directory updatesn a timely manner Without triggers,MetaCommwould need
to usepolling to discorer updates— increasingthe resourcesequiredfor updateidentificationwhile
reducingthetimelinessof the discorery. However, eventhougha large amountof work hasbeendone
in the areaof standardizinghe LDAP schemashatwill be usedto provide theseservicespthercrucial
areadik e supportfor triggershave yetto be standardizet

Ourchallengevasthento comeup with a solutionthatis portable(i.e., workswith ary LDAP sener)
andefficient. Existing approacheso addtrigger functionality to databasenddirectorysenersrequire
either:

e modificationto systeminternals(e.g., addingeithera full-fledged trigger systemor associating
plug-inswith directorycommands),

¢ knowledgeof proprietarylog formats,or
e periodicpolling of databasstate?

In MetaCommwe usedLTAP (Lightweight Trigger AccessProcess), a gatavay that addsactive
functionality to any LDAP sener. LTAP doesnot requirethe useof ary of the abore methods— it
addsactie functionality to LDAP without requiringary proprietaryextensionsto the protocol, a key
advantage.Thus,LTAP canbe usedto improve interoperabilityand portability  Anotheradwantageof
LTAP is that by unkbundling triggers,usersthat do not needtrigger functionality neednot pay for ary
addedoverheadsFor instancearead-onlyreplicaof MetaComms LDAP directorydoesnot needto be
front-endecby LTAP.

In whatfollows we describeour experiencesn using LDAP asa meta-directoryits limitations and
our approacho overcomethem. The paperis organizedasfollows. Section2 containsan overvien of
the LDAP protocol. Section3 describeghe overall architectureof MetaComm.Section4 describeghe
LTAP gatevay andits functionalityby way of anextendedexamplebasedntriggerusedin MetaComm.
Section5 summarizesour experiencesn building MetaComm,and the implicationsof our gatavay
approactior addingneededut missingfunctionalityto LDAP. Theseexperiencesirekey lessongearned
in this paper They will be valuableto thosebuilding similar systems.Section6 containsrelatedwork,
andconclusionsandfuturework arein Section?.

2 LDAP (Lightweight Directory Access Protocol) Overview

LDAP is awidely deplojeddirectoryaccesgrotocolwith implementation®y alargenumberof vendors
(seereferencd16] for apartiallist). LDAP canbethoughtof asavery simpledatabasgueryandupdate
protocol. From a databaseperspectie, LDAP hassomebeneficial properties,for example, it deals

TheIETF LDAP ExtensionGroup,ldapext, hason-goingwork to standardiz& DAP triggers[20].

2The proposaln persistensearchat the ldapext groupwill supplycontinuouspolling of databasetateefficiently. Once
available, persistentsearchwill provide an attractize platform for implementingtriggersthat fire after an updatehasbeen
executed.However, persistensearchhaslimitations, for example,it cannotbe usedto build triggersthatfire beforeanupdate
is executed..

SLTAP canbedownloadediromht t p: / /| t ap. bel | -1 abs. com
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Figurel: Definition of the X.500 person objectclass

well with heterogeneityandallows highly distributeddatamanagementhile keepingdataconceptually
unified[6].

LDAP senerstypically fix a schemaat startup time. Eachdirectoryentry (analogougo a tuplein
arelationaldatabasehasat leastonetype — calledan objectclass — associatedavith it. An entrycan
have multiple types,andtypescanbe addedto or deletedfrom the entry at runtime. An exampleof an
objectclass is the X.500 person classin Figure1l. Sub-typingis provided, for instanceperson inherits
from thetop class. Note that certainfields mustbe specifiedfor eachperson (i.e., sn — surnamegn
— commonname),while othersare optional (e.g., description, telephoneNumber). All attributesare
stringsthat are “weakly typed”. For instance,a telephoneNumber is a specialkind of string, a tel.*
Onecanassignary valueto atelephoneNumber — in otherwords,type checkingis not performedfor
assignmentd-1owever, whenthe systemcompareswo tel values it compareshemin the expectedway.
For instance,*908-582-5809” and “9085825809” will be consideredequal. Similarly, common name
(cn) is a caseinsensitve string (cis), thus,whenit is comparedvith anotherstring, caseis ignored. In
addition,attributesaremulti-valued,for example,a person may have multiple telephoneNumbers.

Directory entriesarestoredin atreeor forest. Figure 2 is an exampleof a typical tree,simplified to
remove all but oneattribute from eachentry Eachentryin thetreeis identifiedby a DistinguishedName
(DN) whichis apathfrom therootof thetreeto theentryitself. TheDN is producedy concatenatinghe
RelativeDistinguishedName(RDN) of eachentry on the path. The RDN for anentryis setat creation
time andconsistof anattribute name/alue pair— or in morecomplicatecdcasesa collectionof these
pairs connectedvith variousoperators.The RDN of an entry mustbe unigueamongthe children of
a particularparententry  Whenusing Figure 2 in examples,we assumehat the attributeNalue pairs
in the figure (e.g., “o=Lucent” and“cn=John Doe") arethe RDNs. Thus,for example,the DN for John
Doeis “cn=John Doe, o=Marketing, o=Lucent”. Notethe leaf-to-rootorderis thereverseof thatfor the
representationf a UNIX file oraURL.

Theonly updatecommandsreto createor deletea singleleaf nodeor to modify asinglenode.There
are two kinds of modificationcommands. The first can modify ary fields exceptthoseappearingn
the RDN. The second ModifyRDN, cannotchangeary attribute/\alue pairsexceptthoseappearingn
the RDN. Furthermorewhile individual updatecommandsareatomic,onecannotgroupseveral update
commandsnto a larger atomicunit (i.e., a transaction).For instance one cannotatomically changea
persons nameandtelephonenumberif the nameis partof the persons RDN but thetelephonenumber
is not.

In additionto providing limited updatecapabilities,LDAP provides query facilities basedon the
structureof the tree. All queriesmustspecifythe DN of a baseentry andsearchstartsat that entry

“Thetyping of thefieldsis specifiedseparatelyn the schema— all attributeswith the samenamewill have thesametype.



o=Lucent

o=Marketing o=Accounting 0=R&D

cn=John Doe ... cn=Pat Smith cn=Tim Dickens ... cn=Jill Lu o=Directory Study Group ...

Figure2: SampleLDAP Tree

Therearethreequerytypeswhich differ in their scope

e BASE: querieswith a BASE scopeexamineonly the entry specifiedby the DN. For instancea
BASE scopequeryagainstthe DN “o=Lucent” would examineonly the Lucentrecord. Examined
recordsarefurtherconstrainedo passafilter, aswe discusselow.

e ONELEVEL: querieswith aONELEVEL scopesxamineonly theentrieshataretheimmediatechil-
drenof theentrywith thespecifiedN. Forinstancea ONELEVEL scopejueryagainsto=Lucent”
would examinethe entriesfor Marketing, Accounting,R&D, andary otherentriesat thatlevel in
thetree.

e SUBTREE: querieswith a SUBTREE scopeexaminethe entriesin the subtreerootedat the speci-
fied DN. For example,a SUBTREE queryagainsto=Lucent” would examinetheentriesin thetree
of Figure2 (i.e., theentriesfor Lucent,Marketing, Accounting,R&D, JohnDoe,etc.).

A usercanconstrainwhich of the examinedentriesthe querywill returnby specifyinga filter, whichis

similarto anSQL WHERE clause.For instancejn the SUBTREE queryexample thefilter
(&(objectclass=person)(cn=J%))

eliminatesthe various organizations(e.g., Lucentas a whole, andits divisions) for not being person

objects,and eliminatespeoplewhosenamesdo not begin with “J” (e.g., Pat Smith). Filters are not

asgeneralasa WHERE, they arelimited to examiningthe fields of a singleentry Userscanfurther

constrainwhich attributesarereturnedusinga featureanalogouso an SQL SELECT clause.

3 MetaComm: A Telecom Meta-Directory

A greatdealof corporatedatais buriedin network devicessuchasPBXs,messaging/emajllatforms,and
datanetworking equipmentwhereit is hardto accesandmodify. Typically, the datais only availableto
thedevice itself for its internalpurposesandit mustbe administeredisingeithera proprietaryinterface
or a standardprotocolagainsta proprietaryschema.ln addition, sincesomeof this datais neededn
multiple devicesaswell asin applicationdik e corporatedirectoriesandprovisioning systemsit is often
re-enterednanuallyand partially replicatedin differentdevicesin quite differentformats. As a result,
datais not only hardto accessbhut thereis alsoa greatdealof expensenvolvedin performingupdates
andtherisk of inconsistencieacrosslevices.

The MetaCommsystemis partof Lucents DEN initiative. MetaCommintegratesdatafrom multiple
devicesinto a meta-directoryallowing userinformationto be modified througha directory usingthe
LDAP protocolaswell asdirectly throughtwo legag/ devices. In orderto preventdatainconsistencies,
updatego ary of the systemanustbe reflectedappropriatelyin all the othersystems.In this scenario,
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Figure3: MetaCommArchitecture

maintainingconsisteng posesmary challengespecausealataintegrationis performedacrossseveral
systemswith no triggersandwith extremelyweaktyping andtransactionasupport. LTAP is usedas
infrastructureto solve theseproblems providing featuredik e locking and catchingLDAP updateghat
areusedby thefiltersto provide consistenyg.

In whatfollows we give abrief overview of thesystemhow it used. TAP triggers,andtheapplications
it enablesFor a detaileddescriptionof MetaCommthereadeiis referredto [9].

3.1 MetaComm: Architecture and Features

Thefirst prototypeof MetaCommintegratesuserdatafrom two legag/ devices: a Definity® PBX and
a messaginglatform. As shawvn in Figure 3, our implementatiorallows userdatato be modifiedin
two ways. First, the datacanbe modifiedthroughan LDAP directorywhich materializeghe datafrom
legag/ devices. Seconduserscancontinueto modify the telecommunicatiomevicesdirectly through
existing proprietaryinterfaces.Offering multiple pathsto modify parameter#n crucialtelecommunica-
tion devicespreseresthe experiencebaseof administratorof the devices,andit increaseshe overall
reliability andavailability of the systemsinceupdatescanstill be madedirectly to the device evenif the
directorybecomesnaccessible.

Figure 3 shaws the variouscomponentof MetaComm. The UpdateManager(UM) is the central
componenbf the system— it ensuredhatthe datain the devicesandin the LDAP sener areconsis-
tent. Note that consisteng is not just a matterof applyingthe sameupdateto eachdatarepositoryin
a global transaction. Becausehe repositoriedack mostbasictransactiorfacilities, MetaCommuses
othertechniquedo ensurethatthe repositoriesornveme to the samevaluesaftersomedelay(e.g., [28],
[8]). Thesetechniquesncludere-applyingupdateson certainrepositoriedo ensurethe serializabilityof
updatesandrecorery from catastrophicommunicatioror storageerrorsthroughre-synchronizatiomf
therepositories.

Maintainingthe consisteng of therepositoriesalsorequireshatthe semantic®of the datais properly
reflectedin eachrepository A filter or wrapperis associateavith eachrepository In MetaComnthere



arethreesuchfilters, the PBX filter, the MessagingPlatform (MP) filter andthe LDAP filter, depicted
in Figure3. Eachfilter hasa protocolconverterfor communicatingwith its associatedepositoryanda
mapperfor translatingupdatecommandgo/from the schemaof the repository The schemaranslation
andintegrationof the mapperarerealizedthroughlexpress[26]. lexpressusessemanticcharacteristics
of the datato simplify dataintegration. In particular lexpressusesdatadependenciet propagatalata
wherever it is neededn the global or device schemaand partitioning constraintgo translateschema
updatesorrectlyandroutethemto the properrepositories.

Eachrepositoryin thesystemthelegag/ devicesandthe LDAP directorysener, mustnotify the UM
whena changeoccurs. The LTAP moduleaddsactive functionality to the LDAP sener and notifies
the UM of changedo datain the LDAP directory The main threadof the UM respondgo update
and synchronizatiorrequestdby propagatingupdatecommandsgo the appropriatefilters. The mapper
componentn thefilter furtheranalyzeghe requesto ensureghatupdatesare properlyforwardedto the
associatedlatarepository

Also shawn in Figure 3 is the IntegratedAdministrationApplication (IAA), which providesa single
point of administrationfor the telecomdevices. It is worth pointing out thatary LDAP tool (e.g., an
LDAP enabledNebbrowser)cancontactLTAP to administetthetelecomdevices.

3.2 LTAP: Triggersand Locking

MetaCommusesLTAP asa gatevay for its LDAP sener. LTAP acceptd DAP messageandreturns
standard_DAP replies— to the outsideworld, it looks exactly like an LDAP sener. However, it does
not performstorage updatespr queries.LTAP parsesachrequesto determinewvhethertherequesis
relevantto its triggers. If arequesis notrelevantit is simply forwardedto the LDAP sener, otherwise
LTAP performstherequiredtriggerprocessingctions.

The integratedschemaof MetaCommextendsthe standardX.500 classthat describepeoplewith
auxiliary classeghat representevice specificinformation. The materializedview of the integrated
informationis storedin an LDAP sener. LTAP triggersare attachedto portionsof the schemathat
representatasharedamongthe devices, ensuringthat MetaCommis notified wheneer relevant data
changes.

Besidestriggers,MetaCommusesthe locking capabilitiesprovided by LTAP (seeSection4.3). As
depictedin Figure 3, anupdaterequesbriginatingat a device is translatednto an LDAP commandto
updatethe global schemaof the LDAP sener by the appropriatdilter) andforwardedto LTAP by the
LDAP filter. Becauseéhe PBX, MP andthe LDAP senerlacklocking capabilitiesthetranslatedipdates
aresentto LTAP first, sothatthecorrespondingntryis locked beforetheupdatds forwardedto the UM.
Locking andthe possiblere-applicatiorof the updateto the devicesensureproperserializationorder®

A moredetaileddescriptionof LTAP, its functionality andhow it is usedin MetaComm,is givenin
Section4.

3.3 New Applications Enabled by MetaComm

MetaCommallows modificationof PBX/messagingettingsthrougharny LDAP tool (therearea variety
of GUl interfacesto LDAP directories).In our project,we wereableto useacommerciaLDAP product
to easilygeneratenintuitive Webinterface.

Using MetaCommadministrationan authorizeduser/prograntaneasilyredirecta telephonesxten-
sionto a port in anotherroom. Traditionally this could only be doneby a highly trainedPBX admin-

51t is worth pointingout thatthe device andthe directorymaytemporarilydiverge, but they areguaranteedo corvergeto a
commonvaluebasedntheorderin whichthey areappliedby the UM.



istrator Consequentlyfor applicationdike hoteling® PBX informationis not updatedvhena different
persontakes possessionf a workspaceandits telecomresources.Thus,the hotelingemplo/ees calls
interactpoorlywith callerid, leadingto callersbeingidentifiedwith uninformatie descriptiondik e “Ho-
tel 1”. Oncethe mappingfrom extensionto port caneasily be changedhroughLDAP, the sametools
thatassignworkspaceganalsofix the mapping.In addition,LDAP browsingtools canbe usedto find
outwhethera persorhasary messagesomethinghatpreviously requiredeithera proprietarytool ona
PC,makinga phonecall, or looking atthelight on a phone.We arecurrentlydevelopingsuchservices.

3.4 MetaComm Status

MetaCommwasincludedin a demoat InterOp[25]. The portability advantagesf LTAP weredemon-
stratedwhenpreparingthe demosincewe wereableto changeadirectorybrandseasily

Lucenthasannounced productthatwill usethe MetaCommtechnology(calledDirectory Synchro-
nization Technologyin the pressrelease}o control Definity(®) PBXsthroughanLDAP directory The
technologyis currentlybeingtransitionedandhardenedor commercialuse.

4 TheLTAP Gateway

LTAP usesthe standardevent-Condition-ActiofECA) model[7]. Triggersarespecifiedto fire whena
directoryentryis affected thatis, reador written by anoperation.Usersspecifyan Eventto monitor, a
Conditionto check,andanAction to performif the eventoccursandthe conditionholds. Usersspecify
theseby instantiatingeithera C++ or Java Trigger objectandthenregisteringit with the system.Each
specifiedeventmonitorsthe progressof an LDAP operation for examplean eventcanbe setto trigger
beforean LDAP modify or afteran LDAP delete.The conditionmustbe satisfiedoy the entry affected
by the operation For example the conditionmight specifythatthe affectedentry mustbe of a particular
typeandmustinvolve the modificationof certainattributes.

An Action is implementedoy sendinga messagéo a trigger action server(TAS) with information
aboutthe trigger andthe operationthat fired the trigger so that the TAS canhandlethe action. Users
mustprovide the TASs for their applicationsby addingthreefunctionsto an LTAP-provided program
shell(seeSectiord.4for moredetails).

Ratherthango into detail on the syntax,we give an exampleto illustratethe basictrigger features.
Full detailscan be found in the LTAP usermanual[l]. The exampleis basedon the triggersused
by MetaComm(describedn Section3). LTAP notifiesMetaCommwheneer a personentry is added,
modified, or deleted. We illustrate the creationand executionof a trigger for modificationalerts—
similar featuresarerequiredfor addsanddeletes.

4.1 Trigger Creation

Trigger creationinvolves defining a trigger action and its trigger action sener (TAS), and defininga
trigger A triggeractionis specifiedasfollows:

Action actionPersonMod(ActionMachine, ActionPort);
whereActionMadineis a stringspecifyinga machineto contactandActionPort is anintegerspecifying
a port number Thesetwo parameterspecify a TAS. Having specifiedthe action, MetaCommnext
constructgheTrigger in Figure4. Theparametersave thefollowing meanings:

e Thefirst parametere.g., “triggerPersonMod”, specifiethe nameof thetrigger It is thekey for the
triggerandallows looking up thetriggerfor modification/deletion.

8In hoteling,emplo/eeswho frequentlyareoutsidethe office sharea pool of workspacesThey resere aworkspacevhen
they needto cometo theoffice.



Trigger triggerPersonMod(
"triggerPersonMod”, /* (1) name of trigger */

OpModify, /* (2) Modify causes trigger to fire */

Before, /* (3) Trigger fires and returns before Modify executed*/
actionPersonMod, /* (4) Execute action specified by actionPersonMod*/
ScopeType, [* (5) Trigger based on type of the entry*/

"person”); [* (6) Trigger placed on person entries */

Figure4: Trigger Definitionto Monitor Readof Jill Lu’s Directory Entry

e Theseconcparametere.g., OpMadify, specifiegshe LDAP operationjn this casea modify, causing
thetriggerto fire. The secondandthird parametersrecombinecdto definethe event.

e Thethird parametere.qg., Before, specifieavhenthetriggerfiring will take placein relationshipto
the LDAP operation.In this example theactionwill be executedBefore the modify is attempted.
This parametercould alsospecifythat the trigger shouldfire After the LDAP operationhassuc-
cessfullycompletedor afterthe operatiorhasFailed.

e The fourth parametere.g., actionPersonMod, specifiesthe actionto executeafter the event has
occurredf the conditionholds.

e Thefifth parametere.g., ScopeType, specifiesan LDAP searchscope.The searchscopecanbea
portionof thenamingtree,specifiedoy ScopeBase, ScopeOneLevel, or ScopeSubtree, or objects
of a particulartype, specifiedby ScopeType. The trigger event is monitoredat all entriesthat
would bereturnedoy a LDAP searchwith scopespecifiedoy thefifth parameteandwith the DN
or objectclass specifiedby thesixth.

e Thesixth parametere.g., “person”, is eitheraDN — if thefifth parameters ScopeBase, Scope-
Onelevel, or ScopeSubtree — or anobjectclass — if thefifth parameteis ScopeType. Givenour
combinationof fifth andsixth parameterthis triggerwill fire beforeary modificationsof person
entries.

The examplein Figure4 illustratesonly the mandatorypartsof thetrigger, the eventandthe action.
An LTAP conditionis optionalandcontaingwo parts:alist of fieldsto monitor, triggerMonitoredFields,
andanLDAP filter. If thetriggerspecifiegriggerMonitoredFields, thetriggeractionwill notbe executed
unlessatleastonefield in themonitorediist is involvedin the LDAP commandhatcausedhefiring. If
triggerMonitoredFields is not explicitly set,thisis equivalentto specifyinga list containingall possible
fields that could be modified. MetaCommconstructsthe triggersto monitor fields mentionedin its
mappindfilters. Filtersareusedto corvert betweerthe LDAP representationf thesefields andthat of
thedevicescontrolledthroughMetaComm— seeSection3 for moredetails.

In additionto preventingtriggersfrom firing whenuninterestindieldsaremodified,triggerMonitored-
Fields senesa securityfunction— LTAP only firesatriggerif thetriggerwriter is authorizedo readat
leastoneof the monitoredfieldsthatareinvolvedin the operation(seg[22] for details).

The secondpartof the LTAP condition,the LDAP filter, constrainghe triggerto fire only whenthe
objectsatisfieghefilter, for examplewhenthe objecthasa particularvaluefor anattribute. Thetrigger
fireswheneer a searchrequestedy thetriggerwriter androotedat the specifiedDN, scope andfilter
would returnthe entry To continuethe example,supposéMetaCommonly caresaboutmodificationsto
apersors entryif thetelephoneNumber field is set. Then,MetaComnwould addthe following line:

triggerPersonMod.triggerFilter = “(telephoneNumber=*)";

Thiscouldbeusedasanoptimizationif systenrulesspecifythata persorcreatedvith notelecomaccess
will notgetPBX/messagingervicesaddedater.



TASs may specify triggerFieldsOfinterest, a list of fields that LTAP needsto includein a trigger
notification message.LTAP also provides TASs the ability to accesghe valuesof fields pre-update
(NeedsBefore), post-updat€NeedsAfter) or both (NeedsBoth), or specifyneither(NeedsNeither) when
no valuesareneeded.

The TAS for MetaCommdoesnot specifya valuefor triggerFieldsOfinterest sinceit is interestedn
all of them,andall fieldsis the default. However, MetaCommneedsnformationabouthow thefields
aremodifiedandwhattheir pre-updatesaluesarein orderto properlyupdatethe controlleddevices. As
it needsoththe pre-andpost-updatevalues,it addsthefollowing line:

triggerPersonMod.triggerNeeds = NeedsBoth;

Having constructedhe Trigger, MetaComminstallsthe triggerinto the LTAP gatevay by includingthe
following line:

IdapConnection.createTrigger(triggerPersonMod);
whereldapConnection is a handlecreatedvhenMetaComms UpdateManagerconnectedo LTAP.

4.2 Trigger Processing

Thefollowing steps(illustratedFigure5) areperformedin basictrigger processingWe do not consider
time outsin this discussionThe usermanualdescribeshetriggerfacilitiesfor failurecaseg1].

4. Read pre-image
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Trigger Action Trigger Action 10. Read
Server Server post-image

LDAP
Server
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Figure5: Interactionsduring Trigger Processing

1 LTAP recevesaLDAP commandC from auserU for entryE.

2/3 LTAP readdriggerinformationfrom thetriggerdatabaséor E. Notethatoneinstantiationof LTAP
cacheghetriggerdatabasén its entiretyin mainmemorywithin the LTAP process.

4/5 LTAP readspre-updatenformationfor E (if requiredby sometrigger).

6/7 LTAP processegachmatchingBefore trigger passingrelevant informationto the corresponding
TAS — in practice,theremay be several TASs contactedput for simplicity only oneappearsn
Figure5. (A similar commentappliesto the possibleexistenceof several TASsfor After triggers.)



Notethatsincethe Before trigger creatoris requiredto have superuserstatusno run-timeautho-
rizationis needed.Thereasondor this requirementredetailedin our sectionon securityin our
previouswork [22].

TASsfor Before triggersreturnoneof threevaluesto LTAP aftercompleting:

e Proceed: instructsLTAP to executethe commandC recevedin stepl.
e StopFailure: instructsLTAP notto executeC andto returnfailureto U.

e StopSuccess: instructsLTAP notto executeC but to returnsuccesso U. An exampleusefor
StopSuccess is to allow updatingthroughviews. The original commands not executable
againstthe underlyingrepository so sendingit therewould fail. However, the TAS can
rewrite the updateandissuethe rewritten updateitself. If therewritten updatesucceedshe
TAS returnsStopSuccess. Theuseof StopSuccess in MetaComnis discussedh Section5.

14 If ary TAS returnsStopFailure or StopSuccess in step7, thenreturnfailureto U if aleastone
StopFailure wasreceved, elsereturnsuccess.

8/9 Executethe LDAP commandeceiedin stepl.

10/11 For eachAfter trigger, readthe after updateinformationfor E asthetrigger creatorand usethis
informationto authorizethetrigger.

12/13 Executeary authorizedAfter triggers.

14 Returnstatusof LDAP commandecevedin step9.

It shouldbe notedthat LDAP commandfailure will causethe following change— ratherthan pro-
ceedingfrom step9 to step10, LTAP executesary Failed triggersthat are authorizedto executeand
returnstheresultthatwasreceved duringstep9 to U.

4.3 Locking

Write locking is requiredto protectthe integrity of the pre- and post-images.Updatesto a directory
entrywhile triggerprocessingnthatentryis in progressnustbe prevented. Thus,whena LDAP update
commandarrivesat LTAP, i.e., stepl in Figure5, awrite lock is acquired.Thelock is held until all the
After triggershave beenprocessedi.e., stepl3in Figure5. Readrequestdgnorelocks. A write to a
singleentry is atomic,so eachreadwill seeinternally consistenentries,i.e., LTAP givesthe standard
LDAP guaranteesor reads. MetaComm,on the otherhand,dependson LTAP’s locking facilities to
maintainconsisteng betweerthe directoryandtelecomdevices.

Certainuserscannotafford to have ary operationsblocked dueto locking. To supportsuchusers,
LTAP allows locking to beturnedoff in a configuratiorfile.

4.4 Trigger Action Server Support

In the versionof LTAP usedin MetaComm,a trigger action contactsa specifiedport of a TAS. The
TAS then executessomecodein responseo this contact. A TAS returnsProceed, StopSuccess, or
StopFailure in responséo a Before trigger request. For After/Failed triggers,a TAS simply returnsa
Proceed asa “done” indication. The LTAP releaseprovidesa simple TAS programthat caneasilybe

"MetaComms TAS, the UpdateManageronly usesBefore triggers,andit never returnsProceed.
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tailoredby definingthreefunctionsof the TriggerFields classasdescribedelon. Theuserthencompiles
the TAS andstartsit onthe machinespecifiedn thetrigget

Whenthe TAS is contacteda numberof itemsareincludedin the messagekFor instanceauthorized
fieldsthatappearedh thetriggerFieldsOfinterest of the Trigger associatewvith thisinvocationof the TAS
aresentif requestedEachfield sentis packagedn an AttributeValue. For eachfield, an AttributeValue
storedts name attributeName; whathappenedo it, changeType; andits pre-updatépost-updateyalue,
beforeValue (aftervalue). Notethatthe pre-update(post-updateyaluewill only besentif NeedsBefore
(NeedsAfter) or NeedsBoth wasspecifiedby thetriggercreator Also, beforeValue andafterValue arear
raysof valuesbecausdieldsmaybe multi-valuedin LDAP. Thefollowing is amoredetaileddescription
of whatvaluesaresentif triggerFieldsOfinterest wasspecified:

¢ If theaffectingactionwasanadd,thenthe post-updateraluewill be sent. (It is illegal to specify
anOpAdd triggerwith NeedsBefore or NeedsBoth.)

¢ If theaffectingactionwasa deletethenthe pre-updatevaluewill be sent.(lt is illegal to specify
anOpDelete triggerwith NeedsAfter or NeedsBoth.)

¢ If the affecting actionwasa modify, thenits actionon ary given attribute could beto adda pre-
viously non-«istentattribute, to deletean existing attribute, or to modify an attribute’s contents.
In the attribute delete(add)caseonly the pre-updatdpost-updateyaluewill be sent— andthat
only if NeedsBefore (NeedsAfter) or NeedsBoth wasspecified.In the attribute modify case poth
will be sentif NeedsBoth was specifiedwhile the pre-updatgpost-updateyaluewill be sentif
NeedsBefore (NeedsAfter) wasspecified.

Notethatit is illegal to specifyatriggerwith a non-emptyriggerFieldsOfinterest andNeedsNeither.
In additionto the pre-andpost-updateraluesin the affectedentry, the following fieldsaresentin the
messageo the TAS:

e actionDN is the DistinguishedNameof the affecteddirectoryentrythatcausedhetriggerto fire.

e triggerName, triggerWhen, triggerOp, triggerArg, triggerScope, andtriggerTypeOrDN containthe
valuesof the memberswith the samenamesspecifiedwhen creatingthe trigger that just fired.
They correspondo the six parameter$o the Trigger constructar

¢ bindAuthorization is a structurecontainingthelogin nameandpasswerd of the userwhoseaction
causedhetriggerto fire. Thisinformationis only filled in for Before triggers(which canonly be
written by superusers),andonly from LTAP senersthathave beenconfiguredat startup time to
deliver thisinformation. This informationis providedin thosecasedo allow query/updateewrite
by TASswhile still preservinghe securityauthorization®f therequesters— the TAS pretendgo
be the requestemwnhile executingthe rewritten command.Note that sendingthis informationcan
beturnedoff in the LTAP configuratiorfile.

The TAS instantiators taskwith regardto processingrigger actionservicerequestss to write three
memberfunctionsof TriggerFields: triggerBeforeAction, triggerFailAction, andtriggerAfterAction. The
providedsener codeparsesachincomingservicerequestlf theparsedequeshasatriggerwhen value
of Before, thesener callsthetriggerBeforeAction memberfunctionandreturnsthe ActionStatus returned
by thatcall to LTAP. If triggerWhen is After (Failed), thesener callstriggerAfterAction (triggerFailAction)
andreturnsProceed to LTAP afterthe call completes Sincethevalueis ignoredby LTAP for After and
Failed triggers,the sener codepicksProceed arbitrarily to sendbackfor the purposeof synchronization
with the LTAP gataevay.

A TAS that handlesthe trigger triggerPersonMod of Figure 4 can be constructedby defining the
triggerBeforeAction asin Figure6.
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ActionStatus TriggerFields::triggerBeforeAction() {
Reformat Before/After image into lexpress’ internal format;
Use reformatted images to create commands to update PBX, messaging platform, and LDAP directory;
If all goes well during updating, return StopSuccess;
Otherwise, log error and return StopFailure;

}

Figure6: TAS Codefor theBefore trigger, triggerPersonMod (partof theMetaComms UpdateManager)

5 Experiences

In this sectionwe discussthe rationalefor variouspastand future extensionsto LTAP basedon our
experiencesn building MetaComm . We describdricks we developedfor exploiting LTAP featuresand
usefulinteractionsbetweerL TAP andlexpresg26]. We concludethe sectionwith a discussioron how
to usethe LTAP gatevay modelto provide advanceddatabaséunctionalityto directories.

5.1 ExtensionstoLTAP

Persistent Connections and Synchronization One useful featurethat MetaCommprovidesis syn-
chronization.Synchronizations usefulfor initially loadingdatafrom adevice into theglobalintegrated
directory aswell asensuringconsisteng acrossdevices after catastrophidailuresoccur In orderto
provide the synchronizatiorfacility, MetaCommmustguaranteghat after a synchronizatiorrequests
processedihe LDAP sener, the device beingsynchronizedandotherdevicesthat sharedatawith the
LDAP sener or device are consistent. Even thoughsynchronizatiorrequestscan be thoughtof a se-
guenceof individual updatesthe setof updateshouldbe appliedin isolation,i.e., otherupdateshould
notbeallowed concurrently This requiredmodificationsto LTAP:

¢ In its original implementation LTAP only allowed a single updateper connectionfrom LTAP to
aTAS (e.g., UM), but to differentiatesynchronizatiomequest$rom individual updatespersistent
connectionsvereaddedwhich allow a sequencef updates.

¢ In orderto guaranteahat synchronizatiorrequestsaare executedin isolation,all updatesmustbe
disallaved while a synchronizatiorrequestis being processed.To supportthis, a new quiesce
facility wasaddedto LTAP.

Monitored Fields WhenLTAP wasoriginally designedonly thetriggerMonitoredFields constructvas
provided — this constructcombinedthe functionality of triggerMonitoredFields and triggerFieldsOfin-
terest in the currentsystem. However, one of our usersinsistedthat they be separatedo reducethe
amountof work neededo processatrigger For the applicationin questionsa notificationthata field
hadchangedvassuficient — for instancejf a persons nameandtelephonenumberhave changedthe
applicationonly needgo know the nameof the personbut nothingmore. Thus,thedistinctionbetween
monitoredfields andfieldsthatmustbe shippedio a TAS wasmade.

This distinctionwasimportantfor MetaCommaswell, but for a differentreason.MetaCommonly
needgo know if nameandtelecomme-relatefields areaboutto change However, whenit musthandle
the changeby rewriting the updatejt cannotloseary partsof the update.For instancejf the lAA asks
to modify the sn, telephoneNumber, anddescription field of a person, the UM will be alertedbecause
of thefirst two fields. Whenit rewritesthe LDAP commandit will alsoneedto know the new valuefor
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description, sothatthe semanticof the updateare presered® Giventhatnew auxiliary classesanbe
addedto anexisting objectatary time, it wasnot practicalfor MetaCommto explicitly list all thefields
thatit would like to have shippedsoit asksthatall fields belongingto a added/deleted/modifieghtry
be shipped.

TAS return values While developing MetaComm,we discoreredthe needto supportmore return
valuesfrom a trigger actionsener (e.g., the UpdateManager). BesidesProceed and StopFailure, we
alsoneededstopSuccess. Thetwo original valuesareadequatéf the sener only needsto apprae or
rejectthe operation. However, the MetaCommimplementatiorcouldbe simplifiedif it updatedoththe
devicesandthedirectory sothatit coulddealwith failure of LDAP commandsnoreeasily Otherwise,
if it hadto dealwith aFailed trigger, it would have hadto keeparoundstatefrom thedevice updatesuntil

it wascertainthatthe LDAP commanchadgonethrough— leadingto garbagecollectionproblems.

5.2 Exploiting LTAP Features

Handling Anomaliesand theNeed to Rewrite Updates Thedecisionregardingthe TAS returnvalues
led to unanticipatedenefits. First, in certaincasesthe original LDAP updatethattriggeredthe event
canonly beappraed by MetaCommaftertheunderlyingdevicesarechangedThis is becausét cannot
be determinedvhetherthe deviceswill acceptthe updatewithout actuallyattemptingthe update.Some
operationghat are syntacticallyand semanticallyacceptablavill be rejectedbecausef arriving when
crucialresourcesreunavailableatthe device. Whentheseoperationdail, the LDAP updatecommand
that triggeredthem must be rejected(StopFailure is returned). Second,MetaCommwas enabledto

rewrite LDAP updatesand apply themitself which is very usefulwhenthe original LDAP command
needsto be rewritten. For instance,if Jill Lu’s sn is changedto “Lu-Smith”, then her cn shouldbe
changedo “Jill Lu-Smith”. LDAP doesnot enforcesuchdependenciedyut a simple operationrewrite

in the UM by lexpresscan. Rewrites arealsousefulbecauseertainoperationson the devicesreturn
informationthat needsto be reflectedin the directory For instancewhenan entry for a new mailbox
is createdon the messaginglatform (MP), anid is generatedby MP. Sincethis id is neededby the
LDAP directory the MP passesheid to the UM which rewritesthe original LDAP commando setthe
correspondingdield in the LDAP directory The UM thensendsthe rewritten LDAP commandto the
LDAP directorydirectly. If it succeedshe UM returnsStopSuccess. Otherwisejt returnsStopFailure.

Reduced Numbersof Triggers Whenoriginally designingLTAP, we anticipatedhatuserswould set
triggersonthetypehighestin thelatticewhosemodificationwasof interestbut thatonly fieldsbelonging
to thattype would be sentto the TAS. This turnedout not to be practical,sincesomeapplicationneed
to differentiatefieldsto be monitoredandfieldsto beincludedin atriggernotification(seeSection5.1).
While developingMetaCommywe noticedthatwe couldtake advantageof thefactthatthe only updates
wewereinterestedvereupdatedo person entries. Theupdatanightbeto fieldsbelongingto anauxiliary
classthatwashungoff aperson, but theobjectclass of themodifiedentrywouldincludeperson asoneof
its types. By placingthetriggerhighin the classhierarchyandtaking adwvantageof LTAP’swillingness
to allow thetriggersto specifyary field whatsoger (including thoseof person subclassesasbeingof
interestandto be monitored MetaCommwasableto getby usingonly threetriggers— onefor modify,
add,anddeleteof a person. A singleany-updatdriggerwould handleall the alertingneeddor the part
of the systemdescribedn this paper The extensionsto MetaCommthat are on-goingwill probably
requireonly onetriggerof the any-updatesortfor eachtelecomme-relatedlass.

8In additionto thefields mentionedexplicitly, it will needotherfieldslike cn thatwill implicitly be changedy thechange
to sn. SeeSection5.2.
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Theform of all of MetaComms triggerswas extremely similar to that of triggerPersonMod in Sec-
tion 4. All thetriggersareinterestedn monitoringthe samesetof fieldsandin having all fields sentto
theUM. Thedifferencesverequiteuniform. Theseconcdarameteto the Trigger constructotis different
for each,specifyingeitheradd, delete,or modify. Also, the triggerNeeds fields specifiesNeedsAfter
(NeedsBefore, NeedsBoth) for thetriggerfor adds(deletesmodifies).As aresultof this experiencewe
realizedthe needto addanany-updateriggertypein afutureversionof LTAP.

Using Pre-images We initially decidedto receve pre-imagesaswell aspost-imagesin LTAP noti-
fications,sowe would always have accesdo the keys for updatingthe devices. The keys for updating
thedevicesareoftenin otherattributesthanthe distinguishechamefor the LDAP object. Whenthekey
changesboththe old andthe new valueof the key areneededo updatethetamgetdevice. For instance,
a key modify mayrequiremoving a userfrom onePBX to another In practice the pre-imagevaseven
moreuseful.lexpressusespre-imagesluringconstrainfprocessingo determindf the objectbeingmod-
ified resideson the taget device. It comparegpre-imagesandpost-imagedo determinewhat changes
have occurred,andonly producesupdatedor tamget attributesthatmustchange. In addition,lexpress
mustat timesusethe valuesof sourceattributesthathave not changedn creatingnew valuesfor tamget
attributes. lexpresscreatesa compositetarget attribute from multiple sourceattributes. The composite
attribute changesvhenat leastone of its contrituting sourceattributeschange. When creatinga nev
compositeattribute value, lexpressrequiresvaluesfor all of the sourceattributes, whetherthey have
changedr not, sotheseunchangedields mustbe sent.

5.3 Offering other Extended L DAP Functionality through Gateways

The useof a gatavay to add neededbut unstandardizedunctionality to an LDAP directory (or ary
repositorythat speaksa standardprotocol) was validatedby the experienceof LTAP in MetaComm.
Suchgatavays offer portability advantages.For instance while preparingthe demofor InterOp[25],
we wereableto changedirectorybrandseasily— hadwe relied on proprietarytrigger facilities, likely
the port would have beenmuch harder Another adwantageof the gatavay approachis that it only
makes collectionsof applicationsthat needa given piece of functionality pay for the existenceof the
functionality— simplerapplicationsuitescango directly to anun-encapsulatedirectory

The samegatavay techniquecould also be usedfor replicationor materializedviews. Strongerse-
curity techniquesould alsobe built into a gatevay thanarepresenin the directory provided onecan
ensurethatthereis no direct pathto the directory exceptthroughthe gatavay anda handful of trusted
seners. It would be attractve to usea similar ideato provide sagaq11]. For example,a simplesaga
mechanisntould be built by creatingspecialmessageto the gatevay to indicatetransactiorbegin and
endandto treateachinterveningrequesiasa stepin the saga,andby keepinginformationaboutwhat
needsto be undoneif ary operationreturnsStopFailure. Supportfor moregeneralransactiormodels
would be useful, but this may not be possiblewhenthe underlyingrepositoriesdo not have two-phase
commitsupport.

6 Reated Work

Details of the LTAP gatavay are given in [22]. In this papey we focus on the useof LTAP in the
MetaCommsystem— its benefitsand extensions/changethat were needed. The MetaCommsystem
andits relationto previouswork (e.g., dataintegration[21, 10], sagaq11], datawarehouseandviews
[2, 4, 27, 13)) is describedn [9]. Unlike [9], this paperfocuseson our experiencesn usingLTAP to
build MetaComm the featuresof LTAP that we exploitedin novel ways,andour rationalefor various
changesandextensiongo LTAP.
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Netscapes directory plug-ins are the work most closely relatedto LTAP as their plug-ins can be
associateavith directoryoperationg24]. Their plug-insandour triggershave similar structures— both
associatean actionwith the time immediatelybeforeor after the performanceof a LDAP command.
Their plug-insrun asfunction callsin the directorysener itself. This hasperformanceadwantageshut
causegeliability, portability, andavailability problemsthanLTAP doesnot have [22]. Both Microsoft
andCiscoplanto addtriggeringcapabilitieso Active Directoryfor DEN, but thecapabilitiesdo not exist
yet. Novell doesnot appeato have triggeringcapabilitiesassociateavith their LDAP products.Given
thatMetaCommneededo besupportedacrossall LDAP seners,LTAP wastheonly viable choice.

Triggersareawell-knowvn techniqueor databasesA userspecifiesanevent(or patternof events)of
interestthat the systemis to monitor, a conditionto check(which may always be true), andan action
to take. Whenthe eventis detectedandthe conditionholdstrue, the systemperformsthe action. The
novelty of our LTAP work is our supportfor Failed triggers,necessaryo copewith theweaktransactions
of LDAP, andthe useof a proxy to provide trigger support. Previous techniquedor addingtriggers
detectedevents either by adding event detectioninto the core databasesngine,e.g., [3, 32, 23, 29|,
and/orby usingpre-processorsn databaseodeto signalevents,e.qg., [23, 5].

C?offeinis a systemto addECA triggersin a CORBA ervironment[19]. They gettheir eventsfrom
wrappersarounddatasourcesRatherthanwrite specialdatawrapperdor eachdatasource LTAP takes
advantageof the standardvocalulary of LDAP and only requiresone “wrapper” to supportarbitrary
LDAP datasources.

Two recentproposaldor LDAP triggers[12, 30] suggestedisingpersistenguerieswherethe query
staysactive finding adds,deletesand modifiesto the LDAP directorythat matchthe searchcondition.
A persistenguery thus, correspondso a trigger This mechanisnmhasscalability problemsthat LTAP
doesnot have — it mustmaintainoneopenconnectiorper persistengjuery In LTAP, only triggersthat
arecurrentlybeingprocessedequireanopenconnection Persistensearchpncestandardized;ouldbe
usedto build atool providing generalafter triggersin ascalablevay — in otherwords,atool providing
asubsebf LTAP functionality Suchatool would eliminatethe scalabilityconcernssinceonly asingle
connectionto the tool would be required. However, Before andFailed triggerscould not be supported
by sucha tool, sincethe tool would only be alertedafter a successfumodificationhad alreadytaken
place. Furthermoresuchatool could not provide pre-updatevaluesunlessit keepsits own copy of the
directory Theselimitations would male it harderto write an applicationlike MetaCommagainstthe
tool thanagainstLTAP.

Otherwork to extendLDAP to take adwantageof databaséechnologyaimsat addinga moreexpres-
sive, non-procedurafjuerylanguageto LDAP [17]. We sharetheir aim of moving usefultechniques
from databasesto directories put dealwith triggersratherthanqueries.The architectureof the LTAP
library versionis very similar to thatusedto addmoreflexible list managemenio LDAP [18]. In their
work, queriesto LDAP go througha “list location and expansion”client library beforebeing sentto
the LDAP directory In the LTAP library approachiriggersare provided by having LDAP queriesand
updategyo througha library thatdoestrigger processingaswell aspassingcommandsn to the LDAP
directory Also, while theLTAP gatavay interfaceis quitedifferentfrom theirapproachtheir codecould
be corvertedto usea gatevay approactaswell.

7 Conclusions and Future Work

Triggersand other basicdatabasdunctionalitiesare neededby LDAP senersto supportapplications
suchasDirectory Enabled\etworkingtasks.Thelack of standardriggerfacilitiesis asignificantbarrier
to progressasusershayin usingLDAP for taskslik e provisioningnetwork servicesallocatingresources,
reporting,managingend-to-endecurity andoffering mobileuserscustomizedeatureghatfollow them.
CurrentLDAP senerseitherlack trigger facilities or provide proprietarytriggerswith significantlimi-
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tations. In this paper we describedhe useof LTAP, a gatevay which providesa portableway to add
full-fledgedtriggersto LDAP seners,in thetelecomintegrationprojectMetaComni9]. LTAP’salerting
andlocking facilities provide valuablegluefor combiningthe projects directory a Definity(®) PBX, and
a messaginglatforminto anintegratedpackage. The resultingplatform is able to supportpowerful,
directory-enabledelecomapplicationssuchasthe onesdescribedn Section3.3.

We alsodescribeur experiencegjainedin usingLTAP in MetaComm bothwhereits functionality
could be usedin unanticipatedvaysto solve problemsand whereit neededto be extended. These
experiencesrekey lessondearnedn this paper They will bevaluableto thosebuilding similar systems.
Basedon our experiencesgatavay technologyappeardo be a good choicefor providing replication,
security andsagafacilitiesto directoriesn a portableway.

Wewouldliketoincorporatd TAP into othernetworking/telecommunid#ons projectsto find new en-

hancement#o the system.We arecurrentlyextendingL TAP’s functionality andintegratingit with other
telecomproducts.MetaCommtechnologyis currentlybeingtransitionedandhardenedor commercial
use.
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