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Abstract

LDAP (LightweightDirectory AccessProtocol) directoriesare being rapidly deployedon the
Web. They are currentlyusedto store data like whitepagesinformation,userprofiles,andnetwork
devicedescriptions.Thesedirectoriesoffer a numberof advantagesover currentdatabasetechnol-
ogy in that they provide bettersupportfor heterogeneityand scalability. However, they lack some
basicdatabasefunctionality(e.g., triggers, transactions)that is crucial for DirectoryEnabledNet-
working(DEN) taskslike provisioningnetworkservices,allocatingresources,reporting, managing
end-to-endsecurity, andoffering mobileusers customizedfeaturesthat follow them.In order to ad-
dresstheselimitations while keepingthe simplicityandperformancefeaturesof LDAP directories,
unbundledandportablesolutionsareneeded.

In this paperwediscussLDAP limitationswefacedwhile building an LDAPmeta-directorythat
integratesdatafromlegacytelecomsystems,andhowLTAP(LightweightTrigger AccessProcess),a
portablegatewaythataddsactivefunctionalityto LDAPdirectories,overcomestheselimitations.

KEY WORDS: active databases,data integration, MetaComm,directories,Directory EnabledNetworking
(DEN), LightweightDirectoryAccessProtocol(LDAP), PBX, LightweightTriggerAccessProcess(LTAP), port-
abletriggers,telecom

1 Introduction and Motivation

LDAP (Lightweight Directory AccessProtocol)directories[15, 31] arebeingrapidly deployed on the
Web. They arecurrently usedto storedatalike white pagesinformation, userprofiles, and network
device descriptions.Comparedto currentdatabases,LDAP directorieshave bettersupportfor handling
scaleandheterogeneity[17]. However, their lack of supportfor standarddatabasefunctionality such
as triggersandconcurrency control hamperstheir usein more sophisticatedtasks,suchas Directory
EnabledNetworking (DEN) services.

DEN is anenablingtechnologyfor a widevarietyof tasks,includingreporting,managingend-to-end
security, andoffering mobile userscustomizedfeaturesthat follow them[14]. While this technology
is not limited to LDAP directoriesor to any particularstandard,it is frequentlyassociatedwith the
effort by equipmentandsoftwarevendorsto standardizeLDAP schemasto supportDirectoryEnabled
Networking. TheDEN standardizationproposestheuseof asinglelogicalsourcefor neededinformation
andencouragesstorageof datain astandardformatto enableinteroperabilityandValueAddedReseller
innovation.

As part of Lucent’s DEN initiative, we built the MetaCommsystem. MetaCommintegratesdata
from multiple devicesinto ameta-directory, allowing userinformationto bemodifiedthroughthedirec-
tory usingtheLDAP protocolaswell asdirectly throughtwo legacy devices: a Definity R

�
PBX anda
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voice messagingsystem. In order to prevent datainconsistencies,updatesto any of the systemsmust
be reflectedappropriatelyin all the othersystems.For example,when a new employee is hired and
her information is addedto the directory, changesto a variety of devicesaremadeautomatically. By
providing a simpler, unified interfaceto datastoredin telecomdevices,MetaCommgreatlysimplifies
accessto this data,reducestheneedto manuallyre-enterdatain multiple devices,andalsoreducesdata
inconsistenciesacrossrepositories.

In orderto provide suchfunctionality, MetaCommrequireda directoryserver with triggersso that it
canidentify relevant directoryupdatesin a timely manner. Without triggers,MetaCommwould need
to usepolling to discover updates— increasingthe resourcesrequiredfor updateidentificationwhile
reducingthetimelinessof thediscovery. However, even thougha large amountof work hasbeendone
in theareaof standardizingtheLDAP schemasthatwill beusedto provide theseservices,othercrucial
areaslike supportfor triggershave yet to bestandardized1

Ourchallengewasthento comeupwith asolutionthatis portable(i.e., workswith any LDAP server)
andefficient. Existingapproachesto addtrigger functionality to databaseanddirectoryserversrequire
either:

� modificationto systeminternals(e.g., addingeithera full-fledgedtrigger systemor associating
plug-inswith directorycommands),

� knowledgeof proprietarylog formats,or

� periodicpolling of databasestate.2

In MetaCommwe usedLTAP (Lightweight Trigger AccessProcess)3, a gateway that addsactive
functionality to any LDAP server. LTAP doesnot requirethe useof any of the above methods— it
addsactive functionality to LDAP without requiringany proprietaryextensionsto the protocol,a key
advantage.Thus,LTAP canbe usedto improve interoperabilityandportability. Anotheradvantageof
LTAP is that by unbundling triggers,usersthat do not needtrigger functionality neednot pay for any
addedoverheads.For instance,a read-onlyreplicaof MetaComm’s LDAP directorydoesnotneedto be
front-endedby LTAP.

In what follows we describeour experiencesin usingLDAP asa meta-directory, its limitations and
our approachto overcomethem. Thepaperis organizedasfollows. Section2 containsanoverview of
theLDAP protocol.Section3 describestheoverall architectureof MetaComm.Section4 describesthe
LTAP gatewayandits functionalityby wayof anextendedexamplebasedontriggerusedin MetaComm.
Section5 summarizesour experiencesin building MetaComm,and the implicationsof our gateway
approachfor addingneededbut missingfunctionalitytoLDAP. Theseexperiencesarekey lessonslearned
in this paper. They will bevaluableto thosebuilding similar systems.Section6 containsrelatedwork,
andconclusionsandfuturework arein Section7.

2 LDAP (Lightweight Directory Access Protocol) Overview

LDAP is awidely deployeddirectoryaccessprotocolwith implementationsby alargenumberof vendors
(seereference[16] for apartiallist). LDAP canbethoughtof asaverysimpledatabasequeryandupdate
protocol. From a databaseperspective, LDAP hassomebeneficialproperties,for example, it deals

1TheIETF LDAP ExtensionGroup,ldapext, hason-goingwork to standardizeLDAP triggers[20].
2Theproposalson persistentsearchat the ldapext groupwill supplycontinuouspolling of databasestateefficiently. Once

available, persistentsearchwill provide an attractive platform for implementingtriggersthat fire after an updatehasbeen
executed.However, persistentsearchhaslimitations,for example,it cannotbeusedto build triggersthatfire beforeanupdate
is executed..

3LTAP canbedownloadedfrom http://ltap.bell-labs.com
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Figure1: Definitionof theX.500person objectclass

well with heterogeneityandallows highly distributeddatamanagementwhile keepingdataconceptually
unified[6].

LDAP serverstypically fix a schemaat startup time. Eachdirectoryentry (analogousto a tuple in
a relationaldatabase)hasat leastonetype— calledanobjectclass — associatedwith it. An entrycan
have multiple types,andtypescanbeaddedto or deletedfrom theentryat run time. An exampleof an
objectclass is theX.500 person classin Figure1. Sub-typingis provided, for instance,person inherits
from the top class. Note that certainfields mustbe specifiedfor eachperson (i.e., sn — surname,cn
— commonname),while othersareoptional (e.g., description, telephoneNumber). All attributesare
stringsthat are “weakly typed”. For instance,a telephoneNumber is a specialkind of string, a tel.4

Onecanassignany valueto a telephoneNumber — in otherwords,typecheckingis not performedfor
assignments.However, whenthesystemcomparestwo tel values,it comparesthemin theexpectedway.
For instance,“908-582-5809” and “9085825809” will be consideredequal. Similarly, common name
(cn) is a caseinsensitive string (cis), thus,whenit is comparedwith anotherstring,caseis ignored. In
addition,attributesaremulti-valued,for example,a person mayhave multiple telephoneNumbers.

Directoryentriesarestoredin a treeor forest. Figure2 is anexampleof a typical tree,simplified to
removeall but oneattributefrom eachentry. Eachentryin thetreeis identifiedby aDistinguishedName
(DN) whichis apathfrom therootof thetreeto theentryitself. TheDN is producedby concatenatingthe
RelativeDistinguishedName(RDN) of eachentryon thepath. TheRDN for anentry is setat creation
time andconsistsof anattributename/valuepair — or in morecomplicatedcases,a collectionof these
pairsconnectedwith variousoperators.The RDN of an entry mustbe uniqueamongthe childrenof
a particularparententry. WhenusingFigure2 in examples,we assumethat the attribute/value pairs
in thefigure (e.g., “o=Lucent” and“cn=John Doe”) aretheRDNs. Thus,for example,theDN for John
Doeis “cn=John Doe, o=Marketing, o=Lucent”. Notethe leaf-to-rootorderis thereverseof that for the
representationof aUNIX file or aURL.

Theonly updatecommandsareto createor deleteasingleleafnodeor to modify asinglenode.There
are two kinds of modificationcommands.The first can modify any fields except thoseappearingin
theRDN. Thesecond,ModifyRDN, cannotchangeany attribute/valuepairsexceptthoseappearingin
theRDN. Furthermore,while individual updatecommandsareatomic,onecannotgroupseveralupdate
commandsinto a larger atomicunit (i.e., a transaction).For instance,onecannotatomicallychangea
person’s nameandtelephonenumberif thenameis partof theperson’s RDN but thetelephonenumber
is not.

In addition to providing limited updatecapabilities,LDAP provides query facilities basedon the
structureof the tree. All queriesmustspecify the DN of a baseentry, andsearchstartsat that entry.

4Thetyping of thefieldsis specifiedseparatelyin theschema— all attributeswith thesamenamewill have thesametype.
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o=Marketing o=Accounting o=R&D

cn=John Doe cn=Tim Dickens cn=Jill Lucn=Pat  Smith... ...

...

o=Directory Study Group    ...

Figure2: SampleLDAP Tree

Therearethreequerytypeswhichdiffer in theirscope:

� BASE: querieswith a BASE scopeexamineonly the entry specifiedby the DN. For instance,a
BASE scopequeryagainsttheDN “o=Lucent” would examineonly theLucentrecord.Examined
recordsarefurtherconstrainedto passafilter, aswediscussbelow.

� ONELEVEL: querieswith aONELEVEL scopeexamineonly theentriesthataretheimmediatechil-
drenof theentrywith thespecifiedDN. For instance,aONELEVEL scopequeryagainst“o=Lucent”
would examinetheentriesfor Marketing,Accounting,R&D, andany otherentriesat that level in
thetree.

� SUBTREE: querieswith a SUBTREE scopeexaminetheentriesin thesubtreerootedat thespeci-
fiedDN. For example,aSUBTREE queryagainst“o=Lucent” wouldexaminetheentriesin thetree
of Figure2 (i.e., theentriesfor Lucent,Marketing,Accounting,R&D, JohnDoe,etc.).

A usercanconstrainwhich of theexaminedentriesthequerywill returnby specifyinga filter, which is
similar to anSQL WHERE clause.For instance,in theSUBTREE queryexample,thefilter

(&(objectclass=person)(cn=J*))
eliminatesthe variousorganizations(e.g., Lucent as a whole, and its divisions) for not being person
objects,and eliminatespeoplewhosenamesdo not begin with “J” (e.g., Pat Smith). Filters are not
asgeneralasa WHERE, they are limited to examiningthe fields of a singleentry. Userscan further
constrainwhichattributesarereturnedusinga featureanalogousto anSQL SELECT clause.

3 MetaComm: A Telecom Meta-Directory

A greatdealof corporatedataisburiedin network devicessuchasPBXs,messaging/emailplatforms,and
datanetworkingequipment,whereit is hardto accessandmodify. Typically, thedatais only availableto
thedevice itself for its internalpurposesandit mustbeadministeredusingeithera proprietaryinterface
or a standardprotocolagainsta proprietaryschema.In addition,sincesomeof this datais neededin
multipledevicesaswell asin applicationslike corporatedirectoriesandprovisioningsystems,it is often
re-enteredmanuallyandpartially replicatedin differentdevicesin quitedifferentformats. As a result,
datais not only hardto access,but thereis alsoa greatdealof expenseinvolved in performingupdates
andtherisk of inconsistenciesacrossdevices.

TheMetaCommsystemis partof Lucent’s DEN initiative. MetaCommintegratesdatafrom multiple
devices into a meta-directory, allowing userinformation to be modifiedthrougha directoryusingthe
LDAP protocolaswell asdirectly throughtwo legacy devices. In orderto preventdatainconsistencies,
updatesto any of thesystemsmustbe reflectedappropriatelyin all theothersystems.In this scenario,
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maintainingconsistency posesmany challenges,becausedataintegration is performedacrossseveral
systemswith no triggersandwith extremelyweaktyping andtransactionalsupport. LTAP is usedas
infrastructureto solve theseproblems,providing featureslike locking andcatchingLDAP updatesthat
areusedby thefilters to provide consistency.

In whatfollowswegiveabrief overview of thesystem,how it usesLTAPtriggers,andtheapplications
it enables.For a detaileddescriptionof MetaCommthereaderis referredto [9].

3.1 MetaComm: Architecture and Features

Thefirst prototypeof MetaCommintegratesuserdatafrom two legacy devices: a Definity R
�

PBX and
a messagingplatform. As shown in Figure3, our implementationallows userdatato be modifiedin
two ways. First, thedatacanbemodifiedthroughanLDAP directorywhich materializesthedatafrom
legacy devices. Second,userscancontinueto modify the telecommunicationdevicesdirectly through
existing proprietaryinterfaces.Offering multiple pathsto modify parametersin crucialtelecommunica-
tion devicespreservestheexperiencebaseof administratorsof thedevices,andit increasestheoverall
reliability andavailability of thesystemsinceupdatescanstill bemadedirectly to thedevice evenif the
directorybecomesinaccessible.

Figure3 shows the variouscomponentsof MetaComm. The UpdateManager(UM) is the central
componentof thesystem— it ensuresthat the datain thedevicesandin theLDAP server areconsis-
tent. Note that consistency is not just a matterof applyingthe sameupdateto eachdatarepositoryin
a global transaction.Becausethe repositorieslack mostbasictransactionfacilities, MetaCommuses
othertechniquesto ensurethattherepositoriesconverge to thesamevaluesaftersomedelay(e.g., [28],
[8]). Thesetechniquesincludere-applyingupdateson certainrepositoriesto ensuretheserializabilityof
updates,andrecovery from catastrophiccommunicationor storageerrorsthroughre-synchronizationof
therepositories.

Maintainingtheconsistency of therepositoriesalsorequiresthatthesemanticsof thedatais properly
reflectedin eachrepository. A filter or wrapperis associatedwith eachrepository. In MetaCommthere
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arethreesuchfilters, thePBX filter, theMessagingPlatform(MP) filter andtheLDAP filter, depicted
in Figure3. Eachfilter hasa protocolconverterfor communicatingwith its associatedrepositoryanda
mapperfor translatingupdatecommandsto/from theschemaof therepository. Theschematranslation
andintegrationof themapperarerealizedthroughlexpress[26]. lexpressusessemanticcharacteristics
of thedatato simplify dataintegration. In particular, lexpressusesdatadependenciesto propagatedata
wherever it is neededin the global or device schema,andpartitioningconstraintsto translateschema
updatescorrectlyandroutethemto theproperrepositories.

Eachrepositoryin thesystem,thelegacy devicesandtheLDAP directoryserver, mustnotify theUM
when a changeoccurs. The LTAP moduleaddsactive functionality to the LDAP server andnotifies
the UM of changesto datain the LDAP directory. The main threadof the UM respondsto update
andsynchronizationrequestsby propagatingupdatecommandsto the appropriatefilters. The mapper
componentin thefilter furtheranalyzestherequestto ensurethatupdatesareproperlyforwardedto the
associateddatarepository.

Also shown in Figure3 is theIntegratedAdministrationApplication(IAA), which providesa single
point of administrationfor the telecomdevices. It is worth pointing out that any LDAP tool (e.g., an
LDAP enabledWebbrowser)cancontactLTAP to administerthetelecomdevices.

3.2 LTAP: Triggers and Locking

MetaCommusesLTAP asa gateway for its LDAP server. LTAP acceptsLDAP messagesandreturns
standardLDAP replies— to theoutsideworld, it looksexactly like anLDAP server. However, it does
not performstorage,updates,or queries.LTAP parseseachrequestto determinewhethertherequestis
relevant to its triggers.If a requestis not relevant it is simply forwardedto theLDAP server, otherwise
LTAP performstherequiredtriggerprocessingactions.

The integratedschemaof MetaCommextendsthe standardX.500 classthat describespeoplewith
auxiliary classesthat representdevice specific information. The materializedview of the integrated
information is storedin an LDAP server. LTAP triggersare attachedto portionsof the schemathat
representdatasharedamongthe devices,ensuringthat MetaCommis notified whenever relevant data
changes.

Besidestriggers,MetaCommusesthe locking capabilitiesprovided by LTAP (seeSection4.3). As
depictedin Figure3, anupdaterequestoriginatingat a device is translatedinto anLDAP command(to
updatetheglobal schemaof the LDAP server by theappropriatefilter) andforwardedto LTAP by the
LDAP filter. BecausethePBX, MP andtheLDAP server lack lockingcapabilities,thetranslatedupdates
aresentto LTAPfirst, sothatthecorrespondingentryis lockedbeforetheupdateis forwardedto theUM.
Locking andthepossiblere-applicationof theupdateto thedevicesensureproperserializationorder.5

A moredetaileddescriptionof LTAP, its functionalityandhow it is usedin MetaComm,is given in
Section4.

3.3 New Applications Enabled by MetaComm

MetaCommallows modificationof PBX/messagingsettingsthroughany LDAP tool (therearea variety
of GUI interfacesto LDAP directories).In ourproject,wewereableto useacommercialLDAP product
to easilygenerateanintuitive Webinterface.

UsingMetaCommadministration,anauthorizeduser/programcaneasilyredirecta telephoneexten-
sion to a port in anotherroom. Traditionally, this could only bedoneby a highly trainedPBX admin-

5It is worth pointingout thatthedevice andthedirectorymaytemporarilydiverge,but they areguaranteedto convergeto a
commonvaluebasedon theorderin which they areappliedby theUM.
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istrator. Consequently, for applicationslike hoteling,6 PBX informationis not updatedwhena different
persontakespossessionof a workspaceandits telecomresources.Thus,thehotelingemployee’s calls
interactpoorlywith callerid, leadingto callersbeingidentifiedwith uninformativedescriptionslike“Ho-
tel 1”. Oncethemappingfrom extensionto port caneasilybechangedthroughLDAP, thesametools
thatassignworkspacescanalsofix themapping.In addition,LDAP browsing toolscanbeusedto find
outwhetherapersonhasany messages,somethingthatpreviously requiredeitheraproprietarytool ona
PC,makingaphonecall, or looking at thelight on aphone.Wearecurrentlydevelopingsuchservices.

3.4 MetaComm Status

MetaCommwasincludedin a demoat InterOp[25]. Theportability advantagesof LTAP weredemon-
stratedwhenpreparingthedemosincewe wereableto changedirectorybrandseasily.

Lucenthasannounceda productthatwill usetheMetaCommtechnology(calledDirectorySynchro-
nizationTechnologyin thepressrelease)to controlDefinity R

�
PBXsthroughanLDAP directory. The

technologyis currentlybeingtransitionedandhardenedfor commercialuse.

4 The LTAP Gateway

LTAP usesthestandardEvent-Condition-Action(ECA) model[7]. Triggersarespecifiedto fire whena
directoryentry is affected, that is, reador written by anoperation.UsersspecifyanEvent to monitor, a
Conditionto check,andanAction to performif theeventoccursandtheconditionholds.Usersspecify
theseby instantiatingeithera C++ or Java Trigger objectandthenregisteringit with thesystem.Each
specifiedeventmonitorstheprogressof anLDAP operation,for exampleaneventcanbesetto trigger
beforeanLDAP modify or afteranLDAP delete.Theconditionmustbesatisfiedby theentryaffected
by theoperation.For example,theconditionmightspecifythattheaffectedentrymustbeof aparticular
typeandmustinvolve themodificationof certainattributes.

An Action is implementedby sendinga messageto a trigger action server(TAS) with information
aboutthe trigger andthe operationthat fired the trigger so that the TAS canhandlethe action. Users
mustprovide the TASs for their applicationsby addingthreefunctionsto an LTAP-provided program
shell(seeSection4.4for moredetails).

Ratherthango into detail on the syntax,we give an exampleto illustratethe basictrigger features.
Full detailscan be found in the LTAP usermanual[1]. The example is basedon the triggersused
by MetaComm(describedin Section3). LTAP notifiesMetaCommwhenever a personentry is added,
modified, or deleted. We illustrate the creationand executionof a trigger for modificationalerts—
similar featuresarerequiredfor addsanddeletes.

4.1 Trigger Creation

Trigger creationinvolves defininga trigger actionand its trigger actionserver (TAS), and defininga
trigger. A triggeractionis specifiedasfollows:

Action actionPersonMod(ActionMachine, ActionPort);
whereActionMachine is astringspecifyingamachineto contactandActionPort is anintegerspecifying
a port number. Thesetwo parametersspecify a TAS. Having specifiedthe action, MetaCommnext
constructstheTrigger in Figure4. Theparametershave thefollowing meanings:

� Thefirst parameter, e.g., “triggerPersonMod”, specifiesthenameof thetrigger. It is thekey for the
triggerandallows looking up thetriggerfor modification/deletion.

6In hoteling,employeeswho frequentlyareoutsidetheoffice sharea pool of workspaces.They reserve a workspacewhen
they needto cometo theoffice.
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Trigger triggerPersonMod(
”triggerPersonMod”, /* (1) name of trigger */
OpModify, /* (2) Modify causes trigger to fire */
Before, /* (3) Trigger fires and returns before Modify executed*/
actionPersonMod, /* (4) Execute action specified by actionPersonMod*/
ScopeType, /* (5) Trigger based on type of the entry*/
”person”); /* (6) Trigger placed on person entries */

Figure4: Trigger Definition to Monitor Readsof Jill Lu’sDirectoryEntry

� Thesecondparameter, e.g., OpModify, specifiestheLDAP operation,in thiscaseamodify, causing
thetriggerto fire. Thesecondandthird parametersarecombinedto definetheevent.

� Thethird parameter, e.g., Before, specifieswhenthetriggerfiring will takeplacein relationshipto
theLDAP operation.In this example,theactionwill beexecutedBefore themodify is attempted.
This parametercould alsospecifythat the trigger shouldfire After the LDAP operationhassuc-
cessfullycompletedor aftertheoperationhasFailed.

� The fourth parameter, e.g., actionPersonMod, specifiesthe actionto executeafter the event has
occurredif theconditionholds.

� Thefifth parameter, e.g., ScopeType, specifiesanLDAP searchscope.Thesearchscopecanbea
portionof thenamingtree,specifiedby ScopeBase, ScopeOneLevel, or ScopeSubtree, or objects
of a particulartype, specifiedby ScopeType. The trigger event is monitoredat all entriesthat
would bereturnedby aLDAP searchwith scopespecifiedby thefifth parameterandwith theDN
or objectclass specifiedby thesixth.

� Thesixth parameter, e.g., “person”, is eithera DN — if thefifth parameteris ScopeBase, Scope-
OneLevel, or ScopeSubtree — or anobjectclass — if thefifth parameteris ScopeType. Givenour
combinationof fifth andsixth parameter, this triggerwill fire beforeany modificationsof person
entries.

Theexamplein Figure4 illustratesonly themandatorypartsof the trigger, theeventandtheaction.
An LTAP conditionis optionalandcontainstwo parts:a list of fieldsto monitor, triggerMonitoredFields,
andanLDAP filter. If thetriggerspecifiestriggerMonitoredFields, thetriggeractionwill notbeexecuted
unlessat leastonefield in themonitoredlist is involvedin theLDAP commandthatcausedthefiring. If
triggerMonitoredFields is not explicitly set,this is equivalentto specifyinga list containingall possible
fields that could be modified. MetaCommconstructsthe triggersto monitor fields mentionedin its
mappingfilters. Filtersareusedto convert betweentheLDAP representationof thesefieldsandthatof
thedevicescontrolledthroughMetaComm— seeSection3 for moredetails.

In additionto preventingtriggersfrom firing whenuninterestingfieldsaremodified,triggerMonitored-
Fields servesasecurityfunction— LTAP only firesa triggerif thetriggerwriter is authorizedto readat
leastoneof themonitoredfieldsthatareinvolvedin theoperation(see[22] for details).

Thesecondpartof theLTAP condition,theLDAP filter, constrainsthe trigger to fire only whenthe
objectsatisfiesthefilter, for examplewhentheobjecthasa particularvaluefor anattribute. Thetrigger
fireswhenever a searchrequestedby thetriggerwriter androotedat thespecifiedDN, scope,andfilter
would returntheentry. To continuetheexample,supposeMetaCommonly caresaboutmodificationsto
aperson’s entryif thetelephoneNumber field is set.Then,MetaCommwouldaddthefollowing line:

triggerPersonMod.triggerFilter = “(telephoneNumber=*)”;
Thiscouldbeusedasanoptimizationif systemrulesspecifythatapersoncreatedwith notelecomaccess
will notgetPBX/messagingservicesaddedlater.
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TASs may specify triggerFieldsOfInterest, a list of fields that LTAP needsto include in a trigger
notification message.LTAP also provides TASs the ability to accessthe valuesof fields pre-update
(NeedsBefore), post-update(NeedsAfter) or both(NeedsBoth), or specifyneither(NeedsNeither) when
no valuesareneeded.

TheTAS for MetaCommdoesnot specifya valuefor triggerFieldsOfInterest sinceit is interestedin
all of them,andall fields is thedefault. However, MetaCommneedsinformationabouthow thefields
aremodifiedandwhattheir pre-updatevaluesarein orderto properlyupdatethecontrolleddevices.As
it needsboththepre-andpost-updatevalues,it addsthefollowing line:

triggerPersonMod.triggerNeeds = NeedsBoth;
Having constructedtheTrigger, MetaComminstallsthetrigger into theLTAP gateway by includingthe
following line:

ldapConnection.createTrigger(triggerPersonMod);
whereldapConnection is ahandlecreatedwhenMetaComm’sUpdateManagerconnectedto LTAP.

4.2 Trigger Processing

Thefollowing steps(illustratedFigure5) areperformedin basictriggerprocessing.Wedo not consider
timeoutsin thisdiscussion.Theusermanualdescribesthetriggerfacilitiesfor failurecases[1].

Server

Trigger Action
Server

Trigger Action
Server LDAP

LTAP

Client

LDAP
Command

1. Send 
14. Forward response
to request Trigger

Database
3. Receive
triggers

5. Return pre-image
9. Return response to update

2. Read triggers

6. Send
Before
trigger
message

7. Return
Proceed
or Stop
indication

After
trigger
message

Proceed

4. Read pre-image
8. Perform update
10. Read 
post-image

11. Return post-image

12. Send 13. Return

Figure5: InteractionsduringTriggerProcessing

1 LTAP receivesaLDAP commandC from auserU for entryE.

2/3 LTAP readstriggerinformationfrom thetriggerdatabasefor E. Notethatoneinstantiationof LTAP
cachesthetriggerdatabasein its entiretyin mainmemorywithin theLTAP process.

4/5 LTAP readspre-updateinformationfor E (if requiredby sometrigger).

6/7 LTAP processeseachmatchingBefore trigger, passingrelevant information to the corresponding
TAS — in practice,theremaybeseveral TASscontacted,but for simplicity only oneappearsin
Figure5. (A similar commentappliesto thepossibleexistenceof severalTASsfor After triggers.)
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NotethatsincetheBefore triggercreatoris requiredto have super-userstatus,no run-timeautho-
rization is needed.Thereasonsfor this requirementaredetailedin our sectionon securityin our
previouswork [22].

TASsfor Before triggersreturnoneof threevaluesto LTAP aftercompleting:

� Proceed: instructsLTAP to executethecommandC receivedin step1.
� StopFailure: instructsLTAP not to executeC andto returnfailureto U.
� StopSuccess: instructsLTAP not to executeC but to returnsuccessto U. An exampleusefor

StopSuccess is to allow updatingthroughviews. The original commandis not executable
againstthe underlyingrepository, so sendingit therewould fail. However, the TAS can
rewrite theupdateandissuetherewritten updateitself. If therewritten updatesucceeds,the
TAS returnsStopSuccess. Theuseof StopSuccess in MetaCommis discussedin Section5.

14 If any TAS returnsStopFailure or StopSuccess in step7, then return failure to U if a leastone
StopFailure wasreceived,elsereturnsuccess.

8/9 ExecutetheLDAP commandreceivedin step1.

10/11 For eachAfter trigger, readtheafterupdateinformationfor E asthe triggercreatorandusethis
informationto authorizethetrigger.

12/13 Executeany authorizedAfter triggers.

14 Returnstatusof LDAP commandreceivedin step9.

It shouldbe notedthat LDAP commandfailure will causethe following change— ratherthanpro-
ceedingfrom step9 to step10, LTAP executesany Failed triggersthat areauthorizedto executeand
returnstheresultthatwasreceivedduringstep9 to U.

4.3 Locking

Write locking is requiredto protectthe integrity of the pre- andpost-images.Updatesto a directory
entrywhile triggerprocessingonthatentryis in progressmustbeprevented.Thus,whenaLDAP update
commandarrivesat LTAP, i.e., step1 in Figure5, a write lock is acquired.Thelock is helduntil all the
After triggershave beenprocessed,i.e., step13 in Figure5. Readrequestsignorelocks. A write to a
singleentry is atomic,so eachreadwill seeinternally consistententries,i.e., LTAP givesthestandard
LDAP guaranteesfor reads. MetaComm,on the otherhand,dependson LTAP’s locking facilities to
maintainconsistency betweenthedirectoryandtelecomdevices.

Certainuserscannotafford to have any operationsblocked dueto locking. To supportsuchusers,
LTAP allows locking to beturnedoff in aconfigurationfile.

4.4 Trigger Action Server Support

In the versionof LTAP usedin MetaComm,a trigger actioncontactsa specifiedport of a TAS. The
TAS thenexecutessomecodein responseto this contact. A TAS returnsProceed, StopSuccess, or
StopFailure in responseto a Before trigger request.7 For After/Failed triggers,a TAS simply returnsa
Proceed asa “done” indication. The LTAP releaseprovidesa simpleTAS programthat caneasilybe

7MetaComm’s TAS, theUpdateManager, only usesBefore triggers,andit never returnsProceed.

10



tailoredby definingthreefunctionsof theTriggerFields classasdescribedbelow. Theuserthencompiles
theTAS andstartsit on themachinespecifiedin thetrigger.

WhentheTAS is contacted,a numberof itemsareincludedin themessage.For instance,authorized
fieldsthatappearedin thetriggerFieldsOfInterest of theTrigger associatedwith thisinvocationof theTAS
aresentif requested.Eachfield sentis packagedin anAttributeValue. For eachfield, anAttributeValue
storesits name,attributeName; whathappenedto it, changeType; andits pre-update(post-update)value,
beforeValue (afterValue). Notethatthepre-update(post-update)valuewill only besentif NeedsBefore
(NeedsAfter) or NeedsBoth wasspecifiedby thetriggercreator. Also, beforeValue andafterValue arear-
raysof valuesbecausefieldsmaybemulti-valuedin LDAP. Thefollowing is amoredetaileddescription
of whatvaluesaresentif triggerFieldsOfInterest wasspecified:

� If theaffectingactionwasanadd,thenthepost-updatevaluewill besent.(It is illegal to specify
anOpAdd triggerwith NeedsBefore or NeedsBoth.)

� If theaffectingactionwasa delete,thenthepre-updatevaluewill besent.(It is illegal to specify
anOpDelete triggerwith NeedsAfter or NeedsBoth.)

� If theaffectingactionwasa modify, thenits actionon any given attribute couldbe to adda pre-
viously non-existentattribute, to deleteanexisting attribute,or to modify anattribute’s contents.
In theattributedelete(add)case,only thepre-update(post-update)valuewill besent— andthat
only if NeedsBefore (NeedsAfter) or NeedsBoth wasspecified.In theattributemodify case,both
will be sentif NeedsBoth wasspecifiedwhile the pre-update(post-update)valuewill be sentif
NeedsBefore (NeedsAfter) wasspecified.

Notethatit is illegal to specifya triggerwith anon-emptytriggerFieldsOfInterest andNeedsNeither.
In additionto thepre-andpost-updatevaluesin theaffectedentry, thefollowing fieldsaresentin the

messageto theTAS:

� actionDN is theDistinguishedNameof theaffecteddirectoryentrythatcausedthetriggerto fire.

� triggerName, triggerWhen, triggerOp, triggerArg, triggerScope, andtriggerTypeOrDN containthe
valuesof the memberswith the samenamesspecifiedwhencreatingthe trigger that just fired.
They correspondto thesix parametersto theTrigger constructor.

� bindAuthorization is a structurecontainingthelogin nameandpassword of theuserwhoseaction
causedthetriggerto fire. This informationis only filled in for Before triggers(which canonly be
written by super-users),andonly from LTAP serversthathave beenconfiguredat startup time to
deliver this information.This informationis providedin thosecasesto allow query/updaterewrite
by TASswhile still preservingthesecurityauthorizationsof therequesters— theTAS pretendsto
be the requesterwhile executingthe rewritten command.Note that sendingthis informationcan
beturnedoff in theLTAP configurationfile.

TheTAS instantiator’s taskwith regardto processingtriggeractionservicerequestsis to write three
memberfunctionsof TriggerFields: triggerBeforeAction, triggerFailAction, and triggerAfterAction. The
providedservercodeparseseachincomingservicerequest.If theparsedrequesthasa triggerWhen value
of Before, theservercallsthetriggerBeforeAction memberfunctionandreturnstheActionStatus returned
by thatcall to LTAP. If triggerWhen is After (Failed), theservercallstriggerAfterAction (triggerFailAction)
andreturnsProceed to LTAP afterthecall completes.Sincethevalueis ignoredby LTAP for After and
Failed triggers,theservercodepicksProceed arbitrarily to sendbackfor thepurposeof synchronization
with theLTAP gateway.

A TAS that handlesthe trigger triggerPersonMod of Figure 4 can be constructedby defining the
triggerBeforeAction asin Figure6.
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ActionStatus TriggerFields::triggerBeforeAction()
�

Reformat Before/After image into lexpress’ internal format;
Use reformatted images to create commands to update PBX, messaging platform, and LDAP directory;
If all goes well during updating, return StopSuccess;
Otherwise, log error and return StopFailure;

�

Figure6: TAS Codefor theBefore trigger, triggerPersonMod (partof theMetaComm’sUpdateManager)

5 Experiences

In this sectionwe discussthe rationalefor variouspastand future extensionsto LTAP basedon our
experiencesin building MetaComm.Wedescribetricks wedevelopedfor exploiting LTAP features,and
usefulinteractionsbetweenLTAP andlexpress[26]. We concludethesectionwith a discussionon how
to usetheLTAP gateway modelto provide advanceddatabasefunctionalityto directories.

5.1 Extensions to LTAP

Persistent Connections and Synchronization Oneuseful featurethat MetaCommprovides is syn-
chronization.Synchronizationis usefulfor initially loadingdatafrom adevice into theglobalintegrated
directory, aswell asensuringconsistency acrossdevicesafter catastrophicfailuresoccur. In order to
provide thesynchronizationfacility, MetaCommmustguaranteethataftera synchronizationrequestis
processed,theLDAP server, thedevice beingsynchronized,andotherdevicesthat sharedatawith the
LDAP server or device areconsistent.Even thoughsynchronizationrequestscanbe thoughtof a se-
quenceof individual updates,thesetof updatesshouldbeappliedin isolation,i.e., otherupdatesshould
notbeallowedconcurrently. This requiredmodificationsto LTAP:

� In its original implementation,LTAP only allowed a singleupdateperconnectionfrom LTAP to
aTAS (e.g., UM), but to differentiatesynchronizationrequestsfrom individual updates,persistent
connectionswereaddedwhichallow asequenceof updates.

� In orderto guaranteethatsynchronizationrequestsareexecutedin isolation,all updatesmustbe
disallowed while a synchronizationrequestis beingprocessed.To supportthis, a new quiesce
facility wasaddedto LTAP.

Monitored Fields WhenLTAP wasoriginally designed,only thetriggerMonitoredFields constructwas
provided — this constructcombinedthe functionality of triggerMonitoredFields and triggerFieldsOfIn-
terest in the currentsystem. However, oneof our usersinsistedthat they be separatedto reducethe
amountof work neededto processa trigger. For theapplicationin questions,a notificationthata field
hadchangedwassufficient — for instance,if a person’s nameandtelephonenumberhave changed,the
applicationonly needsto know thenameof thepersonbut nothingmore.Thus,thedistinctionbetween
monitoredfieldsandfieldsthatmustbeshippedto aTAS wasmade.

This distinctionwasimportantfor MetaCommaswell, but for a differentreason.MetaCommonly
needsto know if nameandtelecomm-relatedfieldsareaboutto change.However, whenit musthandle
thechangeby rewriting theupdate,it cannotloseany partsof theupdate.For instance,if theIAA asks
to modify thesn, telephoneNumber, anddescription field of a person, theUM will bealertedbecause
of thefirst two fields.Whenit rewritestheLDAP command,it will alsoneedto know thenew valuefor
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description, sothat thesemanticsof theupdatearepreserved.8 Giventhatnew auxiliary classescanbe
addedto anexisting objectatany time, it wasnotpracticalfor MetaCommto explicitly list all thefields
that it would like to have shipped,so it asksthatall fieldsbelongingto a added/deleted/modifiedentry
beshipped.

TAS return values While developing MetaComm,we discovered the needto supportmore return
valuesfrom a trigger actionserver (e.g., the UpdateManager).BesidesProceed andStopFailure, we
alsoneededStopSuccess. The two original valuesareadequateif theserver only needsto approve or
rejecttheoperation.However, theMetaCommimplementationcouldbesimplifiedif it updatedboththe
devicesandthedirectory, sothatit coulddealwith failureof LDAP commandsmoreeasily. Otherwise,
if it hadto dealwith aFailed trigger, it wouldhavehadto keeparoundstatefrom thedeviceupdatesuntil
it wascertainthattheLDAP commandhadgonethrough— leadingto garbagecollectionproblems.

5.2 Exploiting LTAP Features

Handling Anomalies and the Need to Rewrite Updates ThedecisionregardingtheTAS returnvalues
led to unanticipatedbenefits.First, in certaincases,theoriginal LDAP updatethat triggeredthe event
canonly beapprovedby MetaCommaftertheunderlyingdevicesarechanged.This is becauseit cannot
bedeterminedwhetherthedeviceswill accepttheupdatewithout actuallyattemptingtheupdate.Some
operationsthataresyntacticallyandsemanticallyacceptablewill be rejectedbecauseof arriving when
crucial resourcesareunavailableat thedevice. Whentheseoperationsfail, theLDAP updatecommand
that triggeredthem must be rejected(StopFailure is returned). Second,MetaCommwas enabledto
rewrite LDAP updatesandapply themitself which is very usefulwhenthe original LDAP command
needsto be rewritten. For instance,if Jill Lu’s sn is changedto “Lu-Smith”, then her cn shouldbe
changedto “Jill Lu-Smith”. LDAP doesnot enforcesuchdependencies,but a simpleoperationrewrite
in theUM by lexpresscan. Rewritesarealsousefulbecausecertainoperationson thedevicesreturn
informationthat needsto be reflectedin the directory. For instance,whenan entry for a new mailbox
is createdon the messagingplatform (MP), an id is generatedby MP. Sincethis id is neededby the
LDAP directory, theMP passestheid to theUM which rewritestheoriginal LDAP commandto setthe
correspondingfield in the LDAP directory. The UM thensendsthe rewritten LDAP commandto the
LDAP directorydirectly. If it succeeds,theUM returnsStopSuccess. Otherwise,it returnsStopFailure.

Reduced Numbers of Triggers Whenoriginally designingLTAP, we anticipatedthatuserswould set
triggersonthetypehighestin thelatticewhosemodificationwasof interest,but thatonlyfieldsbelonging
to that typewould besentto theTAS. This turnedout not to bepractical,sincesomeapplicationneed
to differentiatefieldsto bemonitoredandfieldsto beincludedin a triggernotification(seeSection5.1).
While developingMetaComm,wenoticedthatwe couldtake advantageof thefactthattheonly updates
wewereinterestedwereupdatesto person entries.Theupdatemightbetofieldsbelongingtoanauxiliary
classthatwashungoff aperson, but theobjectclass of themodifiedentrywouldincludeperson asoneof
its types.By placingthetriggerhigh in theclasshierarchyandtakingadvantageof LTAP’swillingness
to allow the triggersto specifyany field whatsoever (including thoseof person subclasses)asbeingof
interestandto bemonitored,MetaCommwasableto getby usingonly threetriggers— onefor modify,
add,anddeleteof a person. A singleany-updatetriggerwould handleall thealertingneedsfor thepart
of the systemdescribedin this paper. The extensionsto MetaCommthat areon-goingwill probably
requireonly onetriggerof theany-updatesortfor eachtelecomm-relatedclass.

8In additionto thefieldsmentionedexplicitly, it will needotherfieldslike cn thatwill implicitly bechangedby thechange
to sn. SeeSection5.2.
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The form of all of MetaComm’s triggerswasextremelysimilar to thatof triggerPersonMod in Sec-
tion 4. All thetriggersareinterestedin monitoringthesamesetof fieldsandin having all fieldssentto
theUM. Thedifferenceswerequiteuniform. Thesecondparameterto theTrigger constructoris different
for each,specifyingeitheradd,delete,or modify. Also, the triggerNeeds fields specifiesNeedsAfter
(NeedsBefore, NeedsBoth) for thetriggerfor adds(deletes,modifies).As aresultof thisexperience,we
realizedtheneedto addanany-updatetriggertypein a futureversionof LTAP.

Using Pre-images We initially decidedto receive pre-images,aswell aspost-images,in LTAP noti-
fications,sowe would alwayshave accessto thekeys for updatingthedevices. Thekeys for updating
thedevicesareoftenin otherattributesthanthedistinguishednamefor theLDAP object.Whenthekey
changes,boththeold andthenew valueof thekey areneededto updatethetargetdevice. For instance,
a key modify mayrequiremoving a userfrom onePBX to another. In practice,thepre-imagewaseven
moreuseful.lexpressusespre-imagesduringconstraintprocessingto determineif theobjectbeingmod-
ified resideson the target device. It comparespre-imagesandpost-imagesto determinewhat changes
have occurred,andonly producesupdatesfor target attributesthatmustchange. In addition,lexpress
mustat timesusethevaluesof sourceattributesthathave not changedin creatingnew valuesfor target
attributes. lexpresscreatesa compositetarget attribute from multiple sourceattributes. Thecomposite
attribute changeswhenat leastoneof its contributing sourceattributeschange.Whencreatinga new
compositeattribute value, lexpressrequiresvaluesfor all of the sourceattributes,whetherthey have
changedor not,sotheseunchangedfieldsmustbesent.

5.3 Offering other Extended LDAP Functionality through Gateways

The useof a gateway to add neededbut unstandardizedfunctionality to an LDAP directory (or any
repositorythat speaksa standardprotocol) was validatedby the experienceof LTAP in MetaComm.
Suchgatewaysoffer portability advantages.For instance,while preparingthe demofor InterOp[25],
we wereableto changedirectorybrandseasily— hadwe reliedon proprietarytrigger facilities, likely
the port would have beenmuch harder. Another advantageof the gateway approachis that it only
makescollectionsof applicationsthat needa given pieceof functionality pay for the existenceof the
functionality— simplerapplicationsuitescango directly to anun-encapsulateddirectory.

The samegateway techniquecould alsobe usedfor replicationor materializedviews. Strongerse-
curity techniquescouldalsobebuilt into a gateway thanarepresentin thedirectory, provided onecan
ensurethat thereis no direct pathto thedirectoryexceptthroughthegateway anda handfulof trusted
servers. It would be attractive to usea similar ideato provide sagas[11]. For example,a simplesaga
mechanismcouldbebuilt by creatingspecialmessagesto thegateway to indicatetransactionbegin and
endandto treateachinterveningrequestasa stepin thesaga,andby keepinginformationaboutwhat
needsto be undoneif any operationreturnsStopFailure. Supportfor moregeneraltransactionmodels
would be useful,but this may not bepossiblewhentheunderlyingrepositoriesdo not have two-phase
commitsupport.

6 Related Work

Details of the LTAP gateway are given in [22]. In this paper, we focus on the useof LTAP in the
MetaCommsystem— its benefitsandextensions/changesthat wereneeded.The MetaCommsystem
andits relationto previouswork (e.g., dataintegration[21, 10], sagas[11], datawarehousesandviews
[2, 4, 27, 13]) is describedin [9]. Unlike [9], this paperfocuseson our experiencesin usingLTAP to
build MetaComm,the featuresof LTAP that we exploited in novel ways,andour rationalefor various
changesandextensionsto LTAP.
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Netscape’s directory plug-ins are the work most closely relatedto LTAP as their plug-ins can be
associatedwith directoryoperations[24]. Theirplug-insandour triggershavesimilarstructures— both
associatean actionwith the time immediatelybeforeor after the performanceof a LDAP command.
Their plug-insrun asfunctioncalls in thedirectoryserver itself. This hasperformanceadvantages,but
causesreliability, portability, andavailability problemsthanLTAP doesnot have [22]. Both Microsoft
andCiscoplanto addtriggeringcapabilitiesto ActiveDirectoryfor DEN,but thecapabilitiesdonotexist
yet. Novell doesnot appearto have triggeringcapabilitiesassociatedwith their LDAP products.Given
thatMetaCommneededto besupportedacrossall LDAP servers,LTAP wastheonly viablechoice.

Triggersareawell-known techniquefor databases.A userspecifiesanevent(or patternof events)of
interestthat the systemis to monitor, a conditionto check(which may alwaysbe true), andan action
to take. Whenthe event is detectedandtheconditionholdstrue, thesystemperformstheaction. The
novelty of ourLTAP work is oursupportfor Failed triggers,necessaryto copewith theweaktransactions
of LDAP, and the useof a proxy to provide trigger support. Previous techniquesfor addingtriggers
detectedeventseither by addingevent detectioninto the core databaseengine,e.g., [3, 32, 23, 29],
and/orby usingpre-processorson databasecodeto signalevents,e.g., [23, 5].���

offein is a systemto addECA triggersin a CORBA environment[19]. They get their eventsfrom
wrappersarounddatasources.Ratherthanwrite specialdatawrappersfor eachdatasource,LTAP takes
advantageof the standardvocabulary of LDAP andonly requiresone “wrapper” to supportarbitrary
LDAP datasources.

Two recentproposalsfor LDAP triggers[12, 30] suggestedusingpersistentquerieswherethequery
staysactive finding adds,deletes,andmodifiesto theLDAP directorythatmatchthesearchcondition.
A persistentquery, thus,correspondsto a trigger. This mechanismhasscalabilityproblemsthatLTAP
doesnot have — it mustmaintainoneopenconnectionperpersistentquery. In LTAP, only triggersthat
arecurrentlybeingprocessedrequireanopenconnection.Persistentsearch,oncestandardized,couldbe
usedto build a tool providing generalAfter triggersin ascalableway— in otherwords,a tool providing
a subsetof LTAP functionality. Sucha tool would eliminatethescalabilityconcerns,sinceonly a single
connectionto the tool would be required.However, Before andFailed triggerscould not besupported
by sucha tool, sincethe tool would only be alertedafter a successfulmodificationhadalreadytaken
place.Furthermore,sucha tool couldnot provide pre-updatevaluesunlessit keepsits own copy of the
directory. Theselimitations would make it harderto write an applicationlike MetaCommagainstthe
tool thanagainstLTAP.

Otherwork to extendLDAP to take advantageof databasetechnologyaimsat addinga moreexpres-
sive, non-proceduralquery languageto LDAP [17]. We sharetheir aim of moving useful techniques
from databasesinto directories,but dealwith triggersratherthanqueries.Thearchitectureof theLTAP
library versionis very similar to thatusedto addmoreflexible list managementto LDAP [18]. In their
work, queriesto LDAP go througha “list locationandexpansion”client library beforebeingsentto
theLDAP directory. In theLTAP library approach,triggersareprovided by having LDAP queriesand
updatesgo througha library thatdoestriggerprocessingaswell aspassingcommandson to theLDAP
directory. Also, while theLTAP gatewayinterfaceis quitedifferentfrom theirapproach,theircodecould
beconvertedto useagateway approachaswell.

7 Conclusions and Future Work

Triggersandotherbasicdatabasefunctionalitiesareneededby LDAP servers to supportapplications
suchasDirectoryEnabledNetworkingtasks.Thelackof standardtriggerfacilitiesis asignificantbarrier
to progressasusersbegin usingLDAP for taskslikeprovisioningnetwork services,allocatingresources,
reporting,managingend-to-endsecurity, andofferingmobileuserscustomizedfeaturesthatfollow them.
CurrentLDAP serverseitherlack trigger facilitiesor provide proprietarytriggerswith significantlimi-
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tations. In this paper, we describedthe useof LTAP, a gateway which providesa portableway to add
full-fledgedtriggersto LDAP servers,in thetelecomintegrationprojectMetaComm[9]. LTAP’salerting
andlocking facilitiesprovidevaluablegluefor combiningtheproject’s directory, aDefinity R

�
PBX, and

a messagingplatform into an integratedpackage.The resultingplatform is able to supportpowerful,
directory-enabledtelecomapplicationssuchastheonesdescribedin Section3.3.

Wealsodescribedour experiencesgainedin usingLTAP in MetaComm,bothwhereits functionality
could be usedin unanticipatedways to solve problemsand whereit neededto be extended. These
experiencesarekey lessonslearnedin thispaper. They will bevaluableto thosebuilding similarsystems.
Basedon our experiences,gateway technologyappearsto be a goodchoicefor providing replication,
security, andsagafacilitiesto directoriesin a portableway.

Wewouldliketo incorporateLTAPinto othernetworking/telecommunicationsprojectsto find new en-
hancementsto thesystem.WearecurrentlyextendingLTAP’sfunctionalityandintegratingit with other
telecomproducts.MetaCommtechnologyis currentlybeingtransitionedandhardenedfor commercial
use.
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