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Overview
Access Control

University Policy 8.4 — Management of Keys and Other Access Control Systems - requires that
departments and units maintain control of all devices and systems that provide access to university
facilities and vehicles. This includes possession, issuance of copies, and storage of keys and other access
devices. In addition, device holders are required to maintain control of access devices issued to them,
ensure their proper use, report lost devices, and return devices to their supervisors when no longer
required.

Everyone acting on behalf of Cornell University must take responsibility for faculty, staff, and student
safety, as well as the security of university physical space and the assets contained therein. An essential
element of security is maintaining adequate control to ensure that university assets are accessed only by
those authorized to do so. This necessitates the tracking of university key systems and access devices, as
well as the locations they access and the individuals to whom they are issued.

Responsibility for the management of proper access control rests with unit heads, who must each
designate one access control coordinator (ACC) and/or key control coordinator (KCC) for all functional
work areas, or delegate this responsibility to a specific entity within a unit. In all cases, ultimate
responsibility for the access devices in a unit rests with the individual to whom the access device was
issued.

Issuance of access devices should be systematic and need-based. Immediate supervisors, in consultation
with ACCs and/or KCCs and in accordance with this policy, must determine the need for access device
issuance, based upon job functions. Issuance of access devices should be kept as infrequent as possible,
with consideration given to hours of work, work space, alternatives, frequency, urgency, and sensitivity
(see the “Considerations When Issuing an Access Device” segment of this policy).

Immediate supervisors, ACCs, or KCCs must train device holders in the proper use of access devices and
review this policy periodically with them.

Any individual requesting access to a space must complete a sign-out procedure with an ACC or KCC, or
a designate, when receiving an access device. A responsible party (see “Definitions”) must sign out an
access device for any person who is not a Cornell student, faculty, or staff member.

Individuals are prohibited from unauthorized possession or duplication of access devices to university
facilities or vehicles; from disabling or circumventing access devices; and from making changes to access
without following the procedures set forth in this document.

Because all levels of master keys (grand-master, master, sub-master, etc.) open more than one space,
additional care must be taken in safeguarding them. Where possible, master keys should be kept in
secured storage rather than carried by an individual. Individuals should carry the lowest level key that
meets their business needs.
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Key Management System

The Key Management System (KMS) is intended to help users meet the requirements of Policy 8.4 —
Management of Keys and Other Access Control Systems for physical keys. The KMS has been designed
to meet the following general requirements:

e Capture key profiles

e Establish an organizational structure for managing keys within your unit to include Key Control
Coordinator(s) and Associate Key Control Coordinator(s).

e |nventory physical keys, including
0 organizing keys by Key Groups and Key Rings
0 assigning access locations to keys
e Capture transactions associated with keys such as:
0 Assigning keys to individuals
0 Putting keys in storage
0 Identifying a key as lost/stolen or broken

The KMS was designed specifically to meet Cornell’s needs and is intended to be flexible to allow for
differences in the ways keys are managed within various units. A committed group of stakeholders was
involved in the development of the KMS and we hope you find that it can be successfully used to
manage your key inventories at Cornell.

Within the year, the KMS will have the ability to print reports to meet the annual review requirements
of Policy 8.4. We will add documentation to this manual when that functionality is developed.

We are planning for Phase Il of the KMS that will include electronic workflow to allow the requesting of
duplicate keys and the associated approval process to happen all on-line. We do not currently have a
release date for Phase Il.
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Definitions

The following definitions are used with the Key Management System and are consistent with Policy 8.4 —
Management of Keys and Other Access Control Systems.

Access Device

A mechanical or electronic device, including, but not limited to, a key or an
access card, used to gain access to a university facility or vehicle.

Associate Key Control
Coordinator

An individual responsible for issuing, receiving, and maintaining key
assignments, key inventories, transaction systems, forms, and records, as
delegated by the key control coordinator (KCC).

Access Locations

The facility and room(s) that a key can access. This information is linked to
the university facilities inventory.

Bitting Notches

The unique cuts made to a physical key.

Change Key The lowest level of a key system. A change key cannot have any child keys
below it.

Children Keys that are below other keys in a key system. For example, a sub-master
would be a child key to a master key.

Due Date A specific date assigned to a key for verification process and/or turn in date if
the key is issued on a temporary basis.

Emergency Access Access for the purposes of security, law enforcement, human safety, or

facility repair.

Emergency Response
Personnel

Individuals assigned access devices that allow emergency access to a broad
number of campus facilities for the purpose of providing emergency services.

Emergency Services
KCC

A KCC that can make instances from any key profile in the KMS, after approval
from the Cornell University Police, with the exception of secured keys.
Emergency Services KCCs include the Cornell University Police and
Environmental Health & Safety.

Key Control
Coordinator (KCC)

An individual acting on behalf of the dean or vice president who is responsible
for requesting, issuing, receiving, and maintaining key assignments, key
inventories, transaction systems, forms, and records. A KCC may delegate
authority for a subset of keys to one or more associate key control
coordinator(s) (AKCCs).

Key Control
Coordinator Back-Up

The individual designated to provide back-up for the KCC. The KCC Back-up
can perform the duties of the primary KCC.

Key Instance

An individual physical key.

Key Management
System (KMS)

An electronic, online tool available for managing and tracking inventories of
physical keys.

Note: All keys to spaces with special access restrictions (e.g., those with highly
hazardous materials or highly valuable assets), must be inventoried in the Key
Management System (KMS). Authorization to this system is role specific and
must be authorized by the Cornell Police and/or the Key Management System
Program Administrator
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Key Profile

This is a conceptual entity that represents the common properties that
duplicate keys share. For example, you can have many identically duplicate
keys, but they would all map back to a single key profile. Access Locations are
assigned at the Key Profile level, because duplicate keys would all open the
same access locations. A Key Profile is uniquely identified by the combination
of manufacturer, keyway, and bitting, and can be referred to by its Key Set.

Key Tag

The identification device with a unique number usually attached to a key ring.
Key tags for staff, students or faculty are available from the Cornell University
Police in G-2 Barton Hall.

Device Holder

An individual in possession of any physical, electronic, or other access device
(may be a university employee, student, volunteer, alumnus, outside vendor,
or authorized visitor). For purposes of this manual, the term key holder will
be used because this manual is in reference to physical keys.

Key Holder

Per Policy 8.4, this is a device holder that is in possession of a physical key.

Key Ring

A set of keys physically bound on a ring. Key rings are stored or assigned to
recipients as a single unit.

Key Sequence

A sequence number assigned to a physical key that differentiates it from
other keys of the same cut and key stamp. (e.g., KA1 vs KA2)

Key Set

A series of letters and/or numbers that the key manufacturer and Lock Shop
use to uniquely identify a key profile. The Key Set is typically stamped onto
the physical key.

Key Stamp

A series of letters and/or numbers stamped onto a physical key for purposes
of identification. It may or may not be the Key Set. Combined with the Key
Sequence, it should be unique.

Key Way

The grooves cut along the length of a key that determine which keyholes it
can be inserted into

Master Key

A key that fits or opens more than one door. There are several levels of
master key, each with different capabilities and rules for issuance and use
(e.g., master key, sub-master key, grand-master key).

Orphan Key

A Master, SubMaster, or Change key that does not have a parent.

Responsible Party

A Cornell employee responsible for the access devices provided to a person
who is not a Cornell student, faculty, or staff member. (e.g., visiting professor)

Secured Key

A key that requires specific approval of the KCC to be duplicated by
Emergency Services or Service KCCs.

Service Access

Access for the purposes of providing maintenance, repair, and building care
services.

Service KCC

A KCC that can make instances from any key profile in the KMS, after approval
from the Cornell University Police, with the exception of secured keys.
Service KCCs include Facilities Services Customer Service and Building Care.

Service Personnel

Individuals assigned access control devices that allow service access to a
broad number of campus facilities for the purpose of providing maintenance,
repair, and building care services.
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Special Information Specific requirements associated with an access location. For example, a
room containing highly hazardous materials may require that a specific
person approve any keys issued for that room.

Sub-Master Key — see
“master key”

Temporary Access An access device assigned for a limited time.
Device
Unit A college, department, program, research center, business service center,

office, or other operating unit.

Roles and Responsibilities

The following roles and responsibilities are as defined in Policy 8.4 — Management of Keys and Other
Access Control Systems.

Access Control e Request authorization from the Crime Prevention Unit of the Cornell
Coordinator (ACC) or University Police Department (CUPD) for duplication of keys.

Key Control e Store, protect, and distribute access devices/systems properly.
Coordinator (KCC) e Ensure emergency response and service personnel have proper access to

facilities and spaces.

e Periodically initiate reevaluation of the need for access devices and
retrieve them, or the appropriate access, when necessary.

e Designate associate access control coordinators (AACCs) or associate key
control coordinators (AKCCs).

e Receive and act on requests for access devices, and changes to access.

e Issue temporary access devices.

e Uniquely identify and mark access devices.

e Maintain access device records, including associated access locations.

e Conduct a review of access devices/systems and associated locations at
least every two years.

Associate Access e Receive and act on requests for access devices, and changes to access.
Control Coordinator e Store, protect, and distribute access devices properly.

(AACC) or Associate e Maintain an access device record system.

Key Control e Issue temporary access devices.

Coordinator (AKCC) e Uniquely identify and mark access devices.

e Conduct a review of access devices and associated locations as
requested by the access control coordinator (ACC) or key control
coordinator (KCC).

Campus Card Access e Maintain central card access server and database.
Administrator e Notify users of outages.

e Maintain network link to the University Registrar’s office.
e Administer ACC access rights.
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Campus Life Multi- °
Trade Shop

Store, protect, distribute, and maintain information pertaining to
Campus Life key systems (including bitting numbers, keyways, etc.) in the
Key Management System (KMS).

Reproduce Campus Life keys as requested and appropriate, via the
Campus Life work-order system, and in accordance with this policy.
Change locks with Campus Life as requested by individual units.

Provide estimates for Campus Life new installations, upgrades, or
conversions.

Crime Prevention Unit °
of the Cornell
University Police °
Department (CUPD)

Maintain a list of authorized ACCs and KCCs, and their backup(s), AACCs,
and AKCCs.

Conduct periodic inspections of the records and facilities for key and
access card control.

Forward approved and authorized key requests to the University Lock
Shop and the Campus Life Multi-Trade Shop.

Deans, Vice Presidents °

Ensure that the college or unit meets the minimum standards set forth in
this policy.

Authorize ACCs and KCCs for the college or unit using the “Access Card
and Key Control Authorization Form” (see “Related Documents,
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Key Parts

The following diagram represents typical parts of a standard key issued by the university lock shops. See
the Definitions above for additional information.

Figure 1 — Key Parts

Keyway Key
Code Sequence
Keyset
Bitting
Notches
Keyway
Grooves
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Key “Family” Tree or Profile

The following is a depiction of a key “family” tree. A typical tree goes from Grand Master to Master to
Submaster to Change key. Note in the tree below the variations that are possible to a tree. Examples

include:

Figure 2 — Key Profile or "Family Tree"

Grand Master

Master

Master

Submaster

Change keys off of Grand Master and Master keys, and
Orphaned keys that aren’t related to the rest of the tree.

Change

Change

Change
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Key Management System Process

The following figure depicts the process that must be followed for a KCC to be able to manage their keys
within the KMS.

Figure 3 — Process to Manage Keys within the Key Management System

© 1. Create key O 2. Assign access O 6. Create key rings
9 profiles $ locations to key
profiles

3. Assign AKCCs

O ,
X 7. Assign keys and
key rings

8. Sign keys and

4. Create key rings back in
groups

9. Identify keys as
5. Create key lost/stolen or
instances broken

Note that prior to using the KMS, a unit must work with the appropriate Lock Shop to have the key
profiles for their facilities entered into the KMS. The University Lock Shop has many key profiles
available and depending on the age of the keying system, some profiles may be readily available for
conversion into the KMS.

The process defined in Figure 3 above is outlined in considerable detail in the following sections of this
manual.

Key Conversion Process

A data conversion process is available for units that put their key inventory information in
spreadsheets provided by Risk Management and Public Safety. The conversion process has the
ability to pull key profile information and key instance information into the KMS. The conversion
process is further defined in

Appendix C — Importing Key Instance Information into the KMS.
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Authorization Matrix

The following matrix is provided for general reference and summarizes the possible actions within the Key Management System and which roles are
authorized to perform those actions.

Actions AKCC KCC Service & Emergency Lock Shop
KCCs
X

Manage key rings

Create a key ring

Edit a Key ring

Delete a key ring

Edit only notes on a key

View logs

View special information

X| X | X| X|X|X|X]|X

View access locations

Manage access locations

Create a key group
Add an AKCC

Delete an AKCC

Add a custom location

X[ X| X| X| X[ X[ X|X|X|X|X|X|X

Edit a custom location

View secured profiles

Create a key instance

Duplicate a key instance

Edit a key instance

Insert special information

XX X X XX XXX X[X]|X[X|X|X|X|X|X]|X|X

X | X| X| X| X

Update special information

Create a key profile X

Edit a Key profile X

Destroy a key X
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Key Management System

Accessing the Key Management System

The Key Management System contains confidential information. A lot of time and effort has been
devoted to ensure that system data and your unit information are safe and secure. Access into the
system is highly regulated by the Crime Prevention Section of the Cornell Police Department and the Key
Management System Administrator. Each college/major unit is responsible for the creation and
maintenance of key inventories for their individual department/unit(s).

Obtain Authorization as a KCC

Prior to using the KMS, a KCC must be authorized by their Dean or Vice President. Authorization forms
are available at: http://rmps.cornell.edu/keysinfo/. The authorization form must be sent to the Cornell
Police, Crime Prevention Section, G-2 Barton Hall. Upon receipt of the authorization, the KMS
Administrator will provide access privileges to the KCC within the KMS.

To Access the KMS

NOTE: We recommend using Mozilla Firefox. It loads the pages much more quickly than Internet
Explorer and displays the system information in a more easily read format.

Use the following URL: http://rmps.cornell.edu/keys/

Immediately after using this link, you will see the first line of security: The CUWebLogin screen. You will
be required to type in your netlD and password.

CORNELL UNIVERSITY

Cornell University Login

Kerberos for Web

Flease enter pour Cornefl NetlD and Password . o . .
The Web site vou are visiting requires you to authenticate

MetiD: with your NetlD and Password
VERIFIED BY
Password: Q Geglrust
Comell Univers...
Canicel 0K cLiei 23.03.07 17:05 UTC

Cornel! University Authentication Notice: This is an official secure service from Cornell University, If you are uncertain of the
authenticity of any online service, check with

RMPS Home Room screen:
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sey Cornell University SEARCH CORMNELL: go
: ‘2; Risk Management and Public Safety BT =0 bl ereartians

RMPS Home Room

Please select a program

Injury / Ilness RMPS Actions Portal

I Reporting

43nagement

Set Home Room Preferences

‘1_ Refresh

If you are not authorized to use the Key Management system, you will not see the Key Management
icon Box. If this happens, you should contact the Key Management System Administrator at
kmsusers@cornell.edu.

If you are set up in the system, you will see the Key Management system icon.

Click on to enter the system.
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Key Control Coordinator (KCC) Procedures

As KCC you are responsible for the management of keys and key systems data. Management of keys
includes: maintaining key inventories and associated storage locations, maintaining transaction logs of
all changes in key assignment, processing all required and associated forms, and maintaining all records
for your college or major unit.

Figure 4 — KCC Responsibilities within the KMS

O 2. Assign access
$ locations to key
profiles

3. Assign AKCCs

4. Create key
groups

5. Create key
instances

Note: Any of the responsibilities listed above for AKCCs, as well as the actions that an AKCC can perform
within the KMS, can also be performed by a KCC.

Get Your Key Profiles Established in the KMS

Prior to being able to use the KMS, the key profiles for keying systems which are installed in facilities for
which you occupy and/or are responsible must be entered into the KMS by the appropriate Lock Shop.
A key profile is essentially the ‘family tree’ of a key system. (See Figure 2 — Key Profile or "Family Tree"
on page 14.) A profile indicates where in the ‘family tree’ a specific key instance belongs. A ‘key
instance’ is an individual physical key. Contact the PDC Lock Shop at (x5-7112) or the Campus Life Multi-
Trade Shop at (5-2074) to discuss getting your unit’s key profiles entered into the KMS.
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My Key Profiles

This screen displays a list of all the key profiles for keying systems which are installed in facilities for
which you, as the KCC, represent the occupants and/or are responsible for the stewardship. These key
profiles are established and assigned by the Lock Shop. (See Get Your Key Profiles Established in the KMS
on page 19.)

» To view all key profiles:
Use this screen to view keys by key system information such as the manufacturer, keyway,

keyset, or key stamp.
e Go To “My Key Profiles”.
> Tofilter the view:

e Click kd, this will open drop down options which allow you to filter the view by any one
or more of the following: manufacturer, keyway, keyset, key stamp, grandmaster,

master, sub-master, or change.

e Click on the item you wish to filter (the item will be highlighted.) Use Shift+Click to
select multiple sequential items at one time. Use Ctrl+Click to select multiple non-
sequential items within a filter box.

e  Click “Filter”.

SEARCH CORNELL: g

© Pages @ People more options

Kev Management TEST -

My Keys
Manage Keys Fiest Previeus Cisplaying rows 1 through 18 of 18 Blers [

My Key Rings > 7
—fp My Key Profiles

All All All ~ All Al A Al All | AL A Filter G
Manage Key Groups Sargent AD KA — K& Ka& EAL o
AL K&l = W Kap | = KAz = 1 =
Manage AKCC= WDOH Kaz A KAAL z
KAA [v WEB [V Kaaz [v 3 [v
Manage Custom
el Sargent Al K& K& dpEas K& 1z e @ [
=3 14 AD K&l K&l dp338 L) KAl 1 [ ]
Manage Special Info araen e JES
Sargent A0 Kaz Kaz dp338 KA K&z 2 [ Nkl
Sargent al Ko Kanhn dp33s K& L z [ - J:L
Sargent AD Kaal KaAala dp338 L) KAA KaAal 3 [ D_
Sargent AD KaAaz dp338 L) KAA KAAZ o [ ] D_
Sargent ac Kaaz dp33s K& L KaA3 o O @ J:L
Sargent AD [-1-T1 dpzas () (-1 [.1-T] [x} &= @ []
Sargent AD K&AS dp3zs L) KAA KAAS o [ - D_
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» To view a specific key profile:

e Go To “My Key Profiles”.

e Click “View” icon next to the key profile you wish to view.

Cornell University

‘EI::E,Q Risk Management and Public Safety

Keyv Management ““*TEST**" .,

My Keys
Manage Keys Firsz Pauicus Dizplaying rows 1 through 18 of 18 Plans Las=
My Key Rings e ) 1
# My Key Profiles
Manage Key Groups Sargent  AD KA K dp23E KA 1z o= @ [
Manage AKCCs Sargent AD KAt KA1 dp338  Ka KA1 1 o= @ []
Sargent  AD Kaz KAz dp33EE KA kaz oz e @ []
Manage Custon
Locations Sargent AD Kad LYY dpzae KA Ko z o= @ [
Manage Special Info Sargent AD KAAL KAALA dp333 KA Kaa Kaal 3 e @ [1]
Sargent AD KAazZ dpzas KA K Kanz 0 o @ [
Sargent AD KAAD dp338 K K Kasz 0 =@ [
Sargent AD KAad dpzas KA K Kand O o= @ []
Sargent  AD KAAS dp33Es K K KAaAS 0 o= @ [q
Sargent AD KAAE dp338 KA K KasE O e @ []
Sargent  AD KAR dp3ze KA AR o o= @ []
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e The following screen will open:
The detail of the selected key profile, as well as the parent and any children profiles
associated with the selected profile will be displayed.

My Keys

Current-Key Level: grandmaster
Manage Keys

My Key Rings
¥ ¥ g Key Manufacturer

My Key Profiles Keyway

Manage Key Groups Bitting #

Grand Master
Manage AKCCs
Master
Manage Custom
Locations Subrnaster
Change

Manage Special

Information
Keyset

K<< Daneen Phillips

Kay Kuy Keyset GM M SM Chg
Current Key AL EA [
Child Key AL EAA KA [T

> To view information about a secure key profile:
When you view My Key Profiles, the “Secured” column denotes keys that have been identified as
secured. An emergency response or service KCC cannot make instances of secured keys.

S Display Filker Form

Sargent CDH ] ] kmzss ] 5 o @& D_
Sargent CDH JA km285 1] A o] Secured O @ E|_
Sargent CDH 1A km28s 1 1A JAB 0 1 w @ E|_
Sargent CDH JA JA km2gs 1] JA JAB JAB1 1 O & D_

» To assign access locations to key profiles:

Once key profiles have been entered into the KMS by the Lock Shop, associated access locations must be
assigned to each profile. Both the Lock Shop and the KCC for a key profile have the ability to assign
access locations; however, in practice the maintenance and management of this information is the
responsibly of the KCC.

Access locations should be assigned at the lowest possible level in a profile. Parent keys inherit the
access locations of their children keys. For example, if a change key opens room 100A in Facility X, then
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the sub-master, master and grand-master (all parents of the key) will all open door 100A in Facility X. In
this case, the access location of room 100A should be entered only once at the change key level.

e Go To “My Key Profiles”

e Click “Locations” icon El at the far right side of the table. This will take you to the
locations screen.

"‘E Cornell University
’%'LS:.I:E’& Risk Management and Public Safety

Kev Management TEST -

My Keys
Manage Keys First Provieus Cisplaying rows 1 thraugh 12 of 12 Plens Last
My Key Rings prd .

=)  hiy Key Profiles

Manage Key Groups Sargent AL K& Kb dpz32 KA 1z o e 4—
Sargent A KAl Kal dpE3E KA KAl 1 @
Manage AKCCs 3 " = B
Sargent  AD KAz K&z dp338 KA KAz oz s @ [
Manage Custom
tocations Sargent  AD KA KA dp338 KA K a 2 o= @ [
Manage Special Info Sargent  AD Kaat Kasla dp338 KA Kaa Kaal 3 o @ [
Sargent  AD KAAZ dpE3s KA Kaa KAasZ O R e
Sargent  aD KaaE dpz38 KA Kid Kaaz 0 o> @ [
Sargent  AD Kaad dp338 KA Kid Kaad4 0 = @ [

e Enter the facility code or choose the facility from the drop-down list. If you begin to
type the numerical sequence of the facility code the list will jump down to the
appropriate subset of codes.

e Enter the room number or choose the room from the drop-down list. If you begin to
type the alpha-numerical sequence of the room the list will jump down to the
appropriate subset of rooms.

e Click “Add Location”

é "“"’E Cornell University
%kgim 5 Risk Management and Public Safety

Key Management TEST ket |

My Keys
Add a new Location

Access Facility Code G
P et Faciiimy = Ia] —

Manage Keys

My Key Rings

My Key Profiles Acces Room

S Selact Room ——- | v | <Cm—

Manage Key Groups

Manage AKCCs | Add Location
Manage Custom
Locations

mManage Special Info

The current key has na parants with locations sex
Current Key K& 2921 220G Edit Info Celete
Current Kay K& 4007 101 Create Info Delete

The current key has no children with locations set
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» To delete access locations from key profiles:

e Go To “My Key Profiles”

e Click “Locations” icon El at the far right side of the table

locations screen.

Cornell University

Risk Management and Public Safety

. This will take you to the

Key Management “TEST* ..,

My Keys
Manage Keys

My Key Rings
— My Key Profiles
Manage Key Groups
Manage AKCCs

Manage Custom
Locations

Manage Special Info

Sargent

Sargent

Sargent

Sargent

Sargent

Sargent

Sargent

Sargent

Sargent

Sargent

Sargent

Feawious
AaD KA
AaD KAl
AD KAz
AD KA
AaD Kaml
AD Kanz
AD KaA3
AaD Kamd
AD KaaS
AD KAAG
AaD KAR

KA

KAz

Kaaa

KAaALla

Ciisplaying rows 1 through 18 of 18

dpazs
dpazs
dpass
dp3ag
dpazs
dp3ss
dpazs
dpazs
dp3zs
dp3ag

dpzzE

Ky

L

K

(Y

L

K

(Y

L

K

(Y

L

kel
K&z

KA

KA Kaal
Ko Kiaz
KA Kaas
KA Kaad
KA Kaas
KA KAAG
KAR

b (R
12 = @ [ —
1 o=@ [
= =@ [
2 o= @ [
z o= @ [
o o= @ [
o =@ [
o o=@ [
o o= @ o
o =@ [
o o= @ [

o Refer to “Current Key” in the “Key Information” area at the top of the screen.

e Click “Delete” for the location you wish to remove.

{ = )’ﬁ Cornell University
&Eﬁ Risk Management and Public Safety

Kev Management “**TEST***

My Keys

Manage Keys

My Key Rings

My Key Profiles
Manage Key Groups
Manage AKCCs

Manage Custom
Locations

Manage Special Info

aAdd a new Location

Access Facility Caode

#cces Room

i---Select Facility ---

[ Add Location ][ Cancel ]

Current Key KA

Current Key K&

2921

4007

220G

101

--- Select Room --- [ |

the current key has no parents with locations set

Edit Info

Craate Info

The current key has no children with locatians set

Dalors G

Delate

From this screen you can also see the access locations already assigned to this key, any children keys of

the current key, and the parent keys of the current key.
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» To identify access locations with special information:

From the same locations screen, you can also edit special information associated with the access

locations for the current key or other keys in the profile. For example, a room with highly hazardous

materials in it may require that a specific person approve any keys issued for that room.

e Go To “My Key Profiles”

e Click “Locations” icon El at the far right side of the table. This will take you to the
locations screen.

7& Cornell University

Risk Management and Public Safety

Keyv Management ““*TEST*** .,

My Keys
Manage Keys
My Key Rings
=) My Key Profiles
Manage Key Groups
Manage AKCCs

Manage Custon
Locations

Manage Special Info

First Previeus Cisplaying rows 1 through 18 of 18
=

Sargent  AD K K dpE38 KA

Sargent ALD Kol KAl dpzz2 KA KAl
Sargent AD K&z K&z dp=3s L) KAz
Sargent  AD K KA dpE38 KA K

Sargent  ALD Kool Eaalas dpzzs KA Ky EAaAL
Sargent AD Kadz dp=E3s KA Ky EAaAZ
Sargent AD Kads dp338 L) Ky KAaAZ
Sargent  AD [ dpE38 KA K Kaad
Sargent AL Kams dpzzs KA Ky EAAS
Sargent AD Kada dp33s KA Ky KAAEG
Sargent  AD KB dpE38 KA KB

o

= @

f

= @
= @
= @
= @
= @
C= @
= @

o= @

ERERRRRBRERDB

= @

= @

)

e After you have entered an access location for a key (the step above), click “Create Info”

"% Cornell University

g@* Risk Management and Public Safety
s

Keyv Management “**TEST*" " .., !

My Keys
Manage Keys

My Key Rings

My Key Profiles
Manage Key Groups
Manage AKCCs

Manage Custom
Locations

Manage Special Info

Add a new Location

Access Facility Code

i--- Gelect Facility ---

Acces Room

--- Select Room --- [

[ Add Location ][ Cancel ]

The current key has no parents with locations set
Current Key K& 2921 220G Edit Infa
Current Key K& 4007 101 Create Info

The current key has no children with locations set T
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e Enter the netid of the approver for access to this space.
e Enter any notes that describe the special information.
e Click “Create New”

Cornell University

Risk Management and Public Safety

Keyv Management “**TEST**

My Keys
Manage Keys Facility 4007
CAMPUS STORE WHSE [4007] e
My Key Rings
Foom 101
My Key Profiles 101 w
mManage Key Groups
Manage AKCCs Approver’s MetlD Find User ===
Special Instructi
Manage Custom ) Special Instructions
Locations
Manage Special Info
0f250

> (Cesiotion ) [ Careel ]
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» Tocreatea key instance:

v To have a new physical key instance made, first complete the University Key Order Form
available at www.rmps.cornell.edu/keysinfo. Follow the instructions on the form for

approval by the KCC and the Cornell University Police.

Follow the steps in this section to enter your existing physical key instances into the KMS or to enter
new keys instances into the KMS. If your existing key information is available in a database or
spreadsheet, it may be easier to import your information into the KMS. See

Appendix C — Importing Key Instance Information into the KMS for more information.

e Go To “My Key Profile”.

e Click “Make Instance” icon m on the row of the appropriate key profile.

{d%-h"ﬁ Cornell University
Q%L?:?)i}‘ Risk Management and Public Safety

Key Management ““*TEST** .,

My Keys

Manage Keys Fest s Dizplaying rows 1 through 18 of 15 Febare st

My Key Rings T Dispaay N )

=P iy Key Profiles l

Manage Key Groups Sargent  AD K& K& dp338 KA 1z (= D_

Manage AKCCS Sargant  AD KAl KAl dp238 KA Kal 1 o=@ [
Sargent  AD KAz KAz dp338 KA Kaz 2 =@ [

mManage Custonn

Lecations Sargent AD KAA KAAA dp338 KA KAA 2 =@ [

Manage Special Info Sargent  AD KAaA1 KAALA dp338 KA KAA Kaal 3 =@ [q
Sargent  AD KaAZ dp338 KA KAA Kaaz 0 =@ [
Sargent  AD KAAS dp338 KA KAA Kaaz 0 =@ [
Sargent AD KAAa dp328 KA KAA Kasd 0 o @ [

This will take you to the key instance screen for further details.

Key Instance Screen

e Input the Key Sequence. This should be a unique value and should be stamped on the
key for identification purposes.

e Choose the Key Group that this key should belong to from drop down field. (You must
first establish Key Groups. See Manage Key Groups for more information.)

e Choose a Key Ring, if appropriate, from the drop down field. (You must first create Key
Rings. See
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e Manage Keys for more information.)

e Enter any appropriate notes in the text box. For example, you may want to note why

you’ve created this instance.

e At this point you must either assign the key to a key holder or put the key in storage.

My Keys

Manage Keye

My Key Rings
Key Instance Info
rMy Key Profiles
Key Cur
Manage Key Groups (Rop Boguenas
Manage AKCCs Keyset
Manage Custonn Key Stamp
Locations
Key Graup
rManage special Info Key Ring
—) Notes

) Key Assignment Info

Assian to

Ciue Date

LN

--- Eelect Key Sroup --- [ |

- -Salsct a Key Ring ——-| |

of1oo0

Find User

Assignes is a Respeonsible []

Parcy?

) Key Storage Info

Facility
Room

<Custom Location
Cabinet
Drawer

Haok

Save Cancel

- Selacrt Facility ——-

--- Select Room --- | %

-~ Salsct & Custor Location ——- [ |

» To assign a new key instance to an individual:

In the section Key Assignment Information:

o Input the individual’s Netid in text box or click Find User.

e Enter the due date or click El to display a calendar and select the date that the key

needs to be returned by. This field is optional.

o Enter notes as appropriate. For example, you may want to note why this key has been

issued or based on whose request.

e Check the appropriate box if the key is being assigned to a Responsible Party. (See
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Definitions for more information about Responsible Parties.)

Key Assignment Info

Azzign to Find User

Cue Date 1
Azzignee iz a Respansible |:|

Party?

e Click “Save” at the bottom of the page.

Note: If you are going to issue a newly cut key, it is highly recommended that you first place the key
in storage and then assign the key. The system remembers the last storage location of an assigned
key which is returned to storage, thus creating a storage location prior to issuance will save you a
step when it is returned.

» Toplace a new key instance in storage:

In the section Key Storage Information:

Key Storage Info

Facility
--- Seled Fadility --- W | C—
Room
--- Select Roorm --- | w | €=
custorn Location --- Select a Custormn Location --- | %
Cabinet —
Drawer
Hook —

[ Save ][ Cancel ]

e Choose the facility by facility code or use the drop down menu

e Choose the room within the facility from the drop down options

or
e Choose a Custom Location from drop down options (Note: custom locations must be
established before using this option. See
e Manage Custom Storage Locations on page 59 for more information.)
o Identify the cabinet or drawer and hook
e Click “Save”.
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Note: If you are going to store a broken key until you send it to the Lock Shop, you will need to identify
where the key is being stored. If you use a special storage location for broken keys you could create a
Custom Location in

Manage Custom Storage Locations on page 59.

> To duplicate a key instance:

You can duplicate an existing key instance if you have multiple copies of the same key instance.

e Go To “Manage Keys”.

e Click ﬁi’ to duplicate the key. This will open the Key Instance Info window pre-
populated with the same information as the key you chose to duplicate.

Cornell University

Risk Management and Public Safety

Kev Management TEST !

My Keys

> ianage Keys [_assign | [ Place In Storage | [_Issue to Resp. Party | [ Lost/Stolen | [ Broken |

My Key Rings

My Key Profiles “iew keys by location: | --- all Facilities -—- [~ ]
tManage Key Groups
Manage AKCCs Firss Previeus Displaying rows 1 through 20 of 23 Ment Last
Manage Custom
Lesations F Cisptay Fine [ Create key Ring | [_&dd To key Ring |
tanage Special Info 5
m—p] TestGroup A c oo Assigned Danean Phillips 4/30,/00 g
Test Group B coo1o1 23 In Storage A B C & o
=t
Test Group B o1z za In Storage A B C &
=t
dp Key Ring K& oo 1 In Storage 1:: 4 & o
Test
LT
[] dp Kev Ring KA A z Assigned Craneen Phillips &
Tast
=T
[ dp Key Ring KAl A 1 Assignad Dransen Phillips s ot
Test
Iy
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e Update the Key Sequence to reflect the new key. If you have more than one key with
the same Key Sequence, the system will provide you with a warning that the key is a
duplicate.

Note: Per Policy 8.4, keys must be uniquely marked to facilitate the tracking of individual

key instances. Because duplicate keys currently exist on campus, the KMS allows this

functionality. It is strongly suggested that, if possible, you update sequence numbers as you
enter keys into the KMS and stamp the keys with the new sequence numbers.

Key Instance Info

Key Cut |3—
Key Sequence Ig—
This is a duplicate Key

Allow Duplicate Key ¥ This creates a policy and audit violation and will be
logged.

Keyset I;\BC;D
Key Stamp IABCD

Key Group |Grcu|:: i ;I
Key Ring | ---select a Hey Ring --- =]
Notes

0/1000

e Complete the Key Assignment Info or Key Storage Info as indicated above.
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> To edit key instances:

You can edit key instance data during the creation process in order to correct data entry errors.
(All edit changes will be tracked in the log.)

e Go To “Manage Keys”.
e Choose the key; by clicking checkbox

e Click “Edit” icon ﬂ

Cornell University

Risk Management and Public Safety

Kev Management TEST !

My Keys

— Manage Keys [_a&ssign | [_Place In Storage | [_Issus to Resp. Paty | [ LostsStolen | [_Broken |

My Key Rings

- ies - ~
My Key Profiles Wiew keys by location all Facilities [~ ]
Manage Key Groups
Manage AKCCs First Previeus Displaying rows 1 through 20 of 22 Ment Last
Manage Custom
Locations
" Dizplay Filte [ Create Kew Ring | [ &dd To Kew Rina |
Manage Special Info B
— [] TestGroup A c oo Assigned Daneen Phillips 430,09 FE At
Test Group B coo1o1 zz In Storage A B C & o
7
Test Group B a1z 4 In Starage A B S &
fey
dp Key Ring K& oo 1 In Storage 1:: 4 & o
Test fimg
[] dp Key Ring KA S = Assigned Craneen Phillips &
Tast o7
[1 dp Keu Ring Kaala 1 Assigned Dansan Phillips &
Test =

The following screen will open:

From this screen you can edit the following information: Key Sequence, Key Stamp, Key Group,
Key Ring and/or add any notes.

Edit the appropriate information.

e Click “Save”.

Show Key Profile  “iew Log
Key Instance Info
Keay Cut
Key Sequance 25 -

Keysat

Key stare [cocion | €

Key Group Test Group B [V]
Key Ring -—- Select a Key Ring --- [ % |
I Mote=
[=F Nulula]

[ Save ][ Cancel ]
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Create Your Key Management Organizational Structure

Each KCC can have multiple Associate Key Control Coordinators (AKCCs) that manage groups of keys for
the KCC. AKCCs may be organized by department or facility or any combination that makes sense for
the unit. As you think about the most appropriate structure for your organization, please bear in mind:
Each AKCC may manage more than one key group, and each key group can be managed by multiple
AKCC; however, each key can be assigned to one and only one key group.

KCC
| |
AKCC1 AKCC 2 AKCC 3
Key Group: Key Groups: Key Group:
Facility A Facility B Department A
Facility C in Facility D
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Manage AKCCs

> To add Associate Key Control Coordinators for your college/unit:

(See definition for AKCC role)

Go To “Manage AKCCs”.

If the AKCC has already been entered in the KMS, choose the AKCC from Select from
Dropdown.

Click “Add New AKCC”.

g ﬁ"% Cornell University
e&,L?:Z‘); Risk Management and Public Safety

Key Management “*TEST |

My Keys

Manage Keys

My Key Rings

My Key Profiles
Manage Key Groups

_>Manage AKCLs

Manage Custom
Locations

Manage Special Info

Select AKCC to Add

Selectfrom Dropdaown --- Selact an AKCC to add --- [v] G

Enter Metid Find User

Add New AKCC || cancel |

Daneen Phillips Daneen Phillips Active
Margaret Elizabeth Matta Daneen Phillips Active Delete
Mark &, Fowler Craneen Phillips Active Drelete

> To add a new AKCC to the KMS:

My Keys

Manage Keys

My Key Rings

My Key Profiles

Manage Key Groups

Manage AKCCs

Manage Custom
Locations

Manage Special Info

Enter the person’s Netid
Click “Add New AKCC”.

Select AKCC to Add
Select from Dropdown Bob Wigden [w] —

Enter Metid Find User

e i

!

Daneen Phillips Daneen Phillips Active
Margaret Elizabeth Matta Craneen Phillips Active Celete
Mark G, Fowler Craneen Phillips Active Delete

If you need assistance finding a user:
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e Select the Find User field.

v Enter the appropriate information (last name, first name)
v’ Click “Find”.

@ ISCAFindUserMain Page - Mozilla Firefox

I https 1 Afcft-rmps . coldfusion.cornell. edu/commaon Awidgets findUser ISCAF indUserfMain.cfm?far mname =addakccFor manetid, 57
. P =

User Search

Find A User

=P LaztHama: ® equals O startswith O contains O D ]
endswith

)y First Mame: ® equals O startswith O contains O
endswith

Affiliation: [Any
Student
Staff
Academic
Alumni —
Retiree R

Yerify A User

Metid:

.

e Click “Select” on the right of the person’s name

This will add the person to the list of authorized AKCCs for your college/unit

@ISCA Find User Action - Mozilla Firefox

|:h_1‘] ‘ https : /fcft-r mps. coldfusion. cornell. edu/commonfwidgets findUser ISCAF indUser Action.cfm
User Search

Search Results

1 -1 of 1 records

Bab Wigden bwils WP REskmngmt and PubSaft

staff select
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» Toremove an AKCC as authorized for your college/unit:

My Keys

Manage Keys

My Key Rings

My Key Profiles

Manage Key Groups

=) Manage AKCCs

Manage Custom
Locations

Manage Special Info

My Keys
Manage Keys
My Key Rings

My Key Profiles

Go To “Manage AKCCs”.

Select AKCC to Add

Selact from Dropdown Bob Wigden V

Enter Metid Find Uzer

dd New AKCC || cancel |

—_—
Daneen Phillips Daneen Phillips Active
Margaret Elizabeth Matta Daneen Phillips Active Delete —
Mark G, Fowler Daneen Phillips Active Delete

Click “Delete” to the right of the person to be removed.
Click “OK”. Note that deleting an AKCC will remove that person from your key groups. If
necessary, remember to assign a new AKCC(s) to those key groups.

Select AKCC to add

Select frarm Dropdown --- Select an AKCC to add --- V

Enter Metid Find Usar

Add Mew aKCC | [

Manage Key Groups

Manage A The

page at https://cft-rmps.coldfusion.cornell.edu...

Manage C 9 Deleting an AKCC will also delete him/er from all your Key Groups, Continue?

Locations

Manage S e
Informati OK | [ Cancel
Mark &, Fowler Caneen Phillips Fukive Celetae
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Organize Your Keys

Once your profiles are established in the KMS with access locations and you’ve created your key
management organizational structure, you should organize your keys in the KMS. KCCs organize keys
into key groups. These groups may be by department or building or any grouping that makes sense to
your organization. You can assign a Key Group to one or more AKCC to manage. All AKCCs with

permission to manage a Key Group will see all of the keys in that group. However, each key can be
assigned to one and only one Key Group.

KCC
| |
AKCC1 AKCC2 AKCC3
Key Group: Key Groups: Key Group:
Facility A Facility B Department A in Facility D

Facility B Facility C

Note in the example above, both AKCC1 and AKCC2 can manage keys for Facility B because they have
both been given access to that key group.
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Manage Key Groups

> To view key groups:

e Go To “Manage Key Groups”.

> Tocreatea key group:

e Go To “Manage Key Groups”.
e Enter the Group Name in text field.
e Click “Save”.

My Keys

Create A Group
Manage Keys

My Key Rings
¥ ¥ 9 Enter a Group Mame G

Save Cancel

My Key Profiles

=P Manage Key Groups

Manage AKCCs Your Existing Keygroups

Manage Custom Key Group Mame et Action

Locations
dp Key Ring Test dp33s Edit

Manage Special

Information dp test group dp238 Edit
Test Group A dp33s Edit
Test Group B dp238 Edit
Test Group C dp338 Edit
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> Torenamea key group:

e Go To “Manage Key Groups”.
e  Click “Edit”.

My Keys

Create 4 Group
Manage Keys

My Key Rings
¥ ¥ 9 Enter a3 Group Mame

My Key Profiles

Save Cancel

— Manage Key Groups

Manage AKCCs Your Existing Keygroups
Manage Custom Eey Group Mame EiCC Action
Locations

dp Key Ring Test dp23g Edit e
Manage Special
Information dp test group dp338 Edit

Test Group A dp23g Edit

Test Group B dp338 Edit

Test Group dp33s Edit

Edit the key group name in the text box
Click “Update”.

KeySroup dp test group e

[ |lpdate ” Cancel ]

t

Available Action Currently Assigned

Mark G, Fowler Daneen Phillips
Margaret Elizabeth Matta

Key Management System Manual 39 August 2009
Version 1.0



» To authorize an AKCC for one or more key groups:

My Keys

Manage Keys

My Key Rings

My Key Profiles

=P Manage Key Groups

Manage AKCCs

Manage Custom

Locations

Manage Special
Information

The following sc

Go To “Manage Key Groups”.
Click “Edit” next to the Key Group you wish to modify.
Create A4 Group

Enter & Group Marme

Save Cancel

Your Existing Keygroups

Key Group Mame KCC Action

dp Key Ring Test dp3zs Edit m—
dp test group dp33s Edit

Test Group A dp222 Edit

Test Group B dp33a Edit

Test Group C dp3zs Edit

reen will open:

From the list of Available AKCCs, highlight the name of the AKCC you wish to add to the
group and click the right arrow to move name to Currently Assigned.

Click “Update”.

University

{@E Cornell _
%53’5 Risk Management and Public Safety

Key Managen

My Keys

Manage Keys

My Key Rings

My Key Profiles
Manage Key Groups
Manage AKCCs

Manage Custom
Locations

Manage Special Info

Key Management

1ent ““#TEST |

KeyGraup dp Key Ring Tesy

Daneen Phillips
Margaret Elizabeth Matta

Bob Wigden
Mark G, Fawler

s e
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» To remove authorization for an AKCC for one or more key groups:

e Go To “Manage Key Groups”.

e Click “Edit” next to the Key Group you wish to modify.

@ Cornell University

%SE.::;; Risk Management and Public Safety

Key Management “**TEST*** .

My Keys
Create A Group

q Manage Keys

My K Ri
¥ Rey Fngs Enter a Group Mame

My Key Profiles
Manage Key Groups [Cancal |
Manage AKCCs ¥our Existing Keygroups

Manage Custom
Locations

dp Key Ring Test dp338 Edit <«
Manage Special Info dp test group dpz3g  Edit

Test Sroup & dp33s  Edit

Test Group B dpz3g  Edit

Test Sroup < dp33s  Edit

The following screen will open:

e From the list of Currently Assigned AKCCs, highlight the name of the person you wish to
remove and click the left arrow to move name to Available

e Click “Update”.

)’i Cornell University

@iy Risk Management and Public Safety

Kev Management “**TEST*** .

My Keys
Manage Keys KeyEraup dp Key Ring Tesy
My Key Rings

My Key Profiles

Manage Key Groups
Craneen Phillips

Bob Wigden b5
Manage AKCCs Mark G, Fowlar - Margaret Elizabeth Matta
Manage Custom
Locations

Manage Special Info
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» Toremove a key groups:

A key group cannot be deleted; however it can be renamed to be another key group. As part of this
process, keys that shouldn’t be part of the new key group should be reassigned.

e Click “Manage Keys” and reassign keys as appropriate. (See on Manage Keys on page 52.)
e Filter for the Key Group you are interested in removing.

e Click “Edit” and assign each key in the group to another key group

e Click “Manage Key Groups”.

e Click “Edit” beside the key group you wish to remove.

e Remove all AKCCs from the currently assigned list for the key group.

e |f appropriate, you can change the key group name either to something temporary, or to
another key group you would like to use.
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My Keys

This screen allows you to view keys, assign keys, place keys in storage, issue keys to a responsible party,

or identify as lost/stolen or broken.

Cornell University SECH commELL: [0
G?y Risk Management and Public Safety ©rioes @ Peopie mom options
L 2
7o I a
Key Management “**TEST* ..,
My Keys
Manage Keys [ Assigh H Place In Storage ][ Issue to Fiesp. Party ][ Last/Stolen ][ Braken ]
My Key Rings
First Previous Displaying raws 1 thraugh 15 of 15 Ment Last
My Key Profiles
Manage Key Groups
Vo :
Manage AKCCs
w8
Manage Custom 2921 EHOR 2208 TestKey Ring #1 CCC101 23 Q) In Storage AR C '3 ﬁfl_i
Locations y =
[] 292130108 EHOBMAPLE 118126  Master (i 00 O] Assigned Daneen Phillips [ I A
Manage Special Info
[] 29214007 EHOB,CAMP STRWHSE Grand Master KA 1 broken- (D Broken Marie Ellen Balander @0
sent to
Marie /
Lock Shop
to
destroy., f
[] 29214007 EHOBCAMP TR WHSE Grand Master KA 2 O Issued to Resp, Party Paula Hope Grantier vefaois § O
D 29214007 EHOB,CAMP STR WHSE  Grand Master KA 3 @ Aszigned Margaret Elizabeth Matta 7 ﬂf Jj

> To view keys within your unit:

Use this screen to view keys by facility.

e GoTo “My Keys”
To view a specific item in ascending / descending order; Click the item and an arrow will

appear ﬂ ﬂ- click again to reverse order u'ﬂ"

Key Management System Manual 43 August 2009
Version 1.0



> Toview an activity log :

e GoTo “My Keys”

e Click “View Log” icon g

ri s 4
Key Management “*“TEST
—— My Keys
Manage Keys [ Assign ][ Place In Storage ][ lssue to Resp. Party ][ Lost/Stolen ][ Broken ]
My Key Rings
Fist  Previess Displaying rows 1 through 15 of 15 Mot kast
My Key Profiles
Manage Key Groups
b
Manage AKCCs
Manage Custom 2921 EHOB 220G TestKeyRing®l CCCl01 23 @ In Storage ALBIC |
Locations =
[] 292130108 EHOBMAPLE L18-126  Master c 00 ) Assigned Daneen Phillips /30000 | § T O7
Manage Special Info
[0 22214007 EHOBCAME STRWHSE Grand Master Ka 1 broken- (D Broken Marie Ellen Balander @ f0
gantto
Marie /
Lock Shep
to
destroy.., f
[ 29214007 EHOBCAMP STRWHSE Grand Master KA 2 @ Issued to Resp, Party  Paula Hope Grantier oe0/0e | f [ O
[] 29214007 EHOBCAMP STRWHSE Grand Master Kh 3 @ Assigned Margaret Elizabeth Matta 7O

SEARCH CORMNELL: ge

Qrages @ People  more options

This provides the complete transaction history for a specific key, see page display below.

Cornell University

Risk Management and Public Safety

Kev Management “**TEST***,

Date NetID Log Entry
04/17/200% 02:55 PM  dp338 Key Instance status is now Assigned, Data updated FROM(RECIPIEMT_METID=' dp338 ', DUE_DATE='", STORAGE_CABIMET='', STORAGE_DRAWER='
L STORAGE_FACIL_CD='', STORAGE_HOOK="", STORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="", MOTES=""1 TO(RECIPIENT_METID='
dp338 ', DUE_DATE=' 04/30/200% ', STORAGE_CARINET='", STORAGE_DRAWER='", STORAGE_FACIL_CD='', STORAGE_HOOK="",
STORAGE_RCOM='", STORAGE_CUSTOM_LOCATION_ID="" NOTES=""

04/17/200% 02:55 PM dp3328  Key Instance status is now Assigned, Data updated FROM{RECIPIENT_METID=' lec37 ', DUE_DATE="", STORASE_CABIMET='', STORASE_DRAWER='
L STORAGE_FACIL_CD='', STORAGE_HOOK="', STORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="" MOTES="") TO(RECIPIEMT_METID='
dp338 ', DUE_DATE="", STORAGE_CABINET='", STORAGE_DRAWE L STORAGE_FACIL_CD='', STORAGE_HOOK="", STORAGE_ROOM="",
STORAGE_CUSTOM_LOCATICON_ID="", MOTES=""]

01/12/2002 10:50 AM lec37 Key Instance status is now Assigned, Data updated FROM(RECIPIEMT_METID='', DUE_DATE='01/06/200% ', STORAGE_CABINET="4A ",
STORAGE_DRAWER='B ', STORAGE_FACIL_CD='2921 ", STORAGE_HOOCK='C ', STORAGE_ROOM=' 220G ', STORAGE_CUSTOM_LOCATION_ID="
Y MOTES='") TO(RECIPIEMT_METID='lec37 ', DUE_DATE="", STORAGE_CABIMET='', STORAGE_DRAWER='", STORAGE_FACIL_CD='",
STORAGE_HOOK="", STORAGE_RCOM="", STORAGE_CUSTOM_LOCATION_ID="", NOTES=""

01/06/200%9 07147 PM lec37 Mew Key added
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» To filter the view:

e Click to display filter form. This will open drop down options which allow you to
search by such things as: facility, key ring, due date, etc.

e Click on the item you wish to filter (this will highlight the item).

e  Click “Filter”.

Cornell University SEARCHOARNELL, o

Risk Management and Public Safety O oo @ roe orm o

Key Management ***TEST***

My Keys

Mansge Keys [ Assign ][ Flace In Storage ][ |zzue to Resp. Party ][ LostiStolen ][ Broken ]

My Key Rinus
My Key Profiles

Manage Key Groups
N

Manage AKCCs
h ¥ ¥ M Issuance Due Dt
= .

Manage Custorm Locotigua gy M B = L [~
Mansge Special Info i :.' v| 25ued o8 Asp, At [V
o1 o s @ e y iz
| 292130106 EHOBMAPLE 118126 Hazl c oo [0} Assigned Daneen Philigs vas0i00 | § F T
O Np— 1 @ 1 s 1aiank @77
0 SR : @ | setionen A : . wwnm | § 5
0 e ; @ s torqre: Sz’ (s ey

> To assign a key to a key holder:

e GoTo “My Keys”
e Choose the key to assign by clicking in the checkbox on the left.
e Click “Assign”. You will be prompted to fill in key assignment information.

Cornell Uni\-'@rsity SEARCH CORNELL: go

Risk Management and Public Safety ©Psoes @ People mom options

Key Management “**TEST*** ..,

My Keys l

Manage Keys [ Assign ” Placs In Storage ” Igsue to Resp. Party ][ Lost/Stalen ” Broken ]

My Key Rings

s bt Dizplaying rows 1 through 15 of 15 Bett =t
My Key Profiles

Manage Key Groups

o =
Manage AKCCs
B
Manage Custom 2971 EHOB 220G TastKey Ring#1 CCCI01 23 (D In Storage ALBLC o
Locations S
) [] 292130108 EHOBMAPLE 118-126  Master c 0 ) Assigned Daneen Phillips i  § O
Manage Special Info
[ 29214007 EHOB,CAMP STR WHSE Grand Master [ 1 broken- (@ Eraken Marie Ellen Balander @ if O
santto
Marie
Lock hop
to
destray., f
[] 23214007 EHOB,CAMP STR WHSE Grand Master KA 2 4] Issued to Resp, Party  Paula Hope Grantier oeraoros  § (07
[] 22214007 EHOB,CAMP STR WHSE Grand Master KA 3 @ Assigned Margaret Elizabeth Matta I B )
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e Enter the Net ID or use the Find User option
e Enter the Due date. You would use this to assign the date that the key must be returned
or audited.
0 Click El to display calendar, select date
o Notes: briefly describe the purpose for the key being assigned
e Click “Assign”.

My Keys
Manage Keys
valid  Test Group & < [« oo Assigned @ Craneen Phillips
My Key Rings
My Key Profil R
¥ Rey Pronles Key Assignment Info l
Manage Key Groups Aszzignto Find User ‘

Manage AKCCs Due Drate M ¢

Manage Custom

Locations — Motes

Manage Special Info

o/1000

I

> Toplace a key in storage:

e GoTo “My Keys”
e Choose the key to place in storage by clicking in the checkbox on the left.
e Click “Place in Storage”.

d Public Safety

Key Management “*TEST"

> My Keys
Manage Keys [ Place In Storage ][ Issue to Resp. Paly ][ Lost/Stolen H Broken ]
My Key Rings
Shes Cetiens Dizplaying rows 1 through 15 of 15 s e
My Key Profiles
Manage Key Groups
Vo
Manage AKCCs
3
Manage Custom 2921 EHOB 2206 TestkeyRing#1 COCLOL 23 O] In Storage 4B C g 5
Locations =
[ 292130108 EHOBMAPLE 113126 Master c 00 4] Assigned Daneen Phillips oa/e  § f O
Manage Special Info
P [] 29214007 EHOR.CANP STRWHSE Grand ffaster KA 1 broken- (D Broken Marie Ellen Balander @0
sentto
Marie /
Lack Shop

to
destroy.., f

[ 23214007 EHOB,CAMP STRWHSE Grand Master KA 2 @ Issued ta Resp. Party  Paula Hope Grantier oefzofs | ¢t O
[ 23214007 EHOB,CAMP STR WHSE Grand Master Ki El @ Azsigned Margaret Elizabeth Marta § fﬁU
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e Choose the Facility by entering the facility code or using the drop down options

e Choose the room within the facility

or
e Choose a Custom Location from drop down option. (Note: custom locations must already exist.
See
e Manage Custom Storage Locations on page 59.)
e Identify the cabinet or drawer and hook
e Notes: make notes as needed, providing information regarding the key storage
e Click “Place In Storage”.
My Keys

Manage Keys

Assigned (D

valid dp test group KA KA 3 Margaret Elizabeth Matta
My Key Rings
My Key Profiles Key Storage Info
Manage Key Groups Facility 4_
F- Select Facility - T —
Manage AKCCs
g Room
Manage Custom Locations - Selext Room - 5] @
Custom Location [--- Select a Custom Location - ||  <«mmmm—
Manage Special Info
Cabinet h
Act As Another User EETar l—
Hook '
—  [te
0/1000
Place In Storage Cancel
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> Tolssue a key to a responsible party (See Definitions)

e GoTo “My Keys”.
e Choose the key you wish to assign; by clicking in the checkbox

e Click “Issue to Resp. Party” (at the top or bottom of the page).

Cornell University SERCH CORNELL: 9
Risk Management and Public Safety ©riges @ Peopie more options
_ e 2 iy
Key Management “*TEST
—p My Keys ‘
Manage Keys [ Place In Storage ” Issue to Resp. Party ][ Lost/Stolen H Broken ]
My Key Rings
e Copebers Displaying rows 1 through 15 of 15 s e
My Key Profiles
Manage Key Groups
o
Manage AKCCs
i
Manage Custom 2921 EHOR 2206 TestkeyRing#1 C©CCLOL 23 (D In Storage ALBIC i Eﬁ 7 A
Locations =
[ 292130108 EHOBMAPLE 118-126  Master t 00 ] Assigned Daneen Phillips oa/z0000 | p Af 07
Manage Special Info
. [] 25214007 EHOB,CAMP STRWHSE Grand Master ki 1 broken- (D Broken Marie Ellen B3lander ® fO
sent to
Marie
Lack Shop
to
destroy., f
[0 29214007 EHOB,CAMP STRWHSE Grand Master [ 2 @ Issued to Resp, Party Pauls Hope Grantier oeranis | f (f O
[ 23214007 EHOB,CAMP STR WHSE Grand Msster KA 3 ® Assigned Margaret Elizabeth Matta st e

e Enter the Net ID or use the Find User option
e Due date: You would use this to assign the date that the key must be returned or
audited.
e Click EI to display calendar, select date
o Notes: add to indicate the reason this key is being assigned (e.g.; visiting professor)
e Click “Issue to Resp. Party”.

Special

Valid Key Group Keyztamp Keyzat KeySeq Status Infa Izzuance
walid Test Group B CoC10l CoC10l 23 Assigned Bob wigden
Key Assignment Info ‘

Assign to | Find User =

Due Date H G

=P Motas
0/1000
[ lzzue to Reszp. Pary ” Cancel ]
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» Torecord a lost / stolen key:

If a key has been lost/stolen, per Policy 8.4, the key holder must immediately report the loss to

their immediate supervisor. The supervisor should report the lost key to the KCC and the
Cornell Police. The KCC is responsible to track within the KMS.

e GoTo “My Keys”.

e Choose the key you wish to mark as lost/stolen; by clicking in the checkbox

e  Click “Lost/Stolen”.

Cornell University SEARCH CORNELL: 0w
Risk Management and Public Safety ©riges @ Peopie more options
_ e 2 iy
Key Management “*TEST
My Keys 1
Manage Keys [ Place In Storage ” Issue to Resp. Party ][ Lost/Stolen H Broken ]
My Key Rings
e Copebers Displaying rows 1 through 15 of 15 s e
My Key Profiles
Manage Key Groups
o
Manage AKCCs
i
Manage Custom 2921 EHOR 2206 TestkeyRing#1 C©CCLOL 23 (D In Storage ALBIC i Eﬁ 7 A
Locations =
[ 292130108 EHOBMAPLE 118-126  Master t 00 ] Assigned Daneen Phillips oa/z0000 | p Af 07
Manage Special Info
el [] 25214007 EHOB,CAME STRWHSE Grand Master ki 1 broken- (D Broken Marie Ellen B3lander ® fO
sent to
Marie /
Lack Shop
to
destroy., f
[0 29214007 EHOB,CAMP STRWHSE Grand Master [ 2 @ Issued to Resp, Party Pauls Hope Grantier oeranis | f (f O
[ 23214007 EHOB,CAMP STR WHSE Grand Msster KA 3 ® Assigned Margaret Elizabeth Matta st e

e Notes briefly describe circumstances of the loss of keys

e Click “Lost/Stolen”.
If a replacement key is needed, the request must be made to the KCC at the time of the report of
the lost/stolen key. The KCC will request a new key using the University Key Order Form.

Valid Keay Sroup Kegstamp Kepzet KegSeq Status IS:fECial Izzuance
walid Test Group B SCo101 SCC101 23 Assigned Bob wigden
—) Motes
01000
[ LostiStalen ” Cancel
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» To record a recovered lost/stolen key:
(The KCC must notify CUP that the key has been recovered)
e Go To “My Keys”.
e Choose the key you have recovered by clicking in the checkbox
v’ note: the key must be placed in storage, prior to re-assigning to a key holder

e Click “Place in Storage”.

Cornell University SEiRCH CORNELL: o
§ Risk Management and Public Safety ©Figes @ People  mom options
po s Q
Key Management “**TEST
> My Keys ‘
Manage Keys [ Place In Storage ][ lssue to Resp. Party ][ Lost/Stolen H Broken ]
My Key Rings
First Teewtons Displaying rows 1 through 15 of 15 et st
My Key Profiles
Manage Key Groups
W
Manage AKCCs
3
Manage Custom 2921 EHOB 2206 TestKey Ring #1 ©CCI0L 23 @ In Storage AiB:C 7 Elj Gl
Locations =
[ 292130108 EHOBMAPLE 118-126  Master 4 00 4] Assigned Daneen Phillips oz § 0T
Manage Special Infa
el [ 29214007 EHOB,CAMP STR WHSE Grand Master KA 1 broken- (D graken Marie Ellzn Balander @ i [
sent to
Marie /
Lack Shop
to
destroy.., f
[0 23214007 EHOB,CAMP STR WHSE Grand Master KA 2 @ Issued to Resp, Party Pauls Hope Grantier oefsofms  § i O
[ 29214007 EHOR,CAMP STR WHSE Grand Master KA 3 ® Assigned Margaret Elizabeth Mama )

e Choose Facility (enter the facility code or choose from the drop down options)
e Choose the room within the facility
or
e Choose a Custom Location from drop down option
e Identify cabinet or drawer and hook
o Note: add as needed, provide any information regarding the storage of this key

e Click “Place In Storage”.

walid Kew Sroup Keystamp Keyset KeySeq Status IS:;““' Issuance

walid Test Group B Coc10l Coc1o0l 23 Assigned Bab wigden

Key Storage Info

Facility <
T Celact Facility o= T
Room
-- Select Room --- [ |
Custorn Location | --- Select a Custorn Location --- [ |
Cabinet <
Crawar
Hook «
=) Hotes
o/1000

[ FPlace In Storagse ][ Cancel ]

t
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> Torecord a broken key:

(The broken key or pieces must be sent back to lock shop to be destroyed.)

e GoTo “My Keys”.

e Choose the key that has been broken by clicking in the checkbox next to key

e Click “Broken”.

Cornell University

Risk Management and Public Safety

SEARCH CORNELL:

O Pages @ People  more options

Key Management “**TEST

—p My Keys

Manage Keys

My Key Rings

First Previsus Displaying rows 1 through 15 of 15

My Key Profiles

Manage Key Groups

W
Manage AKCCs
3

Manage Custom 2921 EHOB 2206 TestKey Ring #1  ©CC101
Locations

[ 292130108 EHOBMAPLE118-126  Master {4
Manage Special Infa

. [ 25214007 EHOBCAMP STRWHSE Grand Master KA
[ 22214007 EHOB,CAMP STRWHSE Grand Master KA
[ 29214007 EHOB,CAMP STR WHSE Grand Master KA

[ Flace In Storage ][ |ssue to Resp. Party ][ Lost/Stalen H Broken ] 4—

23 @ In Storage ARG st e
00 o Assigned Daneen Phillips [V O A
1 broken- (@ Broken Marie Ellen Balander L Juge]

sent fo

Marie /

Lack Shop

to

destroy.. f
2 @ Issued to Resp. Pary Pauls Hope Grantier oezoins  § (O
3 ® Assigned Margaret Elizzbeth Matta )

e  Choose the Lock Smith at the Lock Shop you use in the Key Assignment Info

o Note: briefly describe broken key was sent to the Lock Shop to be destroyed.

° Click “Broken”.

My Keys
Manage Keys Valid Key Group Keystamp Keyzer KeuSeq
My Key Rings walid Test Group B cociol cociol 23
My Key Profiles
Key Assignment Info
Manage Key Groups Select -- Select a Lock Shop User ———-

Manage AKCCs

Key Storage Info
Manage Custom .
Locations RO
Manage Special
Information

Foorn

Custorn Location

Cabinet
Crawer

Hoaok

g Hotes

Key Management System Manual 51

Special

-- Select Facility ---

-- Select Room --- [ |

-- Select a Custorn Location ---

o0f1000

Status 1 Issuance
Aszigned Bob Wigden
(] < —
fixe]
[2e]

t
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Manage Keys

This page allows the user manage keys by key groups, key stamp and sequence number, key holder or
storage location, and due dates. From the Manage Keys page you can:

Assign keys

Place keys in storage

Issue keys to a responsible party

Identify keys as lost/stolen or broken

Create key rings

Add keys to key rings

g °§ Cornell University
kig),& Risk Management and Public Safety

T

Key Management TEST !

My Keys

Manage Keys [_asssign | [_Place In Storage | [_Issue to Resp. Paity | [ Lost/Stolen | [ Broken |

My Key Rings

i) - i --- By
My Key Profiles wiew keys by location all Facilities [~
Manage Key Groups
Manage AKCCs Fiess Fopeyiais Displaving rows 1 through 20 of 23 Meant Lazt
Manage Custom
Locations N n
b4 . . [ Create key Ring | [ Add To Key Ring |
Manage Special Info 3
[[] TestGroup A [ oo Assigned Daneen Phillips /30,00 -4 ﬂ
T
Test Group B coo101 =3 In Storage A B O & ot
=
Test Group B o1z =4 In Storage A B C F i
Lr
dp Key Ring KAAA 1 In Storage i &
Test T
[ dp Key Ring Kaas = Azszigned Daneen Fhillips 7 o
Test 7

> To view keys
Use this field to organize assigned keys by key groups, key holders and the annual review of key
holders and key groups.

e Go To “Manage Keys”.
e To sort the keys in ascending or descending order, click the header and an arrow will

T i

appear click again to reverse order
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» To filter the view:

e Click klto display the filter form. This will open drop down options which allow you to

search by the following: key group, key attributes, key holders, and due dates.

e Click on the item you wish to filter (the information will be highlighted).

e Click “Filter”.

[_Assign | [ Place In Storags ] [_issus to Resp. Party | [ LostiStolen ] [_Broken |

View keys by location: | --- All Fadilities -~

Fisst Presicus Displaying rows 1 through 10 of 28

) 7 Hide Filter Form |_Craate Key Ring | [_Add To Key Ring ] Keytnstance Inquiry page

Key Groupl Keystamp
- ll ll
M EPR Keys 012

TashGroup A

[
Test Group B coo1ol
£ 3

dp Key Ring Test |

O Test Group A <
Test Group B ccciol
Test Group B 01z

O EPR Keys EPR1

Key Management System Manual

Keyset

All
01z

<
ccelol
E 3

ccoiol

EPR1

53

KeySeq #

24

et

Last

Status

Al

Assigned

Broken

In Starage

Issued to Resp. Party

Assigned

In Starage

In Storage

Assigned

Issuance

Al

Richard W McDaniel
Paula Hope Grantier
Michael G Hingston

Mark . Fouwler

Laura E. Cecere

Hugh Edwards

Due Date Actions

(i)

Edit
Duplicate
Wiew Log

Edit
Duplicate
Wiew Log
Edit
Cuplicate

Wiew Log

View
View Log
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» Toview instances made by Emergency & Service Personnel:

By Policy 8.4 — Management of Keys and Other Access Control Systems, Emergency and Service
personnel may make instances of keys for entering a facility for emergency or service purposes.
Within the KMS, Emergency and Service personnel may make instances of any keys whose
profiles are not marked as “Secure.” See the section “ To view information about a secure key

profile” on page 22.

e Go To “Manage Keys”.

e Click on “Key Instance Inquiry Page” to view instances made by Emergency or Services

personnel.
My Keys
Manage Keys Assign Place In Storage | Issue to Resp. Party | Lost/Stolen | Broken
My Key Rings

View keys by location: | --- All Facilities --- ;I

My Key Profiles
Manage Key Groups
Manage AKCCs = D Displaying rows 1 through 20 of 23

Manage Custom Locations /

Display Filter Form reate Key Rin o Key Rin KeyInstance Inquiry Page
g lay Fil Create Key Ring Add To Key Ring
Manage Special Info -
Key Grcup@ Keystamp KeySeq = Status Issuznce
Act As Another User [T Test Group A c 00 In Storage KEYCABINET : : A
Reports Test Group B CCcci101 23 In Storage A:B:C
[T Test Group B 012 24 In Storage A:B:C
dp Key Ring KAAA 1 In Storage 1:: A
Test
[T dp Key Ring KAAA 2 Assigned Daneen Phillips

personnel.

Key Instances

Fiest e = Displaying rows 1 through 2 of 2
Key Group Keystamp Keyset KeySeq # Status Issusnce
Campus Mgmt. KAl Kal Cs5 4 In Storage A::B
Campus Mgmt. KA KA Ccs 2 In Storage Al
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» Tocreate a key ring:

IMPORTANT: Key Rings must be created in the KMS before assigning the keys to individuals.
They must be created with keys in storage.

e Go To “Manage Keys”.

e Choose the keys that will be part of the key ring by clicking in the checkboxes

The addition of keys to a key ring has the following constraints:

v
v

Keys must all be from the same Key Group
Keys must not already be on another Key Ring. Note that keys that are already part of

another key ring will not have a checkbox next to them.

v
e Click “Create Key Ring”.

My Keys

Keys must be in storage,

(i.e., not assigned to an individual)

Manage Keys

[_&ssign_ | [_Flace In Storage | [ Issue to Fesp. Fary | [ Lest/Stalen | [ Broken |

My Key Rings

Wiew keys by location: |~ All Facilitias ——

My Key Profiles

Manage Key Groups

Manage AKCCs First Previeus ‘ Displaying rows 1 through 20 of 23 Ment Last
Manage Custom
Locations
= [_Create Key Ring | [ Add To Key Ring
Manage Special Info B
[] TestGroup A [ [ Assigned Daneen Phillips /30709 £t
T
Test Group B cocioL 23 In Storage ARG il
5]
Test Group B o1z z4 In Storage ALB:C i
=]
dp Key Ring KA 1 In Storage 108 F
Test (&3
[ dp Key Ring Kana z Assigned Craneen Phillips i
Test 7
[ dp key Ring Kasla 1 Assigned Caneen Phillips i
Test 7
— dp Key Ring Kaala = In Storage 1A i
Test =)
[ dp Key Ring KAn1a 1 In Storage 1A f ot
Test =
[ dp key Ring Kaz 1 Assigned Caneen Phillips & o
Test (=)
—> dp Key Ring K&z z In Storage 10t a i
Test [

e Input Key Ring Description within the text field. The keys you’ve chosen to be in the key

ring will be listed below.
e Click “Create Key Ring”.

My Keys

Manage Keys Key Ring Description

test 123

Key Group dp Key Ring Test

My Key Rings

My Key Profiles
Keys To be Added

Manage Key Groups

Manage AKCCs

KaAala Kadl 2 In Storage

Manage Custom KAZ Eaz 2

Locations

In Storage

Manage Special Info

Create K.ep Ring

1
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> To add keys to a key ring:

e Choose key(s) you wish to add to a key ring by clicking in the checkbox
The addition of keys to a key ring has the following constraints:

v' Keys must all be from the same Key Group
v' Keys must not already be on another Key Ring. Note that keys that are already part of
another key ring will not have a checkbox next to them.
v' Keys must be in storage, (i.e., not assigned to an individual)
e Click “Add To Key Ring”.

Fiest ] Displaying rows 1 through 13 of 13 Phest st

}

S Dizplay Filter Form | Create Key Ring Add To Key Ring | KeyInstance Inguiry Page

Key Grcupﬁ’ Keystamp KeySeg = Status Issuance Ciues Date Actions

T Groupt ABCD 2 Assigned Eric W Bourdon F ﬁi’ 15

vehicle 402 SM 65 In Storage W12 ﬁ ﬁi’ Q

m—p [, ehicle 402 SM 5 In Storage W1z ‘? ﬁi’ Q
I aab 01z 45 Broken CRIME FREV : : 16 @@ ﬁf Lf

[ aab SM 2 Lost Stolen c 13 NA L] ﬁi’ Lf

[~ azb 5M 3 Destroyed :13:2 & ﬁi’ 15

M aab ORPH 00 In Storage A:C:EB F oo

e Select the appropriate Key Ring from drop down. The keys you have chosen to add to
the ring will be listed below.

e Click “Add Keys to Key Ring”.

l

Key Ring Description |- select a Key Ring --- =]

Key Group vehicle 402

Keys To be Added

— o sM 3 In Storage

Add Keys to Key Ring Cancel

See the next section, My Key Rings, for information on managing additional attributes for key rings.
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» To move a key to a different key group:

e Go To “Manage Keys”.
e Click “Edit” icon ﬂ

My Keys

——)p  Manage Keys [ #ssign | [ Place In Storage | [ Issue to Resp. Party | [ Lost/Stalen | [ Broken |

My Key Rings

imw kaus ocation: [ —-- acilities ——- ~
My Koy Profiles " kews by | i Al Facilit
Manage Key Groups
Manage AKCCs Fress Previeus Cisplaving rows 1 throuah 20 of 23 Mant Lasx
rManage Custom
Locations
= - [ Create Key Ring | [ &dd To Key Ring |
Manage Special Info
o
[] TestGroup A c oo PAssigned Daneen Phillips 430,09 Fluig
i)
Test GSroup B cocci1o1 23 In Storage AR C & a7
T
Test GSroup B o1z 24 In Storagse & B o & 4_
)
dp Key Ring Kass 1 In Storags 1A ¢ 3
Test T
[ dF K=y Rina KAAa = Assigned Danzen Phillips & ot
Test =
[] dr kew Ring Kaale 1 Assignad Daneen Phillips ¢ 9t
Test =T
dp Key Ring LYY = In Storage 1A & oot
Test =g
[] dp K=v Ring Y-Sy 1 In Storagse 1A F o
Test T
[[] dp Key Ring Kaz 1 Assigned Daneen Phillips & o
Test =
dp Key Ring Kaz El In Storage 1A & ot
Test =

o Select the Key Group from the drop down box
e Click “Save”.

My Keys
Manage Keys Key Instance Info
My Key Rings Key Cut
Key Sequence
My Key Profiles ¥R 2
Kepset
Manage Key Groups
Key Stamp FasT4
Manage AKCCs -
Key Group dp Key Ring Test [ v | <uumm—
Manage Custom KeyRing | -----e- Select a Key Ring ----- v
Locations o
Motes
Manage Special Info
o/1000
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My Key Rings

After a key ring has been created (see the steps in Manage Keys) you can assign the key ring to a key
holder, place it in storage, issue it to a responsible party, or mark it as lost/stolen or broken. The
procedures for a KCC are the same as those for an AKCC. See the section “My Key Rings” on page 77 in
the Associate Key Control Coordinator (AKCC) Procedures section.
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Manage Custom Storage Locations

> To create a Custom Storage Location:

e Go To “Manage Custom Locations”.

e Click “Create New Custom Location”.

°E Cornell University
%::‘),5 Risk Management and Public Safety

TEST |

Kev Management

My Keys

Manage Keys

My Key Rings

My Key Profiles
Manage Key Groups
Manage AKCC=

Manage Custom

— Locations

Manage Special Info

Wehicle  EMWIRCMMEMTAL HEALTH 2 SAFETY (21011 EHS Palm Road  Active Caneen Phillips  fF @ b

Wehicle EAST HILL OFFICE BUILDIMG (2921) WP - RMPS

e Provide a description of the custom location in text field.

Active Canezen Phillips  f @ w

e Select Facility Code from drop down — this building can be where the custom location is, or

the building most associated with this custom location.

e Select Type from drop down list (vehicle, other)

e Click “Save”.

My Keys

Manage Keys

My Key Rings

My Key Profiles
Manage Key Groups
Manage AKCCs

Manage Custom
Locations

Manage Special Info

Description | G

Facility Code

--- Select Facility ---

Type |- Select a Custom Location Type ------ [v]
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Manage Special Information

This function will allow you to manage information about a location that would require approval by a
specific individual prior to a key instance being assigned. Such areas might include restricted access
areas such as spaces with confidential information, hazardous materials, or hazardous conditions. This
is a place to identify who the approver is and what special instructions need to be followed. For
example, certain paperwork that needs to be completed, training that needs to be completed, etc.
before providing access to the location.

» To create special information about a location:

e Go To “Manage Special Information”.

e Choose Facility and room from the drop down options.

Cornell University

Risk Management and Public Safety

Key Management “**TEST

My Keys
Select a Facility Code d Room to manage special information
Manage Keys

Facility
My Key Rings --- Select Facility --- [ ]
My Key Profiles Roam

-~ Select Room --- [ v | <

Manage Key Groups
Manage AKCCs

Manage Custom

Locations A D WHITE HOUSE 101 Craneen Phillips  test special 7 X

information

====) Manage Special Info

e Push the Tab button on your keyboard - this will open a field to add a user Net ID and any
special instructions.

e Click “Create New”.

My Keys
Manage Keys Facility 2008
A D WHITE HOUSE [2006] hd
My Key Rings
Room 10004
My Key Profiles 100cA [+]

Manage Key Groups

Manage AKCCs i pprover's HetlD Find User

Special Instructions
Manage Custom

Locations
Manage Special Info

0/250

When a space has been identified with special information, on the My Keys screen, this will be indicated

with the following icon: % . When you take any actions with the key (such as assign the key or put itin
storage), you will again see the icon indicating this location has special information associated with it.

®

To review the special information, click on the icon.
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Reports

Currently reports are available for individual key transactions. These will allow you to print a summary
of all of the keys that have been issued to an individual by you as the KCC or those issued by your AKCCs.
In the near future, additional reports will be available to facilitate the annual review of key inventories.

For additional details on reports, see “Reports” on page 89 in the AKCC Procedures Section. As a KCC
you follow the same procedures as an AKCC in creating and printing reports.
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Associate Key Control Coordinator (AKCC) Procedures

As AKCC you are responsible to:
e Receive and act on requests for keys, and changes to access.
e Store, protect, and distribute keys properly.
e Maintain a key record system.
e Issue temporary keys.
e Uniquely identify and mark keys.

e Conduct a review of keys and associated locations as requested by the KCC.

Note: Any of the responsibilities listed above, as well as the actions that an AKCC can perform within the
KMS, can also be performed by a KCC.

Figure 5 — AKCC Responsibilities within the KMS

O 2. Assign access O 6. Create key rings
g-‘) locations to key
profiles

3. Assign AKCCs 8. Sign keys and

4. Create key rings back in
groups

) ,
N 7. Assign keys and
< key rings

9. Identify keys as
5. Create key lost/stolen or
instances broken
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My Keys

This screen displays a list of all the keys that you as the AKCC are responsible to manage. These keys
have been assigned to you by a KCC in key groups. (See “To authorize an AKCC for one or more key

groups:
on page 40.)

This screen allows you to view keys, assign keys, place keys in storage, issue keys to a responsible party,
or identify as lost/stolen or broken.

”% Cornell University S — o

%EE’,& Risk Management and Public Safety © Fages @@ Peopie  more options

fret

Key Management “**TEST !

— My Keys

Manage Keys [ Aszsigh ][ Placs In Storage ][ lssue to Resp. Party ][ Lost/Stalen ][ Broken ]

My Key Rings

Fiest Peavious Displaying rows 1 through 3 of 3 et Last
4252 2971 AGWY RES DOGS,EHOB Change TestKey Ring #1 012 24 @ InStorage A:B:C @ [
D 2010B 2921 MAPLE 118-126,EHOB Master C o0 @ Assigned Daneen Phillips 04730709 @ :
2921 EHOR 220G TestKey Ring#1 CCCiol 23 (O] InStorage A:B:C @ []
Fiest Previsus Displaying rows 1 through 3 of 3 Blens Last
[ Assign ][ Place In Storage ][ |gsue to Resp. Partp ][ Lost/Stalen ][ Broken ]

> To view keys within your unit:

Use this screen to view keys by facility.

e GoTo “My Keys”
e To view a specific item in ascending / descending order; Click the item and an arrow will

appear ﬂ click again to reverse order ﬂ
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> To view an activity log:

e GoTo “My Keys”

5]

e Click the View Log icon .

)’% Cornell University SeARCH ConNELL: Im
%L:.i.l:‘ /& Risk Management and Public Safety © Pages @ People  more options

Key Management “**TEST***

—— My Keys
Manage Keys [ Assigh ][ Flace In Storage ][ Issue to Resp. Party ][ Last/Stalen ][ Broken ]
My Key Rings
First Previous Displaying rows 1 through 3 of 3 et st
V
T
4757 2371 AGWY RES DOGSEHOE Change TestKey Ring #1 012 24 O] In Storage &:B: G @ [}
30108 2921 MAPLE 11%-126,EHDE Master C oo @ Assigned  Daneen Phillips 04/30/09 @& "\
2921 EHOB 2206 TestKeyRing#1 ©CC101 23 @ InStorage AIB:C @
st e Dizplaying rows 1 through 3 of 2 Al Last
[ Ligsign ][ Flace In Storage ][ |ssue to Resp. Party ][ Lost/Stalen ][ Broken ]

This provides the complete transaction history for a specific key, see page display below.

Cornell University SEARCH CORNEL: P

Risk Management and Public Safety OFses @ Peopie mom optons

Key Management “““TEST*,

Date NellD Log Entry

04/17/200% 02155 PM dp338  Key Instance status is now Assigned, Data updated FROM(RECIPIENT_METID='dp338 ', DUE_DATE='", STORAGE_CABINET='", STORAGE_DRAWER='
Y ETORAGE_FACIL CD='", STORAGE_HOOK="", STORAGE_ROOM="", sTORAGE_CUSTOM_LOCATION_ID="" NOTES="") TO(RECIPIENT_MNETID='
dp338 ', DUE_DATE=' 04/30/2009 ", STORAGE_CABINET='"', STORAGE_DRAWER="", STORAGE_FACIL_CD="", STORAGE_HOOK="",
STORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="", NOTES="")

04/17/200% 02155 PM dp338  Key Instance status is now Assigned, Data updsted FROM(RECIPIENT_METID='lec37 ', DUE_DATE="", STORAGE_CABINET='', STORAGE_DRAWER='
L ETORAGE_FACIL_CD="', STORAGE_HOOK="", STORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="", MOTES="") TO(RECIPIENT_METID='
dp338 ', DUE_DATE=', STORAGE_CABINET='', STORAGE_DRAWER='', STORAGE_FACIL_CD="', STORAGE_HOOK="', STORAGE_ROOM='',
STORAGE_CUSTOM_LOCATION_ID="", NOTES="")

01/12/2009 10:50 &AM lec37  Key Instance status is now Assigned, Data updated FROM(RECIPIENT_MNETID='', DUE_DATE='01/06/2009 ', STORAGE_CABINET='A ",
STORAGE_DRAWER='BR ', STORAGE_FACIL_CD='2921', STORAGE_HOOK='C ', STORAGE_ROOM="'220G ", STORAGE_CUSTOM_LOCATION_ID="
' MOTES="") TO(RECIPIEMT_METID='lec37 ', DUE_DATE="", STORAGE_CABIMET='", STORAGE_DRAWER='', STORAGE_FACIL_CD="',
$TORAGE_HOOK='", $TORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="", NOTES="")

01/06/200% 07147 PM lec37  Mew Key added
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» To filter the view:

e GoTo “My Keys”
e Click hdl to display the filter form, this will open drop down options which allow you

to search by the following: facility, key ring, due date, etc.

Cornell University SEARCH CORMELL: 9
© Pages (@ People more options

N Risk Management and Public Safety

Key Management “**TEST**

) My Keys

Manage Keys

[_ssign | [_Place In Storasespefpwie to Resp. Party | [ Lost/Stolen | [ Boken |

My Key Rings
First Previous Displaying rows 1 through 3 of & Mewt Lost
—
All All All All All All
101 TestKey Ring #1 o1z oo d ipi
2206 c 23 In Storags Danzen Phillps
GEg ceeiot 24 Sivrage Locations
AEC
4257 2921 AGWY RES DOGE,EHOB  Change TestKey Ring #1 o1z 24 @ In Storage ARG @ [
3010B 2021 MAPLE 118-126,EHOB  Master © 00 @ Assigned Daneen Phillips 04/30/00 @ [7
2921 EHOE 2206 Test Key Ring #1 ceciot 23 @ In Starage ArBicC @ ]
Fiest Praviens Displaying rows 1 through 3 of 3 Hews et

[ Assign ] [ PlacsIn Storage | [ lssus to Fissp. Party | [ Lost/Stolen | [ Broken |

e Click (highlight) on the item you wish to filter
e  Click Filter

August 2009
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> To assign a key to a key holder:

e Go To”My Keys”
e Choose the key to assign; by clicking in the checkbox
e Click “Assign”.

g Cornell University SEARCH CORMELL: 90
\LZE::‘J)} Risk Management and Public Safety © Fages @ People  more options

Key Management “**TEST

- My Keys
Manage Keys [ Azzigh ][ Place In Storage ][ |ssue to Resp. Party ][ Lost/Stalen ][ Broken ]
My Key Rings
Fiest Pt Displaying rows 1 through 3 of 3 b ast
i
i
42522921 AGWY RES DOGS,EHOB Change TestKey Ringsl 012 24 @ InStorage A:B:C @ []
—> 3010B 2921 MAPLE 118-126,EHOB Master [ 00 o Assigned  Daneen Phillips 04/30/08 @ ([}
2921 EHOB 2208  TestKeyRing#1 CCC101 23 o InStorage A:B:C @ O]
First Flreyies Displaying rows 1 through 3 of 2 farens Last
[ Agzighn ][ Flace In Storage ][ |szue to Resp. Party ][ Lost/Stolen ][ Broken ]

I

e Enter the Net ID or use the Find User option

e Due date: to assign a due date; select the date that the key must be returned or
audited

e Click El to display calendar, select date

® Notes, briefly describe the purpose for the key being assigned

e  Click “Assign”.

My Keys
Manage Keys

walid Test Group & < =3 oo Aszigned @ Caneen Phillips
My Key Rings

Key Assignment Info l

Aszign to Find User
Cue Date ]
e
Motes
—l
0/1000

f
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» Toplace a key in storage:

e GoTo “My Keys”
e Choose the key to place in storage; by clicking in the checkbox
e Click “Place in Storage”. This works even when the key is already assigned.

g Cornell University SEARCH CoRMELL: 9o
\LZE::‘J)} Risk Management and Public Safety © Pages @ People  more options

Key Management “**TEST

—p My Keys
Manage Keys [ Azzigh ][ Place In Storage ][ |ssue to Resp. Party ][ Lost/Stalen ][ Broken ]
My Key Rings
Fiest Pt Displaying rows 1 through 3 of 3 b ast
W
i
42522921 AGWY RES DOGS,EHOB Change TestKey Ringsl 012 24 @ InStorage A:B:C @ []
— 3010B 2921 MAPLE 118-126,EHOB Master [ 00 o Assigned  Daneen Phillips 04/30/08 @ ([}
2921 EHOB 2208  TestKeyRing#1 CCC101 23 o InStorage A:B:C @ O]
First Flreyies Displaying rows 1 through 3 of 2 farens Last
[ Agzighn ][ Flace In Storage ][ |szue to Resp. Party ][ Lost/Stolen ][ Broken ]

e Choose Facility: enter the facility code or choose from the drop down options
e Choose the room within the facility
or
e Choose a Custom Location from drop down option
o Identify cabinet or drawer and hook
* Note, as needed, provide any information regarding the storage of this key
Click “Place In Storage”.

[ ]
QE Cornell University SEaRCH ConMELL: a0
@’ Risk Management and Public Safety © Pages @ People  more options

Key Management TEST .

My Keys
Manage Keys

walid  Test Group & o c oo Assigned (D) Daneen Phillips
My Key Rings

Key Storage Info

Facility
i--- Select Facility --- iv]
Roamm
--- Select Roam --- | | —
Sustom Lacation --- Select 3 Custom Location --- [ w |
Cabinet -
Crawer D o
Hook —
Motes
0/1000

Place In Storage

t
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> Tolssue a key to a responsible party: (see definition)

e GoTo “My Keys”
e Choose the key you wish to assign; by clicking in the checkbox
e Click “Issue to Resp. Party”.

) Cornell University SEARCH CORMELL: 90

a:gi::";ﬁ Risk Management and Public Safety © Fages @ People  more options

Key Management “**TEST

- Ly Keys
Manage Keys [ Azzigh ][ Place In Storage ][ |ssue to Resp. Party ][ Lost/Stalen ][ Broken ]
My Key Rings
Fiest Pt Displaying rows 1 through 3 of 3 b ast
AT
i
42522921 AGWY RES DOGEEHOR Change TestKeyRing=l 012 24 €] InStorage A:B:C @ []
> 30108 2021 MAPLE 118-126,EHOB  Master c 00 O] Assigned  Daneen Phillips 04/30/00 @ [}
2921 EHOR 220G TestKey Ring#1 <€CC101 23 o InStorage A:B: C @ []
First Flreyies Displaying rows 1 through 3 of 2 farens Last
[ Agzighn ][ Flace In Storage ][ |szue to Resp. Party ][ Lost/Stolen ][ Broken ]

f

e Enter the Net ID or use the Find User option

e Due date: to assign a due date; select the date that the key must be returned or
audited

e Click EI to display calendar, select date

e Notes: Indicate the reason this key is being assigned (e.g.; visiting professor)

e Click “Issue to Resp. Party”.

My Keys
Manage Keys

walid  Test Group & C c on assigned (1 Daneen Bhillips
My Key Rings

Key Assignment Info ‘

Assign to | Find User ==
Cue Date [H —
—  stes
/1000
|szue to Resp. Party ][ Cancel ]
Key Management System Manual 68 August 2009

Version 1.0



» Torecord a lost / stolen key:

If a key has been lost/stolen, per Policy 8.4, the key holder must immediately report the loss to
their immediate supervisor, the KCC and the Cornell Police. The KCC is responsible to track
within the KMS.

e Go To “My Keys”

e Choose the key you wish to mark as lost/stolen; by clicking in the checkbox
e Click “Lost/Stolen”.

{ ﬁ"ﬁ Cornell University SeancH CoRmeL:
%L?::‘J),& Risk Management and Public Safety © Pages @ People  more options

Key Management “**TEST***

— iy Keys
Manage Keys [ Asgsigh ][ Flace In Storage ][ Issue to Resp. Party ][ LaostStalen ][ Broken ]
My Key Rings
Fiest Previous Displaying rows 1 through 3 of 3 et st
i S
t
4252 2921 AGWY RES DOGSEHOE Change TestKey Ring#1 012 24 €] InGtorage A:B: G @ [
301086 2921 MAPLE 118-126,EHOB Master C 00 @ Assigned  Daneen Phillips 04/30/00 @& :‘
2921 EHOB 2208 TestKeyRing#1 ©CCC101 2z o InStorage A:B:C @ []
Fiest Pt Displaying rows 1 through 3 of 3 b Lask
[ Assign ][ Place In Storage ][ |ssue to Resp. Party ][ Lost/Stolen H Broken ]

Notes briefly describe circumstances of the loss of keys
e Click Lost/Stolen
v'  If a replacement key is needed, the request must be made to the KCC at the time of the
report of the lost/stolen key. The KCC will request using the appropriate form.

{ﬁ’% Cornell University
,g@::‘); Risk Management and Public Safety

Keyv Management “**TEST** .

My Keys

Manage Keys

valid  TestGroup & C oo Assigned @ Caneen Phillips
My Key Rings
—> Motes
of1000
Lost/Stolen
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> Torecord a recovered lost / stolen key:
(The KCC must notify CUP that the key has been recovered.)

e GoTo“My Keys”
Choose the key you have recovered; by clicking in the checkbox

v" note: the key must be placed in storage, prior to re-assigning to a key holder

e  Click “Place in Storage”.

Cornell University SEARCH CORNELL: ge

Risk Management and Public Safety © Pages @ People  more options

Key Management “**TEST '

g iy Keys

Manage Keys [ Asgsign ][ Flacs In Storage ][ lssue to Resp. Party ][ Logt/Stalen ][ Broken ]

My Key Rings

Fiest Fevious Displaying rows 1 through 2 of 3 [ Last
W
4292 2921 AGWY RES DOGE,EHOB Change TestKey Ring#1 012 24 @ In Sterage A:B:C
30108 2921 MAPLE 118-126,EHDB Master 3 o0 1 Assigned  Daneen Phillips  04,/30,/09
2921 EHOB 220G TestKey Ring=1 CCClol 23 [ InStorzge A:B:C
Fiest Prawisus Dizplaying rows 1 thraugh 3 of 3 Hans
[ Assign ][ Place In Storage ][ |z3ue to Resp. Party ][ Lost/Stalen ][ Bioken ]

t

e Choose Facility: enter the facility code or choose from the drop down options
e Choose the room within the facility

or
e Choose a Custom Location from drop down option
¢ Identify cabinet or drawer and hook
e Note, as needed, provide any information regarding the storage of this key
e Click “Place In Storage”.

Manage Keys

walid  Test Group & < < oo Assigned () Daneen Phillips
My Key Rings

Key Storage Info

Facility

T ala et Faciliy - v]
--- select Raom - [ | —

Custem Lecation - Select a Gustam Location --- [+ | <

Room

Cabiner

Hook

—
Drawer
—

Motes

Q1000

[ Place In Storage ][ Cancel ]
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> Torecord a broken key:

The broken key or pieces must be sent back to lock shop to be destroyed.

e GoTo “My Keys”
e Choose the key that has been broken; by clicking in the checkbox
e Click “Broken”.

SEARCH CORNELL: ao

Management and Public Safety © Pages @ People  more options

Key Management “**TEST***

—p My Keys 1

Manage Keys [ Azzigh ][ Place In Storage ][ |ssue to Resp. Party ][ Lost/Stalen ][ Broken ]

My Key Rings

Fiest Pt Displaying rows 1 through 3 of 3 b ast
AT
42522921 AGWY RES DOGS,EHOB Change TestKey Ringsl 012 24 €] InStorage A:B:C @ []
’ 3010B 2921 MAPLE 118-126,EHOB Master [ 00 o Assigned  Daneen Phillips 04/30/08 @ ([}
2921 EHOB 2208  TestKeyRing#1 CCC101 23 o InStorage A:B:C @ O]
First Flreyies Displaying rows 1 through 3 of 2 farens Last
[ Agzighn ][ Flace In Storage ][ |szue to Resp. Party ][ Lost/Stolen ][ Broken ]

e Choose Key Assignment Info (the person at the Lock Shop)
e Note: briefly describe broken key was sent to?? at the lock shop to be destroyed.
e Click “Broken”.

Cornell University SEARCH CORMELL:

Risk Management and Public Safety © Pages @ People  more o

Kev Management TEST

My Keys
Manage Keys
walid Test Group & =3 oo Assigned (0 Danesn Phillip=
My Key Rings
Key Assignment Info

Selact ---- Select a Lock Shop User ---- [ ]

Key Storage Info

Facility
o Select Facility —oo T
Raarm
Select Room --- [

Gustom Lecatian — -~ Salect a Custam Location — 2]

Cabinet

Drawar

Hook

Motes

o/1o00

t
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Manage Keys

This field allows the user to organize keys by groups, key holders, and manage due dates for specific

college or unit.

> Toview keys within your unit:
Use this field to organize assigned keys by key groups, key holders and the audit of key holders

and key groups.

e Go To “Manage Keys”
To view a specific item in ascending / descending order;

i

e Click the item and an arrow will appear ﬂ click again to reverse order

{ “E Cornell University
ag?::é& Risk Management and Public Safety

Keyv Management TEST !

My Keys
> Manage Kays [_aissign | [ Place In Storage | [_Issue to Resp. Party | [ Lost/Stolen | [ Broken |
My Key Rings
“iew keys by location: | --- &ll Facilities --- [»]
FHsE Previeus Cisplaying rows 1 through 3 of 3 b st
7 Display . [ Create Key Ring | [ Add ToKey Ring |
—p [ Test Group A © oo Assigned Daneen Phillips 4/30,°00 @ [F
Test Group B Coo101 23 In Storage A B O @® [T
Test Group B o1z >4 In Starage AR C @@ [T
FHsE Previeus Cisplaying rows 1 through 3 of 3 e ast
|_&ssign | [ Flace In Storage | [ Issue to Resp. Faty | [ Lost/Stalen | [ Eroken |
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> To view an activity log:

e GoTo “My Keys”

5]

e Click the View Log icon .

{ )"i Cornell University
agg:? 7 Risk Management and Public Safety

Key Management ““*TEST*** .

My Keys
Manage Keys  e— [ sissign | [ PlaceIn Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |
My Key Rings
iew keys by location: | --- all Facilities -—- o]
FHesE Pewies Cisplaying rows 1 through 2 of 2 bt st
S Display " 1 [ Create Key Ring ] [ add To Key Hing ]
B
Test Group A [ o0 Assigned Daneen Phillips 4/30/00 @ [T
Test Group B cociol 23 In Starage AR C a@® [
Test Sroup B o1z =4 In Storage AR S @ [T '
FHesE Pewies Cisplaying rows 1 through 2 of 2 R st
[ sissign | [ PlaceIn Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |

This provides the complete transaction history for a specific key, see page display below.

Cornell University SEARCH CORNELL: P

Risk Management and Public Safety Oriss @ People more options

Key Management “~TEST*,

Date Netll Log Entry

04/17/2009 02:35 PM dp338  Key Instance status is now Assigned, Data updated FROM(RECIPIENT METID='dp338 ', DUE_DATE="', STORAGE_CABINET='', STORAGE_DRAWER='
|, STORAGE_FACIL_CD='', STORAGE_HOOK="", STORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="", NOTES="") TO(RECIPIENT_NETID='
dp338 , DUE_DATE=' 04/30/2009 ', STORAGE_CARINET="", STORAGE_DRAWER="", STORAGE_FACIL_CD="', STORAGE_HOOK="",
STORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="" NOTES=""

04/17/2009 02:35 PM dp338  Key Instance status is now Assigned, Data updated FROM(RECIPIENT_METID='lec37 ', DUE_DATE="", STORAGE_CABINET="", STORAGE_DRAWER='
| STORAGE_FACIL_CD="", STORAGE_HOOK="', STORAGE_RCOM="", STORAGE_CUSTOM_LOCATION_ID="", MOTES="") TQ(RECIPIENT_NETID='
dp338 |, DUE_DATE="", STORAGE_CABINET="", STORAGE_DRAWER="", STORAGE_FACIL_CD="', STORAGE_HOOK="", STORAGE_ROOM="",
STORAGE_CUSTOM_LOCATION_ID="", NOTES="")

01/12/2009 10:50 AM lec37  Key Instance status is now Assigned, Data updated FROM(RECIPIENT_METID="', DUE_DATE='01/06/200% ', STORAGE_CABINET='A,
STORAGE_DRAWER='B ', STORAGE_FACIL_CD='2921", STORAGE_HOOK='C ", STORAGE_ROOM='220G ", STORAGE_CUSTOM_LOCATION_ID="
' MOTES="") TO(RECIPIENT_METID='leca? ', DUE_DATE="", STORAGE_CABINET='"', STORAGE_DRAWER="', STORAGE_FACIL_CD="",
STORAGE_HOOK="", STORAGE_ROOM="", STORAGE_CUSTOM_LOCATION_ID="", NOTES="")

01/08/2009 07:47 PM lec37  Mew Key added
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» To filter the view:

e Go To “Manage Keys”
e Click hd to display the filter form, this will open drop down options which allow you
to search by the following: key group, key attributes, key holders, due dates.

Cornell Uni r

Risk Management and Public Safety

Key Management ““*TEST*** .

My Keys

) Manage Keys [ sissign | [ PlaceIn Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |

My Key Rings

iew keys by location: | --- all Facilities -—- o]

Fiess Feeuieus Displaying rows 1 through 2 of 3 Flens Lass

1 [ Create Key Ring ] [ add To Key Hing ]

B
Test Group A [ o0 Assigned Daneen Phillips 4/30/00 @ [T
Test Group B cociol 23 In Starage AR C a@® [
Test Sroup B o1z =4 In Storage AR S @ [T
Fiess Feeuieus Displaying rows 1 through 2 of 3 VY JEEE
[ sissign | [ PlaceIn Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |

o Click (highlight) on the item you wish to filter
e Click “Filter”.

Cornell University

Risk Management and Public Safety

Kev Management “**TEST"**

My Keys

Manage Keys [ Assian | [ Place In Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |

My Key Rings

Wiew keys by location: | --- &ll Facilities ——— [~
Fiess Prasious Dizplaving raws 1 thraugh 3 of = v Last
P Hide Filte [ Create Kew Ring | [ 4dd To Key Ring |

8

— [CFiter ] [A1 All All All
Test Group A | [012 oo Azsigned Daneen Phillips
Taze Group B = 23 In Starage =
cccion za

= Test Group A [ oo Assigned Daneen Phillips 4/30,/00 @ []
Test Group B coC101 23 In Storage AR C @ ]_f
Test Sroup B a1z z4 In Starage AR C @® [ ]

Fiess Prewiads Displaying rows 1 through 3 of 3 Blens JERY

[ Assian | [ Place In Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |
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» To create a key ring
IMPORTANT: Key Rings must be created in the KMS before being assigned keys.

e Go To “Manage Keys”
e Choose the keys to create a new key ring; by clicking in the checkbox
The addition of keys to a key ring has the following constraints:

v’ Keys must all be from the same Key Group

v’ Keys must not already be on another Key Ring

v’ Keys must be in storage, (i.e, not assigned to an individual)

e Click “Create a Key Ring”.

"’g Cornell University

Risk Management and Public Safety

Key Management TEST !

My Keys
—)ptianage Keys [ sissign | [ PlaceIn Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |
My Key Rings
iew keys by location: | --- all Facilities -—- o]
FHesE Pewies ‘ Cisplaying rows 1 through 2 of 2 bt st
T 1y [ Create Key Ring ] [ add To Key Hing ]
a
Test Group A [ o0 Assigned Daneen Phillips 4/30/00 @ [T
Test Group B cociol 23 In Starage AR C a@® [
Test Sroup B o1z =4 In Storage AR S @ [T
FHesE Pewies Cisplaying rows 1 through 2 of 2 R st
[ sissign | [ PlaceIn Storage | [ Issue to Resp. Party | [ Lost/Stolen | [ Broken |

e Input Key Ring Description within the text field
e Click “Create Key Ring”.

My Keys
Manage Keys Key Ring Description test 123 —

My Key Rings Key Group dp Key Ring Test

My Key Profiles
Keys To be Added

Manage Key Groups

Manage AKCCs KAALA Kaal 2 In Storage 1iia

Manage Custom KAZ kaz 2 In Storage 104
Locations

Manage Special Info

Create Kep Ring

1
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> To add keys

to a key ring:

Go To “Manage Keys”

Choose key(s) you wish to add to a key ring; by clicking in the checkbox
The addition of keys to a key ring has the following constraints:

v Keys must all be from the same Key Group

v Keys must not already be on another Key Ring

v' Keys must be in storage, (i.e, not assigned to an individual)
Click “Add To Key Ring”.

Cornell University

Risk Management and Public Safety

Keyv Management TEST !

My Kays
—> Manage Keys

My Key Rings

Key Ring Description

Key Group

Keys To be Added

[_&ssign | [ Place In Storage | [ Issue to Resp. Paty | [ Lost/Stalen | [ Broken |
“iew keys by location: | --- &ll Facilities --- [»]
FHsE Previeus Dlsplal,llnlrows 1 through 3 of 3 b st
7 Display . [ Create Key Ring | [ Add ToKey Ring |
sicuplh
) |  TestGroup A [ o0 Assigned Daneen Phillips 4/20,/00 @ [F
Test Group B Coo101 23 In Storage A B O @® [T
Test Group B o1z >4 In Starage AR C @@ [T
FHsE Previeus Cisplaying rows 1 through 3 of 3 e ast
|_&ssign | [ Flace In Storage | [ Issue to Resp. Faty | [ Lost/Stalen | [ Eroken |

Select Key Ring from drop down
Click “Add KT/S to Key Ring”.

--- Select a Key Ring --- ;I

Vehicle 402

+ [

Keystamp Keayse KeaySeq Status sSsuance
SM SM 5 In Storage W12
Add Keys to Key Ring Cancel
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My Key Rings

After a key ring has been created (see the steps above) you can assign the key ring to a key holder, place
in storage, issue to a responsible party, or mark as lost/stolen or broken.

> Toview key rings:

e Go To “My Key Rings”
This provides a list all key rings that you as an AKCC are responsible to manage.

{%‘

)’E Cornell University e ComveL: o

I

&) Risk Management and Public Safety Qrios @ Peopie more options
s E )

Key Management “*“TEST*** ..,

My Keys

Manage Keys [ Agsign H Place In Storage ” Issue to Pesp. Party ” Logt/Stalen ” Broken ]

e My Key Rings

TestKey Ring #1 TestGroup B 2 InStorage A:B:C M s

[ Assign H Place In Storage ” |58 to Resp. Paty ” Lost/Stolen ” Broken ]
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» Toremove keys on key rings:

e Go To “My Key Rings”
o Click the Edit icon ﬂ (on the right next to the appropriate key)

ﬁ Cornell University SEARCH CORNELL g0
%@I::}),q Risk Management and Public Safety Orioss @ People more options

Key Management ““TEST** ...,

My Keys

Manage Keys [ Assign H Place In Storage ” |33 to Resp. Party ” Lost/Stolen ” Broken ]

— My Key Rings

¢ TestKeyRing #1 TestGroupB 2 InStorage A1BiC Mo ;<

[ Assign H Flace In Storage ” Issue to Resp. Party ” Lost/Stolen ” Braken ]

e Click the Remove from Key Ringicon * (next to the appropriate key you wish to

remove).

My Keys
Manage Keys key Ring Description Test Key Ring #1
My Key Rings Eey Group Test Group B
Manage Key Groups
Manage AKCLs
Manage Custom o1z 24 Show Special Rooms
Locations

GCG101 23 Show Special Rooms
Manage Special Info
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e  Click “OK”.
This will prompt you to confirm the key storage location.
My Keys
Manage Keys Ket Ring Descnstion | ApFS Test Koy Fing
Key Group  EPR Kays

My Key Rings

My Key Profiles

Manage Key Groups

The page at https://cft-rmps.coldfusion.cornell.edu says:

Are you sure you want to remove this key from the ring? After you click Ok, you will have to tell
what the storage location of the key is.

Cancel

e Edit information, if needed.
e Click “Place in Storage”.

My Keys

Manage Keys
walid  TestGroup B 012 01z 24 In storage (L) AiB:C
My Key Rings

My Key Profiles Key Storage Info

Manage Key Groups Facility 2921
PEAST HILL OFFICE BUILDING [2921] V
Manage AKLCs
Room 220H
Manage Custon 220H [+]
Locations i
Custam Lacatian --- Select 3 Custom Location --- | W
Manage Special Info Cabinat A
Drawer B
Hook C
Motes
11000

Flace In Storage
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» To assign a key ring:

e Go To “My Key Rings”
e Choose the Key Ring that you wish to assign by clicking in the checkbox
e Click “Assign”

{Fﬂ‘ﬁ) Cornell University SEARCH CORNELL: g0
%(g::z),e Risk Management and Public Safety Q Pages @ People more options

Key Management “*“TEST** ...,

My Keys

Manage Keys ’ Assign ” Place In Storage ” Issue to Resp. Party ” Lost/Stalen ” Braken ]

=P My Key Rings

— W TestkeyRing#1 TestGroupB 2 InStorage A:B:C Mo ¥

[ Aasign ” Flace In Storage ” I33ue to Resp. Party ” Lost/Stolen ” Broken ]

e Enter the Net ID or use the Find User option

e Enter a due date if appropriate. You would use this to assign the date that the key ring
must be returned.

e Click El to display calendar and select a date, or you can type a date into the box

e Enter notes if needed. You may choose to indicate the reason the key ring is being
assigned or any other pertinent information.

e Click “Assign”.

EL‘E'D?"E Cornell University
agil::g& Risk Management and Public Safety

Kev Management “**TEST***

My Keys
Manage Keys
walid  Test Group B CCC101 Cooci01l 23 In Storage (D) AR C

My Key Rings
walid  Test Group B 012 a1z z4 In Storage (1) AR C

Key Assignment Info 1

Assign to | Find User

Due Date ] m—

m—  Hotes

[n¥ Nululu]

T
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> To place the key ring in storage:

e Go To “My Key Rings”
o Choose the Key Ring to be placed in storage by clicking in the checkbox
e Click “Place in Storage”.

Cornell University SEARCH CORNELL go

Risk Management and Public Safety ©Fin @Popie mor cptios

Key Management ““TEST* ...,

My Keys

Manage Keys [ Assign ” Place In Storage ” Issue to Resp. Party ” Lost/Stolen ” Broken ]

> iy Key Rings

estKey Ring#1 Test Group B 2 In Storage A:B: C Mo 4

[ Assign ” PlaceIn Storage ” Issue b Resp. Pary ” Last/Stalen ” Broken ]

f

e Choose the Facility by facility code or use the drop down menu- the last storage location is
automatically entered

e Choose the room within the facility from the drop down options

or

e Choose a Custom Location from drop down options. (Note: custom locations have to already
exist. See section

e Manage Custom Storage Locations on page 59.)

e Identify cabinet or drawer and hook.

e Note any information regarding the storage of this key or any other pertinent information

e Click “Place In Storage”.

My Keys

Manage Keys

walid Test @roup B CCC101 cooi101 zZ® In Sterage (D) AL BT
My Key Rings
walid  Test Group B 012 o1z 24 In Storage (L) AR C

Key Storage Info

Facility 2921
fEAST HILL OFFICE BUILDING [2221 ] T~ '
Roam 220H
zz0H [ET —
Custem Locatien --- Select a Custom Location --- | w | h
Cabinet & —
Crrawer E
Hook C —
— yotes
of1000
[ Flace In Starage | [ Cancel |
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» Toissue the key ring to a responsible party:

e GoTo “My Key Rings”
e Choose the key ring you wish to assign by clicking in the checkbox
e Click “Issue to Resp. Party”.

ﬁ"ﬁ Cornell University SEaACH ComEL: e
agir::‘)g Risk Management and Public Safety OFie @ People more optios

Key Management “““TEST*** ...,

My Keys

Manage Keys ’ Assign H Place In Storage ” Issue to Resp. Party ” Lost/Stalen ” Broken ]

=P My Key Rings

— ¥ TestKeyRing #1 Test GroupB 2 InStorage A:B:C Ho §

[ Agsigh H Place In Storage ” Issue to Resp. Party ” Lost/Stolen ” Broken ]

1

e Enter the Net ID or use the “Find User” option

o Due date: You would use this to assign the date that the key must be returned or audited.

e Click El to display calendar, select date- or you can type a date into the box mm/dd/yyyy

e Note any information regarding the reason this key ring is being assigned (e.g.; visiting
professor) or any other pertinent information

e Click “Issue to Resp. Party”.

My Kays
Manage Keys
walid  Test Group B CCC101 cociol 23 In Storage (1) AR C

My Key Rings
valid  Test Group B 012 01z 24 In Storage (1) ALBLC

Key Assignment Info l

Assign to | Find Lise -
Cue Date [F  <m—
—b Motes
0/1000
[ lzsue to Resp. Party ][ Cancel ]
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» To record the key ring as lost/stolen:

If a Key Ring has been lost/stolen, per Policy 8.4, the key holder must immediately report the
loss to their supervisor. The supervisor should contact the KCC who will report the loss to the
Cornell Police as appropriate. The KCC is responsible to track the lost/stolen key within the
KMS.

e Go To “My Key Rings”

e Choose the key ring you wish to mark as lost/stolen; by clicking in the checkbox

e Click “Lost/Stolen”.

{‘%”E Cornell University SEARCH CoRNEL: T
*&Ey,v Risk Management and Public Safety O Fies @ Peope  more optons

{18

Key Management “**“TEST* ..,

My Keys

Manage Keys ’ Aissign ” Place |n Storage ” Issue bo Resp. Party ” Lost/Stolen ” Broken ]

> My Key Rings

w1 TestKeyRing #1 TestGroupB 2 InStorage A:BiC Mo 7

’ Agzign ” Place In Storage ” zsue to Resp. Party ” Lost/Stalen ” Broken ]

e Note a brief description of the circumstances regarding the lost/stolen key ring.

e Click “Lost/Stolen”.
v If a replacement key is needed, the request must be made to the KCC at the time of the report of

the lost/stolen key. The KCC will request the new key by completing the University Key Order

Form.

My Keys
Manage Keys

valid  Test Group B CCC101 CCCi0l 23 In Storage CD AB:C
My Key Rings

valid  Test Group B 012 o1z 24 In Storage CD AlB:C

— [otes
o/i000
Lost/Stolen
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» Torecord a recovered lost / stolen key ring:
(Notify CUP that the key has been recovered.)

e Go To “My Key Rings”
o Choose key ring that has been recovered by clicking in the checkbox

e Click “Place in Storage” (Note: the key must be placed in storage, prior to re-assigning to a
key holder or responsible party)

) Cornell University SERCH CoRvELL: 3

o/ Risk Management and Public Safety OFiges @ Prope more options

Key Management “*“TEST*** .,

My Keys

Manage Keys [ Assign ” Place In Storage H Issue to Resp. Party ” Logt/Stalen ” Broken ]

> iy Key Rings

_’»/ Test Key Ring #1 Test Group B 2 InStorage A4:B:C Mo s

l Assign ” Place In Storage H |38 to Resp. Paity H Logt/Stolen ” Broken ]

1

e Choose the Facility by facility code or use the drop down menu. The last known storage location
will automatically be entered. You may edit the location or if it is appropriate click “Place In
Storage”.

e Choose the room within the facility from the drop down options

or

e Choose a Custom Location from drop down options

o Identify cabinet or drawer and hook

e Note any information regarding the key ring

e Click “Place In Storage”.

My Keys

Manage Keys
walid Test Greup B CCC101 coC101l 23 In Sterage (2 AR C
My Key Rings
walid Test Group B 012 01z 24 In Storage (12 A BT

Key Storage Info

Facility 2921 P
fEAST HILL OFFICE BULLDIMNG [2921] T 7

Room 220H
zzoH [ <+

Custam Lecation --- Select a Custom Location -—- [w | -

Cabinet & <

Drawer E

Haook C h

—  pioes

01000

[ Place In Storage | [ Cancel |

f
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» Torecord a key ring as broken:

e GoTo “My Key Rings”.

e  Choose the key ring you wish to mark as broken by clicking in the checkbox. Note that this
will “break” all keys on the key ring. If you wish to indicate only one key as broken, see the

next section to record one key on a key ring as broken.

e  Click “Broken”. This will remove all keys from the key ring. They will be listed individually

in Manage Keys and each will have a status of “Broken”. There will be no keys associated
with this key ring.

ﬁ‘g%n‘:;f);ﬁ Cornell University

Risk Management and Public Safety

Key Management “““TEST*** ...,

My Keys

Manage Keys ’ Assign H Place In Storage ” Issue to Resp. Party ” Lost/Stalen ” Broken ]

=P My Key Rings

/0 TestKey Ring #1 Test GroupB 2 InStorage A:B:C Ho

[ Agsigh H Place In Storage ” Issue to Resp. Party ” Lost/Stolen ” Broken ]

t
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e Choose Key Assignment Info (person at lock shop to “assign to”)
or
e Choose the Facility by facility code or using the drop down menu, which would be used if key(s)
is being stored in your office before being sent to lock shop to destroy
e Choose the room within the facility from the drop down options
or
e Choose a Custom Location from drop down options (Note: custom locations have to already
exist. See section
e Manage Custom Storage Locations on page 59.)
o Identify cabinet or drawer and hook
e Note briefly describe where broken key ring has been stored until sent to Lock Shop to be
destroyed or other pertinent notes.
e Click “Broken”.

My Keys

rManage Keys
walid  Test Group B SCC101 Soc101 2s In Storage (L ARG T
My Key Rings
walid  Test Group B D12 o1z 24 In storage LY AR C

Selact ---- Selact a Lock Shep User ———- [ % l
Key Storage Info
Facility 20921
EAST HILL SFFICE BUILCING [2924] T~ —
Room 220H
zzom ~ <
Custem Lacaion - Select a Custem Location ——- [ <
Cabinet Y
Drawsr B
Hoal C
— s

of1oo0
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» Torecord a key on key ring as broken:

e GoTo “My Key Rings”
e Choose the key ring (where the key is that has been broken) by clicking the checkbox
e Click Editicon ﬂ

"‘)’% Cornell University SERCH CoRreLL: %

58
@’g Risk Management and Public Safety © Figes @ People  more options

Key Management “*“TEST ...,

My Keys

Manage Keys [ Assign ” Place In Storage ][ Issue to Resp. Party ” Lost/Stalen ][ Braken ]

m—Piiy Key Rings

Test Key Ring #1  Test Group B 2 InStorage A:B:C Mo 594—

[ Agzign ” Place In Storage ][ Issue to Resp, Party ” Lost/Stolen ][ Broken ]

e Click E to remove key from key ring

{ ‘ﬁ Cornell University
a&?i 9 Risk Management and Public Safety

TaY.

Key Management “**TEST*** ..,

My Keys
Manage Keys Key Ring Description Teszt Key Ring #1
5 My Key Rings Eey Group Test Group B
01z 24 Show Special Rooms
CoClol 23 Show Special Rooms ¥
This will take you to the Place in Storage screen.
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e Click “OK”".

The page at https://cft-rmps.coldfusion.cornell.edu says: ﬁ

Are you sure you want 1o remave this key from the ring? after you click OK, you will hawve to tell
what the storage location of the key is.

oK |[ Cancel ]

This will take you to the “Place in Storage” screen.

e Choose the Facility by facility code or using the drop down menu, which would be used if key(s)
is being stored in your office before being sent to lock shop to destroy

e Choose the room within the facility from the drop down options
or

e Choose a Custom Location from drop down options (Note: custom locations have to already
exist. See section

e Manage Custom Storage Locations on page 59.)

e Identify cabinet or drawer and hook
e Note any pertinent notes.

e Click “Place in Storage”.

"% Cornell University

Lo Risk Management and Public Safety

Keyv Management TEST !

My Keys

Manage Keys

walid Test Group B CCC101 ccc1o1 Z3 In Storage (1) AR T
My Key Rings
walid Test Group B 012 a1z za In srarage (1) AR C

Key Storage Info

Facility 2921
fEAST HILL OFFICE BUILDIMG [2921] ] &
<«
Raam 220H
220H [>] 4—
Custom Location --- Select a Custom Location —-- [ & | =
Cahinet s 1
Crawer E
Haook C

Motes

o/1000

|_Place In Storage | [ Carncel |

!

Now that the key has been removed from the ring, you will need to mark the key as broken. See “To

record a broken key” on page 71.
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Reports

Currently reports are available for individual key transactions. These will allow you to print a summary
of all of the keys that have been issued to an individual by you as the AKCC. In the near future,
additional reports will be available to facilitate the annual review of key inventories.

» To create an individual transaction log:

e Go To “Reports”

e Choose “Individual” l

My Keys .
v Rey Individual Report

Manage Keys Group Report

My Key Rings

—p Reports

e Enter the netid of the person you would like a transaction log for

e Click “View Report”

My Keys

Manage Keys Enter a NetID —_— View Report |

My Key Rings

Reports

August 2009
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The transaction log will display on the screen.

e Choose “Excel version of report” to get a report you can print and have the keyholder

sign.
My Keys
Manage Keys Enter a NetID I View Report |
My Key Rings =P Excel version of report
Reports KCC or AKCC Margaret Elizabeth Matta Keys Issued To: Paula Hope Grantier
Netid: phgtl

Phone Number: 607-254-1575

Cornell Affiliation: staff

Key Key Key Sequence Status Date and Time Due Date Access Access MNotes
Group Set Stamp Number Issued Room(s) Building
dp test KA KA 2 Iszued to 03/13/2009 06/30/2009 grandmaster
group Resp. Party 03:58 PM

A dialog box will appear indicating that you have chosen to open an excel file.

e Choose “Open with Microsoft Office Excel (default)”

Opening kms_report_dp338.xds | X| |

You have chosen to open

2] kms_report_dp338.xs
which is a: Microsoft Excel Warksheet
from: https: fjcft-rmps.coldfusion. cornell.edu

~ What should Firefox do with this file?

IS

i~ Save File

I Microsoft Office Excel (default) j

[T Do this automatically for files like this from now on.

— K I Cancel

An additional dialog box will appear asking if you are sure the file is OK to open.
e Choose “Yes.”

Microsoft Office Excel E3

The file you are trying to open, 'kms_report_dp333.xls', is in a different format than specified by the file extension. Verify that the file is not
. corrupted and is from a trusted source before opening the file. Do you want to open the file now?

Help |
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An Excel file will open with the transaction log for the keyholder.

‘@ ) E; = kms_report_dp338 [Read-Only] - Microsoft Excel - o
~ e Pag&iﬁynul Fnr\as Deupar A:Eat @ - = x
= = [T [?L‘—] = }H = = ? :_] ZAutusumv%?ﬁ
I B Calibri 11 1A ||| =) Wrap Text General ) E5) _ﬁ‘:td I;Iﬂ = r n_s =i
P romatainter | (B4 A i ey e e B R e ([ @ e e e
Clipboard iE] Fant & Alignment & Number LE] Styles Cells Editing
| Al ~ (2 I ‘ Organization/Department:
[ A B c D £ £ G H i J 3 L
1 Oréaniz n[DEEartment: .I Keys Issued To:  LauraE. Cecere
2 KCCor AKCC Daneen Phillips Netid: lec37
3 Phone Numb: G07-254-6477
a Cornell Affili n: staff
5
6 Key Group Key Set Key Stamp| Sequence Number Status Date/Time Issued | Due Date | Access Room(s) | Access Building | Notes| Date/Time Signed In| Signiture of Ak
=
38 |dp test group KA KA 6| Assigned 3/30/2009 9:09| 4/15/2009| grandmaster
9
10 By signing this form, | agree to the requirements and responsibilities set forth in Policy 8.4 - Management of Keys and Other Access Control Systems. Specifically | agree to:
11 - Maintain control of issued access control devices
12 |- Prevent unauthorized use or duplication of access control devices in my possession i |
13 |- Relinguish access contorl devices when | no longer need them or | am no longer authorized J
14 - Immediately notify my supervisor and the Key Control Coordinator or Associated Key Control Coordinator signing this form of a lost or stolen key
15
16
17
18 Signature of Key Recipient Date
12
20
21 |@® 2009 Cornell University, Custom Applications Last Update: February 27, 2009
22 |Send guestions and comments to KMS Support Page Report a problem
23
24
25
2
27
4 4 b b | kms_report_dp338 < TJ 4 T Im
Ready | B3

Before printing this file, you’ll want to make sure it will print on one page.

e  From the Microsoft Menu in the top left = - , choose “Print”, “Print Preview”
e Choose “Page Setup”
a1 B e D
(it
- Print va
. ) | [§ MextPage 3]
—@ \hﬁ'b' _d Previous Page e
Print Page Zoom ; Close Print
Setup Show Margins | prayview
Print Zoom Preview
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e Choose “Landscape” for the Orientation

e Choose “Fit to 1 page wide by 1 page tall” to fit the log on one page. You may need to
choose 2 or more pages tall if the keyholder has a large number of keys.

e Click “OK”

Page Setup

e Have the keyholder sign the transaction log

e Sign the transaction log yourself and file the log appropriately. This log will be used to
capture the keyholder’s signature when the keys are returned.
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Appendix A — Forms

The following is a list of the forms available to help you manage access control:

FIRST, each unit and college must first authorize Key Control Coordinators (KCC) and Access Control
Coordinators (ACC)

We are currently renewing authorizations for those that manage keys and access control devices for
each college and unit. If you haven't completed this authorization since June 25, 2009 you will need to
complete a new authorization.

Authorization of Access Control Coordinators and Key Control Coordinators is required by Deans and
VPs. The authorization form should be completed, printed, signed and submitted to the Cornell
University Police Crime Prevention Section in G-2, Barton Hall.

Designate to the Vice President or Dean This form may be used by the Dean or VP to designate an
individual responsible to assign Access Control Coordinators and Key Control Coordinators. After this
form is signed by the Dean or VP and submitted to Cornell Police, the designate would have the
authority to sign the Authorization Form for ACCs and KCCs.

After authorization of KCCs and ACCs, the following forms may be used to order keys, track transactions
and conduct annual reviews

University Key Order Form This form is used to order keys from the University Lock Shop. Specific
instructions for completing and submitting a request for keys are included at the top of the form.

Transaction Log for Key Issuance and Annual Review This log can be used to record transactions
associated with inventory tracking and issuance of keys. It can also be used for the review of key

inventories that must be completed at least every two years. Best practice shows that done more
frequently, annually or twice a year, the review is easier to keep current.

Key Management System Manual 93 August 2009
Version 1.0



Appendix B — Frequently Asked Questions

1.

3.

What was the driver for the policy changes?

This policy has been updated as a result of extensive examination of public safety and security
practices and policies at Cornell and in support of a strategic priority launched to provide a higher
level of safety and security for our community. This update provides enhanced policy guidelines for
the management of physical keys and sets a campus-wide standard for card-access systems.

| already inventory keys with my own system. Does this meet the policy requirements?
Your key inventory system must meet the following requirements from Policy 8.4:

KCCs are required to maintain accurate documentation of all physical key transactions using a
manual or automated system of record keeping. At a minimum, transaction records must contain the
following information:

e  Physical key assignment
Name of the device holder or storage location
Cornell dffiliation of the device holder
Contact information for the device holder
Key set number and unique identifier of each key signed out
Due date for key, as appropriate
Date and time of sign-out
Date and time of sign-in
Signatory approval of the KCC or AKCC handling the transaction
Signatory approval of the recipient acknowledging that he or she alone will use this device as
authorized
e Change in physical key access location
0 Key system information (bitting number, keyway, etc.)
0 Location to be accessed

O O0OO0OO0O0OO0O0O0OOo

If my current tracking system meets the requirements of the policy, why should | use the KMS?
Per Policy 8.4 you must use the KMS for spaces with special access restrictions:

All physical keys to spaces with special access restrictions (e.g., those with highly hazardous
materials or highly valuable assets) must be inventoried in the university Key Management System
(KMS).

The KMS is a central inventory system. It allows the university to track physical keys in one location,
rather than in a number of isolated locations across campus. This is important in the event of an
emergency. Police and emergency response personnel will be able to use the system for reference
and more quickly restore a situation to safety.

Additionally, key inventories can be easily maintained and the KMS facilitates the review process of
key inventories that must happen at least once every two years. The KMS ensures the key inventory
requirements of Policy 8.4 are met. The KMS will also help units meet the requirement to review
key inventories at least once every two years. If you do not use the KMS, your key inventory system
is subject to auditing by the Cornell University Police.

Because the KMS is used by the Lock Shops (both PDC and Campus Life), as well as Facilities
Customer Service, Building Care and the emergency services personnel, processing of key requests
will be easier via the KMS and tracking of keys becomes much more efficient with a common system
between all of these organizations.
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set.

The cost to use the KMS is free and is therefore no more expensive than other current systems on
campus. The KMS is maintained centrally and users are not charged a fee to use the system.

Phase Il of the KMS project, expected to be complete during 2009, will include electronic routing of
approvals. This means that keys may be requested and approved on-line — eliminating the need for
routing paper forms within an organization to the KCC, then to the Cornell Police and on to the Lock
Shop. This will considerable improve the efficiency of managing physical keys.

I’d like to use the KMS. How do | get my existing key inventory information into the KMS?
A data conversion process is available for importing key inventory information into the KMS. See

Appendix C — Importing Key Instance Information into the KMS.

How long has the system been in place? Who is using it?

The KMS went into production in January 2009. It is currently being used by both Lock Shops (PDC
and Campus Life), Facilities Customer Service, Building Care and the units that were involved in the
development of the system, including: the College of Veterinary Medicine and the College of Human
Ecology.

Who was on the committee to develop the KMS?

The development committee for the KMS included a large number of stakeholders including:
representatives of both Lock Shops (PDC and Campus Life), the Cornell University Police, Facilities
Customer Service, Building Care, Campus Life administration, the College of Human Ecology and the
College of Veterinary Medicine. CIT Information Services provided the business analysis,
programming and database support.

The stakeholders involved in the development of the system have a strong knowledge about keys
and key systems. Their organizations are varied in the way they manage KCCs and AKCCs. The
systems also range in size. The College of Veterinary Medicine has more than 10,000 key instances
that are being managed within the KMS.

How will you help me get started with the KMS?

Please review the slide presentation on-line at www.rmps.cornell.edu/keysinfo for a brief overview
of the KMS and how it works.

A key inventory conversion process is available to help you transition your existing data into the
KMS. See

Appendix C — Importing Key Instance Information into the KMS for more information.

We will provide regular training classes on how to use the KMS. Please check the website
(www.rmps.cornell.edu/keysinfo) for training class information.

The policy says that all keys must be stamped with a unique identifier within 2 years. How do |
accomplish this?

recommend stamping each key with a unique sequence number in addition to the key stamp or key
(Reference

Key Parts on page 13.) Risk Management & Public Safety has made available kits that may be
borrowed to stamp your organization’s keys. Contact the PDC Lock Shop at x5-7112 to request the
next available stamping kit.
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We recommend performing stamping on keys during the annual review of the KCC's key inventory.
As each key in the inventory is verified it can be stamped. A best practice we've seen is to inventory
and stamp the keys during an individual's annual performance dialogue.

In the interim until you get your keys uniquely identified with sequence numbers, the KMS will
identify keys with duplicate sequence numbers when you go to issue the key. This will be a
reminder that the key should be stamped with a unique sequence number before issuance.

9. How is facility and people information kept current?

The KMS ties to the facilities inventory and PeopleSoft, pulling both facility and people information
into KMS and avoiding duplication of this information within the KMS. This ensures that the
university’s data of record is used for all transactions within the KMS.

10. What if | need additional help or have questions about the KMS?

First contact your KCC for help with the KMS. If your KCC is unable to address the question, send a
request to kmsusers@cornell.edu.
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Appendix C — Importing Key Instance Information into the KMS

As of the publishing of Version 1.0 of this manual, the key conversion process in just being finalized and
is expected to be complete in August 2009. As soon as the final forms and process are available, this
manual will be updated and posted on the following website: www.rmps.cornell.edu/keysinfo/kmsinfo.
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