User's Manual

Dome IP Camera

V4.21

Please read this manual carefully before you
attempt to Install this product and retain it for your

future reference.



Physical Description

Dome IP Camera

Metal Mounting Kit
Status LED

Reset Button

SD Card Slot

Aviation Connect

Plugin

Built in

Microphone

LENS

Hardware Reboot & Restore

The Reset button is used to restore the factory default settings.
Sometimes resetting the system can return the camera to normal

operation.

Restore - Press and release the reset button with a paper clip or thin
object. The LED light will be out, after few seconds it will relight again.
(Note: that all settings will be restored to factory default)

Status LED
The LED indicates the status of the Network Camera.
1) Green LED - Power is being supplied to the Network Camera.

2) Blinking Orange LED — IP camera has been connected and data is
present.



Adapter Box

T

Aviaton Conneclor

Power Socket

Audio Out

110 Terminal

©)
©0
2
g

Ethemet RJ45 Plug

General 1/0 Terminal Block

This Network Camera provides a general 1/0 terminal block which is
used to connect external input / output devices. The pin definitions
are described below.

Oomml |$8bei
oog - DI: Digital Inpu
© % 2- DO: Digital Output
K — 1- 12V: Power, 12V DC
Pin No. Name Function Description

This is a signal ground use for
Dl and DO.
Digital Connect to GND to activate or

4 GND Ground

Input deactivate by software setting.

With a maximum load of 1A

and maximum voltage of 60V

DV, this output has an

open-collector NPN Darlington

o transistor with the emitter to
Digital .

2 DO the GND pin.

Output )

If used with an external relay, a

diode must be connected in

parallel with the load, for

protection against voltage
transients.

1 12v Power 12VDC £ 10%, max. 0.4A
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DI/DO Diagram

Please refer to the following illustration for the connection method.

12V
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I
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S Power+12V
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¥’ Digital output
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+12V I
I
I
I

— A pmis

“Digital input *

I
PIM 4
| Ground

© o T

1234

4- GND: Ground

3- DI: Digital Input

2- DO: Digital Output
1-12V: Power, 12V DC
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Installation Method

Please refer to the illustration and consider environment differences to appropriately mount the IP camera.

1) 2) 3)

Notes: This 2) 3) is extra mounting Kit and required to buy separately, please contact with
your dealer.
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Installation steps for metal bracket

1) Take out the Installation Template (from the packing box), and stick it to the desired installation spot on your ceiling. Please mark down the 4
circles that show on the figure. (see picture below)

1. before turning position

2. after turning position
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2) Screw down the metal bracket with the same position as the instruction figure, and drill the hole with at least 20mm diameter in specific
area.
Notes: this step is very important, and includes 2 key factors, 1. The centre line of the biggest circle should be on the same horizontal line as

the other circles. 2. The biggest circle should be between 20mm to 25mm in diameter.

2. after turning position
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3) Before you try to attach the Dome IP camera to the ceiling, take off the white plastic chips (at cable outlet), then push the cable down into
the gap between camera and plastic ring ( see the picture below), then feed the cable connector into the biggest hole, and align the microphone

hole with the mark circle.

Back Side

uuuuuuu

2. after wurning positon
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4) Turn the camera 90 degrees (anticlockwise), using the microphone hole as reference.
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Internet connection

Connected Via a router

Before setting up the Network Camera over the Internet, make sure
you have a router and follow the steps below.

1) Connect your Network Camera behind a router, the Internet
environment is illustrated below.

Regarding how to obtain your IP address, please refer to Manually
Setting TCP/IP Settings for a Camera for details.

TP address : 192.168.160.100
Subnet mask : 255 255.255.0
Deefolt router : 192168 168.254

IP address : 192168168, 188
Subnet maxk : 255.255.255.0
Defoult router : 192.168.168.254

WAN (Wide Area Metwark )
Router TP address : from TSP/

= T /j
S
" LAM (Local Area Metwork)
Router IP address : 192.168.168.254

Cable or DSL Modem

2) In this case, if the Local Area Network (LAN) IP address of your
Network Camera is 192.168.168.100, please forward the following
ports for the Network Camera on the router.

. HTTP port

° RTSP port

° RTP port for audio

° RTCP port for audio

° RTP port for video

° RTCP port for video

If you have changed the port numbers on the Network page, please
open the ports accordingly on your router. For information on how
to forward ports on the router, please refer to your router’s user’s
manual.

3) Find out the public IP address of your router provided by your ISP
(Internet Service Provider). Use the public IP and the secondary
HTTP port to access the Network Camera from the Internet. Please
refer to TCP/IP Setup for details.
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Connected directly to a Computer

You can also connect the IP Cam directly to a computer. Please note
that in this mode you will not be able to view your IP Cam from

anywhere else apart from the computer you are currently using.

Connect one end of the network cable in to the IP Cam Network
Connection socket, and plug the other end in to a spare network

port on your computer.

Connect the included power adapter to the power port on the
camera and the other end into an electrical socket. Do not turn the

power on at this time.

You must then assign your computer an IP address so it can talk

easily to the camera.

For Windows system:

1. Open the Control Panel and double click on “Network
Connections” then right click on your “Local Area Network”
connection, and click Properties. Be sure to select the Network icon
that corresponds to where you have plugged the IP Cam in to — so
this would not be listed as a Wireless, WiFi or Bluetooth Network.

2. Select “Internet Protocol (TCP/IP)” then click Properties.

3. Take note of your current TCP/IP Settings and then click on “Use
the following IP settings”

4. In the “IP Address” Field type in the number 192.168.168.20

5. In the “Subnet Mask” type in 255.255.255.0

6. Leave “Default Gateway” setting blank (The camera will
automatically assign itself this IP address when no DHCP server is
present)

7. Leave DNS server settings blank.

8. Click “OK” then “Close” to apply these settings.

9. Turn the power on to the IP Cam.

The Connectivity Status indicator on the front of the camera will

light up.
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Viewing the camera from your mobile phone

The camera provides the ability to view the cameras monitored
through your mobile phone as a live video stream, it supports the
telecommunications standard of 3GPP streaming format. All 3G
enabled mobile devices and most 2G phones that support the
streaming standard of 3GPP are compatible. Otherwise, you also can

view the pictures even if your phone is not 3GPP compatible.

1) For example, if camera’s external IP address is 202.96.135.206 and
external port is 8151, then type http://202.96.135.206:8151/mobile
in your Internet browser address bar of mobile phone, the login

screen will appear:

Picture live ]

’ IGPP stream live ]

’ Setting ]

2) To click the “Picture live” button if your mobile phone is not 3GPP
standard, then you can view the pictures which will refresh every 3

seconds.

3) To click the “3GPP stream live” if your mobile phone support 3GPP

standard, and the following screen will appear:

RTSP Session

Notes: You have to click “Setting” button, make sure that the Mobile
stream is enabled and the RTSP authentication is disabled before you

view the 3GPP stream live.

19



Manually Setting TCP/IP Settings for a Camera

In most cases, this is not required as the router will assign the correct
settings to the camera. It is however useful if you want to setup the
TCP/IP settings of the camera before you connect to it, if DHCP is
disabled across your network, or if you have subnet network

problems.

1) Launch Camera Setup program to detect cameras on the local

network.
2) Click on “Setup” button and the following setup interface will pop

up.

192. 168. 168. 100 setup

Bazic information

Device Hame: [Hetwork Camera

Location: [Defanlt Location

HITF Fort: |80

Hetwork information

(¥ Obtain an IP addresz sutomatically |

(" Use the following IF address

IP address:
Subnet mask:
Default gateway: |

* Obtain DHS server address automatically

(" Usze the following DNS server address

Primary DES zerver address:
Secondary DS server sddress:

3) Enter a unique name for the camera, the location (optional) and
leave the default port number as 80. “Obtain an IP address
automatically” and “Obtain DNS server address automatically” are
selected by default, if you are confident enough to enter your own
settings, you can do so by selecting “Use the following IP address” and

follow the guidelines on the next page.

4) To obtain the IP addresses specific to your network, click “Start”

then “Run” and type “cmd” in the text box and click “Ok”. The will

|n

bring up the MS-DOS prompt and in this window type “ipconfig/al

and press enter. A screen similar to the one below will be displayed.

AWINDOWS\system3 2\emd. exe
C:~>ipconfigrall
llindows IP Configuration

e : OFFICE
Primary Dns Suffix

Mode Type

IP Routing Enabled
WINS Proxy Enabled

: Unknown

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix
Description

Physical Addr : BA-19-D1-63-3D-58
Dhcp Enabled : Yes
Autoconfiguration Enahled : Yes

IP Addres: : 192.198.1.52
Subnet Ma : 255.255.255.8
Default Gat
DHCF Server
DNE Servers

e Intel<R> 825620 1B-188 Network Conne

: 194.186.56.6
194.186.33 .42

: 31 May 2887 17:01:18

: 31 May 2087 19:81:18

Lease Ohtained
Leaze Expires
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5) Take Notes of the following:
a. IP Address
b. Subnet Mask
c. Default Gateway
d. DNS Servers (Both numbers with the first being the primary DNS

server and the second being the secondary DNS server)

6) Enter the details Noted in step 5 into the relevant fields.

Notes: The default IP address of the camera is 192.168.168.100This

can be changed to any IP address on your IP range.

° For example if the IP address of your PCis 192.198.1.52

° then the IP address of your camera should be unique and on the
same subnet

° i.e. 192.198.1.X where X is any number between 1 and 255 except
52

Ensure the IP address you chose is not the same as other network

devices on your network as this will result in conflict and may cause

the device to not to work properly.

7) Once you’ve entered the details click “Apply” then “Exit”.
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Program installation & Usage

The camera Setup utility can easily and quickly detect cameras
connected to your local network and list them on the Camera Setup
window; also you can use the camera Setup utility to assign an IP

address to each camera.

NETWORK CAMERA

INSTALLATION CD-ROM
1) Insert the Installation CD into your CD-ROM drive and the

" Install Camera Setup -

. . installation screen should appear automatically (See image below). If
Install Multi-Live -

it does not, click “Start” then “Run”. In the text field enter
“D:\autorun.exe” (if “D:” is the letter of your CD-ROM Drive)

“Install Adobe Reader =+

Documents e

=

|

2) Click on “Install Camera Setup” and with the following screen Click
“Next”.

3) If you want to change the default folder click “Change” to replace
otherwise click “Next”.

4) Click “Install” to install IP Camera Software.

5) Click “Finish” to end the installation. You should now find an icon

on the desktop.

TN . N cmeek I [Hews| | | cance [
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6) Double-click the Camera Setup icon on the Desktop to launch the
g program. The Camera Setup utility should automatically find your

Camera camera if is correctly connected (See image below).

& Camera Setup v1.3.2.0 @[=)[3] Refresh - Click Refresh to search for cameras on the local network.
Model [ Hane Location | TP Address C Setup - Select the required camera and click Setup to configure the
TFCAMY Hetwork Camera Defau. .. 192 165. 16§. 100 oo:1

|

network settings for the camera.

Befresh Open - Select the required camera and click Open to access the

Setup

i

camera via a web browser.

foen Exit - Click Exit to exit the Camera Setup window.

|

Tips: Select and double click one of the cameras from the Device list, to

open the camera view via the web browser.
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Network Camera

Q " Setiing =

Enter Network Password

.‘? This secure Web Site (at 192.168.168.100) requires you to log on.

3

Please type the User Name and Password that you use for Webs.

User Name  |admin =]

Password |

[~ Save this password in your password fist

| DK;! Cancel

Launch the Program

1) Find Icon from the desktop and double click it,
2) Find IP Camera from the pop up window

3) Double click the relevant IP Camera item or click “Open” button, the

IP camera homepage will shows up with your default Internet explorer.

Loginin

You could choose to click on the item Enter to access the picture
viewing interface or the item Setting to access the system setting

interface.

The dialog will appear. The default username and password for IP
Camera is:
Username: admin

Password: admin

Tips: The general users assigned by the administrator are not allowed
to enter the system Setting interface. They can only be permitted to

Enter the picture viewing interface.
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User Interface

Home | Setting

— T

Audio upload —

O,
$E-
Bes

Size

) saoxaso
U 320x240
(J 180x120

Home - takes you back to your Homepage.

Settings - will take you to the cameras internal settings.

Audio Upload - Press and release to start sending audio from your computer’s microphone to the camera

speakers.

Press and release to stop sending audio.

Volume----
Mute - Click the Mute button to mute the audio.
Slider - the slide block horizontally to adjust volume.

Image----
Snapshot - Press the Snapshot button to capture a still image of the camera view. Click Save to store the
snapshot on your computer, the file is automatically assigned the data & time of the snapshot. Press Cancel to
exit.
Zoom - Click on the + button and the cursor turns to a magnifier. Move the magnifier to the desired location
and click on an image area. Press - button to return to the normal view.

Record-----
Recording - Press the Record button to record video and audio (if enabled). This will save the file in ASF
format on your PC.
Recording options - Click this button to set the recoding parameters. You can set record path, video file size
and select whether to star recording automatically when motion is detected and the length of the recording in

seconds.

Image size - There are three Image Size options: [640x480] [320x240] [160x120] Please Notes that this only
changes the image size being viewed not the image size the camera is transmitting and/or recording. To

change the transmitting/recording image size, please refer to the Stream Setup.
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Network Camera Interface Setting

Change the passwords

Network Camera Wizard | 8= 1) Click on Settings from the home page. When connecting the

camera for the first time or after resetting it to its default

settings, the setup interface start page below will load.

It is recommended that you change the admin password in

order to avoid unauthorized access to the camera. To do this

follow the instructions by clicking on the underlined link “here”
Please note the default administrators password has not been changed. For security to access administrator password editing page
reasons it is recommend that you change this by clicking here. :

2) Type the password in both fields then click Save. Please take

Edit user Notes of the password. If you forget the password, the camera
User name: admin will have to be reset to its default settings in order to gain
Password: ||"" | access to the settings page and this will also reset all other
Re-type password: |u". | settings you may have changed.

[Save] [ Delete ] [Back]
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Enter Network Password it i }JI

@ This secure Web Site (at 192.168.168.100] requires you to log on. 3) You are required to re-login with the changed password.

Please type the User Name and Password that you use for Webs.

UserName |admin ~]

E I I-nnu-
I Save this password in your password list

I OK;! Cancel |

* User modified successfullyt

Camera user list
Notes: After successful login, the following page will appear.

MNo. |User name Group
1 admin Administrators
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Camera

Camera Setup

From the home page click settings and enter the administrator user name and

password.

r
Network Camera

-

Wizard | System | Support | Reboot

Camera setup

Camera:
Light frequency:
Image mirror:
Image flip vertical:
Moonlight mode:
Power LED light:

Microphone:
Volume:
G.726 bit rate:
AMR bit rate:

Speaker out:
Volume:

Show FPS in ActiveX:

@ Enable €

@ Enable €

GO0Hz ~

D On @ Off
0 On @ Off
O On @ Off

@ on © Off
@ on © Off

| Disable
10 -

16 ~ kbps
59 = kbps

) Disable
14 -

¥ Camera

Camera Setup

Stream Setup
Q5D Setup

P Network

P Alarm

b Alarm Server
} Storage

} Tools

Notes: If the camera is inversely installed, images flip horizontally and images flip

vertically should be turned on at the same time.

Camera:

Light frequency- Two options: 50Hz & 60Hz. Set
according to the mains frequency in the country of
use. For UK this would be 50Hz.

Image mirror- Image can be flipped from left to right.
Image flip vertical- Image can be flipped up and
down.

Moonlight mode- Turn On/off the brightness setting
according to the light intensity of the area being
monitored manually.

Power LED light- Turn on/off the power & network
LED indicator of camera.

Show FPS in ActiveX- Show FPS On/Off in ActiveX

control.

Microphone-Turn on/off the built-in microphone.

Volume- Adjusts the volume of the microphone from
0~14 where 0 is the lowest.

G.726 bit rate- Four options: 16, 24, 32, and 40(kbps).
Determines the quality of the audio being
transmitted.

AMR bit rate- Eight options will Determines the

quality of the audio being transmitted.

Speaker out — enable or disable speaker out function

Volume — control the Volume of the sound

Click Apply to confirm your settings.
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Camera
Stream Setup

Network Camera

Wizard | System | Support | Reboot

Stream setup

Primary stream:

Preset:
Image size:
Frame rate:
MPEG4 bit rate:
MIPEG qualify:
Snapshot gliality:
Audio:
RTSP authentication:

‘ Secondary stregm: |

Mobile stream:

¥ Camera

Camera Setup

Stream Setup

OSD Setun
Please choose bandwidth status... j b Network

10450 =]
E fps
TS;’ kbps

|?U (20-100)
ISU— (20-100) } Tools
¥ Enable ¢ Disable
& Enable © Disable

P Alarm

P Alarm Server

} Storage

' Enable ® Disable

' Enable ® Disable

Apply

Intranet stream URL

RTSP MPEG4 stream:

rtsp://192.168.168.131/live_mpeg4.sdp

RTSP MIPEG stream:

rtsp://192.168.168.131/live_mjpeg.sdp

HTTP MPEG4 stream:

http://192.168.168.131/stream.av

HTTP MIPEG stream:

http://192.168.168.131/stream.jpg

HTTP ASF stream:

http://192.168.168.131/stream.asf

HTTP snapshot image:

http://192.168.168.131/snapshot.jpg

Internet stream URL

RTSP MPEG4 stream:

rtsp://183.15.241.59:8174/live_mpeg#4.sdp

RTSP MIPEG stream:

rtsp://183.15.241.59:8174/live_mjpeg.sdp

HTTP MPEG4 stream:

http://183.15.241.59:8174/stream.av

HTTP MIPEG stream:

http://183.15.241.59:8174/stream.jpg

HTTP ASF stream:

http://183.15.241.59:8174/stream.asf

HTTP snapshot image:

http://183.15.241.59:8174/snapshot.jpg

The camera supports three streams: Primary

stream, Secondary stream and Mobile stream.

Steam setup
Primary stream- cannot be disabled. You can
use RealPlayer, VLC Player or QuickTime Player
to play the live stream from camera in Intranet
or Internet.
Secondary stream- Enable or disable secondary
it
Mobile stream- You can use mobile phone,
RealPlayer and QuickTime Player to play the live
stream from camera. The size of video is 176 x
144.

A stream list page will be shown after clicking the
stream name such as “Primary stream”. A sample

of primary stream list as left:
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Camera

r

Network Camera

Stream Setup (2)

Wizard | System | Support | Reboot

Stream satup

Brnmary stream:

Presat:

Image siza:
Frame rata:
MPEG4 bit rate:
MIPEG quakty:
Snapshot quality:
ALidio:

RTSP authenbicabon:

Secondary SEraam:

Mobile stream:

Prasal:

Image size:
Frame rate:
MPEGS it rate:
Snapshot quality:
Audio:

RTSP authenbication:

¥* Camera

Camera Sebup

Q5D Setup

Please choose bandwadth status. . = b Metwork
640x480 -

¥ Alarm
§ ~ s
T Mbps ¥ Alarm Server
70 {20-100) k  Storage
80 {20-100) b Tools
& Enable Disable

& Enable Disabla
Enable @ Disable
2 Enable Desalble

Please choose mobile bandwidth,.. ~

6 * fps

0 = wbps
o {20-100)

& Enable Disable

& Enabla (For PC)
Alternate (For Windows Mobila)
Disable (For other mobiles)

[Aeply]

Notes: Use Mobile phone to play the mobile stream from camera, but generally Mobile

phone do not support authentication, so we have to disable the RTSP authentication.

Preset- choose bandwidth status at your place
Image size- Three image resolutions available:
640 x 480(VGA), 320 x 240(QVGA), 160 x 120.
Frame rate - Twelve options:
1/2/3/4/5/6/8/10/15/20/25/30 frames per
second (fps).

MPEG4 bit rate - Select MPEG4 bit rate. Eight
options: 64, 128, 256, 512, 768, 1024, 1536,
2048 (kbps).

MIJPEG quality - Type in MJPEG video quality
value (20 —100), 20 is low quality, 100 is high
quality.

Snapshot quality- Type snapshot quality. (20 —
100), 20 is low quality, 100 is high quality.
Audio- Enable or disable audio.

RTSP authentication- Enable or disable RTSP

authentication.

TIPS: The above five settings determine the image
quality, however higher bit rates require greater
bandwidth. Please select the appropriate settings
according to your connection speed and network
traffic. If you are experiencing jerky video it may be

necessary to decrease the bit rate.

30



Camera

OSD Setup

Network Camera

4

On Screen Display Setup

0SD display: @ Enable ©

Transparent: @ Enable ©
@ Display date and time
) Display system name

@) Display the text below
@ Display the text below with date and time

Camera

L

Disable

Disable

Wizard | System | Support | Reboot

¥ Camera

4

- v

Camera Setup

Stream Setup

OS50 Setup

Metwork
Alarm

Alarm Server
Storage

Tools

This function can display system name, date and

time, or use-defined on screen.

0SD display - Enable or disable OSD function.
Transparent - Users can select whether change
OSD to transparent or not.
Display date and time - OSD is date and time of
camera.
Display system name - OSD is system name of
camera.
Display the text below - OSD is user-defined
text.
Display the text below with date and time -
OSD is user-defined text with date and time of

camera.

Click Apply to confirm your settings.
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Network

Wireless Setup

Network Camera

‘Wizard | System | Support | Reboot

. P Camera
Wireless setup
¥ MNetwork
Wireless: @ Enable O Dizable
TCR/IP Setup
351D irel Search...
wirelessne PPPoE Setup
Mode: Infrastructure =+ DDNS Setup
(zelect Infrastructure|mode if using wireless router.) UBNE Serup
Security mode: Off - P Alarm
P Alarm Server
sy
» Storage
» Tools
SSID list
v
SSID [Mode | [Channel]| [Auth] | Encrypf]| [Signall
@ [testl Infrastructure 2 WPAZ)-PSK | TKIP, AES al
test -1 Infrastructure Z OPEN NOME o
GW Infrastructure [ WPA-PSK TKIP il
wirelessnc Infrastructure 10 OPEN NOME al
OTEST Infrastructure 11 WRAZ-PSK AES il

sovl|

-

The camera corresponds to the wireless system based on
IEEE802.11b/g. Encryption establishes the security to
prevent unauthorized users to access the wireless data

communication.

Wireless Setup
Wireless- Enable or Disable the wireless function
SSID- Type the ID of the wireless network you want to
connect to using up to 32 ASCII characters or click
Search to search for available networks.
Mode- Infrastructure mode and Adhoc mode
1) Adhoc Mode - Select Adhoc mode when the
camera is directly connected to your computer.
2) Infrastructure Mode - Select Infrastructure mode
when the camera is connected via an access point or
router.
When click Search (see figure left)
SSID- selects the network name you searched.
Mode- Infrastructure mode and Adhoc mode
Channel - Wifi channel
Auth — security mode
Encryption — None, TKIP, AES
Signal - 1t show out the strength of signal

Notes: These settings have to match those of your access
point or router. Please consult your access point or router

manual on how to verify or modify these settings.
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Network

Wireless Setup
Adhoc Mode

Network Camera

Wizard | System | Support | Reboot

Wireless setup
Wireless:

S5ID:
Mode:

Becurity mode:
huthentication:
WEP key type:
WEP key Index:
WEP key:

Re-type WEP key:

& Enable € Disable

wirelessnc

Adhoc 'I

(select Infrastructure mode if using wireless router.)

WEPB4bit =

Search... |

» Camera

¥ Network

Wireless Setup

TCP/IP Setup
PPPoE Setup
DDNS Setup
UPNP Setup

P Alarm
b Alarm Server
} Storage

P Tools

.1

When you select Adhoc mode. (See figure left)

Security mode - WEP64bit or WEP 128bit
Authentication - Select WEP authentication mode.
WEP Key type - Select the WEP key type. Either in
hexadecimal or ASCII characters.

WEP key Index - Specify up to 4 WEP keys.

WEP Key - Type the password.

Re-type WEP Key - Re-confirm the password.

Click Apply to save changes.

Click Test to test whether connection is successful.
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Network

Wireless Setup
Infrastructure mode

Network Camera

Wizard | System | Support | Reboot

Wireless setup

Wireless: % Enable ¢ Disable

SSID: wirelessnc

Mode: Infrastructure v!
(select Infrastructure mode if using wireless router.)

Security mode: WPA-PSK j
Encryption type: W

WPA key:

Re-type WPA key: I

Search |

P Camera

¥ Network

Wireless Setup

TCP/IP Setup
PPPoE Setup
DDNS Setup
UPMNP Setup

P Alarm
} Alarm Server
} Storage

P Tools

-

When you select Infrastructure mode. (See figure

below)

Security mode- Security mode is not only
WEP64bit or WEP128bit but also WPA-PSK or
WPA2-PSK.

Encryption type- TKIP and AES.

WPA key-Type 8-63 characters as password.
Re-type WPA key- Re-confirm the password.

Click Apply to save changes.

Click Test to test whether connection is successful.
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Network

TCP/IP Setup

Network Camera

-

Wizard | System | Support | Reboot

TCP/IP Setup

IP address:
Subnet mask:
Default gateway:

Primary DMNS IP address:

@ Obtain an IP address automaticall
@ Use the following IP address

) Obtain DNS Server address autom
@ Use the following DNS server addn

Secondary DNS IP address:

v (DHCP)

192.168.168.207
255.255.255.0
192,168, 168.253

Etically
eSS
192168, 168.253

HT TR/RT SP port:
RTP paort range:

@ Use Basic Authentic ation

HT TR/RT SP Authentication method:

(@ Use Digest Access Authentication

80
30000 -

I

Apply

30200

} Camera
¥ Network

Wireless Setup

TCP/IP Setup

PPPoE Setup
DDNS Setup
UPNP Setup

P Alarm
P Alarm Server
3 Storage

b Tools

HTTP/RTSP port -The default HTTP port is 80, it is also be used as RTSP port.

RTP port range - It is for UPnP port forwarding, 1 camera actually use 2 RTP ports, one

for video, the other for audio. (See UPnP setup)
HTTP/RTSP Authentication method - Select Basic Authentication or Digest Access

Authentication.

The camera is set up to obtain the IP address
automatically (DHCP) by default. Should you may wish
to assign the IP address manually, use the TCP/IP Setup
page to enter the address details.
Obtain an IP address automatically (DHCP):
1) If your network supports a DHCP server (e.g.
router) select this option to have the IP address is
assigned automatically.
2) If you select Obtain an IP address automatically
and you should select Obtain a DNS Server address
automatically.
Use the following IP address: Select this option when a
fixed IP is required.
IP address - Type the IP address of your camera.
Subnet mask - Type the subnet mask.
Default gateway - Type the default gateway.
Obtain DNS Server address automatically:
If your network supports a DHCP server (e.g. router)
select this option to have the DNS Server address is
assigned automatically.
Use the following DNS server address:
Primary DNS IP address - Type the IP address of the
primary DNS server.
Secondary DNS IP address - Type the IP address of

the secondary DNS server, if necessary.
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Network

PPPoOE Setup

Metwork Camera

Wizard | System | Support | Reboot

PPPoE setup

PPPoE dial-up:

Enable |{© Disable

Service name:
User name:

Password:

Re-type password:

P Camera

¥ Network

Wirelezs Setup
TCPR/SIP Setup

PPPoE Setup

DDNS Setup
UPNF Setup

P Alarm
P Alarm Server
P Storage

P Tools

The camera can be installed without a PC on the
network. Some XDSL services use PPPoE

(Point-to-Point Protocol over Ethernet).

PPPoE dial-up - Enable or disable PPPoE
connection.
Service name - Either an ISP name or a class of
services that is configured on the PPPoE
server. This field may be left empty.
User name - Type the user name.
Password - Type the password.

Re-type password - Re-confirm the password.

Click Apply to confirm your settings.
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Network

DDNS Setup
Network Camera
DDMS setup
DDNS: | % Enable | Disable

Service provider:
Host name:
User name:

Password:

Re-type password:

33220rg v

Reqgister

Wizard | System | Support | Reboot

P Camera

¥ MNetwork
Wireless Setup
TCP/IP Setup
PPPoE Setup

DDNS Setup

UPNF Setup

b Alarm
} Alarm Server
} Storage

} Tools

Dynamic DNS (DDNS) is simply a way of using a
static hostname to connect to a dynamic IP
address. When connected to your ISP, you are
assigned a temporary IP address. DDNS services
keep track of your IP address and route your
Domain name to that address when you wish to

connect to the camera from a remote location

DDNS - Enable or disable DDNS connection.
How to add DDNS
1. Enable the Dynamic DNS function.
2. Select your preferred DDNS service
provider from the list then click Register.
3. Enter the Host Name details and password
supplied by your DDNS service provider

when you registered.

Click Apply to confirm your settings
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Network

UPNP Setup
r
Network Camera Wizard | System | Support | Reboot
UPNP setup “| » camera
_ - . ¥ Network
UPNP: @ Enable © Disable shwer
Wireless Setup
Gateway HTTP/RTSP port forwarding: @ Enable © Disable TCR/IP Setup
PPPoE Setup
External HTTP/RTSP port range: 8150 -- 8350 DONS Setup
Gateway RTP port forwarding: @ Enable © Disable 2| » Alarm
External RTP port range: -- » Alarm Server
o } Storage
Note: RTP port range can't be changed here, you should change it in TCP/IP
setup page. } Tools
Apply
4 m F

1. Tips: If set port range is 8150~8350, camera will ask router to add a port forwarding
rule automatically. In this rule, the internal port is camera default port 80, the external
port is 8150, and IP address is camera's IP. Use this setting, users can visit the camera
from Internet through the router with this URL http://routeripaddress:8150.

2. Tips: If there are several cameras in Local Network, the first one which first be opened
will use 8150 as external port, and second one will use 8151, third one use 8152 etc.

Every camera will remember its port, it will preferentially use this port in next power on.

The camera supports UPnP which is enabled by

default. This function requires a Windows XP/Vista
= operating system. It is a quick way to discover the

camera on your network. Please make sure that

the UPnP function is enabled on your PC.

UPnP - Enable or disable the UPnP function.
Gateway HTTP/RTSP port forwarding - Enable
or disable this function.

External HTTP/RTSP port range - Using this
port, automatically adds a port forwarding rule
to a router via UPnP protocol. Please Notes that
not all routers support this function. Refer to
your router manual for further details.
Gateway RTP port forwarding - Enable this
function, users can use mobile phone,
RealPlayer or QuickTime Player to visit the
camera from Internet through the router.
External RTP port range - 30000—30200
default. (See TCP/IP setup)

Click Apply to confirm your setting.
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http://routeripaddress:8150/�

Network Camera

Wizard

System information

System

Model:

IP CAM

System up time:

4 Days 06:15:04

BIOS/Loader version:

2.1 {build 0001)

Firmware version:

4.21 (build 20101104)

ActiveX Control version:

1,2,5,0

MAC address:

00:80:48:01:23:45 (008048012345)

Ethernet

Status: connected
Mode: Static

IP address: 192.168.168.209

Subnet mask:

255.255.255.0

Default gateway:

192.168.168.253

PPPOE

Status:

No connection

DNS Server

Primary DNS IP address:

192.168.168.253

Secondary DNS IP address:

DDNS
Status: |Success
Host name: |ipcamdemo.8800.org

external IP address:

[183.15.167.210

UPNP port forwarding

Status: |Disab|e
Internet Connection

Status: |connected
Storage

Current storage: SD card
Status: Ready
Total: 1872 MBytes
Used: 1517 MBytes
Available: 355 MBytes

Current users

No user is active

-

1| System | Support

Camera

Camera Setup
Stream Setup
0OsSD Setup

Might Vision Setup

Network
Alarm

Alarm Server
Storage

Tools

System

System information

Click System at the top right of Settings page to

show the System information. See figure

This is a very useful screen as it shows you what
parts of your Camera are properly or incorrectly

setup.

Use it to find your DDNS address, static IP,

internal IP, gateway and much more.

It also shows you which Users are currently
viewing the camera, and from what IP address

they come from.

If DDNS setup successfully and go into effect,
Internet URL will show DDNS host name instead.

(See figure below for example)

UPNP

Status: Success

Gateway external IP address: 121.35.132.14

Gateway external port: 8150

Internet URL: http://mywireless.3322.0rg: 8150
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Alarm

r

Digital 1/0 Setup

Network Camera

Wizard | System | Support | Reboot

Digital I/O setup

Digital input:

Digital output:

Digital input's active state is:

Digital output's active state is:

@ Enable © Disable
@ Low © High

@ Enable ) Disable
@ Open © Grounded

(LI

} Camera
} Network

* Alarm

Digital I/O Setup

Motion Detection
Schedule Setup
Alarm Management
Periodic Sending

Buffer Management

} Alarm Server
} Storage

} Tools

-

Digital 1/0 Setup:
Digital input —Enable or Disable the
function
Digital input’s active state is:
Low — with low active method
High — with High active method

Digital output — Enable or Disable the
function
Digital output’s active state is:

Open — open the circuit

Grounded — with grounded situation
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Alarm

Motion Detection

Network Camera Wizard | System | Suppot | Reboot

Camera

¥ Window 1

Threshold Network
Alarm

i

S Digital I/0 Setup

—_— Motion Detection
Schedule Setup

¥ Hindow 2 Alarm Management

Threshold ; 1

—_—_— Periodic Sending

,7 Buffer Management

Sensitivity Alarm Server
Storage

¥ Window 3

Thyashold Tools

—

Sensitivity

p—

¥ Windew 4

Threshold

Senzitivity

f—
Apply

Motion Detection can trigger an alarm that sends images or video feed via e-mail or FTP (File Transfer Protocol). You can set up to four different
Motion Detection windows.

Window - Check this box to enable the window.

Threshold - Set the threshold bar to the amount of motion required to trigger the alarm.

Sensitivity- Set the measurable difference between two sequential images that would indicate motion.
Click Apply to confirm your setting.
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Alarm

Schedule Setup

Metwork Camera Wizard | System | Support | Reboot
¥ Camera
Schedule setup
¥ Network
Schedule ID: 4 - v Alarm
—_ - Tall !
Every day Always * Start time |0 |- [0 | End time [24 |: [0 | P E TS
Mation Detection
Sunday Range - Start time 0 : 0 End time 24 : 0
o . . Alarm Management
Monday Rangs = Start time 0 . 0 End time 24 . 0 °
— ] ] Periedic Sending
Tuesday Range ™ Start time 0 v 0 End time 24 1] Buffer Management
[a] i ] 0 i 24 ]
Wedne=zday  Range - Start time End time b Alsem
Thursday Range - Start time 0 : 0 End time 24 : 0
— ¥ Storage
[ Friday Range ™ Start time 0 v 0 End time 24 0
P . . ¥ Tool
[F] saturday Range - Start time 0 : 0 End time 24 0 ams
Apply

Alarm Sending, Periodical Sending and Buffer Sending sends images via e-mail or FTP according to schedule setup
Schedule ID - you could setup with 4 period of time
Every day- Select every day or not. Sunday ~ Saturday- Select Sunday ~ Saturday or not.
Always- Enable in any time.
Range- Enable between start time and end time.
Except- Enable except start time to end time.

Click Apply to confirm your setting.
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Alarm

Alarm Management

FTP alarm management

MNetwork Camera

Wizard | System | Support | Reboot

Alarm Management setup

Alarm mode:
FTP alarm management:
e-Mail alarm management:

HTTP event alarm management:

Arm O

Enable

2 Enable

) Enable

Disarm

@ Disable
@ Disable

@ Disable

Camera
Network

Alarm

Digital I/O Setup
Motion Detection
Schedule Setup

IAIarm Managementl

Periodic Sending

Buffer Management

Alarm Server
Storage

Tools

= Motion Detection can trigger an alarm that sends

images via FTP or e-mail and send URL via HTTP.

Alarm management setup:
Alarm mode - Enable or disable all alarm.
FTP alarm sending - Enable or disable FTP alarm
sending function.
e-Mail alarm sending - Enable or disable e-Mail
alarm sending function.
HTTP event alarm sending - Enable or disable
HTTP event alarm function.
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Alarm

Alarm Management

FTP alarm management FTP alarm management:
O — R e e Trigger time - How many seconds does camera
keep snapshot the images after get a motion
} Camera
Alarm Management setup alarm.
} Network
Alarm mode: & Arm ¢ Disarm . Al Trigger FPS - How many images does camera
arm
: - snapshot every second after get a motion alarm.
FTP alarm management: nable ¢ Disable Motion Detection p Y 8
Schedule Setup FTP server ID - Select one FTP server, click Setting
99 I seconds (1-20) E— to set FTP server.
Trigger FPS: I1 Images/sec (1-5) = 2 ) _
. Buffer Management Remote path - Path where to save the image file
FTP server ID: |1 vl Setting |
Remote path: L L e on the FTP server.
. »
Snapshot from: Primary stream =] e Snapshot from - Select source stream that
: \ } Tools
Image file name: il snapshot from.
Suffix of fila name: & Date time © S/N ¢ None . .
Effective period: & aways € schedule [1] | Setting | Image file name - Type image file name.
Alarm interval time: |o Seconds (0-86400 0:not limit) Suffix of file name - Select suffix of file name.
. Effective period - Select Effectiv riod. If select
e-Mail alarm management: € Enable @ Disable ff p ele ective period elec

schedule, click Setting to set schedule.
HTTP event alarm management: € Enable ® Disable Alarm interval time - Scope: 0-86400 sec, when
the alarm time remains at 0 second, no alarm
trigger restricted. Otherwise, the triggering

interval will just be the setting alarm time. Alarm

within the time will not be triggered.
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Alarm

Alarm Management
e-Mail alarm management

" .1

Network Camera

e-Mail alarm management:

Wizard | System | Support | Reboot . .
| Sy | Support | Trigger time - How many seconds does camera

» Camera i i
Alarm Management setup keep snapshot the images after get a motion
b Network alarm.
Alarm mode: ® arm © Disarm = e

Trigger FPS - How many images does camera

Motion Detection

FTP alarm management: ' Enable & Disable

Schedule Setup snapshot every second after get a motion alarm.

Alarm Management

Pericdic Sending

e-Mail alarm management:| Enable ' Disable

e-Mail server ID - Select one e-Mail server, click

Trigger time: |1 seconds (1-20) Buffer Management Setting to set e-Mail server.

Trigger FPS: |1 Images/sec (1-5) » Alarm Server File attachment - Switch file attachment on or off.
e-Mail server ID: M=l M b Storage Snapshot from - Select source stream that
File attachment: & on C Off b Tool hot f

ools
Snapshot from: Primary stream j snapshot from.

Image file name: I Image file name - Type image file name.

Suffix of file name:

Effective period:

Alarm interval time:

& Date time ¢ Sequence number

& Always O Schedule|1 'l Setting |

|0 Seconds (0-86400
0:Continuous)

HTTP event alarm management: © Enable ¥ Disable

Suffix of file name - Select suffix of file name.
Effective period - Select Effective period. If select
schedule, click Setting to set schedule.

Alarm interval time - Scope: 0-86400 secs, when
the alarm time remains at 0 second, no alarm
trigger restricted. Otherwise, the triggering
interval will just be the setting alarm time. Alarm

within the time will not be triggered.

Click Apply to confirm your setting.
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Alarm

Alarm Management
HTTP event alarm man

agement

-

Network Camera

Alarm Management setup
Alarm mode:
FTP alarm management:

e-Mail alarm management:

& arm € Disarm
 Enable & Disable

 Enable ® Disable

HTTP server 1D:

|1j Setting |

Sending URL:
[ Use MAC address as URL
Effective period:

suffix

& Always © S'::hedulezl1 'I Setting |

Wizard | System | Support | Reboot

} Camera
b Network

¥ Alarm

Motion Detection
Schedule Setup

Alarm Management

Periodic Sending

Buffer Management
P Alarm Server
} Storage

} Tools

-

HTTP event alarm management
HTTP server ID - Select HTTP server ID, click
Setting to set HTTP server.
Sending URL - Type URL which will be sent to
HTTP server.
Use MAC address as URL suffix - Enable or
disable this function.
Effective period - Select effective period. If

select schedule, click Setting to set schedule.

Click Apply to confirm your setting.
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Alarm

Periodic Sending
FTP periodic sending

r

Network Camera

Wizard | System | Support | Reboot

Periodic sending setup

FTP periodic sending:

e-Mail periodic sending:

HTTP periodic sending:

FTP periodic sending:

Interval time:

FTP server ID:
Remote path:
Snapshot from:
Image file name:
Suffix of file name:
Effective period:

) Enable @ Disable

@ Enable @ Disable

@ Enable @ Disable

v
@ Enable © Disable
0 H 1 m 0

P Camera
P Network

* Alarm

Digital I/O Setup
Motion Detection
Schedule Setup
Alarm Management

Periodic Sending

Buffer Management

F Alarm Server

s 0 ms

{MIN: 200 msec. MAX: 24 hour)

1~ (seing

Primary stream -
P

@ Date time @ SN ©

Schedule 1 ~

@ Always ©

None

-

The camera can send images via FTP or e-mail and
send URL via HTTP periodically.

Periodic sending setup:

FTP periodic sending - Enable or disable FTP
upload periodically.
e-Mail periodic sending - Enable or disable e-Mail
upload periodically.
HTTP periodic sending - Enable or disable HTTP

upload periodically.

FTP periodic sending

Interval time - Type the interval at which you
want to send the images periodically.

FTP server ID - Select one FTP server, click Setting
to set FTP server.

Remote path - Path where to save the image file
on the FTP server.

Snapshot from - Select stream that snapshot
from.

Image file name - Type image file name.

Suffix of file name - Select suffix of file name.
Effective period - Select Effective period. If select
schedule, click Setting to set schedule.

Notes: The notifications use the camera’s internal
clock. Please make sure the camera’s Date and Time

are correct.

47



Alarm

Periodic Sending
e-Mail periodic sending
-
Network Camera

Periodic sending setup

FTP pericdic sending: ' Enable & Disable

e-Mail periodic sending:| Enable ' Disable

Interval time: IU H |1 M IU = IU ms
(MIN: 200 msec. MAX: 24 hour)

|1 vl Setting |

* on O Off

Primary stream j

e-Mail server 1D:

File attachment:

Snapshot from:

Image file name: P

Suffix of file name: % Date time {7 Sequence number

Effective period:

HTTP periodic sending:

& Always € Schedule|1 "l Setting |

" Enable & Disable

Wizard | System | Support | Reboot

b Camera
F Network

¥ Alarm

Motion Detection
Schedule Setup

Alarm Management

Pericdic Sending

Buffer Management
b Alarm Server
} Storage

P Tools

-

e-Mail periodic sending

Interval time - Type the interval at which
you want to send the images periodically.
e-Mail server ID - Select one e-Mail server,
click Setting to set e-Mail server.

File attachment - switch file attachment on
or off.

Snapshot from - Select stream that
snapshot from.

Image file name - Type image file name.
Suffix of file name - Select suffix of file

name.

Effective period - Select Effective period. If

select schedule, click Setting to set schedule.

Click Apply to confirm your setting
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Alarm

Periodic Sending
HTTP Periodic sending

L& N
Network Camera Wizard | System | Support | Reboot . .
HTTP Periodic sending
Periodic sending setup A Interval time - Type the interval at which you
o _ L want to send the URL periodically.
FTP periodic sending: " Enable ¥ Disable v Alarm .
HTTP server ID - Select HTTP server ID, click

e-Mail periodic sending: " Enable ™ Disable Motion Detection

Schedule Setup Setting to set HTTP server.

HTTP periodic sending: | Enable ¢ Disable Alarm Management Sending URL - Type URL which can be sent to
- HTTP server..
Interval time: |0 H |1 M |U = |U ms Buffer Management
(MIN: 200 msec. MAX: 24 hour) b Alarm Server Use MAC address as URL suffix - Enable or
HTTP server ID: [17z] _Setting | b storage disable this function.
Sending URL: I b Toot Effective period - Set Effective period. If
[ Use MAC address as URL| suffix ools lect schedule. click Setting t t schedul
. . : select schedule, click Setting to set schedule.
[Effective period: | & always © Schedulem Setting | ! g

Click Apply to confirm your setting
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Alarm

Buffer Management

MNetwork Camera

‘Wizard | System | Support | Reboot

Image buffer management setup

Image buffer:

Buffer time:
Buffer FPS:

Snapshot from:

Image file name:

Suffix of file name:

FTP automatic sending:

FTP server ID:
Remote path:

Estimate sending time:

Effective period:

@ Enable © Disable

20 Seconds (1-20)

4 Images/=ec (1-10)

(The number of buffer images: 1 - 80)
Primary stream -

@ Date time O Sequence number

) Enable ® Disable
X

100 Seconds (1 - 9993)

@ Always O Schedule 1~

¥ Camera
¥ Network
* Alarm

Digital I/O Setup
Maotion Detection
Schedule Setup
Alarm Management

Periadic Sending

Buffer Management

¥ Alarm Server
¥ Storage

¥ Tools

Notes: This function just can be used when SD card does not plug in the SD slot of cameras.

The camera can be configured to send images
via FTP when the Motion Detection alarm is

triggered

Image buffer - Enable or disable this function.
Click Browse to preview images.
Buffer time - Type buffer time.
Buffer FPS - Type buffer FPS.
Snapshot from - Select stream that snapshot
from.
Image file name - Type image file name.
Suffix of file name - Select suffix of file
name.
FTP automatic sending - Enable or disable this
function.
FTP server ID - Select one FTP server, click
Setting to set FTP server.
Remote path - Path where to save the image
file on the FTP server.
Estimate sending time - Type estimate time
that all buffer images send completed.
Effective period - Select Effective period. If

select schedule, click Setting to set schedule.

Click Apply to confirm your setting.
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Alarm Server

FTP Server
-

MNetwork Camera

Wizard | System | Support | Reboot

FTP Server setup

FTE server ID:

FTF server name:
FTF server port:
Anonymous:
User name:
Fassword:

Fassive mode:

Keep alive:

Re-type password:

1 -

21

) Yes @ No
@ on O Off

3500 Seconds (0-99999% O:always keep alive)

P Camera
P Metwork
P Alarm

¥ Alarm Server

e-Mail Server

HTTP Server
» Storage

P Tools

FTP server setup

FTP server ID - Select FTP server ID.
FTP server name - Type the name or IP
address of the FTP server.

FTP server port - The default port
number is 21.

Anonymous - Enable or disable
anonymous login.

User name - Type your user name.
Password - Type your password.
Re-type password - Re-type your
password.

Passive mode - Switch passive mode on
or off.

Keep alive - Type the time which keep

alive with FTP server.

Click Apply to confirm your settings.
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e-Mail Server setup:

Alarm Server e-Mail server ID - Select e-Mail server ID.

e-Mail Server SMTP server name - Type the name or IP
address of the SMTP server you want to use
MNetwork Camera Wizard | Systam | Support | Reboo for sending the e-Mails. Please Notes that
¥ Camera networks do not allow e-mail relaying. Check

e-Mail Server setup with your system administrator for more

P Network
-Mai ' : 1= details.
e-Mail server ID I J > Alarm
SMTP server port - The default value is 25.
SMTF =erver name: | ¥ Alarm Server .
— Secure SSL connection - Select whether use
SMTP =erver port: 25 ETE Server

Secure S50 connection: " ez (F Mo SSL connection.

Authentication:  vez {7 No HTTE Server Authentication - Select the authentication
User name: b Storage required by the SMTP server.
Password: b Tools User name- & Password - Type the user name

Re-type password:

. — and password of the e-Mail account you wish
Sender mail a Fress;

to use.

This field is required if your SMTP server

requires authentication.

Subject: Warning from Metwork Camera Re-type password - Re-type the password.

Sender e-mail address - Type the e-mail

|
|
|
|
Receiver mail address: |
|
|
i

Message:

address of the account you are using to send

Apply the e-Mail.

Receiver e-mail address - Type the recipients’

Subject - Subject of the e-mail, entering a relevant subject will help identify the alarm

better. e-mail addresses (Up to 3 addresses can be
Message - Type the text you wish to appear in the e-mail. entered).

Click Apply to confirm your settings.

52



Alarm Server

HTTP Server
-

MNetwork Camera

. HTTP Server setup:

HTTP Server setup

HTTP server ID:

HTTP server port:
Authorization:
User name:
Password:

HTTF server name:

Re-type password:

Wizard | System | Support | Reboot HTTP server ID - Select HTTP server ID.
HTTP server name - Type the HTTP server
¥ Camera
name.
P Network
e HTTP server port - Type the HTTP server
P Alarm
port.
G R Authentication - Select the authentication
a0
FTP Server required by the HTTP server.
) Yes @ No e-Mail Server

T User name - Type the user name.

P Storage Password - Type the password.

> Re-type password - Re-confirm the
Tools

password.

Click Apply to confirm your settings.
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Storage

Storage setup

MNetwork Camera

Wizard | System | Support | Reboot

Storage setup

Storage:

Store to:

MAS remaote path:

Authorization:
User name:

Pazzword:

Re-type password:

folders.

@ Enable @ Disable

@ NAS O 5D card

(Example: //192.168.168.50/ipcam_files)

) Yes @ No

P Camera

P Network

P Alarm

P Alarm Server

¥ Storage

Storage Setup

Recerd on &larm
Snapshot on Alarm
Caontinuous Record
Snapshot at Interval
FTP Sending

Browse Storage

¥ Tools

Notes: PC could serve as NAS as long as the PC support SMB/CIFS protocol and set shared

-

Select storage destination to NAS or SD card.

Storage setup:
Storage - Enable or Disable the storage
function.
Store to - When select storage destination
for videotape and photograph, NAS (network
attached storage) or SD card can be used.
While choosing NAS, SMB/CIFS should be
used as File transmission protocol.
NAS remote path - Appoint NAS remote link
address and shared folders.
Authorization - |dentity authentication of
accessing shared folders in NAS.
User name - Type the user name.
Password - Type the password.
Re-type password - Re-confirm the

password.

Click Apply to confirm your settings.
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Storage

Record on Alarm

Network Camera

Wizard | System | Support | Reboot

Record on alarm setup

Alarm mode:

Record an alarm:

Record thumbnail:
Record time:
Record from:
Record file name:
Suffix of file name:

Effective period:

Split time of record file:

@ Arm @ Disarm

@ Enable © Disable

) Enable ® Disable

80 Seconds (5-86400)
Primary stream -
M

@ Date time

) Sequence number

i Date time & record time length
65 Seconds (10-600)

@ Always O Schedule 1 -

L

¥ Camera

P Network

P Alarm

¥ Alarm Server
¥ Storage

Storage Setup
Snapshot on Alarm
Continuous Record
Snapshot at Interval
FTP Sending

Browse Storage

Format S50 Card

¥ Tools

Record on alarm setup:

Alarm mode - Enable or disable all alarm.
Record on alarm - Enable or disable alarm
recording function.

Record thumbnail —this function will be able
to view the thumbnail image of the .MOV
files by .THM files created in the browse
storage

Record time - how many seconds does
camera keep recording after a motion alarm.
Record from - Select source stream that
record from.

Record file name - Type record file name.
Suffix of file name - Select suffix of file
name.

Split time of record file - How many seconds
does every recording file save video and
audio.

Effective period - Select Effective period. If
select schedule, click “Setting” to set

schedule

Click Apply to confirm your settings.
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Storage

Snapshot on Alarm
Snapshot on alarm setup:

r Alarm mode - Enable or disable all alarm.
Network Camera Wizard | System | Support | Reboot Snapshot on alarm - Enable or disable
» alarm snapshot function.
Snapshot on alarm setup Comers
b Network Trigger time - How many seconds does
Alarm mode: @ Arm © Disarm camera keep snapshot the images after
P Alarm
Snapshot on alarm: @ Enable © Disable P Alarm Sesves get a motion alarm.
v Storage Trigger FPS - How many images does
Triager time: ° seconds (1-20) camera snapshot every second after get
Trigger FPS: 1 Images/sec (1-5) Storage Setup p Y g
Record on Al i
Snapshot from: Primary stream - Srore e Aerm a motion alarm.
.
Image file name: M - Snapshot from - Select source stream
; . . . . Continuous Record
Suffix of file name: ® Date time © Seguence number Snapshot at Interval that snapshot from.
Effective pericd: @ Al ™ Schedule 1 + | Setting : . . .
S AlwEys L sEneauie FUFEE L Image file name - Type image file name.
Browse Storage ) . : §
Suffix of file name- Select suffix of file
» Tools
Apply name.
Effective period - Select Effective
period. If select schedule, click “Setting”
4 L 3
L J to set schedule.

Click Apply to confirm your settings.
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Storage

Continuous Record

Metwork Camera Wizard | System | Support | Reboot  Continuous record setup

b Camesn Continuous record - Enable or disable
Continuous record setup . . .

b Mebwork continuous recording function.

Continuous record: @ Enable @ Disable b Alarm Record thumbnail — this function will be able
Record thumbnail: ) Enable @ Disable ¥ Alarm Server to view the thumbnail image of the .MOV files
Record from: Primary stream > Storage by .THM files created in the browse storage
Record file name: s Storage Setup Record from - Select source stream that record
Suffix of file name: @ Date time

Record on &larm from.

) Sequence number Snapshot on Alzrm

@ Date time & record time length — Record file name - Type record file name.
Split time of record file: 800 Seconds (10-600]) Snapshat at Interval Suffix of file name - Select suffix of file name.
Record peried ime: @ Aways © Schedule 1 v [Sefing] FTP Sending Split time of record file - How many seconds

Browse Storage . . . .
does every recording file save video and audio.

¥ Tools

Record period time - Select record period
time. If select schedule, click “Setting” to set

schedule.

Click Apply to confirm your settings.
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Storage

Snapshot at Interval

r % Snapshot at interval setup:
Network Camera Wizard | System | Suppert | Rebeot  gnqh5hot at interval - enable or disable interval
1
¥ Camera snapshot function
Snapshot at interval setup 3 A )
b Network Interval time - Type the interval at which you
Snapshot at interval: @ Enable @ Disable b Alarm want to save snapshot to SD card periodically.
Interval time: 0 r o = ms | ¥ Alarm Server Snapshot from - Select stream that snapshot
(MIN: 200 msec. MAX: 24 hour) v Storage from.
Snapshot from: Primary stream - ) . .
Image file name: 5 Storage Setup Image file name - Type image file name.
Suffix of file name: @ Date time O Sequence number Recorden Alzrm Suffix of file name - Select suffix of file name.

Snapshet on &larm

Effective period: @® Always © Schedule 1 ~ Effective period - Select Effective period. If

Continuous Record
[Snapshat at Interval | select schedule, click “Setting” to set schedule.

FTP Sending
Apply Browse Storage

Format SO Card

¥ Tools

Click Apply to confirm your settings.
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Storage

FTP Sending

Network Camera

Wizard | System | Support | Reboot

Storage File FTP Sending

FTP Sending:

FTF server ID:
Remote path:
Sending period:
File period:

FTP upload bandwidth:

@ Enable @

1~ [selimg

® Always O Schedule 1 -
@ All files ® Schedule 1 =
64 Khfsec (1-999999)

Dizable

I

users stop visit the video

¥ Camera

¥ Network

¥ Alarm

¥ Alarm Server

¥ Storage

Storage Setup
Record on Alarm
Snapshot on Alarm
Continuous Record
Snapshot at Interval
Browse Storage

Format SO Card

¥ Tools

Notes: when users visit the video, uploading will automatically interrupt, and will restart when

-

This function is used for sending the files to

FTP server.

Storage File FTP Sending:

FTP Sending — Enable or Disable the FTP sending

function
FTP server ID - Select one FTP server, click
“Setting” to set FTP server.
Remote path - Path where to save the file on
the FTP server.
Sending period - Select sending period. If
select schedule, click “Setting” to set schedule.
File period - Select the files which creation
time is in period to sending. If select schedule,
click “Setting” to set schedule.
FTP upload bandwidth -
uploading speed of FTP sending files.

Evaluate the

Click Apply to confirm your settings.
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Browse Storage When click Browse Storage and see figure left,

- you can browse, download, and delete the
Network Camera snapshot and recording files in it.

Record an Alarm

Alarm record ¥ Storage

Snapshot on Alarm

Storage Setup

|D File name Size(hytes) Continuous record

[ M_2009-07-23 03-47-03.mov 1803298 Snapshot at interval Record on Alarm
oM _g7- —47-22.m 3434004 Snapshot on Alarm
O -07- -47- 2158734 Continuous Record
0 =07- =43-10. | 520948 Snapshot at Interval

FTF Sending

44— | Browse Storage

Format S0 Card

Format SD Card

Network Camera Wizera | System | Suppett | REESSL 10 format SD card, all files will be lost after

* Camera format
50 card format

¥ Network
Storage
Current storage: SD card ¥ Alarm
Status: Ready ¥ Alarm Server
Total: 1872 MBytes
Used: 1737 MBytes ¥ Storage
Avallable: 136 MBytes Storage Setup

Record on Alarm
Snapshot on Alarm
Continuous Record
Snapshot at Interval
FTP Sending

Browse Storage

Format SD Card

60



Tools

System Identity

-

r

Network Camera Wizard | System | Support | Reboot

] ] P Camera
System identity

P Network

Metwork Camera
Default Contact
Default Location

System Name: b Alarm

System Contact: b Alarm Server

System Location:

} Storage

¥ Tools

System Identity

Uszer Management
Date & Time
Backup or Rezet

Firmware Upgrade

I

& Camera Setup wl1.3.2.0

Model | Hame Location | IF Address MaC
TPCAMY Hetwork Camera Defan. .. 192 165.165. 100 oo:1 4+
Refresh
Setup
Open
< >

System identity:
System Name - Type a name to easily identify
the camera.
System Contact - Type the contact name of
the administrator of the camera.
System Location - Type the location of the

camera.

Tips: The information you fill in can be displayed
on the camera. It can help to distinguish different

Network Cameras in the network. (See figure left)
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Tools

User Management Notes:
- + 1) A maximum of 16 users are allowed to access the
Network Camera Wizard | System | Support | Reboot camera simultaneously.
b Camera 2) As the number of simultaneously users increase, the
Camera user list . L
b Network overall performance will decrease. This is dependent
LD FET IEILE ETELE b Alarm on the Network bandwidth.
1 admin Administrators

b Alarm Server

} Storage

¥ Tools

[[] allow anonymous access Systern Identity

User Management

Date & Time

Apply Backup or Reset

Firmware Upgrade

L 4
Adding users
. |

1. Click “Add” on the “Camera User List” page.
User name: Allan 2. Enter the User name, Password and re-confirm
Password: |oo.oo o w ”

the password then click “Add”.
Re-type password: |nou

Edit user

To edit a user’s password, click on the user name then

User name: danny
Password: Ll enter the new password for that user twice and click
Re-t word: .
E-type passwor b “Save”. To delete a user, click on the user name then
[Save]|[ Dekete ]| [Back] click “Delete”.
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Tools

Date & Time

Network Camera

Wizard | System | Support | Reboot

System time setting

Current device time: 01/01/1970 04:53:23

Proposed device time: 30M1/2010 05:5%:11

GMT+00:00 (Greenwich Mean|Time, London, ...}

[l Daylight saving time

Date and time format:

Auto time setting (SNTP)

Time server time.nist. gov

Select to change the time one for the device location:

D' Enable @ Disable

Time zone:GMT

@ yy/mm/dd hh:mm:ss
O mm/dd/yy hh:mm:ss
@ dd/mm/yy hh:mm:ss

2.g. time.nist.gov;ns.arc.nasa.gov

4 m

L

L
Notes:

1) If the SNTP server is not found the camera’s time will be synchronized with the PC time.

2) The camera has a built-in RTC (Real-time Clock) that keeps track of the time even when

power is disconnected.

- v

Camera
Network
Alarm

Alarm Server
Storage

Tools

System Identity
User Management
Backup or Reset

Firmware Upgrade

-

System time setting:

Current device time — camera’s Internal time.
Proposed device time - PC system time. On
clicking Apply the camera’s Internal time will be
changed to this time.

Select to change the time zone for the device

location - choose proper time zone.

Daylight saving time - Daylight Saving Time (or
summertime as it is called in many countries) is a
way of getting more light out of the day by
advancing clocks by one hour during the summer.
Date and time format - Select date and time
format.

Auto time setting (SNTP) - Enable or disable this
function.

Time server - Type one SNTP server name in the

box.

Click Apply to confirm your settings.
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Tools

Backup or Reset

7 Backup or reset settings

Network Camera UL ) P o SRR R Reset - Click “Reset” to initialize the
. ¥ Camera camera to default factory setting. All users
Backup or reset settings
P Network and settings will be lost, requiring you to
Click Re=zet to erase the camera's configuration .
and restore the factory defaults. b Alarm reconfigure the camera.

b Alarm Server

Click Backup to save the camera's configuration Back
to a file. >

Storage Backup - Click “Backup” to backup the
. ) .
Restore the camera's configuration from a Tools current configuration of the camera for
previously backed-up file. _ System Identity future reference.
User Management

Date B Time

Restore - Click “Browse” to search for a

Eitamarsllpgzade backup configuration you wish to upload to

the camera, and then click “Restore”.

4 L1} F

Notes: Do not turn off the power during the Reset, Backup or Restore functions since this might Tips: The camera can also be reset to the
corrupt the camera’s firmware default settings by pressing the “RESET

switch on the side of the camera.
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Tools

Firmware Upgrade

Metwork Camera Wizard | System | Support | Reboot

Firmware upgrade
Warning:

Upgrading the camera to a new firmware will erase your current
configuration.

Current firmware version is: 4.21 (build 20101018)

Click continue to proceed.

aact

¥ Camera

P Network

P Alarm

¥ Alarm Server
» Storage

¥ Tools

System Identity
User Management
Diate B Time

Backup or Reset

Firmware Upgrade

r

Network Camera

Wizard | 5y

Firmware upgrade

Upgrade Firmware (path and file name)

HE. ..

7 In order to upgrade your camera’s firmware
you first need to download this firmware from

Network Camera Technical Support Site.

1) Click “Continue”.

2) Click “Browse...” to search for the newest
Firmware you downloaded, and then Click
“Upgrade”.

IMPORTANT:

Do not unplug or power off the camera while the

upgrade is in progress.
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Network Camera Wizard

Welcome to the camera setup wizard. You
will now be guided through the setup
process. To continue, please click next.

Mote: you will be able to change all of these
settings at a later time should you wish to
do so.

Mext

[Wizard ]| [System| | [Support| | [Reboot |

Reboot camera

Reboot now?

Welcome

Close

Wizard, system, support & Reboot
Wizard

In order to facilitate the setup of the camera there is a
Wizard that helps non technical users setup the camera
easily. Click on Wizard at the top of the window to launch

the wizard.

The Quick setup interface will pop up. Follow the simple
instructions on the screen and enter the required details,

clicking next to proceed to the Next page.
System

Click System to see over system information about your
camera. The data of the software activity of the camera
and recorded in here. It includes data that are useful
when a problem occurs. (click here system information to
find details)

Support
Click Support to see the support information
Reboot

Click Reboot to restart the camera. Rebooting the camera

will retain all the settings and configurations.
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ADVANCED SETTINGS

Port Forwarding

The UPnP Setup of camera show a method of Port Forwarding (see page 40 for details), but some routers maybe can’ t support UPnP Port

Forwarding, therefore, users need to configure Port Forwarding manually.

Firewall security features built into the router may prevent users from accessing the camera over the Internet. The router connects to the
Internet over a series of “ports”. The default ports used by the camera are usually blocked from access over the Internet, therefore, these ports
need to be made accessible. This is achieved using the Port Forwarding function on the router. The ports used by the camera must be opened
through the router for remote access to your camera. Check your router’s user manual for specific instructions on how to open and route ports

on you router.

Important: Some ISPs block access to port 80 and other commonly used Internet ports. Check with your ISP in order to open the appropriate
ports. If your ISP does not pass traffic on port 80, you will need to change the camera’s default port number from 80 to a different number such
as 9000.

Viewing Your Camera

To access the camera from a computer on your local network, simply enter the IP Address of the Camera followed by a colon and the camera’s

port number. It is not necessary to enter the colon and port number if you are using the camera’s default port 80.

To access the camera from the internet, type the external IP Address of the router, followed by a colon, and the port number of your camera
(e.g., Http://210.118.166.68:9000).
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Local Area Metwork (LAN) Settings - d |

Autornatic conflguration

Automatic carfiourakion may override manua sattings. To ensure the
use of manual setbngs, disable aukomabic configuration,

¥ automatically detsdt settings

[ l=e automatic configuration scripk

Aoldtess

SR

Proy
] !

Use a prozy server For ywour LAN (These sattings will nok apply tu
.=|-|.|:| ar WP conmectione).

Addrace: I I Adeanced.. |

™ Byvnase rrovw ceruer For beal adHreccae

K Iil Cancel |

x|

—Servers

L Type Proxy address fo use Port
aél HITR: [ ]
seaws: [ ] |
ETP: O

Gopher: | : |

Socks: I— H I—

| LIse the same prosoy sesver foe al probocols

—Exceptions
gjl Do ok use peosy server For addressss beginning wich:

= | E

Uze =emicolonz {3 ) En separste entres.

|

Proxy Server Setting

A proxy server may prevent you from connecting to the camera in some corporate
environments. The web browser can set up the IP address communication without

using a proxy server. Consult your ISP or network administrator for further details.

1. Start Internet Explorer.

2. Select [Tools] —> [Internet Options...] —> [Connections] tab and click [LAN
Settings].

Verify that the Use a proxy server check box is not checked. When checked, click
[Advanced...].

When not checked, click [Cancel]. Your proxy server settings should not cause any

problems.
Notes: A proxy server is generally used to maintain security on a network when
connected to the internet. The proxy server may cause lack of image quality and

delays in refresh intervals. Consult your ISP or network administrator for further

details.

3. Enter the IP address of your camera into the Do not use proxy server for
addresses beginning with data field

4.  Click [OK] on all of the opened windows.
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Specification

Camera
Image device

Pixels

White Balance

Exposure mode

Gain

Viewing angle
Focal length
Aperture
Min.llumination
Network

Image compression
Image resolution
Max. frame rate
Audio compression

Simultaneous viewers

Authentication
Network protocols

Stream type

Network connection

1/4" CMOS
310000

Auto

Auto

Auto

Horizontal:100°, Vertical:75°
f=2.5mm

F2.0

1.0 Lux

MPEG-4 MJPEG
640x480(VGA),320x240(QVGA),
160x120(QQVGA)

30fps @640x480

AMR(4.75 -- 12.2Kbps),

G.726 (40/32/24/16Kbps)

16

Administrator/General User (Up to 64)
TCP,UDP,IP,ARP,ICMP,DHCP,DNS,HTTP,FTP,SMT
P,NTP,PPPoE,UPnP,DDNS
RTSP/RTP/RTCP, 3GPP, ASF, HTTP
Ethernet (10BASE-T/100BASE-TX)

Wireless LAN
Wireless technology

Frequency

Transmission speed

Security

External Port
Built-in microphone
Audio output

SD slot

Digital I/O

General

Power requirements

Power consumption

Power over Ethernet (POE)

Operating temperature
Supplied accessories

Storage temperature

Operating humidity
Storage humidity

Dimensions(W x D x H)

Weight

(Optional)

IEEE802.11b/g/n

2.412-2.462GHz
54Mbps/22Mbps/11Mbps/5.5Mbps/2M
bps/1Mbps (Auto Switch)

WEP (64/128 bit), WPA-PSK(AES/TKIP),
WPA2-PSK(AES/TKIP)

Electret Condenser Microphone
Yes (2 way audio)
Yes

linput, 1 output

DC12v

2.5W

Yes (optional)

-5 to +45 °C (+22 to +113 °F)

AC adaptor (x1), CD-ROM(x1
program and user manual), Stand(x1),
-20to +60 °C (-4 to +140 °F)
20~80%RH(Non-condensing)

setup

20~95%RH(Non-condensing)

90mm x 90mm x 90mm
160g(Main Body)

70



Glossary of Terms

1. Network Camera: A stand-alone device which allows users to view
live, full motion video from anywhere on a computer network, even
over the Internet, using a standard web browser.

2. JPEG: A standard image format, used widely for photographs, also
known as JPG.

3. IEEE 802.11b/g: The specifications developed by the IEEE for
wireless network technology. It provides 11 Mbps transmission in the
2.4GHz band usage.

4. WEP: Wireless Equivalent Privacy. A security protocol for wireless
network defined in the IEEE 802.11b/g standard. WEP aims to provide
security by encrypting data over radio waves so that it is protected as
it is transmitted from one end point to another.

5. AdHoc Mode: A wireless network system in which devices
communicate directly with each other, without the use of a wireless
router.

6. Infrastructure Mode: One of the wireless network system in which
devices communicate with each other by first going through the
wireless router.

7. IP Address: The unique 32 bit number assigned to each computer
connected to the Internet. IP numbers are used by the TCP/IP protocol
to route packets of data to their destinations.

8. TCP/IP: The collection of "protocols" underlying the functioning of
the Internet. Each computer connected to the Internet is identified by

a unique IP Address.

9. SMTP: Simple Mail Transfer Protocol.

10. FTP: File Transfer Protocol. Network cameras equipped with an
embedded operating system, such as Linux, can use FTP to send
images to a website.

11. DHCP: Dynamic Host Configuration Protocol is a set of rules used
by communications devices such as a computer, router or network
adapter to allow the device to request and obtain an IP address from a
server which has a list of addresses available for assignment.

12 UPnP: Universal Plug and Play is an architecture for pervasive
peer-to-peer network connectivity of intelligent appliances and
wireless devices.

13. DDNS: DDNS is a method of keeping a domain name linked to a
dynamic IP address with your Network Camera. You can set up your
DDNS service and the device will automatically update your DDNS
server each time it alter a different IP address.

14. Time server: A time server consists of a computer networking
device that reads the actual time from a reference clock and
distributes this information to its clients using a computer network.
15. WPA: Wi-Fi Protected Access (WPA and WPA?2) is a class of systems
to secure wireless (Wi-Fi) computer networks. WPA implements the
majority of the |IEEE 802.11i standard, and was intended as an
intermediate measure to take the place of WEP while 802.11i was

prepared.
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EU Environmental Protection

Waste electrical products should not be disposed of with
household waste. Please recycle where facilities exist.
Check with your Local Authority or retailer for recycling
advice.

IPCAM 201012(Vv4.21)
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