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Chapter 1 Introduction 

The OnCell 5004/5104 cellular routers use a WAN connection to allow you to access your network 
from virtually anywhere within the operating range of your WAN network. There are currently 
four OnCell 5004/5104 models: The OnCell 5004, OnCell 5104, OnCell 5004-HSDPA, and 
OnCell 5104-HSDPA. The main differences between the models are the mechanical design, I/O 
support, and cellular technology support. 

The following topics are covered in this chapter: 

 Overview 
 Package Checklist 
 Product Features 
 Product Specifications 
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Overview 
The OnCell 5004/5104 are high-performance industrial grade cellular routers that allow up to 4 
Ethernet-based devices to simultaneously use a single cellular data account for primary or backup 
network connectivity to remote sites and devices. Both the 5004 and 5104 series products provide 
the functionality of a cellular router, firewall, and switch in one device. The difference between the 
OnCell 5004 and OnCell 5104 is that the OnCell 5104 comes with a built-in relay output that can 
be configured to indicate the priority of events when notifying or warning engineers in the field, 
and the two digital inputs allow you to connect basic I/O devices, such as sensors, to the cellular 
network. The OnCell 5004 can be placed on a desktop or wall-mounted, whereas the OnCell 5104 
has an IA design and can be attached to a DIN-Rail. Both products use 12 to 48 VDC power inputs 
with a screw-on connector for greater reliability, and the Ethernet port comes with 1.5 KV 
magnetic isolation protection to keep your system safe from unexpected electrical discharges. 

Package Checklist 
Each OnCell 5004/5104 cellular router is shipped in a separate box with standard accessories. In 
addition, several optional accessories can be ordered separately. When you receive your shipment, 
please check the contents of the box carefully, and notify your Moxa sales representative if any of 
the items are missing or appear to be damaged. 

OnCell 5004/5104 cellular routers are shipped with the following items: 

Standard Accessories 
 Rubber SMA antenna  
 Rubber stand (OnCell 5004 series only) 
 Wallmount Kit (OnCell 5004 series only) 
 Din-Rail Kit (OnCell 5104 series only) 
 Terminal block (screw type) 
 Document and Software CD 
 Product warranty statement 
 Quick Installation Guide 

 

Optional Accessories 
 DC Power Supply (screw-on) 
 DC Power Supply (standard) 
 Power Jack to Terminal Block Cable 
 Antennas (impedance = 50 ohms): 

ANT-CQB-AHSM-00-3m: Omni 0 dBi / 10 cm, magnetic SMA quad-band GSM/GPRS 
antenna, 3 m 
ANT-CQB-AHSM-03-3m: Omni 3 dBi / 25 cm, magnetic SMA quad-band GSM/GPRS 
antenna, 3 m 
ANT-CQB-AHSM-05-3m: Omni 5 dBi / 37cm, magnetic SMA quad-band GSM/GPRS 
antenna, 3 m 
ANT-WCDMA-ASM-1.5: Omni 1.5 dBi, rubber SMA Five-band GSM/GPRS/UMTS/HSDPA 
antenna 
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Product Features 
 Quad-band 900/1800, 850/1900 MHz GSM/GPRS 
 Five-band 850/1900/2100 MHz GSM/GPRS/UMTS/HSDPA (OnCell 

5004-HSDPA/5104-HSDPA only) 
 Can connect up to 4 10/100BaseT(X) devices 
 Redundant power (1 power jack; 1 terminal block) (OnCell 5004 series only) 
 Industrial primary and backup wireless WAN connectivity 
 2 digital inputs and 1 relay output (OnCell 5104 series only) 

 

Product Specifications 
 

 OnCell 5004/5104 OnCell 5004/5104-HSDPA 
Cellular Interface 
Standards GSM/GPRS GSM/GPRS/EDGE/UMTS/HSDPA 
Quad-band Options Quad-band 

850/900/1800/1900 MHz 
Tri-band 850/1900/2100 MHz 
Quad-band 850/900/1800/1900 MHz 

GPRS Multi-slot Class 10 
GPRS Terminal Device Class B 
GRRS Coding Schemes CS1 to CS4 
Tx Power 1 watt GSM1800/1900, 2 watt 

EGSM850/900 
1 watt GSM1800, 2 watt GSM900, 0.25 
watt UMTS/HSDPA, 0.5 watt 
EDGE900, 0.4 watt EDGE1800 

WAN Interface 
Number of Ports 1 
Ethernet 10/100M (RJ45) 
1.5 KV Magnetic 
Isolation Protection 

Yes 

LAN Interface 
Number of Ports 4 
Ethernet 10/100M (RJ45) 
1.5KV Magnetic 
Isolation Protection 

Yes 

SIM Interface 
Number of SIMs 2 
SIM Control 3V 
I/O Interface 
Alarm Contacts & 
Digital Inputs 

OnCell 5004 series: No I/O interface 
OnCell 5104 series: 1 Digital Output & 2 Digital Inputs 

Software 
Network Protocols UDP/TCP, SNTP, ICMP, DDNS, DHCP/BOOTP, PPPoE, PPP, DNS, 

Relay, HTTPS, Telnet 
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Router/Firewall NAT, port forwarding, routing 
Authentication Local user-name and password 
Security IP filtering 
Physical Characteristics 
Housing Aluminum (IP30) 
Weight OnCell 5004 series: 505 ± 5 g 

OnCell 5104 series: 645 ± 5 g 
Dimensions OnCell 5004 series: 158 x 103 x 34 mm 

OnCell 5104 series: 160 x 103 x 50 mm 
Environmental Limits 
Operating temperature -30 to 55°C (-22 to 131°F), 5 to 95% RH 
Storage Temperature -40 to 75°C (-40 to 167°F) 
Regulatory Approvals 
Safety UL (UL60950) 
Radio FCC Part 22H, FCC Part 24E, EN301 489-1, EN301 489-7 EN301 511
EMC CE: EN55022 Class A / EN55024, FCC: FCC part 15 subpart B, Class 

A, EN61000-4-2 (ESD) Level 4, EN61000-4-3 (RS) Level 3, 
EN61000-4-4 (EFT) Level 4, EN61000-4-5 (Surge) Level 3, 
EN61000-4-8 Level 3, EN61000-4-12 Level 3 

Reliability 
Warranty 5 years (see www.moxa.com/warranty for details) 
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Chapter 2 Getting Started 

This chapter covers the hardware installation of the OnCell 5004/5104. Software installation is 
covered in the next chapter. 

The following topics are covered in this chapter: 

 Panel Layout 
 OnCell 5004 and OnCell 5004-HSDPA 

 OnCell 5104 and OnCell 5104-HSDPA 
 DIN-Rail, and Rack Mounting 

 Wall or Cabinet Mounting 
 DIN-Rail Mounting 

 Connecting the Hardware 
 SIM Card Installation 
 Connecting the Power 
 Connecting the I/O Port 
 Connecting to the Network 
 LED Indicators 
 Reset Button 
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Panel Layout 
OnCell 5004 and OnCell 5004-HSDPA 

Top View

Front View

Rear View

Side View

PWR1

ResetPower TBPower Jack

SIM Card Cover

LAN 1-4

LAN 1-4

WAN Port Console Port

SIM 2
3G
FAULT
PWR2

READY
2G

SIM 1
WAN

Antenna Connector
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OnCell 5104 and OnCell 5104-HSDPA 

Top View

Back ViewFront View

Bottom View

SIM 2
3G

LAN 4
LAN 2

PWR 1
READY

2G
SIM 1
LAN 3
LAN 1

WAN

WAN Port LAN 4 LAN 2

LAN 1LAN 3

Signal

Console Port SIM Card Cover

Reset

DI 1/ DI 2

Relay

PWR 1/ PWR 2

FAULT
PWR 2

 

Left Side Right Side
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DIN-Rail, and Rack Mounting 

ell 5004-HSDPA device servers have built-in 

 

Wall or Cabinet Mounting 
The OnCell 5004 and OnC
“ears” for attaching the device server to a wall or the inside of a cabinet. 
We suggest using two screws per ear to attach the device servers to a wall
or the inside of a cabinet. The heads of the screws should be less than 6.0 
mm in diameter, and the shafts should be less than 3.5 mm in diameter, as 
shown in the figure at the right.  

 
 

DIN-Rail Mounting 
ents can be purchased separately to attach the OnCell 5104 and OnCell 

hat the 
DIN-rail attachm
5104-HSDPAto a DIN-Rail. When snapping the attachments to the DIN-Rail, make sure t
stiff metal springs are at the top. 

Back ViewRight Side
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Connecting the Hardware 
ct the OnCell 5004/5104 cellular IP-modem to a host PC or 

SIM Card
e SIM card, the SIM card slot is located inside the OnCell 5004 and 5104 

g or 

04 Series OnCell 5104 Series 

This section describes how to conne
Ethernet devices for first time testing purposes. We cover SIM card Installation, Connecting the 
Power, Connecting the I/O Port, Connecting to the Network, LED Indicators, and Reset Button. 

 Installation 
In order to protect th
series’ housing. You will need to unscrew and remove the outer SIM card cover before installin
removing the SIM card. 

OnCell 50

SIM Card
 

SIM Card  
 

Connecti g the Power 
s that connect to the 4-pin power terminal block (2 terminals per power input) 

Connecti
 terminals on the terminal block for the I/O ports, with 4 terminals used 

n
The dual power input
can be used to connect the OnCell 5104 to a variety of field power sources that support 12 to 48 
VDC. The OnCell 5004 cellular routers have 1 power jack and 1 terminal block for connecting the 
power. After connecting the power wire to the OnCell’s terminal block or power jack, the “PWR” 
LED will glow a solid green color to indicate that the system is ready. 

ng the I/O Port 
The OnCell 5104 has six
for each input, and 2 terminals used for the output. 

Digital Input 

Power input levels determine the ON/OFF states of the digital inputs: 

 On: +13 to +30 V for state “1” 

 Off: -30 to -3 V for state “0” 

Digital Output: 1 relay output with current carrying capacity of 1 A @ 24 VDC. 
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Connecti g to the Network 
rnet cable to the OnCell’s 10/100M Ethernet port and the other end of 

cted to a 100 Mbps Ethernet network. 

LE
ing table explains the LED indicators on the front panel of the OnCell 

n
Connect one end of the Ethe
the cable to the Ethernet network. If the cable is properly connected, the OnCell will indicate a 
valid connection to the Ethernet in the following way: 

 The Ethernet LED glows a solid green when conne
 The Ethernet LED glows a solid orange when connected to a 10 Mbps Ethernet network. 
 The Ethernet LED flashes when Ethernet packets are being transmitted or received. 

D Indicators 
The follow
5004-HSDPA/5104-HSDPA: 

Type Color LED Function 

Green Activation of DC Power 
PW  

r 
R 1

Off Power is off, or power erro

G  reen Activation of DC Power 
PWR 2 

r Off Power is off, or power erro

A  mber GPRS/EDGE is connected 
2G 

d Off GPRS/EDGE is disconnecte

A  mber UMTS/HSDPA is connected  
3G 

 Off UMTS/HSDPA is disconnected

Amber 
 correct PIN. 

rong or no PIN 
Steady on: SIM 1 is inserted with
Slowly Blinking (once per sec.): PIN code is w
code stored SIM 1 

Off connected SIM 1 is not 

Green 
ady 

 The OnCell has been located by 
Steady on: Software Re
Slowly Blinking (once per sec.):
the OnCell Search Utility Ready 

Off ooting up. Power is off, or device is b

Red annot get an IP address from 
Steady on: Booting up, or IP fault 
Slowly Blinking (once per sec.): C
the DHCP server Fault 

Off rmal with no error condition Power is off, or no

Gree
ta transmission 

n 
Steady on: LAN port is connected. 
Slowly Blinking (once per sec.): DaLAN 1-4 

Off LAN port is disconnected, or device is booting up 

Signal (3 LEDs) G   illuminated to reen Indicates the signal level (at least 2 LEDs should be
guarantee proper data transmission) 
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Reset Button 
d hold the Reset button for 5 sec to load factory defaults: Use a pointed object, such as a Press an

straightened paper clip or toothpick to press the reset button. This will cause the Ready LED to 
blink on and off. The factory defaults will be loaded once the Ready LED stops blinking (default 
LAN IP: 192.168.127.254). 
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Chapter 3 Initial IP Address Configuration 

When setting up the OnCell 5004/5104 for the first time, the first thing you should do is configure 
the IP address. This chapter introduces the different methods that can be used to do this. 

The following topics are covered in this chapter: 

 Static and Dynamic IP Addresses 
 Factory Default IP Address 
 Configuration Options 

 OnCell Search Utility 
 Web Console 
 Serial Console 
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Static and Dynamic IP Addresses 
Determine whether your OnCell 5004/5104 needs to use a static IP address or dynamic IP address 
(either DHCP or BOOTP application). 

 If your OnCell 5004/5104 is used in a static IP environment, you must assign a specific IP 
address using one of the tools described in this chapter. 

 If your OnCell 5004/5104 is used in a dynamic IP environment, the IP address will be 
assigned automatically from over the network. In this case, set the IP configuration mode to 
DHCP or BOOTP. 

 

 

ATTENTION 

Consult your network administrator on how to reserve a fixed IP address for your OnCell 
5004/5104 in the MAC-IP mapping table when using a DHCP Server or BOOTP Server. For most 
applications, you should assign a fixed IP address to your OnCell 5004/5104. 

Factory Default IP Address 
The OnCell 5004/5104 is configured with the following default private IP address: 

192.168.127.254 

Note that IP addresses that begin with “192.168” are referred to as private IP addresses. Devices 
configured with a private IP address are not directly accessible from a public network. For 
example, you would not be able to ping a device with a private IP address from an outside Internet 
connection. If your application requires sending data over a public network, such as the Internet, 
your OnCell 5004/5104 will need a valid public IP address, which can be leased from a local ISP. 

Configuration Options 
OnCell Search Utility 

You may configure your OnCell 5004/5104 with the bundled OnCell Search Utility for Windows. 
Refer to Chapter 7, OnCell Search Utility, for details on how to install and use OnCell Search 
Utility. 

Web Console 
You may configure your OnCell 5004/5104 using a standard web browser. Refer to Chapter 4, 
Using the Web Console, for details on how to access and use the OnCell 5004/5104’s web console. 

Telnet Console 
Depending on how your computer and network are configured, you may find it convenient to use 
network access to set up your OnCell 5004/5104’s IP address. This can be done using Telnet. 
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ATTENTION 

Figures in this section were taken from the OnCell 5004’s and OnCell 5104’s Telnet console. 

 

1. From the Windows desktop, select Start  Run, and then type the following content in the Run 
window: telnet 192.168.127.254. If your IP address is different from the default setting, use 
your IP address instead. Click OK. 

 
2. The console terminal type selection is displayed, as shown below. Enter 1 for ansi/vt100, and 

then press ENTER to continue. 
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3. The following window will only appear if the OnCell 5004/5104 is password protected. Enter 
the console password if you are prompted to do so, and then press ENTER. 

 
 

4. Press N or use the arrow keys to select Network, and then press ENTER. 
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5. Press L or use the arrow keys to select LAN, and then press ENTER. 

 
6. Use the arrow keys to move the cursor to IP address. Use the DELETE, BACKSPACE, or 

SPACE keys to erase the current IP address, and then type in the new IP address and press 
ENTER. Note that if you are using a dynamic IP configuration (BOOTP, DHCP, etc.), you will 
need to go to the IP configuration field and press ENTER to select the appropriate 
configuration. 

 
7. Press ESC twice to return to the previous page. 
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8. Press A or use the arrow keys to select Save and then press ENTER. Press ENTER again to 
confirm the save command. 

 
9. Press R or use the arrow keys to select Restart and then press ENTER. Press ENTER again to 

restart the OnCell 5004/5104. 
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Serial Console 
The OnCell 5004/5104 can be configured through the serial console, which works the same as the 
Telnet console but is accessed through the RS-232 console port rather than over the network. 

The following instructions and screenshots show how to enter the serial console using PComm 
Terminal Emulator, which is available free of charge as part of the PComm Lite suite. You may use 
a different terminal emulator utility, although the actual screenshots and procedure may vary 
slightly from the following instructions. 

Before running PComm Terminal Emulator, use an RJ45 to DB9-F (or RJ45 to DB25-F) cable to 
connect the OnCell 5004/5104’s RS-232 console port to your PC’s COM port (generally COM1 or 
COM2, depending on how your system is set up). After installing PComm Terminal Emulator, take 
the following steps to access the RS-232 console utility. 

1. Turn off the OnCell 5004/5104’s power, and then use a serial cable to connect the OnCell 
5004/5104’s serial console port to your computer’s RS-232 serial port. 

2. From the Windows desktop, select Start  All Programs  PComm Lite  Terminal 
Emulator. 

3. The PComm Terminal Emulator window should appear. From the Port Manager menu, select 
Open (or click the Open icon). 

4. The Property window opens automatically. Select the Communication Parameter tab, and 
then select the appropriate COM port for the connection (COM1 in this example). Configure the 
parameters to 115200 for Baud Rate, 8 for Data Bits, None for Parity, and 1 for Stop Bits. 
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5. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and 
then click OK. 

 
6. If the OnCell 5004/5104 has been set up for password protection, you will be prompted to enter 

the password. After you enter the password, or if password protection was not enabled, you will 
be prompted to select the terminal mode. Press 1 for ansi/vt100 and then press ENTER. 
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7. The main menu should appear. Once you are in the console, you may configure the IP address 
through the Network menu, just as with the Telnet console. Refer to steps 4 to 11 in the Telnet 
Console section to complete the initial IP configuration. 
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Chapter 4 Web Console Configuration 

In this chapter, we explain all aspects of the web-based console configuration utility. Moxa’s 
easy-to-use management functions will help you set up your OnCell 5004/5104 and allow you to 
maintain your wireless network easily. 

This chapter covers the following topics: 

 Accessing the Web Console 
 Web Console Navigation 

 Basic Settings 
 Device Settings 
 Time Settings 

 Network Settings 
 LAN Settings 
 LAN Port Configuration 
 Cellular WAN Settings 
 Ethernet WAN Settings 
 DNS Settings 
 DHCP Settings 
 Auto IP Report 

 Advanced Network Settings 
 Firewall Settings 
 WAN IP Filter 
 Route Table 
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Accessing the Web Console 
Open your web browser and enter 192.168.127.254 in the website address line. This is the default 
IP address for the OnCell 5004/5104—if a new address has been assigned, enter the new address 
instead. Press ENTER to load the page. 

 

 

ATTENTION 

The examples and figures in this chapter use the OnCell 5004/5104 factory default IP address of 
192.168.127.254. If you have assigned a different IP address to your OnCell 5004/5104, you will 
need to use that IP address. Refer to Chapter 3, Initial IP Address Configuration, for details on 
how to configure the IP address. 

 

Enter the console password if prompted. The password will be transmitted with MD5 encryption 
over the Internet to ensure that the password cannot be easily intercepted by eavesdroppers. 

 
The OnCell 5004/5104’s web console will appear. 
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Web Console Navigation 
The left panel of the OnCell 5004/5104’s web console is the navigation panel, and contains an 
expandable menu tree for navigating among the various settings and categories. When you click on 
a menu item in the navigation panel, the main window will display the corresponding options for 
that item. Configuration changes can then be made in the main window. For example, if you click 
on Basic Settings in the navigation panel, the main window will show a page of basic settings that 
you can configure. 

You must click on the Submit button to keep your configuration changes. The Submit button is 
located at the bottom of every page that has configurable settings. If you navigate to another page 
without clicking the Submit button, your settings will be lost. 

Changes will not take effect until they are saved and the OnCell is restarted! You may 
complete this in one step by clicking on the Save/Restart option after you submit a change. If you 
need to make several changes before restarting, you may save your changes without restarting by 
selecting Save Configuration in the navigation panel. If you restart the OnCell without saving 
your configuration, the OnCell will discard all submitted changes. 

Basic Settings 
The Basic Settings screen can be accessed from the navigation panel. 

Device Settings 

 
Device name: This is an optional text field for your own use; it does not affect the operation of the 
OnCell 5004/5104, and can be used to help differentiate one OnCell 5004/5104 device from 
another. 

Device location: This is an optional text field for your own use; it does not affect the operation of 
the OnCell 5004/5104, and is useful for assigning or describing the location of an OnCell 
5004/5104. If you need to manage multiple servers, you should use this field to indicate the precise 
physical location of each device. 
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Time Settings 
The OnCell 5004/5104 has a built-in Real-Time Clock for time calibration functions. Functions 
such as Auto Warning Email or SNMP Trap can add real-time information to messages. 

Before making any adjustments to the time, first select the correct time zone and submit the 
change. The console will display the real time according to the time zone. To modify the real time 
clock, click on Modify next to the Local time field. Once you submit the new time, the OnCell 
5004/5104’s firmware will modify the GMT time based on your time zone and local time settings. 

 

ATTENTION 

There is a risk of explosion if the real-time clock battery is replaced with the wrong type! 
The OnCell 5004/5104’s real time clock is powered by a lithium battery. We strongly recommend 
that you do not attempt to replace the lithium battery without help from a qualified Moxa support 
engineer. If you need to change the battery, please contact the Moxa RMA service team. 

 

Time zone (default=GMT Greenwich Mean Time): This field shows the currently selected time 
zone and allows you to select a different time zone. 

Local time: This field shows the time that you last opened or refreshed the browser. To set the 
local time for the OnCell 5004/5104, click on the Modify button, update the date and time, and 
then click on submit. 

 
Time server: The OnCell 5004/5104 uses SNTP (RFC-1769) for auto time calibration. You may 
enter a time server IP address or domain name in this optional field. Once the OnCell 5004/5104 is 
configured with the correct time server address, it will request time information from the time 
server every 10 minutes. 
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Network Settings 
LAN Settings 

 
You can access LAN Settings by expanding the Network Settings item in the navigation panel. 
Use the LAN Settings page to assign the OnCell 5004/5104’s IP address, netmask, and other LAN 
Port configuration parameters. 

Note: You must assign a valid IP address to your OnCell 5004/5104 before it will work in your 
network environment. Your network system administrator should provide you with a unique IP 
address and related settings for your network. First-time users can refer to Chapter 3, Initial IP 
Address Configuration, for more information. 

IP Address (default=192.168.127.254): Enter the IP address that is assigned to your OnCell 
5004/5104. All LAN ports on the OnCell 5004/5104 will share this IP address. An IP address is a 
number assigned to a network device (such as a computer) as a permanent address on the network. 
Computers use the IP address to identify and talk to each other over the network. Choose a proper 
IP address that is unique and valid for your network environment. 

Netmask (default=255.255.255.0): Enter the subnet mask. A subnet mask represents all of the 
network hosts at one geographic location, in one building, or on the same local area network. 
When a packet is sent out over the network, the OnCell 5004/5104 will use the subnet mask to 
check whether the desired TCP/IP host specified in the packet is on the local network segment. If 
the address is on the same network segment as the OnCell 5004/5104, a connection is established 
directly from the OnCell 5004/5104. Otherwise, the connection is established through the given 
default gateway. 
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LAN Port Configuration 
LAN Port Configuration settings are included to give the user control over Port Access, Port 
Transmission Speed, Flow Control, and Port Type (MDI or MDIX). An explanation of each 
configuration item is given below. 

Enable (default=Yes): 
Option Description 
Yes Allows data transmission through the port. 
No Immediately shuts off port access. 

 

Speed (default=Auto): 
Option Description 
Auto Allows the port to use the IEEE 802.3u protocol to negotiate 

with connected devices. The port and connected devices will 
determine the best speed for that connection. 

10Mbps Half 
10Mbps Full 
100Mbps Half 
100Mbps Full 

Choose one of these fixed speed options if the opposing Ethernet 
device has trouble auto-negotiating for line speed. 

 

Flow Ctrl (default=Enable): 
This setting enables or disables the flow control capability of this port when the “speed” setting is 
in “auto” mode. The final result will be determined by the “auto” process between the OnCell and 
connected device. 

Option Description 
Enable Enables the flow control capability of this port when in 

auto-nego mode. 
Disable Disables the flow control capability of this port when in 

auto-nego mode. 
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Cellular WAN Settings 

 
From the left navigation panel, click Network Settings  Cellular WAN Settings to configure 
the SIM card Settings. The various configuration items are described below: 

SIM1 PIN: This is a pin code that locks the SIM card until you enter the correct code. Use the pin 
to protect your account. The default code is set by the Service Provider. Note that a cell phone 
must be used to change the PIN. 

Band (default=Auto): The GSM/GPRS/EDGE/UMTS/HSDPA band will be detected 
automatically. 

Username: This is the user ID account. 

Password: This is the user password. 

APN: Before using the GPRS, an APN (Access Point Name) must be configured as a modem 
initialization command.  

TCP/IP compression (default=Disable): Use this field to indicate whether the remote user’s 
application requests compression. 

Link quality report (the default is set to “Disable”): Set this field to “Enable” for the following: 

(1) Automatic disconnection if the link noise of the connection exceeds a user-defined threshold. 

(2) When the OnCell device does not receive data from the host within a 3 minute lapse, the 
OnCell will then ping the host up to 4 times. If all the pings fail, the OnCell will automatically 
reboot. 

WAN Preference (default=Cellular): Select either cellular or Ethernet. Note that the WAN 
preference option on the Ethernet WAN settings page (see below) will be updated automatically. 

Note: You need to select one of the two WAN preferences. If the line is disconnected, the router 
will not automatically switch to the other WAN preference. 

NAT service (default=Enable): If you Enable NAT service, LAN-side applications will be able to 
link to WAN-side applications. 
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Ethernet WAN Settings 

 
You can access Network Settings  Ethernet WAN Settings by expanding the item in the 
navigation panel. Ethernet WAN Settings is where you assign the OnCell 5004/5104’s IP address, 
netmask, Gateway, and other parameters for the Ethernet interface. 

Note: You must assign a valid WAN IP address to your OnCell 5004/5104 before it will work in 
your network environment. Your network system administrator should provide you with a 
unique IP address and related settings for your network. 

IP configuration (default=Static): You can choose from four possible IP configuration modes: 

Mode  Description 
Static User-defined IP address, netmask, and gateway 
DHCP DHCP server-assigned IP address, netmask, gateway, and DNS 
PPPoE Your ISP will provide you with a username and password. This 

option is typically used for DSL services 
DHCP/BOOTP DHCP server-assigned IP address, netmask, gateway, and DNS, 

or BOOTP server-assigned IP address (if the DHCP server does 
not respond) 

BOOTP BOOTP server-assigned IP address 
 

IP Address (default=192.168.126.254): Enter the WAN IP address that the OnCell 5004/5104 will 
use to connect to the internet. 

Netmask (default=255.255.255.0): Enter the subnet mask. A subnet mask represents all of the 
network hosts at one geographic location, in one building, or on the same local area network. 
When a packet is sent out over the network, the OnCell 5004/5104 will use the subnet mask to 
check whether the desired TCP/IP host specified in the packet is on the local network segment. If 
the address is on the same network segment as the OnCell 5004/5104, a connection is established 
directly from the OnCell 5004/5104. Otherwise, the connection is established through the given 
default gateway. 
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Gateway: Enter the IP address of the gateway if applicable. A gateway is a network computer that 
acts as an entrance to another network. Usually, the computers that control traffic within the 
network or at the local Internet service provider are gateway nodes. The OnCell 5004/5104 needs 
to know the IP address of the default gateway computer in order to communicate with the hosts 
outside the local network environment. For correct gateway IP address information, consult the 
network administrator. 

PPPoE user account: If your ISP uses a PPPoE connection, enter the user account name here. 
This option is typically used for DSL services. 

PPPoE password: Enter your password. 

WAN speed (default=Auto): 

Option Description 
Auto Allows the port to use the IEEE 802.3u protocol to negotiate 

with connected devices. The port and connected devices will 
determine the best speed for that connection. 

10Mbps Half 
10Mbps Full 
100Mbps Half 
100Mbps Full 

Choose one of these fixed speed options if the opposing Ethernet 
device has trouble auto-negotiating for line speed. 

 

WAN Preference (default=Cellular): You must select either one of the WAN interface for data 
transmission. Note that the WAN preference option on the Cellular WAN settings page (see above) 
will be updated automatically. 

Note: You need to select one of the two WAN preferences. If the line is disconnected, the router 
will not automatically switch to the other WAN preference. 

DNS Settings 

 
DNS server 1: This is an optional field since the DNS server automatically obtains the DNS 
server’s IP address from C-WAN OR E-WAN. If your network has access to a DNS server, you 
may choose to enter the DNS server’s IP address in this field. This allows the OnCell 5004/5104 to 
use domain names instead of IP addresses to access hosts.  
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The Domain Name System (DNS) is used to identify Internet domain names and to translate the 
names into IP addresses. A domain name is an alphanumeric name, such as www.moxa.com, that it 
is usually easier to remember than the numeric IP address. A DNS server is a host that translates 
this kind of text-based domain name into the actual IP address used to establish a TCP/IP 
connection. 

When the user wants to visit a particular website, the user’s computer sends the domain name (e.g., 
www.moxa.com) to a DNS server to request that website’s numeric IP address. When the IP 
address is received from the DNS server, the user’s computer uses that information to connect to 
the website’s web server. The OnCell 5004/5104 plays the role of a DNS client, in the sense that it 
actively queries the DNS server for the IP address associated with a particular domain name. The 
following functions in the OnCell 5004/5104’s web console support the use of domain names in 
place of IP addresses: Time Server, Destination IP Address (in TCP Client mode), Mail Server, 
SNMP Trap Server, and SMTP Server. 

DNS server 2: This is an optional field. The IP address of another DNS server may be entered in 
this field for times when DNS server 1 is unavailable. 

DNS server form C-WAN: Normally, the DNS server’s IP address is automatically obtained 
through the cellular network. The OnCell will use the DNS server’s C-WAN or E-WAN’s IP 
address as its first priority. 

DNS server form E-WAN: Normally, the DNS server’s IP address is automatically obtain through 
the Ethernet network. The OnCell will use the DNS server’s C-WAN or E-WAN’s IP address as its 
first priority. 
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DHCP Settings 

 
DHCP (default=Enable): DHCP stands for Dynamic Host Control Protocol. When you enable the 
DHCP Server, it will automatically assign an IP address to the computers on the LAN/private 
network. Be sure to set your computers to be DHCP clients by setting their TCP/IP settings to 
“Obtain an IP Address Automatically.” When you turn your computers on, they will automatically 
load the proper TCP/IP settings provided by the OnCell 5004/5104. The DHCP Server will 
automatically allocate an unused IP address from the IP address pool to the requesting computer. 
You must specify the starting and ending address of the IP address pool. 

DNS relay (default=Enable): If enabled, your computers will use the router as a DNS server. If 
disabled, the DNS server information will be transferred from your ISP to your computers. 

Start IP address: Enter the starting IP addresses for the DHCP server’s IP assignment. 

Note: If you assign static IP addresses to your computers or devices, make sure the IP addresses 
are outside of this range or you may have an IP conflict. 

Client lease time: The length of time for the IP address lease. Enter the Lease time in days.  

Static IP mapping: If enabled, the mapping list allows you to assign specific IP addresses to 
specific MAC addresses, provided the IP addresses are in the range specified under DHCP Server 
Configuration. 
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Auto IP Report 

 
Auto IP report to host: Reports generated by the Auto report function will be sent automatically 
to this IP address or host name. 

Report to UDP port (default=63100): This is the UDP port number assignment for the serial port 
on the OnCell 5004/5104. 

Report period (default=99): You can use this option to set the automatic report time. 

Advanced Network Settings 
Firewall Settings 

Virtual Server Settings 
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Virtual Server Settings (default=Disable): This function allows remote users to access the Host or 
FTP services via a public IP address, and automatically redirects them to local servers in the LAN 
(Local Area Network). 

The OnCell firewall feature filters out unrecognized packets to protect your LAN network when 
computers networked with the OnCell are hidden from public view. If you wish, you can make 
some of the LAN computers accessible from the Internet by enabling Virtual Server. Depending on 
the requested service, the OnCell redirects the external service request to the appropriate server 
within the LAN network. 

The OnCell is also capable of port-redirection, which means that traffic coming in to a particular 
port may be redirected to a different port on the server computer. 

Public Port: The public port is the port seen from the Internet side.  

Internal IP: Enter the IP address of the host on your local network that you want to link the 
incoming service to. 

Internal Port: The internal port is the port being used by the application on the host within your 
local network. 

WAN IP Filter 

 
The OnCell 5004/5104 uses an IP address-based filtering method to control access to its Ethernet 
ports. The WAN IP Filter allows you to restrict network access to the OnCell 5004/5104. Access is 
controlled by IP address. When the WAN IP Filter list is enabled, a WAN’s IP address must be 
listed in order to gain access to the OnCell 5004/5104. You may add a specific address or range of 
addresses by using a combination of IP address and netmask, as follows: 
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Filter Type: If you select Accept, the WAN IPs that you enter will be allowed to access the OnCell 
5004/5104. If you select Deny, the WAN IPs that you enter will be denied access to the OnCell 
5004/5104. 

IP Address: This is the WAN IP address or cellular network address that you would like to filter. 

Netmask type: Commonly used network classes are indicated below: 

Network Type Netmask 
Host 255.255.255.255 
Class A 255.0.0.0 
Class B 255.255.0.0 
Class C 255.255.255.0 
User Define --- 

Netmask: This is the destination network’s netmask. 

Route Table 
You can access the Route Table by expanding Advanced Network Settings in the navigation 
panel. Use the route table to configure how the OnCell 5004/5104 will connect to an outside 
network. 

 
You are allowed up to 16 entries in the route table. For each entry, you must provide the gateway, 
destination, netmask type, netmask, metric hops, and interface. 

Gateway: This is the IP address of the next-hop router. 

Destination: This is the host’s IP address or the network address of the route’s destination. 
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Netmask type: Commonly used network classes are indicated below: 

Network Type Netmask 
Host 255.255.255.255 
Class A 255.0.0.0 
Class B 255.255.0.0 
Class C 255.255.255.0 
User Define --- 

 

Netmask: This is the destination network’s netmask. 

Metric: You may use this optional field to enter the number of hops from the source to the 
destination. This allows the OnCell 5004/5104 to prioritize the routing of data packets if there is 
more than one router available to reach a given destination. 

Interface: This is the network interface to which the packet must be sent. 

 

 

 



 

55  
Chapter 5 System Management Settings 

In this chapter, we describe the OnCell 5004/5104’s system management settings. The same 
configuration options are also available through the Telnet and serial console. 

This chapter covers the following topics: 

 Misc. Network Settings 
 SNMP Agent Settings 
 DDNS Configuration 

 Auto Warning Settings 
 Event Settings 
 E-mail Alert 
 SNMP Trap 
 SMS Alert 

 Maintenance 
 Console Settings 
 PING Test 
 System Log Settings 
 Firmware Upgrade 
 Configuration Import/Export 
 Load Factory Defaults 
 Change Password 

 Certificate 
 Ethernet SSL Certificate Import 
 Certificate/Key Delete 

 System Monitoring 
 Network Connections 
 Network Statistics 
 Routing 
 DHCP Client List 
 Internet Sessions List 
 System Log 
 Dout State 
 Din and Power Status 

 Save Configuration 
 Restart 

 Restart System 
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Misc. Network Settings 
SNMP Agent Settings 

 
SNMP: To enable the SNMP Agent function, select the Enable option, and enter a community 
name (e.g., public). 

Read community string (default=public): This is a text password that is used to weakly 
authenticate queries to agents of managed network devices. 

Write community string (default=private): This is a text password that is used to weakly 
authenticate changes to agents of managed network devices. 

Contact name: The optional SNMP contact information usually includes an emergency contact 
name and telephone or pager number. 

Location: Use this optional field to specify the location string for SNMP agents such as the 
OnCell 5004/5104. This string is usually set to the street address where the OnCell 5004/5104 is 
physically located. 

SNMP agent version: The OnCell 5004/5104 supports SNMP V1, V2, and V3. 
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Read-only and Read/Write Access Control 

The following fields allow you to define user names, passwords, and authentication parameters for 
two levels of access: read-only and read/write. The name of the field will indicate which level of 
access it refers to. For example, Read only authentication mode allows you to configure the 
authentication mode for read-only access, whereas Read/write authentication mode allows you to 
configure the authentication mode for read/write access. For each level of access, you may 
configure the following: 

User name: Use this optional field to identify the user name for the specified level of access. 

Authentication mode (default=Disable): Use this field to select MD5 or SHA as the method of 
password encryption for the specified level of access, or to disable authentication 

Privacy mode (default=Disable): Use this field to enable or disable DES_CBC data encryption for 
the specified level of access. 

Password: Use this field to set the password for the specified level of access. 

Privacy: Use this field to define the encryption key for the specified level of access. 

DDNS Configuration 

 
DDNS (default=Enable): The Dynamic Domain Name System is a method of keeping a domain 
name linked to a changing IP Address. Check the box to enable DDNS. 

Server address: Choose your DDNS provider from the drop down menu. 

Host name: Enter the Host Name that you registered with your DDNS service provider. 

Username: Enter the Username for your DDNS account. 

Password: Enter the Password for your DDNS account. 
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Auto Warning Settings 
Event Settings 

 
On the Event Settings page, you may configure how administrators are notified of certain system, 
network, configuration, power, Din, and cellular module events. Depending on the event, different 
options for automatic notification are available, as shown above. Mail refers to sending an e-mail 
to a specified address. Trap refers to sending an SNMP Trap. Dout is available on the network, 
power, Din, and cellular module event. SMS refers to sending a message to a specified phone 
number. 

Note: If you select “enable for SMS,” the receiver will receive the message in the following 
format: 

“[modelName] alert (S/N: [serial number], LAN: [LAN IP], [LAN MAC Address]): 
(C-WAN/E-WAN/P-WAN: [WAN IP]): (yyyy-mm-dd hh:mm:ss) [message]” 

“C-WAN: x.x.x.x” indicates the cellular WAN IP address 

“E-WAN: x.x.x.x” indicates the Ethernet WAN IP address and “P-WAN: x.x.x.x” indicates the 
preferred WAN IP address. 

Cold start: This refers to starting the system from a power off state, or after upgrading the 
firmware 

Warm start: This refers to restarting the OnCell 5004/5104 without turning the power off. 

Ethernet link down: These settings configure the OnCell 5004/5104 to change the status of the 
relay output and SMS if the specified connection goes down. 

Console (web/text) login authentication failure: This field refers to failed attempts to log in to a 
WEB/Console/Telnet/OnCell Central using a password. 

IP changed: With this IP address change, the OnCell 5004/5104 will send an email or SMS 
warning after it reboots. 

Password changed: With this option selected, the OnCell 5004/5104 will attempt to send an 
e-mail or SMS warning after it reboots with a new console password. If the OnCell 5004/5104 is 
unable to send an e-mail or SMS message to the mail server within 15 seconds, it will still reboot 
without sending the e-mail or SMS. 
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Power event: The OnCell 5004/5104 provides two DC power inputs for redundancy. If either 
power fails, the OnCell 5004/5104 will attempt to send an e-mail warning, relay output, or SMS. 

Din event: When the status of digital input 1 or 2 is changed, the OnCell 5104 series will attempt 
to send an e-mail, trigger the digital output, or send an SMS. 

Cell. module fail: When the cellular module fails to function, the OnCell 5004/5104 will attempt 
to send an e-mail, or trigger the digital output to inform users. 

Cell. close temperature range: When the temperature on the cellular module inside the OnCell 
5004/5104 is close to the upper or lower limit, the OnCell 5004/5104 will attempt to send an 
e-mail, trigger the digital output, or send an SMS message to inform users. 

Cell. over temperature range: When the temperature on the cellular module inside the OnCell 
5004/5104 is outside the normal temperature range, the OnCell 5004/5104 will attempt to send an 
e-mail, or trigger the digital output to inform users. 

E-mail Alert 

 
The E-mail Alert settings determine how e-mail warnings are sent for system and serial port events. 
You may configure up to 4 e-mail addresses to receive automatic warnings. 

 

 

ATTENTION 

Consult your Network Administrator or ISP for the proper mail server settings. The Auto warning 
function may not work properly if it is not configured correctly. The OnCell 5004/5104’s SMTP 
AUTH supports LOGIN, PLAIN, and CRAM-MD5 (RFC 2554). 
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Mail server: This field is for your mail server’s domain name or IP address. 

User name: This field is for your mail server’s user name, if required. 

Password: This field is for your mail server’s password, if required. 

From e-mail address: This is the e-mail address from which automatic e-mail warnings will be 
sent. 

To e-mail address 1 to 4: This is the e-mail address or addresses to which the automatic e-mail 
warnings will be sent. 

SNMP Trap 

 
SNMP trap server IP: Use this field to indicate the IP address to use for receiving SNMP traps. 

Trap version (default=v1): Use this field to select the SNMP trap version. 

Trap community (default=alert): Use this field to designate the SNMP trap community. 
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SMS Alert 

 
To phone number 1 to 4: This is the phone number to which the automatic warnings message will 
be sent. 

Encode format: 

SMS Data Format 
Text ASCII (7 bits) (default) 7 bits text format (160 bytes per packet) 
Binary 8 bits binary (140 bytes per packet) 
Unicode 16 bits Unicode (UCS2) format (70 bytes per packet) 

 

Maintenance 
Console Settings 

 
On this screen, access to different OnCell 5004/5104 configuration console options (HTTP, 
HTTPS, Telnet, SSH) can be enabled or disabled. Refer to Change Password later in this chapter 
for more information on passwords. 

Reset button (default=Always Enable): Select “Always Enable” to activate the reset button. Use 
the “Disable after 60 sec” option to avoid resetting the server when the reset button is pressed 
accidentally. 
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PING Test 

 
You can ping an IP address from the OnCell 5004/5104 web console in order to test the Ethernet 
connection. Enter the IP address or domain name in the Destination field to make sure the 
connection is OK. 

System Log Settings 

 
System Log Settings allows the administrator to customize which network events are logged by 
the OnCell 5004/5104. Events are grouped into five categories, known as event groups, and the 
administrator selects which groups to log under Local Log. The actual system events that would be 
logged for each system group are listed under summary. For example, if System was enabled, then 
System Cold Start events and System Warm Start events would be logged. 

Group Event 
System System Cold Start, System Warm Start, Power 1 DOWN, Power 2 

DOWN, Cell. module awake/fail, Cell. module close/over 
temperature range 

Network DHCP/BOOTP Get IP/Renew, NTP, Mail Fail, NTP Connect Fail, 
IP Conflict, Network Link Down, Cell. module get/lost IP 

Config Login Fail, IP Changed, Password Changed, Config Changed, 
Firmware Upgrade, SSL Key Import, Config Import, Config Export 

Input Din 1 turn on, Din 1 turn off, Din 2 turn on, Din 2 turn off 
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Firmware Upgrade 

 
The OnCell 5004/5104’s firmware can be upgraded though the web console or the OnCell Search 
Utility. If you have made any changes to your configuration, remember to save the configuration 
first before upgrading the firmware. Please refer to Save Configuration later in this chapter for 
more information. Any unsaved changes will be discarded when the firmware is upgraded. To 
upgrade the firmware, simply enter the file name and click Submit. The latest firmware can be 
downloaded from www.moxa.com. 

Configuration Import/Export 
The OnCell 5004/5104 can share or back up its configuration by exporting all settings to a file. 

 
To import a configuration, go to System Management  Maintenance  Configuration 
Import. Enter the configuration file path/name and click Submit. The OnCell 5004/5104’s 
configuration settings will be updated according to the configuration file. If you also wish to 
import the IP configuration (i.e., the OnCell 5004/5104’s IP address, netmask, gateway, etc.), make 
sure that Import all configurations including IP configurations is checked. 

www.moxa.com
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To export a configuration, go to System Management  Maintenance  Configuration 
Export and click Download. A standard download window will appear to allow you to download 
the configuration into a file and location of your choice. 

Load Factory Defaults 

 
This function will reset all of the OnCell 5004/5104’s settings to the factory default values. All 
previous settings, including the console password will be lost. If you wish to keep the OnCell 
5004/5104 IP address, netmask, and other IP settings, make sure Keep IP settings is checked 
before loading the factory defaults. 
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Change Password 

 
For all changes to the OnCell 5004/5104’s password protection settings, you will first need to enter 
the old password. Leave this blank if you are setting up password protection for the first time. To 
set up a new password or change the existing password, enter the password under both New 
password and Confirm password. To remove password protection, leave the New password and 
Confirm password boxes blank. 

 

 

ATTENTION 

If you forget the password, the ONLY way to configure the OnCell 5004/5104 is by using the 
reset button on the OnCell 5004/5104’s casing to load the factory defaults. 
 
Before you set a password for the first time, it is a good idea to export the configuration to a file 
when you have finished setting up your OnCell 5004/5104. Your configuration can then be easily 
imported back into the OnCell 5004/5104 if you need to reset the OnCell 5004/5104 due to a 
forgotten password or for other reasons. Please refer to the section on Configuration 
Import/Export earlier in this chapter for more details. 
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Certificate 
Ethernet SSL Certificate Import 

 
SSL certificate is used to ensure that the website you are accessing is the one you trust, and to 
encrypt the data transmitted between you and the website. The SSL certificate contains unique, 
authenticated information about the certificate owner. It is issued by a Certificate Authority (CA), 
such as VeriSign, that verifies the identity of the certificate owner. 

The OnCell 5004/5104 will generate a new SSL certificate whenever a new IP is used. However, 
the SSL certificate is issued by the OnCell itself. If you would like to import an SSL certificate 
issued by a primary CA, you can do it from the “Ethernet SSL Certificate Import” page. 

Certificate/Key Delete 

 
You can delete an SSL certificate on this page. To do so, select the Delete option and then click on 
the Submit button. 

System Monitoring 
Network Connections 

Go to System Monitoring under Network Connections to view network connection information. 
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Network Statistics 
Go to System Monitoring under Network Statistics to view network statistics. 

 

Routing 
Go to System Monitoring under Routing to display the routing information. 

 
Possible flags include: 

U: route is up 

D: route is down 

G: use gateway 

+: default gateway 

T: static route 

H: target is a host 
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DHCP Client List 
The DHCP Client List shows all the clients that require and have successfully received IP 
assignments. You can click the Refresh button to refresh the list. 

 

Internet Sessions List 

 
The Internet Sessions page displays full details of active Internet sessions through your router. An 
Internet session is a conversation between a program or application on a LAN-side computer and a 
program or application on a WAN-side computer/device. 

System Log 
This option displays the system log. You may click Select all to select the entire log if you wish to 
copy and paste the contents into a text file. 
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Dout State 
Dout State refers to the relay output status, which can be configured to change upon the occurrence 
of certain system events through Auto Warning Settings under System Management. Click 
Dout State under System Monitoring to display a list of events that may cause a change to the 
Dout state. If a configured alarm event occurs, the Dout state changes, and you can refer to this 
screen to determine the specific cause for the alarm. To reset the Dout state, click on Acknowledge 
Event. 

 

Din and Power Status 
Go to Din and Power status under System Monitoring to display the power and digital input 
information. 

 

Save Configuration 
Go to Save Configuration and then click Save to save your submitted configuration changes to 
the OnCell 5004/5104’s flash memory. The configuration changes will be effective when the 
OnCell 5004/5104 is restarted. If you do not save your changes before restarting, they will be 
discarded. 
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Restart 
Restart System 

Go to Restart System under Restart and then click Restart to restart the OnCell 5004/5104. 
Ensure that you save all of your configuration changes before you restart the system or else these 
changes will be lost. 

 
 



 

66
 Central Management Software 

  
Chapter 6 Introduction and Configuring OnCell 

In this chapter, we introduce OnCell Central Management Software, and explain how to configure 
OnCell Central Management Software with the OnCell 5004/5104 web console, install and set the 

tral Manager 
ager 

ettings 

anagement 

 

OnCell Central Driver Manager, and cover all of the equipment specifications. 

This chapter covers the following topics: 

 Step 1: Server Settings 
 System Requirements 
 Installing OnCell Cen
 Using OnCell Central Man

 Step 2: OnCell Device Web Console S
 OnCell Central Settings 
 OnCell Central Server 

 Step 3: Host Settings and M
 

OnCell 
Device

Step 1 
Step 2 

OnCell 
Central 

Manager 

OnCell Central  
Server 

Devices 

Ethernet Device 

Step 3 

Host 

Ethernet 
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Step 1: Server Settings 
System Requirements 

Hardware Requirements 

Please ensure that your host hardware meets the following minimum requirements: 

 Pentium III or above 

 500 MHz CPU (1 GHz recommended) 

 256 Mb RAM (1 GB recommended) 

 300 MB disk space 

Software Requirements 

 OnCell Central Manager runs on a the following host systems: 

 Microsoft Windows 2000 Server 

 Microsoft Windows Server 2003 

 Microsoft Windows Server 2008 

 Internet Explorer 6.0 above is required. 

Installation 

Installing OnCell Central Manager software involves two main elements: 

 If needed, installing Adobe Flash. 

 Installing the OnCell Central Manager software. 
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Installing OnCell Central Manager  
o install the OnCell Central Manager software, follow these steps. This procedure requires that 
ou have administrative privileges. Insert the OnCell Installation CD into the OnCell Central 

. 

 Click the INSTALL OnCell Central Manager button in the OnCell Installation CD auto-run 
window to install the OnCell Central Manager. Once the installation program starts running, 
click Yes to proceed. 

. Click Next when the Welcome screen opens to proceed with the installation. 

T
y
Server

1.

2
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 Click Next to install program files to the default directory, or click Browse to select an
alternate location. 

 
3. lick Next to install the program’s shortcuts in the appropriate Start Menu folder. C
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4. l tasks. Click Next to proceed with the installation. You will be prompted to select additiona

 
5. n Click Next to proceed with installation. Setup will display a summary of the installatio

options. 
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6. ress. To Click Install to begin installation. The setup window will report the installation prog
change the installation settings, click Back and navigate to the previous screen. 

 
7. Click Finish to complete the installation of the OnCell Central Manager. 
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Using
tral 

Settin gs for 
OnC

1. ng 

 OnCell Central Manager 
After you install OnCell Central Manager, you can set up the OnCell 5004/5104’s OnCell Cen

gs for your PC host. Make sure the settings on your OnCell 5004/5104 match the settin
ell Central Manager. 

Go to Start  OnCell Central  OnCell Central to start the OnCell Central mappi
software. 

 
 will 

e Flash in 
You may need to install Adobe Flash before using this OnCell Central Server. The system
give you the link for installation automatically. Alternatively, you may find the Adob
the CD as well. 
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s Settings to modify the port number. 2. Click on Tool  Control Port

 
To modify the new configuration of control ports, you can make all configuration changes 
here. The Control Ports Setting’s information must match the web console’s OnCell Central 
Server Settings. Please refer to Step 2, OnCell Device Web Console Settings, for control port 
information. Click Save if any modifications have been made. 

 
 

 



OnCell 5004/5104 User’s Manual OnCell Management Software  
 

 6-9

k Save if any 

 

3. Click on Tool  User Ports Settings to modify the port number. Clic
modifications have been made. 

User Ports are used to connect the host and OnCell Central Server. The User Ports are 
assigned by the OnCell Central Server to each OnCell device sequentially within the specified
port range. 

Data port: Ports used to communicate with serial devices connected to the OnCell. 

Command port: The TCP port for listening to SSDK commands from the host. 

Service forwarding: Ports used to communicate with Ethernet devices connected to the 
OnCell. 

Telnet port: The telnet port is the TCP listening port that allows the host to configure the 
OnCell via Telnet. 

NOTE: Enabling Remove registered ports will remove the already assigned port numbers 
within the specified port range from the system. 
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, follow 
ctly to Step 9. 

5. 

4. If you need to import/add a long pre-defined device list to the OnCell Central Server
the next step, otherwise skip dire

To import the configuration from a text file, click on Tool  Import OnCell User 
Ports/Service Forwarding. 

 
Browse to locate the configuration file (file format can be .txt for the following import form
and then click Import (same step as Import Service Forwarding). 

at) 
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 Ports/Service Forwarding. 
6. Alternatively, for OnCell User Ports and Service Forwarding, you can manually enter the 

information. Click on Tool  Add OnCell User

 
(Same step as Import Service Forwarding.) 
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ep 7. In order to view the information you have been imported or added, click on View (same st
as Import Service Forwarding). 

 
To save All the configuration settings to an xml file format, select Export DataBase from th
OnCell Central menu. You will then be able to import this configuration file to another host 
and use the same OnCell Central settings on the other host. 

8. e 

 
 

 

 



OnCell 5004/5104 User’s Manual OnCell Management Software  
 

 6-13

wo LAN cards, you may need to select the IP that needs to 

 User 
ust 

9. When all the configurations have been completed, return to the OnCell central main page. If 
your OnCell Central Server has t
pass through the OnCell Connection and User Connection, and then click Startup. 

For security reasons, we use 2 LAN cards for the server, one for the private IP domain in
Connection, and another for the public IP domain in OnCell Connection (OnCell Central m
be accessible from the public IP domain). 

 

Step 2: OnCell Device Web Console Settings 
OnCell Central

From  OnCell 

bel

 Settings 
 the left navigation panel, click Network Settings  OnCell Central Settings 

Central Server to configure the OnCell Central Settings. The configuration items are shown 
ow: 

 
 



OnCell 5004/5104 User’s Manual OnCell Management Software  
 

 6-14

On
C

Ser
Cen

Server ned to your OnCell Central Server. The IP 

Auto r

Control Port 
ation 

of th
Ma nflicts 
wit d. 

ns 
fro tral 
Ma  conflict 
wit d. 

Te
co s, you 

Service F
ral Settings  Service 
 items are shown below: 

Cell Central Server 
onfiguration 

ver (default=Disable): If you select Enable, the OnCell will be ready to connect to the OnCell 
tral Server 

 IP: Enter the IP address that will be assig
address must be in the Public IP domain. 

econnect period (default=10 s): This field specifies the idle time setting for 
auto-reconnect. 

Management information port (default=63201): This port is used to transfer status inform
e OnCell to the OnCell Central Server. The port number must match the OnCell Central 

nager’s port number configured in the OnCell Central Server. In order to prevent port co
h other applications, you can set the management information port to another port if neede

Management configuration port (default=63202): This port is used to transfer configuratio
m the OnCell to the OnCell Central Server. The port number must match the OnCell Cen
nager’s port number configured in the OnCell Central Server. In order to prevent a port
h other applications, you can set the management information port to another port if neede

lnet port (default=63203): The Telnet port is the TCP port that is listening for Telnet 
nnection from the host side. In order to prevent a TCP port conflict with other application

can set the Telnet port to another port if needed. 

orwarding 
From the left navigation panel, click Network Settings  OnCell Cent
Forwarding to configure the OnCell Central Settings. The configuration

 
Service forwarding (default=Disable): If enabled, this option will establish the Ethernet device 
connection of the OnCell device to OnCell Central Server. Up to 8 Ethernet devices can be stored 
in the Service Forwarding Table. 

Service forwarding port: Ports used to establish the Ethernet port connection of the OnCell 
device to OnCell Central Server. 
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gs and Management 
nnect to OnCell Central’s Web, you must install Adobe Flash, which you can 

Step 3: Host Settin
Before you co
download from Adobe Flash Web Site: http://get.adobe.com/flashplayer/ 

If you are using Microsoft Windows 2000 Server, Microsoft Windows 2008 Server, or Microsoft 
rm. Windows Server 2003 platform, you may need to enable your ActiveX control on your platfo

For other platform versions, refer directly to the Host Settings. 

1. Start Internet Explorer and click on Tool  Internet Options. 
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ustom Level. 2. Select Security Settings, select Internet, and then click C

 
3. nable Download signed ActiveX controls. E

 



OnCell 5004/5104 User’s Manual OnCell Management Software  
 

 6-17

4. Enable Run ActiveX controls and plug-ins. 

 
 

5. Enable Script ActiveX controls marked safe for scripting and then click OK. 
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lick on Sites… 6. Select Trusted sites under Security and then c

 
7. Enter your IP address for your OnCell Central’s web page, then click Add. 
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8. Click on Custom Level… 

 
9. Enable Download signed ActiveX controls 
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ols and plug-ins 10. Enable Run ActiveX contr

 
 

11. Enable Script ActiveX controls marked safe for scripting and then click OK 
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On
1. 

2.  address follow with the 8080 port 
ntral Manager Welcome page. 

3. in. 

4. 

Cell Central Web Console 
Start the web browser. 

In the Address input box, enter the OnCell Central’s web IP
(e.g., 192.168.127.111:8080). You should see the OnCell Ce

Enter the default username and password and then click Log

  Username: admin 
  Password: admin 

The OnCell Central page will open: 

 
wing options: 

Server 
Thi er for device and host in order to 
estab d like to change your account 
settin

 

 

 

 

 

 

 

 

From this page, you can change the view to one of the follo

 Server 
 Device 
 Logout 

s section describes how to change the connection ports numb
lish a connection with OnCell Central Server. If you woul
gs, you can use the instructions in this section to do so. 
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ell Central Manager version number you are using. 

Overview 
The page shows which OnC

 

Control Ports/User Ports Information. 

 

Cont
ontrol ports are used to establish a connection between an OnCell device and the OnCell Central 
erver. This section shows all control port information that has already been configured.  

User Ports info. 
ser ports are used to establish a connection between the host and the OnCell Central Server. This 
ction shows all ranges of user ports that have been configured. See page 6-25 for an explanation 

f each user port. 

rol Ports Information. 
C
S

U
se
o
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ttings Account Se

 
ed 

Device 
 

e left 

t 

For all changes to the OnCell Central’s admin and password protection settings, you will first ne
to enter the old password. To set up a new password or change the existing password, enter your 
desired password under both New password and Confirm password.  

This section describes ways in which you can monitor all of the device information that appears in
the Device List. 

If this is the first time that you have used OnCell Central, be aware that the list of groups in th
pane and the Device List will be empty, since you have not added any devices yet. 

If you are managing hundreds of devices, the Device List can be very long, and.searching the lis
to locate a particular device can be inconvenient and time-consuming. However, you can use the 
All Devices, All User Ports, and Service Forwarding tab to view a smaller amount of 
information, which makes monitoring much easier. 
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All Devices 
This table describes All Devices that are connected to OnCell Central Server: 

 

Item Description 
Device MAC Each Device has unique MAC ID that you can find on the 

device label or web/telnet/serial console 
Device Name Device’s Name 
WAN IP Device’s WAN IP address 
LAN IP Device’s LAN IP address 
OP mode Device’s operation mode (does not apply to the OnCell 

5004 and 5104) 
FW Version Device’s firmware version 
Last Connected Device’s last connection date, month, time 

 

Refresh: The device list is refreshed when this button is pressed. New online devices will be 
shown at the top of the list. 

t 

Auto Refresh (30 secs): If you checkmark this box, the new online device list will be updated 
every 30 seconds. 

Group Edit. When you create groups of devices, you can efficiently apply device settings or 
perform maintenance tasks on multiple devices at the same time. To create a group, click the righ
mouse button and select Group Edit. 
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After creating the group, you ca s under All Devices folder to create a new folder 

. 
n copy the device

(e.g., South A)

 
Remove Device. To maintain the list, you can remove all offline devices. To activate this function, 
click the right mouse button and select Remove Device. 

Note: If a device is removed from the All Devices Folder then the same device will be removed 
from all other new folders, too. 
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All User Ports 
The All User Ports table displays the host’s established connections to the OnCell Central Server, 
and its corresponding OnCell devices. 

 
 

Item Description 
Device MAC Each Device has a unique MAC ID that you can find on the 

device label or web/telnet/serial console. 
User Data Port The port number allows the host to establisha serial data 

connection to OnCell Central, which is mapped to the OnCell 
device (does not apply to the OnCell 5004 and 5104). 

User Command Port The port number allows the host to establish a command 
connection to OnCell Central, which is mapped to the OnCell 
device (does not apply to the OnCell 5004 and 5104). 

User Telnet Port The port number allows the host to establish a telnet 
connection to OnCell Central, which is mapped to the OnCell 
device. 
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ding 

ell devices. 

Service Forwar
The Service Forwarding table displays the host’s established Ethernet connection to the OnCell 
Central Server, and the corresponding OnC

 
Item Description 
Status Shows the r’s service ports.  

Closed: th
Registered Cell Central 
Server. 
Connected
Server an

 status of the use
is mean the port is not connected 
: this mean the OnCell is connected to On

: this mean the host side is connected to OnCell Central 
d is ready to use. 

Device MAC Each Dev
label or w

ice has a unique MAC ID that you can find on the device 
eb/telnet/serial console. 

Service Port The port n on 
to the OnC

umber allows the host to establish an Ethernet connecti
ell Central, which is mapped to the OnCell device. 

Protocol Protocol type for Service forwarding connection 
LAN Device Name Device’s Name 
LAN Device IP Device’s IP address 
Port This is the Ethernet device’s local port number. 
Description Detailed description of the device. 
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Firmware Upgrade 
The Firmware Upgrade table displays the firmware upgrade status of your devices. 

 
 

Item Description 
Device Name Device’s name 

Each device’s unique MAC ID, which can be found on the 
device label 

Device MAC 

Device Model Device’s model 
Firmware Support Device’s firmware version 

Upgrade Status 

anceled 

Shows the status of the firmware upgrade: 
Success: this mean the firmware upgrade was successful 
Fail: this mean the firmware upgrade has failed 
Cancel: this mean the firmware upgrade was c

Upgrade Percentage Displays the percentage of firmware that has been uploaded. 
 

If you are the
ancel selec

 adminis  and 
ted devices , and Select All and Firmware 

grade on the All devices page. 

trator, you have ability to use Clear fi
 icons on Firmware Upgrade page

nished and cancelled upgrades
C
Up

 
lear finished and cancelled upgrades: This button clears all firmware upgrades that have been 

d and canceled. 

ancel selected devices: This button cancels the firmware upgrading process of the selected 
evice(s). 

C
finishe

C
d
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This button ma  select all of your devices for firmware upgrades. 

rade: Thi ate a firmware upgrade for the devices you have 

Device’s Settings and Maintenance 
vigation p l Device folder to list all devices, and then select the 

t to m

Select All: kes it easy to

Firmware Upg
selected. 

s button will initi

From the left na anel, click the Al
device that you wan onitor or reconfigure. 
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Overview 
This page shows the OnCell’s device information: 

 

User Ports 

 
 If you click on the enable icon, Telnet will permit the the host to connect to the 

nCell device. If no connections are made within 30sec, the port will just close. 

hange User Port: If you do not want to use the system’s assigned user ports, you may change 
e User Data Port, User Command Port, and Telnet Port here (does not apply to the OnCell 

004 and 5104). 

tion: Use this option to disconnect existing connections. 

Telnet Enable:
O

C
th
5

Reset connec
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Note: If the data or command port is occupied, an error message will appear at the bottom of the 
window. 

orwarding Service F

 

Item Description 
Status Show the status of the User Service Port.  

Closed: Means the port is not connected. 
Registered: Mean the OnCell is connected to OnCell Central 
Server. 
Connected: Means the host side is connected to OnCell Central 
Server, and is ready to use. 

Service Port The port number allows the host to establish an Ethernet 
connection to OnCell Central, which maps to the OnCell device. 

Protocol Protocol type for Service forwarding connection 
LAN Device Name Device’s Name 
LAN Device IP Device’s IP address 
Port This is the Ethernet device’s local port number. 
Description Detailed description of the device 
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Maintenance 

. 

Del selected record: Allows you to delete the device information under service forwarding that 
you have highlighted. 

Reset connection: This is used to disconnect existing connections. 

Configuration Export 
To save all tconfigurations to an xml file, select Configuration Export and then click Download

 

Configuration Import 
Allows you to import this configuration file to another host and use the same OnCell Central 
settings in the other host. 
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Rest
t the OnCell 5004/5104 device. Be sure that you save all of your 

ill be lost. 

art OnCell Device 
Click Restart to restar
configuration changes before you restart the system, or the changes w

 

Logout 
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Chapter 7 OnCell Search Utility 

This chapter covers the following topics: 

 Installing Search Utility 
 Configuring OnCell Search Utility 

 



OnCell 5004/5104 User’s Manual Software Installation/Configuration 
 

 7-2

Installing Search Utility 
1. Click the INSTALL UTILITY button in the OnCell Installation CD auto-run window to

install OnCell Search Utility. Once the program starts running, click Yes to proceed. 

2. Click

 

 Next when the Welcome screen opens to proceed with the installation. 

 
3. Click Next to install program files to the default directory, or click Browse to select an 

alternate location. 
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nal tasks. 4. Click Next to select additio

 
Click Next to proceed with the installation. The installer then 
installation options. 

5. displays a summary of the 

 
Click Install to begin the installation. The setup window wi
installation. To change the installation settings, click Back and

6. ll report the progress of the 
 navigate to the previous screen. 
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on of OnCell Search Utility. 7. Click Finish to complete the installati

 

Co
Th 04 servers that are connected to 
th /5104, you will be able to change 
its IP

not IP address, all OnCell 
5004 ss of whether or not they are part 
of th

1. 

nfiguring OnCell Search Utility 
e Broadcast Search function is used to locate all OnCell 5004/51

e same LAN as your computer. After locating an OnCell 5004
 address. 

Since the Broadcast Search function searches by MAC address and 
/5104 servers connected to the LAN will be located, regardle
e same subnet as the host. 

Open OnCell Search Utility and then click the Search icon. 

 
The Searching window indicates the progress of the search. 
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re located will be displayed 2. When the search is complete, all OnCell 5004/5104 servers that we
in the OnCell Search Utility window. 

 
Click Locate to cause the selected device to beep. 
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 you to the web console, where you can make all 
formation on 

To modify the configuration of the highlighted OnCell 5004/5104, click on the Console icon 
to open the web console. This will take
configuration changes. Please refer to Chapter 4, Using the Web Console, for in
how to use the web console. 

 
3.  Go. Select IP Address Report for monitoring the status of the IP Address, and then click
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4.  
 IP 

To change the configuration of the IP Address Report, click on the Settings icon to open the IP
Location Settings. The Local UDP listen Port number should match the web console Auto
Report Settings’ port number. 

 
Click the Go icon to complete the configuration. Refer to Chapter 4, Using the 5. eb Console, W
for information on how to use the IP Address Report. 
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Appendix A Default Settings 

 

Setting Name Default Name 
Web Console Login  
Username admin 
Password Keep <blank> 
Network Settings  
LAN IP address 192.168.127.254 
WAN IP address 192.168.126.254 
Network 255.255.255.0 
WAN Preference Cellular 
Cellular Settings  
SIM PIN <blank> 
NAT service Enable 
DHCP Service Settings  
DHCP Server Enable 
DNS relay Enable 
Virtual Server Settings  
Virtual Server Disable 
Route Table  
Static Route Disable 
WAN IP Filter Configuration  
WAN IP Filter Disable 
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