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Introduction

The OnCell 5004/5104 cellular routers use a WAN connection to allow you to access your network
from virtually anywhere within the operating range of your WAN network. There are currently
four OnCell 5004/5104 models: The OnCell 5004, OnCell 5104, OnCell 5004-HSDPA, and
OnCell 5104-HSDPA. The main differences between the models are the mechanical design, 1/0
support, and cellular technology support.

The following topics are covered in this chapter:
4d Overview

Package Checklist

Product Features

Product Specifications

OO0
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Overview

The OnCell 5004/5104 are high-performance industrial grade cellular routers that allow up to 4
Ethernet-based devices to simultaneously use a single cellular data account for primary or backup
network connectivity to remote sites and devices. Both the 5004 and 5104 series products provide
the functionality of a cellular router, firewall, and switch in one device. The difference between the
OnCell 5004 and OnCell 5104 is that the OnCell 5104 comes with a built-in relay output that can
be configured to indicate the priority of events when notifying or warning engineers in the field,
and the two digital inputs allow you to connect basic 1/0 devices, such as sensors, to the cellular
network. The OnCell 5004 can be placed on a desktop or wall-mounted, whereas the OnCell 5104
has an 1A design and can be attached to a DIN-Rail. Both products use 12 to 48 VDC power inputs
with a screw-on connector for greater reliability, and the Ethernet port comes with 1.5 KV
magnetic isolation protection to keep your system safe from unexpected electrical discharges.

Package Checklist

Each OnCell 5004/5104 cellular router is shipped in a separate box with standard accessories. In
addition, several optional accessories can be ordered separately. When you receive your shipment,
please check the contents of the box carefully, and notify your Moxa sales representative if any of
the items are missing or appear to be damaged.

OnCell 5004/5104 cellular routers are shipped with the following items:
Standard Accessories

e Rubber SMA antenna

e Rubber stand (OnCell 5004 series only)

e Wallmount Kit (OnCell 5004 series only)

¢ Din-Rail Kit (OnCell 5104 series only)

e Terminal block (screw type)

e Document and Software CD

e Product warranty statement

®  Quick Installation Guide

Optional Accessories

e DC Power Supply (screw-on)

e DC Power Supply (standard)

e Power Jack to Terminal Block Cable

e Antennas (impedance = 50 ohms):
ANT-CQB-AHSM-00-3m: Omni 0 dBi / 10 cm, magnetic SMA quad-band GSM/GPRS
antenna, 3 m
ANT-CQB-AHSM-03-3m: Omni 3 dBi / 25 cm, magnetic SMA quad-band GSM/GPRS
antenna, 3 m
ANT-CQB-AHSM-05-3m: Omni 5 dBi / 37cm, magnetic SMA quad-band GSM/GPRS
antenna, 3 m
ANT-WCDMA-ASM-1.5: Omni 1.5 dBi, rubber SMA Five-band GSM/GPRS/UMTS/HSDPA
antenna
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Product Features

e Quad-band 900/1800, 850/1900 MHz GSM/GPRS

e  Five-band 850/1900/2100 MHz GSM/GPRS/UMTS/HSDPA (OnCell
5004-HSDPA/5104-HSDPA only)

e Can connect up to 4 10/100BaseT(X) devices

e Redundant power (1 power jack; 1 terminal block) (OnCell 5004 series only)
e Industrial primary and backup wireless WAN connectivity

e 2 digital inputs and 1 relay output (OnCell 5104 series only)

Product Specifications

‘ OnCell 5004/5104 OnCell 5004/5104-HSDPA
Cellular Interface
Standards GSM/GPRS GSM/GPRS/EDGE/UMTS/HSDPA
Quad-band Options Quad-band Tri-band 850/1900/2100 MHz
850/900/1800/1900 MHz Quad-band 850/900/1800/1900 MHz
GPRS Multi-slot Class 10

GPRS Terminal Device |[Class B
GRRS Coding Schemes |CS1to CS4

Tx Power 1 watt GSM1800/1900, 2 watt |1 watt GSM1800, 2 watt GSM900, 0.25
EGSM850/900 watt UMTS/HSDPA, 0.5 watt
EDGE900, 0.4 watt EDGE1800

WAN Interface

Number of Ports 1
Ethernet 10/100M (RJ45)
1.5 KV Magnetic Yes

Isolation Protection
LAN Interface

Number of Ports 4
Ethernet 10/100M (RJ45)
1.5KV Magnetic Yes

Isolation Protection
SIM Interface

Number of SIMs 2

SIM Control 3V

1/O Interface

Alarm Contacts & OnCell 5004 series: No 1/O interface

Digital Inputs OnCell 5104 series: 1 Digital Output & 2 Digital Inputs

Software

Network Protocols UDP/TCP, SNTP, ICMP, DDNS, DHCP/BOOTP, PPPoE, PPP, DNS,

Relay, HTTPS, Telnet
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Router/Firewall NAT, port forwarding, routing
Authentication Local user-name and password
Security IP filtering
Physical Characteristics
Housing Aluminum (IP30)
Weight OnCell 5004 series: 505 +5¢

OnCell 5104 series: 645+ 5¢
Dimensions OnCell 5004 series: 158 x 103 x 34 mm

OnCell 5104 series: 160 x 103 x 50 mm

Environmental Limits
Operating temperature  |-30 to 55°C (-22 to 131°F), 5 to 95% RH

Storage Temperature -40 to 75°C (-40 to 167°F)

Regulatory Approvals

Safety UL (UL60950)
Radio FCC Part 22H, FCC Part 24E, EN301 489-1, EN301 489-7 EN301 511
EMC CE: EN55022 Class A/ EN55024, FCC: FCC part 15 subpart B, Class

A, EN61000-4-2 (ESD) Level 4, EN61000-4-3 (RS) Level 3,
EN61000-4-4 (EFT) Level 4, EN61000-4-5 (Surge) Level 3,
EN61000-4-8 Level 3, EN61000-4-12 Level 3

Reliability

Warranty ‘5 years (see www.moxa.com/warranty for details)
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Getting Started

This chapter covers the hardware installation of the OnCell 5004/5104. Software installation is
covered in the next chapter.

The following topics are covered in this chapter:

U Panel Layout

>
>

OnCell 5004 and OnCell 5004-HSDPA
OnCell 5104 and OnCell 5104-HSDPA

U DIN-Rail, and Rack Mounting

>
>

Wall or Cabinet Mounting
DIN-Rail Mounting

O Connecting the Hardware

>

vV V V V V

SIM Card Installation
Connecting the Power
Connecting the 1/0 Port
Connecting to the Network
LED Indicators

Reset Button
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Panel Layout
OnCell 5004 and OnCell 5004-HSDPA

Power Jack Power TB Reset  Antenna Connector

]

Top View

SIM Card Cover

PWR1 PWR2
READY FAULT
2G 3G
SIM 1 SIM 2
WAN
LAN 1-4
Front View Side View

WAN Port Console Port

E Lt L j

1 2 » a A ‘comsoLE
[ S VY P— |

LAN 1-4

Rear View
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OnCell 5104 and OnCell 5104-HSDPA

DI1/Dl2 PWR1/PWR2
Reset Relay

SICEEE
i qmaﬁmumuaauF
i Lgd gl L§4 [ Tt N

[©]]

©w@

Top View
()
=
Signal [77 =
PWR 1 L PWR2
READY — | 1-99——j— FAULT
Il 3G
yai— - S— VP
00 I
|_SA”\,\1/I é 28 LAN 4 © ©
00 — o @ o
00 LAN 2
LAN 1
WAN °
Console Port SIM Card Cover
@ @
9,
Front View Back View
WAN Port LAN 4 LAN 2
| | |
[ [
LAN3 LAN1
Bottom View
Left Side Right Side
OO000000
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DIN-Rail, and Rack Mounting

Wall or Cabinet Mounting

The OnCell 5004 and OnCell 5004-HSDPA device servers have built-in
. . . o . 6.0 mm
ears” for attaching the device server to a wall or the inside of a cabinet.
We suggest using two screws per ear to attach the device servers to a wall
or the inside of a cabinet. The heads of the screws should be less than 6.0 @
mm in diameter, and the shafts should be less than 3.5 mm in diameter, as 35 mﬁ*—
) :

shown in the figure at the right.

— e

m [Od] o 00 wm
oon D
@ 00 @ o]
00 ©
G
$ 20 g o Y
00
© 000 ]
o |

DIN-Rail Mounting

DIN-rail attachments can be purchased separately to attach the OnCell 5104 and OnCell
5104-HSDPAto a DIN-Rail. When shapping the attachments to the DIN-Rail, make sure that the

stiff metal springs are at the top.

Right Side Back View
oooooooooa ’:ﬂ’ﬂ]
=
© ©
o O o
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Connecting the Hardware

This section describes how to connect the OnCell 5004/5104 cellular IP-modem to a host PC or
Ethernet devices for first time testing purposes. We cover SIM card Installation, Connecting the
Power, Connecting the I/O Port, Connecting to the Network, LED Indicators, and Reset Button.

SIM Card Installation

In order to protect the SIM card, the SIM card slot is located inside the OnCell 5004 and 5104
series” housing. You will need to unscrew and remove the outer SIM card cover before installing or
removing the SIM card.

OnCell 5004 Series OnCell 5104 Series

SIM Card

Connecting the Power

The dual power inputs that connect to the 4-pin power terminal block (2 terminals per power input)
can be used to connect the OnCell 5104 to a variety of field power sources that support 12 to 48
VDC. The OnCell 5004 cellular routers have 1 power jack and 1 terminal block for connecting the
power. After connecting the power wire to the OnCell’s terminal block or power jack, the “PWR”
LED will glow a solid green color to indicate that the system is ready.

Connecting the I/O Port

The OnCell 5104 has six terminals on the terminal block for the 1/O ports, with 4 terminals used
for each input, and 2 terminals used for the output.

Digital Input

Power input levels determine the ON/OFF states of the digital inputs:
e On: +13to +30 V for state “1”

e Off: -30to -3V for state “0”

Digital Output: 1 relay output with current carrying capacity of 1 A @ 24 VDC.
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Getting Started

Connecting to the Network

Connect one end of the Ethernet cable to the OnCell’s 10/100M Ethernet port and the other end of
the cable to the Ethernet network. If the cable is properly connected, the OnCell will indicate a
valid connection to the Ethernet in the following way:

e The Ethernet LED glows a solid green when connected to a 100 Mbps Ethernet network.
e The Ethernet LED glows a solid orange when connected to a 10 Mbps Ethernet network.
e The Ethernet LED flashes when Ethernet packets are being transmitted or received.

LED Indicators

The following table explains the LED indicators on the front panel of the OnCell

5004-HSDPA/5104-HSDPA:

Type Color LED Function
Green | Activation of DC Power
PWR 1 -
Off Power is off, or power error
Green | Activation of DC Power
PWR 2 -
Off Power is off, or power error
’G Amber | GPRS/EDGE is connected
Off GPRS/EDGE is disconnected
3G Amber |UMTS/HSDPA is connected
Off UMTS/HSDPA is disconnected
Steady on: SIM 1 is inserted with correct PIN.
Amber | Slowly Blinking (once per sec.): PIN code is wrong or no PIN
SIM1 code stored
Off SIM 1 is not connected
Steady on: Software Ready
Green | Slowly Blinking (once per sec.): The OnCell has been located by
Ready the OnCell Search Utility
Off Power is off, or device is booting up.
Steady on: Booting up, or IP fault
Red Slowly Blinking (once per sec.): Cannot get an IP address from
Fault the DHCP server
Off Power is off, or normal with no error condition
Green Steady on: LAN port is connected.
LAN 1-4 Slowly Blinking (once per sec.): Data transmission
Off LAN port is disconnected, or device is booting up
Signal (3 LEDs)|  Green Indicates the signal level (at I_ea§t 2 LEDs should be illuminated to
guarantee proper data transmission)
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Reset Button

Press and hold the Reset button for 5 sec to load factory defaults: Use a pointed object, such as a
straightened paper clip or toothpick to press the reset button. This will cause the Ready LED to
blink on and off. The factory defaults will be loaded once the Ready LED stops blinking (default
LAN IP: 192.168.127.254).
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Initial IP Address Configuration

When setting up the OnCell 5004/5104 for the first time, the first thing you should do is configure
the IP address. This chapter introduces the different methods that can be used to do this.

The following topics are covered in this chapter:

U Static and Dynamic IP Addresses
O Factory Default IP Address
U Configuration Options

» OnCell Search Utility

» Web Console

» Serial Console
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Static and Dynamic IP Addresses

Determine whether your OnCell 5004/5104 needs to use a static IP address or dynamic IP address
(either DHCP or BOOTP application).

e |fyour OnCell 5004/5104 is used in a static IP environment, you must assign a specific IP
address using one of the tools described in this chapter.

e |f your OnCell 5004/5104 is used in a dynamic IP environment, the IP address will be
assigned automatically from over the network. In this case, set the IP configuration mode to
DHCP or BOOTP.

f} ATTENTION
Consult your network administrator on how to reserve a fixed IP address for your OnCell
5004/5104 in the MAC-IP mapping table when using a DHCP Server or BOOTP Server. For most
applications, you should assign a fixed IP address to your OnCell 5004/5104.

Factory Default IP Address
The OnCell 5004/5104 is configured with the following default private IP address:
192.168.127.254

Note that IP addresses that begin with “192.168” are referred to as private IP addresses. Devices
configured with a private IP address are not directly accessible from a public network. For
example, you would not be able to ping a device with a private IP address from an outside Internet
connection. If your application requires sending data over a public network, such as the Internet,
your OnCell 5004/5104 will need a valid public IP address, which can be leased from a local ISP.

Configuration Options

OnCell Search Utility

You may configure your OnCell 5004/5104 with the bundled OnCell Search Utility for Windows.
Refer to Chapter 7, OnCell Search Utility, for details on how to install and use OnCell Search
Utility.

Web Console

You may configure your OnCell 5004/5104 using a standard web browser. Refer to Chapter 4,
Using the Web Console, for details on how to access and use the OnCell 5004/5104’s web console.

Telnet Console

Depending on how your computer and network are configured, you may find it convenient to use
network access to set up your OnCell 5004/5104’s IP address. This can be done using Telnet.
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f} ATTENTION
Figures in this section were taken from the OnCell 5004’s and OnCell 5104°s Telnet console.

1. From the Windows desktop, select Start 2 Run, and then type the following content in the Run

window: telnet 192.168.127.254. If your IP address is different from the default setting, use
your IP address instead. Click OK.

Run @E

- Type the name of a program, Folder, document, or
5 Internet resource, and Windows will open it For wou,

[ Ok ][ Cancel H Browse. ..

2. The console terminal type selection is displayed, as shown below. Enter 1 for ansi/vt100, and
then press ENTER to continue.

o Telnet 192.168.127.254

OnCell 5164
Conzole terminal type ¢1: ansisvtlBB, 2: vth2)> - 1
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Initial IP Address Configuration

3. The following window will only appear if the OnCell 5004/5104 is password protected. Enter
the console password if you are prompted to do so, and then press ENTER.

o® Telnet 192.168.127.254

REE
<

Serial Ho: SAA42

4. Press N or use the arrow keys to select Network, and then press ENTER.
% Telnet 192.168.127.254

gnCell 5184 _50M42 1.8

Ouverview Basic [[IEANI9E] Default Monitor =zAve Restart Exit
Examine/modify network settings
Enter: select ESC: previous menu
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5. Press L or use the arrow keys to select LAN, and then press ENTER.

_[a[

Cell. WAN Eth. WAN DHS Quit
Examine- modify LAN settings

Enter: select ESC: previous menu

6. Use the arrow keys to move the cursor to IP address. Use the DELETE, BACKSPACE, or
SPACE keys to erase the current IP address, and then type in the new IP address and press
ENTER. Note that if you are using a dynamic IP configuration (BOOTP, DHCP, etc.), you will

need to go to the IP configuration field and press ENTER to select the appropriate
configuration.

W Telnet 192.168.127.254 -0 ﬂ
B

OnCell 5184 gnCell 5184 50042 1.8

Cell. WAN Eth. WAN DHS Quit
Examine- modify LAN settings

ESC: hack to menu Enter: select

IF address [122.168.127.254]

Hetmaszk [255.255.255.8 1

Port Speed Flow Ctrl MDI MDIX
[Auto [Enable 1 [MDIH 1
[Auto [Enable 1 [MDIH 1

[Auto [Enable 1 [MDIH 1
[Auto [Enable 1 [MDI® 1

7. Press ESC twice to return to the previous page.
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8. Press A or use the arrow keys to select Save and then press ENTER. Press ENTER again to
confirm the save command.

on Telnet 192.168.127.254 -|O ﬂ
[

gnCell_GH1B4_5S0B42

Overview Basic Metwork Default Monitor [ELIER] Bestart Exit
Save current configuration to flash ROM

ESC: bhack to menu Enter: zelect

iEnter to update,., other key to cance

9. Press R or use the arrow keys to select Restart and then press ENTER. Press ENTER again to
restart the OnCell 5004/5104.

e Telnet 192.168.127.254
0 11

Querview Basic HNetwork Default Monitor sAve [EREVER] Exit
Restart the server

ESC: hack to menu Enter: select

Warning
Restart system will disconnect all ports and clear all status value
Enter: continue ESC: cancel
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Serial Console

The OnCell 5004/5104 can be configured through the serial console, which works the same as the
Telnet console but is accessed through the RS-232 console port rather than over the network.

The following instructions and screenshots show how to enter the serial console using PComm
Terminal Emulator, which is available free of charge as part of the PComm Lite suite. You may use
a different terminal emulator utility, although the actual screenshots and procedure may vary
slightly from the following instructions.

Before running PComm Terminal Emulator, use an RJ45 to DB9-F (or RJ45 to DB25-F) cable to
connect the OnCell 5004/5104’s RS-232 console port to your PC’s COM port (generally COM1 or
COM2, depending on how your system is set up). After installing PComm Terminal Emulator, take
the following steps to access the RS-232 console utility.

1.

Turn off the OnCell 5004/5104’s power, and then use a serial cable to connect the OnCell
5004/5104’s serial console port to your computer’s RS-232 serial port.

From the Windows desktop, select Start - All Programs - PComm Lite - Terminal
Emulator.

The PComm Terminal Emulator window should appear. From the Port Manager menu, select
Open (or click the Open icon).

The Property window opens automatically. Select the Communication Parameter tab, and
then select the appropriate COM port for the connection (COML in this example). Configure the
parameters to 115200 for Baud Rate, 8 for Data Bits, None for Parity, and 1 for Stop Bits.

Property §|

Corrnunication Parameter l Terminal ] File Tranzfer ] Capturing ]

COM Optionz
Ports :
Baud Rate :
Data Bits
Farity :
Stop Bits

Flaws Control Output State
[ RTS/CTS DTR & OM  OFF

[ XOMA<OFF RTS & OM  OFF

] | Cancel
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5. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and
then click OK.

Communication Parameter T erminal l File Transfer] Eapturing]

Temninal Type TE -

Db Terminal Option ;
Tranzrmit

-

Send 'Enter' Key Az

Recenve

CR Translatian ;
LF Tranzlation :

Ok | Cancel

6. If the OnCell 5004/5104 has been set up for password protection, you will be prompted to enter
the password. After you enter the password, or if password protection was not enabled, you will
be prompted to select the terminal mode. Press 1 for ansi/vt100 and then press ENTER.

B COM1,115200,None 8,1 ,ANSI =3
Y

I: OnCell 5104
Console terminal type (1: ansifwel00, #: wbEE) - lI
DTR

RT%

£

State:OPEM (B |Be (B9 (B9 Ready
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7. The main menu should appear. Once you are in the console, you may configure the IP address
through the Network menu, just as with the Telnet console. Refer to steps 4 to 11 in the Telnet
Console section to complete the initial IP configuration.

E* com1,115200 None,8,1,ANSI

State:OPEM

Il |
CTE DER

[ ]
Rl

gquCell_5104_50042

SC: prewvious menn

o Ready

EBEX

1.0

DTR | Oyerview Basic [ME=AGeel Default Monitor
RTE | Examine/modify network set.tingsl

shve Restart Exit

3
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4

Web Console Configuration

In this chapter, we explain all aspects of the web-based console configuration utility. Moxa’s
easy-to-use management functions will help you set up your OnCell 5004/5104 and allow you to
maintain your wireless network easily.

This chapter covers the following topics:

O Accessing the Web Console
O Web Console Navigation
» Basic Settings
» Device Settings
» Time Settings
O Network Settings
LAN Settings
LAN Port Configuration
Cellular WAN Settings
Ethernet WAN Settings
DNS Settings
DHCP Settings
Auto IP Report
O Advanced Network Settings
» Firewall Settings
»  WAN IP Filter
» Route Table

YV VYVYVYVYVYYVY
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Accessing the Web Console

Open your web browser and enter 192.168.127.254 in the website address line. This is the default
IP address for the OnCell 5004/5104—if a new address has been assigned, enter the new address
instead. Press ENTER to load the page.

c ATTENTION
The examples and figures in this chapter use the OnCell 5004/5104 factory default IP address of
192.168.127.254. If you have assigned a different IP address to your OnCell 5004/5104, you will
need to use that IP address. Refer to Chapter 3, Initial IP Address Configuration, for details on
how to configure the IP address.

Enter the console password if prompted. The password will be transmitted with MD5 encryption
over the Internet to ensure that the password cannot be easily intercepted by eavesdroppers.

MOXA OnCell 5104

Uisarmama : admin

Password : |

The OnCell 5004/5104’s web console will appear.

i3 Main Menu
. Welcome to OnCell 5004/5104-HSDPA Series
-0 Overview
(1 Basic Settings Model name onCell 5004-HSDPA
B0 Metwork Settings Serial No. s0042
E{Z] Advanced Metwork Settings ~ Firmware version 1.0 Build 09100510
B System Management LAN IP address 192.168.127.254
o LAN MAC address 00:90:E5:00:00:AC
B System Monitaring cellular RSSI o
~{Z1 Save Configuration Cellular WAM IP address 0.0.0.0
-] Restart System Cellular mode NJA
Ethernet WAN IP address 192.168.126.254
Ethernet WAN MAC address 00:90:E8:00:00: 48
Ethernet WAN speed Mo link
WAN preference Cellular
Up time 0 days 00h:324m:45s
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Web Console Navigation

The left panel of the OnCell 5004/5104’s web console is the navigation panel, and contains an
expandable menu tree for navigating among the various settings and categories. When you click on
a menu item in the navigation panel, the main window will display the corresponding options for
that item. Configuration changes can then be made in the main window. For example, if you click
on Basic Settings in the navigation panel, the main window will show a page of basic settings that
you can configure.

You must click on the Submit button to keep your configuration changes. The Submit button is
located at the bottom of every page that has configurable settings. If you navigate to another page
without clicking the Submit button, your settings will be lost.

Changes will not take effect until they are saved and the OnCell is restarted! You may
complete this in one step by clicking on the Save/Restart option after you submit a change. If you
need to make several changes before restarting, you may save your changes without restarting by
selecting Save Configuration in the navigation panel. If you restart the OnCell without saving
your configuration, the OnCell will discard all submitted changes.

Basic Settings
The Basic Settings screen can be accessed from the navigation panel.

Device Settings

Basic Settings

Device Settings
Device name OnCell_S004-HSDPA_S0042

Device location

Time Settings
Time zone [GMTIGreenwich Mean Time: Dubling Edinburgh, Lishon, Londaon |+
Local time (24-hour) 2000 |03 f|14 Z0 131 | |26 Modify

Time server

Device name: This is an optional text field for your own use; it does not affect the operation of the
OnCell 5004/5104, and can be used to help differentiate one OnCell 5004/5104 device from
another.

Device location: This is an optional text field for your own use; it does not affect the operation of
the OnCell 5004/5104, and is useful for assigning or describing the location of an OnCell
5004/5104. If you need to manage multiple servers, you should use this field to indicate the precise
physical location of each device.
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Time Settings

The OnCell 5004/5104 has a built-in Real-Time Clock for time calibration functions. Functions
such as Auto Warning Email or SNMP Trap can add real-time information to messages.

Before making any adjustments to the time, first select the correct time zone and submit the
change. The console will display the real time according to the time zone. To modify the real time
clock, click on Modify next to the Local time field. Once you submit the new time, the OnCell
5004/5104’s firmware will modify the GMT time based on your time zone and local time settings.

A

ATTENTION

There is a risk of explosion if the real-time clock battery is replaced with the wrong type!
The OnCell 5004/5104°s real time clock is powered by a lithium battery. We strongly recommend
that you do not attempt to replace the lithium battery without help from a qualified Moxa support
engineer. If you need to change the battery, please contact the Moxa RMA service team.

Time zone (default=GMT Greenwich Mean Time): This field shows the currently selected time
zone and allows you to select a different time zone.

Local time: This field shows the time that you last opened or refreshed the browser. To set the
local time for the OnCell 5004/5104, click on the Modify button, update the date and time, and
then click on submit.

3 hitp:#/192.168.127.254 - Time Settings - Microsoft Internet E.... [2 |1 |[X]

Modify time settings

Date{yy:mm:dd) Time{hh:mm:ss)
2000 [f |03 [f|14 | |20 | |33 | |18

| Submit || Close |

& = © iERziERs

Time server: The OnCell 5004/5104 uses SNTP (RFC-1769) for auto time calibration. You may
enter a time server IP address or domain name in this optional field. Once the OnCell 5004/5104 is
configured with the correct time server address, it will request time information from the time
server every 10 minutes.
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Network Settings
LAN Settings

LAN Settings

Router IP Configuration
IP address 192.168.127.254
Metmask 255.255.255.0

LAMN Port Configuration

Port Enable Speed Flow Ctrl
1 Yes ¥ Auto | |Enable =
2 Yes ¥ Auto | |Enable =
3 Yes ¥ Auto | |Enable =
4 Yes ¥ Auto | |Enable =

You can access LAN Settings by expanding the Network Settings item in the navigation panel.
Use the LAN Settings page to assign the OnCell 5004/5104’s IP address, netmask, and other LAN
Port configuration parameters.

Note: You must assign a valid IP address to your OnCell 5004/5104 before it will work in your
network environment. Your network system administrator should provide you with a unique IP
address and related settings for your network. First-time users can refer to Chapter 3, Initial IP
Address Configuration, for more information.

IP Address (default=192.168.127.254): Enter the IP address that is assigned to your OnCell
5004/5104. All LAN ports on the OnCell 5004/5104 will share this IP address. An IP address is a
number assigned to a network device (such as a computer) as a permanent address on the network.
Computers use the IP address to identify and talk to each other over the network. Choose a proper
IP address that is unique and valid for your network environment.

Netmask (default=255.255.255.0): Enter the subnet mask. A subnet mask represents all of the
network hosts at one geographic location, in one building, or on the same local area network.
When a packet is sent out over the network, the OnCell 5004/5104 will use the subnet mask to
check whether the desired TCP/IP host specified in the packet is on the local network segment. If
the address is on the same network segment as the OnCell 5004/5104, a connection is established
directly from the OnCell 5004/5104. Otherwise, the connection is established through the given
default gateway.
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LAN Port Configuration

LAN Port Configuration settings are included to give the user control over Port Access, Port
Transmission Speed, Flow Control, and Port Type (MDI or MDIX). An explanation of each
configuration item is given below.

Enable (default=Yes):

Option Description
Yes Allows data transmission through the port.
No Immediately shuts off port access.

Speed (default=Auto):
Option Description
Auto Allows the port to use the IEEE 802.3u protocol to negotiate

with connected devices. The port and connected devices will
determine the best speed for that connection.

10Mbps Half

10Mbps Full Choose one of these fixed speed options if the opposing Ethernet
100Mbps Half device has trouble auto-negotiating for line speed.

100Mbps Full

Flow Ctrl (default=Enable):
This setting enables or disables the flow control capability of this port when the “speed” setting is
in “auto” mode. The final result will be determined by the “auto” process between the OnCell and

connected device.

Option Description

Enable Enables the flow control capability of this port when in
auto-nego mode.

Disable Disables the flow control capability of this port when in
auto-nego mode.
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Cellular WAN Settings

Cellular WAN Settings
SIM1 Configuration

Flease ensure inserting SIM card into right slot. Below setup applies to SIM1 slot only.

SIM1 PIN

Band Auto v
Username

Password

aAPMN

TCP/IP compression (O Enable ® Disable

Link quality report ) Enable & Disable

WAN preference @ cellular O Ethernet

NAT service @ Enable O Disable

Warning: When plugging in GSM/GPRS/EDGE capable SIM card, please select related band to get the better
performance!

From the left navigation panel, click Network Settings = Cellular WAN Settings to configure
the SIM card Settings. The various configuration items are described below:

SIM1 PIN: This is a pin code that locks the SIM card until you enter the correct code. Use the pin
to protect your account. The default code is set by the Service Provider. Note that a cell phone
must be used to change the PIN.

Band (default=Auto): The GSM/GPRS/EDGE/UMTS/HSDPA band will be detected
automatically.

Username: This is the user ID account.
Password: This is the user password.

APN: Before using the GPRS, an APN (Access Point Name) must be configured as a modem
initialization command.

TCP/IP compression (default=Disable): Use this field to indicate whether the remote user’s
application requests compression.

Link quality report (the default is set to “Disable”): Set this field to “Enable” for the following:
(1) Automatic disconnection if the link noise of the connection exceeds a user-defined threshold.

(2) When the OnCell device does not receive data from the host within a 3 minute lapse, the
OnCell will then ping the host up to 4 times. If all the pings fail, the OnCell will automatically
reboot.

WAN Preference (default=Cellular): Select either cellular or Ethernet. Note that the WAN
preference option on the Ethernet WAN settings page (see below) will be updated automatically.

Note: You need to select one of the two WAN preferences. If the line is disconnected, the router
will not automatically switch to the other WAN preference.

NAT service (default=Enable): If you Enable NAT service, LAN-side applications will be able to
link to WAN-side applications.
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Ethernet WAN Settings

Ethernet WAN Settings

IP configuration Static v
IP address 192.168.126.254
Metmask 255.255.255.0
Gateway

PPPoE user account

PPPoE password

WanN speed ALto v
Wan preference ® cellular O Ethernet

You can access Network Settings = Ethernet WAN Settings by expanding the item in the
navigation panel. Ethernet WAN Settings is where you assign the OnCell 5004/5104°s IP address,
netmask, Gateway, and other parameters for the Ethernet interface.

Note: You must assign a valid WAN IP address to your OnCell 5004/5104 before it will work in
your network environment. Your network system administrator should provide you with a
unique IP address and related settings for your network.

IP configuration (default=Static): You can choose from four possible IP configuration modes:

Mode Description

Static User-defined IP address, netmask, and gateway

DHCP DHCP server-assigned IP address, netmask, gateway, and DNS

PPPoE Your ISP will provide you with a username and password. This
option is typically used for DSL services

DHCP/BOOTP DHCP server-assigned IP address, netmask, gateway, and DNS,
or BOOTP server-assigned IP address (if the DHCP server does
not respond)

BOOTP BOOTP server-assigned IP address

IP Address (default=192.168.126.254): Enter the WAN IP address that the OnCell 5004/5104 will
use to connect to the internet.

Netmask (default=255.255.255.0): Enter the subnet mask. A subnet mask represents all of the
network hosts at one geographic location, in one building, or on the same local area network.
When a packet is sent out over the network, the OnCell 5004/5104 will use the subnet mask to
check whether the desired TCP/IP host specified in the packet is on the local network segment. If
the address is on the same network segment as the OnCell 5004/5104, a connection is established
directly from the OnCell 5004/5104. Otherwise, the connection is established through the given
default gateway.
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Gateway: Enter the IP address of the gateway if applicable. A gateway is a network computer that
acts as an entrance to another network. Usually, the computers that control traffic within the
network or at the local Internet service provider are gateway nodes. The OnCell 5004/5104 needs
to know the IP address of the default gateway computer in order to communicate with the hosts
outside the local network environment. For correct gateway IP address information, consult the
network administrator.

PPPoE user account: If your ISP uses a PPPoE connection, enter the user account name here.
This option is typically used for DSL services.

PPPoE password: Enter your password.
WAN speed (default=Auto):

Option Description

Auto Allows the port to use the IEEE 802.3u protocol to negotiate
with connected devices. The port and connected devices will
determine the best speed for that connection.

10Mbps Half

10Mbps Full Choose one of these fixed speed options if the opposing Ethernet
100Mbps Half device has trouble auto-negotiating for line speed.

100Mbps Full

WAN Preference (default=Cellular): You must select either one of the WAN interface for data
transmission. Note that the WAN preference option on the Cellular WAN settings page (see above)
will be updated automatically.

Note: You need to select one of the two WAN preferences. If the line is disconnected, the router
will not automatically switch to the other WAN preference.

DNS Settings

DNS Settings

User Configuration
DMS server 1

DMS server 2

From ISP
DNS server from C-WAN 0.0.0.0
DNMS server from E-WAN 0.0.0.0

DNS server 1: This is an optional field since the DNS server automatically obtains the DNS
server’s IP address from C-WAN OR E-WAN. If your network has access to a DNS server, you
may choose to enter the DNS server’s IP address in this field. This allows the OnCell 5004/5104 to
use domain names instead of IP addresses to access hosts.
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The Domain Name System (DNS) is used to identify Internet domain names and to translate the
names into IP addresses. A domain name is an alphanumeric name, such as www.moxa.com, that it
is usually easier to remember than the numeric IP address. A DNS server is a host that translates
this kind of text-based domain name into the actual IP address used to establish a TCP/IP
connection.

When the user wants to visit a particular website, the user’s computer sends the domain name (e.g.,
www.moxa.com) to a DNS server to request that website’s numeric IP address. When the IP
address is received from the DNS server, the user’s computer uses that information to connect to
the website’s web server. The OnCell 5004/5104 plays the role of a DNS client, in the sense that it
actively queries the DNS server for the IP address associated with a particular domain name. The
following functions in the OnCell 5004/5104’s web console support the use of domain names in
place of IP addresses: Time Server, Destination IP Address (in TCP Client mode), Mail Server,
SNMP Trap Server, and SMTP Server.

DNS server 2: This is an optional field. The IP address of another DNS server may be entered in
this field for times when DNS server 1 is unavailable.

DNS server form C-WAN: Normally, the DNS server’s IP address is automatically obtained
through the cellular network. The OnCell will use the DNS server’s C-WAN or E-WAN’s IP
address as its first priority.

DNS server form E-WAN: Normally, the DNS server’s IP address is automatically obtain through
the Ethernet network. The OnCell will use the DNS server’s C-WAN or E-WAN’s IP address as its
first priority.
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DHCP Settings

DHCP Service Settings

DHCP Server Configuration

DHCP server ®Enahle O Disable
DNS relay ®Enable O Disable
Start IP address 192.158.127.1
Maximum dynamic users 253

Client lease time 1 (1~10 days)
Static IP mapping ® Enable O Disable

DHCP Static Mapping
Mo [ Active IP Address MAC Address

T Y. T O U R T
I I O o O

DHCP (default=Enable): DHCP stands for Dynamic Host Control Protocol. When you enable the
DHCP Server, it will automatically assign an IP address to the computers on the LAN/private
network. Be sure to set your computers to be DHCP clients by setting their TCP/IP settings to
“Obtain an IP Address Automatically.” When you turn your computers on, they will automatically
load the proper TCP/IP settings provided by the OnCell 5004/5104. The DHCP Server will
automatically allocate an unused IP address from the IP address pool to the requesting computer.
You must specify the starting and ending address of the IP address pool.

DNS relay (default=Enable): If enabled, your computers will use the router as a DNS server. If
disabled, the DNS server information will be transferred from your ISP to your computers.

Start IP address: Enter the starting IP addresses for the DHCP server’s IP assignment.

Note: If you assign static IP addresses to your computers or devices, make sure the IP addresses
are outside of this range or you may have an IP conflict.

Client lease time: The length of time for the IP address lease. Enter the Lease time in days.

Static IP mapping: If enabled, the mapping list allows you to assign specific IP addresses to
specific MAC addresses, provided the IP addresses are in the range specified under DHCP Server
Configuration.
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Auto IP Report

Auto IP Report Settings
Configuration
Auto IP report to host

Report to UDP port

Report period

9 |1 - 65535 min)

Auto IP report to host: Reports generated by the Auto report function will be sent automatically

to this IP address or host name.

Report to UDP port (default=63100): This is the UDP port number assignment for the serial port

on the OnCell 5004/5104.

Report period (default=99): You can use this option to set the automatic report time.

Advanced Network Settings

Firewall Settings
Virtual Server Settings

Virtual Server Settings

VYirtual Server Setup

Virtual server

@ Enable O Disable

Internal IP

Internal Port

Mo  []activate Protocol Public Port
1 O [Tcp v |
) O [Tcp v |
3 O [Tcp v |
4 O [Tcp v |
5 O [Tcp v |
& O [Tcp v |
7 O [Tcp v |
! O [Tcp v |
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Virtual Server Settings (default=Disable): This function allows remote users to access the Host or
FTP services via a public IP address, and automatically redirects them to local servers in the LAN
(Local Area Network).

The OnCell firewall feature filters out unrecognized packets to protect your LAN network when
computers networked with the OnCell are hidden from public view. If you wish, you can make
some of the LAN computers accessible from the Internet by enabling Virtual Server. Depending on
the requested service, the OnCell redirects the external service request to the appropriate server
within the LAN network.

The OnCell is also capable of port-redirection, which means that traffic coming in to a particular
port may be redirected to a different port on the server computer.

Public Port: The public port is the port seen from the Internet side.

Internal IP: Enter the IP address of the host on your local network that you want to link the
incoming service to.

Internal Port: The internal port is the port being used by the application on the host within your
local network.

WAN IP Filter

WAN IP Filter

W AN Filter Configuration

WAN IP filter & Enable O Disable
Filter type ®accept O Deny
Mo  [Jactivate IP Address Network Type Metmask
1 F Host hd
2 F Host v
3 F Host hd
4 ¥ Host v
5 F Host b
& F Host hd
7 ¥ Host v
g F Host v
9 F Host e
10 F Host v
11 F Host b
iz F Host e
12 [ Himct -

The OnCell 5004/5104 uses an IP address-based filtering method to control access to its Ethernet
ports. The WAN IP Filter allows you to restrict network access to the OnCell 5004/5104. Access is
controlled by IP address. When the WAN IP Filter list is enabled, a WAN’s IP address must be
listed in order to gain access to the OnCell 5004/5104. You may add a specific address or range of
addresses by using a combination of IP address and netmask, as follows:
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Filter Type: If you select Accept, the WAN IPs that you enter will be allowed to access the OnCell
5004/5104. If you select Deny, the WAN IPs that you enter will be denied access to the OnCell

5004/5104.

IP Address: This is the WAN IP address or cellular network address that you would like to filter.

Netmask type: Commonly used network classes are indicated below:

Network Type Netmask

Host 255.255.255.255
Class A 255.0.0.0

Class B 255.255.0.0
Class C 255.255.255.0
User Define

Netmask: This is the destination network’s netmask.

Route Table

You can access the Route Table by expanding Advanced Network Settings in the navigation
panel. Use the route table to configure how the OnCell 5004/5104 will connect to an outside

network.

Route Table

Route Configuration

Static route

=
=l

[lactivate Gateway

[ < e R 4 N B N

Joooooooooooooao

-
s

15

You are allowed up to 16 entries in the route table.

@ Enable O Disable

Metwork Type Netmask

Class C e
Class C v
Class C hd
Class C hd
Class C v
Class C hd
Class C v
Class C hd
Class C v
Class C hd
Class C hd
Class C o
Class C e
Class C v
~lase ™ ~

destination, netmask type, netmask, metric hops, and interface.

Gateway: This is the IP address of the next-hop router.

Metric Interface

15 LAK n
15 Lok b
15 LAK -
15 LAM b
15 LAM h
15 LAK X
15 L&k b
15 LAK M
15 Lok b
15 LAM e
15 LAK X
15 LA b
15 LAK n
15 Lok b
15 I & -

For each entry, you must provide the gateway,

Destination: This is the host’s IP address or the network address of the route’s destination.
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Netmask type: Commonly used network classes are indicated below:

Network Type Netmask

Host 255.255.255.255
Class A 255.0.0.0

Class B 255.255.0.0
Class C 255.255.255.0
User Define

Netmask: This is the destination network’s netmask.

Metric: You may use this optional field to enter the number of hops from the source to the
destination. This allows the OnCell 5004/5104 to prioritize the routing of data packets if there is
more than one router available to reach a given destination.

Interface: This is the network interface to which the packet must be sent.
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System Management Settings

In this chapter, we describe the OnCell 5004/5104’s system management settings. The same
configuration options are also available through the Telnet and serial console.

This chapter covers the following topics:

O Misc. Network Settings
» SNMP Agent Settings
» DDNS Configuration
U Auto Warning Settings
» Event Settings
» E-mail Alert
» SNMP Trap
» SMS Alert
O Maintenance
Console Settings
PING Test
System Log Settings
Firmware Upgrade
Configuration Import/Export
Load Factory Defaults
Change Password
O Certificate
» Ethernet SSL Certificate Import
» Certificate/Key Delete
O System Monitoring
Network Connections
Network Statistics
Routing
DHCP Client List
Internet Sessions List
System Log
Dout State
Din and Power Status
O Save Configuration
U Restart
» Restart System

YVVVYVVYYY
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Misc. Network Settings
SNMP Agent Settings

SNMP Agent

Configuration

SMMP ® Enahle O Disable
Read community string |pub|i|: |
Write community string |pri\rate |

Contact name | |

Location | |

SNMP agent version [#lw1l w2z [¥]v3

Read only user name | |

Read only authentication mode

Read only password | |

Read only privacy mode

Read only privacy | |

Read/write user name | |

Read /write authentication
mode

Read/write password | |

Read /write privacy mode

Read/write privacy | |

SNMP: To enable the SNMP Agent function, select the Enable option, and enter a community
name (e.g., public).

Read community string (default=public): This is a text password that is used to weakly
authenticate queries to agents of managed network devices.

Write community string (default=private): This is a text password that is used to weakly
authenticate changes to agents of managed network devices.

Contact name: The optional SNMP contact information usually includes an emergency contact
name and telephone or pager number.

Location: Use this optional field to specify the location string for SNMP agents such as the
OnCell 5004/5104. This string is usually set to the street address where the OnCell 5004/5104 is
physically located.

SNMP agent version: The OnCell 5004/5104 supports SNMP V1, V2, and V3.
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Read-only and Read/Write Access Control

The following fields allow you to define user names, passwords, and authentication parameters for
two levels of access: read-only and read/write. The name of the field will indicate which level of
access it refers to. For example, Read only authentication mode allows you to configure the
authentication mode for read-only access, whereas Read/write authentication mode allows you to
configure the authentication mode for read/write access. For each level of access, you may
configure the following:

User name: Use this optional field to identify the user name for the specified level of access.

Authentication mode (default=Disable): Use this field to select MD5 or SHA as the method of
password encryption for the specified level of access, or to disable authentication

Privacy mode (default=Disable): Use this field to enable or disable DES_CBC data encryption for
the specified level of access.

Password: Use this field to set the password for the specified level of access.

Privacy: Use this field to define the encryption key for the specified level of access.
DDNS Configuration

DDMNS

Configuration

DDNS (O Enable @ Disable
Server address

Host name
Username

Password

DDNS (default=Enable): The Dynamic Domain Name System is a method of keeping a domain
name linked to a changing IP Address. Check the box to enable DDNS.

Server address: Choose your DDNS provider from the drop down menu.
Host name: Enter the Host Name that you registered with your DDNS service provider.
Username: Enter the Username for your DDNS account.

Password: Enter the Password for your DDNS account.
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Auto Warning Settings

Event Settings

On the Event Settings page, you may configure how administrators are notified of certain system,
network, configuration, power, Din, and cellular module events. Depending on the event, different
options for automatic notification are available, as shown above. Mail refers to sending an e-mail
to a specified address. Trap refers to sending an SNMP Trap. Dout is available on the network,
power, Din, and cellular module event. SMS refers to sending a message to a specified phone
number.

Note: If you select “enable for SMS,” the receiver will receive the message in the following
format:

“[modelName] alert (S/N: [serial number], LAN: [LAN IP], [LAN MAC Address]):
(C-WAN/E-WAN/P-WAN: [WAN IP]): (yyyy-mm-dd hh:mm:ss) [message]”

“C-WAN: x.x.x.X" indicates the cellular WAN IP address

“E-WAN: x.x.X.x” indicates the Ethernet WAN IP address and “P-WAN: x.x.x.x” indicates the
preferred WAN IP address.

Cold start: This refers to starting the system from a power off state, or after upgrading the
firmware

Warm start: This refers to restarting the OnCell 5004/5104 without turning the power off.

Ethernet link down: These settings configure the OnCell 5004/5104 to change the status of the
relay output and SMS if the specified connection goes down.

Console (web/text) login authentication failure: This field refers to failed attempts to log in to a
WEB/Console/Telnet/OnCell Central using a password.

IP changed: With this IP address change, the OnCell 5004/5104 will send an email or SMS
warning after it reboots.

Password changed: With this option selected, the OnCell 5004/5104 will attempt to send an
e-mail or SMS warning after it reboots with a new console password. If the OnCell 5004/5104 is
unable to send an e-mail or SMS message to the mail server within 15 seconds, it will still reboot
without sending the e-mail or SMS.
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Power event: The OnCell 5004/5104 provides two DC power inputs for redundancy. If either
power fails, the OnCell 5004/5104 will attempt to send an e-mail warning, relay output, or SMS.

Din event: When the status of digital input 1 or 2 is changed, the OnCell 5104 series will attempt
to send an e-mail, trigger the digital output, or send an SMS.

Cell. module fail: When the cellular module fails to function, the OnCell 5004/5104 will attempt
to send an e-mail, or trigger the digital output to inform users.

Cell. close temperature range: When the temperature on the cellular module inside the OnCell
5004/5104 is close to the upper or lower limit, the OnCell 5004/5104 will attempt to send an
e-mail, trigger the digital output, or send an SMS message to inform users.

Cell. over temperature range: When the temperature on the cellular module inside the OnCell
5004/5104 is outside the normal temperature range, the OnCell 5004/5104 will attempt to send an
e-mail, or trigger the digital output to inform users.

E-mail Alert

E-mail Alert

Mail Server Settings

Mail server (SMTP)

1 My server requires authentication
User name
Passward

From e-mail address

To e-mail address 1

To e-mail address 2

To e-mail address 3

To e-mail address 4

The E-mail Alert settings determine how e-mail warnings are sent for system and serial port events.
You may configure up to 4 e-mail addresses to receive automatic warnings.

A

ATTENTION

Consult your Network Administrator or ISP for the proper mail server settings. The Auto warning
function may not work properly if it is not configured correctly. The OnCell 5004/5104’s SMTP
AUTH supports LOGIN, PLAIN, and CRAM-MDS5 (RFC 2554).
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Mail server: This field is for your mail server’s domain name or IP address.
User name: This field is for your mail server’s user name, if required.
Password: This field is for your mail server’s password, if required.

From e-mail address: This is the e-mail address from which automatic e-mail warnings will be
sent.

To e-mail address 1 to 4: This is the e-mail address or addresses to which the automatic e-mail
warnings will be sent.

SNMP Trap

SMMP Trap

SMNMP Trap

SHMP trap server IP or domain
name

Trap version @yl Oz

Trap commmumnity alert

SNMP trap server IP: Use this field to indicate the IP address to use for receiving SNMP traps.
Trap version (default=v1): Use this field to select the SNMP trap version.
Trap community (default=alert): Use this field to designate the SNMP trap community.
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SMS Alert
SMS Alert

SMS Alert

To phone number 1
To phone number 2
To phone number 3
To phone number 4

Encode format

Text ASCIL (7 bits) |+

To phone number 1 to 4: This is the phone number to which the automatic warnings message will

be sent.

Encode format:

SMS Data Format

Text ASCII (7 bits) (default)

7 bits text format (160 bytes per packet)

Binary

8 bits binary (140 bytes per packet)

Unicode

16 bits Unicode (UCS2) format (70 bytes per packet)

Maintenance
Console Settings

Console Settings

HTTP console
HTTPS console
Telnet console
SSH console

Reset button

® Enahle O Disahle
® Enable O Disable
® Enable O Disable
® Enable O Disable
® Always Enable O Disable after 60 sec

On this screen, access to different OnCell 5004/5104 configuration console options (HTTP,

HTTPS, Telnet, SSH) can be enabled or disabled. Refer to Change Password later in this chapter
for more information on passwords.

Reset button (default=Always Enable): Select “Always Enable” to activate the reset button. Use
the “Disable after 60 sec” option to avoid resetting the server when the reset button is pressed

accidentally.
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PING Test

Ping Test

Ping Destination

Destination

You can ping an IP address from the OnCell 5004/5104 web console in order to test the Ethernet
connection. Enter the IP address or domain name in the Destination field to make sure the
connection is OK.

System Log Settings

Bystem Log Bettings

Event Group Local Log Summary
System = Systam Crid Start, System Wanm Start, Pawer 1 DOWN, Bowar 7 DOWN, Cel, module awakatal, Cak. maciia ose/ovar tamparature rangs

Matwark Gl CHCR R OCTRRREWFE0E Gat IR/Rensw, NTH, Mall Fai, NTR Co

config ] Lagin Fad, IF Changed, Passward Changed, Config Changad, Frmware Ungrade, 551 Cerificate Imaort, Delete 554 Cermficate/key, Canfig Impart, Coréig Fapart

T4n L bem an, Din 8 fum e, Din 2 turn an, ©in 2 bun aff

System Log Settings allows the administrator to customize which network events are logged by
the OnCell 5004/5104. Events are grouped into five categories, known as event groups, and the
administrator selects which groups to log under Local Log. The actual system events that would be
logged for each system group are listed under summary. For example, if System was enabled, then
System Cold Start events and System Warm Start events would be logged.

Group Event

System System Cold Start, System Warm Start, Power 1 DOWN, Power 2
DOWN, Cell. module awake/fail, Cell. module close/over
temperature range

Network DHCP/BOOTP Get IP/Renew, NTP, Mail Fail, NTP Connect Fail,
IP Conflict, Network Link Down, Cell. module get/lost IP

Config Login Fail, IP Changed, Password Changed, Config Changed,
Firmware Upgrade, SSL Key Import, Config Import, Config Export

Input Din 1 turn on, Din 1 turn off, Din 2 turn on, Din 2 turn off

5-8
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Firmware Upgrade

. ** Click Restart to activate new settings! **
MOXI\ WWW.MOoXa.com 2 ot Ty e "

Firmurare Upgrade

1 Warnimg 11
Warn: System will restart after upgrade, Bevare that all un-saved configuration veill be discardedt

B maioct Miwivwnre e =

The OnCell 5004/5104°s firmware can be upgraded though the web console or the OnCell Search
Utility. If you have made any changes to your configuration, remember to save the configuration
first before upgrading the firmware. Please refer to Save Configuration later in this chapter for
more information. Any unsaved changes will be discarded when the firmware is upgraded. To
upgrade the firmware, simply enter the file name and click Submit. The latest firmware can be
downloaded from www.moxa.com.

Configuration Import/Export
The OnCell 5004/5104 can share or back up its configuration by exporting all settings to a file.

MM OXI\' WWW.MOXa.com

(e ]

Climpert ail configurations inclsdng L4, Colkilar WA, Ethemot Wi, and DNS semmings,

p CERREEDE ¢

L

= |
@
@

To import a configuration, go to System Management - Maintenance - Configuration
Import. Enter the configuration file path/name and click Submit. The OnCell 5004/5104’s
configuration settings will be updated according to the configuration file. If you also wish to
import the IP configuration (i.e., the OnCell 5004/5104’s IP address, netmask, gateway, etc.), make
sure that Import all configurations including IP configurations is checked.
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L MOX/\ wwwmoracom o

4 Main Mo
O Cvariew
1 Rame Settings

Cantiguratinn Fport

| Configuration Export
F1 Hetwerk Sattinas

TF(21 Aedvaresd Hatwork Settings
T System Management |_Dawricad
WL Mise. Network Settings
BN fusto Warning Settings
B Martonanoy
2 Cansele Settings
2 ping
21 svstem Log Seetings
1 Firmwarn Upgracds
I configuratian Impar
1 Configuratian Export
LI Load Factoey Dafault
) Changs Passwerd
W) Cortsheats
¥ Systam Maritoring
03 Save Conifiguration
0 Resar Systen

To export a configuration, go to System Management = Maintenance - Configuration
Export and click Download. A standard download window will appear to allow you to download
the configuration into a file and location of your choice.

Load Factory Defaults

— = Total Solution for Industrial Wiraless Networking
3 Main Menu
! Load Factory Detault

2 overvigw

1 Basc Sestings Chek on Submit 1o reset al settings, ncuting the consale password, to the faciry delsul values. To keave the networkrelsted settings unchanged, make sure that Keep metwerk:
ST Network Stngs related cektings 5 enakied

21 advanced Netwark Settings

S System Managamant
HH) Misc. Network Settngs
L s Warning Setaings

Reset i Faciory Defaslt

[Elkoen natwark retated sethings(inclucde LAY, Cellular WeN, Ethemet WaN, and DNS settngs.)
e Marmenancs Subait
L cansch
Cl P

1 Systam Log Sestings

o Firmware Vpgrade
L Configuraton Import
2 canlfiguratian Exert
) Load Factory Default
) Change Password

#4120 Conificats

3 Eystom Mertenng

23 Save Configurstion

23 Restart System

This function will reset all of the OnCell 5004/5104’s settings to the factory default values. All
previous settings, including the console password will be lost. If you wish to keep the OnCell
5004/5104 IP address, netmask, and other IP settings, make sure Keep IP settings is checked
before loading the factory defaults.
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Change Password

FORCREDRD ¢

21 Resta

For all changes to the OnCell 5004/5104’s password protection settings, you will first need to enter
the old password. Leave this blank if you are setting up password protection for the first time. To
set up a new password or change the existing password, enter the password under both New
password and Confirm password. To remove password protection, leave the New password and
Confirm password boxes blank.

A

ATTENTION

If you forget the password, the ONLY way to configure the OnCell 5004/5104 is by using the
reset button on the OnCell 5004/5104’s casing to load the factory defaults.

Before you set a password for the first time, it is a good idea to export the configuration to a file
when you have finished setting up your OnCell 5004/5104. Your configuration can then be easily
imported back into the OnCell 5004/5104 if you need to reset the OnCell 5004/5104 due to a
forgotten password or for other reasons. Please refer to the section on Configuration
Import/Export earlier in this chapter for more details.
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Certificate
Ethernet SSL Certificate Import

MOXI\' lick Restart to sctivale new settingsl **
WWW,MOXa,com .

_-J Main Maru

Ethemat WaAN S8L Cortificate [mport

3 overiow
=) Basa ShThas Installnd Cortificate
B Natwork Sattirgs Ievund to 197168157554
M) Advanced Metwark SERINGE  [ocupd by 192.168.127.254
=3 Systam Managament valid From 2000/1/11 te 2020y1/11

HIZD Mise. Metwark Sottings
) aums Warming Sattings
#) Martenance
B33 Corficate

) Ethermot WAN SEL Cort | Submit
O Cemificare/kay Delete

®(0 System Montoning
03 Save Configuraticn
£ Restar System

Select S5L certificate fkey file [Cas ]

SSL certificate is used to ensure that the website you are accessing is the one you trust, and to
encrypt the data transmitted between you and the website. The SSL certificate contains unique,
authenticated information about the certificate owner. It is issued by a Certificate Authority (CA),
such as VeriSign, that verifies the identity of the certificate owner.

The OnCell 5004/5104 will generate a new SSL certificate whenever a new IP is used. However,
the SSL certificate is issued by the OnCell itself. If you would like to import an SSL certificate
issued by a primary CA, you can do it from the “Ethernet SSL Certificate Import” page.

Certificate/Key Delete

.
MO\ vwwwmoxa.com
=4 Main Moru
_’_J ‘:: il Gaortificate /ey Delate
- warsew

1 Rapc Sactings
iF 00 Network Settings

551 cortificate O Delete & reen

[ submit |

N At Waring Settings

1 Martenance

123 Cartficate
) Ethorrot WAN SEL Cint
2 cCarificate /Koy Delets

W1 cystam Morikering
3 Zave Configuration
14 Restart System

You can delete an SSL certificate on this page. To do so, select the Delete option and then click on
the Submit button.

System Monitoring
Network Connections

Go to System Monitoring under Network Connections to view network connection information.

M Ox.’\. WWW.IMmoxa.com

=4 Main Mo E
Natwark Gonnectlons

=

2 Bamc Sectings Bk risfrmsh
Pratocel B Send-Q Lucal Address Fureign Address State
=] o o 152,168,127 254:0000 o LISTEN
TR ] ] 152,160,127 2544500 LISTEN
TR o o X LISTEH
03 Hetwork Connections LR o ! LIETEH
= il ] o 0 LISTEN
Network Statistics peit i 4 ppraly
23 Routng TP o o LISTEN
23 GHC Chint List = o o 0 162,168.127.111: 1054 BT
1 Intarnet Seszion List TR o o 192,160,127 254:00 152.168.127.111:1139 EsTan

23 Systom Log

2 Oout State

1 Din and Pawee Statn
(1 Savo Contiguration
{1 Restart System
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Network Statistics

Go to System Monitoring under Network Statistics to view network statistics.

Routing

- M OXI\' WWW,MOoXa,.com

'1:’;'_:::“ Natwark Btatistics

03 Basie ceminos Elaua refresh

D Netweek Sottings ETHERNET Rocaived L

00 advanced Netwark Settings Bcnived 168

3 Systam Managsmark: 18 ?D.L:a’i g

.-_‘;(_Srmmnnnmnno R:u":n' o
03 Motwork Cennadtions 1cMp BEchoRog o
3 Matwork Sestistics REchcRoly o
2 Reuting = Recaived 91
23 bHee cliant List ! bt L
) Internes Sessian List e EnHsacar ot
3 Systom Log CUMEstal 2

2 Dout State

23 O and Pawer Stato
2 Save Configuration
23 Reoszart System

Errforts

Frifoets
Opons

Sank 12
Sunt 4169

o Stiscard [

o Ferhditr 0
Sant o
sEchafen o
SEchafply a
Sent 18

o
Sank a144

o Rasent 1

£

Go to System Monitoring under Routing to display the routing information.

_ MO\ wwwmoxa.com

e T Routin

L Cwerview J

A S [Elawsn rofresh
FJ Hetwork Settings Currant Routing
W) Advanced Metwark Sat60gs 17, Destination Gateway/Hi
W system Managemert L 152.161.127.0 152,160,127 25+
1523 System Moritering WAN-L 192,160.126.0 192160.126. 25+

23 Motwerk Connections
23 Motwork Eestistics
23 Routing
3 oHCe Chent List
0 Intornet Session List
1 Systam Log
120 Do State
0 O and Pawer Stats
12 save Configurstion
O rastar Sysmem

Possible flags include:
U: route is up

D: route is down

G: use gateway

+: default gateway

T: static route

H: target is a host
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DHCP Client List

The DHCP Client List shows all the clients that require and have successfully received IP
assignments. You can click the Refresh button to refresh the list.

_ MO\ www.moxa.com
=10
kel DHGP Glinnt List
1 ovarvipw
&1 Bapc Sattings o refresh

FL0 Netweek Sattings

B Advanced Metwork Sethngs
# System Managamart
73 System Mordoring

Ne MALC Address Assigned 1P Hestname Expires

£ Newwork Connextions
53 Netwerk Statistics
23 foutng
3 bHew Chent List
£ Intarnet Session List
23 Systom Log
23 Dot State
1 T and Pawer Stato
21 savn Configuration
121 Restart System

Internet Sessions List

_ MO\ vwwmoxa.com

=3 Main Mer r
o i Intamet Session List
3 cvari

£ Basic Semtings
B Notweek Settings
(00 Advanced Netwark Settings
B Systam Managsmant
=3 Systom Moritorng
1 Motwark Connadtions
£ Natwork Seatistics
2 Routing
3 BHE® Clont List
2 Intarnet Spssion List
3 System Log
2 Dot State
3 0in and Pawer Stato
3 Save Configuration
2 Restart System

Flaura refresh

Local WAT Port Intermet Pratocol State Direction Time Out

The Internet Sessions page displays full details of active Internet sessions through your router. An
Internet session is a conversation between a program or application on a LAN-side computer and a
program or application on a WAN-side computer/device.

System Log

This option displays the system log. You may click Select all to select the entire log if you wish to
copy and paste the contents into a text file.

MOX/\‘ * Click Rostart to activate new settings! **
. WWW.IMOXa,.Com . _— = ®
4 Main M
L e Bystem Log

L Cvernew
4;._. “‘1“::“""‘ System Loy
#L1 Netwoek Sattngs

CODO/UL 14 0314514 [Natwark] P Canfiet &

20 Advanead Metwark Sethngs |2 i X 48:40 - :

[Metwork] Etherret WAN Link Down
[Matwari:] Etheeiat WIEN Link Down

BT Spatem Managamans
W3 System Moritering
£ Hetwork Cormeetions

4 Link Dawn
14 024704 [Systain] Power 1 DOWN
3:47:04 [Systam] Powar 2 DOWH
04 [System] System Cold Start
[System] Power 1 DOWH

0 Hotwork Sratictics
23 Reuting

23 GHER Client List

23 Intornet Session Ust
21 systom Log

) Doue State

mrwar 2 DOWH
System Coid Start
fewer 1 OOWN

v B DOWH

" 04
0 L A P B Z000/01/14 D4 20:04 [System] Power 2 DOWN
L1 Sava Configuration F000/0114 04:20-04 [Syezem] Systam Coid Start
1 Restart Systeen S000/01714 04:21:21 [Netwark] Ethernat 4 Link Down -

[Sefect ail ] [ Goarlog ] [(Refrash ]
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Dout State

Dout State refers to the relay output status, which can be configured to change upon the occurrence
of certain system events through Auto Warning Settings under System Management. Click
Dout State under System Monitoring to display a list of events that may cause a change to the
Dout state. If a configured alarm event occurs, the Dout state changes, and you can refer to this
screen to determine the specific cause for the alarm. To reset the Dout state, click on Acknowledge

Event.
.
MO\ www.moxa.com
—’_':“;‘ :‘::u ystem Monitor - Reley Dout Sate
L Bapc Settings E duzo refresh

#(1 Network Satungs
F Bettnas  pout Status
Ethernet fink down

03 Hetwork Connections
£ Network Seatistics

tin 1 on

23 fouting

53 DHCw clent List Gin 1 ull

3 Intarner Seszian List vin 7 on

' Systom Log Din 2 off

£ Doix State cell. modube fail

1 Din and Pawee Statn Bl R

{1 savn Configuration

Coll. owar Epmperaturs cange
{21 Restar System

Din and Power Status

Go to Din and Power status under System Monitoring to display the power and digital input

slarm

[ adnowledge Evere |

information.
MO\ www.moxa.com
J_':‘;'::‘; Systam Monitor - Din and Pawer Status
1 Bape Settings Elauno refresh

Input Status
Pavrer 1 staties
over 2 statins
5§ System Mortoring i 1 status

Diies 2 status

£ Network Conneetions
0 Htwork Sratictics
£ Routing

20 BHER Clent List

2 ntemet Session List

20 Systom Log

£ Dout State

(20 Din and Pawer State
(0 Bave Conhguration

0 Rostart Systeen

Save Configuration

OFF
oFf
orr
oFr

ON f OFF

Go to Save Configuration and then click Save to save your submitted configuration changes to
the OnCell 5004/5104’s flash memory. The configuration changes will be effective when the
OnCell 5004/5104 is restarted. If you do not save your changes before restarting, they will be
discarded.

MO/ vwwwmoxa.com

=3 Main Merai
2 overviow
£ Basic Semtings
120 Notweek Sattings
#00 advanced Netwark Settings
#0 Systam Managamert
#00 systam Mondsring
03 Save Configuraticn
£ Restar System

gave Canfiguration

¥ vou have substtad arn

[ v erbguration ehanges, you mu the changes and restart the serves belars they tabe efece, Chck Save to save the dhanges i the OnZell B104' mesary,
T restart the server, go to Restart System n the nanganon pang!,
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Restart

Restart System

Go to Restart System under Restart and then click Restart to restart the OnCell 5004/5104.
Ensure that you save all of your configuration changes before you restart the system or else these

changes will be lost.

MOXA wivwmoxacom 30 Tota Solutan for st Wirslses Natworking

1t Warnimg 11

Clicking Restart will discannact all serisl and Ftharnat connectians and rabont the OnCell 5104 sarver.
WOTE: Unsaved conflguration changes will be discarded, and data currestly in the middie of transmissbon may he lost.
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6

Introduction and Configuring OnCell
Central Management Software

In this chapter, we introduce OnCell Central Management Software, and explain how to configure
OnCell Central Management Software with the OnCell 5004/5104 web console, install and set the
OnCell Central Driver Manager, and cover all of the equipment specifications.

This chapter covers the following topics:

U Step 1: Server Settings
» System Requirements
» Installing OnCell Central Manager
» Using OnCell Central Manager
U Step 2: OnCell Device Web Console Settings
» OnCell Central Settings
» OnCell Central Server
U Step 3: Host Settings and Management

Step 1
Step 2 OnCell
f N \ Central
-';'-’“_'-‘-',' Manager
EE - —
Ethernet Device v ‘
o*® o M Step 3
e . nCell Central

-' t [ | ® * Server
S

81 " ]  OnCell
- Device

& Devices ——

— Ethernet
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Step 1: Server Settings
System Requirements

Hardware Requirements
Please ensure that your host hardware meets the following minimum requirements:
e Pentium Il or above
e 500 MHz CPU (1 GHz recommended)
e 256 Mb RAM (1 GB recommended)
e 300 MB disk space
Software Requirements
e OnCell Central Manager runs on a the following host systems:
» Microsoft Windows 2000 Server
» Microsoft Windows Server 2003
» Microsoft Windows Server 2008
» Internet Explorer 6.0 above is required.
Installation
Installing OnCell Central Manager software involves two main elements:
e |f needed, installing Adobe Flash.

¢ Installing the OnCell Central Manager software.
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Installing OnCell Central Manager

To install the OnCell Central Manager software, follow these steps. This procedure requires that
you have administrative privileges. Insert the OnCell Installation CD into the OnCell Central
Server.

1. Click the INSTALL OnCell Central Manager button in the OnCell Installation CD auto-run
window to install the OnCell Central Manager. Once the installation program starts running,
click Yes to proceed.

2. Click Next when the Welcome screen opens to proceed with the installation.

il Setup - OnCell Central Manager Ver1.0 g|§|@

Welcome to the OnCell Central
Manager Verl.0 Setup Wizard
Thiz will install OnCell Central Manaager on vaur compuker.

It iz recommended that you close all other applications before
conhinuing.

Click Mest ta continue, ar Cancel bo exit Setup.

Mext = ] [ Cancel
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Click Next to install program files to the default directory, or click Browse to select an
alternate location.

5 Setup - OnCell Central Manager Ver1.0 [ZHE”‘S__Q

Select Destination Location
Where thould OnCell Central b anager Werl.0 be installed?

’;J Setup will ingtall DnCell Central Manager Yerl .0 into the following folder.

To continue, click Mest. IF pou would like to select a different folder, click Browse.

I:Z:"-.F'r-:u:lrarn Files'M axasOnCelOnCell Central | [ Browse...

At least 207.4 MB of free disk space iz required.

[ < Back ” Mext » l[ Cancel ]

3. Click Next to install the program’s shortcuts in the appropriate Start Menu folder.

flo! Setup - OnCell Central Manager Ver1.0

Select Deztination Location " 4
Where should OnCell Central M anager Werl.0 be installed?

.;J Setup will ingtall DnCell Central Manager Yerl .0 inta the fallowing folder.

To continue, click Mest. [F pou would like to select a different folder, click Browse.

| C:%Program Filez' oxawOnCelhOnCell Central | [ Browsze...

At leazt 2014 MB of free disk space iz required.

< Back ” Mewt > ][ Cancel
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4. Click Next to proceed with the installation. You will be prompted to select additional tasks.

15 Setup - OnCell Central Manager Ver1.0 E||E|E|

Select Additional Tasks
W'hich additional tasks zhould be performed?

Select the additional tasks you would like Setup to perform while installing OnCell Central
Manager Werl.0, then click Mest.

Additional icons:

[] Create a desktop icon

[ < Back ” Mext = l[ Cancel ]

5. Click Next to proceed with installation. Setup will display a summary of the installation
options.

flo! Setup - OnCell Central Manager Ver1.0

Ready to Install "
Setup iz now ready to begin installing OnCell Central M anager Yerl.0 ok pour
computer. -

Click Inztall to continue with the ingtallation, or chick Back if pou want to review or
change any zettings.

Destination location:
C:4Pragram FilesiMaxahOnCelhOnCel Central

Start Menu folder:
OnCell Central

< Back ” Inztall ][ Cancel
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6. Click Install to begin installation. The setup window will report the installation progress. To
change the installation settings, click Back and navigate to the previous screen.

5 Setup - OnCell Central Manager Ver1.0

Inztalling
Pleaze wait while Setup inztall: OnCell Central Manager Werl.0 on pour computer.

Estracting files...
C:4Pragram Files\MaoxatOnCellhdnCell Centralyre. 7z

Cancel

7. Click Finish to complete the installation of the OnCell Central Manager.

5 Setup - OnCell Central Manager Ver1.0 E]|E||z|

Completing the OnCell Central
Manager Verl.0 Setup Wizard

Setup has finished installing OnCell Central Manager Yerl.0 an
wour computer. The application may be launched by zelecting
the installed icons.

Click Finizh to exit Setup.
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Using OnCell Central Manager

After you install OnCell Central Manager, you can set up the OnCell 5004/5104°s OnCell Central

Settings for your PC host. Make sure the settings on your OnCell 5004/5104 match the settings for
OnCell Central Manager.

1. Go to Start = OnCell Central = OnCell Central to start the OnCell Central mapping
software.

¥7 OnCell Central Manager |Z||§|E|

File Tool Help

IP Settings
OnCell Central Manager

[

IP 1P for User Connection IP For OnCell Connection
e . 192.168.127.111 { Broadcom he v| 1'_'4.:?;'.1E.E:.1;?;'?.111 { Broadcom Me

Startup/Shutdown OnCel Central Manager

Message:

You may need to install Adobe Flash before using this OnCell Central Server. The system will

give you the link for installation automatically. Alternatively, you may find the Adobe Flash in
the CD as well.
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¥% OnCell Central Manager

User Ports Setkings

Impart OnCell User Ports) Service Forwarding
Add OnCell User Ports) Service Forwarding

anagqer

Wi OniCell User Ports) Service Forwarding
! Cantrol Parts Testing
i|

Shutdown

Startup/Shutdown OnCel Central Manager

2. Click on Tool = Control Ports Settings to modify the port number.

SN [SI[E

IP for OnCell Connection

7.111 { Broadcom el | :

Message:

To modify the new configuration of control ports, you can make all configuration changes
here. The Control Ports Setting’s information must match the web console’s OnCell Central
Server Settings. Please refer to Step 2, OnCell Device Web Console Settings, for control port
information. Click Save if any modifications have been made.

Control Forts Setting

Management information port:
Management config. port:
OPmode data port:
OFmode command port:
Telnet port:
Service forwarding port:
’ Bave ] [ Cancel l

- 0%

[P for OnCell Connection
| 192.168.4.38 { Intel(R) PROM I w |

Message:
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3. Click on Tool - User Ports Settings to modify the port number. Click Save if any
modifications have been made.

User Ports are used to connect the host and OnCell Central Server. The User Ports are
assigned by the OnCell Central Server to each OnCell device sequentially within the specified
port range.

Data port: Ports used to communicate with serial devices connected to the OnCell.
Command port: The TCP port for listening to SSDK commands from the host.

Service forwarding: Ports used to communicate with Ethernet devices connected to the
OnCell.

Telnet port: The telnet port is the TCP listening port that allows the host to configure the
OnCell via Telnet.

NOTE: Enabling Remove registered ports will remove the already assigned port numbers
within the specified port range from the system.

Dzer Poris Settings E| M
to

from
Diata port range: |m | L |51|:|23 |
Command port range: |51|324 | --- |5204'}" |
Service forwarding portrange: | 53048 | - [60239 | ice Commection
Telnet port range: |5|324|:| | L |El263 | Intel(F) PROVWin :
[JRemove registered ports
[ Rave l ’ Cancel ]
IMessage:
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If you need to import/add a long pre-defined device list to the OnCell Central Server, follow
the next step, otherwise skip directly to Step 9.

5. To import the configuration from a text file, click on Tool - Import OnCell User
Ports/Service Forwarding.

4.

EE&

7 OnCell Central Manager,
File WEEN Help

Control Parts Settings
User Ports Settings

P
lanager

Import OnCell User Ports) Service Forwarding
Add OnCell User Parts| Service Forwarding
Vieww OnCell User Ports) Service Forwarding

IP for OnCell Connection
Control Parts Testi
il : 92.168.127.111 { Broadcom Nelg :

Startup/Shutdovin OnCell Central Manager

Shukdown

Message:

Browse to locate the configuration file (file format can be .txt for the following import format)
and then click Import (same step as Import Service Forwarding).

Import OnCell Tzer Ports f Service Forwarding

Import User Ports | Import Service Forwarding

Imnport file

File path: | |

(Cimor ) [ |

Imnport fommat
CnCell MAC, Tser Data Port, User Command Port, Telnet Port |

Example: | 00:00:65:16:474,967,969,955 |
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6. Alternatively, for OnCell User Ports and Service Forwarding, you can manually enter the
information. Click on Tool = Add OnCell User Ports/Service Forwarding.

¥2 OnCell Central Manager :||:|g|
File B8 Help

Zonkrol Ports Settings
User Ports Setkings anager

IF

Import OnCell User Parts] Service Forwarding
ding

Wiew OniZell User Ports) Service Forwarding
1P For OniZell Connection IP
Zonkrol Ports Testing - o — .

Startupyshutdown OniZell Central Manager

Shubdovn

fdd OnCell User Po

Message:

(Same step as Import Service Forwarding.)

Add OnCell User Ports

X

{OniCell User Pors | Service Forwardinz |

OnCell MAC Wser Data, Port Teer Comumnand Port Tser Telnet Port
Il I | | [ e

OnCell MAC Wser Data Port Tser Cournand Port Wser Telnet Port

View Close
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7. In order to view the information you have been imported or added, click on View (same step
as Import Service Forwarding).

OnCell User Ports | Service Forwanding |

OnCell MAC Wser Diata, Port Weer Comumand Port | User Telnet Port

Cloze

8. To save All the configuration settings to an xml file format, select Export DataBase from the
OnCell Central menu. You will then be able to import this configuration file to another host
and use the same OnCell Central settings on the other host.

f! OnCell Central Manager,

Tool Help

Irmpork DakaBase
{ OnCell Central Manager

Exit L

IP For User Connection IP for OnCell Connection
192.188.127.111 (Broadeom Ne % | [1: 7.111 { Broadcom Nefig)

Startup/Shutdovin OnCell Central Manager

Shukdown

Message:
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9. When all the configurations have been completed, return to the OnCell central main page. If
your OnCell Central Server has two LAN cards, you may need to select the IP that needs to
pass through the OnCell Connection and User Connection, and then click Startup.

For security reasons, we use 2 LAN cards for the server, one for the private IP domain in User
Connection, and another for the public IP domain in OnCell Connection (OnCell Central must
be accessible from the public IP domain).

#2 OnCell Central Manager

FEX

File Tool Help

IP Settings

oncCell Central Manager

|

TP For User Connection IP for OnCell Connection IP
M | 192.168.127.111 { Broadcom Ne v | [152.165.127.111 { Broadeom NelRAM <o vreq

StartupfShutdown OnCell Central Manager

Message:

Step 2: OnCell Device Web Console Settings

OnCell Central Settings

From the left navigation panel, click Network Settings = OnCell Central Settings = OnCell
Central Server to configure the OnCell Central Settings. The configuration items are shown

below:

OoncCell Central Manager

Configuration

OnCell Central Manager
Manager IP

Auto reconnect period

Control Port

Management information port
Management configuration port

Telnet port

C Enable @ Disahle

|
[0 10 - 1000 seq)

[E3z0r ]
[e3202 ]
3203 |
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OnCell Central Server
Configuration

Server (default=Disable): If you select Enable, the OnCell will be ready to connect to the OnCell
Central Server

Server IP: Enter the IP address that will be assigned to your OnCell Central Server. The IP
address must be in the Public IP domain.

Auto reconnect period (default=10 s): This field specifies the idle time setting for
auto-reconnect.

Control Port

Management information port (default=63201): This port is used to transfer status information
of the OnCell to the OnCell Central Server. The port number must match the OnCell Central
Manager’s port number configured in the OnCell Central Server. In order to prevent port conflicts
with other applications, you can set the management information port to another port if needed.

Management configuration port (default=63202): This port is used to transfer configurations
from the OnCell to the OnCell Central Server. The port number must match the OnCell Central
Manager’s port number configured in the OnCell Central Server. In order to prevent a port conflict
with other applications, you can set the management information port to another port if needed.

Telnet port (default=63203): The Telnet port is the TCP port that is listening for Telnet
connection from the host side. In order to prevent a TCP port conflict with other applications, you
can set the Telnet port to another port if needed.

Service Forwarding

From the left navigation panel, click Network Settings = OnCell Central Settings = Service
Forwarding to configure the OnCell Central Settings. The configuration items are shown below:

Service Forwarding

Service forwarding ® Enable O Disable (This function is for OnCell Central Manager only.)
Service forwarding port 63204

Eth. Device

P Port Description

Mo []act. Protocol Eth. Device Name

1 [0|TCe v
2 O|1ce v
30][tce v
4 O[tce v
5 O[tce v
6 [1|TCP v
7 O|TCP v
8 [|TcP v

Service forwarding (default=Disable): If enabled, this option will establish the Ethernet device
connection of the OnCell device to OnCell Central Server. Up to 8 Ethernet devices can be stored
in the Service Forwarding Table.

Service forwarding port: Ports used to establish the Ethernet port connection of the OnCell
device to OnCell Central Server.
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Step 3: Host Settings and Management

Before you connect to OnCell Central’s Web, you must install Adobe Flash, which you can
download from Adobe Flash Web Site: http://get.adobe.com/flashplayer/

If you are using Microsoft Windows 2000 Server, Microsoft Windows 2008 Server, or Microsoft
Windows Server 2003 platform, you may need to enable your ActiveX control on your platform.
For other platform versions, refer directly to the Host Settings.

1. Start Internet Explorer and click on Tool - Internet Options.

- @33 E-LUAS
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2. Select Security Settings, select Internet, and then click Custom Level.

Internet Options

General| Security |F'rivau:y Cantent | Connections | Programs || Advanced

P

Select aweb content zone to specify its secunty setlings.

® © 0O

|h4rru4r Local intranet

Trusted sitez

Restricted
sites

Internet

Thiz zone containz all Web sites you
hawen't placed in other zones

Security level for thiz zane

Custom
Cuztom sethings.

- Touge the recommended zettin

- To change the settings, click Custam Lesvel

Sites...

gz, click Default Level

[ Cuztom Level. ..

Default Lewvel

| |

ok

H Cancel ]

Apply

3. Enable Download signed ActiveX controls.

Security Settings

Settings:

(¥) Disable
() Enable
@ Binary and script behaviors
() administrator approved
() Disable
(%) Enable
@ Download signed Activer conkrols
() Disable
®
{:) Prormpk
@ Download unsigned Activek controls
(¥) Disable
() Enable

P T VY

<

£

I

Reset custam setkings

Resek ba: | Medium

w | [ Reset

QK

I [ Cancel

]
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4. Enable Run ActiveX controls and plug-ins.

Security Settings

Settings:

() Enable
(::) Prarmpk
@ Initialize and script Ackivel controls not marked as safe
(%) Disable
() Enable
(::) Prarmpk
@ Run Ackiver controls and plug-ins
() administrator approved
() Disable
®
{:) Prampt
@ Scripk Activer controls marked safe For scripting
(") Disable

s T N

< |

L

£

1155

Reset custom settings

Reset ta:

Mediurm w | [ Reset ]

[ Ok ][ Cancel ]

Security Settings

Settings:

(¥ Disable
() Enable
{:) Prormpk

@ Run Activer controls and plug-ins
() administrator approved
() Disable
(%) Enabls
(::) Prarmpk

@ Scripk Activer controls marked safe For scripting
() Disable
®
(::) Prarmpk

@ Downiloads

[ T S YN TS JUPIY . PR JE R P

£

[ %

|

Reset custom setkings

Reset ta: | Medium VH Reset ]

OF; ][ Cancel ]
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6. Select Trusted sites under Security and then click on Sites...

Internet Options

General| Security |F'rivau:y Cantent | Connections | Programs || Advanced

Select a'web content zone to specify its security zettings.

® 9 0 o

Internet Local intranet Restricted
sites

Trusted sites
o This zone containg Web sites that you
trzt nok ko damage pour computer of
data. Mo zites are in thiz zone,
Security level for thiz zone

Custom
Cuztom zettings.
- To change the settings, click Custarm Lewvel
- To uze the recormmended settings, click Default Level.

[ Cuztom Lesel .. l [ Default Level ]

I Ok H Cancel ]

7. Enter your IP address for your OnCell Central’s web page, then click Add.

Trusted sites

¥ou can add and remove Web sites From this zone, All Web sites
in this zone will use the zone's security settings,

add this \Wehb site ko the zone:
| http:f192.168.127.,111] | | add

Web sites;

[ |reguire server verification (https:) for all sices in this zone

[ ok ] [ Cancel
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8. Click on Custom Level...

Internet Options

General| Security |F'rivau:y Cantent | Connections | Programs || Advanced

Select a'web content zone to specify its security zettings.

® ©@ 0 @

Internet Local intranet Trusted sites Restricted
sites

Trusted sites
o This zone containg Web sites that you
trzt nok ko damage pour computer of
data. Mo zites are in thiz zone,
Security level for thiz zone

Custom
Cuztom zettings.
- To change the settings, click Custarm Lewvel
- To uze the recormmended settings, click Default Level.

[ Cuztom Lesel .. l [ Default Level ]

[ (]S ][ Cancel ] Lpply

9. Enable Download signed ActiveX controls

Security Settings

Settings:

(%) Enabls A
@ Binary and script behaviors I
() administrator approved —
() Disable
(%) Enable
@ Download signed Activer conkrols
() Disable
®
C:) Prarmpk
@ Download unsigned Ackiver controls
() Disable
() Enable
@' Prompt Z

LI T T P S S T I S Y (AT N PR SOt

< >

Reset custom settings

Reset ta: |Low ~ | [ Reset ]

Ok ][ Cancel ]
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10. Enable Run ActiveX controls and plug-ins

Security Settings

Settings:

() Enable
@ Prarmpk

@ Run Activer controls and plug-ins
() administrator approved
() Disable
®
{:} Prampt

@ Scripk Activer controls marked safe For scripting
(%) Disable
() Enable
(::) Prarmpk

E Downiloads

@ #utomatic prompting For file downloads
™ reooLo

< |

>

4

1155

Reset custom settings

Reset ta: |Low v|[ Reset ]

[ K, ][ Cancel ]

Security Settings

Settings:

() Enable
@ Prarmpk

@ Run Activer controls and plug-ins
() administrator approved
() Disable
(%) Enable
(::) Prarmpk

@ Scripk Activer controls marked safe For scripting
() Disable
®
(::) Prarmpk

@ Downloads

@ Aukornatic prompring For file downloads
T I

< |

[ %

155

Reset custom settings

Reset ta: |Low v|[ Reset ]

OF; ][ Cancel ]
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OnCell Central Web Console

1. Start the web browser.

2. Inthe Address input box, enter the OnCell Central’s web IP address follow with the 8080 port
(e.g., 192.168.127.111:8080). You should see the OnCell Central Manager Welcome page.

3. Enter the default username and password and then click Login.

Username: admin
Password: admin

4. The OnCell Central page will open:

®
MOXA www.moxa.com
Change View Overview

o SErver
m Devi onCell Central Manager
L] Contral Pot vice b
Logout wersion: 1.1 Build 09100716

L jAccount Se
Copyright: Moxa Inc.

From this page, you can change the view to one of the following options:

e Server
e Device
e Logout

Server

This section describes how to change the connection ports number for device and host in order to
establish a connection with OnCell Central Server. If you would like to change your account
settings, you can use the instructions in this section to do so.
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Overview

The page shows which OnCell Central Manager version number you are using.

®

‘Change Yiew | geryer v Overview
|| Overyiew

| Control Ports{User Ports info.
_]Account Settings

onCell Central Manager

wersion: 1.1 Build 09100716

Copyright: Moxa Inc.

Control Ports/User Ports Information.

®
MOXA WWW.moxa.com
Change View | gerver - Control Ports/User Ports info.
: g
L] Overview Control Ports Information

_lCantrol Parts/User Ports info.
] Account Settings

Management information port: 63201

Management configuration p... 63202

0P mode data port: 63211
0P mode command port: 63251
Telnet port: 63203
Service forwarding port: 63204

User Ports information

Data port: from 50000 to 51023
Command port: from 51024 to 52047
Service forwarding: frorm 52042 to 60239
Telnet port: from 60240 to 61263

Control Ports Information.

Control ports are used to establish a connection between an OnCell device and the OnCell Central
Server. This section shows all control port information that has already been configured.

User Ports info.

User ports are used to establish a connection between the host and the OnCell Central Server. This
section shows all ranges of user ports that have been configured. See page 6-25 for an explanation
of each user port.
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Account Settings

®
. MOX A\ vwww.moxa.com
£ Server w Account Settings
ST wmi
|} Control Ports/User Ports info.,

Cld password:
|} Account Settings

Mew password:

Confirm password:

| Activate

Cld password:

Mew password:

Confirm password:

| Activate

For all changes to the OnCell Central’s admin and password protection settings, you will first need
to enter the old password. To set up a new password or change the existing password, enter your
desired password under both New password and Confirm password.

Device

This section describes ways in which you can monitor all of the device information that appears in
the Device List.

If this is the first time that you have used OnCell Central, be aware that the list of groups in the left
pane and the Device List will be empty, since you have not added any devices yet.

If you are managing hundreds of devices, the Device List can be very long, and.searching the list
to locate a particular device can be inconvenient and time-consuming. However, you can use the
All Devices, All User Ports, and Service Forwarding tab to view a smaller amount of
information, which makes monitoring much easier.
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All Devices

This table describes All Devices that are connected to OnCell Central Server:

Change View  pevice All Devices | All User Ports Service Forwarding Firmware Upgrade
v (38l Devices Il SelectAll | | Firmware Upgrade | |
) Oncell_G3150-HSDPA_3017 (Online) Device MAC Device Name Device Serie: WANIP | LAN IP OP Mode FW Vers Last Conl
) oncell_G3150_v2_Jerry (Online) 00:90:EB! 1S OnCell_G3150-HSD! Oncell G3100- 114.138.1 196,168,10 RealCoM St 2009/10/
L10OncCell_G3150_v2_3642 (Online) 00:90:E8: 18 OnCel_G3150_v2_ OncCell G3100, 114.136.5 192,168.12 Reverse Real 2.1 2009710/
L) oncel_G3110-HSDPA_4647 (Offline) 00:90:E8: 12 OnCell_G31S0 W2 Oncell 63100, 117.98.15 192.168,1.5 RealCoM 2l 2009/10f
00:90:E8:1¢ OnCell_G3110-H5D| Oncell G3100- 114.137.1 192.168.12 TCP Client | 1.1 2009/10/
Item Description
Device MAC Each Device has unique MAC ID that you can find on the
device label or web/telnet/serial console
Device Name Device’s Name
WAN IP Device’s WAN IP address
LAN IP Device’s LAN IP address
OP mode Device’s operation mode (does not apply to the OnCell
5004 and 5104)
FW Version Device’s firmware version
Last Connected Device’s last connection date, month, time

Refresh: The device list is refreshed when this button is pressed. New online devices will be
shown at the top of the list.

Auto Refresh (30 secs): If you checkmark this box, the new online device list will be updated
every 30 seconds.

Group Edit. When you create groups of devices, you can efficiently apply device settings or
perform maintenance tasks on multiple devices at the same time. To create a group, click the right
mouse button and select Group Edit.
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: MOX/\ vww.moxa.com :

¥ (&l Devices

] OncCell_G3150-H5DPA_3017 (Online)
L] OnCell_G3150_v2_erry (Online)
JoncCell_G3150_%2_3642 (Offling)

[ OnCell_G3110-HSDPA_4647 (Offline)
| JOncCell_G3111_585_maxa (Online)
] oncCell_dubai (Offline)
Joncell_G3111_585 (COffling)

Copy ko
Remove Device

Group edit

Settings. ..
About Adobe Flash Player 10..,

Overview
Overview
Device hame
Serial no.,
Firmware version
Wan [P address
LAN IP address
LAN MAC address
Operation mode

Last connected

User Ports

Maintenance

OncCell_G3150_W2_lerry
4632

2.1

114.136.56.15
192,168,127 .254
00:90:ES:18:41:4E
Reverse RealCOM
2009/10/9/ 16:3:37

After creating the group, you can copy the devices under All Devices folder to create a new folder
(e.g., South A).

3 DuCell Central Manager Web Console - Microsolt Internel Explarer T TET)
| Be E& Yow Faverkes Iok b | &
[Orsk = 5 -8 B G| Hsewen Cramens @] e s D

EA_auxj.]mnursmsm.lzs:mwmm-;mmu EER

XA\ vvww.moxa.com

Overview | User Porls
¥ £ Devices Overviev
_1OnCell_GI150-HSOPA_3017 (Oning) Devica name
I onCell_53150.V2 Jerry (Orine) Serial na

JonCell_53180_v2_3642 (Onling)
L) OnCall_G3110-HSOMA_4647 (Dffiing)

Firmware versian
WAN IP addross
LAN 1P address

LAN MAC address
Oparation mada

Last connected

Maintenance

OonCell_G3150_ V2 _Jerry
B2

a1

114.135 56.15
192.168.127.254
00:90:E8:18:41:4E
Riouores KealCOM

20097109/ 16:3:37

Remove Device. To maintain the list, you can remove all offline devices. To activate this function,

click the right mouse button and select Remove Device.

Note: If a device is removed from the All Devices Folder then the same device will be removed

from all other new folders, too.
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All User Ports

The All User Ports table displays the host’s established connections to the OnCell Central Server,
and its corresponding OnCell devices.

Change View | pevice | allDevices | Alluser Ports  Service Forwarding  Firmwiare Upgrade

w 34l Devices Device MAC User Data Port User Command Port User Telnet Port
[ OnCell_G2150-HSDPA_3017 (Online) 00:90:E8:19:C7:09 50000 (Registered) 51025 (Registered) 0 (Closed)
_]0ncell_G3150_v2_Jerry (Online) 00:90:E8:18:41:4E 50001 (Closed) 51024 (Closed) 0 (Closed)
[[10ncell_G3150_v2_3642 (Online) 00:90:E8: 1A:DE: 1E 50002 (Registered) 51026 (Registered) 0 (Closed)
] 0ncell_G3110-HSDPA_4647 (Offline) 00:90:E8:19:9E:48 0 (Clozed) 0 (Closed) 60240 (Clozed)

Item Description

Device MAC Each Device has a uniqgue MAC ID that you can find on the

device label or web/telnet/serial console.
User Data Port The port number allows the host to establisha serial data

connection to OnCell Central, which is mapped to the OnCell
device (does not apply to the OnCell 5004 and 5104).

User Command Port The port number allows the host to establish a command
connection to OnCell Central, which is mapped to the OnCell
device (does not apply to the OnCell 5004 and 5104).

User Telnet Port The port number allows the host to establish a telnet
connection to OnCell Central, which is mapped to the OnCell
device.
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Service Forwarding

The Service Forwarding table displays the host’s established Ethernet connection to the OnCell
Central Server, and the corresponding OnCell devices.

Change View | pevice All Devices | All User Ports | Service Forwarding = Firmware Upgrade
v 4l Devices Status | Dewvice MAC Serwice Port Protocol LAN Device Name LAN Device IP Port Description
[ Oncell_G3150-HSDPA_3017 (Online)
[ Oncell_s3150_2_lerry (Online)
1 0ncell_G3150_vz_3642 (Cnline)
[ Oncell_G3110-HSDPA_4647 (Offine)
Item Description
5 -
Status Shows the status of the user’s service ports.

Closed: this mean the port is not connected

Registered: this mean the OnCell is connected to OnCell Central
Server.

Connected: this mean the host side is connected to OnCell Central
Server and is ready to use.

Device MAC Each Device has a unique MAC ID that you can find on the device
label or web/telnet/serial console.

Service Port The port number allows the host to establish an Ethernet connection
to the OnCell Central, which is mapped to the OnCell device.

Protocol Protocol type for Service forwarding connection

LAN Device Name | Device’s Name

LAN Device IP Device’s IP address

Port This is the Ethernet device’s local port number.
Description Detailed description of the device.
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Firmware Upgrade

The Firmware Upgrade table displays the firmware upgrade status of your devices.

e — AN Devices AN Ui Paets | Service Forwarding  Firmware Upgrade
|

¥ LA Devicen Clear finihed and cancelled upgrades | | Cancel selectad devices

Device fame Dewien MAL Device Model Firmveare Suppart Upgprade Status Upgrade Percentage

Item Description

Device Name Device’s name

Device MAC Each device’s unique MAC ID, which can be found on the
device label

Device Model Device’s model

Firmware Support Device’s firmware version

Shows the status of the firmware upgrade:
Success: this mean the firmware upgrade was successful

Upgrade Status Fail: this mean the firmware upgrade has failed
Cancel: this mean the firmware upgrade was canceled
Upgrade Percentage Displays the percentage of firmware that has been uploaded.

If you are the administrator, you have ability to use Clear finished and cancelled upgrades and
Cancel selected devices icons on Firmware Upgrade page, and Select All and Firmware
Upgrade on the All devices page.

All Devices All User Ports Service Forwarding Firmware Upgrade

Change VieW  pevice

v Al Devices | i Clear finished and cancelled upgrades | l Cancel selected devices J
[1oncell_53150_v2_4221 (Offling) Device Name Device MAC Device Model Firm'
L onCell_G3150-HSDPA_2891 (Offine] | | oncell 2150 w2 31504 00:90:E8:00:00:73 onCell 63150 W2 once

_19ncCell_G3150_V2_31504 (Online)

Clear finished and cancelled upgrades: This button clears all firmware upgrades that have been
finished and canceled.

Cancel selected devices: This button cancels the firmware upgrading process of the selected
device(s).
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Change View | pevice All Devices | All User Ports | Service Forwarding = Firmware Upgrade
v &l Devices Ll Selectall | Firmware Upgrade |
|1 OnCell_G3150-HSDPA_3017 (Online) Device MAC Device Name Device Series WAN IP LAN IP
[Joncell_G3150_2_Jerry (Online) 00:90:E8:1%:C7:1 OnCel_G3150-HSDPA_ OncCell G3100-HSDP 116.59.191.14% 196,168,
Joncell_G3150_va2_3642 (Offline) 00:90:E8:18:41:« OnCell_G3150_w2_lerr OnCell G3100_%2  114.136.56.15  192.168.
|1 9ncell_G3110-HSDPA_4647 (Offline) 00:90:E8; 18:DE:. OnCell_G3150_W2_364 Oncell G3100_%2  117.98.188.5  192.168.
|jonCell_G3111 585 moxa (Online) D0:90:E8; 1906« OnCell_G3110-HSDPA_ | OncCell G3100-HSDP 114,137.169.3¢ 192,168,
1 oncell_dubai (Offline) 00:90:E8:03:11:: OnCell_G3111 585 _mc OnCell G3001 10.17.117.135 192,168,
Joncel_G3111_585 (Offline) 00:90:E8:16:47:3 OnCell_dubai oncell G3100 217.164,92.110 192.168.
00:90:E8:19:14:7 OnCell_G3111_585 oncell 63001 116.59.200.16¢ 192.168.

Select All: This button makes it easy to select all of your devices for firmware upgrades.

Firmware Upgrade: This button will initiate a firmware upgrade for the devices you have
selected.

Device’s Settings and Maintenance

From the left navigation panel, click the All Device folder to list all devices, and then select the
device that you want to monitor or reconfigure.

MOXAmwww.moxa.corn

Change View | Server v Control PortsfUser Ports info.
: A
L] Qverview Control Ports Information
_JControl Parts/User Ports infa.

|_]Account Settings

Management information port; 63201

Management configuration p.,. 63202

0P mode data port: 63211
P mode commmand port: 63251
Telnet port: 63203
Service forwarding port: 632204

User Ports information

Data port: from S0000 to S1023
Command port: from 51024 to 52047
Service forwarding: from 52043 to 60239
Telnet port: from 60240 to 61263
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Overview

This page shows the OnCell’s device information:

M OX/\Mwww.moxa.com

Account Settings

Old password:

| Dwerview

i_‘;ControI PortsfUser Ports info.
_JAceount Settings

Mew passwiord:

Confirm password:

Activate

Old password:

||| MNew password:

Confirm password:

Activate

User Ports
. MOXNWWW.ITIOXB.COm

 Total Solution for Industrial Wire

View | pevice v Overview  User Ports = Maintenance
v 321l Devices HsernHorts
_]9nCell_G3150-HSDPA_3017 (Online) channel Port Status
Ljoncell_53150_v2_Jerry (Online) Data Port Port: 50001 Closed
() @nCell_G3150_v2_3642 (Online) Command Port Port; 51024 Closed
[ onCell_G3110-HSDPA_4647 (Offline) Telnat Frem Port: 0 lnsed
{ Change user port J { Reset connection
Service Forvsarding

Status Service Port Protocol LAN Device Name LAN IP Port Description

| Delete selected record | | Reset connection

Telnet Enable: If you click on the enable icon, Telnet will permit the the host to connect to the
OnCell device. If no connections are made within 30sec, the port will just close.

Change User Port: If you do not want to use the system’s assigned user ports, you may change
the User Data Port, User Command Port, and Telnet Port here (does not apply to the OnCell
5004 and 5104).

Reset connection: Use this option to disconnect existing connections.
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Change View | pevice v Overview User Ports Maintenance
User Ports

v 241l Devices

[1OnCell_G3150_v2_1111 (Online) Ghpnngt Rert Statg

Data Port Port: 63400 Registered
Command Part Port: 63600 Registered
Telnet | Enable | Port: 0 Closed
| _Change userport | | Reset connection |

Service Forwarding

Status Service Port Protocol Eth. Device Name = Eth. Device IP Port Description

Registerad 64001 TCR Ethernet Device 1 192.168.127.111 50002 Service Forwarding 2
Registered 64003 TCP Ethernet Device 1 192.168.127.111 50005 Service Forwarding 5
Registered 64002 TCP Ethernet Device 1 192.168.127.111 50003 Service Forwarding 3
Registerad 64000 TCR Ethernet Device 1 192.168.127.111 50004 Service Forwarding 4
Registered 64004 TCP Ethermet Device 1 192.168.127.111 50006 Service Forwarding 6
Registered 64005 TCP Ethernet Device 1 192.168.127.111 50001 Service Forwarding 1

| Delselected record | | Resetconnection |

once11 Data Port is mot available : Tue Mar 10 12:37:33 CST 2009

Refresh | |v| Auto Refresh(30 secs)

Note: If the data or command port is occupied, an error message will appear at the bottom of the
window.

Service Forwarding
MOXA‘WWW.ITIOXE.CDH‘I

Changa Visw  pevice

¥ E34ll Davices
L1OnCel_GI150-HEDPA_3017 (Online)
_jOnCell_G3150_V2_Jerry (Online)
_JOnCell_G3150_VE_364% (Onlina)
_j OnCell_G3110-HSOPA_4647 (Cfflina)

Overview  UserPorts  Maintenance

User Ports

Channel Status
Data Port Closed
Command Port. t Closed
Tolnst Enable o 0 Closod

Change wser part Hesel connection

Service Farwarding

Status Service Part Protocal LAN Device Name  LAN 1P Part Description

Delete selected record Reset connection

ltem

Description

Status

Show the status of the User Service Port.

Closed: Means the port is not connected.

Registered: Mean the OnCell is connected to OnCell Central
Server.

Connected: Means the host side is connected to OnCell Central
Server, and is ready to use.

Service Port

The port number allows the host to establish an Ethernet
connection to OnCell Central, which maps to the OnCell device.

Protocol

Protocol type for Service forwarding connection

LAN Device Name

Device’s Name

LAN Device IP

Device’s IP address

Port

This is the Ethernet device’s local port number.

Description

Detailed description of the device
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Del selected record: Allows you to delete the device information under service forwarding that
you have highlighted.

Reset connection: This is used to disconnect existing connections.

Maintenance
Configuration Export

To save all tconfigurations to an xml file, select Configuration Export and then click Download.

M OXI\[!'www.moxa.com

Owverview User Ports = Maintenance

Maintenance

¥ 348l Devices
[ Oncell_33150-HSDPA_3017 (Online) action: ‘ Configuration export | v

- LJ0nCell_G3150_v2_Jerry (Online)

L] OnCell_G3150_%2_3642 (Online] Bownliad ]

L OnCell_G3110-HSDPA_4647 (Offline)

Configuration Import

Allows you to import this configuration file to another host and use the same OnCell Central
settings in the other host.

MOXN www moxa.com

¥ L34l Devices
L10nCell_G3150,V2 4178 (Cning) AHET | Gonfiguration import
Setect corfiguration Fle Browise...

Owvervlew  User Ports | Maintenance.

Maintenance
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Restart OnCell Device

Click Restart to restart the OnCell 5004/5104 device. Be sure that you save all of your
configuration changes before you restart the system, or the changes will be lost.

Logout

Owvervlew  User Ports | Maintenance.

f wai nce
v 4l Devices L]
_lOnCell_GR150,VE_4133 (Onlne) AHE | Restart Oncell Device v
Restart
Ratresh | ()
MOXAN
WWW Mmoxa.com
Change View  Logoum Overview
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This chapter covers the following topics:

O Installing Search Utility
U Configuring OnCell Search Utility
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Installing Search Utility

1.

Click the INSTALL UTILITY button in the OnCell Installation CD auto-run window to
install OnCell Search Utility. Once the program starts running, click Yes to proceed.

Click Next when the Welcome screen opens to proceed with the installation.
18 Setup - OnCell Search Utility =13

Welcome to the OnCell Search
Utility Setup Wizard
Thig will install OnCell Search Uity Yerl.4 on your computer,

It iz recommended that you cloze all other applications before
continuing.

Click Mext ta continue, or Cancel ta exit Setup.

[ Mest > ][ Cancel ]

Click Next to install program files to the default directory, or click Browse to select an
alternate location.

&) Setup - OnCell Search Utility

Select Destination Location
Wwhere should OnCell Search Utility be installed?
’J Setup will ingtall OnCell Search Utility into the following folder.

To continue, click Mest. If you would like to select a different folder. click Browse.

watJnCelhOnCellSearch| Browse...

At least 1.5 MB of free disk space iz required.

< Back H Mext » ][ Cancel
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4, Click Next to select additional tasks.

5. Setup - OnCell'Search Utility

Select Additional Tasks
‘which additional task s should be performed?

Lltility, then click Mext.

Additional icons:

[ Create a desktop icon

Select the additional tazks vou would like Setup to perform while installing OnCell 5 earch

[ < Back ”

Mest > ][ Cancel ]

5. Click Next to proceed with the installation. The installer then displays a summary of the

installation options.

il Setup - OnCell Search Utility

Ready to Install

change any settings.

Setup iz now ready to begin installing OnCell Search Utility on your computer.

Click Install to continue with the installation, or click Back if you want to review or

Destination location:
C:\Program Files\MoxabOnCelhOnCelSearch

[ < Back H

Install ][ Cancel ]

6. Click Install to begin the installation. The setup window will report the progress of the
installation. To change the installation settings, click Back and navigate to the previous screen.
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7. Click Finish to complete the installation of OnCell Search Utility.

il Setup - OnCell Search Utility =]

Completing the OnCell Search
Utility Setup Wizard

Setup has finizhed installing OnCell Search Utility on vour
computer. The application may be launched by selecting the
inztalled icons.

Click Firish to exit Setup.

Launch OnCell Search Utility

Configuring OnCell Search Utility

The Broadcast Search function is used to locate all OnCell 5004/5104 servers that are connected to
the same LAN as your computer. After locating an OnCell 5004/5104, you will be able to change
its IP address.

Since the Broadcast Search function searches by MAC address and not IP address, all OnCell
5004/5104 servers connected to the LAN will be located, regardless of whether or not they are part
of the same subnet as the host.

1. Open OnCell Search Utility and then click the Search icon.

‘8, OnCell Search Utility
File  Function |P &ddress Report  Help

L ] o ES =] 3 . B £ B
Exit Search Search |P
Function ems
Mo /| Madel | LEN MAC Sddhess | LANIP [ Status

“.;. IP &ddress Report

Search Result - 0 OnCells)

The Searching window indicates the progress of the search.
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2. When the search is complete, al

I OnCell 5004/5104 servers that were located will be displayed

in the OnCell Search Utility window.

®, OnCell Search Utility

J File  Function |P Address Report Help
¥l 3 = x . L F-
Exit Search  SeachlP . wieh Telnet fdssign P Unlock  Upgrade
Function ltems
Mo /| Modsl | LAM MAC Addiess | LM IP | wisM P | Status
L IP &ddress Fieport 1 OnCell 5104 QNS0 60 7116051 192 168 127 254
4 i | =

| L] L
ISearch Result - 1 OnCell(s) él

Click Locate to cause the selected device to beep.

/® OnCell Search Utility

‘ File  Function |F Address Repoit Help
! & = . . &
Exit Search Search [P Locate ‘wieb Telhet Aassian IP Un-Lock Upgrade
i Function ‘ ltems
-£2 Search Mo/ | Model | LAN MAC Addiess [ LA P | WaN P | Status
o |P Acdress Repoit 1 DrCell 5104 00:90,60: 70:60:51 192.168.127.254

Laocating.

Model OnCell 5104

IP &ddress 192.168.127.254

MAC Address 00:90:80: 70:60:51

Setial Number 50042 ’ Stop ‘

£l I | &

| & 2
'Sear:h Resulk - 1 OnCell{s) ,ﬂ
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To modify the configuration of the highlighted OnCell 5004/5104, click on the Console icon
to open the web console. This will take you to the web console, where you can make all

configuration changes. Please refer to Chapter 4, Using the Web Console, for information on
how to use the web console.

/8, OnCell Search Utility
File  Function P Address Report Help

W =
Exit Search

Function

Search [P Locate

I o
- == =
Telnet Assign [P Upgrade

+ ﬁ Seaich
E |P Address Report

Search Result - 1 OnCe\‘I(‘s)

WAN IP Status

S Y

3. Select IP Address Report for monitoring the status of the IP Address, and then click Go.

%, OnCell Search Utility EEX
File Function |P Address Report Help
i g % . o = &
Exit Settings Go Clear
Function IP Address Report - Stopped - Port63100
Search No_ ¢ | Model | LaN MAC Address | LA IP | wian 1P Server Name
2 0
< 3
Search Result - 1 OnCell(s)
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4. To change the configuration of the IP Address Report, click on the Settings icon to open the IP
Location Settings. The Local UDP listen Port number should match the web console Auto IP
Report Settings’ port number.

® OnCell Search Utility

\ File  Function |P Address Repart Help
L =] L 4 " ;
Exit Wfeh Telnet Settings Go Stop Clear
i Function |' IP Address Report - Stopped - Port:63100
&2 Search No ¢ | Model | L&N MAC Address | LM IP | AN 1P | Server Hame

2 |P Address Repart

Auto IP Report Settings

Local UDP Lister Port 63100 |

o 0K X Cancel

|

|

|
lSearch Result - 1 OnCell(s) /ﬂ

5. Click the Go icon to complete the configuration. Refer to Chapter 4, Using the Web Console,
for information on how to use the IP Address Report.

®, OnCell Search Utility

J File Function |P Address Report Help
an Ty .4 = %
Exit Weh Telnet Settings 0 Stap Clear
Function IP Address Report - Stopped - Port63100
Search Mo /| Model | LAN MAC Address | LaWIP | wan 1P | Server Name

|~
|

ISearch Result - 1 OnCell(s)
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Default Settings

Setting Name

Default Name

Web Console Login

Username

admin

Password

Keep <blank>

Network Settings

LAN IP address

192.168.127.254

WAN IP address

192.168.126.254

Network

255.255.255.0

WAN Preference Cellular
Cellular Settings

SIM PIN <blank>
NAT service Enable

DHCP Service Settings

DHCP Server Enable

DNS relay Enable

Virtual Server Settings

Virtual Server Disable
Route Table

Static Route Disable
WAN [P Filter Configuration

WAN IP Filter Disable
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