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Chapter 1. Before You Start

1.1 Preface

The WMS-308N is a full-featured Network Access Control Gateway / Controller that aggregates up to
120 access points (APs), built-in 5000 local accounts/ on-demand accounts and delivers centralized
control and security for wireless deployments.

The WMS-308N is designed for applications in which a compact, cost-effectiveall-in-one” networking
solution is required. The WMS-308N included a policy forced firewall, Intelligent Dual-WAN Load
balance, Wireless LAN controller, IP sharing, and 4-Port Giga Ethernet switch in a desktop-mount
enclosure. This device centrallized configuration and management model enables the controllers to be
deployed, monitored, and controlled without local IT staff.

1.2  Package Contents

® WMS-308N x 1
B CD-ROM (With User Manual and QIG) x 1
B Power Adapter DC 12V 1.5A x 1
B RJ-45 Ethernet Cable x 1
e It is highly recommended to use all the supplies in the package instead of substituting any components by

- other suppliers to guarantee best performance.



Chapter 2. System Overview

2.1 Introduction of WMS-308N

The WMS-308N — applies to public access network such as WiFi-Hotspot, network management guest
access, hospitality deployments — which requires reliability, efficiency, and security. It combines an IP
Router / Firewall, Multi-WAN / QoS enforcement and Access Controller for use in wireless
environments. One single WMS-308N can serve up to 500 simultaneous users, takes control over
authentication, authorization, accounting and routing to the Internet as well as to the operating central.
Built-in AAA system allows the owners set up public access services without extra RADIUS server.

2.2  System Concept

WMS-308N Network Access Gateway / Controller provides authentication, authorization and accounting
for a wired/or wireless networks. Hotspot technology allows Internet providers to offer Internet access to
customers, while applying certain Internet use rules and limitation. It is convenient for Internet cafes,
hotels, airports, schools and universities. The Internet provider gets complete tracking records of per

customer time spent on the network, data amount sent/ received, real-time accounting and more.

To begin browsing, a client must go through a registration process with the provider, and then enter a
Passcode/Username of access ticket in a browser Login window that appears on the attempt to open a
webpage. Hotspot technology proposes providers to establish and administrate a user database, which
can be useful for enterprise such as airports, hotels or universities that offer wireless or Ethernet
Internet connectivity to employees, students, guests or other groups of users.

Pregenarated Account
OnDemand Account Database

Database & 3 (==—=3
=
=

Load Balancing : Dﬁn
——1 Ty i A WAN1 :

@
(Internet :
ISP 2 (i WAN'2  \yus308n

NAC Gateway

82 5 & R croneer "g

POP3 Server LDAP Server RADIUS Sarver
Managed AP
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2.3  Specification

» Access Point Management and Support

= WMS-308N Network Access Gateway / Controller Support

B Max: 120 Access Points per Controller

B Max: 500 wireless client per Controller
B Provide Local Account : 5000

= AP Management — Control - Monitoring
B Centralized AP Management

v

AN N NN

v
v

AP Group management —maintain a set of setting templates that simplify the task to assign the
same setting to multiple APs

AP-Automatic configuration and provisioning by WMS-308N

Locally maintained configuration profiles for managed APs

Auto discovery for managed APs

Automatic recovery of APs in case of system failure

Central firmware Upgrade-Select multiple APs and upgrade their firmware at the same time ,
including bulk upgrade

Remote Firmware upgrade

Zero Configuration technology to restore defective AP’s setting onto the replacement AP

B Central AP Control

v

v
v
v
v

v
v

Provides MAC address Control list of client stations for each managed APs

Access Filter

Time-based AP access control

Single Ul for upgrading and restoring managed APs’ firmware

WLAN Partition — if enabled, WLAN clients are not allowed to exchange data through the AP
(WAP-854NP, WAP-954GP, WAP-1954NP, WAP-1954NP-C, CPE-2010G / CPE-2000GN-1, WLO-
15814N / WLO-15802N, WLO-12400N / WLO-12410N)

Max allowed APs

Support Roaming — Intra-Switch , Inter-band , Inter-Switch

B Central AP Monitoring

RN NN N IR

Monitor AP Status

The number of associated clients to the AP
The AP RF information

Associated Station List

Monitoring IP List

Load balancing based on number of users

Load balancing based on utilization
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AP User Statistic — Maintain all wireless clients connection history and depict statics in diagrams
Support Monitor IP on third-party APs
System alarms and status reports on managed APs
Topology Monitor-list monitored device; periodically updates devices’ status

AP life check-real time tracking monitors APs status (AP Health Checking)

AR VRN NN

Provide centralized remote management via HTTP/SNMP interface

v' SYSLOG support including remote servers

= Radio Resource Management

IIIIIIIIIIEIIIIIIIEIIIIIIII

Automatic Channel Assignment and power setting for controlled APs
Simultaneous air monitoring and end user service

Self-healing coverage based on dynamic RF condition

Dense deployment options for capacity optimizations

Multiple BSSID per Radio: 8

Hot Standby at AP mode (supports fail-over as a standby AP)

Load Balance with another available AP (Real-time users limitation)
Radio Management

Coverage interference detection

ireless Encryption

WPA personal and enterprise

WPAZ2 personal and enterprise

AES(CCMP): 128bit (FIP-197)

WEP40/64 and 104/128-bit

TKIP: RC4-40

SSL and TLS: RC4 128-bit and RSA1024 and 2048 bit
EAP-TLS, EAP-TTL/MSCHAPv2

ireless Security

IEEE802.1X network login user authentication (EAP-MD5/TLS/TTLs)

EAP over LAN (EAPolL) transport with PEAP and EAP-TLS authentication
RADIUS server authentication (RFC2618)

IEEE802.1X user authentication of controller management on controller Telnet and console sessions
Multiple access privilege levels

Hierarchical management and password protection for management interface
EAP offload for AAA server scalability and survivability

Stateful 802.1X authentication for standalone APs

SSID and Location based authentication

Multi-SSID support for operation of Multiple WLANs

Simultaneous Centralized and distributed WLAN support

= Identity —-Based Security

802.1X Authentication with WPA,WAP2 and 802.11i

Local Accounts of 802.1X Authentication
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®m  Support RADIUS /LDAP/POP3 for AAA server
m  User Name and encryption key binding for strong network identity creation

B |Local User Data Base for AAA fail-over protection

= Wireless Roaming Support

® Inter AP roaming
B Fastroaming

B |2 roaming

» User Management

L2 7 T

L2 N R

Support 500 simultaneous authentication users

Max 5000 Pregenerated/ On-Demand/ Local RADIUS/ authentication users

Users Session Management

Configurable user Black list (with schedule)

Allows MAC address and user identity binding for local user authentication

Authentication methods supported: Pregenerated/ On-Demand, Local RADIUS, LDAP, and Remote
RADIUS and POP3

SSL protected login portal page

Session and account expiration control

User Log and traffic statistic notification via automatically email service

Session limit control

Real-Time Online Users Traffic Statistic Reporting

Support local account roaming

Seamless Mobility: User-centric networking manages wired and wireless users as they roam between ports
or wireless APs

> Service Domain

>

>

v

L N A

Integrating with WAP-854NP/ WAP-954GP and other PheeNet products to have Service Domain feature

and each Service Domain can have its own settings:

The network is divided into maximum of 8 groups, each defined by VLAN Tag

Each Domain has its own (1) login portal page (2) authentication options (3) LAN/VLAN interface IP

address range (4) Session number limit control (5) Traffic shaping (6) IP Plug and Play (IP PnP) (7)
Multiple Authentication

Enable DHCP or not, and DHCP address range

Enable authentication or not

Types of authentication options (Local, POP3, RADIUS, LDAP, On-Demand and Pregenerated)

Web login/ logout/ redirected page (customizable)

Default Policy

B NAT or Route Mode

B Specific Route (WAN1 or WAN2 , or a specified gateway)

B Login schedule
[ |

Bandwidth (max/min)
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» Authentication

= Authentication : single sign-on (SSO) client with authentication integrated into the local authentication
environment through local/domain, LDAP, RADIUS, POP3, MAC authentication
Customizable Login and Logout Portal Pages

Customizable Advertisement Links on Login Portal Page

User authentication with UAM (Universal Access Method), 802.1X/EAPoLAN, MAC address
Allow MAC address and user identity binding for local user authentication

No. Of Registered RADIUS Servers: 2

Support MAC control list (ACL)

Support Multiple Login service on one Accounts

Support auto-expired guest accounts

Users can be divided into user groups

Each group (role) may get different network policies in different service zones

Max simultaneous user session (TCP/UDP) limit

Export/Import local users list to/from a text file

Web-based Captive Portal for SSL browser-based authentication

L 7 R I

Authentication type

B |EEE802.1X (EAP, LEAP, EAP-TLS, EAP-TTLS, EAP-GTC, EAP-MD5)
RFC2865 RADIUS Authentication

RFC3579 RADIUS Support for EAP

RFC3748 Extensible Authentication Protocol

MAC Address authentication

L R

7

Web-based captive portal authentication
» Authorization

Authorization: access control to network resource such as protected network with Intranet, Internet, bandwidth, VPN,

and full stateful packet firewall
» Accounting

= Provides billing plans for Pregenerated accounts

Provides billing plans for On-Demand accounts

Enables session expiration control for On-Demand accounts by time (hour) and data volume (MB)
Detailed per-user traffic history based on time and data volume for both local and on-demand accounts
Support local RADIUS and external RADIUS server

Contain 10 configurable billing plans for on-demand accounts

L T

Support credit card billing system by PayPal

v

Support automatic email network traffic history
» Dual WAN

= Load Balancing
B Qutbound Fault Tolerance

B Outbound load balance
10
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®  Multiple Domain Support
W By Traffic
= Bandwidth Management by individual and distribution on different network(Service Domain)
= WAN Connection Detection

Firewall

Built-in DoS attack protection
Inspection Full stateful packet filter
Access Control List

Multiple Domain Support

L N A

Active Firewall Session — 16,000
Network

Support NAT or Router Mode

Support Static IP, Dynamic IP (DHCP Client), PPPoE and PPTP on WAN connection
DHCP Server per Interface; Multiple DHCP Networks
802.3 Bridging

Proxy DNS/Dynamic DNS

IP/Port destination redirection

DMZ server mapping

Virtual server mapping

H.323 pass-through

Built-in with DHCP server

Support Static Routing

Support RIP and OSPF Dynamic Routing

Binding VLAN with Ethernet interface

Support MAC Filter

Support IP Filter

Support Layer-7 protocol Filter and Web Content Filter
Support Walled garden (free surfing zone)

Support MAC-address and IP —address pass through
Support IP Plug and Play (IP PnP)

20 2 7 2 N 7 7 T T T R R T

ystem Administration

Three administrator accounts

Provide customizable login and logout portal page

CLI access (Remote Management) via Telnet and SSH
Remote firmware upgrade (via the Web)

Utilities to backup and restore the system configuration
Full Statistics and Status Reporting

Real-time traffic monitoring

Ping Watchdog

L2 N N T

11
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> Network Management

>

L N B R T T R 2

Event Syslog

Status monitoring of on-line users

IP-based monitoring of network devices
Interface connection status

Support Syslog for diagnosing and troubleshooting
User traffic history logging

User’s session log can be sent to Syslog server
Remote Syslog reporting to external server
Traffic Analysis and Statistics

SNMP v1, v2c, v3

SNMP Traps to a list of IP Addresses

Support MIB-II

NTP Time Synchronization

Administrative Access : HTTP / HTTPS

12
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WMS-308N Hardware Specifications

Base Platform

32-bit , MIPS24K Processor

CPU Clock Speed 680 MHz
Serial Port 1 (DB-9)
USB Port 1 ( Optional 3G interface radio with major brands — ODM only)

Reset Switch Built-in

Push-button momentary contact switch

Ethernet Configuration

10/100/1000 BASE-TX auto-negotiation Ethernet port x 6 (RJ-45 connector)
WAN * 2

LAN * 4
DRAM On board : 256Mbytes
Flash On board : 32 Mbytes
CF Socket 1 (reserved for option)

Built-In LED Indicators

1* Power ; 1 * Status, 1 * Net Status ( This is for AP management, when system
can't detect managed AP )

Environmental & Mechanical Characteristics

Operating Temperature

0°C~55°C

Storage Temperature

-20°C~75°C

Operating Humidity

10% to 80% Non-Condensing

Storage Humidity

5% to 90% Non-Condensing

Power Supply

110 — 220V AC Power; 12 VDC, 1.5A input.

Unit Dimensions

243 x 150 x 45.5 (mm) (Width x Depth x Height)

Unit Weight

1.4 Kg

Form Factor

Wall Mountable , Metal case

Certifications

FCC/CE

13
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Chapter 3. Base Installations

3.1 Installations

3.1.1  System Requirements

» Standard 10/100/1000Base T including five network cables with RJ-45 connectors

» All PCs need to install the TCP/IP network protocol

3.1.2  Panel Function Descriptions

Front Panel

%\ NAC Gateway

1. Power/Status :

=> LED Green ON indicates power on, OFF indicates power off.

= When system restart, LED Amber will flash three times after system up.

= LED Amber ON indicate the Flash is busy(For example, format database, create or delete accounts...etc)
2. Console : The serial RS-232 DB9 cable attaches here.

3. Reset : Press and hold the button for more than 10 seconds until Power/Status LED Amber FLASH to reset
the system to default configurations. After you release button, the LED Amber will ON and system’s

database will be formatted until LED Green ON to restart system.

4. WAN1/WAN2 : Two WAN ports are available on the system. LED Green ON indicates 10/100-Mbps link is
established on the port. LED Amber ON indicates 1000-Mbps link is established on the port.

5. LAN : Clients devices connect to WMS-308N via LAN ports

14
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Rear Panel

1. Power SOCKET (12V DC) : Attach the power socket here.

15
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3.1.3 Hardware Installation

Please follow the steps mentioned below to install the hardware of WMS-308N
1. Place the WMS-308N at a best location.

The best location for WMS-308N is usually at the center of your wireless network.

2. Connect WMS-308N to your outbound network device.

Connect one end of the Ethernet cable to the WAN1/WAN2 port of WMS-308N on the front panel. On your
environment, connect the other end of the cable to the external Internet . The WAN1/WANZ2 LED indicator should be

ON to indicate a proper connection.

3. Connect WMS-308N to your network device.

Connect one end of the Ethernet cable to LAN port of WMS-308N on the front panel. Connect the other end of

cable to a PC for configuring the system. The LAN LED indicator should be ON to indicate a proper connection.

4. Connect the DC power adapter to the WMS-308N power socket on the rear panel.

& Please only use the power adapter supplied with the WMS-308N package. Using a different power
—~ adapter may damage this system

Now, the hardware installation is completed.

To double verify the wired connection between WMS-308N and your switch/router/hub, please check the
- LED status indication of these network devices.

16
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3.2 Software Configuration

3.2.1 Getting Start

Step :

1. Once the hardware installation is done, set DHCP in TCP/IP of the administrator's PC to get an IP address
automatically. Connect the PC to the LAN port of WMS-308N. An IP address will be assigned to the PC
automatically via the WMS-308N.

2. Launch a web browser to access the web GUI of WMS-308N by entering “http://192.168.2.254” in the
address field.

/= PheeNet [ Mode: WMS-308N] Windows Internet Explorer

@-:';' £ 110 //192.168.2,254/ 2

3. The following Administrator Login Page will appear. Enter “root” in the Username field, and “default” in the
Password field. Click OK button to login.

Connect to 192,168, 2. 754

The server 192, 168,.2.254 3t WMS-I08N rSOUiras & USarmams
and passwoard,

Warring: This server is reduesting thal your wlername and
password be sent in an insecura manner

without a secure connection).
Lissr masme: € root bt
Password: ERBARS

[l Remember my password

Lok [ concel |

If you can't get the login screen, you may have incorrectly set your PC to obtain an IP address
e automatically from LAN port or the IP address used does not have the same subnet as the URL.
Please use default IP address such as 192.168.2.x in your network and then try it again.

17
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» Root : The administrator can access all area of the WMS-308N

Username : root

Password : default
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» admin : The admin can access the area under Service Domain, Wireless and Advanced setting (Please see

Appendix B.)

Username : admin

Password : admin

» operator : The operator only can access the area of On-Demand authentication to create, edit and print out

the new on-demand user accounts.

Username : operator

Password : 1234

4. After a successful login, the “Home Page” will appear on the screen.

System Service Domain

i Overview

System info
Part Link Info
[CPU Infa

Memory Info

F Hetwork
- DHCP Clients

¢ Service Domain

Syatem e

Hozt Narme WHS-208H

Location

Description Hetwork dccess Control Gateway
Firmware Version Cen-4C V0.0
Firmware Date 2011/03/24

Device Time 201 1/02/28 03:55:59

System Up Time (4:03
Primary DNS
Secondary DNS

AP Management

LAM Monitor
1000.00
800.00 |
&00.00
400.00
200.00
Bps 0
MAC Address 00:14:50:00:74:93
IP Address 192 168.2 254
Netmask 255.255.255.0
R {Bybtes) 121682

TX(Bytes) 756509

(Please see Appendix B.)

Status
Port Link Info
WA N1
LAH1 LANZ

Ticket Count
Auth Type
Fregensrated
‘On-Demand
Payment Gateway
Thermal Printer
Local Radius

Total

Used Space 0.00%

18
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5

WANT Monitor

125.00
100.00
75.00
50.00
25.00

MAC Address D0:1A:50

IP Address
Netmazk

Gateway

Online Users
Domain
Domain 0
Domain 1
Domain 2
Domain 2
Domain 4
Domain 5
Domain &
Domain 7

Total

Auth Guest
a 0
o o
a 0
] L]
0 0
Q Q
a o
a 0
o o
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3.2.2 Quick Configuration

WMS-308N provides wireless and wired network service with authentication required for clients in Service Domain.
Clients in the each Service Domain are isolated with each other. WMS-308N supports 8 Service Domains, Domain-
0 to Domain-7. Administrator can select authentication type on each Service Domain. If Authentication Required is

enabled, the clients are required to get authenticated successfully before access the Internet.

Configuration Steps :

Step 1 : Change Root's Password
= Click System -> Management, the Management Setup page will appear.

= Enter a New Root Password for the Root account ad retype in the Check Root Password field. (4-30

alphanumeric and specific characters; not support Space)

=>» Click Save button.

Root Password
New Root Passward :

Check Root Password :

"i‘f__ For security concern, it is strongly recommended to change the Root password.

Step 2 : Select Connection Type for WAN1 Port and Set DNS Server
= Click System -> WAN, the WAN Setup page will appear.

=>» Select the appropriate Connection Type for WAN1 port, there are four types of WAN1 connections to be
selected from: Static IP, Dynamic IP, PPPoE Client and PPTP Client.

= Enter the IP Address of a DNS Server provided by your ISP(Internet Service Provider). Contact the ISP if the
DNS IP Address is unknown.

=>» Click Save button.

& WAN Setup
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= Click System -> Time Server, the Time Server Setup page will appear.

=>» Select the appropriate setting and Click Save button.

& Time Server Setup
System Time Time Display Format
Local Time - 2012/06/21 16:18:21 Display Format : | SeX/Pemy/Ted %kl % M:9%5 Y 3 P S )
{® Setup Time Use NTP K Byt
Wy  The year a3 & decimal number without a century (range 00 ta 59)
e fault WNTF | . & |loptions
Default NTP Server | Birrar st Bime. g, bar il XY T yaar as & decinal pusnbar kncheding By century
Tiree Tore | (GMT<0R 000 Reijing, Hong Kong, Singapare, Taipei %m  The month as a decimal number (range 01 to 12)
%b  The abbreviated month name according to the current locale
Craylight Saving Tire © | Cusable :
%8  The full monch name according to the current locale
%d  The day of the month as a decimal number {range 01 w 31)
User SlHI.I!J Ka  The abbreviared weehdsy name according to the currene locale
Date s The full weebodey name acoording oo the currene locale
sip Fther "AM" oe "PM° according o the given time value, ar the corresponding strings for
- IGMT + 8001 the turrent bucale Moon iy treated a1 "PU amd mideight ay “AM"
MH  The hour as 4 decimal rumber uting 3 Jd-hour chack (range 00 1a 7T)
Get Time - S&E Tme - - ¥ e 17
=l The howr as & decimal rumber uiing a 1¥-hour chock (range 01 ta 171
KM The minute as & decimal rumber (range 00 1o 39
%3 The second ai a decimal number (range 00 to 39
Yaer

e
—

Step 4 : Select Authentication Type for Service Doma

Before Hotspot service active, make sure the Local Time

is correctly.

in

= Click Service Domain — Service Domain0, the Service Domain0 Setup page will appear, for each Service

Domain, authentication type can be selected in Pregenerated Ticket, On-Demand, Local RADIUS, Remote

RADIUS Server, LDAP Server and POP3, and select one authentication type for Default Auth Type. Below

depicts an example for Local RADIUS.

& Service Doman = Service Domaind Setup

e | OIS

ypo | Loeal RADIUE W
Pen ; | Auta WA vradilc must be speclifed to Lead Balancs,
T service : & O bsabile
ar i1 nutes
Redirgct LEL | | hifg: e phasnst. oam
opin Do Mara | | hibkpdaem e legn
s 1| always Bun
il o' T Erakly Disable
When HAT i3 dizabled on one ol Lervice Bomain, |F Fal will
disakled
o+ Dhinakla 2 pisibla
at i 1|18
jerst T -

oin Fage Ser Templare Page O Ugload Fa
ite Page
1 Teng e L |_ Agsdy ]
F o [#4edcds [N
Background Color ;| ddod odo -
agin Ticks : |MAC Gabeway or | #pdcic [N
e Tiels | [Resass Cantrallar ar | wecesee

Ui Please inpuk PasseadeUsermare and Passward,
than you cam use cur [nternet service. Thanks!

s [Eopyright by Phasnst Conps
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= Select Local Radius for Service DomainQ's Authentication Type.
= Click Save button.
Step 5 : Add Local Radius Accounts

=>» Click Service Domain -> Authentication -> Local Radius Accounts, the Local Radius Accounts

Management page will appear.

# Service Domain > Local RADIUS Accounts Management

Croup Setup RADIUS Accounts Setup

Laroip Name - LS ermidams
Adid Pasyword

MAS Addrass |

Li -
Group List F—

& Craup Name Arinss
Croup: | None =

o Nore

e Clear

Local RADIUS Accounts List
Group: | Show all 3 Deslere
I Arceunes File: | Seleee File

Exper Accourts File: | Expaor

shiw [[CHEED #ntries

a | &
[ Username

1 teatl Delete Lit

Showing 1 to 1 of 1 eniries

=>» A new account can be added into the Local Radius Database. To add a account here, enter the Username
(e.g. test1), Password (e.g. 11111), MAC Address(optional, to specify the valid MAC address of this account)

and Description.

= More accounts can be added by clicking the Save button.
Step 6 : Restart WMS-308N

> Click Reboot button to start the restarting process.

A Press * Reboot * after all configurations to enable new setting.

o Sometimes it may be necessary to reboct the system if it begins working improperly. Rebooting the
system will not delete any of your configuration settings. Click reboot button te reboot the system.

# Reboot

| Reboot |

> When the “Home Page” appears, it means the restart process is now completed.
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3.2.3  Access Internet

To verify whether the configuration of the new Local Radius accounts created via the Quick Configuration has

been completed successfully:
Step :

1. Connect a client device (e.g. Notebook) with wireless interface to scan the configured ESSID of WMS-308N
(e.g. AP00) and get associated with this ESSID.

2. The client device will obtain an IP address automatically via DHCP from WMS-308N. Open a web browser

on a client device, access any URL, and then the DomainQ's User Login Page will appear.

NAC Gateway

Access Controler

£ Username :|test 2 Local Radius »

B Password D ssses

D Fleasa input Passcode’Usernama and Password. then you can use our [nbernet
parvice. Thanks!

.

3. Enter the Username and Password of a Local Radius account previously generated via Quick

Configuration (e.g. “test1” as the Username and “11111” as the Password); then Click Login button.
Congratulation !

The Timer page will appear after a client has successfully logged into WMS-308N and has been authenticated by

the system. Now, you are connected the network and Internet!

NAC Gateway

Access Controller

# Home
Hello, test1

Connection Time : 2011/01/05 19:32:33

@ Please Don't Close This Page.

A
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Chapter 4. Web Interface Configuration
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WMS-308N provides functions as stated below where they can be configured via a user-friendly web based

interface.

OPTION System
WAN
WAN Traffic
LAN
Function DDNS
Management
Time Server

SNMP

Service Domain
Service Domain
Authentication
Privilege List

Walled Garden

Online Users

AP Management Advanced
Device Discovery DMZ
Batch Setup Management IP Filter

Group Setup Management MAC Filter

Traffic Monitor Virtual Server
Group Status Blacklist
Rogue AP Detection IP Routing
Website Monitor Time Policy

Utilities Status
Profile Setting Overview
Firmware Upgrade  Extra Info
Network Utility Event Log
USB Storage Setup
Format Database

Reboot

After finishing the configuration of the settings, please click Save button and pay attention to see if a
®%  Reboot message appears on the screen. If such message appears, system must be restarted to allow the
settings to take effect. All online users will be disconnected during restart.
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4.1 Connect WMS-308N to the external Network

4.1.1 Network Requirement

Basically, in general network environment, the main role of WMS-308N is a Gateway. It manages the entire network

from internal network to Internet.

Then, the first step is to prepare an Internet connection from your ISP and connect it to the WAN or WAN2 port of
WMS-308N.

4.1.2 Configure WAN Port

Here is instruction for how to setup the WAN. There are two WAN port can selected and configured. The connection
types for each WAN port : Static IP, Dynamic IP, PPPoE and PPTP, Please click on System -> WAN and follow the

below setting.

& WAN Setup

m  Static IP : The administrator can manually setup the WAN IP address when static IP is available/ preferred.

WANT Setup
O pisable ®staticir O Dynamic P Ovreroe O ppTP

IP Address :|192.168.1.254
IP Metmask : |255.255.255.0

IP Cateway :|192.168.1.1

= |IP Address : The IP address of the WAN port.
= IP Netmask : The Subnet mask of the WAN port.

= |IP Gateway : The IP address of the host router which resides on the external network and provides the
point of connection to the next hop towards the Internet. This can be a DSL modem, Cable modem, or a
WISP gateway router. WMS-308N will direct all the packets to the gateway if the destination host is not

within the local network.

Gateway |IP address should be from the same address space (on the same network segment) as the WMS-

308N's external network interface.
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Dynamic IP : This configuration type is applicable when the WAS-103R is connected to a network with the
presence of a DHCP server; all related IP information will be provided by the DHCP server automatically. If the

IP Address do not assigned from DHCP server, the system need manual connect to DHCP server.
= Hostname : The Hostname of the WAN port

PPPoE : This configuration type is applicable when the WMS-308N is connected to a network with the

presence of a PPPOE server.

WANT Setup
O Disable O staticir O pDynamicIp @pproe Oeprr

Username :
Password :

MTU :

=> User Name : Enter User Name for PPPoE connection
= Password : Enter Password for PPPoE connection

= MTU : MTU stands for Maximum Transmission Unit. For PPPoE connections, you may need to set the MTU
setting in order to work correctly with your ISP. Default is 1492 bytes.

PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the implementation of secure multi-

protocol Virtual Private Networks (VPNs) through public networks.

WANT Setup
O Disable O staticir O pDynamicIp COrerroe @ pprr

Username :
Password :

PFTP Server IP:

My WAN IP:

My WAN [P Metmask :
MTU :

MPPE Encryption : ] MPPE-40 O] mppe-128

Username : Enter User Name for PPTP connection
Password : Enter Password for PPTP connection
PPTP Server IP : The IP address of the PPTP server
My WAN IP : The IP address of the WAN port

My WAN IP Netmask : The Subnet mask of the WAN port

v v v v Y

MTU : By default, it's 1460 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP for a
correct MTU setting.

v

MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts data in Point-to-Point Protocol(PPP)-
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based dial-up connections or Point-to-Point Tunneling Protocol (PPTP) virtual private network (VPN) connections.

128-bit key (strong) and 40-bit key (standard) MPPE encryption schemes are supported. MPPE provides data
security for the PPTP connection that is between the VPN client and the VPN server.

m  DNS : Select “No Default DNS Server” or “Specify DNS Server IP” option as desired to set up system DNS.
= Primary : The IP address of the primary DNS server.
= Secondary : The IP address of the secondary DNS server.

B MAC Clone : The MAC address is a 12-digit HEX code uniquely assigned to hardware as identification. Some

ISPs require you to register a MAC address in order to access to Internet. If not, you could use default MAC or
clone MAC from a PC.

> Keep Default MAC Address : Keep the default MAC address of WAN port on the system.

= Clone MAC Address : If you want to clone the MAC address of the PC, then click the Clone MAC Address
button. The system will automatically detect your PC's MAC address.

@&  The Clone MAC Address field will display MAC address of the PC connected to system. Click Save button

—~ can make clone MAC effective.

= Manual MAC Address : Enter the MAC address registered with your ISP.

Change these settings as described here and click Save button to save your changes. Click Reboot button to
activate your changes
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4.1.3 Configure WAN Traffic

The section is for administrators to configure the control over the entire system’s traffic though the WAN interface
(WAN1 and WANZ2 ports).

& WAN Traffic Semup

m  Traffic Setup :
= Primary WAN Interface : Select desired primary WAN interface for system.
= Traffic Mode : There are three types : None, Load Balance and Backup.

v" Load Balance : Outbound load balancing is supported by the system. When enabled, the system will
allocate traffic between WAN1 and WAN2 dynamically according to designed algorithms based on the
Bandwidth.

e WAN1 Max. Bandwidth : Specify the maximum download and upload bandwidth that can be
shared by clients of the WAN1 port.

e WAN2 Max. Bandwidth : Specify the maximum download and upload bandwidth that can be
shared by clients of the WAN2 port.

& On the Load Balance traffic mode, the primary WAN port is WAN1. When the WAN1 connection is down,
~— the WAN2 will backup automatically.

v' Backup : When primary WAN interface is WAN1 and WAN2 is available, WAN1's traffic will be routed
to WAN2 when WAN1 connection is down. When WAN1 connection is up, the route traffic will be

connected back to WAN1 automatically.

m  Connection Detect : The connect detect sets the WMS-308N Device to continuously ping a user defined IP
address (it can be the Internet gateway for example). If it is unable to ping under the user defined constraints,
the WMS-308N device will change Primary WAN interface to secondary WAN interface automatically. This

option only for “Load Balance” or “Backup” traffic mode.
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= Service : By default, it's “Disable”. To “Enable” to activate this function.

v

IP Address To Ping : specify an IP address of the target host which will be monitored

= Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent. Default is 60

seconds.

=> Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent. The value of
Startup Delay should be at least 60 seconds as the network interface and wireless connection initialization

takes considerable amount of time if the device is rebooted. Default is 60 seconds.

= Failure Count : specify the number of ICMP “echo response” replies. If the specified number of ICMP
“echo response” packets is not received continuously, the primary WAN traffic will be routed secondary
WAN.

- If Connection Detect is disabled on “Load Balance” or “Backup”, the system will use default value.

-
If “Connection Detection” is disabled and the PHY's connection status shows Red(Status — Port Link
Info). the system will detect PHY on every 5 seconds. When system detect failure 1 times, the traffic of
package will routed via Secondary WAN Interface. When Primary WAN Interface detect 1 time success,
the traffic of package will routed via Primary WAN Interface.

dae

— If “Connection Detection” is disabled and the PHY's connection is (Status — Port Link Info), the

system will detect remote Gateway IP address of Primary WAN on every 5 seconds. When system detect
failure 3 times, the traffic of package will routed via Secondary WAN Interface. When Primary WAN

Interface detect 1 time success, the traffic of package will routed via Primary WAN Interface.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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4.1.4 Configure Dynamic DNS

Dynamic DNS allows you to make an assumed name as a dynamic IP address to a static hostname. Please click on
System -> DDNS and follow the below setting.

# Dynamic DNS Setup

DDNS
service : O Enable ® Disable
Serivce Provider
Hostname :
Username :

Password

m  Service: By default, it's “Disable”. To “Enable” to activate this function. Each time your IP address for WAN is

changed, the information will be updated to DDNS service provider automatically.

m  Service Provider: Select the correct Service Provider from the drop-down list, here included are dyndns, dhs,
ods and tzo embedded in the WMS-308N.

m  Hostname: This field represents the Host Name you register to Dynamic-DNS service and expect to export to

the world.

m  User Name & Password: User Name and Password is used as an identity to login DDNS service.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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4.1.5 Configure Local(LAN/VLAN) Network

Here is the instruction for how to setup the local LAN/VLAN IP Address and Netmask. Please click on System ->

LAN , the LAN List should be appear. This page shows information of LAN's/VLAN's settings.

# LAN/VLAN Setup
LAN/VLAN List
Bandwidth Control(Up/Down Kb}
VLAN No. VLAN Tag(lD) IP Address DHCP Actions
Individual Group Distribution Session
LAN 192.168.2.254 0 On Edit
V0LANL 101 192.168.101.1 0 On Edit
V0LANZ 102 192.168.102.1 0 On Edit
VLANZ 103 192.168.103.1 0 On Edit
V0LAN4 104 192.168.104.1 0 On Edit
VLANS 105 192.168.105.1 0 On Edit
VLANG 106 192.168.106.1 0 On Edit
VLANT 107 192.168.107.1 0 On Edit

®  VLAN No. : Denote the system's VLAN port.

m  VLAN Tag(ID) : Denote the VLAN tag of the respective VLAN port. Only for VLAN1 ~ VLAN7
m |P Address : Denote the IP address of the respective LAN/VLAN port.

m Individual : Denote the Individual Max. Upload/Download of the respective LAN/VLAN port.
m  Group: Denote the Group Upload/Download of the respective LAN/VLAN port.

m  Distribution : Denote the Distribution Upload/Download of the respective LAN/VLAN port.
m  Session : Denote the Session of the respective LAN/VLAN port.

m  DHCP : Denote the DHCP server status of the respective LAN/VLAN.

m  Actions : Click this option to configure LAN/VLAN's settings, the setup page should be appear. Below depicts
an example for LAN..
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& LAN/VLAN = LAN Setup (Domaind)
IP Setup DHCP Server
P Address - |153.1608.2.354 Service - (&) Fnable Pivabile
P Wetmask . 255.255.255.0 Tl | 192.160.2.10
P 192.168.2.70
Bandwidth Contro BRS1 - | 193.168.2.254
. " S0
DkS2
Tept Even Discribusion of Bandvids}
Wik
ik H
o
al Ma
ease Time : | BE400
ole
Static Lease
Hosmnams
L
P address - 192.168.2
WAL Agdress Add
Part Setup
Port & Pn L Hirkt Name IF Addrecs MALC Addrecs Actiong
J LAK Mo fems in the LIS
W LN
i o LAz
& LAK
Save
B [P Setup:

= VLAN Tag(ID) : Virtual LAN, the system supports 7 tagged VLAN port (VLAN1 ~ VLAN7). The valid values
are from 1 to 4094. The default VLAN1's tag ~ VLANT's tag are from 101 to 107

IP Setup

VLAN Tag(ID): 101

IP Address : | 192.168.101.1

IP Metmask : | 255.255.255.0

*’; Some system and VLAN switch do not support VLAN tag 1

= |IP Address : The IP address of the LAN/VLAN port; The default LAN's IP address as 192.168.2.254, and
the default VLAN1's ~ VLAN7's IP address as 192.168.101.1 ~ 192.168.107.1.

2 [P Netmask : The Subnet mask of the VLAN port; default Netmask is 255.255.255.0
m  Bandwidth Control : By default, it's “Disable”. To “Enable” to activate bandwidth control service.
= Type : Enable the desire option among “Even Distribution of Bandwidth” or “Individual Bandwidth”.

= Even Distribution of Bandwidth : Set users distribute Total Max. Upload/Download. Below depicts an
example for Even Distribution of Bandwidth, set Total Max. Upload or Download to 9 Mbps, if one user
access Internet, the maximum upload or download is 9 Mbps; if three users access Internet at the same

time, the maximum upload or download is 3 Mbps by each user.
v' Total Max. Upload : The Total Max. Upload is in the range of 0~102400 Kbit/s, 0 indicates unlimited,
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default is 512 Kbit/s

v' Total Max. Download : The Total Max. Download is in the range of 0~102400 Kbit/s, 0 indicates
unlimited, default is 512 Kbit/s

9Mbps

41""_?""&-}
wrinnrfn |
wrnfun |

\ A A 4

= Individual Bandwidth : Set each users Individual Upload/Download. Below depicts an example for
Individual Bandwidth, set Group Upload or Download to 6 Mbps and Individual Upload or Download to 3
Mbps, if one user access Internet, the maximum upload or download is 3 Mbps; if three users access

Internet at the same time, the maximum upload or download is 3 Mbps by each user.

~ Bandwidth Control
service : ® Enable O Disable
Type: O Even Distribution of Bandwidth & Individual Bandwidth

Individual Upload : |:|Kbit!s
Individual Download : |:|Kbit!s
Group Total Limit : O Enable ® pisable
Group Upload::IKbit/s
Group Download : |:|Kbit!s
Guest Service : () Enable ® Disable
Guest Upload::IKbit/s
Guest Download : |:|Kbit!s
Session Limit perIP: I:Isessinns

v Individual Upload : The Individual Upload is in the range of 0~102400 Kbit/s, 0 indicates unlimited,
default is 512 Kbit/s

v" Individual Download : The Individual Download is in the range of 0~102400 Kbit/s, 0 indicates unlimited,
default is 512 Kbit/s

v' Group Total Limit : By default, it's “Disable”. To “Enable” to activate Group Total Limit.
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¢ Group Upload : The Group Upload is in the range of 0~102400 Kbit/s, 0 indicates unlimited, default
is 512 Kbit/s

e Group Download : The Group Download is in the range of 0~102400 Kbit/s, 0 indicates unlimited,
default is 512 Kbit/s

6Mbps
IMbps AMbps  IMbps
T
o
Y v v

\ A A 4

= Guest Service : By default, it's “Disable”. To Enable to activate bandwidth control service for guest users.
v" Guest Upload : The Guest Upload is in the range of 0~102400 Kbit/s, 0 indicates unlimited, default is
512 Kbit/s
v" Guest Download : The Guest Download is in the range of 0~102400 Kbit/s, 0 indicates unlimited,
default is 512 Kbit/s
= Session Limit per IP : The number of sessions is in the range of 10~500, 0 indicates unlimited, default is 0.

m  Port Setup : The port setup is different between LAN and VLAN Setup page. On the LAN Setup page, the
system manager can set each port's PVID. On the VLAN# Setup page, the system manager can set tagged or

untagged on each port.

Please note that the VLAN's port was set to untagged, the port need set PVID instead of port. For example, if you
need untagged's clients connect to Server Domain1(VLAN1) via Port 1, the Port 1 need set to Port-based VLAN.
The Port 1 need enabled and select PVID in VLAN1 on LAN Setup page, then the Port 1 select Untagged in VLAN

TAG Mode on VLAN1 Setup page.
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Port Setup
Port # PVID
Port 1 ~ VLANL (101)
Port 2 ~ LAN
Port 3 ~ LAN
Port 4 ) LAN
Port Setup
o VLAN TAG Mode
Untagged Tagged
Port 1 ™ (*)
Port 2 o O]
Port 3 ™ (*)
Port 4 o O]

= Port : Indicate the system's RJ-45 interface port. By default; it's enabled. To disable to unactivated LAN's or

VLAN's port.

= PVID : Port VID, Select desired default VLAN ID on the respective port, all untagged packets arriving at the

device are tagged with the port PVID.

= VLAN TAG Mode : Select Tagged or Untagged on the respective port.

m  DHCP Server:

= Service : Check “Enable” to activate DHCP Server on VLAN/LAN port.

= Start IP / End IP : Specify the range of IP addresses to be used by the DHCP server when assigning IP

address to clients.

= DNS1/DNS2 IP : The Domain Name System (DNS) is an Internet "phone book" which translates domain names

to IP addresses. These fields identify the server IP addresses where the DNS requests are forwarded by the

WMS-308N.

DNSL1 server IP is mandatory. It is used by the DNS Proxy and for the device management purpose.

DNS2 server IP address is optional. It is used as the fail-over in case the primary DNS server will become unresponsive.

= WINS IP : Enter IP address of the Windows Internet Name Service (WINS) server; this is optional.

= Domain : Enter the domain name for this network.

= Lease Time: The IP addresses given out by the DHCP server will only be valid for the duration specified by the

lease time. Increasing the time ensure client operation without interrupt, but could introduce potential conflicts.

Lowering the lease time will avoid potential address conflicts, but might cause more slight interruptions to the

client while it will acquire new IP addresses from the DHCP server.
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Static Lease : If you want a computer or device to always have the same IP address assigned, you can create

a static lease. The system will assign the IP address only to that computer or device. There are maximum 50

rules allowed in this list.
B Hostname : Enter the hostname of the computer or device.

B |P Address : Enter the IP address you want to assign to the computer or device. This IP Address must be

within the DHCP IP Address Range.
B MAC Address : Enter the MAC address of the computer or device.
B Actions : Click an action button to perform the appropriate action.

B Delete : Click this button to remove the lease for a specific LAN device and free an entry in the lease

table.

Static Lease

Hostname :

IP Address : | 192.168.2.

MAC Address : Add
# Host Name IP Address MAC Address Actions
1 Justin-NB 192.168.2.50 3c¢:07:54:06:83:e3 Delete

= Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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4.2  Manage the System

4.2.1 Configure System Time

System time can be configured via this page where manual setting and NTP server configuration are both

supported. Please click on System -> Time Server and follow the below setting.

& Time Server Setup

System Time Time Display Format

Local Tirme - 2012/06/21 16:18:21 Display Format © | Y/ Yem%ed HH %M %5

&) Setup Time Use NTP ol RN

W as
Drefsult TP Server | Bl s bt mgom, b poe "
Pore | (GMT 08000 Reijing, Hong Kong, Singapane, Taipei 2 %m T th

LT ey [

Daylight Saving Time Ersabie © %8
i i
%d of
User Setup Xa W

E TARE
-

m  System Time : Denote the current time of the system.
m  Setup Time Use NTP : Enable Network Time Protocol, NTP, to synchronize the system time with NTP server.
> Default NTP Server : Select the NTP Server from the drop-down list.

= Time Zone : Please set a time zone from where the accurate time can be supplied, (GMT+08:00) Taipei

for example.

> Daylight saving time : Enable Daylight saving time from where the accurate time needed.

If Time server setting selected in “Setup Time User NTP”, please verify system's Default Gateway and
—~  DNS setting first.

m  User Setup : Administrator can set Time manually. Click “Set Time” button and “Save” button to change Local

Time.

m  Time Display Format : Administrator can set system's time format. Enter a desired time format or use the

default provided.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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4.2.2 Configure Management

The administrator can later obtain the geographical location of the system via the information configured here. The

administrator also can change system password and configure system login methods. Please click System ->

Management and follow the below settings.

Management >etup

1447 Uploadiey

ot sshersa ARARABINZACLyelEARAADADABAARA WY

System Information
= System Name : Enter a desired name or use the default provided.
= Description : Denote further information of the system.

= Location : Enter related geographical location information of the system; administrator/manager will be

able to locate the system easily.

Root Password : Log in as a root user and is allowed to change its own. Root user also can change admin

user's and operator user's password. Click Save button to activate the new password.
2> New Password : Please input the new password of administrator.
= Check New Password : Please input again the new password of administrator.

Admin Password : Log in as admin user and is allowed to change its own. Admin user also can change

operator user's password. Click Save button to activate the new password.
2> New Password : Please input the new password of administrator.
2> Check New Password : Please input again the new password of administrator.

Operator Password : Log in as a operator user and is not allowed to change its own. Click Save button to

activate the new password.

= New Password : Please input the new password of administrator.
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= Check New Password : Please input again the new password of administrator.

®  Admin Login Methods : The admin manager can enable or disable system login methods, it also can change

services port. Click Save button to activate the admin login methods.

Enable HTTP : Select Enable HTTP to activate HTTP Service

7

HTTP Port : Please input 1 ~ 65535 value to set HTTP Port; default value is 80

Enable HTTPS : Select Enable HTTPS to activate HTTPS Service

7

7

HTTPS Port : Please input 1 ~ 65535 value to set HTTPS Port; default value is 443

If you already have an SSL Certificate, please click “UploadKey” button to select the file and upload it.

\ ¥

Enable Telnet : Select Enable Telnet to activate Telnet Service
Telnet Port : Please input 1 ~ 65535 value to set Telnet Port; default value is 23

Enable SSH : Select Enable SSH to activate SSH Service

v v vV

SSH Port : Please input 1 ~ 65535 value to set SSH Port; default value is 22

Click “GenerateKey” button to generate RSA private key. The “Display the host key footprint” gray blank
—  will be show content of RSA key.

m  E-main SMTP Relay : Select Enable Service to activate Email SMTP Relay function. Enter SMTP relay server
in IP Address/ Domain field.

@ The configure of SMTP server can't set encryption and authentication. The IP address of SMTP server
— can't set on LAN's subnet.

m  Ping Watchdog : The ping watchdog sets the WMS-308N Device to continuously ping a user defined IP
address (it can be the Internet gateway for example). If it is unable to ping under the user defined constraints,

the WMS-308N device will automatically reboot. This option creates a kind of "fail-proof" mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote host using the
Ping tool. The Ping works by sending ICMP “echo request” packets to the target host and listening for ICMP

“echo response” replies. If the defined number of replies is not received, the tool reboots the device.
2 Service : Click Enable to activated Ping Watchdog Tool.

= |IP Address To Ping : specify an IP address of the target host which will be monitored by Ping Watchdog

Tool.

= Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. Default is 300 seconds.
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= Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent by the Ping
Watchdog Tool. The value of Startup Delay should be at least 60 seconds as the network interface and
wireless connection initialization takes considerable amount of time if the device is rebooted. Default is 300
seconds.

= Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the specified number of

ICMP “echo response” packets is not received continuously, the Ping Watchdog Tool will reboot the device.

B Auto Reboot :

= Type : There are four types can be selected : Disable, Daily, Weekly or Monthly, choose either the daily ,
weekly or monthly in your specify time to restart system

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes

Without a valid certificate, users may encounter the following problem in IE8 when they try to access WMS-308N's
GUI (https://192.168.2.254). There will be a “Certificate Error’, because the browser treats WMS-308N as an illegal
website.

(= Certificate Error: Navigation Blocked - Windows Internet Explorer

e 1
Q Jv & 192,168.2,254 v

File Edit View Favorites Tools Help

T:? Favorites {.5 - < mFree Hotrnail & | k2

@ Certificate Error: Mavigation Blocked

|@) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Click “Continue to this website” to access the WMS-308N's GUI. The WMS-308N's Home page will be appear.
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4.2.3 Configure SNMP

SNMP is an application-layer protocol that provides a message of format for communication between SNMP
managers and agents. By enabling SNMP function, the administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

# SHMP Semp

m  SNMP v2c Enable : Check to enable SNMP v2c.
= ro community : Set a community string to authorize read-only access.
= rw community : Set a community string to authorize read/write access.
m  SNMP v3 Enable : Check to enable SNMP v3.
SNMPv3 supports the highest level SNMP security.
= SNMP ro user : Set a community string to authorize read-only access.
2> SNMP ro password : Set a password to authorize read-only access.
= SNMP rw user : Set a community string to authorize read/write access.
2> SNMP rw password : Set a password to authorize read/write access.

m  SNMP Trap : Events such as cold start, interface up & down, and association & disassociation will report to an
assigned server.

= Community : Set a community string required by the remote host computer that will receive trap messages

or notices send by the system.

= |IP: Enter the IP addresses of the remote hosts to receive trap messages.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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4.2.4 Backup / Restore and Reset to Factory

Current settings on the system can be backed up, or previous backed up settings can be restored as well as
resetting the system back to factory default can be performed via this page. Please click on Utilities -> Profile
Setting and follow the below setting.

# Profile Save

Profile Save

Save Settings To PC:
Load Settings From PC: Upload
Reset To Factory Default: | Default

In this page, you can save your current canfiguration, restore a previously saved configuration, or
restore all of the settings in the system to the factory (default) settings.

m  Save Settings To PC : Click Save button to save the current configuration and database to a local disk.

File Download §|

Do you want to save this file, or find a program online to open
it?

] Mame: config.bin
Type: Unknown File Tvpe
From: 192.168.2.254

Fird ] [ Save ] [ Caticel

™ | w'hile files from the [ntermet can be uzeful, some files can potentially
d harr your computer. IF pou do not trust the zource, do not find a
e program to open this file or gave thiz file, What's the righ?

m  Load Settings from PC : Click Browse button to locate a configuration file and database to restore, and then

click Upload button to upload. The system will restart after uploading configuration and database.

m  Reset To Factory Default : Click Default button to reset back to the factory default settings. The system will
restart after uploading configuration and database.

1. Do not interrupt during Profile upload or Reset to Default including power on/off as this may damage
e system.

=~ 2. While Profile upload or Reset to Default, the Power/Status Green LED will change to Amber LED.
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4.2.5 Firmware Upgrade

The administrator can download the latest firmware from website and upgrade the system here. It might take a few

minutes before the upgrade process completes and the system needs to be restarted to activate the new firmware.

Please click on Utilities — Firmware Upgrade and follow the below setting.

#& Firmware Upg rade

[(Browss. ]| upgrade |

B Upgrade Via Local PC : Click Browse button to locate the new firmware, and then click Upgrade button to
upgrade.

B Upgrade Via TFTP Server : Enter TFTP Server IP address and firmware file, and then click Upgrade button to
upgrade.

B Upgrade Via HTTP URL : Enter URL address(example : http://192.168.2.10/xxx.bin), and then click Upgrade
button to upgrade.

1. To prevent data loss during firmware upgrade, please backup current settings before proceeding
"f’:_‘ 2. Do not interrupt during firmware upgrade including power on/off as this may damage system.
3. Never perform firmware upgrade over wireless connection or via remote access connection.
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4.2.6  Network Utility

The administrator can diagnose network connectivity via the PING utility.

Please click on Utilities -> Network Utility and follow the below setting.

# Metwork Utility

Fing Result

Traceroute

Lookup IP

B Ping : This utility will help ping other devices on the network to verify connectivity. Ping utility, using ICMP
packets, detects connectivity and latency between two network nodes. As result of that, packet loss and latency

time are available in the Result field while running the PING test.

= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or |IP address of the

destination, and click ping button to proceed. The ping result will be shown in the Result field.
= Times : By default, it's 5 and the range is from 1 to 60. It indicates number of connectivity test.

B Traceroute : Allows tracing the hops from the WMS-308N device to a selected outgoing IP address. It should
be used for the finding the route taken by ICMP packets across the network to the destination host. The test is

started using the Start button, click Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route taken by ICMP packets across

the network.
= MAX Hop : Specifies the maximum number of hops( max time-to-live value) traceroute will probe.

B Lookup IP : This utility will covert a host or domain name into IP address. The test is started using the Start

button, click Stop button to stopped test
= Domain : Specifies the host or domain for converting

= Count : By default, it's 10 and the range is from 1 to 99. It indicates number of converting test.
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4.2.7 USB Storage Setup

This function allows administrator to setup USB storage device for save more e-map, custom portal login page and

managed AP's profile. Please click on Utilities — USB Storage Setup and follow the below setting.

f USE Storage Setup
USE Storage Setup Format USB Disk
Service Frakble & Diuabile Arvion :| Fermat
E=-Map Available Soace - 50 MB

USB Storage Information

v Vendor Mosdal Size Statug
CBM Flash DNsk 1.5345E [&+)]
Used Space Available Space 0%
2.54MB 1.81CE

m  USB Storage Setup : Select Enable Service to activate USB storage function. The Upload File Space Size is
in the range of 10~100 MB, default is 50 MB. This space size is for e-map, custom portal login page and

managed AP's profile

B Format USB Disk : Click Format button to format USB storage device.

Please Wait

_ﬂ Fnrmattln Use stnraa device...

@ If you want to copy e-map, custom portal page and managed AP's profile to external USB storage, you
-~ must click Format button first, then Enable USB Storage Service.

m  USB Storage Information : Show detail informations of USB storage device. If the status shows Off, you

should click Format button to activated.
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4.2.8 Format Database

This function allows administrator to format system's database. Click Format button to proceed and take around

three minutes to complete.

# Format Datebase

Format Database

Clear Accounts/Tickets

1. Do not interrupt during format database including power on/off as this may damage system.
—~ 2. While system format database, the Power/Status Green LED will change to Amber LED.
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4.2.8 Reboot

v' This function allows administrator to restart system with existing or most current settings when changes are
made.

v' Click Reboot button to proceed and take around three minutes to complete. Please click on Utilities —
Reboot

v'and follow the below setting.

# Reboot

o Sometimes it may be necessary to reboot the system if it begins working improperly. Rebooting the
system will not delete any of your configuration settings. Click reboot button to reboot the system.

A reminder will be available for remaining time to complete. If power cycle is necessary, please wait till completion of
the reboot process.

Please Wait

-ﬂE'-vstem is restarting, please wait for 75 seconds...

The Home page appears upon the completion of reboot.
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4.3 Access To External Network With Service Domain

WMS-308N supports 8 Service Domain, administrator can quickly setup via this page.

#t Service Domain Setup

Db 0 o
I LAN Part | ay
F Anth Type praganaratad Tickst
On-demand
Local Wsers

Remote Radius Server
LOAR Server
POEZ Sarvar

- VAN Porl a.es

i IPPnP Service oif

£ Guest Service gff

] Tiwrww Policy alaays Hisn

# Redirect URL ik

A Lagin Fage Tgmplate Page
[ LAN Port wLang

FJ Auth Type progenerated Ticket
Orr-darnand
Liad Usars
Ramole Radiud Serves
LOAP Servar
BOPE Sarvar

- WAN Part auno

i IPPnP Service 6

& Guest Service

@ Time Palicy Alsays Aun

& Radirect URL |-

Domain 1 a
& LAN BRart AN
Fl Aulth Type Dragenacated Tickst

Sn~demand
Local Users
Remote Radius Server
LOAP Server
FOEZ Sernar
- WAN Porl ats

W [Pl Service o)

& GuestSarvice pif
@  Timw Policy alvaye Bun
# Redirect URL Ligk

# Lagin Fage Tgmplate Fage

e LAN Port s ans

- RAuth Type Fregenerated Ticket
Sn-durmnand
Lecal Uidars

Remole Redius Sarver
LOAP Sarved
P30T Servar

- WAN Bart i

o IPP0P Sarvice a8

2 Guest Service o)

B Time Palicy Alsays fun

& Redirecl URL |in6

o LAN Part yLANS
Fl Aulh Type Cragensrated Tickat

Sn-demand
Local Users
Femote Fadius Sercar
LOAR Barver
FOR3 Sarver
- WAN Porl 285
# IPFPNP Service off
o GusstServics gff
@  Timw Policy aluays Run

# Redirect URL Lok

& Lagen Fsge Template Fage

Domaing gl
= LAN Part y_ans
r Auth Type prggenerated Ticket
[
Local Uien
Rearmohe Radiue Seroar
LOAR Sarvar

BORE Sarver
- WAN Part g
o IPPnP Service 5§
g GuestService off
o Time Policy slways Run

4 Rediract URL 3ol

Crnmiain 3 i
frl LAM Part yLaN3
FJ Auth Typw Dragansrstad Telat

on-demand
Local Users
Fermnate Fadius Seroer
LOAP Server
POR3 Sarver
- WAN Pork 2,0s
# IPPRP Service o)
£ Gusst Servics off

) Tome Policy sleays Run
# Redirect URL |ink

& Lagis Pegs Template Page
[ LAN Port wLayT

- Auth Type pragensrated Tickat
Dr-demand
Local Usesd
Rarmate Radivd Servar
LDAP Sarvar
BOP3 Sarves

o WAN Port 5

o IPPrP Service -8

£ GuestService o

@  Time Policy aleays Bun

4 Redirsct URL o1

] Login Page Ternplale Page i Login Page Template Page i Login Page Template Dage & Logim Page Templale Page

m  LAN Port : The bonding interface for the respective Service Domain

m  Auth Type : The authentication type for the respective Service Domain. There are Six types : Pregenereated
Ticket. On-demand, Local Users, Remote Radius Server, LDAP and POP3.

m WAN Port : Denote the outgoing traffic for the respective Service Domain.

m  |IPPnP Service : Denote status of IP PnP service for the respective Service Domain.

m  Guest Service : Denote status of Guest service for the respective Service Domain.

m  Schedule : Denote the schedule of authentication service on the respective Service Domain.

m  Redirect URL : The redirect URL for this Login page of Service Domain.

m  Login Page : Denote the custom page for this Service Domain. There are two types : Template page or Upload

page

m ¥ : Click tools icon on the top-right corner of each Domain settings window, the Service Domain page will
pop-up.
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Configure Service Domain

Administrator can configure Service Domain with different authentication service type, specified outgoing traffic, IP

PnP service, guest free service, idle time , redirect URL, scheduling authentication service and customization login

page.

Click on Service Domain -> tools icon or Service Domain -> Service Domain# to enter Service Domain Setup

page.

Service Domaind Setup

Gray || apply |

TEIREREE ;

BN Sarver | PORFY 1 W F FE L -
Pregenedated Ticket bt Dack sdcacdc [N
Bt WAN trallic muct be gpecified to Load Ealance. girs Blairs Title | [HAC Gateveny v rdoiole [
Aooess Controllé FoooOo
. Fléais wiput PasscodeEername snd Password
Ehen you Can uss our Intérnat servete. Thanks!
by P} I »

o 10

btk wemw plasnet com

L Rt A Sl G,

o | Always Run

When AT i disabled on one of Service Domain, IF FalF will
dizalled

R p ]

saud || Praview

Authentication Options : Select authentication type for the respective Service Domain. The system supports

multiple authentication in the respective Service Domain.

= Auth Type : Select desired authentication type for this Service Domain, each Domain support multiple

authentications .
=> Default Auth Type : Select default authentication type for the respective Service Domain.

= Specify WAN Port : By default, it's “Auto”; Select desired WAN port for the respective Service Domain, the

clients will connect to Internet via specific outgoing WAN port.

This function only activate on Load Balance Mode on WAN Traffic page.

= NAT Service : By default, it's “Enable” to activated NAT service. To Disable to unactivated NAT service.

Pregenerated Ticket : When Pregenerated Tickets selected in Auth Type field, the Tickets DB will appear.

Select desired tickets database for Pregenerated authentication after creating the tickets database on the
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Pregenerated Tickets page(See Section 4.3.2.2).

Login Options : When authentication type selected in Auth Type, the Login Options setting field will appear.

= Login Timeout : Enter Idle timeout for this Service Domain. If users has idled with no network activities,

s
-

the system will automatically logout the users. The Login Timeout can be set between 1 to 60 minutes, and

the default timeout is 10 minutes.

Redirect URL: Enter the specified website to redirect, when users log in successfully, the pop-up page will
directed to the specified URL.

Login Domain Name : Enter the specified URL to display login page. If you close the login page and cause

you can't click Logout button to stop service, you can enter specified URL on browser to display login page.

Schedule : Select desired scheduling of the respective Service Domain for authentication service.

Scheduling setting is on Time Policy page.

IP PnP Service : IP Plug and Play, the WMS-308N supports IP PnP for the respective Server Domain. At
the user end, a static IP address can be used to connect the system. Regardless of what the IP address at

the user end is, authentication can still be performed through WMS-308N.

IP PnP only supports on NAT mode

= Guest Service : By default; it's “Disable”. To Enable to activated guest service limitation, the Guest button

will appear on the login portal window. Below depicts an example Guest Service.

r |
NAC Gateway

& Usernam: e 3 Local Radius * | Login

#  Pavsword :

Guest

B Fleass input Fesscode/Usermame and Fassword, then you can use our Intermet
parvica. Thanks

A 4

v" Guest Count Limit : Enter maximum number of guest to a desired number in the range of 1~100. The

default value is 5. For example, while the number of the guest is set to 5, only 5 guest are allowed to

connect to Internet via controller at the same time.

JL Guest Time : Enter maximum free service time for guest user within 24 hours. The default is 10 Minutes,

the range is between 1 to 720 Minutes.
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Expired+

Login+ l
Guest Time = 720 Minutes+
* » Block+

sl
-

¥y v

il
-

8/17 00:00+ BT 12:00+ 8/18 00:00+

m  Custom Pages : Configure Custom pages for this Service Domain. Administrator can select Template Page or
Upload Customize Page.

= Template Page : Choose Template Page to make a customized login page. Click select to pick up a color
and then fill in all of the banks. You also can use Color Template for your template. If you use Color
Template, please click “Apply” button to change all color. You can change the text as your wish. After
finishing the setting, Click “Save” button and “Preview” button to see the result.

= Upload Page : Choose the Upload Page selection and click “Upload” button to upload the designated
page and photo. The upload files will be listed on the File List field. Below depicts an example for upload

File List. The file name of upload page must be “login.html”

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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Example for Upload Page :

Here the codes are supplied. Please note that the red part is for the login feature(can’t not modified), the green

part can be modified freely by administrators.

<meta name="apple-mobile-web-app-capable” content="yes" /><!--Auto Login for Apple's product-->

<meta names="apple-mobile-web-app-status-bar-style" content="black" /><!--Auto Login for Apple's product-->

<html>

<head>

<title><?hHotspot_main_title></title>

<?JAVASCRIPT>

</head>

<body>

<h1><?hHotspot_main_title></h1>
<p><?hHotspot_sub_title><p>

<div id="CW_MSG"></div><!--Main Login Form Content-->
<div id="CW_INFO"><span id="CW_HELP"></span></div><!--Main Help Content-->
<div id="WALLED"></div><!-- Walled Garden-->
<?hHotspot_footer _title>

</body>

</html>

If login page need insert images or css file, please include path “/upload/vlian0/” ~ “/upload/vlan7/”, the “vlan0”
~"vlan7” indicate “Service Domain0” ~ “Server Domain7”, below depicts an example for insert image001.gif image

file to login page of Service Domain0.

<img src="/upload/vlan0/image001.gif">

Below depicts an example for <div id="WALLED"></div> content

<div class="ad"><a href="http://www.google.com™ title="" target="_blank">Google</a></div>

You only can modify <div class="ad">, here is define CSS content for <div class="ad">
ad{

float: left;

display: inline=block;

text-align: center;

51



WMS-308N Network Access Control Gateway

User's Manual
width: 100px;
margin: 5px;
padding: 5px;
background: #fff;
font-size: 14px;

font-weight: bold;

.ad af
text-decoration: none;

color: red;

.ad:hover, .ad a:hover, ad a:active{
background: #333333;

color: blue;
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4.3.2 Configure Authentication

WMS-308N support 6 types of authentication : Pregenerated Tickets, On-Demand Users, Local RADIUS
Accounts, Remote RADIUS Server and Remote LDAP Server and POP3. This section depicts to configure the
settings for pregenerated tickets, on-demand users and authentication server. If authentication does not selected,

the clients can access Internet without authentication.

4321 Authentication Management

The WMS-308N supports multiple login for one accounts and administrator can configure alias name of the
respective authentication type on login page. Please click on Service Domain -> Authentication ->

Authentication Management, and follow the below setting.

# Authentication Management

Multiple Login
service - O Enable @® Disable

Auth Type Alias
Auth Type Service Name Description

Pregenerated Ticket |Pregenerated Ticket
On-Demand |On-Demand
Local Radius  |Local Radius
Remote Radius Server  |Remote Radius Server
LDAFP Server  [LDAP Server

POP3 Server (On-Demand

m  Multiple Login : Click Enable button to activate multiple login service, and Disable to inactivate multiple login

service.
m  Auth Type : Denote authentication type of the system.
m  Service Name : Enter desired alias name of the respective authentication type on login page.

m  Description : Enter desired description name of the respective authentication type.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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4322 Configure Pregenerated Tickets

This section is for administrators to pregenerated authentication tickets for entire external Network. There are four
types of policy ticket can be generated (One Time, Multiple Times, Volume and Unlimited Until End Time).

Please click on Service Domain -> Authentication -> Pregenerated Tickets, and follow the below setting.

f Service Domain > Pregenerated Tickeis DB
Ticket Setup Pregenerated Tickets Database List
L Sebect T
Price * | Customize Cumrendy 2 L] File 1D Price Cuantity Description Actions
. — . . Bla  Eit Dl
x (ali=} Edlit Delere
¥ ( u 3 e Lelit Dlelx
. 1 " e Lelit Delete
& Le
Wore
Billing Type
Dne Tame
Time = 20132 5 18 7 DO 7YY M0 R
e: 2013 5 148 7 0

m  Ticket Setup :

= File ID : Enter the 8 hex digit number for identifying tickets database, this setting is optional, If you don't

specified file ID, the system will automatically generate
Price : The price charged for this tickets databases
Currency : Select currency from drop-down list or enter customize currency for this tickets databases

Quantity of Tickets : Specify desired quantity of tickets for this databases

v v vV

Passcode Type : There are different passcode type for this tickets databases: All Digit, All Letters, Mix
Digit Letter. Select All Letters or Mix Letter Digit, the sub-item should be shown-up. Select desired

excluding letters for passcode of ticket databases.
= Passcode Length : Specify desired passcode length between 8 to 32 for this tickets databases
= Wireless Information : Specify desired wireless information for this tickets database
= Description : Enter the tickets databases description
m  Billing Type :

= Type : There are different billing policies for this tickets database : One Time, Multiple Times, Volume and
Unlimited Until End Time. Select One Time or Multiple Times or Volume, the Quota sub-item should be

shown-up.

= Quota : Enter the time quota for One Time and Multiple Times policy (the maximum volume allowed is
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527040 minutes, default is 60 minutes); or enter the volume quota for Volume policy ( the maximum volume
allowed is 102400 MB, default is 10 MB)

Effective Starting Time : Specify desired effective starting time for this tickets database

Effective Ending Time : Specify desired effective ending time for this tickets database.

Click Save button for create database of ticket .

= Pregenerated Tickets Database List : Shows all created ticket of database in the list

>

v v vV

Import Tickets File : Click this to upload the tickets of database. Click Select File button to select the file

for the tickets upload. The “Upload File ...” message will appear.

Please Wait

B ypload File ...

File ID : Denote the identity number of the database

Price : Denote the price of ticket in the database

Description : Denote the additional information of database

Actions : Click an action button to perform the appropriate action.

v"Info : Click this option to view information of each tickets database.

v" Edit : Click this option to edit Wireless Information and Description in selected tickets database.

v" Delete : Click this option to delete selected tickets database.
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Below depicts an example for information of Pregenerated tickets databases when you click Info option

R

& Service Domain > Pr!gpn!ramd Tickets DA = Tickets Manager

Ticket Information Statistics
File 0 - G001
Wireless Inlosrmarios Used

Besripbien Excpired Ticker

Effective Start Time : 2012 559 ALD

Effectne End Time - 2001

Tyne and Cucta - Unlimited Ustil End Tieme
Passcode Type : Mix Digi Letoer
Passcesde Lengn @ B

Casancity - 599

Export Tickets

Expezen Whoede - L2 Expecan Bl Expoit TXT Primaable

Umpan

Typejuata i Create Time Cipen Tirme Start Time lind Time Lant Login  Price  Curency,  Actioni

OO001  KCROWLKIA Indirmited Lirtil End Tiene d  IOLIJOTIOR 154928 0120708 150000 I0LHJATIOR 15:00:00 1 ALD Delete
00001 EETOE 1 MO Undirsined Uil End Tiemse 2OLE/OT {03 15:49:28 2012407503 1500000 SOLFFOT 03 150000 1 ALD Delgng
00001 MITHRTIL inlirited Until Bnd Tiene  Unused  2002/07/0K 15:49:28 0120708 150000 I0LHJATIOR 15:00:00 1 ALD Delete
00001 SRR Undirmiced Uil End Tieme Unused SOLE/OTIOD 15:49:28 2012107503 15200000 2OLHJOF 03 1500000 1 ALD Delgce
00081 THXGE TN Undirsited Uistil End Tiese Linuied IOUF/OTI03 15:49:20 2012/07 /03 150000 2O0EOT O 150000 1 Al Bxlcte
00001 DIEvaDIg Undirmiced Uil End Tieme Unused SOLE/OTIOD 15:49:28 2012107503 15200000 2OLHJOF 03 1500000 ALD Delgce
00081 WREN TATE Undirsited Uistil End Tiese Linuied IOUF/OTI03 15:49:28 2012/07/03 150000 1 Al Brlete
01 FUUEYSFF Undiméfed Lintil End Tieve [ 201 FIOY 154928 L0124 107 103 BS:0000 ! ALT Balgfe
00081 FTOOPRT Uil it IOUF/OTI03 15:49:20 2012/07/03 150000 1 Al Brlete
01 FISDLTES Undi ek [} FIOY 154928 S014107 P03 Dh:0000 ! ALT Balgfe

Showing 1 10 10 of 559 entries 5 o | Las

B Ticket Information : Show the ticket information in this database

= File ID : Denote the identity number of the database
Wireless Information : Denote the wireless information on the ticket
Description : Denote additional information on the ticket
Effective Starting Time : Denote the effective starting time on the ticket
Effective Ending Time : Denote the effective ending time on the ticket
Type and Quota : Denote the billing type and service quota on the ticket
Passcode Type : Denote the passcode type on the ticket

Passcode Length : Denote the passcode length on the ticket

L 2 T TR T 7

Quantity : Denote the quantity of ticket in this database
= Price : Denote the price charged on the ticket
B Statistic : Show the statistics of information in this database
v Ticket Qty : Denote the quantity of created ticket in this database
v' Used Ticket Qty : Denote the quantity of used ticket in this database
v' Expired Ticket Qty : Denote the quantity of expired ticket in this database

v' Total Price : Denote the total ticket's price and currency in this database
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B Export Tickets : There are three methods to backup your information of ticket databases

= Export BIN : The administrator can backup ticket database or copy to other WMS-308N. Click Export
button, the ticket databases (FilelD_passcode.bin) will be download from system. Below depicts an

example for exporting tickets database.

File Download El

Do you want to zave thiz file. or find a program online to open
it?

Mame: passcode_00001 . bin
Type: Unknown File Type
From: 192.168.1.254

Find l l Save ] I Cancel

harm wour computer, [ pou do not trust the source, do not find a

i ';I WWhile files from the Intermet can be uzeful, zome files can potentially
b
= pragram ko apen thiz file or zave thiz file. What's the rizk?

= Export TXT : There are three type of file list: XML, CSV and TXT(only Passcode). Click Generate

button, the passcode list of ticket databases will be download from system.

Export Tickets
Export Mode : OExport EIN @Expnr‘cTXT O printable
Cenerate Format : @'XML OCS'«-" OTXT

Generate

= Printable : The selected ticket databases can be previewed on the screen. Click Print button, the
tickets will be shown including the information of Passcode, Price, Start Time, End Time, and

Available SSID on the screen. Administrator can print tickets on the screen for customer.

Export Tickets
Export Mode : OExport EIN OExpnr‘cTXT @ printable

Below depicts an example for printable tickets
Pamsede FORLYVITH Passoads | LEHEIQ04 Papswde LEEILETD Passoads | $H0T
Price 1008 LDy Priee | 100D XD Price 1008 UED Price
Seard Time I0110LY Bitart Thmw | 200 L0006 | 70000 Seard Time I0110LY Bart Time | 200000 i
Tad Time 01100 End Tims | 20 Tad Time 201100 Eod Ties | 20100208 | T00-00
Wirker LSS0 Wirless L5350 Wirkees LSS0 Wirless L350
Faacedr Passtade Fanicedr Paascads | E20SEL00T
Price Price Price Pordce | BB 15T
Soan Time 0110008 Start Tme | 200 L000G 1100000 Scant Time | 3110008 170000 Starr Thme | 200000 0F 1100000
Esd Tlme D001000& 170000 Eod Tz | 200 L0204 1 T:00u0d] Esd Thme | 23110008 17:00:00 Eod Tims | 200003048 L T:00:00
Wirleii 331D Wirlesz ER5ID Wirkett ESSID Wirleaz FER5ID
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=>» Tickets List: Show all tickets in this database

>

L 2 T T I N 2 2 I I

File ID : Denote the identity number of the database

Code : User can used Passcode of ticket for access Internet
Type/Quota : Denote the billing type and service quota on this ticket
Status : Denote the status of ticket. There three types of status : Unused, Used and Expired
Create Time : Denote the ticket create time

Open Time : Denote the time of the first time used on this ticket
Start Time : Denote effective starting time on this ticket

End Time : Denote effective ending time on this ticket

Last Login : Denote the last login time on this ticket

Price : Denote the price of the charged on this ticket.

Currency : Denote the currency of the charged on this ticket
Actions : Click an action button to perform the appropriate action.

v Delete : Click this option to remove ticket from this billing plan. When administrator click this option,

the alert message will appear as below.

Message from webpage g|

?(/ Do wou want ko delete the bicket?
-

I Ok l [ Cancel

Click Refresh button to reload the page.

After you login system via Pregenerated authentication, the timer page will appear. Don't close Timer
page(Because the Logout button on this page)

If Timer Page doesn't appear in the browser, please enter “http(s)://domain0.login” to open Timer
Page.(see section 4.3.1)
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4323 Configure On-Demand

Administrators can enable and configure this authentication method to provide clients access in a Hotspot
environment. Major functions include billing plans creation, accounts creation, accounts monitoring list, thermal
printer support, billing report statistics, and external payment gateway support. There are three method to generate

on-demand accounts : Generate by Manual, Print from Thermal Printer, Generate after Online Payments.

Click on Service Domain -> Authentication -> On-Demand, then the Billing Plans List page will appears.

# Service Domain > Billing Plans Setup
Billing Plans List

# Status Plan Name Type:Quota Price Actions

0 Off Package 0 Unlimited Until End Time 10.00 USD Edit Info
1 Off Package 1 Unlimited Until End Time 10.00 USD Edit Info
2 Off Package 2 Unlimited Until End Time 10.00 USD Edit Info
3 Off Package 3 Unlimited Until End Time 10.00 USD Edit Info
4 Off Package 4 Unlimited Until End Time 10,00 USD Edit Info
5 Off Package 5 Unlimited Until End Time 10.00 USD Edit Info
& Off Package & Unlimited Until End Time 10.00 USD Edit Info
7 Off Package 7 Unlimited Until End Time 10,00 USD Edit Info
] Off Package 8 Unlimited Until End Time 10.00 USD Edit Info
9 Off Package 9 Unlimited Until End Time 10.00 USD Edit Info

B Status : Denote the current status of billing plan.
B Plan Name : Denote the name of billing plan
B Type/Quota : Denote the billing type and quota of billing plan
B Price : Denote the price charged of billing plan
B Actions : Click an action button to perform the appropriate action.
= Edit : Click this option to edit the respective billing plan. There are 10 billing plans can be edited.

= Info : Click this option to view accounts list and information of the respective billing plan.
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4.3.2.3.1 Create Billing Plans

Click on Service Domain — Authentication — On-Demand and click Edit option on Billing Plans List, the

Billing Plan Setup page will appear.

& Service Domain > Billing Plans 5etup > Billing PlanD Setup
Billing FlanD Setup Billing Type
Cusabie =) Frahle Type - | Unlamibed Until End Teme
Plan Mame ©  Package O ol Effective $2art Time - © ayi |0
Price 10,00 * | LISD (5. Duollark [ Fltecthor Frd Tirse - | 8 Dars | B Howrs |0 Minuts

Al Digin AN Letters S

ol o LI o na 0r0 w1,

Display Item Optian

1N - ESSI0 : AROD rope
KEY : 1234567890

B Billing Plan Setup
= Service : By default, it's “Disable”. To “Enable” to activate this billing plan.
= Plan Name : Enter plan name for this billing plan.

=>» Price : The price charged and currency for this billing plan

‘ﬂ; The Paypal payment gateway does not support “Customize Currency” option..

= Passcode Type : There are different passcode type for this billing plan: All Digit, All Letters, Mix Digit
Letter. Select All Letters or Mix Digit Letter, the sub-item should be shown-up. Select desired excluding

letters for passcode of ticket databases.
Passcode Length : Specify desired passcode length between 8 to 32 for this billing plan.
Wireless Information : Enter the wireless information for this billing plan.

Description : Enter any additional information that will appear at the bottom of the receipt.

v v VvV

Paypal Description : Enter any additional information that will appear at the list of the login page.

B Billing Type : There are different policy for this billing plan: One Time, Multiple Times, Volume and Unlimited

Until End Time. Select One Time or Multiple Times or Volume, the Quota sub-item should be shown-up.

= Quota : Enter the time quota for One Time and Multiple Times policy (the maximum volume allowed is
527040 minutes, default is 60 minutes); or enter the volume quota for Volume policy ( the maximum volume
allowed is 102400 MB, default is 10 MB)
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= Effective Starting Time : Specify desired effective starting time for this billing plan.
= Effective Ending Time : Specify desired effective ending time for this billing plan.

B Display Item Option : Select desired display item for ticket

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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43.2.3.2 Create On-Demand Users

After configuring billing plans, administrator can create and delete on-demand users on this section. Click Info
button on Billing Plans List page to enter the On-Demand Information page. In the On-Demand Information page.

Administrator may create and delete on-demand users.

g frah

& Service Domain > Eillil‘lg Plans Setup > On-Demand0 Infarmation

Flan0 Information Statistics
Barvice - Frable Thcket Oy 17
FMan Mame - Paciage 0 Used Tickes Qey @ 0
Price - 10,00 USD Expered Tecker Ony - O

ESSA0N - AP0
EEY ;| LIFA5LTHIO

Wireless Information Total Price 120 U5D

Dt riptior Tickets per day
Type and Queas - Unlisized Uswtil End Tiese T
Effective Star 0 Darys 0 Hours 0 Minures
Effective End Time - 5 Days 0 Howurs 0 Minures
Preview || Ads Anosn

show (IR emaries Search:
n ol Tiype:Chacta “aun Create Time -:;m-- v - Atart Time Eirsed Tirme Lant Lagin orice I'JIIIn:'r Acticen
0 PRICCKNE Unlimited Until Bndd Time  Unuted 200307706 095238 TO12 07706 095258 012707710 ORN25R 10.00 O Delete
Q MGRESMEY Unlimived Uneil End Tims Unused 200207 0 10c06G:; 10 DOL2 070G 1000610 Tl 000010 100 &0 Dlns
a BELISY IS Linlimited Ungil End Time Unuved J013/OT 00 1K H6 4K FOL2 0709 1K 26 4K fl14 1K 16 4K 1004 s Eeicie
il HEMERDT Unlimived Uneil End Time Unused 200207108 180653 D012 /0T A0S DB-26-53 18:26-53 100 usD Delegs
a ISTMAMES Linlimited Ungil End Time Unuied 20030700 182650 2012/07/00% 182650 F012/07/14 1R:2E 50 10,00 UsD Dlete
il EEFTRS0N Unlimived Uneil End Time Unused 20020710 18:27:03 D012 /07 A0S 1E-2T03 201270714 1A:2703 100 usD Delegs
a RHWESASY Linlimited Ungil End Time Unuied 20030700 18:27.08 2012/0700% 182708 F012/07/14 1R:2T.08 10,00 UsD Dlete
Q £HIHHF 7Y Winlimited Unkil Erd Time Unused 2012/07/09 18:27:13 SOL2 /0709 1B:2 08 Z0L2FOFILA DB:2F18 1000 usn Delels
a SBOYTWEX Linlimired Uneil Esd Time Unused 2002707710 15:39:13 J012/0710 15313 20012/07f15 15:3%13 1000 UsD [l
o SAEAWARG Wnlimited Unkil Ered Time Unuied 2012/07710 153918 SOL2 P00 153518 Z0L2F0FILS 193518 1000 usl Delels

B Plan Information : Show plan information for this billing plan
= Service : Denote the current status of billing plan

= Plan Name : Denote the plan name of billing plan

= Price : Denote the price charged of billing plan

= Wireless Information : Denote the wireless information of billing plan
= Description : Denote additional information of billing plan

= Type and Quota : Denote billing type and service quota of billing plan
= Effective Starting Time : Denote effective starting time of billing plan
>

Effective Ending Time : Denote effective ending time of billing plan

Click Preview button to preview ticket in the billing plan. Below depicts an example for previewing ticket. Click

Close button to close window.
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» Passcode ALk
- Price 10.00 UsD
[ Type Unlimited Until End Time
=) Create Time 2012/07/710 15:52:49
® Start Time 2012,/07/10 15:52:49
@ End Time 2012/07/15 15:52:49

ESSID @ APOO
a | Wireless Information KEY : 1234567890
(i ] Description

| Close |

User's Manual

Click Add Accounts button, the create page will appear as below. Click Cancel button to close window.

Package 0

T Price 10.00 USD
0 Type Unlimited Until End Time
f=) Create Time 2012/07/10 15:54:32
™ Start Time 2012/07/10 15:54:32
@ End Time 2012/07/15 15:54:32

ESSID : APOO
& | Wireless Information KEY : 1234567890
(i ] Description

| Create | | Cancel |

Click Create button to add new account for this billing plan. Below depicts an example for creating ticket.

Package 0
» Passcode 3SRZC2KY
= Price 10.00 USD
o Type Unlimited Until End Time
& Create Time 2012/07/710 15:55:30
i Start Time 2012/07/10 15:55:30
@ End Time 2012707715 15:55:30
ESSID : APQO
& | Wireless Information KEY : 1234567890
i ] Description
| Print | | Close |

B Statistic : Show on-demand users statistic information for this billing plan

>

2>
4
2>

Ticket Qty : Denote ticket's quantity in this billing plan
Used Ticket Qty : Denote used ticket's quantity in this billing plan
Expired Ticket Qty : Denote expired ticket's quantity in this billing plan

Total Price : Denote total ticket's price and currency in this billing plan
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B Tickets per day : Show the bar chart of quantity of the ticket in this billing plan

B Tickets List: Show tickets information

>

L 2 T L R T I T T

Plan : Denote the billing plan on this ticket

Code : User can used Passcode of ticket for access Internet
Type/Quota : Denote the billing type and service quota on this ticket
Status : Denote the current status on this ticket. There three types of status : Unused, Used and Expired
Create Time : Denote the time of create on this ticket

Open Time : Denote the time of the first time used on this ticket
Start Time : Denote effective starting time on this ticket

End Time : Denote effective ending time on this ticket

Last Login : Denote the last login time on this ticket

Price : Denote the price of the charged on this ticket

Currency : Denote the currency of the charged on this ticket
Actions : Click an action button to perform the appropriate action.

v Delete : Click this option to remove ticket from this billing plan. When administrator click this option,

the alert message will appear as below.

Message from webpage El

‘__..{/ Do ywou vank to deleke the bicket?

I [o] 9 l [ Cancel

Click Refresh button to renew this page.

& The list only shows generate of the ticket by clicking Add Account button
_—
After you login system via On-Demand authentication, the timer page will appear. Don't close Timer
Py page(Because the Logout button on this page)
-~ If Timer Page doesn't appear in the browser, please enter “http(s)://domain0.login” to open Timer

Page.(see section 4.3.1)
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4.3.2.3.3 Configure External Payment Gateway

This section is for merchants to set up an external payment gateway to accept payments in order to provide

access service to end customers who wish to pay for the service on-line.

& Service Domain > Billing Plans Setup > Payment Gateway Setup

External Payment Gareway Billing Plan Setup List
Pasr=ent b i v =) P Indermiateen
L Enable Plan Mame Type:Ouots Price
PayPal Payment Page Configuration 1000  USD
500 USD
60 MinuTes 200 LSD
AFi Shonatwrs 1 Package 3 Unlimited Until Fad Time 1008  LSD
Packaye 4 wnlimited Until End Time 10.00
Client's Purchasing Record E Package ! malted Lkl End Time 1000 LSO
fting Iresice Number : | 000D 28994 € Pachage & s W End i Hen e
Currer g Mumber @ 120700001 7 Package 7 Ussilimsized Uil End Tirse 1000 UsD
Pazkage R Uil it Uit Find Tl 1 ELOH

Package 9 wnlimeted ol End Time 1900

Select Paypal to enable External Payment Gateway. Before setting up “PayPal’, it is required that the merchant

LI

owners have a valid PayPal “APl Username”, “API Password”.

Please see Appendix C — Accepting Payments via PayPal, Appendix D — Examples of Making Payments for
End Users for more information about setting up a PayPal Business Account, relevant maintenance functions, and
example for end users.

*‘; The Paypal payment gateway does not support “Customize Currency” option on Billing Plan.

After opening a PayPal Business Account, the merchant should find the “API Signature” of this PayPal account to

continue “External Payment Gateway Setup”.

B APl Username : This is the “Login ID”(E-mail address) that is associated with the PayPal Business Account.
B API Password : This is the “Login Password” that is associated with the PayPal Business Account.
B API Signature : This the key used by Paypal to validate all the transactions.
B Invoice Number : An invoice number may be provided as additional information against a transaction.
B Current No. : Show current invoice number.
B Billing Plan Setup List :
= Enable : Select specified the billing plan for this payment gateway.

= Plan Name : Denote the name of billing plan.
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= Type/Quota : Denote the billing type and quota of billing plan
= Price : Denote the price charged of billing plan

= Information : Click this button to view accounts information for PayPal.

& Senice Domain = Billing Plans Setup = Fayment Galeway Setup > Payment Gateway information

er . LO0G000a

Tickets per day

HETMERE S g '_: : Uged .‘:ll';'-. '-:...-E.. L ._'._i. -2z ._'._'_' S ' 1 TWI Dalete

Showirg 1 Lo 1 of 1 ertries

B Payment Gateway Information : Show current ticket's invoice number.
Click Edit button to enter Payment Gateway Setup page

B Statistic : Shows on-demand users statistic information for this billing plan via payment gateway created
= Ticket Qty : Denote quantity of created ticket from payment gateway
=> Used Ticket Qty : Denote quantity of used ticket from payment gateway
= Expired Ticket Qty : Denote quantity of expired ticket from payment gateway
B Total Price : Denote total ticket's price and currency from payment gateway
B Tickets per day : Show the bar chart of quantity of the ticket from payment gateway
B Tickets List : Show tickets information
= Plan : Denote the billing plan on this ticket
= Code : User can used Passcode of ticket for access Internet
= Type/Quota : Denote the billing type and service quota on this ticket
>

Status : Denote the current status on this ticket. There three types of status : Unused, Used and

Expired

Create Time : Denote the time of create on this ticket
66

v



WMS-308N Network Access Control Gateway

User's Manual

Open Time : Denote the time of the first time used on this ticket
Start Time : Denote effective starting time on this ticket

End Time : Denote effective ending time on this ticket

Last Login : Denote the last login time on this ticket

Price : Denote the price of the charged on this ticket.

Currency : Denote the currency of the charged on this ticket

L2 T L N

Actions : Click an action button to perform the appropriate action.

v Delete : Click this option to remove ticket from this billing plan. When administrator click this option,

the alert message will appear as below.

Message from webpage El

-t

‘i) Do ywou vank to deleke the bicket?

I [o] 9 l [ Cancel

Click Refresh button to renew this page.

e On this List, it only shows all of generated tickets through External Payment Gateway.
-

After you login system via On-Demand authentication, the timer page will appear. Don't close Timer
- page(Because the Logout button on this page)

—~  If Timer Page doesn't appear in the browser, please enter “http(s)://domain0.login” to open Timer
Page.(see section 4.3.1)

e If administrator wants to refund transaction, please see Appendix E. Issue Refund for PayPal
-
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43.2.34 Configure Thermal Printer

WMS-308N can generate ticket of on-demand users manually or automatically from Thermal Printer. Please click on
Service Domain -> Authentication -> On-Demand -> Thermal Printer Setup to enter the Thermal Printer List
page. In the Thermal Printer List page. Administrator may configure Thermal Printer setting and generate tickets

manually and delete tickets.

# Service Domain > Billing Plans Setup = Thermal Printer Setup

Thermal Printer List

# Status IP Address Command Port COM Port Date Description Edit Info
0 Off 5000 COMI 23:59 Edit Info
1 Off 5000 COoMI 2359 Edit Info
2 Off S000 COMI 23:50 Edit Info
3 Off 5000 COMI1 23:59 Edit Info
4 Off 5000 COMI 2359 Edit Info
5 Off S000 COMI 23:50 Edit Info
G Off 5000 COMI 23:59 Edit Info
7 Off 5000 COMI 2359 Edit Info
5 Off S000 COMI 23:50 Edit Info
g Off 5000 COMI 23:59 Edit Info

If administrator wants to generate tickets from Thermal Printer, system must use PSS-120 serial server to
— control Thermal Printer.

B Status : Denote the current status of thermal printer

B [P Address : Denote the IP address of SR-120X serial server

B Command Port : Denote the command port of SR-120X serial server

B COM Port : Denote the COM port of SR-120X serial server to connect to thermal printer
B Date : Denote balance date of thermal printer

B Description : Denote the additional information of thermal printer

B Actions : Click an action button to perform the appropriate action.

€ Edit : Click this option to edit the respective settings of thermal printer. There are 10 thermal printer can be

edited. Each thermal printer can specified billing plan

€ Info : Click this option to view accounts list and information of the respective billing plan from thermal

printer created

Click Edit button to enter Thermal Printer Setup page. In the Thermal Printer Setup page, administrator may

configure related settings.
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& Service Domain > Billing Plans Setup > Thermal Printer Setup > Thermal PrinterD Setup
Thermal Printer() Setup Billing Flan 5etup List
Canviee © |m) Dusakle Frakls Aformakon
P Address - = Enable Plan Mame TypeQuoca Price
P 50 0 Pac E 0,00
oM Port - (v Par ! 0 M 500 US
Pt o 100 USI
KNew
P me: 2048 ME 200 D
Parck E 1000
3:59
e 5 Par 5 ; 1000 USD
Dhes ] Pt i F 1000 USI
i Pt : E 1000 whp
] Package B I 10,00
1 Par ; 1000 USD

B Thermal Printer Setup :
= Service : By default, it's “Disable”. To “Enable” to activate this function.
= |IP Address : Enter the IP address of SR-120X serial server
= Command Port : Enter the command port of SR-120X serial server
= COM Port : Select the COM port of SR-120X serial server to connect to thermal printer

= Balance Date : Enter balance date for statement printing from thermal printer. Thermal printer can print

“Current Balance” or “Early Balance” statement. Below depicts an example for balance date.

Balance Date

6/17 23:59
Current Date
Early Balance l Current Balance l
6/17 00:00 6/17 23:59 6/18 00:00 6/18 20:00

= Description : Enter additional information for this Thermal Printer
B Billing Plan Setup List :

= Enable : Select specified the billing plan for this thermal printer

= Plan Name : Denote the name of billing plan

= Type/Quota : Denote the billing type and quota of billing plan

= Price : Denote the price charged of billing plan

=» Information : Click this button to view accounts information for PayPal.
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After configuring thermal printer general setting, administrator must select specified billing plan for this

tg_. thermal printer

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes.

Click Info button to enter Thermal Printer Information page. In the Thermal Printer Information page, administrator

may generated and delete ticket manually.

& Senice Domain = Bling Mans 3&tup Thiermal Frinter Sé tup = Printerd Inficrm athan

1

1
e elume: 3000 MB Unuse 201150072 03 200140 0: 2803 2001500 £25 10:28:03 %00 L Delete
AESITEH One Time: 30 Minute Unwied 301181720 103758 2000,001,/30 16:37 58 26071,/00,,35 183758 1.840 LD Delete
AIYESCU Ine Time: JO Winwtes 01 1% @1 s (HPE FCLRFU FFE R R PR Dalgte
SCPEHIED Unlimized Ustil End Time Unused 1140 21 1.1 1:13 a1 11 i o Delece
MECHTMIC Unlimie End Time 1 1:2 Delece
1 T HE D Multiple Times: S0 Minutes Unused 201 131 155ar 200050010 F 15559042 2001000022 155042 5.00 Delece

SR Z5FD One Time B0 MinuTes nused 2011500417 155037 2000A01/17 155037 0010033 155037 . Delese

Showing 1 16 10 of B eatries

= Thermal Printer Information : Show setting information in this Thermal Printer.
= Status : Display Thermal Printer status currently.

IP Address : Denote IP address for this PSS-120

Command Port : Denote command port for this Thermal Printer

COM Port : Denote COM port for this PSS-120

v v v V¥

Date : Denote balance date for this Thermal Printer

v

Description : Denote additional information for this Thermal Printer

Click Edit button to enter Thermal Printer Setup page.
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>

>

>

>

B Tickets per day : Show the bar chart of quantity of the ticket from thermal printer.

B Tickets List :

>

Ticket Qty : Denote ticket's quantity in this Thermal Printer.

Used Ticket Qty : Denote used ticket's quantity in this Thermal Printer.
Expired Ticket Qty : Denote expired ticket's quantity in this Thermal Printer.

Total Price : Denote total ticket's price and currency in this Thermal Printer.

Show tickets information

Plan : Denote billing plan for this ticket.

User's Manual

= Code : User can used ticket's Passcode for access Internet. Clicking hyperlinks to view this ticket

L T T I T I 2

information as below. Click Print button, the ticket will print from Thermal Printer again.

& @ |p |® |§

EY

Package 0
Passcode 3S5RZCZKY
Price 10.00 USD
Type Unlimited Until End Time
Create Time 2012/07/10 15:55:30
Start Time 2012/07/10 15:55:30
End Time 2012/07/15 15:55:30
ESSID : APOOD
Wireless Information KEY : 1234567890
Description

Print Close

*Click Prirmt button to print On-Dermand Tickets from Thermal Prirter

Type/Quota : Denote the billing type and service quota on this ticket

Status : Denote the current status on this ticket. There three types of status : Unused, Used and Expired

Create Time : Denote the time of create on this ticket

Open Time : Denote the time of the first time used on this ticket

Start Time : Denote the effective starting time on this ticket

End Time : Denote the effective ending time on this ticket

Last Login : Denote the last login time on this ticket

Price : Denote the price of the charged on this ticket.

Currency : Denote the currency of the charged on this ticket

Actions : Click an action button to perform the appropriate action
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v' Delete : This will delete the ticket individually. When administrator click Delete button, the alert

message will appear as below.

Message from webpage f@

\_?\/ Do wou wank bo delete the ticket?

[ Ok, ] [ Cancel

Click Refresh button to renew this page.

&  Onthis List, it only shows all of generated tickets from Thermal Printer.

After you login system via On-Demand authentication, the timer page will appear. Don't close Timer
Py page(Because the Logout button on this page)

If Timer Page doesn't appear in the browser, please enter “http(s)://domain0.login” to open Timer
Page.(see section 4.3.1)
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Click on Service Domain -> Authentication -> On-Demand to enter the Billing Plans Report page.

Administrator can get a complete report or a report of a particular period.

# Service Domain > Billing Plans Setup > Billing Plan Report

Search Create Time Range

Search Result

2a11712 /1% 000000 - 2012701719 255550

On Payment Thermal Asmaant Unit

Subrct
Demand Celeway Printer Oty Price o

BTOLON TWD
Q0D LISD

B Search Create Time Range

B On-Demand Type :There are four type can be selected : ALL, Manually Create, Payment Gateway and

Thermal Printer.
B Start Time : Specify desired search starting time
B End Time : Specify desired search ending time

B Search:

of each plan for all plans available for that period of time.

B Print: Administrator can print report on the screen.

Select a time period to get a period report. The report tells the total income and individual accounting

B Export CSV : Administrator can download billing plan report to PC.

B Search Result : Shows search result of the specified time range

Search Time : Denote the specified search time range

Name : Denote the name of billing plan

On-Demand : Denote the quantity of ticket from manually created

Payment Gateway : Denote the quantity of ticket from payment gateway created

Amount Qty : Denote total quantity of created ticket of billing plan

Unit Price : Denote the unit price of billing plan

Subtotal : Denote the total price of billing plan

>
>
>
>
= Thermal Printer : Denote the quantity of ticket from thermal printer created
>
>
>
>

Total : Denote the total price and quantity on all billing plan
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Click on Service Domain -> Authentication -> On-Demand to enter the Ticket Customization page.

Administrator can edit text on printed ticket on this page. 4-32 characters supported on these text setting field.

# Service Domain > Billing Plans Setup = Ticket Customization Setup

~ Ticket Customization Setup

Passcode
Price

Type

Quota

Create Time
Start Time

End Time
Wireless ESSID
Wireless Key

Description

:|Passcode

: | Price

: |Ty|:re

:|Qu0ta

:|Create Time

:|Star‘t Time

:|End Time

[ wirless ESSID

:|WirEIE55 Key

:|DE5cripti0n

Fraview Save

Change these settings as described here and click Save button to save your changes. Click Preview button to

preview ticket in the Billing Plan 0. Below depicts an example for previewing ticket. Click Close button to close

window.

Package 0

» Passcode ALk
- Price 10.00 UsD
[ Type Unlimited Until End Time
=) Create Time 2012/07/710 15:52:49
® Start Time 2012,/07/10 15:52:49
@ End Time 2012/07/15 15:52:49

ESSID @ APOO
a | Wireless Information KEY : 1234567890
(i ] Description

| Close |

Click Reboot button to activate your changes
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4324 Configure Local Radius Accounts

WMS-308N provide Local Radius server authentication. Please click on Service Domain -> Authentication ->
Remote Radius Server, the page of Remote Radius Server Setup will appear. Administrator can add accounts by

manual or import accounts file.

# Service Domain > Local RADIUS Accounts Management
Group Setup RADIUS Accounts Setup
Grous Namse I srrarmg : |
e Fassveord
MAL Address |
Group List
' Eroup Mams Actianu
hane
o
| RO Dep Deelere Edin
Sawt Codal
Local RADIUS Accounts List
Grguag Show all = Daelefe
Mport Accounts File Sebect Fule

Export Accourts File: | Expon

Show [ETEEEN wntsies

2 2

] U rnams MAC Address
1 ustin Delgte £t

Showing 1 to 1 of 1 enbries

B Group Setup : Enter the specified name on group and click Add button to create. Up to 20 groups can added.

B Group List : Display all of groups in the list, click Delete option to remove group name and all of the accounts

in this group will be removed, click Edit option to change group name.
H RADIUS Accounts Setup :

= Username : Enter the username of account on local RADIUS authentication. 4-16 alphanumeric and

specify characters supported.

= Password : Enter the password of account on local RADIUS authentication. 4-16 alphanumeric and

specify characters supported.

= MAC Address : Enter the MAC address of account on local RADIUS authentication.(optional)

v

Description : Enter appropriate text to denote this account.

= Group : Select the specified group on local RADIUS authentication, default is None.

Click Save button to add new account, all of accounts can be edited(Username can not edit) and deleted.
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B Local RADIUS Accounts List :

= Delete : Select the specified group and click Delete button to remove accounts of the specified group.

= Import Accounts File : Select the specified group on Group option and click Select File button to select

the text file for uploading the accounts of the specified group. The “Upload File ...” message will appear.

Please Wait

& ypload File ...

The upload file should be a text file and the format of each line is “Username, Password, MAC, Description”
without the quotes. There must be no spaces between the fields and commas. The MAC field could be omitted but
the trailing comma must be retained. When adding accounts by uploading a file, the existing accounts in the

embedded database, uploading process will fail. Below depicts an example for text file.

Password

Username MAC Description

| I

test1,11111,00:11:22:33:44:55:01, the test1 user
test2,22222,, the test2 user

Username Description

Password

&t The same Username account can't exist on different groups, the Group option only for convenient
-~ Mmanagement.

<]

N

= Export Accounts File : Select the specified group on Group option and click Export button to save

accounts of the specified group to PC. The “File Download” window will appear..
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File Download g|

Do you want to save thiz file. or ind a program online to open
it?

] Mame: local_radius_accounts.dat

Type: Unknown File Type
From: 192.168.2.253

Find l l Save ] I Cancel

= | WWhile files from the Interet can be useful, zome files can potentially
\a harm wour computer, [ pou do not trust the source, do not find a
= pragram ko open this file or zave thiz file. What's the rizk?

Search : Enter a keyword to be searched in the text field and all matching the keyword will be listed.
Username : Denote the username of account on local RADIUS authentication

MAC Address : Denote the MAC address of account on local RADIUS authentication

Description : Enter appropriate text to denote this account

Group : Denote the specified of account on local RADIUS authentication

Actions : Click an action button to perform the appropriate action.

= Delete : Click this option to remove the specified account.

= Edit : Click this option to edit the specified account

These settings will become effective immediately after clicking the Save button.
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4325 Configure Remote Radius Server

WMS-308N provide remote Radius server authentication. Please click on Service Domain -> Authentication ->

Remote Radius Server, the page of Remote Radius Server Setup will appear

# Service Domain > Remote Radius Server Setup

Radius Server
service - O Enable ® Disable
Primary Server|P:
Secondary Server P
Authentication Part :
Accounting Port :
Secret Key :

Accounting Service : Enable Dizahle

Authentication Type :

B Service : By default, it's “Disable”. To “Enable” to activate this function.
B Primary/Secondary Server IP : Enter the IP address of the Authentication RADIUS server.

B Authentication Port : The port number used by Authentication RADIUS server. Use the default 1812 or enter

port number specified.

B Accounting Port : The port number used by Accounting RADIUS server. Use the default 1813 or enter port

number specified.
B Secret Key: The secret key for system to communicate with RADIUS server. Support 1 to 64 characters.
B Accounting Service : Select this to enable or disable the “Accounting Service” for accounting capabilities.

B Authentication Type : Select the desired authentication type from the drop-down list; the options are CHAP
and PAP.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes
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Configure LDAP Server

WMS-308N provide remote LDAP server authentication. Up to 10 remote LDAP server can be configured. Please

click on Service Domain — Authentication — LDAP, the page of LDAP Server Setup will appear

& bervice Domain > LDAP Server Setup

LDAP Server LDAP Server List

Service P AddressPori Heniity Actions

Account ARt

Click Edit option to configure LDAP server on the LDAP Server List.

m  LDAP Server

4
>
>
>
2>
>

7

v

Service : By default, it's “Disable”. To “Enable” to activate this function.

Server IP : Enter the IP address of the external LDAP server.

Port : Enter the Port of the external LDAP server, default port is 389.

Username : Enter the Administrator's username to access to the external LDAP server
Password : Enter the Administrator's Password to access to the external LDAP server

Base DN : Enter the Base Distinguished Name (DN) in the Base DN field. The base DN indicates the

starting point for searches in this LDAP server.
Account Attribute : Enter the account attribute of the external LDAP server.

Identity : Enter the Administrator's Identity to access directory service. Click on Auto Copy, the system will

automatically generate identity

m  LDAP Server List

>

2>
>
2>

Service : Denote the current status of LDAP server

IP Address/Port : Denote the IP address and port number to connect to the external LDAP server
Identity : Denote the Administrator's Identity to access to the external LDAP server

Actions : Click an action button to perform the appropriate action.

v Edit : Click this option to edit the respective billing plan. There are 10 LDAP server can be edited.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes.
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4327 Configure POP3 Server

The system supports authentication by an external POP3 authentication server. Up to 8 POP3 server can be
configured. Please click on Service Domain — Authentication — POP3, the page of POP3 Server Setup will

appear.

& POP3 Server Setup

POFP3 Setup POP3 Server List

Bervice HostPart Type

B
F

Host * P31

‘-‘EE;

B e E

Click “Edit” to configure POP3 server on the POP3 Server List.

m  POP3 Setup
= Service : By default, it's “Disable”. To “Enable” to activate this function.
= Host : Enter the Domain/IP address of the external POP3 server.

= Port : Enter the authentication port of the external POP3 server. (The default is 110)

*‘; Sometimes POP3 server use Port 110 for STARTTLS encryption and Port 995 for SSL/TLS encryption

= Connection Type : Some POP3 server need encryption linking for authentication. The system provides
“STARTTL” and “SSL/TLS” encryption for external POP3 server

m  POP3 Server List
= Service : Denote the current status of POP3 server
= Host/Port : Denote the Host/IP address and port number to connect to external POP3 server
= Type : Denote the encryption type to connect to external POP3 server
= Actions : Click an action button to perform the appropriate action.

v' Edit : Click this option to edit the respective billing plan. There are 8 POP3 server can be edited.

Change these settings as described here and click Save button to save your changes. Click Reboot button to
activate your changes.
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4.3.3 Configure Privilege List

This function provides local device can access Internet without authentication. If there are some workstations
belonging WMS-308N that need to access to network without authentication, enter the IP or MAC address of these
workstations in this list. Up to 50 rules can be defined in this list. Please click on Service Domain — Privilege
IP/IMAC Address, the page of Privilege IPFMAC Address Setup will appear.

# Fl‘l'.-'l!l“i_|.‘I IP/MALC Address Semup

m  Privilege IP/MAC Address Setup
=> Device Name : Enter the name of the workstation

= IP Address : Enter the IP address(or IP address/Mask) of the workstation. Permitting specific IP

addresses to have network access rights without going through standard authentication process

= MAC Address : Enter the MAC address of the workstation. Permitting specific MAC addresses to have

network access rights without going through standard authentication process

= Description : Enter appropriate text to denote this workstation

Click Save button to add new rule, all of rules can be edited and deleted.
m  Privilege IP/MAC Address List
= Device Name : Denote the name of workstation.
IP Address : Denote the IP address(or IP address/Mask) of workstation
MAC Address : Denote the MAC address of workstation.

Description : Enter appropriate text to denote this workstation

L 2 N T

Actions : Click an action button to perform the appropriate action.
v" Delete : Click this option to remove the specified item

v Edit : Click this option to edit the specified item
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4.3.4 Configure Walled Garden

This function provides certain free services or advertisement web pages for users to access the websites listed
before login and authentication. Up to 20 rules can be defined in this list. User without the network access right can
still have a chance to experience the actual network service free of charge. Please click on Service Domain ->

Walled Garden, the page of Walled Garden Setup will appear.

& Walled Carden Semup

weavw.aonale com Delere Edis

m  Walled Garden
= Name : Enter a descriptive name for this rule for identifying purposes
= IP Address/Domain : Enter the IP address/Domain of the workstation.
= Homepages : Enter the MAC address of the workstation.
>

Description : Enter appropriate text to denote this workstation
Click Save button to add new rule, all of rules can be edited and deleted

m  Walled Garden List
1. Name : Denote the name of workstation
2. IP Address/Domain : Denote the IP address(or IP address/Mask) of workstation
3. Actions : Click an action button to perform the appropriate action.
e Delete : Click this option to remove the specified item

e Edit : Click this option to edit the specified item

After add website on the list, the Walled Name will appear on Login page. Below depicts an example for Walled

Garden

82



WMS-308N Network Access Control Gateway

User's Manual

NAC Gateway

Access Controller

& Usemame: &|Local Radius »

A Password :

D Please input Passcede/Username and Password, then you can use our Internat
sarvice. Thanks!
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4.3.5 Configure Notification

WMS-308N can automatically send the notification of Traffic Log, On-Demand Log, Session Log, Monitor AP
Report and AP Status to 3 particular E-mail addresses. The notification of AP Status is triggered by the event when
a managed APs becomes unreachable during “Auto Download Profile Interval’ period. A trial email is provided by
the system for validation. The system also supports recording System Log, On-Demand User Log and Session Log
via remote Syslog servers. Please click on Service Domain -> Notification, the page of Notification E-mail Setup

will appear and enter the related information and select the desired items and then apply the settings.

i Motification Setup

SMTP Server Setup Syslog Setup
SMTP 1 SMTRE 2

Notification E-mail Setup

-
Traffuc Sai5lon Monltor IF AP
Brcciwer - mail Demand = Billing Report [ Saarms

m  SMTP Server Setup : There are two SMTP Server supported, when two SMTP servers enabled, the system
use SMTP 1 for primary SMTP server and SMTP 2 for backup SMTP server.

= Enabled : Click Enabled to activated SMTP Server

=>» Sender From : The E-mail address of the administrator in charge of monitoring. This will show up as the

sender's E-mail.
=>» SMTP Server : The IP address / Domain of the sender's SMTP server.

= Port : The port of the sender's SMTP server. (Default is 25)

":':: Sometimes SMTP server use Port 587 for TLS encryption and Port 465 for SSL encryption

= Encryption : Some SMTP server need encryption linking for sending E-mail. The system provides

encryption for sender's SMTP server
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= SMTP Auth : Some SMTP server need authentication username and password for sending E-mail. The

system provides authentication for sender's SMTP server
= Username : The sender's authentication username for STMP server

= Password: The sender's authentication password for STMP server

Sand Test Success

Racaivar E-mail 1 1 test@pheenet.com
Racaivar E-mail 2 :

Recgivaer E-mail 3 :

Sander From : pheenel@gmail.com
SEMTP Sarver : smtp.gmail.com

Port ¢ 483

Encryption 1 S5L

SMTP Auth : 1

Username : sk @gmail.com

m  Notification E-mail Setup :

= Receiver E-mail Address (es) : Up to 3 E-mail address can be set up to receive the notification. These are

the receiver's E-mail address.

= Sending Interval : The time interval (in minute) to send the E-mail report. (Default is 1440 minutes; the

range is between 10 to 4200 minutes) . For Billing Plan Report, the send interval between 1 and 24 hours.

= Billing Report Time : The start time of sending e-mail. For example : the Billing Report Time is 14:00 and

Sending Interval is 6 hours, the system will send report on 20:00.

5 SMTP Sending Test : Click Send button to verify Notification E-mail settings. Below depicts an example

for success sending test.

m  Syslog Setup : There are 3 types of Syslog supported : Syslog Log, On-Demand User Log and Session Log.

Enter the specify IP address and Port number to sent report.

*‘; The all history log are saved in the DRAM, if you restart system, the all of history log will empty.

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes.

If the history E-mail has been entered above Notification settings, after Sending Interval, the system will send

History E-mail to receiver's E-mail address automatically.
B Traffic Log :
As shown in the following figure, each line is traffic history record consisting of 10 fields : Date, Auth Type, Status,

Passcode/Username, IP, MAC, Packets In, Bytes In, Packets Out and Bytes Out.
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§.1KN 40 . 4K

>

Date : Denote the current event's date and time

= Auth Type : There will shows 7 types of authentication : Pregenerated, On-Demand, Local Users(Local

>

v v v VvV

>

RADIUS Users), Remote RADIUS, LDAP, POP3 and Guest.
Status : There will show 10 types of status as below :

v" LOGIN : Denote the user login to the hotspot service

v LOGOUT : Denote the user logout to the hotspot service

v' IDLE TIMEOUT : Denote the user idle time is over timeout setting of Service Domain, the system will

logout user automatically
v" USE UP : Denote the quota of time of user is over
v' SESSION TIMEOUT : Denote the user session timeout for connecting to remote RAIDUS
v VOLUME USE UP : Denote the quota of volume of user is over
v" KICK : Denote the system kick out the user.
v TIME OUT OF RANGE : Denote the service time out of range
Passcode/Username : Denote the user's passcode or username
IP : Denote the user's IP address
MAC : Denote the user's MAC address
Packets In : Denote the current user's packets in
Bytes In : Denote the current user's bytes in

Packet Out : Denote the current user's packets out

= Bytes Out : Denote the current user's bytes out

B On-Demand Log :

As shown in the following figure, each line is traffic history record consisting of 15 fields : Date, Location, Status,
Passcode/Username, IP, MAC, Packets In, Bytes In, Packets Out, Bytes Out, Start Time, End Time, Plan,
Payment Type and Cost
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#Date Location Status FPasscode/Usernane TP HAC Packets In Bytes In  Packets Out EBytes Out  Start Time End Time Flan FPayment.
Type Cost

Z012-02-13 14:19:87 ADD OO ACCOUNT — QETGGHES 00000 00:00:00: 00:00:00 0 [ o B 201Z-02-13 14:15:27 2012-02-1% 14:19:27 Flan 3 Cash
gﬁ?z?ﬁzuia 14:19:37 ADD OD ACCOUNT — KPESYGEE 0.0.0.0 00:00:00:00:00:00 0 0B 0 0B 2012-02-1F 14:19:37 2012-02-1% 14:19:37 Flan 3 Cash
gg?zgﬁzo?w 14:19:45 AID OD ACCOUNT — Z7CWEZT3 0.0.0.0 00:00:00:00:00:00 0 0] 0 0] 2012-02-13 14:19:45 2012-02-1% 14:19:45 Plan 3 Cash
g:?zgng?m 14:19:53 ADD OD ACCOUNT — XMENSWIC 0.0.0.0 00:00:00:00:00:00 0 [0 o 0B 2012-02-13 14:19:53 2012-02-15 14:19:5% Flan 3  Cash
gz?ﬁog?m 14:20:24 ADD OD ACCOUNT — FAETCHCS 00000 00:00:00: 00:00:00 0 [ o B 2012-02-13 14:20:24 2012-02-1% 14:20:24 Flan 2 Cash
;E?zfﬁ;ﬂa 14:20:43 ADD OD ACCOUNT  JEDYNETID 0.0.0.0 00:00:00:00:00:00 0 0B 0 0B 2012-02-1F 14:20:43 2012-02-1% 14:20:43 Flan 0 Cash
gﬁ?zigz??a 14:37:24 LOGIN b v Ll 192.168.2.10  E4:CE:SF:4B:C2:9E 0 0B 0 0B 2012-02-1F 14:19:53 2012-02-1% 14:19:53 Flan 3 Cash
gg?zgﬁzo?w 14:42:46 TOLME USE TP TN 192.168.3.10  E4:CE:8F:4B:C2:9E 146258 201.165ME 80276 3.376ME 2012-02-13 14:19:53 2012-02-18 14:19:53 Plan 3 Cash
g:?zgng?m 14:43:42 LOGIR F4ETCHCS 192.168.3.10  E4:CE:8F 4B:C2:9E 0 [0 o 0B 2012-02-13 14:20:24 2012-02-15 14:20:24 Flan 2  Cash
gz?szgfm 14:55:54 IDLE TIMEOUT FAETCHCE 132.168.3.10  E4:CE:8F:4B:C2:9E 15119 20684 054 355.3KE  2012-02-13 14:20:24 2012-02-18 14:20:24 Plan 2 Cash
;E?zfﬁ;ﬂa 15:04:13 LOGIN FAE7CHCE 192.168.2.10  E4:CE:SF:4B:C2:9E 0 0B 0 0B 2012-02-1F 14:20:24 2012-02-1% 14:20:24 Flan 2  Cash
gﬁ?z?ﬁzuia 15:05:02 LOGOUT F4E7CHCE 192.168.3.10  E4:CE:8F:4B:C2:9E 1549 1.723F 1295 145.5KF  2012-02-13 14:20:2¢ 2012-02-18 14:20:24 Plan 2 Cash
gg?zgﬁzo?w 15:05:52 LOGIN F4E7CHCE 192.168.3.10  E4:CE:8F:4B:C2:9E 1 52 2 104B 2012-02-13 14:20:24 2012-02-1% 14:20:24 Plan 2 Cash
g:?zgng?m 15:15:56 KICK F4ETCHCS 192.168.3.10  E4:CE:8F 4B:C2:9E 3799 2. ODSME 4879 S77.6KE  2012-02-13 14:20:2¢ 2013-02-15 14:20:24 Plan 2 Cash
gz?szgfm 15:15:56 DELETE 0D ACCOUNT FAETCHCS 00000 00:00:00: 00:00:00 0 [ o B 2012-02-13 14:20:24 2012-02-1% 14:20:24 Flan 2 Cash
;E?zfﬁ;ﬂa 15:17:47 ADD OD ACCOUNT — ECERWSEC 0.0.0.0 00:00:00:00:00:00 0 0B 0 0B 2012-02-1F 15:17:47 2012-02-18 15:17:47 Flan 1  Cash

UED 5.00

= Date : Denote the current event's date and time

=>» Location : Denote the current device's location

=> Status : There will show 10 types of status as below :

v

v

v

L 2 T L I N T 2 2

IP:

Bytes Out :

LOGIN : Denote the user login to the hotspot service

LOGOUT : Denote the user logout to the hotspot service

IDLE TIMEOUT : Denote the user idle time is over timeout setting of Service Domain, the system will

logout user automatically

USE UP : Denote the quota of time of user is over

VOLUME USE UP : Denote the quota of volume of user is over
KICK : Denote the system kick out the user

TIME OUT OF RANGE : Denote the service time out of range

ADD OD ACCOUNT : Denote the system add On-Demand user account

DELETE OD ACCOUNT : Denote the system delete On-Demand user account

Passcode/Username : Denote the user's passcode or username

Denote the user's IP address

MAC : Denote the user's MAC address
Packets In : Denote the current user's packets in
Bytes In : Denote the current user's bytes in

Packet Out : Denote the current user's packets out

Denote the current user's bytes out

Start Time : Denote the start time on this users

End Time : Denote the end time on this users
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= Plan : Denote the current user's billing plan
= Payment Type : Denote the current payment type, there were show Cash or PayPal
= Cost : Denote the current service charge

B Session Log : The system can recored connection details of each user accessing the Internet and sent out to a
specified Syslog Server or E-Mail based on defined interval time. As shown in the following figure, each line is
traffic history record consisting of 10 fields, Date, Time, Session Type, Username, Service Domain,

Source IP, Source Port, Destination IP, Destination Port, MAC

201170215 12:25:22 [NEW]testl@Local Radius TCP dm=0 src=192.168.1.10 sport=3676 dst=122 dport=80 MAC=00:1A:92:9F:A4:9B
2011/02/15 12:25:22 [NEW]testl@Local Radius TICP dm=0 src=192.168.1.10 sport=3&88 dst=122 dport=80 MAC=00:1A:92:9F:A4:9B
2011/02/15 12:25:22 [MEW]testl@Local Radius TCP dm=0 src=192.168.1.10 sport=3630 dst=122 dport=80 MAC=00:1A:92:9F:A4:9B
2011/02/15 12:25:22 [NEW]testl@Local Radius TCP dm=0 src=192.168.1.10 sport=3691 d=st=202 dport=443 MAC=00:1A:92:9F:A4:9
2011/02/15 12:25:23 [NEW]testl@Local Radius TCP dm=0 src=192.168.1.10 sport=3694 dst=122. dport=80 MAC=00:1A:92:9F:A4:9B
2011/02/15 12:25:23 [NEW]testl@Local Radius TCP dm—0 src=19%2.168.1.10 sport=3635 dst=122. dport=80 MAC=00:1A:92:9F:A4:95
2011/02/15 12:25:38 [NEW]testl@Local Radius TCP dm=0 src=192.168.1.10 sport=3725 dst=119. dport=80 MAC=00:1A:92:9F:A4:%
2011/02/15 12:25:38 [NEW]testl@Local Radius TCP dm=0 src=192.168.1.10 sport=3732 dst=119. dport=80 MAC=00:1A:92:9F:A4:%
2011/02/15 12:25:38 [NEW]testl@Local Radius TCP dm=0 src=1982.168.1.10 sport=3733 dst=119. dport=80 MAC=00:1A:92:9F:14:9
2011/02/15 12:25:38 [NEW]testl@Local Radius TCP dm=0 src=192.168.1.10 sport=3736 dst=119. dport=80 MAC=00:1A:92:9F:A4:%

B Billing Report : The log

~ ZB1Z/82/14 11:08:08
#  Mame On Demand Payment Gateway Thermal Printer Amount Oty Unit Price Subtotal
B Planl 19 B 3] 19 168,88 198 .88 Ush
1 FPlanZ 18 a a 1@ 5.@8 56 .88 s
2 Plan3 g B 3] g 2.88 16.868 Ush
3 Pland 18 a a 1@ 2.88 26.88 s
4 Package 4 5] al 3] a B.88 a.88 UsSh
5 Package 5 a a a a .88 a.68 s
6 Package & 5] al 3] a B.88 a.88 UsSh
7 Package 7 a a a a .88 a.68 s
§ Package 5 5] al 3] a B.88 a.88 UsSh
9 Package 9 5] a [a] a 6 .68 a.88 L=}
47 a [a] 47
276 .68 USh

B Monitor IP Report : The log record unreachable monitor IP report. As shown in the following figure, each line is

a Monitor IP report record consisting of Date, Time, URL.

2012/08/06 13:42:41 http://192.168.2.60  offline
2012/08/06 13:42:44 http://192.168.2.61  offline
2012/08/06 13:42:47 http://192.168.2.64  offline
2012/08/06 13:44:08 http://192.168.2.60 offline
2012/08/06 13:44:10 http://192.168.2.61  offline
2012/08/06 13:44:13 http://192.168.2.64  offline

B AP Status : The log record unreachable managed APs or detect rogue AP. As shown in the following figure for

unreachable, each line is a AP Status record consisting of Date, Time, Host Name, IP address , MAC

address
2812/85/06 12:35:39 APOEZxN 192 .165.2.61 BEEZEFCTCASE offline
281288586 12:35:39 APSEZy  192.168.2.64 BE11A31B3EDS offline
281280050 12:380:42 APOEZE 102 .165.2.6A0 BE212F 2FECAE offline

As shown in the following figure for detecting rogue AP, each line is a AP Status record consisting of Date, Time,
ESSID , MAC address

2A1Z2/06/25 B 2912

Rogue AP Detection:

Test_AP(ABIZ1I2f 127 1BC 106
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4.3.6  Monitor Online Users

The administrator can view status of all online users on each Service Domain. Please click on Service Domain ->
Online Users, the page of Online Users will appear. Below depicts an example for Online User Information. There
provided information of Passocde, IP Address, MAC Address, Login Time, Packets In/Out and Bytes In/Out.

& Online Users et

-

Auth Type Passcode/Username IP Address MAC Address Login Time Packets InjCut Bytes InjCut Logout

Local Users testl 102.168.1.11 ;16 32: 2010/11/22 13:15:51 1703 [ 2318 376.0KE / 456.7KE Logout
Pregenerated ECPXJFIT 192 168.101.10 00:15:AF:16:73:3D 2010/11/22 13:25:55 15 j 20 7.OKBE [ 1.7KE Logout

Showing 1 to 2 of 2 entries

m  Auth Type : Denote the current user's authentication type

m  Passcode/Username : Denote the current user's passcode or username
m  |P Address : Denote the current user's IP address

m  MAC Address : Denote the current user's MAC address

m  Login Time : Denote the login time on this user

m  Packets In/Out : Denote the current user's packets in and out

m  Bytes In/Out : Denote the current user's bytes in and out

m  Actions: Click Logout option to logout online users

Click “Refresh” button to renew this page.
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4.3.7 Log Information

The WMS-308N can record authentication traffic history or On-Demand event and the system will automatically
send out the history information via notification service(See Notification page). The history of each day will be
saved separately in the DRAM for 3 days and sorted by time, the traffic provides all login and logout activity of
specific date. Other informations include Passocde/Username, IP Address, MAC Address, Packets In/Out and Bytes

In/Out. Please click on Service Domain -> Log Info, the page of Log Info will appear.

# Log
Traffic Log
Date
2001,/02/15
On-Demand Log
Date
20011702415

& The all history log are saved in the DRAM, if you need restart system and also keep the history, please
—~ manually copy and save the informations before restarting.

B Traffic Log :

As shown in the following figure, each line is traffic history record consisting of 10 fields : Date, Auth Type, Status,
Passcode/Username, IP, MAC, Packets In, Bytes In, Packets Out and Bytes Out.

#t Trallic Lo«

Show EEREED =niies

Showimg 1 to 15 of 15 entries

=>» Date : Denote that current event's date and time

= Auth Type : There will shows 6 types of authentication : Pregenerated, On-Demand, Local Users(Local
Radius Users), Remote Radius, LDAP and Guest.
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=>» Status : There will show 10 types of status as below :
v LOGIN : Denote the user login to the hotspot service
v LOGOUT : Denote the user logout to the hotspot service

v" IDLE TIMEOUT : Denote the user idle time is over timeout setting of Service Domain, the system will

logout user automatically
v" USE UP : Denote the quota of time of user is over
v' SESSION TIMEOUT : Denote the user session timeout for connecting to remote RAIDUS
v VOLUME USE UP : Denote the quota of volume of user is over
v" KICK : Denote the system kick out the user
v TIME OUT OF RANGE : Denote the service time out of rangeule.
Passcode/Username : Denote the user's passcode or username.
IP : Denote the user's IP address
MAC : Denote the user's MAC address
Packets In : Denote the current user's packets in.

Bytes In : Denote the current user's bytes in.

L T L I

Packet Out : Denote the current user's packets out.
= Bytes Out: Denote the current user's bytes out.
B On-Demand Log :

As shown in the following figure, each line is traffic history record consisting of 14 fields : Date, Status,
Passcode/Username, IP, MAC, Packets In, Bytes In, Packets Out, Bytes Out, Start Time, End Time, Plan,
Payment Type and Cost

=> Date : Denote current event's date and time
=>» Status : There will show 10 types of status as below :
v" LOGIN : Denote the user login to the On-Demand service
v LOGOUT : Denote the user logout to the on-demand service

v' IDLE TIMEOUT : Denote the user idle time is over timeout setting of Service Domain, the system will

logout user automatically
v" USE UP : Denote the quota of time of user is over
v VOLUME USE UP : Denote the quota of volume of user is over
v" KICK : Denote the system kick out the user.
v TIME OUT OF RANGE : Denote the service time out of range.
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v" ADD OD ACCOUNT : Denote the system add user account on On-Demand service

v' DELETE OD ACCOUNT : Denote the system remove user account on on-demand service
# On-Demand Log

-

» » » » ~ » »
it W

»
— it

Date Status Passcode/Username vIF’ Address ~ MAC Address vPackets In/Out Bytes In/Out vStarl Time VEnd Time PTan P“_F’;"pim VCost
2%?{2__22‘2}3 A‘}%%SST QEJEGNGI 0.0.0.0 00:00:00:00:00:00 0/0 0B / OB 20115{3:22’?” 20115{3:22’?13 3 Cash :LJ_S[J%
ey | Aonon KPE3YGES 0.0.0.0 00:00:00:00:00:00 0/ 0B / 0B 212/02(13  2012/02/18 3 cash U5
Zolfigi{s” A‘}%%SET Z7CWKZT73 0.0.0.0 00:00:00:00:00:00 0/0 0B / 0B 20115{8:2;513 20115{8:2;513 3 Ccash 2”_50%
201?{2?5(313 A%?Z%SET XMMNSW7C 0.0.0.0 00:00:00:00:00:00 0/0 0B / 0B 20125{3:25’313 20115’1"3:25’313 3 Cash :LJ_S[J%
zolfé'g:zz; 413 A‘}E":%SST FAE7CMCS 0.0.0.0 00:00:00:00:00:00 0/0 0B / 0B 2()115%3:22; _113 20111%3:22; _113 2 Cash :LJ_S[J%
2%?53?4'“313 A'E%%SET JBDYNBTM 0.0.0.0 00:00:00:00:00:00 0/0 0B / 0B 20125:’;3:2;313 20115:’;3:2;313 0 Cash 1%5_50
IR LOGIN XMMNIW7C 192.168.3.10  E4:CE:8F:4B:C2:9E 0/0 0B / 0B 2002/02003 20020218 3 cash %0
201}4?‘1‘2)?4'{513 VL%LE“L'}“PE XMMNSW7C 192.168.3.10  E4:CE:BF:4B:C2:9E 146258 / 80276  201.165MB / 3.376MB 201::5’1"8:25’313 201::5{8:25’313 3 cash :LJ_S[)%
2{1]‘.‘?‘.;2:2:213 LOGIN FAE7CMCS 192.168.3.10  E4:CE:BF:4B:C2:9E 0/0 0B / 0B 2()115%3:22;413 20;5;3:22’413 2 Cash :LJ_S[J%
20&3;21{;3 T”ﬁ‘é)EUT FAE7CMCS 192.168.3.10  E4:CE:8F:4B:C2:9E 15119 / 8054 20.684MB / 355.3KB 20125:’;3:22*’53 20115:,;3:22;53 2 cash :LJ_S[J%
AR LOGIN FAE7CMCS 192.168.3.10  E4:CE:8F:4B:C2:9E 0/0 0B / 0B 2012/02143  2012/02/18 5 cash V5D
SR LOGOUT FAE7CMCS 192.168.3.10  E4:CE:BF:4B:C2:9E 1549 / 1295 L723MB [ 145.5kB  2OL2/0213  2002/02/18 5 cash 19D
2{’115?‘;‘53__2;213 LOGIN FAE7CMCS 192.168.3.10  E4:CE:BF:4B:C2:9E 1/2 528 / 104B 2‘1{5;3:22’4” 20;@3:22;413 2 cash 2”_50%
2[115312?5"313 KICK FAE7CMCS 192.168.3.10  E4:CE:8F:4B:C2:9E 3799 / 4879 2.008MB / 577.6KB 20125:’;3:22*’53 20115:,;3:22;53 2 cash :LJ_S[J%
2{’11531‘53__2;;3 iEcLéSEE‘[r} FAE7CMCS 0.0.0.0 00:00:00:00:00:00 0/0 0B / 0B 2()115%3:22; _113 20111%3:22; _113 2 Cash :LJ_S[J%
AR e 6CERW3FC 0.0.0.0 00:00:00:00:00:00 0/ 0B / 0B 2012/02013  2012/02/18 3 cash 3D
2{’1?{3__2;113 LOGIN 6CERW3FC 192.168.3.10  E4:CE:BF:4B:C2:9E 0/0 0B / 0B 20115?{3:2;?13 2‘1{3?{3:2;?13 1 cash 5”_50%

Showing 1 to 17 of 17 entries

Passcode/Username : Denote the user's passcode or username.
IP : Denote the user's IP address

MAC : Denote the user's MAC address

Packets In : Denote the current user's packets in.

Bytes In : Denote the current user's bytes in.

>

>

>

>

>

= Packet Out : Denote the current user's packets out.

= Bytes Out: Denote the current user's bytes out.

=> Start Time : Denote the start time of current service users
= End Time : Denote the end time of current service users
= Plan : Denote the current user's billing plan.

= Payment Type : Denote the current payment type, there were show Cash or PayPal

= Cost : Denote the current service charge

Click Refresh button to reload the page.
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4.4  Control your Managed AP

WMS-308N supports to manage up to 120 managed access points (AP), WLAN users are connected to the network
via the managed APs, and they can be configured in this section. This section include the following functions :
Device Discovery, Profile Management, Batch Setup Management, Group Setup Management, Traffic

Monitor, AP Group Status, Rogue AP Detection, Notification and Website Monitor.

4.4.1 Discovery Managed AP

Use this function to detect all of managed APs in the local area network by the current discovery process. Each
discovered managed APs can configured Password, IP address, Netmask or Gateway. Importing managed APs'
profile for Profile Management. Please click on AP Management — Device Discovery, the Device Discovery

page will appear.

& Davice Discovery

Passward LAN Setting

P Addrew Netmavk Caterway

[AubG Incremient]

5 ap

System Message

P Address

192, 168.2.62

192, 008.2.60 205 25%.25%.0

182, 16R.2.61 I55.755.25%5.0

255 255.25%.0

MAC Address

Swvedieloo AP

82.168.2.1 SxwilEebaod AP

192.168.2.1 SwelBeboot AP

Wi sage

DN - i8NG Defsull DNS Server

cify [ Srees 1B
Frimary ONE

Secandary ONS

B Discover : Click Discover button to search managed AP device on your network

B Get Info : Click Start button to get current informations of the selected managed AP. Select desired managed
AP and click Import to database button to import respective managed AP's profile to system, then the success
message “Import to Database” will be displayed on System Message field. Up to 120 managed APs can be

imported to system.

If the managed AP's IP address are the same or already exist in the profile list, the system can't import
s profile to database, please use LAN Setup to configure different IP address of the respective managed
AP before you import profile to system.

B Source IP : Denote the current IP address of the respective managed AP.
B MAC Address : Denote the current MAC address of the respective managed AP.

Password : Enter the specified the password in the password field of the top of the list and click Discover button to

access managed AP, the system use “default” password to access managed AP. If managed AP can't get F/W
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Version, F/W Date, Mode and LAN Setting, or display error message “Error:401 Unauthorized” on System

Message field. Enter the correct password on the respective managed AP, and click Get Info button to get

information on the respective managed AP, or click Save&Reboot AP button to change password of the respective

managed AP.
B HostName : Denote the current hostname of the respective managed AP.
B F/W Version : Denote the current firmware version of the respective managed AP.
B F/W Date : Denote the current firmware date of the respective managed AP.
B Mode : Denote the current operating mode of the respective managed AP.
B LAN Setting : Denote the current LAN setting of the respective managed AP, the respective managed AP can
configure LAN setting and click Save&Reboot AP button to activated setting.
B LAN Setup : Assign IP range for specify managed APs on LAN Setup field and click Save&Reboot AP button
to activated.
= IP Address : Specify Start IP address as desired to set up the managed APs. Example : If you select three
managed APs and set start IP address to 192.168.2.60, then the three managed APs' IP address range from
192.168.2.60 to 192.168.2.62.
= IP Netmask : Specify IP netmask as desired to set up the managed APs.
= IP Gateway : Specify default gateway as desired to set up the managed APs.
= DNS : Specify primary and secondary DNS server IP as desired to set up the managed APs.
B System Message : Display system message for each managed APs after clicking Save&Reboot AP, Start, or

Import to database button

=>» IP Address : Denote the current IP address of the respective managed AP.

= MAC Address : Denote the current MAC address of the respective managed AP.
= Message : Display the current message of the respective managed AP.

v' Error: 401 Unauthorized — System can't access managed APs after clicking Start or Discover button
to detect and access managed AP. The correct password must be entered on this field and Click

Save&Reboot AP button to activated setting.
v" Error: Device already exist! — The same IP address or MAC address already exist in the database.
v' Change IP: xxx:xxx:xxx:xxx — System change IP address of the respective managed AP.
v" Import to Database — System import configuration profile of the respective managed AP to flash.

v" Error: Profile Download ERROR — System can't download profile of the respective managed AP, the IP

address of managed AP need the same with controller.
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Click Discover button, the system will rescan managed AP.

To support switch discovery, the WAP-954GP need use firmware version 2.0.16 or higher; the WAP-
bas 854NP need use firmware version 1.1.5 or higher; the CPE-2010G / CPE-2000GN-1 need use firmware
version 2.1.6 or higher; the WLO-15814N / WLO-15802N need use firmware version V1.1.8 or higher.
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4.4.2 Managed AP’s Profiles Management

After administrator import profile of the respective managed AP, the each managed AP's profile will saved in the
database of switch and listed status on AP Profile Management page. Up to 120 managed APs can be imported to
system. This section provides profiles management of the respective managed AP. Administrator can copy profile to
template database, download profile to PC, restore or auto-recovery profile for managed AP. Please click on AP
Management — Device Discovery, the AP Profile Management setting field will appear on bottom of Device

Discovery page.

& AP Profile Management

# Smates  Host Name MALC Address IP AddressParn Passvwrd Last Update Time Artisns Desgee Al
B WAPDHNE A5 Al 192, 16EL 260 1) D —— 2000791701 00:03:20 Cooy 10 1emplace Dowmload va PC Respore Recoveny Delers
192, 160261 HI srsmass FOOQO1 101 000139 Copy 10 templace Download 1o AC Resoone ReLowery Delete

1%2.168.2 .62 B swmmews 200:0/701701 80:03:11 Loy 1o femplake DHrwydodad te L Restore REtavery Celete

B Status : Denote the current status of the respective managed AP. The following three status :
I
v 8 On Line : Denote the current managed AP able detected and accessed
|
4 Off Line : Denote the current managed AP unable detected and accessed
v E Unauthorized : Denote the current managed AP able detected, but unable accessed.
e If Status shows Unauthorized, it indicates the Password is incorrect. You need change correct

—~~ password and click Save button.

=5 . . . . .
v" ¥ Changed : Indicate the current managed AP's settings changed. The switch will automatically

download profile after the “Auto Download Profile Interval”.

4 i ] Upgrading : Indicate the system upgrade on current managed AP.

B Host Name : Denote the current system name of the respective managed AP.
B AP MAC Address : Denote the current MAC address of the respective managed AP.

B IP Address/Port : Denote the current LAN IP address and port of the respective managed AP.

e If the managed AP's IP Address and Port changed after importing profile. Administrator need change IP
-~ address and port, then click Save button to activated. Otherwise the switch unable access managed AP.

B Password : The default password is “default” while administrator import managed AP's profile. Enter the

correct password of the respective managed AP to access.
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B Last Update Time : Denote the last update time of the respective managed AP.

B Actions : Click an action button to perform the appropriate action.

v" Copy To Template : Click “Copy” button to save profile of the desired managed AP to template database.
The alert window should be appear, then enter desired template's name and click OK button to save. Below
depicts an example for copy profile to template. Template is a mechanism that keep one AP as a standard

profile, then other APs can share the same Template without repeatedly keying all the parameters.

Explorer User Prompt

Script Prompt;

MACIO0:17:431B:3E:D8] Copy to template File, Please input template name.

Cancel

[D0TAFIBIEDS WAP-B54NP

= Download To PC : Click “Download” button to save profile of the desired managed AP to local PC.
= Restore : Click “Restore” button to restore profile to managed AP, the AP Profile Restore page will appear.

& AP Profile Management = AP Profile Restore

AR Tedesrer =M
Aran md n

Rastons

v" AP Information : Display the MAC and IP address information of the selected managed AP's profile.

v" Restore Type : Select desired profile type for selected managed AP to restore. The switch supports three
types of restore method : Load From AP Profile, Load From Template Profile and Load From Upload

File. Click “Restore” button to change current managed AP with the selected profile.

€ Load From AP Profile : Select desired profile from AP Profile List. All imported profiles will be on
the AP Profile List, the system use MAC address(12 hex characters) of the respective managed

AP for profile's name.

¢ Load From Template : Template is a mechanism that keep one AP as a standard profile, then
other APs can share the same Template without repeatedly keying all the parameters. Select
desired profile from Template Profile List. All saved template profiles will be on the Template

Profile List. Click Delete button to remove template file on the list.

Template Profile List

Template Profile List: ) 001A501B3ED9-WAP-954GP bin
O 001A502F0CAB-WAP-854NP bin

Delete Template File
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€@ Load From Upload File : Select desired profile from local PC.

Upload File From PC
Load Profile From PC :

B Auto Recovery : Click “Recovery” button to upload profile to new or unlist managed AP, the AP Profile Auto

Recovery page will appear.

# AP Profile Management > AP Profile Auto Recovery

v' AP Information : Display the MAC and IP address informations of the selected managed AP's profile.

v Available Recovery AP List : All of available managed AP will display in the list. These managed APs
not yet imported to profile list.

¢ |IP : Denote the current IP address of the respective available managed AP.
€ MAC : Denote the current MAC address of the respective available recovery AP.

€ Password : The default password is “default”. Enter the correct password of the respective
managed AP to access.

¢ Status : Denote the current status of the respective managed AP. If the status shows “Available
Use”, the managed AP can used; if the status shows “401 Unauthorized®, the managed AP can
not accessed. The correct password must be entered on Password field and Click “Test” button to

access.

Click Rescan button to scan available managed AP.

= Delete : Click “Delete” button to remove profile on the list.

Sync Interval : The interval in the range of 1~14400 and set in unit of minutes. The default value is 5 minutes.

During every interval, the system automatically download profile or configure setting from the respective AP.
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4.4.3 Managed AP Batch Setup

WMS-308N supports batch configuration of the managed APs, for automatically assigning IP addresses from a
range of IP addresses to the selected managed APs; for configuring wireless general and security settings to the

selected managed APs; for upgrading firmware to the selected managed APs.

# Batch Setup Managemant

Available AP Profile List Batch Setup
Croup Mo & Seleey Senup 0 | LAM SEeup
Selret Haut Hame MAC Address IP Addreus:Port Sratus
AF 192 1682 60 89 LAN Setup
TR Fa TR O] P Address © 192168260 (Aute Incremert)
192 1683 64 80 IF heomask ;| 255.255.255.0
i F D14 50 18:74-08 i02.160.2 6880 IP Gateway | |192.168.2.1
R . 18:36-09 193 18261 B0
ik DS 1

B Available AP Profile List : All managed AP's profiles will be displayed on the list.
Group : Select a specific group of managed APs for batch configuration.

Select : Select desired managed AP for batch configuration.

Host Name : Denote the current system name of the respective managed AP.

AP MAC Address : Denote the current MAC address of the respective managed AP.

IP Address : Denote the current IP address of the respective managed AP.

L 2 T L B

Status : Denote the current status of the respective managed AP after click “Apply AP” or “Reboot AP”
button for batching configuration. The following status : Save LAN/Wireless/VAP Error[Connect Fail(1)],
Upgrade Firmware Error[Connect Fail(1)], Upgrade Firmware Error[Firmware Upload ERROR], Save
LAN/Wireless/VAP Success, Check Free Memery, Upgrade Firmware Now, Rebooting .

1. To prevent data loss during firmware upgrade, please backup current settings before proceeding.
*:':, 2. Do not interrupt during firmware upgrade including switch power on/off or unplug RJ-45 cable from
PoE port as this may damage managed APs.

B Batch Setup : Select desired for batch configuration, the related setting field will appear.
= LAN Setup : Specify IP address, Netmask, Gateway and DNS for selected managed APs.

= Management Setup : Specify desired system information, administrator's password, HTTP's port and Telnet

's port.
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~ System Information

System Name :

|{Auto Increment)

Description :

Location :

— Root Password

MNew Root Password :

Check Root Password :

~ Login Methods
HTTPPort:[80 |
Enable Telnet: F‘u:ur‘t:

= Time Server Setup : Specify correct Time zone setting for selected managed APs. The default NTP Server

is switch's LAN IP address. The local time of managed APs will follow WMS-308N's local time.

~ Setup Time Use NTP
NTP: @ Enable O pisable
NTP Seruer:|192.L58.2.253

Default NTP Server: | Customize Time Server [% |:opti|:|nal:

Time Zane : | (GMT+08&8:00) Beijing, Hong Konag, Singapore, Taipei ¥

Daylight Saving Time

= Wireless Basic Setup : Specify Band, Channel and Tx power for selected managed APs.

—Wireless Basic Setup
Band Mode : | 802.11b =

Country : | US |

Channel : @Aulo Assign '\:,'One Channel

1 (2.412 Ghz)
2 (2.417 Ghz)
3 (2.422 Ghz)
4 (2.427 Ghz)
5 (2.432 Ghz)
6 (2.437 Ghz)
7 (2.442 Ghz)
8 (2.447 Ghz)
9 (2.452 Ghz)
10 (2.457 Ghz)
11 (2.462 Ghz)

Tx Power : | Level 9 =

~ If you configure wireless basic setting for WLO-15814N/WLO-15802N, you need select in Wireless Basic
-~ Setup(WLO-158xx series) option
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= VAP Setup : Specify ESSID and Security Type for selected managed APs.

VAP Setup
VAPID: | VAPD -

ESSID : (Auto Increment)
VLAN ID(Tag) : | Domaind = | VLAN ID:

Security Type : | Disable

@& If you configure VAP setting for WLO-15814N/WLO-15802N, you need select in VAP Setup(WLO-158xx
- Series) option

= Firmware Upgrade Via TFTP : Enter TFTP Server IP address and firmware file, and then click “Apply AP”

button to upgrade.

Firmware Upgrade Via TFTP Server
TFTP Server|P:

File Mame :

= Upgrade Firmware Via URL : Enter URL address(example : http://192.168.2.10/xxx.bin), and then click

“Apply AP’ button to upgrade.

Firmware Upgrade Via HTTP URL
URL :

1. To prevent data loss during firmware upgrade, please backup current settings before proceeding.
2. Do not interrupt during firmware upgrade including switch power on/off or unplug RJ-45 cable from

e
wtl PoE port as this may damage managed APs.
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Managed AP Group Management

Administrator specify managed APs in the same group, and locate managed APs on the specified map. The switch

supports automatically channel assignment and power setting for managed APs, real time wireless clients limitation

in the same group managed APs. Please click on AP Management — Group Setup Management, the Group

Setup Management page will appear.

# Group Setup Management

AP Group List

Group Name

Create New Group

Description Actions

Mo items in the list!

B Create New Group : Click on Create New Group button, the group setup page will appear.

Crioup Setup Management » Group Setup [Hew]

salect Host Hame

= Group Setup :

MAL Address

IF Address

v" Group Name : Specify desired name for group

v" Group Description : Enter appropriate text to denote this group

= AP List : Select available AP for group

= Dynamic Channel Allocation : By default, it's “Disable”. To Enable to activated dynamic channel

allocation function, and select desired channels with specify RSSI Threshold and High/Low Power Level,

the system will automatically assign suitable channel and TX power for group managed APs after the Sync

Interval (Please see section 4.4.2). Figure 4-3 depict flow chart for dynamic channel allocation.

Lad RSSI Threshold %0 indicates -95 dbm on WAP-954GP and WAP-854NP; RSSI Threshold %100

-

respectively indicates -35 dbm and -1 dbm on WAP-954GP and WAP-854NP
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Dynamic Channel Allocation

Service : (=) Enable (_)Disable
Country : | US H
Band Mode : | 2.4CHz B
Channel : Free Channel Move Select Channel

1(2.412 Ghz}
2 (2.417 Ghz)

3 (2.422 Ghz) aes
4 (2.427 Ghz) >
5 (2.432 Ghz)
6 (2.437 Ghz) -
7 (2.442 Ghz)}
B8 (2.447 Ghz) =

9 (2.452 Ghz)
RS5I Threshold : | 40

High Power Level : | Level 9 =

Low Power Level : | Level 3 =

I Get all site survey in the same group APs |

I Sort group managed APs' scaning list |

Mo

Select maximum scaning list

Assigned AP's RS5| < RSSI Threshold

Free "Select Channel"

Assigned current "Select Channel” to AP
with "High Power Level"

Assigned current "Select Channel" to AP
with "Low Power Level"

Apply group managed APs

Figure 4-3 Dynamic Channel and Tx Power Allocation Flow Chart
= Maximum Clients Control : By default, it's “Disable”. To Enable to activated maximum wireless clients
limitation in the group, the system will automatically assign maximum clients limitation for group managed

APs after the Sync Interval (Please see section 4.4.2)
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Maximum Clients Control

service - @ Enable O pisable
R¥ Threshold : {10240 KEps
TX Threshold : {10240 KEps

Croup MAX Sevice Clients : |32

v" Rx Threshold : Rx Threshold is in the range of 0~120400 and set in unit of KBps. The default value
is 10240 KBps. Specify desired receive bandwidth for wireless clients limitation in the same group of
each managed AP. The wireless clients unable connect to managed AP, when bandwidth of receive

achieve limitation.

v" Tx Threshold : Tx Threshold is in the range of 0~120400 and set in unit of KBps. The default value
is 10240 KBps. Specify desired transmit bandwidth for wireless clients limitation in the same group of
each managed AP. The wireless clients unable connect to managed AP, when bandwidth of transmit

achieve limitation.

v Group MAX Service Clients : Enter maximum number of clients to a desired number in the range of
0~256. The default value is 32. For example, while the number of client is set to 32, only 32 clients are
allowed to connect with all managed AP in the this group

= MAC Filter Control : By default, it's “Disable”. To Enable to activate MAC filter control in the same group
APs, the system will automatically assign block MAC address of the wireless clients for group managed APs
after the Sync Interval (Please see section 4.4.2)

—MALC Filter Control

service : @ Enable O pisable

MAC Address |

MAC Address Actions # MAC Address Actions

1 00:12:50:17:00:071

v" MAC Address : Enter MAC address in this field. There are maximum 20 clients allowed in this MAC
Filter List.

The MAC Address of the wireless clients can be added and removed to the MAC Filter List using the Add and

Delete button.
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e
—  You also can add specify MAC address form Group Online Users page(Please see section 4.4.6).

Lad When these services enabled, the switch will automatically control channel, txpower, maximum clients
and MAC filter during every “Sync Interval” (Please see section 4.4.2).

B AP Group List : Display created group in the list.

AP Group List

Group Name

Group Test

Description

Actions

Map Location

Create New Group

Edit Delete

= Group Name : Denote the name of group.

= Description : Denote the additional description of group.

= Actions : Click an action button to perform the appropriate action.

v Edit : Click option to configure settings of the respective group in the list.

v" Delete : Click option to configure settings of the respective group in the list.

v" Map : Use this option to add maps or edit the current map(s). The system supports JPG, JPEG, PNG

and GIF format.

Map Name
example-3.jpg
example-4.jpg
example-5.jpg

Total Use Space

File Size
140.76 KB
268.45 KB
161.88 KB

571.08 KB

# Croup Setup Management > Map Setup [0]

wAME | A

Preview

Preview
Preview

Upload
Edit Delete
Edit Delete
Edit Delete

4 Map Name : Denote the current map's name.

€ File Size : Denote the current map's size

€ Actions : Click an action button to perform the appropriate action.

A Preview : If multiple maps have been uploaded, you can select which map you want to view

using this option.

A Edit : Use this option to change map's name and define the scale of the map.

A Delete : Use this option to remove map.
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€4 Total Used Space : Denote the current used storage space, the total storage is 1MB for uploading

e-map.

Once you click the Edit link, the Map Setup page will appear. You can change Map Name and Scale Unit.
Use your mouse to click and hold to draw a line in the area that you want to use to set the scale of the map,
then the Setup Map Scale setting window will popup. Enter the distance that the line represents in the
Distance setting field, then lick Confirm button to complete, and the new scale value will be displayed at the
right-bottom of the map or Scale Unit setting field. The distance is specified in meters by default but you
can switch to kilometer, feet or mile using the drop-down selection menu on Scale Unit setting field. Click

Save button to save your changes

Group[Test] Map Setup

Map Name | Building-2

Scale Unit i |10 Meter | | Save! |

Distance i |5 m

Enter the distance of this line to set the scale 4
of this map. |

| Cancel || Confirm |

L& IJ

10 m

v' Location : Use this option to place managed AP(s) on the map. Drag managed APs icon from the
Device List on the left to the appropriate location(s) on the map. Move your mouse on managed APs

icon, the Hostname and IP address information will be displayed, as illustrated.
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# Group Setup Management > Location Setup [0]

Building-1 Building-2 Building-3

Device List (Drag onto Map
L] 00:1A:50:00:87:28
L] 00:14:50:00:87:2E

Hostname: WAP-8541P; IP: 192,168,260

Double click on managed APs icon, the basic management setting page will appear. Specify desired System

Name, Description, Location, HTTP Port and Telnet Port, then click “Save & Reboot” button to activate your
change on managed APs

w MAC: 00:1A:50:00:87:28 - Management Setup

-System Information

System Name : WAP-854NP

Description © g02.11n Industrial Access Point

Location :

-Login Methos
HTTP Port : 80

Enable Telnet : & Port: 23

| Cancel || Save & Reboot |
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This section provides visual graph of network traffic and online users on real time. Please click on AP Management —

Traffic Monitor, the Traffic Monitor page will appear.

Traffic Monitor

Auto Refresh Interval: | 10

Seconds | Apply |

KBps 0 M\/MJW—AJMWW’V\

KEBps |

0

Group Overview

# Show Name Description Devices Clients Packet(RX/TX)
1 Ig Group Test Testl 3f3 1 14454 / 7731
2 Ig Group Test 2 1/1 o 4214 | 2678

Total 4/f4 1 18668 / 10409

. Total RX

i Group Test RX
1 B Group Test 2 RX
1

4]

z Total T

2 Group Test TX
1 B Group Test 2 TX
1

0

Total Client
Group Test Client
1 I i . . . . I . ! I B Group Test 2 Client

Bytes(RX/TX)
1.0Z MB / 1.13 MB
360.18 KB / 463.13 KB
1.37 MB [ 1.64 MB

B Auto Refresh Interval : The interval is bigger than 10 and set in unit of seconds. The default value is 10

minutes. During every interval, the system automatically gets network traffic and online users on the respective

group or AP.
B Apply : Click this button to save changes.
B Show : Click this option to add specific group on visual graph of network traffic and online users
B Name : Denote the name of the group
B Description : Denote the additional information of group
B Devices : Denote the current connected AP and total AP in the group
B Clients : Denote the number of clients connected to this group
B Packet(RX/TX) : Denote the transmitted and received packet of data by the group.

B Bytes(RX/TX) : Denote the transmitted and received bytes of data by the group.

Click specific hyperlinks on Name of Group, the network traffic of managed APs will be displayed, as illustrated.
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Traffic Monitor

Auto Refresh Interval: | 10 Seconds | Apply |

1000

Group Test RX
192.168.2.61 RX
192.168.2.60 RX
192.168.2.62 RX

Group Test TX
192.168.2.61 TX
192.168.2.60 TX
192.168.2.62 TX

Group Test Client
192.168.2.61 Client
1 a i e E i M| 192.168.2.60 Client

B 192.168.2.62 Client

0

Group Overview / Group Test

System Up

# Show IP Address MAC Address F/W Version F/W Date Time Status Clients Packet(RX/TX) Bytes(RX/TX) Actions

1 & 192.168.2.61 00:1A50:00:87:28 Cen-AP-NZH1V1.1.3 2a2/0ar 43:10 Online 1 54192329 31987KB/373.84 [Locate | [ Reboat |
2 @ 192.168.2.60 00:1A50:00:872E Cen-AP-N2HI V1,13 A 43:11 Online 0 3242 /1793 278.84KB /28193 [ Locate | [ Reboat |
3 @ 192168262 00uAS0AT3008  CONEPIEAHS WS 42:39 Online 0  3516/2203 29004KB[35331 [Locate | [ Reboot |

Total 3/3 1 12177 / 6421 394-75;‘(: /0.99

B [P Address : Denote the IP address of the AP.

B MAC Address : Denote the MAC address of the AP.

B F/W Version : Denote the firmware version of the AP.

m  System Up Time : Denote the system up time of the AP.

B Status : Denote the currently connected status of the AP.

B Clients : Denote the number of clients connected to the AP.

B Packet(RX/TX) : Denote the transmitted and received packet of data by the AP.
B Bytes(RX/TX) : Denote the transmitted and received bytes of data by the AP.

B Actions : Click an action button to perform the appropriate action.

= Locate : Click this button to locate the AP, the LED on the AP will flash so that you can place it in the

correct location on the map. The LED will flash around 10 seconds

= Reboot : Click this button to restart the selected AP
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4.4.6 Group Status

This section provides detailed informations of group on Location, Online Users and Device Syslog can be

reviewed via this page. Please click on AP Management — Group Status, the Group Status page will appear.

Group | Group Tes &

& Group Status

LaLarion

Hap: | Building=2 2| | Refresh

=P Address
MAL Address

Host Name

il
Z

—H"
I_Jl.
.J:;

m  Group : Select a specific group of managed APs to get group status

Hiilite

m  Location : Show current managed AP's location on the respective group. The green flag mark indicates the
AP can be accessed and double click to view the respective “System Information”, the question mark

indicates the AP can not be accessed.
= Map : If multiple maps have been uploaded, you can select which map you want to view location
= Refresh : Click this button to reload the page
= Label : Displays the name applied to the AP on the map.
B Online Users : Display a list of users that are connected to the managed AP of the respective group.

Lot Timit i

# Growp Status

Online Users

TP Address ESSID AP MAC Address  Clent MAC Address  RSS1 TNSRN Rate TE/RX 500 TX/RX Dytes Connect Teme Actions
192.168.2.61  APDO S0 LA 0RO BT et oecBrdbicy (9e 39 1M1 14/15568 0R1EBK o120 ok Deigansas
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Refresh : Click this button to reload the page

IP Address : Display the IP address of the AP that the client is connected to.

ESSID : Display the ESSID of the AP that the client is connected to.

AP MAC Address : Display the MAC address of the AP that the client is connected to.
Client MAC Address : Display the MAC address of the connected client.

RSSI : Display the signal strength from the AP to the client

TX/RX Rate : Display the transmitted and received data rate by the client.

TX/RX SEQ : Display the transmitted and received sequence of package by the client.
TX/RX Bytes : Display the transmitted and received bytes of data by the client.

Connect Time : Display the total time the client has been connected for this session

L 2 T T N T 2 L N

Actions : Click an action button to perform the appropriate action.

v" Block : Click this button to block a specific client from accessing the AP of the respective group. This

will add the client to the MAC Filter List of the respective group.(Please see section 4.4.4)

v" Disconnect : Click this button to reconnect a specific client from accessing the AP of the respective
group.
B Devices Syslog : Display a list of recent events by the AP of the respective group.

Geoup | GroepTaw &

# Group Status

Dewice Sylog

Device | WARSSANP - 192160263 & | | Relresh
Tims Fmeility Lavariey Maaangas

J000-01-01 0000 %4 System Infa Authentication sucoesshul for root from 152.168.2.252
2000-01-01 000134 dGysiem infg Auinentication successiul for reot from 192.0068.2.100
200:0-08-01 0020138 Gystam Enfa Autmantisation pussessful fer rest fram 137.0.0.1

F000=08-01 0001 40 SyEIRm Enfia Aupthentication successhiul for root from 1592.168.2.100
2000-08-0L 0000147 System Enfia Authentication sucoessiul for root from 152.168.2.253
J00-01-01 00:02:04 System Infa Authentication sucoesshul for root from 152.168.2.252
200:0-01-01 00:02:24 System Infa Asthentication sucoessful for root frdm 152.168.2.253
200:0-01-01 06:023:38 Sysdarm Enfa Audbentication successful for reot fram 1532.168.2.100
000 a1 00:03:25 SyEIRm Enfia Authentication successiul for root from 192.168.3.252
00 01 00:03:41 System Enfio Authentication sucoessiul for root from 192.168.2.100
paili] Q1 000445 System Enfia Authentication sutoessiul for root from 152.168.2.252
J000-01-01 000508 System Infa Authentication sucoesshul for root from 152.168.2.253
2000-01-01 000547 dGysiem infg Auinentication successiul for reot from 192.0068.2.100
2000-08-01 000601 Gyetam Enifa Autmpntisation pussessful fer rest fram 192.168.2.252
F000=08-01 00:06:03 SyEIRm Enfia Aupthentication successhiul for root from 1592.168.2.100

Devices : Select a specific managed AP to get system log

Refresh : Click this button to reload the page

Time : The date and time when the event occurred.

Facility : It helps users to identify source of events such “System” or “User”

LTS NS

Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.

L 2 T L N T

Message : Description of the event.
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4.4.7 Rogue AP Detection

Wireless networks extend wired networks and increase worker productivity and access to information. However, an
unauthorized wireless network presents an additional layer of security concerns. Less thought is put into port

security on wired networks, and wireless networks are an easy extension to wired networks.

Therefore, an employee who brings his or her own Access Point (AP) into a well-secured wireless or wired
infrastructure and allows unauthorized users access to this otherwise secured network can easily compromise a

secure network.

Rogue detection allows the network administrator to monitor and eliminate this security concern. This section
provides rogue AP detection, the system can detect the AP is not in the managed AP list. Please click on AP

Management — Rogue AP Detection, the Rogue AP Detection Setup page will appear.

Roqgue AP Daracrion Setup

ESSID MAC Address Description Actlons

Rogue AP Summary |

Hest Hasie L5sIm MAL Address Chanmel HMads 310 £ onflict Intramel valid AP

WA AN

Last Devectlon Thee: 19591 201 02005

m  Rogue AP Detection Setup
= Service : By default, it's “Disable”. To Enable to activated rogue detection.

= Scan Time Interval :The default value is 60 and set in unit of minutes. During every interval, the system

will automatically detect rogue AP from the signal coverage of all managed APs
m  Rogue AP Type : Select what kind of rogue AP is particularly mared into the list.

= Any Uncontrolled AP : Click this option, the system will find out the rogue AP within the signal coverage of
the managed APs

v" Only When SSID Conflict : Click this option, the system only find out the rogue AP with the same
ESSID of the all managed AP and particularly mark into the list
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Ad-hoc Nodes : Click this option, the system will find out the Ad-hoc rogue AP within the signal coverage

of the managed Aps

Uncontrolled AP connected to intranet : Click this option, the system will find out the intranet rogue AP

within the signal coverage of the managed APs and particularly mark into the list

m  Valid AP List : Assign specified uncontrolled AP into the valid list , the system will particularly mark in the

Rogue AP Summary.

>

v v v V¥

ESSID : Enter specified ESSID into the valid list

MAC Address : Enter specified MAC address of AP into the valid list
Description : Enter appropriate text to denote this valid AP

Add : Click this button to add valid AP into the list

Actions : Click an action button to perform the appropriate action.

€ Delete : Click this button to remove the specified valid AP in the list

®m  Rogue AP Summary : List all of rogue APs within the signal coverage of the managed APs

L 2 T T T

v

Refresh : Click this button to reload the page

Host Name : Denote the current hostname of the managed AP

ESSID : Denote the current ESSID of the rogue AP

MAC Address : Denote the current MAC address of the rogue AP

Channel : Denote the current Channel of the rogue AP

Mode : Denote the current mode of the rogue AP, there will be AP or Ad-hoc mode

SSID Conflict : If the rogue AP matched to “Only When SSID Conflict” condition, there will be marked

Intranet : If the rogue AP matched to “Uncontrolled AP connected to intranet”’ condition, there will be

marked

Valid AP : If the rogue AP is in the Valid AP List, there will be marked

If you want to add valid AP from Rogue AP Summary, move your mouse on specified rogue AP on the list and
double-click, the specified rogue AP's ESSID and MAC address will display in the Valid AP List setting field. Click
Add button to add to list.

m Last Detection Time : Denote the last detection time
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4.4.6 Website Monitor

WMS-308N will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the
monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the related information, click Add button and these settings will become

effective immediately. Green light means online and red light means offline. The system provides 50 monitor IP
address fields on the “Website Monitor List”. Please click on AP Management — Website Monitor, the Website

Monitor page will appear.

& Websire Monitor

.......

On each monitored item with a WEB server running, administrators may add a link for the easy access by selecting
a protocol, http or https, and click the Add button. After clicking Add button, the IP address will become a hyperlinks,
and administrators can easily access the host by clicking the hyperlinks remotely. Click Delete to remove the

setting in the list. Click Refresh button to renew status.
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4.5 Restrain the Users and Sharing Your Internal Service

4.5.1 Configure Time Policy

Administrator can define time policy for Service Domain, IP Filtering, MAC Filtering and Virtual Server. There

are 10 policy can be defined. Please click on Advance -> Time Policy to enter Time Policy Setup page.

& Time Palicy Setup

Policy 1
Policy - | Poliey 1 &

) Tue I
Schedule Rule © (=) 0On Schedule () Out of Schedule
wed |
Saew Acticn
Th e
- Fri |
Time Schedule
Dary of Week Sun Mion Tt Wed Th Fri Sar Sat
! e : ¢ & 4 & & 10 12 14 16 18 20 22 24
Start Fram - 00 oo .
Time Schedule List
End To: 23 39 & Week Tinse Actions
2 BN Mo Tue Wed Thu  Fri Sa 0000 - 23:50 Dolcie  Eda
3 Sum  Mon  Tue Wed Thu Fri R 0000 - 23:50 Dolcie  Eda

m  Policy : There are 10 Policy can be selected.

m  Schedule Rule : Select desired schedule for this policy click Save Action button to save Schedule Rule

setting

m  Time Schedule : Select desired day of week and time period for this policy.

Below depicts an example for “On Schedule” and “Out of Schedule”

On Schedule Out of Schedule
Zu
Mnn
Tu [ ]
wed | ]
Th ==
F (I

Sat —

o 2 q B a3 1 12 L 16 18 20 2 24

Click “Save” button to add schedule to policy. There are 10 schedule maximum allowed in the each time policy. All

schedule can be edited or removed in the each time policy. Click Reboot button to activate your changes.

115



WMS-308N Network Access Control Gateway

User's Manual

4.5.2 |IP Filter

The administrator can setting IP Filter via this page, Please click on Advance -> IP Filter and follow the below

setting.
& |P Filver 5etup
IP Rules IP Filter List
AddressMask fawree AddrewsMazk  Port
In/Out Protocod Listen Policy Interface Schedules Actions
P Destination Address /Mask Port
w/ Mas.
B
Infc
ot CF i P
Veu
P &) ey
ALL
S Fr—

m  Source Address/Mask : Enter the desired source IP address and netmask; the mask must be a plain number,
i.e. 192.168.100.10/32

m  Source Port : The source port(s) required for this rule. A single port may be given, or a range may be given as

start:end , which will match all ports from start to end, inclusive.

m  Destination Address/Mask : Enter the desired destination IP address and netmask; the mask must be a plain
number, i.e. 192.168.1.10/32

m  Destination Port : The destination port(s) required for this rule. A single port may be given, or a range may be

given as start:end , which will match all ports from start to end, inclusive.

®  In/Out : This option used for specialized packet alteration. The system support In (INPUT : for packets coming

into the interface itself) or Out (FORWARD : for altering packets being routed through the interface)
m  Protocol : This option allows you to select protocol type. The system support TCP, UDP or ICMP.
m Listen : Enable Yes to match TCP packets only with the SYN flag.
m  Policy : Enter Deny to DROP specialized packet; Pass to ACCET the specialized packet
m Interface : Select specified interface where filtering of the incoming /passing-through packets is processed

m  Schedule : Select specified time period for this rule.

Click “Save” button to add IP filter rule to List. There are 20 rules maximum allowed in this IP Filter List. All rules can

be edited or removed on the List. Click Reboot button to activate your changes.
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4.5.3 MAC Filter

The administrator can setting MAC Filter via this page, Please click on Advance -> MAC Filter and follow the below

setting.

& MAC Filter Setup

MAC Rules MAL Filter List

Ervabie H Save L MAL Address S5 hedule Aciions L MAL Address 3xhedule Actions

Always Run 3

m  Action : Select the desired access control rule; the options are “Only Deny List MAC”, or “Disable”.

define certain clients in the list which will have denied access to the Access Point while the access will be granted for

all the remaining clients — Access Control Type is set to Reject.

m  MAC Address : Enter MAC address in this field. There are maximum 20 clients users allowed in this MAC

address list.

m  Schedule : Select specified time period for this rule.

Click “Save” button to add MAC filter rule to List. There are maximum 20 rules allowed in this MAC Filter List. All
rules can removed on the List. Click Reboot button to activate your changes.
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4.5.4  Virtual Server (Port/ IP Forwarding)

A certain area in the network can be exposed to the Internet in a limited and controlled way for on-line game or
video conferencing via this page. Please ensure the internal port to be used is not occupied by other applications.

Please click on Advance -> Virtual Server and follow the below setting.

& Virtual Server Setup

Virtual Server Virtual Server List

& Service Descriptlon Protocod Privace IP Public Port Private Pomm WaN Schedule Actkons

Always Run 2

m  Description : Enter appropriate text to denote this virtual server.

m  Private IP : The corresponding IP address of the LAN port used for the respected service. Enter the LAN IP

address of the assigned host.

m  Protocol Type : The communication protocol of session. Select an appropriate protocol type, either TCP or

UDP protocol.

m  Private Port : The private port(s) required for this rule. A single port may be given, or a range may be given as

start:end , which will match all ports from start to end, inclusive.
m  WAN Interface : Select specified WAN interface where forwarding of incoming packets is processed

m  Public Port : The public port(s) required for this rule. A single port may be given, or a range may be given as

start:end , which will match all ports from start to end, inclusive.
m  Schedule : Select specified time period for this rule.

m  Service : Check Enable option to activate this rule, and Disable to deactivate.

The Private Port and Public Port can be different, but the port range need the same.
— example : Public Port is 10 to 20, the Private Port can be 30 to 40 or other 10 ports range.

Click “Save” button to add Virtual Server rule to List. There are maximum 20 rules allowed in this List. All rules can

be edited or removed on the List. Click Reboot button to activate your changes.
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4.5.5 Configure Blacklist

The administrator can add, delete and edit blacklist for uses access. If the system want to deny uses access to
specified website, enter the IP address, URL or Keyword of these websites in this list. Up to 20 rules can be defined

in this list. Please click on Service Domain — Blacklist, the page of Blacklist Setup will appear.

& Blacklist Setup
Rules Blacklist

Servioe Domaln Service Actiens

Remove

Service Domal ALL

Always Ran 2

B Name : Enter a descriptive name for this rule for identifying purposes.

B MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and click “Add” button to
add in the MAC group of each rule. Click “Remove” button can remove MAC address in the group of each rule.

There are 10 MAC address maximum allowed in each rule.

B Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for this rule. If you specify
local IP addresses range from 192.168.1.1 to 192.168.2.254. The matches a range of local [P addresses
include every single IP address from the first to the last, so the example above includes everything from
192.168.1.1 to 192.168.2.254.

B Protocol : Select Any or specify protocol(TCP, UDP, ICMP, Content Filter and Application) from drop-down
list.

If you want to block websites with specific URL address or using specific keywords, you can select Content Filter

from drop-down menu, and enter specific URL or keywords in Keyword setting field

Protocol @ | Content Filter =

Keyword : Add

Remove
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B Local Port : Specify local port(LAN port) range required for this rule

B Destination Port : Specify destination port range required for this rule.
B Service Domain : Select specified Service Domain for this rule.

B Schedule : Select specified time period for this rule.

B Service : Check Enable button to activate this rule, and Disable to deactivate.

Click Save button to add control rule to List. There are 20 rules maximum allowed in this Blacklist. All rules can be

removed or edited on the List. Click Reboot button to activate your changes.
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456 DMZ

The Demilitarized zone (DMZ) can be enabled and used as a place where services can be placed such as Web
Servers, Proxy Servers, and E-mail Servers such that these services can still serve the local network and are at the
same time isolated from it for additional security. DMZ is commonly used with the NAT functionality as an alternative
for the Virtual Server (IP / Port Forwarding) while makes all the ports of the host network device be visible from the

external network side.

Please click on Advance -> DMZ and follow the below setting.

& DMZ Setup

WANL DMZ WAMNZ DMZ

m  Service : Check Enable button to activate this function, and Disable to deactivate.

m |P Address : Enter the IP address of the computer or server to be used as DMZ host; only one DMZ host can

be activate at any time period.

m  Schedule : Select specified time period for this rule..

Change these settings as described here and click Save button to save your changes. Click Reboot button to

activate your changes.
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The IP Routing Settings allows you to configure routing feature in the gateway. The system supports RIP(Routing

Information Protocol ) and OSPF(Open Shortest Path First) dynamic routing and allows you to manually configure

static network routes. Please click on Advance -> IP Routing and follow the below setting.

& IF Routing Setup

OSPF Settings Routing Rules
| - Er Ser En. sak
Rowterily - | 192.168,1.254 (LAN) 3 Drestination Mer/slask
Nera WAN I
AN A &
N . P
A A

Routing Rules List

CEatus Descimavion Mer/Mazh

seribuee RIP onver OSPF

RIP Settings

Mo itemns the hil

¥ia O5PF RIF Actlomns

m  OSPF Settings

= Service : By default, it's Disable. To Enable to activated OSPF routing service.

= Route ID : The router ID is typically derived by each router from its interface IP address.

= Network : Specify desired interface WAN1, WAN2, LAN or VLAN1 ~ VLAN?7 for sending and receiving of OSPF

packets.
= Area : Default is 0, the range is from 0 to 4294967295.
=> Distribute RIP over OSPF : Allow RIP routes will redistributed into OSPF.
m  RIP Settings

= Service : By default, it's Disable. To Enable to activated RIP routing service.

= Side(Devices) : Specify desired interface WAN1, WAN2, LAN or VLAN1 ~ VLANY for sending and receiving of

RIP packets.

= Distribute OSPF over RIP : Allow OSPF routes redistributed into RIP..
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Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes.

®m  Routing Rules :

2>

2>

Service : Click Enable to activated static routing.
Destination Net/Mask : Specify desired destination IP network address with format of A.B.C.D/M
Via : Select a next hop of Gateway or Interface to the destination IP network.

Protocol : Set static routing rule to RIP or OSPF network. Select RIP to associate specific network on RIP routing

process. Select OSPF to associate specific network with the specified area on OSPF routing process

Click “Save” button to add Routing rule to List. There are maximum 20 rules allowed in this List. All rules can be edited or

removed on the List. Click Reboot button to activate your changes.

®  Routing Rules List

v v Vv v VY

Status : Denote the current status of rule
Destination Net/Mask : Denote the destination IP network address with mask
Via : Denote the next hop of Gateway or Interface to the destination IP network
OSPF : Denote the static routing rule to OSPF
RIP : Denote the static routing rule to RIP
Actions : Click an action button to perform the appropriate action.

v' Edit : Click this option to edit selected static routing rule

v" Delete : Click this option to delete selected static routing rule
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4.6 Observer the Status

4.6.1 Overview

Detailed information on System, Network, DHCP Clients and Service Domain can be reviewed via this page.

System Service Domain AP Management Advance Utilities Status
& Qverview
System Info Port Link Info (PR WANT Monitor el
Syrstem inf Host Marme WARS-208H 125.00 ”~
ystem info L -
- i WANT  WANZ aa. o0
Port Link Info et 100.00
| CPU Info g Description Metwork dccess Control Gatsway . . 75.00
Memory Info Firmware Version Cen-4C V0.0 50.00
Firmware Date 2011/02/24 12:30:58 25.00

LAH1T LANZ LAN3 LAN4

Bps [ M e e e e i
Mode Dynamic IF Mode

MAC Address D0:1A:50:00:74:74

Device Time 201 1/02/28 03:55:59
System Up Time (4:03

Primary DNS

Secondary DNS

IP Address
Netmask
Gateway
e b
4 |
LAN Monitar 1 x| [Ticket Count & % Online Users el
b Hetwork 1000.00 | | Auth Type Tickets Domain Auth Guest
. DHCP Clients 800.00 Fregensrated 1] Domain 0 o 0
£00.00 | On-Demand 0 Domain 1 o g
¢ Service Domain .
400.00 Payment Gatewsy a Domain 2 a (/]
200.00 | Thermal Printer Diomain 2 i}
Bps 0 Local Radius 0 Domain 4 0 0
MAC Address 00:1A:50:00:74:83 Total 0715841 Damain 5 @ o
IP Address. 192 _168.2 254 Dirsne: a o
Netmask 255.255.255.0 Used Space: 0.00% IS o o
R {Bybtes) 121682 e o =

(Bytas) 796505
m  System Information : Display the information of the system.

m  Networking Information : Display the information of the network.

m  DHCP Clients Information : Display the information of the DHCP clients.

m  Service Domain Information : Display the information of the Service Domain.
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Administrator could pull out information such as Route table, ARP table, MAC table, Bridge table or STP available in

the drop-down list from system. The “Refresh” button is used to retrieve latest table information.

ix frash

& Extra Infarmation

Extra Information Netstat Infarmation

inbormation | [ MG MSorAARan Protecal  LveTime Satus Srelp SrePort ostip DstPort
udp 5 LIEE.2.250  DISSE 168.95.1.1 53
589 ESTABLSHED  192.188.2.1%2 50577 192.168.32.250 8o
udp 4] 1920682250 56512 168.95.1.1 53
> 119 TIMEWAIT 1921682152 50576  192.168.2.250 B0
udp o 1920682100 17500 255255255255
udp 0 192.168.2.100 17500  192.168.2.25% 5
udp 13 1921662250 60203 168.99.1.1 53

= Netstat Information : Select “NetStatus Information” on the drop-down list, the connection track list should
show-up. NetStatus will show all connection track on the system, the information include Protocol, Live Time,

Status, Source/Destination IP address and Port.

= Route Information : Select “Route Information” on the drop-down list to display route table.

WMS-308N could be used as a L2 or L3 device. It doesn’t support dynamic routing protocols such as RIP or
OSPF. Static routes to specific hosts, networks or default gateway are set up automatically according to the IP
configuration of system's interfaces. When used as a L2 device, it could switch packets and, as L3 device, it's

capable of being a gateway to route packets inward and outward.

— Route Information -

Destination Gateway Netmask Interface
182.168.101.0 0.000 55.2550 eth1.101
1802.168.102.0 0008 2 eth1.102
192.168.1030 0.000 eth1.103
142 0 0000 eth0.]
192.168.1.0 0.000 eth1.0
102.168.104.0 0000 eth1.104
192.168.105.0 0.000 eth1.105
102.168.106.0 0000 eth1.106
182 168.107.0 0.000 eth1.107
230000 0008 eth1.0
0.000 192.168.2.76 eth0.]
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= ARP Table Information : Select “ARP Table Information” on the drop-down list to display ARP table.
ARP associates each |IP address to a unique hardware address (MAC) of a device. It is important to have a unique

IP address as final destination to switch packets to.

r ARP Table Information
| IP Address MAC Address Interface
192.168.2.254 00:11:22:66:88:50 eth0.1

192.165.1.44 00:14A:92:9F:A4:98 eth1.0
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4.6.3 Event Log

The Event log displays system events when system is up and running. Also, it becomes very useful as a

troubleshooting tool when issues are experienced in system.

& System Log
Time Facility Sewerity Message

m  Time : The date and time when the event occurred.

m  Facility : It helps users to identify source of events such “System” or “User”

m  Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.
m  Message : Description of the event.

m  Refresh : Click this button to renew the log

B Clear : Click this button to clear all the record
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Table A

Block

LAN/VLAN Setup

WAN

Web GUI Valid Characters

Field
VLAN Tag

IP Address
IP Netmask
IP Gateway

Total Max. Upload/Download
Individual Upload/Download

Group Upload/Download
Session Limit per IP
Start/End IP
DNS1/DNS2/WINS IP
Domain

Lease Time

Hostname

MAC Address
Manual MAC Address

IP Address

IP Netmask

IP Gateway

PPTP Server

My WAN IP

My WAN IP Netmask

Hostname

User name

Password
MTU
Primary/Secondary DNS

Valid Characters
1-4094

A.B.C.D IP Format
128.0.0.0 ~ 255.255.255.252
A.B.C.D IP Format

0-102400, 0 is unlimited, default is 512
0-102400, 0 is unlimited, default is 512
0-102400, 0 is unlimited, default is 512
10-500, 0 is unlimited

A.B.C.D IP Format

A.B.C.D IP Format

Length : Up to 32
0-9,A-Z, a-z

~t@#S %N () _+-{}:<>2[1/;7,

600-99999999, default is 86400

Length : 1-32
0-9,A-Z, a-z
Space

~l@#S %N () _+-{}:<>2[1/;",

MAC Format
12 HEX characters

A.B.C.D IP Format
128.0.0.0 ~ 255.255.255.255
A.B.C.D IP Format
A.B.C.D IP Format
A.B.C.D IP Format
128.0.0.0 ~ 255.255.255.252

Length : Up to 32
0-9,A-Z, a-z

~l@#S %N () _+-{}:<>2[1/;7,

Length : Up to 32
0-9,A-Z, a-z

~t@#S %N () _*+-{}i<>7[1/;7,

576 ~ 1492
A.B.C.D IP Format
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Block
DDNS

Management

SNMP

Web GUI Valid Characters (continued)

Field
Hostname

User Name
Password

System Name

Description

Location

New Password

Check New Password

Port

IP Address/ Domain
IP Address to Ping
Ping Interval

Startup Delay

Failure Count To Reboot

RO/ RW community

RO/ RW user

RO/ RW password

Community

Valid Characters
Length : Up to 32
0-9,A-Z, a-z
@-_.

Length : Up to 32
0-9,A-Z, a-z

~l@#S %N () _*-{}:<>2[]/;

Length : 1-32
0-9,A-Z, a-z
Space

~1@#S% AT () _+-{}1<>2[1/;

Length : Up to 50 characters
Space

Length : Up to 32
0-9,A-Z, a-z
Space

~l@#S %N () _+-{}:<>2[]/;

Length : 4 ~ 30
0-9,A-Z, a-z

~t@#S %N () _*-{}:<>2[]/;

Length : 4 ~ 30
0-9,A-Z, a-z

~t@#S %N () _*-{}<>2[]/;

1~ 65535

A.B.C.D IP Format or Domain
A.B.C.D IP Format

60~3600; default is 300
60~3600; default is 300
1~99; default is 3

Length : 1-32

0-9,A-Z, a-z
~1@#S %N () _+-{} 1 <>7]]
Length : 1-31

0-9,A-Z, a-z
~1@#S %N () _+-{}:<>7]]
Length : 8 ~ 32

0-9,A-Z, a-z
~1@#S %N () _+-{}:<>7]]
Length : 1-32

0-9,A-Z, a-z
~1@#S %N () _+-{}]:<>7]]

A.B.C.D IP Format
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Table A

Block
IPv6 WAN1

IPv6 LAN/VLAN

IP Filter

MAC Filter
Virtual Server

Blacklist

IP Routing

DMz
Time Policy
Service Domain

Web GUI Valid Characters (continued)

Field
Primary/ Secondary DNS

IPv6 Address

Subnet Prefix Length
Default Gateway
Remote IPv4 Address
Relay IPv6 Address
Local IPv6 Address
6to4 Address

6to4 Relay

IPv6 Address

IPv6 Address Range(Start)

IPv6 Address Range(End)

Lease Time
Source/Destination Address
Source/Destination Mask
Source/Destination Port

MAC address
Description

Private IP
Private/Public Port

Name

MAC Address

Local IP/ Destination IP
Local Port/ Destination Port
Keyword

Destination Net/Mask
OSPF Area

IP Address

Start From / End To
Login Timeout
Redirect URL

Valid Characters
n:n:n:n:n:n:n:n IPv6 Format

n:n:n:n:n:n:n:n IPv6 Format
0~128; default is 64
n:n:n:n:n:n:n:n IPv6 Format

A.B.C.D IP Format

User's Manual

n:n:n:n:n:n:n:n IPv6 Format with 0~128 Prefix Length

n:n:n:n:n:n:n:n IPv6 Format with 0~128 Prefix Length

n:n:n:n:n IPv6 Format
n:n:n:n:n:n:n:n IPv6 Format

n:n:n:n:n:n:n:n IPv6 Format
n:n:n:n:n IPv6 Format for 6to4 WAN Type

n:n:n:n:n:n:n:n IPv6 Format
n:n:n:n:n IPv6 Format for 6to4 WAN Type

n:n:n:n:n:n:n:n IPv6 Format
n:n:n:n:n IPv6 Format for 6to4 WAN Type

0~9999999; default is 60
A.B.C.D IP Format

0~32

1 ~ 65535

MAC Format; 12 HEX characters
Up to 32 characters

A.B.C.D IP Format

1~ 65535

Length : 1-32 characters
Space

MAC Format
A.B.C.D IP Format
1 ~65535

Length : 1-64
0-9,A-Z, a-z
~1@#S %N () _+-{}<>?[1/;7,

Net - A.B.C.D IP Format; Mask 0~32
0 ~ 4294967295

A.B.C.D IP Format

Time Format : hh:mm; Start From < End To
1~60; default is 10

URL Format
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Table A

Block
Authentication

Management

Pregenerated
Tickets

Billing Plan

Thermal Printer

Field
Guest Count Limit
Guest Time

Web GUI Valid Characters (continued)

Field

Service Name
Description

File ID

Price

Currency

Quantity of Tickets
Passcode Length
Wireless Information
Description

Time Quota
Volume Quota
Effective Start/ End Time

Plan Name

Price

Currency

Passcode Length
Wireless Information

Description
Paypal Description

Time Quota

Volume Quota

IP Address

Command Port

New Lock Password
Confirm Lock Password
Balance Date
Description

User's Manual

Valid Characters
1~100; default is 5
1~720; default is 10

Valid Characters

Length : 1-32 characters
Space

Length : Up to 64 characters
Space

1~ 32767

1-7 digit number : XXXXX.XX
1~3 letters characters

1~ 3069

8 ~ 31, default is 8

Up to 512 characters

Up to 32 characters
Space

1 ~ 366x24x60 , default is 60
Default 10; Max is 102400

Date / Time Format : MM/DD/YYYY HH:MM
Start Time < End Time

Up to 32 characters

1-7 digit number : XXXXX.Xx
1~3 letters characters

8 ~ 31, default is 8

Up to 512 characters

Up to 100 characters
Space

Up to 100 characters
Space

1 ~ 366x24x60 , default is 60
Default 10; Max is 102400
A.B.C.D IP Format

1 ~ 65535, default is 5000
4-8 digit number

4-8 digit number

Time format : HH:MM

Up to 32 characters
Space
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Table A Web GUI Valid Characters (continued)

Block
Local RADIUS

Remote RADIUS

LDAP

POP3

Walled Garden

Privilege List

Field
Group

Username

Password

MAC Address
Description

Primary/Secondary Server IP
Authentication/Account Port

Secret Key
Server IP
Port
Username
Password
Base DN
Account Attribute
Identity

Host

Port

Walled Name

IP Address/ Domain
Homepage
Description

Device Name
IP Address
MAC Address

Description

Valid Characters

Length : 4-16
0-9,A-Z, a-z

~l@#S %N () _*+-{}<>7[1/"

Length : 4-16
0-9,A-Z, a-z

~l@#S %N () _*+-{}<>7[1/;".

Length : 4-16
0-9,A-Z, a-z

~l@#8 %N () _+-{}:<>2[]/"

MAC Format; 12 HEX characters

Up to 32 characters
Space

A.B.C.D IP Format
1~ 65535

1-64 characters
A.B.C.D IP Format
1~ 65535

1-64 characters
1-16 characters
1-128 characters
1-64 characters
1-128 characters
Host name or IP address
1 ~ 65535

4-32 characters
Space

A.B.C.D IP Format or Domain
URL Format

Up to 32 characters
Space

4-32 characters

A.B.C.D IP Format or with 0-32 subnet mask

MAC Format; 12 HEX characters

Up to 64 characters
Space
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Table A

Block
Notification

Web GUI Valid Characters (continued)

Field

Sender From
SMTP Server
Port

Username

Password

Receiver E-mail
Sending Interval
Billing Report Time
IP

Valid Characters

E-mail Format

A.B.C.D IP Format or Domain
1-65535, default is 25

Length : 1-64
0-9,A-Z, a-z

~l@#S %N () _+-{}:<>2[1/;",

Length : 1-64
0-9,A-Z, a-z

~l@#S %N () _+-{}:<>2[1/;",

E-mail Format

10-4200, default is 1440
hh:mm Time format
A.B.C.D IP Format
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Appendix B.

System Manager Privileges

There are three system management accounts for maintaining the system; namely, the root, admin and operator
accounts are with different levels of privileges. The root manager account is empowered with full privilege to Read &

Write while the admin manager account is Read only.

Main Menu Sub Menu Group Admin Privilege | Operator Privilege|
VAN MNong MNone
VWAN Traffic MNone MNone
LANMNVLAN Read & Write MNone
DDNS MNone MNone
System Information Read MNone
Root Password Read MNone
Admin Password Read & Write MNone
Operator Password Read & Write MNone
System Management Login Methods Read None
SMTP E-Mail Relay Read MNone
Ping Watchdog Read MNone
Auto Reboot Read MNone
Time Server MNong MNone
SNMP MNone MNone
IPvE WAN1 MNong MNone
IPvE LANALAN MNone MNone
Senvice Domain Read & Write MNone
Authentication — Management Read & Write MNone
Authentication — Pregenerated Read & Write MNone
Billing Plan Setup Read & Write MNone
Create Accounts Read & Write Read & Write
Authentication — OnDemand Payment Gateway Read & Write Read & Write
Thermal Printer Setup Read & Write Read & Write
Billing Plan Report Read & Write Read & Write
Service Domain| Authentication — Local RADIUS Read & Write MNone
Authentication — Remote RADIUS Read & Write MNone
Authentication — LDAP Read & Write MNone
Authentication — POP3 Read & Write MNone
Privilege List Read & Write MNone
Walled Garden Read & Write None
Motification Read & Write MNone
Online Users Read & Write Read & Write
Log Info Read & Write Read & Write
Device Discovery Read & Write Mone
Batch Setup Management Read & Write MNone
Group Setup Management Read & Write MNone
AP Management Traffic Monitor Read & Write Read & Write
Group Status Read & Write Read & Write
Rogue AP Detection Read & Write MNone
Website Monitor Read & Write Mone
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Main Menu Sub Menu Group Admin Privilege |Operator Privilege |
DMZ Read & Write MNone
IP Filter Read & Write MNone
MAC Filter Read & Write None
Advance Virual Server Read & Write MNone
Blacklist Read & Write MNone
IP Routing Read & Write MNone
Time Policy Read & Write MNone
Backup Settings Read & Write None
Profile Settings Restore Settings Read & Write MNone
Reset to Default Read & Write MNone
Utilities System Upgrade Read & Write None
Network Utility Read & Write MNone
Format Database Read & Write MNone
Reboot Read & Write None
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Appendix C. Create PayPal Business Account

This section is to show independent Hotspot owners how to configure related settings in order to accept payments

via PayPal, making the Hotspot an e-commerce environment for end users to pay for and obtain Internet access

using their PayPal accounts or credit cards.

As follows are the basic steps to open and configure a “Business Account” on PayPal.

Sign Up Process :

Step 1 : Sign up for a PayPal Business Account and Login.

Here is a link : https://www.paypal.com/cgi-bin/webscr?cmd=_registration-run

PayPal

Create your PayPal account Securs ﬁ
Wour courdry o recion
Taiwan LI -
Your language
Engish |
Already have a PayPal accourd ¥ Upagrade now.
Personal Premier Business
For individuals whe shop online For individuals who buy and sell For merchants who use a company ar
online group name
Gel Starled

Gel Slaried Gei Slaried

Leam aboul low Pay Fal fees.

Click Get Started button to create PayPal Business Account on Business field, the Account Sign Up page will
appear.
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PayPal

Account Sign Up
Business Account

Business Name:
Category:

Address Line 1:

Address Line 2:

foptioral)

City:

State / Province | Region:

Postal Code:

Country Of Registration:
Date of Registration:

Business Type:

Primary Currency:

Customer Service Email :
Customer Service Phone: (+886)

Business URL:
foptioral)

User's Manual

ccountType —* Enterinformaten  —+ Conflm  —

Securs Trarsaclion El

[

[— Chonse a category —

[ )

Fease enler your address in Bnglish, as shown in 1he example.

39F-B1, No 000, Sec.1, Dunhua 5. R., Taipsi

[ )

[ )

[ l
[ ]

o e

[—— Choose a Value == :l

Your Business Information

Fleage erer 1he inlormation for your group,
organizalion. goverrmen erdily, norrprofil,
indvidual busiress, or parirership.

Fleaze erer 1he 1ull email address. lor example,
name@domain.com

This email address will be shared only with 1hoae
who purchase from you. H will be provided 1o
buyers during paymert so 1hat they can comaci you
il meeded.

ou will b2 asked 1o erer an email address 1or your
PayPal profile onibe nexi page. N can be 1he same
or differerl from your Cuslomer Service Bmail.

Flease erer your Business URL, for example,
www.businessname.com

[ Taiwan Mew Diellars

[ |
[ J =]

Step 2 : Edit NECESSARY settings in “API Access”

Please click on Profile -> APl Access in the Account Information.

PayPal

My Account Send Money

Request Maney

Merchant Services Products & Services

Crwerview  Add Funds Withdraw Hislory Rezolulion Cerler

Profile Summary

Merchari Name: Justin Shen

Secure Merchanl Accountd |D: SKeKeAHMBTVTY

Toedi your Prodile imlormation, please click on a link below,

Account Information

Email
Sieel Address

Phone

Password
MNoificationz
Language Prefernce
Time fone

Manags Usar

APl Access

Eusinze=s= Informmalion
Addilional Dwners
Cloze Account
ldenificalion Prefersnce
Memhanl Fees

Financial Infermation

Credil/Debi Cars

Bank Accounis

Cunency Balnces

Gifis and Discounis

Monihly Accouni Sialemenis
Recuring paymenis dashboard
My preappoved paymenis

137

Selling Preferences

Auclionz

Regional Tax

Shipping Cakublions

My Saved Bullons

Paymeni Recsiving Prefernces
Instan! Paymenl Nolficalion Preferences
Repuilalion

Cuslomer Sewice Messags
Websile Paymenl Preferences
Encrpied Pavmeni Sellings
Cuslom Paymeni Pages

Invoice Templaies

Language Encoding
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After click API Access on Account Information, the API Access setting will appear. Click “Request API credentials”

in Option 2 — Request API credentials to create your own APl username and password.
PayPal

- My Account Send Maoney Request Money Merchant Services Products & Services

Crarview Add Funds Wit hdraw Hizlory Resdution Cerer Profile

APl Access
An AP (Apdlicalion Programming Imerace) allows Pay Pal soltware 1o commuricale wilh your orline siore or s hopping car.
Setting up AP| permissions and credentials

Chooge orne of 1he lollowing oplions 1o inegrale your Pay Pal paymerd solulion with your online siore or 5hopping car.

Qption 1 - Grar AP permissions 1o a 1hird parly 1o use cerain PayPal APls on DQption 2 - Reguesi API credentials 1o creale your own APl usermame and
your behall. password.

Choose 1his opdion il: Ths oplion applies 1o:

= You are using a pre-imegaled s hopping car. hosied by a third parly = Cuslom websiles and orline siores

= “Your websile is hosied and marmaged by a third-parly service provider * Pre-imegaled shopping cars rurming on your own server

Gran AP| permission Beouesi APl credentialg

Select Request API signature and click “Agree and Submit” button to generate APl username, API password,

and API signature.

PayPal

My Account Send Money ‘Request Maney Merchant Services Products & Services

Request APl Credentials Back io Profile Surmmary

APl crederiials corsist ol 1hree elemenis:

= An APl usermames
& AN APl password

= Hiher an APl sigmaiure or an AP 551 cliert-side cerilicals

1 you're using a s hopping card o sclulion provider, ask whetlher you need an AP sigmaiure or a cerificale.

Request AP| signature il your s hopping cad or solulion provider has Request AP| certificate il your shopping card or solulion provider
asked lor an APl usermame, password, and sigrnaiure, o il you're recuires a lile-based cerificale.
developing a cusiom =hopping car.

MNeed help deciding which credertial is righl lor your needs ¥ Learn more

By clicking Agree and Submit . | agree 1o 1he AP Licerse Agreement and Terms of Use.

Agree and Submii Cancel
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The APl Username, APl Password and Signature will generated. Click “Done” button to finish process.

View or Remove APl Signature

Bnck io Profile Summary
For preconfigured shopping carts Copy and pasts 1he APT ussrmnms . password, i sigratun @lo your & hopping can coniguration of adminis iralion scrssn.

For building custom shopping carts: Sione 1he lolowing credential idormaBion in o secure localion wilh bmiled acceas,

Cracemin AP Sgrmiure
AP1 Ugsrmmms s apa) pheened com tw'
AP Pazawerd O
=Hruire Ay Ll AWOyzbHC v Fa Saghl UnAP- La ATy e OPGT Wk s DRO1 WyigEDT Wum
Aecuanl Date Jun T, 200 175547 GNT +02.00
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Appendix D.

Examples of Making Payments for End Users

Step 1 : Click the link below the login window to pay for the service by credit card via PayPal.

4
NAC Gateway

# Passcode

5| On-Demand ¥ | Logn |

| Gk here to purchase by PayPal or Credi Card Onine. |

i Please input Passcode/Usemame and Password, then you can use our Intemnet service.
Thanks!

b

Step 2 : Select service package and Click Buy Now button to send out this transaction. There will be a connecting
message as below.

4
NAC Gateway

N |

Access Controller

Price

Type
UED 10,00 Unimited

USD 5.00
USD 3.00 One Time: 60 Mins

USD 5.00 Volume: 3000 MB

Effective Time Range

0 days O hes 0 mins to 5 days 0 hrs 0 mins

Multiple Times: 50 Mins 0 days 0 hes 0 mans to 5 days 0 hrs 0 mins

0 days 0 hws O mins to 5 days 0 hrs 0 mins

0 days O hrs 0 mins to 5 days 0 hrs 0 mins

L

A

Vv
NAC Gateway

Connecting to PayPal......
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Step 3 : You will be redirected to PayPal website to complete the payment process. You can pay service fee via

Paypal account or use your credit card (Click “continue checkout” hyperlinks)

PayPal is the safer, easier way to pay PayPal e ———
| SECUrE Fayments

FPayPal securely processes payments for Cenwell Hotspot. Pay with PayPal in a couple of clicks.

* You can use your credit card without exposing your card number

to the seller. Log in to PayPal

= You can speed through checkout without stopping to enter your
card number or address.

Email
Don't have 2 Passwaord
Mo problem), continue checkout.
Cancel and return to Cenwell Hotzpot. Loglin |

Fargot email address or password?

Step 4 : After login Paypal The payment information will appear. Click Pay Now button to get passcode.

Review your payment PayrPal Y secure Payments
— | Securs Payments

Ifthe information below is correct, click Pay Now to complete your payment.

Learn mare about how FayPal withdraws funds.

DSECI’IQ[ECI‘I Amount
Iltemn total MNTE1
Add special instructions to merchant Itemn total: MNT$1
Total: NT$1 TwWD

Enter qift cerificate. reward. or discount

Payment Method PayPal Balance
PayFal's exchange rate as of Jun 17, 2010; 1 LS. Dollar = 31,4421 Taiwan Mew Daollars
More funding options

Contact Information jundeshen@yahoo.com

Pay Now

Cancel and return to Cenwell Hotspot.
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Step 5 : After clicking Pay Now button, the process of paying confirm will appear. Please don't close this window.

-
NAC Gateway

Access Controller

PEWING MOW... ..

A

-

4

Step 6 : After paying confirm, the system will create Passcode for end users login. Click Login button to enter

Login page. (Write down your “Login Passcode” before you click Login button)

Create Success

» Login Passcode MC7MKGGZ
Invoice Number 100600001

1= Price 1 TWD

(] Type: Quota One Time: &0 mins

f=) Create Time 2010/06/17 21:18:24

fhd] Starting Time 2010/06/17 21:18:24

@ Ending Time 2010/06/22 21:18:24

B Wireless ESSID APOO-Test

& Wireless Key

(i ) Description

Step 7 : Input generated passcode and click Login button to login Internet Service.

-
NAC Gateway

A  Passcode || MCTMEEE 2| On-Demand ¥ | | Login |

K T T I

ﬂ Plesse input PassoodsfEamame and Pattword, then you cBn e our INErmel Service.,
Thanks!
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Appendix E.  Issue Refund for PayPal

Step 1 : Click on Service Domain -> Authentication -> On-Demand -> Payment Gateway Setup, and then click

Information button on the Billing Plan Setup List to enter Payment Gateway Information page. Click on selected

passcode's hyperlinks for viewing this ticket's Invoice Number

» » " » » » » » » »
¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

Flan Code Create Time Open Time Start Time End Time Last Login Price| Currency|

One Time: 60 2010/06/17 2010/06/17 2010/06/17 2010/06/22 2010/08/17 1 TWD Delete
Minutes 21:18:24 21:19:49 21:18:24 21:18:24 21:19:48 —

Delete

MCTMEEEE

Showing 1 to 1 of 1 entries

Package 2
» Passcode MCTMKGEZ
» Imroice Humber 100600001
= Price 1TWD
(1] Type: Quota One Tirne: 60 mins
2 Create Time 2010/06/17 21:18:24
i Start Time 2010/06717 21:18:24
@ End Time 2010406422 21:18:24
= Wireless ESSID APOO-Test
~ Wireless Key
(i ] Description

[ Print |[ Close |

Step 2 : Please login in PayPal, and click on History -> Find a transaction. Then enter Invoice Number in

“Invoice ID” and specify the time period for search. Click Search button to view the transaction details.

PayPal

- My Account Send Money Request Maney Merchant Services Products & Services

Crwerview  Add Funde Withdraw  History  Resdulion Cerder  Prolile

History
Recer Aclivity | All aclivity | Find a transaction

@TWD @USD IEIF-.LL

5187200 El o | BAT200 (| Search
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Step 3 : View the transaction detail and click “Issue a refund”.

PayPal

My Account Send Money Request Money Merchant Services Products & Services

Overview  Add Funds  Withdaw  History  Resclufion Certer  Profile

Transaction Details

‘g OK to complete the transaction Payment Status: Completed

what should | do new? Seller Protection:

Not Eligible
e Contactthe buyerto confirm the purchase ..
e Save all correspondence with the buyer :'.U'e have no shipping address on
ile.

Following these guidelines can help protectyou if a claim is
filed for an unauthorized payment or items not received.

Tips to sell securely

Express Checkout Payment Received (Urique Trarsaction ID & 55C492650W 41964 25)

Name: SHENCHUNTE (The sender of ihis payment is Non-U.S. - Verified)

Email: jndeshen@yahoo.com
Payment Sent to: juslin@pheenet.com.tw

Total Amount: NT$1 TWD

Fee amount: -NT$1 TWD
Netamount: NT$0 TWD

I Issue a refund H

You have up to 60 daysto relund the payment and get the fees back

Item amount: NT$1 TWD
Sales Tax: NT$0 TWD
Shipping: NT$0 TWD
Handling: NT$0 TWD
Quantity: 1

Order Description: MCTMKESZ
Invoice ID: 100800001

Date: Jun17. 2010

Time: 21:18:28 GMT+08:00

Status: Completed

Payment Type: Instan
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Step 4 : Click Continue button to next page.

PayPal

- My Account Send Maoney Request Mo ney Merchant Services Products & Services

Overview  Add Funds  Withdraw  Hislory  Resolufion Cenler  Prolile

lesue Refund

‘fou canissue & ull or parial relund 1o 80 days atter 1he original paymert was senl. When you issue a refund. PayPal refunds 1he {ees. including parlial 1ees for parlial paymert
refunds.

Toissue a refund, erter ihe amourt in the Refund Amount fisld and click Continue.
Name: SHEN CHUN TE
Email: pndes hen@@yahoo.com
Trarsaction 1D: SEC4926200W 4196426
Crigiral paymert: NTH1 TWD
Redund amour: 1 E

Irvoice Number jopticral):

Niole 1o buyer {opficonal):

255 | characters left

Conlinue Cancel

Step 5 : Click Issue Refund button to refund this payment.

PayPal

- My Account Send Money Request Money Merchant Services Products & Services
Overview  Add Funds  Withdaw  Hisiory  Resdution Cerier  Profile

Review and process refund

Corlirm 1he redund details and 1hen click |ssue Refund. Tomake changes. click Edit.

Mame SHEM CHUN TE
Email Jundes henigya hoo.com
Trareaciion D 5EC 402 H 05428
COrigiral payment NT$1 TWD
Amourit Relunded by Seller NTH TWD
Fees Relunded by PayPal NT$1 TWD

Total Refurd Amourd HNTH TWD E

Source o Funds Ealanze

Note: H you doni have enough morey in your PayPal account fo cover 1his refund, well use your priimary bark accourd for all of 1he refund.

Issue Refund | Edii | Cancel
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WMy recerd aclivily | Paymenris received | Paymeris serl

My recent activity - Lasi 7 days (Jun 10, 2010 Jun 17, 2010

Archive | ‘What's this

User's Manual

Go My Account, and verify Transaction Details.

View all of my irarsaciions

Payment sahus glossary

I:I Dab= L Type Mame/Email Fayment slahus Demmils Order smhus'dctions Gross
|:| Jun 17, 2010 Fee Reversal From Cancelled Fee Compleied Delails HNTH TWD
|:| Jun 17, 2010 Redurd Ta SHEM CHUN TE Completed -HTH1 TWD
My Account Send Money Request Money Merchant Services Products & Services
Cwerview  Add Funds  Withdraw Higtory Resclufion Certer  Prolile
Transaction Details
Refund (Unique Trareaction [0 #84W7234108 331423T)
See relaled S5C402650W 4195455
Cinginal Tmnsaction
Date Ty p= Status Detals Gmss Fas H=t
Jn 17,2010 Payment From SHEN CHUN TE Refunded Demils MTH1 TWD -MTS1 TWD MTH0 TWD
Relaled Tmn=saciion
Date Typ= Status Detmlls Gmss Fee Het
Jn 17,2010 Refund Completed -MTE1 TWD MTH1 TWD MTH0 TWD
Sentto: SHEN CHUNTE
Email: jpndesheni@yahoo.com
Total Amount: -HNTH TWD
Fes amount: NTH TWD
Netamount: NTH0 TWD
Date: Jun 17, 2010
Time: 21:40:42 GMT+08:00
Status: Compleled
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Appendix F.  Example of AP Device Connection With VLA

This section is to show independent Hotspot owners how to setup different Service Domain for AP device with
VLAN tagged or untagged.

The Figure shows an example for AP device with VLAN tagged and untagged connect to different Service Domain.

On-Demand Pregenerated Local RADIUS

%N NAC Gateway

WMS-308N
NAC Gateway

!|PVID = Tag 102

WAP-854NP

WAP-954GP

The WMS-308N create three Service Domains : Domain 1 use On-Demand authentication with VLAN tag 101,
Domain 2 use Pregeneraged Tickets authentication with VLAN tag 102, Domain 3 use Local RADIUS accounts
authentication with VLAN tag 103.

The WAP-954GP connect to WMS-308N's LAN1 port and create three VAPs  with different VLAN tag(101, 102,

and 103), and the wireless clients can connect Internet via WAP-954GP with different authentication.

The WAP-854NP connect to WMS-308N's LAN4 port and set VAPO without VLAN tag, the wireless clients can

connect Internet via WAP-854NP with Pregenereaged Tickets authentication.
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Step 2 : Configure Service Domain, set Domain 1 to On-Demand authentication, Domain 2 to Pregenerate

Tickets authentication, Domain 3 to Local Users authentication.

3

*

% B

o LAN/VLAN | an = LAN/VLAN v aN1

» Auth Type pregenerated Ticket » Auth Type pregenerated Ticket »
On-demand On-demand
Local Users Local Users
Remote RADIUS Remote RADIUS
Server Server
LDAF Server LDAFP Server
POP3 Server POP3 Server

= WAN Port Auto = WAN Port Auto

&  IPPnPService off * IP PnP Service Off

F=3 Guest Service Qff F=3 Guest Service Qff

[ ] Schedule always Run [ ] Schedule 4jways Run

&F Redirect URL | ink +F Redirect URL | nk

F Login D‘::::: http://domaind.login/ o+ Login D‘::::: domainl.loegin

i Login Page Template Page i Login Page Template Page

]

LAN/VLAN vy AN2

Auth e Pregenerated
Tve Ticket

On-demand
Local Users

Remote RADIUS
Server

LDAP Server
POP3 Server
WARN Port auto

IP PnP Service Qff

Guest Service Off
Schedule aAlways Run

Redirect URL |nk

Legin Demain

Name domain2.login

Login Page Template Page

o

»

4

b 3

% % B e

B

LAN/VLAN v AN3

Auth Type pregenerated Ticket
On-demand
Local Usars

Remote RADIUS
Server

LDAF Server
POP3 Server
WAN Port auto

IP PnP Service Off

Guest Service Qff
Schedule Always Run

Redirect URL | jnk

Login Domain
Name domain3.login

Login Page Template Page

Step 3 : Configure VLAN on VLAN 1 ~ VLAN3 Setup page, set VLAN1's tag to 101, VLAN2's tag to 102 and
VLAN3's tag to 103.

VLAN

WLAN Tagi{lDj:|101

Step 3 : Configure Port Setup on VLAN1 ~ VLAN3 Setup page, enable Port 1 and set VLAN TAG Mode to
Tagged.

Port Setup
Port #
Port 1
Port 2
Port 3
Port 4

Untagged

0000

VLAN TAG Mode

(ONMONONO.

Tagged

Step 4 : Configure Port Setup on VLAN2 Setup page, enable Port 4 and set Port 4 to Untagged.

Port Setup
Port #
Port 1
Port 2
Port 3
Port 4

VLAN TAG Mode

Untagged

®@ 000
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Step 5 : Configure Port Setup on LAN Setup page, enable Port 4 and set Port 4's PVID to VLAN2(102).

Port Setup
Port # PVID 802.1P Priority
Port 1 LaN ¥ 0
Port 2 LAN v 0
Port 3 LaN ¥ 0
Port 4 VLANZ (102) (W 0

Step 6 : Reboot System

Step 7 : Verify Wireless clients can connect WAP-954GP and WAP-854NP with correct authentication type
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Appendix G.  Use Template to setup Managed APs

The system supports LAN setting, Time setting, Wireless Basic setting, Wireless Security setting and Firmware
Upgrade, if administrator want to configure more managed APs with same settings, such as Time Server, HTTP Port,
Wireless Advanced Setup ... etc. The administrator can use template to configure. Below depicts an example for
configuration managed APs with “Template”.

Environment Description:
1. Three WAP-854NP managed APs :
e WAP-854NP-A — 00:1A:50:00:87:28
e WAP-854NP-B — 00:1A:50:00:87:2E
e WAP-854NP-C — 00:1A:50:00:87:2B

2. Set WAP-854NP-A's profile to template.

Step 1 : Click on AP Management — Device Discovery, and click Discover button to search managed AP.

y . [ srcowar |[ trport o dazabars |
& Device Dlscovary
Password LAH Lenning
=[] Gerinfa  Somrce 1P MAC Address HastHame F/® Versian F/® Dane Made# Acrians
....... 1P Adddrss Hetmask Gabewar
(O [(Start | 162i8e2am0 O0IASOODEIE [sesssss | WARBDANE CancARMZNI VIS 200207720 11800 wzadnzas| [ese2ss.2s50| [weraenza | [Savennsboct AR |
:0 1621852250 DXIASIO0E7.2E [easnnan APESANF ComAPMZMI VILIS 2012000723 150831 AP [192.160.2.250] [255.255.255.0| [192.168.2.1 SavebReboot AP
301 [(Start | 1920082250 OIASOOOEFIE [ewerees | WARSSANF ComABMIHI VIO 2001/10/05 120085 AP [192a6b2.050| [235.295.255.0) 19228823 | [ savemheboot Al |

Step 2 : Change the managed AP to specify IP address.
A Select all managed APs
A Enter specify IP address in LAN Setup setting field

A Click Save&RebootAP button to assign IP address to each managed AP

[T p— [Ty ———
& Device Discovery [ 1 J
Passwand LA SeEting
[¥] Gl Infe Saurde IF MAL Address Hiastlame F/W Version F/'W Date Maede A Bl Grms
------- IF Address Hetmacsh Gatewar
PAddrens ;|192.168,2.60 Aato Mmrrimentl IF Address MAC Address Message
TR G2 18082250 TETTTTT

IF Gateway | [192.168.2.1 eraL

5 2H
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Step 3 : Import profile of the respective managed AP
A Select all managed AP

A Click Import to database button to import the profile setting to database

& Davice Digcovery

User's Manual

| Discovar |[ 1mpest to dstsbsrs

Password LAN Setilng
=[] Gevinis  Sewrce P MAL Address Hestllame F W Verslon FW Dane Maode Acnlons
T I Address Hetmask GATE W ay
1B [(Sen ] rezioszne coiasoonsris [eesessr | wa NP CRrrRRHEZHI VIS 200 163 b [1%2aes.260 | [285.285.2%5.0) [1vi.aes.2a SavanReboot AP
aE [ Start | 162188282 O00ASOO0ET 20 [eessses | WARATANP CercARMIHI VILO 20014 5 ap  [132.ae6.2e2 | (2552852550 [192aee.2a SavehReboot &F
s [ St | 19e 88281 D0ASOODETIE [swsswss | WARRSSHP ComAPMPHI VI IS MOIROI RIS &P (192068261 | (7552552551 [192.168.2.1 SavnAReb0k AF
LAN Se stem Message
F Address ; (192.168.2.60 (Ants Incrememni IF Address MAT Bddress Mranayr
P Memask ; | 2E6 JEE JEE 193 188 3 350 o0 145000 &7 58 Changs IP 192 188 3 A0
& Gweway - [192.168.2.1 192 188 3 250 0611 & 501 000 &7 3E Change 1P 157 188 381
e . 193 188 3 350 oo 1ASOO0 AT D e 1P 193 188
OmS : © oo Defauk 085 Server O Specily DS Server i@ 2.180.2.1 21 8 har 1ad.1
AP 1858 3 A 0011 & 501 00 &7 08 art 1 database
Primary DHE (L-FH | 2 1 o 5
) 192,188 3 A2 0011 &S0 040 &7 28 part 10 databass
Eacandary BHE
192 1848 281 00| &S0 000 ET 2E pan 10 darabiass
#afrash |
& AF P ofile Managamant [—I
= Slatus Host Name MAL Address IF Address-Port Password Last Update Time A Bioms Delate All
] ARUSINE  OOASOO0ETRE  [19acha.on |[eo ssanses | F0I0/OI0TO001%4 | Copy to ternplate | | Downloadte PC | | Restors | | Recovery | [ Coalete |
3 MAPEEANP  O0ASOO00ETIE (192168262 |[80 esnasne | 3000000000 000028 | Copytotemplate | [ Downleadwe PC | [ Restore | [ Recovery | [ Delete |
¢ WABRSINP OOIASOOOETIE  [192.168.2.61 |80 sesneen | B0I0/01010003 50 [ Copy totermglate | [ Downloadte S | [(Restors | [ Recovery | [ Colste |

Step 4 : Configure WAP-854NP-A managed AP, set VAPQ's ESSID to “WAP-854NP-A”". The Status of WAP-854NP-

-A should display “ adl before system automatically download WAP-854NP's profile to database.

o AP Profile Managemént

& Srarws Host Hame

MAC Address IF Rddress:Part Passward  Last Update Time Aetlons
1 & WAPESINP OOMASOODDET2E  [192.168.2.60 |[BD ssnnenn | 0000100154 [ Copy mtemplate | | DowninadtoeC | [ Restors | [ mecovery | [ Delete |
2 B WARGRAN® OOOASOOONZ20  [19zacnzsz |00 sesssss | FOOOMON/0) 00062 | Copy totemplate | | Cownloadto PC | | Restors | | Recovery | | Delets |
3 B WARBEAM® OOASOO0ETIE (102128241 |80 T 010000/01 001230 [ Copytotemplate | | Downloadto PC | [ Restore | [ Recovery | [ Delete |

Svnt I erval: [5 Mir

fei | Sava

Setup 5 : Copy WAP-854NP-A's profile to template and set name to “WAP-854NP-Template”

MACO0 1A S000:87:28] Copy to template File, Please inputtemplate name.

| WAP-B54MP- Template

fieE

J |

RTiH

Step 6 : Configure WAP-854NP-B and WAP-854NP-C with WAP-854NP-A's template

A Click Restore button on the WAP-854NP-B and WAP-854NP-C, the AP Profile Restore page will appear.
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A Select “Load From Template Profile” in Restore Type setting field

A Select “WAP-854NP-Template” in the Template Profile List, then click Restore button

# Device Discovery = AP Profile Restore

6l AP B5ANP Templile bir
File | Belote

Rartoss

Step 7 : Verify WAP-854NP-B and WAP-854NP-C settings. The VAPQ's ESSID will be “WAP-854NP-A”". All settings
will be the same with the WAP-854NP-A, in addition to IP address remains unchanged.

o« AP Profile Managemant IEI

= Statns Host lame MAL Address IF AddresssPart Passwand Last Update Time Kethons Delete 211 |
¢ HAPASINP OONASOODAT2E  [192.168.2.40 |[ED wennens | HOIOLOI000013 [ Capy to template | [ Downleadta PC | [ Restore | [ Recavery | [ Delste |

2 O WARRRANE OOOASOODDETED  [192ae0iaz |0 | [sessres 2000/01/00 000926 [ Copy to tamplate | [ Downloadte PC | [ Restors | | Recovary | [ Dalets |
G WARSSAMP OONASOODETIE  [192.168.241 |80 asmanaa | 0I0/0100 001230 [ Copyto template | [ Downleadte PC | [ Restore | [Fecovery | [ Delete |

144 [ Bave
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Appendix H.  Use Auto Recovery To Setup Managed AP

WMS-308N supports centralized management of each AP. When the system has failed AP, the administrator needs
to replace the AP, and set the same as before. Using WMS-308N to quickly configure new AP, the new AP's setting
will be the same as before. Below depicts an example for “Auto Recovery” function.

Environment Description:

In this case, the WMS-308N control three managed APs and one of managed AP is failed. We replace new AP, and
use “Auto Recovery” to quickly setup.

1. Four WAP-854NP managed APs :
*  WAP-854NP-A — 00:1A:50:00:87:28
*  WAP-854NP-B — 00:1A:50:00:87:2E
*  WAP-854NP-C — 00:1A:50:00:87:2B
*  WAP-854NP-D — 00:1A:50:00:87:31

2. Replace WAP-854NP-D to WAP-854NP-C

Step 1 : The WMS-308N can't detect WAP-854NP-C on AP Profile Management page.

© AP Profile Management !M—"rl
= Status  Host Hame MAL Address IF Address:Fort Fassword Last Update Thee A thons @
B WARBE4MP O0ASOO0ETAE  [192.168.2.40 (&0 ssssnas 2000/01/00 000913 [ Copy to kemplate | [ Download te PC [[Restore | [Fecovery | [ Delete |
: [l wepssawr CUOASODDETIE (19268242 |50 eeneses | zoo0/01/01 000928 [ Copy totempimte | [ Downlosdte PG | [ Restore | [(Recovery | [[else |
O WARSSdNP O01ASOO0ATIE  [192.160.2.41 |[60 seanna . HI0/01/00 001230 [_Copy to template | [ Download to FC [FRestore | [Fecovery | [ Delete |
e[ Sava

Step 2 : Replace WAP-854NP-D to WAP-854NP-C.

Step 3 : Click “Recovery” button on the WAP-854NP-C (00:1A:50:00:87:2B)

Step 4 : The “Scanning Available AP...” window will appear

N

A scanning Available AP...
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Step 5 : The WAP-854NP-D(00:1A:50:00:87:31) will display on the Available Recovery AP List and the status show
“‘Available Use”.

i Device Discovery = AP Profile Auto Redovery

AP Information Available Recovery AP

151
MAC Address ; 00:1450:00:07:20 [(Rescan |
P Address . 192108202
= I¥ BIAL Fassword Sratus
@ 197 I8& 7 250 OO | & SOOOE 31 (TITIT ] Availalile uze

Step 6 : Select WAP-854NP-D and click “Recovery” button, then the WAP-854NP-D will reboot.

Success

A pecovery Suc then device is reboot now.

Close

Step 7 : The WAP-854NP-D(00:1A:50:00:87:31) will on the AP Profile Management List, and the configuration will
be the same with the WAP-854NP-A

Refrash
a AP Profile Management e
T Statws Host Name MAL Address IF AaldleessiFont Passwond Lagi Wpdate Time Ag tioms Delete All
O WARSGANP OOIASOO0ETIE  [192.140.2.40 |[m0 preres + | moonfonoooed | Cepytotemplate | | Downlesdte pC | [ Resters | | Recevery | | Coalezs |
©  WAPASINP OOIASOODETIN  [192.168.2.62 |[80 ssasnns | 00/D10I 000041 [ Copytatemplate | [ Downlpadto pC | [ mesters | [ mecovery | [ Dolste |
o WREE S W OO 1 ASODDET IE 19%, 168,261 | |&D ETTTTTY - FoafRulndind We syl 8 0 |_ Capy 1o tamplate | | Cownlosd 1o PC | LIEI.EE_J | Regivary | | Calete _I

fyme Intervad | § Hinutes | fave
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