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Preface

This preface contains the following topics:
e About this Guide
e Audience
e Document Conventions
¢ Related Documentation

About this Guide

This document details the setup required for Kaltura MediaSpace™ (KMS) Version 4.0 following
installation or upgrade. The document describes how to set up your site structure, prepopulate Kaltura
MediaSpace content, assign user permissions, and implement authentication and authorization.

NOTE: You perform some setup steps in the Kaltura MediaSpace Administration Area
and in the Kaltura Management Console (KMC).

S

NOTE: Please refer to the official and latest product release notes for last-minute updates.
‘% Technical support may be obtained directly from: Kaltura Support.

Contact Us:

Please send your documentation-related comments and feedback or report mistakes to
knowledge @kaltura.com.

We are committed to improving our documentation and your feedback is important to us.

Audience

This document is intended for Kaltura MediaSpace site administrators.

Document Conventions

Kaltura uses the following admonitions:
e Note
e Workflow

NOTE: Identifies important information that contains helpful suggestions.

S
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Preface

- Workflow: Provides workflow information.
-
-9 1. Step1l

2. Step2

Related Documentation

In addition to this guide, the following product documentation is available:
e Kaltura MediaSpace
e Kaltura Management Console (KMC) User Manual

Kaltura MediaSpace Setup Guide
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Understanding the MediaSpace Setup

SECTION 1

Understanding the MediaSpace Setup

Kaltura MediaSpace features fine grained governance rules that grant specific permissions to content
on the MediaSpace site. To explain your options, this document describes the different site sections,
roles, and permissions that you can configure for MediaSpace.

This document focuses on setups that include user permissions, referred to as entitlement enabled.

To start learning about MediaSpace, refer to the Kaltura MediaSpace User Manual, which describes
channels and user permissions in terms of site features.

Enabling User Permissions — Prerequisites

Contact your Kaltura Project/Account Manager to confirm that the following prerequisites are
implemented:

e Entitlement services are enabled and enforce entitlement is set to true in your account
settings.

e Aroot category is set up for MediaSpace in the KMC (see To set up a MediaSpace category
tree in the KMC)

Assigning user permissions usually is handled in bulk using a comma-separated value (CSV) file. To
learn more about the End-User Entitlements CSV, refer to the Kaltura Management Console (KMC)
User Manual.

This guide describes how to manually assign permissions for galleries and channels.

Understanding Content Collections

Content collections in MediaSpace are defined as either galleries or channels. Your MediaSpace
instance can include one or both.

Understanding Galleries

Galleries represent structured, centrally curated media galleries that are available from the
MediaSpace top menu. MediaSpace galleries can be organized around specific topics in either a
hierarchal or a flat navigation layout. When MediaSpace is used as a company/institution-wide media
portal, galleries usually are shared with the entire organization and also may be available to the public
on the web.

Understanding Roles and Permissions for Galleries

You usually enable permission to add content to galleries using application roles. For example, you
enable a user to publish to a gallery by assigning the Admin role to the user. The role applies to all
galleries.

In addition to using roles to enable permissions for galleries, you can use entitlement permissions. See
Understanding Permissions.

Kaltura MediaSpace Setup Guide 7
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Understanding Channels

Channels are media collections that can be accessed by a subset of users (or all authenticated users).
Channels can be created and managed by authorized end-users or can be provisioned centrally by a
KMC admin.

Understanding Roles and Permissions for Channels

Entitlement permissions are used to assign permissions to channels (for example, enabling a user to
add content to a channel).

Application Roles apply globally, while channel permissions are contextual. An example of contextual
channel permissions is a user with Manager permissions for one channel and lower-level Contributor
permissions for another channel.

For a user to perform an action that a permission allows, the action must be allowed by the user's
application role. Therefore, you must ensure that a user with a permission of Contributor or higher (see
Understanding Permissions) is assigned a role of privateupload or higher (see Application Roles).
Otherwise, the user is not able to upload content to MediaSpace despite the permission that entitles
the user to contribute content.

A Channel Manager can assign permissions in MediaSpace. The channel manager selects the kind of
access that users have for the channel. If the channel type is restricted or private, the channel
manager adds members and assigns member permissions. To learn more, refer to the Kaltura
MediaSpace User Manual.

Understanding Channel Types

MediaSpace supports the following types of channels:
e Open: All authenticated users are entitled to access the channel and contribute content.

e Restricted: All users are entitled to access the channel, but only specific users are entitled to
contribute content.

e Private: Only specific users are entitled to access the channel and to contribute content.

MediaSpace Terminology KMC Properties
Privacy Listing Who can add
content?
Open Authenticated users No Restriction No Restriction
Restricted Authenticated users No Restriction Private
Private Authenticated users Private Private

Kaltura MediaSpace Setup Guide 8
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Channel type definitions are displayed in MediaSpace under Channel Settings>Basic:

First / Settings
Basic Membaear

Tikle /—
a n

First MemDaErshap is open and non-membsrs
&N wigw contenl and padapale

Advanced Fending

=

Decriplion

71 Hestricied
Mon mambers can visw coment, Dut users
st b imaled io paiticipate.

Tags Frvate

Memberahip is by invilation onsy and only

members can Wiew condent and paricipate

X

a Modorabe coniend [Medss will not agpear in chanpal undl
approwed by Chamnel manasgen)

Sawve

KMC entitlement definitions are displayed in the KMC under Content>Categories>Edit Category
window>Entitlements tab:

Edit Category - gallery2 2 ) ]

2 Who Can Add Content to ®
this Category?

2/ Inherit Specific End-User @
Permissions from Parent
Category? [ 4]

Specific End-User Permissions:

Owner: Not Specified Change

No Restriction Any authorized end-user

Private Only end-users with specific permission to add content to th

No Set specific end-user permissions for this sub-category

Yes Specific end-user permissions of parent category will automatically apply to this sub-category

Users:

Save Save & Close

1 end-users have permissions to this category

Manage

€ Previous Category

Metadata
Here you can manage entitlement settings and specific end-user permissions to content in your application.
Entitlements 2) Privacy Context Label: MediaSpace
2/ Content Privacy: (O No Restriction Content in this category is visible to everyone with access to the application page
@) Requires Authentication Content in this category is visible in the application only to authenticated end-users
(O Private Visible only to users with specific permissions to access this category's content
2/ Category Listing: (O No Restriction Category is visible to everyone with access to the application page
@ Private Category is visible only to users with specific permission to access this category’s content

Next Category »

NOTE: If modifications are made in the KMC that do not correspond to one of the channel
types, MediaSpace behavior will follow the KMC definition, not the designated type.

5

Understanding Channel Listings

A company/institution-wide shared channel listing is available in MediaSpace for channel searching
and content discovery.

Kaltura MediaSpace Setup Guide
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In addition, each user has direct access to the list of all channels they belong to (with permission of
member and above).

To learn more, refer to the Kaltura MediaSpace User Manual.

Understanding Application Roles

MediaSpace application roles apply globally and include:

Anonymous — Can browse your site anonymously until trying to access pages/actions that
require login: My Media, My Playlists, and Add New.

Viewer

o0 Can browse public galleries

0 Is not authorized to upload new content
o Does not have a My Media page
PrivateUpload

o0 Can upload content to My Media

o Cannot publish to galleries

0 Can add media

Admin

o0 Can upload content to all galleries

o0 Can upload content

UnmoderatedAdmin — Can upload content and bypass moderation (when moderation is

enabled for an account)

MediaSpace application roles are backward compatible.

Modifying Application Role Names

You can modify MediaSpace application role names to match your institutional terminology.

To modify MediaSpace application role names

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,

open the Roles tab.

2. Modify the label for one or more roles, and click Save.

Roles

anonymousRole | anonymousRole |
viewerRole | viewerRole |
privateOnlyRole | privateOnlyRole |
adminRole |adm|nROIe |

unmoderatedAdminRole | unmoderatedAdminRole |

Kaltura MediaSpace Setup Guide

Whatis the name for the Anonymous User role? A user with anonymousRole can
browse your site anonymously until trying to access pages/actions that require login: My
Media, My Playlists, and Add New.

Whatis the name for the Viewer role? Auser with viewerRole can browse public
galleries, is not authorized to upload new content, and does not have a My Media page.

Whatis the name for the Private uploads role? A user with privateOnlyRole can upload
content to My Media, cannot publish to galleries, and can add media.

Whatis the name for the Admin role? A user with adminRole can upload contentto all
galleries and can upload content.

Whatis the name for the Unmoderated Admin role? A user with
unmoderatedAdminRole can upload content and bypass moderation (when moderation
is enabled for an account).

10
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Assigning Application Roles to Multiple Users in Bulk

You can assign application roles to multiple users with a bulk action. You use an End Users CSV that
includes an option to assign roles.

To upload an End Users CSV

Do one of the following:

(o}

In the KMC, upload the End Users CSV. Refer to the Kaltura Management Console (KMC)
User Manual.

On the User Management panel of the Kaltura MediaSpace Administration Area:

- Click Submit CSV.
- Click Choose File to select the CSV file, and click OK.

User Management

@ By Name O By Email

[ ADD NEW USER | [ DELETE CHECKED | [ SUBMITCSV |

| B ' UserID l First Name a 02
Submit Users CSV

[0 | studentmember | student

Once you submit the CSV you can track the progress of your import from Kaltura Management Console (KMC).

faculymember | faculty ; : ; ) '
In KMC go to Content and click Upload Control. Once importis processed, refresh this page to view users and

edit their properties.

| No file chosen

oK |

[ | admin admin

KMS version 4.0.4, build 83184

To learn more about the End Users CSV, refer to the Kaltura Management Console (KMC)
User Manual.

Understanding Permissions

While an application role applies to your entire MediaSpace site (and publishing rights apply to all
galleries), some permissions are gallery- or channel-specific.

You set user permissions to a specific content collection by applying the following permission levels:
Member: Can access a channel or gallery but cannot add new content
Contributor: Can add content to a channel or gallery

Moderator: (Applies to channels only) In addition to the Contributor permission, can moderate
content.
Manager: (Applies to channels only) In addition to the Contributor permission, can moderate

channel content and access channel settings, including change metadata, edit members,
change appearance, and delete channel. See Understanding Roles and Permissions.

Kaltura MediaSpace Setup Guide 11
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NOTE: In channels: All permission levels are relevant for channels.

N In galleries: Only the Contributor and Member permission levels are relevant to galleries.
x\’h Assigning a list of users as Members enables the users only to access a gallery.
Assigning a list of users as Contributors enables the users to access a gallery and add
media. (A user with the Admin application role also can add media.)

Understanding Roles and Permissions

Who can upload content to MediaSpace?

A user with an application role of PrivateUpload and higher (admin, unmoderatedAdmin) can upload
content to MediaSpace.

Who can view galleries?

By default, galleries can be accessed by all authorized users.

When Anonymous mode is enabled, galleries also can be viewed by anonymous users.

To enable Anonymous mode

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

2. Under allowAnonymous, select Yes and click Save.

allowAnonymous No E

Can users access MediaSpace without logging in? If you select 'yes,”
anonymousRole users can browse the galleries and view videos. Far
anonymousRole users, links/buttons for actions that require more advanced roles
are displayed. When an anonymousRole user clicks a link/button that requires a
more advanced role, a login screen is displayed.

How do restricted galleries behave?

If a gallery is restricted by entitlement in the KMC so that it is listed and restricts access to Private
(members only), the gallery is displayed in navigation but unauthorized users cannot access the
gallery.

If a gallery is restricted by entitlement in the KMC so that it is unlisted and restricts access to Private
(members only), the gallery is displayed in navigation but unauthorized users have restricted access.

Who can add media to a gallery?
The following users can add media to a gallery:

e A user with an application role of Admin or UnmoderatedAdmin
e Auser who is assigned Contributor permission and above to a specific gallery

Who can view a channel?

The following users can view a channel:
e Auser who is authorized by entitlement permissions in the KMC
e Auserwho is added as a member by the channel manager in MediaSpace

Kaltura MediaSpace Setup Guide
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How does a user become a manager?

A user can become a manager in the following ways:

e Bulk assignment of users to galleries and channels in the KMC. The End-User Entitlements
CSV includes fields for assigning a manager, contributors, and member permissions for each
user and channel.

e An authorized user who creates a channel is assigned as the channel owner with managerial
rights. An owner can add additional managers, contributors, and members to a channel.

How does a user join a channel?

An end user cannot join a channel. The sys-admin or channel manager must authorize the user. An
authenticated user can access channels that are Open or Restricted.

Who can create a channel?

A user with a role that is defined as a channel creator can create a channel. You define the user roles
that can create a channel. See Setting Permissions for Creating a MediaSpace Channel.

Who can delete a channel?

The following are authorized to delete a channel:
e From MediaSpace: The channel owner/manager
e From the KMC: A KMC admin

Kaltura MediaSpace Setup Guide 13
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SECTION 2

Setting Up MediaSpace

Setting Up MediaSpace Content in the KMC

To set up a MediaSpace category tree in the KMC

1. Inthe KMC, create a MediaSpace root category.
a. Select the Content tab and then select the Categories tab.
b. Select Add Category.
c. Onthe New Category window, select the position of the root category and save your new
category.

New Catsgory Qo0

Metadas
Select the parent calegory usder which e new Category wil appear

@ toParent

New Category>Select place in tree
d. Inthe New Category window, enter metadata for the new category and click Save.

New Category 20

Untadats

Lave | | Save B Clane
== |

New Category>Enter Details
2. In MediaSpace, define the root category.
a. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,

Kaltura MediaSpace Setup Guide 14



Setting Up MediaSpace

open the Categories tab.
b. Under rootCategory, select the category that you created, and click Save.

Configuration Management

Backup Actions Important Motice! (click to open)

Exportto afile Categories

Import from a file

Developer Tools
p rootCategory MediaSpaced [=]

Create uiConfs for Widgets
‘Which root category does MediaSpace use for all categories and content? A root

Create Custom Metadata category must be defined in the KMC.

profiles

Global — restricted

Application ) ; ; ) ; ; - )
Restrict categories to specific roles. Only users with the specified role can view media in the restricted

Client unmoderatedAdminRole can add media to the restricted category.

Roles

Auth

Gallery | Save |

Player ' '

Widgets

3. Inthe KMC, verify your root category and sub-categories.
a. Select the Content tab and then select the Categories tab.
b. Verify that the root category is displayed with new sub-categories.

OategorieS Search Categoriss
Categories D Name
| |
+ Al Categories (No Filter) e 150071 archive
v MediaSpace4 150041 galleries
- site
) 150051 channels
galleries
channels 150061 private
private
) 150031 aite
archive
150021 MediaSpaced

NOTE: The Archive category is reserved for future versions.

The Private category contains all content uploaded to the MediaSpace site that has not been
published to galleries and channels. Do not change the Private category settings.

4. Inthe KMC, verify that the root category is assigned a Privacy Context.

Kaltura MediaSpace Setup Guide
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A Privacy Context is defined during MediaSpace installation or using the KMC.
a. Inthe KMC, select the Content tab and then select the Categories tab.

b. Inthe Categories table, click the root category name.

c. Onthe Edit Category window, select the Entitlements tab.

d. Under Privacy Context Label, confirm that a value is displayed.

Metadata
Here vou can manage entitiement settings and specific end-user permissions to content in your application.

Entitlements 2 Privacy Context Label: MediaSpace

Uploading MediaSpace Content

To upload initial content for MediaSpace in the KMC

In the KMC, select the Upload tab and then do one of the following:
o Click Upload from Desktop.

Use this option to upload a small number of files.
0 Under Submit Bulk, select Entries CSV/XML.

Use this option to upload a large number of files. Using this option, you also import
metadata such as categories and tags.

W‘

Upload Media

Upload from Dezktop

Record from Webcam

Creat

[ Import from Web |

Prepare Entry

Video Entry

Audio Entry

Submit Bulk

Select CSVIXML

4

Entries CEW/XML
Categories C5V

=== End Users C5V
End-User Entitlements C5V

Kaltura MediaSpace Setup Guide 16
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To learn more about uploading and ingestion, refer to the Kaltura Management Console
(KMC) User Manual.

Setting Up MediaSpace Galleries in the KMC

Creating MediaSpace Gallery Categories in the KMC

After you set up a MediaSpace category tree, you can add categories to create galleries or channels.

To learn more about Creating and Managing Content Categories, refer to the Kaltura Management
Console (KMC) User Manual.

1.

To add MediaSpace galleries manually in the KMC

In the KMC, select the Content tab and then select the Categories tab.
Select Add Category.

Add a category for a gallery under [MediaSpaceroot]>Site>Galleries, and save your new
category.

You can create up to seven levels of sub-categories.

To create MediaSpace galleries in bulk in the KMC

In the KMC, select the Upload tab and, under Submit Bulk, select Categories CSV.
Specify the path for the gallery categories under [MediaSpaceroot]>Site>Galleries.

To specify the order of MediaSpace gallery categories in the KMC

By default, categories in MediaSpace are displayed by creation date (the most recent appears
last). To modify the gallery display order in MediaSpace, you specify the order of your gallery
categories in the KMC.

In the KMC, select the Content tab and then select the Categories tab.
Click galleries in the Categories table to open the Edit Category window.

site
Categorl eS Search Categories
Categories D Name
! |
All Categories (No Filter) o] 150041
L MediaSpaced 150051 channeks
w v site
> galleries
channels
private
archive

Kaltura MediaSpace Setup Guide 17
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Setting Up MediaSpace

3. On the Edit Category window, select the Sub Categories tab (displayed only when there is
more than one sub-category):

Edit Category - galleries 2 M >
Metadata
Reorder this category's sub-categories
thtrieients | sub-Category i |Positon
Sub Categories o] IZI I
gallery2 Iil ILI
gallery3 u
-Save- Save & Close £ Previcus Category Next Category »
4. Specify the order of the sub-categories using the Up and Down arrows, and click Save.
Repeat for additional sub-category levels under galleries.
Assigning MediaSpace Content to Galleries
After your gallery structure is set up, you can assign content to your galleries.
You can assign entry content to categories in the KMC on the Upload tab's Submit Bulk menu using
the Entries CSV/XML option. Categories that do not exist are created when you submit the file. To
display these categories as MediaSpace galleries, specify the [mediaspaceRoot]>site>galleries path.
To learn more about Assigning Content to Categories, refer to the Kaltura Management Console
(KMC) User Manual. This section describes how to manually assign content to galleries.
To manually assign content to a MediaSpace gallery in the KMC
1. Inthe KMC, select the Content tab and then select the Entries tab.
2. Inthe Entries table, select one or more entries and click Bulk Actions.
Kaltura MediaSpace Setup Guide 18
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Setting Up MediaSpace

3. Select Edit Categories and click Add Categories.

Entries Search Entries
Categories Thumbnail 1D
+  All Categories (No Filter) T R
_41381su
> MediaSpaced
%
b -T')‘ 0_8neS3my4d
0_4ne38180
0_ktm3bkSc

Set Scheduling
Set Access Control
Edit Tags

Edit Categories

Name Type Plays
Marco Tempest: T [ 0
Peter Norvig: The | B 0
Wolfoang Kessling [ 0
Excellent web qua [ 0
Hormal web qualiy [ 0
Sample Big Buck B 5 0

d  Add Categories

r Remove Categories

Add to New Categary/Playlist » Eample Kattura An k:i 0
Change Owner
Download
Search Categories Delete kL =
Bulk Actions v

Additional Filters

Created On

08/25M2 12:44

06/25M2 12:43

06/25/12 12:42

06/24/1211:36

06/24M12 11:38

06/24112 11:38

06/24/12 11:36

Duration

1135

00:30

00:30

00:33

00:05

Status

Converting

Converting

Ready

Ready

Ready

Ready

Ready

Actions

Select Action

Select Action

Select Action

Select Action

Select Action

Select Action

Select Action

Show rows:

4. On the Select Categories window, under the galleries category, select one or more categories

and click Apply:

Select Categories

gallery2 *

- MediaSpaced
- site
- galleriez

Higher Education

"  gallery2
gallery1
gallery3

channels
private

archive

Apply

Kaltura MediaSpace Setup Guide
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Setting Up MediaSpace

In the Entries table, the entries are displayed when you filter for a category to which you

assigned the entries.

En’[l’ieS Search Entries
Categories [ | Thumbnail ‘.ID
All Categories (Mo Filter) E+ 3

0_41361su0

v MediaSpaced s
v site | “r e
v galleries. :"'3, i
Higher Education | =

0_8ne53my4

+ gallery2

gallery1

0_4ne38I80

gallery3
channels
I

private

archive

Search Categories

Additional Filters Bulk Actions v

gallery2 *

[ Name [ Type‘. Plays
Mtarco Tempest 71 0
Peter Norvig: The 1 0
Wiolfoang Kessing i 0

Also see Assigning MediaSpace Content to Channels.

| createdon

= | Duration | Status

06/25M2 12:44 06:05 Converting
0612512 12:43 0611 Converting
06/25M212:42 11:358 Ready

1 1-3o0f3

To change an entry’s MediaSpace content owner in the KMC

| Actions

Select Action

Select Action

Select Action

Show rows:

Usually, the user who uploads content in the KMC is not the administrative content owner of
the media entry. To change the owner of one or more entries:

1. Inthe KMC, select the Content tab and then select the Entries tab.
2. Inthe Entries table, select one or more entries, click Bulk Actions and then select Change

Owner.

3. Onthe Change Owner window, start typing a new owner name. A list of suggestions is
displayed after you type the third character.

Change Owner

Set a new owner to this entry

Adm

Admin (Admin}

4. On the Change Owner window, select a user from the suggestion list and click Save.

NOTE: The content owner is the user whom the media is assigned in MediaSpace.

S5

Adding Contributors to MediaSpace Galleries

By default, only an end user with the Admin application role can publish media to a gallery. To enable
a user to add media to a particular gallery, you add the user as a Contributor to a particular category

(under galleries).

Kaltura MediaSpace Setup Guide
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NOTE: Manager and Moderator permissions are not relevant for MediaSpace galleries.

5

To add a user as a contributor to a MediaSpace gallery in the KMC

NOTE: You can add a contributor to a MediaSpace gallery only in the KMC.

S

WP

Edit Category - gallery2

Metadata

In the KMC, select the Content tab and then select the Categories tab.
In the Categories table, click the category name.

On the Edit Category window, select the Entitlements tab.

Under Specific End-User Permissions, click Manage.

Here you can manage entitlement settings and specific end-user permissions to content in your application.

Entitlements 2 Privacy Context Label:

2/ Content Privacy:

2/ Category Listing:

7/ Who Can Add Content to
this Category?

2 Inherit Specific End-User
Permissions from Parent
Category?

MediaSpace

Users with these permissions will have only contribution rights and will not be able to
administer the gallery in the MediaSpace site.

2>

@ Mo Restriction Centent in this category is visibls to everyens with scoess to the spplication page

(O Requires Authentication Content in this catagory is visible in the application only to authenticated end-users
(© Private Visible only to users with specific permissions to access this category's conte

@ No Restriction Category is visible to everyone with access to the application page

(© Private Category is visible only to users with specific permission to access this categony’s content

@ No Restriction Any sutherzed end-user

(© Private Only end-users with specific permission to add content to this categon
@ No Set specific end-user permissions for this sub-categon
|_':‘_| Yes Specific end-user permissions of parent category will sutomatically apphy to this sub-categon,

Specific End-User Permissions:

Owner: Not Specified

Kaltura MediaSpace Setup Guide
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Users: 0 end-users have permissions to this category

< Previous Category

Save Save & Close

Next Category »
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5. On the Specific End-User Permissions window, click Add User.

6.
7.

8.

gallery2 - Specific End-User Permissions e

Search End-Users

Additional Filters User HamelD | Permission L Status | Update M Updated 1| Actions

~+" All Permission Levels Add Users

Member Add Users
. From Parent
Contributor Category

Moderator

Manager

¥ Al Statuses
Active

Deactivated

+ Al Update Methods
Manual

Automatic Bulk Actions v 0-0of0 Show rows: 50 hd

Close

On the Add Users window, under Permission Level select Contributor.

On the Add Users window, under Select End-Users start typing a user name. A list of
suggestions is displayed after you type the third character.

gallery2 - Add Users

Here you can set end-user permissions for this category
Permission Level: Contributor

Update Method: Manual

Select End-Users: facu

facultymember (facu tymember)

I Save H Save and Close

On the Add Users window, select a user from the suggestion list and click Save.
In MediaSpace, the selected user will have the Add Media option for the specified gallery.

Restricting Access to MediaSpace Galleries in the KMC

w

To enable only a specified group of users to access a MediaSpace
gallery

Add specific users as members to a gallery category. See Adding Contributors to MediaSpace
Galleries.

In the KMC, select the Content tab and then select the Categories tab.
In the Categories table, click the category name.
On the Edit Category window, select the Entitlements tab.
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5. Under Content Privacy, select Private and click Save.
You can further restrict actions by applying rules for who can contribute to the gallery.

Edit Category - gallery2 (2l >
Metadata
Here you can manage entitlement settings and specific end-user permizsions to content in your application.
Entitlements 2) Privacy Context Label: WediaSpace
2/ Content Privacy: (O No Restriction Content in this category is

(") Requires Authentication Contentin this

@ Private Visible only to users with specific permissions to access this category’s content
2/ Category Listing: @ No Restriction Category is visible to everyone with access to the application page
(O Private Category is visible only to users with specific permission to access this category’s content
2/ Who Can Add Content to (:) No Restriction Any suthorize
this Category?
@ Private Only end-users with specific permission to add content to this cate

2 Inherit Specific End-User @. No S=t=
Permissions from Parent
Category? () Yes Sp=

Specific End-User Permissions:

Owner: Not Specified Change Users: 0 end-users have permissions to this category Manage
Save Save & Close £ Previous Category Next Category »

The category is displayed in MediaSpace navigation. When a user who is not in the category’s
Users List tries to access the category, an Access Denied message is displayed.

NOTE: This method is different from the Restricting Categories configuration for Using
MediaSpace without Entitlement Features.

5

Setting Up MediaSpace Channels

Setting up MediaSpace channels in the KMC is similar to setting up galleries (creating categories,
assigning content). To learn about what's unique for channels, see Assigning User Permissions to
MediaSpace Channels in the KMC.

Defining MediaSpace Channel Types in the KMC

Channel managers can define a channel type (Open, Restricted, Private) in MediaSpace. The KMC
admin can also define a channel type under Content>Categories>Edit Category window>Entitlements
tab. See Channel Types.

Displaying Channels in MediaSpace

To add alink to the Channels page and My Channels in the top
MediaSpace navigation

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Navigation tab.
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2. Under pre:
0 Inthe type menu, select Channels Page or My Channels.
o Inthe name field, enter the label to display.

3. Click Save to display the link in the top MediaSpace navigation bar.

Global — pre

Application _ ) . )

B Add items to the beginning of the main menu, before the categories. MediaSpace displays the items in the order you define here. The first‘pre’ item must be a
Client ‘playlist type

Roles il DELETE

Auth

Ga”ew— type Channels Page El

Player— Select one of the options: |~ Playlist————Naylists, Link, Category,

Widgets Entry Id, or Channels Pag¢ My Media

ST —— My Playlists

Metadata Link

Header flame Category

_ Entry Id

Navigation Enter the |abel for the me gt Page Eplayed in the main

P — navigation bar. _

Categories My Channels

Channels ) X
T — + Add "pre"
Debug

To add a link to My Channels in the header menu

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Headermenu tab.

2. Under enabled, select Yes to enable the Headermenu module.
3. Under menu:

0 Inthe type menu, select My Channels.
o Inthe label field, enter the label to display.
4. Click Save to display the link in the MediaSpace header menu.

Modules

Addcontent
Addtoplaylists Fora URL, enter the URL label. For a Menu, enter the label.

label |

Channelmembers

Channelmoderation ] DELETE

Channelsettings

Channelsettingsadvanced type My Channels |Z|
Channeltopics Type can be My Media, Mi-Playlists-tRi-Mems or My Channels.
Ehstomdata
Embed label |

Embedplaylist Fora URL, enter the URL label. For a Menu, enter the label.

Headermenu

Setting Permissions for Creating a MediaSpace Channel
See Who can create a channel?

To define a user role that can create a channel

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Channels tab.

2. Under channelCreator, select one of the following roles, and click Save.
0 Sys Admin — Channels can be created only from the KMC by the KMC admin user.
o Viewer — All authenticated users

o0 privateOnly — All users with upload permissions
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o admin — All users with permission to upload and publish to galleries

o0 unmoderatedAdmin — All users with permission to upload and publish to galleries and to
bypass moderation (if moderation is enabled)

Channels
Debug channelCreator viewerRale E|
Moderation Selectthe minimal role thy Mo Role - Sys Admin only
viewerRole
Modules . _ private OnlyRole
Save adminRole
Addcontent | | unmoderatedAdminRole

Addtoplaylists

Channelmembers

Channelmoderation

Channelsettings

Channelsettingsadvanced

NOTE: We do not recommend allowing the Viewer role to create channels since users
‘% with a Viewer role cannot add content to channels they create.

When a user has a role that can create a channel, a Create Channel button is displayed on
Channel Listing pages.

Create Channel +
My Channels

| |q| View: 2 as Manager 0 as Member by: Date Alphabetical Members

Assigning MediaSpace Content to Channels

To manually assign content to a MediaSpace channel in the KMC

1. Inthe KMC, select the Content tab and then select the Entries tab.
2. Inthe Entries table, select one or more entries and click Bulk Actions.
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3. Select Edit Categories and click Add Categories.

Entries Search Entries
Categories Thumbnail 1D Name Type  Plays CreatedOn ., Duration Status Actions
L

~ All Categories (No Filter) £+

0_4t361su0 Warco Tempest: T [ 0 0612512 12:44 06:05 Converting select Action
> WediaSpaced

0_8nes3my4 Peter Norvig: The | ﬁ o 06/25M2 12:43 06:11 Converting Select Action

0_4ne3880 Wolfaang Kessing |5 0 1625012 12:42 1135 Ready Select Action
. 0_d11n1yil Excellent web gual ﬁ o 06/24/1211:36 00:30 Ready Select Action
0_kim3bkSc Hormal web quaity [ 0 0812412 11:38 00:30 Ready Select Action
Set Scheduling
Set Access Confrol Sample Big BuckB B 0 06124112 11:36 00:22 Ready Select Action
Edit Tags d  Add categories
Edit Categories | Remove Categaries
Addto New Category/Playlist » Eor S atura anl el 0 06/24/1211:36 00:05 Ready Select Action
Change Owner
Download
Search Categories Delete kL e . = - . .
Bulk Actions v 1 1-27of 2T Show rows:

Additional Filters

4. On the Select Categories window, under the channels category, select one or more categories
and click Apply:

In the Entries table, the entries are displayed when you filter for a category to which you
assigned the entries.
Also see Assigning MediaSpace Content to Galleries.

Assigning User Permissions to MediaSpace
Channels

To assign user permissions in bulk, use the End-User Entitlements CSV. To learn more about
assigning end user permissions, refer to the Kaltura Management Console (KMC) User Manual.

To learn more about entitlement services and how they apply to MediaSpace permissions, refer to
Introduction to the Kaltura Entitlement Infrastructure.

Assigning User Permissions to MediaSpace Channels in the
KMC

By default, a channel that you create in the KMC is restricted to authorized users. Handling permission
restrictions for channels is similar to the way you handle permissions for galleries. See Adding
Contributors to MediaSpace Galleries.

In addition, you perform the following important flows related to channels in the KMC:
e Assigning Managers and Moderators to a MediaSpace Channel
e Listing MediaSpace Channels

Assigning Managers and Moderators to a MediaSpace Channel

To access channel settings in MediaSpace, a user must have Manager or Moderator permissions for
the channel. To learn more about channel settings, refer to the Kaltura MediaSpace User Manual.

To assign a manager to a MediaSpace channel in the KMC

1. Inthe KMC, select the Content tab and then select the Categories tab.
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2. Inthe Categories table, click the channel category name.
3. On the Edit Category window, select the Entitlements tab.
4. Under Specific End-User Permissions, click Manage.
5. On the Specific End-User Permissions window, do one or more of the following:
o Inthe user list, select one or more users and change the user permission to Manager.
o Click Add Users.
- Onthe Add Users window, under Permission Level select Manager.
- Onthe Add Users window, under Select End-Users start typing a user name. A list of
suggestions is displayed after you type the third character.
- Onthe Add Users window, select a user from the suggestion list and click Save.
To assign a moderator to a MediaSpace channel in the KMC
1. Inthe KMC, select the Content tab and then select the Categories tab.
2. Inthe Categories table, click the channel category name.
3. Onthe Edit Category window, select the Entitlements tab.
4. Under Specific End-User Permissions, click Manage.
5. On the Specific End-User Permissions window, do one or more of the following:
0 Inthe user list, select one or more users and change the user permission to Moderator.
0 Click Add Users.
- On the Add Users window, under Permission Level select Moderator.
- On the Add Users window, under Select End-Users start typing a user name. A list of
suggestions is displayed after you type the third character.
- Onthe Add Users window, select a user from the suggestion list and click Save.
NOTE: A MediaSpace end user who creates a channel can assign permissions, including
£ adding managers and moderators.

5

Listing MediaSpace Channels

In MediaSpace, channels are displayed on the Channels page when there is no restriction to channel
listing in the KMC under Content>Categories>Edit Category window>Entitlements tab. See
Understanding Channels. To learn more about creating and moderating a channel, refer to the Kaltura
MediaSpace User Manual.
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Assigning User Permissions to a Channel in MediaSpace
Channel managers and owners can add members and change user permissions in MediaSpace.
To edit channel members and permissions in MediaSpace

1. In MediaSpace, on the Channels page or your My Channels page, click a channel to open the
channel page, and then click Settings.

First / Settings
Basic Members Advanced Pending
2 members Add Member
Member UseriD  Permission
faculty member facultymemMbaager You, Owner
student member studentmé&nbéibutor Change X Remove

2. On the Members tab:

o To modify the member's permission level, next to the member's Permission column, click
Change, select a new permission, and click Done.

o To remove the member from channel membership, click Remove.

0 To add a member and assign a permission level to the new member, click Add Member,
enter a user name and select a permission, and click Add.

To learn more about editing channel users, refer to the Kaltura MediaSpace User Manual.

Kaltura MediaSpace Setup Guide 28


http://knowledge.kaltura.com/node/560/attachment/field_media

Authenticating and Authorizing Users

SECTION 3

Authenticating and Authorizing Users

On the Configuration Management panel Auth tab of the Kaltura MediaSpace Administration Area, you
can configure the settings for the required user authentication method and the required method for
authorizing a user’s access to MediaSpace with a specific Application Role. The following scenarios
are supported:

e Scenario 1: Authentication and Authorization Are Managed in Organizational Systems

e Scenario 2: Authentication and Authorization Are Managed in Kaltura

e Scenario 3: Authentication Is Managed in an Organizational System, Authorization Is
Managed in Kaltura

Usually, both authentication and role authorization are set through integration with the organizational
identity and group management systems (scenario 1). Kaltura’'s authentication and/or authorization
options may be useful in the cases described in scenarios 2 and 3.

NOTE: User authorization to channel and content entitlements is handled separately.
kY

5

Understanding MediaSpace Authentication and
Authorization Scenarios

Scenario 1: Authentication and Authorization Are Managed in
Organizational Systems

When does this scenario apply?

You can use your organizational system as your MediaSpace identity and role authorization provider
when:

e You have a large-scale MediaSpace deployment. You want all users to log into MediaSpace
with their organizational credentials and to be authenticated by your centralized authentication
system.

e You can provide access from the MediaSpace application to your authentication and group
management systems.

e Authorization to access MediaSpace with a specific Application Role derive in most cases
from user membership in organizational units or groups.

Who can access MediaSpace?

Only users who are authenticated and authorized by your systems can access MediaSpace. Users
who are not authenticated by your systems are denied access to MediaSpace and are not able to log
in.

What user details are stored in Kaltura?
The user’s identifier, Application Role, and first and last names (optional but recommended) must be
stored in Kaltura. After the user logs into MediaSpace for the first time, administrators can view and

manage the user record on the User Management panel of the Kaltura MediaSpace Administration
Area. The user’s organizational password is not saved in Kaltura.
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Can you manually set different user details in Kaltura?

Yes, you can manually set different user details in Kaltura. After the user logs into MediaSpace for the
first time, administrators can manage the user record on the User Management panel of the Kaltura
MediaSpace Administration Area. An administrator can override the user details (first and last name)
and the user MediaSpace Application Role. This option is useful mainly for granting a higher- or
lower-level Application Role to certain users. For example, you can set a Viewer Application Role to a
large group of people within your organization and then manually assign the higher level MediaSpace
Admin role to a few of them.

To enable manually overriding settings

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

2. Set the following values and click Save.
a. Under refreshDetailsOnLogin, select No.
This option is displayed only when using an external authentication provider.
b. Under refreshRoleOnLogin, select No.
This option is displayed only when using an external role authorization provider.

refreshDetailsOnLogin Should user details on Kaltura be updated through an external authentication provider?

refreshRoleOnLogin Should the user role on Kaltura be updated through an external authorization provider?

Select'Mo’ to allow overriding a role through Kaltura user management.

Scenario 2: Authentication and Authorization Are Managed in
Kaltura

When does this scenario apply?

You can use Kaltura as your MediaSpace identity and role authorization provider when:
e You want to launch a MediaSpace pilot in your organization without IT integration.

e You want to quickly go live with your organizational video portal before performing IT
integration with your organizational authentication and group management systems.

e Only a few users in your organization need to work with MediaSpace, and there is no
requirement or need for managing user authentication and credential validation in your
organizational systems.

e You do not have a centralized authentication system or you are not able to provide access to
your authentication system from the MediaSpace application.

Who can access MediaSpace?

Only users with a MediaSpace user account pre-provisioned in Kaltura can access MediaSpace. (The
user account must include a MediaSpace Role and a MediaSpace password.) If you want to revoke
MediaSpace access from a specific user, it is your responsibility to delete the user account in one of
the following ways:

e On the User Management panel of the Kaltura MediaSpace Administration area, select one or
more users, and click Delete or Delete Checked.

e Submit a Kaltura end-users CSV to delete MediaSpace user accounts in bulk. To learn more,
see the submit a Kaltura end-users CSV procedure step.

e Use the Kaltura API to:
0 Delete the user record.
0 Remove the user's MediaSpace Role stored in a custom data profile.
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How do you switch from Kaltura-managed authentication and authorization to managing

MediaSpace authentication and authorization in your system?

Following the completion of your pilot, or when the IT integration with your user authentication and
group management systems is completed, on the Configuration Management panel of the Kaltura
MediaSpace Administration Area, open the Auth tab and change the selected
authentication/authorization method. In the Kaltura MediaSpace Administration Area, you may override
the Kaltura-managed Application Roles from your system on the Configuration Management panel or
by manually deleting existing MediaSpace user accounts on the User Management panel.

To override Kaltura-managed Application Roles on the Configuration
Management panel

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

2. Set the following values and click Save.
a. Under refreshDetailsOnLogin, select Yes.

This option is displayed only when using an external authentication provider.
b. Under refreshRoleOnLogin, select Yes.

This option is displayed only when using an external role authorization provider.

Scenario 3: Authentication Is Managed in an Organizational
System, Authorization Is Managed in Kaltura

When does this scenario apply?

You can use Kaltura as your MediaSpace access and role authorization provider when:

e You have a small- to large-scale MediaSpace deployment. You want all users to log into
MediaSpace with their organizational credentials and to be authenticated by your centralized
authentication system.

e Authorization for users to access MediaSpace and MediaSpace Application Roles is
independent of their membership in organizational units or groups. For example, users who
will be granted MediaSpace access do not belong to a specific organizational unit or group.

e You are not able to provide access to your group management system from the MediaSpace
application for setting group-based role authorization. You want to set users' application roles
before their first login to MediaSpace.

Who can access MediaSpace?

Only users who are authenticated by your systems and have MediaSpace user accounts
pre-provisioned in Kaltura (the user account includes MediaSpace Application Roles) can access
MediaSpace. Users who are not authenticated by your systems are denied access to MediaSpace,
even if they are have a user account and a MediaSpace Application Role in Kaltura. These
unauthenticated users will not be able to log in.
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Configuring Authentication and Authorization for
MediaSpace

Enabling Common Login Configurations

On the Configuration Management panel Auth tab of the Kaltura MediaSpace Administration Area, the
following MediaSpace login options are available for all authentication and authorization methods.

demoMode N |z| Enable the demo login mode? After entering any user or password combination, the
o user has an admin role.

allowAnonymous No |Z| Can users access MediaSpace without logging in? Ifyou select yes,” anonymousRole
users can browse the galleries and view videos. For anonymousRole users,
links/buttons for actions that require more advanced roles are displayed. When an
anonymousRole user clicks a link/button that requires a more advanced role, a login
screen is displayed.

What text should be used in the header instead of an actual user name?

anonymousGreeting | Guest |

sessionLifetime | 100 | How long can a MediaSpace user session last?

httpsLogin Enable a secure login page (via hitps)? If you select 'yes," your server must be
Mo |Z| configured to enable a secure login page.

Enabling Authentication Methods

On the Configuration Management panel Auth tab of the Kaltura MediaSpace Administration Area, the
following authentication methods are supported as part of the MediaSpace standard installation. When
you select an authentication adapter, a set of relevant configuration fields is displayed to fill in.

What is the name of the PHP class for handling authentication? KalturaAuth enables the

authNAdapter
Header AuthN IZ| built-in User Management system (localed at /adminjusers). LdapAuth lets you use your
organizational LDAP/AD server to authenticate users. To use your own custom class,
Kms_Auth_AuthN_Kaltura click 'Add custom value’ and enter the custom class name.
LDAP AuthN |
580 Gateway AuthN

|_ Add custom value |

e LDAP Authentication — User authentication and credentials validation through direct access
to the organizational LDAP or Active Directory server.

e SSO Gateway Authentication — A Kaltura generic gateway for integrating with a
customer- specific login and authentication implementation, while providing the user with a
Single Sign-On experience.

e Header Authentication — User is authenticated through a request in the organizational
authentication system. The response includes the authenticated user ID in a specific HTTP
header.

o Kaltura Authentication — Manage MediaSpace users and their authentication in Kaltura.

e Custom Authentication Methods — For any other type of authentication method, custom
adapters can be developed and added to the MediaSpace installation.
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Enabling Authorization Methods

On the Configuration Management panel Auth tab of the Kaltura MediaSpace Administration Area, the
following authorization methods are supported as part of the MediaSpace standard installation. When
you select an authorization method, a set of relevant configuration fields is displayed to fill in.

Whatis the name of the PHP class for handling authorization? Authorization determines

authZAdapter
Kms_Auth_AuthZ_Kalt |Z| the user's role. Kalturafuth enables the built-in User Management system (located at
fadminiusers). LdapAuth lets you use your organizational LDAP/AD server to determine
LDAP AuthZ roles. To use your own custom class, click ‘Add custom value’ and enter the custom
SS0 Gateway AuthZ class name.

| Add custom value |

e LDAP Authorization — The user’s application role in MediaSpace is determined based on
organizational groups in which the user is a member, which are managed in the organization’s
LDAP server. This authorization method usually is used together with the LDAP authentication
method. The method also can be selected when using other authentication methods (SSO
Gateway authentication, Kaltura authentication, and Header authentication).

e SSO Gateway Authorization - The user’s application role in MediaSpace is set and passed
to MediaSpace as part of the customer-specific login and authentication implementation,
which is set through the Kaltura SSO gateway interface. Always use this option with SSO
Gateway authentication. This option cannot be used with any authentication method besides
SSO Gateway authentication.

e Kaltura Authorization — Manage user authorization to access MediaSpace and user
MediaSpace application roles in Kaltura. This authorization option can be used with any other
authentication method (SSO Gateway authentication, Kaltura authentication, and Header
authentication).

e Custom Authentication Methods — For any other type of access and role authorization
method, custom adapters can be developed and added to the MediaSpace installation.

Setting Up Authentication and Authorization

Configuring LDAP Authentication and Authorization

To learn more about integrating your LDAP server for authenticating users and authorizing user
access to MediaSpace with a specific application role, refer to Kaltura MediaSpace Introduction to
Authentication and Authorization Solutions and Kaltura MediaSpace LDAP Integration Guide.

To configure user authentication through your LDAP server

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

After you complete and verify the following steps, click Save.
2. Under authNAdapter, select LDAP AuthN.

authNAdapter LDAP AuthM El

Header AuthM
Kms_ Auth AuthN Kaltura

S50 Gateway AuthM

3. Select your preferences for the common login options.
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4. Under refreshDetailsOnLogin, select your preference.

This option affects the updating of the user’s first name, last name, and email address (when
provided) from your LDAP system upon every login.

refreshDetailsOnLogin Yes |z| Should user details on Kaltura be updated through an external authentication provider?

MNo

5. Under IdapServer:
a. Select the LDAP Server access and bind settings.

Your bindMethod selection will affect the information you need to provide for
authenticating the user.

— ldapServer
Configure your LDAP/Active Directory Server.
What is the address of your LDAP Server?
host | |dap._example.com | v
What is the port of your LDAP Server?
port 389 | penen
protocol What protocol does your LDAP server use? (ldap or [daps)
protocolVersion What is the protocol version of your LDAP server? (W2 or'V3)
What is the base DN of your LDAP server?
baseDn | dc=example dc=com v
bindMethod ) Which mode of operation is used for authenticating with LDAP? "Search before bind’
Search before bind |Z| means that the users DN is discovered by searching the LDAP/ad server. Direct bind
Search before bind means th_at the users DM is constrgcted automatically according to th_e form_at that
Direct Bind you specify under userDnFormat (displayed below when you select Direct Bind) and
no search is performed.

LDAP Server Configuration — bindMethod selection

bindMethod Di Bind |Z| Which mode of operation is used for authenticating with LDAP? "Search before bind’
irect Bin means that the users DN is discovered by searching the LDAP/ad server. Direct bind
means that the user's DN is constructed automatically according to the format that
you specify under userDnFormat (displayed below when you select Direct Bind) and

no search is performed.

— directBind

userDnFormat | cn=@@USERNAME@@,dc=exar |

Enter the DN format of the username. Place the @@USERNAME@(@ token where
the username should be in the string. For example:
‘cn=@@USERNAME@@,ou=somegroup,dc=example,dc=com’)

LDAP Server Configuration - Direct Bind options
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bindMethod ) Which mode of operation is used for authenticating with LDAP? "Search before bind’
Search before bind |Z| means that the users DN is discovered by searching the LDAP/ad server. Direct bind
means that the user's DN is constructed automatically according to the format that

you specify under userDnFormat (displayed below when you select Direct Bind) and
no search is performed.

— searchUser

username

If anonymous search is not allowed, what is the DN of the account that should be
used to bind for searching users? For anonymous, do not enter a username.

password

If anonymous search is not allowed, what is the password of the account that
should be used to bind for searching users? For anonymous, do not enter a
password.

usersearchQueryPatiem | (g objectClass=person){uid=@@U|

Enter the pattern for querying the LDAP server to find a user. The
@@USERNAME@@ token will be replaced with the actual username provided in
the login screen.

LDAP Server Configuration - Search before Bind options
b. Select the LDAP attributes for first, last name and email address.

Populating the user’s first and last name is used for several MediaSpace options that
require the user name.

The email address is optional. This field is useful for user management and for future
features (such as email notifications).

emailAttribute | | What is the name of the attribute on the user record that contains the user ID? If you
do not want to sync email with Kaltura, do not enter an emailAttribute.

firstNameAttribute | | What is the name of the atiribute on the user record that contains the user's first
name? If you do not want to sync the first name with Kaltura, do not enter a
firstNameAttribute.

lastNameAttribute Whatis the name of the attribute on the user record that contains the user's last
| | name? If you do not want to sync the last name with Kaltura, do not enter a
lastMameAttribute.

LDAP Server Configuration - Email options

6. If you are using your LDAP server to authorize user access to MediaSpace with a specific
application role, continue with the next procedure. If not, select a different authorization
method.

To configure user authorization through your LDAP server

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

After you complete and verify the following steps, click Save.
2. Under authZAdapter, select LDAP AuthZ.

authZAdapter LDAP AuthZ El

Kms Auth AuthZ Kaltura

S50 Gateway AuthZ

| Add custom value |

Kaltura MediaSpace Setup Guide 35



Authenticating and Authorizing Users

3. Under refreshRoleOnLogin, select your preference.
This option affects the updating of the user’s role from your LDAP system upon every login.

refreshRoleOnLogin

Yes |Z|
Mo

Shouldthe user role on Kaltura be updated through an external authorization provider?
Select Mo’ to allow overriding a role through Kaltura user management.

4. Under IdapOptions, select your preferences for getting the list of groups in which the user is a

member.

This option is used to determine the user's MediaSpace Application Role.
Your groupSearch selection will affect the information you need to provide.

— ldapOptions

groupSearch

Configure the LDAP options for group searches.

Get groups from user|2|

Get user from groups

Get groups from user

— byUser

memberOfAttribute

SEeners

memberOf

Enter the memberOf attribute to use the memberof search filter to map groups to
users. Note: The memberof search filter is not enabled by default on all LDAP

userSearchQueryPatiern | (g qbjectClass=person){uid=@@U|

Enter the pattern for querying the LDAP server to find a user. The
@@USERNAME@@ token will be replaced with the actual user name provided in
the login window.

primaryGroupldAttribute

(Optional) Enter the attribute name for the primary group 1D {usually
primaryGroupld). Use this field only to authorize by primary group ID when you are
using AD.

groupsMatchingOrder

LDAP Authorization Options - Get Groups from User

unmoderatedAdminRole, adminRole

Kaltura MediaSpace Setup Guide

Enter the order in which to match MediaSpace roles to LDAP groups. For example, if
auser belongs to a group thatis mapped to the admin role, enter adminRole before
other roles (adminRole viewerRole’) to find the admin role first and log in the user
with the adminRole.
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Configure the LDAP options for group searches.

groupsearch Get user from groups |Z|

Get groups from user

— byGroup

groupSearchQueryPatiern | (g (gpjectclass=group)|@@GROU |

Enter the pattern for querying all groups in one query. The

results list all groups defined in the mapping settings.

groupSearchEachGrou pPatte‘ (cn=@@GROUPNAME@@)

mapping settings. The relation between the groups is OR.

groupSearchQuery

groupSearchEachGroupPattern) are not used.

groupMembershipAttribute | L 00

group.

@@GROUPS_REFLACEMENTS@@ token will be replaced with the pattern that
you specify under groupSearchEachGroupPattern (displayed below). The query

Enter the pattern for each group in the groupSearchQueryPattern (displayed
above). This pattern is used multiple times: one time for each group defined in the

Enter the LDAF query that finds all groups. This query runs only one time, so it
returns all groups defined in the matching settings. If you enter a value for this
LDAP query, the two settings displayed above (groupSearchQueryPattern and

Enter the attribute on a group record that lists the users who are members in the

groupshatchingOrder unmoderatedAdminRole, adminRol |

LDAP Authorization Options - Get User from Groups

Enter the order in which to match MediaSpace roles to LDAP groups. For example, if
auser belongs to a group that is mapped to the admin role, enter adminRole before
other roles fadminRole viewerRole’) to find the admin role first and log in the user
with the adminRuole.

5. Under IdapGroups, select your preferences to define the mappings between the groups
defined in your LDAP server and the MediaSpace Application Roles.

— IldapGroups

Wap your LDAP server groups to MediaSpace groups

adminRole [mediaSpaceFaculty l X 1
[mediaSpaceAdmin l X 1
viewerRole [mediaSpaceStudent l X 1
[mediaSpaceUser l X 1
privateOnlyRole | mediaSpacePiivateOnly | %

unmoderatedAdminRole [ mediaSpaceSuperAdmin l X 1

Enter LDAP group names that match the MediaSpace adminRole

+ Add "adminRole"

Enter LDAP group names that match the MediaSpace viewerRole.

+ Add "viewerRole"

Enter LDAP group names that match the MediaSpace privateOnlyRole.

+ Add "privateOnlyRole"

Enter LDAP group names that match the MediaSpace unmoderatedAdminRole

+ Add "unmoderatedAdminRole"

— matchByPrimaryGroupld

Match by primary group 1d

+ Add "matchByPrimaryGroupld"

Kaltura MediaSpace Setup Guide
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Configuring SSO Gateway Authentication and Authorization

To learn more about integrating MediaSpace with your authentication systems using the MediaSpace
SSO Gateway, refer to Kaltura MediaSpace Introduction to Authentication and Authorization Solutions
and Kaltura MediaSpace SSO Integration Guide.

To configure user authentication using the MediaSpace SSO gateway

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

After you complete and verify the following steps, click Save.
2. Under authNAdapter, select SSO Gateway AuthN.

authNAdapter SSO Gateway AuthN [ =]

Header AuthN
Kms_Auth_AuthMN_Kaltura
LDAP AuthMN |

| Add custom value |

3. Select your preferences for the common Auth options.
4. Under refreshDetailsOnLogin, select your preference.

This option affects the updating of the user’s first name, last name and email address (when
provided) from your authentication system upon every login.

refreshDetailsOnLogin Yes |z| Should user details on Kaltura be updated through an external authentication provider?

MNo

5. Under sso, select your preferences for integrating the MediaSpace SSO Gateway with your
login implementation:

0 secret
o loginUrl

o logoutUrl

Configure the built-in Single Sign On Gateway authentication class (SS30Auth).

secret | default | Eljter a custom secret, or enter "default to use the Kaltura Admin Secret associated
with your Kaltura account.

What is the URL for the S50 gateway login page? Note: The ref parameter is added

loginUrl
| | automatically.

‘What is the URL to which a useris redirected after logging out of MediaSpace?

logoutUrl | |
Usually, you enter your organization’s login page.

6. If you are using the MediaSpace SSO Gateway to authorize user access to MediaSpace with
a specific application role, continue with the next procedure.

To configure user authorization using the MediaSpace SSO gateway

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.
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After you complete and verify the following steps, click Save.
2. Under authZAdapter, select SSO Gateway AuthZ.

authZAdapter SSO Gateway AuthZ [=]

Kms_Auth_AuthZ_Kaltura
LDAP AuthZ

| Add custom value |

3. Under refreshRoleOnLogin, select your preference.
This option affects the updating of the user’s role upon every login.

refreshRoleOnLogin v, |z| Shouldthe user role on Ke_lltura be updated through an external authorization provider?
es Select Mo’ to allow overriding a role through Kaltura user management.
Mo

Configuring Header Authentication

To configure header authentication through the MediaSpace SSO
gateway

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

After you complete and verify the following steps, click Save.
2. Under authNAdapter, select Header AuthN.

authNAdapter Header AuthN E

Kms_Auth_AuthN_Kaltura
LDAP AuthMN |
S50 Gateway AuthM —

| Add custom value |

3. Select your preferences for the common login options.
4. Under refreshDetailsOnLogin, select your preference.

This option affects the updating of the user’s first name, last name, and email address (when
provided) from your authentication system upon every login.

refreshDetailsOnLogin Yes |z| Should user details on Kaltura be updated through an external authentication provider?

MNo

Kaltura MediaSpace Setup Guide 39



Authenticating and Authorizing Users

5. Under headerAuth, enter values for:
o headerName — the ID of the authenticated user

o logoutUrl

— headerAuth

headerHame | | WHELIS the name ofthe HTTP header that contains the user 1D of the authenticated
user:

logoutUr | | ‘When the_allow@\nonymou; value is 'Np', you can specify a URL (instead of an
‘unauthorized’ page) to which the user is redirected when logged out.

Configuring Kaltura Authentication and Authorization

Authenticating or authorizing MediaSpace users in Kaltura requires creating MediaSpace user
accounts that include a MediaSpace Application Role. Only users with a MediaSpace user account
and MediaSpace Application Role are able to log into MediaSpace.

Authenticating MediaSpace users in Kaltura also requires setting a password for each MediaSpace
user. Follow the procedure to create MediaSpace user accounts that include a MediaSpace
Application Role.

To configure Kaltura authentication

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

After you complete and verify the following steps, click Save.
2. Under authNAdapter, select Kms_Auth AuthN.

authNAdapter Kms_Auth_AuthN_Kalt [+]

Header AuthM

LDAP AuthN |
S50 Gateway AuthM E—

[ Add custom value ]

3. Select your preferences for the common login options.

To configure Kaltura authorization

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area,
open the Auth tab.

2. Under authZAdapter, select Kms_Auth AuthZ and click Save.

authZAdapter Kms_Auth_AuthZ_Kalt [=]

LDAR AuthZ
S50 Gateway AuthZ

[ Add custom value
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To create MediaSpace user accounts that include a MediaSpace
Application Role

Do one of the following:

e On the User Management panel of the Kaltura MediaSpace Administration Area, you can
create and manage MediaSpace user accounts.

Use the list to manually manage all users in the partner account that have a MediaSpace role
for the specific MediaSpace instance.

MANAGE CONFIGURATION MANAGE USERS HKNOWLEDGE BASE CLEAR THE CACHE ENABLE DEBUG MODE LOG VIEWER GO TO SITE LOGOUT

User Management

| | @ | S All Roles -]
@ By Name © By Email
[ [ ADD NEW USER | [ DELETE CHECKED | [ suBmITCSV |
User ID First Hame Last Hame Password Role Email Extra data Actions

Mo data found ‘

e Submit a Kaltura end-users CSV to create MediaSpace user accounts in bulk. Use the
following format:

a | B c D E | F [ G H
n “action userld firsthame  lastName screenName[metadata::KMS_USERSCHEMA1 your-instanceld:role | partnerData
ZE Johns123  John Smith John Smith  ViewOnly pw=ecc94cd2e13ecIaeleadlbdalledfe715f3Id20
316 Dans123  Dan Smith Dan Smith | ViewOnly pw=ecc94cd?e13ecIaeleailbdaledfe7T15F9d21
46 Danas123 Dana Smith Dana Smith | AdminRoale pw=ecc94cd2e13ecIaeleallbdaledfeT15fIId22
5
| 3|
|
0 To learn more about the end-user CSV schema, refer to End-Users CSV — Usage and

Schema Description.

The userld field must include a minimum of three characters.

o

The MediaSpace Application Role is managed within the MediaSpace user metadata
schema. Adjust the schema name in the example to include your MediaSpace instanceld.
(You can copy the MediaSpace instanceld from the Configuration Management panel
Application tab of the Kaltura MediaSpace Administration Area.)

0 Set the role names in the CSV according to the role labels you set in the Configuration
Management panel Roles tab of the Kaltura MediaSpace Administration Area.

0 When using Kaltura to authenticate users, you may populate a shal hashed password in
the CSV as part of the partnerData field, as in the example. MediaSpace administrators
are responsible for managing password hashing and distribution to users. The un-hashed
password must include a minimum of six characters.

0 When using Kaltura only for authorizing user access to MediaSpace with a specific
application role, do not populate the password in the CSV. (You can remove the
partnerData column in the example from the CSV since it is not required.)

Kaltura MediaSpace Setup Guide 41


http://knowledge.kaltura.com/node/464
http://knowledge.kaltura.com/node/464
http://en.wikipedia.org/wiki/SHA-1

Authenticating and Authorizing Users

0 You can submit the end-users CSV in the following ways:

- On the User Management panel of the Kaltura MediaSpace Administration Area, click
Submit CSV.

- Inthe KMC, select the Upload tab and then under Submit Bulk, select End-Users
CSV.

n123 account. Upload Media

Upload from Desktop

Record from Webcam

it CSVIXML
Import from Web

H from Desktop
Prepare Entry

o Video Entry
Jp nawvigation. Learn Morg

Audio Entry

Submit Bulk

Select CSVIXML

4

Entries CSW/XML

Categories C5V

End-Users C5V Embed Player

End-User Entitlements C5V

Embed Playlist

To automate the update of the authorized MediaSpace users list

When you manage MediaSpace authorization in Kaltura, you can develop automated
processes for updating the list of MediaSpace users based on changes in your organizational
information system.

e You can develop a scheduled update process to periodically add or delete multiple users to
the MediaSpace users list using the Kaltura end-users CSV. In your script, you can call the
user.addfrombulkupload Kaltura API action to submit the CSV.

e Using Kaltura API actions, you can develop a trigger-based process to update the
MediaSpace users list in real time when changes occur in your organizational information
system. You can call the user.add, user.delete and user.update Kaltura API actions to add,
delete, and update specific user records. You can call the metadata.add, metadata.delete,
and metadata.update Kaltura API actions to add, delete, and update the user's MediaSpace
role.

NOTE: Deleted users are also removed from all channels in which they are members.

'{‘\x\\) Content ownership and analytics information of the deleted user are not deleted.
Q NOTE: Since user records are shared by all Kaltura applications running on the same
% account, we recommend that you delete records only of users who left the organization. In

other cases, we recommend revoking the user's access to MediaSpace by using the
Kaltura API to remove only the user's MediaSpace role or by using the User Management
panel of the Kaltura MediaSpace Administration Area to delete the user.
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Using MediaSpace without Entitlement Features

SECTION 4

Using MediaSpace without Entitlement
Features

You can use MediaSpace without using entitlement features. In the KMC, verify that your MediaSpace
category tree does not have Privacy Context. To verify that entittlement is not enabled, confirm that in
the KMC under Content>Categories, the Entitlements tab of your root category's Edit Category window
is not displayed.

Restricting Categories

If you do not want to create channels and restrict users using entitlement features, you can restrict
categories to specific roles in the MediaSpace Configuration Panel's Categories tab. Only users with
the specified role can view media in the restricted category. Only users with adminRole or
unmoderatedAdminRole can add media to the restricted category.

For example, Categoryl=PrivateUploads|PublicUploads, Category2=PublicUploads.

NOTE: Use the category name that is displayed in MediaSpace, omitting the number
N prefix used for setting the category order in the KMC. For example, use Sneak Peek, not
ﬂ\\: 4 Sneak Peak.

To display only unrestricted categories to MediaSpace users who do not log in, use restricted
categories together with the “Allow anonymous=true” option.

NOTE: Known issue: If your site contains a Related playlist that is displayed next to the
media player, the Related playlist includes restricted content.

S
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