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About This Document

This document describes Facility Commander and its components. It also
includes instructions to configure the system and use the client
applications.

Who Should Use This Document

This document is intended for system administrators who are responsible
for planning, configuring, and operating Facility Commander.

Administrators should be familiar with personal computers, client and
server relationships, databases, Web browsers, and graphical user
interface (GUI) navigation. They must also have a working knowledge of
the following:

» Picture Perfect application

» Digital Video (CCTV) equipment

e Intercom equipment

* Intrusion equipment

» Database operations

e Security needs of the customer’s facility

Operators using the system should read the chapters relating to their
duties and responsibilities.

How This Document Is Organized

This document is organized as follows:

» Chapter 1. Introduction on page 1 describes the system
components, and describes how remote media servers are used
to transmit video.

» Chapter 2. Getting Started on page 7 describes the Facility
Commander Launcher, instructions on how to log in to the system
using the client application, and the Web interface.

» Chapter 3. Configuring the System on page 27 describes setting
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Page x

up the system by identifying the Facility Commander server,
Picture Perfect server, system parameters, and more.

Chapter 4. Importing Records on page 55 describes how to import
Picture Perfect operators, facilities, doors, and other records to
Facility Commander.

Chapter 5. Assigning Permissions and Context on page 99
describes how to assign operator permissions.

Chapter 6. Configuring Video Devices on page 121 describes how
to configure DVRs, cameras, and camera preset positions, as well
as CCTV Monitors and Analog Video Switchers.

Chapter 7. Using the Video Console on page 157 describes how
to view live and recorded video; and how to search for video clips.

Chapter 8. Event Action Mapping on page 179 describes how to
associate events to actions. When an alarm occurs, video events
can be tagged for later investigation, to send e-mails, and more.

Chapter 9. Configuring Alarms on page 193 describes how to
change alarm colors, create alarm instructions, and alarm profiles.

Chapter 10. Using the Alarm Monitor on page 205 describes using
the Alarm Monitor window, how to select time zones, and view
maps and video of alarm events.

Chapter 11. Using the Event Monitor on page 219 describes the
Event Monitor window and how to filter events.

Chapter 12. Configuring Intercom Devices on page 231 describes
how to configure intercom devices.

Chapter 13. Configuring Intrusion Devices on page 249 describes
how to configure intrusion devices and instructions to use when
connecting the intrusion equipment to Facility Commander.

Chapter 14. Creating Symbol Schemes on page 285 describes
how to create a symbol scheme to use with graphic displays. Also
included are instructions to upload and download files.

Chapter 15. Creating Graphic Displays on page 299 describes
how to use the Symbol Editor and Graphic Editor to associate
icons representing devices with graphical displays, or site maps.

Chapter 16. Viewing Graphic Displays on page 333 describes how
to use the Graphics Viewer, display different layers, and issue
commands such as locking and unlocking doors.

Chapter 17. Backup/Restore Informix Databases on page 349
describes the information needed to backup/restore Informix
databases.

Chapter 18. Viewing Diagnostics on page 367 describes the
information needed to monitor the system.

Chapter 19. Advanced Configuration on page 381 provides
advanced system configuration information.

Appendix A.on page 401 lists configuration files for Informix
backup.

Appendix B.on page 405 lists miscellaneous problems and
describes the causes and appropriate actions.
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< Appendix C.on page 409 lists Facility Commander error messages
and suggestions to resolve the errors.

< Appendix D.on page 441 lists facility permission configurations for
this application.

* Appendix E.on page 455 lists permission configurations for each
Facility Commander component.

Using This Document

This document is available in portable document format (PDF). The PDF
document has been designed for online, interactive viewing with Adobe®
Acrobat® Reader.

The Acrobat Reader is available for the Windows®, Macintosh®, Unix®,
Linux®, and IBM® AIX®. The Acrobat Reader can be obtained for free
from Adobe Systems Incorporated (http://www.adobe.com).

The table of contents, bookmarks, cross-references, index entries, and
thumbnail pages are active navigation elements. Cross-references and
links are displayed in blue. Select these elements to quickly move through
the document. Any page in the document or the entire document can be
printed while viewing it in Acrobat Reader.
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Conventions Used In This Document

The following conventions are used in this document:

Bold type Text to be entered by the reader.
Menu items, buttons, programs, and other GUI elements
selected with a mouse or keyboard by the reader.
Italic type Titles of books and various documents.
Cross-references to headings within a document.
E-mail and Web site (or URL) addresses.
Emphasis of an instruction or point.
Variables.
Monospace Text that displays on the computer screen
type .
Examples of path names or coding sequences
Blue, blue, or In online versions of this document, hyperlinked elements
blue type that take the reader directly to the cross-references, related

topics, and URL addresses.
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Related Documents

The following documents contain information about Facility Commander:

« Facility Commander 2.2 Release Notes
This document includes late-breaking information on Facility
Commander and notes on new enhancements and fixes.

e Facility Commander 2.2 Installation Manual
This document describes how to install Facility Commander and its
components. It also includes instructions to connect hardware and
other peripheral devices.

« Facility Commander 2.2 with VisioWave Setup Guide
This document describes how to install and configure VisioWave
for Facility Commander.

The following documents contain information about the Picture Perfect
access control application:

» Picture Perfect 4.0 Installation Manual
This document describes how to install and configure the Picture
Perfect application.

* Picture Perfect 4.0 User Manual
This document describes how to configure, and manage the
Picture Perfect application. It describes the Picture Perfect
interface and contains step-by-step procedures to use the
application.

« Picture Perfect Enterprise Edition User Manual
This document describes how to configure, and manage the
Picture Perfect Enterprise application. It describes the Picture
Perfect interface and contains step-by-step procedures to use the
application.

» Picture Perfect Redundant Edition User Manual
This document describes how to configure, and manage the
Picture Perfect Redundant (PPRS) application. It describes the
Picture Perfect interface and contains step-by-step procedures to
use the application.
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Chapter 1. Introduction

This chapter describes Facility Commander and its features, including
integrated video and video management. Readers should familiarize
themselves with this chapter before proceeding to other chapters in this
document.

In this chapter:
%a Overview on page 2
Video management on page 3
/\,—_\‘-
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Page 2

Overview

Facility Commander is a security integration platform that provides
integrated digital video, analog video switchers, intercom, and intrusion
with access control. It interfaces with Picture Perfect, which continues to
perform all access control, alarm, and reporting tasks.

The main features of Facility Commander include a comprehensive alarm
management system with direct access to graphical maps and video clips
from the Alarm Monitor, and a high-level command and control interface
to Digital Video Recorders (DVRs) and their connected cameras.

Configuring Facility Commander is accomplished using a Web browser,
such as Internet Explorer. Operators select which facilities, doors, inputs,
and outputs they want to control from Facility Commander and import
these records from the access control system.

The alarm events associated with these devices can be configured to
perform any number of actions in Facility Commander. For example, if a
door has a video camera monitoring it, whenever a Door Forced alarm
occurs, the system can be configured to send an e-mail notice to the
Security Supervisor, and also tag the video clip so it can be reviewed
later.

Monitoring the system is accomplished using the Facility Commander
Launcher, which provides the capability to monitor alarms and control
video cameras. All alarms generated by Picture Perfect are sent to the
access control system’s Alarm Monitor, and also to the Facility
Commander Alarm Monitor. From the Facility Commander Alarm Monitor,
security personnel can perform all of the operations that they can do on
Picture Perfect, and more.

The Facility Commander Command and Control client features include:
« Create or import site maps for graphical representation of device
and alarm locations

« Associate symbols and icons with devices, such as doors,
intercoms, intrusion devices, and cameras

< Display a graphical map showing the location of an alarm and the
alarm state

« Control devices from graphical maps, such as locking or unlocking
a door

« Acknowledge alarms from either the graphical map or from the
alarm monitor

« View recorded video clips associated with alarm events
« View live video from fixed or PTZ cameras

e Control a PTZ camera on-screen by using the mouse to pan, tilt,
and zoom

« Search for video clips stored on a DVR by event, event type,
camera, DVR, or motion
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Video management

The key feature of Facility Commander is integrated digital video. There are
two architectural configurations available, depending on the organization’s
size and geographic locations.

If the site is relatively small or in one central location, then the Media server
can be installed on the Facility Commander Application server to manage
the video services.

In large environments with several geographically distributed sites, it may
be undesirable to transmit video clips across the network. In this case,
adding a Remote Media server to the system improves the video
transmission process.

Centralized video management

Using a single server configuration, this example describes the events that
occur when an operator wants to view video. The Media server, installed on
the Facility Commander Application server shown in Figure 1, has two
DVRs with four cameras and two client workstations.

Figure 1. Single server with centralized video

Access Control Facility Commander
server server/Media server
=]
===
[—1]
—
= «
Facility Commander
Clients
DVR 1 | DVR 2
v v v W
Cam 1 Cam 2 Cam3 Cam4

The illustration includes the following process:

» The client workstation sends a message to the Facility Commander
Application server requesting a connection to camera three.

» The Facility Commander Application server performs a lookup in the
database to identify which DVR the camera is connected to, and
which system controls and manages the components. In this
example, there is only one Facility Commander Application server in
the network.
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e The Facility Commander sends a message to the Media server
(installed on the Facility Commander Application server) to expect
a connection from the client system. The client system opens a
TCP/IP connection socket to the Media server with the server
configuration to receive the video stream.

e The Media server sends compressed video from the associated
DVR to the client workstations. Using the Video Viewer
application, the operator is able to view the video stream from
camera three.

Distributed video management

Using a Facility Commander server with a Remote Media server, this
example describes the events when an operator from a remote location
wants to view video. In this example, the Media server transmits the video
from the camera device to the client application.

Figure 2 shows two sites that can be located anywhere — in the same city
or different cities. Both sites have two DVRs, four cameras, and two client
workstations.

Figure 2. Typical configuration with Remote Media server

Access Control Facility Commander

server server/Media server @E

Site One
DVR 1

Remote Media server

N W

\ 4 A4 Site Two
Cam 1l Cam 2 DVR 2
_>
v 9
Cam3 Cam4
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This illustration describes the events when an operator using the Video
Viewer on the client system requests video from camera three. This
camera device is located at site two, which is managed by the Media
server as shown in Figure 2.

The client system sends a message to Facility Commander server
requesting a connection to camera three.

The Facility Commander server performs a lookup in the database
to identify which DVR the camera is connected to, and which
system controls and manages the components.

The Facility Commander sends a message to the remote Media
server to expect a connection from the client system. The client
system opens a TCP/IP connection socket to the Media server
with the server configuration to receive the video stream.

The remote Media server sends compressed video from the
associated DVR to the client workstations. Using the Video Viewer
application, the operator is able to view the video stream from
camera three.

The Media server guarantees that local video does not have to be
processed by a Facility Commander server located remotely, but by the
Remote Media server that is closer to the client workstations.
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Chapter 2. Getting Started

This chapter describes how to log in and use the Facility Commander
Launcher to open other applications; and how to use the Web browser to
configure the system. Also included are instructions on how to navigate
the browser interface and a description of the common elements,
including error messages.

Readers should familiarize themselves with this chapter before
proceeding to other chapters in this document.

In this chapter:
a Overview on page 8
\ 7 A Facility Commander Launcher on page 9
Logging In from a Workstation on page 12
Logging In Using the Web Application on page 14
Using the Web Browser Application on page 14
Managing Multiple Windows on page 20
Customizing Window Name and Contents on page 22

Error Messages on page 23
Navigating the Multi Viewer on page 24
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Overview

This chapter introduces you to the Facility Commander interface and
describes how to log in and access the Web browser interface and other
client applications.

Starting and Stopping Facility Commander Server
and Media Server Services

Facility Commander services are started automatically in Windows and
Linux/AlX operating systems. Use http:/hostname: 8085/Merlin URL to
access the Web pages to configure Facility Commander.

Facility Commander Server

The following procedures are used to stop and start services for the
Facility Commander server. Always stop the services before restarting
them to clear any lock files.

» To stop services on a Linux server:

1. You must be logged in as the administrator user. If not, log out and
log back in as a user with these permissions.

2. Type the following command:
service facilityCommander stop

» To start services on a Linux server:

1. You must be logged in as the administrator user. If not, log out and
log back in as a user with these permissions.

2. Type the following command:
service facilityCommander start

letc/rc.d/init.d/facilityConmander start

» To stop services on an AlX server:

You must be logged in as the administrator user. If not, log out and log
back in as a user with these permissions.

Type the following command:

[ var/ Facil i t yCommander Ser ver/ server/ bin/
FCShut down. sh

» To start services on an AlX server:

1. You must be logged in as the administrator user. If not, log out and
log back in as a user with these permissions.

2. Type the following command:
letcl/rc.fcserver
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Media Server

The following procedures are used to stop and start services for the
Facility Commander Media server:

» To stop services on a Linux server:

1. You must be logged in as the administrator user. If not, log out and
log back in as a user with these permissions.

2. Type the following command:
service fcmedi ad stop

» To start services on a Linux server:

1. You must be logged in as the administrator user. If not, log out and
log back in as a user with these permissions.

2. Type the following command:
service fcnedi ad start
letc/rc.d/init.d/fcnmedi ad start

» To start or stop services on a Windows server:

1. You must be logged in as the administrator user. If not, log out and
log back in as a user with these permissions.

2. Click Start, Settings, Control Panel, Administrative Tools, and then
click Services. The Services window displays. Locate the Facility
Commander Media server services.

3. Right-click on Facility Commander Media server and select either
Stop or Start.

Facility Commander Launcher

When the client application is started from a workstation, it displays the
Facility Commander Launcher window which allows you to launch other
client applications, display Web pages to configure network parameters
for client-to-server communications, and log out.

Using the Facility Commander Launcher shown in Figure 3 on page 10,
you can open the Web browser and other client applications, such as:

« Alarm Monitor » Video Console e Graphics Editor
« Event Monitor e Graphics Viewer ¢ Symbol Editor
» Multi Viewer

The Facility Commander Launcher window can be minimized to display
as a toolbar as shown in Figure 4 on page 11. The Launcher can also be
customized — you can replace the icons and you can add up-to-six
additional icons to launch other applications, such as WaveReader. Refer
to Customizing Launcher Window on page 382.

Facility Commander Administration Guide Page 9



Chapter 2 Getting Started

The items appearing on the Facility Commander Launcher window
depend on the Facility Commander user’s context and permissions. The
system administrator may be able to view all the items while another
operator may only be able to view the Alarm Monitor. Refer to Assigning
Permissions and Context on page 99 for more information.

Title Bar
Menu Bar—p

¢} Facility Commander Launcher {Default System Account connected to betblas... |Z||§|g|
Window Launch View Help

Viewers

N -
® Facility
w’/ Commander

Login/Logoff Button —# ‘ Logoti ‘

Toolbar Icons

Server Connection Icon
Figure 3. Facility Commander Launcher window

Table 1 lists and describes the elements of the Facility Commander
Launcher.

Table 1. Facility Commander Launcher elements

Element Description

Title Bar Displays the user’s name, the Facility Commander server

name, and the user’s context information.

Menu Bar Displays a menu bar that allows you to launch the client
applications, access the Facility Commander Web browser,
open the Online Help system, and exit.

Login/Logoff Button  Click this button to log in to or exit from Facility Commander.

Toolbar Icons Select the appropriate icon from the toolbar to open a client
application or Web browser interface.

Use to launch the Multi Viewer application.

Use to launch the Alarm Monitor application.

Eg Use to launch the Event Monitor application.
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Table 1. Facility Commander Launcher elements

Element Description

M Use to launch the Video Console application.

E Use to launch the Graphic Viewer application.

% Use to launch the Graphic Editor application.

Use to launch the Symbol Editor application.

@ Use to launch the Facility Commander Web browser

application.
Server Connection Indicates if the system with the client application is connected
Icon to the Facility Commander server.

« Green indicates the client application is communicating
with the server.

* Red indicates the client application is no longer
communicating with the server.

Minimizing Facility Commander Launcher

» To minimize the Facility Commander Launcher window, follow these
steps:
1. Select View.

2. Select Toolbar. The minimized Facility Commander toolbar
displays as shown in Figure 5.

i} Facility Commander Launcher, [Defau... E|E|b__<|
Menu Bar—)p| Window Launch Yiew Help

Toolbar Icons

Title Bar

Server Connection lcon

Figure 4. Facility Commander Launcher (minimized) elements

Table 2 on page 12 lists and describes the elements of the Facility
Commander Launcher.
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Table 2. Facility Commander Launcher elements (Minimized)

Element Description

Title Bar Displays the user’s name, the Facility Commander server
name, and the user’s context information.

Menu Bar Displays a menu bar that allows you to launch the client
applications, access the Facility Commander Web browser,
open the Online Help system, and exit.

Toolbar Icons Select the appropriate icon from the toolbar to open a client
application or Web browser interface. Refer to Toolbar Icons
on page 10 for a description of each icon.

Server Connection Indicates if the system with the client application is connected
Icon to the Facility Commander server.
« Green indicates the client application is communicating
with the server.
* Red indicates the client application is no longer
communicating with the server.

Logging In from a Workstation

» To display the Launcher window, follow these steps:

1. Click Start, Programs, and then Facility Commander Client.

2. Select Facility Commander Client. The Facility Commander
Login window in Figure 5 displays.

Facility Commander, Login Screen E|

Uzser Mame

Pazsword

| Log In | | Cancel

Figure 5. Facility Commander Login Screen

3. Enter a user name and password and click Log In. For more
information about Login window fields, refer to Table 3 on page 13.
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Table 3. Login window fields

User Name ¢  Enter avalid user’'s name. The first time you log in you
must log in with the name indicated by the System
Administrator. Before you log in, an operator account must
be created. Refer to Adding Operators on page 60.

Password ¢  Enter avalid password. If you do not enter a password, an
error message is displayed.
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Logging In Using the Web Application

The Facility Commander uses a Web browser application to configure
network parameters for client-to-server communications and media
devices such as cameras and DVRs, add new or import existing
operators from a Picture Perfect system, and more.

Instructions
Log into the system.

User Mame

I

Password Type your user name and

| pu password. Click Submit.
R |

-——————J

Figure 6. Browser Interface — Login page

Table 3 on page 13 lists and describes the login fields. Refer to Using the
Web Browser Application on page 14 for more information about using
the Web interface to configure Facility Commander.

Using the Web Browser Application

The Facility Commander Web browser interface displays two types of
pages — a list page and a configuration page. Refer to the following
sections for a description of each:

» List Page

« Configuration Page on page 19

e Client Application Title Bars on page 21

e Customizing the Multi Viewer on page 25

Common elements on both pages include: page name, system
messages, havigation pane, context, page displays options, and online
help.
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List Page

Information Bar

~ Environment
Haorme
window Filter
Preferences
Event Action Mappings
Access Points
Digital Inputs
Logical Inputs
Digital Outputs
Intercom Stations
Intercomn Exchanges
Cameras
Digital Wideo Recorders
Alarm Profiles
Alarm Instructions
Analag Yideo Switchers
CCTWY Monitors
Intrusion Panels
Intrusion DiGPs
Intrusion Keypads
Intrusion Areas
Intrusion Inputs
Intrusion Qutputs
» Operator Administration
» System Administration

» System Diagnostics

Browser Menu

Current user: Default System Account | Version 2.2.0,1082

When you select any item from the Browser Menu, the list page displays.
The list page in Figure 7 shows all the defined records and is sorted in
alphabetical order. The list page allows you to view, copy, or delete
records.

Search )
Online Help

Page Name Page Display Options

Help

te03 | 2009-02-06 10:15:24 | Logout fdministration Guide

Access Points

Instructions
Irmport, synchronize, view, edit or delete access points,

Search: ;

- Go tol:l Iterns per Page
PRSim | | Import Synchronize

T | s ar169-1-0 DOOR 1 AP 169-1-0 DOOR 1 PPSim

4 Page ‘fl}

A

Icons

Links

Figure 7. Browser Interface — List Page

Table 4 on page 16 lists and describes the elements of the List Web page.
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Table 4. Web interface elements and descriptions

Element Description

Information Bar « Displays the operator’s name that is currently
logged in, server time, and the Facility Commander
version number. Click Logout to exit from the
system.

» Click the Administration Guide link to display this
book. Refer to Using This Document on page xi for
more information.

« Click the Help link to display the Facility
Commander online help system.

Page Name Displays the name of the current page.

Messages Displays system messages to confirm successful
entries or identifies errors in the configuration.

Pag_e Display Displays the page number and the number of items

Options listed on the page.

¢ Use the Previous and Next arrows to move
between the pages when there are multiple pages.

« Or, type the page number in the text box and click
Enter to display a specific page.

* Use the Items per Page text box to indicate how
many items you would like to view on one page.

Search Enter text in the Search field and click Go. Using this
sample text “Boca” as our search text, use one of the
text formats listed below:

« Beginning match:

BOCA* returns all records that begin with Boca.
* End match:

*BOCA returns all records that end in Boca.

¢ Any match:
*BOCA* returns all records that contain the string
BOCA anywhere in the field.

« Exact match:
BOCA returns any record that is an exact match.

Browser Menu Select any entry in the navigation pane to display the
appropriate Browser page. Refer to Browser Menu on
page 18 for more information.

Links Use to access other functions, such as editing item
records or logging out of the system.

If an operator does not have permission to edit the
record, the link will be disabled.

« Click tag name or description to make changes to
an existing record. The configuration page
displays, which allows you to make changes.
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Table 4. Web interface elements and descriptions (Continued)

Element Description

Icons Click the appropriate icon to copy, or delete a record. If
an operator does not have permission to edit the
record, the link will be disabled. The icons are:

« Click Copy to make a duplicate of the existing
record. The configuration page displays, which
allows you to change the information in the existing
record. This is useful when you need to create
many records with similar information.

* Click Delete to remove the record.

Facility Commander Administration Guide Page 17



Chapter 2 Getting Started

Browser Menu

Use the Facility Commander Browser menu shown in Figure 8 to select
configuration and list pages.

Click to expand menu. —p|* Environment

: Device Management

+ Operator Administration
~ System Administration
workstations
Facilities
Graphic Displays
Systermn Parameters
Access Contral Systems
Facility Commander Servers
alarm Colors
Systemn Shutdown
+ System Diagnostics

Figure 8. Browser menu

Select a menu name, like System Administration, and the menu expands
to reveal the browser pages. The menu is divided by tasks and function,
such as:

« Environment to access the Window Filter and set operator
preferences.

- Device Management to configure devices, create alarm
instructions, event action mappings, and more.

e Operator Administration to add operator records, configure
permissions, and contexts.

« System Administration to configure Facility Commander and
Picture Perfect servers, workstations, system parameters, and
more.

e System Diagnostics to view diagnostics used for
troubleshooting.
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Configuration Page

The configuration page as shown in Figure 9 allows you to enter new
configuration information or edit existing records in the database. The
configuration page includes text boxes, drop-down lists, check boxes, and
buttons.

Required Fields

@ GE Security

+ Environment

+ Device Management

+ Operator Administration
Workstations
Facilities
Graphic Displays
Systern Pararmeters
Access Control Systems
Facility Commander Servers
Alarm Colors
Systern Shutdown

+ System Diagnostics

Browser Menu

Current user: Default System Account | Yersio

efine Workstation

Online Help

Page Name Error Messages

\2.0.108254 tc03 | 2009-02-06 10:47:56 | Logout Administration Guide Help

497 Errors occurred. Mave rouse pointer aver ¥ for details.

Ingtructions

Wie
ala
Wor

or edit the workstation, Click Alarm Alert Enabled if the workstation should display the alarm Alert Motification window when a new
m occurs.

station Information

Tag Marne
«¥| |

X

Description

Haost Marne
* | |
Time Zone

* | (GMT+00.00) GMT (GMT) |

[ alarm alert Enabled

[ auto video Popup Enabled

Intercom Station

| v

Buttons

Figure 9. Browser Interface — Configuration Page

Table 5 lists and describes the elements of the configuration Web page.

Table 5. Web interface elements and descriptions

Element Description

Required Fields A blue asterisk (*) displays next to fields that require a
data entry. If you do not enter the correct data in a
required field, an error message displays. The field
name title with the error changes to red, and a red “X”
displays next to the field. Correct the entry and click
Submit.
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Page 20

Table 5. Web interface elements and descriptions

Element Description
Page Name Displays the name of the current page.
Messages A message displays to confirm data was saved

successfully for the newly created records.

Information displays in black text, such as “Login
Successful."

Error Messages

A message displays to notify the user that more
information is needed to save the record.

* An error message displays in red text with a
number preceding the message to identify the
error. Refer to Appendix C on page 409.

Browser Menu

Select any entry in the navigation pane to display the
appropriate Browser page. Refer to Browser Menu on
page 18 for more information.

Buttons

Click the appropriate button to submit, reset, or cancel
a record. The buttons include:

» Click Add to display a blank configuration page
where you enter information. Required fields are
indicated by an asterisk (*).

« Click Import to import records from the Picture
Perfect system.

» Click Synchronization to synchronize device
information between the selected Picture Perfect
system and Facility Commander.

Managing Multiple Windows

This feature allows you to open multiple client applications and arrange
the windows according to your needs. You can monitor alarm activities
from different locations and view video from camera positions located
anywhere at the same time.

When you first open multiple window instances of the same application,
the windows display in a cascade fashion. However, once you move the
windows to the position and adjust the window size, the window always
opens to the same position and size allowing you to create your own
personal workspace.
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Client Application Title Bars

The Facility Commander client applications indicate a window number
and other information in the title bar, such as a customized window title,
path name, or access point and alarm type.

& Alarm Monitor* 1

& Alarm Monitor* 2
& Graphics Yiewer® 1.2

& Graphics Editor® 1 - cihdisplays\working', default.jl=

& Alarm Response:* 200100 NY LOBBY SOUTH - Door Forced™®

Figure 10. Title bars with window numbers, and other information

Figure 10 shows different title bars from several client applications
windows. The information shown on the title bar depends on the
application, such as:

The Alarm Monitor and Event Monitor display a window number
and, if configured to do so, a window title. Each time you open
another Alarm Monitor or Event Monitor, another window number
displays indicating the window sequence, such as 1, 2, 3, and so
on. The custom window title displays only on the window where it
was created.

The Graphics Viewer displays the window number, file name, and
a custom window title, if configured to do so.

If you open the Graphics Viewer from an icon on the Alarm
Monitor, the Graphics Viewer displays two window numbers, such
as 1.1, 1.2, and 2.1, and so on. The first number matches the
Alarm Monitor window and the second number indicates the
window sequence.

The Video Console displays the window number and custom
window title, if configured to do so. An operator can open four
different Video Consoles, position them, and create custom titles
for each window. The next time these four Video Consoles are
launched, the will return to the same position and display the
custom title.

The Graphics Editor displays the path name of the open file and
window number using format 1, 2, and 3. The path name follows
the window number.

The Alarm Response window displays the access point (or device)
tag name and the alarm type. An operator may have more than
one alarm response window open at the same time.
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Customizing Window Name and Contents

Use the Window Filter shown in Figure 11 to modify the current display
of items displayed on the Alarm Monitor, Event Monitor, Video Console,
Multi Viewer, and the Graphics Viewer.

This feature is used to limit the number of items that display in the
navigation pane; allowing an operator to view specific records, such as
those from New York and not from Boston or Chicago.

When an operator does not have permission to modify the items in the
Change Window Filter, the items are disabled. The operator is able to
view the items displayed in the window, but not able to make any
selections.

» To filter items from view in the navigation pane, follow these steps:

1. From the View menu, select Window Filter. The Window Filter
window in Figure 11 displays.

{#) Window Filter

Custom Title:
|Boca Raton FL Facility |

Facilities:
= System Administrator Context
@ [v] Global Facility
[¥] CHICAGO
©- [v] East Coast Region
[¥] NEW YORK
[v] Sample Permissions and Contexts Facility
[v] Sample Region Facility
@ [v] Unassigned ltems Facility
@ [v] West Coast Region

| Save | | Cancel | | Help

Figure 11. Window Filter window

2. Use the Custom Title field to identify a title to display on the Video
Console title bar. Maximum number of characters is 256.

3. Select the check boxes to indicate the items you want to display in
the navigation pane of the client application. A check mark
indicates the item is selected.

- Clear the check boxes to remove the items from view.

4. Click Save. The client application displays a window filter icon in
the status bar indicating the list of items has changed.
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Error Messages

Facility Commander displays error messages when the information being
entered is incorrect or an option selected by an operator is not a valid
action. The Facility Commander configuration pages shown in Figure 12
display the error message number, tabbed page, and fields in an error
condition.

In the example below there are multiple errors, such as:

« [0049] Errors Occurred. Move mouse pointer over X’s for details.

« The text on the Addresses and Facility tabs turns red to identify the
tabbed pages with errors.

« Ared asterisk displays next to the field name to identify the
location of the error. The error could be caused by missing or
invalid information.

« Atooltip displays the specific error message for the field in error
condition.

Configure Analoa Switcher Error Messages
[00049] Errars occurred. Move mouse pointer aver x for details, )

L
View or edit the analog switcher,

Analog Switcher Information
Tag Mame

* ||<a|ate| Analog Switcher

Description

Reference ID

Model L I || Advanced || | 3

Model

* I Kalatel KTD-348

Facility Cormmand

Configure Analog Switcher

[00049] Errars occurred. Move mouse pointer aver x for details,
Instructions
* | Farility Carnrm View or edit the analog switcher,

Analog Switcher Information
Tag Mame

* |Kalate| Analog Switcher
Description

Reference ID

IF Address or Host Mame
x * |

Advanced

Paort
x * |

Tooltip 4’ | [00032] Enter value for required field.

Figure 12. Configuration pages with error messages

Refer to Appendix C on page 409 for a complete list of error messages.
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Navigating the Multi Viewer

The Multi Viewer window in Figure 13 is comprised of three separate
viewing areas or panes. Each pane represents separate viewing areas,
which allow multiple programs, such as the Video Console, the Graphics
Viewer, Event Monitor, and the Alarm Monitor to display within a single
window.

Refer to Customizing the Multi Viewer on page 25 for information about
changing the programs that display within the Multi Viewer.

» To display the Multi Viewer, follow these steps:

1. Select Facility Commander Launcher.

2. Select Launch and then Multi Viewer, or select the Multi Viewer
icon from the Viewers toolbar. The Multi Viewer window as shown
in Figure 13 displays.

Split Bars and Pointers

Title Bar ——p deo Consale =
Window Launch View Help

«# Custom View N - -
© Facility View |"| Window File Layer View Help

" Eile View Window Help

(2] [« al<[nelnln

B4 Global Facilty
2 AlarmRecorder
3 1P Legend Dome 34
2 Kalatel #1

= Malatel #2

Halatel #3

"= SloreSafe Proll

2 Symbes

a SymDec 32

= VisioWave

2 Visicave 1205
St camera_43_01
Je camers_43_02
St camera_43_03
S camera_43_04
St camera_43_05

“E3 }OCK Comm Fail DWR

Jmt sifsfy

S Symilet Camera

@ Camerahlap

Navigation Pane —|

IIIHEH*

Program Panes

Figure 13. Multi Viewer window

Table 6 lists and describes the elements found in the Multi Viewer window
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Table 6. Multi Viewer elements and descriptions

Element

Description

Title Bar

Displays the title Multi Viewer and the window instance number,
since you may open more than one occurrence of the Multi Viewer.
Refer to Managing Multiple Windows on page 20 for more
information.

Program Menu Bar

The menu bar displays the menu names specific to the active
pane. Some menus contain similar commands such as Open,
Exit, and Help. Each program menu bar is different for each
program.

For example, the Alarm Monitor menu allows you to select
columns, customize the toolbar, and display the various
commands required for alarms.

Navigation Pane

The navigation pane provides a hierarchal tree structure view of
the links and group members.

When you are using a client application, the navigation pane
displays the facilities and items you have permission to access.
Double-click on any item in the navigation pane to select the item.

Program Title Bar

Displays the client application name, such as Alarm Monitor with
the window instance number. Refer to Client Application Title Bars
on page 21 for more information.

Program Panes

Each pane represents separate viewing areas, which allow
multiple programs such as the Video Console, the Graphics
Viewer, and the Alarm Monitor to display within a single window.
Columns within the pane can be resized by dragging either side of
the column to its new position.

Split Bars and Pointers

Each pane is divided by a split bar with split pointers, which can
be used to change the size of the window.

Panes can be resized by moving the location of the splitter bars
displayed between the panes or using the split pointers. Click the
split pointer to move the window left or right of its current position.

Customizing the Multi Viewer

Facility Commander allows you to customize the Multi Viewer window by
selecting which client application displays. The default applications are
the Graphics Viewer, Video Console, and the Alarm Monitor. The Event
Monitor can be displayed as well. Use any combination of these
applications, or select three of the same application.

To close a window, use the Window menu and select Exit.

To open a window, right-click in the empty pane. Select the
application name from the menu. Or, select Launch from the Multi
Viewer window and choose the application.
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Chapter 3. Configuring the System

This chapter describes how to configure the Facility Commander
components, such as Facility Commander servers, and Picture Perfect
systems, and more. A checklist is provided to guide system administrators
in setting up Facility Commander.

In this chapter:
a Checklist on page 28
\/\,—-—-\_ Facility Commander Servers on page 31
Access Control Systems on page 38
Workstations on page 45
System Parameters on page 50

System Parameters on page 50
System Shutdown on page 53
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Checklist

Table 7. Checklist

After the product installation is complete, there are additional steps to
complete before you begin using Facility Commander. Some of the steps
are optional and can be configured later.

To configure the system. follow these steps:

Step REQ HTML Action
1 v Login Log in to Facility Commander. Use the user name
admin and the password admin.
2. v Server Configure the Facility Commander server. Refer to
Facility Commander Servers on page 31.
3. Server Define the e-mail settings, which includes the Simple
Mail Transfer Protocol (SMTP) settings used for e-mail
alerts. If you do not know the SMTP settings, contact
the IT department for this information.
4. v Access Control  Configure the Picture Perfect system in the network.
Systems Refer to Access Control Systems on page 38.

S. v Reboot the Facility Commander server.

6. v System Review the system parameters and make changes, if
Parameters necessary. Refer to System Parameters on page 50.

7. v Operators Import the Picture Perfect system administrator
operator records and assign the records to Global
Facility. You will import other Picture Perfect operator
records later in the process. Refer to Importing
Operators on page 65.

8 v Operators Assign System Administrator Context to the system
administrator operator records. Refer to Adding
Operators on page 60.

9 v Login Log out of Facility Commander and log in as the newly
imported system administrator.

10. v Operators Change the “admin” operator password. Refer to
Adding Operators on page 60.

11. v Facilities Import the Picture Perfect facilities and assign the
records to Global Facilities. Refer to Importing
Facilities on page 68.

12. Facilities Create Facility Commander facilities and define their
relationship to the Picture Perfect facilities.

13. v System Define the system permissions, such as viewing the

Permissions Alarm Monitor. Refer to System Permissions on page

108.
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Table 7. Checklist (Continued)

Step REQ HTML Action
14. v Facility Define the facility permissions, such as locking or
Permissions unlocking doors, control cameras, and acknowledge
alarms. Refer to Facility Permissions on page 102.

15. v Contexts Define the contexts, which defines the items an
operator can view and what actions they can take.
Refer to Contexts on page 113.

16. v Operators Import all other Picture Perfect operators and assign
the records to Global Facility. Refer to Importing
Operators on page 65.

17. v Operators Assign the appropriate context to each operator. Refer
to Adding Operators on page 60.

18. v Access Points Import the access points and set the time zone. The
access points are automatically assigned to the
correct facility. Refer to Importing Access Points on
page 75.

19. v Digital Inputs Import the digital inputs and set the time zone. The
digital inputs are automatically assigned to the correct
facility. Refer to Importing Digital Inputs on page 81.

20. v Logical Inputs Import the logical inputs and set the time zone. The
logical inputs are automatically assigned to the correct
facility. Refer to Importing Logical Inputs on page 87.

21. 4 Digital Outputs  Import the digital outputs and set the time zone. The
digital outputs are automatically assigned to the
correct facility. Refer to Importing Digital Outputs on
page 92.

22. v Alarm Create alarm instructions for Facility Commander-only

Instructions alarms. Refer to Creating Alarm Instructions on page
199.

23. v Alarm Profiles Create alarm profiles for Facility Commander-only
alarms. Refer to Creating Alarm Profiles on page 201.

24. v Alarm Colors Review the default alarm colors and make changes,
as needed. Refer to Setting Alarm Colors on page
197.

25. v Digital Video Configure the Digital Video Recorders (DVRs). Refer

Recorders to Configuring Digital Video Recorders on page 124.

26. v Cameras Configure the cameras. Refer to Configuring Cameras
on page 132.

27. v Cameras Configure the camera preset positions. Configuring

Camera Preset Positions on page 138.
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Table 7. Checklist (Continued)

Step REQ HTML Action
28. v Digital Video Link cameras to DVRs. Refer to Linking Cameras to
Recorders DVRs on page 141.
29. v CCTV Monitors  Configure the CCTV monitors. Refer to Configuring
CCTV Monitors on page 150.
30. v Analog Video Configure the analog video switchers. Refer to
Switchers Configuring Analog Video Switchers on page 143.
3L v Inputs and Configure the inputs and outputs to use CCTV
Outputs Monitors. Associating Analog Video Switcher Devices
on page 153.
32. v Intercom Configure the intercom exchange. Refer to Adding an
Exchanges Intercom Exchange on page 234.
33. v Intercom Configure the intercom stations. Refer to Adding
Stations Intercom Stations on page 241.
34. v Intrusion Configure the intrusion panels. Refer to Configuring
Panels Intrusion Panels on page 254.
35. v Intrusion Areas  Configure the intrusion areas. Refer to Configuring
Intrusion Keypads on page 266.
36. v Intrusion Inputs  Configure the intrusion inputs. Refer to Configuring
Intrusion Inputs on page 276.
37. v Intrusion Configure the intrusion outputs. Refer to Configuring
Outputs Intrusion Outputs on page 281.
38. v Intrusion DGPs  Configure the intrusion DGPs. Refer to Configuring
Intrusion Inputs on page 276.
39. v Intrusion Configure the intrusion keypads. Refer to on page
Keypads 284.
40. v Graphic Configure graphic displays to change the file name to
Displays a tag name. Refer to Editing Graphic Display Records
on page 330.
41. v Event Action Configure Event Action Mappings. Refer to Viewing
Mapping Event Action Mappings on page 181.
42. v Workstations Configure the workstations and open the Facility

Commander Launcher on each workstation to verify
the settings. Browser-only workstations are not
configured. Refer to Logging In from a Workstation on
page 12.
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Facility Commander Servers

The Servers page displays a list of the defined servers, which can include
an Application server and Media servers.

Use the SMTP settings when you plan on sending alarm alerts by e-mail
to people in your network configuration. Contact your Information
Technology (IT) department for the correct SMTP address.

Viewing Facility Commander Servers

Use the Servers page to view, add, edit, copy, or delete a Facility
Commander server record. You may need to edit this information if you
make changes in the network configuration or if you want to change any of
the other settings.

» To view Facility Commander server records, follow these steps:

1. Select System Administration.

2. Select Facility Commander Servers. The Facility Commander
Servers page as shown in Figure 14 displays.

Facility Commander Servers

Instructions Search:l Ggl
Yiew, edit, add or delete Facility Commander servers,

Add Server dPage 1 of1 b Go tnl GDl Items per PageI'IE vl

By | @ |Facility Commander Server 3.18.148.62

Link to edit server information.

Figure 14. Facility Commander Servers page
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Adding a Facility Commander Server

» To add a Facility Commander server to the system, follow these
steps:

1. Select System Administration, and then Facility Commander
Server. The Facility Commander Servers page displays.

2. Click Add Server. The Configure Facility Commander Server
page as shown in Figure 15 displays.

Configure Facility Commander Server

Instructions
View or edit the Facility Commander server,
Server Information
Tag Mame
* |

Description

Reference ID

Addresses I E-mail Server || Advanced Alarms Facility

Host Mame
* [33313363
Fort
* [s085
Tirme Zone

* | (GMT+D0:00) GMT [GMT) =l

[T Media Server Qnly

Cancel |

Figure 15. Configure Facility Commander Server page

3. Enter the information described in Table 8. A check mark indicates
a required field. Continue to enter information on the tabbed
pages.

4. Click Submit to save the record.

Table 8. Configure Facility Commander Server fields and description

Field Name REQ Description
Tag Name v Enter a unique name to identify this item. Use 2-36 characters.
Description Enter a description for this item. Use 1-100 characters. The

description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring

diagram. Use 1-20 characters.
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Address Tab

(haresses )

Host Mame
* [33313363
Fort
* [s085
Tirme Zone

* | (GMT+D0:00) GMT [GMT) =l

| Advanced Alarms

E-mail Server | Facility

[T Media Server Qnly

Figure 16. Configure Facility Commander Server — Address tab

5. Select the Address tab as shown in Figure 16 and enter the
information described in Table 9. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 9. Configure Facility Commander server fields and description

Field Name REQ Description

Host Name v Enter the host name or IP address of the Facility
Commander server. The host name is case-sensitive.

Port v Identify the TCP/IP port on which this server system
communicates with the other systems in the network.

Facility Commander 2.1 server: The default port for
the Application server and Media server is 8085.
Facility Commander 2.2 server: The Application
server port is 8085, and the Media server port is 8083.
Note: Because the default value populated in this field
is 8083 (Media server), it must be changed to 8085 if
you are configuring an Application server.

Time Zone v Use the drop-down list to select the time zone for this
server. This time zone displays on the Alarm Monitor
and Event Monitor. The default time zone setting is

GMT.
Media Server Select this check box only if this server is a Media
Only server. The default value is the check box is not
selected.
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E-mail Server Tab

Address Advanced || Alarms || Facility |

[T SMTP Enabled

SMTP IP Address or Hostname
SMTP Port
|25
SMTP User Mame

Passward

I

Confirm Password

IM
Figure 17. Configure Facility Commander Server — E-mail Server tab

6. Select the E-mail Server tab as shown in Figure 17 and enter the
information described in Table 10. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 10. Configure Facility Commander Server fields and description

Field Name REQ Description

SMTP Enabled Select the check box to enable the Simple Mail Transfer
Protocol (SMTP) settings to send e-mail messages. The check
box is clear by default.

SMTP IP Enter the host name or IP address of the SMTP server.

Address or Host Contact the IT department for this information, if necessary.

Name The host name is case-sensitive.

SMTP Port Required, if the SMTP Enabled check box is cleared. The
default value is 25.

SMTP User Enter a valid user name. Contact the IT department for this

Name information.

Password Enter the password. Contact the IT department for this
information.

Confirm Enter the password again.

Password
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Advanced Tab

Alarms || Facility |

Addresses || E-mail Server | Advanced

Minirum Thread Pool Size
* a0
Maxirum Thread Pool Size

* 100

Figure 18. Configure Facility Commander Server — Advanced tab

7. Select the Advanced tab as shown in Figure 18 and enter the
information described in Table 11. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 11. Configure Facility Commander Server fields and description

Field Name REQ Description

Minimum v These values are used to control the number of concurrent
Thread Pool activities. Enter the minimum value. The default value is
Size 80.

Maximum v These values are used to control the number of concurrent
Thread Pool activities. Enter the maximum value. The default value is
Size 100. As the application server grows, the thread pool size

will dynamically grow.
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Alarms Tab

|| E-mail Server

Remote Media Server Cormm Failure

Femaote Media Server Camm Failure j

Figure 19. Configure Facility Commander Server — Alarms tab

8. Select the Alarms tab as shown in Figure 19 and enter the
information described in Table 12. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 12. Configure Facility Commander Server fields and descriptions

Field Name REQ Description

Remote Media Use the drop-down list to select the alarm that will activate
Server Comm when the system is unable to communicate with the Media
Failure server.

The items that appear in this list are defined in Alarm Profiles.
Refer to Creating Alarm Profiles on page 201 for more
information.
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Facilities Tab

| E-mail Server Alarms

Address
Assigned to
MNEW YORK

Available

BOCA RATOM -
CHICAGD

DALLAS

East Coast Region

Global Facility
L5 ANGELES
ME! A
PP GLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility x|

Figure 20. Configure Facility Commander Server — Facilities tab

9. Select the Facilities tab as shown in Figure 20 and enter the
information described in Table 13. A check mark indicates a
required field.

Table 13. Configure Facility Commander Server fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this server. Items can
belong to more than one facility.

Available v Use to assign or change the facility membership for this item.
The facilities that display in this list depend on the operator’s
context and permissions.

If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the new
facility assignment.

» To assign the item to more than one facility, select the first
facility and press the Ctrl key while selecting the other
facilities. The selected facilities are highlighted. Click
Submit.

« To assign the item to all the listed facilities, select the first
facility in the list, press the Shift key and select the last
facility in the list. All the facilities are highlighted. Click
Submit.
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Access Control Systems

Facility Commander communicates with Picture Perfect access control
systems.

The Access Control Systems list page displays the systems that
communicate with Facility Commander. Each record includes a tag name
and description.

Facility Commander supports these Picture Perfect 1.7 (or later)
configurations:

e Standalone system is the typical configuration with one Picture
Perfect server that manages client systems and microcontrollers.

* Redundant system configuration operates with two servers; one
server acts as the primary and one server acts as a standby
server.

« Enterprise system consists of a network host and multiple
subhosts. Only subhosts can be configured to communicate with
Facility Commander.

Viewing Access Control Systems

Use the Access Control Systems list page to view, add, edit, copy, or
delete a Picture Perfect server record.

» To view the access control servers, follow these steps:

1. Select System Administration.

2. Select Access Control Systems. The Access Control Systems
page as shown in Figure 21 displays.

Access Control Systems
Instructions Search:l Gol

Yiew, edit, add or delete access control systems that will
communicate with Facility Commander,

| Add Access Control Systam I 4Page 1 of 1 0 Go to I GDl Itemns per Page |15 'l
plctureof]amle Fac:lllty Commander Server
rﬁ ﬁ}. PP_MNY Picture Perfect Mew York Facility Commander Server

Figure 21. Access Control Systems page
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Adding an Access Control System

» To add a Picture Perfect system, follow these steps:

1. Select System Administration, and then Access Control
Systems. The Access Control Systems list page displays

2. Click Add Access Control System. The Configure Access
Control System page as shown in Figure 22 displays.

Configure Access Control System

Instructions
View or edit the access control system,

Access Control System Information
Tag Mame

* |
Description

Reference ID

Addresses I External System || Advanced Alarms Facility

Host Marme
* |

Access Control Systemn Port

* [s088
Time Zone

* | (GMT+D0:00) GMT [GMT) =l
Facility Commander Server

* |Faci|ityCommanderServer j

¥ Enabled

Cancel |

Figure 22. Configure Access Control Systems page

3. Enter the information described in Table 14. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 14. Configure Access Control Systems fields and description

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blueprint or wiring
diagram. Use 1-20 characters.
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Address Tab

|| External System || Advanced | Alarms Facility

F Address or Host Mame

* [3.33.13363
Access Control Systemn Port

* [s088
Time Zone

* | (GMT+D0:00) GMT [GMT) =l
Facility Commander Server

* |Faci|ityCommanderServer j

¥ Enabled

Figure 23. Configure Access Control System — Address tab

5. Select the Address tab as shown in Figure 23 and enter the
information described in Table 15. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 15. Configure Access Control System fields and description

Field Name REQ Description

Host Name v Enter the host name of the server. The host name is
case-sensitive.
Refer to Verifying Computer Host Name on page 384 if
you do not know the system host name.

Access Control ¢/ Identify the TCP/IP port on which the access control
System Port (Picture Perfect) system communicates with Facility
Commander. The default value is 8088.

Time Zone v Use the drop-down list to select the time zone for this
access control server. This time zone displays on the
Alarm Monitor and Event Monitor. The default time
zone setting is GMT.

Facility v Use the drop-down list to identify the server to
Commander communicate with the access control system.
Server

Enabled The check box to enable the access control system

server is selected as the default value.

If you do not want the access control system to
communicate with Facility Commander, clear the
check box to disable the server.
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External System Tab

Address Advanced || Alarms || Facility |

Maodel
* |Picture Perfact =l

User Mame

* |dud|ey|enn0n

Password

I

Confirm Password

I

Figure 24. Configure Access Control System — External System tab

6. Select the External System tab as shown in Figure 24 and enter the
information described in Table 16. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 16. Configure Access Control System fields and description

Field Name REQ Description

Model v Use the drop-down list to select which access control
system is being used with Facility Commander.

User Name v Enter the Picture Perfect operator name used by
Facility Commander to connect to the access control
system.

Password Enter the operator’s password.

Confirm Password Re-enter the password.
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Advanced Tab

Alarms Facility

Ping Interval {seconds)
* |5

Backup IP Address or Host Mame

™ Enable Encryption With Access Control Systemn

Figure 25. Configure Access Control System — Advanced tab

7. Select the Advanced tab as shown in Figure 25 and enter the
information described in Table 17. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 17. Configure Access Control System fields and description

Field Name REQ Description
Ping Interval v This is the number of seconds, or ping interval, the
(seconds) Facility Commander server will ping the access
control system. The default setting is five seconds.
Backup IP Address If this is a redundant Picture Perfect system, enter
or Host Name the IP address or host name of the backup
machine. The host name is case-sensitive.
Enable Encryption Select this check box to encrypt communication
to With Access between the access control system and Facility
Control System Commander.
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Alarms Tab

Addresses || External System || Advanced |m

Access Control System Comm Failure

External Access Systermn Comm Failure j

Facility

Figure 26. Configure Access Control System — Alarms tab

8. Select the Alarm tab as shown in Figure 26 and enter the
information described in Table 18. Continue to enter information on
the tabbed pages.

Table 18. Configure access control System fields and description

Field Name REQ Description
Access System Use the drop-down list to select the alarm that will
Comm Failure activate when Facility Commander is unable to

communicate with the access control system.

The items that appear in this list are defined in Alarm
Profiles. Refer to Creating Alarm Profiles on page 201
for more information.

Facility Commander Administration Guide Page 43



Chapter 3 Configuring the System

Facility Tab

Address | External System || Advanced | Alarms
Assigned to
MNEW YORK

Available

BOCA RATOM -
CHICAGD

DALLAS

East Coast Region

Global Facility

PP GLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility x|

Figure 27. Configure Access Control — Facility Tab

9. Select the Facility tab as shown in Figure 32 and enter the
information described in Table 19.

Table 19. Configure Access Control fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this workstation. Items
can belong to more than one facility. This is a read-only
field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Workstations

Use the Workstations page to identify the computer systems in your
network that can run the client applications, such as the Alarm Monitor. An
operator will not be able to access any of the client applications if the
workstation is not defined.

Configuring the Alarm Alert Window

Use Workstations to enable the Alarm Alert window on a particular
workstation. The Alarm Alert window in Figure 28 displays on the
workstation when an alarm event is generated.

Alarm Alert x|

Silence

Figure 28. Alarm Alert window

The Alarm Alert window shows the operator the number of active,
unacknowledged, and highest priority alarms. Refer to Alarm Alert on
page 207 for more information.

Launching the Video Console Automatically

In addition, you can configure Facility Commander workstation to
automatically launch a Video Console when an alarm event occurs with
associated video. Each time an alarm event occurs within the specified
priority range, the Video Console launches and displays both live video
and the recorded video clip of the event.

Intercom Stations

Use Workstations to associate an intercom master station with a
workstation. (The intercom device should be physically located next to the
workstation.) When an operator logs onto the system using the specified
workstation, they are able to connect to another intercom station from the
Alarm Monitor or Graphics Viewer.

If the workstation is not configured, operators are not able to connect to
any intercom stations using Facility Commander; the connection must be
dialed manually.
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Viewing Defined Workstations

Use the Workstations list page to view, add, edit, copy, or delete a
workstation record, Also use to edit the workstation record if you want to
enable the Alarm Alert window.

» To view workstation records, follow these steps:

1. Select System Administration.

2. Select Workstations. The Workstations page as shown in Figure
29 displays.

Workstations
Instructions Search:l Ggl

Yiew, edit, add or delete workstations.

4Page 1 of 10 Go tol GDl Itemns per Page|15 'l

Iy ﬁ}. workstation 100 bet-jlennon Tes

Tfy ﬁ}. workstation 101 betrnaltabetl Mo Tes
Iy ﬁ}. workstation 102 bet-jdoming Mo Tes
Tfy ﬁ}. workstation 103 betjamie-server Mo Tes
Iy ﬁ}. workstation 104 bet-jlennon Mo Tes
Tfy ﬁ}. workstation 200 betjlennonl Mo Tes

Figure 29. Workstations page
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Adding a Workstation

» To add a workstation, follow these steps:

1. Select System Administration, and then Workstations. The
Workstations page displays.

2. Click Add Workstation. The Define Workstation page as shown in
Figure 30 displays.

Define Workstation

Instructions
View or edit the workstation, Click Alarm Alert Enabled if the workstation should display the alarm Alert Motification
window when a new alarm occurs,

Workstation Information
Tag Mame

* |w0rkstati0n 100

Description

|

Hostname

* |b|:t—j|enn0n

Time Zone

* | (GMT-05:00) America/New_York [EST) =l

¥ alarm Alert Enabled

V¥ auta videao Fopup Enabled
Intercorn Station

|NYInterCDm Bldlg 1_Master j

Cancel |

Figure 30. Define Workstation page

3. Enter the information described in Table 20. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 20. Define Workstation fields and description

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36 characters.

Description Enter a description for this item. Use 1-100 characters. The
description does not have to be unique.
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General Tab

(o

Hostnarme

* |b|:t—j|enn0n

Time Zone

* | (GMT-05:00) America/New_York [EST) =l

¥ alarm Alert Enabled

V¥ auta videao Fopup Enabled
Intercorn Station

|NYInterCDm Bldlg 1_Master j

Figure 31. Workstations — General tab

5. Select the General tab as shown in Figure 31 and enter the
information described in Table 21. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 21. Define Workstations fields and descriptions

Field Name REQ Description
Host Name v Enter the workstation host name. The host name is case-
sensitive.

Note: The host name must be entered exactly as the
"hostname" command returns it.

Time Zone v Use the drop-down list to select the time zone for this
server. This time zone displays on the Alarm Monitor and
Event Monitor. The default time zone setting is GMT.

Alarm Alert » Select this check box to enable the Alarm Alert window
Enabled to display on this workstation when an alarm occurs.

« Clear the check box if you do not want the Alarm Alert
window to display.

Auto Video * Select this check box to enable the Video Console to
Popup Enabled automatically display on this workstation when an
alarm occurs.

» Clear the check box if you do not want the Video
Console to launch automatically.

Intercom Use the drop-down list to select the intercom station
Station associated with this workstation.
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Facilities Tab

General |I Facility '

Assigned to
INEWYORK

Available

BOCA RATOM -
CHICAGD

DALLAS

East Coast Region

Global Facility

LS ANG

Sample Permissions and Contexts Facility
Sample Region Facility x|

Figure 32. Workstations — Facility tab

6. Select the Facility tab as shown in Figure 32 and enter the
information described in Table 22.

Table 22. Define Workstations fields and descriptions

Field Name REQ Description

Assigned to v Displays the facility or facilities for this workstation. Items
can belong to more than one facility. This is a read-only
field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

» To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

» To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All of the facilities are highlighted.
Click Submit.
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System Parameters

The Configure System Parameters page displays the system locale,
operator idle timeout parameter, alarm priority range to launch a Video
Console, alarm priority range to require an alarm response, select video
preplay time, and an option to select encryption with Facility Commander
client applications.

The operator idle timeout represents the length of time that a workstation
is idle before Facility Commander forces a log off.

Launch Video Console by Alarm Priority

Facility Commander automatically launches a Video Console when an
alarm event occurs with associated video, when configured to do so.
Each time an alarm event occurs within the specified priority range, the
Video Console launches and displays both live video and the recorded
video clip of the event.

Any time an alarm event occurs within a specified priority range, the
Video Console will launch displaying live and recorded video for the alarm
event. If a range is not specified, the Video Console will not launch
automatically.

Require an Alarm Response

The Alarm Monitor window allows operators to respond to incoming
alarms by using the Alarm Response window. Using the Alarm Response
window, an operator can acknowledge, remove, or purge an alarm from
the Alarm Monitor.

Any time an alarm event occurs within a specified priority range, an
operator response will be required. If a priority range is not specified,
alarms can be acknowledged without entering a response in the Alarm
Response window.

Configure Video Pre-Play Time

The Video Pre-Play Time feature allows you to see activities that occurred
immediately before the alarm event. You can specify the number of
seconds to start playing a video clip before the actual clip time. The range
is from O to 60 seconds.

The “number of seconds” is subtracted from the actual video start time,
and playback occurs the “number of seconds” earlier than the actual
alarm event.

For example, an event action mapping definition for a forced door alarm
includes video tagging. The Video Pre-Play time is set for 15 seconds. If
the alarm event occurs at 10:21:30 AM, you can view the recorded video
starting at 10:21:15 AM, fifteen seconds before the alarm event occurred.
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Configuring System Parameters

» To make changes, follow these steps:

1. Select System Administration, and then System Parameters.
The Configure System Parameters page shown in Figure 33
displays.

Configure System Parameters

Instructions
View ar edit system parameters,

Parameters
Systemn Default Locale

* ([
Cperator Idle Timeout {minutes)

* (50
Auto Alarm Video Popup Priority Range

Alarm Response Required Priority Range

Video PrePlay Time (seconds)
o
[T Enable Encryption with Clients

Submitl Cancel |

Figure 33. Configure System Parameters page

shin the United States

2. Enter the information described in Table 23 to make changes. A
check mark indicates a required field. Continue to enter
information on the tabbed pages.

3. Click Submit to save the record.

Table 23. Configure System Parameters fields and description

Field Name REQ Description

System Default Locale ¢/ Click on the drop-down list to select the language for
the local system when operator locale information is
not available.

Operator Idle Timeout v Enter the number of minutes for a session to remain

(minutes) idle. When the session times out, the operator will be

asked to log in again. This applies to the browser and
client applications. Maximum amount of time is 480

minutes.
Auto Alar.m yideo Enter one or more priority ranges from 1-to-500. Leave
Popup Priority Range this field blank to disable this option. Examples are:

1-10; 300; 400- 500 or 1-500.

Refer to Launching the Video Console Automatically
on page 45 for more information.
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Table 23. Configure System Parameters fields and description (Continued)

Field Name REQ

Description

Alarm Response
Required Priority Range

Enter one or more priority ranges from 1-to-500. Leave
this field blank to disable this option. Examples are:
1-10; 300; 400- 500 or 1-500.

Any time an alarm event occurs within a specified
priority range, an operator response is required.
Refer to Require an Alarm Response on page 50 for
more information.

Video PrePlay Time v
(seconds)

Enter the number of seconds to start playing a video
clip before the actual clip time. Refer to Configure
Video Pre-Play Time on page 50 for more information.

Enable Encryption With
Clients

Select this check box to encrypt communication
between Facility Commander and the client
applications.
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System Shutdown

Shutdown

Shutdown

Use System Shutdown to initiate a shutdown of the system. All active
client workstations are notified of the pending shutdown with a pop-up
window. Operators using a Browser page are notified of the shutdown
when the operator takes an action that causes the page to change, such
as clicking Submit or requesting another page.

Notification to Client Applications

When a shutdown request is issued, all client workstations are
immediately notified. A window with a progress bar displays on each
workstation, with this message: System shutdown is in progress.
Application will be terminated. When the time expires, all client
workstations are immediately logged off.

Notification to Browser Configuration Clients

The browser workstations behave differently because the browser pages
do not refresh dynamically. The page does not refresh until the operator
selects another page or clicks Submit on a page.

When the operator takes either of these actions, the message bar
displays the message: System shutdown in progress. When the time
expires, and the operator again selects another page, the Login page is
displayed with this message: System has been shutdown.

After a shutdown, Facility Commander must be rebooted. The Facility
Commander system is automatically started as part of the reboot process.

Shutting Down the System

>

To begin a system shutdown, follow these steps:

1. Select System Administration, and then System Shutdown.
The Shutdown System page as shown in Figure 34 displays.

Shutdown System

Instructions

Specify the number of minutes delay before system shutdown and then click Shutdown.

Shutdown Celay Time (minutes)

*[

Initiate System Shutdown Procedure
Shutdown | Cancel |

Figure 34. Shutdown System page

2. Enter the number of minutes to delay before the system performs
the shutdown. The default setting is five minutes.

3. Click Shutdown.
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Chapter 4. Importing Records

This chapter describes the how Facility Commander uses existing Picture
Perfect records. Imported devices can be assigned a time zone and used

on graphic displays to issue commands, such as locking and unlocking
doors.

In this chapter:
a Overview on page 56
\ A Operator Records on page 58
Facilities on page 67
Window Filter on page 73
Access Points on page 74

Digital Inputs and Outputs on page 80
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Overview

Importing Picture Perfect records allows the system administrator to
identify which records to integrate with Facility Commander. Before
records are added to the Facility Commander database, follow these
steps:

v Create an operator account for the Facility Commander
administrator and remove the default operator account. Refer
to Adding Operators on page 60 for instructions.

v Import facilities from Picture Perfect. When you import facilities
before importing any other records, future imported records
are assigned to the correct facility.

To prevent creating duplicate records, there are two instances when you
cannot import an existing record, which are:

* When the record is added manually to Facility Commander using
the Web browser interface.

« When the record has already been imported into Facility
Commander, the same record cannot be imported a second time.

After a record is deleted from the Facility Commander database, the
record is immediately available to import again.

Tag Names, Descriptions, and Record IDs

Facility Commander uses tag names, descriptions, and reference IDs to
identify items in the database.

« Tag names are short text labels used to identify items in the
database. The names must be unique and will be used system-
wide to identify this item. Use standard ASCII characters to ensure
the tag name is viewable in a Web browser, regardless of the
language fonts installed on Facility Commander.

« Descriptions are longer text labels used to describe the records
in more detail.

» Reference IDs are used to associate a device to a blue print or
wiring diagram. Different items in the system can have the same
reference ID.

Time Zones

When importing records from a Picture Perfect system, you can assign
each one to a time zone representing its location. Operators viewing
alarm activity in multiple locations can see alarm activity in the configured
time zone.

The Alarm Monitor and Event Monitor can be configured to display up to
four time zone columns, which are:

*«  GMT indicates Greenwich Mean Time.
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< Operator indicates the location of the operator and the default
setting.

* Server indicates location of the server.
* Device indicates location of the device associated with the event.

The format is month, day, year, hour, minute, and seconds (mm/dd/yy
hh:mm:ss). For example: 12/10/02 16:28:04. The date format may change
depending on the operator’s location.

Synchronize Records

Sometimes an operator must change the record description of a door,
input, input group, or output. Facility Commander provides the ability to
synchronize descriptions so that the operator does not have to re-enter
the new description in Facility Commander. For any device page, click
Synchronize results in displaying a list of devices whose descriptions are
different from those of existing imported records in Facility Commander.

If an operator changes the facility of a record, the facility must be changed
manually on Facility Commander. Because facilities in Facility
Commander can have more complex relationships, it is not possible for
the system to make the necessary changes automatically.

Facility Commander synchronizes the device information between the
selected Picture Perfect system and Facility Commander. For more
information, refer to Synchronization on page 196.

Terminology

Table 24 lists and describes the Picture Perfect item names, the
corresponding Facility Commander names, and description.

Picture Perfect Terms

Table 24. Picture Perfect and Facility Commander terms

Picture Description Facility
Perfect Commander
Doors Door + Door Input Group for Door Forced, Door Held, = Access
and Badge Alarms. Points
Prepend AP to the Picture Perfect description.

Input Input (Physical Inputs that have a one-to-one Digital Input
relationship with their Input Group.)

Prepend DI to the Picture Perfect description.

Input Group  Multiple Dls tied to a single Input Group, or Logical
Logical (software generated) Input Group, or Input
Communications Failure, such as Micro Comm Fail or
Reader Comm Fail.

Prepend LI to the Picture Perfect description.

Output Output (physical) Digital

Prepend DO to the Picture Perfect description. Output
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Operator Records

Facility Commander recognizes two types of operator records — external
operators and local operators.

« External operators defined in the Picture Perfect system are
imported into Facility Commander.

e Local operators are defined only in the Facility Commander
system and not in the Picture Perfect system.

To log in to Facility Commander, operators must be defined in Facility
Commander as well. Operators can be added manually or imported from
the Picture Perfect system. Refer to Importing Operators on page 65 for
instructions.

Facility Commander provides a system administrator account called
“admin.” Change the password for this account to prevent unauthorized
persons from accessing the system. In the event the Picture Perfect
system is offline, this account will allow access to Facility Commander.

The default system account identifies a local operator only when there are
no other operators defined in the system. The default account allows you
to add local operators or import external operators and begin to configure
other parts of the system.

Operator Passwords

Operator passwords are authenticated and stored on the system where
they are created.

« Local operator passwords are stored and authenticated on Facility
Commander;

« External operator passwords are stored and authenticated on the
Picture Perfect system.

Operator Preferences

A system administrator can identify operator preferences, such as setting
the language for displays when an operator logs in and the number of
items to display on the browser list page.

Refer to Changing Operator Preferences on page 66 for more
information.
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Viewing Facility Commander Operators
Use the Operators page to view, import, copy, add, and delete records.
» To view Facility Commander operators, follow these steps:

1. Select Operator Administration.
2. Select Operators. The Operators page as shown in Figure 35

displays.
Instructions Search: | Ggl

Import, view, edit, add or delete operators.

Add Operator 4Page 1l of 10 Goto | GCIl Items per Page |30 1'|
Ipidureufjamie 'l Import |
| [Full Name External System

st &. Default Systemn Account | admin Systemn Administrator Context Preferences
It &. Denise Dahl CDahl Regional Adrministrator Context Preferences
It &. Dudley Lennon dudley Systermn Administrator Context pictureofjamie Preferences
It &. Frank Zheng FZheng Guard Supervisor Context Preferences
st &. Pierre Lefebure PlLefebure Intermediate Guard Context Preferences
It &. Vincent Raaijmakers VRaaijmakers |Regional Administrator Context Preferences
It &. ¥iahoe Chu ®Zhu Intermediate Guard Context Preferences

Figure 35. Operators page
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Adding Operators

» To add a Facility Commander operator to the system, follow these
steps:

1. Select Operator Administration, and then Operators. The
Operators list page displays.

2. Click Add Operator. The Configure Operator page as shown in
Figure 36 displays.

Configure Operator

View or edit operators, Do not specify a password for imported operators,

Operator Information
User Mame

|

Full Mame
*

e | TN T

Password

Confirm Password

Context
* |Entry Level Guard Context =l

. Cancel |

Figure 36. Configure Operator page

3. Enter the information described in Table 25. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 25. Configure Operator fields and descriptions

Field Name REQ Description

User Name V4 Enter the operator’'s name using the appropriate naming
convention. This may be the first initial and last name. For
example: fsmith

Use 1-to-50 characters. Spaces are not valid.

Full Name v Enter the first name and last name of the person who is
assigned to the user name. For example: Fred Smith

Use 1-to-50 characters. Spaces are valid.
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General Tab

@ECTTI) viornoi svstem [|__Fociity |

Password

Confirm Password

Context
* |Entry Level Guard Context =l

Figure 37. Configure Operator — General tab

5. Select the General tab as shown in Figure 37 and enter the
information described in Table 26. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 26. Configure Operator fields and descriptions

Field Name REQ Description

Password The Password field is encrypted and displays asterisks.

« If you have selected the External System check box
(on External System tab), do not enter a password.
The Picture Perfect system will authenticate the
operator’s account using its own password information.

« If this user does not have an existing account on the
Picture Perfect system, enter a password to access
Facility Commander, which authenticates the
operator’s account using this password information.

Confirm Password The new password must be entered again exactly as it
was entered in the Password field.
The Confirm Password field is encrypted and is displayed
as asterisks.

Context v Use the drop-down list to select the appropriate context for
this operator.

Refer to Contexts on page 113 for more information.
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External System Tab

I General External System [ﬁ

[ External Systermn

Figure 38. Configure Operator — External System tab

6. Select the External System tab as shown in Figure 38 and enter
the information described in Table 27.

Table 27. Configure Operator fields and descriptions

Field Name REQ Description

External System Select this check box if this operator has an account on
the Picture Perfect system.

- When the check box is selected, the operator has
access to external Picture Perfect systems.

- When the check box is not selected, the operator does
not have access to external Picture Perfect systems.
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Facility Tab

[ cenerat | bxternot syster (RO

Assigned to

Available

BOCA RATON -
CHICAGD

DALLAS

East Coast Region

Global Facility

LS ANGELES

MEW Y ORE

PP GLOBAL

Sample Permissions and Contexts Facility
Sample Region Facility =l

Figure 39. Configure Operator — Facility tab

7. Select the Facility tab as shown in Figure 39 and enter the
information described in Table 28.

Table 28. Configure Operator fields and descriptions

Field Name REQ Description

Assigned To Identifies the facility where the operator is assigned. Items
can belong to more than one facility. This is a read-only
field and cannot be edited.

Available v Use to assign or change the facility membership for this

item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Removing Default Account

Do not remove the default system account before creating a Facility
Commander operator record for the system administrator.

» To remove the default operator account from the system, follow
these steps:

1. Select Operator Administration.

2. Select Operators. The Operators list page as shown in Figure 35
displays.

3. Click the Delete icon next to the Default System Account item.
The Confirm Deletion window with the operator’s full name
displays.

4. Click Yes to delete the record. The default account is removed
from the system.
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Importing Operators

Importing operators allows the system administrator to identify which
operators can log in to Facility Commander.

» To import existing operator records, follow these steps:

1. Select Operator Administration, and then select Operators. The
Operators list page displays.

2. Use the Server drop-down list to select the Picture Perfect server
with the records you want to import to Facility Commander.

3. Click Import. The Import page as shown in Figure 40 displays.

Instructions
Choose from the available entries and click Import,
Facility
* |BOCARATON =l

Available

guard
install
install2
jarmie
pschrag
tester

Irmpaort | 4

Figure 40. Import page

4. Use the Facility drop-down list to select a facility for the imported
operators. Refer to Facilities on page 67 for more information.

5. Select the operator records you want to import into Facility
Commander. You can select one, several, or all the operators
appearing in the list.

- To import several operators, select the first operator and press
the Ctrl key while selecting the other operators. The selected
operator names are highlighted.

- To import all the operators, select the first operator in the list,
press the Shift key and select the last operator in the list. All the
operator names are highlighted.

6. Click Import. The list page displays the operator information from
the imported records.
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Changing Operator Preferences

Use the Set Operator Preferences page to set the language for displays
and change the number of items that display on a Facility Commander list

page.

1. Select Environment, and then Preferences. The Set Operator
Preferences page displays.

Set Operator Preferences

Instructions
View ar edit the operator preferences.

Preferences
Operator Locale

* [
Items per Page

* |15

Submitl Cancel |

hin the United St

Figure 41. Set Operator Preferences

2. Use the Operator Locale drop-down list to select the language for
the workstation.

3. Enter the number of items to display at one time on the Facility
Commander list pages in the Items Per Page field. This becomes
the operator’s default setting. The number of items can be
changed anytime on the list page.

4. Click Submit to save the record.
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Facilities

The Facility Commander facility feature is similar to Picture Perfect, but
offers even more flexibility. Facilities are not limited to physical items or
locations, but now include logical groupings based on operational
strategy.

The facilities feature partitions the Facility Commander database into
logical segments, or groupings. As a result of partitioning the database,
operators assigned to a specific facility might be only permitted to view
and control the items associated with only that facility, and not others.

When creating facilities in Facility Commander, consider:
« Afacility can be a member of only one other facility at a given time,
which means a facility can only have one parent.

« All other items can be a member of any number of facilities at any
given time, which means they can have more than one parent
facility.

Items include all the objects that someone can view, control, or modify,
such as access points, DVRs, or alarm colors, and the Facility
Commander system itself.

Facility Commander provides pre-defined and sample facility definitions
and context to use when creating new facilities. The definitions include:

* Global Facility is the top level facility and contains all the other
facilities and their associated items.

« Sample Profiles and Context Facility is where sample contexts,
system permissions, and facility permissions are located. Use
these to create context and permissions tailored to meet your
organization’s needs.

« Sample Region Facility is only referenced by the sample
contexts.

Refer to the following sections for more information:
« Viewing Facilities on page 68

« Importing Facilities on page 68

e Creating a Facility on page 70
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Viewing Facilities

Use the Facilities page to view, import, add, edit, copy, or delete facility
records.

» To view the Facilities list page, follow these steps:

1. Select System Administration.

2. Select Facilities. The Facilities page as shown in Figure 42
displays.

Instructions Seaich: I El
Import, view, edit, add or delete facilities, |
Add Facility I 4Page1of 1 b Go to l_ El Itemns per Page Iﬂ

picturecfiamie x|) Import |
EE BOCA RATON BOCA RATON

I} ﬁ}. East Coast Region Includes Boca Raton and Mew York

H Global Facility Contains all other facilities and their members

By | B |MEW voORK MEW YORK

B | s | PP GLOBAL PP GLOBAL

I} Zample Permissions and Contexts Facility Contains sample permissions and contexts

H Zample Region Facility Zample region

fy ﬁ}. West Coast Region West Coast Region

Figure 42. Facilities page

Importing Facilities

Select the access control facilities that you want to import. The Picture
Perfect Global Facility is renamed PPGLOBAL in Facility Commander.
The Global Facility in Facility Commander contains all other facilities.

» To import facilities, follow these steps:

1. Select System Administration, and then select Facilities. The
Facilities list page displays.

2. Use the Server drop-down list to select the Picture Perfect server
with the facilities records you want to import to Facility
Commander.
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3. Click Import. The Import page as shown in Figure 43 displays.

Instructions
Choose from the available entries and click Import.
Facility
* | NEW YORK =l

Awailable

CHICAGO
DALLAS

LOS ANGELES
SAMDIEGO

e T

Figure 43. Import page

4. Select the destination facility where the imported facilities will be
assigned. You can select one, several, or all the facilities in the list.

- To import several facilities, select the first facility and press the
Ctrl key while selecting the other facilities. The selected
facilities are highlighted.

- To import all the facilities, select the first facility in the list, press
the Shift key and select the last facility in the list. All the facilities
are highlighted.

5. Click Import. The list page displays the imported facilities from the
Picture Perfect server.
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Creating a Facility

» To add items or operators to a facility, follow these steps:

1. Select System Administration, and then select Facilities. The
Facilities list page displays.

2. Click Add Facility. The Configure Facility page as shown in
Figure 44 displays.

Configure Facility

Instructions
View, edit or change memberships for the facility, Click on a folder icon to see the membership status for items of that type,

Facility Information
Tag Mame

* |Eloca Fiatan
Description

|Boca Raton, FL Facility

Members I Parent Facility |

This facility has no members.,

Cancel |

Figure 44. Configure Facility — Add New Facility

3. Enter the information described in Table 29. A check mark
indicates a required field.

- If this is a new record, this message displays: This facility has
no members. Continue to enter information on the tabbed
pages.

- If this is not a new record, the Members tab as shown in Figure
45 on page 71 displays the items assigned to the facility

4. Click Submit to save the record.

Table 29. Configure Facility fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description.
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Members Tab

Members I Parent Facility |

ClICk to expand [:I Access Control Systems
folder ——— P ‘3 Access Points

&P 200101 NY COMPUTER ROOM
AP 200200 NY SHIPPING DOCK
AP 200301 NY CONFERENCE ROOM
AP 200400 NY LIBRARY
. . AP 200401 NY TRAINING ROOM
Click to view the ———————P» aF 201100 Ny BL NORTH STAIR
s : AP 201201 MY B1 WEST STAIR
cqnf!guratlon page for AP 201300 NY B2 ACCOUNTING
this item. AF 201401 WY BZ DATA CENTER
") Analog Video Switchers
[:I Cameras
1 coTv Manitars

[;I Digital Inputs LI

Figure 45. Configure Facility — Members tab

5. Select the Member tab as shown in Figure 45. The Members tab
lists all the items assigned to this facility.

- Expand a folder to display the associated items, listed by their
tag name.

- Select anitem to view the configuration page. Use the browser’s
back arrow to return to this page.
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Parent Facility Tab

Members | Parent Facility

Assigned to

Available

BOCA RATOM

East Coast Region

Global Facility

MEW Y ORE

% |PPGLOBAL

Sample Permissions and Contexts Facility
Sample Region Facility

testd

West Coast Region

Figure 46. Configure Facilities — Parent Facility tab

6. Select the Parent Facility tab as shown in Figure 46 and enter the
information described in Table 30. A check mark indicates a
required field.

Table 30. Configure Facility fields and descriptions

Field Name REQ Description

Assigned to The field is blank when a new facility is being added
and has not yet been assigned.

Available v Displays a list of facilities. Select a parent facility
where this facility should be assigned.
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Window Filter

Use the Window Filter page in Figure 47 to limit the number of items in the
client application navigation pane or drop-down lists. This is helpful when
you are working in a large organization and you want to isolate one facility
to perform troubleshooting activities.

Window Filter

Instructions
Select the facilities that are to be active in the window filter,
Facilities
‘A Global Facility
C1 b6 East Coast Region
C1 & MEW YORK
Sample Permissions and Contexts Facility
Sample Region Facility
18 Unassigrned Items Facility
West Coast Region

Figure 47. Window Filter page

Changing Contents of View

Limit your view of items in Facility Commander by selecting only the
facilities you want to view and filtering the remainder from view.

» To change the items in your view, follow these steps:

1. Select Environment, and then Window Filter. The Window Filter
page as shown in Figure 47 displays.

2. Select the check boxes to indicate the facilities whose items you
want to view. The default setting is all check boxes are selected. A
check mark indicates the facility is selected and operators are able
to view data from the facility.

- Clear the check boxes to remove the facility from your view. No
check mark indicates operators will not be able to view data
from the facility.

3. Click Submit to save the record.
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Access Points

Facility Commander imports door and reader records from existing
Picture Perfect systems and creates access point records. In Facility
Commander, an access point is made up of:

* Reader

* Door Contact

* Request to Exit (REX)
» Strike

Use the Picture Perfect system to configure the devices used by an
access point. Use Facility Commander to configure the access points
properties not defined in the Picture Perfect systems, such as associated
site maps and time zones.

Refer to the following sections for more information:

* Importing Access Points on page 75
« Editing Access Points on page 76

Viewing Imported Access Points

Use the Access Points page to view, import, copy, delete, and
synchronize records from Picture Perfect.

» To view access points, follow these steps:

1. Select Device Management.

2. Select Access Points. The Access Points list page as shown in
Figure 48 displays.

Access Points
Instructions Search:l Ggl

Import, synchronize, view, edit or delete access points,

4Page 1 of 10 Go tol GDl Itemns per PageISD 'l
Irmpaort | Synchranize |

pictureofiamic jid

S —
[ g AP 200101 MY COMPUTER ROOM AP 200101 MY COMPUTER ROOM [ picturecfiamis pictureofjamie
’Lv“ ﬁ) AP 200200 MY SHIPPING DOCEK AP 200200 MY SHIPPING DOCEK pictureofjamie
’Lv“ ﬁ) AP 200301 MY COMFEREMCE ROOM AP 200301 MY COMFEREMCE ROOM pictureofjamie
’Lv“ ﬁ) AP 200400 MY LIBRARY AP 200400 MY LIBRARY pictureofjamie
’Lv“ ﬁ) AP 200401 MY TRAIMING ROOM AP 200401 MY TRAIMING ROOM pictureofjamie
’Lv“ ﬁ) AP 201100 MY B1 MORTH STAIR AP 201100 MY B1 MORTH STAIR pictureofjamie
’Lv“ ﬁ) AP 201201 MY B1 WEST STAIR AP 201201 MY B1 WEST STAIR pictureofjamie
I ﬁ) AP 201300 MY B2 ACCOUNTING AP 201300 MY B2 ACCOUNTING pictureofjamie
’Lv“ ﬁ) AP 201401 MY B2 DATA CENTER AP 201401 MY B2 DATA CENTER pictureofjamie

Figure 48. Access Points page
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Importing Access Points

» To import access points, follow these steps:

1. Select Device Management.

2. Select Access Points. The Access Points list page as shown in

Figure 48 on page 74 displays.

3. Use the Server drop-down list to select the Picture Perfect server

with the records you want to import.

4. Click Import. The Import page as shown in Figure 49 displays.

Instructions
Choose from the available entries and click Import.

Time Zone
|(GMT-05:00) EST (EST) =l

Available

AF 100100 BOCA LOBEY EAST

AF 100101 BOCA COMPUTER ROOM
AF 100200 BOCA SHIPPING DOCK,

AP 100201 BOCA CAFETERIA

AF 100300 BOCA LOBBEY WEST

AF 100301 BOCA CONFEREMCE ROOM
AF 100400 BOCA LIBRARY

AF 100401 BOCA TRAIMING ROOM
AF101100 BOCA B1 NORTH STAIR

AF 101101 BOCAB1 SOUTH STAIR —
AFP101200 BOCA BT EAST STAIR

AFP101201 BOCA BT WEST STAIR

AF 101300 BOCA B2 ACCOUNTING

AP 101301 BOCA B2 ACCTS PAYABLE

AF 101400 BOCA B2 ACCTS RECY

AP 101401 BOCA BZ DATA CENTER |

| v

Figure 49. Import page

5.

Use the Time Zone drop-down list to select the time zone where
this access point is located.

. Select the access points you want to import. Use the Shift key to

select all the records or the Ctrl key to make multiple selections
from the list.

. Click Import. The Access Points list page displays the imported

items from Picture Perfect.

Facility Commander Administration Guide Page 75



Chapter 4 Importing Records

Editing Access Points

» To make changes to an access point, follow these steps:

1. Select Device Management, and then Access Points. The
Access Points list page displays.

2. Locate the access point you want to edit and select the link. The
Configure Access Point page as shown in Figure 50 displays.

Access Points
Instructions Search:l Ggl

Import, synchronize, view, edit or delete access points,

4Page 1 of 10 Go tol GDl Itemns per Page|1D 'l
Irmpaort | Synchranize |

pictureofiamic fid

[ Jragtame  [oosuriptionIReferonce 10| Extornal System]

_E AF 200100 MY LOBBY EAST AF 200100 MY LOBBY EAST pictureofjamie
ﬁ) AP 200101 MY COMPUTER ROOM AP 200101 MY COMPUTER ROOM pictureofjamie
ﬁ) AF 200200 MY SHIPPING DOCE AF 200200 MY SHIPPING DOCE pictureofjamie
ﬁ) AP 200301 MY COMFEREMCE ROOM AP 200301 MY COMFEREMCE ROOM pictureofjamie
ﬁ) AF 200400 MY LIBRA&RY AF 200400 MY LIBRA&RY pictureofjamie
ﬁ) AP 200401 MY TRAIMNING ROOM AP 200401 MY TRAIMNING ROOM pictureofjamie
ﬁ) AP 201100 MY B1 MORTH STAIR AP 201100 MY B1 MORTH STAIR pictureofjamie
ﬁ) AP 201201 MY B1 WEST STAIR AP 201201 MY B1 WEST STAIR pictureofjamie
ﬁ) AP 201300 MY B2 ACCOUNTING AP 201300 MY B2 ACCOUNTING pictureofjamie
ﬁ) AP 201401 MY B2 DATA CENTER AP 201401 MY B2 DATA CENTER pictureofjamie

Figure 50. Configure Access Point page

3. Enter the information described in Table 31. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.
Table 31 lists and describes the fields on the Configure Access Point
page.

Table 31. Configure Access Points fields and descriptions

Field Name REQ Description
Tag Name v Enter a unique name to identify this item. Use 2-36 characters.
Description Enter a description for this item. Use 1-100 characters. The

description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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General Tab

Facility

|1stf|00rp|an j
Tirme Zone

* [(GMT-05.00) EST (EST) =l

Figure 51. Configure Access Point — General tab

5. Select the General tab as shown in Figure 51 and enter the
information described in Table 32. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 32. Configure Access Points fields and descriptions

Field Name REQ Description

Graphic Display Use the drop-down list box to select the graphic display to
show when an alarm is generated for this access point.
When a site plan is selected, a globe icon displays on the
Alarm Monitor and Event Monitor when an alarm event occurs
indicating a site plan is available.

Time Zone v Use the drop-down list to select the time zone for this access
point. This time zone displays on the Alarm Monitor or Event
Monitor. The default time zone setting is GMT.

Facility Commander Administration Guide Page 77



Chapter 4 Importing Records

Facility Tab

General | Facility

Assigned to
INEWYORK

Available

BOCA RATOM
East Coast Region

* PP GLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility
West Coast Region

Hold the Ctrl key down for multiple selection.

Figure 52. Configure Access Point — Facility tab

6. Select the Facility tab as shown in Figure 52 and enter the
information described in Table 33.

Table 33. Configure Access Points fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this access point.
Items can belong to more than one facility. This is a
read-only field and cannot be edited.

Available v Use to assign or change the facility membership for
this item. The facilities that display in this list depend
on the operator’s context and permissions.

» To assign the item to more than one facility, select
the first facility and press the Ctrl key while
selecting the other facilities. The selected facilities
are highlighted. Click Submit.

« If this item is already assigned to a facility listed in
the Assigned To list, press the Ctrl key before
selecting the new facility assignment.

« To assign the item to all the listed facilities, select
the first facility in the list, press the Shift key and
select the last facility in the list. All the facilities are
highlighted. Click Submit.
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Synchronizing Access Points

» To synchronize access points, follow these steps:

1. Select Device Management, and then Access Points. The
Access Points list page displays.

2. Click Synchronize and the Synchronize page in Figure 53
displays.

Instructions
Choose from the available entries and click Synchronize.

AF 200100 Ny LOBBY SOUTH

Synchranize |

Figure 53. Synchronize page

3. Select the records that have changed on the Picture Perfect
system that should be synchronized with Facility Commander.

4. Click Synchronize.
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Digital Inputs and Outputs

An input, also called a digital input (DI) or alarm input, is a physical
sensing device used to monitor an electronic contact connected to a
micro controller. There are three basic types of digital inputs:

* Door sensors, which monitor the door state

« Exit requests, which provide access to leave without presenting a
badge

+ Devices, which monitor items such as heat and moisture

An output, also called a digital output (DO), is a physical device that
controls door hardware or annunciates an alarm. Outputs can also be
used to turn lights, heaters, or air conditioners on and off using a
schedule.

Use the Picture Perfect system to configure Inputs, Outputs, Input
Groups, and Output Groups. Refer to the Picture Perfect Administration
Guide for more information.

Refer to the following sections for more information:
< Importing Digital Inputs on page 81.

e Importing Logical Inputs on page 87.

« Importing Digital Outputs on page 92.

Viewing Digital Inputs

Use the Digital Inputs page to view, import, copy, delete, and
synchronize records from Picture Perfect.

» To view digital inputs, follow these steps:

1. Select Device Management.

2. Select Digital Inputs. The Digital Inputs page as shown in Figure
54 displays.

Digital Inputs

Instructions

Search:l El

Import, synchronize, view, edit or delete digital inputs.

4Page 1 of 1 b Go tnl GDl Iterns per F‘age|3D I
Irmport | Synchronize |

- Reference ID_| External 5ystem

DI 200116 Ny FIRE ALARM 1 DI 200116 Ny FIRE ALARM 1 picturecfjarmie

iy &. DI 200117 MY FIRE ALARM B2 DI 200117 MY FIRE ALARM B2 pictureafiamie
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Figure 54. Digital Inputs page
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Importing Digital Inputs

» To import digital inputs, follow these steps:
1. Select Device Management, and then Digital Inputs. The Digital
Inputs page displays.
2. Use the Server drop-down list to select the Picture Perfect server
with the records you want to import.

3. Click Import. The Import page as shown in Figure 55 displays.

Instructions
Choose from the available entries and click Import.
Time Zone

I(GMT—DS:DD) EST(EST) j

Available
DI 200117 NY FIRE ALARKM B2

Irmpaort |
~

Figure 55. Import page

4. Use the Time Zone drop-down list to select the time zone where
this device is located.

5. Select the digital inputs you want to import. Use the Shift key to
select all the records or the Ctrl key to make multiple selections
from the list.

6. Click Import. The Digital Inputs list page displays with the
imported items from Picture Perfect.
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Editing Digital Inputs

Edit each digital input to change a time zone or to specify which graphic
display shows in the Graphics Viewer when an alarm event occurs.

» To make changes to a digital input, follow these steps:

1. Select Device Management, and then Digital Inputs. The Digital

Inputs list page displays.

2. Locate the digital input you want to edit and select the link. The
Configure Digital Input page as shown in Figure 56 displays.

Configure Digital Input

Instructions
View ar edit the digital input.
Digital Input Information
Tag Mame

* [DI 200116 NY FIRE ALARM 1

Description

IDI 2001716 MY FIRE ALARM 1

Reference ID

|

Graphic Display

| N Floor 01

Time Zone

L

* | (GMT-05:00) America/Mew_Yaork (EST)

Cancel |

Figure 56. Configure Digital Input page

3. Enter the information described in Table 34. A check mark
indicates a required field. Continue to enter information on the

tabbed pages.

4. Click Submit to save the record.

Table 34. Configure Digital Input fields and descriptions

Field Name REQ Description
Tag Name v Enter a unique name to identify this item. Use 2-36 characters.
Description Enter a description for this item. Use 1-100 characters. The

description does not have to be unique.

Reference ID

Enter a name to associate this item to a blue print or wiring

diagram. Use 1-20 characters.
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General Tab

" Facility |
Graphic Display
| N Floor 01 =l
Time Zone
* | (GMT-05:00) America/New_York [EST) =l

Figure 57. Configure Digital Input — General tab

5. Select the General tab as shown in Figure 57 and enter the
information described in Table 35. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 35. Configure Digital Input fields and descriptions

Field Name REQ Description

Graphic Display Use the drop-down list box to select the site plan to
display when an alarm is generated for this digital
input.

When a site plan is selected, a globe icon displays on
the Alarm Monitor and Event Monitor when an alarm
event occurs indicating a site plan is available.

Time Zone v Use the drop-down list to select the time zone for this
device. This time zone displays on the Alarm Monitor
or Event Monitor. The default time zone setting is
GMT.
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Facility Tab

Facility
Assigned to

INEWYORK

Available

BOCA RATOM
East Coast Region
Global Facili
K
% |PPGLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility
West Coast Region

Figure 58. Configure Digital Input — Facility tab

6. Select the Facility tab as shown in Figure 58 and enter the
information described in Table 36.

Table 36. Configure Digital Input fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this digital input.
Items can belong to more than one facility. This is a
read-only field and cannot be edited.

Available v Use to assign or change the facility membership for
this item. The facilities that display in this list depend
on the operator’s context and permissions.

» To assign the item to more than one facility, select
the first facility and press the Ctrl key while
selecting the other facilities. The selected facilities
are highlighted. Click Submit.

« If this item is already assigned to a facility listed in
the Assigned To list, press the Ctrl key before
selecting the new facility assignment.

« To assign the item to all the listed facilities, select
the first facility in the list, press the Shift key and
select the last facility in the list. All the facilities are
highlighted. Click Submit.
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Synchronizing Digital Inputs
» To synchronize digital inputs, follow these steps:

1. Select Device Management, and then Digital Inputs. The Digital
Input list page displays.

2. Click Synchronize and the Synchronize page in Figure 53
displays.

Instructions
Choose from the available entries and click Synchronize.

DI 200117 MY FIRE ALARM 2

Synchranize |

Figure 59. Synchronize page

3. Select the records that have changed on the Picture Perfect
system that should be synchronized with Facility Commander.

4. Click Synchronize.
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Page 86

Viewing Logical Inputs

Use the Logical Inputs page to view, import, copy, delete, and

synchronize logical input records from Picture Perfect.

» To view logical inputs, follow these steps:

1. Select Device Management.

2. Select Logical Inputs. The Logical Inputs page as shown in
Figure 60 displays. The Input record imported from the Picture

Perfect system displays in the Tag Name field, with LI prepended

to the name.

Logical Inputs

Request was successful,

Instructions

Search:l El

Import, synchronize, view, edit or delete logical inputs.

Ipidureofjamie vl Importl Synchranize |

LI 100100 BOCA LOBEBY EAST

4Page 1 of 10 Gotol GDl

LI 100100 BOCA LOBEBY EAST

Iterns per Page ISU 'l

pictureofjamie

LI 200100 MY LOBBEY EAST

LI 200100 MY LOBBEY EAST

pictureofjamie

LI 200101 WY COMPUTER ROOCM

LI 200101 WY COMPUTER ROOCM

pictureofjamie

LI 200200 MY SHIPPING DOCK

LI 200200 MY SHIPPING DOCK

pictureofjamie

LI 200300 MY LOBEY WEST

LI 200300 MY LOBEY WEST

pictureofjamie

LI 200301 MY CONFEREMCE ROOM

LI 200301 MY CONFEREMCE ROOM

pictureofjamie

LI 200400 MY LIBRARY

LI 200400 MY LIBRARY

pictureofjamie

6P R P E P E P

LI 200401 MY TRAINING ROOM

LI 200401 MY TRAINING ROOM

pictureofjamie

Figure 60. Logical Inputs page
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Importing Logical Inputs

» To import logical inputs, follow these steps:

1. Select Device Management, and then Logical Inputs. The
Logical Inputs list page displays.

2. Use the Server drop-down list to select the Picture Perfect server
with the records you want to input.

3. Click Import. The Import page as shown in Figure 61 displays.

Instructions
Choose from the available entries and click Import.

Time Zone

| (GMT-05:00) EST (EST) =l
Available

LI100101 BOCA COMPUTER ROOM R

LI100200 BOCA SHIPPING DOCK,
LI100201 BOCA CAFETERIA

LI100300 BOCA LOBBY WEST
LI100301 BOCA CONFEREMCE ROOM
LI 100400 BOCA LIBRARY

LI100401 BOCA TRAIMNING ROOM
LI101100 BOCA BT NORTH STAIR
LI101101 BOCA BT SOUTH STAIR
LIM01200 BOCA BT EAST STAIR
LI101201 BOCA BT WEST STAIR
LI101300 BOCA B2 ACCOUNTING
LI101301 BOCA B2 ACCTS PAYABLE
LI101400 BOCA B2 ACCTS RECY
LI101401 BOCA B2 DATA CEMTER

LI 200116 N FIRE ALARM =

Figure 61. Import page

4. Use the Time Zone drop-down list to select the time zone where
this device is located.

5. Select the logical inputs you want to import. Use the Shift key to
select all the records or the Ctrl key to make multiple selections
from the list.

6. Click Import. The Logical Input list page displays with the imported
items from Picture Perfect.
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Editing Logical Input Records

» To make changes to alogical input, follow these steps:

1. Select Device Management, and then Logical Inputs. The
Logical Inputs list page displays.

2. Locate the logical input you want to edit and select the link. The
Configure Logical Input list page in Figure 62 displays.

Configure Logical Input

Instructions
View or edit the logicalinput.

Logical Input Information
Tag Mame

* ILI 200101 Ny COMPUTER ROOM
Description
ILI 200101 Ny COMPUTER ROOM
Graphic Display
| N Floor 02 =l

Time Zone

* |(GMT-05:00) EST (EST) =l

Cancel |

Figure 62. Configure Logical Input

3. Enter the information described in Table 37. A check mark
indicates a required field. Continue to enter information on the
tabbed pages. Continue to enter information on the tabbed pages.

4. Click Submit to save the record.

Table 37. Configure Logical Input fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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General Tab

raphic Display

| N Floor 02

L

Time Zone

* |(GMT-05:00) EST (EST) =l

Figure 63. Configure Logical Input — General tab

5. Select the General tab as shown in Figure 63 and enter the
information described in Table 38. A check mark indicates a
required field.

Table 38. Configure Logical Input fields and descriptions

Field Name REQ Description

Display Map Use the drop-down list box to select the site plan to
display when an alarm is generated for this logical
input.

When a site plan is selected, a globe icon displays on
the Alarm Monitor and Event Monitor when an alarm
event occurs indicating a site plan is available.

Time Zone v Use the drop-down list to select the time zone for this
device. This time zone displays on the Alarm Monitor
and Event Monitor. The default time zone setting is
GMT.
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Facility Tab

T
General Il acilicy

Assigned to
INEWYORK

Available

BOCA RATOM
East Coast Region
Global Facili
TEWy 18
% |PPGLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility

West Coast Region

Figure 64. Configure Logical Input — Facility tab

6. Select the Facility tab as shown in Figure 64 and enter the
information described in Table 39.

Table 39. Configure Logical Input fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this logical input.
Items can belong to more than one facility. This is a
read-only field and cannot be edited.

Available v Use to assign or change the facility membership for
this item. The facilities that display in this list depend
on the operator’s context and permissions.

« To assign the item to more than one facility, select
the first facility and press the Ctrl key while
selecting the other facilities. The selected facilities
are highlighted. Click Submit.

« If this item is already assigned to a facility listed in
the Assigned To list, press the Ctrl key before
selecting the new facility assignment.

« To assign the item to all the listed facilities, select
the first facility in the list, press the Shift key and
select the last facility in the list. All the facilities are
highlighted. Click Submit.
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Synchronizing Logical Inputs
» To synchronize logical inputs, follow these steps:

1. Select Device Management, and then Logical Inputs. The
Logical Inputs list page displays.

2. Click Synchronize and the Synchronize page in Figure 65
displays.

Instructions
Choose from the available entries and click Synchronize.

Available

LI100100 BOCA LOBBEY EAST

LI 200100 NY LOBBY EAST

LI 200101 MY COMPUTER ROOM

LI 200200 MY SHIPFING DOCK

LI 200300 MY LOBBY WEST

LI 200301 MY CONFEREMCE ROOM
LI 200400 N LIBRARY

LI 200401 NY TRAINING ROOM

Synchranize |

Figure 65. Synchronize page

3. Select the records that have changed on the Picture Perfect
system that should be synchronized with Facility Commander.

4. Click Synchronize.
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Viewing Digital Outputs

Use the Digital Outputs page to view, import, edit, copy, delete, or
synchronize digital output records from Picture Perfect.

» To view digital outputs, follow these steps:

1. Select Device Management.

2. Select Logical Inputs. The Logical Inputs page as shown in
Figure 60 displays. The Output record imported from the Picture
Perfect system displays in the Tag Name field, with DO
prepended to the name.

Digital OQutputs
Instructions Search:l Ggl

Impoart, synchronize, view, edit or delete digital outputs,

4Page 1 of 10 Go tol GDl Itemns per PageISD 'l
Ipidureofjamie vl Irmpaort | Synchranize |
:,[v‘: & D 200116 NY FIRE SOUNDER D 200116 NY FIRE SOUNDER pictureofjamie

Figure 66. Digital Output page

Importing Digital Outputs
» To import digital outputs, follow these steps:

1. Select Device Management, and then Digital Outputs. The
Digital Outputs page displays.

2. Use the Server drop-down list to select the Picture Perfect server
with the records you want to input.
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3. Click Import. The Import page as shown Figure 67 displays.

Instructions
Choose from the available entries and click Import.
Time Zone

| (GMT-05:00) EST (EST) =l

Available
DO 200116 NY FIRE SOUNDER

Irmpaort |
___‘__ﬂ_\—'_'_//_—
Figure 67. Import page

4. Use the Time Zone drop-down list to select the time zone where
this device is located.

5. Select the digital outputs you want to import. Use the Shift key to

select all the records or the Ctrl key to make multiple selections
from the list.

6. Click Import. The Digital Output list page displays the imported
items from the Picture Perfect server.
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Editing Digital Outputs

Edit each digital output to assign a time zone or to specify which site plan
displays in the Graphics Viewer when an alarm event occurs.

» To make changes to a digital output, follow these steps:

1. Select Device Management, and then Digital Outputs. The
Digital Outputs list page displays.

2. Locate the digital output you want to edit and select the link. The
Digital Outputs page in Figure 68 displays.

Configure Digital Output

Instructions
View or edit the digital output,

Digital Output Information
Tag Mame

* IDO 200116 MY FIRE SOUNDER

Description
IDO 200116 MY FIRE SOUNDER

Reference ID

|

Graphic Display
| N Floor 02 =l

Time Zone

* |(GMT-05:00) EST (EST) =l

Cancel |

Figure 68. Configure Digital Output

3. Enter the information described Table 40 on page 94. A check
mark indicates a required field. Continue to enter information on
the tabbed pages.

4. Click Submit to save the record.

Table 40. Configure Digital Output fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or
wiring diagram. Use 1-20 characters.
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General Tab

Facility

General I

| N Floor 02

Time Zone

* [(GMT-05.00) EST EST)

Figure 69. Configure Digital Output — General tab

5. Select the General tab as shown in Figure 69 and enter the
information described in Table 41. A check mark indicates a

required field.

Table 41. Configure Digital Output fields and descriptions

Field Name REQ Description

Graphic Display
when an alarm is
When a site plan

Use the drop-down list box to select the site plan to display

generated for this access point.
is selected, a globe icon displays on the

Alarm Monitor when an alarm event occurs indicating a site

plan is available.

Time Zone

v

Use the drop-down list to select the time zone for this device.

This time zone displays on the Alarm Monitor or Event Monitor.
The default time zone setting is GMT.
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Facility Tab

Facility
Assigned to

INEWYORK

Available

BOCA RATOM
East Coast Region
Global Facili
) K
% |PPGLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility

West Coast Region

Figure 70. Configure Digital Output — Facility tab

6. Select the Facility tab as shown in Figure 70 and enter the
information described in Table 42.

Table 42. Configure Digital Output fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this digital output.
Items can belong to more than one facility. This is a
read-only field and cannot be edited.

Available v Use to assign or change the facility membership for
this item. The facilities that display in this list depend
on the operator’s context and permissions.

« To assign the item to more than one facility, select
the first facility and press the Ctrl key while
selecting the other facilities. The selected facilities
are highlighted. Click Submit.

« If this item is already assigned to a facility listed in
the Assigned To list, press the Ctrl key before
selecting the new facility assignment.

« To assign the item to all the listed facilities, select
the first facility in the list, press the Shift key and
select the last facility in the list. All the facilities are
highlighted. Click Submit.
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Synchronizing Digital Outputs
» To synchronize access points, follow these steps:

1. Select Device Management, and then Digital Outputs. The
Digital Outputs list page displays.

2. Click Synchronize and the Synchronize page in Figure 71
displays.

Instructions
Choose from the available entries and click Synchronize.

DO 200116 NY FIRE SOUNDER

Synchranize |

—ﬂ-——,

Figure 71. Synchronize page

3. Select the records that have changed on the Picture Perfect
system that should be synchronized with Facility Commander.

4. Click Synchronize.
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Chapter 5. Assigning Permissions and
Context

This chapter describes how facilities, permissions, and context are
assigned to operators and used to control access to features and visibility

to items in the database.

In this chapter:
a Overview on page 100
) Che.c.khst on Page 101
Facility Permissions on page 102
System Permissions on page 108

Contexts on page 113
Examples on page 118
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Overview

Facilities

Facilities, permissions, and context are used to control access to features
and visibility to items in the database, such as the ability to view and edit
device records or issue commands to lock and unlock access points.

Facilities + Permissions = Context

Figure 72. Context definition

In the equation above, facilities determine which items an operator can
see, permissions determine what actions an operator can take; and
together make up the operator’s context.

Facilities determine which items an operator can view or access.

The facilities feature partitions the Facility Commander database into
logical segments, or grouping of items. Items include all the objects that
an operator can view, control, or modify, such as access points, DVRs,
and cameras.

An item can belong to more than one facility. Each facility can be a
member of one other facility. Refer to Facility Permissions on page 102 for
more information.

Permissions

Context

Permissions define what actions an operator may perform with specific
items.

Permissions can be described in terms of the operator’s role, such as
system administrator, guard supervisor, guards. Permission can also be
described in terms of the actions that can be performed, such as viewing
and updating records.

In planning the system, carefully determine the permissions that each
person will require to support the tasks associated with their job
responsibilities. Permissions clearly define the limits of who can view or
modify information in the database.

There are two types of permissions which will be described later —
system and facility.

Context defines which items an operator can view and what actions they
can take.

Context consists of a single System Permission and one or more Facility
and Facility Permission pairs. A context is created for each type of
operator, such as entry level guard or supervisor. Refer to Contexts on
page 113 for information about configuring contexts.
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Pre-Defined Permissions and Context

Facility Commander provides pre-defined permissions and contexts that can
be assigned to operators. These pre-defined permissions can be copied to
create new permissions, but they cannot be deleted. The Delete icon is
dimmed.

Examples

Refer to the Examples on page 118 to see how a typical system can be
configured. Facility Commander provides sample facility, permission, and
context definitions.

Checklist

This checklist is provided to describe to the system administrator all the tasks
needed to implement the facilities, permissions, and context features. The
tasks begin with importing Picture Perfect facilities and end with assigning
context to an operator.

¢/ Begin by importing existing Picture Perfect facilities. Imported facilities are
automatically be assigned to the same facility as in Picture Perfect. Refer
to Importing Facilities on page 68 for more information.

¢/ Review the imported facilities and examine their relationship. Decide if the
existing facility structure is suitable, or if new facilities are needed.

- If you want to maintain the same facility structure as defined in Picture
Perfect, assign the imported facilities to the Global Facility.

- If not, create new facilities and move the imported facilities as needed.
Refer to Creating a Facility on page 70 for more information.

¢/ Review the facility level permissions and create new permissions, if
necessary. Facility level permissions are used to grant permission to lock
and unlock access points, view video, purge alarms, and more. Refer to
Adding Facility Permissions on page 104 for more information.

¢/ Review the system level permissions and create new permissions, if
necessary. System level permissions are used to grant permission to use
the client applications, such as the Alarm Monitor, create event action
mappings, or shut down the system.

Refer to Adding System Permissions on page 110 for more information.

¢/ Review the context definitions and create new contexts, if necessary. The
context determines which items an operator can view and what actions
they may take. To define a context, select the appropriate system
permission and then select the appropriate permissions for each facility.

Refer to Adding Context Definitions on page 114 for more information.

¢/ Assign a context to each operator. Context determines which items the
operator can see and what actions they can take.

Refer to Adding Operators on page 60 for more information.
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Facility Permissions

Use Facility Permissions to grant or deny permissions to monitor and
control items, such as, locking or unlocking door access points or control
PTZ cameras, view live or recorded video, acknowledge alarms, and
more.

A system administrator may need permissions to create or modify items
such as door access points, while another operator may need only view
permissions for applications such as the Alarm Monitor.

Facility Commander provides pre-defined Facility Permissions that can be
modified, which include:

e All Facility Permissions
Grants all permissions, including view, update, create, and delete
items. This also grants permission for all actions, such as locking
and unlocking doors, controlling cameras and acknowledging an
alarms.

* Update Configuration Facility Permissions
Grants all permissions, but not for actions like acknowledging
alarms.

« View Configuration Facility Permissions
Grants permissions to view all items, but not modify.

« No Configuration Facility Permissions
Grants no permissions.

There are also three pre-defined guard-level permissions, which are:
e Guard Supervisor System Permissions grants permission to

purge alarms from the Alarm Monitor in addition to the same
permissions as the guard levels.

¢ Intermediate Guard Permissions
e Entry Level Guard Permissions

Using Pre-Defined Facility Permissions

Use the pre-defined permissions to create new permissions. The sample
permission files can be copied, but not deleted as they are permanent
Facility Commander records.

» To use one of the pre-defined facility permissions, follow these

steps:

1. Click the Copy icon next to the pre-defined facility permission that
you want to use. The Configure Facility Permission page as
shown in Figure 74 on page 104 displays.

2. Enter the information required to modify a facility permission
record.

- Change the tag name and description.

- Review the tabbed pages and make the appropriate
modifications.

3. Click Submit to save the record.
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Viewing Facility Permissions

Use the Facility Permissions page to view, add, edit, copy, or delete facility
permission records. Refer to the following sections:

e Using Pre-Defined Facility Permissions.

* Adding Facility Permissions on page 104.

» To view facility permissions, follow these steps:

1. Select Operator Administration.

2. Select Facility Permissions. The Facility Permission page as
shown in Figure 73 displays.

Facility Permissions

Instructions Search:l Ggl
Yiew, edit, add or delete facility permissions.

Click to add a facility
permission ’ ( Add Facility Permission D 4Page: 1 of 1» Go to: I_ GDl Iterns per Page I‘IS VI

E all Facility Permissions Grants ALL facility level permissions
Ty Entry Level Guard Facility Perms Grants limited monitoring and command facility level permissions for guards
Ty Guard Supervisor Facility Perms Grants supervisory monitoring and command facility level permissions for guards
Ty Intermediate Guard Facility Perms Grants intermediate monitoring and command facility level permissions for guards
Ty Mo Facility Permissions Grants MO facility level permissions
Click to Copy a faClllty Update Configuration Facility Perms | Grants configuration update facility level permissions
permission —> Ty View Configuration Facility Perms Grants configuration view-only facility level permissions

Figure 73. Facility Permissions page
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Adding Facility Permissions

» To add or edit a facility permission, follow these steps:

1. Select Operator Administration, and then Facility Permissions.
The Facility Permissions page displays.

2. Click Add Facility Permission to display the Configure Facility
Permissions page as shown in Figure 74.

Configure Facility Permissions

Instructions
WView or edit the facility permission,

Facility Permission Information
Tag Mame

* |

Description

Controls I Monitors Devices Facility

Permission Enabled

Lock/Unlock Access Points I

Activate/Reset Digital Outputs
Contral PTZ Cameras

Enable/Disable Digital Input Monitaring

I i i |

Enable/Disable Logical Input Monitoring

Cancel |

Figure 74. Configure Facility Permissions page

3. Enter the information described in Table 43. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 43. Configure Facility Permissions — Control tab

Field Name REQ Description

Tag Name v Enter a name to identify this record. Use 2-36
characters.

Description Enter a description for this record. Use 1-100
characters.
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Control Tab

Controls Monitors Devices Facility

Permission Enabled

Lock/Unlock Access Points I

Activate/Reset Digital Outputs I
Contral PTZ Cameras I
Enable/Disable Digital Input Monitaring I
-

Enable/Disable Logical Input Monitoring

Figure 75. Facility Permissions — Controls tab

5. Select the Control tab shown in Figure 75 to choose one or more
check boxes granting permissions. A check mark indicates the
permission is enabled.

- Enabling the Control PTZ Cameras permission also grants View
Live Video permissions to be enabled. If the View Live Video
permission is not enabled, the Control PTZ Cameras permission
is also not enabled.

Monitors Tab

Devices Facility

Controls

Permission Enabled

Purge Alarms I
Acknowledge/Remove alarms I
Yiew Live Yideo I

-

View Recorded Video

Figure 76. Facility Permissions — Monitors tab

6. Select the Monitors tab shown in Figure 76 to choose one or more
check boxes granting permissions. A check mark indicates the
permission is enabled.

- Enabling the View Live Video permission also grants Control
PTZ Cameras permission to be enabled. If the View Live Video
permission is not enabled, the View Live Video permission is
also not enabled.
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Setup Tab

Controls Monitors Devices

Update

Facility
Delete

Permission Create
Operators

Contexts

Systemn Permissions

Facility Permissions
Facilities

Facility Commander Servers

workstations

aaaaaaaag
"‘)"‘)"‘)")")")"‘)"‘)g
nloblobloblo
nloblobloblo
nloblobloblo

Access Control Systems

Figure 77. Facility Permissions — Setup tab

7. Select the Setup tab shown in Figure 77. For each permission,
such as Workstations, select the appropriate permission level. All
permissions preceding the selected button are granted.

- If Create is selected, an operator has permission to view and
update workstation records.

- If View is selected, an operator can only view workstation
records and cannot modify or delete them.

8. Review permission and select the appropriate permissions level.
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Devices Tab

Facility
Delete

Monitors

Controls

Permission

| v

Acocess Points

Digital Inputs

Logical Inputs

Digital Cutputs

Digital Video Recorders
Cameras

Intercom Exchanges
Intercomn Stations
Analog Wideo Switchers
CCTY Monitors

Intrusion Panels

DO TO T SO e T S O O B0 SO |
yilelieilelio ialie elis lelie o]
yilelieilelio ialie elis lelie o]
yilelieilelio ialie elis lelie o]

Tt e e

Figure 78. Facility Permissions — Devices tab

9. Select the Devices tab shown in Figure 78. For each permission,
such as Camera Permission, select the appropriate permission
level. Permission is granted to all the actions preceding the
selected option.

- If Create is selected, an operator has permission to view and
update the camera device records.

- If View is selected, an operator can only view camera records
and cannot modify or delete them.

10. Review each item and select the appropriate permissions. When
you select one of these option buttons, permission is granted to all
of the actions preceding the selected option button.
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System Permissions

Use System Permissions to grant or deny access to system applications,
such as the Alarm Monitor or Event Monitor, or other items that are not
assigned to facilities. Examples of items that are not in facilities include:
alarm colors, alarm instructions, and alarm profiles.

Using Pre-defined System Permissions

Facility Commander provides pre-defined System Permissions that can
be modified, which include:

e All System Permissions
Grants all permissions, including view, update, create, and delete
for system level items. This also grants permission to use
applications, such as the Alarm Monitor or permission to configure
event action mapping definitions.

* No System Permissions
Grants no permissions.

There are three pre-defined guard level permissions, which are:

e Guard Supervisor System Permission

* Intermediate Guard Permissions

e Entry Level Guard Permissions

The pre-defined permissions can be copied to create new permissions,
but not deleted as they are permanent Facility Commander records.

» To use one of the pre-defined facility permissions, follow these
steps:

1. Click the Copy icon next to the pre-defined system permission
that you want to use and the Configure System Permissions page
as shown in Figure 80 displays.

2. Enter the information required to modify a facility permission
record.

- Change the tag name and description.

- Review the tabbed pages and make the appropriate
modifications.

3. Click Submit to save the record.
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Viewing System Permission

Use the System Permission page view, add, edit, copy, or delete system
permission records. Refer to the following:

e Using Pre-defined System Permissions.
* Adding System Permissions on page 110.

» To view system permissions, follow these steps:

1. Select Operator Administration.

2. Select System Permissions. The System Permission page as
shown in Figure 80 displays.

System Permissions

Instructions Search:l Ggl
Click to add a view, edit, add or delete system permissions.

system permission

proflle. ’ Add System Permission D 4 Page: 1 of 1w Go to: I_ GDl Iterns per Page |15 'l

All Systern Permissions Grants ALL systern lewvel permissions
Entry Level Guard Systerm Perms Grants limited monitoring and cormmand system level permissions for guards
Guard Supervisor System Perms Grants supervisory monitoring and command system level permissions for guards

Click to copy a
system permission
profile.

Intermediate Guard System Perms | Grants intermediate monitoring and command system level permissions for guards

Mo Systern Permissions Grants MO system level permissions

@)ﬁ‘ﬁ‘ﬁ‘ﬁ‘|l

Figure 79. System Permissions
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Adding System Permissions

» To add or edit a system permission, follow these steps:

1. Select Operator Administration, and then System
Permissions. The System Permissions page displays.

2. Click Add System Permission. The Configure System
Permissions page as shown in Figure 80 displays.

Configure System Permissions

Instructions
View or edit the system permission.

System Permission Information
Tag Mame

* ||
Description

Applications | Editors Facility

Permission Enabled
alarm Monitor -

Event Maonitor I
Video Viewer -
r

Graphic Viewsr

Cancel |

Figure 80. Configure System Permissions page

3. Enter the information described in Table 44. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 44. Configure System Permissions fields and description

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.
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Applications Tab

Applications I Editors

Operations

Facility

Permission Enabled
Alarm Maonitar I
Event Monitar I
Video Viewer I
Graphic Viewer I

Figure 81. Configure System Permissions page — Applications tab
5. Select the Applications tab shown in Figure 81 to choose one or

more check boxes granting permissions. A check mark indicates
the permission is enabled.

Editors Tab

Applications ( Editors \ Operations Facility
Permissi MNone Yiew Update Create Delete
Event Action Mappings [C [ [ [ [
Alarm Instructions o e e e e
Alarm Profiles @ o o o o
Graphic Editar i (o (o (o (o
Syrbal Editar [C [ [ [ [

Figure 82. Configure System Permissions page — Editors tab

6. Select the Editors tab shown in Figure 82. For each permission,
such as the Event Action Mapping Permission, select the
permission level. All permissions preceding the selected button
are granted.

- If Create is selected, an operator has permission to create, view
and update Event Action Mappings.

- If View is selected, an operator can only view the Event Action
Mapping records, and cannot modify or delete them.

7. Review each permission and select the appropriate permission
level.
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Operations Tab

Applications Facility

Editors | Operations |l

Permission Enabled

Change Windaow Filter I
Change Locale

Change Wideo Popup Options
Shutdown System
Run/Configure Diagnostics

Alarm Colors

{0 [ i B B

Systern Parameters

Figure 83. Configure System Permissions page — Operations tab

8. Select the Operations tab as shown in Figure 83 to choose one or
more check boxes granting permissions. A check mark indicates
the permission is enabled.
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Contexts

Contexts are comprised of system permissions and facility permissions;
and assigned to each operator.

Facility Commander provides pre-defined Contexts that can be modified
to meet your organization’s needs, which include:

e System Administrator Context
Grants control over the entire system. It grants all permissions to
all action, items, and facilities.

* Regional Administrator Context

Grants control over a limited portion of the system. It grants all

system level permissions to all actions and items, but not all

facilities.

The Context definitions also include three guard-level permissions that
range from supervisory monitoring and command capabilities to a more
limited definition suitable for a beginner operator guard. These include:

e Guard Supervisor Context

* Intermediate Guard Context

* Entry Level Context

Viewing Context Definitions

Use the Context page to view, add, edit, copy, or delete context records.

» To view the context definitions, follow these steps:

1. Select Operator Administration

2. Select Contexts. The Contexts page as shown in Figure 84

displays.

Instructions
Yiew, edit, add or delete contexts.

Search:l

o

Click to add

context —> | 4Page: 1of 1k Goto: I_ El Itemns per Page IE
T ragtame e
rﬁ__ Entry Level Guard Context Entry level command and control responsibilities
Hy Guard Supervisor Context Supervisory level command and control responsibilities
Hy Intermediate Guard Context Intermediate level command and control responsibilities
Hy Regional Administrator Context Regional system contral
Hy Systern Administrator Context Full systerm contral

Figure 84. Contexts page
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Adding Context Definitions

» To add the context definitions, follow these steps:

1. Click Add Context. The Define Context page as shown in Figure
85 displays.

Define Context

Instructions
View or edit the context, Select the facility permission for each facility to be included in the context,

Context Information
Tag Mame

* |Entry Level Guard Context

Description

|Entry level command and control responsibilities
Systermn Permission Profile

* |Entry Lewel Guard Systerm Perms j

Facilities Facility Permissions

i3 clobal Facility
1 East Coast Region
MEW YORK

Sample Region Facility Entry Level Guard Facility Perms

[} Unassigned Itermns Facility

0 S Y R R

I
I
I
Zample Permissions and Contexts Facility |
I
I
I

West Coast Region

Cancel |

Figure 85. Define Context page

2. Enter the information described in Table 45 to define a new
context definition. Continue to enter information on the tabbed
pages.

3. Click Submit to save the record.

Table 45 on page 114 lists and describes the elements on the Define

Context page.

Table 45. Define Context fields and elements

Element REQ Description
Tag Name v Enter a name to identify this record. Use 2-36 characters.
Description Enter a description for this record. The description must be

1-100 characters.

System Profile ¢/ Select the system permission definition.
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Table 45. Define Context fields and elements (Continued)

Element REQ Description

Global Facility Use the Global Facility drop-down list to select the
appropriate permission level for this context. It cannot be
deleted.

« To grant full access to a system administrator, select
All Facility Permissions. Other contexts should limit
access to this facility.

« To grant partial access to a regional system
administrator, select No Facility Permissions at the
Global Facility and select All Facility Permissions at
the Regional Facility.

Unassigned This facility contains all newly created, facility-based items.
Items Facility When the new facility is assigned to its correct facility, it is
automatically removed from the Unassigned Items Facility.

Permissions Tab

Facilities Facility Permissions

i3 clobal Facility
1 East Coast Region
MEW YORK

Sample Region Facility Entry Level Guard Facility Perms

[} Unassigned Itermns Facility

I
I
I
Zample Permissions and Contexts Facility |
I
I
I

0 S Y R R

West Coast Region

Figure 86. Define Context — Permissions tab

4. Select the Permission tab shown in Figure 86 to choose one or
more permissions to associate with this context definition. Refer to
Adding Facility Permissions on page 104 for more information.
Continue to enter information on the next tabbed page.
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Facility Tab

Permissions | Facility

Assigned to

Sample Permissions and Contexts Facility

Available

BOCA RATOM
East Coast Region
Global Facility
MEW Y ORE

* |PPGLOBAL

Sample Region Facility
YWest Coast Region

Hold the Ctrl key down for multiple selection.

Figure 87. Define Context — Facility tab

5. Select the Facility tab as shown in Figure 87 and enter the
information described in Table 46.

Table 46. Define Context fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this context definition.
Items can belong to more than one facility. This is a read-
only field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

» To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Pre-defined Contexts

Facility Commander provides five pre-defined contexts. Table 47 shows
the Facility Permissions and System Permissions associated with each
context.

Table 47. Pre-defined Contexts

Contexts System Permissions Facility Permissions
System Administrator All System Permissions All Facility Permissions for
Global Facility
Other Pre-defined System Other Pre-defined Facility
Permissions Permissions
No System Permissions No Facility Permissions

View Configuration Facility
Permissions

Update Configuration Facility
Permissions

Regional Administrator All System Permissions All Facility Permissions for
Sample Region Facility, Sample
Permissions and Context.

Guard Supervisor Guard Supervisor System Guard Supervisor Facility
Permissions Permissions

Intermediate Guard Intermediate Guard System Guard Supervisor Facility
Permissions Permissions

Entry Level Guard Entry Level Guard System Entry Level Guard Facility
Permissions Permissions
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Examples

Facility Commander provides the flexibility to build relationships by
creating parent facilities and sub-facilities. Each facility can be a member
of one other facility. An item can belong to more than one facility.

In the illustration in Figure 88, facilities in different geographic locations
are used to show the relationship between facilities. These facilities will
be used later to build contexts.

ES

[V\éstOEtw Eest Goest
Regon | | Rom

LosArgsIes] [ New Yark

—

Figure 88. Two regional facilities and four imported facilities.

The imported Picture Perfect facilities are:

» Los Angeles representing a corporate office
» San Francisco representing a sales office

* New York representing a corporate office

» Boston representing a data center

To further organize the facilities, two additional facilities are created —
West Coast Region and East Coast Region. These regional facilities are
used to group the individual area facilities, which includes New York,
Boston, Los Angeles, and San Francisco. By creating the regional levels,
a hierarchy is established. Permissions do not have to be explicitly
defined at the individual area level, but rather can be inherited from their
regional facility.

By granting access to the each regional administrator, the administrator
has access to everything below in the hierarchy. The permissions are
inherited from the facility above, unless explicitly specified.

In this example:

* The system administrator is assigned the System Administrator
Context and therefore given full access to all items in the system.
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< Aregional system administrator is assigned the Regional
Administrator Context and therefore given access to items in their
regional facility. This administrator would not have access to items
in another regional facility, unless permission is specifically
granted.

« Operators assigned to a lower level facility, such as New York,
might be granted permissions to view and control the items
associated with the New York facility, but not others.

To accomplish this, the context definitions would look like this:

System Administrator

Context System Administrator
System Permissions All System Permissions
Facility Permissions All Facility Permissions for Global Facility

East Coast Regional Administrator

Context East Coast Regional Administrator
System Permissions All System Permissions
Facility Permissions All Facility Permissions for East Coast Facility

Because the East Coast Facility is the parent facility of New York and
Boston, the regional administrator will automatically be given full access to
New York and Boston items.

West Coast Regional Administrator

Context West Coast Regional Administrator
System Permissions All System Permissions
Facility Permissions All Facility Permissions for West Coast Facility

Because the West Coast Facility is the parent facility of Los Angeles and
San Francisco, the regional administrator will automatically be given full
access to Los Angeles and San Francisco items.
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Chapter 6. Configuring Video Devices

This chapter describes how to configure video devices, cameras, and
camera preset positions, CCTV monitors, and switchers. Troubleshooting
steps are provided for extra assistance, if there is any difficulty.

Readers should use the vendor’s documentation for instructions on how
to use their products. For information about device drivers refer to the
vendor's Release Notes.

In this chapter:

a Overview on page 122
Configuring Digital Video R d 124
) onfiguring Digital Video Recorders on page

P Configuring Cameras on page 132
Configuring Cameras on page 132
Configuring IP Cameras on page 137
Configuring Camera Preset Positions on page 138
Linking Cameras to DVRs on page 141
Configuring Analog Video Switchers on page 143
Configuring CCTV Monitors on page 150
Associating Analog Video Switcher Devices on page 153
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Overview

The digital video features in Facility Commander allow operators to view
live and recorded video; select and control different cameras; direct
cameras to a preset position; and mark a video clip to playback later.

Refer to the following checklist for the configuration order to add media
devices to Facility Commander:

v Configure the Digital Video Recorders (DVRS). Refer to
Configuring Digital Video Recorders on page 124.

Configure the cameras. Refer to Configuring Cameras on page
132 for more information.

Camera Preset Positions on page 138 for more information.

v
v Identify the preset camera positions. Refer to Configuring
v

Link the cameras to the Digital Video Recorders (DVRs). Refer
to Linking Cameras to DVRs on page 141 for more
information.

AN

Assign the equipment to the appropriate facility. Refer to
Facilities on page 67 for more information.
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Define digital video recorders

Facility Commander supports the following digital video multiplexer/

recorders:

Table 48. Supported Video Devices

Provider Model Description Version
GE GE DVMRe - 4 CD Requires duplex PPC firmware Version 3.18 or
GE DVMRe - 10 CD later and MUX firmware Version 3.24 or later.
GE DVMRe - 16 CD
GE DVMRe CT / StoreSafe Pro - 4 Requires triplex firmware Version 5.x or later.
GE DVMRe CT / StoreSafe Pro - 10 CT, StoreSafe, and StoreSafe Pro series
GE DVMRe CT / StoreSafe Pro - 16 recorders are part of the family of wavejet
compression-based technology products.
GE DVMRe CT Il / StoreSafe Pro 1l -4 CT Il and StoreSafe Pro Il series recorders are
GE DVMRe CT Il / StoreSafe Pro Il - 10  part of the family of wavejet compression-based
GE DVMRe CT Il / StoreSafe Pro Il - 16 technology products.
GE Discovery 300 VOS Version 3.x
GE Discovery 2400 These recorders are part of the family of
VisioWave video products.
GE Discovery 105E VOS Version 4.x
GE Discovery 1205 These recorders are part of the family of
GE Discovery 2405 VisioWave video products.
GE Discovery 2415
GE Evolution 2800
GE Evolution 2809
GE Evolution 3005
GE ECVRS
SymDec 16 1.47k
SymSafe 1.28i
SymSafe Pro 1.28i
SymNet 1 2.00i
Legend IP 3.6
These recorders are part of the family of
SymSuite video products.
Integral DVXi 3.1
Technologies DVXe 4.0,4.1
DS Xpress 21
American Intellex DVMS8000 3.1
Dynamics
Nice Pro
Harmony 8.0
Digital Watchdog DWPro 9016 2.3
Pelco DX8000 1.0
Panasonic HD500A 2.5

Note:  Increasing the processor speed and memory on the server and/or client workstations may be required for

optimizing performance in your specific application.
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Page 124

Video Devices

The video equipment and supporting software applications must be
installed according to the manufacturer’s directions. The Facility
Commander supports GE Security and other vendor products including
NTSC and PAL video formats. Refer to the product documentation
provided by the manufacturer for instructions to install and use their
products.

You can add an unlimited number of DVRSs, which allows you to add more
DVRs and cameras as your business needs grow. The number of
cameras you can use will depend on the DVR type and model used in
your environment.

All the cameras in Facility Commander must be licensed; the number of
licenses is determined by the number of cameras in the whole
deployment and not per DVR device.

Configuring Digital Video Recorders

A Digital Video Recorder (DVR) is a device which is capable of recording
video from multiple cameras simultaneously and storing it on the DVR’s
internal hard disk. The DVR provides access to stored video and live
camera images using a standard ethernet connection.

Digital recording can improve playback quality over time-lapse VCRs and
eliminates the need to change tapes.

Refer to the following sections:

« Adding DVRs on page 126
¢ Linking Cameras to DVRs on page 141
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Viewing DVRs

Use the Digital Video Recorders page to view, add, edit, copy, or delete
DVR records.

» To view DVRs, follow these steps:

1. Select Device Management.

2. Select Digital Video Recorders. The Digital Video Recorders
page as shown in Figure 89 displays.

Digital Video Recorders
Search: I GDl

Instructions
Wiew, edit, add or delete digital video recorders,

Add OVR | 4Page1of1b  Go tol Gol Items per Page|1D Yl

- Reference ID IP Address or Hostname Online Link Cameras
s} ﬁ‘p MY Bl DWR 3.18.148.51 Tes Link Cameras

Use to link camera with DVR

Figure 89. Digital Video Recorders page
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Adding DVRs

» To add a DVR device, follow these steps:

1. Select Device Management, and then Digital Video Recorders.
The Digital Video Recorders page displays.

2. Click Add DVR and the Configure Digital Video Recorder page as
shown in Figure 90 displays.

Configure Digital Video Recorder

Instructions
View or edit the digital video recorder.

Digital ¥Yideo Recorder Information
Tag Mame

* |Kalatel #1

Description

Reference ID

Model I Addresses || Advanced || Alarms || Facility |
Online
Model
* | Kalatel DWMRe-16CT v
Murnber of Inputs
* |15
Time Zone
* | (GMT-05:00) AmericaiMew_York (EST) hd
Facility Commander Server
* | Media Server v

Archive Device

Video Clip Search Timeout (seconds)

* |30

Figure 90. Configure Digital Video Recorder page

3. Enter the information described in Table 49. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 49. Configure DVR fields and descriptions

Field Name REQ Description
Tag Name v Enter a unique name to identify this item. Use 2-36 characters.
Description Enter a description for this item. Use 1-100 characters. The

description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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Model Tab

Advanced | Alarms Facility

Model

*  Kalatel DVMRe-16CT A
Mumber of Inputs

* 15
Time Zone

* | (GMT-05:00) America/New York (EST) v
Facility Commander Server

* | Media Server v
Archive Device

v

Wideo Clip Search Timeout {seconds)

* 30

Figure 91. Configure DVR — Model tab

5. Select the Model tab shown in Figure 91 and enter the information
described in Table 50. A check mark indicates a required field.
Continue to enter information on the tabbed pages.

Table 50. Configure DVR fields and descriptions

Field Name REQ Description

Online Default setting is online. A check mark
indicates the DVR is online. Clear the check
box to take the DVR offline.

The DVR must be offline to use another
application, such as WaveReader.

Model v Use the drop-down list to select the DVR
model name.
Number of Inputs v Enter the number of available inputs on the

DVR. This number is different depending on
the DVR model.

For all Sym devices, this number must be 20.
Configure the first IP camera on Input 17.

Time Zone v Use the drop-down list to select the time zone
where this device is located. This time zone
displays on the Alarm Monitor and Event
Monitor. The default time zone setting is GMT.

Facility Commander ¢/ Use the drop-down list to select the Media

Server server that controls communication with this
DVR.
Archive Device When configuring an IP camera, use the drop-

down list to select the device to which this
camera sends archived video.

Video Clip Search v Enter the number of seconds to poll the DVR
Timeout (seconds) to find a video clip to play.
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Addresses Tab

| Addresses ]| Alarms
IF Address or Host Mame
* |saD2dvr2
Port
* |1024
RS-4385 Address
o
Auxiliary Address
|

Auxiliary Port
o

Facility

Figure 92. Configure DVR — Addresses tab

6. Select the Addresses tab shown in Figure 92 and enter the
information described in Table 51. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 51. DVR fields and descriptions

Field Name REQ Description

IP Address or Host v Enter the DVR IP address or host name. The
Name host name is case-sensitive.

Port v Enter the port number.

Note: If the Media server is installed on a
Windows operating system and the firewall is
ON, all ports that are configured in the Digital
Video Recorders page, Addresses tab, need
to be added to the firewall exceptions list.

RS-485 Address Enter the RS-485 address. For IP cameras,
enter 1 for the RS-485 address. This is
configured on the DVR and used for PTZ

addressing.

Auxiliary Address If you are using a converter, enter the
address.

Auxiliary Port If you are using a converter, enter the port
number.
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Advanced Tab

advances |

Model Addresses |! Alarms Facility

User Mame

Password
[TITTT]
Confirm Password
[TITTT]
Status Polling Interval (seconds)
* 5
Command Retry Interval {seconds)

* |15

Figure 93. Configure DVR — Advanced tab

7. Select the Advanced tab shown in Figure 93 and enter the
information described in Table 52. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 52. DVR fields and descriptions

Field Name REQ Description
User Name Enter a valid user name.
Password Enter the password to access the DVR. This

password is set on the DVR.

Confirm Password Enter the password again for confirmation.

Status Polling v Enter the number of seconds to wait before

Interval (seconds) Facility Commander polls the DVR device.
The default value is five seconds.

Command Retry v Enter the number of seconds to wait before

Interval (seconds) trying to reconnect to the Facility Commander

server. The default value is 15 seconds.
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Alarms Tab

Model || Addresses

DWR Communications Alarm

DR Health Fail Alarm

DR Health Trouble Alarm

Disk Full Alarm

Figure 94. Configure DVR — Alarms tab

8. Select the Alarms tab shown in Figure 94 and enter the
information described in Table 53. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 53. DVR fields and descriptions

Field Name REQ Description

DVR Use the drop-down list to select the alarm that
Communications will trigger when the system is unable

Alarm to communicate with the DVR.

DVR Health Fail
Alarm

Use the drop-down list to select the DVR
Health Fail alarm for this DVR.

DVR Health Trouble
Alarm

Use the drop-down list to select the DVR
Health Trouble alarm for this DVR.

Disk Full Alarm

Use the drop-down list to select the Disk Full
alarm for this DVR.
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Facility Tab

Model || Addresses || Advanced || Alarms “m

Assigned to
INEWYORK

Available

BOCA RATOM -
CHICAGD

DALLAS

East Coast Region

Global Facility
L5 ANGELES
THEWY 18
PP GLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility x|

Figure 95. Configure DVR — Facility tab

9. Select the Facility tab shown in Figure 95 and enter the
information described in Table 54. A check mark indicates a
required field.

Table 54. Configure DVR fields and descriptions

Field Name REQ Description

Assigned to Displays the facility or facilities for this device. Iltems can
belong to more than one facility. This is a read-only field and
cannot be edited.

Available v Use to assign or change the facility membership for this item.

The facilities that display in this list depend on the operator’s
context and permissions.

« To assign the item to more than one facility, select the first
facility and press the Ctrl key while selecting the other
facilities. The selected facilities are highlighted. Click
Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to all the listed facilities, select the first
facility in the list, press the Shift key and select the last
facility in the list. All the facilities are highlighted. Click
Submit.

10. Click Submit to save the record. After you add the DVR to the

system, you must define the cameras, and return to the DVR page
to link the cameras to the DVR.
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Configuring Cameras

Facility Commander supports multiple camera equipment vendors
including their devices with pan/tilt/zoom features and preset camera
positions.

Refer to the following sections:

¢ Adding Cameras on page 133

« Configuring IP Cameras on page 137

« Viewing Camera Preset Positions on page 138
* Adding Camera Preset Positions on page 139
e Linking Cameras to DVRs on page 141

Viewing Cameras
Use the Cameras page to view, add, edit, copy, or delete camera records.
» To view camera records, follow these steps:

1. Select Device Management.

2. Select Cameras. The Cameras page as shown in Figure 96
displays.

Cameras

Instructions Search:l Ggl
Yiew, edit, add or delete cameras.

Add Camera | 4Pagelofib Goto I Gol Itemns per Page |1D vl

[ Tragnamo  [bescripton  [Reference>  Jova __lpressts |
_E MY Carm 100 My Bl DVR Presets
rﬁ ﬁ}. MY Carm 200 MY Bl DVR Presets
rﬁ ﬁ}. MY Carm 210 My Bl DVR Presets
rﬁ ﬁ}. MY Carm 300 MY Bl DVR Presets

Figure 96. Cameras page
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Adding Cameras

» To add a camera device, follow these steps:

1. Select Device Management, and then Cameras. The Cameras
page displays.

2. Click Add Camera. The Configure Camera page as shown in
Figure 97 displays.

Configure Camera

Instructions
View or edit the camera.

Camera Information
Tag Mame

* [My Cam 100

Description

|CDmputerRDom

Reference ID

General I Alarms || Facility |

Linked to DWR

| BT DVR

DWR Camera Input
f1
PTZ Controller

| MY BT DVR =
Bus Address

[t

Cancel |

Figure 97. Configure Camera page

3. Enter the information described in Table 55. A check mark
indicates a required field. Continue to add information on the
tabbed pages.

4. Click Submit to save the record.

Table 55. Configure Camera fields and description

Field Name REQ Description
Tag Name v Enter a unique name to identify this item. Use 2-36 characters.
Description Enter a description for this item. Use 1-100 characters. The

description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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General Tab

Alarms || Facility |

Linked to DWR

| BT DVR

DWR Camera Input

f1

PTZ Controller

| MY BT DVR =
Bus Address

[t

Figure 98. Configure Camera — General tab

5. Select the General tab shown in Figure 98 and enter the
information described in Table 56. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 56. Configure Camera fields and descriptions — General tab

Field Name REQ Description

Linked to DVR Identifies the DVR where this camera is linked. Refer
to Linking Cameras to DVRs on page 141 for more
information.

DVR Camera Input Identifies the DVR input associated with this camera.

PTZ Controller Use the drop-down list to select the DVR that controls

the PTZ device.

Bus Address Enter the value for the bus address.
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Alarms Tab

General ”

Carmera analytics alarm
Camera Trouble alarm
Motion Detection Alarm

Video Loss Alarm

Facility |

W

Figure 99. Configure Camera — Alarms tab

6. Select the Alarms tab shown in Figure 99 and enter the
information described in Table 57. A check mark indicates a

required field.

Table 57. Configure Camera fields and descriptions

Field Name

REQ Description

Camera Analytics
Alarm

Select the Camera Analytics alarm for this
camera.

Camera Trouble
Alarm

Select the Camera Trouble alarm for this
camera.

Motion Detection
Alarm

Select the Motion Detection alarm for this
camera.

Video Loss Alarm

Select the Video Loss alarm for this
camera.
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Facility Tab

General || Alarms | Facility

Assigned to
INEWYORK

Available

BOCA RATOM
East Coast Region

PP GLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility

West Coast Region

Figure 100. Configure Camera — Facility tab

7. Select the Facilities tab as shown in Figure 100 and enter the
information described in Table 58. A check mark indicates a
required field.

Table 58. Configure Camera fields and descriptions

Field Name REQ Description

Assigned to Displays the name of facility or facilities where this items is
currently assigned. Items can belong to more than one
facility. This is a read-only field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

< To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Configuring IP Cameras

IP cameras differ from analog cameras in that they are associated to
hardware by IP address and are not directly connected to a DVR. To
configure an IP camera, the DVR must be able to identify the IP address
of the IP camera and vice versa.

Note: For VisioWave devices, refer to the "Facility
Commander 2.2 with VisioWave Setup Guide."

» To add an IP camera, follow these steps:

1. If you have not already added a DVR, select Device
Management, and then Digital Video Recorders. The Digital
Video Recorders page displays. Refer to Configuring Digital Video
Recorders on page 124 to add a DVR.

2. Select Device Management, and then Cameras. The Cameras
page displays. Refer to Configuring Cameras on page 132 to add
an IP camera.

3. Select Device Management, and then Digital Video Recorders.
The Digital Video Recorders page displays. Find the DVR you
want to link this IP camera to, and then select Link Camera. Refer
to Linking Cameras to DVRs on page 141 to link the IP camera to
this DVR.

» To associate a DVR to an IP camera, follow these steps:

1. After you have added a DVR and an IP camera, right-click on that
DVR in the navigation pane and select Browse. This will take you
to the manufacturer’s configuration website for this DVR. The login
information will differ depending on the manufacturer.

2. Navigate to the page where you will identify the IP camera for this
DVR. For Sym devices, this can be configured on the Camera
page.

3. Enter the IP address of the IP camera in the Source Address field,
and then click Save.

» To associate an IP camerato a DVR, follow these steps:

1. In the navigation pane, right-click on the IP camera you want to
configure, and then select Browse. This will take you to the
manufacturer’s configuration website for this camera. The login
information will differ depending on the manufacturer.

2. Navigate to the page where you will identify the archive device for
this IP camera. Streaming video from this IP camera will be sent to
the archive device. The name of this page will differ depending on
the manufacturer. For Legend IP Dome cameras, this can be
configured on the Configure page under Encoder streaming
settings.

3. In the Streaming Address field, enter the IP address of the archive
device you selected, and then click Save. Refer to the Model Tab
on page 127 to identify the archive device.
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Configuring Camera Preset Positions

When a camera has PTZ capabilities, the camera presets are first
configured using the digital video vendor’s equipment. These preset
positions are then defined in Facility Commander, so that an operator can
control the camera’s location.

Viewing Camera Preset Positions

Use the Camera Preset page to view, add, edit, copy, or delete camera
preset records.

» To view the camera presets, follow these steps:
1. Select Device Management.
2. Select Cameras. The Cameras page displays.

3. Select a camera in the list and click Presets, which is a link to
Camera Preset list page. The Camera Presets page as shown in
Figure 101 displays.

Camera Presets

Instructions Search:l Ggl
Yiew, edit, add or delete camera presets,

Add Camera Preset | 4Pagelofib Goto I_ El Itemns per Page lﬂ
S e — s O S N e ER—
EE MY Carn 100 PS 01 MY Carn 100 1

T | & |nv cam 100 PS 02 WY Carn 100 2
T | & |mv cam 100 PS03 WY Carn 100 3
T | & v cam 100 PS 04 WY Carn 100 4

Figure 101. Camera Presets page
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Adding Camera Preset Positions

» To configure the camera’s preset positions, follow these steps:

1.
2.
3.

Select Device Management, and then Cameras.
Select a camera from the list to view the Configure Camera page.

Select a PTZ Controller and Bus Address, if not already selected.
Click Submit to return to the Cameras page. You will now see a
selection for Presets in the Presets column for that camera.

Click Presets, which is a link to Camera Preset list page. This
displays only the presets for the selected camera.

. Select Camera Presets. The Configure Camera Preset list page

as shown in Figure 101 displays.

. Select Add Preset. The Configure Camera Preset configuration

page as shown in Figure 102 displays.

Configure Camera Preset

Instructions
WView or edit the camera preset,

Preset Information
Tag Mame

* [Ny Cam 100 PS 01

Description

General I

Camera ID

| N Carm 100 =

Freset Nurnber

*|1

Figure 102. Configure Camera Preset page

7. Enter the information described in Table 59 to identify the camera

preset positions.

8. Click Submit to save the record.

Table 59 lists and describes the fields on the Configure Camera Preset
page.

Table 59. Configure Camera Preset fields and descriptions

Field Name REQ Description

Tag Name 4 Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.
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Table 59. Configure Camera Preset fields and descriptions

Field Name REQ Description

Camera ID Use the Camera ID drop-down list to select the camera.
Refer to Configuring Cameras on page 132 for more
information about adding a camera.

Preset Number v Enter the number assigned to the preset position.
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Linking Cameras to DVRs

The Link Cameras page is used to link the cameras with DVRs. The
number of cameras is determined by the number of inputs, usually 32,
and is configured using the Configure Digital Video Recorder page.

» To link the cameras to the DVR device, follow these steps:
1. Select Device Management.

2. Select Digital Video Recorders. The Digital Video Recorders
page as shown in Figure 103 displays.

Digital Video Recorders

Instructions ST I El

Yiew, edit, add or delete digital video recorders,

Add DVR | 4Page 1 af 10 Go tol GDl Itemns per Page|1D 'l
[ TragName [bescription | Reforonce 1> |1p Addross o Hostname|Onlino | Link Cameras |

’Elﬁ M7 Bl DVR 3.18.148.51 Tes < Link Cameras )

Use to link a
camera with a DVR

Figure 103. Digital Video Recorders page

3. Click Link Cameras. The Link Cameras page in Figure 104 on
page 142 displays.
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Link Cameras

Instructions
Link Cameras to DYR. Select the camera that is connected to each input of the DYR.

DYR Camera Input Linked Camera

| v

Input 1 [ry cam 100

Input 2 [ny cam 200

Input 3 [ny cam 210

Input 4 [ny cam 300

Input 5 |

Input &

Input 7

Input &

Input 9

Input 10

Input 11

Input 12

Input 13

Input 14

I O U R

Input 15

Submitl Cancel |

Figure 104. Link Cameras page

4. Use the drop-down lists to select the cameras associated with this
DVR. If you are linking an IP camera with a SymDec device, you
must select Input 17 as the first IP camera input.

5. Click Submit when you are finished associating the cameras with
DVR device.
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Configuring Analog Video Switchers

The Analog Video Switchers page is used to add a new analog video

switcher record, upload a configuration file, and identify the inputs and
outputs.

Note: Refer to the Installation Manual for specific cabling
instructions.

Viewing Analog Video Switchers

» To view the analog video switcher records, follow these steps:
1. Select Device Management.

2. Select Analog Video Switchers. The Analog Video Switchers
page as shown in Figure 105 displays.

Analog Video Switchers

Instructions search:| |

Yiew, edit, add or delete analog video switchers,

| Add Analog Video Switcher |

dPage 1of 1k Go tol:l Items per Page
- Reference ID Model IP Address or Host Name Inputs and Outputs

By | i |Kalatel Switcher KTD-34a Kalatel KTD-34a 3137.171.33 Inputs and Cutputs

Inputs and Outputs

Figure 105. Analog Video Switchers page
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Adding an Analog Video Switcher

» To add an analog video switcher, follow these steps:

1. Select Device Management, and then Analog Switchers.

2. Click Add Analog Switcher. The Configure Analog Switcher page
as shown in Figure 106 displays.

Configure Analog Video Switcher

Instructions
View or edit the analog video switcher,

Analog Yideo Switcher Information
Tag Mame

* ||<a|ate| Analog Switcher

Description

Reference ID

TR ddresses || Advanced || Alarms || Facility |
Model
* | H
Facility Commander Server
* |Faci|ityCommanderServer j
Time Zone
* |(GMT-05:00) EST (EST) =l

Cancel |

Figure 106. Configure Analog Video Switcher page

3. Enter the information described in Table 60. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 60. Configure Analog Video Switcher fields and descriptions

Field Name REQ Description

Tag Name 4 Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate an item to a blue print or wiring
diagram. Use 1-20 characters.
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Model Tab

Advanced Facility

Mode

* |Kalatel KTD-348 =
Facility Commander Server

* |Faci|ityCommanderServer j
Time Zone

* |(GMT-05:00) EST (EST) =l

Figure 107. Configure Analog Video Switcher — Model tab

5. Select the Model tab shown in Figure 107 and enter the
information described in Table 61. A check mark indicates a
required field. Continue to enter information on the tabbed pages

Table 61. Configure Analog Video Switcher fields and descriptions

Field Name REQ Description

Model v Use the drop-down list to select the correct model name.
Facility 4 Use the drop-down list to select the Facility Commander
Commander server that controls communication with this analog video
Server switcher.

Time Zone 4 Use the drop-down list to select the time zone for this

analog switcher. This time zone displays on the Alarm
Monitor and Event Monitor. The default time zone setting
is GMT.
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Addresses Tab

Alarms Facility

Advanced

Figure 108. Configure Analog Video Switcher — Addresses tab

6. Select the Addresses tab shown in Figure 108 and enter the
information described in Table 62. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 62. Configure Analog Video Switcher fields and descriptions

Field Name REQ Description

IP Address or v Enter the host name or IP address of the analog video
Host Name switcher. The host name is case-sensitive.

Port v Identify the TCP/IP port on which the analog video

switcher communicates with Facility Commander.
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Advanced Tab

Facility

Addresses

Model

Status Polling Interval (seconds)

* |60

Command Retry Interval {seconds)

* |30

Figure 109. Configure Analog Video Switcher — Advanced tab

7. Select the Advanced tab shown in Figure 109 and enter the
information described in Table 63. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 63. Configure Analog Video Switcher fields and descriptions

Field Name REQ Description

Status Polling v Enter the number of seconds to wait before

Interval (seconds) Facility Commander polls the analog video
switcher device. The default value is 60
seconds.

Command Retry v Enter the number of seconds to wait before

Interval (seconds) trying to reconnect to the Facility Commander

server. The default value is 30 seconds.
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Alarms Tab

Model || Addresses
Analog Switcher Offline

Facility

Figure 110. Configure Analog Video Switcher — Alarms tab

8. Select the Alarms tab shown in Figure 109 and enter the
information described in Table 64. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 64. Configure Analog Video Switcher fields and descriptions

Field Name REQ Description
Analog Switcher Use the drop-down list to select the appropriate alarm
Offline indicating when the analog switcher is offline.
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Facility Tab

Model || Addresses || Advanced '|m

Assigned to
INEWYORK

Available

BOCA RATOM
East Coast Region

PP GLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility

West Coast Region

Figure 111. Configure Analog Video Switcher — Facility tab
9. Select the Facility tab shown in Figure 111 and enter the

information described in Figure 65. A check mark indicates a
required field.

Table 65. Configure Analog Video Switcher fields and descriptions

Field Name REQ Description

Assigned To Displays the name of the facility where this graphic display
is currently assigned. Items can belong to more than one
facility. This is a read-only field and cannot be edited.

Available v Use to assign or change the facility membership for this

item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

» To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key, and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Configuring CCTV Monitors

CCTV Monitors are used to display video from cameras connected to
analog switchers. Use the CCTV Monitors page to view, add, edit, copy,
or delete CCTV Monitor records.

Refer to the following sections:

* Viewing CCTV Monitors
e Adding CCTV Monitors on page 151

Viewing CCTV Monitors

» To view CCTV monitors, follow these steps:

1. Select Device Management.

2. Select CCTV Monitors. The CCTV Monitors page as shown in
Figure 112 displays.

CCTYV Monitors

Instructions CEETRiE I El
Yiew, edit, add or delete CCTY monitars.

| Add CCTY Manitar I 4Page 1 of 10 Goto I GDl Itemns per Page |15 'l
By | ffs |Lobby 100 Manitor ke
Tfy ﬁ}. Lot 400 Monitor MY East Parking Lot
Iy ﬁ}. West Lobby 200 Monitor MY West Lobby

Figure 112. CCTV Monitors page
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Adding CCTV Monitors

» To configure CCTV monitors, follow these steps:

1. Select Device Management and then select CCTV Monitors. The
CCTV Monitors page displays.

2. Click Add CCTV Monitor and the Configure CCTV Monitor page
as shown in Figure 113 displays.

Configure CCTYV Monitor

Instructions
View or edit the CCTV rmonitor,

CCTY Monitor Information
Tag Mame

* |Lobby 100 Monitor
Description
v

Reference ID

|
Facility I

Assigned to
INEWYORK

Available

BOCA RATOM
East Coast Region
Global Facili

Sample Permissions and Contexts Facility
Sample Region Facility
West Coast Region

Cancel |

Figure 113. Configure CCTV Monitor page

3. Enter the information described in Table 66. A check mark
indicates a required field.

4. Click Submit to save the record.

Table 66. Configure CCTV Monitor fields and descriptions

Field Name REQ Description

Tag Name 4 Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate an item to a blue print or wiring
diagram. Use 1-20 characters.
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Table 66. Configure CCTV Monitor fields and descriptions (Continued)

Field Name REQ Description
Facility
Assigned To Displays the name of facility or facilities where this item is

currently assigned. Items can belong to more than one
facility. This is a read-only field.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Associating Analog Video Switcher Devices

Use the Analog Video Switcher Inputs and Outputs page to associate the
analog video switcher with cameras and monitors. The information can be
added manually or by loading a configuration file.

Kalatel provides a utility program to generate an XML file, which contains
camera and monitor records.

If the number of inputs or outputs on the screen does not match your
device you have to manually edit the switcher definition file.The definition
files can be found in the Resources folder. The naming format is
<brand>SwitcherCommands.xml.

For instructions on how to import this file, follow these steps:

1. Select Device Management.

2. Select Analog Video Switchers. The Analog Switchers page
shown in Figure 105 displays.

3. Click the appropriate Inputs & Outputs link on the list page. The
Analog Switcher Inputs and Outputs page shown in Figure 114
displays.

Analog Switcher Inputs and Qutputs

Instructions

View or edit analog switcher inputs and outputs, Select the camera or CCTY monitor that is connected to each port of the switcher,

Impoart Configuration File

Inputs: 4Page 1of1 b Go tol:l
Port Camera Alias Camera Title Camera
u} 1] camera_01_01 R
1 1 camera_01_02 w
2 2 camera_01_03 o
3 3 camera_01_04 w
4 4 i
) 3 v
6 |6 v
Outputs: 4Page 1of 1 b Go tol:l
Port Monitor Alias Monitor
u] 0 Manitor 1 A
1 1 Manitar 2 4
2 2 v
3 3 v

Figure 114. Analog Video Switcher Inputs and Outputs page

4. Click Import Configuration File. The Inputs and Outputs File
Import page shown in Figure 115 displays.
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Page 154

Inputs and Outputs File Import

Instructions
Select a file to import,

Configuration File

Browse...

[¥] create cameras and manitars

Figure 115. Inputs and Outputs File Import page

5. Enter the directory path in the Configuration File field or use the
Browse button to navigate to the directory folder where the file is
stored. Select the file and click OK.

6. Select the Create cameras and monitors check box, which is the
default setting.

7. Click Submit to generate the camera and monitor records and
enter the records in the database. The Analog Switcher Inputs and
Outputs page displays to allow the operator to make additional
changes.

- If any changes are made, click Submit again to save the edited
records. Click Cancel to end the task and delete the camera
and monitor records. If another page is accessed, these records
remain in the database and will need to be removed manually.

Table 67 lists and describes the elements and descriptions.

Table 67. Analog Video Switcher Inputs and Outputs elements and descriptions

Field Name REQ Description
Inputs
Port Identifies the port number. The number of ports is

dependent on the switcher model.

Camera Alias Identifies the camera alias. This is assigned automatically
by the configuration file.

Camera Title Displays a camera title. This is assigned automatically by
the configuration file.

Camera Use the drop-down list to select to select the camera, if
you want to change the camera assignment.

Outputs

Port Identifies the monitor port number.

Monitor Alias Identifies the monitor alias.

Monitor Use the drop-down list to select the monitor to associate

with the camera.
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Troubleshooting Steps

This section describes procedures to troubleshoot Facility Commander if
you are experiencing problems with video. If these steps do not resolve
the problem, contact Customer Support for assistance.

Configuration

Table 68. Configuration Troubleshooting Tips

Step  Action:

1. « Verify the client computer “hosts” file contains an entry for the
Facility Commander host name and the Remote Media server host
name, if applicable. If you are using DNS for all machines, this does
not apply.

* Use the host name command (Windows, Linux, and AlX).

2. Verify the DVR is plugged in and is recording.

3. » Verify the Facility Commander license file includes video and
camera capabilities. If you are unsure, contact Customer Support to
review the license.

4. Review the DVR page to check the following items:

Model Tab Verify the correct model has been chosen, such as the
Kalatel DVMRe-16CT. Confirm this DVR is associated
with the correct server.

Address Tab | Verify the correct IP Address, Port, and RS-485
Address have been entered. (Also, verify this
information on the DVR itself.)

Password If an Ethernet password was defined in the DVR, the
Tab same password must be entered on the Password tab.
5. * DVRs can be connected to the Facility Commander server or to a

Remote Media server. If the DVR is connected to a Media server,
verify the Media Server Only check box on the Facility
Commander page is selected.

« Verify the Remote Media server is running.

6. Refer to the following sections to continue troubleshooting the problem:
« Configuration on page 155
« Client Path Settings on page 156
« Communication Failure on page 156
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Client Path Settings

Facility Commander uses Window DLL files, which codes and decodes
video streams, to display video.

e On the client computer, the Kalatel DLL file is named:
Nat i veADV601Codec. dI |

e The DLL file resides in:
C:.\ Program
Files\FacilityConmanderdient\lib\resources.

The Client system path must be able to find the DLL file, which is created
during the installation process.
» To verify the path, follow these steps:

1. From the Start menu, select Settings, Control Panel, and then
System.

2. Select the Advanced tab.
3. Click Environment Variables.

4. In the System Variables group, confirm the path statement
contains the following entries:
C:\Program Fi |l es\ Faci | i t yCormander Cl i ent
C:\ Program
Files\FacilityConmanderdient\lib\resources

5. If these entries do not exist, click Edit. The New System Variable
window displays.

a. Enter the Variable Name: Path
b. Enter the Variable Value identified in Step 4.
c. Click OK.

6. Click OK twice to close the Properties windows.

Communication Failure
Using the Alarm Monitor, check for a DVRComm Failure Alarm.
» If an alarm exists, follow these steps:

1. Try to ping the DVR. If the ping command fails, verify the IP
address, IP address mask, and gateway settings on the DVR are
correct. Refer to the vendor’'s documentation for instructions.

2. Verify the DVR is plugged in and is recording.
3. Try turning the power to the DVR on and off.

4. If you are using a GE Security DVR, you can use a Web browser
to reset it. Right click on the DVR in the navigation pane and
select Browse, or follow these steps:

a. Use the IP address of the DVR to construct the following URL:
http://DVR | P Address/i ndex. ssi
b. Select Configure, then Reboot.

5. Try to ping the DVR again. If the ping command is successful, use
the Alarm Monitor to reset the DVRCommpFail Alarm.
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This chapter describes how to use the Video Console to view live and
recorded video. This chapter also includes instructions to take snapshots,
select cameras, and search for video clips.

In this chapter:

Overview on page 158
) Navigating the Video Console on page 160
-/-'\ .
Controlling Cameras on page 163
Viewing Live Video on page 165
Viewing Recorded Video on page 165
Searching for Video on page 167

Customizing the Video Console on page 175
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Overview

The Video Console allows operators to view live video, select and control
any camera, retrieve a marked video clip, or direct cameras to a preset
position.

For cameras with PTZ (Pan/Tilt/Zoom) capabilities, you can use the
mouse to control movement. This feature is not available if another
operator has control of the camera. Refer to Controlling Cameras on page
163 for more information.

When an alarm is generated with an associated video clip, a video icon
displays on the Alarm Monitor or Event Monitor, if configured to do so.
Click the video icon to launch a Video Console to display the video clip of
the alarm event. Refer to Tagging Video Events for Access Points on
page 182 for more information.

The Graphics Viewer can be used to launch a Video Console from
symbols on graphic displays. Refer to Issuing Commands on page 340 for
more information.

Automatically Launch by Alarm Priority

In addition, you can configure Facility Commander to automatically launch
a Video Console when an alarm event occurs with associated video. Each
time an alarm event occurs within the specified priority range, the Video
Console launches and displays both live video and the recorded video clip
of the event.

To configure:

« Use the Configure System Parameters page to identify the priority
range, which determines when the Video Console launches
automatically. Refer to System Parameters on page 50 for more
information.

- The priority range is from 1-to-500. Every alarm within the
specified priority range will cause the Video Console to launch
automatically. If a range is not specified, the Video Console will
not launch automatically.

« Use Event Action Mapping to associate the alarm event and video
tagging instructions, which include camera presets, camera preset
with video tagging, and video tagging. Refer to Tagging Video
Events for Access Points on page 182 for more information.

« Identify the workstations where you want the Video Console to
launch automatically when an alarm event occurs. Refer to
Workstations on page 45 for more information.

* Open the Alarm Monitor to display alarm activity. If the Alarm
Monitor is not opened, the Video Console does not automatically
launch.

If a Video Console is already displaying video from the associated
camera, an additional Video Console will not launch. Also, a maximum of
four video panes will automatically display within the Video Console.
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Navigating the Multi Viewer

The Multi Viewer allows you to work within each Facility Commander
application at once. By default, the Multi Viewer displays the Graphics
Viewer, Video Console and Alarm Monitor in the same window. However,
you can select any combination of applications to display in each of the
Multi Viewer’s three panes.

2= Video Console 1.1
Window Launch View Help
~# Custom View

4 Facility View | ¢
B <& Global Facilty
@ FACILTY 1
4 Sample Region Facilty

ile View Window Help

B da<ieinr WAF

4 Unassigned tems Facilty
E 5 AlarmRecorder

3 P Legend Dome 34

B "= Kalatel #1

B @ camera_01_01

4= Preset 001

4 Preset 002

& Preset 003

o Preset 004

#* Preset 005

# camera_01_02

S camera_01_03

S= camera_01_04

@ camera_01_05

Je camera_01_06

b camera_01_07

PARMASSUS AVENUE

Window Action

ew Help

o.B-E-J-¢-8-E]-5-

Prioril ime i Location
1 arm o1

Figure 116. Multi Viewer
» To arrange applications in the Multi Viewer:

1. Select a pane in which to view a Facility Commander application.

2. Click File>Exit or Window>EXxit, depending on the application, to
close the application in that pane.

3. Right-click in the empty pane. Select from any of the four Facility
Commander applications (Alarm Monitor, Event Monitor, Video
Viewer or Graphics Viewer).

4. The selected application displays in that pane. The name of the
application displays a number indicating how many instances of an
application is open. For example, if there are two instances of the
Graphics Viewer open, the first will display as 1.1 and the second
as 1.2.

Drag and Drop Cameras

Use this feature with cameras connected to DVRs. Operators can select
cameras from the navigation pane, or from a map in the Graphics Viewer,
and drag the camera to any pane in the Video Console. Live video
displays in the selected pane.
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Navigating the Video Console

» To display the Video Console, follow these steps:

1. Open the Facility Commander Launcher window.

2. Select Launch and Video Viewer, or select the Video Viewer icon
from the Viewers toolbar. The Video Console window shown in
Figure 117 displays.

Snapshot

Control Buttons

=% Video Console 1

Title Bar

Eile View Window Help

<% CustomView | |
€ Facility View | i

B < Global Faciiy

) FACILITY 1

4 Sample Region Faci

@ Unassigned tems F

= AlarmRecorder

E3 P Legend Dome 34

= Kalatel 21

& camera_01_01
o Preset 001
@ Preset 002
#* Preset 003
o Prezet 004
@ Preset 005

(@ (¢ <] 11]p] 0 »)

Navigation Pane

PTZ Camera
Preset Indicators

Mode

& camera_01_02
J= camera_01_03
S camera_01_04
& camera_01_05
J= camera_01_06
S camera_01_07
b= camera_01_05

— |

Playback >
System Events » SIS

Focus Mear
Focus Far
Iris Open
Iris Close,

L

e

L

e S

02M0009 10:16:53

| b

Camera Selection

ive
‘P Legend Dome cam T

Status Bar

Quick
Playback
Menu

Date/Time

Figure 117. Video Console

Table 69 lists and describes the elements in the Video Console.
Table 69. Video Console elements and descriptions

Element Description

Title Bar Displays Video Console, window instance number, and custom window
title.
» Refer to Managing Multiple Windows on page 20 for more

information about window instance numbers.

« Refer to Creating Custom Views on page 175 for instructions to add
window titles.
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Table 69. Video Console elements and descriptions (Continued)

Element

Navigation Pane

Description

The Video Console displays the configured DVRs and cameras in a
hierarchal structure. Each DVR is identified with the associated
cameras and preset conditions. The DVRs are listed in alphabetical
order using the Tag Name field.

To change camera views, select a different camera in the navigation
pane. The Video Console replaces the previous image with live video
from the recent selection. This gives you the ability to switch from one
view to another.

The items that display in the navigation pane are determined by an
operator’s permission levels and contexts. Use the Window Filter to
further limit the number of items in the navigation pane. Refer to Create
a window filter on page 176 for more information.

Control Buttons

Pause

Fast Rewind Fast Forward

! ' -
= "W N _iﬂ ir mw L/ |3‘2
i

T Reverse

Snapshot

Play Speed
Reverse Pause Forward Pause y Sp

Snapshot Click Snapshot to capture the current image (a single frame of video)
in a JPG format. You can attach this image to an e-mail message for
distribution.

The images are stored on the Windows client in the directory
c:\Video
To change the directory where snapshots will be stored:
1 Select File>Preferences to open the Video Viewer Preferences
window.
2 Click the ... button to open the Select Directory dialog.
3 Choose a directory and click OK.
4 Click OK again to close the Video Viewer Preferences window.
The format of the file name is:
canera tag name. ddnmmyy hhmss. j pg
An example is:
CAM Lobby.180303 072910.jpg

Play speed Click the bar and slide to adjust the playback speed of recorded video.
The DVR playback speed can be adjusted by this method from
minimum to maximum speed.

Stop Use this button to stop the video stream.
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Table 69. Video Console elements and descriptions (Continued)

Element

PTZ Camera
Indicators

-
Y,

Description

Use the mouse to control the camera functions. The cursor changes to
a “hand” when you move the mouse over the video window.

» Use the left mouse button to control the pan and tilt functions. Move
the mouse up or down to tilt the camera. Move the mouse left or
right to pan the camera.

» Use the right mouse button (or mouse scroll wheel) to control the

zoom functions. Move the mouse up to zoom in (larger image) and
down to zoom out (smaller image).

Camera Indicators

-l“ .

Indicates a fixed (non-PTZ) camera.

Facility Indicators

L

Indicates a facility under which multiple devices can be grouped.

DVR Indicator

-

Indicates the device is a DVR.

Offline Indicator

£

Indicates the device is offline. Right-click on this icon, and then select
Online to set the device online.

Comm Fail Indicator

%

Indicates the device communication has failed.

Alarm Indicator

o

Indicates the device is an alarm state.

Preset Indicators

-

Displays this icon in the navigation pane when the camera has preset
positions. Select the preset position of the current camera you want to
view. The camera preset positions display in alphabetical order under
their associated camera in the navigation pane.

This option displays in Live mode only.
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Table 69. Video Console elements and descriptions (Continued)

Element Description

Status Bar

Quick Playback Right-click on the Status Bar to view the Quick Playback menu.
menu « View Live: Click to toggle from Record mode to Live mode.

» Playback: Click to toggle from Live mode to Record mode. You can
select to playback from 15 seconds to 5 minutes of the last
recorded video.

« System Events: Displays the last four system events

« Focus Near: Select to change the camera focus to the foreground.
Select again until the focus is satisfactory.

« Focus Far: Select to change the camera focus to the background.
Select again until the focus is satisfactory.

« Iris Open: Select to increase the amount of light. Select again to
increase in increments until the lighting is satisfactory.

 Iris Close: Select to decrease the amount of light. Select again to
decrease in increments until the lighting is satisfactory.

Mode Displays Live mode or Recorded mode.

Date/Time Displays the current date and time when you are in Live mode. When
you are in Recorded mode, the date and time of the video event
display. This is the DVR’s time zone.

Camera Selection Identifies the current, or active, camera that is sending video to the
Video Console. The camera label identifying the camera is comprised
of the tag name and description.

Refer to Controlling Cameras on page 163 for more information.

Window Filter Displays an icon indicating a window filter has been applied. Right-click
in the navigation pane, and select Window Filter. The contents of the
* list in the navigation pane are determined by which Facility

Commander facilities are selected.
Refer to Create a window filter on page 176.

Seryer Connection Displays an icon indicating if the system with the Video Console is
Indicator connected to the Facility Commander server.

J < Green indicates the system is communicating with the server.

* Red indicates the system is no longer communicating with the
Facility Commander server.

Controlling Cameras

This section describes how to view live video, recorded video, and use
Event Action Mapping to control the camera and capture video.
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Live Video

An operator selects a camera from the navigation pane and the Video
Console displays live video from that camera. If that camera has pan/tilt/
zoom capabilities, only one operator can control the camera.

When an operator attempts to control the camera in use by another
operator, a message displays stating: PTZ device currently in use.

After thirty seconds of inactivity, the lock on the camera device is released
so that another operator can use the camera and this message displays:
PTZ device has been released. The messages display in the status bar.

Recorded Video

Multiple operators can view recorded video simultaneously from the same
DVR, but the recorded video will be from the same time base.

When an operator is viewing recorded video, click Play and the timeout is
extended for an additional thirty seconds.

Note: Some DVRs may not support independent playback.

Event Action Mapping

Event Action Mapping contains two actions related to camera control:
Camera Preset and Camera Preset with Video Tagging. These two
actions take priority over any manual camera operation by an operator. As
soon as the camera preset action has occurred, the operator can take
control of the camera again.
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Viewing Live Video

» To view live video, follow these steps:

1. Select a camera from the navigation pane and live video displays
on the Video Console. Or, drag the camera icon to a pane in the
Video Console to view live video.

- To move a camera to a different preset position, click the preset
name in the navigation pane.

- If you are unable to view video using the Video Console, verify
the DVR is set to Record mode.

2. If the camera has panl/tilt/zoom capabilities, use the mouse to
control the viewing area.

- Use the right mouse button or mouse scroll wheel to zoom.
Right-click and move the mouse up or down to zoom in or out
(or move the mouse scroll wheel forward or backward).

- Use the left mouse button to pan. Left-click and move the mouse
in any direction to view video for a specific area.

3. To change to a different camera view, select a camera or preset
position from the navigation pane. The Video Console displays
video from the selected device.

Viewing Recorded Video

» To view recorded video, follow these steps:

1. From the File menu in the Video Console, select Play Video Clip.
The Open dialog displays.

2. Select a file from the list and click Open. The selected file opens in
a new window.

3. Use the slider bar or control buttons to pause, stop, fast forward, or
rewind the video clip.

View a Single Video Frame

The Video Console permits an operator to view recorded video, frame by
frame. Refer to Control Buttons on page 161 to view each button.

» To view a single video frame, follow these steps:

1. Select the Video Console pane and select the camera from the
navigation pane.

2. Use the control buttons to navigate to the portion of the clip you
want to review.

3. Click Forward Pause to view a single frame. Continue to click to
move the video forward one frame at a time. Each click pauses the
video for 30 seconds. After 30 seconds, the video automatically
resumes.

4. Click Reverse Pause to view a single frame. Continue to click to
move the video backward one frame at a time.
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Create an Evidence CD

Investigators and other operators may need to provide recorded video
from a certain date and time on CD or DVD. The Video Console allows an
operator to create an evidence CD from a recorded video file.

To create an evidence CD, follow these steps:

1. Place a blank CD or DVD into your disc drive.

2. From the File menu in the Video Console, select Create
Evidence CD. The Create Evidence CD dialog displays.

3. Click the Add button to select one or more files from the list, and
then click Open.

4. The selected files appear in the Create Evidence CD dialog.

5. The files can be written to windows default CD burning directory,
or a directory of your choice:

a. Select the Windows CD Burning radio button and click Create to
burn an evidence CD using Windows CD Burning directory.

b. Select the Directory radio button, and then the "..." button to
choose a directory to write the evidence file, and then click the
Create button. A Windows Explorer view of the files will appear.
You can drag the contents of this directory to the CD burning
software of your choice to burn the evidence file to CD.

Once the CD has been created you can use it to play the videos on any
other Windows PC. If the player does not start automatically, you can start
it manually by double clicking Player.exe on the CD. Note that the player
program can take a long time to load when running it directly from the CD.
If you wish, you may copy the contents of the CD to a hard drive and run it
from there for faster response time.
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Searching for Video

Use the Video Search feature to search for video by system event, DVR
event, DVR playback, or area of motion in a camera’s field of view.

System Event Search

When investigating alarm events, investigators or other operators may
need to retrieve previously recorded video clips. Use the System Event
Search tab to locate video clips stored on the DVR devices by system
event.

» To search for previously recorded video clips, follow these steps:

1. From the File menu, select Video Search. The System Event
Search tab shown in Figure 118 displays.

% Video Search —i —> February || 2009 w
Sun Mon Tue Wed Thu  Fri Sat
1 2 3 4 5 B 7
Start Date: ‘ Jan 1, 2008 | Endl Date: ‘ Feb 11, 2008 | s 9 wg 12 13 14
15 18 17 18 18 20 A
Start Tme: ) [0000:00 | End Time: 2359.59 | 2 23 24 25 28 97 8
Recorder. ‘ - | Camera; ‘ hd |
Evert Source: ‘ - | Evert Type: ‘ - |
Ok Cancel
Text: ‘ |
Resuits: 22 matches found SeleCt Date dlalOg
Num | Camera | Token I Time
1 camera_01_02 camera_01_02 AP 169-1-0 DOOR 1_47UMMFPASD 020809 21:27:34 |-
2 camera_01_02 camera_01_02 AP 169-1-0 DOCR 1_CS0UNLA SR
3 camera_01_02 camera_01_02 AP 163-1-0 DOCR 1 _JGTHNKSTID
4 camera_01_02 camera_01_02 AP 169-1-0 DOOR 1_SCMYPOGEAT
3 camera_01_02 camera_01_02 AP 169-1-0 DOCR 1_OOB2EEF A 3
G camera_01_02 camera_01_02 AP 169-1-0 DOOR 1_HPMEG4MUDN  02/05/09 21:01:15
T camera_01_02 camera_01_02 AP 169-1-0 DOOR 1_USIAFGEYPE  02A05/09 20:57:42
3 camera_01_02 camera_01_02 AP 169-1-0 DOOR 1_2MESTSIHMF 012209 17:02:11
) camera_01_02 camera_01_02 AP 169-1-0 DOCR 1_F425FBKUDD 0122109 16:39:27
10 camera_01_02 AP 169-1-0 DOOR 1_ZLGPCY1ZKS 0172209 16:35:31 |
11 (AIMN0 M A5AT |
R g T
Search | | Clear | | Cancel | | Help |
] Always on Top

Figure 118. System Event Search tab with Select Date dialog

2. Enter the information described in Table 70 on page 168 to search
for a video clip. Search criteria includes: start date, start time, end
date, end time, event source, event type, recorder, camera, and
text description. Enter multiple values to narrow the search criteria
to locate video clips.

3. Click Search. The number of matches found display in the Results
pane. Double-click on the result you want to view and the recorded
video displays in the Video Console.

4. Click Clear to return to the default settings and remove any
matches in the Results pane.

5. Click Close when you are finished viewing results.
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Table 70 lists and describes the System Event Search tab.

Table 70. System Event Search tab

Element Description
Start Date To search for a specific day, click the Date button to
End Date display the Select Date window shown in Figure 118
on page 173.
» Use the drop-down lists to select the month and
year to display the calendar month.
« Click the day of the month to select the Start Date
and the End Date.
Start Time To search for a specific time:
End Time

« Type the Operator time in the Start Time field to
begin the search.

« Type the Operator time in the End Time field to
end the search.

Use this format: HH:MM:SS.

Event Source

Use the drop-down list to select the event source,
such as an access point, logical input, digital input, or
camera device.

Any video events matching this event source type
display in the Token column.

Event Type

Use the drop-down list to select the event type
associated with the event source, such as an Invalid
Badge or Door Forced alarm.

Any video events matching this event type display in
the Token column.

Recorder

Use the drop-down list to identify the DVR device
where the video event is stored.

Any video events from the specified recorder display in
the Token column.

Camera

Use the drop-down list to identify the camera device
used to record the video event.

Any video events from the specified camera display in
the Token column.

Text Search

Use to enter the DVR token name identifying the video
clip. The token name can be up to 50 characters.

Results

Displays the number of matches found, camera tag
name, the camera tag and token name, and the time
of the video event.

Double-click the token name to play the recorded
video.
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DVR Event Search

Use the DVR Event Search tab to locate video clips stored on the DVR
devices by DVR event.

» To search for previously recorded video clips, follow these steps:

1. From the File menu, select Video Search.

2. Select the DVR Event Search tab. The DVR Event Search tab
shown in Figure 119 displays.

System Event Search  DVR Event Search | DVR General Playback | DVR Motion Search |

Recorder: | SymDec - Cameras: || | |
Start Date: | Feh 26, 2009 | Eniel Date: | Feh 27, 2009 |
StartTime:  [02:00.00 | End Time: 23:50:59 |

Search Type:

Rezults:

W Alarm () Evert () Test

4 matches found

Hum | Camera |__Start Date/Time | End Date/Time |
carmera_04_01 0202609 020223 02026009 05:19:34
= carmera_04_01 0202609 05:19:44 02026009 12:25:02
=) camera_04_01 02/26/09 12:25:02 0226008 15:40: 36
3 carmera_04_01 0202609 15:47:45 0242709 05:33:50

Search || Clear| || Cancel || Helg |

|1 Abweays on Top

Figure 119. DVR Event Search tab

3. Enter the information described in Table 71 on page 170 to search
for a video clip. Search criteria includes: start date, start time, end
date, end time, recorder, camera, and text description. Enter
multiple values to narrow the search criteria to locate video clips.

4. Click Search. The number of matches found display in the Results
pane. Double-click the result you want to view and the recorded
video displays in the Video Console.

5. Click Clear to return to the default settings and remove any
matches in the Results pane.

6. Click Close when you are finished viewing results.
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Table 71 lists and

describes the DVR Event Search tab.

Table 71. DVR Event Search tab

Element Description
Start Date To search for a specific day, click the Date button to
End Date display the Select Date window shown in Figure 119
on page 169.
» Use the drop-down lists to select the month and
year to display the calendar month.
« Click the day of the month to select the Start Date
and the End Date.
Start Time To search for a specific time:
End Time « Type the device time in the Start Time field to
begin the search.
« Type the device time in the End Time field to end
the search.
Use this format: HH:MM:SS.
Recorder Use the drop-down list to identify the DVR device
where the video event is stored.
Cameras

Use the drop-down list to identify the camera device
used to record the video event.

Any video events from the specified camera display in
the Camera column.

Text Search

Use to enter the DVR token name identifying the video
clip. The token name can be up to 50 characters.

Results

Displays the number of matches found, camera tag
name, the start date/time, and end date/time of the
video event.
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DVR General Playback Search

Investigators and other operators may want to view previously recorded
video for a specific date and time, which is not necessarily when an alarm
event occurs. Facility Commander allows you to retrieve recorded video
from the DVR, which differs from retrieving only a marked video clip from
an alarm event.

The DVR General Playback tab allows an operator to view recorded video
by selecting a DVR, a camera, and a specific date and time.

» To search for recorded video, follow these steps:

1. From the File menu, select Video Search.

2. Select the DVR General Playback tab. The DVR General
Playback tab shown in Figure 120 displays.

%* Video Search

System Event Search | DVREvent Search  DVR General Playback | DVR Motion Search |

rCamera Selection

Recorder: |ViSiDWaVe - | Cameras: ’j| |
r=earch on Date and Tim
February ™ | (2003 w

Sun Mon Tue Wed Thu  Fri Sat

12 3 4 5 B 7

Date: s off n 12z 13 14
15 16 17 18 19 20 2

22 23 24 25 2B 7 28

Time:  [00:10000 |

| o0 |

[ Always on Top

Figure 120. DVR General Playback tab

3. Enter the information described in Table 72 on page 172 to search
for recorded video.

- Search criteria includes: recorder, cameras, date, and time.
Enter multiple values to narrow the search criteria.

4. Click Go. The recorded video displays in the Video Console.
5. Click Close when you are finished viewing results.
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Table 72 lists and describes the DVR General Playback tab.

Table 72. DVR General Playback tab

Element Description

Camera Selection

Recorder Use the drop-down list to identify the DVR device
where the recorded video is stored.

Camera Use the drop-down list to identify the camera device
used to record the video.

Search on Date and Time

Date » Use the drop-down list to select the month.
« Use the drop-down list to select the year.

Time Enter the time. The format is: HH:MM:SS.
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DVR Motion Search

» To search for recorded video that includes motion, follow these
steps:

1. From the File menu, select Video Search.

2. Select the DVR Motion Search tab. The DVR Motion Search tab
shown in Figure 121 displays.

% Video Search |Z||§|r‘5__(|
System Event Search | DVR Event Search | DVR General Playback ~DVR Motion Search |

Recorder: | Kalatel #1 - | Gl | camera_01_03 - |
Start Date: | Apr 5, 2009 | End Date: | Apr 5, 2009 |
Stert Time: 000000 | Enel Time: |23:59.58 |

Motion Area:

Results:

Hum | Camera |__Start Date/Time End Date/Time Text Type

Search || Clear |R Cancel || Help |

|1 Akways on Top

{
Selected area shaded in red

Figure 121. DVR Motion Search tab

3. Enter the information described in Table 73 on page 174 to search
for recorded video. Search criteria includes: recorder, camera,
start date, end date, start time, and end time. Enter multiple values
to narrow the search criteria.

4. Click and drag the cursor in the Motion Area pane to select an area
to search. This is the area within which the system will detect if
motion has occurred. The area selected will be shaded in red. You
can also click on Select All to detect motion in the camera’s entire
viewing area. Click Clear All to remove all selected areas.

5. Click Search. The number of matches found display in the Results
pane. Double-click the result you want to view and the recorded
video displays in the Video Console.

6. Click Clear to return to the default settings and remove any
matches in the Results pane.

7. Click Close when you are finished viewing results.
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Table 73. DVR Motion Search tab

Element Description

Camera Selection

Recorder Use the drop-down list to identify the DVR device
where the recorded video is stored.

Camera Use the drop-down list to identify the camera device
used to record the video.

Search on Date and Time

Date « Use the drop-down list to select the month.
* Use the drop-down list to select the year.

Time Enter the time. The format is: HH:MM:SS.
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Customizing the Video Console

The Video Console displays one viewer pane, tag name, and description
as the default settings. However, an operator can customize the Video
Console to display certain facilities, or a create a custom layout of camera
views. Refer to the following sections:

» Creating Custom Views on page 175
e Create a window filter on page 176
< Display Additional Video Panes on page 177

Creating Custom Views

The Video Console allows you to create your own combination of camera
views by using the layout selections in the View menu. An operator can
arrange the camera views in a customized layout to provide a
comprehensive view of the premises.

04113109 14:49:51 | |Live 0401309 14:49:52
camera_43_01 camera_43_03

Live
camera_43_03

Figure 122. Custom 4-Up View
» To create a custom view:

1. From the View menu, select one of the layouts. The Video
Console displays the selected layout.

2. Select a camera from the navigation pane and drag-and-drop it to
one of the empty panes in the console. The video for that camera
displays in that pane.

3. Continue dragging and dropping cameras to create your own
customized view.
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4. When you are finished, from the View menu, select Save Custom
View.

5. The Save User View dialog displays. Enter a name for this custom
view and click OK. The custom view displays in the Custom View
tab of the navigation pane.

» To upload a custom view:

1. Select View, and then select Upload Views. The Location To
Upload Views To dialog displays.

2. Under Look In, select a location to upload your custom views.

3. In the File Name field, type a name for the custom views file. The
file name will be appended with the .views file extension.

4. Click the Upload button. The custom views are saved in the
specified location.

» To download a custom view:

1. Select View, and then select Download Views. The Select
Location To Download Views From dialog displays.

2. Under Look In, select the location where your custom views are
saved.

3. Select the custom views file. The file name is appended with the
.views file extension.

4. Click the Download button. The custom views are now available
on the Custom View tab in the navigation pane.

Create a window filter

The Video Console navigation pane can be filtered to view selected
facilities.

» To filter facilities from view in the navigation pane, follow these
steps:

1. Right-click in the navigation pane, and then select Window Filter.
The window filter in Figure 123 displays.

{#) Window Filter

Custom Title:
|Boca Raton FL Facility J

Facilities:
[ Systern Administrator Context
@ [ Global Facility
[¥l cHICAGO
@[] East Coast Region
[¥] NEW YORK

[¥] Sample Permissions and Contexts Facility
[¥] Sample Region Facility

@ [¢] Unassigned ltems Facility

©- [v] West Coast Region

‘ Save | ‘ Cancel | ‘ Help |

Figure 123. Window Filter window
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2. Use the Custom Title field to identify a title to display on the Video
Console title bar. The maximum number of characters is 256.

3. Select or clear the check boxes next to the facilities you want to
display or hide from view in the navigation pane. A check mark
indicates the item is selected.

4. Click Save. The Video Console displays a window filter icon in the
status bar indicating the list of items has filtered.

Display Additional Video Panes
» To display video in more than one video pane, follow these steps:

1. From the View menu, select 2 Up (or another number). The Video
Console displays two video panes. The Video Console can display
one, two, four, nine, or sixteen video panes.

- When increasing the number of panes in the Video Console, the
additional panes are blank or inactive.

2. To view video in an inactive pane, select the frame and then select
the camera from the navigation pane.

- The control buttons reflect the active pane.

- Double-click any active frame to display a one-up view in a
separate Video Console. If it is open already, the Video Console
moves to the foreground.

3. To view recorded video, see Viewing Recorded Video on page 165
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This chapter introduces the Event Action Mapping, which allows you to
select event sources and specify actions, such as moving cameras to
preset positions or tagging video events and more.

In this chapter:
a Overview on page 180
) Viewing Event Action Mappings on page 181
Tagging Video Events for Access Points on page 182
Tagging Video Events for Intercom Calls on page 183
Activating Digital Outputs on page 184
Events in Event Action Mapping on page 186

Actions in Event Action Mapping on page 190
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Overview

Event Action Mapping is a powerful feature that allows system
administrators to select event sources and program Facility Commander
to take automatic actions. For example, when an alarm event is
generated, cameras can move to preset positions, e-mails can be sent to
designated personnel, and outputs can be activated.

Refer to the following sections for a list of available events and actions:

< Events in Event Action Mapping on page 186
e Actions in Event Action Mapping on page 190
Refer to the following sections for additional instructions:

< Tagging Video Events for Access Points on page 182
« Tagging Video Events for Intercom Calls on page 183
« Activating Digital Outputs on page 184

» Sending Automatic E-mails on page 185

Event Action Mapping allows you to associate event sources and event
types to a specific action. An event action mapping is created by
identifying the following items.

« Event Source Types represent the type of event sources that can
generate actions, such as cameras, DVRs, and doors.

« Event Sources are individual devices or items that can trigger
actions. Event sources are specific access points, cameras,
DVRs, digital inputs, logical inputs, intercom and intrusion devices,
and servers.

« Event Types by Condition is a combination of alarm state and
alarm for the device.

« Actions represent the action or activity you want to take place
when the combination of event source, type, and condition are
met. Facility Commander allows you to lock or unlock doors, tag a
video event, move a camera to a preset position, send e-mails,
and more.

Depending on the actions you select, the action parameters display the

appropriate drop-down list and text boxes. Select from these options:

« Access control to issue commands, such as locking or unlocking
doors, or activating an output.

e Analog Video Switcher to

e Intrusion to issue commands, such as arming or disarming an
area.

* Intercom to take an action, such as making a call to an intercom
station.

« E-mails can be sent automatically to alert the appropriate staff
members, so that they can respond to the alarm condition.

« Video to tag video events or direct cameras to preset positions.
Refer to Tagging Video Events for Access Points on page 182 for
instructions.
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Viewing Event Action Mappings

Use the Event Action Mappings page to add, copy, or delete event action
mapping records. These records cannot be edited. Instead, copy an
existing record and make the necessary changes to create a new record.

» To view event action mapping records, follow these steps:

1. Select Device Management.

2. Select Event Action Mappings. The Event Action Mappings page
shown in Figure 124 displays.

Event Action Mappings
Request was successful,

Instructions

Yiew, add or delete event action mappings, Define actions the system will take when
a specified event occurs. The event action mappings in the list below are sorted first
by event source and then by subsystem.

Add Event Action Mapping | 4Page1of 1P  Goto | Gol Iterns per Page |1D vl

Search:l El

AP 200101
MY Door Forced Wideo |Destination: MY Cam
B | ompuTeR|aiarm set Digital Video |y 0 ying 100
ROOM
AP 200200 . .
Access 2 OutputDestination:
BB g [SeerFereed gt control  [2¥€ID0 200116 NY FIRE
S Manager PUN e oUNDER
AP 200200
MY Door Forced . - Wideo |Destination: MY Cam
B &S ppinG [alarm set Digital Video |y 0 ying 100
DOCK
AP 200300 Access Destination: AP
M| v Lopmy [Soor Foreed ggr Cantrol Lock  |200101 MY
WEST Manager COMPUTER ROOM
AP 200300 . . .
Door Forced . - Wideo |Destination: MY Cam
[nlie) EVYElé?BBY Alarm Set Digital video Tagging|100
DR Ernail e Subject:
| WY B1 DVR |Communications|Set Mail Man The Header: DVR Alarm  |To: Frank Vincelnt DR Alarm
Alarm Event in MY B1
R MY Lobby  |Intercom Master St Intercom Dial QriginatingStationId: |DigitsToDial:
Bldg 1 Call Connected Manager Digits MY Lobby Bldg 1 5156

Figure 124. Event Action Mappings page

When a record is changed, such as changing the tag name, the event
source name is automatically updated to reflect the new tag name. Also, if
an event source is deleted, the event action mapping record is also
deleted.
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Tagging Video Events for Access Points

» To tag a video event when an alarm occurs, follow these steps:

1. Select Device Management, and then Event Action Mappings.
The Event Action Mapping page shown in Figure 124 on page 181
displays.

2. Click Add Event Action Mapping. The Configure Event Action
Mapping page as shown in Figure 125 displays.

Configure Event Action Mapping

Instructions
Wiew or add the event action mapping. Define the actions the systern will take when the specified event ocours,

Event | | Action |

Event Source Type Subsystems

* | Door Access Paint = * [Digital Viden =
Event Sources Subsystermn Actions
AP 200101 NY COMPUTER ROOM * |Camera Presetwith Wideo Tagging j
AP 200200 MY SHIFPING DOCK, Destination
AP 200201 Ny CAFETERIA, =
AP 200300 N LOBEY WEST * Lr:];iam 400 =
AP 200301 WY CONFEREMNCE ROOM
AP 200400 NY LIBRARY * [y Cam 300 Preset [

AF 200401 MY TRAINING ROOM

Event Types By Condition

Set + Door Forced Alarm

Set+ Door Held Alarm

Set+ Door Prealarm

Set + Invalid Badge Alarm

% |Set+LostBadge Alarm

Set+ Suspended Badge Alarm
Set+ Unknown Badge Alarm
Feset + Door Forced Alarm
Feset + Door Held Alarm
Feset + Door Prealarm x|

Figure 125. Configure Event Action Mapping page

3. Use the Event Source Type drop-down list to select the access
point or device.

4. Use the Event Sources list to select one or more event sources.
This list is populated with items based on the selected event
source type. Press the Ctrl key while selecting multiple items.

5. Use the Event Types By Condition list to select one or more
alarm conditions. Press the Ctrl key while selecting multiple items.

6. Use the Subsystems drop-down list to select Digital Video.

7. Select the appropriate action from the Subsystem Actions drop-
down list.

8. Select a camera device from the Destination drop-down list. If the
camera has preset positions, another drop-down list displays to
select the preset positions.

9. Click Submit to save the record.

Page 182  Facility Commander Administration Guide



Chapter 8 Event Action Mapping

Tagging Video Events for Intercom Calls

» To create an intercom event when an alarm occurs, follow these
steps:

1. Select Device Management, and then Event Action Mappings.
The Event Action Mappings page displays as shown in Figure 124
on page 181.

2. Click Add Event Action Mapping. The Configure Event Action
Mapping page as shown in Figure 126 displays.

Configure Event Action Mapping

Instructions
Define the actions the systemn will take when the specified event occurs, When defining Event Sources or Event Types By
Condition, hold the Ctel key down for multiple selection,

Event Action
Event Source Type Subsystems
* * |Digital Video =l
Event Sources Subsystemn Actions
W7 Bldg 1 Intercam * |Camera Fresetwith Yideo Tagging j
Destination
* * [Ny Car 100 =l
Preset
* [Ny Cam 100 PS 01 =l

Event Types By Condition

Set + Intercom Substation Call Answered -
Set + Intercom Substation Call Connected

Set + Intercom Substation Call Ringing
Set + Intercom Substation Call To Busy
s |Set+Intercom Substation Call To Private
Set + Intercom Sul n Call Button Alarm

Set + Intercom Substation Busy

Set + Intercom Substation Disconnected

Set + Intercom Substation Call Button Event

Set + Intercom Substation Reset LI

Figure 126. Configure Event Action Mapping page

3. Use the Event Source Type drop-down list to select the access
point or device.

4. Use the Event Sources list to select one or more event sources.
This list is populated with items based on the selected event
source type. Press the Ctrl key while selecting multiple items.

5. Use the Event Types By Condition list to select one or more
event types and alarm conditions. Press the Ctrl key while
selecting multiple items.

6. Use the Subsystems drop-down list to select Digital Video.

7. Select the appropriate action from the Subsystem Actions drop-
down list. The selections include:

- Camera Preset to move a camera to a preset position.

- Camera Preset with Video Tagging to move a camera to a
preset position and mark a video clip.

- Video Tagging to mark a video clip that can be retrieved later
for investigation.

8. Select a camera device from the Destination drop-down list. If the
camera has preset positions, another drop-down list displays to
select the preset positions.

9. Click Submit to save the record.
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Activating Digital Outputs

» To configure Facility Commander to activate a digital output, follow
these steps:

1. Select Device Management, and then Event Action Mappings.
The Event Action Mappings page shown in Figure 124 on page
181 displays.

2. Click Add Event Action Mapping. The Configure Event Action
Mapping page as shown in Figure 127 displays.

Configure Event Action Mapping

Instructions
Wiew or add the event action mapping, Cefine the actions the systemn will talke when the specified event ocours,

Event | Action |

Event Source Type Subsystemns

* |Door Access Paint j * |Access Contral Manager j
Event Sources Subsystemn Actions

AP 200101 NY COMPUTER ROOM * |Ad|vale Output j

AP 200200 MY SHIPPING DOCK Qutput Destination

AP 200201 NY CAFETERIA * =

5 [P 200500 Ny LoBBY wEST [DO 200116 MY FIRE SOUNDER =

AP 200301 MY CONFERENCE ROOM

AP 200400 MY LIBRARY

AP 200401 NY TRAINING ROOM

Event Types By Condition

Set + Door Forced Alarm

Set+ Door Held Alarm

Set+ Door Prealarm

Set + Invalid Badge Alarm

# |Bet+LostBadge Alarm

Set+ Suspended Badge Alarm

Set + Unknown Badge Alarm

Feset + Door Forced Alarm

Reset + Door Held Alarm

Feset + Doot Prealarm hd|

Submit | Cancel

Figure 127. Configure Event Action Mapping page

3. Use the Event Source Type drop-down list to select the access
point or device.

4. Use the Event Sources list to select one or more event sources.
This list is populated with items based on the selected event
source type. Press the Ctrl key while selecting multiple items.

5. Use the Event Types By Condition list to select one or more
alarm conditions. Press the Ctrl key while selecting multiple items.

6. Use the Subsystems drop-down list to select Access Control
Manager.

7. Select the appropriate action from the Subsystem Actions drop-
down list. Depending on the selection, additional lists or fields may
display. Refer to Actions in Event Action Mapping on page 190 for
a complete list.

8. Select an Output Destination. This is the Digital Output you are
associating with this event.

9. Click Submit to save the record.
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Sending Automatic E-mails

Note: To send automatic e-mails, your server must be

configured for SMTP.

» To automatically send an e-mail when an alarm event occurs, follow
these steps:

1. Select Device Management, and then Event Action Mappings.

The Event Action Mapping page displays as shown in Figure 124
on page 181.

2. Click Add Event Action Mapping. The Configure Event Action

Mapping page similar to the one shown in Figure 128 displays.

Configure Event Action Mapping

Instructions

Define the actions the systermn will take when the specified event occurs, When defining Event Sources or Event Types By Conditior

selection.

Event Action
Event Source Type Subsystems
* | Digital Video Recarder v * | Mail v
Event Sources Subsystemn Actions
AlarmRecorder -~ * | Email The Event v
IP Legend Dome 34
Kalatel #1 Header
& |Kalatel#2 &
Kalatel #3 T
StoreSafe Proll *
SymDec
SymDec 32 v From
Event Types By Condition *
Set + DWR Communications Alarm Subject

et + DVR Health Fail Alarm
et + DWR Health Trouble Alarm *
et + Disk Full Alarm
+ |Reset+DVR Communications Alarm
Reset + DVR Health Fail Alarm
Reset + DVR Health Troukle Alarm
Reset + Disk Full Alarm

Figure 128. Configure Event Action Mapping page

3.

Use the Event Source Type drop-down list to select the access
point or device.

. Use the Event Sources list to select one or more event sources.

This list is populated with items based on the selected event
source type. Press the Ctrl key while selecting multiple items.

. Use the Event Types By Condition list to select one or more

alarm conditions. Press the Ctrl key while selecting multiple items.

6. Use the Subsystems drop-down list to select Mail.

7. Use the Subsystem Actions drop-down list to select Email the

Event. Additional text boxes display to enter e-mail information.

. Complete the required items: Header, To, From, and Subject.
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9. Click Submit to save the record.

Events in Event Action Mapping

Table 74 lists and describes the fields on the Configure Mapped Event

page.

Table 74. Configure Mapped Event fields and descriptions

Event Source Event Type Condition
Access Control Access System Comm Set, Reset
Failure
Analog Switcher Analog Switcher Offline Set, Reset
Camera Video Loss Alarm Set, Reset
Motion Detection Alarm Set, Reset
Digital Input Input Alarm Set, Reset, Tamper
Digital Video Recorder Digital Video Recorder Set, Reset
Comm Fail
External Media Server Remote Media Server Set, Reset
Comm Failure
History Table Rollover Table Rollover Event Set
Intercom Exchange Intercom Exchange Set, Reset
Comm Failure Alarm
Intercom Exchange Set
Reset Alarm
Intercom Exchange Set
Reset Alarm Event
Intercom Master Station | Intercom Master Call Set
Answered
Intercom Master Call Set
Connected
Intercom Master Call Set
Ringing
Intercom Master Call To Set
Busy
Intercom Master Call To Set
Private
Intercom Master Busy Set
Intercom Master Set
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Table 74. Configure Mapped Event fields and descriptions (Continued)

Event Source Event Type Condition
Intercom Master Reset Set
Intercom Substation Intercom Substation Call | set
Connected
Intercom Substation Call | set
Ringing
Intercom Substation Call | set
To Busy
Intercom Substation Call | set
To Private
Intercom Substation Call | Set, Reset
Button Alarm
Intercom Substation Busy | Set
Intercom Substation Set
Disconnected
Intercom Substation Call | set
Button Event
Intercom Substation Set
Reset
Intrusion Area Intrusion Area Alarm Set, Reset
Event
Intrusion Area Disarmed Set
During Alarm
Intrusion Area Failed to Set
Arm
Intrusion Area State Set
Armed All Clear
Intrusion Area Armed and | Set, Reset
In Alarm
Intrusion Area Armed and | Set, Reset
In Alarm Event
Intrusion Area State Set
Disarmed
Intrusion Area State Set
Unknown
Intrusion DGP Intrusion DGP Battery Set, Reset
Low
Intrusion DGP Battery Set, Reset

Missing
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Table 74. Configure Mapped Event fields and descriptions (Continued)

Event Source Event Type Condition
Intrusion DGP Battery Set
Test Fail
Intrusion DGP Battery Set, Reset
Test Start
Intrusion DGP Fuse Set, Reset
Failure
Intrusion DGP Bypassed Set, Reset
Intrusion Main Panel Set, Reset
Failure Alarm
DGP Offline Alarm Set, Reset
DGP Polled Set, Reset
DGP Siren Monitor Falil Set, Reset
DGP Tamper Alarm Set, Reset
DGP Tamper Set, Reset
Intrusion Keypad Offline Set, Reset

Intrusion Input Intrusion Input Alarm Set, Reset
Intrusion Input Alarm Set, Reset
Event
Intrusion Input Bypassed | Set, Reset
Intrusion Input Detector Set, Reset
Dirty
Intrusion Input Detector Set, Reset
Low Battery
Intrusion Input Fault Set, Reset
Intrusion Input Holdup at | Set, Reset
Night
Intrusion Input Tamper Set, Reset
Intrusion Input Tamper Set, Reset
Alarm

Intrusion Keypad Intrusion Keypad Set, Reset
Bypassed
Intrusion Duress Alarm Set, Reset
Intrusion Duress Set, Reset
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Table 74. Configure Mapped Event fields and descriptions (Continued)

Event Source Event Type Condition

Intrusion Keypad Offline Set, Reset

Keypad Tamper Alarm Set, Reset
Keypad Tamper Set, Reset
Intrusion Keypad Set, Reset
Inhibited

Intrusion Panel Intrusion Panel Burglar Set
Alarm Cancelled
Intrusion Panel Code Set
Entered
Intrusion Panel Duress Set, Reset

Code Entered Alarm

Intrusion Panel Exit Fault | set

Intrusion Panel Offline Set, Reset

Alarm

Intrusion Panel Tamper Set, Reset

Alarm

Intrusion Panel Tamper Set, Reset
Door Access Point Door Forced Alarm Set, Reset

Door Held Alarm Set, Reset

Door Prealarm Set, Reset

Invalid Badge Alarm Set

Lost Badge Alarm Set

Suspended Badge Alarm | set

Unknown Badge Alarm Set

Invalid Badge Event Invalid Badge

Valid Badge Event Valid Badge
Logical Input Logical Input Alarm Set, Reset, Tamper

Facility Commander Administration Guide Page 189



Chapter 8 Event Action Mapping

Actions in Event Action Mapping

Table 75 lists and describes the fields on the Configure Mapped Event

page.

Table 75. Configure Mapped Action fields and descriptions

Subsystem Action Parameter 1 Parameter 2
Access Control Destination Duration
Unlock Access Point
Unlock Duration Access Point seconds
Unlock Permanent Access Point
Lock Access Point
Activate Output
Output Destination Duration
Activa_lte Output Output seconds
Duration
Activate Output with Output
No Reset
Reset Output Output
Input Destination Duration
Enable Input Input
Disable Input Input
Logic_al Input Duration
Destination
Enable Logical Input Logical Input
Disable Logical Input Logical Input
Analog Video Switcher Tag Name Input Name
Switch Input to Analog Switcher Input Name
Output Tag Name
Output Name
Output Name
Digital Video
Video Tagging Camera
Camera Preset Camera Preset
Camera Preset with Camera Preset

Video Tagging
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Table 75. Configure Mapped Action fields and descriptions

Subsystem Action Parameter 1 Parameter 2
Intercom Originating Station Digits To
Dial
Dial Digits text text
Hang up text
Originating Station Destination
Station
Make Call text text
Intrusion Tag Name
Acknowledge Input Target Input Name
Alarm
Area Arm Intrusion Area
Start DGP Battery Target DGP Name DGP Ba}ttery
Test Test Time
Cancel Battery Test Target DGP Name
DGP Bypass Target DGP Name
DGP Unbypass Target DGP Name
Disarm Area Intrusion Area
Input Bypass Target Input Name
Input Unbypass Target Input Name
Intrusion Keypad Target Keypad Name
Bypass
Intrusion Keypad Target Keypad Name
Unbypass
Set Output Intrusion Output
Name
Reset Output Intrusion Output
Name
Panel Offline Target Panel Name
Panel Online Target Panel Name
Mail Header To
E-mail the Event text text
From Subject
text text
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Chapter 9. Configuring Alarms

This chapter describes how to set up alarms that are generated by Facility
Commander. It also describes how to assign alarm colors which apply to
Picture Perfect and Facility Commander alarms.

In this chapter:
a Overview on page 194
e Configuring the Alarm Monitor on page 196
=~ Setting Alarm Colors on page 197

Creating Alarm Instructions on page 199
Creating Alarm Profiles on page 201
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Overview

Alarms are used to notify an operator of specific incidents, such as
someone presenting an Invalid Badge at a door or someone forcing a
door open. Either one of these events represents an alarm type that may
require further investigation.

There can be several sources of alarm conditions — Picture Perfect and
Facility Commander. Most of the alarms that are monitored will come from
Picture Perfect system.

Facility Commander generates these alarms:

« Access Control System Comm Failure

* Analog Switcher Offline

« Camera Analytics Alarm

e Camera Trouble Alarm

* Motion Detection Alarm

e Video Loss Alarm

* DVR Communications Alarm

* DVR Health Fail Alarm

¢ DVR Health Trouble Alarm

» Disk Full Alarm

* Intercom Exchange Comm Failure Alarm
* Intercom Exchange Reset Alarm

* Intercom Substation Call Button Alarm

e Intrusion Panel Duress Code Entered Alarm
e Intrusion Panel Main Power Failure Alarm
* Intrusion Panel Offline Alarm

e Intrusion Siren Monitor Failure Alarm

e Intrusion Panel Tamper Alarm

e Intrusion DGP Panel Bypassed

e Intrusion DGP Main Power Failure Alarm
e Intrusion DGP Offline Alarm

* Intrusion DGP Siren Monitor Failure Alarm
¢ Intrusion DGP Tamper Alarm

* Intrusion Keypad Bypassed Alarm

* Intrusion Duress Alarm

* Intrusion Keypad Offline Alarm

e Intrusion Keypad Tamper Alarm

* Intrusion Area Failed To Arm

* Intrusion Area State Armed and In Alarm
e Intrusion Input Alarm

e Intrusion Input Bypassed Alarm
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e Intrusion Input Fault Alarm
e Intrusion Input Tamper Alarm
* Remote Media Server Comm Failure

Alarm instructions for the access control systems are defined in the
Picture Perfect system, while alarm instructions for Facility Commander
are defined in Facility Commander.

Pre-defined alarm responses are only defined in the access control
systems and are available to Picture Perfect and Facility Commander
systems.

Facility Commander Administration Guide Page 195



Chapter 9 Configuring Alarms

Configuring the Alarm Monitor

A system administrator should configure the following items to take
advantage of all the Alarm Monitor features. Refer to the following
checklist for the server system settings and other configuration settings.

4 To configure Picture Perfect settings, refer to the Picture Perfect
Administration Guide or Picture Perfect Help for instructions.

« Alarm instructions are defined using Messages.
* Alarm responses are defined using Responses.
« Alarm priorities are defined using Alarms.

4 To configure Facility Commander alarm settings, refer to the following
sections or Facility Commander Help:

» Setting Alarm Colors on page 197
« Creating Alarm Instructions on page 199

Synchronization

The Alarm Monitor in the access control system and Facility Commander
are completely synchronized. This means when an alarm state changes,
the change is reflected on both systems and when an operator from either
the access control system or Facility Commander responds to an alarm
that response is sent to both systems.
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Setting Alarm Colors

The Facility Commander allows you to define alarm colors based on
processing state to display alarm events on the Alarm Monitor. Each
alarm event appearing on the Alarm Monitor can have a different
foreground and background color based on the alarm processing state.

» To change the alarm colors, follow these steps:

1. Select System Administration.

2. Select Alarm Colors. The Select Alarm Color Scheme list page
shown in Figure 129 displays.

Select Alarm Color Scheme

Instructions
Select the alarm color scheme.

Processing State

Click to edit alarm colors

Figure 129. Select Alarm Color Scheme page

3. Click on the alarm color scheme you wish to edit. The Edit Alarm
Color Scheme page as shown in Figure 130 displays.

Edit Alarm Color Scheme

Instructions
Choose the colors for this scheme,

Processing State |Foreground Color|Background Color
Active [yelow =] [red =]
Bumped [owe =] [white =]
Notified [yelow =] [areen =]
Remote red - [yelow =]
Pending [owe =] [yelow =]
Completed [white =] [arey =]
Removed [black =] [dark gray =]
Purged [regert= =1 [omnge =]

Figure 130. Edit Alarm Color Scheme page
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Table 76 lists and describes the items Select Alarm Color Scheme page.

Table 76. Edit Alarm Color Scheme page elements

Field Name

Description

Processing State

The processing state includes: active,
bumped, notified, remote, pending,
completed, removed, and purged.

Use the Selection Colors to define the colors
when an alarm is selected on the Alarm
Monitor client application.

Use Default Colors to define the colors for
any alarm event that is not included in the list
of alarm processing states.

Foreground Color

This represents the color of the text in the
alarm entry displayed on the Alarm Monitor.
Use a color definition that is easy to view.

Background Color

This represents the background color of the
alarm entry displayed on the Alarm Monitor.
Use a color that is compatible with the
foreground color so the alarm entry is easy to
view.

4. Use the drop-down lists to select the foreground and background
colors for each type of alarm event. Use the Tab key to move from

field to field.

5. When you are finished, click Submit to save your changes.
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Creating Alarm Instructions

Use the Configure Alarm Instruction page to copy or delete alarm
instruction records.

» To create custom alarm instructions, follow these steps:

1. Select Device Management.

2. Select Alarm Instructions. The Alarm Instructions list page
shown in Figure 131 displays.

Alarm Instructions

Instructions Search:l Ggl
Yiew, edit, add or delete alarm instructions.

| Add Alarm Instruction | 1Page 1of 1P Goto | Gul Itemns per Page |15 vl
- Instruction Text

Call 911

call supervisor

Zall the fire department,

Cispatch all guards

Evacuate Building

o
[
o
[
o
[

HEICIEICIE]

Motify systermn adminstrator

Figure 131. Alarm Instructions page
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3. Click Add Alarm Instruction and the Define Alarm Instruction
page shown in Figure 132 displays.

Define Alarm Instruction

Instructions
View or edit the alarm instruction.

Instruction Text
* |Call o911

Figure 132. Define Alarm Instruction page

4. Enter between 1-100 characters to create a customized message.
This message will display in the Alarm Response window.

5. Click Submit to save the record.
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Creating Alarm Profiles

Use the Alarm Profiles page to view, import, copy, add, and delete alarm
profile records.

» To view the alarm profiles, follow these steps:

1. Select Device Management, and then Alarm Profiles. The Alarm
Profiles page shown in Figure 133 displays.

Alarm Profiles

Instructions Search:| Ggl
View, edit, add or delete alarm profiles,

| Add Alarm Profile I 4Page Lof 1 Goto I GDl Iterns per Page |15 "I
-

s} ﬁ DWR Cormm Failure DWYR carnm failure

s} ﬁ Ernergency Procedures Use when emergency accurs inside building. 50
s} ﬁ External Access Systern Cormm Failure PP server failure 10
s} ﬁ Mation Detection Alarm Maotion detection alarm 1
s} ﬁ Remote Media Server Comm Failure Remote redia server comm failure 50
s} ﬁ Video Loss Alarm Video loss alarm 5

Figure 133. Alarm Profiles
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Adding an Alarm Profile

» To add an alarm profile, follow these steps:

1. Click Add Alarm Profile on the Alarm Profiles page. The Define
Alarm Profile page shown in Figure 134 displays.

Define Alarm Profile

Instructions
View or edit the alarm profile. Select the instructions to be displayed in the alarm response window,

Alarm Profile Information
Tag Mame

* |Emergency Frocedures

Description

|Use when emergency occurs inside building.
Priority
* |50

Alarm Instructionsl

Available Instructions Selected Instructions

Call 911

call supervisor

Call the fire department.
Dispatch all guards
Ewacuate Building

Motify system adminstrator

Add Al | Remove Remave sl | + &
Submitl Cancel |

Figure 134. Define Alarm Profile

2. Enter the information described in described in Table 77. A check
mark indicates a required field.

3. Click Submit to save the record.

Table 77 on page 203 lists and describes the fields in the Define Alarm
Profile page. A check mark indicates a required field
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Table 77. Define Alarm Profile fields and descriptions

Element REQ Description

Tag Name v Enter a unique name to identify this profile. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Priority v Id(.enyify the priority from 1-t0-500. One is the highest
priority.
Add/Add All Use these buttons to add instructions to the profile.
Remove/Remove All Use these buttons to remove instructions to the profile.
+ Il Use the up and down arrow icons to change the

sequence of the instructions that display in the Alarm
Response window.
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Chapter 10. Using the Alarm Monitor

This chapter introduces the Facility Commander Alarm Monitor and
describes its features. It also describes how to use the Alarm Monitor to
display different time zones. The Alarm Monitor displays icons indicating
video clips and site maps are available.

In this chapter:
a Overview on page 206
\ ey Alarm Alert on page 207
Navigating the Alarm Monitor on page 208
Customizing the Alarm Monitor on page 211
Changing Window Name and Contents on page 211

Launch Video Automatically on page 214
Responding to Alarms on page 215
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Overview

The Alarm Monitor is a multi-functional client application that allows you to
view alarm events. The Alarm Monitor displays alarm events as a single
transaction which is updated when the status of the alarm changes.

The Alarm Monitor allows an operator to:

* View alarms in colors you select.
* Launch the Video Console to view live and recorded video.

e Launch the Graphics Display to view the alarm point on a graphic
display, issue commands to lock and unlock doors, and more.

« Acknowledge an alarm with a text message or use a predefined
message.

If configured to do so, the Alarm Monitor window displays indicators
representing video clips and site maps associated with the alarm event.

The Alarm Monitor displays incoming alarms with indicators, priority,
operator time, alarm description, location, alarm state, input state,
processing state, and count.

A status bar displays the number of total alarms, unacknowledged
alarms, and the highest priority. The status bar also displays a server
connection icon to monitor connection to the Facility Commander server.

Automatically Launch Video Console by Alarm Priority

In addition, you can configure Facility Commander to automatically launch
a Video Console when an alarm event occurs with associated video. Each
time an alarm event occurs within the specified priority range, the Video
Console launches and displays both live video and the recorded video clip
of the event.

To configure:

« Use the Configure System Parameters page to identify the priority
range, which determines when the Video Console launches
automatically. Refer to System Parameters on page 50 for more
information.

- The priority range is from 1-to-500. Every alarm in the specified
priority level causes the Video Console to launch. If a range is
not specified, the Video Console does not automatically launch.

« Use Event Action Mapping to associate the alarm event and video
tagging instructions, which include camera presets, camera preset
with video tagging, and video tagging. Refer to Tagging Video
Events for Access Points on page 182 for more information.

« Identify the workstations where you want the Video Console to
launch automatically when an alarm event occurs. Refer to
Workstations on page 45 for more information.

« Open the Alarm Monitor to display alarm activity. If the Alarm
Monitor is not opened, the Video Console does not automatically
launch.
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Alarm Alert

The Alarm Alert window shown in Figure 135 displays on the client
workstation when an alarm event occurs and cannot be closed. However,
the Alarm Alert window displays only when there are alarms; if the total
number of alarms equals zero, the window does not display.

The Alarm Alert window displays a count of all the alarms in an operator’s
context. The window filter does not filter any alarms in this window, so all
alarms that the operator can view are included in the alarm count.

To configure the Alarm Alert, refer to Workstations on page 45 for more
information.

Silence

Figure 135. Alarm Alert window

Refer to Table 78 for a description of the Alarm Alert window.

Table 78. Alarm Alert descriptions

Information Description

Active Alarms Displays a count of the active alarms. When the
number of active alarms equals zero, the Alarm Alert
window will be gray. The window is red when alarms
are present.

Total Alarms Displays a count of the total number of alarms.
Highest Priority Displays the number of the highest priority alarm.
Silence Click Silence to stop the sound.
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Navigating the Alarm Monitor

» To open the Alarm Monitor, follow these steps:

1. Launch the Facility Commander Launcher window, select Launch
and Alarm Monitor, or select the Alarm Monitor icon from the
Viewers toolbar.

2. The Alarm Monitor shown in Figure 136 displays.

Title Bar Emn ol - Alarm Monitor 1 - New York
Window Action View Help

B®H-O0-E--E-8

Indicatars |Priority  Operator Time Alarm Description Location

Control Toolbar —p>
Column Headings —p

Alarm State Input State

Pracessing | Count

Indicators—p

01/09i04 13:23:40 | DOOR FORCED OFEM 200201 NY CAFETERIA
01/09i04 13:23:40 |DOOR FORCED OFEN AP 200200 MY SHIPPING DOCK

Status Bar —p

Figure 136. Alarm Monitor window

Table 79 lists and describes the elements on the Alarm Monitor interface.

Table 79. Alarm Monitor descriptions

Element Description

Alarm Monitor Interface

Title Bar Displays Alarm Monitor, window instance number, and custom
window title.
* Refer to Managing Multiple Windows on page 20 for more
information about window instance numbers.

« Refer to Changing Window Name and Contents on page
211 for instructions to add window titles.
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Table 79. Alarm Monitor descriptions (Continued)

Element

Description

Control Toolbar

The Control Toolbar displays buttons with icons for each type
of device that can be selected, which includes cameras,
intercom stations, access points, graphic displays, inputs, and
outputs. Icons on the Control Toolbar are dimmed when not
available.

] Video Console. The default action is view live and
recorded video.

Access Point. The default action is momentary
unlock.

Graphic Viewer. The default action is view the
associated graphic display.

F o

Inputs. No default action.

u

Outputs. No default action.

F

Intercom. The default action is connect.

Intrusion Areas. The default action is connect.

e B

@ Intrusion Inputs. The default action is connect.

Each button is made up of two parts — the button with icon,
and a drop-down list with all the actions that are available to
the operator. When a button is enabled, a tooltip identifies the
default action.

Actions appearing on the drop-down list may be dimmed if the

action does not apply to the current device or if the operator
does not have permission to take the action.

Column Headings

Columns cannot be moved, however, you can resize the
columns to make them larger or smaller. Select the column
edge and drag until the column is the correct size.

Indicators

Displays an X to indicate communication has been lost with
the Picture Perfect server.

Displays a camera and a globe icon indicating a video clip and
a graphic display are available, if configured to do so.

* Click the camera icon to launch the Video Console.
 Click the globe icon to launch the Graphics Viewer.

Refer to Event Mapping for information about associating
video with alarm events. Refer to Using the Graphics Editor on
page 301 for information about creating site maps.
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Table 79. Alarm Monitor descriptions (Continued)

Element

Description

Input State

< Open indicates the input device is open.

» Close indicates the input device is closed.

» Cut indicates the line has been cut.

» Short indicates the line is shorted.

« N/A indicates the field does not apply to the alarm.

Processing

Displays the following operator processing states:

< Active: the alarm has not been acknowledged by an
operator.

* Pending: the alarm has been acknowledged by an
operator but not removed.

* Completed: the alarm has been removed but the alarm
input is waiting for a physical reset.

e Purged: the alarm has been removed but the alarm input is
waiting for a physical reset.

« Bumped: the alarm has not been acknowledged within a
specified time and has been sent to one or more specified
Picture Perfect workstations.

* Notified: used by Network Alarm Notification (NAN) in a
Picture Perfect Enterprise system. alarms that are received
by the alarm monitor (on a subhost), but are not
acknowledged in a defined amount of time, and are
forwarded (through a login window) to a pre-defined
terminal on the network host.

« Remote Notified: used by Remote Alarm Notification
(RAN).

Refer to the Picture Perfect Administration Guide for more

information.

Count

Displays number of times the alarm has been set and reset.

Status Bar

Total Alarms

Displays the total number of alarms received. This includes
alarms generated by the access control system and Facility
Commander.

Unacknowledged

Displays the total number of alarms that are unacknowledged.

Highest Priority

Displays the highest priority number of the alarms. The alarm
priority is defined in Picture Perfect.

Window Filter lcon

Displays an icon indicating the operator has reduced the
number of facilities in their view. When all of the facilities are
selected, the icon no longer displays on the status bar.

Refer to Changing Window Name and Contents on page 211
for instructions to add window titles.
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Table 79. Alarm Monitor descriptions (Continued)

Element Description
Ser_ver Connection Displays an icon indicating if the system with the Alarm
Indicator Monitor is connected to the Facility Commander server.
« Green indicates the system is communicating with the
server.

* Red indicates the system is no longer communicating with
the Facility Commander server.

Customizing the Alarm Monitor

The Alarm Monitor displays a window title, multiple time zones, and can
be configured to automatically launch a Video Console. For more
information, refer to the following sections:

e Changing Window Name and Contents
« Display Multiple Time Zones
e Launch Video Automatically on page 214

Changing Window Name and Contents

Use the Window Filter shown in Figure 137 to modify the current display
of items in the navigation pane; allowing an operator to view specific
records, such as those from New York and not from Boston or Chicago.

When an operator does not have permission to modify the items in the
window filter, the items are disabled. The operator is able to view the
items displayed in the window, but not able to make any selections.

» To filter items from view in the client applications, follow these
steps:

1. From the View menu, select Window Filter. The Window Filter
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Page 212

window in Figure 137 displays.

fi-“;‘i\b‘indnw Filter

Custom Title:

|Boca Raton FL Faciiy

Facilities:

[ Systern Administrator Context
% v Global Facility
[¥] CHICAGO
©-[v] East Coast Region
[¥¥] NEW YORK
[¥] Sample Permissions and Contexts Facility
[v] Sample Region Facility
@~ [v] Unassigned Items Facility
@~ [v] West Coast Region

| Save | | Cancel | | Help

Figure 137. Window Filter window

2. Use the Custom Title field to identify a title to display on the Video
Console title bar. Maximum number of characters is 256.

3. Select the check boxes to indicate the items you want to display in
the client applications. A check mark indicates the item is
selected. Clear the check boxes to remove the items from view.

4. Click Save. The Alarm Monitor displays a window filter icon in the
status bar indicating the operator has reduced the number of

facilities in their view.

Display Multiple Time Zones

The Alarm Monitor can display up to four columns of time zones, which
include GMT, operator, server, and device. The device time zone
represents the time zone of the devices associated with the alarm event.

» To change time zones, follow these steps:

1. From the View menu, select Options. The Alarm Monitor Options
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window shown in Figure 138 displays.

Alarm Monitor Options x|

[ Columns_|Setup|

[C] GMT Time

[v] Operator Time
[C] Server Time
[C] Device Time

[_] Event Type

| Save | | Cancel | | Help |

Figure 138. Alarm Monitor Options window — Columns tab

2. On the Columns tab page, select the check boxes indicating
which time zones to display on the Alarm Monitor. A check mark
indicates the item is selected. Clear the check boxes to remove
the column.

3. Click Save. If you decide not to make any changes, click Cancel.

Table 80. Monitor Options description

Field Name Description

GMT Time Displays Greenwich Mean Time. This is the default
setting.

Operator Time Displays the time for the operator’s location.

Server Time Displays the time for the server’s location. This may be

different from the Operator or Device time.

Device Time Displays the time for the device’s location.

Event Type Displays the event type general category.
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Launch Video Automatically

» To automatically launch the video popup window, follow these
steps:

1. From the View menu, select Options. The Alarm Monitor Options
window as shown in Figure 139 displays.

Alarm Monitor Options x|
Columns || Setup |

[v] Auto Video Popup Enabled

| Save | | Cancel | | Help |

Figure 139. Alarm Monitor Options window — Setup tab

2. Select the Setup tab page and select the Auto Video Popup
Enabled check box to automatically launch a Video Console
window.

- Clear the check box if you do not want to a Video Console
window to launch when an alarm is generated.

- If you are unable to change the setting, refer to Auto Alarm
Video Popup Priority Range on page 51 or verify the operator’s
permissions setting.

3. Click Save.
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Responding to Alarms

The Alarm Monitor window allows operators to respond to incoming
alarms by using the Alarm Response window shown in Figure 140 on
page 216. An operator launches the Alarm Response Window by double-
clicking the alarm on the Alarm Monitor or selecting Acknowledge from the
Actions menu.

Using the Alarm Response window, an operator can acknowledge,
remove, or purge an alarm.

» Instructions for alarms are generated by and retrieved from the
access control systems.

« If there are multiple Picture Perfect systems, the appropriate
system supplies the instructions for the alarms.

Operators can select a pre-defined alarm response or type a response in
the Alarm Response window.

Alarm Response Required

Depending on the system parameters, an operator can be required to
enter a response before removing an alarm.

An alarm priority range is identified and any time an alarm event occurs
within the range, an operator will be required to enter a response. If a
priority range is not specified, alarms can be acknowledged without
entering a response in the Alarm Response window.

If the operator does not enter the required response, the Remove and
Purge alarm action will be ignored until a response is provided.

Facility Commander Administration Guide Page 215



Chapter 10 Using the Alarm Monitor

%- AP 100101 BOCA COMPUTER ROOM: DODR FORCED OPEN | Al ﬂ

oGBS 8-

Alarm Response |

Instructions:

Mo alarm instructions.

MANAGER

Responses to Date:
admin 01/16/04 13:54:31 EST AREAFLOODED
admin 01/16/04 13:54:46 EST CALLED DEPARTMENT

Enter New Resy

Select Responses -

" Purge " Cancel

Figure 140. Alarm Response window
Table 81 lists and describes the elements in the Alarm Response window.

Table 81. Alarm Response elements and descriptions

Element

Description

Title Bar

Displays alarm source, type, and a custom window
title, if configured to do so.

Control Toolbar

Use the to issue commands, such as the default action
or access the action menu. Refer to Control Toolbar on
page 209 for more information.

Instructions

Displays alarm instructions, such as who to call or who
to dispatch to the area.

< Alarm instructions for Picture Perfect generated
alarms are defined in the source system. Up to five
messages can be assigned to each alarm.

« Alarm instructions for Facility Commander
generated alarms are defined in Facility
Commander.

Responses to Date

Displays all the responses to the alarm event up to the
current time. The operator’s user name, the date and
time of the response, and the response text displays.

Enter New
Response

Use to enter a custom text response. Use up to 255
characters. Avoid using quote marks () in the text, as
this character is not recognized by Picture Perfect.
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Table 81. Alarm Response elements and descriptions (Continued)

Element

Description

Buttons

Acknowledge

Click Acknowledge after entering a response. The
alarm remains on the Alarm Monitor and processing
state changes from Active to Pending.

Remove

Click Remove when all the responses have been
recorded and the alarm is no longer being
investigated.

The processing state changes to Completed. The
alarm is not removed from the Alarm Monitor until the
alarm is reset. If the alarm is not reset, it will continue
to display.

Purge

Click Purge to remove the alarm from the Alarm
Monitor, regardless of the alarm state. The action is
allowed only if you have the correct permissions.
Contact your system administrator to make changes.

Cancel

Click Cancel to return to the Alarm Monitor window.
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Chapter 11. Using the Event Monitor

This chapter introduces the Facility Commander Event Monitor and
describes its features. It also describes how to use the Event Monitor to
display different time zones and event types. the Event Monitor displays
icons indicating video clips and site plans are available.

In this chapter:
a Overview on page 220
A Navigating the Event Monitor on page 220
Setting Event Monitor Options on page 226

Changing the Event Types Filter on page 227
Customizing Window Name and Contents on page 230
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Overview

The Event Monitor is a multi-functional client application that allows you to
view alarm, badge, and system events. On the Event Monitor, alarm
events (alarms and resets) are displayed as individual transactions. In
contrast, the Alarm Monitor displays alarm events as a single transaction
which is updated when the the status of the alarm changes.

Column headings change depending on the type of event. The Event
Monitor always displays Indicators, Device Time, Event Type,
Description, and Location. Refer to the following sections for a description
of the column headings:

« Alarm Events List on page 223
« Badge Events List on page 224
e System Events List on page 225

New events appear at the bottom of a scrollable list. Only the last 1000
events appear on the list, after which the oldest events are removed.

Navigating the Event Monitor

» To open the Event Monitor, follow these steps:

1. Launch the Facility Commander Launcher window, select Launch
and Event Monitor, or select the Event Monitor icon from the
Viewers toolbar.

2. The Event Monitor shown in Figure 141 on page 221 displays.
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Column Headings

Tltle Bar —> gEvenl Monitor 1

Window Action View Help
Indicators \ Device Time | Event Type | \ | | | |

=] 01014504 20:35:5.|Bystem hiedia Action Event AP 200401 MY TRAIMNING ROOM|Alarm MY Cam ...|DOOR FORCED OFEM fod
0114004 20:35:5... |Alarm DOOR FORCED OPEM AP 201300 MY B2 ACCOUNTI.. |Alarm Active 10
01014504 20:35:5. | Alarm DOOR FORCED OPEM AP 201401 MY B2 DATA CENT... |Alarm Active 10

[ ] 0114004 20:35:5... |Alarm DOOR FORCED OPEM AP 200100 MY LOBEY EAST Alarm Active 10

01014504 14:35:5. | Bystem Access Points Set Digital Wideo  |Video Ta... |[Destination=MY Cam 10

=] 0114004 20:35:5...|System hedia Action Event AP 200100 NY LOBEY EAST Alarm MY Cam ..\ DOOR FORCED OPEN

(%] 01014504 20:35:5. | Alarm DOOR FORCED OPEM AP 200101 MY COMPUTER R... |Alarm Active 10

01114504 15:35:5...|System Access Points Set Digital ¥ideo  |Video Ta...|[Destination=MNY Cam 10...
01014504 14:35:5. | Bystem Access Points Set Intercom Make Call |[OriginatingStationld=MY.
0114004 20:35:5... |Alarm DOOR FORCED OPEN AP 200200 MY SHIPPING DOCK|Alarm Pending |10

=] 01014504 20:35:5.|Bystem hiedia Action Event AP 200101 MY COMPUTER R... |Alarm MY Cam ...|DOOR FORCED OFEM
0114004 15:35:5... |Alarm DOOR FORCED OPEN AP 200301 MY CONFEREMCE... |Alarm Active 10
01014504 14:35:5. | Bystem Access Points Set Digital Wideo  |Video Ta... |[Destination=MY Cam 10
0114004 15:35:5... |Alarm DOOR FORCED OPEM  |AP 200400 NY LIBRARY Alarm Active 10

=] 01014504 20:35:5.|Bystem hiedia Action Event AP 200301 MY COMFEREMCE... |Alarm MY Cam ...|DOOR FORCED OFEM
0114004 15:35:5... |Alarm DOOR FORCED OPEN AP 200401 MY TRAINING ROOM |Alarm Active 10
01114104 158:35:5 .. |System Access Points Set Digital video  |Camera .. |[Destination=MNY Carn 10
0114004 20:35:5... |Alarm DOOR FORCED OPEN AP 201100 MY B1 NORTH STA... |Alarm Active 10

=] 01014504 20:35:5.|Bystem hiedia Action Event AP 200401 MY TRAIMNING ROOM|Alarm MY Cam ...|DOOR FORCED OFEM
0114004 20:35:5... |Alarm DOOR FORCED OPEM AP 201201 MY B1 WEST STAIR |Alarm Active 10
01014504 20:35:5. | Alarm DOOR FORCED OPEM AP 201300 MY B2 ACCOUNTI... |Alarm Active 10
0114004 20:35:5... |Alarm DOOR FORCED OPEN AP 201401 MY B2 DATA CENT... |Alarm Active 10

Status Bar—p

Figure 141. Event Monitor window

Table 82 lists and describes the elements on the Event Monitor interface.

Table 82. Event Monitor description

Element Description

Title Bar Displays the title Event Monitor and the window instance number,
since you may open more than one occurrence of the Event Monitor.

Refer to Managing Multiple Windows on page 20 for more information.

Indicators Displays icons representing site maps and video associated with the
alarm event.
« Displays an X to indicate communication with the Picture Perfect
server has been lost.

 Click the globe icon to launch the Graphics Viewer displaying the
default site plan. Refer to Editing Access Points on page 76 for
information about associating a site plan to an alarm event.

* Click the camera icon to launch the Video Console. The most
recent video clip displays.
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Page 222

Table 82. Event Monitor description

Element

Description

Device Time

View the time an event occurred in one or more of the following four
time stamps:

¢ GMT: Greenwich Mean Time.

» Operator (Default): location of the operator.

« Server: location of the server.

« Device: location of the device associated with the event.

The format is month, day, year, hour, minute, and seconds (mm/dd/yy
hh:mm:ss). For example: 12/10/02 16:28:04. The date format may
change depending on the operator’s locale.

Mapped Event
Types

There are three types of events: alarm, badge, and system. Refer to
the following sections:

< Alarm Events List on page 223
« Badge Events List on page 224
» System Events List on page 225

Description Description of the event.

Status Bar

Window Filter Displays an icon indicating the list of available Facility Commander

Icon facilities has changed. When the facilities have been reset, the icon no
longer displays on the status bar.
Refer to Customizing Window Name and Contents on page 230 for
instructions to add window titles.

Server _ Displays an icon indicating if the system with the Event Monitor is

Connection connected to the Facility Commander server.

Indicator < Green indicates the system is communicating with the server.

* Red indicates the system is no longer communicating with the
Facility Commander server.
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Alarm Events List

Refer to Table 83 for a description of the column headings that display for

alarm events.

Table 83. Event Monitor Alarm Events description

Element Description
Alarm State
Alarm Alarm point is in an active state.
Reset Alarm point has been reset.
Tamper The wiring to the alarm point has either been cut or
shorted.
Processing
Active The alarm has not been acknowledged by an operator.
Pending The alarm has been acknowledged by an operator but not
removed.
Completed The alarm has been removed but the alarm input is waiting
for a physical reset.
Purged The alarm has been removed but the alarm input is waiting
for a physical reset.
Bumped The alarm has not been acknowledged within a specified
time and has been sent to one or more specified Picture
Perfect workstations.
Notified Used by Network Alarm Notification (NAN) in a Picture
Perfect Enterprise system. alarms that are received by the
alarm monitor (on a subhost), but are not acknowledged in
a defined amount of time, and are forwarded (through a
login window) to a pre-defined terminal on the network
host.
Remote Used by Remote Alarm Notification (RAN).
Notified
Priority
Alarm

Displays a value only when the event type is alarm. The
range is 1 to 500. Alarms with a priority of one have the
highest priority.
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Badge Events List

Refer to Table 84 for a description of the column headings that display for
badge events.

Table 84. Event Monitor Badge Events description

Element Description
First Name Displays the first name of the badgeholder.
Last Name Displays the last name of the badgeholder.

Employee Number  Displays the employee number of the badgeholder.
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System Events List

Refer to Table 85 for a description of the column headings that display for
system events.

Table 85. Event Monitor System Events description

Element Description
Video
Mapped Event Displays the location of the event
Location
Mapped Event Displays the event state.
State
Video Token ID Displays the video token ID associated with the recorded
video clip.
Intercom
From Extension Enter the intercom extension number. Refer to Adding

Intercom Stations on page 241 for more information.

Station Description | Enter the intercom station description. Refer to Adding
Intercom Stations on page 241 for more information.

To Extension Enter the intercom extension number to be dialed.

Station Description | Enter the intercom extension number of the station being
dialed.
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Setting Event Monitor Options

» To set the options, follow these steps:

1. From the View menu, select Options. The Event Monitor Options
window in Figure 142 displays.

Event Monitor Options ﬂ

| Columns

[¥] GMT Time

[v] Operator Time
[v] Server Time
[V] Device Time

[v] Event Type

| Save | | Cancel |

Figure 142. Event Monitor Options window

2. Select the check boxes to indicate the time stamps you want to
display on the Event Monitor. The default setting is all check
boxes are selected. A check mark indicates the time stamp is
selected.

- Clear the check boxes to remove the time stamp from view.
3. Select the check box to display the column on the Event Monitor.
4. Click Save.
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Changing the Event Types Filter

» To filter the event types from view, follow these steps:

1. From the View menu, select Event Type Filter. The Event Monitor
Filter window in Figure 143 displays.

Evenl Type Filter x|

| Event Type |
Access Control System Comm Failure
Analog Switcher Offline

Door Forced Alarm

Dioor Held Alarm

Door Prealarm

OWR Communications Alarm

Input Alarm

Intercom Exchange Camm Failure Alarm
Intercam Exchange Reset Alarm
Intercom Exchange Reset Alarm Event
Intercam Master Busy

Intercom Master Call Answered
Intercom Master Call Connected
Intercam Master Call Ringing

Intercam Master Call To Busy

Intercom Master Call To Private

Intercom Master Disconnected

Intercom Master Reset

Intercam Suhstation Busy

Intercom Substation Call Answered
Intercom Substation Call Button Alarm
Intercom Substation Call Buttan Event
Intercom Substation Call Connected
Intercam Suhstation Call Ringing
Intercam Suhstation Call To Busy
Intercom Substation Call To Private
Intercom Substation Disconnected
Intercom Substation Reset
Intrusion Area Alarm Event
Intrusion Area Armed
Intrusion Area Auto Armed
Intrusion Area Auto Disarmed
Intrusion Area Disarmed
Intrusion Area Disarmed Durin
Intrusion Area Failed To An
Intrusion Area Stat

(0 5 e . e o o

Figure 143. Event Type Filter

2. Select the check boxes to indicate the event types you want to
display on the Event Monitor. A check mark indicates the event
type is selected. Refer to Table 86 on page 228 for a complete list
of event types.

- Clear the check boxes to remove the event types from view.
3. Click OK.
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Event Types List

Table 86 lists the event types that display on the Event Monitor.

Table 86. Event Monitor Event Types

Event Types

Event Types

Access Control Comm Failure

Intercom Substation Reset

Analog Switcher Offline

Intrusion Area Alarm Event

Door Forced Alarm

Intrusion Area Armed

Door Held Alarm

Intrusion Area Auto Disarmed

Door Prealarm

Intrusion Area Disarmed During Alarm

DVR Communications Alarm

Intrusion Area Failed To Arm

Input Alarm

Intrusion Area State Armed All Clear

Intercom Exchange Comm Failure Alarm

Intrusion Area Armed and In Alarm

Intercom Exchange Reset Alarm

Intrusion Area Armed and In Alarm Event

Intercom Exchange Reset Alarm Event

Intrusion Area State Disarmed

Intercom Master Busy

Intrusion Area Unknown

Intercom Master Call Answered

Intrusion Battery Test Failure

Intercom Master Call Connected

Intrusion Battery Test Finish

Intercom Master Call Ringing

Intrusion Battery Test Start

Intercom Master Call To Busy

Intrusion DGP Main Power Failure Alarm

Intercom Master Call To Private

Intrusion DGP Offline Alarm

Intercom Master Call Disconnected

Intrusion DGP Siren Monitor Failure Alarm

Intercom Master Reset

Intrusion DGP Tamper Alarm

Intercom Substation Busy

Intrusion Input Alarm

Intercom Substation Call Answered

Intrusion Input Alarm Event

Intercom Substation Call Button Alarm

Intrusion Input Bypassed

Intercom Substation Call Button Alarm Event

Intrusion Input Bypassed Alarm

Intercom Substation Call Connected

Intrusion Input Detector Dirty

Intercom Substation Call Ringing

Intrusion Input Detector Low Battery

Intercom Substation Call To Busy

Intrusion Input Detector Supervision
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Table 86. Event Monitor Event Types (Continued)

Event Types

Event Types

Intercom Substation Call To Private

Intrusion Input Fault

Intercom Substation Disconnected

Intrusion Input Fault Alarm

Intrusion Input Holdup At Night

Intrusion Input Holdup At Night

Intrusion Input Tamper

Intrusion Input Tamper

Intrusion Input Tamper Alarm

Intrusion Input Tamper Alarm

Intrusion Keypad Bypassed Alarm

Invalid Badge Event

Intrusion Keypad Offline Alarm

Logical Input Alarm

Intrusion Keypad Tamper Alarm

Intrusion Input Tamper Alarm

Intrusion Low Panel Battery

Lost Badge Alarm

Intrusion Panel Burglar Alarm Cancelled

Mapped Event Action Audit

Intrusion Panel Code Entered

Media Action Event

Intrusion Panel Exit Fault

Motion Detection Alarm

Intrusion Panel Main Power Failure

Reader Supervised Exit Alarm

Intrusion Panel Main Power Failure Alarm

Remote Media Server Comm Failure

Intrusion Panel Offline Alarm

Lost Badge Alarm

Intrusion Panel Tamper

Supervised Reader Alarm

Intrusion Panel Tamper Alarm

Suspended Badge Alarm

Intrusion Siren Monitor Failure

Table Rollover Event

Intrusion Siren Monitor Failure Alarm

Unknown Badge Alarm

Invalid Badge Alarm

Valid Badge Event

Intrusion Input Holdup At Night

Video Loss Alarm

Intrusion Input Tamper

Supervised Reader Alarm

Suspended Badge Alarm
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Customizing Window Name and Contents

Use the Window Filter shown in Figure 144 to modify the current display
of items displayed in the navigation pane; allowing an operator to view
specific records, such as those from New York and not from Boston or
Chicago.

When an operator does not have permission to modify the items in the
Window Filter, the items are disabled. The operator is able to view the
items displayed in the window, but is not able to make any selections.

» To filter items from view in the navigation pane, follow these steps:

1. From the View menu, select Window Filter. The window filter in
Figure 144 displays.

indow Filter

Custom Title:
|Boca Raton FL Facility |

Facilities:
= System Administrator Context
§ [V] Global Facility
[¥] CHICAGO
©- [v] East Coast Region
[¥] NEW YORK
[v] Sample Permissions and Contexts Facility
[v] Sample Region Facility
@ [v] Unassigned ltems Facility
@ [v] West Coast Region

| Save | | Cancel | | Help

Figure 144. Window Filter window

2. Use the Custom Title field to identify a title to display on the Video
Console title bar. Maximum number of characters is 256.

3. Select the check boxes to indicate the items you want to display in
the navigation pane of the client application. A check mark
indicates the item is selected.

- Clear the check boxes to remove the items from view.

4. Click Save. The Event Monitor displays a window filter icon in the
status bar indicating the list of items has changed
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Chapter 12. Configuring Intercom
Devices

This chapter describes how to configure intercom exchanges and
intercom stations.

Readers should be knowledgeable about hardware configuration for the
intercom equipment. Refer to the vendor’s documentation for instructions
to install and configure the equipment.

In this chapter:
Overview on page 232
%% Configuring Intercom Exchanges on page 233
= Configuring Intercom Stations on page 240
Tips for Creating Symbol Schemes on page 246

Facility Commander Administration Guide Page 231



Chapter 12 Configuring Intercom Devices

Overview

The intercom feature in Facility Commander allows operators to connect
calls from substations to master stations. Using the Graphics Viewer,
operators can view intercom call station events on graphic displays.

Terminology

Facility Commander uses these terms to describe intercom devices:

Exchange Intercom hardware, which is typically located in the
control center and serves as a switch to physically
connected devices.

Mas_ter Intercom which is typically located at an operator’s
Station workstation. The master station has a keypad.

Substation Intercom which is typically located at door entrances.
The substation has a button, which is used to
communicate, but does not have a keypad.

Checklist

A system administrator should use the checklist below to implement the
intercom feature in Facility Commander.

v Configure the intercom exchange. Refer to Adding an Intercom
Exchange on page 234 for more information.

v Configure intercom stations. Refer to Adding Intercom Stations
on page 241 for more information.

v Create a symbol scheme with intercom devices to use on a
graphic display. Refer to Creating Symbol Schemes on page
285 for more information.

v Create a graphic display and place symbols representing
intercom devices. Refer to Creating Graphic Displays on page
299 for more information.
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Configuring Intercom Exchanges

Use the Intercom Exchanges page to add, edit, copy, and delete intercom
exchange records. Refer to the following sections for instructions:

* Viewing Intercom Exchanges on page 233
e Adding an Intercom Exchange on page 234

Viewing Intercom Exchanges

» To view intercom exchange records, follow these steps:

1. Select Device Management.

2. Select Intercom Exchanges. The Intercom Exchanges page
shown in Figure 145 on page 233 displays.

Intercom Exchanges
Search:l GDl

Instructions
Wiew, edit, add or delete intercom exchanges.

| Add Intercom Exchange I dPage1oflb  Goto I GDl Iterns per Page |15 "I

- Reference ID | IP Address or Host Mame | Exchange Number
s} ﬁ AlphaCorn Exchange |MNY Intercom Exchange 3.18.100.1 a000

Figure 145. Intercom Exchanges page
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Adding an Intercom Exchange

» To add an intercom exchange, follow these steps:

1. Select Device Management, and then Intercom Exchanges.
The Intercom Exchanges page displays.

2. Click Add Intercom Exchange. The Configure Intercom
Exchange page as shown in Figure 146 displays.

Configure Intercom Exchange

Instructions
View or edit the intercom exchange.

Intercom Exchange Information

Tag Mame
* ||
Description
IReferenc:e s
|
BT ddresses | Advanced | Alarms || Facility |
Model
* |AlphaCom =l
Facility Commander Server
* |Faci|ityCommanderServer j
Time Zone
* | (GMT+D0:00) GMT [GMT) =l

Cancel |

Figure 146. Configure Intercom Exchanges page

3. Enter the information described in Table 87. A check mark
indicates a required field. Continue to add information on the
tabbed pages.

4. Click Submit to save the record.

Table 87. Configure Intercom Exchange fields and descriptions

Field Name REQ Description
Tag Name v Enter a unique name to identify the item. Use 2-36 characters.
Description Enter a description for this item. Use 1-100 characters. The

description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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Model Tab

Advanced Alarms Facility

|AIphaCDmDriver

Facility Commander Server
* |Faci|ityCommanderServer j
Time Zone

* | (GMT+D0:00) GMT [GMT) =l

Figure 147. Configure Intercom Exchanges — Model tab

5. Select the Model tab as shown in Figure 147 and enter the
information described in Table 88. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 88. Configure Intercom Exchange fields and descriptions

Field Name REQ Description

Model v Use the drop-down list to select the intercom exchange
model name.

Facility Commander ¢/ Use the drop-down list to select the Facility Commander

Server server that controls communication with this intercom
exchange.

Time Zone v Use the drop-down list to select the time zone where this

device is located. This time zone displays on the Alarm
Monitor and Event Monitor. The default time zone setting
is GMT.
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Addresses Tab

Model _| Addresses | Advanced

Exchange MuFmie

IF Address or Host Mame
* |

Alarms Facility

Port
* |

Figure 148. Configure Intercom Exchanges — Addresses tab

6. Select the Addresses tab as shown in Figure 148 and enter the
information described in Table 89. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 89. Configure Intercom Exchange fields and descriptions

Field Name REQ Description

Exchange Enter an exchange number only when there are multiple
Number intercom exchanges with overlapping station numbers.
IP Address or v Enter the intercom station IP address or host name. The
Host Name host name is case-sensitive.

Port v Enter the port number.
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Advanced Tab

Model Addresses Facility

Status Polling Interval {(seconds)

* |30

Command Retry Interval {seconds)

* |30

Figure 149. Configure Intercom Exchanges — Advanced tab

7. Select the Advanced tab as shown in Figure 147 and enter the
information described in Table 90. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 90. Configure Intercom Exchange fields and descriptions

Field Name REQ Description

Status Polling Interval v Enter the number of seconds to wait before Facility

(seconds) Commander polls the intercom device. The default value is
15 seconds.

Command Retry v Enter the number of seconds to wait before trying to

Interval (seconds) reconnect to the Facility Commander server. The default

value is 30 seconds.
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Alarms Tab

Model || Addresses ||

Intercom Exchange Comm Failure Alarm

Facility

| IntercomExchangeProfile j

Intercom Exchange Reset Alarm

| IntercomExchangeResetProfile j

Figure 150. Configure Intercom Exchanges — Alarms tab

8. Select the Alarms tab as shown in Figure 148 and enter the
information described in Table 91. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 91. Configure Intercom Exchange fields and descriptions

Field Name REQ Description

Intercom Exchange Use the drop-down list to select the appropriate alarm
Comm Failure profile when the intercom exchange is no longer

Alarm communicating with the Facility Commander server.
Intercom Exchange The intercom exchange can reset itself and if it does, this
Reset Alarm alarm is generated.
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Facility Tab

Model || Addresses || Advanced || Alarms |m

Assigned to

Available

BOCA RATOM -
CHICAGD

DALLAS

East Coast Region

Global Facility

LS ANGELES

MEW Y ORE

PP GLOBAL

Sample Permissions and Contexts Facility
Sample Region Facility x|

Figure 151. Configure Intercom Exchanges — Facility tab

9. Select the Facility tab as shown in Figure 151 and enter the

information described in Table 92. A check mark indicates a
required field.

Table 92. Configure Intercom Exchange fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-only
field and cannot be edited.

Available v Use to assign or change the facility membership for this item.

The facilities that display in this list depend on the operator’s
context and permissions.

« To assign the item to more than one facility, select the first
facility and press the Ctrl key while selecting the other
facilities. The selected facilities are highlighted. Click
Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to all the listed facilities, select the first
facility in the list, press the Shift key and select the last
facility in the list. All the facilities are highlighted. Click
Submit.
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Configuring Intercom Stations

Use the Intercom Stations page to add, edit, copy, and delete intercom
station records. Refer to the following sections for more information:

* Viewing Intercom Stations
e Adding Intercom Stations on page 241

Viewing Intercom Stations

» To view intercom stations, follow these steps:

1. Select Device Management.

2. Select Intercom Stations. The Intercom Stations page as shown
in Figure 145 displays.

Intercom Stations
Search:l GDl

Instructions
Yiew, edit, add or delete intercom stations.

| Add Intercom Station I 4Page Lof 1k Goto I GDl Iterns per Page I‘]E vl

Reference Haster Intercom
-m

Wy Bldg 1 Intercom My Bldg 1 Intercom in 6300 F\IphaCom

Lobby Exchange

Main Intercom alphaCom

Ty | B v Intercom Bldg 1_Master Sy oo Bl 4 6200 fes Exchange

Figure 152. Intercom Stations list page
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Adding Intercom Stations

» To add an intercom station, follow these steps:

1. Select Device Management, and then Intercom Stations. The
Intercom Stations page displays.

2. Click Add Intercom Station. The Configure Intercom Station page
as shown in Figure 153 displays.

Configure Intercom Station

Instructions
View or edit the intercom station.,

Intercom Station Information
Tag Mame

* |NY Intercam Bldg 1_taster

Description

|Main Intercom Systern in Bldg 1

Reference ID

General I Monitoring || Alarms || Facility |

Intercom Exchange
* |AlphaCom Exchange =l
Extension

* 5200

¥ Master Station
Time Zone

* | (GMT+D0:00) GMT [GMT) =l

Cancel |

Figure 153. Configure Intercom Station page

3. Enter the information described in Table 93. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 93. Configure Intercom Station fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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General Tab

ange

* |AIphaCom Exchange =l
Extension

* 5200

Facility

Monitoring

¥ Master Station
Time Zone

* | (GMT+D0:00) GMT [GMT) =l

Figure 154. Configure Intercom Station — General tab

5. Select the General tab as shown in Figure 154 and enter the
information described in Table 94. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 94. Configure Intercom Station fields and descriptions

Field Name REQ Description

Intercom Exchange ¢/ Use the drop-down list to select the intercom exchange
switch physically connected to the intercom station.

Extension v Enter the extension number of the intercom station.

Master Station Select this check box to indicate if this is a master

intercom station.

Time Zone v Use the drop-down list to select the time zone where this
device is located. This time zone displays on the Alarm
Monitor and Event Monitor. The default time zone setting
is GMT.
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General

Monitoring Tab

Graphic Display

Facility

| N Floor 02 =l
Camera

| N Cam 100 =l
Preset

| N Camn 100 PS 01 =l
Access Point

| AP 200101 NY COMPUTER ROOM =l

Figure 155. Configure Intercom Station — Monitoring tab

6. Select the Monitor tab as shown in Figure 154 and enter the
information described in Table 95. A check mark indicates a
required field. Continue to add information on the tabbed pages.

7. Click Submit to save the record.

Table 95. Configure Intercom Station fields and descriptions

Field Name

REQ

Description

Graphic Display

Use the drop-down list to create the default action for the
device. When an operator uses the Control Toolbar, this
graphic display will be listed.

Refer to Control Toolbar on page 209 for more information.

Camera Use the drop-down list to create the default action for the
device. When an operator uses the Control Toolbar, this
camera will be listed.

Refer to Control Toolbar on page 209 for more information.

Preset Use the drop-down list to create the default action for the

device. When an operator uses the Control Toolbar, to
select the camera, the camera will move to this preset
position.

Refer to Control Toolbar on page 209 for more information.

Access Point

Use the drop-down list to create the default action for the
device. When an operator uses the Control Toolbar, this
access pointed will be listed.

Refer to Control Toolbar on page 209 for more information.
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Alarms Tab

General || Monitoring Facility

Intercorn Substation Call Button Alarm

Figure 156. Configure Intercom Station — Alarms tab

8. Select the Alarms tab as shown in Figure 156 and enter the
information described in Table 96. Continue to the next tabbed
page. A check mark indicates a required field.

Table 96. Configure Intercom Station fields and descriptions

Field Name REQ Description

Intercom Use the drop-down list to select the appropriate alarm
Substation Call profile to generate when someone presses the intercom
Button Alarm call button. No alarm is generated if this is not selected.

Do not select this alarm if this is a master station record.
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Facility Tab

Alarms _| Facility .

General | Monitoring

Assigned to
MNEW YORK

Available

BOCA RATOM
East Coast Region

* PP GLOBAL
Sample Permissions and Contexts Facility
Sample Region Facility
West Coast Region

Figure 157. Configure Intercom Stations — Facility tab

Select the Facility tab as shown in Figure 157 and enter the information
described in Table 97. A check mark indicates a required field.

Table 97. Configure Intercom Stations fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-
only field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Tips for Creating Symbol Schemes

Intercom stations have many states associated with them, such as
Intercom Master Call Answered, Intercom Master Call Connected,
Intercom Master Call Ringing, and many more.

Because there are so many states, a system administrator could have a
difficult time creating the symbol scheme and displaying the intercom
states correctly on the graphic displays.

To assist the system administrator in creating these symbol schemes, a
few examples are included:

e Intercom Exchange Symbol Scheme
* Intercom Master Station Symbol Scheme on page 247
* Intercom Substation Symbol Scheme on page 248

Intercom Exchange Symbol Scheme

Figure 158 shows a symbol scheme for an Intercom Exchange. In this
example, the Intercom Exchange Comm Failure Alarm is a red symbol
and all of the other states are green symbols, including the initial state
symbol. This helps to convey the online/offline status of the intercom
exchange.

A2 ymbol Editor = ] 4
Window File Help
[ECIESRESES
Symhbol Schemes: Scheme Hame: Initial State: Browse...
Intercom Exchange Intercom Exchange
Intercom Master Staton 0| —F—7—7— —— —7— | =
Intercom Sub Station Device Tyne:
State Association: [_] Initialty Transparent
State Atributes | State Conditions | symbols | active |
Intercam Exchange Comm Failure Alarm  |Reset m [v]
Intercormn Exchange Cornrm Failure Alarm — |Set [¥]
Intercorn Exchange Reset Alarm Set [¥]
o

Figure 158. Example Intercom Exchange Symbol Scheme

Facility Commander Administration Guide



Chapter 12 Configuring Intercom Devices

Intercom Master Station Symbol Scheme

Figure 159 shows a symbol scheme for an Intercom Master Station.

:"3‘;.:. ymbol Editor 48 -0 x|

Window File Help

BICIESIEE
Symhbaol Schemes: Scheme Name: Initial State: Browse...

ntercom Master Station ‘Intercom Master Statian |

Intercom Sub Station
Device Type: i
| Intercom Master Station - ‘
State Association: [_I Initialty Transparent

State Aftributes State Conditions Symhbols | Active |

Intercom Master Busy Set (|
Intercom Master Call Answered Set (J- [vi
Intercom Master Call Connected Set (Ji [vi
Intercom Master Call Ringing Set [vi
Intercom Master Call To Busy Set (J- [vi
Intercom Master Call To Private Set (Ji [vi
Intercom Master Disconnected Set (Ji [vi
Intercom Master Reset Set [

F

Figure 159. Example Intercom Master Station Symbol Scheme
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Intercom Substation Symbol Scheme

Figure 160 shows a symbol scheme for an Intercom Substation.

AR c. mbol Editor Z8[ -3 x]

Window File Help

EICTESRESE
Symbol Schemes: Scheme Name: Initial State: Browse..,

Intercam Master Station |Intercom Sub Station |

ntercom Sub Station
Device Type: .
| Intercom Substation 7 ‘
State Association: [C] Initialty Transparent

State Attributes State Conditions Symhbols | Active |

Intercom Substation Busy Set [
Intercom Substation Call Answered |Set . v
Intercom Substation Call Button Al |Reset [}

=l

Intercom Substation Call Button Al |Set

Intercom Substation Call Button E... |Set

=l

Intercom Substation Call Connect.. |Set

86
=l

Intercom Substation Call Ringing  |Set [
Intercom Substation Call To Busy  |Set [
Intercom Substation Call Ta Private |Set [}
Intercorm Substation Disconnected |Set . [
Intercorn Substation Reset Set [}

Figure 160. Example Intercom Substation Symbol Scheme
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Chapter 13. Configuring Intrusion
Devices

This chapter describes how to configure intrusion panels, intrusion areas,
and intrusion inputs. Instructions to connect the RS-232 cable are
included, as well as the parameters to configure the device server.

Readers should know how the current intrusion panel is configured. The
Facility Commander configuration should reflect the intrusion panel’s
internal configuration.

In this chapter:
Overview on page 250

7 N Connecting Intrusion Panels on page 251
Configuring Intrusion Panels on page 254
Configuring Intrusion DGPs on page 261
Configuring Intrusion Keypads on page 266
Configuring Intrusion Areas on page 271

Configuring Intrusion Inputs on page 276
Configuring Intrusion Outputs on page 281
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Overview

The intrusion feature in Facility Commander allows operators to view
intrusion areas using the Graphics Viewer, view alarms and events from
an intrusion panel, and arm or disarm an intrusion area. The following
sections describe the feature in more detail:

e Terminology

» Connecting Intrusion Panels on page 251

» Configuring Intrusion Devices on page 251

Terminology

The security industry sometimes uses different terminology to describe
intrusion devices. Facility Commander uses the terms defined below:

Area

A collection or group of input devices. An area
may be armed, which means that an alarm is
generated when the intrusion device is triggered.

Arm/Disarm

« The arm state means the inputs associated
with the area can generate alarms when an
input is active.

* The disarm state means the inputs will not
generate alarms even if the input is active.

Data Gathering
Panel (DGP)

A type of intrusion sub-panel that is part of the
ATS Intrusion system. The main intrusion panel
controls the DGP.

Input

An intrusion sensor such as a motion detector and
glass break detector. Also called point or zone.
Inputs are wired to a panel.

Keypad

A device used by the operator to control an
intrusion panel. Use the keypad to arm and disarm
areas.

Output

A relay device is used to control a light or siren.

Panel

A panel controls one or more areas. In this
release, only the ATS 4017 Intrusion Panel is
supported.
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Configuring Intrusion Devices

Refer to the checklist below for the configuration order to implement the
intrusion feature in Facility Commander.

v Connect Facility Commander server to the Tecom ATS 4017
Panel with the RS-232 internal communications board. Refer
to Connecting Intrusion Panels on page 251.

v Configure the intrusion panel. Refer to Configuring Intrusion
Panels on page 254.

v Configure the intrusion area for each area defined in the panel.
Refer to Configuring Intrusion Keypads on page 266 page.

v Configure the intrusion input defined for each panel. Refer to
Configuring Intrusion Inputs on page 276.

Connecting Intrusion Panels

Facility Commander supports both Ethernet connections and RS-232
connections to the AL 4017 Intrusion Panel. Refer to:

e Ethernet Connection

e RS-232 Connection on page 253

Ethernet Connection

Encryption is available for Ethernet connections. If you choose to use
encryption, enter the same encryption key as configured on the ATS
panel.

The ATS panel uses the UDP/IP protocol, which unlike TCP/IP is blocked
from passing through network routers by many IT Departments. The
Facility Commander server and ATS panel should be located on subnets
that allow UDP packets to be exchanged.

Configure this device using the Lantronix Device Installer application.
Table 98 lists the parameters.

Table 98. Device Installer Parameters

Device Installer Parameters

Serial Port Settings
Serial Protocol | RS-232
Speed | 4800

Character Size | 8

Parity | None
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Page 252

Table 98. Device Installer Parameters (Continued)

Device Installer Parameters

Stopbit | 1
Flow Control | None
Connect Mode Settings
UDP Datagram Mode | Di sabl e

Incoming Connection

Uncondi ti onal

Response

Not hi ng

Startup

No active connection
startup

Dedicated Connection

Local Port

Installers choice. Must match the
panel configuration.

Flush Mode Input Buffer (Lin

e to Network)

On Active Connection | Enabl e
On Passive Connection | Enabl e
At Time to Disconnect | Enabl e

Flush Mode Input Buffer (Network to Line)

On Active Connection | Enabl e
On Passive Connection | Enabl e
At Time to Disconnect | Enabl e
Packing Algorithm
Packing Algorithm | Di sabl e
Additional Settings
Disconnect Mode | | gnore
Check for Cntl-D | Di sabl e
Port Password | Di sabl e
Telnet Mode | Di sabl e
Inactivity Timeout | Enabl e
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RS-232 Connection

To communicate with an RS-232 device, you must use a Lantronix®
bridge, UDS100 Device server. This device allows messages sent by the
ATS panel's RS-232 connector to be received by the Facility Commander
ethernet connection.

If installers decide to provide their own RS-232 cable, they should
consider:

e The wire carrying the CTS (Clear-To-Send) signal on the RS-232
cable should be disconnected at the panel.

e The wires carrying the RTS/CTS (Request-To-Send) signal on the
RS-232 should be wired together at the panel.

« The cable should be constructed as a “null modem cable”, which is
also known as a crossover cable, This means the transmit and
receive signals should be crossed, so the transmit signal from the
panel becomes the receive signal at the other end of the cable.
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Configuring Intrusion Panels

Use the Intrusion Panels page to add, edit, copy, and delete records.
Refer to the following sections for instructions:

* Viewing Intrusion Panels
e Adding Intrusion Inputs on page 277

Viewing Intrusion Panels
» To view intrusion panels, follow these steps:

1. Select Device Management.

2. Select Intrusion Panels. The Intrusion Panels page as shown in
Figure 161 displays.

Intrusion Panels
Search:l GDl

Instructions
Yiew, edit, add or delete intrusion panels,

| AddIntrusion Panel | 4Page 1of1b  Go t.:.l Gul Items per PageI'ID -]

| |TagName  |Description |Reference ID Facility Commander Server
T | i | ATS Panel FCServer

Figure 161. Intrusion Panels page
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Adding Intrusion Panels

» To add an intrusion panel, follow these steps:

1. Select Device Management, and then Intrusion Panels. The
Intrusion Panels page displays.

2. Click Add Intrusion Panel. The Configure Intrusion Panel page
as shown in Figure 162 displays.

Configure Intrusion Panel

Instructions
View or edit the intrusion panel,

Intrusion Panel Information
Tag Mame

* |ATS Panel

Description

Reference ID

Model I Addresses || Advanced || Alarms || Facility |

Model

* |ATSPanel =l
Facility Commmander Server

* |feserver =l
Time Zone

* | (GMT+D0:00) GMT [GMT) =l
Command Retry Interval {seconds)

* |15
Maximurn Command Retry Atternpts

* |3

Cancel |

Figure 162. Intrusion Panel page

3. Enter the information described in Table 99. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 99. Intrusion Panel fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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Model Tab

| Advanced | Alarms

Addresses Facility

Mode

* |ATSPanel =l
Facility Commmander Server

* |feserver =l
Time Zone

* [ (GMT+D0:00) GMT (GMT) =l
Command Retry Interval {seconds)

* |15

Maximurn Cormmand Retry Attemnpts
* |3

Figure 163. Intrusion Panel — Model tab

5. Select the Model tab as shown in Figure 163 and enter the
information described in Table 100. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 100. Configure Intrusion Panel fields and descriptions

Field Name REQ Description

Model v Use the drop-down list to select the model name.
Facility Commander ¢/ Use the drop-down list to select the main Facility
Server Commander that controls communication with this

intrusion panel.

Time Zone v Use the drop-down list to select the time zone for this
server. This time zone displays on the Alarm Monitor and
Event Monitor. The default time zone setting is GMT.

Command Retry v Enter the number of seconds to wait before trying to
Interval (seconds) re-send a command, such as a query for status of outputs,
to the intrusion panel. The default value is two seconds.

Maximum v Enter the maximum number of times to try re-sending a
Command Retry command to the intrusion panel. The default value is three.
Attempts
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Addresses Tab

Plod | Addresses Advanced Alarms
IF Address or Host Mame

* |hct4intrusi0n2
Fort

* 3000
Fanel Address

* |23

Status Polling Interval {milliseconds)

* 500

Facility

Figure 164. Intrusion Panel — Addresses tab

6. Select the Addresses tab as shown in and enter the information
described in Table 101. A check mark indicates a required field.
Continue to enter information on the tabbed pages.

Table 101. Configure Intrusion Panel fields and descriptions

Field Name REQ Description

IP Address or v e Ethernet: Enter the IP address or host name of the

Host Name intrusion panel.

Port 4 < Ethernet: Enter the port number configured in the
intrusion panel, such as 3001

Panel Address v Enter the intrusion panel address.

Connection Type

Ethernet v Select this check box to use an Ethernet connection.
Status Polling v Enter the number of milliseconds indicating the frequency
Interval Facility Commander polls the intrusion panel. The range is
(Milliseconds) from 200 to 30,000 milliseconds.

The default value is 5,000 milliseconds.
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Advanced Tab

Model

User Mame

Addresses |[ Advanced | Alarms

Facility

Fassword

* |

Confirm Password

* |

r Encryption Enabled

Encryption Key

Figure 165. Intrusion Panel — Advanced tab

7. Select the Advanced tab as shown in Figure 162 and enter the
information described in Table 102. A check mark indicates a
required field. Continue to enter information on the tabbed pages.

Table 102. Configure Intrusion Panel fields and descriptions

Field Name REQ Description
User Name Enter a valid user name.
Password v Enter the password used to access the intrusion panel.

The password must match the password defined on the
intrusion panel. The password must be ten digits. The
format is: 0000000000.

The password must be correct because if Facility
Commander tries to connect using an incorrect password,
the intrusion panel locks out any further attempts. The
password will have to be reset by an intrusion support
engineer.

Confirm Password ‘/

Enter the password again for confirmation.

Encryption Enabled

Select this check box if you want to enable encryption
between Facility Commander and the intrusion panel.

Encryption Key
(Windows only.)

Obtain the encryption key from the vendor’s web site. The
format is: 000-000-000-000-000-000-000-000-000-000-
000-000-000-000-000-000.

There are 16 groups of three numbers, separated by a
hyphen.The range of numbers is from 000 to 255.

If the number 2 is given as part of the encryption key, you
must enter 002.
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Alarms Tab

Addresses Facility

Intrusion Panel Duress Code Entered Alarm

Intrusion Panel Main Pawer Failure Alarm

Intrusion Panel Offline Alarm

Intrusion Siren Maonitar Failure &larm

Intrusion Panel Tamper Alarm

Figure 166. Intrusion Panel — Alarms tab

8. Select the Alarms tab as shown in Figure 163 and enter the
information described in Table 103. A check mark indicates a
required field. Continue to the next tabbed page.

Table 103. Configure Intrusion Panel fields and descriptions

Field Name REQ Description
Intrusion Panel Use the drop-down list to select the appropriate alarm
Duress Code profile to use when a duress code has been entered.

Entered Alarm

Intrusion Panel Use the drop-down list to select the appropriate alarm
Main Power Failure profile to use when the intrusion panel main power
Alarm fails.
Intrusion Panel Use the drop-down list to select the appropriate alarm
Offline Alarm profile to use when the intrusion panel is offline.
Intrusion Siren Use the drop-down list to select the appropriate alarm
Monitor Failure profile to use when the intrusion siren monitor fails.
Alarm
Intrusion Panel Use the drop-down list to select the appropriate alarm
Tamper Alarm profile to use when someone tampers with an intrusion
panel.
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Facility Tab

Model || Addresses || Advanced || Alarms m)

Assigned to
INEWYORK

Available

BOCA RATOM
East Coast Region

Sample Permissions and Contexts Facility
Sample Region Facility
West Coast Region

Hold the Ctrl key down for multiple selection.
Figure 167. Intrusion Panel — Facility tab

9. Select the Facility tab as shown in Figure 167 and enter the
information described in Table 104. A check mark indicates a
required field.

Table 104. Configure Intrusion Panel fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-only
field and cannot be edited.

Available v Use to assign or change the facility membership for this item.
The facilities that display in this list depend on the operator’s
context and permissions.

« To assign the item to more than one facility, select the first
facility and press the Ctrl key while selecting the other
facilities. The selected facilities are highlighted. Click
Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

« To assign the item to all the listed facilities, select the first
facility in the list, press the Shift key and select the last
facility in the list. All the facilities are highlighted. Click
Submit.
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Configuring Intrusion DGPs

Use the Configure Intrusion DGPs (data gathering panel) page to add,
edit, copy, and delete records. Refer to the following sections for

instructions:

e Viewing Intrusion DGPs on page 261
e Adding Intrusion DGPs on page 262

Viewing Intrusion DGPs
» To view intrusion DGPs, follow these steps:

1. Select Device Management.

2. Select Intrusion DGPs. The Intrusion DGPs page as shown in
Figure 168 displays.

Intrusion DGPs
Search: I El

Instructions
View, edit, add or delete intrusion DGPs.

| Addintusion DGP | 1Page 1of 1 Go tc-l Gol Iterns per Page |1D -]

s} & DGR 10 Computer Lab ATS Panel 10

Figure 168. Intrusion DGPs page
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Adding Intrusion DGPs

» To add an intrusion DGP, follow these steps:

1. Select Device Management, and then Intrusion DGPs. The
Intrusion DGPs page displays.

2. Click Add Intrusion DGP and the Configure Intrusion DGP page
as shown in Figure 169 displays.

Configure Intrusion DGP

Instructions
View or edit the intrusion DGP.

Intrusion DGP Information
Tag Mame

* [DGP 10

Description

|ComputerLab

Reference ID

General I Alarms || Facility |

Intrusion Panel

* [ATS Panel =l
DGR Murnber
* |10

Submitl Cancel |

Figure 169. Configure Intrusion DGP page

Table 105. Configure Intrusion DGP fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or
wiring diagram. Use 1-20 characters.
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General Tab

Alarms || Facility |

Intrusion Panel

* | Intrusion Panel v
DGP Mumber
* 10

Figure 170. Configure Intrusion DGP — General tab

3. Select the General tab as shown in Figure 170. Enter the
information described in Table 106. A check mark indicates a
required field.

4. Click Submit to save the record.

Table 106. Configure Intrusion DGP fields and descriptions

Field Name REQ Description

Intrusion Panel v Use the drop-down list to select the appropriate
intrusion panel to use with this DGP.

DGP Number ‘/ Enter the DGP number.
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Alarms Tab

General

| atarms |

Intrusion DGP PametEypassed

Facility

Intrusion DGP Main Power Failure Alarm

Intrusion DGP Offline Alarm

Intrusion DGP Siren Monitor Failure &larm

Intrusion DGP Tamper Alarm

Figure 171. Configure Intrusion DGP — Alarms tab

5. Select the Alarms tab as shown in Figure 171. Enter the
information described in Table 107. A check mark indicates a

required field.

Table 107. Configure Intrusion DGP fields and descriptions

Field Name REQ

Description

Intrusion DGP
Panel Bypassed

Use the drop-down list to select the appropriate alarm
profile to use when the intrusion DGP panel is
bypassed. This is the generated alarm.

Intrusion DGP Main
Power Failure
Alarm

Use the drop-down list to select the appropriate alarm
profile to use when there is a DGP main panel failure.
This is the generated alarm.

Intrusion DGP
Offline Alarm

Use the drop-down list to select the appropriate alarm
profile to use when the DGP goes offline. This is the
generated alarm.

Intrusion DGP Siren
Monitor Failure
Alarm

Use the drop-down list to select the appropriate alarm
profile to use when the intrusion DGP siren monitor
fails. This is the generated alarm.

Intrusion DGP
Tamper Alarm

Use the drop-down list to select the appropriate alarm
profile to use when tampering with the DGP has
occurred. This is the generated alarm.
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Facility Tab

General Alarms Facility

Assigned to
Global Facility

Available

Global Facility
Sample Permissions and Contexts Facility
Sample Region Facility

Hold the Ctrl key down for multiple selection.

Figure 172. Configure Intrusion DGP — Facility tab

6. Select the Facility tab as shown in Figure 172 and enter the
information described in Table 108. A check mark indicates a
required field.

Table 108. Configure Intrusion DGP fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-

only field and cannot be edited.

Available v Use to assign or change the facility membership for this

item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

» To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Configuring Intrusion Keypads

Use the Configure Intrusion Keypads page to view, add, edit, copy, or
deleted intrusion outputs records. Refer to the following sections for

instructions:

* Viewing Intrusion Keypads
e Adding Intrusion Outputs on page 282

Viewing Intrusion Keypads
» To view the intrusion keypads, follow these steps:

1. Select Device Management.

2. Select Intrusion Keypads. The Intrusion Keypads page as shown
in Figure 173 displays.

Intrusion Keypads

Search:l El

Instructions
Yiew, edit, add or delete intrusion keypads.,

| Add Intrusion Keypad | d4Page 1of 1P Go tol Gol Iterns per Page |1D vl

intrusion keypad keypad located by computer lab ATS Panel

Figure 173. Intrusion Keypad page
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Adding Intrusion Keypads

» To add an intrusion keypad, follow these steps:

1. Select Device Management, and then Intrusion Keypads. The
Configure Intrusion Keypad page displays.

2. Click Add Intrusion Keypad. The Configure Intrusion Keypad
page shown in Figure 174 displays.

Configure Intrusion Keypad

Instructions
View or edit the intrusion keypad.
Intrusion Keypad Information
Tag Mame

* |intrusi0n keypad

Description

|keypad located by computer lab

Reference ID

General I Alarms || Facility |
Intrusion Panel
* [ATS Panel =l

Keypad Mumber
* |1

Submitl Cancel |

Figure 174. Configure Intrusion Outputs page

3. Enter the information described in Table 109. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 109. Configure Intrusion Keypad fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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General Tab

Alarms Facility

General I

oSO PaTE|

* [ATS Panel =l
Keypad Mumber

* |1

Figure 175. Configure Intrusion Keypad — General tab

5. Enter the information described in Table 110. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

Table 110. Configure Intrusion Outputs fields and descriptions

Field Name REQ Description

Intrusion Panel ¢/ Use the drop-down list to select the intrusion panel
associated with this intrusion outputs. This number must
match the area configured for this output.

Keypad Number ¢/ Enter the keypad number to represent this intrusion
keypad. The number must be between 1 and 16.
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Alarms Tab

Intrusion Keypad Bypassed alarm

| [
Intrusion Duress Alarm

| [
Intrusion Keypad Offline Alarm

| [
Intrusion Keypad Tamper alarm

| [

Figure 176. Configure Intrusion Keypad — Alarms tab

6. Enter the information described in Table 111. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

Table 111. Configure Intrusion Keypad fields and descriptions

Field Name REQ Description

Intrusion Keypad Use the drop-down list to select the appropriate alarm

Bypassed Alarm profile to use when there is an attempt to bypass the
keypad. This is the generated alarm.

Intrusion Duress Use the drop-down list to select the appropriate alarm

Alarm profile to use when there is a duress alarm. This is the
generated alarm.

|nt“_15i0n Keypad Use the drop-down list to select the appropriate alarm

Offline Alarm profile to use when the keypad goes offline. This is the
generated alarm.

Intrusion Keypad Use the drop-down list to select the appropriate alarm

Tamper Alarm profile to use when tampering with the intrusion

keypad has occurred. This is the generated alarm.
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Facility Tab

General :| Facility

Assigned to
Global Facility

Available

Global Facility
Sample Permissions and Contexts Facility
Sample Region Facility

Hold the Ctrl key down for multiple selection.

Figure 177. Configure Intrusion Keypad — Facility tab

7. Select the Facility tab as shown in Figure 177 and enter the
information described in Table 112. A check mark indicates a
required field.

Table 112. Configure Intrusion Keypad fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-
only field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

» To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Configuring Intrusion Areas

Use the Intrusion Areas page to view, add, edit, copy, or deleted intrusion
area records. Refer to the following sections for instructions:

* Viewing Intrusion Areas
e Adding Intrusion Areas on page 272

Viewing Intrusion Areas
» To view the intrusion area records, follow these steps:

1. Select Device Management.

2. Select Intrusion Areas. The Intrusion Areas page as shown in
Figure 178 displays.

Intrusion Areas
Search:l GDl

Instructions
Wiew, edit, add or delete intrusion areas.

| Add Infrusion Area | 4Page 1 of1F  Go tol Gol Ttems per Page |1D vI

T | /@ | Computer Lab ATS Panel 200

Figure 178. Intrusion Areas page
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Adding Intrusion Areas

» To add an intrusion area, follow these steps:

1. Select Device Management, and then Intrusion Areas. The
Intrusion Areas page displays.

2. Click Add Intrusion Area and the Configure Intrusion Area page
as shown in Figure 179 displays.

Configure Intrusion Area

Instructions
Wiew or edit the intrusion area.

Intrusion Area Information
Tag Mame

* |NY Computer Lak

Description

Reference ID

B herms || raciity
Intrusion Panel
* [ATS Panel =l
Area Mumber
* 200

Submitl Cancel |

Figure 179. Configure Intrusion Area page

3. Enter the information described in Table 113. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 113. Configure Intrusion Area fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.
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General Tab
" Alarms || Facilty |
ntrusion Panel
* [ATS Panel =l
Area Mumber
* 200

Figure 180. Configure Intrusion Area — General tab

5. Enter the information described in Table 114. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

Table 114. Configure Intrusion Area fields and descriptions

Field Name REQ Description

Intrusion Panel ¢/ Use the drop-down list to select the intrusion panel
associated with this intrusion area.

Area Number v Enter a number from 1 to 256 that corresponds to the area
number configured in the intrusion panel.
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Alarms Tab

General

Intrusion Area Failed 7
| [
Intrusion Area State Armed and In Alarm

| [

Figure 181. Configure Intrusion Area — Alarms tab

6. Enter the information described in Table 115. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

Table 115. Configure Intrusion Area fields and descriptions

Field Name REQ Description
Int_rusion Area Use the drop-down list to select the appropriate alarm
Failed to Arm profile to use when a command is sent to arm an area and

an active input prevents the operation. This is the
generated alarm.

Intrusion Area Use the drop-down list to select the appropriate alarm
State Armed profile to use when an area is armed and an input
and In Alarm becomes active. This is the generated alarm.
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Facility Tab

General Alarms Facility

Assigned to
MNEW YORK

Available

BOCA RATOM
East Coast Region

Sample Permissions and Contexts Facility
Sample Region Facility
West Coast Region

Figure 182. Configure Intrusion Area — Facility tab

7. Select the Facility tab as shown in Figure 182 and enter the
information described in Table 116. A check mark indicates a
required field.

Table 116. Configure Intrusion Area fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-
only field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

» To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Configuring Intrusion Inputs

Use the Configure Intrusion Input page to view, add, edit, copy, or deleted
intrusion input records. Refer to the following sections for instructions:

¢ Viewing Intrusion Input
e Adding Intrusion Inputs on page 277

Viewing Intrusion Input
» To view the intrusion input, follow these steps:

1. Select Device Management.

2. Select Intrusion Inputs. The Intrusion Inputs page as shown in
Figure 183 displays.

Intrusion Inputs
Search:l GDl

Instructions
Yiew, edit, add or delete intrusion inputs,

| Add Intrusian Input | 4Page1af1P  Go tol Gul Itemns per Page |15 vl

T | iy | Motion Detectors N7 Computer Lab N7 Computer Lab 50

Figure 183. Intrusion Inputs page
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Adding Intrusion Inputs

» To add an intrusion input, follow these steps:

1. Select Device Management, and then Intrusion Inputs. The
Intrusion Inputs page displays.

2. Click Add Intrusion Input. The Configure Intrusion Inputs page
shown in Figure 184 displays.

Configure Intrusion Inputs

Instructions
View or edit the intrusion input.

Intrusion Input Information
Tag Mame

* |M0ti0n Detectors
Description
|NY Computer Lak

Reference ID

B herms || raciity |
Intrusion Area
* [NY Computer Lab =l
Input Nurnber
* |50

Cancel |

Figure 184. Configure Intrusion Inputs page

3. Enter the information described in Table 117. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 117. Configure Intrusion Inputs fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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General Tab

‘ Alarms || Facility |

Intrusion Area
* [NY Computer Lab =l
Input Nurnber

* |50

Figure 185. Configure Intrusion Inputs — General tab

5. Enter the information described in Table 118. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

Table 118. Configure Intrusion Inputs fields and descriptions

Field Name REQ Description

Intrusion Area v Use the drop-down list to select the intrusion area
associated with this intrusion inputs. This number must
match the area configured for this input.

Input Number v Enter the input number that to represent this intrusion
inputs.
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Alarms Tab

[ cercrat [T, cociiey |

Intrusion Input Alarm

Le

Intrusion Input Bypassed Alarm

Led

Intrusion Input Fault Alarm

Led

Intrusion Input Tamper Alarm

Led

Figure 186. Configure Intrusion Inputs — Alarms tab

6. Enter the information described in Table 119. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

Table 119. Configure Intrusion Inputs fields and descriptions

Field Name

REQ

Description

Intrusion Input
Alarm

Use the drop-down list to select the appropriate alarm
profile to use when the input is in an alarm state. This is
the generated alarm.

Intrusion Input
Bypassed Alarm

Use the drop-down list to select the appropriate alarm
profile to use when the input is bypassed. This is the
generated alarm.

Intrusion Input
Fault Alarm

Use the drop-down list to select the appropriate alarm
profile to use when the input is a fault state. This is the
generated alarm.

Intrusion Input
Tamper Alarm

Use the drop-down list to select the appropriate alarm
profile to use when tampering with the intrusion input has
occurred. This is the generated alarm.
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Facility Tab

General Alarms Facility

Assigned to
MNEW YORK

Available

BOCA RATOM
East Coast Region

Sample Permissions and Contexts Facility
Sample Region Facility
West Coast Region

Figure 187. Configure Intrusion Inputs — Facility tab

7. Select the Facility tab as shown in Figure 187 and enter the
information described in Table 120. A check mark indicates a

required field.

Table 120. Configure Intrusion Inputs fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-
only field and cannot be edited.

Available v Use to assign or change the facility membership for this

item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

» To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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Configuring Intrusion Outputs

Use the Configure Intrusion Outputs page to view, add, edit, copy, or
deleted intrusion outputs records. Refer to the following sections for

instructions:

e Viewing Intrusion Outputs
e Adding Intrusion Outputs on page 282

Viewing Intrusion Outputs
» To view the intrusion outputs, follow these steps:

1. Select Device Management.

2. Select Intrusion Outputs. The Intrusion Outputs page as shown
in Figure 188 displays.

Intrusion Qutputs
Search: I El

Instructions
Wiew, edit, add or delete intrusion outputs.

| Add Intrusion Cutaut I dPagelof1 b Go to I_ GDl Items per Page Iﬂ

Ty ﬁ. Warning siren warning siren by computer lab ATS Panel 150

Figure 188. Intrusion Outputs page
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Adding Intrusion Outputs

» To add an intrusion output, follow these steps:

1. Select Device Management, and then Intrusion Outputs. The
Intrusion Outputs page displays.

2. Click Add Intrusion Output. The Configure Intrusion Outputs
page shown in Figure 189 displays.

Configure Intrusion Output

Instructions
View ar edit the intrusion output,
Intrusion Dutput Information
Tag Mame

* |warning siren

Description

Iwarning siren by computer lab

Reference ID

|

Intrusion Panel

* |ATS Panel =
Cutput Number

* 150

Figure 189. Configure Intrusion Outputs page

3. Enter the information described in Table 121. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

4. Click Submit to save the record.

Table 121. Configure Intrusion Outputs fields and descriptions

Field Name REQ Description

Tag Name v Enter a unique name to identify this item. Use 2-36
characters.

Description Enter a description for this item. Use 1-100 characters.

The description does not have to be unique.

Reference ID Enter a name to associate this item to a blue print or wiring
diagram. Use 1-20 characters.
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General Tab

| Facility |

|
Intrusion Panel

* [ATS Panel =l
Qutput Number

* 150

Figure 190. Configure Intrusion Outputs — General tab

5. Enter the information described in Table 122. A check mark
indicates a required field. Continue to enter information on the
tabbed pages.

Table 122. Configure Intrusion Outputs fields and descriptions

Field Name REQ Description

Intrusion Panel ¢/ Use the drop-down list to select the intrusion panel
associated with this intrusion outputs. This number must
match the area configured for this output.

Output Number ¢/ Enter the output number to represent this intrusion output.
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Facility Tab
General || Facility
Assigned to
Global Facility

Available

Global Facility
Sample Permissions and Contexts Facility
Sample Region Facility

Hold the Ctrl key down for multiple selection.
Figure 191. Configure Intrusion Output — Facility tab

6. Select the Facility tab as shown in Figure 191 and enter the
information described in Table 123. A check mark indicates a
required field.

Table 123. Configure Intrusion Output fields and descriptions

Field Name REQ Description

Assigned to Items can belong to more than one facility. This is a read-
only field and cannot be edited.

Available v Use to assign or change the facility membership for this
item. The facilities that display in this list depend on the
operator’s context and permissions.

« To assign the item to more than one facility, select the
first facility and press the Ctrl key while selecting the
other facilities. The selected facilities are highlighted.
Click Submit.

« If this item is already assigned to a facility listed in the
Assigned To list, press the Ctrl key before selecting the
new facility assignment.

» To assign the item to all the listed facilities, select the
first facility in the list, press the Shift key and select the
last facility in the list. All the facilities are highlighted.
Click Submit.
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This chapter describes how to create a symbol scheme with icons
representing access points, cameras, and more.

In this chapter:
%a Overview on page 286
Using the Symbol Editor on page 287
-/-N,—_\‘-

Creating a Symbol Scheme on page 291
Managing Symbol Editor Files on page 294
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Overview

The Symbol Editor and Graphics Editor allow you to use site maps of your
premises and associate symbols (graphic images or icons) to device types
such as access points, camera types, digital inputs, logical inputs, and digital
outputs. When an alarm event occurs, one or more of the symbols changes its
appearance based on the alarm state condition, if configured to do so.

A symbol scheme is created by selecting a device type, an icon to represent
the initial state of the device, and a collection of icons representing the
different state attributes and state conditions.

« Device types represent door access points, cameras, logical inputs,
digital inputs, digital outputs, intercom, and intrusion devices.

« State attributes represent the type of alarm generated, such as an
Invalid Badge or Door Forced alarm and more. The state attributes that
display are appropriate for the selected device type.

- State conditions represent the state of the alarm point, such as set,
reset and tamper.

As an example, the Door Access Point includes state attributes, such as Door
Forced and others. The state attributes for a Door Forced alarm include the
conditions — set and reset. Each state attribute and state condition is
represented on the site map by a different symbol, such as:

 initial state is represented by a gray door icon

* set condition is represented by a red door icon

« reset condition is represented by a green door icon

Refer to State Associations and Conditions on page 295 for a complete list.

Before you can associate the symbols with event point types, you need to
import access points, inputs, input groups, and outputs from Picture Perfect.
Refer to Importing Records on page 55 for more information. When the
devices are imported, the system administrator selects which graphic display
to use when an alarm event is generated.

To create site maps and link alarms, use the following tools:

« Symbol Editor allows you to associate device types, such as access
points and cameras with symbols representing alarm state conditions.
Use the Symbol Editor to create, delete, save, upload, and download
symbol schemes.

- Refer to Using the Symbol Editor on page 287 for more information.

« Graphics Editor allows you to place symbols representing devices
such as doors and cameras, and more on site maps. Start with a floor
plan and place symbols on the map to indicate their location, and then
link these symbols to event sources. In addition, you can add text to
create labels and print the site maps.

- Refer to Using the Graphics Editor on page 301 for more
information.

Page 286  Facility Commander Administration Guide



Chapter 14 Creating Symbol Schemes

< Graphics Viewer provides a graphical view of the premises and
allows an operator to locate alarm events as they occur, such as
doors and cameras. Operators can issue commands and launch
applications, such as locking and unlocking doors and viewing
video.

- Refer to Viewing Graphic Displays on page 333 for more
information.

Using the Symbol Editor

Use the Symbol Editor shown in Figure 192 to associate symbols with
device types, such as cameras, door access points, and more. The
symbols represent the state condition, such as set and reset, for each
device type and condition. This collection of symbols and specific
attributes represents a symbol scheme.

To define a scheme, select a device type and assign a symbol to each
state condition. To create customized symbols, graphics in several
formats are supported, including GIF and JPG. The recommended graphic
size is 32 x 32 pixels.

Once a scheme is created, use the Upload button to copy the scheme to
the Facility Commander server. Once the scheme is copied to the server,
the scheme is ready to use with the Graphics Editor and is also available
to other users.

The symbol schemes are used with the Graphics Editor to create display
maps. Refer to Using the Graphics Editor on page 301 for more
information.

» To open the Symbol Editor, follow these steps:

1. From the Facility Commander Launcher window, select Launch
and Symbol Editor, or select the Symbol Editor icon from the
Editors toolbar.

2. The Symbol Editor shown in Figure 192 on page 288 window
displays.
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Window File Help
BEENBE |
Symhol Schemes: Scheme MName: Initial State: Erowse. ..
Area-scheme ilnput |
Camera
::ﬁﬁfaion Panel i i “
hdonitor
PP Schema e
PP Shema State Associstion: |_| Initially Transparent
State Attributes State Conditions ? bols | Active
|Intrusion Input Alarm Set ‘ [vi
Intrusion Input Alarm Event Reset m Il
Intruzion Input Bypassed Reset ﬂ I}
Intrusion Input Bypassed Set % [vi
Intrusion Input Tamper Alarm Reset m [vi
Intrusion Input Tamper Alarm Set n [vi
Figure 192. Symbol Editor window
Table 124 lists and describes the Symbol Editor fields and buttons.
Table 124. Symbol Editor fields and description
Field Name Description
Title Bar Displays Symbol Editor and the window instance number.
Refer to Managing Multiple Windows on page 20 for more
information.
New Use to create a new symbol scheme. Refer to Creating a
Symbol Scheme on page 291 for more information.
[
Save Use to save a symbol scheme to the local computer. To
= publish the scheme for use with the Graphics Editor, the
scheme must be uploaded to the Facility Commander
server. Refer to Upload and Download for more
information.
Delete Use to delete a symbol scheme from the local computer.
x To delete a scheme from the Facility Commander server,
refer to Deleting a Symbol Scheme on page 295.
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Table 124. Symbol Editor fields and description (Continued) (Continued)

Field Name Description

Upload and Use to upload new or modified symbol schemes to the

Download Facility Commander server.

1 Use to download a symbol scheme from the server to the
+ local computer to make changes. After the scheme has

been modified and you are ready to publish the changes,
click Upload.

Refer to Uploading a Symbol Scheme on page 294 and
Downloading a Symbol Scheme on page 294 for more
information.

Symbol Schemes

Displays a list of previously defined symbol schemes in
alphabetical order.

Scheme Name

Use this field to enter a name identifying a new symbol
scheme.

Use up to 128 characters. Scheme names cannot contain

any of the following characters:
\l /l :l *l ?l “l <! >l Or |'

Initial State Icon

Displays the symbol representing the alarm in its initial
state condition. This symbol displays in the Graphics
Editor Device Palette. Refer to Device Palette on page 303
for more information.

Browse Click Browse to locate the folder with the symbols you
want to use. Refer to Figure 193 on page 291.
Device Type Use this drop-down list to select a device type, which

includes:

+ Camera

« Digital Input

« Digital Output

» Door Access Point
« Logical Input
 Intercom Exchange
* Intercom Master Station
¢ Intercom Substation
« Intrusion Area

* Intrusion DGP

* Intrusion Keypad

¢ Intrusion Input

* Intrusion Output

* Monitor

State Association

Initially Transparent

Select this check box to make the symbol for the initial
state icon transparent until an alarm event occurs.
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Page 290

Table 124. Symbol Editor fields and description (Continued) (Continued)

Field Name

Description

State Attributes

Displays the attributes of the point type. If Door Access
Point is selected, the attributes include Door Forced, Door
Held, and different badge events.

Refer to Table 126 for a complete list.

State Conditions

Displays the appropriate condition for the state attribute.
Refer to Table 126 for a complete list.

Symbols

Displays the symbol associated with the state condition.
Use the Active check box to select the symbol.

Active

Click the Active check box and the Attach window
displays. Select the graphic image you want to represent
the state condition. Click Attach. A check mark displays to
indicate this symbol.

When the Active check box is selected, the graphic image
can be used when creating graphic displays. If you clear
the check box to remove the symbol, it will no longer
appear on the graphic displays when the alarm condition
changes.

Status Bar

Displays an icon indicating if the system with the Graphics
Editor is connected to the Facility Commander server and
the layer number currently active (or visible).

« Green indicates the Graphics Editor is communicating
with the server.

* Red indicates the Graphics Editor is no longer
communicating with the server.
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Creating a Symbol Scheme

If you are creating a symbol scheme for an intrusion area, refer to

Creating an Intrusion Symbol Scheme on page 292 for more information.

» To create a symbol scheme, follow these steps:

1.

From the Facility Commander Launcher, select Launch and
Symbol Editor, or select the Symbol Editor icon from the Editors
toolbar. The Symbol Editor window shown in Figure 192 on page
288 displays.

2. Click the New button.
3. Enter the name of the scheme in the Scheme Name field.

. Select the type from the Device Type drop-down list. The

appropriate alarm state attributes and state conditions display for
each device type.

. Click Browse to display the Attach window shown in Figure 193.

x|

MEEIEE

Look In: | [ statesymhbols

uif D intrusion
D microNoState.gif
D microOffline.gif
D microOnline.gif

[} cetvcamer. gif
D doorForcedOpen.gif
D doorHeldOpen.gif
D doorMormal.gif

D doorHoState.gif

[} fire 1NoState.gif

D intrusion1NoState.gif

File Hame: || |

hd |

Files of Type: | *.4if"ipeg, by

| Attach || Cancel |

Figure 193. Attach window with available symbols

6.

Select the file you want to use as a symbol to represent the state
condition. Click Attach. The symbol displays in the Initial State
Icon window. The Graphics Editor will use this image to represent
the scheme.

. Select the Active check box to display the Attach window. Select
the image you want to display for each state condition. Click
Attach. This image displays on the map when an alarm is
generated and the state condition changes. The Active check box
displays a check mark indicating this image has been associated
with the alarm state condition.

. Click Save when you are finished. If you want to create another
symbol scheme, click New to clear the information and continue
making new selections.

To create multiple schemes using the same point types, select the

scheme you want to use, change the scheme name, and click Save. From

the Windows menu, click Exit to close the Symbol Editor window.
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Page 292

Creating an Intrusion Symbol Scheme

A symbol scheme for an intrusion area is different than symbol schemes
for other devices. Instead of using an icon representing a device, the
intrusion area is represented by a pattern.

» To create an intrusion symbol scheme, follow these steps:

1. From the Facility Commander Launcher, select Launch>Symbol
Editor, or select the Symbol Editor icon from the Editors toolbar.
The Symbol Editor window shown in Figure 192 on page 288
displays.

2. Click the New button.

3. Enter the name of the scheme in the Scheme Name field.

4. Select Intrusion Area from the Device Type drop-down list. The
appropriate alarm state attributes and state conditions display.

5. Double-click on a pattern in the Symbols column to display the
Attribute Panel window shown in Figure 194.

No Pattern or Line

,‘{.‘ Attribute Panel

Line Color ——p» . @§ El=] % i - Brightness
= ="
. = | e
Fill Color ——p» =l==]
===
'T'?;;esrgav» <5 @| = N [ Biinking €—{—— Blinking
Close | Apphaidl
Patterns Line Styles

Figure 194. Attribute Panel

6. Select the attributes that you want to apply, such as color, pattern,
line, and brightness. The selection displays in the Samples pane.
Refer to Table 125 for instructions.

7. Select the Blinking check box if you want the pattern to blink
when an alarm is generated.

8. Click Apply All to apply the selected attributes. The symbol
displays in the Initial State Icon window. The Graphics Editor will
use this image to represent the scheme.

9. Select the Active check box to display the Attribute Panel window.
Select the attributes that you want to apply, such as color, pattern,
line, and brightness. The selection displays in the Samples pane.

- This image displays on the map when an alarm is generated
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and the state condition changes.

- The Active check box displays a check mark indicating this
image has been associated with the alarm state condition.

10. Click Save when you are finished. If you want to create a symbol
scheme for another intrusion area, click New to clear the
information and continue making new selections.

Table 125 lists and describes the elements in the Graphic Attributes
window.

Table 125. Graphic Attributes elements and description

Element Description

Line Color Click Line Color to display the Edit Line Color palette.
Select a line color and click OK.

Fill Color Click Fill Color to display the Fill Line Color palette.
Select a fill color and click OK.

Pattern Click to display the fill color in the drawn image or a

Transparency shape drawn with the Create Hyperlink Area tool.

© = Click to remove the fill color. When you remove the fill

color, only the pattern displays with a white
background.

Patterns Click to apply a pattern to the image. Use Line Color
to select a color for the pattern.

Line Styles Select the line type such as, solid, dotted, or arrows.

Brightness Use the slider to indicate the brightness of the line and

fill color. 100 is the brightest.

Blinking Select this check box if you want the area to “blink”
when it is in an alarm state.
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Page 294

Managing Symbol Editor Files

Uploading

>

Symbol schemes are stored on the local system, until they are uploaded
to the server system for centralized storage and backup. Once the files
are uploaded they are available to use with the Graphics Editor to create
site maps and associate symbols.

After a symbol scheme has been uploaded to the server system, if you
need to modify the symbol scheme, make sure you download the most
current version before making changes.

Refer to the following sections for more information:

Uploading a Symbol Scheme
Downloading a Symbol Scheme on page 294
Deleting a Symbol Scheme on page 295

a Symbol Scheme

To upload a symbol scheme to the Facility Commander server,
follow these steps:

1.

3.

From the Symbol Schemes column, select the scheme name you
want to upload to the server.

. Select File and then Upload, or select the Upload icon form the

toolbar. A window with this message displays: Are you sure you
want to upload current scheme?

- If the scheme has already been uploaded to the server, this
message displays: Are you sure you want to overwrite the
server symbol scheme - file name?

Click Yes to upload the symbol scheme to the server for
distribution.

Next, use the Graphics Editor to associate the symbol scheme to a map.
Refer to Using the Graphics Editor on page 301 for instructions.

Downloading a Symbol Scheme

» To download a symbol scheme, follow these steps:

1.

From the File menu, select Download or select the Download
icon from the toolbar. The window shown in Figure 195 on page
295 displays.

Facility Commander Administration Guide



Chapter 14 Creating Symbol Schemes
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Available Server Symhbol Schemes
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OK Cancel

Figure 195. Input window

2. Use the drop-down list to select which symbol scheme you want to

download from the server. Click OK. The file is copied from the
server system to your local system.

Deleting a Symbol Scheme

» To delete a symbol scheme from the local system, follow these
steps:

1.

Select the scheme you want to delete from the Symbol Schemes
list. The information for this record displays.

. From the File menu, select Delete or select the Delete icon from

the toolbar. A window displays a message asking: Are you sure
you want to remove this scheme? Click Yes to remove the
scheme.

- This removes the symbol scheme from the local system only. If
it has been uploaded to the server system and you want to
delete it, the file must be removed using Delete Resources.

. From the File menu, select Exit to close the Symbol Editor

window.

State Associations and Conditions

Table 126 lists and describes the event sources, state attributes, and
conditions.

Table 126. Event Sources, State Attributes, and Conditions

Event Source State Attributes Conditions
Camera Initial State

Motion Detection Set, Reset

Video Loss Set, Reset
Intercom Exchange Initial State

Communication Failure Set, Reset
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Table 126. Event Sources, State Attributes, and Conditions (Continued)

Event Source State Attributes Conditions
Intercom Exchange Reset Set

Intercom Master Initial State

Station
Busy Set
Call Answered Set
Call Connected Set
Call Ringing Set
Call To Busy Set
Call To Private Set
Disconnected Set
Reset Set

Intercom Substation Initial State
Busy Set
Call Answered Set
Call Button Alarm Set, Reset
Call Button Event Set
Call Connected Set
Call Ringing Set
Call To Busy Set
Call To Private Set
Disconnected Set
Reset Set

Intrusion Area Initial State
State Armed All Clear Set
State Armed and In Alarm Set
State Disarmed Set
State Unknown Set
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Table 126. Event Sources, State Attributes, and Conditions (Continued)

Event Source State Attributes Conditions
Intrusion DGP Initial State
DGP Bypassed Set, Reset
DGP Offline Alarm Set, Reset
DGP Tamper Alarm Set, Reset
Main Power Failure Alarm Set, Reset
Intrusion Input Initial State
Input Alarm Set
Input Alarm Event Reset
Input Bypassed Set, Reset
Input Tamper Set, Reset
Intrusion Keypad Initial State
Intrusion Duress Alarm Set, Reset

Intrusion Keypad Bypassed Set, Reset

Intrusion Keypad Offline Set, Reset
Keypad Tamper Alarm Set, Reset
Intrusion Output Initial State

(No state attributes.)

Intrusion Panel Initial State

Duress Code Entered Alarm Set, Reset

Offline Alarm Set, Reset
Tamper Alarm Set, Reset
Monitor Initial State

(No state attributes.)

Picture Perfect Initial State
Digital Input
Input Alarm Set, Reset,
Tamper
Picture Perfect Initial State
Digital Output (No state attributes.)
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Table 126. Event Sources, State Attributes, and Conditions (Continued)

Event Source State Attributes Conditions
Picture Perfect Initial State
Door Access Point
Door Forced Alarm Set, Reset
Door Held Alarm Set, Reset
Door Prealarm Set, Reset
Invalid Badge Alarm Set
Lost Badge Alarm Set
Suspended Badge Alarm Set
Unknown Badge Alarm Set
Picture Perfect Initial State
Logical Input
Logical Input Alarm Set, Reset,
Tamper
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This chapter describes how to create or import a site map and link
symbols created with the Symbol Editor to represent access points,
cameras, and other devices. Readers should be familiar with using other
graphic drawing programs.

In this chapter:
a Overview on page 300
\_/-xfﬁ'"““ Using the Graphics Editor on page 301
Drawing Tools on page 305
Graphic Attributes on page 306
Creating a Graphic Display on page 308
Importing AutoCAD Drawings on page 314
Linking Graphic Displays on page 318
Building Hierarchical Displays on page 320
Working with Layers on page 323
Managing Graphic Display Files on page 326
Editing Graphic Display Records on page 330
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Page 300

Overview

This feature allows you to design site maps of your premises and
associate graphic images (symbols) to access points and their locations.
When an alarm event occurs, one or more of the icons will change its
appearance based on the alarm state condition, if configured to do so.

Table 127 lists the steps needed to complete a graphic display and
references to where you will find detailed instructions to complete these
tasks.

Table 127. Task Overview

v Create symbol scheme and upload to the server. Refer to Using
the Symbol Editor on page 287 for more information.

v Import a site map or graphic image, which becomes the
background layer in the Graphic Editor.
« Refer to Importing AutoCAD Drawings on page 314 for
instructions to import existing drawings with DXF extensions.

« You can also use the drawing tools to create a graphic display.
Refer to Drawing Tools on page 305 for more information.

v Place symbols representing access points, cameras, and more.
Symbols can be grouped on different layers to improve visibility
when viewing the completed graphic displays. Add text labels, if
needed.

Refer to the following sections:

« Creating a Graphic Display on page 308,

» Associating Access Points and Other Devices on page 309
« Associating Camera Devices on page 310

« Associating Intercom Devices on page 311

» Configuring Intrusion Keypads on page 266

« Adding Text Labels to the Site Map on page 313

v Save file and upload completed graphic display to the server.
Refer to Managing Graphic Display Files on page 326 for more
information.

v Link two graphic displays together using the Create Hyperlinks
icon. Refer to Linking Graphic Displays on page 318 for more
information.

v Build hierarchal graphic displays using the Create Hyperlink Area
icon. Refer to Building Hierarchical Displays on page 320.
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Using the Graphics Editor

The Graphics Editor allows you to associate symbol schemes to site
maps. The symbol scheme identifies icons that represent doors, cameras,
or other device in different alarm conditions. These icons are associated
with an event type and when an alarm is generated, the appropriate icon
displays on the site map.

For example, a scheme with icons representing doors in an alarm state
may include a:

« gray door to represent the initial state
» red door to represent a set condition
« green door to represent a reset condition

When an alarm is generated at the specific door access point, the
appropriate icon for the state condition displays on the map. Refer to
Creating a Symbol Scheme on page 291 for more information.

If you create site maps and link them in a hierarchal arrangement, the
associated icons on each level also displays the icon in its alarm state
condition. Refer to Building Hierarchical Displays on page 320.

There are three ways to create a site map, which are:

« Create map with the drawing tools provided by the Graphics
Editor.

- Using the drawing tools, such as circles, lines, polylines,
rectangles, and text entries, you can create a site map, or a
graphical representation of your facilities. Refer to Drawing
Tools on page 305 for more information.

* Use an existing JPG or GIF graphics file.

- Most professional drawing applications usually have the
capability to save a drawing in a JPG or GIF format. Refer to
Create New Image Entry on page 302 for more information.

e Import DXF drawings created with AutoCAD®.

- Site maps and drawings with a DXF extension can be imported
if they are saved in a DXF R12 format using AutoCAD. Refer to
Importing AutoCAD Drawings on page 314 for instructions.

To achieve the best results in your site map, draw the map as close to the
size of the window in which it will be displayed. If you are importing a JPG
or GIF graphic image file, try to size the image to fit the window in which it
will be displayed. Whenever possible, be consistent and keep all of your
displays the same size.

» To open the Graphics Editor, follow these steps:

1. From the Facility Commander Launcher window, select Launch
and Graphics Editor, or select the Graphics Editor icon from the
Editors toolbar.

2. The Graphics Editor shown in Figure 177 on page 302 window
displays.
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Figure 177. Graphics Editor window
Table 128 lists and describes the Graphics Editor icons and tooltips.

Table 128. Graphics Editor icons, tooltips, and descriptions

Element Description

Title Bar Displays the program name and window instance
number. Refer to Client Application Title Bars on page
21 for more information.

Font Toolbar Use the drop-down lists to select a font type and font

|GEsansLigm45 - | Size. The available fonts are determined by the
workstation where the Graphics Editor is being used to

b| # create drawings.

If fonts used in the drawing are unavailable on the

workstation where the drawing is displayed, substitute

fonts are used.

Select the icons to make the font bold or italic.

Drawing Tools Refer to Drawing Tools on page 305 for instructions on
how to use these drawing tools.

Create New Image Entry  Click the Create New Image Entry icon to display the
Open window, which allows you to select a GIF or JPG
= file to use as the site map.
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Table 128. Graphics Editor icons, tooltips, and descriptions (Continued)

Element

Description

Hyperlink Icon

ol

Use the Hyperlink icon to link two or more site maps
together. A graphic image or icon displays on the site
map when it is viewed with the Graphics Viewer. Click
the graphic image or icon on the default site map and
the associated site map displays.

You can choose to have the associated site map
display in the current Graphics Viewer window or to
launch a new Graphics Viewer window.

Refer to Linking Graphic Displays on page 318 for
instructions on how to link site maps together.

Create Hyperlink Area

e

Use the Create Hyperlink Area icon to draw a border

around an irregular shape, creating a custom hyperlink

path or border on a site map.

¢ Click the Create Hyperlink Area icon and move
the mouse cursor to the drawing area.

» Click and drag the mouse to draw a line.

« Click again to create an anchor point and continue
until the border (or path) is complete.
« Right-click to release the drawing tool. The shape

automatically fills with the defined graphic
attributes.

Refer to Building Hierarchical Displays on page 320
for additional instructions.

Device Palette

&

Use to display the Device Palette window. The Device
Palette window displays the initial state icons for each
scheme created using the Symbol Editor.

Tabs used to group the devices include:
e Cameras

« Door Access Points

« Digital Inputs

« Logical Inputs

« Digital Outputs

 Intercom Devices

« Intrusion Devices

Use the tooltips to identify the scheme name.
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Page 304

Table 128. Graphics Editor icons, tooltips, and descriptions (Continued)

Element

Description

Status Bar

d

| Active layer: | Layer 0|

Displays the layer number or name currently active (or

| visible).

« To change layers, select Layer Settings from the
Layer menu. Refer to Working with Layers on page
323.

Displays an icon indicating if the system with the
Graphics Editor is connected to the Facility
Commander server.

< Green indicates the Graphics Editor is
communicating with the server.

* Red indicates the Graphics Editor is no longer
communicating with the server.
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Drawing Tools

The Graphics Editor provides drawing tools to create site maps or other
graphic displays.

» To use the drawing tools, follow these steps:

1. Select the appropriate icon. You must select a tool each time
before moving to the drawing area.

2. Position the mouse where you want to begin drawing. Follow the
instructions listed in Table 129 to use the tools.

Table 129 lists and describes the Graphics Editor drawing tools.

Table 129. Drawing tools description

Tool Description
Rectangle Use to draw a rectangle or a square.
« To create a rectangle, use the mouse to click and drag to
]:[ | reach the correct size.

« To create a square, click and hold the Shift key while
dragging the mouse.

Circle Use to draw a circle or an ellipse.

« To draw a circle, click and hold the Shift key while dragging
the mouse.

« To draw an ellipse, click and drag the mouse to reach the
correct size.

Use to draw a horizontal, vertical, or diagonal line.

« Click to begin the line and drag the mouse to the correct
location to end the line.

N s @

Polyline Use to create a free-form shape.

» Click in the drawing area and begin to move mouse to
create the shape.

* When one side is complete, left-click to change direction.
« When finished, right-click to complete the shape.

In

New Path Use to create a set of straight, cubic, or quadratic segments.
The Path Tools window displays with four segment types:
straight line, isometric, two-dimensional, and three-
dimensional.

» Left-click to create each point. Right-click to complete the
shape.

o

Text Entry Use to add text to the drawing.

. * Click in the drawing area and the Text Input window
RBL displays. Enter the text you want to add to the drawing and
e click OK.

« Resize the text by stretching or shrinking the text in the
drawing area.
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Table 129. Drawing tools description (Continued)

Tool

Description

Array

Use to draw a grid with four columns and four rows. This can

be a square or rectangle shape.

« Click in the drawing area where you want the grid to display
and move the mouse until the grid is the size you want.

» Resize by stretching or shrinking the grid in the drawing
area.

Use to connect objects. This option groups objects together so

they can be moved together, instead of moving each object

individually.

 Click the icon and all the objects in the drawing area are
selected.

e From the Transform menu, select Group. The objects are
now linked, or grouped together.

Orthogonal Use to link objects together. Choose a direction, either

Link

=

horizontal or vertical, for the first segment; following segments
will use the same direction as the first segment.

Graphic Attributes

When you use any of the drawing tools or the Create Hyperlink Area icon to
create a drawing, you can change the appearance of the drawing using the
Graphics Attributes window.

» To use the Graphic Attributes window, follow these steps:

1.

Double-click the image to display the Graphic Attributes window as
shown in Figure 178 on page 307. If you want to select more than
one image, click and drag in the drawing area to include other
images.

Select the attributes that you want to apply, such as color, pattern,
line, and brightness. Refer to Table 130 for instructions.

Click Apply All to apply the selected attributes. Click Close when
finished.
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Figure 178. Graphic Attributes window

Table 130 lists and describes the elements in the Graphic Attributes

window.

Table 130. Graphic Attributes elements and description

Element Description

Line Color Click Line Color to display the Edit Line Color palette.
Select a line color and click OK.

Fill Color Click Fill Color to display the Fill Line Color palette.
Select a fill color and click OK.

Pattern Click to display the fill color in the drawn image or a

Transparency shape drawn with the Create Hyperlink Area tool.

& i Click to remove the fill color. When you remove the fill
= color, only the pattern displays with a white

background.

Patterns Click to apply a pattern to the image. Use Line Color
to select a color for the pattern.

Line Styles Select the line type such as, solid, dotted, or arrows.

Brightness Use the slider to indicate the brightness of the line and

fill color. 100 is the brightest.
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Creating a Graphic Display

A graphic display is composed of a basic site map and the symbols that
represent devices or access points.

Symbol schemes must be created before this step to identify the symbols
that will be used with the display. If the symbols do not display, use the
Symbol Editor to upload the symbol scheme to the Facility Commander
server.

» To create a graphic display, follow these steps:

1. From the Facility Commander Launcher window, select Launch
and Graphics Editor, or select the Graphics Editor icon from the
Editors toolbar. The Graphics Editor window displays.

2. Using the Graphics Editor drawing tools, create the graphic
display.
- If you have an existing site map in a JPG or GIF format, use the
Create New Image Entry icon to import the map file.
Refer to Create New Image Entry in Table 128 for more
information on how to do this.

- If you have an existing site map in a DXF format, refer to
Importing AutoCAD Drawings on page 314 for more
information.

3. Select the Device Palette icon to display the Device Palettes
window as shown in Figure 179.

Device Palettes B3

aster
oints |

_Intercom
PP Door Access P

"]

|Create PP Door Access Paint - [pp doors]|

Tabs —>(_

T

Figure 179. Device Palette window

4. Select the appropriate tab to display the symbols. Select the
appropriate symbol; using tooltips to display the scheme name.
After the symbol is selected, it displays in the upper-left hand
corner of the drawing area.
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5. Drag the image to the appropriate location on the site map.

- If the image represents an access point, refer to Associating
Access Points and Other Devices on page 309.

- If the image represents a camera, refer to Associating Camera
Devices on page 310.

- If the image represents an intrusion area, refer to Viewing
Intrusion Areas on page 271.

Associating Access Points and Other Devices

Use this option to associate a symbol icon to a specific access point,
digital input, logical input, digital output, intercom, or intrusion devices.

» To associate a symbol icon to a specific point, follow these steps:

1. Right-click on the icon to display the Set Association button as
shown in Figure 180.

association is identified.

Door Access Point:

E 01 NY COMPUTER ROOM
AP 200300 NY LOBBYWEST | 00 Ny SHIPPING DOCK
Set Association ‘01 NY CAFETERIA

00 NY LOBBY WEST

| EEAAAAA S LR AL -

Figure 180. Set Association button

2. Click Set Association to display the window shown in Figure 181.

b et Aszzociation E

Door Access Point:

AP 200101 NY COMPUTER ROOM
AP 200200 HY SHIPPING DOCK

AP 200201 NY CAFETERIA

AP 200300 NY LOBBY WEST

AP 200301 NY CONFERENCE ROOM
AP 200400 NY LIBRARY

AP 200401 NY TRAINING ROOM

Save ‘ | Cancel

Figure 181. Set Association window

3. Use the list to select the access point that you want to associate
with this symbol. Click Save.
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Continue to the next section if you are also defining cameras. If not,
continue to Adding Text Labels to the Site Map on page 313.

Associating Camera Devices
Use this option to associate a symbol icon to specific cameras.

» To associate a camera symbol to a specific camera, follow these
steps:

1. Right-click on the icon to display the Set Association button as
shown in Figure 180 on page 309.

2. Click Set Associationtodisplay the window shownin Figure 182.

Set Aszociation X

Camera:

Ny Cam 100
MY Cam 200
WY Cam 210
WY Cam 300

Preset:
WY cam 100 PS 01 -

Save | ‘ Cancel |

Figure 182. Set Association window

3. Select the camera from the list that you want to associate to this
symbol. If the camera has preset positions, select the preset
position from the Preset drop-down list.

4. Click Save.
Continue to Adding Text Labels to the Site Map on page 313.
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Associating Intercom Devices
Use this option to associate a symbol icon to specific intercom device.

» To associate an intercom symbol to a specific intercom device,
follow these steps:

1. Right-click on the icon to display the Set Association button as
shown in Figure 180 on page 309.

2. Click Set Association todisplay the window shownin Figure 183.

Set Azzociation

Intercom Substation:

NY Bldg 1 Intercom

Save ‘ | Cancel

Figure 183. Set Association window

3. Select the intercom device from the list that you want to associate
to this symbol.

4. Click Save.
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Creating Intrusion Areas

A symbol scheme must be created before this step to identify the “fill pattern
to use with the display. A fill pattern may be a solid color, cross--hatch design,
gradient fill, and more.

A symbol scheme usually identifies a symbol or icon to place on the graphic
display representing a door access point or another device. However when
you create an intrusion area, a pattern is used to identify the intrusion area
state, such as Armed All Clear, Disarmed, and more.

To define an intrusion area, follow these steps:

1. Select the Device Palette icon to display the Device Palette window
as shown in Figure 184.

':ﬁgﬁlaphics Editor 1 - C:\Jamie\Merlin\maps\working\5th floor plan w_intrusion_jlx

Window File Edit Placement Transform Utilities Zoom Layer Help
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[w]e
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Create a symbol scheme to
define the pattern used to
identify the intrusion area.

Figure 184. Graphic Editor with defined intrusion area

2. Select the Intrusion Area tab to display the defined intrusion area
symbols (or patterns). Select the appropriate symbol; using tooltips to
display the scheme name.

3. Move the mouse cursor to the drawing area (the cursor changes to a
crosshair shape). Click in the drawing area to create the first point on
the site plan.

- Trace the area using horizontal, vertical, or diagonal lines created
by clicking to create an anchor point and moving the cursor to the
next anchor point.
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- Use the Zoom menu to increase the size of the display and
make it easier to trace the border.

- Right-click to end the path when you are finished and apply the
scheme.

Adding Text Labels to the Site Map

This feature allows you to add a text label to identify the building name,
identify a link to another site map, or identify a particular symbol icon on
the site map.

» To add atext label follow these steps:

1. Select the Text Tool icon on the Graphics Editor toolbar.

.Graphics Editor 1 - C:Ymapgui_olddemoMapFiles . NY Floor 01.jl= - - |EI ﬁl
Window File Edit Placement Transform lMiities Zoom Laver Help
Font Toolbar ————{ e -1 ceamss 5~ Bl

I | -
— 17 ;
:{::E ﬁ
| 108
; - — 115
= :
B

Text Tool —> |5 3 .
82
Bl o
3 :
3| = B
18 o
T gﬁ M wain Bidg_Floor 1 |

Cancel

Figure 185. Adding text to drawing in Graphics Editor window

2. Click in the drawing area where you want to place the text label.
The mouse pointer changes to a crosshair shape and the Text
Input window as shown in Figure 185 displays.

3. Enter the text to use a the label or description of the symbol. Click
OK.

4. The text displays on the drawing area with an active border
surrounding the text. Select the text and move it to the correct
position. Use the Font toolbar to change the text attributes.

Use the Font drop-down list to select the font.
Use the Size drop-down list to select the font size.
- Click the Bold icon to change the font to bold.

- Click the Italic icon to change the font to italics.

Continue to the next section to save the site map.
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Saving the Site Map

» To save thefile, follow these steps:

1. From the File menu and select Save. The Save window displays.

2. Enter the file name. Click Save. The file is automatically saved with a
JLX extension. When an alarm event is generated, the icon associated
with the alarm state displays on the map.

Importing AutoCAD Drawings

Page 314

Facility Commander allows you to import site maps, or drawings, created with
AutoCAD. Only two-dimensional drawings are supported; model information
in drawings is not used.

When you import an AutoCAD drawing, it must be saved in a DXF R12
format, you can select which layers you want to import. If you want the site
map or drawing to remain as one object, no further steps are required.

However, if you want to maintain the layers, use the Edit Objects feature after
the drawing is imported. These layers can be deleted later if not used.
Imported layer names cannot be changed. Refer to Maintain Layers in
AutoCAD Drawings on page 317 for more information.

To import an AutoCAD drawing, follow these steps:

1. From the File menu, select Import AutoCAD Drawings. The window
in Figure 186 displays.

";‘r Import AutoCad Drawings

Look In: |ﬁuxr ~| =] [ =] (BB =]

D 110163001 A-R12.dxf
[ s30110004a.dxf

D 530475001B-R12.d=1
D card shop.dx=f

D Drawing1.dxf

File Name:  [5304750015-R1 2.0 |

Files of Type: | “.dxf -

| Import || Cancel |

Figure 186. Import AutoCAD Drawings window

2. Select the drawing name you want to import. The name displays in the
File Name field. Click Import. The Drawing Limits window shown in
Figure 187 on page 315 displays.
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Drawing limits

View dimensions |/ Other options |
Extents/Limits I RatioiOrigin |
® Use extents ® Use limits

EXTMIN x |-1015.6858 | EXTMINY |-74983 |
EXTMAX % (8500588 | EXTMAXy (4819589 |

| OK || Cancel |

Figure 187. Drawing limits window

- Use the Extents/Limit tab to change the original coordinate
system, which is taken from the imported DXF file.

- Use the Ratio/Origin tab to indicate if the aspect ratio of the
original drawing should be maintained.

- Use the View Dimensions tab to convert the DXF file
coordinates to coordinates used by the Graphic Editor.

- Use the Other Options tab to select the Invert black and white
check box. Select this check box to change the color attributes.
If the text map is not visible, such as a drawing with white ruling
lines, select the check box to invert the black and white
attributes of the drawing.

3. Click OK. The Select Layers to Import window shown in Figure
188 on page 316. displays.
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Page 316
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Figure 188. Select Layers to Import window

. The Select Layers to Import window lists each of the multiple

layers in the drawings. To import all the layers, click Import.

- To import some of the layers, clear the check boxes of the
layers you do not want to import. Only layers with check marks
are imported. The display area reflects the changes in layers as
you select or clear the check boxes.

. When the imported drawing is displayed, you can re-import the

drawing immediately if necessary. Right-click on a path in the
drawing or a border. The shortcut menu in Figure 189 on page 317
displays. (This menu is not accessible again after you select the
Edit option.)

. Select Re-Do and the Open window in Figure 186 on page 314

displays. The imported drawing’s name is highlighted. You can
either re-import the same drawing or select a different one.

. Click Open to re-import the drawing and the Select Layers to

Import window shown in Figure 188 displays. Click Open to re-
import the drawing.
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Maintain Layers in AutoCAD Drawings

Use the Edit Object feature to maintain the layers in the AutoCAD
drawings, otherwise the drawing is treated as one object.

» To maintain the layers in the AutoCAD drawings, follow these steps:

1. Right-click on a border or path in the drawing. The shortcut menu
in Figure 189 on page 317 displays. (This menu is not accessible
again after you select the Edit option.)

CIDocuments and Settings'208036306'Desktopud=ncard shop.dxf
Re-import...
Edit Objects

Figure 189. Import DXF menu options

2. Select Edit Objects. If you do not select this option, the drawing
remains as a single object on one layer. When this option is
selected, Facility Commander identifies each layer of the imported
drawing.

Note: Importing a drawing with each separate layer may take
some time to complete.

3. From the Layer menu, select Layer Settings. The window in
Figure 190 displays.

Layer settings 2 il
Layerg creatgd n Layer Mame | Wisihle | Active |
Graphics Editor Layer 0 vl ]
display with white Doors ] J
Layer 2 [w] [w]
background. L
Layer settings
Layer Marme | \Wisihle | Active |
Layer 0
i
A-BUILDING-YWALLS-EXT

A-DOOR-INT
Move Down | A PALLINT
= | |AFLOR-FURR
Imported layers ——p ERE_FZF_'SBNJRS
display with a yellow SMEW-COL
AAVALL-PARTIT
N

EEREER|EERE
58/ 1

| Mowve Down || Mowve Up || Close |

Figure 190. Layer Settings with imported and non-imported layers

4. To display a layer, select the appropriate Visible check box and
the Graphics Editor displays the selected layer.

5. To modify a layer, select the appropriate Active check box and the
Graphics Editor displays the active layer. The remaining layers are
visible while you make changes to the selected layer.

- To view all the items on the active layer, select the Edit menu
and then Select All. All the items on this layer are highlighted.
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Linking Graphic Displays

Using the Create Hyperlink icon in the Graphics Editor application, you
can link two displays together. (You can replace the hyperlink icon with
another icon or graphical image.)

When an alarm event is generated, the Graphics Viewer opens and
displays the specified graphic display. To link another site map, select the
hyperlink symbol and the linked graphic display appears in the same
Graphics Viewer window or a new window. Refer to the illustration shown

in Figure 191.
ux-!m-wnwun o alolzl
| D_ & W b Gisasss ~lw~ b (o]
2 jm|
= o]
i - .
= = =
ool el Ve 5 T —
—uuuu[ruuuuuuu i
S % = 21
: ¥L=J |6 o |||||||||||||..... _
= © NY Floor 01 NY Floor 02
fote men Lpere Jl Bacthoe ket Layes 8 Jl

Click the hyperlink symbol to display the associated map or
graphic display. (NY Floor 01 is linked to NY Floor 02.)

Figure 191. Hyperlink icon and associated graphic display

» To link graphic displays to each other, follow these steps:

1. From the Facility Commander Launcher window, select Launch
and Graphics Editor. The Graphics Editor shown in Figure 177
on page 302 displays.

2. Click File and then Open.

3. Select the map file you want to use. The file will have a JLX
extension.

4. Click the Create Hyperlink icon on the toolbar as shown in Figure
192. The icon displays in the upper-left hand corner of the drawing
area.

5. Drag the icon to the appropriate location on the site map.

6. Right-click the Create Hyperlink icon to display the Change
Linking Properties button as shown in Figure 192.

Hyperlink lcon ——p
o Change Linking Properties

Figure 192. Change Linking Properties button
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7. Click Change Linking Properties to display the Hyperlink
Settings window in Figure 193 on page 319.

Hyperlink Settings X
Link To Display Map
1st floor plan

1st floor plan 10_07
acme campus

card shop 2003

fla site_boca

fla sites |

Girl [ | Browse

Custom Hyperlink Image

Alarm Hierarchy Indication
_1 Blinking
® Custom Alarm Indication Image

|C:1Pr0gram FiIeleaciIitndmmanderClienl‘ﬂ ‘
SI==l

New Window —— > ( [¥l Launch Hew '#\.ﬁndnw)

‘ Save | ‘ Cancel ‘

Figure 193. Hyperlink Settings window

8. Use the Link to Display Map list to select the site map you want
to display when the hyperlink icon is selected on the Graphics
Viewer.

9. To use a custom graphic image instead of the red hyperlink icon,
use the Browse button to locate the graphic image. The path
name displays in the Custom Hyperlink Image field. This icon
displays on the site map representing a link to an associated map.

10. Select the appropriate option to indicate how the hyperlink image
changes when an alarm event is generated. The options are:

- Select Blinking if you want the hyperlink image to blink when an
alarm event is generated.

- Select Custom Alarm Indication Image if you want to select a
different hyperlink image to display when an alarm event is
generated. Use the Browse button to navigate to the folder with
the graphic image you want to display on the site map
representing an alarm event.

11. Select the Launch New Window check box if you want the
associated site map to display in a new Graphics Viewer window.

- If you want the associated site map to display in the same
Graphics Viewer window, do not select this check box.

12. Click Save.

13. In the Graphics Editor window, use the text tool to add a label to
identify the link. Adding Text Labels to the Site Map on page 313.

14. Save your work and upload the new site map to the Facility
Commander server for distribution.
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Building Hierarchical Displays

Using the Create Hyperlink Area icon in the Graphics Editor application
to draw a hyperlink path around an object on a site map. This feature is
useful to associate multiple site maps in a heroically arrangement.

When an alarm event occurs, the designated hyperlink icon reflects the
alarm state condition on each level or site map in the hierarchy as shown
in Figure 188. If an alarm is generated at an access point or other device
on a lower-level map, the alarm condition displays on each level of the
map.

I, Graphics Viewer 1 [E9(=1E]
Window File Layer View Help Alarm condition

U Facility View |

El-3 Global Fecilty
© FaCLITY 1

© Sample Ry
4 Unassignet

@ rntrusion

€ PP GLOBAL
0 Sample Permissions and Cortexts

@ comeranap

@ intercomiges

reflected on three
maps.

gion Facilty
d ftems Facilty

|5 Graphics Viewer 1

Window File Layer View Help
© Facility View |

Bl Global Facilty
© FACILITY 1
0 PP GLOBAL

€ Sample Permissions and Contexts
€ Sample Region Faciity
€ Unassigned tems Facilty

@ camerabap

@ ntercombtap

@ ntrusionhap

Rﬁ% Facilities

Miami

15 Graphics Viewer 1

Window File Layer View Help

. Facility View \
B <5 Global Faciity
© FACLITY 1
© PP GLOBAL
€ Sample Permissions and Contexts |
€ Sample Region Facilty
€ Unassigned ftems Facilty
@ cameramap
@) ntercombtap
@ ntrusioniap

' Boca Raton

IRVING STREET

PM!NAS:. AVENUE

Figure 194. Hierarchical map arrangement

In this example, there are three site maps — United States, Florida, and
Boca Raton.

< The United States map has three states designated as hyperlink
images, including California, Florida, and New York. When an
alarm is generated in Boca Raton, the outline around Florida is
configured to blink. The operator clicks the icon to display the
Florida map.
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« Florida is represented by a list of the facilities, including Boca
Raton, Miami, and others. When an alarm occurs, the facility name
is configured to blink. Operators select the name to view the
graphic display.

e The Boca Raton graphic display represents the actual facility with
associated access points and camera devices. The door access
point where the alarm occurred is configured to change to a red
door icon.

To build hierarchical graphic displays, follow these steps:

1. From the Facility Commander Launcher window, select Launch
and Graphics Editor. The Graphics Editor shown in Figure 177 on
page 302 displays.

2. From the File menu, select Open. The Open window displays.

3. Select the top-level map you want to use. The file will have a JLX
extension.

4. Click the Create Hyperlink Area icon on the toolbar. Move the
mouse cursor to the drawing area (the cursor changes to a
crosshair shape). Click on the drawing area to create the first point
on the site plan.

- Trace the object using horizontal, vertical, or diagonal lines
created by clicking to create an anchor point and moving the
cursor to the next anchor point.

Use the Zoom menu to increase the size and make it easier to
trace an irregular shaped border.

- When you are finished, right-click to end the path and apply the
default graphic attributes.

- Double-click in the area to display the Graphics Attributes
window. Use to adjust border lines and change the default
attributes, such as color, pattern, line, brightness. and more.
Refer to Graphic Attributes on page 306 for instructions.

5. Right-click to display the Change Linking Properties button.
Click again to display the Hyperlink Area Settings window as
shown in Figure 195 on page 322.
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ES

Hyperlink Area Settings

Link To Cisplay Map

Cameratdap

Irtercomblagn
Intrusion DGR
Intruzionhiap

[ Intizlly Transparent

Alarm Hierarchy Indication
(@) Blinking
() Custom Alarm Incication Color

[ Launch Mesw wWindom

| Save | ‘ Cancel ‘

Figure 195. Hyperlink Area Settings window

6. Use the Link to Display Map list to select the site map you want
to display when the hyperlink image is selected on the Graphics
Viewer.

7. Select the Initially Transparent check box if you want the
hyperlink border to be transparent when there is no alarm
condition. Clear the check box to display the hyperlink border.

8. Select how you want the alarm indication to display. The options
are:

- Blinking causes the hyperlink image to blink when an alarm
event occurs.

- Custom Alarm Indication allows you to select a color. The
hyperlink border around the image changes to this color when
an alarm event occurs.

- Click the Browse button to display the Choose Alarm Color
window. Select a color and click OK.

9. Select the Launch New Window check box if you want the
associated site map to display in a new Graphics Viewer window.

- If you want the associated site map to display in the same
Graphics Viewer window, clear this check box.

10. Click Save.
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Working with Layers

Layers are defined as single, transparent drawing surfaces that lay on top
of one another, much like pages in a notebook. Layers give you the ability
to see each layer through the others above it, or see each layer
individually. Layers allows you to move or edit objects on any layer without
disturbing the objects on other layers.

A graphic display can be created with multiple layers to group access
points, cameras, and inputs. When viewed using the Graphics Viewer, an
operator can choose to view all the layers, or select a specific layer, such
as only access doors. This improves visibility by hiding unnecessary
details at a critical time.

Refer to the following topics for more information:

e Creating a New Layer on page 323

« Selecting a Layer on page 324

* Renaming a Layer on page 325

« Removing a Layer on page 325

¢ Moving Objects Between Layers on page 326

Creating a New Layer

When the Graphics Editor opens, the drawing area that displays
represents layer zero, or the background layer. Use this layer to display
the building structure or site map. Create additional layers to display
different objects, such as access points, camera, or inputs. Some site
maps may not require multiple layers.

» To create a new layer, follow these steps:

1. From the Layer menu, select Create New Layer and the window
shown in Figure 196 displays with the layer number created when
you selected this option.

Create new layer x|

New Layer Hame:

Layer 2 |

OK Cancel

Figure 196. Create New Layer window

2. Change the layer name to something more meaningful than Layer
2, such as Access Doors. Click OK.

Refer to Removing a Layer on page 325 for instructions on how to delete
layers.
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Selecting a Layer

Use the layer setting feature to select one or all of the layers to display.
When you are working with multiple layers, you will need to make a layer
active before you can make changes to the layer. The layer setting
feature also allows you to rearrange the layers by moving them up or
down.

» To select a layer, follow these steps:

1. From the Layer menu, select Layer Settings. The window in
Figure 197 displays.

Layer settings ll
Layer Mame | Yisible | Active |
Layer 0 vl [
Doors vl [
Laver 2 vl vl
Mowve Down || Maove Lp H Close

Figure 197. Layer settings window

2. To display a layer to view, select the appropriate Visible check
boxes and the Graphics Editor displays the selected layers. To
view all the layers, select all the check boxes.

3. To modify a layer, select the appropriate Active check box. The
Graphics Editor displays the active layer. The remaining layers are
visible while you make changes to the selected layer.

- To view all the items on the active layer, select the Edit menu
and then Select All. All the items on this layer are highlighted.

4. To rearrange the layers, click Move Down or Move Up.
5. Click Close when you are finished making changes.
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Renaming a Layer

» Toremove alayer, follow these steps:

1. From the Layer menu, select Rename Layer and the window in
Figure 198 displays. The New Layer Name field displays the
current layer name.

Old Layer Hame:

Hew Layer Hame:

lcameras |

| 0K || Cancel |

Figure 198. Rename Layer window

2. Type the new name in the New Layer Name field. Each layer
name should be unique and no longer than 64 characters. If the
name is longer, the extra characters will be truncated. The layer
name is case sensitive.

- Imported layers cannot be renamed.
3. Click OK.

Removing a Layer

If you create too many layers or if you do not need all the layers in the
graphic display, you can remove the extra layers. The last layer cannot be
removed.

» Toremove alayer from your display, follow these steps:

1. From the Layer menu, select Remove Layer. The Select Layer
window in Figure 199 displays with a drop-down list.

Select Layer |

Select layer to remove

| Doors - |

| OK || Cancel |

Figure 199. Select layer window

2. Use the drop-down list to select the layer you want to remove from
the drawing.

3. Click OK.
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Moving Objects Between Layers

When you are working with multiple layers, you may want to rearrange
the objects by moving them to another layer. First, select the object you
want to move and then follow these instructions.

» To move an object to a different layer, follow these steps:

1. From the Layer menu, select Move Selected Objects. The Select
Layer window as shown in Figure 200 displays.

Select destination layer
Layer 0 ~|

| 0K H Cancel |

Figure 200. Select Layer window

2. Use the drop-down list to select the correct destination layer. This
is the location where the object will be moved.

3. Click OK.
Managing Graphic Display Files

Graphic displays are stored on the local system until they are uploaded to
the server system for centralized storage and backup. Once the files are

uploaded they are available to use with the Graphics Viewer to view site

maps and associated icons when an alarm event occurs.

When working with symbol schemes, use Download to make sure you
are working with the most current scheme files.

Refer to the following sections for more information:
» Uploading Graphic Displays

« Downloading Graphic Displays

« Deleting Unused Files on page 329

Uploading Graphic Displays

Graphic displays are stored on the local system, until they are uploaded
to the server system. Once they are uploaded, they are available to use
with the Graphics Viewer. The Graphics Editor automatically loads the
most current symbol schemes from the server every time it opens.

» To upload a site map to the server, follow these steps:

1. Display the site map you want to upload to the server. From the
File menu, click Open and select the file you want to upload.
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2. From the File menu, click Upload. The Upload window as shown
in Figure 201 displays. The graphic display file name appears in
the title bar with a JLX extension.

-‘.'E‘:."iUpload - intrusion map for computer room. jlx

Tag Hame
|intrusi0n map far camputer roam |

Description

Available Facilities Assi 1To:
BOCA RATON

East Coast Region

Global Facility

NEW YORK

PP GLOBAL

Sample Permissions and Contexts Facility
Sample Region Facility

West Coast Region

Assign graphic display to one or more facilities and then click Upload.

Figure 201. Upload window

3. Enter the information described in Table 131. The Upload window
displays this message: Assign graphic display to one or more
facilities and then click Upload.

4. Use the arrow keys to add or remove facilities where this graphic
display is assigned. Items can belong to more than one facility.
Click Upload.

- If the file exists already, this message displays: This file
already exists on the server, click Upload to overwrite.

Table 131. Upload window fields and descriptions

Field Name REQ Description

Tag Name Enter a unique name to identify this item. Use 2-36 characters.
This is the name that displays in the navigation pane of the
client applications.

Description Enter a description for this item. Use 1-100 characters. The
description does not have to be unique.

Available Displays the list of facilities where this graphic display can be

Facilities assigned. Facilities in this list depend on the operator’s context

and permissions.
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Table 131. Upload window fields and descriptions (Continued)

Field Name REQ Description

Assigned To Displays the list of facilities where this graphic display is
assigned. Items can belong to more than one facility.

Downloading Graphic Displays
Graphic displays should be downloaded from the server before they are
edited to ensure you have the latest file.

» To download a site map to your local system, follow these steps:

1. Display the site map you want to upload to the server. From the
File menu, click Open and select the file you want to upload.

2. From the File menu, select Download or select the Download
icon from the toolbar. The Download window shown in Figure 202

on page 328 displays.

: Available Server Displays
= | MY Floor 01 ~ |

| OK || Cancel |

Figure 202. Download window

3. Select the site map from the drop-down list and click OK. The
selected site map displays in the Graphics Editor drawing window.

When you are finished making changes to the site map, upload the
current file to the server so that it will be available to other Facility

Commander client applications.
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Deleting Unused Files

The process of creating symbol schemes and graphic displays is an art,
and during that process you may create some files that will not be used in
your final product. The Graphics Editor provides the capability to remove
unused files, which includes:

« Displays with JLX file extensions.
« Images with JPG, JPEG, or GIF file extensions.
» Toremove the files that are no longer needed, follow these steps:

1. From the File menu, select Deleting Graphics Files. The
Deleting Graphics Files window shown in Figure 203 displays.

Deleting Graphics Files x|

Graphics Files Type:

| Displays - |

Graphics Files Found On Server:

1st floor plan.jlx
1st floor plan 10_07 jIx
1st floor plan 1203.jlx
1st floor plan with intercom system.jlx
acme campus.jlx
hoca site plan.jlx
card shop 2003.jlx
a site_boca.jlx
a sites_old.jix
a sites.jlx
oor 1.jlx =

| Refresh || Remove | | Cancel | | Help

Figure 203. Deleting Graphics Files window

2. Select the Resource Type (Displays or Images) from the drop-
down list. The site maps and images stored on the Facility
Commander server display.

3. Highlight the entries you want to delete and click Remove.

- Click Refresh to display an entries that may have changed on
the server since this window displayed.

4. When you are finished removing the files, click X to close the
window.
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Editing Graphic Display Records

When a graphic display is created with the Graphics Viewer, it may have a
file name that is not exactly what should be displayed in the navigation
pane of the client applications.

Using the Configure Graphic Displays page, you can assign a tag name
and description, which are more meaningful. You can also use the
Configure Graphic Displays page to change the facility membership.

Graphic displays, like other items, can be assigned to more than one
facility. A facility is assigned when the graphic display is created and
uploaded to the Facility Commander server. Later, it may be necessary to
change the facility assignment by assigning additional facilities or
assigning the display to a new facility.

To edit the graphic displays records, follow these steps:

1. Select System Administration.

2. Select Graphic Displays. The Graphic Displays list page as
shown in Figure 204 displays.

Graphic Displays
[00051] Operation cancelled by the operator,

Instructions CEETRiE I El
Yiew or edit graphic displays.
dPage 1 af 20 Go tol GDl Itemns per Page|15 'l
L e e

1st floor plan 10_07 1st floor plan 10_07 jlx

1st floor plan 1st floor plan.jlx

1st floor plan with intercom system 1st floor plan with intercom system . jlx

acre campus acrme campus.jlx

boca site plan boca site plan.jlx

card shop 2003 card shop 2003 .jlx

fla site_boca fla site_boca.jlx

fla sites fla sites.jlx

fla sites_old fla sites_ald.jlx

floor 1 floor 1.jlx

floor plan 10 08 floor plan 10 08 .jlx

rmain building w_cormputer room rmain building w_cormputer room.jlx

I MY Floor 01 MY Floor 01.jlx
i MY Floor 02 MY Floor 02 .jlx
I test test.jlx

Figure 204. Graphic Displays page

Page 330

3. Select the tag name to create or edit the tag name and
description, or change the facilities where this graphic is assigned.
The Configure Graphic Display page as shown in Figure 205 on
page 331 displays.
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Configure Graphic Display

Instructions

View or edit the graphic display information,

Graphic Display Information
Tag Mame

* |CameraMap

Description

File Mame

Facility I

Assigned to

Global Facility

Available

FACILITY 1
PP GLOBAL

* || Sample Region Facility

Sample Permissions and Contexts Facility

Hold the Ctrl key down for multiple selection.

Figure 205. Configure Graphic Display page

4. Enter the information described in Table 132. A check mark
indicates a required field.

5. Click Submit to save the record.

Table 132. Configure Graphic Display fields and descriptions

Field Name REQ

Description

Tag Name v

Displays the file name assigned to the graphic display.
Enter a unique name to identify this item in the
navigation pane of the client applications. This
changes the file name on the Facility Commander
server. Use 2-36 characters.

Description Enter a description for this item. Use 1-100 characters.
The description does not have to be unique.
File Name Displays the file name with the JLX extension.
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Page 332

Table 132. Configure Graphic Display fields and descriptions

Field Name REQ Description

Facility

Assigned To Displays the name of facility where this graphic display
is currently assigned. This is a read-only field.

Available v Use to assign or change the facility membership for

this graphic display. The facilities that display in this
list depend on the operator’s context and permissions.
Note: When assigning this item to a facility listed in the
Available list, press the Ctrl key before selecting the
new facility assignment.

» To assign the graphic display to more than one
facility, select the first facility and press the Ctrl key
while selecting the other facilities. The selected
facilities are highlighted. Click Submit.

« To assign the graphic display to all the listed
facilities, select the first facility in the list, press the
Shift key and select the last facility in the list. All
the facilities are highlighted. Click Submit.
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This chapter describes the how to use the Graphics Viewer to issue
commands, such as locking and unlocking doors, enabling and disabling
devices, and more. Readers should be familiar with using layers in the
Graphic Editor client application.

In this chapter:
a Overview on page 334
A Navigating the Graphics Viewer on page 336
Issuing Commands on page 340

Customizing Window Name and Contents on page 347
Printing Graphic Displays on page 348
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Page 334

Overview

The Graphics Viewer is a client application that allows an operator to view
graphic displays and issue commands. The Graphics Viewer can be
launched from the Alarm Monitor, Event Monitor, or the Facility Commander
Launcher window.

When an alarm event is generated, the symbol placed on the graphic
display changes to reflect the alarm state. For example, a Door Forced
alarm includes two conditions — set and reset. Each alarm state and
condition is represented on the graphic display by a different symbol, such
as the:

« initial state is represented by a gray door icon
« alarm condition is represented by a red door icon
« reset condition is represented by a green door icon

The graphic displays contain symbols, which represent:

» Cameras * Intercom Substations
» Door Access Paints * Intrusion Areas
 Digital Inputs * Intrusion DGPs

» Logical Inputs * Intrusion Inputs
 Digital Outputs * Intrusion Outputs

» Intercom Exchanges * Intrusion Keypad

* Intercom Master Stations * Intrusion Panel

In addition, a globe icon displays on the Alarm Monitor and Event Monitor to
represent a graphic display when an alarm event occurs. When you select
the globe icon, the Graphics Viewer launches with the default graphic
display, if configured to do so.
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Alarm States

An alarm can be in one of three states: Alarm, Tamper, and Reset. If
different icons were defined for each of these states (using the Symbol
Editor), then the appearance of the symbol reflects its current state. If you
have multiple maps and link them in a hierarchal arrangement, the
associated icons on each level displays the icon in its alarm state
condition.

Also, a device such as an access point can have multiple alarms at the
same time. When this happens, there are rules for determining the current
appearance of the symbol.

The icon representing the highest priority alarm displays.

For example, if an access point has a Door Forced Alarm with
priority 10 and a Lost Badge Alarm with priority 50, the symbol’s
appearance will reflect the Door Forced state attribute and
condition.

If all alarms for the device have the same priority, then the
symbol’s appearance will reflect the most recent alarm
occurrence.

For example, a Lost Badge and Suspended Badge Alarm both
have a priority of 50. The Lost Badge alarm occurred at 10:15 and
the Suspended Badge alarm occurred at 10:18. The symbol’s
appearance will reflect the Suspended Badge state attribute and
condition.

Facility Commander Administration Guide Page 335



Chapter 16 Viewing Graphic Displays

Navigating the Graphics Viewer

» To display the Graphics Viewer, follow these steps:
1. Open the Facility Commander Launcher window.

2. Select Launch and Graphics Viewer, or select the Graphics
Viewer icon from the Viewers toolbar. The Graphics Viewer shown
in Figure 205 displays.

Splitter Bar and Pointers

Title Bar «' Graphics Viewer 1 |:||§|r5__<|
Window File Layer View Help

© Facility View | h;

B < Global Facilty - "y !
@ FACILITY 1 3

€ PP GLOBAL s g
@ Sample Permissions and Cortexts — —

1 115 J
@ Sample Region Facility G 17— H = |

HEHEHBEA

@ Unassigned tems Facility [ L
Navigat g I‘:::;T;:p 3 ﬁ [ (112 13— gl o . "
gation—p- i g 101 prE R [
@ Intrusiontap 3 J a 5 E
A 2% RE :
z 9] 0
o
L]
0 2nd Floor =)
A A A
Status Bar | ) ':' 2
Text Label Symbols

Hyperlink Symbol
Figure 205. Graphics Viewer window

Table 133 lists and describes the elements of the Graphics Viewer.

Table 133. Graphics Viewer window

Element Description

Title Bar « Displays Graphics Viewer and the window instance
number. Refer to Managing Multiple Windows on
page 20 for more information.

« Displays the file name and custom window title.
Refer to Customizing Window Name and Contents
on page 347 for more information.
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Table 133. Graphics Viewer window (Continued)

Element

Description

Navigation Pane

Graphic displays are represented by a globe icon and
are sorted in alphabetical order. Click the globe icon to
change the display.

The items that display in the navigation pane are
determined by an operator’s permission levels and
context.

Splitter Bar and
Pointers

The Graphics Viewer is divided by a split bar with split
pointers, which can be used to change the size of the
window.

Panes can be resized by moving the location of the
splitter bar displayed between the panes or using the
split pointers.

Click the split pointer to move the window left or right
of its current position.

Symbols

Symbols represent devices, such as:
e Cameras

« Door Access Points

« Digital Inputs

« Logical Inputs

 Digital Outputs

¢ Intercom Devices

* Intrusion Devices

Refer to Issuing Commands on page 340 for more
information.

Hyperlink Symbol

Displays the default hyperlink symbol. The hyperlink
symbol can be customized and may display as a
blinking icon. Click the symbol to view the associated
map.

Text Label Displays a text label, which may identify the building
name, a link to another site map, or identify a symbol
icon on the site map.

Status Bar « Displays a window filter icon indicating the list of

available Facility Commander facilities has
changed. When the facilities have been reset, the
icon no longer displays on the status bar. Refer to
Customizing Window Name and Contents on page
347.

« Displays an icon indicating if the system with the
Graphics Viewer is connected to the Facility
Commander server.

- Green indicates the Graphics Viewer is
communicating with the server.

- Red indicates the system is no longer
communicating with the server.
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Opening Graphic Displays

There are two methods to open a file — tag name or menu option. The
navigation pane displays the tag name. Select the tag name in the
navigation pane to open the graphics display.

» To open the Graphics Viewer using the menu, follow these steps:

1. From the Facility Commander Launcher window, select Launch
and Graphics Viewer or select the Graphics Viewer icon from the
Viewers toolbar. The Graphics Viewer shown in Figure 205 on
page 336 displays.

2. Select File, and then Open.

- If a more recent copy of the site map exists on the Facility
Commander server, the Open window shown in Figure 206
displays.

|
Available Server Displays
MY Floor 01 -

OK Cancel

Figure 206. Download window

3. Use the drop-down list to select the graphic display you want to
view. Click OK. The Graphics Viewer displays the selected site
map.
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Selecting Layers

Graphic displays can be constructed of different layers with different items
on each layer. Use this option to select the layers you want to view. One
layer may contain only access points, while another layer may contain all
the video devices. Hiding layers reduces the clutter when operators need
to focus.

» To display a different layer, follow these steps:

1. Select Layer and Show/Hide Layer. The Show/Hide Layer
window shown in Figure 207 displays.

Show/Hide layer x|
Layer Name I Yisible I

Layer O ¥

Layer 1 ¥

Figure 207. Show/Hide Layer window

2. The window displays the layer names (Layer 0, Layer 1, or the
name assigned to the layer) with a check box to select individual
layers. A check mark indicates the layer is visible.

- Select the check box to display a layer. The Show/Hide Layer
window remains open to allow you to move back and forth
between layers.

- Clear the check box to remove a layer from view. If you want to
view only Layer 1, clear the Layer O check box.

3. Click X to exit from the Show/Hide Layer window.
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Issuing Commands

The Graphics Viewer allows operators to respond to alarm events and
issue commands. Different menus with different actions display
depending on the type of device and alarm state, such as:

¢ Lock and Unlock Doors

« View Video from a Specific Camera on page 342

* View Video from Monitor Devices

« Enable or Disable Input Devices on page 344

e Connect and Disconnect Intercom Devices on page 345

e Arm or Disarm Intrusion Areas on page 346

An action may be dimmed if the operation is not allowed. An action may
not be allowed if the operator does not have permission to perform the
action or the action is not supported by the product. Table 134 lists the
devices and the available actions for each device.

Table 134. Summary of devices and actions

Device

Commands

Access Points

Momentary Unlock
Duration Unlock
Permanent Unlock

* Lock Door
Cameras * View Video Live
» Display in CCTV Monitor
Input Devices * Enable
+ Disable
Intercom Devices » Connect
« Disconnect
Intrusion Area * Arm Area
* Disarm Area
Intrusion DGP » Bypass DGP

Unbypass DGP
Start DGP Battery Test
Cancel DGP Battery Test

Intrusion Input

Bypass Input
Unbypass Input
Acknowledge Alarm

Intrusion Panel

Set Panel Online
Set Panel Offline

Intrusion Keypad

Bypass Keypad
Unbypass Keypad

Refer to the appropriate sections for more information about using these

features.
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Lock and Unlock Doors

» To lock or unlock an access door, follow these steps:

1. Select the appropriate graphic display. Refer to Opening Graphic
Displays on page 338.

AP 200100 NY LOBEY EAST

Acknowledge Alarm...

Access Point ¥ Momentary Unlock
Yiew Graphic Display ¥ Duration Unlock

Permanent Unlock
Lock Door

Figure 208. Site map with action menu

2. Locate the symbol representing the device. If the device is in an
alarm state:

- Double-click the symbol to launch the Alarm Response window
as shown in Responding to Alarms on page 215.

- Right-click the symbol to display the action menu. The window
shown in Figure 208 displays with the tag name and a list of
actions available to the operator.

If the device is not in an alarm state:

- Double-click the symbol to perform the default action, which is
Momentary Unlock.

- Right-click the symbol to display the action menu. The Control
Toolbar displays when the device is not in an alarm state.

Refer to Table 135 for a description of each action.

Table 135. Lock/Unlock options

Option Description

Momentary Unlock  uUnlocks the door for a time specified in the
access control system.

Permanent Unlock  Unlocks the door permanently until changed
by an operator.

Duration Unlock Unlocks the door the number of seconds
specified in the drop-down list. Refer to
Unlock Door for Duration for more information.

Lock Door Locks the door until reset by an operator using
the unlock command.
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Unlock Door for Duration

» To unlock a door for a specified duration, follow these steps:

3. Select Duration Unlock. The window shown in Figure 209
displays.

Duration Unlock |

Enter Duration in Seconds:

0K Cancel

Figure 209. Lock and unlock door options

4. Enter the number of seconds in the Enter Duration in Seconds
field.

5. Click OK.

View Video from a Specific Camera

» To view video from a camera device, follow these steps:

1. Select the graphic display. Refer to Opening Graphic Displays on
page 338.

MY Cam 100

Control Toolbar...
Yideo Viewer ¥ View Video Live: NY Cam 100

Figure 210. Graphic display with video devices

2. Locate the symbol representing the camera. If the camerais in an
alarm state:

- Double-click the symbol to launch the Alarm Response window
as shown in Responding to Alarms on page 215 displays.

- Right-click the symbol to display the action menu. The window
shown in Figure 210 displays with the tag name and a list of
actions available to the operator.

If the camera is not in an alarm state:

- Double-click the symbol to perform the default action, which is
View Live Video. Or, drag the camera from the navigation pane
to a Video Console pane and live video displays.

- Right-click the symbol to display the action menu. The Control
Toolbar displays when the device is not in an alarm state.

Page 342  Facility Commander Administration Guide



Chapter 16 Viewing Graphic Displays

View Video from Monitor Devices

To use this feature, analog cameras must be connected to an analog
CCTV switcher. Refer to Configuring Video Devices on page 121 for more
information.

» To display video on a CCTV monitor, follow these steps:

1. Select the graphic display. Refer to Opening Graphic Displays on

page 338.
Ny Cam 100
Control Panel
Display In Monitor * Lobby 100 Monitor
Lot 400 Monitor
West Lobby 200 Monitor

Figure 211. Graphical display with monitors

2. Locate the symbol representing the camera. If the camera is in an
alarm state:

- Double-click the symbol to launch the Alarm Response window
as shown in Responding to Alarms on page 215 displays.

- Right-click the symbol to display the action menu. The window
shown in Figure 211 displays with the tag name and a list of
actions available to the operator.

If the camera is not in an alarm state:

- Right-click the symbol to display the action menu. Select
Display in Monitor and then select the monitor device to play
the video. The Control Panel displays when the device is not in
an alarm state.
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Enable or Disable Input Devices

» To enable or disable input devices, follow these steps:
1. Select the graphic display. Refer to Opening Graphic Displays on
page 338.

2. Locate the symbol representing the device. If the device is in an
alarm state:

- Double-click the symbol to launch the Alarm Response window
as shown in Responding to Alarms on page 215 displays.

- Right-click the symbol to display the action menu. The window
shown in Figure 212 displays with the tag name and a list of
actions available to the operator.

If the device is not in an alarm state:

- Right-click the symbol to display the action menu. The Control
Toolbar displays when the device is not in an alarm state.

DI 200116 NY FIRE ALARM 1 |

(#! Enabled

' Disabled

Execute Cancel

Figure 212. Monitor window

3. Select the appropriate option button and click Execute to perform
the selected action. The actions are described in Table 136.

Table 136. Monitor window

Option Description

Title Bar Displays DI-prefix to identify digital input and the tag
name.

Enabled Select to enable the device.

Disabled Select to disable the device.
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Connect and Disconnect Intercom Devices

» To connect an intercom device, follow these steps:

1. Select the appropriate graphic display. Refer to Opening Graphic
Displays on page 338.

WY Intercom Bldg 1_Master

Control Panel
Video Yiewer

Access Point
View Graphic Display
@ Disconnect Intercom Intercom

| v v v

Figure 213. Graphic display with an intercom device

2. Locate the symbol representing the intercom device. If the device
is in an alarm state:

- Double-click the symbol to launch the Alarm Response window
as shown in Responding to Alarms on page 215 displays.

- Right-click the symbol to display the action menu. The window
shown in Figure 213 displays with the tag name and a list of
actions available to the operator.

If the device is not in an alarm state:

- Double-click the symbol to perform the default action, which is
Connect.

- Right-click the symbol to display the action menu. The Control
Toolbar displays when the device is not in an alarm state.
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Arm or Disarm Intrusion Areas

» To arm or disarm an intrusion area, follow these steps:

1. Select the appropriate graphic display. Refer to Opening Graphic
Displays on page 338.

MY Computer Lahb

Control Toolbar...
Intrusion Area ¥ Arm Area

Disarm Area

Figure 214. Graphic display with an intercom device

2. Locate the intrusion area. If the area is in an alarm state:

- Right-click the symbol to display the action menu. The window
shown in Figure 213 displays with the tag name and a list of
actions available to the operator.

If the device is not in an alarm state:

- Double-click the symbol to perform the default action, which is
Arm.

- Right-click the symbol to display the action menu. The Control
Toolbar displays when the device is not in an alarm state.
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Customizing Window Name and Contents

» To filter the items, follow these steps:

1. From the View menu, select Window Filter. The Window Filter
window in Figure 215 displays.

£ window Filter

Custom Title:
|Boca Raton FL Facility |

Facilities:
= System Administrator Context
@ [v] Global Facility
[¥] CHICAGO
©- [v] East Coast Region
[¥] NEW YORK
[v] Sample Permissions and Contexts Facility
[v] Sample Region Facility
@ [v] Unassigned ltems Facility
@ [v] West Coast Region

| Save | | Cancel | | Help

Figure 215. Window Filter

2. Use the Custom Title field to identify a title to display on the
Graphics Viewer title bar. You can use up to 255 characters.

3. Select the check boxes to indicate the items you want to display on
the Graphics Viewer. A check mark indicates the item is selected.

- Clear the check boxes to remove the items from view.

4. Click Save. The Graphics Viewer displays a window filter icon in
the status bar indicating the list of available Facility Commander
facilities has changed.
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Printing Graphic Displays

» To print a display, follow these steps:

1. From the File menu, select Print. The Print View window shown in
Figure 216 displays.

Paper I Wigw selectionl Pagesl Previewl

Paper format: Ad =~
Paper width: |21
Paper height: |29.T
Top margin: 254
Bottom margin: |2.54
Left margin: 254
Right margin: |2.54
Crigntation: | [| _|
..... Apply ...... Defau|t |
Unit: & em " inch Default | Print | Clase

Figure 216. Print View window

2. On the Paper tab, use the Paper Format drop-down list to select

the correct paper size. The measurements and margins display for
the selected paper format. The default setting is A4.

- Select the unit of measurement to display. Click the appropriate
option button to select centimeters or inches.

- Select the paper orientation. Click the portrait icon or landscape
icon to change the orientation.

- If you select a custom paper format, enter the paper width and
height, and margins for the graphic display. Click Default to
discard the changes and return to the default settings.

. On the View Selection tab, you can adjust the position of the

graphic display on the page. Use the Start X and Start Y to
change the position of the display. Click Apply when you are
finished making adjustments.

. On the Pages tab, you can adjust the position size, resolution, and

indicate the number of pages to print the site map or graphic
display.

. On the Preview tab, you can preview the page before printing.

Make the necessary changes and click Print.
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Chapter 17. Backup/Restore Informix
Databases

This chapter describes the backup and restore procedures for Linux and
AlX files; and Informix databases.

In this chapter:
%a Overview on page 350
Requirements (Tape Backups) on page 351
/‘Nr—\‘-

Backing Up Database Records on page 352
Restore Procedures on page 357
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Page 350

Overview

Backups let you copy data to a disc or tape device. When you back up
data to a tape, you must have a tape device connected to the computer. If
a tape device is not available, you can back up the data to a disc and
transfer the file to a safe place for storage.

It is a good practice to back up the data stored on the Facility Commander
server at regular intervals. If the original data stored on the server’s hard
disk becomes inaccessible because of a system malfunction, you can use
the backup data to restore the lost or damaged data.

This chapter describes how to back up selected files and folders; and
restore the backed up files to the original hard disk or a new hard disk.

Backup Modes

Facility Commander provides a backup utility for backing up files and
database records to a tape device, which is the default setting. If you want
to back up the files to disk, you will need to edit two configuration files to
change the output destination to disk.

To edit the configuration files, refer to Appendix A on page 401, which
includes:

« Editing the Informix Configuration File on page 403

e Scheduling the Backup Utility on page 404

Use Table 137 to select the appropriate mode and device to back up the
Facility Commander database records.

< Back up the Informix database to a tape device or disk. To do this,
you must edit the backup utility and Informix configuration files to
redirect the output to disk.

Once you edit the configuration file to change the output to disk, instead
of tape, the backup utility will not be able write to tape because of the
changes in the configuration file.

Table 137. Databases and Backup Modes

Database Mode Backup Device
Informix Interactive Tape or disk
Informix Scheduled (Cron) Disk only
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Backup Types

There are two types of backups — full and incremental. A full backup
includes the entire database contents. If you choose to backup to disk, a
full backup is done.

Incremental backups, sometimes called differential backups, only record
those portions of the system that have been modified since the last full
backup.

It is recommended that you perform a full backup at regular intervals.

AlIX Only: Change the TAPEDEV parameter to the actual tape device
name. AIX does not accept symbolic links to a tape device. The tape
device name in the new value may be different.

Parameter: TAPEDEV
Default value: / dev/ t ape
New value: / dev/rnt O

Requirements (Tape Backups)

A minimum of two tapes is required to create a system backup. One tape
is used to record the database backup, while the other is used to record
the required support files for Informix and Facility Commander. Depending
on the amount of data to be backed up, additional tapes are “spanned” to
contain the information.

Tape Labels
Backup tapes must be identified clearly. Record the following information:

e Type (Full or Incremental)
» Date

« Tape number and the number in the series, such as: 1 of 2 and
2 of 2.

During file backups, the log file name is displayed and contains both the
backup type and date. Refer to Figure 222 on page 356 for an example. In
addition, include the referenced full backup log file.

For the database backups, each database may have information that is
unigue to the vendor and should also be recorded on the tape label.

The Informix backup program prints out the IDs of logical logs that are
recorded to the tape backup. Record these IDs on the tape label as well.
This information is useful during the process that includes restoring the
archived logical logs.
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Backing Up Database Records

These instructions describe how to complete a full backup of the files and
database records. There are small differences if you are doing an
incremental backup, and those differences are noted.

The database and files are backed up using BackupUti | i ty, which is a
command line script. The script first backs up the database, verifies the
backup, and then begins to back up the files.

» To begin the back up process, follow these steps:

1. Open a terminal window. If you are not logged into the system as
“root”, you will be prompted for the root password. This is required
to ensure access to all resources.

2. Start the backup utility and the window in Figure 217 displays.

- For Linux/Informix: Double-click the Backup Utility icon.

- For AIX, type: ¢d /usr/BackupUtility [Enter]
sh BackupUtility [Enter]

(F» Full backug
(I} Incremental backup
(R} Restore

| |
+ +
| Select an action from the list: |
| |
| |
| |
| L Quit |

Action (FITIRIGx: B

PP PP PH PP YT TV TP PETS” |
Figure 217. Backup Utility
3. Type the appropriate letter to select the backup type, such as:
- F to complete a full backup

- | to complete an incremental backup.
This menu is also used to restore a backup or to exit this program.
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Informix Database

The Informix database is backed up using the ont ape utility application.
When the backup procedure is started, the window in Figure 218 displays.

21" root@minserver:~ - Shell - Konsole

Commencing Level O backup of the database, =

Flesse mount tape 1 on Adew/tape and press Return to continue .. I

Figure 218. Starting a full-level database backup

» To begin the tape backup process, follow these steps:

1. Insert the tape in the tape drive, wait for computer system to
recognize the tape, and press Enter. The window in Figure 219
displays.

A message displays stating the type of backup. “Level O” indicates a
full backup, while “Level 1" indicates an incremental backup.
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Commencing Level O backup of the database,

Fleasze mount tape 1 on Adevw/tape and press Eeturn to continue ...
100 percent. done,

Record the IDs of the Fleazse label this tape as rnumber 1 in the arc tape sequence.
logical logs to the backup Thi=z tape contains the following logical logs:

on the tape label. —— @

Frogram over,
Ejecting media, . .|

Figure 219. Database backup complete

2. A message displays with the process of the backup. When the
backup is complete, a message displays reporting which logical
logs were recorded to the tape during the backup process. Record
the identification of the logical logs written to the backup on the
tape label.

21 root@ mlinserver:~ - Shell - Konsole

100 percent. done. -

Fleaze label thiz tape az rumber 1 in the arc tape seguence,
Thiz tape contains the following logical logs=: —

5

Frogram owver,
E.ij=ectine medis done
ommencing backup wverification., ‘\\

Informix Dynamic Server 2000 Version 9,21.0UCd
Frogram Mame: archecker
Verzion: 4.7
Feleazed: 1130400 09132
Compiled: 1130400 09134 on Linu= 2,2,12-20=mp #1 SHP Mon Sep 27 10:34:45
EOT 1999
Backup ———p
verification process | |AE_STORAGE SLmp
AC_MSGFATH Atmpsac_msz, log
AC_WVERBOSE on
AC_TRFEDEY Jdevtape
AC_ TAPEBLOCE, 15

Fleasze put in tape number 1,

pe 1 <return? or O to end:ll

L[]

Figure 220. Backup verification
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3. Insert tape number one when the verification is complete and type:
1 to continue. Press Enter.

As each tape is verified, a prompt displays to insert the next tape in the
series. When the last tape in the series has been verified, or if you do
not want to continue, type: 0. Press Enter.

Backing Up Files

After the database backup verification is complete, the process of backing
up files begins. The window in Figure 221 displays.

21 root@ minserver:~ - Shell - Konsole

Commencing backup of files,
;lease load a writable tape in Sdevstape and press ENTER.

|

Figure 221. Start backup of files
» To begin the back up process, follow these steps:

1. Insert the tape in the tape drive, wait for computer system to
recognize the tape, and press Enter. The window in Figure 222
displays. The list of files being backed up scrolls as the files are
written to the tape.

Note:On AlX systems, the backup process begins
immediately when Enter is pressed. Failure to
insert a tape, use a read-only tape, or pressing the
Enter key too early will result in a program error.

2. If the number or size of the files is sufficiently large, the tape will
become full and you will be prompted to replace the tape. This
prompt is repeated each time a tape is filled to capacity. In many
cases, one tape is sufficient and you will not see this message.
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=1 root® minserver:~ - Shell - Konsole

susrdinformixseto/Connect —cr -
Ausrdinformixdetosoconnf iles
Afusrdinformixsetesinstallc
Jusrdinformixsetcseqlhosts
susrdinformixsetofonconf ig
Ausrdinformixdetcs, infos, mlhserver
Susrdinformixsetes  conf ,mlhserver
Susrdinformixsetesoncfg_mlhnserver 0
fusrdinformixdetc/fo_log_full .conf
susrdinformixsetesfo_log_full ,.=sh
Ausrdinformix/etodac_conf ig,std
Ffetoc/Backupltility

Ffetoc/Backupllt ility/backup_paths
fetoc/Backuplltility/config

Fwars logBackupltility

Award log /BackupUtility /F_200304061802,22
Avard log BackupltilityAF_200304071150,33
SusrsBackuplltility
susrsBackupldtility/Backuplltility

12096 blocks

Backup complete,. details in Avardlog/BackupUtilityfF_ 200204071429 035, ;)
E jecting media, ., .done =
FPlease load the first tape of thiz file backup session in Adgvstape for verifical—
tion and press EMTER, Tl

Log file name

Figure 222. Waiting to start file backup verification

3. When the backup is complete, a message displays with the details
of where the log is stored and the last tape is ejected. Record this
information to view the logs at a later date.

4. Insert the first tape in the series to verify the backup and press
Enter. This verification only tests the readability of the tape and
not the contents of the tape. The window in Figure 223 on page
357 displays next.
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2" root@ mInserver:~ - Shell - Konsole

JusrdinFornix/etoseqlhosts -
fusrdinfornixseto/onconf ig

Ausrdinformixdete /s, infos, mlnserver

Ausr/informixdetc/ ,conf  mlnserver

fusrsinfornixietofoncfz_mlnzerver 0

fusr/dinformixdete/Fo_log_full,conf

fusrsinfornixdeto/fo_log_full,.=sh

fusrSinfornixdetosac_config,std

feto/Backupltility

feto/Backuplltility/bhackup_paths

feto/Backupltility/conf ig

Avardlog/Backupltility

Avar log /Backuplt ility/F_200304061802 22

Avardlog/Backuplt ility/F_2003204071150 23

fusr/Backupltility

Fusr/BackupUt ility/Backupltility

12096 blocks

Backup complete. details in Avar/slog/Backupltility/F_20030407 1429 03,

E.jecting media, , .done

Fleaze load the first tape of this file bhackup =zes=zion in Jdevw/tape for werifica
t.ion and press ENTER,

Verifying backup...12096 blocks

FASSED

E.jecting media. ..l

Ko

Verification passed message

Figure 223. Successful file backup verification

5. Remove the tape and store it according to your organization’s
policy.
- If you are using an Imation™ Travan™ tape, it will not be

ejected automatically. Remove the tape from the drive to
prevent any problems with loading future tapes.

Restore Procedures

This section describes the restore process as if the Facility Commander
server disk drive fails. Previous to restoring the data, the system
administrator should:

* Install the operating system

* Install the database

« Install Facility Commander software

Also, install all patches or upgrades that are appropriate. The machine
should have the same configuration as the original hardware when the
backups were completed.

When the Restore action is selected, the program preforms a pre-
restoration check to verify the system is in an appropriate state. These
checks depend on the database.
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The Informix database must be shut down before it is restored. You will be
unable to restore the Informix database before shutting it down. An error
message displays. Use the command “servi ce I nform x stop” to
shutdown the database.

» To begin the restore process, follow these steps:

1. Insert the tape in the tape drive, wait for computer system to
recognize the tape, and press Enter.

2. Open a terminal window. If you are not logged into the system as
“root”, you will be prompted for the root password. This is required
to ensure access to all resources.

3. Start the backup utility and the window in Figure 224 displays.

- For Linux/Informix: Double-click the Backup Utility icon.

- For AIX, type: ¢d /usr/backuputility [Enter]
sh backuputility [Enter]

(F? Full backug

(I} Incremental backup
(R} Restore

(L3 Buit

|
.
I Select an action from the list:
|
|
|
|

Action (FITIRIG:: O

e d
Figure 224. Backup Utility
4. Type Rto begin the restore process.
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2" root@ mlnserver:~ - Shell - Konsole

I= ‘ihe tape loaded in Jdevdtape the First tape of the files backup session? Y/A[H|a
1: B

(=]
[~
PSP USSP e PSR TIPEY” |
Figure 225. Start Restore process with tape in drive
5. Type: Y to indicate the tape is loaded and the program begins

restoring the files from the tape. If you type N indicating the tape is
not the first in the series, the program will eject the tape.

Failure to insert a tape, using a read-only tape, or pressing the Enter
key too early will result in a program error and the process must be
started over.
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6. If the backup is comprised of multiple tapes, this message
displays each time a tape is restored: Found end of volume.
Load next volume and press RETURN.

[J" root® minserver:~ - Shell - Konsole

Ausrdinfornizsetc . lvers_conn -
fuzrdinfornixsetc/Connect-cr
Ausrdinformixsete/connf iles
Ausrdinfornizsetc/installc
Susrdinfornixdetc ey lhosts
Susrdinfornixsetc/onconf ig
Ausrdinfornixsetcs, infos, mlnserver

cpio: Susrdinformixdetos ,conf ,mlnzerver linked to fusrdinformnixdetcs, infos,mnlnse
I ver

fusrdinfornixsetcs ,conf ,mlnserver
Susrdinfornixsetc/oncte_mlnserver,0
Ausrdinfornixdete/fe_log_full .conf
dusrdinformixsetcfo_log_full,.sh
Susrdinfornixseto/ac_config,std
seto/Backupltility
Seto/Backupltil ity backup_paths
Seto/Backupltilitysconf ig
FwardlogBackupltility

Swar S logBackuplt il ity F_200304061802 22
Awar/ log /BackuplUt i lityAF_200304071150 , 33
Ausr Backupltility

bupltility
12096 khlocks

10

44

Block count

Figure 226. File restoration complete

7. Remove the tape and store it according to your organization’s
policy.
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Restore Incremental Backups

After the files are restored, the incremental backups should be restored.
The window in Figure 227 displays next.

IZI" root@ minserver:~ - Shell - Konsole

Restore incremental backup? (CYIIM»: B a

Figure 227. Restore incremental backups
» To begin the restore process, follow these steps:
1. Type: Y to indicate an incremental backup will be restored. If you

type N to indicate there are no incremental backups, the program
continues to the next step, which is to restore the database.
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Restore Database

When the program begins to restore the Informix database, a long pause
occurs. A window displays during this pause.

Beginning databasze restore, -
Flea=ze be VERY patient,

Flease mount tape 1 on Adewstape and press Return to contirce .. 1

Figure 228. Wait for database tape to be loaded

» To begin the restore process, follow these steps:

1. Insert the tape in the tape drive, wait for computer system to
recognize the tape, and press Enter. The program reads
information from the tape and displays the details in the window as
shown in Figure 229.

21" root@ minserver:~ - Shell - Konsole

Archive CheckPoint Time  04/07/2003 14:19:48 =

Dh=paces

umber  flags fochunk,  nchunks  flags owner na

=

1 1 1 1 H informix ma

=terdbs

2 1 2 1 H informix da

tazroupE

3 1 3 2 H informix hi

=toryzroupR

Chiunk.s

chkAdbs of F=et =ize free bpages flags pathname

1 1 q ZRE000 190360 FO- fdevs informixdb /masterdhs

= 2 0 102400 95855 FO- ALld2/ informixch /DataGroup 1

K 2 0 1048a7n 721592 FO- S1d3 infornixdb HiztoryGroop

c} 3 0 1048575 1048572 FO- S1d3 infornixdb HistoryGroogpl =
—

Contirue restore? (udnill

Figure 229. Restore details
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2. Type: Y when this message displays: Continue restore?

3. Type: Y when this message displays: Do you want to back up
the logs?

The logs contain details of the database transactions (database
already residing on disk drive). If you have problems with your
database, these logs may be used to recover transactions that have
occurred since the last backup.

2" root@mlinserver:~ - Shell - Konsole

Mumbe flags febunk nckhunks  fFlags ouneT e -
me

1 1 1 1 M informix ma
=terdhs

= 1 2 1 M informix da
tazrouE

3 1 3 2 M informix hi
=torygroup

Chiunks

chk/dbs of Fzet zize free hpages flags pathhane

1 1 q ZRE000 190360 FO- fdewd informixdb/masterdbs

= 2 4} 102400 S9e855 PO- Sld2d informixdbDatabGroup

K 3 0 10d8a7h 731592 PO- A1d34 informixdbAHistoryGroup
L} 3 0 1048675 1048572 P0- ALd3/ informixdb/HistoryGroupl

Cont inue restore? (y/niy
Do you want to back up the logs? (ysnly

FPlease mount tape 1 on Avar/logicallogslogs and press Return to continue ... B
—_—

Figure 230. Prompt for salvaging logs
4. Insert the tape to store the logical log files. The device name listed

is a file stored on the disk drive. Press Enter and the window in
Figure 231 displays.
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21" root@ minserver:~ - Shell - Konsole

informix
storyzrouge |
Churks
chkAdbs of feet =iFe frees bpages flags pathrams
1 1 q ZRE000 190360 PO- Adev/ informixdb/masterdbs
2 2 0 102400 S9egh5 PO- S1d2F inFormixdb/Datakroup
K 2 0 1ndasra 731592 FO- S1d34 inFormixdbHiztoryGroupd
c} 3 0 1048575 10428572 FO- S1d34 informixdbHistoryGroupl

Cont inue restorey (uiniy
Do you want to back up the logs? (yiniy

Fles=ze mount tape 1 on Avarflogicallogsslogs and press Return to continue ...
bWould you like to back up log 5% du/ndy y

Fleaze label thiz tape az number 1 in the log tape sequence,

This tape containsz the following logical logs:

Log =alwage i= complete. continuing restore of archive,

[« ]

Figure 231. Logical logs restored

5. After the logical logs are restored, the process of restoring the
database begins. The window displays messages to describe the
process. When the database is restored, this message displays:
Restore a level 1 archive?

If you have incremental backup tapes that you want to restore, type: Y.
The program repeats the process used to restore the database. The
window in Figure 232 displays next.

2" root@ minserver:~ - Shell - Konsole

14:50:45 Loading Module <BUILTIMHULL> -
14:80:49 Informix Dynamic Serwver 2000 Version 9.21.0UC4 Software Serial Humb[ |
e AAD#J245782

14:80:50  Informix Dynamic Serwver 2000 Initialized -- Shared Memory Initialized,

14:50:50 Dataskip iz now OFF for all dbspaces
14:80:50 Recowery Mode
14:52:05 Phyzical REestore of masterdbs. datagroop. historygroup started,

14:52:10 Checkpoint Completed: duration was O seconds.
14:52:10 Checkpoint loguniq 5. logpos OxbBdbZbd

14:52:11 Checkpoint Completed: duration was O seconds,
14:52:11 Checkpoint loguniq 5. logpos OxbdbZbd

14:52:13 Checkpoint Completed: duration waz O seconds,
14:52:13 Checkpoint loguniq 5. logpos OxbdbZbd

14:52:14 Phyzical Restore of masterdbhs,. datagroup. historyzroup Completed,
14:52:1d Checkpoint Completed: duration was 0 seconds,
14:52:14 Checkpoint loguniq 5. logpos OxbdbzZbd

Festore a level 1 archive {(y/ni n
Do wou want to restore log tapes? (udninll

10

Figure 232. Restore log tapes

6. Type: N to skip this step. Use the logical logs to recover
transactions that have occurred since the last regular backup. Itis
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not recommended to use the logs unless you are familiar with this
process, which is not described in this document.

The window in Figure 233 on page 365 displays next.

21 root@ minserver:~ - Shell - Konsole

o you want to restore log tapes? (usnin -
Asusrdinformixbindonnode =y

Frogram owver,

E.jecting media. . .dore

kaiting for restore to complete,

14:53:33 Phys=ical Recowvery Started at Pagedl:88d3,

14153133 FPhyzical Recovery Complete: O Pages Examined O Pages Restored,

14:52:33 Logical Recovery Started,
14:53:33 10 recovery worker threads will be started,
14:53:3n Logical Fecowery Complete,

0 Committed. O Rolled Back. O Open. O Bad Locks

14:52:37 Bringing system to Quiescent Mode with no Logical Restore,

Shutting down the databasze,

14:53138 Quieszcent Mode

14:53:38 Checkpoint Completed: duration was 0 seconds,
14:53:38 Checkpoint logunig 5. logpos OxedcOl13

14:53:39  Informix Dynamic Serwver 2000 Stopped,

[ |
Feboot. sustem to start database? ([Y1/M): W B

Figure 233. Reboot system to start database

7. The program ends, the tape is ejected from the tape drive, and you
are prompted to reboot the system to start the database.
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This chapter describes the different diagnostics used to troubleshoot the
system. The system administrator should not change these settings
unless instructed to do so by Customer Support.

In this chapter:
%a Overview on page 368
\ i~ Changing Diagnostics Settings on page 369
= ATS Panel Intrusion on page 371
Database Connection Pool on page 372
Database Transactions Diagnostics on page 373
Database Queries Diagnostics on page 374
Facility Membership Cache on page 375
JVM Statistics on page 376
Media Diagnostics on page 377
Service Framework Diagnostics on page 378
System Status Diagnostics on page 379
Thread Pool Manager Diagnostics on page 380
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Page 368

Overview

The Diagnostics page shown in Figure 234 on page 369 keeps track of all
the software components that generate diagnostic information.
Diagnostics provides statistics on the following components:

ATS Panel Intrusion Proxy Host ATS Panel
Database Connection Pool

Database Queries

Database Transactions

Facility Membership Cache

JVM Statistics

Media Diagnostics

Service Framework

System Status

Thread Pool Manager

Each server has a server-wide configuration for diagnostics, which can

be:

Disabled. The server is not receiving any diagnostic information.
Disabled is the default setting.

Enabled. The information is written to the database. When you
reset the system, the information is not lost.

The system administrator should not change these settings unless
instructed to do so by Customer Support. The performance of the system
could be affected if any of these settings are enabled. If you have any
questions concerning these settings, please contact Customer Support.
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Changing Diagnostics Settings

Use the Diagnostics list page shown in Figure 234 to view the diagnostic
settings. This page allows you to edit or view diagnostic settings.

Request was successful,
Instructions
YWiew Diagnostics

Description Diagnostics Mode
= A System Status Enabled
Iz | M |Database Transactions Enabled
iz M Database Queries Enabled
= M |Database Connection Pool Enabled
| & Facility Membership Cache Enabled
= | M | Thread Pool Manager Enabled
I | M | Service Framewaork Enabled
I | M | 4TS Panel Intrusion Proxy Host ATS Panel |Enabled

:i?)irt]—b = (M | Media Diagnostics Enabled
Iz | |1vm Statistics Enabled
I | M |Picture Perfect Proxy Host betpicturel Enabled
f
View Icon

Figure 234. Diagnostics page

Editing the Diagnostics Settings

Selecting the Edit icon allows you to change the diagnostics mode and
identify the log interval (how often the statistics are written to a log).

» To change the settings, follow these steps:

1. Select System Diagnostics.

2. Select Diagnostics Statistics. The Diagnostics list page shown in
Figure 234 displays.

3. Click the Edit icon next to the component you want to change. The
Configure Diagnostics page shown in Figure 235 on page 370
displays.
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Configure Diagnostics

Instructions
Edit Diagnostics

Component Information
Diagnostics Mode

* [Disahled [
Log Interval (seconds)

* |50

Submitl Cancel |

Figure 235. Diagnostics Edit page

4. Enter the information described in Table 138 to change the
diagnostic settings.

5. Click Submit to change the record.

Table 138 lists and describes the fields on the Diagnostic Edit page.

Table 138. Diagnostic fields and descriptions

Field Name Description

Diagnostics Mode Use the drop-down list to select the
appropriate mode — Disabled or Enabled.

The default value is Disabled.

Log Interval (in seconds) Enter the number of seconds to wait before
new information is written to the log.

The default value is 60 seconds.

Resetting Diagnhostics Statistics

» To reset the statistics for any component, follow these steps:

1. Select System Diagnostics.

2. Select Diagnostics Statistics. The Diagnostics list page as
shown in Figure 234 on page 369 displays.

3. Click the View icon next to the component you want to change.
The component’s diagnostic page displays.

4. Click Reset Statistics.
5. Click Back to Diagnostics Home Page.
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ATS Panel Intrusion

Use the Component Diagnostics page shown in Figure 236 to view the

following statistics:

* Ping interval

+ Reconnect interval

¢ Online

* Connection state

« Number of messages not acknowledged by panel

* Number of messages received

¢ Number of polling attempts sent

* Number of panel events published

e Number of input events published

* Number of invalid packets received

The Component Diagnostic displays the date and time the last event was
written to a log. Use this page to reset the statistics and to return to the

Diagnostic list page.

Component Diagnostics

Instructions
Yiew Diagnostics

Back to Diagnostics Home Page

Reset Statistics

Statistics Creation Time Mon Jun 28 11:26:26 EDT 2004

ATS Tecom Panel Mame ATS Panel
Address 123.123.11.1
Port 8400

Statistic

Yalue

Ping Interval

500

Reconnect Interval

15

Online

falze

Connection State

LIMKM O Y

Murmber of Messages not Acknowledged by Panel

[u]

Murmber of Messages Received

[u]

Mumber of Polling Atternpts Sent

Murnber of Panel Events Publizshed

Murnber of Area Events Published

Murmber of Input Events Publizhed

Murnber of Invalid Packets Received

Figure 236. Component Diagnostics page

Search:l El
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Database Connection Pool

Use the Database Connection Pool page shown in Figure 237 to view the
following statistics:

« Connection pool size

« Highest connection used

* Number of leases obtained
* Average lease time

* Number of lease waits

« Average lease wait time

The Database Connection Pool page displays the date and time the last
event was written to a log. Use this page to reset the statistics and to
return to the Diagnostics list page.

Database Connection Pool
Instructions Search:l Gol

Yiew Database Connection Pool

Back to Diagnostics Home Page

Reset Statistics

Statistics Creation Time:  Mon Jun 28 11:26:24 EDT 2004

Statistic Yalue

Connection pool size 20

Highest Connecdtion Used |3

Murnber of leaze obtained |3386

Average Leaze Time 16.0
Murnber of leases waits o
Average lease wait time 0.0

Figure 237. Database Connection Pool page
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Database Transactions Diagnostics

Use the Database Transactions Diagnostics page shown in Figure 238 to
view the following statistics:

Transactions
Number

Average (milliseconds)

Minimum in (milliseconds)

Maximum in (milliseconds)

Commits
Rollbacks

The Database Transactions Diagnostics page displays the date and time
the last event was written to a log. Use this page to reset the statistics and
to return to the Diagnostics list page.

Database Transaction Diagnostics

Instructions CEETRiE I El
Yiew Database Transaction Diagnostics
Back to Diagnostics Home Page
Reset Statistics
Statistics Creation Time:  Mon Jun 28 11:26:24 EDT 2004
. Average Minimum Maximum .
Transaction Number Commits | Rollbacks

{milliseconds)

{milliseconds)

{milliseconds)

All Transactions

1

&60.0

&0

&0

net.casi.datalayer.transactions, OperatorHistoryTransactions.insert |1

&60.0

&0

&0

Figure 238. Database Transactions
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Page 374

Database Queries Diagnostics

Use the Database Query Diagnostics page shown in Figure 239 to view

the following statistics:

¢ Query name
*  Number

« Average (milliseconds)

e Minimum (milliseconds)

e Maximum (milliseconds)

The Database Query Diagnostics page displays the date and time the last
event was written to a log. Use this page to reset the statistics and to
return to the Diagnostics list page.

Database Query Diagnostics

Instructions
Yiew Database Query Diagnostics

Back to Diagnostics Home Page

Reset Statistics

Statistics Creation Time:  Mon Jun 28 11:26:24 EDT 2004

Search:l El

SELECT id, timestarmp, operator_lacale, items_per Eaﬁe W

Figure 239. Database Queries page

Facility Commander Administration Guide

Average Minimum Maximum
Query Number o IR i
{milliseconds) |(milliseconds) |{milliseconds)
All Gueries 36 9.0 [u] 40
SELECT id, tag_name, description, reference_id, timestamp, timezone_key,
rnodel, address, port, r=485_address, converter_address, converter_port,
video_standard, stat_poll_interval, retries_poll_interval, video_tagging_timeout, 2 1s5.0 a =0
number_of_inputs, server_id, usernarne, password, running FROM durmr
SELECT id, timestarnp, usernarne, password, name, external, external_id,
external_key, context_id, operator_preferences_id FROM operator WHERE = 10.0 10 10
username=7?
SELECT id. tag_narme, dezcription, sys_perm_profile_id, timestarmp FROM contesxt
WHERE id=? g0 g 0
SELECT id, context_id, facility_id, fac_perrn_profile_id, timestamp FROM
context_elernent WHERE context_id=? i A
P a—
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Facility Membership Cache

Use the Facility Membership Cache page shown in Figure 240 to view the
following statistics:

maximum cache Size
Current size

Total misses

Total hits

Hit percent

Cache purges

The Facility Membership Cache page displays the date and time the last
event was written to a log. Use this page to reset the statistics and to
return to the Diagnostics list page.

Database Connection Pool

Instructions

Yiew Database Connection Pool

Back to Diagnostics Home Page

Reset Statistics

Statistics Creation Time:

Statistic

Yalue

Connection pool size

20

Highest Connection Used

Murnber of lease obtained

Average Leaze Time

Murnber of leases waits

Average lease wait time

Search:l El

Mon Jun 28 11:26:24 EDT 2004

Figure 240. Facility Membership Cache page
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JVM Statistics

Use the JVM Diagnostics page shown in Figure 241 to view the following
statistics:

¢ Maximum amount of memory available

e Total memory claimed

* Free memory available

The number of available processors is also listed on this page.

The JVM Diagnostics page displays the date and time the last event was
written to a log. Use this page to reset the statistics and to return to the
Diagnostics list page.

J¥M Diagnostics

Instructions
Yiew J¥M Diagnostics

Back to Diagnostics Home Page

Reset Statistics

Available processors: 1

Statistic Yalue

Maximurn armount of rmemory available: |&65088K

Total mermeory cdaimed: SES92K

Free memory available: 14218K

Figure 241. JVM Diagnostics page
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Media Diagnostics

Use the Media Diagnostics page shown in Figure 242 to view the
following statistics:

« Total KB per second

e Percentage of 10 MB network

e Percentage of 100 MB network

* DVRs and workstation host names
e Current kilobytes per second

» Current Frames per second

The Media Diagnostics page displays the date and time the last event was
written to a log. Use this page to reset the statistics and to return to the
Diagnostics list page.

Media Diagnostics
Instructions Search:l Gol

Yiew Media Diagnostics

Back to Diagnostics Home Page

Reset Statistics

Total KB Per Second: 0
Percentage Of 10 MB Network: 0.0
Percentage Of 100 MB Network: 0.0

Statistics Creation Time: Mon Jun 28 11:26:25 EDT 2004

|DVRs and Workstation Host Names |Current KiloBytes Per Second | Current Frames Per Second

Figure 242. Media Diagnostics page
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Page 378

Service Framework Diagnhostics

The Service Framework Diagnostics page displays the date and time the
last event was written to a log. Use this page to reset the statistics and to

return to the Diagnostics list page.

Service Framework Diagnostics

Peak delay through service framework queue for an event (msec)
Average delay through service framework queue for an event
(msec)

Peak time that an event waited in a mailbox (msec)

Average time that an event waited in a mailbox (msec)

Time to wait before processing a mailbox (msec)

Peak number of client mailboxes serviced

Minimum remote mailbox dispatch time (msec)

Maximum remote mailbox dispatch time (msec)

Maximum total remote mailbox dispatch time (msec)

Current number of concurrent mailbox dispatch threads

Peak number of concurrent mailbox threads

Peak number of concurrent mailbox dispatch threads
Average number of events sent per xml-rpc mailbox transactions
Average time it took to filter an event (msec)

Total number of dropped events

Total number of events delivered

Total number of xml-rpc requests/sec

Max measured deadline timing error (msec)

Max measured internal clock drift (msec)

Max processing time to check all mailboxes (msec)

Instructions

Search:l

Yiew Service Framework Diagnostics

Back to Diagnostics Home Page

Reset Statistics

Statistics Creation Time:  Mon Jun 28 11:26:24 EDT 2004

Statistic

Yalue

Peak delay through service framework receive queue for an event (msec) 30

Awverage delay through service framewoark receive queue for an event (msec) | 3.232419702425054

Peak time that an event waited in a mailbox (msec) 70

Awerage tirne that an event waited in a mailbox (msec) 2,6683000000000003

Time to wait before proceszing a mailbox (msec) 50

Peak number of client mailboxes serviced 1

Minirnumn rermote railbox dispatch time (rmsec) u]

Maxirmur remote mailbox dispatch time (msec) u]

TN _

Figure 243. Service Framework Diagnostics page
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System Status Diagnostics

Use the System Status Diagnostics page shown in Figure 244 to view the
following statistics:

Number of application servers

Facility Commander server

Number of remote media servers
Number of DVMRs

Number of client workstations

Number of managed proxy components

System Status also identifies DVRs and client applications and reports the
connectivity status.

The System Status Diagnostics page displays the date and time the last
event was written to a log. Use this page to reset the statistics and to
return to the Diagnostics list page.

System Status Diagnostics

Instructions
Yiew System Status

Search:l El

Back to Diagnostics Home Page

Reset Statistics

Statistics Creation Time Wed Jul 07 08:34:22 EDT 2004

Statistic

Yalue

Murmber of Application Servers

1

FServer

Connected

Murnber of Remote Media Servers o

Murnber of DVMRS

1

DWR 100_10

Connected

Murnber of Client Workstations

2

FCClient

Connected

FCClient 200

Connected

Murmber of Managed Proxy Components |0

Figure 244. System Status Diagnostics page
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Thread Pool Manager Diagnhostics

Use the Thread Pool Manager Diagnostics page shown in Figure 245 to
view the following statistics:

¢ Minimum and maximum thread pool size

* Peak number of concurrent threads

e Peak threads pending and waiting for service

« Elapsed longest pending thread wait time

e Current number of threads assigned and running
e Current number of threads waiting to run

The Thread Pool Manager Diagnostics page displays the date and time
the last event was written to a log. Use this page to reset the statistics and
to return to the Diagnostics list page.

Thread Pool Diagnostics
Instructions Search:l Gol

Yiew Thread Pool Diagnostics

Back to Diagnostics Home Page

Reset Statistics

Statistics Creation Time:  Tue Jul 06 11:54:37 EDT 2004

Statistic Yalue
Minirmurn Thread Pool Size 100
Maximurn Thread Pool Size 200
Peak Mumber of Concurrent Threads 44
Peak Threads Pending and Waiting For Service u]
Elapzed Longest Pending Thread Wait Time (rsec) o]
Current Murnber of Threads Assigned and Running 42
Current Nurnber of Threads Waiting to Run o]
Aszsigned: Threadpool thread 80: net casiplatform.rmanagement. Manager@1342545: elapsed_runtime £9279
Aszsigned: Threadpool thread 81: net. casiplatform. diagnostic, DiagnosticsManager$DiagPipelineNode@f2225f; elapsEd_rM
Aszsigned: Threadpool thread 82: net casiplatform. core. Timer@ae97cd: elapse 2

—— _-ﬁ-—-_-““.

Figure 245. Thread Pool Diagnostics
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Chapter 19. Advanced Configuration

This chapter describes how to customize the Facility Commander
Launcher window, verify the server’s host name, and change the host
name.

Readers should be familiar with using a text editor application.

In this chapter:
a Customizing Launcher Window on page 382
s \erifying Computer Host Name on page 384

Changing the Host Name or IP Address on page 385
Enabling SSL Encryption for Picture Perfect on page 388
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Customizing Launcher Window

You can customize the Facility Commander Launcher window by
changing the existing icons or by adding up to six additional applications,
such as WaveReader or any other application you use often.

The Facility Commander Launcher on Window client systems is modified
by changing to the client properties file, refer to:

¢ Adding Custom Icons
« Adding External Applications on page 383

Adding Custom Icons

» To add custom icons to the Launcher window, follow these steps:

1. On the Facility Commander client system, open the cl i ent .
properti es file using a text editor such as Notepad. The client
properties file is found in a directory similar to this:

C.\Program Fi |l es\ Facil i tyComander i ent\lib\resources

(The path may differ depending on where Facility Commander was
installed on the system.)

2. Enter the text shown in Table 139 for each icon you want to
change.

Table 139. Add Custom Icons to Launcher window

Application Add this text to client.properties file:

Alarm Monitor wor kspace. i con. al ar niVoni t or =
c:/ myPat h/ myl con. gi f

Event Monitor wor kspace. i con. event Moni t or =
c:/ myPat h/ myl con. gi f

Video Console wor kspace. i con. cct vivbni t or =
c:/ myPat h/ myl con. gi f

Graphic Viewer wor kspace. i con. gr aphi cVi ewer =
c:/ myPat h/ myl con. gi f

Main Viewer wor kspace. i con. nai nVi ewer =
c:/ myPat h/ myl con. gi f

Graphic Editor wor kspace. i con. graphi cEdi t or =
c:/ myPat h/ myl con. gi f

Symbol Editor wor kspace. i con. synbol Edi t or=
c:/ myPat h/ myl con. gi f

Web Report Viewer  wor kspace. i con. webReport Vi ewer =
c:/ myPat h/ myl con. gi f
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Adding External Applications

There are sample lines in the properties file are commented out so they
are not used. Uncomment the lines in the file and edit them to add
external applications to the Facility Commander Launcher window.

=10l

Facility
/ Commander
Applications
i
Logoff |
Motepad

Figure 246. Notepad application added to Launcher window

» To add external applications to the Launcher window, follow these
steps:

1. On the Facility Commander client system, open the cl i ent .
properti es file using a text editor such as Notepad.

2. Edit three lines to add the executable, icon, and tooltip for each
application. The information includes:

- directory path of application executable
- directory path of icon graphic
- tooltip text

This path must point to an existing and valid file. All path separators
must use a forward slash “/” instead of a back slash “\".

The path includes a number (N), which indicates the icon position
on the Applications toolbar.

Also, make sure the icon is the correct size to fit on the toolbar.
The maximum size is 32 x 32 pixels.

The format is:

wor kspace. user _appl i cati on. N. exe=

wor kspace. user _application. N icon=
wor kspace. user _application.N tooltip=
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Sample Entry:

The text below represents what should be entered if you want to add
an application such as Notepad to the Launcher window. (This change
adds the Notepad icon to the first position on the Applications toolbar.)

| auncher. user _application. 1. exe=c:/w nnt/systenB2/
not epad. exe
| auncher. user _application. 1l.icon=c:/path/

wnpl ayer. gi f
| auncher. user _application. 1l.tooltip=Mdia Player

3. Save the changes and close the text editor when you are finished.
Verifying Computer Host Name

Facility Commander servers, remote media servers, and client
workstations all have host names, which are used to identify the system
to the network.

Windows

» To verify the host name, follow these steps:

1. Right-click My Computer on the desktop.
2. Select Properties from the shortcut menu.

3. Select the Network Identification tab. The computer host name
is listed on this page.

Linux/AIX/Windows

» To verify the host name:

1. Open a terminal window and type the host name command:

host nanme
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Changing the Host Name or IP Address

If you are installing Facility Commander on a new system, or a system
that is already configured in your network, the server’s host name may
need to be changed.

On a new system, only a change on the Facility Commander server is
required. Refer to the following sections:

e Linux Operating System

* AIX Operating System on page 386

e Windows Operating System on page 386

On an existing system, changes are required on the following systems:

« Facility Commander server
« Facility Commander Clients on page 386
» Picture Perfect Server on page 386

Use the checklist in Table 140 to change the host name:

Table 140. Change Host Name Checklist

Facility Commander Server

v Disable client encryption. Refer to Changing the Client Encryption on
page 387 for instructions to enable or disable encryption between the
Facility Commander server and the client applications.

v Change the host name on the Facility Commander server. Refer to
Changing the Host Name on Server Record on page 387 for more
information.

v Change the operating system host name. Refer to the following

sections for the appropriate operating system.

Linux Operating System

v Run the chhost | i nux. sh script located in the following
directory:

/var/ FacilityComuander Server/server/
webapps/ Mer | i n/ WEB- | NF/ cl asses/ resour ces

v Select the database you are using and enter the new host
name and IP address. Enter the same IP address if it is not
changing.
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Table 140. Change Host Name Checklist (Continued)

AlIX Operating System

v Run the chhost ai x. sh script located in the following
directory:

/var/ FacilityCommuander Server/server/
webapps/ Mer | i n/ WEB- | NF/ cl asses/ resour ces

v Select the database you are using and enter the new host
name and IP address. Enter the same IP address if it is not
changing.

Windows Operating System

v Edit the system configuration file. Refer to Advanced
Configuration on page 381 for more information.

v Change computer name in System Properties. Refer to
Changing the Computer Name on Server on page 390 for
more information.

v Change server name in SQL Server. Refer to Changing
the Server Name in SQL Server on page 391 for more
information.

Facility Commander Clients

v Edit the host file. This step is only necessary if the customer is not
using domain name service (DNS) server. Refer to Editing the Host
File on a Client System on page 387 for more information.

v Edit the client properties file. Editing the Client Properties File on a
Client System on page 388.

Delete existing security certificates.

AN

Enable client encryption. Refer to Changing the Client Encryption on
page 387 for instructions to enable encryption.

AN

Picture Perfect Server

v Edit the configuration file. Refer to Editing the Picture Perfect
Configuration File on page 388 for more information.

v Recreate SSL certificates. Refer to Picture Perfect External Interface
Installation Guide for more information.

v Restart the Picture Perfect system for the changes to take effect.
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Changing the Client Encryption
This is required only if you have SSL enabled.

» To change the encryption settings, follow these steps:

1. Using the web browser, select System Administration, and then
System Parameters. The Configure System Parameters page
displays.

- To enable encryption, select the Enable Encryption With
Clients check box.

- To disable encryption, clear the Enable Encryption With
Clients check box.

2. Click Submit.

Changing the Host Name on Server Record

» To change the host name, follow these steps:

1. Select System Administration, and then Facility Commander
Servers. The Configure Facility Commander Servers page
displays.

2. Locate the Facility Commander server’s tag name. Click the tag
name to display the configuration information for the selected
server.

3. Use the Host Name field to enter the new host name for this
server. The host name is case sensitive.

4. Click Submit.

Editing the Host File on a Client System

Required only if the customer is not using domain name server (DNS).

» To change the host name, follow these steps:

1. On the taskbar, click the Start button, and then select Run. The
Run window displays.

2. Enter the following path:
\wi nnt\systenB2\drivers\etc

. Click OK.
. Create a backup copy of the Host file.
. Open the original file using a text editor, such as Notepad.

o 01 b~ W

. Locate the line of text with the host name. Replace the host name
with the new host name.

7. Save the file and close the text editor.
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Page 388

Editing the Client Properties File on a Client System

» To edit the client properties, follow these steps:

1.

o oA~ w

On the taskbar, click the Start button, and then select Run. The
Run window displays.

Enter the following path:
\Program Fi | es\ Faci | i t yCommander Cl i ent\|i b\ resources

This is the default directory, unless a different directory was selected
during the installation process.

Click OK.

Create a backup copy of the cl i ent . properti es file.

Open the original file using a text editor, such as Notepad.

Locate the following line:
host URL=htt p: // host _name: 8085/ Mer |l i n/servl et/
net. casi . app. AppHt t pSer vl et

7. Replace “host_name” with the host name you want to use.

Save the file and close the text editor.

Editing the Picture Perfect Configuration File

» To update the Facility Commander Server host name on the Picture
Perfect system, follow these steps:

1.
2.

Login as root and open a new terminal window.

Navigate to this directory:
/ cas/ db/ t ext

Create a backup copy of the eifevtmgr.cfg file.

. Open the original file using a text editor.

Locate the following line:
http://host _name/ Merlin/servlet/
net. casi . AppHt t pSer vl et

Change the host name to the new host name.

. Save the file and close the text editor.

This completes the procedure for changing the host name.

Enabling SSL Encryption for Picture Perfect

This section describes how to configure SSL support between the Picture
Perfect server and the Facility Commander server. Using SSL enables a
secure communication channel between these two systems.

The steps in this section are very technical and should only be performed
by an IT Network Administrator who is knowledgeable about SSL.
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The following commands apply to a Windows Facility Commander server
and a Linux Picture Perfect server. Because your system configuration
may be different., ask your Network Administrator who will know how to
execute these commands on your system.

To enable SSL encryption, follow the steps listed inTable 141:

Table 141. Overview of SSL Instructions for Picture Perfect

Procedures

v Copy the Facility Commander Certificate to Picture Perfect.
Refer to:

» Copying File from Facility Commander on page 389.
« Linux and AIX on page 390.
« FTP the File to Picture Perfect on page 390.

Move the Facility Commander Certificate to / cas/ db/ t ext .
Refer to page 391.

Generate Picture Perfect Key file. Refer to page 391.

Generate the Picture Perfect Certificate Request from the
Picture Perfect Key. Refer to page 392.

Generate the Picture Perfect Signed Certificate. Refer to
page 392.

Generate the Picture Perfect PEM file. Refer to page 393.

Update the EIF Event Manager Configuration file to enable
SSL. Refer to page 393.

Update the EIF Request Manager Configuration file. Refer to
page 395

Copy the certificate to the Facility Commander server. Refer to
page 397.

Add the Picture Perfect Certificate. Refer to page 398.

SN XS] X| XIN| X X\

Enable the SSL communication between Picture Perfect and
Facility Commander. Refer to page 399.

The server certificate on the Facility Commander system is used by the
Picture Perfect SSL library. The following commands use FTP to transfer
the certificate, ser ver . cer, in binary mode from a Windows server to
Picture Perfect.

Copying File from Facility Commander

The server. cer file is located in the certificates directory under the
Facility Commander web application as shown below. These directories
are the default installation paths, which may not be the same if a different
path was chosen during Facility Commander installation.
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e Linux and AIX
The file is located in the following directory:

[ var/ FacilityCommander Server/server/webapps/ Merlin/
VEEB- | NF/ cl asses/resources/certificates

e FTP the File to Picture Perfect

Copy the server.cer file and follow these instructions to connect to the
remote Picture Perfect system.

c:> cd “\Program

Fil es\ Facil i t yConmander Ser ver\ server\webapps\ Mer| i n\ \E
B- I NF\ cl asses\resources\certificates”

c:> ftp pphost

Connected to pphost.na.ilxi.net.

220 pphost FTP server (\Version wu-2.6.1-20) ready.
Nanme (pphost:install): install

Password: <install's password>

230 User install |ogged in.

Renote systemtype is UN X

Using binary node to transfer files.

ftp> bin

200 Type set to I.

ftp> put server.cer

ftp> quit
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Moving File to Picture Perfect

Move the Facility Commander Certificate to / cas/ db/ t ext . These
commands describe logging in to the Picture Perfect system as “install”
and then becoming “root” to copy the file.

c:> tel net pphost

Trying ...

Connected to pphost.na.ilxi.net.

Escape character is '"]"'.

Kernel 2.4.9-31 on an i 686

| ogi n: instal

Password: <install's password>

Last login: Wed Dec 18 15: 06:20 from bctrenegade
$ su

Password: <root's password>

# cp server.cer /cas/db/text/

Generating Picture Perfect Key File

Use these commands to produce a key file, which will be used to create
the Picture Perfect certificate. You should be in the / cas/ db/ t ext
directory when the openssl command is run. You are required to supply
your own password (PEM pass phrase) for the key file. You will also use
this password later in the configuration.

# cd /cas/db/text

# openssl genrsa -des3 -out picture.key 512/1024

Generating RSA private key, 512 bit |ong nodul us
++++++++++++

............. R 3
e is 65537 (0x10001)
Ent er PEM pass phrase: <password>

Verifying password - Enter PEM pass phrase: <password>
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Page 392

Generating Picture Perfect Certificate Request

The next step is to generate a Picture Perfect certificate request from the

Picture Perfect key.

Use the openssl command to generate the certificate request used by
the Facility Commander server. You are required to supply the password
used from the previous openssl command. The command prompts for

several fields from the certificate.

The important field during this activity is the Conmon Nane field. This
must be the host name of the Picture Perfect system. If this is not correct,
then the Facility Commander will not be able to use the proper certificate

when Picture Perfect attempts to communicate.

# openssl req -new -key picture. key —out picture.csr
Usi ng configuration from/usr/share/ssl/openssl.cnf

Ent er PEM pass phrase: <password>

You are about to be asked to enter information that

will be

i ncorporated into your certificate request.
What you are about to enter is what is called a

Di sti ngui shed
Nanme or a DN

There are quite a few fields but you can | eave some

bl ank

For sone fields there will be a default val ue.
If you enter '.', the field will be left bl ank.

Country Nane (2 letter code) [AU]:US
us

State or Province Nanme (full nane) [ Sone-State]:FL

FL
Locality Nanme (eg, city) []:Boca
Boca

Organi zation Name (eg, conpany) [Internet Wdgits Pty

Lt d]: CASI
CASI

Organi zational Unit Nane (eg, section) []:eng

eng

Conmon Name (eg, your name or your server's hostnane)

[1: pphost
pphost

Emai | Address []:fc@asi-rusco.com
casi-rusco.com

Pl ease enter the following 'extra' attributes to be

sent with your
certificate request
A chal | enge password []:

An optional conpany name []:
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Generating Picture Perfect Signed Certificate

The following openssl command creates a signed certificate file. You will
be prompted for the password used in the previous commands.

#openssl req -x509 -key picture.key —in picture.csr -
out picture.crt

Using the configuration from / usr/ shar e/ ssl / openssl . cnf, enter
PEM pass phrase: <passwor d>

Generating Picture Perfect PEM File

The following command creates the PEM file that will be used by the
Facility Commander system.

#cat picture.key picture.crt > picture.pem

Updating EIF Event Manager Configuration File

The following set of commands uses vi to modify the ei f evt ngr. cfg
file to configure Picture Perfect to use SSL with Facility Commander. You
should make a copy of the configuration file in case you have to restore
the previous version.

#cp eifevtngr.cfg eifevtngr.cfg. bak

The following properties need to be configured correctly to support SSL:
URL, PORT, RANDOM, CERTIFICATE, SSL_PASSWORD.
« The URL is modified to use the https protocol.

* The non-secure PORT, 8085, is commented out, and the secure
PORT is uncommented to use 8443.

« The RANDOM and CERTIFICATE properties are not commented
to use the values from the examples.

e The SSL_PASSWORD is the same password used to generate
the Picture Perfect keys. The following shows the original and the
modified copy of the configuration file.
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Table 142. EIF Event Manager Configuration File

Original File (SSL Enabled)

Modified File (SSL Enabled)

#

# Copyright (C) 2002 GE Interlogix
# All Rights Reserved.

#

# eifevtmgr.cfg

#

# @(#) eifevtmgr.cfg 1.0 12/12/02
#

# Supported Property Examples

#

# URL =http://hostname/facilitycommander/serviet/
net.casi.app.AppHttpServiet

# PORT=8085

# Default SSL port

# PORT=8443
#KEEP_ALIVE=FALSE
#MESSAGE_TRACE=TRUE

# RESEND_BUFFER_SIZE=256

# RANDOM=/cas/db/text/random.pem
# CERTIFICATE=/cad/db/text/server.cer
#

# URL=http://bctrenegade/FacilityCommander/serviet/
net.casi.app.AppHttpServiet

# PORT=8085

# SSL Default Port

# PORT=8443

KEEP_ALIVE=TRUE
#KEEP_ALIVE=FALSE

# RANDOM=/cas/db/text/random.pem
# CERTIFICATE=/cas/db/text/server.cer
#MESSAGE_TRACE=TRUE
#RESEND_BUFFER_SIZE=256

#

# Copyright (C) 2002 GE Interlogix
# All Rights Reserved.

#

# eifevtmgr.cfg

#

# @(#) eifevtmgr.cfg 1.0 12/12/02
#

# Supported Property Examples

#

# URL=http://hostname/facilitycommander/serviet/
net.casi.app.AppHttpServlet

# PORT=8085

# Default SSL port

# PORT=8443
#KEEP_ALIVE=FALSE

# MESSAGE_TRACE=TRUE

# RESEND_BUFFER_SIZE=256

# RANDOM=/cas/db/text/random.pem
# CERTIFICATE=/cas/db/text/server.cer
#

URL =https://bctrenegade/FacilityCommander/serviet/
net.casi.app.AppHttpServiet

#PORT=8085

# SSL Default Port

PORT=8443

KEEP_ALIVE=TRUE
#KEEP_ALIVE=FALSE
RANDOM=/cag/db/text/random.pem
CERTIFICATE=/cas/db/text/server.cer
# MESSAGE_TRACE=TRUE

# RESEND_BUFFER_SIZE=256
SSL_PASSWORD=password
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Updating EIF Request Manager Configuration File

The following set of commands uses vi to modify the ei f r eqmgr . cf g
file to configure Picture Perfect to use SSL with Facility Commander. You
should make a copy of the configuration file in case you have to revert to
the previous version.

# cp eifregngr.cfg eifreqngr. cfg. bak

The following properties need to be configured correctly to support SSL:
PROTOCOL, RANDOM, KEYFILE, SSL_PASSWORD.

e The non-secure protocol is commented out, and the secure
protocol is uncommented to use HTTPS.

e The SSL_PASSWORD is the same password used to generate
the Picture Perfect keys.

« The RANDOM and KEYFILE properties are uncommented to use
the values from the examples.

Using the cat command, you can view the output of a modified
configuration file.
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Table 143. EIF Request Manager Configuration File

Original File (SSL Disabled)

Modified File (SSL Enabled)

#

# Copyright (C) 2002 GE Interlogix
# All Rights Reserved.

#

# eifregmgr.cfg

#

# @(#) eifregmgr.cfg 1.0 12/12/02

#

# Supported Property Examples

#

# Non-SSL connection
#PROTOCOL=HTTP

# SSL connection
#PROTOCOL=HTTPS

# PORT=8088
#KEEP_ALIVE=TRUE

# RANDOM=/cas/db/text/random.pem
# KEY FILE=/cas/db/text/picture.pem
# SESSION_TIMEOUT=10
#MESSAGE_TRACE=TRUE

#

PROTOCOL=HTTP

PORT=8088

KEEP_ALIVE=TRUE

# RANDOM=/cas/db/text/random.pem
# KEY FILE=/cas/db/text/picture.pem

#

# Copyright (C) 2002 GE Interlogix
# All Rights Reserved.

#

# eifregmgr.cfg

#

# @(#) eifregmgr.cfg 1.0 12/12/02

#

# Supported Property Examples

#

#Non-SSL connection
#PROTOCOL=HTTP

# SSL connection
#PROTOCOL=HTTPS

# PORT=8088
#KEEP_ALIVE=TRUE

# RANDOM=/cas/db/text/random.pem
# KEY FILE=/cas/db/text/picture.pem
# SESSION_TIMEOUT=10
#MESSAGE_TRACE=TRUE

#

PROTOCOL=HTTPS

PORT=8088

KEEP_ALIVE=TRUE

RANDOM =/cag/db/text/random.pem
KEY FILE=/cas/db/text/picture.pem
SSL_PASSWORD=password
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Copying Certificate to Facility Commander Server

Once you have created and configured the necessary files, you should
exit the telnet session to return to the Facility Commander system.

The commands are:

# exit

$ exit

Connection cl osed by foreign host.

On the Facility Commander system, navigate to the Facility Commander
web applications directory, and then to the Certificates directory. Use the
host name command to verify the machine is the correct host system.
Use the pwd command to verify the directory structure.

Use the f t p command to connect to the Picture Perfect system and to
transfer the pi ct ur e. crt file created in the previous steps. The file is
transferred in binary mode.

c:>cd "/Program Files/Facility Commander Server/
webapps/ Mer | i n/ VEB- | NF/ cl asses/ resources/certificates"

c:> ftp pphost

Connected to pphost.na.ilxi.net.

220 pphost FTP server (Version wu-2.6.1-20) ready.
Nane (pphost:install): install
Password: <install's password>

230 User install |ogged in.

Renmpte systemtype is UN X

Using binary node to transfer files.
ftp> bin

200 Type set to I.

ftp> cd /cas/db/text

ftp> get picture.crt

ftp> quit
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Adding Picture Perfect Certificate

The keyt ool command should be in the path. The keyt ool command
adds the certificate created in Picture Perfect to the server's trusted
keystore file.

You are asked to identify the server. trust file password, which is
generated during the Facility Commander installation. The password can
be found by viewing the contents of ssl . bat file (Windows) or the

ssl . sh file (Linux/AlX).

Examine the contents of the file to locate the - st or epass parameter,
which is a randomly generated 10-character string (- st or epass
TKXQAPLSRN) and is also the password you need to provide at the
keytool password prompt. You are prompted to trust the certificate.

c:> keytool -inport -keystore server.trust -alias
picture -file picture.crt

Enter keystore password: <password>

Owner: EMAI LADDRESS=f c@asi -rusco. com CN=pphost,
OU=eng, O=CASI,

L=Boca, ST=FL, C=US

| ssuer: EMAI LADDRESS=f c@asi -rusco. com CN=pphost,
OU=eng, O=CASI,

L=Boca, ST=FL, C=US
Serial nunber: 0

Valid from Wed Dec 18 15:13:39 EST 2002 until: Fri Jan
17 15:13: 39

EST 2003

Certificate fingerprints:

MD5: 8F: 06: F8: 3D: 48: 4C. 59: EF: 6D: 2E: E5: 04: 6D: 7B: DD: 4C
SHAL:

E8: 60: F8: Cl1: 85: 90: 5F: CF: 9B: B9: 16: 2B: 72: 53: E9: 5D: 81: A6:
97: 70

Trust this certificate? [no]: yes
Certificate was added to keystore
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Enabling SSL Communication on Facility Commander

To enable SSL communication between the Picture Perfect and Facility
Commander systems, open the web browser and log on to Facility
Commander.

» To enable SSL communication, follow these steps:

1. Select System Administration and Access Control Systems.
The Access Control Systems page displays.

2. Select the Picture Perfect system to edit. The Configure Access
Control System page displays.

3. Select the Advanced tab.

4. Select the Enable Encryption with Access Control System
check box.

5. Click Submit.

6. Restart the Picture Perfect system, which will allow the Picture
Perfect system to communicate with Facility Commander using
SSL encryption.
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Appendix A. Edit Configuration Files for
Informix Backup to Disk

This section describes the steps needed to modify the configuration files,
which allows you to backup the database to a disk file. Read Backup/
Restore Informix Databases on page 349 before proceeding.

Once you edit these files to change the output to disk, the backup utility
will not write to tape because the output destination has been changed
from tape to disk.

For instructions, refer to the following sections:

< Editing the Informix Configuration File on page 403
« Scheduling the Backup Utility on page 404
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Configuration Files

Table 144. Configuration files and default values

Configuration File

File Name and Parameters

General Backup

Edit the Facility Commander Backup Utility
configuration file to change the parameters, which
include the location of log files and the number of log
files retained.

For each parameter listed below, uncomment
(remove the # sign) the command to enable the value
assignment.

File: / et ¢/ BackupUWility/config

» Use to identify the location of log files.

This parameter may changed depending on
operating system, disk space, and more.

Parameter: LOG DI R
Default value: / var /| og/ BackupUtility

« Use to identify the tape device used for file
backups. This is the default setting.

Parameter: BACKUP_DEVI CE
Default value: / dev/ t ape
New value: / dev/ di sk

« Use to identify the directory where backup files are
stored. This is the default setting.

Parameter: BACKUP_DEVI CE
Default value: / bud

« Use to minimize the number of log files.

This parameter minimizes the impact on free
space on the partition containing the file backup
logs. The backup utility retains a limited number of
each log file type (full or Incremental).

e The default value can be scaled up or down to
balance more history or more free space.

Parameter: NUVBER_OF _LOGS_RETAI NED
Default value: 7

Database Backup: Refer to Editing the Informix Configuration File on page 403.

Edit the Informix configuration file when you want to
back up to disk instead of tape.

File: /usr/infornm x/etc/onconfig

» Defines the device file associated with the tape
drive to use for database backups. The default
value is a link to the device file.

Parameter: TAPEDEV
Default value: / dev/ t ape

New value: / bud/ BackupUtility/
db_backup. cpi o

Database Support Files Backup

Use to identify the list of directories to include in a file

system backup.

« The file should contain one entry per line. The
entry should be the path to a directory or file to
back up.

« When an entry identifies a directory, the contents
are recursively included in the backup.

* The path may be relative to the root directory or
absolute.

File: / et c/ BackupUility/
backup_pat hs
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Editing the Informix Configuration File

» To edit the Informix configuration file, follow these steps:

Use the instructions in Table 145 to edit the configuration file. The
instructions use vi as the text editor, however, you can use any text editor
installed on the system.

Table 145. Edit configuration file

Action Type

Navigate to the directory. cd /usr/inform x/etc [Enter]
Open file with vi editor. vi onconfig [Enter]

Locate parameter. Parameter: TAPEDEV

- Move to this location. / dev/tape [Enter]

- Delete each character in the XXXXXXXXX [ Ent er]

old parameter value, by typing
“X” nine times to remove the
previous entry.

- Change to an input mode. i

- Add new entry. / bud/ BackupUtility/
db_backup. cpi o

- Exit editor and save changes. | [Esc]:x [Enter]

View file to confirm changes. cat onconfig [Enter]
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Scheduling the Backup Utility

The backup utility can be launched by setting the task to run on a regular
schedule or by manually running the task.

Create a Cron Task

» To run the task on a schedule, follow these steps:

1. Use the vi text editor to edit the configuration file. Type:
crontab -e [Enter]

2. Type:i to enter the input mode of the text editor.

3. Use the arrow keys to position the cursor at the end of the last line
displayed. Press: [ Ent er] to create a new line.

4. Type:
30 2 * * * [usr/BackupUtility/BackupUility B

This line represents the command used to schedule this task at
2:30 am each day. The variables are: minute, hour, day of month,
month, day of week, and command. Use an asterisk (*) to indicate
all days or months.

Exit the editor and save the changes. Type:

[Esc]:x [Enter]

5. View the scheduled tasks. Type:
crontab -1 [Enter]

Launch the Script Manually

» To run the task manually, follow these steps:

1. Type:

cd /usr/BackupUtility [Enter]
2. Type:

sh BackupUtility [Enter]
-OR-

1. Log into the system as the Root user.

2. Type:
sh /usr/BackupUtility/BackupUility B
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Appendix B.

Troubleshooting Information

This section provides trouble-shooting information for problems that may
be not be resolved by consulting the user interface error message table.
The table will be updated from experience gained through debugging
customer problems, mostly based on input received from Customer
Support and the Facility Commander test team.

Table 146. List of Common Problems with Possible Causes and Solutions

Problem

Possible Causes and Solutions

Product Installation and Removal

After product installation you cannot
log in the first time as the default
admin operator.

There are several possible causes of this problem. After
performing the checks indicated in the steps below it may be
necessary to change the logger configuration file to include
more detailed information in the log file to help determine the
cause of the problem.

1. Verify that you have created a valid license file (I i cense. xm )
and is has been placed in the correct location. The license file
must specify the correct Operating System and Database product.

2. Verify the contents of the syst enconfi g. xmi file and ensure
that the database specification is correct. Verify all fields in the
specification and that the host computer is accessible across the
network.

After product removal some files still
remain in the software directories

The removal procedure does not remove any files that were
changed or added after the installation. This is standard for all
Windows application removals. These files can be deleted if
the product will not be reinstalled. If you are installing a later
version of the product you may wish to save the license and
database encryption key files.

Data Import
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Table 146. List of Common Problems with Possible Causes and Solutions

Problem

Possible Causes and Solutions

After importing data from a Picture
Perfect system to a Facility
Commander server using the Informix
database, the system has poor
performance.

Performance problems, if they occur, will be observable when
bringing up client applications with a navigation pane. The
pane will take several seconds to populate. These problems
typically only occur at the initial data import, where the
database has few or no records. The database engine is using
inaccurate table size information thereby causing poor query
performance. You can observe query performance using the
database query diagnostic screen.

Note that the system automatically forces an update of the
table size information once per day at 3:30 am. To manually
force the update to achieve optimal performance immediately,

follow the procedure below.

For Informix:

1. Log in as the root user

2. Enter the command: cd /usr/ | nf or m x/ bi n/ updat e
3. Enter the command: sh updat e

Importing data from a Picture Perfect
system fails.

1. Verify proper network communications between the Facility
Commander and Picture Perfect servers. Remember to
verify that the DNS (Domain Name Server) is providing
correct translation of host names to IP addresses when
dynamic IP addressing is used on the network. For Unix
systems verify the host name entries in the /etc/hosts file.

2. Verify that the Facility Commander license enables access
to Picture Perfect systems and the database. Examine the
log file to determine this.

3. Verify that the Facility Commander database record
defining the Picture Perfect system has the correct user
name and password to successfully log into the Picture
Perfect system. Examine the log file to determine this.

4. Verify that the correct version of the eif (External Interface)
package has been installed on the Picture Perfect system
and that it has also been licensed on that system. Examine
the log file on the Picture Perfect system to determine this.

5. Examine the Facility Commander server log file to see if a
warning message is present indicating that there is a
mismatch between the versions of the Facility Commander
and Picture Perfect software. If this is the case, contact
Customer Support for assistance.

6. If encryption has been enabled between the Facility
Commander and Picture Perfect servers, verify that the
SSL password settings are correct between the two
systems.
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Table 146. List of Common Problems with Possible Causes and Solutions

Problem

Possible Causes and Solutions

All Client Applications

Client applications do not remember
their size and position correctly.

This problem is usually caused by the ATI HydraVision™

software that has the “Application position memory” option

turned on.

Perform the steps below to turn this option off.

1. Right click on the ATl icon in the Windows task bar area to
activate the ATl HydraVision Utility menu.

2. Select the “Desktop Manager Configuration” item from the
“HydraVision” menu.

3. Clear the “Application position memory” check box and click OK to
save the change

Alarm and Event Monitors

Alarms and events from Picture
Perfect are not received even though
the data import was successful.

1. On the Picture Perfect server, verify that the URL address of the
Facility Commander server is correct in the
/ cas/ db/ text/ ei f evt ngr. cf g file.

Picture Perfect (tps) will need to be restarted after this file is
changed.

2. Verify proper network communications between the Facility
Commander and Picture Perfect servers. Remember to verify that
the DNS (Domain Name Server) is providing correct translation of
host names to IP addresses when dynamic IP addressing is used
on the network. For Unix systems verify the host name entries in
the / et ¢/ host s file.

Graphic Editor, Symbol Editor, and Graphic Viewer

Graphic displays do not display on
the list of candidates for deletion even
though they exist on the server.

A graphic display cannot be deleted if another display links to
it.

Graphic symbols or images do not
display on the list of candidates for
deletion even though they exist on the
server.

Graphic symbols or images cannot be deleted as long as there
is a graphic display that references them.

When adding an image to a symbol
scheme, the workstation becomes
very slow and the Windows Task
Manager indicates almost 100% CPU
usage.

There is a known problem in the Java Swing library with
certain GIF file formats. If this problem occurs, the image file
cannot be used. Choose or create another image file.

The operator must log off and exit the Facility Commander
application to correct the CPU usage problem.

When viewing a graphic display, the
workstation becomes very slow and
the Windows Task Manager indicates
almost 100% CPU usage.

There is a known problem in the Java Swing library with
certain GIF file formats. This problem usually occurs because
a Graphic Display was created containing a GIF file with a
format that is not supported, or it is using a Symbol that was
created with a GIF file of a format that is not supported.

The GIF image must be deleted from the Graphic Display or
Symbol Editor. If this problem occurs, the image file cannot be
used. Choose or create another image file.

The operator must log off and exit the Facility Commander
application to correct the CPU usage problem.
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Table 146. List of Common Problems with Possible Causes and Solutions

Problem

Possible Causes and Solutions

Images imported from a hon-mapped
network drive display as blank in the
Graphics Editor.

This is a known problem with the JLOOX™ Graphics Engine.
A workaround is to map a drive letter to the network location
and access the image from the mapped drive.

Video Console

Video cannot be received from a
digital video recorder (DVR) device.

There are several possible causes of the problem. Examine
the log file to obtain additional information.
1. Verify that the host name or IP address specified for the DVR are
correct and that communications with the device is working
through the network.

2. Verify that the password you specified for the DVR is correct.

Languages and Translations

The user interface does not present
data in the correct language as
specified by the operator locale.

This usually indicates that the language files were not
installed. For the web browser interface the language files
must be installed on the server. For the client user interface the
language files must be installed on both the server and client
workstation.

Administration Guide

After selecting the Administration
Guide link, the window displays a
white background and the document
does not display in the window.

This can happen the first time you try to view a PDF file. The
Acrobat Reader program requires the user to accept the terms
of the license the first time the application is used.
Unfortunately, the window to accept the license is presented
behind other windows and is hidden from view.

Minimize the other windows until you see the license
agreement window. Accept the license and click OK. The
document then will display.

Contacting technical support

For assistance installing, operating, maintaining, and troubleshooting this
product, refer to this document and any other documentation provided. If
you still have questions, you may contact technical support during normal
business hours (Monday through Friday, excluding holidays, between

8 a.m. and 8 p.m. Eastern Time).

GE Security
United States: 1-888-GE SECURITY (1-888-437-3287)
Asia: 852-2907-8108

Australia: 61-3-9259-4700
Europe: 48-58-326-22-40
Latin America: 503-885-5700
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Appendix C. Error Messages

This section identifies error messages that may be displayed by the
Facility Commander user interface. Error messages are identified by their
5-digit error number and include an explanation of possible causes and
suggested solutions.

An integral component of the user interface is a standard web browser.
Errors that may be encountered in accessing the server, or constructing a
response screen to display, use the standard web browser reporting
mechanism. They are first in the table and do not have error numbers
associated with them. In some cases it may be necessary to examine the
product log files to determine the cause of the failure.

If you are reading this document online, click on one of the error

messages in the list below to view the causes and actions.

Table 147. Error messages, numbers, and page number

Error # Messages Page #
The page cannot be displayed page 414
Internal server error page 415
00001 Exceeded licensed quantity: capacity is <number>, page 415
<number> in use, desired change is <number>.
00002 Cannot release license resource: capacity is page 415
<number>, <number> in use, desired change is
<number>.
00003 Licensing exception. No details specified. page 415
00004 License has expired. page 416
00005 Subsystem <name> is not a licensed resource. page 416
00006 Invalid parameter specified in license request: page 416
subsystem is <name>, quantity is <number>.
00007 No license for subsystem <name>. page 416
00008 Invalid license code. page 416
00009 Error creating video player. Cause: <text>. page 417
00010 Video clip not found. page 417
00011 Video source not available. page 417
00012 Digital recorder not available. Cause: <text>. page 417
00013 Connection failed. Cause: <text>. page 417
00014 Recorder initialization failed. page 417
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Table 147. Error messages, numbers, and page number (Continued)

Error # Messages Page #
00015 Requested operation not supported. page 417
00016 Duplicate tag name, please try another. page 418
00017 Error performing database operation. page 418
00018 Invalid value for parameter. page 418
00019 Error accessing the database, please try again. page 418
00020 Deletion of predefined data not permitted. page 419
00021 Requested data not found. Data may have been page 419
deleted by another operator.
00022 Attempt to save data failed. page 419
00023 Attempt to update data failed. Data may have been page 420
updated or deleted by another operator.
00024 Attempt to delete data failed. Data may have been page 420
updated or deleted by another operator.
00025 Database read failed, number of columns incorrect. page 420
00026 Database read failed, column data not of correct type. page 421
00027 Database connection error. page 421
00028 No database configured. page 421
00029 Input value to validator is not correct type. page 421
00030 Incorrect number of criteria provided to validator. page 421
00031 Criterion value is not correct type. page 421
00032 Enter value for required field. page 422
00033 Duplicate user name, please try another. page 422
00034 Text entered must be at least <number> characters. page 422
00035 Text entered exceeds <number> characters. page 422
00036 Enter a number from <number> to <number>. page 422
00037 Enter true or false. page 422
00038 Enter a number. page 422
00039 Enter a valid URL such as http:// page 422

www.someDomain.com.
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Table 147. Error messages, humbers, and page number (Continued)

Error # Messages Page #

00040 Enter a valid host name such as page 423
server3@domain.com.

00041 Enter a valid IP address such as 10.20.30.40. page 423

00042 Enter a valid host name or IP address such as page 423

server3@domain.com or 10.20.30.40.

00043 Value must be blank for this option. page 423
00044 Value must be entered for this option. page 423
00045 Minimum value must be less than maximum value. page 423
00046 Camera linking or unlinking failed. Camera assigned page 424
to another DVR input or DVR deleted by another
operator.
00047 Preset number in use, please try another. page 424

00048 Everything is imported for the facilities enabled in the page 424

window filter.
00049 Errors occurred. Move mouse pointer over X for page 425
details.
00050 Screen definition error. Request could not be page 425
performed.
00051 Operation cancelled by the operator. page 425
00052 Operation not permitted. page 425
00053 Duplicate browser error. page 425
00054 Login timed out, please log in again. page 425
00055 Login failed, server not available. page 426
00056 Login not supported from unknown terminal. page 426
00057 Specified user name not valid. page 426
00058 Context information not available for specified user page 427
name.
00059 All workstation licenses in use. page 427
00060 Login failed, workstation not specified or not defined. page 427
00061 Password and confirmation password must match. page 427
00062 Invalid user name or password, please try again. page 428
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Table 147. Error messages, numbers, and page number (Continued)

Error # Messages Page #
00063 Number of items per page not valid. page 428
00064 Page number not valid. page 428
00065 Page request not valid. page 428
00066 This client is currently offline, request cannot be page 428
executed.
00067 Attempt to update facility membership failed. page 429
00068 The window filter contains no facilities. page 429
00069 The update to the window filter failed. page 429
00070 Only one instance of <name> can be started at a time. page 430
00071 Port number <number> specified in the page 430
client.properties file is already in use.
00072 Error in recording clip, no video available. page 430
00073 Alarm instructions currently unavailable. page 430
00074 No hyperlink location defined. page 431
00075 Error in saving display. page 431
00076 Error in getting display from server. page 431
00077 Error in getting symbol schemes from server. page 431
00078 Error in getting palettes from server. page 432
00079 Display not found in server. page 432
00080 file name cannot contain any of the following page 432
characters: \/7*?\"<>.
00081 Error in uploading display. page 433
00082 Error in uploading symbol scheme. page 433
00083 Uploading aborted! Files used in display not found. page 433
00084 Error in removing resource. page 434
00085 No domains found in system. page 434
00086 Record delete failed due to dependency. page 434
00087 Camera information not available. The camera may page 435

have been deleted by another operator.
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Table 147. Error messages, humbers, and page number (Continued)

Error # Messages Page #

00088 Missing initial state icon. page 435

00089 License key does not exist or is invalid. page 435

00090 Selected DXF file name does not match the original page 436
name. Operation aborted!

00091 Error importing AutoCad DXF drawings. Operation page 436
aborted!

00092 Duplicate layer name {0} found. Operation aborted! page 436

00093 AutoCad DXF layer name {0} cannot be renamed. page 436

00094 Value is not within the range {0, number, integer} to {1, page 436
number, integer}.

00095 Enter a valid numeric range such as: 1-100 or 1- page 436
20;25;30-50.

00096 Range numbers must be in numeric sequence suchas page 436
1;5-50;60-70.

00097 Value must contain only numeric digits. page 437

00098 Intercom extension or exchange number is already page 437

assigned to {0}.

00099 Camera and preset information has been refreshed on  page 437
the Monitoring tab.

00100 Camera is not linked to a DVR. page 437

00101 Intercom extension or exchange number length must page 437
not exceed {0, number, integer} digits.

00102 Selected alarms require response information. page 437
00103 Alarm requires response information. page 437
00104 Other field values are inconsistent with this value. page 437
00105 Tag name may be in use or invalid. Please specify a page 438

different tag name.

00106 Switcher configuration file syntax error or model type page 438
incorrect.

00107 The input number is already in use for this area. page 438

00108 The area number is already in use for this panel. page 438

00109 Switcher configuration has already been imported. page 439
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Table 147. Error messages, numbers, and page number (Continued)

Error #

Messages Page #

00110

Items cannot be imported. Name already exists. page 439

00111

The bus address is already in use for this DVR. Please  page 440
select another.

00112

Client version (<client-version>) not compatible with
server version (<server-version>).

page 440

Table 148. List of error numbers, messages, causes, and actions

# Message

Causes

Actions

The page cannot be
displayed

This message and the
associated detailed
information indicate that
communications with the
server were not successful or
the operation timed out.

Unsuccessful
communications may be due
to the server being down, a
network communications
problem or that the URL
address for the server is not
correct. Successful
communication between the
workstation and server
requires the use of static IP
addresses or an accessible
DNS (domain name server) to
perform the translation of host
name to IP address.

For Unix systems the / et ¢/
hosts table may be used to
provide the translation.

If this error occurred when
attempting to log in, contact
the System Administrator to
ensure that the server is up,
that communications from
your workstation to the server
are functioning properly, and
that the URL address for the
server is correct.

Retry the login operation. If
the error occurred while
already logged in, click the
Back button on the browser
to return to the last valid
screen and try another
operation. If the problem
persists, contact the System
Administrator for assistance.
The system log file should be
examined for evidence of
network failures or a software
problem. If necessary, contact
Customer Support for
assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

Licensing exception. No
details specified.

Indicates a software problem
or an attempted security
breach.

# Message Causes Actions
Internal server error This message indicates a Click the Back button on the
software problem has browser to return to the last
occurred or that the request valid screen and try another
made through the web operation.
browser interface is not If the problem persists,
synchronized with the current  contact the System
state of the operator’s Administrator for assistance.
session. The latter problem The system log file should be
can occur if the operator examined for evidence of an
attempts to bypass the attempted security breach,
normal operations of the user operator bypassing of normal
interface or may indicate an operations of the user
attempted security breach. interface or a software
problem. If necessary contact
Customer Support for
assistance.

00001  Exceeded licensed quantity: ~ The operation requested by ~ Reduce the number of active
capacity is <number>, the operator required a operator windows using the
<number> in use, desired license resource that was not  resource or increase the
change is <number>. available at the current time. license capacity of the

The license resource system.
required, how many license

units are currently in use and

how many license units were

requested are shown in the

message.

00002  cannot release license The operation requested by ~ The requested operation by
resource: capacity is the operator attempted to the operator to release the
<number>, <number>in use, release license resources not license resources not held by
desired change is <number>.  held by the operator’s the operator’s session. This

session. This could indicate a  could indicate a software
software problem or an problem or an attempted
attempted security breach. security breach.

00003

Examine the system log file to
determine if any unauthorized
network activity is present. If
there is evidence of a
software problem send the
error message and
corresponding information
from the log file to Customer
Support for assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

Indicates a software problem
or an attempted security
breach.

# Message Causes Actions
00004  License has expired. The operator’s session was The operator must log in
expired due to inactivity and again.
the license required for the
requested operation was
released.
The session timeout period is
a system parameter with a
default of 30 minutes but is
changeable by the System
Administrator.
00005  sSubsystem <name>isnota Indicates a software problem  Examine the system log file to
licensed resource. or an attempted security determine if any unauthorized
breach. network activity is present. If
there is evidence of a
software problem send the
error message and
corresponding information
from the log file to Customer
Support for assistance.
00006 Invalid parameter specified in  Indicates a software problem  Examine the system log file to
license request: subsystemis or an attempted security determine if any unauthorized
<name>, quantity is breach. network activity is present. If
<number>. there is evidence of a
software problem send the
error message and
corresponding information
from the log file to Customer
Support for assistance.
00007  No license for subsystem Indicates a software problem  Examine the system log file to
<name>, or an attempted security determine if any unauthorized
breach. network activity is present. If
there is evidence of a
software problem send the
error message and
corresponding information
from the log file to Customer
Support for assistance.
00008 |nvalid license code.

Examine the system log file to
determine if any unauthorized
network activity is present. If
there is evidence of a
software problem send the
error message and
corresponding information
from the log file to Customer
Support for assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

# Message Causes Actions
00009  Error creating video player. The DVR could not be Check that the DVR is turned
Cause: <text>. connected to. Also the video on and recording. Verify on
player data source classes for  the DVR configuration screen
the specified protocol are not  that the correct model was
available. selected. Also make sure that
no other applications are
connected to the DVR. Verify
that the drivers for the
requested protocol are
installed on the client.

00010  video clip not found. The video token stored in the  If the video token was just
database was not found on written to the DVR it might not
the DVR. It's possible the be available for playback yet,
video token was erased from  so retry playing the clip. Make
the DVR or writing the token sure the DVR is recording.
to the DVR failed.

00011  video source not available. The camera was configured  Verify the camera
but not physically installed on  configuration on the DVR.
DVR. Also see error message
00009.

00012  Dpigital recorder not available.  The DVR connection was not ~ The connection to the DVR

Cause: <text>. available. was lost. Verify if the
connection was lost. The
System Administrator should
determine if the DVR could be
accessed across the network.
Contact the network
administrator for assistance.

00013  Connection failed. A connection to the DVR Verify that the DVR

Cause: <text>. could not be established. configuration is correct. Also
check that no other
applications are connected to
the DVR.

00014  Recorder initialization failed. A connection to the DVR Verify that the DVR
could not be established. configuration is correct. Also

check that no other
applications are connected to
the DVR.

00015

Requested operation not
supported.

The software was requested
to perform an operation that is
not permitted. This message
can be the result of an
attempted security breach or
a software problem.

Examine the system log file
for evidence of an attempted
security breach or a software
problem and send the
information to Customer
Support for assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

# Message Causes Actions
00016  puplicate tag name, please The tag name specified by The operator should specify a
try another. the operator is already in use  different tag name. When a
for another item defined on manual deletion was
the system. This error can performed, the system
also occur if a manual administrator should be
(command line) deletion of an  contacted to delete the entry
item is made from a database in the tag_name table.
table (strongly discouraged)
but the corresponding entry in
the tag_name table was not
deleted.
00017  Error performing database The database operation The operator should try the
operation. requested by the operator operation again. If the
failed, possibly due to a problem persists, examine
network problem that made the log file for evidence of a
the database inaccessible or  network or a software
a software problem. problem and send the
relevant information to
Customer Support for
assistance.

00018  |nvalid value for parameter. The database operation The operator should try the
requested by the operator operation again. If the
failed, possibly due to an problem persists, examine
inconsistency in the database  the log file for evidence of a
or a software problem. database inconsistency or a

software problem and send
the relevant information to
Customer Support for
assistance.

00019

Error accessing the database,
please try again.

The database operation
requested by the operator
failed, most likely due to a
network problem that made
the database inaccessible or
a software problem.

The operator should try the
operation again. If the
problem persists, examine
the log file for evidence of a
network or a software
problem and send the
relevant information to
Customer Support for
assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

# Message Causes Actions
00020  peletion of predefined data The operator attempted to The operator should not
not permitted. delete an item from the attempt to delete data where
database that cannot be the delete icon has been
deleted. The Facility disabled. If this message
Commander user interfaces continues to occur, examine
prevent such deletion the log file for evidence of an
attempts so this error attempted security breach or
message may indicate an a software problem and send
attempted security breach, an  the relevant information to
attempt to bypass normal Customer Support for
operations of the user assistance.
interface or a software
problem.
00021  Requested data not found. The requested read operation  Revisit the current screen to
Data may have been deleted failed, most likely due to a verify that the requested
by another operator. situation where another operation is still available. If
operator deleted an item that  on a list screen, use the
was required for the appropriate entry in the
requested operation. This navigation menu to refresh
problem can occur when the list screen. You may
multiple operators with observe that the record you
configuration delete were attempting to delete is
permission are altering the no longer present.
system configuration in an If on the DVR Link Camera
uncoordinated manner. An screen, click on the Digital
example of this is where one  video Recorders menu item,
operator is linking a camera then click on the Link
to a DVR device while Cameras link of the specific
another operator is deleting DVR. You may observe that
the same camera. the camera you were
attempting to link is no longer
available.
If this message continues to
occur, examine the log file for
evidence of uncoordinated
changes to the system
configuration or a software
problem and send the
relevant information to
Customer Support for
assistance.
00022

Attempt to save data failed.

The database save operation
requested by the operator
failed, possibly due to a
network problem that made
the database inaccessible, an
inconsistency in the database
or a software problem.

The operator should try the
operation again. If the
problem persists, examine
the log file for evidence of a
network problem, database
inconsistency, or a software
problem and send the
relevant information to
Customer Support for
assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

# Message

Causes

Actions

00023  Attempt to update data failed.

Data may have been updated
or deleted by another
operator.

The requested updated
operation failed, most likely
due to a situation where
another operator updated or
deleted the same record. This
problem can occur if two
operators attempt to update
the same item at the same
time. The first update attempt
will succeed and the second
will fail with this error
message. This error can also
indicate a database
inconsistency or a software
problem.

Reuvisit the current screen to
verify that the requested
operation is still available
after noting the changes that
you had intended to make. If
on a list screen, use the
appropriate entry in the
navigation menu to refresh
the list screen. You may
observe that the item you
were attempting to edit is no
longer present.

If on an edit screen, click the
Cancel button to return to the
list screen.

If the item is still present, you
can select its tag name or
description to re-edit it. You
may observe another
operator changed one or
more of the values. Some of
your intended changes may
no longer be relevant.

If the problem persists,
examine the log file for
evidence of a database
inconsistency or a software
problem and send the
relevant information to
Customer Support for

assistance.

00024  Attempt to delete data failed.  The requested updated Reuvisit the current list screen
Data may have been updated operation failed, most likely by clicking on the appropriate
or deleted by another due to a situation where entry in the navigation menu
operator. another operator deleted the  to determine if the item you

same record. were attempting to delete still
This problem can occur if two exists._lf so, repeat the delete
operators attempt to delete operation. If the problem
the same item at the same persists, examine the log file
time. The first delete attempt  for evidence of a database
will succeed and the second inconsistency or a software
will fail with this error problem and send the
message. This error can also ~ relevant information to
indicate a database Customer Support for
inconsistency or a software assistance.
problem.

00025  patabase read failed, number Indicates an inconsistency Provide this error message

of columns incorrect.

between a database table
and the software, possibly
due to a database corruption
or software problem.

and the relevant information
from the system log file to
Customer Support for
assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

# Message Causes Actions
00026  patabase read failed, column Indicates an inconsistency Provide this error message
data not of correct type. between a database table and the relevant information
and the software, possibly from the system log file to
due to a database corruption  Customer Support for
or software problem. assistance.

00027  patabase connection error. The Facility Commander The System Administrator
server could not connect to should verify that the
the database specified by the  database URL is correct and
DatabaseServer element in the specified location is
the SystemConfig.xml file. accessible through the
The database name or URL network. Contact the local
address may be invalid or the  network Administrator for
database host may not be assistance.
accessible through the
network. The host containing
the database may be down,
disconnected from the
network or the name server
may not be providing
translation of the host name
to a valid IP address. For
Unix systems verify that
entries in the / et ¢/ host s
file are correct.

00028  No database configured. The systemConfig.xml file The System Administrator
that defines the database should verify the location and
location could not be found or  content of the file and correct
did not have the correct as required and restore it
format. from a backup if needed.

00029  |nput value to validator is not  Indicates a software problem.  Provide this error message

correct type. and the relevant information
from the system log file to
Customer Support for
assistance.

00030 Incorrect number of criteria Indicates a software problem.  Provide this error message

provided to validator. and the relevant information
from the system log file to
Customer Support for
assistance.

00031  Criterion value is not correct

type.

Indicates a software problem.

Provide this error message
and the relevant information
from the system log file to
Customer Support for
assistance.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

#

Message

Causes

Actions

00032

Enter value for required field.

When configuring a new or
existing item the operator did
not provide a value for a field
where a value was required.
This error message can also
occur where a value of one
field is dependent upon the
value of another field.

The operator should specify a
value for the field.

00033

Duplicate user name, please
try another.

When in the process of
creating a new or updating an
existing operator record, a
user name that is already in
use by another operator
record was entered.

The operator should enter a
different user name.

00034

Text entered must be at least
<number> characters.

The operator entered a value
for the field that was too short
in length (had too few
characters). The minimum
length required is provided in
the error message.

Enter a value that has
sufficient length.

00035

Text entered exceeds
<number> characters.

The operator entered a value
for the field that was too long
in length (had too many
characters). The maximum
length permitted is provided
in the error message.

Enter a value that does not
exceed the maximum length.

00036

Enter a number from
<number> to <number>.

The operator entered a value
for a numeric quantity that
was not valid. The error
message specifies the range
of valid values.

Enter a value within the
specified range of valid
values.

00037

Enter true or false.

The operator did not enter a
value of true or false where
one was required.

Enter the true or false.

00038

Enter a number.

The operator entered a non-
numeric value where a
numeric value was required.

Enter a numeric value.

00039

Enter a valid URL such as
http://
www.someDomain.com.

The operator did not enter a
valid URL (Uniform Resource
Locator) address. A URL is a
full path specification to an
object on the network.

Enter a valid URL address.
Contact the System
Administrator for assistance
in specifying an appropriate
value.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

than maximum value.

incorrect entries in the
configuration files that specify
minimum and maximum
values for data entered by the
operator.

# Message Causes Actions

00040  Enter a valid host name such  The operator did not entera  Enter a valid host name. The
as server3@domain.com. valid host name for a device host name is case-sensitive.

on the network. Contact the System
Administrator for assistance
in specifying an appropriate
value.

00041 Enter a valid IP address such  The operator did not enter a Enter a valid IP address.
as 10.20.30.40. valid IP (Internet Protocol) Contact the System

address for a device on the Administrator for assistance
network. in specifying an appropriate
value.

00042  Enter a valid host name or IP  The operator did not entera  Enter a valid host name or IP
address such as valid host name or IP address. The host name is
server3@domain.com or (Internet Protocol) address for  case-sensitive. Contact the
10.20.30.40. a device on the network. System Administrator for

assistance in specifying an
appropriate value.

00043  Value must be blank for this ~ The operator specified a Set the value for the field to
option. value for a field that must be blank or change the value of

blank (empty) based on the the other field.
value specified for another

field.

Both fields are flagged with

an error indicator and this

error message.

00044 Value must be entered for this The operator did not specify a  Enter a value for the field or

option. value for a field where one was change the value of the other
required, based on the value field.
specified for another field.
Both fields are flagged with an
error indicator and this error
message.
00045  Minimum value must be less  Indicates one or more

The minimum value specified
for a field must be less than or
equal to the maximum value
specified. Examine the
entries in the configuration
files fieldValidations.xml and
eventActionCommandValidati
ons.xml and contact
Customer Support for
assistance if necessary.
Customers and business
partners should not alter
these files without specific
instructions from Customer
Support.
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Everything is imported for the
facilities enabled in the
window filter.

import when the operator
clicked the Import button. The
cause of the unavailability, if
known, is displayed in the
error message line. The most
likely causes and actions to
take are listed below.

# Message Causes Actions
00046  camera linking or unlinking The system was unable to Click on the Digital Video
failed. Camera assigned to link the specified camera to Recorders menu item and
another DVR input or DVR the specified DVR. The most  observe if the DVR you are
deleted by another operator. likely causes are that the trying to link cameras to still
camera was linked to another  exists.
DVR, another operator If it does, click on the Link
deleted the DVR, multiple Cameras link for the DVR and
operators with configuration determine if the camera you
delete permission are making  were attempting to link is still
system configuration changes  available.
in an uncoordinated manner ¢t s, retry the attempt to link
or the Qatabase has the camera to the DVR. If this
inconsistent data. message continues to occur,
examine the log file for
evidence of uncoordinated
changes to the system
configuration, inconsistent
data in the database or a
software problem and send
the relevant information to
Customer Support for
assistance.
00047  Preset number in use, please  When configuring a new or Specify a preset number not
try another. updating an existing preset in use for the camera. If
for a camera, the operator necessary, click on the
specified a preset number Cancel button to return you to
that is already in use by the list screen where the
another preset defined for the  currently defined preset
camera. numbers for the camera are
shown.
00048 No data was available for

1. All data was imported
already - no further action is
required.

2. Window filter had disabled
facilities - enable the other
facilities and retry the import
operation.

3. Communications (network)
error - retry the import
operation.

4. License expired - log in again
and retry the import operation.
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Login timed out, please log in
again.

The operator’s session was
expired due to inactivity and
the client license was
released. The session
timeout period is a system
parameter with a default of 30
minutes, which is changeable
by the System Administrator.

# Message Causes Actions

00049  Errors occurred. Move mouse  There were two or more Correct each error and retry
pointer over X for details. values entered by the the operation.

operator that were not valid.
This message is displayed in
the error message line. The
specific error messages are
shown for each field in error.

00050  screen definition error. The configuration file Restore the listScreens.xml
Request could not be specifying the screen and editScreens.xml screen
performed. contents was not in the definition files from a backup.

correct format. Customers and business
partners should not alter
these files without specific
instructions from Customer
Support.

00051  Operation cancelled by the The operator clicked the None required. This is a

operator. Cancel button to abort the routine message
edit operation. acknowledging the request.
00052  Operation not permitted. An operation was attempted  Examine the system log for

for which the operator does evidence of operator attempts

not have permission. The to circumvent normal

Facility Commander user operation of the user

interfaces do not offer interfaces, an attempted

operations that are not security breach or a software

permitted. This message can  problem and send the

occur if an operator attempts  relevant information to

to circumvent normal Customer Support for

operation of the user assistance.

interfaces, or from an

attempted security breach or

from a software problem.

00053  puplicate browser error. The operator opened a Close the second browser

second browser window window. To perform

using the New Window entry ~ operations through two

of the File menu. Secondary browser windows, launch a

browser windows from the new instance of the browser

same log in are not and log in to establish an

supported. independent session. Note
that this will use another web
client license.

00054

The operator must log in
again.
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# Message Causes Actions
00055  Login failed, server not The client software could not  The System Administrator
available. communicate with the Facility  should verify that the server

Commander server. The host name specified by the
server may be down or a hostURL parameter in the
network problem may be client.properties file specifies
preventing communication. the correct server host name.
The name server used by the  Verify the server is up and the
client workstation may not be  server host is accessible
providing translation of the through the network.
server hostname to avalid IP Also, use the client log file to
address. For Unix systems view the details of the error
verify that entries in the message. Contact the local
/ et ¢/ host s file are correct.  network administrator for
Also, the operator may be assistance.
attempting to log into a
Facility Commander 2.0
server using a client
application that is an earlier
version.

00056  Login not supported from The operator attempted to log ~ Attempt to contact the

unknown terminal. in from a non-workstation operator to verify that the

device. The system could not  device being logged in from is
determine that the log in was  qualified for use. Examine the
attempted from a web system log file to determine if
browser or from the client log in attempts are being
Workspace application. This made from unauthorized
message could indicate that sources indicating that a
an operator is attempting log ~ security breach is being
in from a non-qualified device  attempted. If necessary,
or that a security breach is contact Customer Support for
being attempted. assistance.

00057 Re-enter the user name and

Specified user name not
valid.

The user name entered by
the operator has not been
defined on the server. The
operator may have mistyped
the user name or a security
breach may have been
attempted.

try to log in. Examine the
system log file to determine if
log in attempts are being
made from unauthorized
sources indicating that a
security breach is being
attempted. If necessary,
contact Customer Support for
assistance.
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# Message Causes Actions
00058  context information not Indicates a database Verify the presence of the
available for specified user inconsistency or a software context record in the
name. problem. An operator record database that is specified in
was located for the operator the operator record. Try to
thatis attempting tolog in, but  recreate the context if it is
the context specified in the missing. Examine the system
operator record could not be log for evidence of database
located in the database. consistency error messages.
If the problem persists send
the relevant information to
Customer Support for
assistance.
00059  All workstation licenses in All concurrent log-ins Wait a few minutes and try to
use. permitted by the license arein  log in again. Idle log-ins will
use. be terminated after their idle
expiration period, freeing their
licenses. Reduce the number
of concurrent log-ins by
asking operators to log off of
workstations that they are not
actively using. Increase
concurrent login licenses.
00060  Login failed, workstation not ~ The operator attempted torun  Notify the operator of which
specified or not defined. the Java client user interface ~ workstations may be used to
from a workstation that was run the Java client user
not defined to the Facility interface software or define
Commander server. the workstation on the Facility
Workstations that may be Commander server. If
used to run the Java client dynamic IP addressing is
user interface must be being used on the network,
defined on the Facility the System Administrator
Commander server. The host  should verify that the DNS
name of the workstation (domain name server) is
where the Java client user correctly translating the
interface was trying to log in workstation host name. For
from does not match the host  Unix systems verify the host
name for any workstation name translation entry in the
defined on the Facility / et c/ host s file.
Commander server.
00061  password and confirmation Re-enter the value for the

password must match.

When configuring a new or
updating an existing item, the
value entered for the
password confirmation did not
match the value entered for
the password. These values
must match to ensure that the
password entered is what the
operator intended.

password confirmation and
click on the Submit button to
save the changes.
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# Message Causes Actions
00062  |nvalid user name or The specified user name and  Re-enter the user name or
password, please try again. password did not match the password in case you had
information for any operators  mistyped the previous
defined on the server. information and try to log in
again. If the problem persists
contact the System
Administrator for assistance.
00063  Number of items per page not ~ The number of items The operator should select
valid. specified to be shown on list the number of items per page
screens was not a valid value.  from the select list provided
The Facility Commander user  on the list screen. If the
interfaces limit the values that  problem persists, the System
may be selected to a range of  Administrator should examine
valid values. This error may the system log file for
indicate an attempt to bypass  evidence of an attempted
the normal user interface security breach or software
mechanisms, could be problem and send the
indicative of an attempted relevant information to
security breach or a software ~ Customer Support for
problem. assistance.

00064  page number not valid. The value entered in the box  The operator should enter a
to the left of the Go button valid numeric value within the
was not a number. range of the page numbers

shown on the screen. If the
problem persists, contact
Customer Support for
assistance.

00065  page request not valid. The value entered in the box  The operator should enter a
to the left of the Go button valid numeric value within the
was not within range of the range of the page numbers
available page numbers as shown on the screen. If the
shown on the screen. problem persists, contact

Customer Support for
assistance.

00066 If the color of the connection

This client is currently offline,
request cannot be executed.

The Facility Commander
client software cannot
currently communicate with
the server. The operator tried
to perform an action that
requires communication with
the server. This can be
caused either by the server
being down, or due to a lost
connection with the client PC.

indicator in the lower right
corner of the client application
is red, this indicates a
communication problem. First
verify with the System
Administrator that the server
is up and running. If it is, then
the problem may be with the
client PC’s network
connection, or due to an
incorrect hostURL entry in the
client.properties file.
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# Message

Causes

Actions

00067  Attempt to update facility

membership failed.

The operator request to
change the membership of a
facility was not totally
successful most likely due to
a problem accessing the
database or an inconsistency
between database tables.
Some of the requested
changes may have been
made but at least one change
failed. The screen will be
refreshed to show the current
membership of the facility.
The operator should examine
the information to determine
what changes did not occur.

Attempt to make the
membership changes that
previously failed. If the
problem persists, contact the
System Administrator to
examine the system log file
for evidence of database
inconsistency or a software
problem and send the
relevant information to
Customer Support for
assistance.

00068  The window filter contains no

facilities.

This message indicates that
the context assigned to the
operator does not include any
facilities. This message will
be displayed if an operator
assigned a context without
facilities views the window
filter by clicking on the
Window Filter entry of the
navigation menu.

No action is required unless
the operator believes that the
context should contain
access to one or more
facilities. In this case the
System Administrator should
be contacted to verify the
context assigned to the
operator. If the context does
include facilities then there
may be a software problem or
a database inconsistency.
Examine the system log file
for evidence of these
problems and send the
relevant information to
Customer Support for
assistance.

00069  The update to the window

filter failed.

This message indicates that
the operator request to
change the facilities that are
enabled in the window filter
was not successful. This error
message should not occur
and is indicative of a software
problem.

Examine the system log file
for evidence of a software
problem and send the
relevant information to
Customer Support for
assistance.
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# Message Causes Actions

00070  Only one instance of <name>  The operator tried to launch Determine if an instance of
can be started at a time. the Facility Commander the Facility Commander client

client, but it is already is already running (check the
running. This can also occurif ~ Windows task bar to see if it
the previous instance of the is minimized) on the
Facility Commander client workstation. If the previous
aborted unexpectedly, leaving  instance of client aborted
the network communication unexpectedly, reboot the
port allocated. A third workstation to free up the
possible cause is that another  port. If the problem persists,
program running on the contact the System
workstation is using the port Administrator to change the
number configured for the value of the
Facility Commander client. workspace.port_number
parameter in the
client.properties file to a port
that is not in use by another
program running on the
workstation.

00071  Port number <number> This message always Contact the System
specified in the appears together with Administrator to change the
client.properties file is already message 00070 if the Facility  value of the
in use. Commander client can workspace.port_number

determine that the network parameter in the

port number is being used by  client.properties file to a port

another program. that is not in use another
program running on the
workstation.

00072 Error in recording clip, no The DVR was not in record Verify that the DVR is
video available. mode or the connection was recording and that a valid

lost. connection exists.

00073

Alarm instructions currently
unavailable.

This message appears on the
Alarm Response dialog in the
Instructions field if the
External Access Control
System that is the source of
the alarm (e.g. Picture
Perfect) is currently offline.

Verify that the alarm has an
Offline indicator displayed (a
red “X”). This indicates that
the external system that is the
source for this alarm is
currently offline. When the
external system comes back
online (when the red X is no
longer displayed), bringing up
the Alarm Response window
again to display the alarm
instructions.
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# Message Causes Actions
00074 No hyperlink location defined.  This message may occur with  Notify the System
the Graphic Viewer when a Administrator that the graphic
hyperlink symbol was added display contains a link that
to the graphic display butwas  was not set. The System
not linked to another graphic. ~ Administrator should run the
Graphic Editor to set the
hyperlink to an existing
graphic display or should
delete the hyperlink symbol.
00075  Error in saving display. The file name may contain Examine the client log file to
invalid characters. determine which file names
were invalid. Correct the file
names and retry the save
operation.
00076  Error in getting display from The attempt to retrieve the Contact the System
server. specified graphic display file Administrator to determine if
from the Facility Commander  the server is down or there
server failed. The server may  are network communication
be down or there may be problems.
network communication Retry the operation when the
problems. server is up and network
communications have been
restored. If the problem
persists the System
Administrator should examine
the server log file and if
necessary, contact Customer
Support for assistance.
00077

Error in getting symbol
schemes from server.

The attempt to retrieve the
symbol files associated with
the specified graphic display
from the Facility Commander
server failed. The server may
be down or there may be
network communication
problems.

Contact the System
Administrator to determine if
the server is down or there
are network communication
problems.

Retry the operation when the
server is up and network
communications have been
restored. If the problem
persists the System
Administrator should examine
the server log file and if
necessary, contact Customer
Support for assistance.
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# Message

Causes

Actions

00078  Error in getting palettes from

Server.

The attempt to retrieve the
symbol palette files
associated with the specified
graphic display from the
Facility Commander server
failed. The server may be
down or there may be
network communication
problems.

Contact the System
Administrator to determine if
the server is down or there
are network communication
problems.

Retry the operation when the
server is up and network
communications have been
restored. If the problem
persists the System
Administrator should examine
the server log file and if
necessary, contact Customer
Support for assistance.

00079  Display not found in server. The attempt to retrieve the Contact the System
specified graphic display file Administrator to determine if
from the Facility Commander the graphic display was
server failed. This problem deleted from the server. If it
usually occurs when an was, resave the workspace to
operator logs in and the remove the reference or ask
restored workspace the System Administrator to
preferences specify a graphic  restore the graphic display on
display that no longer exists the server. If not, log out and
on the Facility Commander log in again to see if the
server. problem persists. If the
problem reoccurs, the System
Administrator should examine
the server log file to seek
other causes such as network
communications problems.
00080

file name cannot contain any
of the following characters: \/
FV<>,

When saving a graphic
display the operator entered
one or more characters (of V
*?\"<>.) that are invalid for
file names.

Attempt the save operation
again after entering a name
that does not contain any of
the invalid characters.
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# Message Causes Actions
00081  Error in uploading display. This error can occur from Retry the operation to see if
many different causes as the problem persists.
listed in the actions below. 1. Files referenced by the
Examine the client or server graphic display are missing
log f|Ie§ as appropriate to on the client. This can occur
?;Itsrrénlne the cause of the especially if graphics files
' such as images were
referenced across a network
and they are not accessible
when the save operation is in
progress. Files may also have
been deleted manually from
the workstation after the
graphic display was created
but before it was uploaded.
- Examine the client log file to
determine which files were
missing or inaccessible and
correct as appropriate.
2. Network communications
error, Facility Commander
server error, database error -
Examine the system log file to
determine which of these
problems is the cause of the
failure and correct as
appropriate.
00082 Error in uploading symbol This message indicates that ~ Retry the operation. If the
scheme. network communications problem persists contact the
problem occurred when System Administrator to
uploading a symbol file examine the client and server
referenced by a graphic log files to determine the
display that is being uploaded  problem.
to the server.
00083

Uploading aborted! Files used
in display not found.

Images or symbol files that
are referenced by the graphic
display were not found. This
can occur if these files were
referenced across the
network and are not
accessible at the current time
or if referenced files on the
workstation were manually
deleted after the graphic
display was created.

Examine the client log file to
determine which files are
missing or are not accessible.
Restore the missing files and
retry the operation.
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# Message

Causes

Actions

00084  Error in removing resource.

This error can occur during a
request to delete a symbol,
image or graphic display from
the server if the specified file
cannot be deleted. The file
may have been deleted by
another operator, may have
been manually set to read-
only, or may be locked
because it is in use by
another program.

Determine if the file still exists
on the server. If so, retry the
operation. If the problem
persists contact the System
Administrator to determine
why the file cannot be
deleted.

00085  No domains found in system.  This message is displayed Examine the window filter and
when in attempting to enable additional facilities to
associate an item to a symbol  locate items of the
on a graphic display, no items  appropriate type and retry the
of the appropriate type are association operation. If the
found using the current operator believes that items
window filter. The window of the appropriate type do
filter may specify a restricted  exists but are not being
set of facilities that do not shown, it may indicate a
contain any items of the database inconsistency or
appropriate type or no items software problem. In this case
of that type may exist in the the System Administrator
database. should examine the server

log file to determine the
cause.

00086  Record delete failed due to The operator request to The operator must remove

dependency.

delete an item could not be
performed because other
items are referencing the item
to be deleted. The tag names
of the referencing items are
displayed when the mouse is
placed over the X.

these references before the
original item can be deleted.
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License key does not exist or
is invalid.

The license key file
license.xml is not present in
the correct location or was
generated using a machine
code from a different
computer.

# Message Causes Actions
00087  camera information not This message may occur Examine the list of available
available. The camera may when linking cameras to a cameras and observes if the
have been deleted by another  DVR device through the Link  camera you tried to link is still
operator. Cameras screen. It will also available. The camera may
occur if the same camera is have been deleted from the
linked to more than one input  system or may have been
of the DVR. The screen will assigned to another DVR
be redisplayed and the device. If the camera is still
camera inputs where the link  available try the link operation
failed will be flagged with an again. If the problem persists
X. The reason for the link it may indicate a database
failure is shown when the inconsistency or a software
mouse is placed over the X. problem. Examine the system
log file for evidence of a
software problem and send
the relevant information to
Customer Support for
assistance.

00088  Missing initial state icon. The symbol file that the Restore the missing image
operator requested to upload file and retry the operation. If
to the server references an the problem persists contact
image file to display for the the System Administrator to
initial state of an item that examine the client and server
could not be found. The log files to determine the
image file for the initial state problem.
of an item is a required
component of a symbol. This
can occur if the image file
was referenced across the
network and is not accessible
at the current time or if the
image file was located on the
workstation but was manually
deleted after the symbol was
created.

00089

Verify that the license.xml file
is present in the correct

location (the installation path
plus/ server/resoures).

Verify that the license key
was generated using the
correct machine code for the
computer where the server
software was installed. You
should call Customer
Support, provide the server
machine code, and have
them verify that the license
code is correct.
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Range numbers must be in
numeric sequence such as
1;5-50;60-70.

The numeric range entered
by the operator was not in an
increasing numeric
sequence.

# Message Causes Actions
00090  selected DXF file name does  Selected re-imported DXF file ~ Select the same DXF file
not match the original name. does not match the original name to re-import.
Operation aborted! DXF file name.
00091  Error importing AutoCad DXF  The DXF file may not be Make sure the DXF file is in
drawings. Operation aborted!  saved in version 12 format, or  DXF file format with version
the DXF file is corrupted or 12.
not in DXF format.
00092  puplicate layer name {0} Duplicate layer name is found ~ Change the duplicate layer
found. Operation aborted! when merging DXF layers. name from the layer setting
dialog and re-import again. If
that layer name is a DXF
layer, you need to change the
original layer name in
AutoCad and delete the
object to re-import it again.
00093  AutoCad DXF layer name {0}  DXF layer name cannot be You have to rename the layer
cannot be renamed. changed for later updating in the AutoCad and re-import
and merging purpose. in again in order to change
the layer name.
00094  value is not within the range  The operator entered a value  Enter a number within the
{0, number, integer} to {1, that was not within the specified range.
number, integer}. specified range of numbers.
00095  Enter avalid numeric range  The operator entered an The range specification
such as: 1-100 or 1-20;25;30- invalid numeric range entered by the operator may
50. specification. not be valid for a number of
reasons. The information
entered must follow these
rules:

* No spaces are allowed
when entering a range of
numbers.

* Semicolons (;) must be
used to separate number
range specifications.

e The number range
specifications must be in
increasing numerical
order.

00096

Each number or range must
be greater than the previous
number or range. The entire
sequence of numbers and
ranges must be in increasing
numerical order.
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inconsistent with this value.

The operator entered values
for other fields that are
inconsistent with the value for
this field. The other fields will
be flagged with their own
error indicators and those
error messages will indicate
the type of inconsistency.

# Message Causes Actions

00097  value must contain only The operator entered a Enter characters that consist
numeric digits. sequence of characters that only of the digits 0 through 9.

contained digits other than 0
through 9.

00098  |ntercom extension or The intercom extension or Specify a different extension
exchange number is already exchange number entered by  or exchange number. The
assigned to {0}. the operator is already extension and exchange

assigned to another intercom  number must be unique for an

station or exchange. intercom exchange and all of
the stations connected to it.
Note that the intercom
stations connected to
different exchanges can have
the same extension number.

00099  Camera and preset This informational message Return to the Monitoring tab
information has been alerts the operator that to specify a preset for the
refreshed on the Monitoring Facility Commander has camera before submitting the
tab. changed camera and preset record.

information on the Monitoring
tab of the Configure Intercom
Station page.

00100  camerais not linked to a The operator selected a Using the browser client, go

DVR. camera in the Video Console  to the DVR list page and click
navigation pane that is not Link Cameras. Link the
linked to a DVR in the camera to the proper input on
database. that page.

00101  Intercom extension or The operator entered an Enter a value whose length
exchange number length intercom extension or does not exceed the specified
must not exceed {0, number,  exchange number that was value.
integer} digits. too large.

00102  selected alarms require One of the selected alarms Enter the response text into
response information. requires response text before  the response text window.

it can be removed.

00103 Alarm requires response The alarm requires response  Enter the response text into
information. text before it can be removed. the response text window.

00104 Other field values are Review all the fields marked

with an error indicator and
determine a consistent set of
values for those fields. After
making the changes, click the
Submit button to save the
data.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

The area number is already in
use for this panel.

The operator entered an area
number on the intrusion
configuration screen that has
already been used by another
intrusion area assigned to the
same intrusion panel.

# Message Causes Actions

00105  Tag name may be in use or The tag name entered for the  Enter a different tag name
invalid. Please specify a graphic display is not valid. and click Upload to save the
different tag name. The tag name may be in use  graphic display. Tag names

by another item or may be too  must be at least two
long. characters.

00106  switcher configuration file An error occurred when Verify that the model of the
syntax error or model type attempting to read the switcher record you are
incorrect. information in the specified attempting to import the data

analog switcher configuration  for matches the model in the
file. The syntax of the file may file. Verify the syntax of the
be incorrect or the model file.

specified in the file may not

be the same model of the

switcher record you are

attempting to import the data

for.

00107  Theinput number is already ~ The operator entered aninput  Choose a different input

in use for this area. number on the intrusion input  number not already in use by
configuration screen that has  existing intrusion inputs for
already been used by another  the specified intrusion area.
intrusion input assigned to the
same intrusion area.
00108 Choose a different area

number not already in use by
existing intrusion areas for
the specified intrusion panel.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

#

Message

Causes

Actions

00109

Switcher configuration has
already been imported.

This message can occur
when you attempt to import
an analog switcher
configuration file.

The operator already
imported this switcher
configuration with the option
to automatically create
cameras and monitors and is
now attempting to perform
this operation a second time
for the same analog switcher.
The created cameras and
monitors have their tag
names constructed based on
the tag name of the analog
switcher.

If these items have already
been created, trying to create
them a second time is not
permitted because duplicate
tag names are not allowed.

If the operator deletes that
analog switcher with exactly
the same tag name as the
one that was deleted and
attempts to import a
configuration file, the same
situation occurs and the
cameras and monitors cannot
be created because they
already exist.

The operator can manually
select the appropriate
cameras and monitors on the
analog switcher inputs and
outputs page because they
already exist.

The operator can delete the
cameras and monitors and
retry the import operation.

00110

Items cannot be imported.
Name already exists.

When importing items such
as facilities from an external
access control system, one or
more of those facilities had a
description that matches an
existing item in Facility
Commander.

The description of an
imported item becomes the
tag name of the
corresponding Facility
Commander item.

Facility Commander items
have a unique tag name (not
case-sensitive). All name
conflicts will be shown on the
import page.

The operator can continue
with the import operation to
import the items that do not
have a name conflict. Change
the description of the item on
the external access control
system so that it does not
conflict with an existing item
on the Facility Commander
system and perform the
import operation again.
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Table 148. List of error numbers, messages, causes, and actions (Continued)

# Message

Causes

Actions

00111 The bus address is already in

use for this DVR. Please
select another.

On the camera configuration
page, the operator specified a
bus address for a PTZ
camera that is already in use
by another PTZ camera on
the specified PTZ controller.

Select a different bus address
for the PTZ camera.

00112  Client version (<client-

version>) not compatible with
server version (<server-
version>).

The operator is running a
Facility Commander client
application that is not at the
same version level as the
server. This can happen if a
version 1.x client is used with
a version 2.x server or vice
versa.

The Facility Commander
client application must be at
the same version level as the
server. Either log into a
different server that is at the
same version level or
upgrade the client to a later
version.
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Appendix D. Facility Permissions

Use facility permissions to grant or deny permissions to monitor and
control items, such as locking and unlocking door access points or control
PTZ cameras, view live or recorded video, acknowledge alarms and more.

There are two types of permissions granted — enabled or not enabled,
and none, view, update, create, and delete permissions.

e The ability to lock and unlock and access points is either enabled
or not enabled.

e The second type grants permission based on which category is
selected. For example, if an operator is granted permission to
create new records, than permission is also granted to view and
update records, but not delete records.

Refer to Facility Permissions on page 102 for more information about
configuring permissions. To review the specific permissions granted when
using the predefined permissions, refer to the following sections:

Permission Level Refer to:

All Facility Permissions Table 149 on page 441
Entry Level Guard Facility Permissions Table 150 on page 444
Guard Supervisor Facility Permissions Table 151 on page 446
Intermediate Guard Facility Permissions Table 152 on page 448
Update Configuration Facility Permissions Table 153 on page 450
View Configuration Facility Permissions Table 154 on page 452

If you are reading this document online, click one of the links above to
navigate directly to the page.

All Facility Permissions

Table 149. All Facility Permissions

Enabled None View Update Create Delete
Controls
Lock/Unlock Yes
Access Points
Activate/Reset Yes
Digital Outputs
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Table 149. All Facility Permissions

Enabled None View Update Create Delete
Control PTZ Cameras Yes
Enable/Disable Yes
Digital Input Monitoring
Enable/Disable Yes
Logical Input Monitoring
Monitors
Purge Alarms Yes
Acknowledge/Remove Yes
Alarms
View Live Video Yes
View Recorded Video Yes
Setup
Operators — Yes Yes Yes Yes
Contexts — Yes Yes Yes Yes
System Permissions — Yes Yes Yes Yes
Facility Permissions — Yes Yes Yes Yes
Facilities — Yes Yes Yes Yes
Facility Commander — Yes Yes Yes Yes
Servers
Workstations — Yes Yes Yes Yes
Access Control Systems — Yes Yes Yes Yes
Devices
Access Points — Yes Yes Yes Yes
Digital Inputs — Yes Yes Yes Yes
Logical Inputs — Yes Yes Yes Yes
Digital Inputs — Yes Yes Yes Yes
Digital Video Recorders — Yes Yes Yes Yes
Cameras — Yes Yes Yes Yes
Intercom Exchanges — Yes Yes Yes Yes
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Table 149. All Facility Permissions

Enabled None View Update Create Delete
Intercom Stations — Yes Yes Yes Yes
Analog Video Switcher — Yes Yes Yes Yes
Intrusion Panels — Yes Yes Yes Yes
Intrusion Areas — Yes Yes Yes Yes
Intrusion Inputs — Yes Yes Yes Yes
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Entry Level Guard Facility Permissions

Table 150. Entry Level Guard Facility Permissions

Enabled None View Update Create Delete

Controls

Lock/Unlock Yes
Access Points

Activate/Reset No
Digital Outputs

Control PTZ Cameras Yes

Enable/Disable No
Digital Input Monitoring

Enable/Disable No
Logical Input Monitoring

Monitors

Purge Alarms No

Acknowledge/Remove Yes
Alarms

View Live Video Yes

View Recorded Video Yes

Setup

Operators Yes No No No No

Contexts Yes No No No No

System Permissions Yes No No No No

Facility Permissions Yes No No No No

Facilities Yes No No No No

Facility Commander Yes No No No No
Servers

Workstations Yes No No No No

Access Control Systems Yes No No No No
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Table 150. Entry Level Guard Facility Permissions

Enabled None View Update Create Delete

Devices

Access Points Yes No No No No
Digital Inputs Yes No No No No
Logical Inputs Yes No No No No
Digital Video Recorders Yes No No No No
Cameras Yes No No No No
Intercom Exchanges Yes No No No No
Intercom Stations Yes No No No No
Analog Video Switcher Yes No No No No
Intrusion Panels Yes No No No No
Intrusion Areas Yes No No No No
Intrusion Inputs Yes No No No No
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Guard Supervisor Facility Permissions

Table 151. Guard Supervisor Facility Permissions

Enabled None View Update Create Delete

Controls

Lock/Unlock Yes
Access Points

Activate/Reset Yes
Digital Outputs

Control PTZ Cameras Yes

Enable/Disable Yes
Digital Input Monitoring

Enable/Disable Yes
Logical Input Monitoring

Monitors

Purge Alarms Yes

Remove Alarms Yes

Acknowledge Alarms Yes

View Live Video Yes

View Recorded Video Yes

Setup

Operators — No No No No No

Contexts — No No No No No

System Permissions — No No No No No

Facility Permissions — No No No No No

Facilities — No No No No No

Facility Commander — No No No No No
Servers

Workstations — No No No No No

Access Control Systems — No No No No No
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Table 151. Guard Supervisor Facility Permissions

Enabled None View Update Create Delete

Devices

Access Points No No No No No
Digital Inputs No No No No No
Logical Inputs No No No No No
Digital Video Recorders No No No No No
Cameras No No No No No
Intercom Exchanges No No No No No
Intercom Stations No No No No No
Analog Video Switcher No No No No No
Intrusion Panels No No No No No
Intrusion Areas No No No No No
Intrusion Inputs No No No No No
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Intermediate Guard Facility Permissions

Table 152. Intermediate Guard Facility Permissions

Enabled None View Update Create Delete

Controls

Lock/Unlock Yes
Access Points

Activate/Reset Yes
Digital Outputs

Control PTZ Cameras Yes

Enable/Disable No
Digital Input Monitoring

Enable/Disable No
Logical Input Monitoring

Monitors

Purge Alarms No

Remove Alarms Yes

Acknowledge Alarms Yes

View Live Video Yes

View Recorded Video Yes

Setup

Operators Yes No No No No

Contexts Yes No No No No

System Permissions Yes No No No No

Facility Permissions Yes No No No No

Facilities Yes No No No No

Facility Commander Yes No No No No
Servers

Workstations Yes No No No No

Access Control Systems Yes No No No No
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Table 152. Intermediate Guard Facility Permissions

Enabled None View Update Create Delete

Devices

Access Points Yes No No No No
Digital Inputs Yes No No No No
Logical Inputs Yes No No No No
Digital Video Recorders Yes No No No No
Cameras Yes No No No No
Intercom Exchanges Yes No No No No
Intercom Stations Yes No No No No
Analog Video Switcher Yes No No No No
Intrusion Panels Yes No No No No
Intrusion Areas Yes No No No No
Intrusion Inputs Yes No No No No
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Update Configuration Facility Permissions

Table 153. Update Configuration Facility Permissions

Enabled None View Update Create Delete

Controls

Lock/Unlock No
Access Points

Activate/Reset No
Digital Outputs

Control PTZ Cameras No

Enable/Disable No
Digital Input Monitoring

Enable/Disable No
Logical Input Monitoring

Monitors

Purge Alarms No

Remove Alarms No

Acknowledge Alarms No

View Live Video No

View Recorded Video No

Setup

Operators No Yes Yes No No

Contexts No Yes Yes No No

System Permissions No Yes Yes No No

Facility Permissions No Yes Yes No No

Facilities No Yes Yes No No

Facility Commander No Yes Yes No No
Servers

Workstations No Yes Yes No No

Access Control Systems No Yes Yes No No
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Table 153. Update Configuration Facility Permissions

Enabled None View Update Create Delete

Devices

Access Points No Yes Yes No No
Digital Inputs No Yes Yes No No
Logical Inputs No Yes Yes No No
Digital Video Recorders No Yes Yes No No
Cameras No Yes Yes No No
Intercom Exchanges No Yes Yes No No
Intercom Stations No Yes Yes No No
Analog Video Switcher No Yes Yes No No
Intrusion Panels No Yes Yes No No
Intrusion Areas No Yes Yes No No
Intrusion Inputs No Yes Yes No No
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View Configuration Facility Permissions

Table 154. View Configuration Facility Permissions

Enabled None View Update Create Delete

Controls

Lock/Unlock No
Access Points

Activate/Reset No
Digital Outputs

Control PTZ Cameras No

Enable/Disable No
Digital Input Monitoring

Enable/Disable No
Logical Input Monitoring

Monitors

Purge Alarms No

Remove Alarms No

Acknowledge Alarms No

View Live Video No

View Recorded Video No

Setup

Operators — Yes No No No

Contexts — Yes No No No

System Permissions — Yes No No No

Facility Permissions — Yes No No No

Facilities — Yes No No No

Facility Commander — Yes No No No
Servers

Workstations — Yes No No No

Access Control Systems — Yes No No No
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Table 154. View Configuration Facility Permissions

Enabled None View Update Create Delete

Devices

Access Points — Yes No No No
Digital Inputs — Yes No No No
Logical Inputs — Yes No No No
Digital Video Recorders — Yes No No No
Cameras — Yes No No No
Intercom Exchanges — Yes No No No
Intercom Stations — Yes No No No
Analog Video Switcher — Yes No No No
Intrusion Panels — Yes No No No
Intrusion Areas — Yes No No No
Intrusion Inputs — Yes No No No
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Appendix E. System Permissions

Use system permissions to grant or deny permissions to system
applications, such as the Alarm Monitor, or access points to item that are
not assigned to facilities. Examples of items that are not in facilities
include: alarm colors, alarm instructions, and alarm profiles.

Refer to System Permissions on page 108 for more information about
configuring permissions. To review the specific permissions granted when
using the predefined permissions, refer to the following sections:

Permission Level Refer to:

All System Permissions Table 155 on page
455

Entry Level Guard System Permissions Table 156 on page
457

Guard Supervisor System Permissions Table 157 on page
458

Intermediate Guard System Permissions Table 158 on page
459

If you are reading this document online, click one of the links above to
navigate directly to the page.

All System Permissions

Grants all permissions including view, update, create, and delete for
system level items. This also grants permission to use applications, such
as the Alarm Monitor or permission to configure event action mapping
definitions.

Table 155. All System Permissions

Enabled None View Update Create Delete
Applications
Alarm Monitor Yes
Event Monitor Yes
Video Console Yes
Graphic Viewer Yes

Editors
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Table 155. All System Permissions

Enabled None View Update Create Delete
Event Action Mappings — Yes Yes Yes Yes
Alarm Instructions — Yes Yes Yes Yes
Alarm Profiles — Yes Yes Yes Yes
Graphic Editor — Yes Yes Yes Yes
Symbol Editor — Yes Yes Yes Yes
Operations
Change Window Filter Yes
Change Locale Yes
Change Video Popup Yes
Options
Shutdown System Yes
Ryn/Configure Yes
Diagnostics
Alarm Colors Yes
System Parameters Yes
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Entry Level Guard System Permissions

Table 156. Entry Level Guard System Permissions

Enabled None View Update Create Delete
Applications
Alarm Monitor Yes
Event Monitor Yes
Video Console Yes
Graphic Viewer Yes
Editors
Event Action Mappings Yes No No No No
Alarm Instructions Yes No No No No
Alarm Profiles Yes No No No No
Graphic Editor Yes No No No No
Symbol Editor Yes No No No No
Operations
Change Window Filter No
Change Locale No
Shutdown System No
Run/Configure No
Diagnostics
Alarm Colors No
System Parameters No
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Guard Supervisor System Permissions

Table 157. Guard Supervisor System Permissions

Enabled None View Update Create Delete
Applications
Alarm Monitor Yes
Event Monitor Yes
Video Console Yes
Graphic Viewer Yes
Editors
Event Action Mappings Yes No No No No
Alarm Instructions Yes No No No No
Alarm Profiles Yes No No No No
Graphic Editor Yes No No No No
Symbol Editor Yes No No No No
Operations
Change Window Filter Yes
Change Locale Yes
Shutdown System No
Run/Configure No
Diagnostics
Alarm Colors No
System Parameters No
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Intermediate Guard System Permissions

Table 158. Intermediate Guard System Permissions

Enabled None View Update Create Delete
Applications
Alarm Monitor Yes
Event Monitor Yes
Video Console Yes
Graphic Viewer Yes
Editors
Event Action Mappings Yes No No No No
Alarm Instructions Yes No No No No
Alarm Profiles Yes No No No No
Graphic Editor Yes No No No No
Symbol Editor Yes No No No No
Operations
Change Window Filter Yes
Change Locale Yes
Shutdown System No
Run/Configure No
Diagnostics
Alarm Colors No
System Parameters No
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