SME 6.0.1 User Manual



Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free
Documentation License, Version 1.1 or any later version published by the Free Software Foundation; with no
Invariant Sections, one Front-Cover Text: "Not Endorsed by contribs.org " For the official SME Server V6.01
User Guide. Permission is granted for production of verbatim copies. A copy of the GNU Free Documentation
License is available from the Free Software Foundation at http://www.fsf.org/copyleft/fdl.html.

The terms "information bay" and "i-bay" are trademarks or registered trademarks of Mitel Networks
Corporation in the United States and other countries. Linux is aregistered trademark of Linus Torvalds. The
terms "ssh™" and " Secure Shell" are trademarks of SSH Communications Security Corp. All other trademarks are
the property of their respective holders.

$Revision: 1.0$



Table of Contents

Chapter 1. WelCOmMEtO YOUF SIMIE SEIVEL.......uuuuuuuuuuuiuuuueuueeteeeieeeteeneaeeeeeeeeeseeeseeeseeeeeeeaeeeeeeeeeeereeereeeerreerreerrerrrerrern 1
I o Yo T8l I TS U T =P ]

I Yo [ T3 1T .

I Ao o1 =T o 1= 010 1] 2
1.2. SoftwareLicensingTermsandCONAItIONS ... ....uuuuuuuuuuenuneieeiieeieeeeeeeeeeeeeneeeeeeeeeeaeeereeeseesaeeeseeeseeeeeeeeeeeeees 2

1.3. AboutOQur TestCompanyThePagamVegan............cuuuiiiiiiiiiieiieeeee e 3
I YA = L AL TS

I IS Y = Y= = (1| (= 3

Chapter 2. The role 0f the SIME SEIVEL.......ccoo e 5

Chapter 3. Your Internet ServiceProVIAEr (ISP).....cccciiiiiiieiiiei ittt e e eesseeeeeeeees 7
3.1.Dedicatedversusdialup CONNECLIVITY. .........ueeeeiiiieiiiiieieiieee e et et e et e e et e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaeens 7
I I AT 1 =T [ TS TR {

3.2.1.StaticversusdynamiClP 80AIESSING. ... . uueeeeeiiuuurrrrereeeeaaairrrereeeeesssasierrr e eeesaaannnrrrreeeeeasannneees 8
3.2.2.Routableversusnon—routabldP addreSSES..........ooveuuiiieiiieii e 8
3.3. ArrangingconnectiVityWith YOUFISP..........ooviiiiiiiiii e, 8
3.3.1.0rderinga corporateADSL or othercommercialdedicatedconnection...........cccccceeeernnennnnnnnes 9
3.3.2.0rderingcablemodenor residentialADSL SEIVICE.........cccoeeeeieeeeieeeeeeeee e 9
CRCRCH®] o [=Tx1nlor= o [F=118] e ToTo] ] aT=Tox 1o o PR P 11

3.4. Arranging ServiceFrOMYOUI ISP......cooviiiiiiiieie e 12
I T Y Y= IR 1 TP 12

I AT <Y AVl I A = TP 12
I RS <Y YTl I A PR 13
I ST Y AVl IR A P 13

Chapter 4. Hardware Requirementsof the SME Server HOStCOMPULEE..........cevviviiiiiieiiiiiiieiieeeieeeeeeeeeeeeeeeeeens 15
4.1. HardwareRequirementfor 8 Cat@goryl SEIVEL..........cuviiiiiiiiiieiieee et 15
4.2 . HardwareRequirementfor 8 Category2 SEIVEL.........couviiiiiiiiiiei e 16
4.3. HardwareRequirement$or 8 Category3 SEIVEL..........cuviiiiiiiiiiei et 17
4.4. HardwareRequirementfor 8 Cat@gOryd SEIVEL..........cuiviiiiiiiiie et 17
ZA YIS0 o e Yo at=To = {1y =] AN o o =] £ PP 18
4.5.1.SupporteEtherNEAAAPLELS. ......cvviiei e 18
oIS o] oTo r=Te ST @S] AN F= T o) (= R 19
ST o oY (=0 =T = I = PP 20

Chapter 5. Installing And Configuring Your SME Server SOftWare..........c..ovvvvvviiiiiiiiiiiiieeceeeeeee e 22
5.1.LicensingTermsSandCONAILIONS. ... .....uuuuuureruueuuunnnerneeeneeereeneeeeeeeeaeeeeeesaeeeeeeeeeeeeeeeeeeeereerrrerreereeerreereeee 22
5.2.RAID1 Support(Disk Mirrorin

L S 1= 1= 0 0T 23

LI = (0 V172 1=\ 1T 0 1 o T 23
5.3.UpgradingFrOMA PreViOUSVEISION. .. ...uuuueueeerueueeenreeeeeeseeeeensseesseeeseesseeseeeeeeeeeeeeeeeeeeeerereerrerrerrererreee 23
5.4. INStAllINGINE SOMWEAIE.......eeeiieeiieiieee ettt ettt ettt e e e et et e e e e e e e e et aaaaaaaaaaaaaaaaaaaaaaaaens 24
5.5. CoNfigUINGYOUE SIME SEIVEY. ... ..ttt ettt et e s sse s e e e s see e seeseeeeseeeeeeeeeeeeeeeenes 25
5.6. SettingYour AAminiStratorPasSSWOIL. ..........ccvviiiieiieeeeee e 25
5.7. ConfiguringYour SystemNameandDOMaiNNAME............ccovviiiiiiiiiiiieiieee e 26
5.8. ConfiguringYour LOCAINEIWOIK. ........ccovviiiiiiiiiiieee e 27

5.8.1.SelectingYour Local EthernetAdapLer.........cooeiieeii e 27



Table of Contents

Chapter 5. Installing And Configuring Your SME Server Software
5.8.2.ConfiguringLocal NetwWOrk ParamMetersS.........cooieeii e 27
oIS IO o< = 1110 0 1Y oo = SRR 2¢
5.9.1.0ption1: ServerandgateWaYMOUAE. ..........uuuuuueereeeeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeeereeeeees 29
5.9.2.0ption2: PrivateserveranNdQatBWa..........cceeeeeeeee e 29
5.9.3.0ptioN3: SEIVEI=0NIMTNIOUE. .....ccooe et nnnnne 29
5.10.ConfiguringServerandGateWaWMOUE..........uuuuuuuuuuieueiuutieeeeuraenrereeeeneeeeeeeeeeereeeeeeeeeeeeeeeeeeeaeeeeeeeeeeeees 30
5.11.ServerandGatewayMode — DEAICALEM.........uuuuuuuuuuiniriiiiiieiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeseeeeeeeeeeeeeeeeees 31
5.11.1.ConfiguringYour ExternalEtherNetAdaPLEr..........uuurueeieiriiriieeiieiieeieneeeeeeeeeeeeeeeeneeeeeeeeeeeeeeeee 31
5.11.2.AssigningYour EthernetAdapterso Network Connection............oooveeeeieeeieeeeeeeecceees 31
5.11.3.ConfiguringYour EXternallnterface. ..........ccccooiuuurieeiiiiiiiiiiiiiiiiiiiiiieieeeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeees 32
5.11.4.ConfiguringDynamiCDINS. ..o e 33
5.12.Configuringthe Serverfor ServerandGatewayMode — Dialup ACCESS........uuvrrrrrrrrerrreerreeereeeeenene. 34
5.13.ConfiguriNgYOUr DHCP SEIVEL........ciiiiiiiiiiieeeee ettt 35
5.13.1.Configuringthe DHCP ADAreSSRANGE. ... ..uuuerrriieiirnieeiieeieeeeeneeeeeeeeeneeseeeraeeeeeeeereeeeeeeeeeeeeeeeeeees 36

5.13.2.Importantissuesaboutthe DHCP addreSSange.........ccoeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 37
5.14 . FUrtherMiSCellanEOUB M EIEIS. ... ee o eeee ettt et ettt et et e et e e et e et e e e e e reenraenreenrennreenrerns 37

(O T o] =Y ST N TSI Y= A= O 0] 0o ][ PSPPSR 39
6.1.USING e TeXI—DASEABIOWSEL........uuuiiiiiiiiiieieiiiietieeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeeaeaeeeeees 41
6.2. Accessinghe LINUX ROOLPIOMPL ......cccoiiieee e 42

Chapter 7. Configuring the Computers 0N YOUr NEWOIK..........covviviiiiiiiiiiiieiieeeee et 43
A% 1A F= 1A @ ) o [=T 1 (o X o [o T N 1T £ SRR 43
7.2. ConfiguringYour DesktopOPEratingSYSLEIM. ... ...uuuuuuuurerueerreerietreenreeeeeeeeenrereeeeereneneeeeneeeeereeeeeeeeeeeeees 43
A U1 (o] a1 F= Lo B (O T A o] < T 44
7.2.2 . Manualentryfor computersiot USINgDHCP SEIVICE. ........uuuuuurriiiiiiiiiiiiiiiiiieiieereeeeeeeeeeneeeeeeene 45
7.2.3.MS Windowsworkgroupconfiguration.............ooooeeoeeeoioeee e 46
7.3 IMAP VEISUSPOP BB =IMIAL ... ccetniiieiiiiite it e et e ettt e e et e e et e s e s e et s e s ab s s st s s saasssba s saassssbnssebnsrannssnnns 47
7.4. ConfiguringYour E=mail APPIICALION. ......coiieieeeiee ettt s et e e ee e e eeeeeees 47
7.5.ConfiguringYoUr WeEBD BIOWSEE .......coo i e 49
7.6.ConfiguringYour COMPANYDINECLOIY. .. ..t eee ettt ee s sess e s ssesseeeeeneeees 50

Chapter 8. On—going Administration Usingthe Servermanager..........ooovieiiiiriiee e 52

Chapter 9. CollabOratION...........coo i nnnne 5

£ 0 R 1S £ F
9.1.1.DiSabliNQUSEIACCOUNTS.....coii i i i e ie e iee e e e e e e e e e e e e e e e e seessnesnnesnnessnennneennennne 55
9.1.2.ChanginQUSEIPASSWOIAS. ......ceiiiiiiiiiiiiieee ettt ettt ettt e e e e et e e et e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaaaaaaaaaens 56

S I €1 (0] U] o TSP TP E

O oY= [ (0] 0 Y01 5
9.5. INfOrMALIONBAYS .....ee e 6

(O T2 o] =Y b KO o [0 1T 1S3 1= LT o U 6

O I 2 T B o (=3 (0 61

O I I 2 7 T2 o o =S o] o 62

O 2 =TSy (0 = 10 010 =2 (0 o 62
10.1.3.Verify desKtOPDACKUDIIE. ........iieeieii et e e e e e e e s s e e e b e e s e e eaaans 62

10.1.4.ConfiguretapebaCKUD. .......ivii i 62



Table of Contents

Chapter 10. Administration
O S =TSy (0 = 10 01 =T 0= 63
10.2. Createl€INSIAIAIIONTISK. ... ..cvnieieeieeit e e e et e e e s e e e e s e e e e eb e s st e s sb e e sbasssbeesbasennnss 63
0 YTV [T I 6-

10.4.Mail 100 fil@ ANAIYSIS. ... uuuueereiiiiiiiiiiiiieiieiieee ettt e et e e et e et e et eeeeeeeteeteatttetaetaaetatttattaatttaataaaaaaaaaaaaes 65
QST R L=] oTo o) (o] = 1010 [0)1.Y/ o TP 66

0 R o T 6
IO 2 o I T 7
0 T TN o N 7
O (< [T 7
A o Yoz | T ALY 7

I TN o 0 7= 1o [ SN 7e

(O T2 o] =Y b D20 STt = | = T 0 PP 7
12. 0. ONINEMIBINUAL. ... .eeeeee ettt et et et e et et e e et et e et e et e et e et e et e e ee e reareareareareareanns 74

M O =T: 1 (=) = L (Y A0 A=) O ST | (=TT 74
12.3. Other AdMUNISITAIIONINOLES. ... eeeeeee et e et et e ettt ettt et et e et e et e e e e e ea s ea s ea s easeaseaseneenneerarereernns 75

(O F=T o] (=Y o G TR @ 1 T [ 7= L1 [0 o 76
R Y=Y (o F= (=F= 1 T 0 T 7€
2 T 0 (o o o :

0 T 5= ox (0 Y OSSPSR 7
I 101 (< PR 8

13.5. HOSINAM G BN AU N S SES ..t e eteeee ettt et e e et e et et e e e e et e e e e et e et e et e e e e s e eere e reereanreareanrennaeen 81

13.5.1.CreatingNEW HOSINAMIES ... ..uuuuuiuuiiieiiiiiiueeetteeeeeeeeeeeeeeeeeeeeeeeeeeeesseesseeeeeeeeeeeseeeeeeeeeeeeeeeeeeeeeeeeees 82

13.5.2.ReservindP AddresseThroUghDHCP...........oiiiiiiiiiiiieeieee et 83
ST B0 0 1= 11 0T 8

A = 1 TP 8
13. 7. AE=MAIREIIHEVAL. ... oee ittt ettt ettt e et et e e e ea et e ea e eae e e e e s een e eenreenrenneeenaeens 85

13.7.2.0therE—mMail SEINGS. ......ccoeee e 87
13.8.ReVIeWCONTIQUIATION . ......cco e nnnnnnne 88

Chapter 15. User File Storageon the SIME SEIVEL..........cuuiiiiiiiiiiiieiee et 104
ST IV T 0T [ 1YY TP 10

ST Y, F= Lo 1 0] 0 1] 0 PP 10°



Table of Contents

(O T2 o] =Y ST YA <Y o 0T 1 11
16.1.EnablingWebmailON YOUE SYSEEIM......ccuiiiiiiiiiiiiieii ettt a e e e e e e e e e e e e e e e aaaaaaaaens 110
16.2.StartingWebmMall..........co oo ———— 111
G T o To o T 1 0 SRR 11
16.4.Viewing TREINDOX ........ooii i 111
16.5.L.09giNGOUL OF WEDIMAIL.....eeeiiiiiiiiiiiiieeeeeeee e e e e e e e e e e 112
16.6.COMPOSINOMESSAUES. ...eiieeeieeieeietiee ettt et ettt e ettt et e e et e et ttettaaaaaaaaaaaaeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaeaaaeaaaaaaaans 112
A == o T LY LTSS T 1= 117
16.8.DIEHINOIMESSAUR ... eeveeeeeeeeieieieeeeeeeeee e ettt eeeee et e ettt et ettt e ettt ettt tteataaatttatataaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaans 115
G 8 ST Lo @0 0 7= T 11¢
16.10.ChangingWebmailPref@rENCeS. . ..... ... u ittt eeeeeeeeeeeeeaeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 118

Chapter 17. AItIONA] SOTWEAIE.........ueeiiieeiiiitiei et e e e e e s s et e e e e s s e s e e e e e e e e s aasbrerrreeeesaaanns 120
Appendix A. Introduction to the Ethernet Local Area NetwWOrk (LAN).........uueevieeemmiiiiiiiiieeeee e ee e 121

Appendix B. DYNAMIC DINS SEIVICES ......oiiuiiitiiiieeeiiaiitie et e e e e ettt e e e e e e s st e e e e e e e s s s e e et e e e e e e nnrrreeeeeeeenannnnnes 123
ADPPENAIX C. PIOXY SEIVELS. ... eeiiieiiiiiitttetttaeeeaaast e eeeeeasaaassbeee e e e e e e s s s s s e s e ee e e e e e aaa s s s e e e e e e e e e e aasn s beeeeeeeeesaansbbnreeeeaeeans 124
AppendiX D. TECHNICAI SUDDOIT. ... .uvieeeieeeeiieit et e st e e e e e e e et e e e e e s s r e e e e e e e s s sbbe e e e e e e e e s annnnrneeeeeeeas 125
AppendiX E. QUICK SEAIT GUITE..........uuuieeiieeeiiiititi e e e e e sttt e e e e e st e e e e e e e e s s s e e e e e e e s e s s b be e e e e e e e e e s annnrrreeeaeeeas 126

[T =1 | F= 10 TP 12
AN o 07 <= = 1:

(@0} 010 11T 1o PP 12



Chapter 1. Welcome to your SME Server

Table of Contents

1.1, About This Guide
1.1.1, Production
1.1.2, History
1.1.3._ Endorsements
1.1.4, Acknowledgements
1.2, Software Licensing Terms and Conditions

1.3_About Our Test Company: The Pagan Vegan
1.4_What's New

1.4.1,Server Features
Congratulations on choosing the SME Server as your network and communications server!

Companies all over the world are using the Internet to communicate more effectively and efficiently to a broadel
audience. The SME Server is founded upon state of the art technologies — such as the Linux operating system
that have been mainstays in the infrastructure of larger organizations for several years. Contribs.org has
customized these technologies to make them straightforward to use, while still giving you local control over youl
Internet services. The result is a cost—effective Internet infrastructure that will reliably serve your organization a:
it grows and as its use of the Internet evolves.

1.1. About This Guide

This user's guide walks you step—by-step through the straightforward process of installing and configuring your
SME Server. The Appendices in the back of the guide provide background information on subjects related to
networking and the Internet and are intended to supplement chapters in the main section of the user's guide.

1.1.1. Production

We created this user's guide using Docbook on the Linux operating system. Images were created using The
GIMP.

The HTML version of this manual was generated from DocBook XML using libxslt with customized XSLT
stylesheets. More information about our documentation process is available at http://www.e—smith.org/docs/ mc
of the editing was done by Dan York and Kirrily "Skud" Robert using the vim editor.

1.1.2. History

» January 2004 - First print edition of the SME Server User Guide published by Contribs.org. Available or
your installation CD or on the contribs.org site http://contribs.org/modules/phpwiki/ primary author/editor
Craig Jensen.

» January 2002 - First print edition of the SME Server User Guide published by Mitel Networks
Corporation. Also published in HTML and DocBook XML/SGML. Available at:
http://www.esmith.org/docs/manual/5.1/ primary author/editor Dan York.

» August 2001 - First print edition of the SME Server user's manual published by Contribs.org. Also
published online in HTML and DocBook XML/SGML. Available at
http://www.e—smith.orag/docs/manual/5.0/ primary author/editor Dan York.

* February 13, 2001 - e-smith server and gateway user's manual for version 4.1 published online in HTM
and DocBook SGML by e-smith, inc. Available at http://www.e—smith.org/docs/manual/4.1/ primary
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author/editor Dan York.

« December 4, 2000 - e—smith server and gateway user's manual for version 4.0 published online in HTNV
and DocBook SGML by e-smith, inc. Available at http://www.e—smith.org/docs/manual/4.0/

« July 2000 - e—smith server and gateway user's manual for version 4.0 published in print form by e—smit
inc. PDF and PostScript versions also made available via FTP at
ftp://ftp.e—smith.net/pub/e—smith/e—smith—4.0/ primary author/editor Ross Laver using StarOffice 5.1.

* November 1999 - e-smith server and gateway user's manual for version 3.1 published in print form by
e-smith, inc. primary author Kim Morrison using StarOffice 5.1.

1.1.3. Endorsements

This is the official documentation for SME Server and is endorsed by contribs.org

1.1.4. Acknowledgements

Contribs.org wishes to thank all of the developers in the open source community who continue to help us make
our product better.

We also thank Craig Foster and Paul Miller for their help in documenting Macintosh connectivity.

1.2. Software Licensing Terms and Conditions

The SME Server is licensed under the General Public License (GPL). This means that you are free to use, and
alter the software. If you do alter any of the packages, you must make the source code (with patches please) fre
available . Agreement found on the CD. Acceptance of this agreement is required during the software installatic
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o ‘ SME Server | a contribs.org community supported release

Collaboration . . . .
Users Support, warranty and licensing information
Groups
Quotas Thiz iz a contribs.org community supported release of the

Pseudonyms SME Saervar.

Information bays

Host components of this software give you the right to copy

and distribute this software under the terms of the GHU

Ceneral Public Licensze, as published by the Free Softwvare

Administration
Backup or restore

Create reinstallation disk Foundation. The text of this license is included baelow. The
View log files other componsents of this software have different licenses
Mail log fila analysis which also permit copying and rediscribution.

Reboot or shutdown
THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY AND IS

Security PROVIDED “AS IS*, WITHOUT ANY EXPRESS OR IMPLIED WARPANTIES,
Raemote access INCLUDING, VITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
i MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Port forwarding

R R s i e R i el e a e et

Miscellaneous The following copyright applies to the SME Server compilation
[ Support and licenzing and any portions of the SHME Server it does not conflict with,

Create starter web site
Portions of the underlying code are copyrighted by Redhat,

Configuration Mitel, and others under the CPL and CNU licenses.
Date and time All rights are reserved by thelr respective oumaers.
Workgroup
Director Whenever this policy does conflict with the copyright of any
¥ . . .
P individual portion of the ZME Server, it does not apply.
"ntﬁ'f P T T T T T P T P P T R PR PRI ZTTR TR ETRERERNREERERERYYTYT
Hostnames and addrasses
Domains GNU GENERAL PUBLIC LICENSE Version 2, Juns 1591
E-mail
Review configuration Copyright (C) 1989, 1991 Free Software Foundation, Inc. 67§

Mazz Ave, Cambridge, MA 02139, USi Everyone iz permitted to

copy and distribute verbatim copies of this license document,

but changing it 1s not allowed, )|
< |l

SME Server users may copy and redistribute this software. The text of the GPL license may be found on the we
at http://www.fsf.org/copyleft/gpl.html. The applicable license for each software module is specifically identified
and can be seen by running the rpm —giv packagename command, from the command line.

1.3. About Our Test Company: The Pagan Vegan

In this user's guide, we use examples of a catering and event—planning company, The Pagan Vegan or TPV, th
configures, administers and makes use of their server. As far as we know, no company of this name exists.

1.4. What's New

For the most complete list of information about changes that have been made in SME Server, see the release r
that accompany your software.

1.4.1. Server Features

» User quotas — Through a new web panel, you have the ability to set a limit on the amount of a disk spac
a user can use for files and e-mail.

* Windows 2000 and XP domain logon support — Previous versions have allowed the server to act as a
domain controller for client computers running Windows 95, 98, ME or NT. This version now extends
that domain logon support to Windows 2000 and Windows XP.

» USB printer support — It is now possible to connect the SME Server to a printer via the USB port. The
printer configuration panel has also changed slightly.


http://www.fsf.org/copyleft/gpl.html

« Improved Macintosh file sharing support — The server now includes better support for Macintosh file
sharing and eliminates some previous cases where Macintosh users were unable to access i-bays.

« Experimental ISDN card support — While our software has always supported external ISDN adapters, th
version now includes experimental support for using an internal passive ISDN card.



Chapter 2. The role of the SME Server

Your SME Server manages your connection to the Internet by routing Internet data packets to and from your
network (which allows all the computers on your network to share a single Internet connection) and by providing
security for your network, minimizing the risk of intrusions.

When one of your local computers contacts the Internet, or is contacted by an outside machine on the Internet,
SME Server not only routes that connection, but seamlessly interposes itself into the communication. This
prevents a direct connection from being established between an external computer on the Internet and a compt
on your local network thereby significantly reducing the risk of intrusion onto your network.

Your server also provides services — including e—-mail, web access and a powerful file sharing and collaboratior
feature called "i-bays" - that allow you to communicate better internally and with the rest of the world using the
Internet.

Throughout this user's guide, the word gateway is used to mean the computer that acts as the interface betwee
your local, internal network and the external world.

"server and gateway” mode Internet

Jgogl

If you prefer, you can also run your SME Server in "server—only" mode. In "server—only" mode, your server
provides your network with services, but not the routing and security functions associated with the role of
"gateway". The server—only mode is typically used for networks already behind a firewall. In that configuration,
the firewall fulfills the role of gateway, providing routing and network security.

Once installed, your SME Server can be configured and managed remotely. Routine administration is handled
from your desktop using a web—based interface, so only on rare occasions will you require direct access to the
server computer. Once installation is complete, most customers put the server in an out—-of-the—-way place like
utility closet. If you wish, you can disconnect the keyboard and monitor. (Note that some computers may not
operate correctly without an attached keyboard.)



"server-only” mode
Internet

gateway /
firewall

hub

alf=lf=}

More About Ethernets

Tip

Appendix A: Introduction to the Ethernet Local Area Network (LAN) , briefly explains ethernets,
ethernet components and typical ethernet configuration.



Chapter 3. Your Internet Service Provider (ISP)

Table of Contents

3.1.Dedicated versus dialup connectivity
3.2.The IP address

3.2.1.Static versus dynamic IP addressing
3.2.2.Routable versus non-routable |IP addresses
3.3.Arranging connectivity with your ISP
3.3.1.0rdering a corporate ADSL or other commercial dedicated connection
3.3.2.0rdering cablemodem or residential ADSL service
3.3.3.0rdering a dialup connection

3.4, Arranging Services From Your ISP
3.4.1.Service List A

3.4.2.Service List B
3.4.3.Service List C
3.4.4.Service List D

Your ISP is your connection to the Internet — it routes Internet data packets to and from your server. It also
provides other essential services. This section of the user's guide reviews what ISPs offer and what the
implications are in choosing among the various options available to you. While your ISP can also assist you in
selecting and arranging the right Internet services for your organization, it's important to know the general range
of services available, since not all ISPs offer all services.

Warning

If you are operating the product in "server—only" mode, you will need to review your gateway/firewall
documentation and perhaps consult with your ISP regarding your configuration. For example, depending ol
your plans for the server, your ISP may need to publish DNS records associating your mail and/or web

. servers with your firewall IP address. You may also need to configure your firewall for port forwarding of
services.

In server—-only mode, the single Ethernet connection to the local network is "trusted" as being secure and
packet filtering is disabled. For that reason, a server—only server must always be behind a local firewall. Yc
should not directly connect such a system to the Internet via an Internet Service Provider.

3.1. Dedicated versus dialup connectivity

Connectivity, also referred to as Internet access type, refers to the physical connection between your site and y
ISP. How you connect to your ISP affects the speed of your Internet connection, which, in turn, impacts such
things as how quickly your web site is displayed to visitors.

Dedicated connectivity refers to a full-time connection to your ISP. Although they are more expensive than the
alternative, dedicated connections are generally faster and allow you to use the full range of services on your
server. There are several common types of dedicated connectivity. ADSL provides relatively fast data
transmission over phone lines. A cable connection links you to your cable company, which provides you with
many (though not all) of the same services as a traditional ISP. The speed of transmission over a cable networ}
can vary widely (from quite fast to very slow) based in part on the usage within your neighborhood.

If you have dialup connectivity, your server is not permanently connected to the Internet. Rather, it connects to

your ISP over a phone line using a modem or ISDN adapter . Because your connection to the Internet is not
permanent, some of the services on your server cannot be provided to the outside world. For example, having
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your server host your external company web site would create a problem because whenever your server was n
connected to the Internet, the web site would not be available. (However, it could certainly host an intranet web
site because the local network would always be connected.)

3.2. The IP address

An IP address is an identifying number assigned to all devices connected to the Internet, and is used in routing
information from one device to another. Like your phone number, your IP address enables other people to reac
you. In our standard configuration, your ISP only needs to allocate one IP address for your network. It is assign
to your server, which will accept all the Internet data packets intended for your network and distribute them to tr
appropriate computer — much like an office receptionist is able to accept incoming calls and direct them to the
appropriate extension.

3.2.1. Static versus dynamic IP addressing
A static IP address never changes. It is permanently assigned to your server by your ISP.

Note

¥ Static IP addressing is preferable to dynamic IP addressing because it makes it easier for users on the
Internet to connect to your services.
Dynamic IP address assignment means that your IP address is assigned to you only temporarily and may be
changed by your ISP. This makes it more difficult to ensure continuity of service to your network. Consider agai
our telephone number analogy. When your telephone number changes, you are able to place outgoing calls.
However, until your new phone number is registered with Directory Services, other people are unable to look ug
your new number and place calls to you. Similarly, whenever your IP address changes, a record associating yo
server with its new IP address must be published with the equivalent of Directory Services (known as Domain
Name Service or DNS) before incoming traffic can find you.

If your IP address is dynamically assigned and you have a dedicated connection to your ISP (for example, with
typical cablemodem), you may find it helpful to use a dynamic DNS service . We strongly recommend you
review Appendix B: Dynamic DNS services for more information about this worthwhile option.

3.2.2. Routable versus non-routable IP addresses

If an IP address is analogous to your phone number, then a routable IP address is the equivalent of a full telept
number complete with country code and area code such as +1-613-555-1234. Using the same analogy, a
non-routable address is the equivalent of an office extension. If your server is assigned a non-routable addres:
cannot directly receive incoming Internet connections, which limits the services that it can provide to your site.

3.3. Arranging connectivity with your ISP

If you are going to be using your server in "server and gateway" mode, you will need to arrange for a connectiol
to the Internet. Your ISP will help you connect your site and provide you with services that enable you to take
advantage of the Internet (e.g. e—mail delivery). To some extent, the type of connection used determines the
services needed. Therefore, we guide you first through arranging connectivity and then direct you to the
appropriate list of services for each type of connection. The terms used in the following sections are defined at
end of this chapter.

To connect your site to the Internet, you not only need to arrange your physical connection (modem, ISDN, DSL
cable modem, etc.), but you also need to ensure that your server can locate the appropriate devices at your ISF
site. Your ISP will give you this information (e.g. IP addresses for their devices) which must eventually be
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entered into your server console (a straightforward process covered in a later chapter). Many ISPs use a DHCF
server which can directly configure your server with some or all of these parameters.

3.3.1. Ordering a corporate ADSL or other commercial dedicated connection

Typically, your ISP will arrange for and configure your external hub and router. Alternatively, you may be
required to install that hardware yourself under their direction. If a special phone line is required, the ISP will
typically arrange that. It is most typical with corporate service that you receive a routable, static IP address. In
fact, usually you will be allocated a block of routable, static IP addresses for your corporation — you will need
only one for your server.

ISP and on
to the internet

phone line
Router transfers traffic from
server to ISP

an external hub or cross-
over cable connects the
server to the router

ethernet cable

-your local network

Information provided to you by your ISP:
* static IP address (or block of addresses from which you choose one)
« |IP address of router ("gateway IP address")
* subnet mask

Order services from: Service List A
3.3.2. Ordering cablemodem or residential ADSL service
Typically, your cable company or ADSL provider will install a configured cablemodem or ADSL router at your

site. If you do not have cable access, your cable company will install it for you. ADSL connects to the ISP via a
conventional phone line. If you require an additional phone line, it is typical for you to arrange that yourself.



There are three possible configurations when ordering cablemodem or residential ADSL services.

cable
company

cable

Cablemodem transfers data from
server to cable company.

«— ethernet cable

_ your local network

Note
In the tables below, please keep the following information in mind:

&) * ISPs often supply the items marked * to your server by DHCP.
» Some ISPs block outgoing HTTP connections, forcing you to use their proxy server. This interferes
in a few minor ways with your server (e.g., the test for Internet connectivity will fail erroneously).
However, using the ISP's proxy server will normally work fine.

1. You receive a routable, static IP address
Information provided to you by your ISP:

¢ static IP address
¢ |IP address of cablemodem or ADSL router ("gateway IP address")
¢ subnet mask
Order services from: Service List A
2.You receive a routable, dynamically assigned IP address and you elect to use a dynamic DNS service ('
encourage you to review Appendix B: Dynamic DNS Services for a discussion of dynamic DNS
services.)

Information provided to you by your ISP:
3. ¢ gateway IP address*
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¢ subnet mask*
Information provided by dynamic DNS service:

¢ DNS service account name
¢ DNS service password
Order services from: _Service List B
4.You receive a routable, dynamically assigned IP address and you elect not to use a dynamic DNS servi
OR your IP address is hon-routable.
5. Information provided to you by your ISP:

¢ |IP address of cablemodem or ADSL router ("gateway IP address")*

4 subnet mask*
Order services from:_Service List D

3.3.3. Ordering a dialup connection
It is typical for you to purchase and install your own modem or ISDN adapter for your dialup connection. (Be sut

to use a Linux—compatible modem - WinModems will not work.) Your modem connects to your ISP over a
conventional phone line. If you require an additional phone line, it is typical for you to arrange that yourself.

through ISP
to Internet

reqular phone line

Modem connects server
directly to ISP

———your local network

Your ISDN adapter will connect to the ISDN connection installed by your ISP or local telecommunications
provider. The software can work with external ISDN adapters and includes support for passive ISDN cards.

Warning
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While the software includes experimental support for ISDN cards, we do not provide technical support for
the use of these cards as they have not yet been tested in a wide enough variety of environments.

There are two possible configurations with dialup service:
1. Your ISP is able to meet all of the following three conditions:

¢ you receive a routable, static IP address
¢ your ISP will provide a secondary mail server for your domain, which receives e-mail when your
server is not connected.
¢ your ISP is able to accept the "ETRN command". (This command is used by the server to retriev
the mail held by the ISP's secondary mail server.)
Information provided to you by your ISP:

+ static IP address
¢ dialup access number
¢ dialup account name
¢ dialup account password
Order services from: Service List C
2.Your ISP is unable to meet all three of the above conditions

Information provided to you by your ISP:
¢ dialup access number
¢ dialup account name

¢ dialup account password
Order services from: Service List D

3.4. Arranging Services From Your ISP

In each section on connectivity, above, we direct you to the appropriate list of services that should be ordered
from your ISP.

3.4.1. Service List A
» domain name set up and hosting
* publication of DNS address records for your web server, FTP server and e—mail server
* publication of DNS mail (MX) records

 secondary mail server (optional)
* Internet news server (optional)

3.4.2. Service List B
Services to order from ISP:

 secondary mail server (optional)
* Internet news server (optional)

Services From Dynamic DNS Service

« domain name (depending on the service purchased, your dynamic DNS service may restrict what your
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domain name can be)
* publication of DNS address records for your web server, FTP server and e-mail server
* publication of DNS mail (MX) records

3.4.3. Service List C

« PPP dialup access (with static IP)

* domain name

* publication of DNS address records for your e—-mail server*
* publication of DNS mail (MX) records

« secondary mail server (ETRN must be supported)

« Internet news server (optional)

Your web and FTP servers are available to the external world only when your server is connected to the Interne
DNS address records for web and FTP servers only need to be published if it is likely that someone external to
your site will need to connect to them for a particular reason.

3.4.4. Service List D

Please read the important notes (below) on the limitations of this configuration.

« PPP dialup access (if you are using dialup connectivity)

* POP mailbox (with generous size limitation)

¢ domain name - route all mail for domain name to the single POP mailbox
* Internet news server (optional)

! Important
Some Notes on Service List D (Multidrop Mail)

Service list D is applied to configurations where the publication of DNS records is not practical either
because your IP address changes frequently or because it is non-routable. Because there is no published
address receiving incoming network connections, this configuration does not allow you to host a web page
or FTP site using your SME Server.

In this case, e—mail is handled using a method called "multidrop”, which involves temporarily storing all
e—mail messages addressed to your domain in a POP mailbox at your ISP until your server connects and
fetches them. Your POP mailbox must be large enough to hold the e-mail for your organization until it is
fetched. If your primary ISP cannot supply this, you can use another ISP for your e-mail hosting.

As e—mail messages are delivered into the POP mailbox at your ISP, some of the addressee information is
removed. To determine to whom the e—mail message is addressed, your server uses several heuristics. Tt
works very well for normal person-to—person e-mail. However, messages from mailing lists (and other
sources where the user's account name is not present in the headers) cannot be delivered. Any e—mail tha
cannot be delivered will be returned to the sender. If the e-mail cannot be returned to sender, it will be
directed to the system administrator.

Some ISPs add a header to each e—-mail message as it enters the POP mailbox to assist in determining the

addressee. One common header tag is: "X-Delivered-To". If your ISP does this, make note of the header 1
used so that you can configure your server to look for it (explained in a later section).
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Because of the potential problems involved with delivery of e-mail to multidrop mailboxes, we strongly
encourage you to consider other means of mail delivery before resorting to using multidrop.

Terms used in ordering connectivity and services

ADSL (or DSL)
ADSL is a type of high—speed Internet access that uses regular phone lines and is available in many
metropolitan areas.

Domain Name
This refers to theunique name attached to your organization on the Internet. For example, "tofu—dog.cor
or "e—smith.com". If you don't have a domain name, your ISP can help you select one, ensure it is
available, and register it.

DNS (Domain Name Service)
DNS, or Domain Name Service, refers to the software and protocols involved in translating domain
names to IP addresses. Your server provides DNS lookup services for your local network, and your ISP
typically also provides you with the IP addresses of DNS servers. These servers do not need to be
configured into your server as the DNS server that is provided with your server will correctly resolve all
local and Internet names.

DNS: Publication of DNS Address Records
The publication of DNS address information allows other DNS servers to look up your domain
information. Your ISP must publish DNS address records associating the name of your web server
("www.domain.xxx"), FTP server ("ftp.domain.xxx") and e-mail server ("mail.domain.xxx") with the IP
address of your server.

DNS: Publication of DNS Mail (MX) Records
The publication of DNS mail (MX) records is the method used to inform Domain Name Services
worldwide that all e-mail to your domain ("yourdomain.xxx") should be delivered to your e-mail server
("mail.yourdomain.xxx").

ETRN
ETRN is a command used for dialup solutions in order to retrieve e—mail temporarily stored at your ISP

Gateway IP Address
A gateway is the device on your network that forwards packets to and from the Internet. The gateway IP
address is the IP address for that device.

Internet News Service
If you want access to Internet newsgroups, your ISP will need to provide the IP address of an Internet
news server. The ISP will provide direction in configuring your web browser or other newsreading
software.

PPP
PPP refers to the "Point-to—Point Protocol" used when a modem connects to the ISP.

PPPOE
"PPP over Ethernet" is a modified version of PPP that is used over some high—speed ADSL connection:
to the ISP.

Secondary Mail Server
A secondary mail server receives e—mail for your domain if your server is unavailable, and reattempts
delivery later.

Subnet Mask (or netmask)
A subnet mask (or a netmask) has four numeric segments (each between 0 and 255) and looks like an |
address. It enables your computers to deduce what network they are on. Your ISP provides the netmas|
for the external network between the ISP and your server.
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Chapter 4. Hardware Requirements of the SME Server
HostComputer

Table of Contents

4.1.Hardware Requirements for a Category 1 Server
4.2 .Hardware Requirements for a Category 2 Server
4.3.Hardware Requirements for a Category 3 Server
4.4 Hardware Requirements for a Category 4 Server
4.5,Supported Ethernet Adapters

4.5.1.Supported Ethernet Adapters

4.6.Supported SCSI| Adapters
4.7 .Supported Tape Drives

The hardware requirements of the SME Server are modest compared with other server software available toda:
However, because of its critical role in your office, selecting an appropriate host computer is important. The
hardware requirements of the host computer depend on such things as the number of users on your network,
whether you plan to use the proxy server on the server, and the speed of your Internet connection.

Because the SME Server software relies upon your computer meeting the hardware standards noted in this
section, Contribs.org cannot support a server installed on hardware that does not meet these standards.

Before you consider the requirements defined below, please be aware of the following notes:

« The server ships with the remote access services disabled by default. Enabling webmail will increase th
resource requirements of your server, in particular the memory requirement. Other remote access servic
such as ssh and PPTP, are also processor—intensive. You should consider a fast processor speed if yol
intend to make significant use of these services.

« The server should work with any Pentium, Celeron, AMD or Cyrix processor that can run Red Hat Linux
7.3.

» For a dedicated connection in server and gateway mode, your server requires two ethernet adapters (al
called network adapters or network interface cards). For a dialup connection or server—only mode, one
ethernet adapter is needed.

« SCSI (Small Computer Systems Interface) is a system for adding peripherals to a computer which
enhances performance, reliability and scalability. If you are using a SCSI system, you will need a specifi
adapter/driver (installed similarly to an ethernet adapter) and will need to purchase SCSl-enabled
peripherals. These tend to be more expensive than their non—-SCSI counterparts but the tradeoff is ofter
worth it if the system will be under heavy loads.

Note

= Our hardware recommendations only apply to servers with up to 500 users. This is not a technical limitatiot
— and the SME Server can provide services to more than 500 users. In that case, we suggest that you specif
custom system using qur Category 4 requirements as the minimum starting point.

4.1. Hardware Requirements for a Category 1 Server

The following information outlines what we consider the minimum system that can give satisfactory performanc
as a basic file/print server and network gateway. Note that we do not believe such a system will provide
satisfactory performance for features such as webmail, remote access via PPTP.
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Table 4.1. Definition of a Category 1 Server

#of Users Upto 10

Light (minimal use of remote access, file sharing and other disk—-intensive activity. No use of

Usage webmail, virus scanning or VPNS.)

Table 4.2. Hardware Requirements for a Category 1 Server

Architecture PCl-based Pentium—class processor
Processor speed 90 MHz (or better)
Minimum RAM 32 MB (64 MB recommended)
Hard drive IDE or SCSI — at least 1 GB
SCS| adapter S;?el na:g;\pter must appear on_the supported list (only necessary for SCSI
Ethernet adapters l'Il'srl[e ethernet adapters installed on your server must appear_on the supported
Modem (for dialup only) ;)unrl))écr)rr]g(jj(.ems that are Linux—compatible may be used. WinModems are not
CD-ROM drive ATAPI or SCSI
Floppy drive any
Monitor any
Graphics card any
Mouse none required
Sound card none required

4.2. Hardware Requirements for a Category 2 Server

Table 4.3. Definition of a Category 2 Server

# of Users  Up to 40

Light (moderate use of remote access, file sharing and other disk—intensive

Usage  ciivity)

Table 4.4. Hardware Requirements for a Category 2 Server

Architecture PCl-based Pentium-class processor
Processor speed 400 MHz (or better)
Minimum RAM 128 MB
Hard drive IDE or SCSI - at least 6 GB

SCS| adapter SCSI adapter must appear on_the supported list (only necessary for SCSI

systems)
Ethernet adapters I'Ii'srl[e ethernet adapters installed on your server must appear_on the supported
Modem (for dialup only) Only modems that are Linux—compatible may be used. WinModems are not
supported.
CD-ROM drive ATAPI or SCSI
Floppy drive any
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Monitor any

Graphics card any
Mouse none required
Sound card none required

4.3. Hardware Requirements for a Category 3 Server
Table 4.5. Definition of a Category 3 Server

# of Users  Up to 40

Heavy (heavy use of remote access, file sharing and other disk—-intensive

Usage  ctivity)

Table 4.6. Hardware Requirements of a Category 3 Server

Architecture PCl-based Pentium-class processor
Processor speed 600 MHz (or better)
Minimum RAM 256 MB
Hard drive IDE or SCSI (SCSI highly recommended) — at least 10 GB
SCS| adapter ;Ztselrig;lpter must appear on_the supported list (only necessary for SCSI
Ethernet adapters Ishte ethernet adapters installed on your server must appear_on the supported
Modem (for dialup only) Only modems that are Linux—compatible may be used. WinModems are not
supported.
CD-ROM drive ATAPI or SCSI
Floppy drive any
Graphics card any
Mouse none required
Sound card none required

4.4. Hardware Requirements for a Category 4 Server
Table 4.7. Definition of a Category 4 Server

# of UsersUp to 500
Usage Heavy

Table 4.8. Hardware Requirements of a Category 4 Server

Architecture PCl-based Pentium—class processor
Processor speed 700 MHz (or better)
Minimum RAM 256 MB
Hard drive SCSI - at least 20 GB (2 large SCSI drives using RAID1 strongly
recommended)
SCSI adapter SCSI adapter must appear on_the supported list
Ethernet adapters I'Ii';e ethernet adapters installed on your server must appear_on the supported
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Modem (for dialup only) Only modems that are Linux—compatible may be used. WinModems are not

supported.
CD-ROM drive ATAPI or SCSI
Floppy drive any
Monitor any
Graphics card any
Mouse none required
Sound card none required

4.5. Supported Ethernet Adapters

Either one ethernet adapter (in the case of dialup connectivity or server—only mode) or two ethernet adapters (f
dedicated connections in server and gateway mode) must be installed on your SME Server. This section descri
which types of ethernet adapter can be used in the computer that will become your server. (There are no
restrictions on the ethernet adapters in your other computers.)

Any adapters installed on the server must appear on the following supported list. Note that only PCI adapters al
supported. The PCMCIA adapters used in many laptops and the older ISA adapters are not supported.

Note

Because SME Server is based on Red Hat Linux version 7.3, PCI ethernet adapters that can work with Re:
¥/ Hat 7.3 should also work with SME Server. You can find an up-to—date searchable database at Red Hat's

web site at: http://hardware.redhat.com/redhatready/cgi—bin/us/db—hcl.cgi (Choose Network
Device/Controller from the "Hardware Category" menu.)

4.5.1. Supported Ethernet Adapters
The following PCI Ethernet adapters are supported by SME Server:

» 3Com 3C501, 3C503, 3C556, 3C590, 3C592, 3C595, 3C597

» 3Com 3C900, 3C900B, 3C905, 3C905B, 3C905C, 3C980, 3C985

» 3Com Megahertz 3CXE589D, EC, ET

e Accton EN1203, EN1207, EN1207(B,C,D,F), EN2212 EtherDuo PCI, SOHO BASIC EN220

» Adaptec ANA6901/C, ANA6911/TX, ANAG911A/TX

* ALFA GFC2206

* AMD

* Allied Telesyn AT-2550, AT-2560

e AMD 79¢c970 (PCnet LANCE), 79¢978 (HomePNA)

» AT&T GIS (NCR) 100VG

* C-NET CNE-935

» Cogent EM100, EM110, EM400, EM960, EM964 (Quartet)

» Compaq NetFlex 3/P, Integrated NetFlex 3/P

« Compaq Netelligent 10 T PCI UTP, 10 T/2 PCI UTP/Coax, 10/100 TX Embedded, 10/100 TX PCI
UTP,10/100 TX UTP, Dual 10/100 TX PCI UTP, Integrated 10/100 TX UTP, ProLiant Integrated 10/100

* Compex ReadyLink 100TX, 2000, ENET100-VG4

e D-Link DE-530CT, DFE500-Tx, DFE540-Tx

» Danpex EN-9400P3

« DEC 21040, 21041

« Davicom Ethernet 100/10

* Farallon PN9000SX

e Fujitsu FMV-181, FMV-182, FMV-183, FMV-184

» General Instruments SB1000
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¢ Genius GF100TXR (RTL8139)

* HP J2585A, J2585B, J2970, J2973

« IBM EtherJet PCI 10/100 adapter (i82557)

* Intel 82556, 82557, 82865

« Intel PCI EtherExpress Pro 10+, Pro100+, Pro100B

 Kingston EtherX KNE100TX, KNE110TX, KNE120TX, KNE20T, KNE30T, KNT40T, KNECB4TX
 Lite—ON LNE100TX

¢ Lucent WavelLan

* Macronix MX98713, MX987x5

* Microdyne/Eagle NE10/100 (i82557 w/DP83840 transceiver)

* NDC Communications NE100TX-E

* Netgear FA310TX 10/100, FA310TXC 10/100, GA620

* Novell NE1000, NE2000, NE2100, NE2500, NE3210, NL-10000

* Olicom OC-2183, OC-2325, OC-2326

* Racal Interlan ES3210

* Realtek 8029

e Samsung Smartether100 SC1100

* Sis 900

*« SMC 8432T, 8432BT, EtherPower, EtherPower10/100, EZ 1208T, EZ 1211TX, 83C170QF, LANEPIC
e Surecom EP-320X

« Symbios 83C885, Yellowfin G-NIC

« Syskonnect Gigabit Ethernet

*» Thomas Conrad TC5048

e Znyx ZX312 (EtherArray), ZX314, ZX315, ZX342, ZX344, ZX345, ZX346, ZX348, ZX351

If your adapter is not listed above, it may be supported if it is based on one of the following chipsets (check with
Red Hat's web site mentioned above for confirmation):

 Alteon AceNIC Gigabit Ethernet

e Compex RL2000

* DEC Tulip

* KTI ET32P2

* NetVin NV5000SC

* RealTek RTL8029, RTL8029AS, RTL8129/8139
* VIA Rhine, VT86C926 "Amazon"

* Winbond 89C940

4.6. Supported SCSI Adapters

If the computer you plan to use for your server has a SCSI hard disk, your SCSI adapter must be supported by
Red Hat Linux 7.3. PLEASE NOTE: Only PCI SCSI adapters are supported by the SME Server. Furthermore,
they must contain a SCSI BIOS so that the PC can boot from the SCSI disk.

Note

As SME Server is based on Red Hat Linux version 7.3, PCl-based SCSI adapter that can work with Red H
¥ Linux 7.3 should also work with SME Server. You can find an up-to—date searchable database at Red Hat

web site at: http://hardware.redhat.com/redhatready/cqi—bin/us/db-hcl.cgi (Choose Storage
Device/Controller from the "Hardware Category" menu.)

F Note
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In the list below the use of an 'x' symbolizes a wildcard. For example, '"AHA-29xx' indicates it applies for
the '"AHA-2930' as well as the '"AHA-2940" and any other models beginning with '"AHA-29'.

» Adaptec AIC-78xx, AHA-29xx, AHA-394x, 29160/39160, AHA-1520B
» Advansys ABP510, ABP514x, ABP930/40, ASC1200

* AMI MegaRAID

* Artop Electronic Corp AEC671x

* Dell PowerEdge RAID Controller 2 [1], Expandable RAID Controller 2/3
* Future Domain TMC-18C30

* HP NetRAID-4M

* IBM ServeRAID

* ICP Raid Controller GDT 6xxx, GDT 7xxx

* Initio Corp INI-940, INI-950, INI-9100/9100W, 360P

* Intel 80960RP

* LSI MegaRAID express500

* Mylex (BusLogic) FlashPoint Series, MultMaster 01/10

e Symbios 53¢1510, 53c8xx

* Q Logic QLA10160, 1080, 1240, 1280, 2100, 2200 12160

4.7. Supported Tape Drives

If you intend to use the tape backup capabilities of the SME Server, you must have a tape drive that will work
with a Linux system.

We believe that most SCSI tape drives and many IDE tape drives will work correctly. Unfortunately, the popular
OnStream tape drives do not at the current time work with Red Hat Linux version 7.3, and hence are not
supported by your SME Server.

We have tested the following tape drives and know that they work with the SME Server:

Table 4.9. Supported SCSI Tape Drives

Vendor Model Revision Format
Dell Powervault 100T DAT
HP HP35470A T603 DAT
SeagatePython 06408 XXX DAT
SONY SDX-300C 0400 AIT

Table 4.10. Supported ATA (IDE) Tape Drives

Vendor Model Revision Format
SeagateSTT20000A8A51

SeagateSTT32000A
We have tested and verified that the following tape drives do not work with the SME Server:

Table 4.11. Unsupported ATA (IDE) Tape Drives

Vendor Model Revision Format
OnStreamDI-30 ADR
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If you do not have one of the supported drives listed above you may want to check with
http://hardware.redhat.com/ for information about how well that drive will work with Red Hat Linux 7.3.

Note
If your tape drive is not listed at Red Hat's site, you can visit http://www.linuxtapecert.org/ to
& see if your tape drive vendor is participating with that tape drive certification effort. Be aware
that some of the solutions developed to get certain tape drives to work with Linux may
require kernel modifications and only be attempted by experienced developers.

[1] Note that the firmware on this controller may need to be updated before it can work your server. See

http://contribs.org/modules/xoopsfag/ for more information.
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Chapter 5. Installing And Configuring Your SME Server
Software

Table of Contents

5.1,_Licensing Terms and Conditions
5.2, RAID1 Support (Disk Mirroring)
5.2.1, Software Mirroring
5.2.2, Hardware Mirroring
5.3_Upgrading From A Previous Version
5.4_Installing the Software
5.5, Configuring your SME Server
5.6_Setting Your Administrator Password
5.7 _Configuring Your System Name and Domain Name
5.8_Configuring Your Local Network
5.8.1. Selecting Your Local Ethernet Adapter
5.8.2. Configuring Local Network Parameters
5.9,_Operation Mode
5.9.1. Option 1: Server and gateway mode
5.9.2, Option 2: Private server and gateway
5.9.3_0Option 3: Server—only mode
5.10. Configuring Server and Gateway Mode
5.11, Server and Gateway Mode — Dedicated
5.11.1. Configuring Your External Ethernet Adapter
5.11.2. Assigning Your Ethernet Adapters to Network Connection
5.11.3. Configuring Your External Interface
5.11.4, Configuring Dynamic DNS
5.12, Configuring the Server for Server and Gateway Mode — Dialup Access
5.13. Configuring Your DHCP Server
5.13.1. Configuring the DHCP Address Range

5.13.2. Important issues about the DHCP address range
5.14, Further Miscellaneous Parameters

5.1. Licensing Terms and Conditions

In installing the SME Server software, you are agreeing to the open source licensing terms and conditions
associated with it. You can read these terms and conditions in the introduction to this guide under the title

Software Licensing Terms and Conditions .

Warning

The computer on which you install this software will be totally dedicated to being your SME Server. The

. hard drive of this computer will be erased and re—written with the Linux operating system — dramatically
enhancing the reliability of your server over other operating systems. However, this means that while this
computer is acting as your server, you cannot use it for any other purpose.

B Note
' If you have previously installed and configured a server and are reinstalling the software, please be
aware that you must use the Upgrade option in order to preserve your existing configuration and
data. Simply performing a new installation will erase all previously existing user accounts, user
directories, i—bay contents and web site and configuration parameters. If you have not already done
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S0, you may wish to back up the contents of your server onto one of your desktop computers. You
can do so easily by selecting "Backup or restore" from the server manager, as explained in the
chapter on on—going administration of your server.

5.2. RAID1 Support (Disk Mirroring)

With SME Server, you have the ability to set up disk mirroring, also called RAID Level 1. In disk mirroring, you
basically write all of your data to two separate hard disks installed in your server. One is the mirror of the other.
Should the primary disk experience a hardware failure, the mirror disk will continue operations as if nothing had
happened. All of your data will be protected.

Disk mirroring can be accomplished through either software or hardware .

5.2.1. Software Mirroring

To enable software RAID1 support, you must first have two disks that are either the same size or capable of
having partitions of the same size. They can be either SCSI or IDE drives. They must both be installed in your
system prior to installing the SME Server software. Software RAID support can only be configured at the time
you install the software. If you choose not to configure RAID support on your server, and later wish to do so, yo
will need to reinstall the SME Server software.

Once you have two disk drives, activating RAID support requires only a very slight change in the software
installation process.

Note

SME Server supports a software implementation of RAID Level 1, known as disk mirroring. It does not

= support RAID Level 0 (disk striping), as that does not provide any protection of your data whatsoever. It
does not support RAID Level 5 (disk striping with parity) because of the poor performance and reliability of
software implementations of RAID5. If you are seeking RAID5 support, Contribs.org recommends you
consider one of the many hardware implementations which will provide both protection and performance.

5.2.2. Hardware Mirroring

With hardware mirroring, you use a special RAID disk controller to perform the actual mirroring across multiple
disks. As mirroring is performed in hardware, the performance can be significantly faster than software mirrorin
Additionally it can simplify configuration because to the operating system the entire RAID disk system looks like
one single disk. You should be able to use any supported SCSI hardware RAID controller.

If you are going to use hardware mirroring, you should NOT choose Install — Dual hard disk with software
RAID-1 mirroring in the_installation process. (Doing so will enable software mirroring.) Instead, you should do a
regular installation of the software.

Note

~# Using one of the supported hardware RAID controllers, you will be able to upgrade from an earlier version
of the SME Server to version 6 using the standard upgrade process. You should back up all your data and
test carefully after installation.

5.3. Upgrading From A Previous Version

If you have previously installed a server and now wish to upgrade to version 6, you can do so while preserving
your configuration data. To do so, select Upgrade from the appropriate screen in the installation process.
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While the upgrade should proceed smoothly, we do recommend that you back up your system prior to performi
this upgrade just to be safe.

Warning
It is not possible to use the Upgrade option to add software mirroring (RAID1) to an existing server.

If you previously installed software mirroring with a previous version of the software, you should be
able to upgrade without any problems. However, if you want to upgrade a previous version of the

. software that was not installed with software mirroring to use software mirroring (RAID1) support,
you should:

1. perform a backup through the server manager
2. perform a fresh install selecting the software mirroring option
3.restore the backup through the server manager

5.4. Installing the Software

Note
If you are configuring your system with RAID1 support, notice that your step 4 below will be slightly
different. If you skipped the previous section on RAID, it would be advisable to read it before proceeding.

Step 1: Insert the CD—ROM. If your computer is an older model that is unable to boot from CD-ROM, you will
also need to insert the boot floppy. Most modern computers do not need to use a boot floppy.

@

Step 2: Review the warning screen and type accept to indicate your acceptance of Contribs.org's legal terms ar
conditions and your acknowledgment that installation of the software will rewrite the host computer's hard drive.

Warning
. The installation process formats and erases all attached hard drives . If you have multiple hard drives
be sure to back them up prior to starting the installation process.
Step 3: Read the software licensing terms and indicate your acceptance of the license.

Step 4: Choose whether you wish to Install on a single hard disk (or use hardware mirroring), Install on dual hat
disks using software mirroring (RAID1 support), or Upgrade .

Step 5: Read the screen offering a final warning. Type proceed and hit enter on the "OK" button to continue. Th
installation process will now automatically proceed to install the necessary packages.

Step 6: Indicate whether you wish to create an emergency boot diskette. This can be used in the future to boot
system in the event that you are unable to boot from the hard disk. If you choose yes, you will be prompted to
insert a blank diskette. We recommend that you do create an emergency boot floppy and put it in a safe place
where you can easily retrieve it when necessary.

Step 7: Finishing the installation is automatic and takes only a few minutes. At the end of the process, you will &
prompted to remove the floppy diskette and CD and then to reboot your computer.

Warning

. The installation (or upgrade) process rewrites the boot sector on your hard drive. This may cause machine:
with BIOS boot sector virus detection to not boot unattended. This detection should be disabled in your
system's BIOS.
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5.5. Configuring your SME Server

Once your system has restarted (so that it is no longer booting from the installation CD), you are ready to
configure your system.

If your ISP provided you with a summary of your configuration choices and network information, we suggest tha
you keep it handy while completing the screens in the configuration section of the server console.

There are several types of configuration parameters that must be entered into your server:

* the system password

* the type of ethernet adapters (network interface cards, or NICs) that will be used by your server to
communicate with the internal network and the Internet (or external network). Typically, the server
software will detect this information automatically. (Note that if you are connecting to the Internet with a
dialup connection, you only need one ethernet adapter.)

» configuration for the internal (local) network — you must provide information about your internal network
so that your server can communicate with other machines on your local network.

* operation mode — you must select whether your server will operate in server and gateway mode or
server—only mode.

» configuration for the external network/Internet — you must configure your server so that it can
communicate with your ISP either by a dedicated connection or using a dialup connection (only for serve
and gateway mode).

» miscellaneous information — there are several final items to configure, such as whether to allow your
users to use a proxy server, whether to provide status reporting to Contribs.org, and whether you wish
secure the server console so that it can only be accessed using the administrator's password.

As you select a given configuration parameter, you will be presented only with the screens necessary for your
given configuration. Each screen will provide you with a simple, detailed explanation of the required information

Note

As you move through the configuration screens, you will notice that there is a "Keep" option which will

¥ allow you to keep the choices you may have made previously. Obviously, when you are configuring your
system for the first time, many of these choices will not have been made, but if you later go back to
re—configure the system, this option can save time.

5.6. Setting Your Administrator Password

As shown in the image below, the first thing you will be asked to do is to set the system password. This is the
password you will enter to access the web—based server manager. Depending on how you configure the syster
you may also need to enter this password to access the server console. It is extremely important that you choo:s
good password and keep that password secret.

Anyone who gains access to this password has the power to make any change to your server!
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{ Mitel Networks SME Server US.1 }

Helcome to the console of your Mitel Networks SME Serwver!

This console will enable you to configure basic networking on your
server. After that, you will be able to perform other system
administration tasks (such as adding users, printers, etc.) from
your desktop using a web browser.

Before you start, you must first choose a password for your system and
enter it below. You will not see the password as you enter it.

After you enter the password once, you will be asked to type it again to confirm that the password was recordec
correctly. The password will also be examined to determine how strong it is from a security point—of-view. If it i
found to be weak (for instance, a dictionary word), you will see an additional screen asking if you really want to

use this password. You will have the option to go back and change to a stronger password or to continue using
weaker password.

Note
You can use any ASCII printable characters in the administrator password. As this password gives
~ someone total control over your server, you should choose a password that cannot be guessed easi

A good password should contain mixed upper— and lower—case letters, numbers and punctuation, y
also be easy to remember. An example might be "lwmSMES!" as in "l want my SME Server!"
(Please don't use this example as your password!)

5.7. Configuring Your System Name and Domain Name

As shown below, your next step is to enter the primary domain name that will be associated with your SME
Server. (You can later configure other virtual domains that work with the server.)

| Primary domain name |

Please enter the primary domain name for your server,

This will be the default domain for your e-mail and web =zerver, Virtual
domains can be added later using the server manager,

Next you need to provide a name for your server. You should think carefully about this as changing it later may
create additional work. (For instance, Windows client computers may be mapping drives to your server using its
name. Those clients would need to remap the drive using the new name.)

Tip
You should make the system name as unique as possible in case you someday decide to link your server

another server using an IPSEC VPN. When you do, each server will need a unique name. Using some typ
of theme, such as location names, may be an effective way to ensure unique names.
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| Select sustem name |

Please enter the system name for your server,

You should select unique system names for each server,

The system name must start with a letter and can be composed of
letters, numbers and hyphens,

5.8. Configuring Your Local Network

5.8.1. Selecting Your Local Ethernet Adapter

An ethernet adapter — also called an ethernet card or network interface card (NIC) - is a special piece of hardw
that serves as the interface between a computer and the ethernet network. It connects your computer and the
ethernet, allowing the computer to communicate with other computers and devices on the network.

A computer needs a special software program, called an "ethernet driver”, to use an ethernet adapter. Which
ethernet driver is required depends on which ethernet adapter is installed on your computer.

You will first need to select the appropriate driver for the ethernet adapter connected to your local network, a
shown in the screen below:

| Select local network ethernet driver |

You now need to select the proper driver for your local network
ethernet adapter, The server can attempt to do this automatically. or
you can do it manually - either by specifying the model of your
ethernet adapter or by directly choosing a driver,

The Mitel Networks SME Server has detected these ethernet adapters:

Realtek IRTL-8139 {(driver 813%too}
Compaq|Integrated Netelligent 10/100 {driver tlan?

«eep  Keep the current setting: tlan
1. Use 8139too for chipset Realtek IRTL-8139
2. Manually select driver for local ethernet adapter

If you are using a PCI ethernet adapter that appears on our supported list, it is likely that your server will be able
to detect your hardware automatically and you will simply be able to choose option 1, "Use xxxx (for chipset
yyyy)", where 'xxxx' and 'yyyy' are specific to your hardware. If the software fails to detect it correctly, you can
manually select the appropriate driver for your ethernet adapter from a list of drivers or from a list of ethernet
adapter models. After the appropriate driver is selected, select "OK" and proceed to the next screen.

5.8.2. Configuring Local Network Parameters

Your SME Server needs information about your local network in order to communicate with the other computer:
on your network. This includes the IP address and the subnet mask on your server's internal interface. Because
your server acts as a gateway and firewall, these will differ from the IP address and subnet mask on the externz
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interface.

If you plan to operate in server and gateway mode (explained in greater detail below), your server will act as a
relay between your local network and the Internet. Because no computer on your local network, other than your
server, directly interacts with the external world, the IP addresses assigned to those computers need only be
unique with regards to your local network. (It doesn't matter if a computer on someone else's local network use:s
the same IP address, because the two machines will not be in direct contact.) As a result, we are able to use
special "non-routable IP addresses" for your local network, including the internal interface of your server.

{ Local networking paramsters |

Please enter the local IP address for this server,

If this server is the first machine on your network. we recommend
accepting the default value unless you have a specific reason to choose
something else,

If your server is being installed into an existing network. you must
choose an address which is not in use by any other computer on this
network ,

If you have no reason to prefer one set of IP addresses over another for your local network, your server will
prompt you with default parameters that are probably appropriate in your situation.

Tip
If you are installing servers at multiple sites within your organization, you may find it useful for later
troubleshooting to use different network addresses for each site. Additionally, if you ever want to establish
an IPSEC VPN between the servers, each server will need to use a different range of IP addresses. Even |
you are not planning to use a VPN right now, it would be safest to use unique network addresses for each
location.
If, however, you are operating your server in "server—only" mode and there are already servers on your network
you will need to obtain an unused IP address for your local network.

Next, you will be prompted to enter the subnet mask for your local network. If you are adding your server to an

existing network, you will need to use the subnet mask used by the local network. Otherwise, unless you have ¢
specific need for some other setting, you can accept the default setting.

5.9. Operation Mode

After configuring your SME Server for your local network, you will see the following screen. This is where you
select your server's operation mode.
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| Select operation mode |
If you want thitgserver to act as a gateway to the Internet. choose one
of the server and gateway options, Server and gateway mode acts as a
firewall and provides an external web and mail server., Private server
and gateway mode alszo acts as a firewall but disables all incoming
services,

Server-only mode provides services to a local. protected network, If
you choose this mode and Internet access is required. the network must
be protected by another Mitel Networks SME Server configured in server
and gateway mode {(or another firewall},

1 Server and gateway
2, Private server and gateway
B Server-only

5.9.1. Option 1: Server and gateway mode
In server and gateway mode, your server provides services (such as e—mail, web services, file and print sharing
to your network and also acts as a gateway between your internal network and the outside world. The fact that |
serves as a "gateway" means it has separate interfaces with each network, and provides security and routing.
If you configure your server to operate in server and gateway mode, your server will require either:
1.two ethernet adapters (one to communicate with the local network and the other to communicate with th
external network/Internet)

2.one ethernet adapter (for the local network) and a modem for a dialup connection

With server and gateway mode, there are a number of extra parameters that will need to be configured. These
be discussed in the next section.

5.9.2. Option 2: Private server and gateway
This mode is a variation of option 1 and provides the same functionality with the following differences:
* our web server is not visible to anyone outside of the local network.
» our mail server is not accessible from outside of the local network.
» Additional firewall rules have been configured to drop packets for various services (such as 'ping'

requests).

All services are available on the internal network. The differences are entirely in how your server is seen by the
external world.

You would select this mode only if you wish to use the server as a gateway, but do not wish to publish any
services to the external Internet.

5.9.3. Option 3: Server—only mode

Server—only mode is appropriate if you do not wish to use the gateway capabilities of your server. In this
configuration, your server connects only to the local network and does not connect directly to the outside world
(although it may connect indirectly through your firewall or another server).

29



Warning

. Because the server "trusts" the local network to be secure in server—only mode, it must be behind a
firewall of some type. Under no conditions should it be directly connected to the Internet.

Your network will resemble the image below:

external network
or internet

*- gateway for network

-

4

your DHCP server will give
network parameters to
local desktop computers.

.

server
»

ethernet card connects
server to network

If you have a connection to the Internet by way of another gateway or corporate firewall, you can configure your
server to provide services (including e—-mail, web services, file and print—sharing) to your network. In this
instance, you do not need your server to provide the gateway role because that role is fulfilled by your firewall. |
you select Option 3, " Server—only mode — protected network ", your server will provide your local network with
web, e—-mail, file and print—sharing.

On the next configuration screen, you should enter the IP address for the Internet gateway on your local networ
If you do not have an Internet connection, simply leave this configuration screen blank.

5.10. Configuring Server and Gateway Mode

If you are configuring your server to operate in server and gateway mode, you must select one of two Internet
connection types — a dedicated connection (such as ADSL or cable modem) or a dialup connection (in which ce
you will be connecting to your ISP via a modem).
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| Select external access mode |
The next step is to select the access mode that your server will use to
connect to the Internet,

Choose the dedicated option if you access the Internet via a router. a
cable modem or ADSL, Choose the dialup option if you use a modem or
ISDN connection.,

1= Keep the current setting: Server and gateway — dedicated
1k Server and gateway - dedicated
2 Server and gateway — dialup

The next step after selecting a connection type is to enter the specific parameters representing that connection.

5.11. Server and Gateway Mode — Dedicated

How you configure your server's external interface depends on whether you are using a dedicated connection C
dialup connection. Therefore, if you configured your server for "server and gateway mode — dedicated
connection" you will be presented with very different configuration screens than if you configured the server for
"server and gateway — dialup connection" (as discussed in the next section).

5.11.1. Configuring Your External Ethernet Adapter

As you did previously with your local ethernet adapter, you need to configure the driver for your external ethernt
adapter. As before, the software will attempt to detect the card. If it correctly identifies the card, you can procee
using Option 1, "Keep current driver". If it does not, you will need to manually select the driver.

| Select external network ethernet driver |}
You now need to select the proper driver for your external network
ethernet adapter, The server can attempt to do this automatically,. or
You ﬁgn do it manually - either by specifying the model of your
etheret adapter or by directly choosing a driver.,

The Mitel Networks SME Server has detected these ethernet adapters:

Realtek IRTL-8139 {driver 813%too’
Compag | Integrated Netelligent 10/100 {driver tlan?

k23 3 =

15 Use 813%9too for chipset Realtek IRTL-8139

A Use tlan for chipset CompaglIntegrated Netelligent 10/100
3

A Manually select driver for external ethernet adapter

5.11.2. Assigning Your Ethernet Adapters to Network Connection

To communicate successfully, your server needs to know which ethernet adapter connects it to the internal
network and which adapter connects it to the external network/Internet. Your server will make this designation
automatically — the first ethernet adapter (in position "eth0") will normally be assigned to the local, internal
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network and the second ethernet adapter (in position "eth1") will normally be assigned to the external
network/Internet. In the event that this assumption is incorrect, this screen allows you to easily swap that
designation.

If you don't know which ethernet adapter is designated to ethO and which is designated to ethl, we suggest yoL
leave it in the default configuration while completing the rest of the screens. You will later have the opportunity
to "Test Internet Access" from the server console. If your test fails at that time, return to this screen, swap the c:
assignment and retry the test.

Keep the current setting: "normal”

Tip
If you are using two different network interface cards, you will see which driver is associated with
@ ethO and which is associated with eth1. This information can help you determine which card is ethO
and which is ethl. If you have two cards that use the identical driver you will see a screen such as thi
one above where the actual driver is not listed.

5.11.3. Configuring Your External Interface

With a dedicated connection in server and gateway mode, you will be presented with the following screen:
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Your server must know three additional things to communicate on the Internet:

 ts own unique IP address so that Internet data packets can reach it.

« a subnet mask (also called a netmask) which looks like an IP address and allows other computers to inf
your network address from your IP address.

« the IP address of the external gateway for your server. This is the IP address of the router on your serve
external network. It identifies the computer that your server should contact in order to exchange
information with the rest of the Internet.

Normally, you would need to know this information and enter it into the server console. However, most ISPs are
capable of automatically assigning these configuration parameters to your server using a DHCP server or PPPc

If you have a static IP address and your ISP is configuring your server using DHCP or PPPoE, select Option 1,
or 3 depending upon how you will be connecting to your ISP. When you first connect to your ISP, your server
will automatically be given its external interface configuration parameters.

If your ISP is providing you with a dynamic IP address, the ISP will configure this through DHCP or PPPoE and
your server will be re—configured automatically whenever your IP address changes. If you plan to use a Dynam
DNS service, select Option 2. Otherwise, select Option 1.

There are some very good reasons to use a dynamic DNS service if you have a dynamically assigned IP addre
It is a simple, affordable way to ensure continuity of service when your IP address changes. Please read the ne
section on dynamic DNS for more information about dynamic DNS.

If you are using ADSL and need PPP over Ethernet, choose Option 3. You will then be asked for the user name
and password you use to connect to your ISP. Note that some ISPs require you to enter their domain name as
as your user name.

If you have a static IP address and your ISP does not offer DHCP or PPPoE, then your ISP will give you the sta
IP address, subnet mask (or netmask), and the gateway IP address of the device that your server should conne
in order to communicate with the Internet. Assuming you have this information on hand, you can go ahead and
select Option 4. Successive screens will prompt you to enter each parameter.

Tip
What is PPPoE?

¥ PPPOE is the Point-to—Point Protocol over Ethernet . Essentially, it is an implementation of the popular PP
protocol used for dialup connections — only configured to run over an Ethernet connection. Many ISPs that
provide ADSL connections use PPPOoE as the method of connecting their customers to the Internet over
ADSL.

5.11.4. Configuring Dynamic DNS

If you choose either of the DHCP options or PPPoE, you will be presented with an additional screen where you
can choose which dynamic DNS service you wish to use.
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| Select dynamic DNS service |

Please specify whether you wish to subscribe to a dynamic DNS service,
Such services allow you to have a domain name without a static IP
address, and are available from various organizations for free or for a
reasonable charge, A notification must be sent to the dynamic DNS
service whenever your IP address changes, Your server can automatically
do this for szome dynamic DNS services.

Choose which dynamic DNS service you would like to use,

Keep the current setting: off
4 Do not use a dynamic DNS service
D www ,4yi ,org — free service
3. www ,dyndns ,com — commercial service
4, www ,dyndns,org - free service
5 www ,tzo,com — commercial service
6, Custom — Mitel Networks technical supp required

The server is pre—configured to operate with four dynamic DNS organizations:_yi.org. dyndns.com, dyndns.org,
and_tzo.com. (You can elect to use a different service, but doing so would require some customization of the
server.) Once the service is selected, the subsequent two screens will prompt you to enter your account name ¢
the password for your account. (These two parameters would be given to you by the service. Note that the
dynamic DNS service may place restrictions on which domain name you can use for your company.) Please re:
Appendix B on dynamic DNS for more information about whether a dynamic DNS is right for you.

5.12. Configuring the Server for Server and Gateway Mode -
Dialup Access

If you select dialup access, successive screens will ask you for the following information:

information regarding the modem or ISDN connection with your ISP, such as the serial port your modern
is connected ta [2]

modem or ISDN initialization screen — most users can simply leave this blank, but with some particular
modems or ISDN cards, additional information may need to be entered here

the dialup access phone number

* username

* password

« connection policy

This last item may be of special interest. As shown in the screen below, you can configure what type of policy
you wish to have in place during typical work hours. If you are in a small office and wish to share your phone lin
between your computer and phone or fax, you may wish to minimize the time you are online. This is also true if
your ISP charges a fee on a per—minute basis. On the other hand, if you have a separate phone line or unlimite
time with your ISP, you might want to have long connection times or a continuous connection.

Warning

If you are using a dial-on—demand link to your ISP, please be aware that you can incur very steep
phone charges due to dialup connection attempts to the ISP. We are aware of at least one case in

. which a failed modem link at the ISP resulted in several thousand connection attempts over a
couple of days — and a hefty phone bill. If your telephone carrier charges you per—call or
per—-minute fees, we suggest that you contact your ISP and ask whether it is willing to assume
responsibility if a failure at their end results in a large phone bill.
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After configuring this policy for "work" hours, you can then configure the policy for time outside of office hours
and additionally for the weekend. Notice that you do have the choice of never, which would allow you to restrict
your system from connecting on weekends or during off-hours.

| Select connect policy |

Select the dialup connect policy that you would like to use during
office hours (8:00 AM to 6:00 PM)} on weekdays.

=] Keep the current setting: long
never No connection
continuous Continuous connection
long Long connect times to minimize dialing delays
medium Medium connect times
short Short connect times to minimize minutes off-hook

The connection policy defines several choices including Short, Medium or Long. These specify how long the
server should wait before disconnecting the dialup connection. If your office only shares a single phone line, the
Short option minimizes the amount of connection time and frees up the phone line for later use. The down side
this is that if someone is reading a long page on the web site or steps away from their computer for a brief
moment, when they want to then go to another web page, the server will probably have disconnected and will
need to redial and connect. On the other hand, setting the Long connection time will result in users experiencin
fewer delays while waiting for the server to reconnect. However, the phone line will used for a larger amount of
time.

There are two separate timeout values configured by each choice. One value is the length of time since the last
HTTP (web) packet went through the server. The other is a more general timeout for any other types of packets
The difference is there because it is assumed that people reading a web page may take longer to go on to anot
web page, whereas users connecting to another service (such as ssh or POP3 to an external server) probably \
be more active than someone using a web browser. The timeout values are shown in the table below.

Choice HTTP Timeout Other Timeout
Short 3 minutes 30 seconds
Medium 10 minutes 5 minutes

Long 20 minutes 10 minutes

Note that there is also the option for a Continuous dial-up connection. Choosing this option is basically
equivalent to creating a permanent or dedicated connection, but only doing so through the use of a dial-up
connection and a modem or ISDN adapter. One example of this use might be to set a Continuous connection
policy during work hours and then some variable policy during off-hours and the weekend. Assuming that your
ISP is okay with this arrangement and you can afford to do so financially, these settings would give your users t
fastest response time as the connection would always be online.

5.13. Configuring Your DHCP Server

You now will be prompted regarding DHCP service. Your SME Server can be configured to provide DHCP
service to your internal network. The DHCP server can automatically configure the other computers on your
internal network with such parameters as non-routable IP address, subnet mask and gateway IP address. This
reduces the risk of error and simplifies the process of configuring your network.
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We recommend configuring your server to use DHCP to configure all of your network clients. You should not dc
this if there is an existing DHCP server on your network as there should typically be only one DHCP server per
network.

| Select DHCP server configuration |

Please specify whether you would like thiz Mitel Networks Server to
provide DHCP service to your local network, This will let you assign IP
addreszes to your other network computers automatically by configuring
them to obtain their IP information using DHCP,

On } ﬁfdvide DHCP =ervice to local network
0ff Do not provide DHCP service to local network

5.13.1. Configuring the DHCP Address Range

Before the DHCP server is able to assign IP addresses to the computers on your network, you need to tell it wh
range of IP addresses it can safely distribute. As above, this section is pre—configured with defaults that are
appropriate in most situations. If you have fewer than 180 machines on your local network and no reason to pre
one range of IP addresses over another, you can simply accept the defaults for these screens.

If the defaults are not appropriate to your situation, you may need a bit of background to understand how to
configure this range. For example, if you entered the server address of 192.168.1.1 and subnet mask of
255.255.255.0 (the default settings), the configuration script will infer that your "network™ is 192.168.1.0 and tha
valid addresses are from 192.168.1.1 to 192.168.1.254. If you entered some number such as 192.168.100.1 for
server, the script will infer that your valid addresses will be 192.168.100.1 through 192.168.100.254.

If you enter the number " 192.168.202.65 " as the "beginning of DHCP address range", as shown below, the firs
computer served by the DHCP server would receive the IP address of 192.168.202.65. The second computer
would receive the IP address of 192.168.1. 66, and so on.

| Select beginning of DHCP host number ranze |
You must reserve a range of host numbers for the DHCP server to use,

Please enter the first host number in this range, If you are using the
standard Mitel Networks SME Server defaults and have no particular
preference. you should keep the default values,

192,168,92.,65

If you specify that the end of the range is " 192.168.202.250 ", as shown below, then the last computer able to
receive DHCP service would be assigned the IP address 192.168.202.250. Once all the available IP addresses
within that range are assigned, your DHCP server will no longer serve IP addresses to new computers.
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| Select end of DHCP host number range |
Please enter the last host address in this range, If you are using the
standard Mitel Networks SME Server defaults and have no particular
preference. you should keep the default value,

5.13.2. Important issues about the DHCP address range

The usual range maximum is 254: Normally the "end of DHCP address range" cannot exceed "254". If you have
more than 253 computers on your network and would like to exceed this range maximum, you can use a Class
or Class A non-routable address for your network. In this case the number entered in the "end of range" field
needs to be calculated and entered a little differently. Note that the default range maximum is 250. As explainec
below, this is to allow a few static addresses at the end of the range.

The local IP address assigned to your server itself must fall outside of this range: In other words, you should no
assign your server a non-routable IP address that is also assignable by the DHCP service to another computer
your network. If your server is assigned the IP address of "192.168.1.1" then the lowest possible number in the
DHCP range should be "2".

We recommend that you leave a small pool of IP addresses that can be manually assigned: Some of the compt
(or devices such as network printers) on your network may not be able to accept DHCP service. Therefore, it is
preferable to exclude some IP addresses from the DHCP range so they are available to be assigned manually t
those computers. For example, using the 192.168.1.0 block of addresses, the default "beginning of DHCP addr
range" is "192.168.1.65". This ensures that non-routable IP addresses "192.168.1. 2 " through "192.168.1. 64 "
are available to you if any computers on your network cannot accept DHCP service. Additionally, the default en
of "192.168.1.250" leaves addresses "192.168.1. 251 " through "192.168.1. 254 " available.

5.14. Further Miscellaneous Parameters

There are a few, final connectivity-related parameters that must be entered into your SME Server.

Master DNS server: The first option is for a master (or primary) DNS server. You should only configure this
value if your server is behind a firewall and cannot perform direct queries to Internet DNS servers. Most
installations should leave this setting blank. You do not need to configure your server to use your ISP's DNS
servers.

Note

Your SME Server contains a fully functional caching DNS server and in almost all cases you will not
& need to enter the address here for a DNS server. However, some corporate firewalls restrict DNS
queries from internal DNS servers. If that is the case, you will need to supply the address for an
external DNS server.
External proxy server: The next screen allows you to configure your server so that the computers on your netwc
will use a proxy server outside of your own network . Some Internet Service Providers may require this.
Additionally, if your server is behind another firewall, it may need to use the external proxy server. If you have

guestions about whether to use a proxy server, we recommend you read Appendix C on using a proxy server. |
most environments you can probably leave this blank.

Status reporting: You will be asked to decide whether to enable status reporting to Contribs.org. Through status
reporting, Contribs.org, tracks the performance of its servers worldwide. Every day, your server would send a
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small packet of data containing up—time information to Contribs.org. The information sent to Contribs.org is
minimal and is not shared with any other organization.

Console mode: Next, as shown below, you select the security setting for the server console itself — in other wor
whether users will require a password to access the server console. If you choose the default, "auto”, the serve
console will be displayed on your server monitor. In many small office or home office situations, this is perfectly
acceptable. However, doing so allows anyone with physical access to your server monitor and keyboard to mak
system-wide changes. If you are concerned about security in your situation, you may wish to choose "login." Tl
setting prevents users from accessing the server console unless they login as "admin” with the system passwol
you set earlier in the process. Note that this setting controls access to the server console only; it does not contr
whether you (or anyone else) can administer your server using the web interface.

| Select console mode |
By default the server console {(which you are now using} can be used
without requiring a username or password, As an additional security
precaution, you can configure this server to display a login prompt
instead, In this case. you must log in as admin with the current system
password to access the console,

== + auto
auto Display server conzole at all times
login Log in as admin to access server console

Contact e—-mail address: Finally, you will have the option of providing a contact e-mail address and name. If yol
would like to be notified of security updates or new versions of software, we strongly encourage you to provide
least your e—mail address. As the screen indicates, we will only send you notices of updates and no other
information. Your contact information will not be shared.

The last screen asks you to confirm the changes you have made. After the changes take effect, you will see ott
services starting up. When that is finished, your server should be fully operational!

Congratulations — you have configured your SME Server!!

Afterward you may want to test your Internet access using the test option in the server console. If you chose
"auto" earlier, the server console remains permanently "up” on your server. Otherwise you would need to login
"admin". Most routine administration (for example, adding or deleting e—mail addresses) is done from your
desktop computer using the web—based server manager (reviewed in a later chapter). Therefore, once it is up &
running, most users put their server in an out—of-the-way place and turn off the monitor.

[2] Your modem documentation may indicate which serial port is used by the modem. You may also be able to
visually identify which port your modem uses.
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Chapter 6. The Server Console

Table of Contents

6.1.Using the Text-based Browser
6.2.Accessing the Linux Root Prompt

When installation is complete and if you set server console mode to "auto”, the opening screen of the SME Sen
server console will appear:

Exit from the server c

If you set the server console mode to "login", you will be given a login prompt. After you enter the user name
"admin" and your system password, you will see the server console screen above.

Note
@ Any time that you login to your system as the "admin" user you will see the server console. This is true eve
when connecting to the server remotely using a tool such as ssh (discussed later in the chapter on Remote
Access).
The server console provides you with basic, direct access to your server. From the server console you can get
following information and perform the following tasks:

Option 1: Provides you with uptime information about your server.
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Option 2: Allows you to view and modify the configuration information you entered during the original
installation (ethernet cards, IP address information, DHCP, DNS, domain names, etc.)

Option 3: Allows you to smoothly reboot or shut down your server.

Option 4: Provides you with a means to access the web—based server manager using a text-based browser. Tt
the same interface to which you can connect from another system using a normal graphical browser. This optio
merely allows you to perform these functions directly from the server console.
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Option 5: Displays the GNU General Public License (the license governing the distribution and use of SME
Server software) and information on how to contact Contribs.org for support.

Option 6: Exits the server console mode.

6.1. Using the Text—-based Browser

For Option 4, Access server manager with text-mode browser, the server uses a text-based browser called ly
allow you to access the web-based server manager from the server console. Navigation is primarily with the
arrow keys — up and down to move through the page, right arrow to follow a link, left arrow to go back. Lynx ha:
a wide range of other commands which you can learn about through the online help available at
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http://www.lynx.browser.org/ Note that for security reasons some regular features of lynx are disabled when yot
are browsing from the server console (such as the ability to specify an external URL). Type 'q’ (for 'quit’) to exit
the text—based browser.

6.2. Accessing the Linux Root Prompt

If you are an expert user and would like to do advanced modifications to the configuration of your server, you ce
access the Linux operating system underlying the SME Server software by logging in as the user "root". If your
server is displaying the server console and not a login prompt, you can press Alt—-F2 to switch to another screer
with a login prompt. To switch back, press Alt—F1. You should always ensure that you log out from the root
account when you are finished and before you switch back to the server console.

The password for the "root" user is whatever password is currently set for the administrator of the server. Note
that this is the same password as that used by the "admin" user account.

Be aware that this ability to switch between the server console and a login prompt is only available when you
have physical access to the server. If you connect in remotely as the "admin” user and see the server console,
will not be able to switch to a login prompt in that window. (You can, however, open up another remote
connection to your server and login as the "root" user.) Note that remote administrative access is disabled by
default and must be specifically enabled through the Remote Access panel of the server manager.

Note

If you are not familiar with working from the Linux prompt, you may be interested in trying a file

¥ management tool called Midnight Commander. It allows you to perform many file operations through a
menu-—driven interface. Simply type mc at the command prompt. Press the function key "F1" for help and
"F10" to quit.
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Chapter 7. Configuring the Computers on Your Network

Table of Contents

7.1 What Order to do Things

7.2 Configuring Your Desktop Operating System
7.2.1,Automatic DHCP Service
7.2.2.Manual entry for computers not using DHCP service
7.2.3.MS Windows workgroup configuration

7.3.IMAP versus POP3 e—malil

7.4 Configuring Your E-mail Application

7.5.Configuring Your Web Browser

7.6.Configuring Your Company Directory

7.1. What Order to do Things

For efficiency, we recommend you configure your desktop computers in the following order:

Step 1: First, configure one of your desktop computers to work with TCP/IP (using the information in this
chapter).

Step 2: With TCP/IP up and running on one of your computers, you can now access the server manager over tt
web and create your employees' user accounts. The next chapter, On—going Administration Using the server
manager, explains this simple process.

Step 3: Once e—mail accounts are created, you can ensure that all the computers on your network are configur
for TCP/IP, e-mail, web browsing and LDAP (using the information in this chapter).

This chapter helps you configure software and hardware supplied by other companies and for that reason is no
specific as the rest of this guide. Given the wide range of computers, operating systems and software applicatic
we cannot accurately explain the process of configuring each of them. If your computers and applications came
with manuals, they might be useful supplements to this chapter. Technical problems encountered in networking
your desktop computers and applications are best resolved with the vendors who support them for you.

Important

) This chapter demonstrates only one of the many possible ways to configure your client computers and is
provided here as an example.

7.2. Configuring Your Desktop Operating System

The dialog box where you configure your desktop differs from operating system to operating system and versiol
to version. As an example, in Microsoft Windows 95 or 98, client configuration occurs in the "Properties" dialog
box associated with the TCP/IP protocol for your ethernet adapter. To get there, go to the "Control Panel" and
select "Network". If a TCP/IP protocol is not yet associated with your ethernet adapter, you may need to add on
before you can configure its properties with the following information.

Item Description What to enter
enable TCP/IP All your computers must communicate btmWindows you add a TCP/IP protocol. In
protocol the network using the TCP/IP protocol. Apple, open TCP/IP Control Panel.
disable Unless an application relies on a non— Turn "off" other networking protocols (e.g.
non-TCP/IP TCP/IP protocol, disable all other NetBeui, etc.)
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protocols protocols.

In Windows, enable "Obtain an IP address
See section below service automatically". In Apple, select "DHCP
server".

enable DHCP
service

Note

= We strongly recommend that you configure all clients machines using DHCP rather than manually using
static IP addresses. Should you ever need to change network settings or troubleshoot your network later, y
will find it much easier to work in an environment where addresses are automatically assigned.

On a Windows 95/98 system, the window will look like the image below.

TCP/IP Properties Kl E3

Bindings |  Advanced |  Mew®iDs |
DNS Configuration ] Gateway l WINS Configuration P Address

&n IP address can be automatically assigned to this computer.
If your network does not automatically assign IP addresses, ask
vour network. administrator for an address, and then type it in
the space below.

—{" Specify an P address:

|Fsddress

Subret i asks

oK Cancel

7.2.1. Automatic DHCP Service

Your server provides a DHCP server that assigns each of the computers on your network an IP address, subne
mask, gateway IP address and DNS IP address(es). For a more detailed explanation of DHCP, consult the sec
in the Chapter 5 called "Configuring Your DHCP Server".
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Note

In some rare cases, you may want to use a static IP address for a particular client machine. The typical
approach is to manually enter this IP address into the network properties of the specific machine. The

& hegative side of this approach is that you cannot easily change or alter network settings without having to ¢
in and modify the information on the client machine. However, it is possible to provide this static IP address
directly through DHCP rather than manually configuring the client computer. To do so, you will first need to
determine the Ethernet address of the client computer (usually through the network properties). Next you
will go to the Hosthames and addresses web panel of the server manager and enter the information there.

Important
Only One DHCP Server

! It is imperative that no other DHCP server is on your network. If a former DHCP server configured
your computers, you should remove that DHCP server from your network. Leave DHCP enabled, an
reboot each computer. New IP addresses, netmasks, gateway IP addresses and DNS addresses wi
assigned automatically by the server DHCP server.

7.2.2. Manual entry for computers not using DHCP service

As noted above, we strongly recommend that you perform all your client configuration using DHCP. It is even
possible to assign a static IP address through the Hostnames and addresses web panel of the server manager
will be distributed through your DHCP server.

However, if your computers do not support DHCP, you must manually enter the following information into your
TCP/IP properties:

Item Description What to enter
IP address Manually enter this information  You must assign a different, unique IP address to
(see paragraph below). computers not accepting DHCP (see note below).
i:gﬂiﬂ;%k (or Manually enter this number. The default subnet mask (or netmask) is "255.255.255.0".
Enter the IP address for the servelf you are running in server and gateway mode, your
ateway |P or, in the case of server—only modsgrver is your local network's gateway. Enter its IP
eglddresg enter the IP address for your address here: the default is "192.168.1.1". If you are

network's gateway (e.g. the firewallinning in server-only mode, enter the IP address for the
or network router). device interfacing with your external network.

Normally you would just add the IP address for your

server — the default used in the server console is
"192.168.1.1". If you have a firewall other than your

server that restricts internal queries to Internet DNS

servers, you may need to enter additional DNS servers

here.

It is critical that every computer on your network has a unique IP address and that you don't assign two comput
the same address. In enabling DHCP service in the server console, you designated a range of IP addresses for
DHCP assignment. You also allocated a block of IP addresses for manual assignment. If you accepted the defe
pre—configured into the server console, IP addresses 192.168.1.2 through 192.168.1.64 will have been set asid
for manual entry. To avoid duplication, use only those IP addresses when manually assigning IP addresses to
computers.

IP addresses of
yourdomain Manually enter this information.
name servers
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TCP/IP Properties Kl E3

Bindings |  Advanced |  Me®ins |
DNS Corfiguration | Gateway | WINS Configuration  IP Address

&n P address can be automatically assigned to this computer.
If your network does not automatically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

" Obtain an IP address automatically

—{* Specify an P address:

IP Address: 192.1686. 1 . 2

Subnet Mask: [ 255.255.255. 0]

oK Cancel

After configuring the TCP/IP parameters, you may need to reboot your desktop computer to implement the
configuration changes. (For example, most Windows systems need to be rebooted after the TCP/IP configuratic

has been changed.) Once the settings take effect, your computer will be connected to the server and to the
Internet.

7.2.3. MS Windows workgroup configuration

If you are using a Microsoft operating system, you must ensure that your workgroup is the same as the workgro
name of your server. (The default workgroup name is your domain name. In a subsequent chapter, we'll explair
how this can be changed using the web—-based server manager.) If you are using the default name, go to the

Control Panel, select "Network™" and then select "Identification". In the field for "Workgroup”, type your domain
name.

F Note
A word about domain names
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Once you've set up your server, there's typically a delay of one or more days before your ISP publishes yoi
domain address records (the domain name or names and the associated numerical IP address) so that the
information is accessible to other computers on the Internet. Until it does, incoming mail won't be able to
find you and computers elsewhere on the Internet won't be able to contact your server using your domain
name (for example, www.yourdomain.xxx). However, on your local network you should be able to connect
to your server using the short names of '‘www' (for web access) and 'mail' (for e-mail clients).

7.3. IMAP versus POP3 e—mall

There are two common standards for e-mail management, IMAP and POP3. Your server supports both protocc
You will need to select the protocol that is right for your organization.

POP3 is the earlier, better—known e—mail protocol. POP3 was designed to permit on—demand retrieval to a sinc
client machine. E-mail is stored on the mail server until you retrieve it, at which time it is transferred over the
network to your desktop machine and stored in your e-mail box there.

Benefits of POP3 Drawbacks of POP3

QOP3 was not originally intended to support users accessing and managing
Even when you are not connected,to. . .
heir e-mail from remote systems. Because your e-mail is stored on your
your network, you have access to . . :
. desktop, setting up remote access of your e—-mail when you are at a different
the e—mail stored on your desktop.
computer can be complex.
IMAP e—mail, in contrast, is designed to permit interactive access to multiple mailboxes from multiple client
machines. You manage your e—mail on the mail server over the network. You read your e-mail over the networ
from your desktop, but the e-mail is not stored on your desktop machine — rather, it is permanently stored and

managed on the server.

Benefits of IMAP Drawbacks of IMAP

You can access all of your new and stored e—mail from

any machine connected to a network. If you are not connected to a network, new and stored

- e—mail messages are not available to you.
Because all employee e—-mail is stored on the server,

backup of e—mail is easily accomplished.

7.4. Configuring Your E—mail Application
Each user's e—mail application requires information about that user's account, where to send outgoing e—mail a
pick up incoming e—mail. This information is usually entered in the "preferences" or "options" section. Most

e—mail applications require you to enter the following information:

User's e-mail address: The user's e-mail address is the user account as created in the server manager plus th
@domain name. Typically it will be in the form of username@yourdomain.xxx (e.g. afripp@tofu—dog.com).

E-mail server or outgoing e—mail SMTP server: This is the name of the e—-mail server from the server. Normally
you should just enter mail here. If you prefer, you should also be able to use the full domain name of
mail.yourdomain.xxx (e.g. mail.tofu—dog.com).

E-mail account name or user name: this is the name before the @ in the e—-mail address. For example, the
username for "afripp@tofu—dog.com™ is " afripp ".

If you choose POP3 e—mail service:

Enable POP3 protocol: Typically, to enable the POP3 protocol for incoming e—mail, you click on the POP3

47



checkbox or select POP3 from a pull-down menu in the section of your e-mail application dedicated to the
incoming e—mail server.

Disable IMAP protocol: To disable the IMAP protocol for outgoing mail (not all e-mail applications have IMAP
protocol) click the IMAP checkbox "off".

Delete read e—mail from server. We recommend you configure your e—-mail application so e-mail that has been
read is not left on the server. To do this, click off the checkbox marked "leave mail on server" or click on the
checkbox marked "delete mail from server".

If you select IMAP e—-mail:

Enable IMAP protocol: Typically, to enable the IMAP protocol for incoming e—mail (note that not all e-mail
applications offer IMAP support) you click on the IMAP checkbox or select IMAP from a pull down menu in the
section of your e—mail application dedicated to the incoming e—mail server.

Disable POP3 protocol: To disable the POP3 protocol for outgoing mail, click the POP3 checkbox "off".

The images below show you the sequence in Netscape. First you choose Preferences from the Edit menu and
on Mail Servers as shown in:

| Category
D Appearance Mail Servers
[ Mavigator
< Mail & Newsgroups — Incoming Mail Servers —
idenity ' mail (default)
Mail Servers
Newsgroups Servers
Addressing
Mgssanes To set server properties (such as checking for
Copies and Folders new messages automatically), select a server
Formatting and then click Edit.
Return Receipts
Disk Space Outgoing Mail Server
> Roaming User : 3 v
Outgoing mail (SMTP) server. imail
B Cotrcetar going (SMTP) imai
I’ eyarced Outgoing mail server user name:
Use Secure Socket Layer (SSL) or TLS for outgoing messages:
“ Never + IfPossible - Always
— Local mall directory
Directony: | ,omeve- smith/files/users/ftrod/nsmails Choose...l

OK I Cancell

If you have not configured a mail server yet, you will need to press the Add button and enter information about
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your server. Otherwise, you will select the default mail server listed and click on the the Edit button. This will
bring up a screen where you enter the user name and choose whether you are using IMAP or POP3:

General] IMAP] Advanced]

Server Name: !z

Server Type: IMAP

User Name: ig_ffrog

7 Remember password.

7 Check for mail every ’5 minutes.

-1 Automatically download any new messages.

oK I Cancel |

Netscape should now be ready to send and receive e-mail.

7.5. Configuring Your Web Browser

Most browsers are configured using a dialog box called "preferences”, "network preferences" or "options". Som
browsers need to be configured to access the Internet either directly or via a proxy server. When required, mos
desktop applications, your web browser included, should be configured as though they were directly accessing
Internet. Although the server uses a security feature known as IP masquerading, thereby creating an indirect
connection to the Internet, this is a transparent operation to most of your desktop applications. Hence, you shot
ensure that the "Direct connection to the Internet" check box is clicked "on" in your web browser.

Under certain circumstances, using a proxy server can improve the perceived performance of your network. Th
server includes HTTP, FTP and Gopher proxy servers. Normally, we recommend these be disabled in your
browser.

If you decided that you do want to use proxy servers [3], you will need to enter the IP address or domain name

the proxy server (i.e. your server) into the configuration screens of your web browser. The port number you will
need to enter to connect to the proxy server is 3128. This information is the same for HTTP, Gopher and FTP

proxying.

The image below shows how a proxy server would be configured in Netscape Navigator.
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www.e-smith.tofu~-dog.com

www e-smith tofu-dog.co

www.e-smith.tofu-dog.com

www.e~-smith.tofu~-dog.co

7.6. Configuring Your Company Directory

Your SME Server will automatically create a company directory and update it as you maintain your e—mail
accounts. The next chapter explains how to configure this service. Any client program that uses LDAP
(Lightweight Directory Access Protocol), such as the address book in Netscape Communicator, will be able to
access the directory. For example, with Netscape, look under the "Communicator" menu and choose "Address
Book". Then look under the File menu and select "New Directory". You will see a dialog box similar to the one
shown here.
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Catering Dept Directory

www.e-smith.tofu-dog.com

‘de=com

dc = to fudo g)

You will need to enter the following information:

* Enter the name you wish to give your company directory — any name will do.

» The LDAP server is the name of your web server, in the form www.yourdomain.xxx.

» The Server Root information can be found on the "Directory" screen in your server manager (more
information on this is available in the next chapter). The usual form, assuming your domain is
yourdomain.xxx, is dc=yourdomain,dc=xxx . (No spaces should be entered between the "dc="
statements.)

» The Port Number is always 389.

Once the address book has been created, Netscape can display a list of all e-mail accounts if you type an aste
into the search field and press "Enter".

[3] Note that laptop users should disable proxy servers when working away from their local area networks.
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Chapter 8. On—going Administration Using the server
manager

The server manager is a simple control panel that allows you to administer your network. Using the server
manager, you perform such tasks as adding or deleting e—-mail addresses, setting the system date and time, an
creating a starter web page. The server manager is accessed through a web browser by visiting the URL
http://www.yourdomain.xxx/server—-manager or more simply http://www/server—-manager . The staff at The Pagze
Vegan would access the server manager using the URL http://www.tofu—dog.com/server—-manager . We
recommend you bookmark this address so that you can return to it whenever you wish to access the server
manager.

Note

¥ For security reasons, you are only able to access the server manager through a web browser on the local
network . Remote access is only possible using remote access tools such as ssh and PPTP.

Q ) SME S@rver | - cortsts org communty supported reesse

admin@sme601.rstrat.com ?

Collaboration

Users Welcome to the server manager

Groups

Quotas To perform a system administration function, dick one of the links in the menu on the left of your
screen,

Pseudonyms
Information bays

Administration
Backup or restore
Create reinstallation disk
View log files
Mail log fila analysis
Reboot or shutdown

Security
Ramotae access
Local networks
Port forwarding

Miscellaneous
Support and licenszing

Create starter web site

Configuration
Date and time
Workgroup
Directory
Printers
Hostnames and addrasses
Domains
E-mail
Review configuration

When you arrive at the correct URL, you'll be asked to enter your user name (which is always "admin”) and the
password you created during the installation process. Enter that information and click "OK" to be taken to the
server manager. It will look like the screen shown above.

In the next five chapters, we'll explain each of the administrative functions in the order in which they appear in tl

frame running down the left side of the screen. The links are grouped together under four headings: Collaborati
Administration, Security, Miscellaneous and Configuration.
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Note

As even one further layer of security, you can also connect to the server manager using the secure HTTPS

¥ protocol . This establishes an encrypted channel of communication between your browser and the server,
even on your local network. To connect to the server manager in this manner, use a URL prefix of "https" a
in the example: https://www.yourdomain.xxx/server—-manager .
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Chapter 9. Collaboration

Table of Contents

9.1.Users

9.1.1.Disabling User Accounts
9.1.2.Changing User Passwords
9.2.Groups
9.3.Quotas
9.4 Pseudonyms
9.5.Information Bays

9.1. Users

User accounts should be set up for each person in your organization. A user account includes separate,
password—protected e—-mail and file storage areas.

If this is the first time you are setting up user accounts for your organization, you will need to establish what you
naming convention will be. Let's assume you've decided that the account name should consist of first initial and
last name. So, if you have an employee nhamed Fred Frog, Fred's user account would be "ffrog". Assuming youl
domain name is tofu—dog.com, Fred's e—mail address would be "ffrog@tofu—dog.com". Fred's file directory on
the server would also be named "ffrog". There are some basic rules built into the server as to what constitutes &
valid account name. The account name must contain only lower—case letters and numbers and should start witl
lower—case letter (not a number).

User account names are limited to twelve characters to maintain consistency with various versions of Windows.

Longer names can be created for e-mail through the Pseudonyms panel. For your information, pseudonyms of
"firstname.lastname" and "firstname_lastname" are automatically created for each account.
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Q) SME Server | - contis.ors communty supported reease

admin@sme601.rstrat.com ?
Collaboration i
Users Create, modify, or remove user accounts
Groups
Quotas Add user account
P ] '
’eUd°n?m You can modify, lock or remove any account or reset the account's password by clicking on the
Information bays corresponding command next to the account,
Administration If the account i1s marked as locked, that means that the user's password needs to be reset. Please
Backup or restore note that newly created accounts are automatically locked until the password is changed.
Create reinstallation disk
View log files Account User name Action
Mail log file analysis admin  Local Administrator Modify Reset password

Reboot or shutdown

Security
Raemota access

Local networks =4t -t oo code are comuriahted by comtrik
Port forwarding RedHat, Mitel, & ar the

Miscellaneous
Support and licenszing
Create starter web site

Configuration
Date and time
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In the "User Accounts” section of the server manager, you will see a list of your current accounts. If you haven't
already created any accounts, select "Click here" and fill in the requested information — the account name (the
part of the e—mail address that comes before "@"), the person’'s name, address, department, company and phc
number. As a convenience, the defaults that you entered in the "Directory" section of the server manager appe:
each time you create a new account. You can, if necessary, modify the information for each user as you create
account.

From the list of user accounts, you can easily modify or remove a user account (by clicking on "modify" or
"remove" next to the user name) or set the user's password. User accounts are locked out and cannot be used
you set the initial password for each account . As a reminder of this, user accounts appear in red until the
password is changed. (In the example shown here, the administrator has not yet changed the password for use
"Sally Salmon").

Note

If you want someone to have an e-mail address at your company, but want the messages forwarded to
- another external e-mail address, you can create the user account but set the e—mail delivery option in the
~ user account to Forward to address below and enter the external address. If you leave the user account
locked out, the user will not be able to access services on your server, but the e-mail will be delivered to tf
external e-mail address.

9.1.1. Disabling User Accounts
There may be times when you do not wish to delete a user account but instead merely want to disable it. For

instance, when an employee leaves the company, you may want to immediately remove their access to the ser
but still keep their files or e-mail address active until the information can be examined. To disable any user
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account on your server, just click on the Lock Account link on the User Accounts web panel. As soon as you cli
the link, the account will be locked out. The user will no longer be able to retrieve e-mail or connect to any files
or other resources on the server.

When an account is disabled, e—mail will still be received for that user name, but the user will be unable to
retrieve the e—mail. As noted above, if a user account is set to forward e—mail to an external e—mail address, th
e—mail will be forwarded to that external address. To prevent this, you will need to modify the properties for that
user account.

To re—enable the user account, you need to reset the password using the link on the User Accounts web panel.

9.1.2. Changing User Passwords

Once they have an active account, your users can set their own passwords by accessing the user—password U
They do this through their web browsers by visiting the URL www.yourdomain.xxx/user—password (where
"www.yourdomain.xxx" is the web server name you entered into the server console). The staff at The Pagan
Vegan would visit the URL www.tofu—dog.com/user—password .

To make the change, a user would enter his or her account name (the characters before "@"), the old passwort
and the new password (to ensure accuracy, the screen asks for the new password twice). Note that changing tt
password for a user in the server manager overrides any previous password entered by your user. Therefore, w
a user forgets his password, simply reset it in the server manager.

Note
ol There is no way for the administrator to recover a forgotten password for a user. All they can do is s
a new password for the user.
9.2. Groups

This screen allows you to create, remove or change user groups, which are simply lists of people with a shared
interest — for example, they work in the same department or are collaborating on a project. The user group
function serves two purposes in the SME Server: it permits e-mail to be sent conveniently to a group of users,
it allows the system administrator to associate groups of users with a single information bay (i—bay).
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Information bays Current list of User Groups

Administration
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Creating a new group is a simple three—step process. You enter the group name (as with account names, these
should begin with a lower—case letter and consist only of lower—case letters and numbers), followed by a brief
description. Finally, check the boxes next to the names of the users who should be associated with that group.

Warning

. When you create a group, you are required to assign at least one user to that group. If you fail to do so, the
group will not be created and you will receive an error message.

After you add (or remove) a user account from a group, the user must log out and log back in for those changes
take effect. Until the user does so, he or she will still have their old group membership information. For instance
say that you create a new group "sales" and assign user "ffrog" (Fred Frog) to that group. You then create a ne'
i—bay called "salesinfo" that only the "sales" group can access. Fred Frog is still logged into a Windows PC and
now tries to connect to the new i-bay through Windows Explorer. He will receive a permission—denied error. He
must log out of windows (he does not need to shut down or reboot, just log out) and login again. Now he shoulc
be able to go through Windows Explorer and access the "salesinfo" i-bay without any problem.

9.3. Quotas

By default, there is no size limit on the files a user may store on the server or the amount of e-mail he or she m
receive. However, if you wish to limit the disk space a particular user account can use, you may do so on the "
Quotas " panel in the server manager. As shown in the image below, you will see a list of user accounts, the ac
disk space they are using and the quotas, if any, set for that user account.
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Administration
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View log files
Mail log fila analysis
Reboot or shutdown
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Remota access
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Create, modify, or remove user account quotas
You can set filesystem quotas for users on your system by clicking the "Modify" button next to the
user you wish to update.

If the user exceeds the "Limit with grace period®, warnings will be generated. If this limit is exceeded
for longer than a week or if the “Absolute limt" i1s reached, the user will be unable to store any more
files or receive any more e-mail.

A setting of "0 for erther limit disables that limit for the corresponding user.

The disk space for each user includes the user's home directory, e-mail, and any files owned by the
user in information bays.

Current Quota Usage and Settings

Limit with Absolute Current
Account Username grace period (MB) limit (MB) usage (MB) Action

Port forwarding
jquser John User 0,00 0.00 0.05 Madify

Miscellaneous
Support and licensing
Create starter web site

ode are copyrighted
RedHat, Mitel, and under the GPL and GNU lic

Configuration
Date and time

Workgroup

Directory

Printers

Hostnames and addrasses
Domains

E-mail

Review configuration

Warning
. Note that the quotas apply to all files that a user stores on the server. This includes not just their home
directory, but also all files that they may put into any of the i-bays.
There are two quotas that can be applied to each user account:

* Limit with grace period — when a user's disk usage exceeds this limit, an e-mail warning message will b
sent to the user account each night until the disk usage is brought back under the limit.

* Absolute limit — when a user's disk usage hits this limit, the user will no longer be able to save files to th
server or receive e—mail.

Note that if the user account exceeds the "Limit with grace period" for seven consecutive days, the account will
treated as if it exceeded the absolute limit and will no longer be able to save files or receive e-mail.

Important

!. E-mail for the user account is not lost! It is held in the delivery queue and will be delivered to the user whe
~ their disk usage drops back below their absolute limit (or the "limit with grace period" if they were locked
out due to seven days above that limit).
By selecting " Modify " you are able to set a quota (in Megabytes) for a particular user account. Note that you d«
not have to set both limits for a user account and can choose to set only one of the limits.

If you set a limit and later wish to disable the quota for a given user account, all you need to do is set the limit tc
IIOII'
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9.4. Pseudonyms

Any user who has an account on your SME Server will be able to receive e-mail sent to that user ID. For
instance, if you have a user named Fred Frog with the user account "ffrog", his primary e—mail address will be
"ffrog@mycompany.xxx".

Likewise, when you create a group account, that group account name functions as an e—mail alias, so that
messages addressed to the group ID will be sent to all members of the group. If, for example, you create a grot
called "sales", messages to "sales@mycompany.xxx" will be distributed automatically to all members of that
group. As you add and remove members to the group, your server automatically updates the e-mail alias.

In addition to user and group accounts, however, your server also automatically creates several pseudonyms . |
instance, for each user account, the server creates two separate pseudonyms using the first and last names of
user. These two pseudonyms are in the form of "firstname.lastname" and "firstname_lastname". Hence, when y
create the user account "ffrog" for a user with the name Fred Frog, he will also be able to receive e—mail sent tc
"fred.frog@mycompany.xxx" and "fred_frog@mycompany.xxx".

Additionally, your server creates a special pseudonym called "everyone" that includes all user accounts on the
system. Two other pseudonyms, "postmaster” and "mailer—-daemon" are created pointing to the "admin" user.

If you wish to modify or remove any of these pseudonyms, or create new ones, you can use the web panel four
under the "Collaboration" section, as shown below.

Note

) The special pseudonyms of "everyone", "postmaster" and "mailer—daemon” will only be visible after you
have either added a user account to the system or have added a custom pseudonym. Until that time, these
three pseudonyms are there, but will not be visible on the Pseudonyms web panel.
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As noted on the screen below, there are some restrictions on the text content of the names. Pseudonyms can b
linked to existing user or group accounts. In the example shown, a pseudonym for webmaster is being set to pc

to ffrog.

Create, modify, or remove pseudonyms

The server automatically creates an e-mail alias for each group. If you want to define an e-mail alias
for a list of users, simply create a group and the list will automatically be maintained by the server,

Pseudonyms allow you to create other names for existing users or groups. For example, you may
wish to create a pseudonym “webmaster” for your “webdevelopers® group or a pseudonym “joe” for
the user "joseph".

The server automatically creates pseudonyms of the form firstname lastname and
firstname_lastname for every user on the system and a pseudonym "everyone” which contains all
users on the system.

You can modify or remove a pseudonym by clicking on the corresponding command next to the
pseudonym.

Add pseudonym |

Current List of Pseudonyms

Pseudonym  User or group Action

everyone Everyone

mailer-daemon Administrator

postmaster Administrator

anonymous Administrator Modify Ramova

john,user jquser Modify Ramove

john_user jquser Modify Remove
SME Server 6,0,1-01,
Portions of the underlying code are copyrighted by contribs.org
RedHat, Mitel, and under the GPL and GNU licenszes
All rights are reserved by their respective ovners

Create, remove or modify pseudonyms

Create a pseudonym

The pseudonym should contan anly lower-case letters, numbers, period, hyphen and underscore and should start with a lower-case |etter or number, For
axample *sales®, “john.holland®, "123* and *email-adminstrator are 3l valid pseudonyms, but “John Smith* and “Henry Miller* are not,

Psaudonym name

Selact account or group

Febm‘ev

9.5. Information Bays

The i-bay (information bay) feature of the SME Server is a simple, very flexible and powerful way for you to
share information with others. It is a rich enough feature that we've devoted an entire upcoming chapter to
discussing i-bays.
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Chapter 10. Administration

Table of Contents

10.1.Backup or restore
10.1.1.Backup to desktop
10.1.2.Restore from desktop
10.1.3.Verify desktop backup file

10.1.4.Configure tape backup
10.1.5.Restore from tape

10.2.Create reinstallation disk

10.3.View log files

10.4.Mail log file analysis
10.5.Reboot or shutdown

10.1. Backup or restore

You can easily back up the contents of your SME Server using one of two methods. Both are controlled througk

the web panel shown below.

° 1 SME Server | a contribs.org community supported release

Collaboration
Users Backup or restore server data
Sroves The server provides two ways to back up and restore your server: using your local desktop or a tape
Quotas drive.
Preudonyms

Information bays

Administration

Backup or restore

Create reinstallation disk
View log files

Mail log fila analysis
Reboot or shutdown

Security

Raemote access
Local networks
Port forwarding

Miscellaneous

Support and licenszing
Create starter web site

Configuration

Date and time
Workgroup
Directory
Printers

Hostnames and addrasses

Domains
E-mail
Review configuration

The first method creates a copy of your server configuration and user data files, and downloads it to
your local desktop via your web browser, Currently your configuration and data files total
approximately 1Mb, The backup file will be somewhat less than this, depending on how compressible
the data are. The "Verify desktop backup file" option can be used to check the integrity of a desktop
backup file,

The tape backup method uses a software package called flexbackup to back up your entire hard disk
to tape every night. This requires a supported tape drive and a tape that is not write-protected, The
backup is performed automatically at the selected time every night (with a reminder automatically e-
mailed to the administrator during the day). Currently your hard disk contains 616Mb of data,

Both restore methods allow you to restore your configuration and user data files. Ideally, the
restore should be performed on a freshly installed server,

Backup configuration and status
Tape backups are disabled
Select an action |Backup to deskiop ~|

Perform

> 6.0,1-01,
Portions of the undarlying code are copyrighted

RedHat, Mitel, and under the GP

SME Server

All rights are reserved by thair respective ovnars

You have four actions you can perform, each of which is described in the following sections.
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10.1.1. Backup to desktop

The first type of backup allows you to save a snapshot of your server configuration onto your desktop computer
This will save all user accounts, user directories, i—bay contents and web content, as well as the configuration
parameters entered using the server console and the server manager. The web panel shows you the size of the
backup file so that you can verify whether sufficient space exists on your desktop machine.

When you choose Backup to desktop, a browser window will appear that will allow you to name the file and
select the location on your desktop where the file will be saved.

10.1.2. Restore from desktop

If you ever need to restore the original configuration and files to your server, simply select Restore from desktoy
and a browser window will prompt you to select the backup file from your desktop. Restoration of the informatio
is automatic.

Warning

. Ideally you should use Restore from desktop on a freshly installed server. Therefore, if you are
planning to do a restore, you should first re—install the SME Server software and then perform the
"Restore from desktop" command.

10.1.3. Verify desktop backup file

This option allows you to verify that the backup to disk was completed successfully. In rare cases we have foun
that users ran out of disk space on their client PC while doing the backup to desktop. This options allows you to
verify whether or not the backup did in fact complete successfully.

10.1.4. Configure tape backup

The second type of backup involves configuring your system to perform a daily full system backup to a tape dri
using a software package called flexbackup . If you wish to activate this option, check the box next to Enable
Tape Backup and then specify the time at which you wish the backup to occur and the time at which reminder
notices should be sent.

Enable/Disable Nightly Tape Backup

Select whether you wish to enable nightly backups. Then indicate the desired times for the backup and the load tape reminder

The tape backup requires a supported tape driva. A warning message will be sent to the administrator at the designated reminder
time if the tape drive is empty

Enable tape backup I

Tape backup time of day (hour/min) 2 |D[] AM/PM IAL' vl
Load tape reminder time of day (hour/min) |2 |00 AM/PM IF‘P-’ 'I

Update Configuration I

Important
! Be aware that you must use a supported tape drive and that a tape must be inserted in the drive for the
backup to work.

Note
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Reminder e-mail messages for tape backups are automatically sent to the e-mail address that is configure
to receive administrative notices. This is normally the user admin, but you can change this by going to the
Other e—mail settings screen in the server manager.

10.1.5. Restore from tape

If you are performing regular backups, you can also restore user data and configuration settings by using the
Restore from tape option. After you press the Perform button, the system will read the files from tape and
overwrite any currently existing files. You must reboot your system after the restore for the changes to take effe
Note that in order to restore data from tape, you must have first checked off Enable Tape Backup and schedule
nightly backups. If you have not done this, you will not be able to restore from tape using the server manager.

Warning

. Note that this restore procedure only restores user data and configuration information. It does not restore
system files. If you experienced a serious system crash, you should first re—install the SME Server softwar:
and then perform a restore from tape.

10.2. Create reinstallation disk

Using this section of the server manager, you can create a reinstallation diskette which will aid in the recovery

process in the unlikely event that you encounter a system failure and are required to reinstall the software. The
reinstallation diskette will record system and network configuration data for your current system so that you will
not need to re—enter that information when you reinstall.

Warning

. Each time you alter your system configuration, you MUST make a new reinstallation disk (or overwrite youl
old one). Otherwise, your existing reinstallation disk will not contain your updated configuration data -
which means that after reinstalling the software, you will not automatically see your most recent data.

Note

& Be aware that when you are performing this task, the diskette must be in the server diskette drive,
NOT the diskette drive of your local desktop computer.
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Quotas This option will create a reinstallation boot diskette for your server. This provides automatic
Pseudonyms configuration of the system and networking parameters to simplify recovery of the complete system

e T from a previous backup.

Please note that you must boot from this diskette, even if you originally installed by booting directly

Administration from CDROM, When the reinstallation is complete, you will be asked to reboot and remove the floppy
Backup or restore and CDROM,

[ Create reinstallstion disk | pgar ghe reboot, you will be prompted to set the new administrator password, and can quickly run
View log files through the configuration screens to verify all settings by choosing the “keep" option. You can then
Mail log fila analysis restore a previous backup from the "Backup or restore” panel of this server manager,

Reboot or shutdown To create a reinstallation diskette, make sure that a blank, write enabled diskette has been inserted

Security into the diskette drive of the server (not your desktop machine), then click "Create”,

Ramote access This operation takes several minutes to complete.
Local networks
Port forwarding

Miscellaneous Create II

Support and licenzing

Create starter web site
SME Server 6,0,1-01,
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Note that this reinstallation disk serves a different purpose than the "emergency boot disk" you created as part «
the original software installation process. The emergency boot disk allows you to boot your server if you are
unable to boot from the hard disk for some reason. For instance, this could occur due to a hardware error or

through a mis—configuration of the LILO boot loader during an advanced customization procedure. The
emergency boot diskette does not change your software or make any other adjustments to your system.

The reinstallation disk, on the other hand, will boot your system directly into the software installation process an
will completely reinstall the SME Server software. It will, however, save you the steps of entering all the networl
configuration data and allow you to simply move through the configuration screens using the "Keep" option.

10.3. View log files

This panel allows you to view the system log files on you server. As shown in the image below, you select the I
file that you want to view and press the "View Log File" button. Without any filter options, you will see the entire

log file.
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Users View log files
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Quotas This panel allows you to view or download the log files generated by the services running on your
Pseudonyms server.

Information bays

Administration

Backup or restore
Create reinstallation disk
View log files

Mail log fila analysis
Reboot or shutdown

Security

Ramote access

Choose a log file to view Imessages LI

You may optionally specify a filter pattern to display only the lines from the log file which match this
pattern. If you leave this field blank, all available lines of the log file will be displayed. Note that this
option is not used if you download the logfile,

Filter Pattern {(optional) I

You may also optionally specify a highlight pattern to mark in bold any lines from the log file which
match the highlight pattern. The highlight pattern is applied to any lines which have already matched
the filter pattern. Note that this option is not used if you download the logfile,

Local networks
Port forwarding

Highlight Pattern (optional) I

Miscellaneous

. You must choose between viewing the logfile in your browser, or downloading the logfile to your
Support and licenzing

computer, If the logfile is particularly large, you may wish to download it instead of attempting to
open it in your browser, as this is a problem for some web browsers.

Operation IView log file 'I

Please note that it may take quite some time to generate these reports.

Create starter web site

Configuration
Date and time
Workgroup
Directory
Printers
Hostnames and addrasses

™

Domains

E-mail

Review configuration SME Server 6,0,1-01,
Portions of the underlying cs
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You will probably find the log file of most interest to be messages where most of the system services write log

messages. If you enter any text in the " Filter Pattern " box, only lines of the log file containing that text will be

displayed. If you enter any text in the " Highlight Pattern " box, that text will be shown in bold. Both options can
be used together. Be aware that the filter is case—sensitive.

As an example, if you were interested in messages relating to DHCP, you could examine the log file messages
with a filter pattern of DHCP. This will show you all DHCP-related messages. If you further add a highlight
pattern of DHCPACK, the messages relating to DHCP acknowledgements will appear in bold.

10.4. Mall log file analysis

If you are using your SME Server to send and receive e—mail, there are now a number of reports available that
can help you analyze your system's performance. While the default setting provides basic statistics, if you pop
the menu, you will see a range of other options. If you suspect that there is a problem with the delivery of your
e—mail, you can use these reports to see how your system is operating. The information can also help you decit
how best to optimize your system.
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10.5. Reboot or shutdown

If you need to shut down or reboot your server, using this screen will ensure that the shutdown sequence occur
gracefully, preserving all configuration and information on your server. There is a similar function in the server
console as well. Note that this screen initiates the shutdown or reboot immediately after you click the "Perform"
button.
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Shutdown or reboot

You can reboot or shut down your server from this screen. You must perform a shutdown before
switching the power off. Both of these funchions take several minutes to complete. When you click
perform the operation will be intiated immediately, so be ready!

Select Shutdown or Reboot IShutdown a

SME Sarver 6.0,1-01,

Portions of the underlying code are copyrighted by contribs,org,
RadHat, Mitel, and under the GPL and GNU licensas.

All rights are reserved by their respective ovners.

67



Chapter 11. Security

Table of Contents

11.1.Remote access
11.1.1.ssh
11.1.2.PPTP
11.1.3.FTP
11.1.4.telnet

11.2.Local networks

11.3.Port forwarding

11.1. Remote Access

If you're an advanced user, the SME Server provides several different ways to access the underlying operating
system, either from a computer on your internal network or from a computer outside your site on the Internet.
Additionally, you have the ability to access your computer network securely from a remote computer. All of thes
operations are configured from the screen shown below in the server manager.
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Collaboration i =
Users Change remote access settings
Groups
Quotas
Preudonyms
Information bays

PPTP Settings
You can allow PPTP access to your server. You should leave this feature disabled by setting the value

Administration to the number 0 unless you require PPTP access.
Backup or restore
Create reinstallation disk Number of PPTP clients |[]

View log files
Mail log fila analysis
Reboot or shutdown

Remote Management

Security 000000 .

[ Ramota access | It is possible to allow hosts on remote networks to access the server manager by entering those
networks here. Use a subnet mask of 255,255.255.255 to limit the access to the specfied host, Any

Local network 2 i . .
cal netwarks hosts within the specified range will be able to access the server manager using HTTPS,

Port forwarding

Miscellaneous Network Subnetmask Number of hosts R
Support and licenszing
Create starter web site

0.0.0.0 0.0.0.0 4294967296 r

Configuration .
g - To add a new remote management network, enter the details below,
Date and time

Workgroup Network |
Directory
Printers Subnet mask |

Hostnames and addrasses
Domains

E-mail

Review configuration

Secure Shell Settings

You can control Secure Shell access to your server. The public setting should only be enabled by
expenenced administrators for remote problem diagnosis and resolution, We recommend leaving this
parameter set to "No Accass” unless you have a specific reason to do otherwise. -

4 | w[]

Each of these remote access methods is described below.
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11.1.1. ssh

If you need to connect directly to your server and login from a remote system belonging to you, we strongly
encourage you to use ssh instead of telnet. In addition to UNIX and Linux systems, ssh client software is now a
available for Windows and Macintosh systems. (See the section below.)

If you do not have any reason to allow remote access, we suggest you set this to No access.

ssh (secure shell)

ssh (secure shell) provides a secure, encrypted way to login to a remote machine across a network or to copy f
from a local machine to a server. Many people do not realize that many programs such as telnet and ftp transm
your password in plain, unencrypted text across your network or the Internet. ssh and its companion program s
provide a secure way to login or copy files. The ssh protocol was originally invented by SSH Communications
Security which sells commercial ssh servers, clients, and other related products. The protocol itself has two
versions — SSH1 and SSH2 - both of which are supported by most clients and servers today. For more
information about SSH Communications Security and its commercial products, visit http://www.ssh.com/.

OpenSSH, included with the SME Server, is a free version of the ssh tools and protocol. The server provides th
ssh client programs as well as an ssh server daemon and supports both the SSH1 and SSH2 protocols. For mc
information about OpenSSH, visit http://www.openssh.com/.

Once ssh is enabled, you should be able to connect to your server simply by launching the ssh client on your
remote system and ensuring that it is pointed to the external domain name or IP address for your server. In the
default configuration, you should next be prompted for your user name. After you enter admin and your
administrative password, you will be in the server console. From here you can change the server configuration,
access the server manager through a text browser or perform other server console tasks.

If you do enable ssh access, you have two additional configuration options:

« Allow administrative command line access over ssh — This allows someone to connect to your server an
login as "root" with the administrative password. The user would then have full access to the underlying
operating system. This can be useful if someone is providing remote support for your system, but in mos
cases we recommend setting this to No .

« Allow ssh using standard passwords — If you choose Yes (the default), users will be able to connect to tt
server using a standard user name and password. This may be a concern from a security point of view,
that someone wishing to break into your system could connect to your ssh server and repeatedly enter
user names and passwords in an attempt to find a valid combination. A more secure way to allow ssh
access is called RSA Authentication and involves the copying of an ssh key from the client to the server
This method is supported by your server, but is beyond the scope of this user guide and will eventually |
covered by additional documentation on the contribs.org web site.

Note

By default, only two user names can be used to login remotely to the server: admin (to access the

@ server console) and root (to use the Linux shell). Regular users are not permitted to login to the serve
itself. If you give another user the ability to login remotely to the server, you will need to access the
underlying Linux operating system and manually change the user's shell in /etc/passwd.

11.1.1.1. ssh clients for Windows and Macintosh systems

A number of different free software programs provide ssh clients for use in a Windows or Macintosh
environment. Several are extensions of existing telnet programs that include ssh functionality. Two different list:

of known clients can be found online_at http://www.openssh.com/windows.html and http://www.freessh.org/.
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A commercial ssh client is available from SSH Communications Security at:
http://www.ssh.com/products/ssh/download.html. Note that the client is free for evaluation, academic and certai
non—-commercial uses.

11.1.2. PPTP

The Point-to—Point Tunnelling Protocol (PPTP) is used to create client-to—server Virtual Private Networks
(VPNs) and was developed by the PPTP Forum, an industry group which included Microsoft and several other
companies. A VPN is a private network of computers that uses the public Internet to connect some nodes. PPT
allows users to connect to their corporate networks across the Internet.

Microsoft's PPTP implementation is widely used in the Windows world to provide remote access across the
Internet. If you have a remote Windows system (for instance, a laptop or a home computer) that has access to
Internet, you can also access the information stored on your server.

If you wish to enable VPN access, you must decide how many individual PPTP clients you will allow to connect
to your server simultaneously, and enter that number here. The simplest method is to enter the total number of
remote PPTP clients in your organization. Alternatively, if you have a slow connection to the Internet and do nof
want all of those PPTP clients to connect at the same time, you can enter a lower number here. For instance, if
you have five users who from time to time use PPTP to connect remotely, entering 5 here would allow all of the
to connect at any time. Entering 2 would only allow two users to connect at any given time. If a third user tried t
connect, he or she would receive an error message and would not be able to connect until one of the other use
disconnected. If, on the other hand, you entered 0, no PPTP connections would be allowed.

After you enter a number and press Save, the server should be ready to accept PPTP connections.

To connect using PPTP, the protocol must be installed on each remote Windows client. Typically, this is done
through the Network Control Panel (you may need to have your original Windows installation CD available).
After it is installed (a reboot of your Windows system may be needed), you can create new connections througt
the Dial-Up Networking panel by entering the external IP address of the server you wish to connect to. Once
you're finished, you should be able to initiate a PPTP connection by double—clicking the appropriate icon in the
Dial-Up Networking window. When you then open up your Network Neighborhood window, you should see
your server workgroup listed there.

Note

Your connection to the Internet needs to be established first before you initiate the PPTP connection. This

¥ ' may involve double—clicking one Dial-Up Networking icon to start your Internet connection, then
double—clicking a second icon to start the PPTP connection. To shut down, disconnect your PPTP
connection first, then disconnect from your ISP.

Warning

To protect your network, the SME Server enforces the use of 128-bit encryption for PPTP connections,
rather than the 40-bit encryption provided in earlier versions of Microsoft's PPTP software. If you are
unable to establish a PPTP connection to your server, you should visit http://windowsupdate.microsoft.com
. and download the appropriate update. Due to the dynamic nature of Microsoft's web site, the page may
appear differently depending upon the version of Windows you are using. In most cases, you will want to
look or search for Virtual Private Networking or a Dial Up Networking 128-bit encryption update . You
may need to install the 40-bit encryption update first, and then install the 128-bit encryption update. Note
that with Microsoft's ActiveUpdate process, if you are not presented with the choice for this update, it is
most likely already installed in your system.
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11.1.3. FTP

Another way to upload or download files to and from yourserver is to enable a protocol called FTP, or "file
transfer protocol”. This screen enables you to set your policy for FTP. Note that allowing liberal FTP access to
your server does reduce your security. You have two options that you can set here.

FTP user account access: Private FTP access allows only people on your internal network to write files to your
server. Public FTP access allows users both inside and outside your local network to read or write files on your
server, provided they have an account and password. If, for example, you want to be able to update your web s
from home using FTP, you would choose the "Public" setting. We strongly recommend you leave this as Private
unless you have a specific reason to do so.

FTP access limits: This allows you to set an overall site—wide policy for FTP access. The setting you choose he
will override all other FTP settings on your server . For example, if you choose "Disable public FTP access" her
and then later configure an i—bay to allow public FTP access from the Internet, such access will be forbidden.
Note that one of the choices here allows you to completely disable any use of FTP.

11.1.4. telnet

telnet has traditionally been one of the tools used to login remotely to other systems across a network or the
Internet. Telnet can be useful in that it allows you to login remotely and diagnose problems or configure settings
However, when you use telnet, all user names and passwords are transmitted without any kind of encryption,
dramatically reducing the security of your server. For that reason, we strongly recommend the use of ssh as
described above.

Note

¥ Because ssh usage has increased to an acceptable level, telnet access control has been removed from thi
Server Manager panel.

11.2. Local networks

Your SME Server provides services to machines on the local network and it gives machines on that network
special privileges and access. For example, only machines connected to the local network can access the malil
server on your server to send mail. When you configured your server, you provided it with sufficient information
to deduce its own local network. Machines on the network are automatically identified by the server as being
eligible for these privileges and access.

If your company only has one network that is being serviced by the server, you do not need to add any
information here.

Some advanced users may wish to extend privileges to more than one network of computers. If you would like

your server to identify one or more additional networks for those privileges, you will be asked to enter those
network IDs and the subnet mask for each network here.
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Collaboration
Users Local networks

Groups

Quotas Add network I

p’“dm'_'"" For security reasons, several services on your server are available only to your local network.
Information bays However you can grant these local access privileges to additional networks by listing them below,
— - Most installations should leave this list empty.
Administration

Backup or restore
Create reinstallation disk Network Subnet mask Number of hosts Router Action

View log files 192.168.253.0 255.255.255.0 256 192.168.4.2 Ramove
Mail log fila analysis 192.168.254.0 255.255.255.0 256 192.168.4.10 Remoye
Reboot or shutdown 192.168.4.0  255.255.255.0 256

Security
Remote access

[ Local networks ]
Port forwarding

SME Server 6.0,1-01,
Portions of the underlying code are copyrighted by contribs,org
RadHat, Mitel, and undar the GPL and GNU licansas

All rights are reserved by their rezpective ovners

Miscellaneous
Support and licensing
Create starter web site

Configuration
Date and time
Workgroup
Directory
Printers
Hostnames and addrasses
Domains
E-mail
Review configuration

Note

Depending on the architecture of your network infrastructure, the instructions for configuring the
client machines on that additional network may be different than the instructions outlined in the
chapter in this user guide. If you have questions regarding adding another network, you may wish to
contact Contribs.org and visit the forums.

11.3. Port forwarding

Your SME Server provides the ability to forward its ports to other machines.
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Collaboration . .
Users Configure Port Forwarding
Groups
Quotas You can use this panel to modify your firewall rules so as to open a specific port on this server and
Pseudonyms forward it to another port on another host, Doing so will permit incoming traffic to directly access a

e private host on your LAN.

o . WARNING: Misuse of this feature can senously compromise the secunty of your network. Do not use
Administration this feature lightly, or without fully understanding the implications of your actions.
Backup or restore
Create reinstallation disk
View log files
Mail log fila analysis Below you will find a table summanizing the current port-forwarding rules installed on this server.
Click on the "Remove" link to remove the corresponding rule,
Reboot or shutdown

Create port-forwarding rule |

Security Protocol Source Port(s) Destination Host IP Address Destination Port(s) Action

Remote access TCP 3389 192.168.4.201 3389 Ramovys
Local networks

| Port forwarding |

Miscellaneous SME S -
X SME Server 6.0,1-01,
Support and licenzing Portions of the underlying code are copyrighted by contribs,org
Create starter web site RedHat, Mitel, and under the GPL and GNU licenzes

All rights are reserved by their respective ovners

Configuration

Date and time

Workgroup

Directory

Printers

Hostnames and addrasses

Domains

E-mail

Review configuration

You can use the panel shown above to modify your firewall rules so as to open a specific port (or range of ports
on this server and forward it to another port on another host. Doing so will permit incoming traffic to directly
access a private host on your LAN.

Warning

. Misuse of this feature can seriously compromise the security of your network. Do not use this feature lightly
or without fully understanding the implications of your actions.
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Chapter 12 Miscellaneous

Table of Contents

12.1.0nline_ manual
12.2.Create Starter Web Site
12.3.0ther Administration Notes

12.1. Online manual

This link will take you directly from the server manager to the online Doumentation Page available at
http://contribs.org/modules/phpwiki/. Note that you must be connected to the Internet to read the online user
guide.

12.2. Create Starter Web Site

If you already have a customized web site, you should not use this section, since it will overwrite your index.htrr
file.

If you do not have a customized web site and wish to create your starter home page, simply fill out the appropri
fields. This will create a basic home page that you can visit by entering your domain name for your site,
http://lwww.yourdomain.xxx, in your web browser. Note that, as previously explained, there is typically a delay o
one or more days before your ISP publishes your domain address records. On your local network, you can use
"http://www/" to view your starter web site.
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0 . SME Server | 2 contribs.org community supported release

Collaboration
Users
Groups
Quotas
Pseudonyms
Information bays

Administration
Backup or restore
Create reinstallation disk
View log files
Mail log fila analysis
Reboot or shutdown

Security
Ramote access
Local networks
Port forwarding

Miscellaneous
Support and licenzing

[ Create starter web site

Configuration
Date and time
Workgroup
Directory
Printers
Hostnames and addrasses
Domains
E-mail
Review configuration

-

Create a starter website

To create a simple web page for your company, fill in the fields below and dick on Create.
You can leave any field blank if you do not need it.

The text that you enter below will be line wrapped for a nicer appearance in your web page. Leave a
blank line whenever you want to start a3 new paragraph. If you need to force a line break without
starting a new paragraph (for example after each line of a mailing address), then type the four-
character sequence

<BR>

where you would like each line break.

Do not use this option if you have already customized your web site, since it will overwrite the
"index.htm” file in your web site directory.

Company name I

First header, typically used for short phrases such as "Leader in the field of textile manufacturing”

I

Text following first header, typically used for a paragraph of marketing information.

Second header, typically used for short phrases such as "For more information” or "To order our
products™:

\_<
4 [

At any point in the future, you can replace or revise your starter web page by replacing or revising the files in thi
html directory on your server. The html directory for your web site can be accessed using Windows file sharing.
Ensure you are logged onto your network using the admin name and password and then use file sharing to go't
the server. Select the "primary" share and then select the "html" directory.

12.3. Other Administration Notes

Accessing administrative areas of your server via Windows file sharing: To access administrative areas of your
server using Windows file sharing, you must be logged into your network as "admin" with the server system
password. This applies particularly to the NETLOGON share (where you can edit the netlogon.bat file), the
Primary share (where the main web site is stored) and any i—bays that are writable only by the user admin .
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Chapter 13. Configuration

Table of Contents

13.1.Set date and time

13.2.Workgroup

13.3.Directory
13.4.Printers

13.5.Hostnames and addresses

13.5.1.Creating New Hostnames

13.5.2.Reserving IP Addresses Through DHCP
13.6.Domains

13.7 . E—malil
13.7.1.E—mail Retrieval
13.7.2.0ther E-mail Settings
13.8.Review Configuration

13.1. Set date and time

Accessing this section allows you to set the system date and time either manually or using a network time serve
Pull-down menus for month and time zone ensure accurate entry. The server manager will reset the time
automatically during daylight savings time. There are worldwide time zones with multiple selections for countrie:
with multiple time zones. (including standard time zones, states/provinces and even cities). This ensures that
regional variations in time zones and daylight savings time are accurately reflected.
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@ ) SME Server | . conws.or communty supported refesse

admin@sme601.rstrat.com ?
Collaboration ) ) N
Users Date and time configuration
Groups
Quotas This is where you configure the date and time of this server. You may use an existing network time
Pseudonyms server or manually set the date and time for your time zone,

Information bays G
0 . .
o i Configure Network Time Server
Administration
Backup or restore The server s periodically synchronizing the system clock to the network time protocol (NTP)
server specified below. To synchronize to a different NTP server, enter a different hostname

Creste reinstallation disk or IP address in the field below.

View log files
Mail log fila analysis Current setting: Fri 09 Jan 2004 11:06:36 AM MST
Reboot or shutdown

NTP Server [imc edu
Security

Remota access
Local networks
Port forwarding Disable Network Time Server

Choose this option to stop syncronizing the system cdlock to the NTP server, When the NTP

Miscellaneous service is disabled, you can set the system date and time manually from this page.

Support and licenszing

Create starter web site Save

Configuration
Date and time
Workgroup
Directory
Printers SME Server 6.0,1-01
Hostnames and addrasses Port the Jerlyin je are vriahte y - .
Domains at, Mitel, and unde >
E-mail

Review configuration

Instead of setting the time manually, you can use a network time server. A time server is a device on the Interne
that keeps accurate time and is able to communicate the time to other computers over the Internet using the
Network Time Protocol (NTP) . Many organizations around the world provide Internet time servers for free.

Warning

. After you start using a network time server, you should NOT set the time or date manually. If you do so, the
network time synchronization will no longer function.

This screen in the server manager allows you to configure your server to connect regularly to a time server and

synchronize the clock on the server with the time provided by the time server. To do this, simply check the box

for "Enable NTP Service", add the domain name or IP address of the time server in the space provided and clic

"Save NTP Settings". Using a time server is optional but doing so can greatly increase the accuracy of your
system.

For more information about using a network time server_visit http://www.ntp.org/. You can also find a list of

publicly available time servers_at http://www.eecis.udel.edu/~mills/ntp/servers.htm. You should always use a
secondary time server (also called a stratum 2 server) to lighten the load on the primary time servers.

Tip
In order to make sure the network time server is set to your timezone, you should go through this

screen once and manually set the time to be correct and with the correct timezone. After doing that, g
back to this panel and set the server to use a network time server.

[ =2
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13.2. Workgroup

If you are using a computer on a local network and you wish to access the server via Windows file sharing, it is
important that you are logged onto the same workgroup as your SME Server. This screen allows you to enter tf
name of the Windows workgroup the server should appear in. You should also enter the Windows server name
order that you may later connect multiple locations using IPSEC VPNs, we suggest that you use a different nan
for each server. If you wish you can change the workgroup name to correspond with an existing workgroup.
Macintosh users need only enter a server name or accept the defaults.

") ' SME Server | - contis.org community supported release

admin@sme601.rstrat.com ?

Collaboration N
Users Change workgroup settings
Groups
Quotas Enter the name of the Windows workgroup that this server should appear in.

Pzeudonyms

Windows workgroup ,smesewer
Information bays

Administration Enter the name that this server should use for Windows and Macintosh file sharing.

k. &
ol b Server Name ,smeBU‘l
Create reinstallation disk

Viev log files Should this server act as the workgroup and domain controller on your Windows network? You
Mail log fila analysis should leave this set to No if another server is already performing this role on your network,

Reboot or shutdown
Workgroup and Domain Controller |Yes 'l

Security
Remota access Should this server support roaming profiles? You should leave this set to the default of No unless you
Local networks have experience administering server-based Windows roaming profiles and know that this feature is

Port forwarding required.

\-
Miscellanecuns Roaming profiles | No 'I
Support and licensing

Create starter web site
Save

Configuration
Date and time

r

Workgroup | .
‘Directory oo -etel '
Printers RadHat, Mitel, and undar the Gf nd GNU license
Hostnames and addrasses All nghts are reserved by their respectve
Domains

E-mail

Review configuration

Also in this section, you can specify whether the server should be the domain master for your Windows
workgroup. Most sites should choose "Yes" unless you are adding an server to an existing network which alrea
has a domain master.

Warning

. If you have a Windows NT server or Windows 2000 server on your network that is functioning as a network
server, you should most likely answer "no" because that other server will act as the domain master.

If you do configure your system to be the domain master, a special Windows share called NETLOGON is create

with a DOS batch file called netlogon.bat. This batch file is executed by Windows clients that have been

configured to "Logon to domain”. The netlogon.bat file we provide by default does very little, but advanced user

can, if they wish, modify this script to set environment variables for their clients or provide automatic drive

mappings.

As the NETLOGON share is only writable by the "admin" user, you modify the netlogon.bat script by logging on
to a Windows system as "admin", connecting to the share and then modifying the script using a Windows text
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editor. Be aware that the NETLOGON share will not be visible in Network Neighborhood or other similar tools.
As the "admin" user, you will need to connect to the share or map a drive to it, by using the specific path:

\\ servername \NETLOGON\

The sample file contains a few examples of setting the system time for each machine and also for mapping a
common drive for all Windows client.

13.3. Directory

Your SME Server provides an easy mechanism for creating a company directory. Each time you create or delet
an e—mail account, your directory will be automatically updated with the new information.

Q ‘ SME Server | a contribs.org community supported release
_admin@sme601.rstrat.com 7

Collaboration i . |
Users Change LDAP directory settings
Groups
Quotas The LDAP server provides a network-available listing of the user accounts and groups on your
Pseudonyms server, and can be accessed using an LDAP client such as the Address Book feature in Netscape

Communicator. Configure your LOAP client with the local IP address of your server, port number

Information bays 389, and the server root parameter shown below.,
Administration

You can control access to your LDAP directory: the private setting allows access only from your local
Backup or restore

Create reinstallation disk
View log files

Mail log fila analysis
Reboot or shutdown

Security

Raemote access
Local networks
Port forwarding

Miscellaneous

Support and licenzing
Create starter web site

Configuration

Date and time
Workgroup
Directory
Printers

Hostnames and addrasses

Domains
E-mail
Review configuration

network, and the public setting allows access from anywhere on the Internet,

LDAP directory access | Allow access only from local networks = |

These fields are the LDAP defaults for your organization, Whenever you create a new user account,
you will be prompted to enter all of these fields (they can be different for each user) but the values
you set here will show up as defaults, This is a convenience to make it faster to create user
accounts,

Default department IMain

Default company IXYZ Corporation

Default Street address Il 23 Main Street

Default City IPhoenix

Default Phone Number |555-5555

You can either leave existing user accounts as they are, using the above defaults only for new users,
or you can apply the above defaults to all existing users as well.

Existing users ILeave as they are :]

Save

v

4 |

In this section of the server manager, you specify the default directory information for new accounts — the user's
department, company, street address, city and phone number. Each time you create an e—mail account, the fiel
will contain the information entered here as the default. If you wish, you can change the information for each
user.

At any time in the future, you can change the default information and have the new information apply to all new
users or to all existing users as well. The field to do this is located near the bottom of the screen. Choosing
"update with new defaults" is a convenient one—click method of revising your directory when, for example, your
company has moved to a new address.
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13.4. Printers

Your SME Server enables all users on your network to easily share a printer. The printer can be either locally
attached to a parallel or USB port on your server or can be a network printer. All the server needs is some basic
information: the printer name (which can be anything you want, as long as it starts with a lower—case letter and
consists only of lower—case letters and numbers, with no spaces), a brief description (for example, "the printer
down the hall") and the location of the printer — whether it's on the network or directly connected to your server
through a parallel or USB port.

@ ) SME Server | : conbs.org community supported reesse

admin@sme601.rstrat.com ?

Collaboration )
Users Add or remove printers
Groups
Quotas Add pnnter
Pseudonyms

Infi ation ba 2
RSae Ve Current List of printers

Administration Name Description Location Remote address Remote name Action
Backup or restore

I E - hplaser HP Lazer)et remote 192,168,4,35 rav Remoye

Create reinstallation disk

View log files
Mail log fila analysis
Reboot or shutdown

Security
Raemota access g ;)‘ t ' tive ¢
Local networks
Port forwarding

Miscellaneous
Support and licenszing
Create starter web site

Configuration
Date and time
Workgroup
Directory
Printers
Hostnames and addrasses
Domains
E-mail

Review configuration

If you choose "Network printer”, you will see an additional screen that will ask for the hostname or IP address al
the network printer name. Enter that information where requested. For the network printer name, you can use tt
default setting, raw, unless you have some reason to do otherwise. (raw is the name used by most network prin
for their main print queues.)

Note

For maximum flexibility in making changes later, we suggest that you enter the hostname for a network
& printer here and enter the IP address of the printer through the Hostnames and addresses panel of the ser
~ manager. This allows you to have one central location listing IP addresses and allowing you to make
changes. Note that many modern network printers can be configured automatically. To do so, enter their
hostname, IP address and Ethernet address_in the Hosthames and addresses panel.
Note also that the server printing system does not perform any filtering and passes the print requests directly fre
the client computers to the printer in the "raw" or "pass—through” machines. For this reason, the SME Server dc
not have a list of "supported printers". Most printers are supported as long as the appropriate driver is installed |
the operating system on your client computers.
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However, there are some newer printers that only have a Windows driver available and rely heavily on that
operating system to perform their print functions. These printers cannot be used on the server. If you are
concerned about whether your printer will work with your server, you can visit Red Hat's Hardware Compatibility
List or explore the information found_at LinuxPrinting.org.

As a final item, you should be aware that in order to use the printers available through your server a user must |
logged in to their client system with a user name and password that is valid on the server. For instance, if a use
logged in as tturtle on their Windows desktop and that user account does not exist on the server, the user will n
be able to print to the printers managed by the server. Either the user will have to logout and log back in as a ve
user or the tturtle account will need to be created on the server.

13.5. Hostnames and addresses

When you installed your SME Server, you were asked to provide a name for your system. That name and sevel
other "standard" names are automatically configured in your system's host table during the installation process.
This host table is consulted as part of the name resolution process. The "Hostnames and address" web panel
allows you to modify this table and specify different host "names" for each domain on your system, as well as tc
control how those names resolve both for systems on your local network and also for systems on the larger
Internet.

For instance, when someone tries to connect to "www.mycompany.xxx", they will be taken to wherever "www"

has been set to point to. As seen in the image below, this screen in the server manager allows you to view thes
default settings, and also to modify the configuration.

J SME Server | : conis.om communty st

admin@sme601.rstrat.com ?
Collaboration

Users Hostnames and addresses

Groups Add hostname |

Quotas

Pseudonyms Current list of hostnames for rstrat.com.

Information bays

Administration
Backup or restore

Hostname Visibility Location Local IP Global IP Ethemet address Action
Create reinstallation disk .

tra . - Modify Remoya
View log flles ftp.rstrat.com Local Self Modify Remov
Mail log fila analysis mail.rstrat.com Local Self Modify Remove
Reboot or shutdown proxy.rstrat.com Local Self Modify Remove

Security smat0l.rstrat.com Local Salf

Remota access wpad, ritrat.com Local Self Modify Remova
Local networks wuw, rstrat, com Local Self Maodify Remove

Port forwarding

Miscellaneous
Support and licensing
Create starter web site

Configuration
Date and time
Workgroup
Directory
Printers
‘ Hostnames and addrasses |
Domains
E-mail

Review configuration
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Using the Hostnames Panel

Throughout the screens linked to from the Hostnames panel, you will find the text "Publish globally?" with a
checkbox next to it.

Suppose, for example, your company's web site was hosted at some other location, such as on your ISP's web
servers. If you wanted "www.mycompany.xxx" to point to your ISP's server, you would modify the entry here by
clicking the "Modify..." link next to "www". The image below shows the screen in which you would perform the
task:

Hostnames and addresses

Create/modify hostname

The hostname must contain only letters, numbers, and hyphens, and must start with a letter or number.
Hostname W W

Domain Itofu-dog com 'I
Host type ILocal 'I

If you select "publish globally" this hostname will automatically be made available throughout the Internet,

Publish globally [

Next

You would first change the location to "Remote™ and then enter the IP address of your ISP's server in the field
marked "Global IP".

13.5.1. Creating New Hostnames

Creating new hostnames simply involves selecting one of the links at the top of the Hosthames and addresses
panel and filling out the appropriate fields.

Note that if your system is configured with any virtual domains, you will have the choice of the domain in which
you want to create the hostname. This allows you, for instance, to have "www.tofu—dog.com" pointing to one IP
address and "www.mycompany.xxx" pointing to a completely separate IP address.

The hostnames you can create on this panel fall into three categories:

Additional names for your server: For instance, you might want to set up "intranet.mycompany.xxx" to point to
your server. All you do here is enter the hostname and, if appropriate, choose the domain for the hostname.

Remote hosts: As mentioned in the example earlier, you might want to point a hostname such as "www" to a
remote system. While "www" is created by default, you can create other names such as "home", "research”, or
any other appropriate name. In the form, you simply enter the hostname, choose the domain, and enter the ren
IP address.
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Local hosts: This screen is a bit more complicated because you have more options. At a basic level, you can
create a hostname in a domain that points to another computer on your local network. To do this, just type in th
hostname and enter the IP address in the "Local IP" field. For instance, you might want "research" to point to a
computer system inside your network.

Where this gets complicated is when you want "research.mycompany.xxx" to be accessible both inside and
outside your local network. The challenge is that your local IP addresses are only accessible inside your netwol
For that reason, the target computer system will need to have two network interface cards — one connected to t
internal network and one connected to the external network. You would then enter both IP addresses in this scr
in the "Local IP" and "Global IP" fields.

Note

& The "Ethernet address" field when creating a hostname pointing to a local host is only used for
reserving IP addresses through DHCP as mentioned in the next section.

13.5.2. Reserving IP Addresses Through DHCP

Another task you can perform through this panel is to reserve an IP address for a given system based on its
Ethernet address. For instance, you might have another intranet web server within your company that you want
always have the same IP address. One method of assigning that address is to manually configure the client
machine to have a static IP address. The negative aspect of doing this is that if you later want to change the
network settings for that machine, you must manually go and configure that machine. An example would be if
one of your DNS servers changed its IP address. Additionally, you have to keep track somewhere of the fact th;
you have assigned a specific IP address to that machine.

Rather than configuring the machine manually, you can reserve an IP address from the DHCP server for that
specific machine. This has the same result as manually configuring a static IP address, but offers two benefits.
First, you have one location to keep track of all assigned static address. Second, through the DHCP server you
will provide network settings. If you wish to change those settings, the change can be simply done on your serv
All DHCP clients will then receive those updated changes when they renew their DHCP—provided addresses.

To reserve an IP address, you must first determine the Ethernet address of your client system. Windows NT/20
users can type the command ipconfig /all . Windows 95/98 users can run the command winipcfg . Linux/UNIX
users can type ifconfig .

Once you have determined the client's Ethernet address, click on the link to create a new hostname for a local
host. Add the hostname of the target system, the Ethernet address along with the desired IP address into the w
panel. From this point on specified IP address will only be provided to a client system with the matching Etherne
address.

13.6. Domains

When you are supporting multiple domains on a single server, each domain being served is referred to as a virt
domain . (The strict definition of virtual domain is when a single IP address is shared between multiple domains
When you create a virtual domain using this section of the server manager, your SME Server will be able to
receive e—mail for that domain and will be able to host a web site for that domain.
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To create a virtual domain, fill in the domain name and a description of the site. You then tell the server where t
find the content for that domain - it can be the same as your primary web site, or you can create a new set of w
pages and store them in one of your i-bays. Clicking the arrow in the "Content" field will show you a list of your
current i-bays and allow you to make a selection. This feature allows you to host multiple web sites from a sing
server.

Be aware that you can point the virtual domain to either the primary web site or to one of the i-bays . You cann
point a virtual domain to a subdirectory that you simply create inside of the primary web site file area. You need
to use an i-bay instead.

Note

When you are entering the name for the virtual domain, you should supply the fully—qualified
domain name . This is the full name of the domain, including any extensions like ".com", but
without any prefixes like "www" or "ftp". For instance, you can create a virtual domain by
entering "tofu-bird.com"”, but not by entering "tofu—bird" or "www.tofu—bird.com".

Once you have created a virtual domain, your server will be automatically configured to answer to web requests
for www.domainname.xxx and will accept e—mail for your virtual domain as well.

! Important

While the server is prepared to offer web and e—-mail services for this virtual domain, there is one
more step that must occur. In order for users on the Internet to successfully connect to your machine
using the virtual domain, you will need to work with your ISP or whoever controls the DNS entries
for your virtual domain to have the appropriate DNS entries pointed to the IP address of your server.
For instance, your ISP will need to configure an MX record for the domain in order for you to receive
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inbound e—mail to that domain.

13.7 E—mall

13.7.1 E—mail Retrieval

As shown below, this section of the server manager allows you to specify the protocol used to retrieve e—mail

from your ISP and configure other settings regarding the retrieval of e-mail.

Q :) SME Sewer I a contribs.org community supported release
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E-mail settings

General settings

The e-mail retrieval mode can be set to standard (for dedicated Internet connections), ETRN
(recommended for dialup connections), or multi-drop {for dialup connections if ETRN is not supported
by your Internet provider). Note that multi-drop mode is the only option available when the server is
configured in private server and gateway mode.

E-mail retrieval mode IStandard (SMTP) EI

Administrative notices generated by the server are normally e-mailed to the admin account, If you
would like them to be e-mailed elsewhere, please enter the e-mail address below. Otherwise, leave
this field blank.

Forwarding address for administrative I
notices

Whenever the server receives a message to an unknown user, it can be returned to the sender with
an error message (recommended practice) or sent to your system administrator (as an
administrative notice).

E-mail to unknown users IRetum to sender :l

You can control access to your POP and IMAP servers. The private setting allows access only from
your local network(s), and the public setting allows access from anywhere on the Internet,

POP and IMAP server access [Allow accass only from local networksj

You can enable or disable webmail on this system. Webmail allows users to access their mail through
a regular web browser by pointing the browser to sme601.rstrat.com/webmail, and logging in to their
account,

Enable/Disable Webmail | Disabled

elenate mail seruers
4
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Delegate mail servers

Your server includes a complete, full-featured e-mail server, However, if for some reason you wish to
delegate e-mail processing to another system, specify the 1P address of the delegate system here, For normal
operation, leave this field blank.

Address of internal mail serverl

The server can deliver outgoing messages directly to their destination (recommended in most cases) or can
deliver them via your Internet provider's SMTP server (recommended if you have an unreliable Internet
connection or are using a residential Internet service). If using your Internet provider's SMTP server, specify
its hostname or IP address below, Otherwise leave this field blank.

Address of Internet provider's mail serverl

ETRN or multi-drop settings

For ETRN or multi-drop, specify the hostname or IP address of your secondary mail server, {If using the
standard e-mail setup, this field can be left blank,)

Secondary mail server I

For ETRN or multi-drop, you can control how frequently this server contacts your secondary e-mail server to
fetch e-mail, More frequent connections mean that you receive your e-mail more quickly, but also cause
Internet requests to be sent more often, possibly increasing your phone and Internet charges.

During office hours (8:00 AM to 6:00 PM) on - -
weekdays I Every 15 minutes j

Outside office hours (8:00 AM to 6:00 PM) on :
00 Fo.on [Every 15 minutes ]

During the weekend lEvery 15 minutes _'_|

POP user account {for multi-drop) l

POP user password (for multi-drop) '

Select sort method (for multi-drop) IDefaull :]

Select sort header (for multi-drop) I

Save I

Your choice of e-mail retrieval mode will depend on the arrangements you made with your Internet service
provider:

« If you have a dedicated connection, set E-mail retrieval mode to "Standard".

« If you arranged "ETRN" support with your ISP, choose that setting and then scroll down to the field that
asks for the IP address or hostname of your ISP's secondary mail server. This secondary mail server wi
provide temporary e—mail storage when your server is not connected to the Internet.

« If you arranged "multidrop" mail service from your ISP, choose "multidrop" and then scroll down to the
field that asks for the IP address or hostname of your ISP's secondary mail server. This secondary mail
server will receive all e-mail for your domain and store it in a single POP mailbox. Further down the
screen, you will need to specify the user account and password assigned by your ISP for this POP
mailbox. Your server will periodically fetch this mail and distribute it to individual POP mailboxes on the
server. (Note that due to problems receiving mail for mailing lists, we strongly encourage people to NOT
use multi-drop e—mail.)
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If you want to forward e—mail to another mail server for processing, enter the mail server IP address in the box
marked Delegate mail server . A common use for this is if your server is receiving inbound e—mail from the
Internet, but you would like to pass that mail to a different mail server on your internal network.

If you have a dialup connection, the server allows you to control how frequently it fetches e—mail from your ISP.
This is particularly useful in situations where you incur phone or Internet charges each time your system contac
your ISP. The default settings are every 15 minutes during standard office hours and every hour outside normal
office hours on weekdays or on weekends. The fields allow you to customize those settings.

Finally, if you have "multidrop” mail service you need to select the sort method used by the server to decide
which user each message should be delivered to. Your server has a default method for this (it examines various
headers such as "To" and "Resent-To") which works in most circumstances but is not suitable for certain
purposes such as mailing list messages. Some ISPs add a header to each e-mail message which can help yoL
server determine the correct recipient. If your ISP does not add a header to multidrop e—mail, select the "Defau
sort method and ignore the "select sort header" field. If your ISP does add a header to multidrop e—-mail, then
select "Specify below" and enter the header tag provided by your ISP. Because you will experience problems w
mailing-lists when using multi-drop e—mail, we strongly recommend that you work with your ISP to have a
special header added to each message. The "Default" sort method should be only used as a last resort.

13.7.2. Other E-mail Settings

This screen presents you with additional options for controlling how your system handles e-mail.

Change other e-mail settings

administrative notices generatad by the Mital Networks server arg normally e-mailed to the admin account. If you would like them to be e-mailed
elsewhere, please enter the e-mail address below. Otherwise, leave this field blank.

Forwarding address for admmistrative notices I

Whenavear the Mitel Networks ssryer recaeives a3 message to an unknown user, it can be retumed to the sendsr with an error message (recommendsd

practice) or sant to your system administrator (a5 an admmistrative notice)

E-mail to unknown usars Fetumn o sender

The Mitsl Networks server can deliver outgong messages directly to thew destination (recommended n mast cases) or can defiver them via your Intamat
providar's SMTP server (recommended if you have an unrefiable Internet connection or are using a residential Internet service). If using your Internet
provider's SMTP server, specify its hostname or [P address below. Otherwise leave this feld blank.

Internat provider's SMTP server I

You can control 3ccess to your POP and IMAP servers. The private setting allows access only from your local network(s), and the public setting allows
access from anywhere on the Intemaet.

POP and [MAP server access I‘ Trshe 'I

You can enable or disable webmail on thes system. Webmad allows users to access ther mail through a regular web browser by pointing the browser ta
ottawal.tofu-dog.com/webmail, and logging in ta their account.

Enable/Drsabis Webmail | Desobiza =l

e

» Forwarding address for administrative notices: The default address for administrative notices (i.e.
undeliverable mail, backup notifications and other status/error messages) is "admin”. If you'd like those
messages to be sent elsewhere, enter the address here.

Note
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Be aware that all messages sent to postmaster, root or mailer—-daemon at your domain are
sent to either admin or the address that you enter in this field.
« E—-mail to unknown users: This field allows you to choose whether incoming messages to unknown user
are bounced back to the sender or forwarded to the system administrator. Some users prefer the latter
setting because it allows them to catch and reroute e—mail that was incorrectly addressed.

Note
~ If you choose to have messages forwarded to the system administrator, they will be sent to
either "admin" or the e—mail address specified in the forwarding address field mentioned

above.

« Internet provider's SMTP server: Normally the server will send outgoing messages directly to their
intended destination. If, however, you have an unreliable connection or are using a residential Internet
service, it may be advisable to route e-mail via your provider's SMTP server. In that case, you should
enter the SMTP server's hostname or IP address here.

In fact, if you have a temporary dial-up connection to the Internet, you may find that you need to use
your ISP's mail server in order to deliver mail to some locations. As a reaction to the huge volume of
unsolicited commercial e-mail ("spam"), many Internet sites are refusing direct SMTP connections from
IP addresses that are known to be temporary dial-up accounts. For this reason, you may need to use y«
ISP's mail server since it will have a permanent connection to the Internet.

POP and IMAP server access: The options are "Private" and "Public". The former allows access only
from your local network. The latter allows access from anywhere on the Internet. Think about this
carefully. On the positive side, choosing "Public" access allows any of your users to retrieve their e-malil
via POP/IMAP from anywhere on the Internet. The negative side is that when you do this, you are
reducing your level of security, as you will now have two more services (POP and IMAP) that are
listening for connections across the Internet. Both protocols also involve transmitting your password
across the Internet in plain, unencrypted text, opening up the possibility that someone could intercept th
packets and learn your username and password. Allowing such access can be a great convenience to y
users, but if security is a concern you should consider using encrypted webmail instead.

Note

Even with POP and IMAP configured for public access, users outside your local network are not
able to send e—mail using your server as their SMTP host. Allowing this would open your server to
- abuse by spammers as a mail relay. Users who are travelling should either:
" a) use the STMP server of their local ISP;
b) use PPTP to connect to your internal network; or
c¢) use webmail to read their mail.
Webmail provides your users with secure access to both read and send mail via your server.
» Enable/Disable Webmail: With this option you can enable or disable the webmail component of your
server. More information can be found in_the Webmail chapter.

13.8. Review Configuration

This section of the server manager summarizes how your server is configured. This is the data that you enterec
during the installation process and possibly changed later through the server console or the server manager. As
you can see from the screen below, this is essentially a report that you can print out for your records. You do nc
have the ability to make changes from this screen.
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Networking Parameters

Server Mode servergateway

Local IP address f subnet 192,168.4.1/255.255.255.0
mask

External IP address / subnet 207,182,33.28/255.255.255.224
mask

Gateway 207.182.33.1

192,168 .4.0/255.255.255.0
Additional local networks 192,168,254 .0/255.255.255.0 via 192.168.4.10
192.168.253.0/255.255.255.0 via 192.1684.2

DHCP server enabled

Beginning of DHCP address 192,168,465
range

End of DHCP address range 192,168.4.250

Server names
DNS server 192.1684.1
Web server www.rstrat.com
Proxy server proxy.rstrat.com:3128
FTP server ftp.rstrat.com

SMTP, POP, and IMAP mail mail.rstrat.com
servers

Domain information
Primary domain rstrat.com
Virtual domains rstrat.com
Primary web site http://www.rstrat.com
Server manager http://sme601/server-manager/
| User password panel http://sme601/user-password/
4

89



Chapter 14. Information Bays (i—bays)
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Information bays, or i-bays, are a unique feature built into your SME Server. i-bays are a powerful, simple,
flexible mechanism for creating distinct information—sharing sites. The network administrator can define several
characteristics for each new i—-bay they create:

* write access: the administrator can control access to the i-bay by associating the i-bay with a group. Al
groups previously created in the groups section of the server manager will appear in the drop—down me
under "group" in this section. In addition, two default groups will always appear — "administrator" and
"everyone" (meaning all users, whether on the local network or on the Internet).

* user access via file—sharing or FTP: The administrator can also control who has the ability to save a file
into or modify the contents of the files in the i—bay (write access) and who has the ability to view the
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contents of the i-bay (read access). The administrator can specify whether the entire group can write to
the i—bay or whether the administrator alone has the power to save files to the i-bay. Similarly, the
administrator can control whether group members only can read the contents of the i—bay or whether th
contents can be read by anyone.

« password protection: the administrator can specify whether a password is required to access an i-bay
from the Internet and what that password will be.

Note
If you select Password Required, users who connect to the i—bay via FTP or HTTP will be prompted
~ to supply that particular i-bay's username and password. The user name is always the name of the

i—bay and the password is whatever the administrator assigns to that i—bay — not the individual user"
password. Note that, as with user accounts, i—-bay accounts are locked out by default. If a password
required, users will not be able to access the i—bay until the administrator sets the password.
i—bays are simple to create and manage. The "Information bays" section of the server manager shows all currel
i—bays, the name of each i—bay and a description of its contents. In this section, you can delete an i-bay (whict
will delete all contents of the i-bay directory) and, if the i-bay requires a password, you can set it here. As with
your user account directory, any i—bay that requires a password will appear in red until that password has been
changed from "default" (the i-bay for Samson's Farms in the following image is an example of this).

Note

When you create an i—bay, the name may be up to 12 characters long [4] and may contain only lower—cast
letters, numbers, periods and underscores. The i-bay name should also start with a lower—case letter. For
example, johnson, sales and client3.prj8 are all valid names, while 3associates, John Smith and Bus—Partr
are not. Finally, an i-bay cannot use the same name as an existing user or group account. It must be uniqt
Note that there are two special names, primary and public, which are in use by the system and cannot be
used for an i-bay name.

14.1. i-bay Directories
Each i-bay has three directories — html, files and cgi—bin. Each directory is briefly outlined below:

« cgi—bin: This directory is set aside to hold "CGl scripts" used for that i-bay's web pages. CGl scripts are
tools used in advanced web site creation and are not discussed here.

« files: This directory holds files that can be accessed either locally only or publicly. It can be used for sucl
things as a company download site, a company-wide file sharing server, or a document sharing site for
specific customer. When someone connects to the i-bay using FTP, they will see the files in this
directory.

« html: When an i-bay is accessed using a web browser (via http), the user will enter the html directory ar
the web browser will automatically open the index file (usually index.html or index.htm) in that i-bay. In
other words, it will display the web page associated with that i-bay. This means you can have different
web sites running on your server, each associated with a specific i—bay. This can be very powerful and
useful, as you will see in the upcoming examples.

Generally, you can think of the html directory as the place to put all files, images and documents that you would
like to be accessible through the web . The files directory is for all files that you want people to access through
FTP or regular file sharing. Note that you can have as many subdirectories as you wish underneath either html
files but you cannot create additional directories at the top level of the i—bay.

B Note

If an i-bay is set for no public access via web or anonymous ftp, users connecting to the i-bay through
Windows or Macintosh file sharing will see only the contents of the files directory. However, if the i-bay
settings are later changed to allow public access through web or anonymous ftp, users will then see the
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top—level directory of the i—bay with the three subdirectories of html, files and cgi—-bin. The items they were
used to seeing before will now be found in the files directory.

14.2. Accessing the i—bays
You can access the contents of an i—bay using a web browser, Windows file sharing / AppleTalk, or FTP.

 accessing an i—bay using a web browser (via http): To view an i—bay using a browser, enter
"www.yourdomain.xxx/i—-bayname". For example, the URL for Samson's Farms i-bay is
"www.tofu—-dog.com/samfarms". Assuming you are entitled to access this i-bay, you will see the
index.html page in the html directory in the Samson's Farms i—bay. If a password is required to see the
contents of the i-bay, a password dialog box will appear before the contents of the i-bay are served to t
web browser.

accessing an i-bay via Windows file sharing and AppleTalk: To access the i—bay using Windows file
sharing or AppleTalk, simply navigate to the server over your network browser (in Windows, this would
be via "Network Neighborhood") and select the i-bay you want to enter from those appearing. You can
only access an i—bay in this way if you are on the local network.

accessing an i—bay via the FTP server: To access the i-bay using FTP, you use your FTP client to conr
to your server and use the i—bay name as the login id. If the i-bay requires a password, you will need to
enter the i—bay password as well. If you are using a command-line or graphical FTP client, you will
usually be prompted for the login username and password. If you are using a web browser, you will nee
to enter a FTP URL. This will be in one of the following forms, depending on whether or not a password
is required:

ftp:// ibayname @ftp. domainname
ftp:// ibayname : password @ftp. domainname

Warning

. Be aware that FTP transmits all passwords in the clear without encryption and can therefore be a
security risk. If you are concerned about security, we suggest you consider the scp "secure copy"
command associated with ssh as an alternative to FTP.

Note that users accessing the i—bay via FTP in this manner are not able to upload files to the i-bay. The

can only download files from the i—bay to their client.

It is possible to upload files using FTP, but to do so you must login to the server with a valid user name,
not the i—-bay name. That user account must be a member of the group that has been given write
permission for the i—bay (configured on the i—bay screen). You would then change to the i—bay directory
(using the ftp command "cd ../../ibays/ibayname"). You will now be able to upload files from your FTP
client to the appropriate directories.

In the next few sections, we will take a look at some examples of i-bays that have been created by our
hypothetical catering and event—planning company, The Pagan Vegan, to demonstrate their capabilities.

14.3. Creating an i—bay

No matter how you are going to use an i-bay, the process of creating an i—bay starts by clicking on the "Click
here" link at the top of the Information Bays panel in the server manager. You will be presented with the form
shown in the image below.
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Information bays

Create or modify an i-bay

The information bay name should contain only lower-case letters, numbers, periods, hyphens and underscores, and should start with a lower-case letter,
For example *johnson®, "intra®, and "cust3. prji2® are all valid names, but *3associates®, “John Smith® and "Bus!Partner” are not

Information bay name [—

Description

Group Admin 'I

Isar access via file shanng or user ftp Iv‘u-m « Admin. Read « Group :]

Public access via web or anonymous ftp IE'n"e meemat (no password regurad) ;]
ecution of dynamic content (CGI, PHP, SSI)

Save

You now need to fill out the form providing the information and making the choices described below. Note that
the ftp access described below can be overridden by the FTP access limits setting on the Remote access pane
the server manager. If you choose to "Disable public FTP access" there, ftp access for individual i-bays will not
be allowed, even though you will appear to be able to enable it from the i-bay configuration screen.

« Information bay name: This is the short name of the i—bay (subject to the 12—-character length restriction
mentioned earlier). The i—-bay name will be what users will enter in the URL after the hostname to acces
the i-bay from the web. For instance, if public access is enabled, an i-bay named 'intranet’ can be
accessed by the Pagan Vegan staff at 'http://www.tofu—-dog.com/intranet/".

* Brief description: This text will appear in various administrative screens and can be a useful reminder of
the i-bay content.

« Group: Ownership of the i-bay content is assigned to an existing group. The group ownership plays a rc
in the next setting for user access.

* User access: You need to decide who will be able to add and modify content in the i-bay and who will b
able to read the content.

« Public access: Here you set what type of public access you wish to have for the i-bay. If the i-bay is jus
to be used by a small group of users, you can leave public access set to the default of None . If you war
others to be able to access the i—bay via web or anonymous ftp, you can choose to allow access to just
local network or the wider Internet. You also can choose whether or not you wish to require a password.

Note
If you choose one of the modes of Public access via web or anonymous ftp that requires a
) password, public access will not be available until you set the i—bay password from the main

information bay panel in the server manager. Once you do so, users can access the i-bay
through their web browser or ftp by using the i-bay name and i-bay password, rather than
their own user name and password.
» Execution of CGI scripts: If you want to use CGI scripts to add functionality to your web site, you can
execute those scripts from the cgi—bin directory of your i-bay. However, for security reasons you must
first choose enabled here to allow such scripts to be executed.

Once done filling out the form, click the Create button and the server manager will create your i—bay. If you wisl

to change these settings at any later point, you can click on Modify next to the i-bay name in the information ba
panel of the server manager.
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14.4. Modifying an i—-bay

At any point in time you can modify the attributes of an i—bay (except for its name) by clicking on the " Modify "
link next to the i-bay name on the "Information bays" panel of the server manager. For instance, you can easily
change the description, group ownership, and access methods.

There are, however, a few items to be aware of when modifying i—bays:

« If an i—bay is set for no public access via web or anonymous ftp, users connecting to the i-bay through
Windows or Macintosh file sharing will see only the contents of the files directory. However, if the i-bay
settings are later changed to allow public access through web or anonymous ftp, users connecting throu
file sharing will then see the top-level directory of the i—bay with the three subdirectories of html, files
and cgi—bin. The items they were used to seeing before will now be found in the files directory. This may
disrupt Windows shortcuts and configuration settings. (The good news is that simply changing the public
access setting back to "None" will return i—bay file sharing access to its previous configuration.)

* After an i-bay is modified, all Macintosh users will be disconnected from the i-bay and will need to
reconnect. All Macintosh users will receive an alert stating that they will be disconnected in 5 minutes.

Outside of those concerns, you can modify the i-bay as often as you wish. If you wish to change the actual nan
of the i—bay, you will need to remove the i-bay and create it again. (Note that this will delete the contents of the
i—bay, so make sure you have backed up the i-bay data before you remove it.)

14.5. An i-bay Used as a Customer Site: The Miles Gabriel Ar
Expositiont

"The Pagan Vegan" (TPV) has found that customers like having access to a customized web page which
summarizes all of the information pertaining to their particular event. The company finds it reduces the risk of
miscommunication and improves its image and reputation. The ".html" files in the i—bay's html directory are
based on a template that TPV uses for each customer. Creating each web site is a straightforward,
fill-in—the—blanks process.

Information bays

Create or modify an i-bay

The information bay name showld contain only lower-case letters, numbers, penods, hyphens and underscores, and should start with a lower-case letter
For example "johnson®, *intra®, and “cust3.pr)12* are all vabd names, but *Jassociates”, “John Smeth® and *Bus!Partner® are not

Information bay name

Descnpton

Group

User access via fle shanng or user fip

Public access via web or anonymous ftp
Execution of dynamc content (CGI, PHP, S5I)

TPV has chosen a naming convention for i—bays that customers can easily remember — first initial, last name.
Because it contains important customer information, only the site administrator can save files into this i-bay. To
prevent others from accessing the customer's i—bay, a password is required to enter the site. (TPV created
individual passwords and securely provided them to their customers.)
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File Edt View Go Communicator Help |
'; J'Boomam & Go To. {htt,p / fwww . tofudog. com/mgabrielf /J

Mr. Miles Gabriel Art Exposition

egan

The purpose of this website is to provide you with a centralized place for
information about our catering of your event.

Event logistics

Click here to see the event date, time, time that we will arrive, etc.

Your menu and wine list

Click here to see the menu and wine list you have selected

Your accoutrements

Click here to see the invitations you have purchased and the table
accoutrements that you have selected for rental from "Rent-an-Event”. The
invitations are expected back from Art-All Printers by September 1, 1999.
Pricing

Click here to see our itemized price quotation to Mr. Gabriel

Questions "

If you have any questions, your account manager is: Kate Hedges,

khedges@tofudog.com, 1-800-376-4841

v
Ha o eP @ 2

Miles Gabriel has contacted The Pagan Vegan to cater an art exposition. The Pagan Vegan has created an i-b
specifically for Mr. Gabriel's account called "mgabriel”. Mr. Gabriel accesses the site with the URL
www.tofu—dog.com/mgabriel . As you can see, Mr. Gabriel has access to a summary of his event information. F
can check at any time to ensure the arrangements are correct. For example, at midnight tonight he can access
i—bay to show his spouse the design used for his invitations!

14.6. An i-bay Used as a Shared Network Drive

Having a shared network drive can be very helpful as a way of storing and sharing documents company-wide.
TPV uses an i—bay for a company-wide network drive to hold documents to which all employees should have
access. All employees can read and write files to this directory.

The i-bay is accessed via Windows file sharing, AppleTalk or FTP. To access using file sharing, simply access

the server over the network (via Network Neighborhood) and open the appropriate i—bay . You will see the files
located in the files directory and can then open them or copy them to your system.

Note
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This is only true if the i-bay has been set to allow public access via web or anonymous ftp. If an i—bay is se
for no public access via web or anonymous ftp, users connecting to the i-bay through Windows or
Macintosh file sharing will simply see the contents of the files directory. However, if the i-bay settings are
later changed to allow public access through web or anonymous ftp, users will then see the top-level
directory of the i—bay with the three subdirectories of html, files and cgi—bin. The items they were used to
seeing before will now be found in the files directory.

As an example, when the staff of The Pagan Vegan goes into their Network Neighborhood, they double—click o

"E-smith—-server" as shown in:

E'g Metwork Meighborhood

File Edt “iew Help

K.evinl

Entire Hebwork, {ERnliiE= R

1 objects) selected S

They will then see a list of i-bays accessible through Windows file sharing. When they click on one of them
called "sharedfiles", they see the three folders inside of the i-bay:
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B8 zharedfilez on E-zmi... [M[=] E3

File Edt “iew Help

carhin; file
kikrrl
3 ohjectz] (Obytes

When they go inside of files, they will then see the list of documents provided there:



& files =] E3
File Edit “iew Help

<) = =) |1

ibenefitzs-form...i complaint-log... espense-tem...  recipes. pdf

.....................................

5 5 ® %

referral-form.2ls reimburse-tm. .. shifts. xls timesheet-te. .

5 B ¥

travel-vouch... wvacation.xls wvendor-direct...

11 obiject{s] 0 bytes 4

As you can see in this example, The Pagan Vegan has several files in this directory for company use. Providing
centralized location for company documents (such as expense report templates) ensures that everyone always
access to these documents and uses the most up—to—date version.

14.7. An i-bay Used as an Intranet: The Pagan Vegan "Vegemite"

The Pagan Vegan has created an i—bay for its company newsletter / intranet. The company has found this to be
good way for employees to express themselves and share information.
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Information bays

Create or modify an i-bay

The nformation bay name should contan only lower-case letters, numbers, periods, hyphens and underscores, and should start with a lower-case letter.
For example *johnsen®, "ntra®, and "cust3.prj12® are al valid names, but "2associates®, "John Smith" and "Bus!Partner” are not

Informaton bay name |uv?onev

Description 'P'ugun Vegan irranet

Group IEmplUyee‘. Ondy 'I

User access via file sharing or user ftp ['\‘-'mo = pdmin. Fead = group _'_]

Public access via web or anonymous ftp

Exacution of dynamic content (CGI, PHP, SSI): Id sabled 'I

In keeping with TPV's culture, the newsletter is very casual. The company has a high degree of trust in its
employees, and, as a result, employees are given full access to the contents of the intranet so anyone on staff «
revise it. A more typical company might want the intranet to be created by a particular staff member and "check
in" by the administrator (write access "administrator only").

The intranet is, of course, viewable only from the internal network. No password is required. To access the
intranet, TPV employees use their web browsers to access the URL www.tofu—dog.com/intranet .
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Flle Edt View Go Communicator Help |
:i % Bockmarks & GoTo :litttp / fewo !oéxvx&oig com/intranet T i /ll

The Vegemite

Welcome to the Pagan Vegan Intranet.
Created, maintained and read by TPV
employees!

Company Picnic

Don't forget our company picnic is coming up on September 10, 4p.m. at
HogsHead Park. John is bringing a keg of cider. Kate said that TPV will foot
the bill for the food, so come hungry!. Click here for directions!

Shifts: Sign up early, sign up often!

Sign up for the waiting, bartending and kitchen shifts you'd most like to work.
Click here for the shift schedule. IMPORTANT NOTE: Don will be out on
personal leave for a few more days. His shift for the August 10 Gabriel
event is available. If you want to work that shift, let Kate know ASAP,

Speaking of Don...

Adrian is collecting donations for Don while they rebuild their home after the
fire. TPV is chipping in for a whole bunch of food (yeah!). But if you have any
clothing or household goods that you'd like to donate, let Adrian know. Don
says "everyone is doing fine and thanks for the help!".

Vacation Time

Don't forget to schedule your vacation time in advance! If you've signed up
for shifts, don’t forget to find a replacement or Boris and Natasha will get
you! Click here for the vacation schedule.

Bowling League

Anyone interested in doing a TPV bowling league? Email \i 9 SJ

Carlac if enl
| R [7-)

This particular newsletter was created using a desktop office application called StarOffice (similar to Microsoft
Office). The files were created as typical word processing documents, saved into ".html" format and then
transferred into the html directory of the "intranet" i-bay using Windows file sharing. Starting with just a blank
document, it took only about an hour to create the main page and the other pages that make up this newsletter.

14.8. An i-bay Used to Expedite Processes: Samson's Farms

Samson's Organic Farms delivers fresh produce to The Pagan Vegan every week. Samson's and TPV use an i
to improve the ordering and delivery process. TPV has created an i-bay for Samson's called "samfarms". It is
accessible to the external Internet but password—protected so that only staff at TPV and Samson's Farms can r
it. Anyone on TPV's local network can write to it.
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Information bays

Create or modify an i-bay

The information bay name should contan only lower-case latters, numbers, perods, hyphens and underscores, and should start with a lower-cass letter,

For example "johnson®, “intra®, and "cust3.pni12® are all valid names, but "3associates’, "John Smath® and "Bus!Partner” are not

Information bay name I:mrd:m:

Dascnption

Group

Public access via web or anonymous ftp

Execution of dynamic content (CGI, PHP, SSI) |clnsotul=.-:i 'l

Save

Here's how the process works:

« Each week, Mr. Samson updates his online order sheet to include only produce that will be ripe and rea
for the next delivery date. He saves it in ".html" format and e—mails it to The Pagan Vegan's
administrator.

» Upon receiving the e—mail, TPV's administrator saves the file directly into the html directory of the
"samfarms" i—bay.

» The chef accesses the samfarms i—bay, reviews what produce will be available, and plans menus.

* The chef's assistant then reviews the menus, checks against existing inventory and determines what
should be ordered. The assistant enters TPV's order directly onto the order sheet in the samfarms i—bay
using an HTML editor.

» The day before delivery, the chef reviews his assistant's order (as shown in the image below) using a we
browser and makes any last minute adjustments.

101



File  Edit View Go Communicalor

] " Bookmarks £ Go To: frtto //oww tofudog. con/samfacxs

Samson’s Organic Farms

On-line order sheet for: The Pagan Vegan

Last Delivery: August 11

Samson'’s will fill and deliver this order on: August 18

Order entry done by (customer name): Joe

Date order entered: August 17

'Vegetables |
E'énichdk'es' ” N 8 /dozen
be'ea'hsm” — , G
ébeetém S
%broccoli - ' 1ollb'v
ércarrots 20 /b
ércauliflower ------------------ 6 /b
?celery ------------------- 20 /b
lcom 6 idozen
leggplant | 6l
""""""""""" ailb
.................................................... Py
NN S
""""""""""""""""""""""""""""" Y

l

Help
18
£
Fruit
‘apples (Mac) Ipeck
black berries 4 flat
blue beries &b
crab bépplesb - 2!péck
.............................. grapes(black)llb |
‘nectarines 2 ipeck |
oranges (navel) = | / peck
‘peaches fpeck |
‘pears (bose) 2 -!-;;é-éi{”
‘raspbemies | 4 Hlat |
Herbs by the bunch
basil (purple) = 20 | [

48 O oR @ 2]

« On the day of delivery, Samson's shipping staff accesses the i-bay over the Internet, prints out TPV's
order from the samfarms i-bay, and fills it.

14.9. An i-bay Used as Your Customer Download Site

When customers hire The Pagan Vegan to plan events, they need to review a great deal of information — menu
options, catalogues from various vendors for event stationary, table—setting rentals, etc. Often customers want
several days to review it all. TPV has only a limited number of catalogues for loan, so it decided to provide
customers with access to this information online. To accomplish this, TPV created a download i-bay, called
"menus", where customers can download the catalogue files themselves and view the contents on their desktoy

machines.
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Information bays

Create or modify an i-bay

The information bay name showld contain only lower-case ketters, numbers, penods, hyphens and underscorss, and should start with a lowser-case letter,
For example "johnson®, "intra", and "cust3.prj12° are all vakd names, but "Jassociates”, "John Smith' and "Bus!Partner’ are not.

Information bay name Imcnu'.—
Description m

Group m

Usar access via fle shanng or user ftp I‘MN.» = admin. Reoad = group ;]

Public access via web or anonymous ftp

Execution of dynamic content (CGI, PHP, SS1) ldl:ahlnd 'I

TPV set the i—bay for Administrator—only write access, viewable over the entire Internet, with no password
required. A customer accesses the site using the FTP client in their web browser to login as the i-bay user narr
by entering the URL ftp://menus@ftp.tofu—dog.com . This is what the customer sees:

File Edt View Go Communicator Help

-J} wé " Bookmarks & GoTo [ftp //menusetofudog. cox {]

Current directory is /
invitatio. .. Fri Aug 13 17:07:00 1999 Portable Document Format
invitatio Fri Aug 13 17:07:00 1999 Portable Document Format
invitatio. .. Fri Aug 13 17:07:00 1999 Portable Document Format
menus-asi. . . Fri Aug 13 17:08:00 1999 Microsoft Word Document
menus-mac. . . Fri Aug 13 17:08:00 1999 Microsoft Word Document
menus-tra. Fri Aug 13 17:08:00 1999 Microsoft Word Document
menus-veq. . . Fri Aug 13 17:08:00 1999 Microsoft Word Document
price-1is Fri Aug 13 17:09:00 1999 Microsoft Word Document
tablesett, Fri Aug 13 17:07:00 1999 Portable Document Format
tablesett. Fri Aug 13 17:07:00 1999 Portable Document Format
uniform-g Fri Aug 13 17:11:00 1999 Portable Document Format

@ 100% |5 9P @ 2

When the cursor is placed over a file name, the full name of the file appears. To download a particular file, the
customer simply clicks on the file name. A browser window allows the customer to select a destination directory
for the file on his or her local hard drive.

[4]This 12—-character restriction ensures that the i—bay can be shared correctly to all Windows machines.
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Chapter 15. User File Storage on the SME Server

Table of Contents

15.1.Windows
15.2.Macintosh OS

When you create a user account on your server, this not only creates an e—mail account but also a file directory
for that user. This directory is set aside for files that the user would like to store on the server hard drive. It can

only be accessed by the user. To access the directory, the user would naviagate to the server via Windows file
sharing or AppleTalk.

15.1. Windows

For example, in Windows the user would open "Network Neighborhood". In the Network directory, you will see
all machines accessible to you on your network. The server should be one of them. If it isn't viewable, you may
not be logged onto your network under the correct name/password (see the section below on this) or your mact
may not be in the same workgroup as the server.

Qg Metwork Meighborhood

File Edt “iew Help

k.evinl

Entire Hebwork, {ERnliiE= g

1 object(s) selected S

When you click on the server, you will see all i-bays and directories available to you. You will also see the
Primary directory (which houses the company web page information). In the example below, Kate Hedges is
logged onto her local network as khedges (her account name) with her correct password. When she enters the
server, she can see all the i-bays (mgabriel, samfarms, sharedfiles, menus and intranet), as well as her own us
directory.
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L] E-smith-server El=] B=
File Edt View Help
Name Comment

3 mgabrel Art Exposiion by Miles Gabnel

Lthedges Home Directories

1 sharedliles PeganYegan shared diive

(3 Frimary Primary Site

] menus samples of menus invitations etc

1 samfarms Samsons Farms

_intranet The Pagan Vegan Intranet

7 object(s) 74

By clicking on her own user directory, "khedges", she can see all of the work and personal files she has chosen
store on the server, as shown in the image below.
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B8 khedges on E-smith-server _ [O] x]

Fil

e Edt View Help

schedule.doc old-catalog pdf bus-plan.doc  contacts.xls

budget.«ls customerrec... advertingdoc staff-reviews.. .

recruitment.d..  thanks.doc  interest.doc repeat. doc

vendor.doc  linux-upgrad... staff-home sk art-all.doc

I i

B o w| e
= o m
] ) &

.................... 0y

ipersonal;

17

object(s) |24, 4KB 4

Note

Users who are on a Windows network must be logged onto the network with the name and passwort
associated with the server user account.

To do so, open the "Start" menu.
* Select "Shut down".
» Select "Close all programs and log in as a new user".
 Enter the username (in our example, above, it would be "khedges")
 Enter the current password for that user on the server.

If you change the password on your server, you must also change the password for "admin" on your
PC. To do this:

*» Use the File Manager to search for the file "admin.pwl".
* Delete this file and simply log into Windows networking as above.
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15.2. Macintosh OS

To use file sharing from a Macintosh computer, you will need to be set up to use AppleTalk over Ethernet, and |
communicate using TCP/IP over Ethernet.

The first step is to choose your Ethernet adapter (usually "Built—in Ethernet" or just "Ethernet") from the
AppleTalk Control Panel. If everything is plugged in correctly, the panel should quickly say that no zones were
found. If this takes a while, the network cable or network card may not be working properly, and you should see
an Apple technician.

To use AppleTalk over TCP/IP it is best that your Mac's network settings are configured via DHCP. The server

provides this service, but it must be enabled via the server manager. To enable it on your Mac, choose "DHCP

Server" in the TCP/IP control panel. If the control panel asks for a Client ID, simply type in any unique title, suct
as "Design G4" or "Reception”.

Note
")
— AppleTalk will work without TCP/IP, but will be slower than AppleTalk over TCP/IP.

The next step is to choose a server to connect to via AppleTalk. Click on the Chooser icon in your Apple Menu 1
bring up a list of file servers to connect to.

| Chooser =]

Select a file server:

Server

AppleShare Laserwriter 8

P
v

(_server IPAddress... || 0k \{

—1
S
v

@ Active
() Inactive 7.6.2

AppleTalk

Double clicking on the server will bring up a list of all the volumes available for you to connect to, whether or no
you have sufficient privileges to use them. Your screen should now look like the following picture.
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@ vpnservers

Selectthe items you want to use:

Primary O
tracy [

Checked items will be opened at system
startup time

|Cancel| | 0K |

391

The "Primary" volume is your default area set up by your server for sharing files and the company web site, whi
"Home directory" points to the specific user's own space on the server, viewable only by that user. While other
i—bays may appear, you may not be able to use them, as you must be a member of the group owning that i—ba
use it.

The highlighted volumes are those you wish to connect to. Any ticked volumes will attempt to mount every time
you boot your Mac. If you wish to save passwords in a keychain (Mac OS 9.0 or above), you should read the
tutorial available from the help menu on your Mac.

Once you have chosen your volumes to mount, whether or not they are ticked, a dialog box will appear to allow
you to log in.

&

Connectto the file server “Server” as:

() Guest

#® Registered User

Name: Itracy

Password: |eeeed [J Add to Keychain

Clear Text Password

| Change Password... | [ Cancel ] |Conne(:t'

386

Use your server user name and password to connect. This screen will pop up only once, as the information type
in will be used for every subsequent login. This includes clicking on the Chooser, your server, and then other
volumes to mount them as well.

Your desktop should now have icons for each successful volume, such as the icons below:
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Home directory

MacOS 8.5 or above

=

Primary

MacOS 7.5t0 8.1
Notice the wire at the bottom of the icon, denoting a network volume.

Clicking on one of these icons should show you a window similar to the one below. While you should not be abl
to add files or folders to this window, you may do so in the files, html or cgi—bin folders (permissions allowing).

O 5@ Primary =]
X 4items, 1.49 GE available

3

cgi-bin

3

files html

S ]

[4]»

Note

& Some programs may not work well if run from the server. Programs such as MYOB (multi-user accounting
" software) rely on certain specific nuances to share the same file with multiple other Macs. Test your
applications with multiple users before relying on them in this situation.
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Chapter 16. Webmaill

Table of Contents

16.1.Enabling Webmail On Your System
16.2 Starting Webmail

16.3.Logging In

16.4.Viewing The Inbox

16.5.Logqging Out of Webmail
16.6.Composing Messages
16.7.Reading Messages

16.8.Deleting Messages

16.9.Using Contacts

16.10.Changing Webmail Preferences

If you wish, you can configure your SME Server so that users can access their e-mail via a web interface. Once
webmail is enabled, users will be able to access their e-mail from the local network or anywhere in the world vi
the Internet using any standard web browser (provided it supports Javascript and tables, which almost all brows
do).

For added security, the server supports the use of Secure Socket Layer (SSL) connections. When your users
connect using SSL, all communication between their browser and your web server is securely encrypted to
prevent eavesdropping.

Note

¥ The specific program we use for webmail is the Internet Messaging Program (IMP) . If you would like more
information about IMP, you can visit the project web site at: http://www.horde.org/imp/
If you intend to enable webmail, you should consider whether your users will use webmail exclusively or will use
webmail part of the time (for example, when travelling) and a regular e-mail client the rest of the time. If they
plan to use webmail and another client, they should make sure that the other client uses the IMAP protocol. If
they use POP3, their e-mail messages will be pulled down from the server into their local e-mail client and will
therefore not be visible when the user logs into webmail. If IMAP is enabled on the local client, the messages w
remain on the server and will be visible both from the local client and via webmail. (For more information on
IMAP and POPS, read the earlier section in Chapter 7.)

A second issue is that using webmail will affect the performance of your server. We recommend that you evaluz
your server hardware if you plan to use webmail. (Note that webmail can always be disabled later if you find tha
your system is not performing well.)

16.1. Enabling Webmail On Your System

Because the use of webmail can be resource—-intensive, the server ships with webmail disabled by default. To
enable the use of webmail, perform the following steps:

1. Connect to the server manager and login as the admin user.
2. Click on Other e—mail settings and scroll down to the section where you have the option to
Enable/Disable Webmail . You now have two options:

¢ Enabled (secure HTTPS access only) — Allows users to connect only through a secure SSL

connection. This is strongly recommended because a regular HTTP connection transmits your
mail account password across the network (or Internet) in plain, unencrypted text.
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¢ Enabled (HTTP or HTTPS) — Allows your users to connect through a secure or an insecure web
connection.

After you perform these steps, your users should be able to connect and use webmail.

16.2. Starting Webmail

To use webmail, a user first needs a valid user account and password on your server. Next, the user opens up
web browser and points it to your server using an address resembling the following URL:

https://www.tofu—dog.com/webmail/

The https in the URL indicates this connection uses SSL encryption and provides a secure communication
session.

Note

The exact address used in the URL will depend on how you have configured your server. In the
&) example above, www.tofu—dog.com points to the server located at The Pagan Vegan and https
indicates that they are using secure communication using SSL encryption. If you choose to
provide insecure access, which we do not recommend, the URL would begin with http instead of
https . You will need to provide your users with whatever URL will get them to your server.
Note that if your server is behind another firewall, that firewall will need to allow traffic through on TCP port 443
in order for SSL connections to take place.

16.3. Logging In

Once connected, a user will immediately be confronted with a login screen similar to that shown in the screen
below. From this screen you can read the help menu (by clicking on the link for New User Introduction at the toj
of the page) or login with your normal network user ID and password. Note that IMP supports a wide variety of
languages for users for whom English is not their native language. (Or who have some desire to have menus in
different language!)

Welcome to Mail

(Newy User Introduction)
Username

Password

Folder Prefix |[LETN

Language [STs([1=

Log in

16.4. Viewing The Inbox

Once logged in, you will see your inbox, as shown in screen below.
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Let's take a quick tour of the Inbox window.

In the top left corner is a pop—up menu that shows the list of your available mail folders. In your first webmail
session, the only folder choice will be INBOX . As soon as you send an e—mail message, a folder called sent-n
will be created and available in the menu. You can also create additional mail folders at any time.

In the top center portion of the window is a status message indicating the folder you are in and the number of ne
or recent messages in that folder.

On the left side is a navigation menu allowing you to compose new messages, modify contacts, create folders,
modify preferences or logout of the webmail system.

In the main part of the window are the actual messages. Each message has an icon denoting its status at the fe
left, the date/time of the message, who it is from, the subject and the size. Messages may be sorted by clicking
the column heading. You can read a message simply by clicking on the subject or sender of a specific message
The envelope/arrow icon that you can see in the status area of the second message in the image above indicat
that this message is new.

We will describe the various functions in greater detail later in this chapter, but this should be enough to get yoL
started.

16.5. Logging Out of Webmail

Before we discuss the features of webmail, it is important to emphasize that you must always click on the Logol
menu item when you are finished using webmail. If you do not do so, anyone else who uses your web browser
your computer (until you exit your web browser or logout of/shutdown your computer) will be able to read your
messages and send messages from your account. After a successful logout, you will see the webmail login scre
with a message at the top of the screen indicating that your logout was successful.

16.6. Composing Messages

To compose a hew message, click on Compose in the menu on the left. You should see a screen similar to that
below.
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Message Composition - Wed 22 May 2002 08:03:53 AM EDT

S'e;i{ﬁgsaqe i f Save Draft [A;(-:ancel Message

From I(Default Identity)

To Iffrog@ tofu~dog.com

Cc Issalmon

Subject IDo we have the budget to 2end me to LinuxVorld?

Options Expand Names Spell Check Special Characters Attachments
¥ Save a copy in"sent-mail* I~ Request a Return Receipt

I think it would be an excellent opportunitcy for me to network.

Please let nme know.

Send Message | SaveDraft | Cancel Message

Attachments

Attachment Browse.. |

At the top of the compose screen, your available options include the ability to spell-check the message in your
language of choice, or to cancel, save a draft or send the message.

If you choose to save a draft, your message will be saved in a folder called drafts . You may later retrieve this
message by using the popup menu in the upper left corner to switch to the "drafts" folder.

Below that are the familiar e-mail fields for you to fill out. At the bottom of the page, the menu of commands is
repeated for your convenience.

16.7. Reading Messages

To read a message, click on the From or Subiject fields of the message. You should see a screen similar to the
below.
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Folders Cptions Sesrch Melb Addressbaok

INBOX: Sales numbers increased dramatically in Q21 (20f2) f® Move | Cooy R
Delete | Reply | Reply to AF) Fornard | Redirest | Black st | Messaps Sourte | Save as | Print
Datec Wed, 22 May 2002 08:10:42-0400
Feome Mogintedeg com @
Tee ssalmmangeot.oog com @
Sutjoct: Ssles numbers increazad dramabically in Q21

Sack to 1Nsox <

Congratulations to you and your tean

Fred

Dwits | Regply | Regly to Ak ) Forwars | Redrece | Blackiat | Messaps Sosrce | Save e | Prnt Sack to 100y 4

B Thes mussags o =

You now have several options. You can:

* Delete the message.

* Reply only to the sender.

* Reply to all of the original recipients.

» Forward the message to someone else.

« Bounce the message to another person (similar to "Forward" but without providing you the opportunity tc
comment). [5]

» Save As - save the message to a text file.

By clicking on the Reply button, you will be able to enter a reply window such as that shown below. Notice that
the original message text is "quoted" with a ">" character in front of it. At this point, you can type more text or
edit existing text, add or delete recipients, spell-check the message and do anything else that you could do in &
normal compose window. Again, you can choose to cancel the message, save a draft or send the message.
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Reply: Re: Sales numbers increased dramatically in Q2! - Wed 22 May
2002 08:11:50 AM EDT

| Send Message [ Save Draft [ Cancel Message

[ (Default Identity)

To [ffroq@tofu—dog. com

Subject IRe: Sales numbers increased dramatically in Q2!

Options Expand Names Spell Check Special Characters Attachments
M Save a copyin “sent-mail* [~ Request a Return Receipt

Quoting ffroglftofu-dog.com:

>
>

> Congratulations to you and your team!
>

> Fred.

>

Thank you, Sally. This truly was a team effort!

| Send Message Save Draft Cancel Message

Attachhments

Attachment Browse... I

16.8. Deleting Messages

You can delete a message while reading it, as mentioned previously, or you can delete a message — or a groug
messages - from the Inbox view.

o

1 to 3 of 3 Messages

Select 'I Mark as '1

Mave | Copy | Masiecss to

Dalets | Undelets | Blackigt Hde Deleted | Furgs Delesed

(bale F:om E‘)ub]e(t @‘u:e
r ﬂla 0B 1942 AM oo datedog com Bales rumiors noreased dramafcady n Q2 870
rte 01424 AM M ogattntu dog.com Parase attend o 210 PR stafl misting 816
rta OE15:11 AM Te ssalmngiely dog con Vacafices sotice eut of office Juse 14, 2062 29

e Seen dogwered  Wwgortart ] Deietedt

Daletn | Undelats | Slackiiet Hde Deletad | Purge Deleted
];clnc' ﬂ]k‘:\ as ;] mumup,m

To do so, check the box next to each message you wish to delete. After that, press the Delete text button direct
above or below the list of messages on the left side. You will now see a trash icon next to the checkbox and a li
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through the messages.

As an example, in the image above, our user (ffrog) wants to delete the second and third messages. He can cli
on the checkbox next to each message and then click Delete . This will produce a screen such as that below.

Oedate | Undelete | Blackist Hide Detnd [ Furge Delstag
Eoate @& From E subject iz
res 051042 AM Qe Saks nunbers Incseasad dramadcallyin G 370
FO0B e e skt o oot e . it e+ 2052 u:l
Pew Somn Angmered oot Cetetent
Detate | Undelste | Black st Hide Delind | Furge Deletad
[Sewct =] [rark oy B Move | Caoy [Mestages 1o %]

If you do not want to see the deleted messages, you have two choices. If you click on the Hide Deleted text but
on the right side, the messages will be hidden from view, but will still be there and could be recovered with the
Undelete button. If you choose Expunge, the messages will be permanently deleted.

16.9. Using Contacts

The server webmail system provides two means of keeping track of e-mail addresses. First, you can have your
own Contacts list. Second, you can easily access the company directory that lists all users and groups that hav:
been created.

You can view and edit your contacts through two menu choices. From the left menu you can choose Contacts .
This allows you to view or edit contacts, but does not allow you to add a contact to an e-mail list. To add a
contact, you must open the Contacts window from the "Contacts" link in a Compose window, as highlighted in
the image below.

o Mewage Comgosition | 1 mex, 0 recent IMP, V.

Compose amessage - Wed Jan 10 06 3¢ 32 2001

Soell Check i Englioh - Carecel Hlmg'] ‘ Save Du(l! Smd Moaage i

Frem Fred Fr og <ff rxﬂv fu—d og. com> ?

To IFI Bass ':.‘:;-2‘:-:1:‘ “ ‘{1;3—:‘ r: '.I;.. com> ?

Cel] \?

Bee ‘ ?
Subject ?
Amachment : sl Atan ?

Fred Frog, Sa leés Executive ffr ga
The Pagan Vegan http://www.tofu-dog

= )

In either case, you will find yourself viewing a window that looks like the one below.
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“ontacts Close Window
Cleax I Select| bob <bbass@e-smith.com= I l

Address ||

Nicknare | |

Fullname v

‘ Ad.dContactl ‘ DeleteComactI ’ UpdateContactI

Insertinto To: I Insextinto Ce: l Insertinto Bec: ]

LDAP Search

Searchthe  Corapany Ditectory _JI dizectoxy where the Narae
is ~ lv l StaztSearchl

LD AP search results will be listed here.

If this is the first time you have entered the Contacts window, you will not see anything next to the "Select"
button. Normally, though, you will see a pop—up menu with all of your contacts in it (as seen in the window
above where "bob <bbass@e-smith.com>" appears). To enter a new contact, simply type the e-mail address,
"nickname" that will appear in the Contacts list, and the full name of the person. You must fill out all three fields.
Then click Add Contact .

To update a contact's information, select the user's name/address from the contacts pop—up menu. The
information should automatically appear in the fields. (If it does not, after selecting the entry from the pop-up
menu, press the Select button next to the menu.) Enter the new information and click Update Contact . In a sim
fashion you can delete a contact by selecting the contact from the pop—up menu and pressing the Delete Conta
button.

As mentioned earlier, if you entered the Contacts window from the link in the Compose window, the three buttol
- Insert into To:, Insert into Cc:, and Insert into Bcc: — will allow you to transfer the contact information directly
into the Compose window.

To search the company directory, use the lower section of the Contacts window labeled LDAP_Search [6]. You
have the ability to search either the entire name field or just the surname. Enter the text you are searching for ir
the entry box and choose how you want to compare the text against the directory. The default is to search for
entries where the name is the text you enter, which requires an exact match. You may find it more useful to sea
for entries where the name contains the search text. A search with "contains” will find names where the search
text appears somewhere in the name.

After entering your text and choosing your search options, press the Start Search button to query the directory.
shown in the screen below, your results will be returned in a new LDAP Results section of the same Contacts
window. As with the section at the top of the screen, you choose your entry from the pop—up menu (or press the
Select button if your entry is displayed already) and the information should appear in the entry box below.
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Assuming you entered Contacts from the link in the Compose window, you can now insert this information into
the To, Cc or Bcc lines of the Compose window.

Note that you also have the option of inserting this entry directly into your Contacts list. If you have a large
company directory, you may find this a useful way of ensuring that frequently used contacts are readily availabl

Note

- Unlike your local Contacts list, you cannot directly update entries that are in the company directory. Insteac
~ those entries must be updated by the system administrator using the Directory panel in the server manage

See the Directory section of Chapter 13 for more information.

“ontacts Close Window
Clear l Select| bob <bbass@e-smith.com> I l

Address V

Nickname | |

Fullnarne | |

‘ AddContactI ‘ DeleuContactI ] UpdateContactI

Insertinto To: | Insertinto Cc: I Insertinto Bec: l

ILDAP Search
Searchithe  Corapany Ditectory I | directony where the  Name

contains ) | lfrecf_ I SurtSearchl

ILDAP Results

Select |  Fred Frog <ffrog@tofu-dog.core ) I

Clear I

?

I

Insertinto To: l Insertinto Cc: | Insertinto Bec: | Insertinto Contacts

16.10. Changing Webmail Preferences

By clicking on the Preferences link on the navigation menu, you can modify preferences for your webmail
session, as shown in the screen below.
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You have four preferences you can configure:

* Signature — You may include any text that you wish to appear by default at the bottom of your e—mail
messages. Once configured, it will always appear at the bottom of a Compose or Reply window when y«
enter that window. You can, however, delete it for a specific message simply by editing the text in the
Compose or Reply text window.

» Full Name - If you leave this blank, all of your messages will appear to recipients as having come from
your e—mail address. If you enter text here, recipients will usually see that text first instead of your e-ma
address.

* From Address — By default your From address is your regular system e-mail. You do not need to set it
here . Enter an address here only if you want people to see a different reply address than your normal
system—generated e—mail address.

* Preferred Language — This allows you to specify the language used in the menus.

When you are done modifying your preferences, press the Save Preferences button at the bottom of the page.

[5] In fact, the bounce command will send the message on to a third—party without indicating that you were the
one forwarding it. So if "ffrog" sent a message to the "sales" group (of which you are a member) and you then
bounced it to another user, that user would see the message coming from "ffrog" and going to "sales", but your
name would not appear anywhere in the visible headers. Compare that to a "forward" command where the
recipient knows you are the person forwarding the message.

[6] The search is called an LDAP search because the directory is queried using the Lightweight Directory Acces
Protocol (LDAP), one of the most common protocols used on the Internet for searching directories.
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Chapter 17. Additional Software

In the process of developing the SME Server, we found it necessary to include some additional open source
software. While Contribs.org does not provide direct technical support for this additional software, its availability
on the server may be of benefit to advanced users.

Warning

. Use of this software is at your own risk and should not be attempted unless you know what you are doing!
Contribs.org does NOT provide support for this software.

MySQL

PHP

MySQL is a free, open source database management system. It provides a fully functional relational
database similar to that provided by many commercial database vendors. We use it here as the back-el
for our webmail application. More information about MySQL can be obtained at http://www.mysql.com/.

PHP is a web scripting language that has become popular because it easily allows developers to create
dynamically generated web pages. Additionally, it includes commands that allow for easy interaction wit
databases, particularly MySQL. The PHP language resembles C or perl and is actually embedded in the
actual HTML pages on the web server. If you are familiar with Microsoft's Active Server Pages, PHP
works in a similar manner. We have installed it on the server because it is needed as part of our webma
application. To learn how to use PHP in your own web pages, please read the PHP FAQ at

http://www.php.net/fag.php and the documentation at http://www.php.net/docs.php.

Procmail

Taper

procmail is an open source mail processing tool that can run on the server to preprocess incoming mail
messages perform actions such as filtering them into folders. More information about procmail can be
found at:_http://www.procmail.org/. Additionally, members of our developer community have contributed
HOWTO documents that show how to use procmail and many other packages on our server. See
http://contribs.org/modules/mylinks/ for links to those documents.

Taper is a open source tape backup program provided for those who wish an alternative to the flexback
program used by default in the server manager. More information about taper can be found at:

http://taper.sourceforge.net/.
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Appendix A. Introduction to the Ethernet Local Area
Network (LAN)

A local area network (LAN) is the system of wires and other hardware that connects the computers within your
office and allows them to communicate with one another. An ethernet LAN is the most common type. Ethernet
refers both to a kind of connection and to a protocol for how Internet data packets travel around your network.

The hub, a common component of an ethernet, serves as a point of interface between computers on the netwol
Each computer on your network is connected to the hub using an ethernet network cable. Different hubs operat
different speeds: slower hubs, operating at 10 MB/sec, are suitable for small networks; faster hubs, operating a
100 MB/sec, are suitable for larger networks. Switching 10/100 MB hubs can operate at either speed, and provi
a good way to upgrade your network gradually.

An ethernet adapter, also called an ethernet card or network interface card (NIC), connects each computer to tf
ethernet LAN. An server with a dedicated Internet connection requires two ethernet adapters; one connects it tc
your LAN and the other connects it to the external network that leads to your ISP. If your server connects to yoL
ISP using a modem or ISDN adapter, it only requires one ethernet adapter.

A router ensures that Internet data packets (e.g. e-mail, web page information, etc.) reach the appropriate
computers on your network. Routing is one of the functions performed by the server in server and gateway moc
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ISP and on
to the internet

special
phone line
Router transfers traffic from server
to ISP via a special phone line.
(Some configurations require a
ethernet hub in between server and router).
cable

% Two ethernet adapters (NICs)
NIC <—gre installed on the server.

ethernet
cable

Ethernet adapters (NICs) connect
each computer to a network

Allowing a third party, such as a systems integrator or networking company, to install your ethernet can be a go
idea. It can help you select, procure and install the appropriate ethernet adapters, hub and cables. There are al
various how-to guides available in bookstores if you are committed to installing it on your own.

122



Appendix B. Dynamic DNS Services

If your IP address is assigned dynamically, you may find it helpful to use a dynamic DNS service. A dynamic
DNS service provides you with an automated way to notify them whenever your IP address changes so that the
can immediately publish new DNS records for your domain. Without dynamic DNS, you would have to contact
your ISP to have them change your DNS records, and your web site and other services would be unavailable fc
several days until the change was processed. You can easily enable the usage of a dynamic DNS service by
selecting it on your server console.

A dynamic DNS service can be a great solution when used with a dedicated connection. With a typical dialup
connection, your IP address changes much more frequently (possibly every time your server connects) and,
because the server only connects intermittently, there is a delay in informing the dynamic DNS service of the
change. This means that the risk of misdirected information is much greater with a dialup connection. For this
reason, we recommend and support the use of dynamic DNS services only for dedicated connections.

Contribs.org has tested four dynamic DNS services, of which two are free services and two are commercial
services: yi.org (free), dyndns.com (commercial), tzo.com (commercial) and dyndns.org (free). For simplicity, w
have preprogrammed the server to work with these services (including pre—installing their client software). If yol
have arranged dynamic IP address assignment from your ISP and you wish to use one of these services, all yo
need to do is visit the appropriate web site to sign up for service, and enable that particular function in the serve
console. In pre—configuring the server for this particular service, we in no way interfere with nor prevent you
from using another dynamic DNS service if you wish. To do so, however, would require some customized
configuration on your part.

Contribs.org has tested the functionality of these services with our software. However, we accept no liability for
any breach of service on their part. A failure on the part of your dynamic DNS service can result in your network
becoming temporarily unreachable from the Internet. During these times, your e—mail may be undeliverable.

If your IP address is assigned dynamically and you intend to receive all your e-mail directly (rather than having
stored at an ISP and retrieving it via POP or IMAP), but you decide not to use a dynamic DNS service, you
should implement multidrop e—mail as your e—mail solution as this will ensure that no e-mail is misdirected to

another IP address (See Some important notes on Service list D (multidrop mail) in Chapter 3.)

Note

Dynamic DNS services are not perfect. They merely point hostnames to IP addresses. If your syster
receives an IP address via DHCP or PPPoE, it will automatically update the dynamic DNS service
each time it comes online. However, when your server disconnects from the Internet, with most
dynamic DNS services your server does not indicate that it is offline in any way to the dynamic DNS
service. If your system is offline for a period of time, it is possible that someone else will be assigned
your IP address by your ISP. If this occurs, with most dynamic DNS services this other system will
now start receiving your e—mail and web page requests until your server comes back online and
updates the service with your new IP address. There is not much you can do about this, but you
should be aware of this fact if there is any chance your system will be offline for a long period of
time.
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Appendix C. Proxy Servers

The server comes with a proxy server called Squid which can proxy the web (HTTP), FTP and Gopher protocol
Proxy servers temporarily store information from the Internet on the hard drive of the server, allowing other usel
to access it directly from that hard drive. For example, when an employee visits a web page, the web proxy sen
will store that web page. Subsequent visitors to that web page will read it from your proxy server's hard drive,
rather than over the Internet. This slightly reduces the network performance for the first visitor to that web page,
but can enhance the performance for subsequent visitors.

Many gateway systems require the use of proxy servers, but with the server it is optional. Networked applicatior
such as web browsers will work perfectly without proxying, due to the IP masquerading capability of the server.

In general, we recommend that proxying be disabled in your network applications. Using the proxy server can
benefit the organization if you have a slow Internet connection and you've installed your server software on a fa
computer. In this case, reading from the hard drive will be faster than reading from the Internet. Remember,
though, that a proxy server benefits the second and subsequent visitors to a site but not the first visitor, so this
benefit only applies if your users tend to visit the same sites repeatedly.

A proxy server is generally not appropriate if you have a fast Internet connection and you've installed your serve
software on a lower— or mid—level computer. In this case, reading from the hard drive of the computer may not |
faster than over the Internet. It also offers no benefit to your organization if employees at your site do not tend t
visit the same web pages.
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Appendix D. Technical Support

If you are having difficulty configuring another vendor's hardware or software, we recommend you refer to the
manual or contact the vendor for that product.

The SME Server is open source software, Contribs.org encourages users to freely share copies of our software

contribs.org

Developers may wish to note that additional documentation, including HOWTO documents and a FAQ, can be

found on our development web site — http://contribs.org/. There are also links there to other web sites relating t
the server.
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Appendix E. Quick Start Guide

Table of Contents

Installation
Access

Configuration

Installation

Select a PC to dedicate as a server, minimum 450mhz 128mb ram, but double this is better, and plug into your
network. See Chapter 4 for details about selectng server hardware.

Insert the SMEserver CD and reboot, answer the initial questions to install the software, then answer the questi
from the install wizard to suit your circumstances._See Chapter 5.4 for more details.

Restart a Client PC after the server has finished, this allows the client to pickup a new DHCP address. Further
configure your server with a browser at yourservername/server—manager, see next section.

Access
Server-manager (See Chapter 8)

The server manager is a series of web forms called panels that enable a client PC to configure the server. Acce
to the server-manager is via a browser using one of the following addresses:

servername/server—-manager

server.domain/server—-manager

or

serverlPaddress/server—manager

User is Admin, with the server Admin password
Command Line (See Chapter 6.2)

Local access.
Keep a monitor attached to the server and press [alt]-[f2] to access a login prompt.

Remote access.

Preferably the server is placed in an out of the way location and it's monitor is removed.

Access to the command line is obtained with a ssh client (Secure SHell). We reccommend using a free window:
client suhc as putty or terratermSSH.

Before you can access the server with ssh you need to allow it at server-manager >> remote access
Secure shell access: Private OR Public

Allow administrative command line access over secure shell: Yes

Allow secure shell access using standard passwords : Yes

Admin or Root?

When you ssh to the server or use it's own monitor and keyboard
login as root to access the command line

or
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login as admin to access the console wizard.

Configuration
Windows LAN (Local Area Network)

Further configuration if the SMEserver will be your file server on you local LAN.

All windows PC's on a LAN need to be in the same workgroup_(see chapter 13.2).

Set the server to be in the local workgroup via the server-manager >> workgroup.

Also in the workgroup panel set your server to be the domain controller, this lets the server create one set of us
for authorisation.

Add users via the server—-manager >> user accounts panel and set a password for_ them (see chapter 9.1).
Add a network drive via the server—-manager >> information bay (see chapter 14)

You may need to logoff and logon again to access these new resources, you should see the network drive and
personal drive for the user in your network neighbourhood.

To map these drives either use windows explorer >> tools >> map network drive

select a letter then enter \\servername\homes or \\serveniibayname

Or

configure your client to use netlogon.bat, and edit /home/e—smith/files/samba/netlogon/netlogon.bat

you must use a dos editor, one way to do this is copy or link to a windows visable area, chown yourUserName
netlogon.bat, make your changes, then copy back

If you use XPhome, it can't use the servers netlogon.bat, you can use it by placing a copy in your PC's startup
folder.
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