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Introduction to 602LAN SUITE 2004
What is 602LAN SUITE?

602LAN SUITE is a secure mail server with anti-virus & anti-spam, built-in firewall
with NAT and proxy for controlled Internet sharing! 602LAN SUITE is developed
exclusively for the 32-bit Windows 98/ME/NT/2000/XP/2003 environment. Some
features may not be available in the Windows 98/ME environment. You may
download the current version of 602LAN SUITE, here.

General Features

SMTP and SSL SMTP server

POP3 and SSL POP3 server

Web Mail Client

Fax server through a TAPI device (fax modem)

Firewall

NAT (Network Address Translation)

Functions as a SOCKS proxy
HTTP/HTTPS/HTTP-FTP/FTP/SOCKS/Telnet/RealAudio Proxy with cache
Works as an IP Filter

Web and SSL Web server with ISAPI, CGIl and FastCGI access
DHCP Server

LDAP Address Book

Anti-virus Protection

Anti-spam Protection

Attachment Filter

Update Manager

Content Filter Add-on

ActiveReports Add-on

Feature Descriptions

SMTP Server

One of the main functions of the server is to provide direct sending and receiving of
Internet messages by the SMTP (Simple Mail Transfer Protocol) protocol. Direct
transmission between 602LAN SUITE and the Internet can occur without the need for
an e-mail provider service. Using this method, the server will deliver the e-mail
directly to the user’'s mailbox from the Internet, and it “listens” on the port that is
allocated for the SMTP protocol (port 25). If message packets begin to arrive, the
server provides further processing. You also have the option of setting up SSL
security to ensure secure communication between the server and the client.

POP3 Server

602LAN SUITE works as a POP3 (Post Office Protocol v.3) server and also as a SSL
POP3 server to provide access to the messages located in the user’s mailbox from
any client program which supports the POP3 protocol (Microsoft Exchange, Outlook
Express, Netscape Messenger, Eudora, etc.). You also have the option of setting up
SSL security on the POP3 server to ensure secure communication between the server
and the client.
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Web Mail Client

The Web Mail Client provides access to 602LAN SUITE mailboxes through a browser.
All communication between the browser (client) and 602LAN SUITE (server) is
running through the HTTP or HTTPS (Secure HTTP) protocol.

Fax Server

The Fax Server works through a TAPI device (fax modem). If you check Fax server

on the Fax/General tab, all faxes will be sent and received through the TAPI device.
Incoming faxes will be routed to a user’s mailbox according to the Fax IDs entered

on the Users/Properties tab or to a user with the Route unsorted faxes/messages to
this user right (check the Users/Properties tab).

Firewall

The firewall protects the computer where 602LAN SUITE is running and the entire
Local Area Network against unauthorized TCP/IP connections. 602LAN SUITE’s
firewall is based on rules composed into sets. If no rules are entered, all TCP/IP
connections are prohibited.

NAT

NAT stands for Network Address Translation. The idea behind NAT is to re-write the
IP headers and substitute one numeric address for another. Network Address
Translation allows a single device, such as the computer where 602LAN SUITE is
installed, to act as a gateway between the Internet (or public network) and a local
(or private) network. This means that only a single IP address is required to serve a
group of computers.

SOCKS

Originally, SOCKS was developed by David Koblas and later was modified and
extended into its present version — version 5. It is a protocol that switches TCP tasks
on the computer with the firewall thus enabling the user applications to pass
transparently through the firewall. Because this protocol is independent of the
application protocols, it is used for many services, such as telnet, ftp, gopher, WWW,
etc. The server transmits data between the client and the application server with
minimum load on the processor. Because SOCKS does not work with application
protocols, it can be easily used with protocols that implement encryption to provide
protection during transmission.

Proxy

The proxy brings an advantage that only one IP address from the provider is needed
to connect the network to the Internet and no router is necessary. The proxy
includes cache functions for the particular protocol. The proxy always operates on a
particular communication protocol. The client program must support communication
through a proxy. 602LAN SUITE’s Proxy supports HTTP/HTTPS/HTTP-FTP, FTP,
SOCKS, Telnet, RealAudio and HTTP caching. 602LAN SUITE supports a secondary
parent proxy or cache server. This second-stage means that 602LAN SUITE will
receive data via another proxy/cache server, which for example can be located on
the ISP’s server.

IP Filter

The IP filter checks the TCP/IP packets according to the IP address, and decides if
they are to be denied or granted access to a particular service.
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SSL (Secure Socket Layer)

The TCP/IP protocol transports and routes data over the Internet. Other protocols,
such as the HyperText Transport Protocol (HTTP), Lightweight Directory Access
Protocol (LDAP), or Simple Mail Transfer Protocol (SMTP) run "on top of" TCP/IP in
the sense that they all use TCP/IP to support typical application tasks such as
displaying web pages or running e-mail servers. SSL runs above TCP/IP and below
application level protocols such as HTTP or SMTP. It uses TCP/IP on behalf of the
higher-level protocols and in the process allows an SSL-enabled server to
authenticate itself to an SSL-enabled client.

WWW Server

The WWW (World Wide Web) and SSL WWW Server provides the presentation of
HTML pages that are stored in a specific directory (see WWW tab / Home directory of
WWW Server). The WWW Server also provides the ability to create private personal
HTML pages for 602LAN SUITE users

DHCP Server

DHCP (Dynamic Host Configuration Protocol) Server gives 602LAN SUITE the ability
to dynamically assign IP addresses and other TCP/IP parameters to the client PCs
upon request. DHCP parameters can be assigned by the administrator through
602LAN SUITE’s Advanced Configuration. DHCP is especially useful when managing
large networks.

LDAP Address Book

LDAP (Lightweight Directory Access Protocol) is a standard client-server access
protocol to view information in LDAP servers. LDAP’s directory service is a powerful
search tool that you can use to find people and businesses around the world. 602LAN
SUITE includes an LDAP Server that is designed to provide user information. If a
specific address needs to be included in the LDAP Address Book, check the Include in
list for LDAP Address Book checkbox on the User's properties tab. Each e-mail client
that includes an LDAP Client (i.e. Outlook Express) can pick up all e-mail addresses
that are provided by the LDAP Address Book.

Anti-virus Protection

602LAN SUITE Anti-virus Edition provides scanning of all messages for viruses using
BitDefender Anti-virus technology. All e-mail messages and attachments will be
scanned for malicious viruses and worms at the server before they reach your user's
mailbox. The BitDefender engine is certified by ICSA Labs.

Anti-spam Protection

Anti-spam protection is used to prevent unsolicited e-mail from entering your
network. 602LAN SUITE provides four methods of Anti-spam protection. The first
method is via a Bayesian filter, the second by DNS Blacklists (DNS-BL), the third via
a server based Blacklist and Whitelist and the fourth is through user based Blacklists
and Whitelists.

Attachment Filter

The attachment filter can check messages with attached files by specific extensions
and either reject the message or remove the attachment.
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Update Manager
602LAN SUITE provides automatic updates. It is possible to set the update check
interval and notify the administrator when an update is available.

Content Filter Add-on

Gain complete control over web site access. Save bandwidth and increase
productivity by reducing recreational web surfing. Also, limit legal liability associated
with pornography and illegal file downloads. The Content Filter is included with
602LAN SUITE, FREE for 30 days.

ActiveReports Add-on

ActiveReports provides detailed analysis of 602LAN SUITE usage. It simplifies
employee activity monitoring to control bandwidth usage and employee time. Easily
identify the most visited web sites, sources of junk e-mail, viruses and more.
ActiveReports is included with 602LAN SUITE, FREE for 30 days.
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Installation
System Requirements

Operating System
Windows 98SE/ME/NT/2000/XP/2003/Vista

Memory

Windows 98SE/ME — 32 Megabytes of RAM
Windows NT/2000/XP — 64 Megabytes of RAM
Windows 2003 — 128 Megabytes of RAM
Windows Vista — 512 Megabytes of RAM

Hard Drive
45 MB for 602LAN SUITE + approx. 10 MB per user mailbox

Additional Notes and Requirements

e You must have a properly operating TCP/IP network in order to use 602LAN
SUITE 2004. This means that all clients and servers must be able to properly
communicate with one another freely without errors using the TCP/IP protocol
prior to the installation of 602LAN SUITE. The server upon which 602LAN SUITE
is to be installed must also be connected to and able to browse the Internet.

e Microsoft Internet Explorer 5.0 or later is required to use all features. MSIE 4.0 or
later will work for Internet access via the proxy.

e The Windows 98SE/ME operating systems will NOT reliably support over ten
users when acting as a network server with 602LAN SUITE. These operating
systems are desktop operating systems and were never designed or intended for
server applications. Networks consisting of over ten computers are required to
use Windows NT/2000/XP/2003 operating systems for 602LAN SUITE.

e The Firewall and NAT functionality is only available on Windows 2000/XP/2003.

e The Anti-virus Edition provides 1 year of anti-virus updates from the date of
registration.

Downloading

You can download 602LAN SUITE from http://www.software602.com/download/ at
anytime. When downloading from this location you will always receive the most
recent release of 602LAN SUITE.

Installing

1. Run Is2004.exe from the directory where you downloaded the program.

2. Follow the directions given by the installation program.

3. After accepting the license agreement, choose a directory where you want to have
the program files installed (e.g. C:\Program Files\Software602\602Lan Suite).

4. Choose the name of the folder for the icons. Now all files will be copied to your
chosen directory.

602LAN SUITE 2004 installation should now be complete. You must now register the
software. For registration assistance, please refer to the support site at:

http://support.software602.com/
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Basic Setup

Setting Up Your Internet Connection

The Connection Tab enables you to specify how you are connected to the Internet.
To access the connection setup, open 602LAN SUITE, click on “Settings” then
“Advanced Configuration” and finally the “Connection” tab. Basically, there are two
options depending on the available connection type.

Configuration E|

Content Filter WA S50 DHCP Administration Logs ActiveReports Win Service Update
Users | Connection | WAT Firewall | SMTP || PORP3 || Anti-virug | Anti-spam || Attachment Filker | Fax Prowsy

Connection Dial-up details

(0 1. Permanent Connection name: User: ACMECOp

(®) 2. Dialup V| Pazswnnd: [ e After connection

Dial-up schedule

[] Connect permansntly

] Connect every

Upon clent request on proxy server. [ On Fequest Connection Schedule ]
Dizconnect |5 it after last request.
“when at least |1 mEgs are pending or a m:g haz been [ Mail Cannection Schedule ]

pending at least |15 mir

when collecting POP3 mailbox [ POF3 Connection Schedule ]

[ Save ” Cancel ” Help ]

Permanent Connection

If the connection is made with a permanent line (DSL, Cablemodem, T1, etc.), there
is no need to establish a connection. Therefore place the switch to position 1.
Permanent. Select this method if you are not connected via a permanent line but
there is another computer that provides the connection for you. In fact, this selection
means that the program does not care about the connection but only assumes that
the connection is established. In such case, all control elements in the tab are grayed
and therefore inactive.

Dial-up Connection

If you make a connection via a dial-up line (analog dial-up, ISDN) and you want
602LAN SUITE to establish and terminate the connection, select the option 2. Dial-up
and complete the Dial-up schedule (how often you want to establish the connection,
etc.). 602LAN SUITE can work with any Windows Dial-up Networking connection.

NOTE: The dial-up connection MUST be installed in Windows first, before starting
602LAN SUITE!
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Dial-up Connection Details

From the list Connection name, select the dial-up profile name you want to use to
establish the Internet connection (all information contained in the profile is from your
provider, the connection itself is pre-setup in the Windows environment, My
Computer / Dial-Up Networking). Fill in the User name and your access Password to
the connection. You can obtain this data from your Internet provider.

Secondary connection (VPN)

To configure a secondary connection (VPN connection) click the After connection
button. A VPN (Virtual Private Network) is the way to establish a private connection
by encoding, authentication or tunneling through public lines. It is necessary to setup
this VPN adapter in Windows 98 or higher (Control Panel / Network — make sure the
VPN Adapter is present). Check the After connection button then Establish secondary
connection checkbox and select the Connection name, which you have already
created in Windows (My Computer / Dial-Up Networking).

The ONCONN.BAT file is used for editing the routing table or to start another batch
process. If you need to run a process with the VPN connection, create the file
ONCONN.BAT and save it to the folder where 602LAN SUITE is installed and check
the Run ONCONN.BAT checkbox.

NOTE: Currently 602LAN SUITE only supports dialing a VPN through a second dial-
up modem. PPTP connections via the Internet are not supported.

Establishing a Dial-up Schedule

Upon a Request for Permanent Connection

Check Connect permanently to provide a permanent connection to the Internet.
Simultaneously, this activates the button Permanent Connection Schedule. It opens a
table that you can use to specify the weekly schedule when the permanent
connection is enabled or disabled. This weekly table is divided into half-hour
intervals. A green field means that a connection can be established a red field
prohibits the connection.

Upon a Request for Periodic Connections

Check Connect every, if you want to connect to the Internet on a regular basis —
after a specific time interval. Enter the interval in minutes into the field to the right
of the switch and enter the minimum connection time into the next field. The request
for a periodic connection activates the button Periodic Connection Schedule, which
opens a table to specify the weekly schedule for the connection.

When at least X messages are pending

Check this box when you want 602LAN SUITE to connect to the Internet after X
messages having been waiting for X amount of minutes. Use the Mail Connection
Schedule button to specify when you want 602LAN SUITE to obey this rule.

When collecting POP3 mailbox

Use this option to tell 602LAN SUITE to connect to the Internet when a POP3 mailbox
needs collecting, which is specified on the POP3 tab. Use the POP3 Connection
Schedule button to specify when you want 602LAN SUITE to obey this rule.
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Upon Client Request on Proxy Server

If you want 602LAN SUITE to connect to the Internet upon a client request for
SOCKS, DNS or any Proxy services, check Upon client request on proxy server. You
must check this if you want the server to connect to the Internet if a client makes a
request for the Proxy. Enter the number of minutes into the field Disconnect X min
after last request.

Release TAPI Line when at least X Fax messages are pending

This setting allows 602LAN SUITE to share a single dial up modem for both Faxing
and Internet/E-mail access. When a specified number of fax messages are waiting to
be sent, 602LAN SUITE will automatically release the Internet connection long
enough to send the faxes. It will then re-connect to re-establish the connection.
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Setting Up User Accounts

The USERS tab can be found by clicking on “Settings” and “Advanced Configuration”
from within the 602LAN SUITE 2004 application. User accounts are required for use
of 602LAN SUITE’s Proxy authentication, Fax and E-mail services. Improper setup of
user accounts can result in lost e-mail, denial of e-mail services and even denial of
access to the 602LAN SUITE program.

Configuration g|

Content Filker i S50 DHCF Administration Logs ActiveReports Wwin Service Update
Users Connection || MaAT Firewall | SMTP | POP3 | Antiviug | Anti-spam || Attachment Fiker | Fas Prosy

zers
ser name Full name Aliazes
adrir postriaster, webmaster
b
1ohin
mary

Default domain [e.g. company. cam]: COMPang. com

Delete meszages waiting for delivery to full mailbokes after | 365 days

[ Create HTML page with list of uzer pages

Iger administration | LOAP directory

| save || cancel || Hep |

NOTE: Always setup the ADMINISTRATOR account first!
Default Domain

When to use a default domain

You will use a default domain whenever 602LAN SUITE is used as an E-mail server
for your registered domain (i.e. mycompany.com). A default domain lets 602LAN
SUITE know which Internet domain it is providing e-mail services for.

When not to use a default domain

If you are using 602LAN SUITE for only internal e-mail or if you use only e-mail
addresses provided by your local Internet service provider, which end in that
providers domain (i.e. @earthlink.net). When this situation occurs, you will need to
use aliases as described in the “Creating a user” section.

Delete messages waiting for delivery to full mailboxes after x days
This option is only used if a user mailbox has reached the mailbox limit and e-mail
delivered to that mailbox is from POP3 collection and fax messages. If e-mail is sent
to a user mailbox that has reached the limit via SMTP the standard SMTP error 450:
mailbox full will be returned to the sending SMTP server.
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Creating a User
Use the Add button to add a new user account. The add a new user window has six
fields and seven checkboxes:

e User Name — Enter the user name. The name must be unique (it is checked).
This name will be used as the name part of the Internet address. If you entered
company.com as the default domain name and bob as the user name, the
complete Internet address for this user will be bob@company.com. By default,
602LAN SUITE will only work for clients that are 602LAN SUITE users (see SMTP
Authentication & Settings). Usernames must contain only valid characters. When
creating a user name, do not include the @ symbol or the name will be invalid
and cause 602LAN SUITE to generate errors when this user attempts to log into
to use 602LAN SUITE services.

e Password — Enter the password. The password is not case sensitive. The
password is written in hidden form (only asterisks are displayed) and characters
with diacritics are not allowed.

e Full Name — Enter the full name that will be visibly shown in the list for easier
user identification.

e Alias — If the users e-mail address does not match user@defaultdomain or if the
user needs to receive e-mails from multiple e-mail addresses, you must enter an
alias for his/her actual e-mail address or the additional e-mail addresses that are
intended for the user. An alias is and can only be a complete e-mail address (i.e.
someone@mycompany.com). Use a comma or space character as the separator
between names.

¢ Route faxes with the following Fax Id(s) to this user — All incoming faxes
with the entered Fax Id will be delivered to the mailbox of this user. The Add fax
Id from the list of received faxes button opens a window offering a list of received
fax lds. Here it is possible to choose Fax Ids, which will be routed to this user.
Use the comma or space character as the separator between 1d(s). Wildcard (*)
and Mask (?) symbols can be used.

e Mailbox size limit — Here you can set the size limit of the user mailbox.

Modify user “mary” [Mailbox: 10CB710B)

Uzer Mame:
mary [JUser is administrator

Uszer may zend fax messages
Pazzword:

Lser may use proxy
Uzer may zend Intemet messages

xxxxxxxx

Full Name: Floute unsorted faxes to this user
Fioute unsorted meszages to this user

Mam Jones
Inzlude in list for LDAP address book

Aliases [delimit by commal;

zales, manyj@ywahoo, com

Fioute faxes with the following Fax d(z] to thiz uzer [delimit by comma, wildcards allowed]:

[ Add Fax Id from list of received fases ]

Mailbox zize imit; |9533 | MB

(] l[ Cancel l[ Help
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User Rights

When adding a user these check boxes appear to the right of your screen. Check all
that should apply to the individual user. Be sure to create at least one
administrator.

e User is administrator — User has the right to administer and remotely
administer (via a web browser) 602LAN SUITE.

e User may send fax messages — User has the right to send fax messages.

e User may use proxy — This rule only works with the Authentication required
rule (see Proxy tab). If the Authentication required rule is not checked the User
may use proxy rule has no effect. If both rules are checked on, a login window
appears when any user attempts to access the HTTP/HTTPS/HTTP-FTP proxy.
After entering a valid user name and password, the user will have the right to use
the proxy’.

e User may send Internet messages — user has the right to send Internet
messages. Each 602LAN SUITE user has the right to send local messages but
only users granted this rule can send their messages via 602LAN SUITE to the
Internet.

e Route unsorted faxes to this user — faxes with such Id(s) that do not
correspond with any Route faxes with the following Fax Id(s) to this user field will
be copied to all users with this right. NOTE: If at least one user does not
have this right, all users will receive unsorted faxes.

¢ Route unsorted messages to this user — e-mail that has been downloaded via
POP3 and cannot be sorted to a user will be copied to all users with this right?.

e Include in list for LDAP address book — if you check this rule, the user will be
added to the 602LAN SUITE LDAP address book.

[ ] Uszer is adminiztrator

IJzer may zend fax meszages

ser may use prosy

Jzer may zend Internet meszages
Route unsorted faxes to thiz uger
Roaoute unsarted messages ta this user
Include in st for LDAP addreszs book

Aliases

You can use an alias anytime the users e-mail address does not match the
User@defaultdomain format or when a user needs to receive multiple e-mail
addresses to a single account.

Deleting a User
Use the Delete button to delete a user account. Highlight the user you want to
remove, click Delete and the selected user account will be removed.

! This does not effect access to the SOCKS, FTP, Telnet and RealAudio proxies.
2 If at least one user does not have this right, all users will receive unsorted
messages.
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Import Users
User can be imported from a standard CSV text file or from local Windows
NT/2000/XP users.

e Import users from a text files (CSV) — Select the CSV file from import, select
the fields the import and change assignment as needed, to match the data to
import with the correct 602LAN SUITE field.

e Import Windows NT/2000/XP users — Select the local Windows users you
would like to import, and then click Add selected users.

Import Users P§|

(%) Import wgers from a text file [C5V]
() Import Windows MT/2000/<P uzers

| ok | | cencel

NOTE: Passwords for imported users can be set one at a time or a default password
can be assigned to all users. These users can change their password by using the
Web Mail Client.

Export Users

The Export button opens a window offering to save 602LAN SUITE user information
(User Name, Full Name, E-mail Address, Aliases, User Rights, Fax Number, Fax Ids
and Mailbox Size Limit). You can save the list to a text file with a .TXT or .CSV
(Comma Separated Values) extension.

Export Users F§|

Select fields to be exported:

v Lzer Mame -
v Full Mame

v| E-mail Address

v Aliases

v Lzer Rights

v Fax Mumber

w| Fax |ds w

] ] ’ Cancel

NOTE: The Regional Settings/Number/List Separator value defines the separator.
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Configuring Your E-mail Server

Basic Configuration

The SMTP tab is used to set parameters that control the transmission of messages
via the SMTP protocol. Sending messages out via the SMTP is clear - when a
message is waiting and the working intervals are achieved (see Advanced sending
parameters), messages are sent out. Receiving messages via the SMTP protocol is
different; it requires configuration of 602LAN SUITE and possibly from your
Internet/DNS Service Provider.

NOTE: Before configuring the SMTP server for sending or receiving e-mail, be sure
you have created all of your user accounts and configured their e-mail address as
explained in the “Setting up User Accounts” section of this manual.

Configuration g|

Content Filter WA S5L DHCP Administration Logs ActiveR eports “Wwin Service Update
Uzers | Connection | MAT Firewall | SMTF | POP3 || Antivirus || Anti-spam | Attachment Filter | Fax Prosy

SMTP zerver IP address: | all | Port |25
SSLSMTP server IP address: | all w | Paort: | 2525
ISP's SMTP server:

Request meszages from |SP's SMTP server ]

] Send outgoing mail via [SP's SMTP server ’ Advanced sending parameterz ]

SMTP relay

SMTP Anti- H
Frelay for B02LAN SUITE users anly [ i spa seltings |

[ ]%erify sender by previous POP3 acoess

1P filker defines access ta SMTP relay SMTP relap [P filker

Save H Cancel ” Help

SMTP and SSL SMTP Server Settings

It is possible to enable/disable the entire SMTP server by checking on/off the SMTP
server checkbox. It is also possible to select the TCP/IP interface where the SMTP
server will operate on. All interfaces are selected by default, but you can choose a
specific interface from the SMTP server’s IP address pull-down box. This allows you
to run the SMTP server on only one interface for security or functionality reasons
(i.e. setting the SMTP server to the Internal LAN interface will only allow users from
the LAN to access the SMTP services). 602LAN SUITE also includes an SSL SMTP
server that provides a secure server to client connection. Setup the SSL SMTP server
just like the standard SMTP server (above). The default port where the SSL SMTP
server listens is 2525. In order to use SSL Security you must first generate an SSL
certificate. See the SSL configuration section of this manual for details.
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Receiving Messages via the SMTP Protocol

The SMTP protocol assumes that the SMTP server for which messages are delivered
to is accessible (i.e. is up and has an established connection to the Internet). If your
602LAN SUITE SMTP server will not be accessible all the time because you use dial-
up or some other non-permanent Internet connection, there are two possibilities:

e Your Internet service provider supports SMTP spooling: Your ISP’s SMTP
server sees that your 602LAN SUITE SMTP server is not accessible, it will place
messages into your ISP’s SMTP spool queue.

e Your Internet service provider does not support SMTP spooling: Your ISP’s
SMTP sees that your 602LAN SUITE SMTP server is not accessible, it will place
messages that should be delivered to your 602LAN SUITE SMTP server into a
POP3 mailbox that your ISP has created for you.

Selecting the Message Processing Method

Send Outgoing Messages via ISP’s SMTP Server

The simplest situation for delivering e-mail is if you can offload delivery to your
Internet Provider’'s SMTP server. In this case, enter its address, either in the IP or
domain form into the field ISP's SMTP server and check Send outgoing mail via ISP's
SMTP server checkbox.

NOTE: We recommend using this option of delivering e-mail when using a dial-up
connection since the Internet Provider’s connection is much faster.

Send Outgoing Messages Directly to the Internet Using DNS

The standard method of routing e-mail uses DNS (Domain Name System) services to
request the MX record information about where the e-mail for a particular domain is
to be directed. DNS evaluates your request and if it does not find a corresponding
MX record, it forwards the request to the nearest DNS. This procedure is repeated
until the corresponding record is found and the destination address is found. Uncheck
the Send outgoing mail via ISP's SMTP server checkbox, click Advanced sending
parameters and enter the IP address of your DNS (this was assigned to you by your
Internet Provider) into the field DNS1 and DNS2 (DNS2 is optional).

Advanced Sending Parameters E]

[ ]15P"s SMTP server requires authentication

[ 1I5P'z SMTP server requires secure connection [S5L]

[]Usze preset routes

DWET: | 2671 .14y 158,281 | DMSZ 201 144.158.2088

NOTE: We recommend using this option of delivering e-mail when using a
permanent Internet connection.
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Request E-mail from the ISP’s SMTP Server

If your Internet Service Provider provides e-mail spooling services, it is possible to
collect e-mail through the SMTP server even if you do not have a permanent
connection to the Internet. Some Internet Service Providers support ETRN or ATRN
as an e-mail collection request. If your Internet Service Provider supports SMTP
spooling via ETRN or ATRN, click the Request messages from ISP's SMTP server
button.

ETRN

ETRN (Extended TURN) is an ESMTP command (first defined in RFC 1985) with which
a client (602LAN SUITE) using a static IP address asks the server (your ISP's SMTP
server) to deliver queued e-mail to the client (602LAN SUITE) via a new ESMTP
connection. The parameter is usually the domain name. Please check your ISP for
the correct ETRN command format.

ATRN

ATRN (Authenticated TURN), also known as On-Demand Mail Relay (ODMR), is an e-
mail service that allows a user to connect to an Internet service provider (ISP),
authenticate, and request e-mail using a dynamic IP address from any Internet
connection. The details about ODMR can be found in RFC 2645. To use ATRN, check
the ATRN switch. ATRN requires authentication on the remote server via a username
and password. The parameter is usually the domain name. Please check your ISP for
the correct ATRN command format.

Request messages

Here you need to setup when the request for the e-mail will be sent. Check one or
both checkboxes: When a dial-up connection is established and Every x
minutes checkboxes. According to this setting 602LAN SUITE will send the ETRN or
ATRN collection command to the Internet Service Provider and e-mail collection will
begin.

POP3 and SSL POP3 Server Settings

Post Office Protocol 3 (POP3) is the name of the protocol used for collecting the
contents of mailboxes on the Internet. On the POP3 tab you can specify which POP3
mailboxes you would like 602LAN SUITE to collect and distribute. By simply enabling
the POP3 server, you provide POP3 access to 602LAN SUITE user mailboxes via the
POP3 protocol. You can also specify rules for collecting messages from POP3
mailboxes on the Internet and delivering them to 602LAN SUITE user mailboxes.

Configuration E|

Content Filker WS S50 DHCP Adminigtration Logs ActiveReportz Wwiin Service pdate
Uzerz || Connection | MAT Firewal | SMTP | FOF3 | Antivius | Anti-spam | Attachment Fiter | Fax Proy

POP3 server |P address: | all “ | Port (170

SSLPOP3 server  |P address: | all w |  Paot 935

Enabling the POP3 and/or SSL POP3 Server

Use the switch box POP3 Server (enable POP3 access to 602Pro mailboxes) to enable
or disable operation of the integrated POP3 server. It is possible to select the IP
interface where the service will operate on. All interfaces are selected by default. You
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can choose one interface for the POP3 server from the POP3 server’s IP address pull-
down box. 602LAN SUITE also includes an SSL POP3 server that provides a secure
server to client connection. Setup the SSL POP3 server just like the standard POP3
server (above). The default port where the SSL POP3 server listens is 995. In order
to use SSL Security you must first generate an SSL certificate. See the SSL
configuration section of this manual for details.

List of POP3 Mailboxes

Enter the POP3 account information into the input fields and click the Add button to
create a collection rule. If you want to delete an item from the list, highlight the item
and click the Delete/Edit button.

A mailbox on the Internet is identified by the address on which it is created (either in
numerical or domain form) and by its name (or name of the user). Access is granted
by the password, which was assigned to the user mailbox the moment it was
created. Enter the corresponding values into the input fields:

POP3 server (computer address)
Login name (User Name)
Password

APOP login method

Setting the list box APOP login method to Yes gives you additionally protection to
the mailbox host computer. The password is not sent at all. Only its imprint in a
random string received from the server is returned for checking. It is up to the
connection provider to inform you if their server supports this.

Routing Messages
Messages from a POP3 mailbox can be collected and automatically sorted to a local
user mailbox:

e According to the address: When your ISP routes all e-mail to a domain into
one POP3 account (e.g. bob@company.com, john@company.com) this will
automatically sort the e-mail to the specific user.

e According to the address — alternative method: Same as above, but uses
different header analysis. Try this option if you are having problems with the first
sorting method.

e To a specific user: To direct all collected e-mail from the POP3 account to a
specific user, select the user from this list.

Mailbox Collection Interval
POP3 mailbox collection can occur in a set time that will be repeated or at specific
times:

e Every X minutes: Enter the time interval in minutes you want to collect the
POP3 mailbox contents.

e At predefined times: Enter times in 24-hour format separated with a comma
when you want to collect the POP3 mailbox contents.
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Add/Edit POP3 mailbox to be checked [z

FOP3 server: |pap3.yn:nurisp.n::n:nm |

[] Server requires secure connection [S5L)

Login name; Paszword: APOF login method:

Beceived messages deliver to; | accaording to the addresses W |

YWhen to check for new mail;

(%) every mir

() at predefined time [e.g. 5:00, 13:20); |

Leave a copy of meszages on server for D days

[ k. H Cancel ]’ Help

NOTE: This interval can be more specific by using a global time restriction on the
Connection tab.
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Configuring Your Anti-virus Protection

602LAN SUITE Anti-virus Edition provides scanning of all messages for viruses using
BitDefender Anti-virus technology. All e-mail messages and attachments will be
scanned for malicious viruses and worms at the server before they reach your user's
mailbox. The BitDefender engine is certified by ICSA Labs.

Seamless integration with BitDefender Anti-virus provides an enhanced virus warning
system. All infected parts of an e-mail can be automatically removed, an e-mail
notification to the recipient can be sent and the entire message can be delivered to a
special account for later review. To enable scanning, check the Check delivered
messages using 602LAN SUITE anti-virus checkbox on the Anti-virus tab. If the
delivered message is infected, you have the following options:

Send to recipient

. Notification
. Notification with original message body
. Notification with original message body and attachment(s)

e Send to special account — select an account from the combo box

. Notification
. Notification with original message body
. Notification with original message body and attachment(s)

e Send a notification to administrator(s)

e 602LAN SUITE anti-virus: Treat suspected messages as infected: This
option will treat suspected files that are not 100% sure to be a virus as infected.

Certification tab — All scanned e-mail can be stamped with a certification tag. Here
you can enable certification if desired and define the certification message.

Updating tab — New viruses are released daily. To keep your virus protection up-to-
date we recommend checking the Enable automatic Anti-virus Updates
checkbox. It is possible to enter an interval in hours that you wish to update the
virus database. If you want to update the virus database manually click the Update
Now button.

AVG tab - 602LAN SUITE also supports anti-virus scanning from AVG available from
Grisoft, Inc. If you have AVG installed on this computer and you want to scan
delivered messages via AVG check the checkbox Check delivered messages using
AVG anti-virus.
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Configuration ['>__<|

Cantent Filker S S5L DHCP Adrinistration Logs ActiveReparts Wi Service Update
Uszers Connection || MAT Firewall | SMTP || POP3 | Anti-virus |.-’-‘mti-spam Attachment Filter || Fax Prosy

Lazt Anbi-viruz Update:  1/7/2005 1:21:02 Pk Anti-viruz Update Expiration: 1182006
Check delivered e-mail meszages using B0ZLAN SUITE anti-wirus

IFincoming meszage iz infected | If outgoing meszage is infected

Send to recipient:

() Motification
(#) Motification with original meszage body
() Motification with original message body and attachment(s]

[] 5end ta special account:

M atification

Matifization with anginal mezzage bady

Matification with ariginal meszsage body and attachment(=]
[]5end a natification ta administratar]z)

BOZ2LAM SUITE anti-virus: Treat suspected messzages as infected

| Seftings | Certification | Updating | AVG

Save H Cancel ” Help

NOTE: 602LAN SUITE supports simultaneous scanning from the built-in 602LAN
SUITE Anti-virus engine and AVG.
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Configuring E-mail Client Access
602LAN SUITE supports the sending and retrieval of e-mail in two ways:

e The Use of a third party POP3/SMTP compliant e-mail program such as Microsoft
Outlook, Outlook Express, Eudora, or similar.
e 602LAN SUITE Web Mail client

Here we will cover the setup of the two most popular e-mail clients, Microsoft®
Outlook and Microsoft® Outlook Express. These instructions can also be used as a
guide for setting up other POP3 e-mail clients.

Setting Up Microsoft® Outlook Express 6.x

1. Open Outlook Express

2. Enter your full name into the field labeled Display name, then click Next

3. Select | already have an e-mail address that I'd like to use, then enter your e-
mail address into the field labeled E-mail address and then click Next

4. In the drop down list-box, select the server type as POP3, for Incoming Mail
server and Outgoing mail server enter the IP of 602LAN SUITE (probably
192.168.1.1), then click Next

Setting Up Microsoft® Outlook 2002

Open Outlook 2002

Click Tools - E-mail Accounts

Select E-mail / Add a new e-mail account then click Next

Select POP3 then click Next

In the field labeled Your Name, enter the name to appear on all messages you

send

In the field labeled E-mail Address, enter the e-mail address to appear as the

sender address on all e-mail you send

7. In the field labeled Incoming mail server (POP3), enter the IP address of your
server (probably 192.168.1.1).

8. In the field labeled Outgoing mail server (SMTP), enter the IP address of your
server (probably 192.168.1.1).

9. Enter your 602LAN SUITE user ID in the field labeled User Name

10. Enter your 602LAN SUITE user password in the field labeled Password

11. Make sure the checkbox labeled Log on using Secure Password Authentication is
NOT checked.

12. Click Next

13. Click Finish

ahoONE

2

Accessing the Web Mail Client
Run an Internet browser and enter the IP address or domain of the computer where
602LAN SUITE is running (http://192.168.1.1/mail or http://yourdomain.com/mail):

1. Enter your Username — This field is not case sensitive.
2. Enter your Password — This field is not case sensitive.
3. Click the Login button.

NOTE: If the SSL WWW server is enabled you may access the Web Mail Client via
https instead of http.
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Configuring Your Web Server

WWW Configuration

Check the box WWW server, if you want to use the functionality of the WWW server.
It is possible to select the IP interface on which the WWW server will operate on from
the WWW IP address checkbox. The default value is all interfaces but you can select
a specific interface if needed. Use the field WWW port to specify the port allocated
for communication with the WWW server (default value is 80).

NOTE: If you want to run a web server other than 602LAN SUITE’s you will need to
turn the web server off or change the port (i.e. 8080 — this will allow you to still
access 602LAN SUITE’s remote admin feature and not conflict with other web server
software). The directories and files necessary to operate this server are specified in
the five input fields.

To use the WWW server, you must specify the following:

¢ Home directory of WWW server - Path to the root directory in the field.

e Index file name - File name that will be used as the index page (e.g. index.htm
or index.html

e Script directory - Directory with CGI or FastCGI scripts.

e Environment variables for scripts — Environment variables used with scripts.

e User's home directory - The directory path where personal user WWW pages
will be placed.

Configuration g]
Uzerz | Connection || MAT Firewall | SMTP | POP3 | Antivirug | Anti-zpam || Attachment Filker | Fax Prawsy
Content Filter WA S5L DHCF Administration Logs ActiveReports Win Service Update
WA zerver SSL Wt zerver
Wwind [P address: WA port: S50 W IP address: S5L whniw' port:
all A an all v 443

Home directory of W™ server:

C:%Program FileshS oftwareBD2AE02LAMN SUITE
Index file name:

idex. bt indes, html

Home directary of 551 W' server:
C:AProgram FileshS oftwareB024E0Z2LAN SUITE
Index file name of S5L WM server

index. kit index. htrl

Script directony: Script directony of SSL Wi server:

C:\Program FileshSoftwareB02VE02LAN SUITE

Enwironment variables for scripts:
C:%Program FileshS oftwareBD24E020LAN SUITE

Uszer's home directon:
C:\Program FileskSoftwareB02%602LAN SUITE

[]IP Filter defines access to Wi server

C:\Program FileshS oftwareB02VE0ZLAN SUITE

Erwvironment variables for scripts:
C:hProgram FileshS oftwareB02NE02LAN SUITE

Uzer's home directomy of SSL WA server:
C:\Program FileshS oftwareB02Y602LAN SUITE

TP Filter defines access to S50 Wi server

| www & S5LWWW server IP fter |

[] Directory browsing
Wt Servers | FastCGl Applications | Mapped Applications | Aliazes

| save || camcel |[ Hep |

Once the user’s home directory has been defined, 602LAN SUITE will automatically
create a sub-directory of the user name in this folder when a new user is created. In
contrast to a typical Web server directory, user directories can only be accessed via
http://computername/—~username regardless of the folder setting. A user can update
their home directory in the following ways:

© 2007 Software602, Inc. 23



e Copy files to the station where 602LAN SUITE is running to the appropriate user
WWW folder (i.e. it must be shared).

e Upload the pages from Netscape Navigator or 602Text via the HTTP protocol after
logging in with the correct username and password.

e Upload the pages via the FTP protocol — in this case the user WWW folders must
be created as a subdirectories off the main WWW directory (User's home
directory on the WWW tab).

602LAN SUITE also includes an SSL WWW server that provides a secure server to
client connection. Setup the SSL WWW server just like the standard WWW server
(above). The default port where the SSL WWW server listens is 443. You will need to
generate a self-signed certificate or install a purchased certificate from a reputable
Certificate Authority such as Verisign or Thawte. The benefits to purchasing a
certificate are that all browsers will globally recognize your certificate and
automatically trust your site security. A self-signed certificate will prompt the user
that the certificate is not recognized but the site is still secure. Both certificates
provide equal protection.

Using User Folders

Each user has his/her own User’s home directory on the WWW server where they can
publish information. The user folders are accessible from an Internet browser via
http://computername/—~username where computername is the name/IP address of
the computer where 602LAN SUITE is running and username is the name of the user
folder that equals the user’s username.

Users can update their pages via the following methods:

e Copying files directly to the fileserver where the user folders are located.

e Update pages via HTTP from Netscape Navigator. It requires a proper login (user
name and password).

e Via the FTP protocol — access to the user folder from an FTP client. It is necessary
to enter the computername, username and user password.

If the user is not an administrator, him/her will access their user folder.
If the user is an administrator, him/her will access the root of the WWW server.

Access Filter

By checking the box IP filter defines access to WWW server the WWW & SSL WWW
IP filter will define access to the WWW server. The IP filter rules are checked from
top to bottom with each rule superceding those above it. Enter the IP address and
mask of the computer or network that sends the request to the field IP address and
IP mask. It is also necessary to define if the item is allowed or prohibited — RED
means access denied, GREEN means permit access.

Directory Browsing

By checking the Directory browsing checkbox you can enable Directory browsing on
the web server. This will allow web visitors to browse directories on your web server
that do not include an index page.

Updating Web Server Content
You can update web server content in one of two ways: Locally or Remotely via FTP.
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Updating from the local server

Update web site content by copying the updated files to the home directory as you
have specified on the WWW Tab. By default, the home directory is the DOCS folder
under the 602LAN SUITE folder.

Updating remotely via FTP
The most popular form of web server updating is transferring files via the FTP
protocol. In order to perform this there are a few pre-requisites:

e You must have the "allow update of WWW server via FTP port xx" option selected
on the administration tab.

e You must be an administrator to access the home folder of the WWW server.
Standard users can only access their own private folders.

Use an FTP client to connect and login to the 602LAN SUITE WWW server.
Administrators will default to the home directory while standard users will default to
their private folder. Please refer to your individual FTP client for uploading
instructions. Internet Explorer can be used as an FTP client. To access through MSIE,
do the following:

1. Type in ftp://yourserver.com where your server.com is the domain or IP address
of your 602LAN SUITE server.

2. You will be prompted to login with a user name and password, enter these
appropriately (Anonymous login is not supported)

3. You will now be taken to the home directory if you logged in as an administrator
or to your personal folder if you logged in as a regular user.

4. Use standard copy and paste commands to transfer files between your computer
and the FTP site.

Setting Up an SSL Web Server

To enable the SSL web server simply check the SSL WWW Server selection on the
WWW tab. You must have an SSL certificate defined in order to save the changes.
For information on creating or installing an SSL certificate, see the Advanced Access
Control section of this manual. The SSL web server has it’'s own configurable
parameters which are identical to the standard web server. This allows you the
option of selecting a different home directory for secure documents you may be
distributing over the Internet.

The SSL web server gives you the following benefits:

e Use the 602LAN SUITE web mail client via a secure SSL connection to ensure the
privacy of your e-mail. Example: https://yourserver/mail.

e Secure the remote administration of your 602LAN SUITE by simply using https in
place of http in your remote administration address. Example:
https://yourserver/admin

FastCGIl Applications
To use a FastCGlI application, register the application with the following values:

e FastCGI application name — Application name that will be presented in the list.

e Role — The FastCGI Application can process several types of requests (it can
have several roles). Here you have to specify which role you have in mind. If you
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do not have a specially programmed application, the role should equal 1 (the
FastCGI application returns the HTML page that corresponds to the particular
path). The following roles are pre-defined: Responder, Authorizer and Filter.

e Location (URL) — Location (path) that the user specifies in the WWW browser
for calling this FastCGI application.

e Connection (address:port) — It is necessary to specify the computer and port
on which the current FastCGI application is running. If the application is running
on the local computer, you can specify only the <port number=> or
localhost:<port number>.

e Path to EXE file — If the executable file of the FastCGI application is on this
computer, the WWW server can open this file during start-up so that it is ready to
process a request.

e Environment variables — The FastCGI application receives complete
information from the WWW server about the established connection and server
type. Give their list in the following format: variable_name=value. Separate each
variable with a semicolon.

For more information on FastCGlI, see the WWW page: http://www.fastcgi.com.

Mapped Applications

If the WWW server finds the extension entered in the Extension field from the
requested URL, it will run the application from the Path to EXE file field. To use a
Mapped application, register the application by defining the following values:

e Mapped application name — Application name that will be presented in the list.

o Extension — Enter the file extension (e.g. .php).

e Path to EXE file — Enter the application EXE file name with full path. The WWW
server will run this application upon URL request with the included extension
entered in the extension field.

e Environment variables — It is possible to run the mapped application with
specific parameters. Separate each parameter with a semicolon.

Configuration E]

Users || Connection | MAT Firewall | SMTP | POP3 | Anti-vius | Anti-zpam | Attachment Filker | Fax Prosy
Content Filter R S50 DHCP Administration Logs ActiveR eports “wiin Service Update

Mapped applications:
Mame Extenzion Path to EXE file
PHF .php chphphphp.exe

Mapped application narme : FHF Delete/Edit

Extension [e.g. ".php': .php

Aliases
To use aliases on the web server, define them by the following values:

e Path — Define the local path you would like to alias.

e Alias — Define the Alias as to how it will be accessible from the WWW server.

e Environment variables — It is possible to include an application (EXE file) to the
URL request. Separate each parameter with a semicolon.
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Configuring Your Fax Server

The Fax tab is used to set parameters that control sending and receiving fax
messages. Faxes can be sent out through a fax modem. This configuration tab has
two sub tabs:

e General: Used for general settings.
e TAPI: Used to setup the TAPI device (fax modem).

General
This tab sets up the method of faxing and its working intervals.

Fax ldentification

Enter a string into the field Fax identification that includes the identification
information about the fax sender. This information is transmitted to the counterpart
fax machine during the first stage of transmission and allows the receiving party to
identify you. This should include your fax number.

Print Received Faxes to a Printer
If you wish to automatically print all incoming faxes directly to a printer, select a
printer from the Print received faxes using the pull-down menu.

Working Intervals

This section sets the time interval for handling the communication events:

e Activate Fax Server: The fax server will check the fax queue every xx seconds
and it will try to send one fax message.

e Re-send interval: If a sending attempt was unsuccessful, the server will send
the unsuccessful fax message after the entered amount of minutes.

¢ Max. attempts for delivery: Defines the number of times to attempt delivery.
The first sending attempt consists of four dial attempts and the next sending
attempt will consist of two dial attempts.

Add Text to the Header line — Header Line Text
It is possible to enter a message into the field Header line text that will be printed
first on a fax message. This information can include, for example, your identification.

Configuration g|

Content Filter WA S50 DHCP Adminiztration Logs ActiveReports Win Service Update
|Jzersz Connection || MAT Firewall | SWMTP | POP3 | Anti-viiuz || Anti-gpam || Attachment Filker | Fax Prowy

Whorking intery als

Activate fax server [zec.]: a0 il
Re-zend interval [mir.]: 10 il

Fay identification: | v'our Company Name Max. attemptz for delivery: g il

Print received faxes using:

Fax zerver

Do ot print- 3 Add header line to fax message

Inzert thiz text into the header line:
Your Company Mame
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TAPI

This tab sets the TAPI device parameters. All available TAPI devices are listed in the

TAPI device list.

Set Parameters and Dialing Properties
Set parameters and the Dialing properties buttons open configuration dialog windows
from the Windows Operating System. It is also possible to open these windows from

Windows Control panel / Modem settings.

Configuration

[ Set parameters ]

[ Dialing Properties ]

BO02LAM SUITE specific moderm commands

Configurahion: ATOMWIET350=0

Modem reset: ATZ

Contraling cormmands: Autodetection

Tranzmizzion speed limit: IMLIMITED

UMLIMITED

4]

Reception speed limit:

Pick up after [number of ringz):

Fax server | TAP|

Content Filter WA S5L DHCP
Ugers | Connection | MAT Firewall | SMTP
TAPI device list:

Adrministration Logs
POP3 | Anti-virus
w
w
w

3

ActiveR eports “Win Service Update
Arti-spam | Attachment Filer | Fax Prosy
Save ] [ Cancel ] ’ Help

Modem Commands

Controlling Commands

Configuration — Modem commands to configure your modem for 602LAN SUITE.
Modem reset — Modem commands to reset your modem.

Fax modems have several sets of control commands in their fax section. The option
Controlling Commands enables you to select this set directly or let the server

attempt auto-detection.

Class 1: The oldest of the three classes, lets the computer carry out most of the

fax operations and thus leaves most of the operation up to the computer This set
was arranged into a standard and therefore is frequently implemented in fax
modems and control programs. The original standard did not include a definition
of how the modem should distinguish a data call from a fax call when receiving a
message. Older types of US Robotics modems support Class 1. Class 1 and Class
2 are supported by all modems based on the ROCKWELL chipset.
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e Class 2: The fax modem carries out a number of communication operations
(checking for a common protocol with the counterpart fax, page confirmation,
transmission termination) itself or as a response to a single AT command. This
set was never arranged into a standard; it was only formed as a set of
recommendations that manufacturers sometimes did not adhere exactly to. This
is the reason why there are some problems with this class. Differentiation
between fax and data is not clearly defined here. This set is widely used with fax
modems. ZyXEL supports this class in all FW versions, US Robotics has not
implemented this class because it is not an official standard.

e Class 2.0: The latest version, with its structure of commands and method of
operation, is very much like Class 2, but the commands are shorter and there are
some extra commands that solve the problems with Class 2. This set is fully
standardized and is not widely used yet, but its popularity is increasing. ZyXEL
Elite, ZyXEL 1496 FW 6.12+ and US Robotics support this standard. ROCKWELL
does not support it.

Transmission and Reception Speed Limit

Transmission speed limit and Reception speed limit enable you to decrease the
maximum fax transmission speed to the specified limit and thus adjust it to the line
quality. There is a standard range of speeds from 2,400 to 14,400 bit/s or select the
unlimited speed.

Pick Up After Number of Rings
The entry in Pick up after (number of rings) specifies the number of rings after which
the server answers the incoming call.

SendFax Client Installation
If you want to fax out directly from any application providing the print function, it is
necessary to install the SendFax print driver on the client workstations.

1. Download the SendFax Client from http://www.software602.com/download/

2. Run the installation program from the directory where you downloaded the
program. Follow the directions given by the installation program.

3. After accepting the license agreement enter, Name — Your name, Company —
Enter the name of the company where the server will be installed.

4. You must enter the directory where SendFax will be installed on the next screen.

5. At the end of installation all program files will be copied onto your hard drive and
a new printer driver will be available to you.

Send a Fax with the SendFax Client

If you want to send a fax message directly from an application that provides the
print function (i.e. MS Word), compose a document by the application and print to
the Fax602 — fax for Windows print driver. The SendFax Print Driver creates a fax
message and the window of the address book selected in the SendFax Print Driver
configuration appears. After entering the recipient address or selecting a pre-existing
recipient, the fax is sent to 602LAN SUITE. To send a fax, do the following:

1. Any Windows program with the Print function can be used. From any Windows
program click File, Print... then select the Fax602 Printer. The 602Send Fax
dialog window appears. Here you can enter a recipient manually or click the
Select recipient(s) from the list button and select recipients.
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2. Now select the page length and check Preview before sending if you want to see
what the fax is going to look like before it is delivered.

3. Select the recipient(s).

4. Preview the fax (if the option was selected).

5. Click Send when ready.

Send a Fax by E-mail

If you want to send a fax message directly from an e-mail client, the only thing you
have to do is enter the fax address in the e-mail format: fax_number@fax.fax or
fax_number@fax. The fax number must always be entered in one of these two
permitted formats. A fax is then created as a normal e-mail letter. 602LAN SUITE
then recognizes the fax message due to the fax or fax.fax part of the e-mail address,
compiles the message into the fax format and sends it. According to the server
configuration it is also possible to attach files to a fax (DOC, WPD, RTF, HTML, etc.),
check the Fax tab in 602LAN SUITE for a list of all support file types on your system.

Phone Number Format of E-mail Address

For sending faxes it is necessary to enter the fax address in the e-mail format:
fax_number@fax.fax or fax_number@fax. The fax number part of the e-mail address
must be entered in one of the two permitted formats: Full format or Direct format.

Full format - The full format of a phone number always includes the country code,
area code and the number itself, separated with dashes.

The number cannot include a zero for reaching an outside line, long distance calls or
international calls. To use the full format, it is necessary to set the Dialing properties
and Location in the Windows Operating System properly (Check Fax tab / TAPI /
Dialing Properties). Here you must enter all dialing properties:

Country

Area code

For local calls dial

For long distance calls dial

The phone number that you entered in the e-mail address is compared with the
dialing properties.

o If your dialing properties include United States as the Country, 904 as the area
code and the number dialed is different from the 904 Area code (i.e. 305), the
number 13056667777 will be called.

e If your dialing properties include United States as the Country, 904 as the area
code and the number dialed is from the same Area code, the local number
6667777 will be called.

Example 1: 1-904-6667777@fax
Example 2: 1-212-5559999@fax

Direct format - The number is written before the @ symbol exactly as it is to be
dialed. The number must not include dashes, parenthesizes, pluses, spaces or other

formatting symbols! Enter the number part exactly as you would use a phone!

Example 1: 6667777 @fax
Example 2: 13056667777 @fax
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Send a Fax by E-mail with an Attachment

The letter you want to send and files attached to it must be converted into a graphic
fax format. The transfer can be executed directly on the workstation by the 602LAN
SUITE SendFax program or on the 602LAN SUITE Server. The server has a wide
range of formats for the conversion process:

e Internal conversion functions — For conversion of text files and graphic
bitmap files. Internally supported file formats: TXT, BMP, CLP, DCX, DIB, GIF,
CUT, JPG, PCX, TIF, WMF.

e External functions — For conversion of certain file formats into the fax format
by background printing through the Fax602 fax driver.

Externally supported file formats depends on programs that are installed on the
workstation with the 602LAN SUITE Server:

DOC: Word7 or later, 602Text

XLS: Excel97 or later

WPD: 602Text

RTF: Word7 or later

HTM, HTML: MSIE 4 or later, Word97 or later

The currently supported external formats are displayed under Settings / Advanced
Configuration / Fax tab of the 602LAN SUITE Server.

NOTE: In some applications it is necessary to set the Fax602 driver as the default
printer.
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Configuring Shared Internet Access

To configure shared Internet access through 602LAN SUITE you must first configure
the server to allow network address translation and then the client’s TCP/IP gateway
must be set to the IP address of the computer running 602LAN SUITE. If you wish to
use user authentication or site access control, then you will need to use the proxy
services described in the “Proxy” section under the “Advanced Access Control”
chapter of the manual.

What is Network Address Translation (NAT)?

NAT is the translation of an Internet Protocol address (IP address) used within one
network (your private network) to a different IP address known within another
network (the Internet). NAT maps local inside network addresses to one or more
global outside IP addresses and unmaps the global IP addresses on incoming packets
back to the local IP addresses. This helps ensure security since each outgoing or
incoming request must go through a translation process that also offers the
opportunity to qualify or authenticate the request or match it to a previous request.
NAT also conserves the number of global IP addresses needed and allows the use of
a single IP address to communicate with the Internet.

LAN
5 5 oxaty B02LAN SUITE
.
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R EE——————
5 The NAT router translates traffic coming into and leaving the private network.

Enabling NAT

NAT requires that at least two interfaces be installed on the computer where 602LAN
SUITE is running (e.g. two NICs or a NIC and a Dial-up adapter). To begin using NAT
in 602LAN SUITE you must first check the box in the upper left had corner of the
NAT tab. Next, select the connection you wish to share in the “Connection to share”
box. Now, select the internal network(s) from the “Select internal interfaces/subnets”
box to define what network(s) will be allowed to access NAT. If an interface has
more than one IP address you can select the addresses as needed.

Configuration §|

Cantent Filker WA S50 DHCP Adrinistration Logs ActiveReparts Win Service Update
Users | Connection | MAT Firewall | SMTP | POP3 | Anti-viruz || Anti-zpam | Attachment Filker | Fas Prosy

Share Intermet connection with address translation [NAT)

Connection to zhare AN nternet]: Select internal interfaces/subnets [LAMN]:
Dialup Adapter L ‘{E '-l"-.-"I[ZII.-'l'-. nFarce MCP Metworking Adapter Drive

+-0< 192 168 66,106 / 255 265 255.0

Setting Up Client Access Through NAT

The client computer’s TCP/IP setting can be set either manually or automatically via
DHCP. Manual configuration requires IP addresses to be set from the same network
as the 602LAN SUITE internal interface (e.g. 192.168.1.x) and this internal interface
must be entered into the TCP/IP gateway settings as part of the TCP/IP settings (e.g.
192.168.1.1).
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To configure TCP/IP by DHCP, see the section “DHCP Server Setup” under the “Basic
Administration” chapter.

NAT Example

A computer with 602LAN SUITE has one internal interface with the IP address
192.168.1.1 and 255.255.255.0 mask. Workstations that need access to 602LAN
SUITE’s NAT must be configured in the following way:

e |IP address: 192.168.1.x (where x is a number from 2 - 254)
e Mask: 255.255.255.0
e Gateway: 192.168.1.1

NAT IP Filter

The NAT IP Filter defines what connections are allowed to access NAT. The IP filter
rules are checked from top to bottom with each rule superceding those above it.
Enter the IP address and mask of the computer or network that sends the request to
the field IP address and IP mask. It is also necessary to define if the item is allowed
or prohibited — RED means access denied, GREEN means permit access. If the IP
filter includes a rule, all data transmission is prohibited except transmission defined
by this rule. If the IP filter does not contain a rule, all data transmission is allowed.

NAT Limitations
NAT does NOT support tracert, NetMeeting, IPsec or UPnP.
NAT does NOT work on servers with multiple processors or processors with

Hyper-threading.
e NAT will NOT establish a dial-up connection.
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Basic Administration

602LAN SUITE can be administered via two different administration methods:

e The application
e The web based administration utility

While both of these methods have similar capabilities, each one has its own merits.

Administration Configuration

Administration options are configured on the Administration tab. To enable remote
web administration, check the Allow remote administration by browser checkbox. If a
user with the admin right exists, it is possible to restrict direct access to the program
configuration to administrators only. If no administrators are defined, this checkbox
is not available.

Configuration E]

Uzers | Connection | MAT Firewall | SMTP | POP3 || Antivirus || Anb-spam | Attachment Filker || Fax Prosy
Content Filter WA S5L DHCP Administration Logs ActiveR eports Win Service Update

[] Restrict direct access to B02LAN SUITE program configuration to administrators anly

Allowe remote administration by brovezer
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(%3 3. Adminizstrators only

[JUse a separate remote administration port;
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Allow update of the WA server via FTP on part |21

IP Filter defines access to remote administration and FTP update

[ Remate administration and FTP update IP filker

| Save || cancel || Hep

Administration via the Application

This option provides you with total unrestricted access to all of 602LAN SUITE’s
administration options including the ability to modify service parameters and govern
administration options. The disadvantage to this is that you must be physically
sitting at the server or utilizing remote PC access in order to administer via this
method.

Web Based Administration
Web based administration offers the administrator the convenience of being able to
change settings, modify users and change service parameters within the 602LAN
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SUITE program from any PC on the local network or if properly setup, any Internet
connected PC in the world. The drawback to this convenience is that you will not
have access to the administration control options or the Windows Service
parameters. This is generally not a problem, as day-to-day administration typically
does not utilize them. They will be setup once and generally be left alone for the
remainder of the program’s service life.

NOTE: If you are using 602LAN SUITE as a Windows Service, you must either use
the web-based administration to administer your 602LAN SUITE program or stop the
service before opening the application.

Accessing the Web Based Administration Utility

To access the remote administration utility, you must open the browser on any
network connected PC and then enter the following address while substituting
“yourservername” for the 602LAN SUITE server’s IP address, registered domain
name or computer name:

http://yourservername/admin

3 602LAN SUITE Administration - Microsoft Internet Explorer |Z||§|E|

. Flle Edt ‘Wiew Faworites Tools Help i

OBack M > | \ﬂ @ ;j [-:'

: Address | hkkp: | fwn, company, com/admin) Vl
@ G602LAN SUITE St Server H Statistics 3 Setup

Sales information

v sofhearefl2.com,/store
sales@software602.com
@
Technical support 6 a 2

LAN SUITE

support.software602.com

support@software602.com i
support@sofhwareb02.com E—ma”‘FﬂliEﬁ_
Anti-spam e Anti-virus
Software6D?2, Inc. Proxy «Firewall/NAT
wwrsofbwrareblZ.com 2004.0.04.1221
info@software602.com
I@ & Internet

Upon establishing a connection to the 602LAN SUITE WWW server, you will be
prompted for a user name and password. Access to the remote administration can be
restricted to “Administrators only” on the Administration tab; otherwise, all valid
602LAN SUITE users will have access to the remote administration.
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NOTE: If you want to use the IP Filter rules to secure remote administration and
prevent outside or unauthorized IP addresses from being able to access, check the IP
Filter defines access to remote administration and FTP update checkbox.

WWW Server and Web Based Administration

Remote administration runs on 602LAN SUITE’s built in WWW server and therefore
must follow rules set forth in the WWW tab. If your WWW tab is set to only allow
access on the internal network interface, then Remote administration will be
available only to clients accessing via the internal network. If you have the WWW
server set to allow access on all interfaces, the administrator may administer 602LAN
SUITE from any Internet connected PC. In addition to the interface settings, Remote
Administration is also subject to the rules enforced by the IP Filter on the WWW tab.

Updating the WWW server via FTP

HTML pages on the 602LAN SUITE WWW server are stored in the folder that is
defined on the WWW tab. The default folder is /DOCS. It is possible to maintain them
directly or you can do this remotely via the HTTP or FTP protocols as well. To allow
updates to the HTML pages via FTP, check the Allow update of the WWW server via
FTP on port xxx checkbox on the Administration tab. The standard FTP port is 21.

Allow update of the w8 zerver via FTP on part |21

NOTE: To run an FTP server other than 602LAN SUITE’s, use a different port (i.e.
8021 — This will allow access to 602LAN SUITE’s FTP service and not conflict with
other FTP server software).

There are Several Ways to Manage HTML Pages on the WWW Server
It is possible to send HTML pages via any FTP client to the 602LAN SUITE FTP
Server:

e If you use Netscape Navigator, use its HTML editor (Netscape Composer) and use
the Publish icon — protocol HTTP PUT.

e If you use Microsoft Internet Explorer, use the Web Publishing Wizard (default
Windows 98, MSIE 4.0 or higher, FrontPage) — HTML pages will be sent via the
FTP protocol.

Who is permitted to manage the WWW Server
Only 602LAN SUITE administrators are permitted to manage the 602LAN SUITE
WWW server. Other users are only permitted to update their personal pages.

Remote Administration and FTP Update IP Filter

The Remote administration and FTP update IP filter defines what connections are
allowed to access the web administration and FTP update server. The IP filter rules
are checked from top to bottom with each rule superceding those above it. Enter the
IP address and mask of the computer or network that sends the request to the field
IP address and IP mask. It is also necessary to define if the item is allowed or
prohibited — RED means access denied, GREEN means permit access.
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Logging Server Activity

Logs Tab

Reports of the server’s activity are shown by default in the program window and can
be logged to a file. 602LAN SUITE provides logging WWW and HTTP proxy server
activities in the W3C format for later analysis by W3C log file analyzers.

Number of lines in the terminal buffer: Specify the number of lines that will
be stored in memory (i.e. how far back you will be able to scroll up in the
program window).

Log to file: Reports the server’s activity to a file. Check the box Log to File, to
generate a log file for each day. The file can be found in the 602LAN SUITE
directory, with the name SMMDDYYI.LOG (MM means months, DD means day
and YY means the last two digits of the year). Each file is stored for the number
of days specified in Delete log files older than x days, after which the file is
deleted.

Maximum size of statistics log file in kB: Another log file is available:
lansuite.csv. This file is automatically created after sending the first fax message
and only logs sent faxes. The maximum size of the CSV file is limited to the value
specified in Maximum size of statistics log file in kB. After reaching the entered
size, the CSV file will be cut by 10 percent and logging will continue.

3

Configuration
Uzers | Connection | MAT Firewall | SMTP | POP3 | Anti-virus || Anti-spam | Attachment Filker | Fas Prosy
Content Filter W S5L DHCP Adminizstration Lags ActiveReports Win Service Update
Log to file SMMDDYY.LOG
Log meszages from:
WO SPromy software SMTP zerver DHCP zerver
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MAT
Delete log files older than A days
WAWHT TR Prosge/MAT messages in the W3C format Firewall mezsages [Fw LOG]
Log winw server messages to file W3aCA LOG [ Log dropped packets
Log HTTP prosy messages to file W3CP.LOG [ Log packets startingkending TCP conn.
LogHTTF prosy cache meszages tao file W3aCC.LOG
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Use the section Log messages from to specify the services to monitor reports from:

WWWY/Proxy software
SOCKS server

Dial-up connection

NS requests processing
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DHCP Server

SMTP server

POP3 server/mailbox collecting
LDAP Address Book

Fax server

W3C — Extended Log File Format

Most web servers offer the option to store log files in either the common log format
(http://www.w3.org/Daemon/User/Config/Logging.html#common-lodfile-format) or
a proprietary format. 602LAN SUITE provides the following log files in the W3C -
extended log file format:

W3CA.LOG - WWW server log file

W3CP.LOG - Proxy server log file

W3CC.LOG - Cache Proxy server log file
W3CNAT.LOG - Network Address Translation log file

W3C log files are recorded in a format readable by analysis tools. A header specifying
the data type is recorded at the beginning of each log file.

Firewall messages
Firewall messages will be logged to the FW.LOG file. The options that are checked
will define what will be logged to the file. Here is a description of the options:

e Log dropped packets — Dropped packets will be logged.

e Log packets starting & ending — The beginning and end of each TCP connection.

e Log all packets — All traffic will be logged (WARNING: Should only be used for
debugging purposes!).
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Installing as a Windows Service

NT Service

The NT Service tab is displayed if the operating system is Windows
NT/2000/XP/2003. This tab allows you to control the 602LAN SUITE service. Other
elements of this dialog box enable the program to be installed as a service or to
modify settings for the service:

¢ Command line parameters — Here the command line parameters are entered
that will be used at service startup.

e Service commands — Here you can specify if the service should start
automatically at system startup or if the user must start it manually from
Windows / Control Panel / Services, or if the service should be disabled.

e Service account — An account is assigned to the service upon startup that
determines what rights the service can utilize. For example, if 602LAN SUITE
needs access to disks on another computer, you must specify an account of a
user who has the right to access these disks.

e Start service after selected services are running — Sometimes it is
necessary to guarantee that one or more service is loaded before 602LAN SUITE
is started. Here you can specify these services and 602LAN SUITE will start after
the selected services are in operation.

After changing the settings, click the Install Service button to install 602LAN SUITE
as a service. Use the button Uninstall Service to uninstall the service.

Configuration E]
Ugers Connection | MNaT Firewall | SMTF | POFP3 | Anti-wirus | Anti-epam || Attachment Filker | Fax Frosy
Contert Filker WA SSL DHCP Administration Logs ActiveReports Win Service Update

ED2LAN SUITE 2004 Anti*irus Edition is not installed as a Windows NT/2000/<P Service.
Service configuration
LCommand line parameters: Service account
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. (O User account
Service startup
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Install service

NOTE: This will not affect the current status of the service (e.g. if 602LAN SUITE is
currently started as a service you will need to stop it manually).

Win98 Service

If you use Windows 9x the Win98 service tab will appear. Here you can setup
602LAN SUITE as a Win98 service. The text at the top will state if the Win98 service
is installed or not. The term Win98 service means you can automatically run 602LAN
SUITE at startup. Its icon is hidden in the bottom right-hand corner of the screen
(System Tray). Enter the command line parameters in the Command line parameter
field that need to be used (Optional). To setup 602LAN SUITE as a Win98 service,
click Install service. To uninstall it, click Uninstall service.
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DHCP Server Setup

DHCP (Dynamic Host Configuration Protocol) provides basic TCP/IP settings for
network workstations. Workstations can use the DHCP server to obtain an IP
address, mask, DNS and more. Dynamic IP assignment means easy administration
and it also conserves assigned IP’s to the amount of in-use working workstations
only. DHCP uses the UDP protocol on port 67 and 68. DHCP is an open standard,
developed by the Dynamic Host Configuration working group (DHC WG) of the
Internet Engineering task Force (IETF). The DHCP protocol is derived from RARP,
DRARP and BOOTP protocols. A full description can be found in RFC 2131, 1531,
1541, 1534, and 2132.

Turning on the DHCP Server

To begin using the DHCP server in 602LAN SUITE you must first check the box in the
upper left had corner of the DHCP server window. Also make sure that the IP address
of the INTERNAL network is selected for the option DHCP server’s IP address.

Setting the IP Range

Next you will need to define a Start IP address and an End IP Address. We suggest
using Class C IP address such as 192.168.x.x. The Start IP address should be
192.168.1.10 and your End IP address can be up to 192.168.1.254. Once those are
entered click Add. To delete any interval, highlight the interval and press the Delete
button. Starting with 192.168.1.10 you give yourself 9 IP address to use on servers
and PCs you wish to not use DHCP. These IP address are 192.168.1.1 - 192.168.1.9.
Multiple intervals can be defined.

DHCP Options
There are many DHCP options and variables supported in 602LAN SUITE, but you
only need 3:

subnet-mask: This should be set to 255.255.255.0
domain-name-servers: This should be set to the IP address of the computer
running 602LAN SUITE (with the DNS proxy enabled).

e routers: This should be set to the IP address of the computer running 602LAN
SUITE (with NAT enabled)

Configuration §|

Uzers | Connection | MAT Firewall | SMTP | POP3 | Anti-virus || Anti-spam | Attachment Filker | Fas Prosy
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DHCF Server  DHCP server's IP address: | 192,168 66106 % | Default expiration time: | 720 min
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192.168.1.10 192.168.1.200 subnet-mask 255 255.0
damain-name-gervers 201.1565.100.20
routers 13216811

Select the appropriate DHCP parameter and enter the DHCP option value then click
the Add button. To delete any parameter, highlight the parameter and press the
Delete button. For more information on DHCP and its options and variables please
visit http://www.dhcp.org.
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Advanced Features

SMTP Authentication & Settings

Advanced Sending Parameters Settings

Some ISP’s require authentication to send e-mail via their SMTP server. If your ISP
requires this, check the ISP's SMTP server requires authentication. Select the
authentication method - SMTP or POP3 (ask your provider) and fill out your Login
name and Password.

Private Networks

Routing messages according to the Preset routes settings is available in case you
need to send messages for specific domains to specific computers instead of to the
Internet. The Preset routes button is enabled if you check the Use preset routes
check box. After pushing the Preset routes button, the list of preset routes will
appear. Enter the values you need to Mail domain and Destination host fields then
click the add button. You can edit or delete all of the entered values. Simply highlight
the appropriate value and push the Delete/Edit button.

DNS Service Settings

Enter the IP address of your DNS (this was assigned to you by your Internet
Provider) into the field DNS1 and DNS2 (if available). If these fields are left empty,
602LAN SUITE will use the DNS settings from the TCP/IP configuration in Windows
(see Sending outgoing messages directly to the Internet using DNS above).

Working Intervals

Working Intervals includes a group of fields used to set SMTP time intervals. If the
message cannot be sent (i.e. the destination SMTP server is offline), an attempt will
be repeated after a certain period. Specify this delay by entering the number of
minutes into the field Re-send Interval.

YWorking intervals

Re-zend interval: 1a rrir

Dizcard undeliverable message after 72 hirs

Max concurrent outgoing SMTP connections

This determines the maximum number of simultaneous outgoing SMTP connections.
If you are processing a large volume of e-mail through 602LAN SUITE, raising this
number will allow outgoing messages to process faster provided adequate bandwidth
is available.

b aw. concurrent outgoing SMTP connections: 4

HELO/EHLO command parameter
Here you can enter a fully qualified domain name you want to send to remote SMTP
servers.
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SMTP Relay Options

SMTP relay functions provide message routing for recipient(s) (i.e. the address in the
TO: field) that do not have an account (mailbox) on the 602LAN SUITE server. This
function is necessary for 602LAN SUITE users since they send messages from an
SMTP/POP3 client application (Eudora, Outlook Express) to 602LAN SUITE (from
which 602LAN SUITE then forwards to the Internet). By default, 602LAN SUITE’s
SMTP Server will only work for 602LAN SUITE users (check Relay for 602LAN SUITE
users only). The SMTP server will check the Internet address of the sender (i.e. the
address in the FROM: field) and if the user’s e-mail address does not correspond with
any local account including aliases (see Aliases), the SMTP Server will not relay for
the user. If you check Verify sender by previous POP3 access, 602LAN SUITE’s SMTP
Server will only work for users who have already successfully accessed their POP3
mailboxes (using their login name and password). If you want to enable sending e-
mail through 602LAN SUITE to ALL Internet user, uncheck both checkboxes.

SMTP relay
Relay for BO2LAN SUITE uszers only

[]Werify zender by previous POP3 access
[T1F filter defines access to SMTP relay SMTP relay IP filker

WARNING! 602LAN SUITE’s SMTP Server will be vulnerable to SPAM abuse if both
checkboxes are unchecked! If you want to protect SMTP processing by the IP filter,
check IP filter defines access to SMTP relay and setup the SMTP relay IP filter.

SMTP Relay IP Filter

The SMTP relay IP filter defines what connections are able to relay mail through the
SMTP server. The IP filter rules are checked from top to bottom with each rule
superceding those above it. Enter the IP address and mask of the computer or
network that sends the request to the field IP address and IP  mask. It is also
necessary to define if the item is allowed or prohibited — RED means access denied,
GREEN means permit access.
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Web Mail

The Web Mail Client provides access to 602LAN SUITE mailboxes through an Internet
Browser or wireless device that supports WAP (Wireless Access Protocol). All
communication between the browser (client) and 602LAN SUITE (server) is running
through the HTTP or HTTPS (Secure HTTP) protocol.

Login to the Web Mail client

Run an Internet browser and enter the IP address or domain of the computer where
602LAN SUITE is running (i.e. http://192.168.1.1/mail or
http://www.yourdomain.com/mail):

e Enter your Username — This field is not case sensitive.

e Enter your Password — This field is not case sensitive.
e Click the Login button.

602

LAN SUITE

E-maile Faxe Web
Anti-spam e Anti-virus
Proxy ¢ Firewall/NAT

Flease login to access your e-mmail;

Username :|j|:|hn

Passwurd 5 IIIIIIIIIIIII

NOTE: If you are inactive for more than 60 minutes, the Web Mail Client will
automatically log you out.

602LAN SUITE Web Mail Client Window

The main Web Mail Client window consists of two horizontal sections — the menu bar
and the window according to the selected function. You can choose from the
following functions:

New message
Mail

Address Book
Options

Help

Logout

The Help button displays the help page.
The Logout button will log you out from the server.
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Mail

Each user account includes six folders: Inbox, Drafts, Items to be sent, Sent items,
List of sent items and Deleted items. The left part of the window shows the folder
tree and the right part shows the messages in the selected folder. The first folder in
the folder tree is the Inbox.

Inbox

The Inbox is the default folder for delivered messages. You can create your own
personal folders by entering a name for the new folder into the Create folder edit
field and clicking the confirm button. Each message includes a checkbox that allows
you to select the message(s) for further processing (Delete, classify as Junk/Not
Junk mail, Move or Copy to a folder).

The first checkbox above all the checkboxes is the Check all checkbox. By clicking
this checkbox all checkboxes underneath will be checked automatically.

Each message has three attributes:

e Date and Time
e Sender
e Subject

NOTE: It is possible to sort messages by any one of these attributes.

To open a message, click the link of the message. The link will be placed on the
sorting attribute.

The Refresh button updates the current folder message list. The actual list of
messages will be read from 602LAN SUITE. This process is not automatic.

If you have many messages in a folder you can page through the messages via the
two arrow buttons at the bottom. Between these arrows is the actual position
indicator.

Drafts
The Drafts folder includes the list of messages that are not finished and you have
saved for future editing.

Items to be sent

This folder includes the list of messages that are waiting to be sent. It is possible to
proof a message that is waiting to be sent. Check on the checkbox of the message
you want to proof and click the Disable button. Then click on the message link
(according to the attribute that it is sorted by). The message will open and you can
edit it. When you are done proofing, click the Close button. If satisfied, Enable the
message to be sent. If you are not satisfied, you can delete it.

NOTE: It is not possible to edit a messages once in the Sent items folder.

Sent items

Each sent message will be copied into this folder. By default this option is disabled.
To enable this option check Save copy of every sent message to the Sent items
folder checkbox in the Options menu.

List of sent items

This folder includes a list of sent messages. This is a log view only, message content
can not be viewed.
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Deleted items
If you delete a message from a folder, the message is firstly moved into the Deleted
items folder.

To delete a message permanently you must delete it from this folder. To restore a
message click the Restore button and the message will be restored.

It is possible to set an automatic deletion interval for this folder. If you want to
delete messages from this folder automatically, enter the number of days into Delete
messages after xxx days and click the confirm button.

To change the deletion interval, it is necessary to Disable automatic message
deletion, then re-enter a new value (in days) for automatic message deletion.

New Message
A New Message includes the following fields:

e From: — If you do not have any aliases, only one address will be displayed.
Otherwise you can select one of your aliases.

e To: — Click this link to select recipients. The Address Book window will open.

e Carbon Copy (CC:) — Click this link to select recipients. The Address Book
window will open.

e Attachments: — Window to attach files will open.

e Subject: — Field to enter the identification string of the message. This string
will be displayed in the recipient's list of messages.

e E-mail edit field — Textbox to write the message

e Text Signature — Check this if you want to add a text signature defined in
the Options window.

e Blind copies — If you enter more then one recipient, it doesn't matter if in
the To: or CC: field, and you check this checkbox, the header of the message
will not include other recipients (each recipient will not know about the other
recipients).

e Request read receipt — The message will be sent as registered. That means
the recipient will have to confirm an open message dialog and you will receive
a confirmation e-mail informing that the recipient has opened your message.
602LAN SUITE automatically generates this confirmation message.

e Format — Message format. Select the one you want according to the
appropriate standard: MIME, RFC822 or UUEncode.

Spell Check

The Spell Check feature supports the American and British language. When you are
done with a message you can proof it by spell checking. Click the SpellCheck button.
A blue-framed field including the message text will appear. Incorrect words are in
red. It is possible to correct them by typing new text into the Enter new spelling field
or select a suggestion from the Suggestions field.

e Ignore button — Single (red) word will be ignored in this message

e Ignore All button — All word forms of the marked word will be ignored in
this message

e Add to Dictionary — Word forms of the marked word will be added to the
user's personal dictionary. This word form will not be marked as wrong in the
following messages. User personal dictionaries are stored in the proper user
mailboxes.

e Change — Single (red) word form will be changed in this message
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e Change All — All word forms of the marked word will be changed in this
message
e Close — Finish spell checking.

Send
To send the message, click the Send button.

Save Draft

If, for any reason, you can not finish the message, click the Save Draft button to
save this message for future editing. The message will be saved into the Drafts
folder.

Cancel
To cancel message composition, click the Cancel button.

Address Books
The Address Books window has three user lists:

e 602LAN SUITE users — This list includes all users who have an account on
the 602LAN SUITE Server. It is possible to export the list of 602LAN SUITE
users to a .CSV (comma delimited) file.

e Private lists — Each user can have his/her own private address list. It is
possible to create as many private lists as needed as well as Import / Export
users from / to a .CSV file.

e Public lists — Only users who have administrator rights can create / manage
Public lists, as well as import users from a .CSV file.

Address Books - rubiic lists - 602LAN SUITE users

: : :
ﬁasuzmm SUMEusers | W Private lists | (@ Public lists | L), Find pedple...

A Wil To | & Export

Find people...

The 602LAN SUITE Find people tool uses a service known as Directory Services. The
602LAN SUITE Web Mail Client uses Directory Service accounts defined in Outlook
Express located on the 602LAN SUITE server.

What are directory services?

A directory service is a powerful search tool that you can be used to find people and
businesses around the world. The Address Book supports LDAP (Lightweight
Directory Access Protocol) for accessing directory services, and it comes with built-in
access to several popular directory services. You can also add additional directory
services from your Internet service provider.

Like other Internet search tools, directory services use different methods for
collecting data, so when you are trying to find a person or business online, you
should try more than one service.

How to create a 602LAN SUITE Directory service

Run Outlook Express (located on the 602LAN SUITE server), click Tools / Accounts /
Add / Directory service and fill it out according to the picture below.
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Most important is the Server name field on the General tab, it must include the IP
address of the computer where 602LAN SUITE is running and the Search base on the
Advanced tab must be the same as on the 602LAN SUITE server (Advanced
Configuration - Users - LDAP directory). Please ask your administrator for assistance.

After Outlook Express is configured, click the Find

people... button, select 602LAN

SUITE in the Look in: field. To find an e-mail address defined in 602LAN SUITE enter
a name or part of a name (e.g. bob), click the Find button and the 602LAN SUITE
Directory service should return Bob's e-mail address.

Options
On top of the Options window are five buttons:

Information — Displays the user information page

Login Password — Here you can change your password

Mail Rules — Here you can enter rules for incoming messages.
I'm away/I1'm here — If you are using Mail Rules, this button

activates/deactivates rule processing based on the I'm away/I'm here status.

Anti-spam settings - Here you can enter

rules for junk e-mail processing.

Web Mail
Options

i Informstion % Laogin Paszword
e g

",A Mewy Mezsage l__] Tdail } Address Book Cptions g) Help @ Lagaut

=5 Mail rules

= F" I'tn here g- Anti-spam settings
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Options menu
Layout

e Show Inbox time - Enable / disable the time panel on the Inbox page.

e Line Width - Maximum number of characters on a single line.

e Preview first three lines of unread messages - Enable / disable the three
line message preview.

e Messages per Page - Number of messages to display in a folder at one
time.

e Highlight links to documents on Internet (URLS) - If you check this
checkbox, all text in your incoming messages that is recognized as links to
Internet sites will be displayed as Internet links. You can click on them and
the proper site will open in a new window.

e Message Header - Each Internet message includes a header. You can
choose from three header modes: full header, no header or short header.

o Enable folder tree - Enables the folder tree in the Inbox.

Mail

e Text signature - Text signature to automatically add to the end of each e-
mail you send.
Internet Message Format - Internet message format
Default Address Book - Select the default Address Book that will be
displayed when you click To: or CC: during the creation of a new message.
e Language for spell checking - Select the default language for the spell
checker.

Mailbox

e Save a copy of every sent message to the Sent Items folder.
e Move deleted messages to the Deleted Items folder.

Anti-virus support
Anti-virus support consists of two options:

e Scan attached files of the new message - Each attached file to a new
message will be scanned for viruses.

e Scan attached files of the opened message - Each attached file to a
received message will be scanned for viruses (upon opening the message).

Mail Rules
The Mail Rules window consist of two main parts:

¢ Mail Rules will be processed based on conditions
e An Action will occur if the condition is satisfied

To add a new mail rule click Add new mail rule.

Process
Choose when the rule will be processed:

e Always
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Only when I'm away — See button on the Options window
Only when I'm here — See button on the Options window
Never

Conditions
Here you can set restrictions on the conditions. If you leave all conditions unchecked,
ALL incoming messages will be processed according to the Process settings.

Example 1: This condition setting means that the rule will be used for all incoming
messages except messages from bob@company.com

Conditions:
W sender: | 2 except: Ihnb@cumpany.cum

Example 2: This condition setting means that the rule will be used only for incoming
messages from george@company.com

Conditions:
W sender: |george@comnpany.com [ except: |

Action

If an incoming message complies with the Process and Conditions settings the
defined action occurs. There are four actions:

Notes

Nothing — Together with Delete when action finished you can set a rule for
deleting specific messages.

Move to folder — If you have your own folder(s) created (in the Inbox
window), you can move incoming message to the selected folder.

Forward — You can forward incoming messages to another e-mail address.
Reply — You can automatically reply to incoming messages. It is not possible
to reply to a fax.

Notify — You can send a notification about an incoming message to another
e-mail address. If the e-mail address is assigned to a cellular phone, it is
possible to notify yourself about important incoming message. Date and
time, Sender Subject, Files count/size and Beginning of message text
checkboxes define parts of the incoming message that will be included in the
notification message. Max number of characters - If you need to limit the
size of the notification message (e.g. in the case you send it to a cellular
phone with a limited display), enter the maximum number of characters of
the message.

It is NOT possible to enter more than one address into Sender, Recipient
(Conditions part) and To, CC (Action / Forward part) fields. If you need it,
create another rule.

If you have defined more than one rule, rules will be processed from top to
bottom.

If you need to stop processing when a rule is completed, check the Stop
processing button.
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e If you need to temporarily disable a rule, create a rule with the Nothing
action, check the Stop processing button and move the rule above the rules
you need to disable.

Anti-Spam Settings

What does SPAM mean?
SPAM is unsolicited junk e-mail sent to a large number of people to promote
products or services.

Options

Checking methods

e Use Whitelist and Blacklist to check incoming messages - Enables the
functionality of the Whitelist (Always receive e-mail from list) and Blacklist
(Always reject e-mail from list).

e Automatically add senders of messages classified by you to Whitelist
or Blacklist - If you classify a message as Junk / Not Junk by clicking the
Junk / Not Junk icon, the sender of this message will be Automatically added
to the Blacklist / Whitelist.

Message tagging
Incoming Junk e-mail will be tagged in the following ways:

e Add the following subject text to message - Enter text that will be added
to the message subject and select the tag position (the beginning or end of
the subject).

e Add X-LNS-Spam-Check header to message - Adds detailed information
about this Junk message to the header.

Junk E-mail action
If an incoming e-mail is Junk e-mail, the web mail client provides the following
actions:

¢ Move to folder xxx - Select the folder that the Junk e-mail will be moved to.
The default folder is the Inbox.

e Move to folder xxx created under xxx - Enter the folder name for your
Junk e-mail that will be created under the folder selected in the create under
box.

e Delete - Incoming Junk e-mail will be automatically deleted.

Whitelist and Blacklist
602LAN SUITE provides two control lists:

¢ Whitelist - Messages from these senders will NEVER be classified as Junk E-
mail.

o Blacklist - Messages from these senders are Junk E-mail.

You can Add, Edit or Delete any item in the list. You can also Import a list of e-mail
addresses from a .CSV (comma delimited) file.
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Automatic addition to the Whitelist
These two checkboxes enables/disables automatic addition of e-mail addresses to
the Whitelist:

e Add recipients of your sent messages - It should be assumed that a
recipient to which you send an e-mail to is someone you always want to
receive e-mail from. So, by enabling this checkbox the recipient will
automatically be added to your Whitelist.

e Add other recipients of your received Not Junk messages - If you
classify a message as Not Junk, all recipients (in the TO or CC field) of this
message will be automatically added to your Whitelist. You do not want to

reject messages from all recipients of a message you classified as Not Junk.
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WAP Access

602LAN SUITE also provides access to mobile wireless devices via WAP (Wireless
Access Protocol). Most Internet capable cellular phones and some PDA devices
support this protocol.

Requirements

e Internet capable phone that supports WAP (wireless access protocol) most
"Internet Capable™ wireless phones meet this requirement.

e Internet Access service for your phone.

e An Internet connection for 602LAN SUITE that either has a static IP address,
domain name or dynamic DNS service.

Setup

Due to the differences in each phone setup we cannot offer specific instructions on
how to configure individual phones. Please use the following steps as a reference
guide instead of exact instructions. For assistance, please consult your phone's user
manual or manufacturer. Additional information about WAP is available at
http://www.yourwap.com/.

1. On your phone, go to your favorite places.

2. Add a new favorite place and give it a name like "EMAIL".

3. For the URL, enter the web address of your 602LAN SUITE server and add /WAP
on the end. If you are using an Internet connection with a static IP address, your
URL would look something like this: http://206.182.14.251/wap or
http://www.yourdomain.com/wap

4. Save your new favorite place.
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Anti-Spam Protection
602LAN SUITE provides Anti-spam protection in four ways:

e DNSBL services — 602LAN SUITE can rejects messages according to the
outcome of a request sent to a DNS lookup service.

e SMTP Server Blacklist and Whitelist — 602LAN SUITE can reject messages
from hosts/senders entered into the blacklist. Messages from hosts/senders
entered into the whitelist will never be rejected. This is a global list common
for all 602LAN SUITE users.

e Bayesian filter — Bayesian spam filtering is an advanced content
classification filter. 602LAN SUITE can recognize junk e-mail and perform a
chosen action on the basis of previously classified Junk and Not Junk
messages.

e Personal Blacklist and Whitelist — These lists are personal user lists
manageable from the 602LAN SUITE Web Mail Client. Each user has his/her
own personal blacklist and whitelist.

Protection via DNS Blacklist (DNS-BL)

602LAN SUITE will immediately reject incoming messages according to the outcome
of a request sent to a DNS lookup service. Protection via DNS Blacklist (DNS-bl) is a
cooperative effort by providers across the Internet to deny service to known spam
domains. Some provide this service for free (in 602LAN SUITE the Anti-spam list
includes the keyword [FREE]) and some of them not (keyword [PAY]). There are
many anti-spam database categories:

Spam — Includes confirmed spammers. Highly recommended.
Dial-up — Includes dynamic assigning IP addresses. Recommended.

e Open Relays — Includes unsecured e-mail servers on the Internet that will
relay e-mail for anyone. Highly recommended.

e Combined — Includes any combination of the above. Use at your own

discretion.

e Add a service by clicking the Add button. To edit a service, click the Edit
button:

e Service name — Descriptive name of a DNS lookup anti-spam service
provider.

e DNS lookup domain — The lookup domain on which the service runs.

e IP address returned when host is listed — The anti-spam service provider
defines the returning IP address if the domain from which the e-mail is
coming is in the spam database.

o Response if denied — Define the text message to send if the incoming e-
mail is from a spam domain.

To delete a service, click the Delete button.
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SMTP Anti-spam settings

Uze selected ipdr [DMSBL-style] DMS lookup services to reject meszages from spam hosts:

v| Blackholes at five-ten-zg.com [Spam) [FREE] - hittp:/Awe. fve-ten-gg. comdblackhole. php ~ Add zervice
v| Blackholes &t five-ten-zg.com [Dial-up] [FREE] - http:/ Avens five-ten-zg.comsblackhole. php

v| Blackholes at five-ten-zg.com [Unconfimed opt-in) [FREE] - http: £ Avavn five-ten-zg. comdblackhole - -

v| Open Relay Databaze [Open Relays) [FREE] - http: /A, ordb.orgd Edit service
v| MJABL ORG [Open Relays) [FREE] - hittp: //njabl.orgd

v MJABL ORG [Dialup] [FREE] - hito: g/ Dielete service
Mk MJABL ORG [Sparm] [FREE] - http:dfny

Sparmhauz SBL [(Spam] [FREE] - http: /v, pamhaus.org:’sbl.-‘inde:-:. lazzn

CBL [Spam] [FREE] - http:#/cbl. abuzeat.org
MAPE BRI+ (Tarmhinedl P& - ke A froail-aboes oeadrkile d

Protection via the SMTP Blacklist and Whitelist

If you need to define the SMTP server Blacklist and Whitelist, click the SMTP tab then
SMTP Anti-spam settings button. 602LAN SUITE SMTP server immediately rejects /
never rejects incoming message according to these lists.

Here you can enter a specific sender or host from which you do not want to accept e-
mail from (Blacklist) OR from which you always want to accept e-mail from
(Whitelist). It is possible to edit or delete a single item. Specific senders or hosts can
be imported/exported from/to a file. The format of the file must be a plain text file
with only one sender/host per line.

e Host - A host would be the mail host of the sender. If the mail host for e-mail
address bob@company.com is mail.company.com enter mail.company.com.

e Sender - The sender would be the complete e-mail address of the sender. To
block/ allow bob@yahoo.com, enter bob@yahoo.com. To block/allow ALL
addresses from company.com enter *@company.com.

Blacklist [Reject meszages from these Whitelist [Mever reject meszages from
hiozte or senderz): these hosts or senders]:
*{@zpambag. com Add “@companyz. com Add

bobEcompany. com
rnail. company. con

T EEpammErnow. com
rmail. spamhaven.com

spammasteri@yahoo, cor Edit
spammerithotmail. com

Edit
Delete

Delete

Impaort list Impaort list

Ewpart list E xpart list

NOTE: A host can send e-mail for multiple domains. So, you could possibly be
blocking mail from more than one domain.

Protection via Bayesian filter
What does SPAM mean?
SPAM is unsolicited junk e-mail sent to a large numbers of people to promote

products or services.

Technical Bayesian filter description: http://spambayes.sourceforge.net/.
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Architecture

The architecture of the Bayesian system has a few distinct parts. The first, and most
obvious, is the content engine that takes an e-mail message and breaks it up into a
series of words. At this moment it takes words out of the text part of the message,
stripping out various HTML code and other bits of unneeded information. A variety of
e-mail header interpretation and internal serialization goes on as well.

Junk and Not Junk E-mail

The Bayesian filter will attempt to classify incoming e-mail messages as Junk or Not
Junk (good e-mail). This means you can have Junk messages automatically filed
away into a different e-mail folder where it will not interrupt your e-mail reading.

At first, the Bayesian filter must be trained to identify Junk and Not Junk e-mail.
Essentially, you will show the Bayesian filter a number of e-mail that you like (Not
Junk) and a number of e-mail you do not like (Junk). The Bayesian filter will then
analyze the e-mail for clues as to what makes the messages different. For example:
different words, differences in the e-mail headers and content style. The system will
then use these clues to examine new incoming e-mail messages.

The 602LAN SUITE Bayesian filter

The 602LAN SUITE Bayesian filter will classify incoming e-mail messages and the
outcome of this classification will be entered into the e-mail header. If incoming e-
mail is classified as Junk, 602LAN SUITE can (according to the settings) insert a text
string into the e-mail subject and insert a score into the e-mail header.

Configuration g]

Cantent Filker Wt S50 DHCP Adriniztration Logs ActiveReparts Win Service Update
Uszers | Connection | MAT Firewall | SMTP | POP3 || Antiviug | Anti-spam | Attachment Filer | Fas Prosy

Enable Bayesian analysis to check incoming messages

Clazzity mezzage az Junk E-mail if probability iz higher than |90 | &

Anti-zpam account: | spambox A"

Actions | B apesian filker leaming || Bavesian filker backup

IF clazzified as Junk E-mail:

) Delete
(%) Send to uger
) Send to Anti-zpam account
Add #-LMS-SpamCheck header to meszage
Add the fallowing subject kst to Junk E-mail; | -SPAM-
(*) at the beginning of subject ) at the end of subject

How to train the 602LAN SUITE Bayesian filter
Users can train the Bayesian filter in several ways:

e Web Mail — Users can classify received e-mail by clicking the Junk or Not
Junk icons in the inbox.

e Any POP3 client — Users can classify received e-mail by forwarding message
to: junk@junk for Junk or notjunk@junk for Not Junk.

e Personal Whitelist — It is possible to check the option Automatically learn
from senders listed in the white list checkbox on the Bayesian filter
learning tab and these messages will train the Bayesian filter automatically.
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Bayesian filter Actions
If the 602LAN SUITE Bayesian filter classifies incoming e-mail as Junk mail, it is
possible to select one of three actions:

e Delete — Deletes the message immediately

e Send to user — Send the message to the user

e Send to Anti-spam account — Send the message to the Anti-spam account
for further processing

You can define the following options regardless of action:

e Add X-LNS Spam-Check header to the message
e Add the following subject text to Junk E-mail

Bayesian filter training
e Check the Automatically learn from senders listed in the white list checkbox.
The 602LAN SUITE Bayesian filter will use messages from these senders to
train itself automatically.
e Select a method on how the Bayesian filter will be updated when users
classify e-mail as Junk or Not Junk.

Bayesian filter backup

The 602LAN SUITE Bayesian filter database can be saved at anytime. We
recommend backing up the database to repair a situation when a large amount of
messages has been improperly trained. In this case you can restore a previous
Bayesian filter database.

602LAN SUITE Anti-spam account
The Anti-spam account can be assigned to any 602LAN SUITE user, but we
recommend creating a dedicated user account for junk e-mail.

How does the Anti-spam account work?
Messages classified as junk e-mail will be delivered to this account.

The Administrator or anyone who knows the login name and password to this
account can periodically check e-mail here for improperly classified Junk e-mail (false
positives).

According to the Bayesian filter learning settings, a message is sent to this account
informing that the Bayesian filter was updated OR an update request will be sent.

Actions | Bapesian fiker leaming | Bapesian fiker backup

Autormatically lzarn from genders listed in the whitelist
Wwhen uzer clazzifies meszage az Junk or Mot Junk
() Bayesian filter iz updated automatically
(%) Bayesian filker iz updated automatically and an appeal note iz sent to the Anti-spam account
() & Bapesian fiter update request iz sent to the Anti-spam account
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Protection via the Personal Blacklist and Whitelist

Each user has their own personal Blacklist and Whitelist. To define personal Blacklist
and Whitelist, run the 602LAN SUITE Web Mail client, click Options then the Anti-
spam settings button.

Here you can enter a specific sender or host from which you do not want to accept e-
mail from (Blacklist) OR from which you always want to accept e-mail from
(Whitelist). It is possible to edit or delete a single item. Specific senders or hosts can
be imported/exported from/to a file. The format of the file must be a plain text file
with only one sender/host per line.

e Host - A host would be the mail host of the sender. If the mail host for e-mail
address bob@company.com is mail.company.com enter mail.company.com.

e Sender - The sender would be the complete e-mail address of the sender. To
block/allow bob@yahoo.com, enter bob@yahoo.com. To block/allow ALL
addresses from company.com enter *@company.com.

NOTE: A host can send e-mail for multiple domains. So, you could possibly block
mail from more than one domain.
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LDAP Address Book Setup

LDAP
To begin using the LDAP Address Book in 602LAN SUITE you must first check the box
in the upper left-hand corner of the LDAP tab.

e IP address - If the computer where 602LAN SUITE is running works as a
gateway to the Internet and has two network adapters, you have several choices.
e Select the IP address of the INTERNAL network — User information will
be opened to the internal network only.
e Select the IP address of the EXTERNAL network — User information will
be opened to the external network only (to the Internet but NOT your LAN).
e Select all interfaces — User information will be opened to the Internet as
well as to your LAN.
e Port Selection: The default port LDAP listens on is 389. If you change the value,
all clients will have to change the LDAP port configuration as well.

Configuration E|

Content Filker W S50 DHCP Admirniztration Logs ActiveR eports Wwiin Service pdate
Uszers | Connection | MAT Firewall | SMTP | POP3 || Antivirus || Anti-spam | Attachment Filker || Fax Prowy

LDAP addrezs book IP address: | al | Port 383

Administrator: | admin

xxxxxxxx

Faszword:

Suffi [e.0. o=myorganization. c=rycountry]; [c=U5, o=Compatyh ame

Setting Up Microsoft® Outlook Express as an LDAP Client
If you are configuring Outlook Express to work as an LDAP client, do the following:

1. Click the Tools menu and select Address Book.

2. In the Address Book window select the Tools menu and select Accounts.

3. When the Internet Accounts window appears click the Add button to add a new
directory.

4. For Internet directory (LDAP) server, type the hostname/IP address of your
602LAN SUITE server (probably 192.168.1.1), then click Next.

5. Select Yes and then click Next.

6. Click Finish.

7. The new directory name will appear in alphabetical order in the left column.

8. Select the Directory Service that you just entered and then click Properties.

9. Click the Advanced tab.

10. For search base enter c=US if that is what country suffix is entered on the LDAP
tab in 602LAN SUITE. Now click OK.

11. Now, from the Address Book select Find People.

12.Under Look in select the directory you just added.

13. Click the Advanced tab

14. For Define Criteria select E-mail contains, enter an @ sign, then click Add.

15. Finally, click Find Now to display a list of all users in the 602LAN SUITE user list.
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Practical Use for LDAP
Users using an e-mail client that includes an LDAP Client (i.e. Outlook Express) can

import addresses from the LDAP Directory. The LDAP Client will connect to 602LAN
SUITE’s LDAP Address Book and pick up all company e-mail addresses entered on
the Users tab who have been provided the option to appear in the LDAP directory.
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Attachment Filter

Incoming/outgoing messages can include attached files. It is possible to define file
extensions for message attachments that will be checked by 602LAN SUITE on this
tab. Messages including these attachment extensions will be processed according to
the following settings:

e Check delivered e-mail messages for unwanted attachment
extensions — Enable/Disable attachment filtering.

¢ Unwanted attachment extensions — Enter the extensions of attached files
that will be processed by the attachment filter.

e Don’t check — Choose if you want to check messages for/from
Administrators or local messages.

¢ Incoming/Outgoing message — Here you can define an action if a message
includes an unwanted attachment extension.

Configuration §|

Content Filter WA S5L DHCP Administration Logs ActiveR eports “Wwin Service Update
Users | Connection | MAT Firewall | SMTP | POP3 | Antivirus || Anti-spam | Attachment Filter | Fax Promy

Check delivered e-mail meszages for uriwanted attachment extenzions
Urwwanted attachment extenzions [separate by comma, wildzards * and 7 allowed):

baz, bat, cmd, com, cpl, ort, exe, hta, inf, inz, izp, js, 22, Ink, mac, msi, mzp, mst, pif, reg,
s, zot, she, vb, vbe, wbs, wac, wsf, weh

Feset to default

Don't check: Mezzages for administrators
Meszsages from administrators
Local meszages
When meszage containg attachment with uriwanted extenzion:

Incoming message | Outgoing message

(") Deliver message ta recipient
(#) Deliver message to recipient with unwanted attachment removed
(") Don't deliver message to recipient

[ Deliver message to a special account; | admin w

Save H Cancel ” Help
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Update Manager

602LAN SUITE can automatically check the Software602 Update Server for new
updates. If you want 602LAN SUITE to check for new updates automatically enable
the Check for a new 602LAN SUITE update every xxx days checkbox.

When a 602LAN SUITE update is available, one of the following options determine
the result:

e Send notification e-mail to administrator(s) — An update notification will
be sent to all administrators.

e Download update and send notification e-mail to administrator(s) —
The new update will be downloaded and an update notification will be sent to
all administrators.

Configuration g|

Uzers Connection || MAT Firewall | SMTF | POP3 | Anti-virus | Anti-zpam | Attachment Filker | Fax Prowsy
Content Filker WA S50 DHCR Adminiztration Logs ActiveR eports Win Service Update

Current build; 2004.0.04.1221
Check far a new B0ZLAN SUITE update every |7 daps
When an update iz available

(#) Send notification e-mail to administratorz)

() Download update and zend notification e-mail to administrator(z]

If you want to limit the time in which the update will be downloaded, check the Limit
update time from checkbox and enter the required time values. The default time
interval is 00:00 — 5.00AM.

If 602LAN SUITE is connected via a Dial-up Internet connection and you want to
automatically establish a Dial-up connection to download the update, check the
Establish dial-up connection to download update checkbox.

If necessary, fill out the HTTP proxy address if you need to use an HTTP proxy server
to connect to the update server.

[+] Lirnit update time fram | 00:00 % ta | 0500 %

If you do not want to use the automatic option, you can still check the update server
for new 602LAN SUITE update manually by clicking the Check for update and Install
update buttons.

l Check for update l Last build detected on update server: 2004.0.04.1221

[ Restore: previous build | Backup: 2004,0.04.1207

The previous build of 602LAN SUITE will be automatically saved. If any error occurs
during startup of the new build of 602LAN SUITE, the previous build will be restored.
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Content Filter

The 602LAN SUITE Content Filter add-on provides HTTP proxy filtering of
objectionable material. The Content Filter is available in trial mode for 30 days. To
continue using the Content Filter after this time, it is necessary to purchase a
license.

Using the Content Filter

To begin using the 602LAN SUITE Content Filter you must first check the checkbox
Check HTTP proxy requests with the Content Filter in the upper left-hand corner of
the Content Filter tab.

The Content Filter provides the following options:

o Use SafeSurf classifying information: Enables the use of the SafeSurf PICS
rating system when classifying a web page. More information can be found at
http://www.safesurf.com/

e Use ICRA PICS classifying information: Enables the use of the ICRA PICS
rating system when classifying a web page. More information can be found at
http://www.icra.org/

e Cache previously classified URLs: Enables the caching of previously classified

web pages. This provides immediate classification of frequently visited web
pages.

e URL cache directory: Specifies the directory that will be used to store the
classified URL cache.

e URL cache disk size: Specifies the disk size in MB that will be used to store the

classified URL cache.

e Clear cached URLs older than: Specifies the time (in hours) that a URL will
remain in the classified URL cache. After this time the URL will be reclassified on
the next user request.

Configuration E|

Ugerz | Connection | MAT Firewall | SMTF | POP3 || Ant-viruz | Ant-zpam || Attachment Filker | Fax Fromy
Cantent Filter WA 551 DHCP | Administration Logs ActiveReparts | Win Service pdate

Check HTTF pro=y requeszts with the Content Filter

Usze SafeSurf classifying information
Uze [CRA PICS clazzifving information
Cache previougly classzified URLz URL cache directary: | C:\Program FileshS oftwareB024602L8N SLITENP

URL cache disk size: |50 | MB Clear cached URLs older than: | 720 | haurs

Cantent Filer Rules | whitelist Bules | Blacklist Fiules

Filtered Categoriez Uzers / Addresses Time schedule Action

4 categorier, Sex, Gambling, Weapons... 1 ugers / addresses: 0.0.0.0 ... Mon - Sun; 0:00 - . Block/Emor
B categones Jobs, Stocks, Mews, Soft.. 1 ugzers / addresses: 0.0.0.0 ... Mon - Sum: 0:00- ... Log
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Content Filter Rules

The Content Filter requires at least one rule created on one of the three sub-tabs to
function properly.

The Content Filter will process rules in the following order:

1. IP Filter on the Proxy tab

2. Site Access on the Proxy tab

3. Whitelist Rules on the Content Filter tab (If the requested URL is found here,
the next two steps are ignored, and the URL will be shown)

4. Blacklist Rules on the Content Filter tab (If the requested URL is found here,
the next step is ignored, and the URL will be filtered)

5. Content Filter Rules on the Content Filter tab

Rules are defined on the following sub-tabs:

e Content Filter Rules - URLs matching these rules will do the action specified.
e Whitelist Rules - URLs entered here will always be allowed.
o Blacklist Rules - URLs entered here will always be denied.

Adding a Content Filter Rule

e Filter access to web pages classified in these categories: Select the
categories you want to filter.

e For users / hosts: Specify what 602LAN SUITE users or hosts this rule will
apply to.

e Add users - Proxy authentication must be enabled to use this feature.

e Add hosts - You can specify hosts by any of the following methods: any
address, single address, subnet, and IP range.

e Time schedule: Specify the time you would like this rule to be active.
e Action: Select one of following four actions:

e Block access and show error page: This will deny access to the URL and
show a predefined HTML error page (this page can be found in the ERRORS
folder with the file name cfblock.html).

e Block access and show blank page (no graphics or text): This will deny
access to the URL and return nothing to the browser. This is useful for
blocking access to specify images (e.g. ads, etc.).

e Redirect to URL: This will redirect the user to the URL specified.

e Log access: User activity is always logged, but this option will perform no
other action except log the access. Please note that the WWW/Proxy software
option must be enabled on the Logs tab for this to work.

Category Rule g|
Filter access to web pages classified in these categories:
= o < Gane
| Gambling ¥ Yidlence V| Games Check. al

v| Sport Wheb mail v Mews

v| Jobs v ‘wWeapons Software Download Uncheck all
v| Shopping v| Hate Travel
< b

For ugers / hosts:
any address [0.0.0.0 / 0.0.0.0) Add users
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Adding a Whitelist/Blacklist Rule

o (Don’t) Filter access to these web pages (URLs): Enter the URLs to allow
(Whitelist) or deny (Blacklist) here. URLs can be defined with * and ? symbols
(convention: * = alias, ? = mask).

e For users / hosts: Specify what 602LAN SUITE users or hosts this rule will
apply to.

e Add users - Proxy authentication must be enabled to use this feature.
e Add hosts - You can specify hosts by any of the following methods: any
address, single address, subnet, and IP range.

e Time schedule: Specify the time you would like this rule to be active.

e Action: Select one of following four actions (this only applies to the Blacklist):

e Block access and show error page: This will deny access to the URL and show
a predefined HTML error page (this page can be found in the ERRORS folder with
the file name block.html).

e Block access and show blank page (no graphics or text): This will deny
access to the URL and return nothing to the browser. This is useful for blocking
access to specific images (e.g. ads, etc.).

e Redirect to URL: This will redirect the user to the URL specified.

e Log access: User activity is always logged, but this option will perform no other
action except log the access. Please note that the WWW/Proxy software option
must be enabled on the Logs tab for this to work.

Whitelist Rule x|

Diant't filter access o these web pages [URLz);

*.UpE.cam Add
* fedes. com

*.chn.cam
* google. com

Edit

Delete

For users / hosts:
any addresz (0.0.0.0/00.0.0) Add uzers

Add hosts

Edit hozts

Delete

Time schedule:
kon - Sun: 0:00 - 24:00

R e
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ActiveReports

ActiveReports is a 602LAN SUITE add-on that is designed to read and analyze
602LAN SUITE log files. ActiveReports creates individual statistic HTML pages for
each LAN workstation as well as for the entire LAN. Total data size usage is displayed
in charts for years, months or days. You can also see total values or filter results
according to certain protocols (HTTP, SOCKS, etc.). Check Create ActiveReports
statistics everyday at xxx hour and ActiveReports will run daily at this preset time. It
is also possible to start analysis manually by clicking Analyze... on this tab. For more
information see ActiveReports help.

Configuration §|

Uszers | Connection | HaT Firewall | SMTP | POP3 || Antivirus || Anti-spam | Attachment Filker || Fax Prosy
Content Filker W S5L DHCP Adminiztration Logs ActiveReparts Wwin Service lpdate

ActiveReportz will expire on 2/1 /20080 Buy it now, click  here.
Create ActiveReports statistics everpdap at 00 % | hour

[ Analyze.. ]

[ Settings. . ]

[ Wiew ActiveReports ]

ActiveReports will run in Trial mode for 30 days with full functionality. To continue
using the application after this period, it is necessary to purchase ActiveReports.

How it Works

ActiveReports will run daily at the preset time defined in 602LAN SUITE and analyze
the log file from the previous day. When analysis is finished, ActiveReports will
create individual statistic HTML pages for each LAN workstation. These HTML
statistics are available at http://www.yourdomain.com/stat/. The appropriate
statistics will be displayed according to the host from where the request comes.

£ 602LAN SUITE ActiveReports

Analyze

Period: from | 1/ 7/2008 = | to | 1/ 77200 = |
Uszer: v Al

Wigw

[v Statistic HTML pages Open

[v Interactive view of analyzes [charts, HTTP requests):

|6l files (7] | mare then |0 bytes

Statistics for the LAN are available at http://.yourdomain.com/admin/stat/.
This will require a login from an administrator. Transmitted data size is displayed in
visual charts by years, months or days. You can see results as total values and it is
possible to filter results according to a specific protocol (HTTP, SOCKS, etc.).
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For more detailed information (to see downloaded files, sent/received messages,
etc.) run ActiveReports in interactive mode (602LAN SUITE - Statistics - 602LAN
SUITE ActiveReports - Analyze...) with the required date range. ActiveReports shows
workstation totals by transmitted data sizes for the selected amount of days by the
selected protocol, list of HTTP requests or list of received/sent messages. It is also
possible to save the charts and a list of files (charts to .BMP/.GIF and lists to .CSV).

Settings

General tab

e 602LAN SUITE folder - Enter the folder where 602LAN SUITE is installed. This
folder includes the .LOG files that ActiveReports will analyze.

e IP Segment(s) - LAN workstation IP addresses are usually 192.168.1.x where x
is an interval from 1 to 254. If you use other IP addresses enter the '*' character
instead of the number that is different from the number on the same position in
the IP address. If your LAN has more than one segment, enter all of them
separated by a space. If you leave this field empty, the 192.168.* and 10.* mask
will be used for analysis.

e Domain(s) - To identify all data transmission on your LAN it is necessary to
know your registered Internet domains. Enter all domains separated by a
comma.

Options gl

General ] Users | Outputs | Alerts |
Local network:

BO2LAM SUITE folder: |E:\F'ru:ugram Filez\SoftwareB0Z4E02LAN SUIT Browse. .

IP segment{s): [192.166.1.7 10.0.0.%

Taoidentify all data transmission on your LAN it is necessany bo know all
LAMIF segments. IF your LAN has mare segments, enter all of therm
separated by a space or comma or both.

Example: 192.168.1.7, 1921682

Domainis]: company. co

Toidentify all data transmission onyour LAR it is necessary ba know
your registered domains. Enter all domains separated by a comma.

Example: saftwareB02.com, company.com

[Metwork workstations and e-mail addresses are autbomatically detected during analysis)

Save | Cancel | Help

LAN Workstations

The LAN Workstation list is the most important list in ActiveReports. All LAN activity
is analyzed according to this list. LAN IP addresses are automatically detected
(according to the entered IP segment(s)) during analysis. It is possible to assign user
account(s) to IP addresses to ensure the correct assigning of user e-mail addresses
to IP addresses. For a better description it is suggested to enter a full name for each
account as well. To change the order of IP addresses within this list use the Up/Down
buttons.
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E-mail addresses

It is also necessary to assign e-mail addresses to the IP addresses found on the LAN
Workstations tab. If an e-mail address is not from your LAN (e.g. when a user uses a
free e-mail address as the sender e-mail address to send e-mail from your LAN) it
will need to be manually entered here.

Output

e Destination folder - Statistic HTML pages will be saved into this folder. The
default path is LANSUITE_FOLDER/ADMIN/STAT/

e User description - Select how users will be described in the HTML statistic
pages.

e Generate month charts in days - Monthly charts will be generated and saved
as days. This option takes longer to execute and occupies more disk space.

e List e-mail addresses - E-mail addresses assigned to users will be displayed
on the HTML statistic pages concerning SMTP analysis.

e List domains and downloaded files - Visited domains and downloaded files will
be displayed on the HTML statistic pages concerning HTTP requests.

e List number of dial-up attempts - Number of dial-up attempts (in addition to
the dial-up connection time) will be displayed on the HTML statistic pages
concerning dial-up analysis.

e Enable data size accuracy within xxx decimal places - Enter the number of
decimal places for data size accuracy.

Alerts

When ActiveReports is running in automatic daily analysis mode it is possible to send
e-mail alerts to designated e-mail addresses. To enable this feature check the top
checkbox List users who meet the following condition(s) during analysis. Now select
the conditions you want to be alerted on and enter the data size to trigger this alert.
Finally, enter the e-mail address(es) to the Recipient(s) field and separate them with
a semi-colon. Enter the sender e-mail address to the Sender field and your SMTP
server IP address to the SMTP server field.

Options EJ

General] Users ] Outputs ~ Alerts l

¥ Paint out users meeting following conditions during a day checking:

Iv total data size per day exceeds 10 ME
Iv data size per day using MAT excesds 10 ME
Iv data size per day uzsing HTTF exceeds 10 ME
Iv data size per day using SOCKS exceeds 10 ME
v data size per day using FTP erceeds 10 MB
v data size per day using POP3 exceeds 10 MB
v data size per day using SMTP (in] exceeds 10 MB
[ data size per day using SMTF (oull exceeds [10 MB
Iv data size per day of zent out faxes exceeds 10 KB

Send alerts to:

Recipient(s): |postmaster

Sender: ActiveR eports SMTP server |localhosy
Save | Cancel | Help

NOTE: ActiveReports can be started manually from the command prompt with the
/SaveAll parameter to send alerts (e.g. c:\program files\software602\602lan
suite\lstm.exe /saveall).
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Advanced Access Control

Firewall
The firewall protects the computer where 602LAN SUITE is running and the entire
Local Area Network against unauthorized TCP/IP connections. It is necessary to have
at least two interfaces (1 - internal connection to your Local Area Network and 2 -
External connection to the Internet). The firewall is available
for the following operating systems:

Windows 2000 Professional
Windows 2000 Server

Windows 2000 Advanced Server
Windows XP Home

Windows XP Professional WinSock
Windows 2003 Server

B

. . . Windows
First, the firewall security level must be set. You must select

one of four options:

e High Network
e Medium Adapter
e Low

e Custom

NOTE: Improper firewall settings can cause disruption of 602LAN SUITE services
such as SMTP, POP3, Proxy, WWW, etc. Read this chapter carefully!

WARNING: The firewall rules supercede the IP filter rules. This means that access
to a given service that is denied by the firewall will never get to the IP filter!

For proper firewall functionality choose the interface to which your LAN is connected
(your internal network interface). Interfaces not selected are designated as Internet
interfaces.

If you do not check any interface as the internal network interface, only the
computer where 602LAN SUITE is running will be protected. Remember each set or
rule means ALLOW access. If no rules are defined then ALL IP communication
is denied!

When creating a firewall rule set or adding a single rule it is necessary to understand
TCP/IP connection principles. Here are the most important:

IP connection establishing and refusing

Source station (client station - source IP address:port) establishes the TCP
connection and connects to the Destination station (server station - destination IP
address:port).

Common applications always have the same port. In other words, you do not need to
know in advance what port on a distant machine accepts e-mail, because every
machine everywhere uses port 25 to accept e-mail. If an e-mail server is running on
a machine and is ready to accept e-mail, the server application opens port 25 and
listens for incoming e-mail.
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Here are some common ports:

SMTP - port 25

WWW - port 80
POP3 - port 110
LDAP - 389

SSL - port 443

To view a complete list visit:

http://www.iana.org/assignments/port-numbers

Ports O through 1023 are reserved for common usage and are known as Well
Known Ports (e.g. FTP port 21). Ports from 1024 through 49151are known as
Registered Ports (e.g. IRC port 6667). Dynamic/Private Ports are those from
49152 through 65535.

You might think that the application sending e-mail uses port 25, but that is not the
case. The usual procedure involves an application requesting and being given a
socket by the operating system; that is, it asks for and receives a port. Any port will
do (the application doesn’t even need to know what the exact port number is), but
the operating system will issue a port from somewhere above 1023. This port is used
briefly, and then returned to the pool for another application to use later. The
application sending the e-mail, using a port above 1023 sends a connection request
to the standard port. When the connection is established, part of the information in
each packet is the source IP address and port as well as the destination IP address
and port. The port above 1023 is the source port; the standard port is the
destination port. The destination machine will return packets using the original port
above 1023 as its destination port. Although this sounds complicated, the underlying
principle is easy to grasp: when a program uses a port above 1023, replies arrive
back at that same port. Here’s one last bit of complexity. Since standard listening
ports are for everybody, the destination machine does not actually use it for data
transfer. It only listens on that port. As soon as a connection is established it hands
that connection to a local port above 1023 and immediately resumes listening for a
new incoming connection request on the standard port. That is how a web server can
listen for (and handle) thousands of connections from users.

Protocols

TCP (Transport Control Protocol) is known as a connection-oriented protocol, which
means that a connection is established and maintained until the message or
messages to be exchanged by the application programs at each end have been
exchanged. TCP is responsible for ensuring that a message is divided into the
packets that IP manages and for reassembling the packets back into the complete
message at the other end.

UDP (User Datagram Protocol) packets do not establish "permanent” connection. The
sender sends out UDP packet and does not care about them anymore. To manage
these connections it is necessary to set the allowed direction of a UDP connection.
This means, to allow connections from your LAN to the Internet and their solicitation
(e.g. A computer from your LAN send a DNS request to a DNS server located
somewhere on the Internet and expects an answer. This is a solicited packet).
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ICMP protocol (packets) is a service protocol. It signals various events in networks
built on the IP protocol (Destination Unreachable, Redirect, Echo Request, Router
Advertisement, Router Solicitation, etc.). The ICMP protocol is used in the PING and
TRACERT commands. Destination Unreachable and Redirect messages are regarded
as the most dangerous. If you want to allow basic diagnostics you can allow the
following messages:

e Outgoing ICMP 8 (Echo Request)
e Incoming ICMP O (Echo reply - this message uses ping command)
e Incoming ICMP 11 (Time exceeded - uses Tracert command)

We recommend restricting other ICMP messages.

Firewall tab description
The computer where 602LAN SUITE is running must have at least two interfaces:

e Internal - NIC (Network Interface Card) connected to your Local Area Network
(LAN)
e External - Analog modem, ISDN or second NIC connected to the Internet

To use the Firewall first check the Firewall checkbox in the upper-left corner of the
Firewall tab. Then you must select your internal network interface(s). The firewall
protects the computer where 602LAN SUITE is running plus your LAN connected to
the internal network interface (filters TCP/IP packets).

Now you are ready to choose the security level. We recommend selecting one of the
predefined security levels - High, Medium or Low. Once you select a security level,
carefully read the description on the right-hand side.

Using SMTP/POP3/7WWW/LDAP with High or Medium security level
You should know that if you set the security level to High or Medium all TCP
connections from the Internet will be denied including requests to 602LAN SUITE’s
SMTP, WWW, SSL WWW, POP3, SSL POP3 and LDAP servers. You can easily allow
access by adding the proper predefined permission set.

Add Permission Set El

(%) &dd selected predefined permission sets:

Mamne Pemisgions |
High zecurity level permizzions 13
Low gecurty level permizzions 20

Outgoing TCP connections from this computer to the Internet except M. 4
Outgoing UDP packets from this computer to the Intermet and retumed,.. 2
TLCF connectionz fram the internal network bo thiz computer 2
UDP packets from the intemal nebwark ta this cormputer and UDP pack.. 1
|[CMP packets between thiz computer and intemal nebwark, 2
Outgoing TCP connections from the internal netwark to the Intemet ex.. 4

{7 isdd news permission set

Ok ] [ Cancel
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Custom Security Level
If you select the Custom level all Firewall settings are under your control. You can
add predefined security set(s), create new one(s), edit or delete them.

Configuration E|
Cantent Filker i 550 DHCF Adriristration Logs ActiveReparts Wit Service Update
|Jzers Connection || MNaT Firewall | SMTP | POP3 | Antiviius | Anti-spam | Attachment Filker | Fax Frosy
[¥] Firgwall [D';fiﬂiv,ﬂtu' .inlf_mta' fﬂelw?k Ca = [ VIDI nForce MCP Nebworking Adapter Driver (1921
check intemnal interfaces): Diakup Adapter
Security Permizzion gets
High Set name Permizsions
v Medium securnty level permiszions 17
v WOt connection from the Internet to thiz computer 2
; w| S50 WA connechion fram the Internet to this computer 2
Medium |\ SMTP connection fram the Intemet ta this compliter 2
v| POP3 connection from the Intermet bo this computer 2
v 550 POP3 cannection from the Internet ta this computer 2
w| LDAP connechion fram the Internet ba this conmputer 2
Low v| Permigziohs to allow B0250L clients fram the internal netwark to conkect .. 9
v| DHCF server for the internal network, 2
v| MAT Pemizssions 0
LI~ Custom
Add zet l [ Copy zet ” Edit zet ] ’ Delete zat ] [ Fiezet to default l
[ Save ] ’ Cancel ] ’ Help l

Adding a new set
Click the Add set button on the Firewall tab. The Add Permission Set window will
appear. Here you can choose between two options:

e Add selected predefined permission set - Here you will find all predefined
permission sets. You will also find the High, Medium and Low security level
permissions here as well (you can modify the set but you must save the set
under a different name).

e Add new permission set - Select this option if you want to create a new
custom permission set.

Adding new permission set

Click the Add new permission set radio button then click the OK button. Enter a
Permission set name and click the Add button, the Packet Permission window
will now appear.

Select the IP Protocol:

e All - All protocols of the IP protocol will be filtered

e TCP - Enter the port range. If you check continuative packets only, the
firewall will drop each TCP packet with the SYN flag (the first TCP packet - TCP
connection establishing packet). The firewall will not allow a TCP connection to be
established for the entered ports and direction.

e UDP - Enter port range. Check solicited packets if needed.
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ICMP - Check those messages you want to allow. Recommended: Outgoing
Echo Request, Incoming Echo reply and Time exceeded only.

Other - The firewall can filter any IP protocol. Enter the protocol number you
want to filter here.

Excluding Certain IPs

Although all rules in the firewall mean ALLOW, it does have the capability to exclude
addresses coming from a specific adapter. Example: Someone on the Internet is
constantly connecting to your SMTP server on port 25, to fix this do the following:

1. Click the SMTP connection from the Internet to this computer rule, then click Edit
set.

2. Click the TCP (port 25) rule, then click Edit.

3. For Direction, choose the interface traffic is coming from the Internet to your
SMTP server (e.g. incoming at X Adapter).

4. From:/To: should be any source address.

5. The first Except: field is where you can enter the IP address(es) of the attacker.
Enter addresses comma delimited in single address form (192.168.1.1) IP range
form (192.168.1.1-192.168.1.20) or IP subnet form
(192.168.1.0/255.255.255.0).

6. Click OK, rename the Permission set name (you can just add the number 2 to the
end), click OK, then click Save. Now any address will still be able to deliver mail
to your SMTP server EXCEPT the attacker(s).

Packet Permission §|

Protocal: | TCP » | Paort fange: 25 - |25

[ ] response packets only [S7N bit fitering]

Direction: | ey ﬁ-ﬁ! incoming at MYIDIA rFarce MCP Metwarking Adapter

Erom; ary zource address hd
Evcept | 205.158.501,26.210.456 E]
Ta any destination address W
Except:
)4 ] ’ Cancel ]
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Proxy

To configure secure shared Internet access through the 602LAN SUITE you must first
configure the proxy and then the client’s web browser. If you wish to enable user
authentication for an additional amount of network control, then you will also need to
setup users as described in the “Setting Up User Accounts” section of the manual.

Configuration E]

Content Filter WA S5L DHCP Adrministration Logs ActiveR eports “Win Service Update
Uszers | Connection | HaT Firewall | SMTP | POP3 || Antivirus || Anti-spam | Attachment Filker || Fax Prowy

HTTRAHTTPS/HTTP-FTP prosy [JFor HTTP proxy use part other than for W' server:
[] &usthentication required

[ Advanced HTTP prosy settings ]

SOCKS prosy SOCKES pro=y port: 1080

[] Prahibit HT TP and FTF connections over SOCKS proxy
FTP zerver prosy FTF proxy part: 21
TELMET zerver prawy  TELMET prowy port: |23
Fealtudio prosy Realtudio proxy port: | 1030

Process DMNS requests

Reszet all pro=y ports to the default values

Prowy Servers | Site Access | Mapped Links || P Filker

Save H Cancel ” Help

Setting Up the Proxies

A proxy server runs on a computer that is connected to the Internet via a permanent
or dial-up line. The proxy server receives requests from clients on the network and
forwards them on its own. Fulfilled requests (i.e. HTML pages) are then delivered to
the proper clients. The Proxy server performs two functions:

e Proxy — It proxies clients on the network with a connection to the Internet via
the HTTP/HTTPS/HTTP-FTP application protocols.

e Security — Because all communication goes through the server it can check
every computer that wants to communicate with any client computer on the
Internet via the HTTP/HTTPS/HTTP-FTP application protocols.

The Proxy setup tab can be found by clicking on “Settings” and “Advanced
Configuration” from within the 602LAN SUITE application. The Proxy tab is setup for
unrestricted Internet Access by default. These settings will not need to be altered or
changed for most users but can be modified depending on your individual desires or
security concerns. You may activate or de-activate any or all of the 602LAN SUITE
proxy services by checking or unchecking it's respective selection box. Simply
altering the port number in the service’s respective port field will change the port for
each service. All ports are set to industry standards by default. Individual proxy
services may be activated /deactivated or have their ports modified are as follows:
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e HTTP/HTTPS/HTTP-FTP — This is the proxy that provides Internet access via
http.

e SOCKS — This controls the SOCKS Protocol, which is frequently used by instant
messaging programs as well as programs, which do not provide direct proxy
support. The SOCKS 4 and SOCKS 5 standards are supported.

e FTP — This proxy controls the FTP (File Transfer Protocol), which is commonly
used for the transfer of files over the Internet.

e Telnet — This proxy service allows the communication of telnet applications
through the 602LAN SUITE application.

e RealAudio — This proxy is specifically designed to allow the use of the popular
RealAudio program from Real Networks, Inc.

e DNS requests — While not a true proxy service, this option allows your 602LAN
SUITE server to process DNS (Domain Name Server) requests for other PC’s on
the network. This is particularly useful when utilizing older applications requiring
the SOCKS 4 protocol.

NOTES: To completely disable all proxy services you must uncheck all services on
the proxy tab.

The HTTP/HTTPS/HTTP-FTP proxy server runs on port 80 by default. If you are
running a third party web server you may need to alter this to avoid port conflicts.
This will not cause a conflict when run in conjunction with 602LAN SUITE 2004’s built
in Web Server.

Setting Up Microsoft® Internet Explorer Web Browser

The Microsoft Internet Explorer is the preferred web browser for 602LAN SUITE
2004. You may however, use any browser type you desire. Below we have the

instructions for versions 5.x and 6.x of the Internet Explorer. Please note that

Automatic Proxy server detection is not supported.

SErvers

Type Procy address to use Port

S HTTP: 192,168.1.1 [ a0
SECUre: 192.168.1.1 ‘| a0
ETP: 192.168.1.1 :| 80
Gopher:
Socks: 192.165.1.1 v 10E0
[ Juse the same proxy server For all prakacols

Microsoft® Internet Explorer Proxy Setup

Open Microsoft Internet Explorer.

Select Tools, then Internet Options.

Click the Connection tab.

Under the section LAN Settings, click LAN Settings.

hoONPE
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7.

8.

Check Use a proxy server, then click Advanced.

Insert 192.168.1.1 (or the IP address of your 602LAN SUITE server if different)
For SOCKS use the port 1080 for other protocols, use their respective ports as
shown in the illustration.

Click OK, OK again, then OK one last time.

NOTES: Any application with proxy server support can be used with 602LAN SUITE’s
Proxy server. Please consult your applications help files for proxy configuration
information and instructions.
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Proxy Cache

Four tabs are located on the Proxy tab. Proxy Servers - main proxy servers
configuration tab and Site Access, Mapped Links, IP Filter tabs concerning security of
proxy servers.

Using the Local Proxy Cache - Proxy Servers Tab

This checkbox is recommended for slow connections where bandwidth is a major
concern. By selecting this checkbox, you activate the Proxy cache that stores web
pages on the server allowing them to be retrieved quickly from the hard drive as
opposed to slowly over a slow Internet connection. For fast connections such as
DSL/Cable/T1, this feature provides little benefit. The following options are
recommend to be enabled for effective cache use:

e File info required — Most web servers provide information on a file, this allows
602LAN SUITE to determine if the file has been downloaded completely, with this
option checked, only files verified complete will be saved to the cache.

e Do not cache CGI queries — 602LAN SUITE will not cache results from a CGI
request (dynamic web page).

e Allow cache control by HTTP commands — 602LAN SUITE will obey HTTP
caching commands (example: Pragma: no-cache)

Advanced HTTP/HTTPS/HTITP-FTP Proxy Parameters E|

Ilze local prowy cache

Cache directony: C:\Program Files\SoftwareB0246020L4M SUITENCACHE

Clear cache eveny: E0| ik File: info required

Cache disk zize: 2043 kE Do not cache CGI quenes

Delete files older thar: 24 bz Allow cache control by HT TP commands

Cache preloading

Farent prosy/cache server:

] l’ Cancel ]’ Help

Cache Pre-loading

If client stations on your Local Area Network often use large files from the Internet,
it is possible to preload them into the HTTP proxy cache from a storage device (i.e.

CD-ROM, HD, etc.). Clients will not have to download files from the Internet site but
only from the computer where 602LAN SUITE is running.

To the Preload files for URL edit line, enter the Internet site (full Internet path — URL)
where requested files are originally stored. To the Preload from path edit line, enter
the full path to the storage device where you have saved files for the requested URL.
All pre-loaded items must be in the proper directory structure identical from the site
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for which they are being pre-loaded. When a client (i.e. Internet browser from your
LAN) sends a request for a document on the Internet, the proxy server will first
check the document on the Internet for the newest version. | you don't want let
602LAN SUITE to check it, check Do not check for new version of files at least for xx
days and enter the number of days.

Parent Proxies/Third party cache servers

If your network requires that you utilize a parent proxy server, doing the following
may specify this:

1. Go to the Proxy tab and click on Advanced HTTP Proxy Settings.

2. In the parent proxy/ cache server field, input the IP address of the parent proxy
or cache server you wish to utilize.
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Site Access Control

Restricted/allowed users are specified by their IP address and mask. It is possible to
restrict/allow specific URLs for a single computer or sub-network. To specify the
entire network input 0.0.0.0 for the Source IP and Mask. If only a specific machine or
group of machines need to be denied/allowed access, put the specific IP (i.e.
192.168.1.23, mask 255.255.255.255) or group (i.e. 192.168.1.0, mask
255.255.255.0). Unlike the IP filter, the restricted/allowed sites are defined by their
name or part of their name where * and ? symbols can be used (DOS convention: *
= alias all, ? = mask).

Use the edit box and the Add button to enter names of restricted/allowed sites. By
using * and ? characters, you can construct common masks. Enter the IP address
and mask of the computer or sub-network that the URL will be restricted/allowed.

Examples to restrict access to some servers:

*_hate*.* restricts access to servers in which the domain name begins “hate” for all
services (HTTP, HTTPS, FTP) *.shopping.??? restricts access to the domain shopping
in all 3 digit endings(i.e. www.shopping.com, www.shopping.org, etc.) for all services
(HTTP, HTTPS, FTP), www.espn.com restricts access to the server of the given name.

You can use the Delete/Edit button to delete or edit an already given rule.

URLs can be imported/exported from/to a file. The format of the file needs to be a
plain text file with only one URL per line.

Configuration §|

Content Filter WA S5L DHCP Administration Logs ActiveR eports “Wwin Service Update
Uzers | Connection | MAT Firewall | SMTP | POP3 || Antivirus || Anb-spam | Attachment Filker || Fax Prawy

Do not allow access to the following URLs [via proxy] and hosts [via proxg and DMNS prosg]:

Source |P Address Source |P Mazk Destination URL or host

0.00.0 00oon * shopping, 77

0.0.0.0 0.0.00 AN, BEDN, COM

0.0.0.0 0.0.00 iy, ebay, com

0.0.0.0 0.0.0.0 i, by, com

Source |P address: Destination URL or host [wildzcards ® and 7 allowed); Delete/Edit

Import URLs
Source IP mask:

a .8 .8 .8 Add Export URLs

Promp Servers | Site Access | Mapped Links | 1P Filter

Save H Cancel ” Help
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Mapped Links

Mapped Links function as an alternative for establishing a connection between a
workstation connected to the LAN and a Host computer on the Internet. It is suitable
for use with an application that does not supports SOCKS or PROXY and connects
only with one computer on the Internet (i.e. connection to a NTTP NEWS server,
VNC, POP3, etc.). It is possible to use the TCP or UDP protocol for mapped links.

Configuration El

Content Filter WA S5L DHCP Administration Logs ActiveR eports “Wwin Service Update
Uzers | Connection | MAT Firewall | SMTP | POP3 || Antivirus || Anb-spam | Attachment Filker || Fax Prawy

Lizt of mapped linksz:
Frot. | Connection from IP address/mask To this server's IP address:port. Mapped to host:port
TCP  192168.1.2 / 255 2585 255 255 10.0.0.0:5300

Delete/Edit

Frotocal; | TCP w

Connection from client: To this complter: Map to:

IP address: IP address: Part: Host address: Fart:
19z.168.1 .Z all w | :|5900 252151.23.54 - (5300
P mask:

ZE5E_ 255 255 ZEE Add

Proxp Servers || Site Access | Mapped Links | P Filker

Save H Cancel ” Help

Principle Function

The client program on a network workstation needs to establish a TCP/IP connection
with a particular computer on the Internet. Instead of using the address of that
computer, 602LAN SUITE's address is entered into the client program in which the
tab Mapped Links is used to specify that if this station connects to this port, all
packets should be sent to a particular computer on the Internet. This creates a
virtual link between the computers through the computer where 602LAN SUITE is
running. It is like a re-director that is providing a connection between two computers
through the TCP/IP protocol

Advantages
Client program does not have to contain any type of proxy/firewall support.

Disadvantages
e Each connection requires a separate mapped link.

e Each mapped link must be setup to use a different port.

Settings
You need to setup these entries on the Mapped links tab:
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e Protcol: Select the Protocol (TCP or UDP, UDP1, UDP2) for each mapped link. For
the UDP protocol settings see below.

e Connection from client — The information you enter in this section is for the
machines that are allowed to make the connection. Enter the IP address and IP
mask of the computer that will need the mapped link.

e |IP Address: You should enter the network address or the IP address of the
machine/machines you wish to allow access to this link. Example: If you wish to
allow everyone on your network and no one else access to this link, enter your
network address. If you are unsure what your network address is, you can obtain
it by take taking the IP address of the 602LAN SUITE server and changing the
last value to a O (i.e. 192.168.1.0). To let only one machine access it, enter in
that machines IP Address. To allow anyone to access this link use 0.0.0.0.

e IP Mask: This is the subnet mask for the machines you wish to allow. The
detailed explanation of how a subnet mask works is beyond the scope of this
document. The general idea of how to use it is if you only wanted one machine to
access this link, it would be 255.255.255.255. If you want your entire network to
access it, then enter 255.255.255.0. If you want to give everyone access, make
it 0.0.0.0.

e To this computer — This is what interface the mapped link will be accessible
from.

e |IP Address: Set to all interfaces. The only reason this would need to be changed
is if you wanted to increase security for access to the mapped link.

e Port: This is the port that this machine will listen on for requests coming through
this link. This will vary based on what you wish to accomplish. You cannot have a
port that is already in use added here. If you already have a mapped link that
listens on port 9000, then you cannot add another port 9000 link. You can’t use
ports 80, 21, 23, and 1080 if you are using them for your proxy server. The link
will not work if the port is already in use.

e Map to: Enter the Host address and Port. Enter the IP address and port of the
host the client needs to establish a connection with.

e Host address: You can enter the domain name or IP address of the computer
you are trying to contact. If you are trying to contact a mail server, you would
enter its domain here (i.e. your ISP says that your POP3 server is
pop.server.net).

e Port: This is the port that the computer you wish to connect to is listening on.
Unlike the port under To this computer, you can reuse this port.

Be sure to click add so that the entry will appear in the window. Then click Save to
save the configuration information.

WARNING: You cannot have two services using the SAME port on the SAME
interface!
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Proxy IP Filter Configuration

The IP filter defines what connections are possible to establish through the Proxy and
SOCKS services. Through the IP filter we can define which connections can be
established trough the SOCKS or Proxy Server. You will create a list of networks and
stations and define if access to them is allowed or prohibited. The IP filter rules are
checked from top to the bottom with each rule superceding those above it. Enter the
IP address and mask of the computer or network that sends the request to the field
Source IP address and Source mask. Enter an IP address and mask to the
Destination IP address and Destination mask where the request is pointed. It is also
necessary to define if the item is allowed or prohibited — RED means access denied,
GREEN means access enabled.

Configuration §|

Content Filter WA S5L DHCP Adrministration Logs ActiveR eports “Win Service Update
Uszers | Connection | HAT Firewall | SWMTP | POP3 || Antivirus || Anti-spam | Attachment Filker || Fax Proy

Access enabled/dizabled

from network Astation: to networkAstation:

Source IP address Source mazk Degtination |P address Destination mazk
5 192.168.1.8 255 255 255,80 6.6.6.8a

Delete/Edit

B Enable access w
Source IP addiess: | 192 .168.1 .8 Dest IP addesz: |88 .8 .8 .8
Source mazk: 2550 255 _255.8 Dest. masgk: a .8 .8 .8 Add

Prozg Servers | Site Access || Mapped Links | |P Filter

Save H Cancel ” Help

Terms

A TCP/IP computer network is defined by the IP address and mask. The IP address
defines the value addressed in the network and mask defines the size of the network
(the maximum amount of IP addresses in a particular network).

Mask Examples

255.255.255.255 single user, the computer with IP address given above
255.255.255.0 all computers on the Class C network

255.255.255.224 subnetwork with 32 addresses

0.0.0.0 all IP addresses (all Internet)

Principle Job of the IP Filter

With the IP filter it is possible to verify whether a connection between two specific
computers is allowed (i.e. a user on your network wants to connect to
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www.software602.com). 602LAN SUITE makes a logical decision with the IP address

of the computer that wants to establish a connection (source IP address); with the IP
address of the destination computer (destination IP address) and the IP Filter follows
the logic operation:

To grant access, the following must apply:

SOURCE_IP AND SOURCE_MASK = WHO_IP AND SOURCE_MASK
DESTINATION_IP AND DESTINATION _MASK = WHERE__IP AND DESTINATION
_MASK

The connection will be established if the result of both logic operations is true and
the rule is green.

The IP filter rules are checked from top to bottom. From the red/green
(disabled/enabled) rule you have two choices:

e Only grant several users Internet access.
e Only restrict several users from Internet access.

If you need to move a rule level up or down, highlight it and push Crtl + Up arrow /
Crtl + Down arrow. If you want to delete any item from the list, highlight the item
and press the Delete button. You can also edit the highlighted items. Their values
move into the edit fields.

NOTE: If using a Parent proxy/cache server it is not possible to restrict
communication using the IP mask because the Proxy Server in this case does not
verify the IP address of the destination computer. For access restriction to some
computers use the Site Access tab.

IP Filter Settings — Example 1
You need for your company the following IP filter settings:

e Restrict three employees with following IP addresses — 192.168.1.25,
192.168.1.35, 192.168.1.38

e Allow all others Internet access

e Outside users from the Internet need to have access to only one computer with
the 192.168.1.1 IP address.

Solution

e The first three rules deny the three computers 192.168.1.25, 192.168.1.35,
192.168.1.38 access to any computer through the firewall (i.e. this restricts
these three employees access the Internet).

e The fourth rule grants all users of the 192.168.1.0 network communication with
any computer through firewall (i.e. it allows all users including 192.168.1.25,
192.168.1.35, and 192.168.1.38 users access to the Internet). But, since the IP
filter rules are checked from top to the bottom, users 192.168.1.25,
192.168.1.35, 192.168.1.38 do not have access to the Internet.

e The fifth rule grants any communication with 192.168.1.1 through the firewall
(i.e. this rule allows ANY Internet users access to the 192.168.1.1 computer).
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Configuration ['5__<|
Content Filter AR S50 DHCP Administration Logs ActiveReports Win Service Update
Uszers | Connection | MAT Firewall | SMTF | POP3 || Antivirus || Anti-spam | Attachment Filter | Fax | Frriiy
Access enabled/dizabled
from network./station: to network/station;:
Source |P address Source maszk Destination IP address Destination mazk
L 192 168 .1.25 255 255 255 2LL
B192.168.1.35% 255.255.255.255 0.6.6.8 6.8.6.8
@192.168.1.38 255.255.255.255 0.6.6.8 6.8.6.8
B192.168.1.9 255.255.255.8 Aa.e.0.1@ a.a.@_\@
Bo.0.0.8 a.8.08.19 192 _168.1.1 255255 255,255
Delete/Edit
| B Enable access w |
Source |P address:|ﬂ .8 .8 .8 | Dest. IP address: |192.168.1 A ‘
Soucemssk. @ .0 .8 .0 | Destmask  |255.255.255.255 | | add |

NOTE: If the fourth rule were in the first position, it would not be able to restrict

those 192.168.1.25, 192.168.1.35, 192.168.1.38 users.

IP Filter Settings — Example 2

All users on the network 192.168.1.0 can communicate with any computer on the

Internet and this network cannot be reached from the Internet.

Solution

e Setup one rule that defines the internal network. The rule below states that
192.168.1.1 through 192.168.1.254 can access any destination, 0.0.0.0, which

means all IP addresses.

Configuration E|
Content Filter WA S5L DHCP Administration Logs ActiveR eports “Wwin Service Ipdate:
Users | Connection | HAT Firewall | SWMTP | POP3 || Antivirus || Anb-spam | Attachment Filter || Fax | Prawy
Access enabled/dizabled
from network Astation: to network./station:
Source IP address Source mask, Desgtination |P address Destination maszk,

192_.168.1.0

255 _255.255.8 g.8.0.0

Delete/Edit

SgurceIPaddress:|192.168.1 .0 \ Qest.lF‘address:|ﬂ .0 .0 .0 |

| B Enable access w |

Soucemask  |255.255.255.8 | Destmask |8 .8 .0 .8 |[ add |
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SSL Configuration

The SSL (Secure Socket Layer) protocol runs between the network level and
application level protocols. It provides server authentication, an encrypted
connection and client authentication (optional). On the SSL tab you can specify SSL
operation parameters and create Public & Private keys.

How Secure Socket Layer works:

e Communication via SSL has a pair of keys: a public key and a private key.

e The Private key is used by the server to encode data.

e The Public key (certificate) is used by the client to decode the data. The
certification authority (CA) usually undersigns the public key so the client can be
sure that it is communicating with the correct server. The easiest configuration is
by using a self-signed certificate (the server functions as a CA).

Secure Socket Layer provides:

e SSL server authentication allows a user to confirm a server's identity.

e An encrypted SSL connection requires all information sent between a client and a
server to be encrypted by the sending software and decrypted by the receiving
software.

SSL client authentication allows a server to confirm a user's identity.

The handshake of the SSL protocol consists of the following steps:

Authenticate the server to the client.

Allow the client and server to select the cryptographic algorithms, or ciphers, that
they both support.

Authenticate the client to the server (optional).

e Use public-key encryption techniques.

e Establish an encrypted SSL connection.

The SSL tab has two sub-tabs that define values and settings for SSL used by the
SSL SMTP, SSL POP3 and SSL WWW servers.

General

If you want to communicate securely between SMTP, POP3 or WWW servers and
their clients, you must first create the public and private key. Enter your information
for public and private key setup:

e Organization — Name of your organization

Common name — The IP address or domain name of the computer where
602LAN SUITE is running

Contact e-mail — The administrator or webmaster e-mail address

Country — Select your country

State or province — Select your state or province

Key length — Select key length. A longer key means higher security, but more
data to transmit.
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Configuration E|

Uzers | Connection | MAT Firewall | SMTP | POP3 || Antivirus || Anti-spam || Attachment Filker || Fax Prosy
Content Filter || 'whadw! 55L DHCP | Administration | Logs ActiveFlepartz | Win Service | Update

S5L Information

Qrganization: Compary. [nc. [emarnple: *our Company, [he.)

Common hame; | $ecuUre. company. com [erample: secure pourdomain. com)

Contact e-mal | webmaster@company.com [example: admind@pourdamain. com)

Country: United States “ | State or province: | California W
Key length: 1024 bitz w

Now you have the two options: create a self-signed certificate or have your public
key signed by a Certification Authority (CA).

e Sef-signed: A self signed key is free but will not be recognized by the users web
browsers and will consequently offer them a warning upon accessing the SSL
server.

e Signed by a Certification Authority (CA): A certificate purchased from a
reputable certificate Authority such as Thawte or Verisign will be widely
recognized and the user’s browser will automatically accept this as valid proof of
security.

If your server is to be accessed only by employees or individuals that are familiar
with your organization, then a self signed certificate might be the best choice for
you. If you are planning on offering secure access to your server to the public, you
may wish to purchase a certificate from a well know Certificate Authority to instill
their confidence in your sever and its security. Both certificates are equally effective.

Create self-signed certificate

To create a self-signed certificate click the Create Self-signed Certificate button. The
public key and private key are stored in a common file SERVER.PEM (in the root of
your 602LAN SUITE directory). Your information (Organization name, domain name,
etc.) is stored in the file SSLEAY.CFG (in the root of your 602LAN SUITE directory). If
the key expires, you can always re-generate it. The file SERVER.CRT (in the root of
your WWW document folder) is also generated, which enables you to add the
certificate into the list of CAs.

Create Certificate Signing Request

If you want a CA to sign your public key, click the Create Certificate Signing Request
(CSR) button. When the CERTIFICATE REQUEST is generated, copy it to the
clipboard and insert it into a CA form on the Internet. The certificate you receive
from the CA must be saved to 602LAN SUITE. Click the Input Certificate button,
open the received certificate and click the Save certificate to 602LAN SUITE button.

Advanced
e Client verification using certificates - Used to switch on certificate verification
of the client certification authority (if not checked the client only verifies the

server certificate). The following two checkboxes are accessible only if this check
box is active.
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o Certificate required - After activating this checkbox, client certificate
verification will be required for further communication.

e Verify only once - Checking this box, the WWW server will only accept
certificates confirmed directly by the certification authority (and not by sub-
authorities).

o Don't use any certificates — Certificates (self-signed or signed by a CA) will not
be used for server or client authentication.

e Server Certification File - Holds the access path to the certificate file, which
includes the public and private keys certified by the certification authority.

e Server private key -If the certification file does not include the private key,
enter the access path to the file that includes this key into the field Server private
key (if encrypted in a separate file).

e CA files directory - Enter the access path to the directory with files including
the public keys of each certificate authority into the field CA files directory.

o CA database file - Files with public keys can also be merged into a single file
called a CA database file. This can be done by copying all individual certificates
into a single file.

e Just talk SSLv2 — 602LAN SUITE will communicate with clients by SSL version 2
only.

e Just talk SSLv3 — 602LAN SUITE will communicate with clients by SSL version 3
only.

e Do not generate a temporary RSA key — No temporary RSA key for default
SSL authentication will be generated.

e Turn on SSL bug compatibility — Some older browsers contain an SSL bug. If
you have problems with SSL connections using an older browser, check the Turn
on SSL bug compatibility checkbox.

You can use various encoding methods for communication among SSL servers and

their clients. Use the range of checkbox Ciphers to specify the methods that will be
accepted by the SSL server.
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Appendix

Hayes Compatible Modem Commands

Here is a complete list of the Hayes compatible command set. Not all modems/
faxmodems use the whole list of commands and some of them use special
commands. This information is provided for advanced users (dial-up connection or
fax settings).

Almost all commands begin with AT (attention) letters. In some cases capital letters
are required.

AT Attention — begins all commands except '+ + +', '/A', 'A>"

ATA Picks up the phone and tries to establish a connection to the incoming call
ATB Switches between the BELL and CCITT standard.

A/ Repeats the previous command.

A> Repeats the previous command until any key is pressed

ATC Enables transmission:

ATCO transmission prohibited

ATC1 transmission enabled (default)

ATD dialing number (character "," = delay 2 sec.) The following characters can be
placed after ATD:

o T tone dialing mode

e P pulse dialing mode

e R automatic answer mode (picks up the phone immediately after ringing)

o W it waits for dialtone before dialing out

o delay before next dial attempt (about 2 sec. — according to S8 register

setting)

e @ delay according to S7 register setting

o | hangup phone for 0.5 sec then continues

o switch to command mode (as last character)

e S dials the number saved in the modem

ATE Command echo:

ATEO enabled — display pressed keys

ATE1 disabled

ATF  Switching between half duplex and full duplex:
ATF1 modem displays transmitted data

ATF2 modem does not display transmitted data
ATH Hang up command:

ATHO hang up

ATH21 pick up

ATl Displays modem information.

ATL  Sets loudspeaker volume:

ATLO very low

ATL1 low

ATL2 middle

ATL3 high

ATM Loudspeaker operation:

ATMO on

ATM1 on when a connection is established
ATM2 constantly turned on

© 2007 Software602, Inc. 87



ATM3 turned off when dialing out and receiving a signal

ATO Switching to transmission data mode:

ATOO switching from command mode to transmission mode

ATO1 special according to device

ATQ Display answers to commands:

ATQO enabled

ATQ1 disabled

ATS Modem internal registers setting:

ATSr=n setting S-register to number r

ATSr? checking S-register for number r

ATV  Switching between numeric and character answer to command:

ATVO numeric answer 'AT'-(0)

ATV1 character answer 'AT'-'OK".

AT&W Save modem configuration into its internal memory

ATX Hayes Smartmodem 300 compatible result codes (i.e. BUSY, CONNECT 9600,
etc.)

ATZ Modem reset

AT&Z Saves telephone number (if possible). You can call this saved number by
ATDS command

+ + + Switch from transmission to command mode
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E-mail Settings Example

A company is connected to the Internet via a dial-up. The company has purchased a
domain, company.com, and the Internet Provider has setup a single POP3 account
that will contain all e-mail for that domain. Employees use MS Outlook Express as an
e-mail client.

Solution

Collecting the Common Domain Box

Each user will have a box created on the 602LAN SUITE server. It is recommended
to use names that are part of the e-mail address (i.e. bob@company.com should
have the name bob). Otherwise it would be necessary to enter these names or
complete addresses as the user's alias address. On the Users tab for the Default
domain type the domain (in this case, company.com). On the POP3 tab, enter the
mailbox obtained from your Internet Provider that contains all the e-mail for the
domain, company.com and For 602Pro user select according to the address. Outlook
Express users will enter their e-mail addresses in the form of name@company.com.
This ensures that replies to messages will be received correctly to the Internet POP3
mailbox. Users will enter the IP address of the computer on which 602LAN SUITE
runs as the POP3 server and SMTP server address.

Message Receiving

The 602LAN SUITE server will dial a connection to the Internet and transfer
messages from POP3 mailboxes (specified on the POP3 tab) into internal POP3
mailboxes. Once this is done, each user will be able to collect their mailbox on the
602LAN SUITE server.

Message Sending

Users will create their messages and Outlook Express will send these to the 602LAN
SUITE server. The server will execute the relay function, dial the connection to the
Internet and send the messages (without any change in addresses) according to the
settings on the SMTP.
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Troubleshooting Common Error Messages

e We do not relay - The e-mail you are attempting to send through 602LAN
SUITE is not in compliance with your relay settings. The most common cause of
this is that the e-mail address domain does not match the Default Domain or the
user's aliases in the Users tab.

e DNS: Host not found - This occurs when you attempt to send mail to a domain
that does not exist. Check the e-mail address and try again.

¢ Unable to locate MX records for domain - You will need to add the DNS
entries for your Internet connection in the DNS1 and DNS2 fields in the Advanced
Sending Parameters on the SMTP tab in your Advanced Configuration. If you do
not know what the DNS server's IP addresses are, please contact your ISP.

e Your IP address has changed from your last access to the 602LAN SUITE
Webmail. Please login again - This error indicates that the IP address assigned
by your ISP to your connection has changed. Typically, this happens on large
ISPs such as AOL that use proxy servers to fetch web pages rather than provide
a direct client connection. You will need to use another ISP to check your web
mail remotely.

e Server Certificate File is not defined - This error indicates that the SSL WWW
server has been activated but no SSL certificate has been defined. You can create
a self signed certificate from the SSL tab in the Advanced Configuration.

e Error: Cannot initialize AVG kernel - This error indicates that the AVG anti-
virus program has not been installed on the server or can not load. Typically
reinstalling AVG will correct this problem.

e "Transmission Interrupted" error message when sending a fax - This error
is attributed to three things: Line noise, an incorrect Windows modem profile, or
a bad modem initialization string. Your local telephone company can sweep your
telephone lines to clear up any line noise, and your modem manufacturer should
be able to provide you with the proper modem driver/profile and an optimized
modem string. Note that 602LAN SUITE does not support CAPI modems or virtual
TAPI modems that are often created by ISDN or CAPI modems.

e SendFax client: Unable to run program for sending fax - This is because the
SendFax client cannot communicate with the 602LAN SUITE server. This is
usually caused by the SMTP server being disabled, a port conflict on port 25
caused by another SMTP server already using the port, or the IP address of the
602LAN SUITE server has changed. The SMTP server can be enabled by checking
the SMTP server checkbox on the SMTP tab under Advanced Configuration. Try to
"ping" the server from the workstation. See the "Unable to initialize SMTP server"
topic for information about troubleshooting port conflicts.

e Unable to initialize SMTP server (Port already in use?) - This error occurs
when 602LAN SUITE can not open the SMTP port (port 25 by default). This is
usually caused by another program that is attempting to use the SMTP port.
Common programs known to cause this problem are the SMTP service that is
installed with Internet Information Services (11S), Norton Antivirus, and many
different viruses and trojan horses with built-in SMTP mail servers (Sircam,
lloveyou, etc.).
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