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WebEOC 7.5 User Manual

Welcome

WebEOC® Professional is Crisis Information Management Software (CIMS) that was deweloped over a
decade ago to meet the needs of emergency management agencies (EMAS) at the ederal, state, and
local lewels.

Today, WebEOC is not only used by government agencies such as the U.S. Departments of Agriculture,
Defense, Energy, Homeland Security (CDP, FEMA, ICE, TSA, and USCG), Health and Human Senices,

EPA, and NASA, but also by corporations, public utilities, universities, and more.

Although WebEOC and its product suite provide specialized tools for managing crisis information and

emergency response, it can be used to manage any and all events, agencies, organizations, etc.

WebEOC includes a default set of boards and plug-ins that enable any agency to begin using it almost
immediately. An agency can use any or all of the boards as-is, or build an unlimited number of boards
and forms tailored to local requirements. Within the context of WebEOC, a board is an electronic display
that allows you to transmit and share information in real-time among other WebEOC users. WebEOC
boards are the equivalent of large, chronological, or topical paper-based boards that, for years,

dominated every EOC and command center around the world.

Background

WebEOC was one of the first web-enabled, commercial-off-the-shelf CIMS systems deweloped for
emergency management. As a web-based product, WebEOC ushered in the era of “virtual” EOCs,

making it possible to monitor and manage an emergency response from anywhere in the world.

With WebEOC, crisis information is immediately and universally available to authorized users
everywhere. It can be configured based on local requirements, while giving agencies and organizations

the ability to link to a wide assortment of different systems.

WebEOC can be used during the planning, mitigation, response, and recovery phases of any emergency.
It can also be used by agencies and organizations during day-to-day activities to manage routine, non-

emergency operations.
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The WebEOC design is based on the following tenets of crisis information management systems. CIMS

should:
e Be affordable,
e Be user-friendly,
e Be easy to maintain by existing EMA or EOC staff with access to the vendor’s technical support,
e Be easy to configure and customize to the conditions of the agency,
e Allow for remote access by authorized users located outside the local area network (LAN),
e Comply with the provisions for the National Incident Management System (NIMS),

e Support users who implement both the Incident Command System (ICS) and Emergency Support

Functions (ESF) structure,

e Integrate with other systems such as mapping and other CIMS and telephonic alert notification

systems,
e Integrate public health into emergency management,
e Operate within a variety of network configurations,
¢ Hawe awide range of features consistent with the four phases of emergency management, and

e Hawe help desk support on a 24-hour basis.

Audience and Purpose
Audience
People who use WebEOC are classified as either users or administrators.

People who set up, configure, and customize WebEOC in accordance with an agency’s unique needs are
WebEOC administrators.

Purpose

This help system provides you detailed instructions and the knowledge that you will need to operate
WebEOC during daily operations or in response to an emergency. Because WebEOC is a tool that can
be customized locally based on the unique needs of your organization and provides lewels of access that

can be tailored to meet the unique needs of individual users and organizations, all WebEOC features
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cowered in this manual may not be available to all users. Contact your WebEOC administrator for

guestions about a specific capability.

Time Conventions

WebEOC stamps all entries with a time and date. It also tracks and displays who entered the information.

By default, entries appear in boards in reverse chronological order in which they are entered into the
system. For example, if a telephonic report is received at 10:00 p.m., and it is entered into WebEOC at
10:01 p.m., the system time stamp will be 10:01 p.m.

Agencies can determine whether or not to show system times as part of the displayed entry. During
setup, administrators can add additional time fields to boards that can be user-modified; these times
could represent a time the incident occurred, actual time of receipt, etc. These additional time fields, if
used, are separate from the unalterable system time recorded in the WebEOC database. Normally,

agencies enter a time of receipt, time of occurrence, etc., in the narrative description.
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Getting Started

Control Panel

The control panel is the information hub of WebEOC. It is organized by Boards, Menus, Tools, Plugins,

and Links. Within each of these sections, the items are listed alphabetically by default.

All WebEOC windows can be resized and moved WebEOC 75 intermedix"
to any position on the desktop. You can also eer AT a5 Posiion Mo @

open multiple boards and/or multiple copies of a Incident Name
board, plug-in, or link. See the Boards topic in | Boards

this help system for detailed instructions on using | Checklist
boards. Checklist Builder

Contacts

**Activity Log™

Significant Events™

File Library

File Library Admin

If you are assigned to multiple positions, your Incident Action Plans (Published)

Your user name and position appear at the top of
the control panel. If your user name is
hyperlinked, you can select it to make changes to

your user profile.

position name will appear as a hyperlink. This IAP Builder
allows you to change the position you are logged | Incident Action Plan
in as without logging out of WebEOC. Press Release

Resource Request/Task Assignments
The incident or master view of incidents you are Shelters

currently logged in to also appears at the top of

000000000000 0
000000000000 O

Situation Report
the control panel. If it is hyperlinked, you can Menus

select it to log in to a different incident without Tools

logging out of WebEOC. Plugins
Links

Items in red have new data posted to them.

Select the name to open that item. When the 3
You have received a new message.

board has been opened and the new data has

been viewed, the font will reset to black.

Use the input button to open a data entry window. If the input button on the control panel is blue, itis

enabled. Ifitis gray, itis disabled. A gray input button means you must open the board to enter data.
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Data entry windows contain tools to manage and post data to a board. Only boards have data entry

windows.

Use the close button to close an item. A red close button indicates that the display is open. A grey close

button means the display is closed.
Message notifications and alerts will appear in yellow at the bottom of your control panel.
The Admin link will only appear in your Tools section if you have administrator privileges.

If there are sections on your control panel you do not need to view, select the name of the section

Boards, Menus, Tools, Plugins, or Links) to collapse it.

WebEOC 7.5 intermedix’

User Name as Position Name Log Off
Incident Name

Boards
Menus
Tools
Plugins
Links

The Log Off button allows you to log out of WebEOC.

Users, Positions, Groups, and Incidents

Each user account in WebEOC must be assigned to a position; each position must be assigned to a
group; and each group must be assigned to an incident. Without a position, a user cannot log in to
WebEOC. Without a group, a user does not have permission to any incidents, and without being assigned

to an incident, a user does not have permission to any boards, plug-ins, etc.
Users, Positions, and Groups

Each user has a unique user name and system password. Users can be assigned multiple positions
where necessary. User accounts, positions, and groups are established based on specific organizational
structures. Users have different levels of rights depending upon the position selected during the login
process. Positions are assigned to users in advance of a disaster event based upon their role(s). For
example, John Doe (a user) is assigned to the Operations Section Chief position. Multiple users can be

assigned to a position, and multiple positions can be assigned to a group.




WebEOC 7.5 User Manual

Incidents

WebEOC is an incident-based information management system, capable of managing multiple incidents

simultaneously yet separately. This is critical for organizations that function in an oversight or regulatory

role managing and/or tracking multiple incidents, or whose structure involves multiple operating sites.

When logging in to WebEOC, you will choose an incident. Data in some boards, for example, the Activity

Log and Incident Action Plan, is dependent on the incident you are logged in to.
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Boards

Boards

Boards are the heart of WebEOC. They are the mechanism to share and manage real-time event
information with authorized users everywhere. In WebEOC, incident information is transmitted and
displayed in boards, making the information universally available to all authorized users simultaneously.
In the context of a crisis information management system (CIMS), a WebEOC board is equal to a large,
chronological or categorical paper-based status board that used to dominate EOCs and command

centers around the country.

With WebEOC, users enter information electronically into boards and forms, allowing everyone logged in
to WebEOC to see this information instantly. There is no duplicating of data, no loose paper forms, and
no shouting from section to section to share information. WebEOC helps you build reports, request

assistance, deploy resources, store documents, map almost anything, and more.

In WebEOC, standard government forms (for example, ICS, FEMA, Situation Reports, Mission/Task)
used to track emergency response tasks are built as boards toimplement your agency’s information

process flow.

The boards available on your control panel may vary from the boards described in this help system. If
your agency has created boards specific to your needs, contact your WebEOC administrator for

instructions on using those boards.
Board Views

The first things you need to understand about boards is that boards can have multiple views. Your

administrator determines which boards you have access to, and which board views you have access to.

A view is just another way of looking at the same data. Boards will have at least two views and may have

three or more. The typical board views are:

e Input,
e List, and
e Details.

The input view is where you enter new data or update existing data. Some boards have two ways to open

the input view of a board: using the input button next to a board on the control panel, or opening the
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display view of a board and selecting an add/update button that takes you to the input view. Your
administrator can decide what this button is labeled. It may be called Create New Record, Add New
Record, Update Record, etc. Boards will typically only have the input button on the control panel or inside
the display view. If the input button on the control panel is blue, it is enabled. If itis gray, itis disabled. A

gray input button means you must open the board add or update a record.

WebEOC 7.5 intermedix’

User Name as Position Name I Log Off
Incident Name

Boards

Checklist

Checklist Builder

Contacts

**Activity Log™*

**Significant Events™

File Library

File Library Admin

Incident Action Plans (Published)
IAP Builder

Incident Action Plan

Press Release

Resource Request/Task Assignments
Shelters

Situation Report

Menus

Tools

Plugins

Links

D000 000000000 0
€ O < O O O O O O O €

A board may also hawe a list view. This data is displayed in a list format. This view could contain all of the
data for a board, or it may contain a subset of data. List views are very useful during an incident because

they allow you to display only data that is immediately necessary. This enables you to focus on the most

important data.

An example of a list view is the Shelters board. During an incident, you may not need to know if a shelter
is pet friendly or Red Cross approved—you just need to know the status (Open or Closed) and which

shelter has the most beds available so you can send victims there. A simplified list view allows you to see

10
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the name of the shelter, the status, capacity, occupancy, and available beds. Simplified views typically

contain a details button. In the Shelter Status board example below, if you want to see detailed

information for a record, select the Select button next it. The details view will appear.

Shelter Status intermedix’
Incident: Incident Name

el Rel =pedial Capacity | Occupancy | Availability | Details | Update

Population Friendly |Needs
Outreach
Ministries _ m a 200 160 40
City Shelter FULL :] [;3 500 500 0 Select Update

Friendship VA CLOSED 4 ) Bl 300 0 300 Select | | Update
Totals: 1000 660 340

Note: Your administrator may have different settings configured for your boards.

General Board Features
Master Views

A master view of incidents combines multiple related incidents into one data view. Selecting the master

view when you log in to WebEOC will allow you to select an incident from the Incident drop-down menu in

incident-dependent boards.

Incidentf EventName ~
Press Release
-~ —Incident 1
T --Incident 2
flle ~Incident 3
Artachment: _ Browse.)
Remave: |7]

[m][ Cancal ” Spell Check

11
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Navigation

Since boards are displayed in windows that can be resized, the number of entries that can be seen at any
one time will vary. If a board has more entries than can be viewed at the same time, use the scroll bar to
navigate through the window. Each board may also be resized toincrease or decrease the viewing area.

If the board consists of multiple pages, use the arrow buttons located at the bottom of the window to

B Page 1 of 1 = m Disable Refresh

The left double arrow button returns to the first page; the single left arrow button returns to the previous

navigate.

page; and the right arrow button advances tothe next page.
Board Refresh

Each time a new entry is posted or an entry is updated, the board refreshes with the new or changed
entry appearing at the top of the board (unless the board is sorted or filtered). To temporarily suspend this
refresh process when scrolling through entries on a board, select the Disable Refresh checkbox located

at the bottom of each board.

Note: New data will not be posted to the display until the Disable Refresh checkboxis unchecked.

12
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Sorting

Sort Options allow you to order the entries currently displayed in a board according to a particular
parameter. The default is by the record’s entry date and time listed in descending order. This means that
the latest or most recent record of the event or incident will appear at the top of the board and earlier

information will appear further down the list. Your data sorting only affects your view; it has no effect on

the board views of others.

' =3 Press s - dows Internet Explorer @E‘ﬂ

optons |

Sorting

Ientrydate V| O Ascending @ Descending

Apply || Reset

Paging

Show records at a time.

SRR F‘] Page 1 |;]

13
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Filtering

A board can be filtered to display only those records that meet specific criteria. Any combination of criteria

can be used to define the filter. The more criteria specified, the fewer entries will be displayed.

Your data filtering only affects your view; it has no effect on the board views of others.
=) Press R - Windows Internet Explorer = | B

Filter

Apply | Clear |

Entered By | Vl

Position | Vl

Press Release Incidant

Title: | |
Attachment:
Remove: []

Save | Cancel Spell Check

If filters have been applied to a board, an indicator that says “Filter Applied” appears on the board. The

indicator will be removed from the board display when the filters that have been applied are removed.

14
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Spell Check

Spell Check is available in all board input views. This feature allows you to spell check text entered into

text fields. In the New Record or Update Record window, selectthe Spell Check button.

Significant Events

Incident: Incident Name

Originator. Posdion Nama
Onginated By
Location:
Phone:
DateTime: |11/04:2011 102188 [
Event Type [Hazardous Matenals b
Pricrity: [Immediate ¥|
Point of Comact Name: |Sally Stons
Contact Number: |555-4444
Map Label
Address/Location

-~

Lat/Long
Attachment 1: | CBrowse.
Attachment 2 | Browss..._|

Details. |Hazardous release occurad when a tanker truck fully loaded
with 20 000 Ibe of anhydrous ammonia skidded out of control
land colided into two vehicles.

Remave Record [0 Word Not in Dictionary: [ lgnoe ]

occured lgnare All .

[ Save ][ Cancel I[ Spall Chack ] 3
Change To.

Record History
occumed l [ Add |
Suggestions
¢ R ’
occurss [N i
occur ad Replace All |
occur ‘
acCCUrs
acquired
reoccurred
accruad
=i =
Loadng

The Spell Checker window will appear and display suggested words. Users may ignore the alert, add the

word to the dictionary, or manually replace the word by entering the correction in the Change To: field.

Adding an Attachment

Sometimes it is necessary to include a map or an additional file to a board. WebEOC allows you to attach

a file to a board entry when adding or updating a record. File size limits are controlled by the WebEOC

15
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administrator. The attachment feature must be added to a board before using it. This is the responsibility

of your WebEOC administrator.

Board attachments are maintained when an entry containing an attachment is data linked from one board
to another; howewer, attachments cannot be dual committed or used with board emails and control panel

notifications.

Select the Browse button next to the Attachment or File Name field.

H H Incident: Incident Name
Situation Report
Oparations Penod Start l [l Click the Calandar
Operations Penod End 1 [Tl Click tha Calandar
Attachment | { i Browse i)
Delste Racord: [}
| SmJ[ Cancal J[ Spell Chack |

Navigate to the location of the file to be attached, and select the Open button. This will return you to the

New Record window.

You can view or download board attachments directly from the board display. Board attachments are

displayed as links (labeled as Attachment) in the board. Select the Attachment link to open the file.

Situation Report intermedix

Incident: Incident Name Add New Situation Report j

Operational Period Start | Operational Period End | View SITREP

10/27/2013 22:16:43 10/31/2013 22:16:50 ] Attachment
07/28/2013 22:16:22 08/24/2013 22:16:27 B Astachirsion

09/16/2013 22:16:03 09/18/2013 22:16:08 ] asiicnimait Update

16
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Data Linking

Using data linking, an entry in one board can be simultaneously posted to another board. Data fields in
one board are linked to specified fields in the destination board by the system administrator using utilities

in the Boards manager. Only boards configured to allow data linking can execute this feature.

Significant Events
Incident: Incident Name

Ongnator  Postuon Nare

Routing

Diwmcel Oy Senhizant Eventa
Locetion s
Phone Command
DaaMime; (11472011 124725 | Operstions
Evert Type. | Hazardous Materials - Plnng

Pronty: | Irmadisie & Finance

Point of Cantact Hame: Jn Srath
Contact Mumber (655-6555

Logsics

Map Label
AsinessLocstion
LatiLong P
Aftacherant 1
Attachment 2 [E

Datals’ [HaoMan Recovery team 6 at the scene

Remove Record [

=
Record Hestary

17
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Standard WebEOC Boards

Standard boards allow you to track, display, and manage crisis information. The control panel below

shows what the standard Boards section looks like and how boards may be arranged. The boards you

have access to are determined by your WebEOC administrator. For additional boards and detailed

instructions on using boards, see the WebEOC Standard Boards Guide.

A few of the most common boards used are listed below and briefly discussed in this help system.

e Activity Log

e Press Release

e Shelters

e Significant Events

e Situation Report

You may also have FEMA and ICS forms
available as boards. These forms are typically
used from the Menus section. See the Menus
topic for detailed instructions on the Menus

section.

WebEOC 7.5 intermedix’
] Log Off

User Name as Position Name
Incident Name

Boards

Checklist

Checklist Builder

Contacts

**Activity Log™

*Significant Events™

File Library

File Library Admin

Incident Action Plans (Published)
IAP Builder

Incident Action Plan

Press Release

Resource Request/Task Assignments
Shelters

Situation Report

0000000000000

0000000000 OO O

Tools

Plugins

Links

18
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Activity Log

The Activity Log allows you to document actions taken by personnel in your position during each shift.
This board has the name of the position you are logged in as at the top of the board. It allows agencies to
track event names and details, statuses, contact information, position and name of those reporting, maps

of the area, and more.

Position Name Log

Incident: Incident Name Search: | | Search || Clear Search |
Record # 1

Event Type: Hazardous Materials A chemical truck overturned spilling bleach in the street.
Position: Position Name Position Name - User Name at 22:06:49 on 9/19/2013

Name:
Phone:

Date: 09/18/2013 22:30:12
Attachments:
Map:

Address/L ocation: Medium Incident: Incident Name Update Record

This information is not for public disclosure and is intended for authorized WebEOC users only.

' Record #: 9

Event Type: Bridge Closed The BB Comer Bridge is closed preventing traffic from crossing Lake Guntersville.
Position: Position Name Position Name - User Name at 22:05:19 on 9/19/2013

Name:
Phone:

09/19/2013

Date: »5.05:19

Attachments:
Map:

Address/Location: - Incident: Incident Name Update Record

This information is not for public disclosure and is intended for authorized WebEOC users only.

Record #: 8

Event Type: Flood Flooding in Bishop county. Several roads are closed.
Position: Position Name Position Name - User Name at 22:04:06 on 9/19/2013
Name:
Phone:

Date: 09/19/2013 22:04:06
Attachments: E]@

Map: Flood
Address/Location:

123 Broad Street Low | Incident: Incident Name Update Record

This information is not for public disclosure and is intended for authorized WebEOC users only.

Press Release

Every emergency response inwlves the media, and almost every emergency response organization has
a Public Information Officer (PIO) responsible for the development and release of accurate and complete

information regarding the incident.

19



WebEOC 7.5 User Manual

The PIO usually establishes an area for the media that is away from the command post, separate from
the EOC, and a safe distance from the incident scene. This area is used to provide news releases,

responses to questions or requests, tour information, etc.

WebEOC'’s Press Release board allows you to establish links to press release files stored internally in

WebEOC'’s database or files stored externally. It can be used to display press releases in their entiret

Press Release EIEe

Incident: Incident Name Add Press Release
Date/Time Press Relase
The Daily Profit 09/19/2013 22:13:04 ) i aciimeri Update
The Times Journal 09/19/2013 22:12:41 EI Attachment Update
The Weekly Post 09/19/2013 22:12:28 ] . Update
Shelters

Shelter information and status can be tracked in the Shelters board. The standard list view displays the

shelter's name, status, occupancy, etc. It also indicates if a shelter houses general population,

accommodates special needs, or is pet friendly.
Shelter Status intermedix’

Incident: Incident Name Add Shelter

General Pet Special

Status Population Friendly |Needs

Capacity | Occupancy | Availability | Details | Update

Vi | %) B o2 %

City Shelter  FULL &3 B s00 500 0

Friendship VA  CLOSED + 5 B 300 0 300
Totals: 1000 660 340
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Significant Events

The Significant Events board is the equivalent of your event log or incident journal. It is used to track

events and activities and logs “who did what when.”

Significant Events intermedix’

Incident: Incident Name Search: | | search || Clear Search |
Record #:1
Event Type: Hazardous Materials A chemical truck overturned spilling bleach in the street.
Position: Position Name Position Name - User Name at 22:06:49 on 9/19/2013
Name:
Phone:
Date: 09/18/2013 22:30:12
Attachments:
Map:
Address/Location:

Medium Incident: Incident Name Update Record

Ihirs inﬁfgrﬁmaitjoniiis nOt fOf_p_UQlC discrlpsurre anq is intended for authgrized WebEOC users OnJL |

Record #39

Event Type: Bridge Closed The BB Comer Bridge is closed preventing traffic from crossing Lake Guntersville.
Position: Position Name Position Name - User Name at 22:05:19 on 9/19/2013

Name:

Phone:

09/19/2013

Date: 550519

Attachments:
Map:

Address/Location: - Incident: Incident Name Update Record

This information is not for public disclosure and is intended for authorized WebEOC users only.

Record #:8
Event Type: Flood Flooding in Bishop county. Several roads are closed.
Position: Position Name Position Name - User Name at 22:04:06 on 9/19/2013

Name:

Phone:

Date: 09/19/2013 22:04:06
Attachments: E]@
Map: Flood

Address/Location: s y " _
123 Broad Street Low Incident: Incident Name Update Record

This information is not for public disclosure and is intended for authorized WebEOC users only. |

The Significant Events board provides real-time chronology of records of the actions taken during an
event, from beginning to end. Entries in this board include: reporting authority, event type, date and time

of the entry, location, priority level, and a narrative summarizing event information.
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Situation Reports

SITREPs (SITuation REPorts) are typically published at least once every 24 hours during an emergency.
WebEOC provides a standard format that may be used based on the two common methodologies —
Incident Command System (ICS) or Emergency Support Functions (ESF).

Functional areas within the emergency response organization update their portion of the SITREP which

then populates a master SITREP. The master SITREP can be viewed online and approved before

release.

The Situation Report board allows agencies to track published SITREPs and view the published reports.
Situation Report intermedix
Incident: Incident Name | Add New Situation Report |
Operational Period Start | Operational Period End | View SITREP Update
10/27/2013 22:16:43 10/31/2013 22:16:50 B Attachment
07/28/2013 22:16:22 08/24/2013 22:16:27 Bl antactiion
09/16/2013 22:16:03 09/18/2013 22:16:08 ] At Update

FEMAand ICS Forms

Depending on what your administrator has configured, you may also see FEMA or ICS forms on your
control panel as boards. If your section uses a particular FEMA or ICS form often, that form can be added
to your control panel. If your section uses all of the FEMA or ICS forms, these may be available in your

Menus section. See the Menus topic for detailed instructions on using Menu items.

Dual Commit

Dual Commit allows information to be posted to a second server. Only boards configured to allow dual

commit can execute this feature. This feature allows an organization to do the following.

e Post entries outside their firewall to other agency’s boards hosted on an outside server for access

by external agencies and/or users via the Internet.
e Share information between agencies that have common WebEOC boards.

e Selectively decide which boards or board entries to dual commit, keeping sensitive information on

your agency’s WebEOC system.

If you receive an advisory that the incident has not been mapped, contact your WebEOC administrator.
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Remote Boards

The Remote Boards feature allow users on one instance of WebEOC to access boards hosted on a

different WebEOC system (such as an instance in a neighboring county).

The use of remote boards allows all WebEOC instances to view the same set of data from the same
board. Everyone has all the information available to them and a common operational picture is

maintained.

Remote Boards allow users on one instance of WebEOC to access boards hosted and view the same set
of data from the same board on a different WebEOC system (such as an instance in a neighboring

county).

If your group permissions allow, you may see a link in the Plugins section of the control panel labeled

Remote Boards. See the Plugins topic for detailed instructions on using remote boards.

Subscription Boards

Subscription boards are boards that are shared among several WebEOC instances over the
ESiWebFusion network. A subscription board is published to the ESiWebFusion server and offered for
use to the other WebEOC instances connected to the ESiWebFusion server. WebEOC instances that
subscribe to the board can (depending on their level of permission) read, read/write, or read/write/delete
information on the board. A record is added to a subscribing (local) WebEOC instance. The record moves
from the local copy of the board to the ESiWebFusion sener, and is then added to each of the other

participating WebEOC instances.

On the control panel, subscription boards are located in the Boards section with local boards. The

arrangement of boards in this list is determined by settings configured by your WebEOC administrator.

Subscription boards are used in the same way as any standard board on a user's WebEOC control panel.
Users can add/update, view, sort, and filter data as determined by the permissions allowed by the board

owner (publisher) and group permissions on the subscribing (local) WebEOC senver.

See the Subscription Boards Manual for ESiWebFusion for more information.
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Tools

Chat
Adding a Chat Room

To add a chat room, follow the steps below.

1. Select Chat from the Tools section on the control panel.

WebEOC 7.5 intermedix’

User Name as Position Name
Incident Name

Boards
Menus

Tools

Chat
Checklists
Contacts
Messages
WebEOC Help
WebEOC Search
Plugins
Links

00000 0D

2. In the Chat Room List window, select the Add Chat Room button.

Chat Room List

| Add Chat Room ]

| | Room

| Edit | Delete |
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3. Enter a name in the Name text box.

Edit Chat Room

Name | |
Available Selected

Activity Log

All Positions A

Checklist

Contacts Admin

Groups | Contacts All

EM Menu

File Library

File Library Admin

Group Name (V)

IAP (Edit)

| Save I | Cancel ]

4. Select the group of users that will have access to the chat room from the Available section, and
select the right arrow button to move the group to the Selected section. Select multiple groups by
holding down the Ctrl key.

5. Select the Save button to add the chat room, or select the Cancel button to abort the operation.
Using Chat
To use the chat plug-in, follow the steps below.

1. In the Chat Room List window, select the name of the Chat Room.

Chat Room List

| Add Chat Room ]
| Room | Edit| Delete
Medical Chat Room s IR
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2. In the Chat Room window, enter your message in the text box, and select the Send button. Your

messages and other participants’ messages will be posted in the Messages pane.
Medical Chat Room Chat Room

Users Messages
| John Adams John Adams: Was the State Red Cross Representative contacted?
' sally Sue Sally Sue: Yes, Mr. Barton was contacted and is enroute to the County EOC.

3. Select the Leave Room button to exit Chat. When you exit and re-enter the chat room the
messages will be gone. If you remain in the chat room, the messages and the replies from all the

users will remain posted.
Editing a Chat Room
To edit a chat room, follow the steps below.

1. In the Chat Room List window, select the Edit icon.

Chat Room List

| Add Chat Room ]
| Room | Edit | Delete
Medical Chat Room s I
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2. In the Edit Chat Room window, change the name in the Name field. (optional

Edit Chat Room

Name | |
Available Selected

Activity Log

All Positions A

Checklist

Contacts Admin

Groups | Contacts All

EM Menu

File Library

File Library Admin

Group Name (V)

IAP (Edit)

| Save I | Cancel ]

3. In the Available section, select the group of users that will have access to the chat room. Select

multiple groups by holding down the Ctrl key.
4. Select the right arrow button to move the group or groups to the Assigned section.
5. Select the Save button to save your changes, or select the Cancel button to abort the operation.
Deleting a Chat Room

You can only delete a chat room if you are a WebEOC administrator or the have the proper permissions

(Mew/edit permissions) to the Chat plug-in.
To delete a chat room, follow the steps below.

1. In the Chat Room List window, select the trash can icon.

Chat Room List

| Add Chat Room ]
| Room | Edit| Delete
Medical Chat Room < b

2. Select the OK button to delete the chat room, or select the Cancel button to abort the operation.
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Checklists
Checklists

The Checklists plug-in allows your organization to automate procedures and checklists. Steps in a
checklist can be identified as a main numbered step, or a sub-step or sub-task marked with a
letter/number, that can be checked off with different statuses: Open, Complete, Previously Accomplished,
or Not Applicable. If this functionality is not desired, steps can simply be marked as Completed. Users can
add remarks to any step and have the option of viewing or hiding the remarks. Checklists are incident
specific. This means a checklist (for example, Bomb Threat) used in one incident can also be used
simultaneously and independently in other incidents, but information associated with each incident is

stored with the associated incident when archived.

Administrators can create checklists and assign a due time for a step. When a step has not been
completed and the due time is exceeded, the status indicator field for the step or sub-step turns red. The
due time is based on the time entered in the checklist by the administrator when an incident is created.
For example, if a new incident is created by the administrator at 11:30, then a task due in 30 minutes will

show owverdue at 12:01 for that incident.
Accessing Checklists
To access Checklists, follow the steps below.

1. Select Checklists in the Tools section on the control panel.

WebEOC 7.5 intermedix’
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2. In the Checklists window, select the drop-down list for the checklist you need.

Open, Complete, Previously Accomplished, Not Applicable

Checklist: [EEEE08 058001 @ Hide Remarks (O Show Remarks
Ordering PPE
PPE Compliance
PPE Inventory

Note: if you are logged in to a specific incident, the checklists applicable to that incident will appear. If you
are logged into a master view, an Incident drop-down list will appear. The incident selected from the drop-
down list determines the incident with which the checklist data will be archived.

Setting the Status for Steps
There are several options available to show the status of a primary step or a sub-step in your checklist.

This topic explains how to use the available status options and explains the relationship of the sub-steps
to the primary step.
Note: If you are logged in to a specific incident, the checklists applicable to that incident will appear. If you

are logged into a master view, an Incident drop-down list will appear. The incident selected from the drop-
down list determines the incident with which the checklist data will be archived.

To set the status of a step or a sub-step, follow the steps below.

1. In the Checklists window, select the drop-down list for the checklist you need.

Open, Complete, Previously Accomplished, Not Applicable

Checklist: [EEEESEEHIRENNNN @ Hide Remarks O Show Remarks
Ordering PPE
PPE Compliance
PPE Inventory

2. In the Checklists window, select the drop-down list for the step, and select one of following

options.
a. Blank: Not started
b. C: Complete

c. N: Not Applicable
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d. O: Open
e. P:Previously Accomplished

Blank Status

A steﬁ status set to Blank will set the status for all its sub-steis to Blank.

Open, Complete, Previously Accomplished, Not Applicable

Checklist: | Ordering PPE VI @® Hide Remarks () Show Remarks
1. Print the PPE Ordering Form.
a. Complete the PPE Ordering Form.
b. Have your supervisor sign the form.
2. Fax the form to headquarters (555) 345-4321
3. Return the confirmation fax to your supervisor.
4. Replace your old PPE with your new PPE.
5. Turn your old PPE in to your supervisor for recycling.

Not Applicable Status

A primary step status set to N will set the status for all its sub-steps to not applicable; if all sub-steps are

set to N, the primary step status will automatically be set to N as well.

Previously Accomplished

A primary step status set to P will set the status of all its sub-steps to previously accomplished; if all sub-

steps are set to P, the primary step status will automatically be set to P.

Complete

A primary step is complete when the status for each sub-step is set to C (Complete), N (Not Applicable),
or P (Previously Accomplished). You cannot select C or O for a step that has any sub-step that is open or
blank.
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Open

Sub-tasks with a status of C, O, N, or P will set the primary step status to O. If all sub-tasks are blank,

such as when first starting a checklist, the primary step will also be blank.

Time Expired

Steps may have a due time associated with them. The time is based on the Incident date/time. If a step is
Blank or Open (in-progress) and the time for completion (due time) has been exceeded, the background
color of the status field will display in red. The expiration status for the step will change to C, when all the

sub-steps are set to either a C, N, or P.
Adding or Editing Remarks
To add or edit a remark to any step or sub-step in a checklist, follow the steps below.

1. Select the step or sub-step to open a text box to add or edit a remark. When adding or editing

remarks! onlﬁ one text box can be oien at a time.

Open, Complete, Previously Accomplished, Not Applicable

Checklist: | Ordering PPE V| @ Hide Remarks () Show Remarks

1. Print the PPE Ordering Form.
a. Complete the PPE Ordering Form.
b. Have your supervisor sign the form.
2. Fax the form to headquarters (555) 345-4321

3. Return the confirmation fax to your supervisor.

4. Replace your old PPE with your new PPE.

N s 9. Turn your old PPE in to your supervisor for recycling.
My PPE was destroyed in the last incident.

Save

Maximum length is 2000 charactars.

2. Enter remarks in the text box. You can edit previously sawved entries. The maximum length is 3000

characters.
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3.

4.

5.

6.

7.

Select the Sawe button. This will close the text box for the step.

Select the radio button for Show Remarks. Remarks for all the steps and sub-steps will be shown in

blue.

Checklists

Open, Complete, Previously Accomplished, Not Applicable

Checklist: | Ordering PPE v|© Hide Remarks ® Show Remarks
1. Print the PPE Ordering Form. ---
a. Complete the PPE Ordering Form. —

b. Have your supervisor sign the form. —
2_Fax the form to headquarters (555) 345-4321 ——-Faxed the form on September 3.

3. Return the confirmation fax to your supervisor. ---
4. Replace your old PPE with your new PPE. ---Still waiting on the order. (September 17)
5. Turn your old PPE in to your supervisor for recycling. -—-My PPE was destroyed in the last incident.

To edit a remark for a stei| select the remark. A text box for the remark will oien.

Open, Complete, Previously Accomplished, Not Applicable

Checklist: | Ordering PPE v|© Hide Remarks ® Show Remarks
1. Print the PPE Ordering Form. -—
a. Complete the PPE Ordering Form. —-

b. Have your supervisor sign the form. —
2_Fax the form to headquarters (555) 345-4321 ——-Faxed the form on September 3.

3. Return the confirmation fax to your supervisor. ---

0O | 4. Replace your old PPE with your new PPE. —-Still waiting on the order. (September 17)
Still waiting on the order. (September 17)

| Save IMsximum length is 3000 characters.
5. Tum your old PPE in to your supervisor for recycling. —-My PPE was destroyed in the last incident.

Enter the changes for the remark in the text box.

Select the Save button. The text box will close.
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Contacts
Contacts

Contacts allows you to maintain a directory of detailed contact information that can be added and
updated. Information recorded for each contact includes: agency (or person) name; telephone, mobile,

and pager numbers; physical and email addresses; special notes or comments for the contact; and more.

The lewvel of permission granted by an administrator in conjunction with the access privileges allowed by
the creator of the contact, will determine the view and/or edit privileges you will have. If you have been
granted full access privileges through your group permissions, you will be able to see and edit all
contacts. If you have been granted restricted permissions, you will be able to add a contact, edit contacts

you created, and view contacts that have been setto Do not hide from restricted users.

If you have questions about the permissions available to you in the Contacts plug-in, contact your
WebEOC administrator.

Adding Contacts

Users who do not have edit privileges for Contacts will not be able to perform this operation.
To add contacts, follow the steps below.

1. Select Contacts from the Tools section on the control panel.

WebEOC 7.5 intermedix’
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2.

In the Contacts window, select the Add Contact button.

| Import || Export || Search |

| Add Contact ]

| | Name | Agency | Phone

| Pager

| Mobile | Delete |

In the Add Contact window, complete the fields as applicable.
Add Contact

Name and Information:

Last: | | First: |

| Middle: | |

Agency: | | Title: |

Department: | |

Address:

Address:

Address:

City- | | State: |

B —

Email 1: | | Email 2: |

I Email 3: I l

Notes:

Phone Numbers:

Business 1: l

| Business 2: |

[ Home: | |

Pager: I

| Fax: |

[ Other: | |

Service/Carrier: [

Business Cell: [

|Personal Cell: |

!Satellite Phone: | |

Access Level:
O Hide from restricted users.
@® Do not hide from restricted users.

In the Access Lewel section, select the appropriate radio button. “Hide from restricted” users will

not display the contact in the Contacts window for users assigned restricted permissions by the

administrator. “Do not hide from restricted users” allows the contact to be viewed in the Contacts

window but not edited by users with restricted permissions.
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5. Select the Save button, or select the Cancel button to abort the operation.
Editing Contacts

Users who do not have edit privileges for the Contacts tool will not be able to perform this operation.

To edit contacts, follow the steps below.

1. In the Contacts window’ select the name of the contact that iou want to edit.

[igor] [ B0t [ Sear

| Name |Agency | Phone | Pager | Mobile | Delete
Ball, Stephen NOAA 555-0911 555-3698 555-1478 T}
2 Cranford, Rebecca FEMA 555-4563 555-7896 555-4563 73
2 Fuller, John EMA 555-0258 555-03639 555-8520 }i

2. In the Edit Contact window make your changes.

3. Select the Save button to save your changes, or select the Cancel button to abort the operation.
Deleting Contacts

Users who do not have edit privileges for the contact will not be able to perform this operation.

To delete a contact, follow the steps below.

1. In the Contacts window’ select the trash can icon of the contact that iou want to delete.

Fimor] [Bon] [Seen

| Name |Agency | Phone | Pager | Mobile | Delete
Ball, Stephen NOAA 555-0911 555-3698 555-1478 T}
2 Cranford, Rebecca FEMA 555-4563 555-7896 555-4563 3
2 Fuller, John EMA 555-0258 555-03639 555-8520 ﬁ

2. Select the OK button to delete the contact, or select the Cancel button to abort the operation.
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Importing Contacts

To import contacts from an external file to Contacts, follow the steps below.

1. In the Contacts window’ select the Imiort button.

[ipor] [ x| [Samen

| Name |Agency | Phone | Pager | Mobile | Delete
Ball, Stephen NOAA 555-0011 555-3698 555-1478 ﬁ
2 Cranford, Rebecca FEMA 555-4563 555-7896 555-4563 T}
2 Fuller, John EMA 555-0258 555-03639 555-8520 T}

2. In the Import Contacts window, double-click the fields you want to import in the same order as the
data fields are set up in the import file. This will mowve the data field from the Available section to
the Selected section. The selected fields must be in the same order as the data you are

importing. If the order of the selected fields is not the same or if a field is missing, data may

import in the wrong fields.
Import Contacts
Select fields to Import
Available Selected
Last Name

First Name A
Middle Name

Saercy
P

Address 2
Address 3 Vv

City

File Format
® Comma Separated
(O Tab Separated

File iiBrowse... Il

3. Select either the Comma Separated or the Tab Separated radio button for the File Format.
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4. In the File field, select the Browse button, and locate the file you want to import.

5. Select the Import button to import your contacts.

Note: If you receive the following error message, check the number of data fields and the format of the file
you are attempting to import. The number of fields must match, and the file must be in CSV format.

WebEOC 7.5 has encountered an error.

e WebEOC has encountered an error while performing the requested operation.
For further assistance, contact your WebEOC Administrator.

e Error Description:
Invalid file format: Number of data fields does not match the number of specified import fields.

e Time:
9/19/2013 11:02:20 PM
e Actions:
Email Error Report

Click here to close this window.

Exporting Contacts

To export contacts from WebEOC to an external file, follow the steps below.

1. In the Contacts window’ select the Exiort button.

| Import H Export H Search | Add Contact

| Name |Agency |Phone | Pager | Mobile | Delete
1 Ball, Stephen NOAA 555-0011 555-3698 555-1478 b
~ Cranford, Rebecca FEMA 555-4563 555-7896 555-4563 b
2 | Fuller, John EMA 555-0258 555-03639 555-8520 b

2. In the Export Contacts window select the radio button of the file type that you want to export.

Export Contacts

Select the file type.

® Comma Separated
() Tab Separated

| Export || Back |
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3. Select the Export button to download Contacts, or select the Back button to abort the operation.

4. Select the Sawve button to save the Contacts file to your computer, or select the Cancel button to

abort the operation.

5. After the export is complete, open the file you downloaded to verify that the export operation was

successful. The exported file can be opened as either a CSV or Microsoft Excel file.

Searching for a Contact

To search for a specific contact or group of contacts, follow the steps below.

1. In the Contacts window, select the Search button.

| Import H Export H Search |

Add Contact

| Name |Agency | Phone | Pager | Mobile | Delete
Ball, Stephen NOAA 555-0011 555-3698 555-1478 T}
2 Cranford, Rebecca FEMA 555-4563 555-7896 555-4563 T}
2 | Fuller, John EMA 555-0258 555-03639 555-8520 ﬁ

2. In the Search Contacts window, enter values in any combination for the contact’s Last Name,

First Name, Agency, Department, City, or State in the appropriate text box. You can also search

by entering the first letter for any of the fields.
Search Contacts

Last Name |

First Name |

Agency |

Department l

City |

State |

| Search I lBack]

3. Select the Search button to continue the search, or select the Back button to abort the operation.

In the Contacts window, you can review the results of your search.
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Sorting Contacts

To sort contacts, in the Contacts window, select the column header (Name, Agency, Phone, Pager,

Mobile, or Delete) that corresponds to the column you want to sort on. The list will sort and display in an

ascendini order.

[ Import H Export H Search l [ Add Contact l
| Name |Agency |Phone | Pager | Mobile | Delete
Ball, Stephen NOAA 555-0911 555-3698 555-1478 ﬁ
2 Cranford, Rebecca FEMA 555-4563 555-7896 555-4563 T}
2 Fuller, John EMA 555-0258 555-03639 555-8520 T}

Note: Entries will sort by Name in ascending order.

Messages
Messages

Many crisis information management software (CIMS) packages use email to communicate incident
information among responders. In WebEOC, incident information is transmitted via boards. However,
WebEOC does havwe a Messages plugin that allows users to communicate with each other via an internal
messaging link unique to WebEOC. If your organization allows it, users can send messages to any emalil
server or email addressable device, such as cell phones or pagers. It also allows users to send and
forward messages to email accounts external to WebEOC. All messages sent or received by the user are
seen regardless of the incident the user is logged in to. When an incident is archived, all messages by

users logged in to the incident are archived and removed from Messages.
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Composing and Sending a Message
Users who do not have edit privileges will not be able to perform this operation.
To compose and send a message, follow the steps below.

1. Select Messages from the Tools section on the control panel.

WebEOC 7.5 intermedix
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2. In the Messages window, select the Compose button.
Messages

| Inbox v| Compose '

| From | Subject | Priority | Incident  |Received | Delete
Incident 2013-09-17
User Name Normal .~ = 15:22:23 b
. WebEOC Respond High Incident 2013-09-17 -y
~ Administrator Immediately g Name 15:14:43 :
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3. In the Compose New Message window, select the recipient or recipients from the list of Users,
Groups, or Positions. To make multiple selections, hold the Ctrl key and select each recipient.

The recipient’s name should be highlighted. To deselect a recipient, hold the Ctrl key and select

the recipient’s name once. The recipient’s name will no longer be highlighted.
Compose New Message

= To:

Users: |User Name
WebEOC Administrator

Groups: | Activity Log

All Positions A
Checklist V]
Contacts Admin

CMD EOC Director (o]

CMD PIO v
FIN Compensation Claims Unit

[] Generate Email
(=l Priority and Subject

Priority:

Subject: |

=] Body

Attachment: | Browse.. |

| Spell Check | | Send | | Cancel |

4. Select the priority (High, Normal, or Low) from the Priority drop-down list. (A High priority will

appear as red, Normal as black, and Low as green.)
5. Enter the subject in the Subject field.
6. Enter your message in the Body text box.

7. Select the Browse button to add an attachment.
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Note: A message can only support one attachment. To send more than one file, save the items to a ZIP
file, and attach the compressed file to the message.

8. To send the message as an email, select the Generate Email checkbox. An Additional Addresses

field will appear when the Generate Email checkbox is selected.

Note: The sender must have an email address set up in WebEOC. The sender does not need to enter
email addresses for recipients who have an email setup in WebEOC.

9. For recipients who do not have email address setup in WebEOC, enter the email addresses in

the Additional Addresses field. Separate the email addresses with a comma. An unlimited number
of addresses may be entered.

10. Select the Send button, or select the Cancel button to abort the operation. You will automatically

return to the Messages window.
Replying to and Forwarding a Message

To reply to or forward a message, follow the steps below.

1. In the Messages window, select the message you want to reply to and/or forward.
Messages

| Inbox v| Compose

| From | Subject | Priority | Incident | Received | Delete
Incident 2013-09-17
User Name Normal , ~ = 15:22-23 b
- WebEOC Respond High Incident 2013-09-17 i
~ Administrator Immediately g Name 15:14:43 :
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2. In the Message Detail window, select the Reply or Forward button.
Message Detalil

EOC Activated

User Name
Received: 2013-09-19 23:20:06

To User Name , , CMD EOC Director , CMD PIO , FIN Compensation Claims
Unit , FIN Cost Unit . FIN Finance/Admin Section Chief , FIN Procurement
Unit . FIN Time Unit , LOG Communication Unit , LOG Facilities Unit ,
LOG Food Unit , LOG Ground Support Unit , LOG Logistics Section
Chief , LOG Medical Unit , LOG Supply Unit , OPS Community Service ,
OPS EMS ., OPS Fire , OPS Law Enforcement . OPS Mass Care , OPS
Operations Section Chief , OPS Public Works , OPS Red Cross , OPS
Utilities ., PLN Resources Unit . PLN Demobilization Unit . PLN
Documentation Unit , PLN Planning Section Chief , PLN Situation Unit ,
WebEOC , Position Name

Incident Incident Name
Priority: High

=

The EOC was declared activated at 9pm. Robert Steele is the Emergency Director |
and has assumed command and control for the response. ‘

Reply | | Forward || Print | | Back

Note: Reply will not send the original attachment. You can, however, attach other documents in your reply
message. Forward gives you an option to send the original attachment or send a different attachment.

3. In the Compose New Message window, select the recipient or recipients from the list of Users,

Groups, or Positions.

a) To make multiple selections, hold the Ctrl key, and select recipients. Recipients will be

highlighted when selected.

b) To deselect recipients, hold the Ctrl key, and select recipients. Recipients will not be
highlighted.

4. Edit the Subject in the text box if needed.
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5. Select the Priority (High, Normal, or Low) from the drop-down list. (A High priority will be

displayed as red, Normal as black, and Low as green). The default priority for replying to or

forwarding a message is Normal.
6. Enter your message above the original message in the Message textbox.
7. Select the Browse button to add an attachment.

Note: A message can only support one attachment. To send more than one file, save the items to a ZIP
file, and attach the compressed file to the message.

8. To send an email, select the Generate Email check box. An email will be sent only to addressees

that have been set up as users in WebEOC. An Additional Addresses text box field will appear

when the Generate Email check box is selected.
Compose New Message

= To:

.

WebEOC Administrator

Groups: | Activity Log

(AF Pasiins ™ T
Checklist v
Contacts Admin

CMD EOC Director A
CMD PIO Vv
FIN Compensation Claims Unit

Generate Email
Additional Addresses: (Separate with commas)}Username@email.com

= Priority and Subject

Priority:

Subject: [RE:EOC Activated

=l Body

——-Original Message-——-

From:User Name o)
Sent:2013-09-19 23:20:06

B L g

Subject: RE:EOC Activated

The EOC was declared activated at 9pm. Robert Steele is the Emergency Director and has assumed
command and control for the response.

Attachment: [ Browse.. |

| Spell Check || Send || Cancel |
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Note: The Generate Email will not be available if the user who is sending the message does not have an
email account set up in WebEOC or if email capability has not been configured for WebEOC by the
administrator.

9. Select the Send button, or select the Cancel button to abort the operation.
Sorting Messages

To sort messages, follow the steps below.

1. In the Messages window, select from the drop-down list for Inbox, Sent ltems, or Deleted Items.
Messages

[ a—

Sent ltems

Deleted ltems | Subject | Priority | Incident | Received |Delete
v : . Incident 2013-09-18

User Name RE:EOC Activated Normal fimne 23:24:00 b

: : : 2013-09-19

2 User Name EOC Activated High Incident Name 53:20:06 ik
: : 2013-09-17

3 User Name Normal Incident Name 15:99-93 b

. WebEOC Respond ; : 2013-09-17

~ Administrator Immediately - LR 15:14:43 iib

2. Select the column (From, Subject, Priority, Incident, or Received) of the messages that you want

them sorted by. (By default messages are sorted by latest date and time received.

Messages
| Inbox v| | Compose
| From | Subject | Priority | Incident | Received | Delete
Incident 2013-00-17
User Name Normal .~ = 15:22:23 b
_ WebEOC Respond Hign  Incident  2013-09-17 B
- Administrator Immediately g Name 15:14:43 :
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Deleting Messages

Messages cannot be deleted from the Sent Items or Deleted Items windows. Those items will be removed

when the incident for those messages are archived. Deleting a message mowves the message from your

Inbox to your Deleted Items box.

To delete a message from the Inbox, follow the steps below.

1. Select the trash can icon next to the message.
Messages

Inbox v|| Compose

[From | Subject | Priority [ Incident | Received | Delete
User Name RE:EOC Activated Normal L;':::m gg;‘:;%%'w b
> User Name EOCActivated  High  Incident Name 30 r0519 B
3 User Name Normal  Incident Name 70 2017 B
JMemoe e poenane TSR g

2. Select the OK button to move the message to the Deleted Items, or select the Cancel button to

abort the operation and return to the Inbox.

3. Select Deleted ltems in the drop-down list.
Messages

Deleted ltems Vv

| From | Subject | Priority | Incident | Received
User Name RE:EOC Activated Normal Incident Name 2013-09-19 23:24:00
2 User Name EOC Activated High Incident Name 2013-09-19 23:20:06
5 User Name Normal Incident Name 2013-09-17 15:22:23

Note: You can still view, reply, forward, and print any of the deleted messages.
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Printing a Message

To print a message, follow the steps below.

1. In the Messages window, select Inbox, Sent ltems, or Deleted ltems from the drop-down list.
Messages

| Inbox v| | Compose

| From | Subject | Priority | Incident | Received | Delete
Incident 2013-09-17
User Name Normal .~ = 15:29-93 b
_ WebEOC Respond High  Incident 2013-09-17 oY
~ Administrator Immediately g Name 15:14:43 :

2. Select the message that you want to print.

3. In the Message Detail window, select the Print button.
Message Detail

EOC Activated
User Name
Received: 2013-09-19 23:20:06

To User Name , , CMD EOC Director , CMD PIO , FIN Compensation Claims
Unit , FIN Cost Unit , FIN Finance/Admin Section Chief , FIN Procurement
Unit , FIN Time Unit , LOG Communication Unit , LOG Facilities Unit ,
LOG Food Unit , LOG Ground Support Unit , LOG Logistics Section
Chief , LOG Medical Unit , LOG Supply Unit , OPS Community Service ,
OPS EMS , OPS Fire , OPS Law Enforcement , OPS Mass Care , OPS
Operations Section Chief , OPS Public Works , OPS Red Cross , OPS
Utilities , PLN Resources Unit , PLN Demobilization Unit , PLN
Documentation Unit , PLN Planning Section Chief , PLN Situation Unit ,
WebEOC , Position Name

Incident Incident Name
Priority: High

The EOC was declared activated at 9pm. Robert Steele is the Emergency Director
and has assumed command and control for the response.

| Reply | | Forward | | Print | | Back |

4. In the Print dialog window, choose the printer you want to use or select the Cancel button to abort

the operation. You will automatically return to the Message Detail window.
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Menus

Menus

Menus give you an easy way to access multiple display boards, plug-ins, links, forms, and other menu
items that are grouped under a single link on the control panel. Menus can also be customized for specific
users or positions in order to streamline the control panel. Sub-menus can be created by grouping menus

within menus. When you select a menu title, a list of items will open in a new window that is similar in

appearance and functionality to the control panel.

'WebEOC 7.5 intermedix’

User Name as Position Name Log Off
Incident Name

Boards

Menus

Checklist »

EM Menu »

ICS/IFEMA Forms »

Tools

Plugins

Links

Menu items that are grouped together on the control panel appear as text with a double-arrow icon to the
right. Menu items are accessed by selecting the menu title (which acts as a link). Close a menu by

selecting the X button next to the menu title. Once a sub-menu is open, the X will appear in red to confirm
the menu is active. If a menu contains a board, the board link on the sub-menu and the link on the control

panel will change to red when new information has been posted to the board.
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Accessing Menus

Menus are a convenient way to group the items you use most often to complete tasks. Multiple menus
can be created to help you quickly access boards, tools, plugins, etc. Menus also keep the control panel

more streamlined. An example of this would be organizing a long list of boards into a single menu item.

Boards

AAR (Management View) (==
Contacts Admin (==
File Library Admin (= =]
IAP (Admin/Delete) (==
Resource/Task Update All (= =]
Logged In (==

For more information on boards, see the Boards topic.

Multiple plug-ins can also be grouped into individual menus to consere space. For more information on

plug-ins, see the Plugins topic.

Extensive lists of links to external web sites can be streamlined by grouping them into menu items as well.

A limitless number of links can be added. For more information on links, see the Links topic.

Long lists of forms and related boards can also be collapsed into individual menu items. Long lists of

boards can be streamlined in this way as well.

External web sites can be accessed via the Links section on your control panel. A limitless number of

links can be added. To access Links, select the link name in the Links section on the control panel.

The web site will open in a new window. The links available to you are determined by your administrator.

50



WebEOC 7.5 User Manual

Plug-ins
File Library

File Library

The File Library plug-in allows WebEOC users to upload and share documents and files with other users
through WebEOC. The file could be a standard operating procedure, a situation report, a PDF, an image,
or other file type. Depending on the permissions granted, users may add, view, and/or delete files from

the library.

If you are unable to access the File Library or need to have edit and/or delete permissions should check

with your WebEOC administrator.
Adding a File
To add a file in the File Library, follow the steps below.

1. Select File Library from the Plugins section on the control panel.

WebEOC 7.5 intermedix’

User Name as Position Name

Incident Name
Boards
Menus
Tools
Plugins
File Library
MapTac
NWS Weather Alerts
Remote Boards
Scroller
Links

2. Select the folder name from the Folder List window.

Folder List

| Name
Forms
2 Maps
5 | Templates
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Note: A Folder List contains a list of files/documents. If no folder names appear, you have not been
granted permission by your administrator to access the folders.

3. In the File List window, select the Add File button.

| | Name | Description | View | Delete |

Add File Back

Note: If your administrator has not configured read/write permissions to access the folder in the File
Library, the Add File button will not appear. Before adding a file, check with your administrator to find out
if there are any size limitations to uploading a file.

4. In the Add File window, select the Browse button to search for the file you want to add to the File
Library.
Add File

File Browse... }

Description | |

Save Cancel

5. Enter a description for the file in the Description field. (Optional)

6. Select the Save button, or select the Cancel button to abort the operation.

7. In the File List window the most recent file aiiears at the toi of the list.

| Name | Description | View | Delete
city.jpg city map <4 B
2 county.jpg county map < B
2 state.png state map 4 B
Add File || Back
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Replacing a File
You can update any document listed in the File Library by replacing it with a new one.

To replace a file in the File Library, follow the steps below.

1. In the File List window’ select the name or descriition of the file iou want to reilace.

| Name | Description | vView | Delete
city jpg city map <4 B
2 county.jpg county map 4B
©  state png state map <4 B
Add File || Back

2. In the Edit File window, select the Browse button to search for the file you want to add to the File

Librai.

Bl  Browse... |

Description lcounty map |

URL /eoc7/plugins/filestore/getfile ashx?fileid=235

Save Cancel

3. Enter a new description for the file. The description will appear in the File List window.

4. Select the Save button, or select the Cancel button to abort the operation.
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Viewing a File

To view a file in the File Library, follow the steps below.

1. In the File List window’ select the View icon for the file iou want to oien.

| Name | Description | View | Delete
city jpg city map 4 B
2 county.jpg county map 4 B
state png state map 4 B
Add File || Back

2. In the File Download dialog window, selectthe Open button. The file will open as a read-only

document.

Deleting a File

To delete a file in File Library, follow the steps below.

1. In the File List window, select the trash can icon in the Delete column for the file you want to

delete.
File List
| Name [ Description | View [ Delete
city.jpg city map 4 B
2 county jpg county map 4 B
©  state png state map 4| B
Add File || Back

2. Select the OK button to delete the file, or select the Cancel button to abort the operation.
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MapTac
MapTac

MapTac™ is primarily a briefing tool used to display a variety of graphics and images. It replaces or
augments static, paper-based maps and magnetic light boards. MapTac allows authorized users to
access an image of a static map, dispersion model, digital photo, etc., from any map/GIS source or digital

camera and, using a web browser, instantly share the tactical scene with other users.

MapTac can use images from any GIS or mapping system to produce a static image file (for example,
JPEG, GIF, or BMP). Existing web-based mapping resources available on the Internet can also be used
to plot an address in order to create an image file that can then be saved to MapTac, and annotated as
necessary using the icon palette and drawing tools. MapTac also allows responders at geographically

separate locations to view and, depending on user privileges, update images real-time.

Users with appropriate permissions can add markers such as push pins, fire trucks, road blocks, with or
without labels, and draw shapes on the image. Labels can be added and edited at any time.
Administrators can add a URL to an icon that allows users to access related information by selecting the

icon attached to the image file in MapTac.
MapTac Components

The figure below illustrates the major components of the MapTac user interface. The headers in the tool

pane can be expanded and collapsed by selecting the related tab. The major components are as follows.

Maps: drop-down list of maps/images and Clear Map button.

-~ ), T~ L

f’ 7 \\ ;vt\":;’
e Shapes: ellipse, polygon, and ;f"' Hos ] [ Cloar Mzp ] 1 R ,\\\\ -
| I | \‘-1.'." :_'.!:w" \\ ‘./
free-hand drawing tools; ‘P@g FlIH )"’“"‘ . Y
| ls &%$ .5_» A 9 '.‘7.:\‘:
delete button; and shape color [{apejs ¥ @ g @1 3 e
= '3 £ <
drop-down list. @ g ;f-f’ DR Aot
Agricultural [ e Oncn o, & L *
_ Civil Disturbance & Gy
e Labels: add and remove label  f=Ere r—— | L i @53
buttons. Educational Facilities o el 8 &
Emergency Operations . < |3

e Marker tabs: categorized markers.

e Map view pane with printer icon.
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Viewing a Map
To access a map or an image for viewing, follow the steps below.

1. Select MapTac from the Plugins section on the control panel.

WebEOC 7.5 intermedix

User Name as Position Name Log Off
Incident Name

Boards

Menus

Tools

Plugins

File Library

MapTac =]

NWS Weather Alerts

Remote Boards

Scroller

Links
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2. Select a map/image for display from the Maps drop-down list.
r . A -\?-}— e 7 AC ] 20 = ‘{—’)I;: :/’-.'( -~
|Local Map ¥ : N/ _a_‘i,
[ Clear Map | ‘\:b;w;;a; —
= T
& ’ x E;?A"’_—;j
- e -
K Hil : VT
Y Ji

A

e N

Note: The map or image will be resized automatically anytime you change the size of your window. If you
dont want the image to be resized, contact your WebEOC administrator.

Printing a Map

To print a map or an image, follow the steps below.

1. Select a map/image from the Maps drop-down list that you want to print.

2. S_elect the print icon.

i

\LocalMap &
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Placing Markers on a Map/Image

If you have read-only permission to a map/image, you will not be able to add markers to an image.

To place a marker on a map, follow the steps below.

own list.

G IV

fER

2. Select the desired marker tab. This will open the tab and show all the icons under that tab.
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3. Select the marker icon you want to place on the image. To see what the marker represents, rest

your mouse on the icon and a pop-up will reveal the marker t

itle.
Al R

L~

D

'Local Map ¥

| Clear Map I

4. Mowe your cursor to the desired location on the image and single-click. The marker will appear on

the map/image.

Note: You cannot drag and drop the markers to place them on the image.

Moving Markers

Select the marker, and hold the left mouse button down. Drag the marker to the new destination, and

release the mouse button.

MapTac - Microsoft Intesnet Bxplorer provided by 15
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Resizing a Marker

To resize a marker, hover your cursor over the marker. Select the handle that appears around the marker,

and drag the handle until the marker is the desired size.

Train Deraiment o/

Deleting a Marker
To delete a marker, follow the steps below.

1. Right-click on the marker. A delete confirmation dialog will display.

/. WebHIC 7.1 Map Fac - Micy emet txplorel pravidesd by £

Tran Derailment
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2. Select the OK button to delete the marker from the image, or select the Cancel button to abort the

operation.
Drawing and Placing Shapes on a Map

Shapes are useful to highlight specific locations or areas on a map/image. This tool is particularly useful
to show areas that have been affected by an incident. A user can draw, resize, and place either an
ellipse, polygon, or a line anywhere on a map/image. Shapes can be highlighted with one of the three

transparent colors: red, green, or blue.
Users that have read-only permissions will not be able to add shapes to a map/image.
To draw and place a shape on the image, follow the steps below.

1. Select the Shapes tab to display the shape palette.

/2 wWehEOC 7.1 MapTac - Micrasoft Internct Explores provided hy ES5

ng
Maps

Train Derailment

2. Select the desired shape button from the shape palette.
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3. Select the color from the drop-down list.

/7 WebEOL 7.1 MapTac - Microsoft Internet Explorer provided by £S5

4. To place the shape on the image, follow the steps below.
a. Left-click your mouse where you want to place the shape on the image.
b. Release the left mouse button.
c. Mowe the mouse cursor across the image to create the shape.
d. Left-click the mouse again to place the image on the image.
Note: To select shapes, you must have compatibility view turned on in your browser.
Deleting a Shape
To delete a shape from the image, follow the steps below.

1. Right-click the shape. A delete confirmation dialog will appear.
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2. Select the OK button to delete the shape from the image, or select the Cancel button to abort the

sult Interiset Dnploser peovides Ly £5¢

op
Té

|

Note: You can also select the delete icon in the Shapes palette, and select the shape you want to delete.
Adding a Label to a Marker

Labels can be added to any of the available markers.

Note: Users with read-only permissions will not be able to add labels to a map/image.

To add a label to a marker, follow the steps below.

1. Select the Labels tab to display the label palette.

W

uyided by Th

2. Select the Set Label button to add a label.
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3. Select the marker to be labeled. The label text prompt will display.

Soipl Prompl:
LabelTen

B S

Jtanker cal deradsd

4. Enter the text for the label, and select the OK button. The label will appear under the marker.

Clearing a Label on a Marker
To clear a label on a marker, follow the steps below.

1. Select the Labels tab to display the label palette.

WebtOL 7.1 Mapl perpsoltt Inlermet Lcplorer provided By £h

T allmem 9 4 |
z] 7] %]

2. Select the Clear Label button.

3. Select the marker of the label you want to remowe.
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Clearing All ltems from a Map/Image

To clear all shapes, markers, and labels from a map/image, select the Clear Map button.

/. WebHIC 7.1 Maptac - Micresaft Intermnet Dplorer pravided Iy IS =L X

railmenl

4‘3"% > p,_q

A confirmation window will appear. Select the OK button to clear all shapes, markers, and labels from the

map. Select the Cancel button to abort the operation and return to the map.

NWS Alerts

WebEOC provides direct access to National Weather Senice (NWS) watches, warnings, and advisories
for all states, counties, and territories. Weather radar maps can be accessed by going directly to

http://weather.gowv.

NWS alerts do not automatically refresh as new watches, warnings, and advisories are issued. To refresh

the NWS window, re-select the advisory from the drop-down list.
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Accessing and Viewing NWS Alerts
To access and view NWS Alerts, follow the steps below.

1. Select NWS Weather Alerts from the Plugins section on the control panel.

WebEOC 7.5 intermedix
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Incident Name

Boards

Menus

Tools

Plugins

File Library

MapTac =]

NWS Weather Alerts

Remote Boards

Scroller

Links
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2. Select the desired state or territory (region) from the State/Territory drop-down list. All the NWS

weather alerts for the state or territory selected will be displayed.

NWS Weather Alerts

State/Territory:
Alabama A

Alaska

America Samoa
Arizona
Arkansas
California
Colorado
Connecticut
Delaware
District of Columbia
Florida

Georgia

Guam

Hawaii

Idaho

lllinois

Indiana

lowa

Kansas
Kentucky
Louisiana

Maine

Marianas
Maryland
Massachusetts
Michigan
Midway Island
Minnesota v
Mississippi

3. Select the desired location from the Location drop-down list. The alert for the selected location

will display. Only locations with active warnings, watches, or alerts will appear in this list.

Note: You may print the board in its display format by right-clicking on the board window, and selecting
the Print button.

Remote Boards

If your group permissions allow, you may see a link in the Plugins section of the control panel labeled
Remote Boards. Remote Boards allow users on one instance of WebEOC to access boards hosted on a

different WebEOC system (such as an instance in a neighboring county).
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The use of remote boards allows all WebEOC instances to view the same set of data from the same

board. Everyone has all the information available to them and a common operational picture is

maintained.

On the control panel, remote boards are grouped together under a single link called Remote Boards in

the Plugins section of the control panel. When the Remote Boards link is selected, a window will open

containing a list of remote boards.

'WebEOC 7.5 intermedix’

User Name as Position Name Log Off
Incident Name

Boards

Menus

Tools

Plugins

File Library

MapTac

NWS Weather Alerts
Remote Boards
Scroller

Links

000600

Remote boards are used in the same way as other boards residing on a the control panel — users can
add, edit, view, sort, and filter data as determined by the permissions allowed at the board-owner and

local-server levels — provided that the WebEOC system hosting the board is accessible.

It is important to note that remote boards differ from local boards in that remote board displays do not

refresh automatically. Refresh is on a timed interval that can take up to 60 seconds to execute.

When a remote board is not accessible (for example, you do not have connectivity to the host), or if the
incident you are logged in to on your WebEOC has not been mapped by an administrator on the host

system, you will receive an advisory. If this occurs, contact your WebEOC administrator.

Scroller

WebEOC Scroller allows you to view data from multiple boards in one window on a timed intenval. This is

useful if you do not hawe sufficient room to display all the boards used to manage an emergency or you

want the ability to continuously view a summary of data.

Only administrators can configure the board set and set the time interval.
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Using Scroller
To use Scroller, follow the steps below.

1. Select Scroller from the Plugins section on the control panel.

WebEOC 7.5 intermedix’

User Name as Position Name
Incident Name

Boards

Menus

Tools

Plugins

File Library

MapTac

NWS Weather Alerts
Remote Boards
Scroller

Links

2. In the Scroller window, select the scroller controls you need.
WebEOC 7.5 Scroller

EE[E Shelters (Incident Name)

globalid BIB3EA9B-8609-4CFC-B354-5EADAIDEFBST
address 123 Main Street
latitude

00000

capacity 300
occupancy 0

gen_pop Yes
petfriendly Yes

e The back button returns you to the previous board. This action automatically pauses the

scroller and changes the pause button to a play button.
e To reinstate the scroll feature, select the play button.

e The pause button allows the user to either stop the scrolling action so that data on a specific

board may be reviewed in more detail or to restart the play feature.

e The forward button manually advances to the next board in succession. This action

automatically pauses the Scroller and changes the pause button to a play button.
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Links
Links

The Links feature allows you to access a system, a web site, or a particular file. The items listed in the
Links section on the control panel typically open a new window. Contact your WebEOC administrator to

request any additional links you need.

External web sites can be accessed via the Links section on your control panel. A limitless number of

links can be added. To access Links, select the link name in the Links section on the control panel.

'WebEOC 7.5 intermedix’
Log Off

User Name as Position Name
Incident Name

Boards
Menus
Tools
Plugins
Links
FEMA
Red Cross

State EOC

The web site will open in a new window. The links available to you are determined by your administrator.

,{ r/\'\v, »\ Mobds Resources | Comact Ua | A-ZIndax | FAQa | Eapailol | Addtional Languege

FEM A Sezarch ] Agvanced Search

Blog Photos  Videos  Email Updates

Id  Apply for As s | Dis aps  FEMA About FEMA |~ Ne

ﬂumawu

Arge you prepared? Are you a disaster survivor? Featured Contant

Somaepanng Propssnment

Include tems for your pat in your kit 3 Step Guide for Assistance Blog: A Long Orverdus Policy Changs to
- Apply Onling or at m fama gav Racogniza the Savarsigniy of Tnbal

Home fire prevention tips and safety tips for a Call (800) 621-3362 / TTY (B00) 462-7585
sarthguake or 1ornado
State Disaster pages: Vermont, Taxas. Mational Preparsdness Systam Description of
Taxt PREPARE to 43362 (AFEMA) 10 racewe Massachusatt

cut, New Jarsay New Presidential Policy Directne 8 (PPD 8)

monthly preparedness tips via laxt message Yo & P from Admin. Fugate

Flood nsks and flgod insyrance

! Recavary tips

Find a Dizastar Racovery Camar to speak with m me llhws E:s:-ms D s.Lss;immhiki
a FEMA maprassntative in person FL

Ready

The FEMA Think Tank

DisasterAssistancesgov

ASCERS 10 EALITEN WILP AN RESOTRCES




WebEOC 7.5 User Manual

Mobile Device Support

Mobile Device Support

WebEOC supports limited functionality on handheld devices and smartphones. This interface allows
users to employ basic functionality in boards, messages, checklists, and contacts. See the Available

Functionality section in this help system for more information.

Note: While WebEOC plugins for which the user has permissions will appear on his or her control panel

(for example, MapTac, Calendar, Resource Manager, etc.), plugin functionality is not supported in the
hand-held environment.

Supported Operating Systems

WebEOC is compatible with the following mobile devices.
e BlackBerry OS 6 and later
e Apple iPhone (latest OS version)
e Apple iPad (latest OS version)

e Android devices (\2.1, V2.2, v3.1)

Accessing WebEOC on a Mobile Device

To use WebEOC on your mobile device, follow the steps below.

1. Access your web browser and navigate to the WebEOC URL. WebEOC will automatically display the
WebEOC Login window.

2. Enter your user name in the User field and password in the Password field. As you enter your

password, it will appear as a series of dots.
3. Select your position and incident, and select the OK button.
4. On the control panel, you can use any board as you normally would.

5. To exit WebEOC, select the Log Off link.
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Available Functionality
Board Functions
The following board functions are available.
e Filtering board entries
e Sorting board entries
e Remote boards
e Dual Commit
e Data linking
Checklists
Normal Checklist functionality available from a mobile device includes the following.
e Viewing checklists
e Updating checklist steps
Contacts
Available functionality in the Contacts plugin from a mobile device includes the following.
e Adding and editing contacts
e Searching contacts
File Library
All standard functions of the File Library are available for mobile devices.
Messages
Available functionality in the Messages plug-in a mobile device environment includes the following.
e Creating and sending messages inside WebEOC
e Sending email outside WebEOC

e Sending attachments
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Note: Emails can only be sent from WebEOC if this feature is properly configured. Also, replies to

WebEOC messages can only be made from within the WebEOC application.
While WebEOC plug-ins will appear on the control panel (for example, MapTac, Calendar, Resource
Manager), plug-in functionality is not supported in the hand-held environment.

WebEOC Help

On the control panel in the Tools section, select the WebEOC Help link to access the help file system.

ID Contents O‘ Search o Dowmioad PDF

@ Welcome
Welcome
Background
Audience and Purpose

Time Conventions
@& Getting Started Welcome

WebEQC® Professional is Crisis Information Management Software (CIMS) that was developed over a decade ago to
meet the needs of emergency management agencies (EMAs) at the ederal, state, and local levels.

S MEUSe Hetice SUpRaiL Today, WebEQC is not only used by government agencies such as the U.S. Departments of Agriculture, Defense,

Energy, Homeland Security (CDP, FEMA, ICE, TSA, and USCG), Health and Human Services, EPA, and NASA, but also
by corporations, public utilities, universities, and more.

Although WebEOC and its product suite provide specialized tools for managing crisis information and emergency
response, it can be used to manage any and all events, agencies, organizations, etc.

WebEOC includes a default set of boards and plug-ins that enable any agency to begin using it almost immediately. An
agency can use any or all of the boards as-is, or build an unlimited number of boards and forms tailored to local
requirements. Within the context of WebEOC, a board is an electronic display that allows you to transmit and share
information in real-time among other WebEOC users. WebEOC boards are the equivalent of large, chronological, or
topical paper-based boards that, for years, dominated every EOC and command center around the world.
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