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Introduction

The IFS GE-DS-82, GE-DS-82-POE and NS2503-8P/2C switches have 8 10/100Mbps ports with 2 Gigabit TP/SFP fiber optical
combo ports and are equipped with robust layer 2 features; the description of these models as below:

GE-DS-82 B 8-Port 10/100Base-TX + 2-Port Gigabit TP/SFP Combo Managed Switch
(CI=EDREpAlelsl :  8-Port 10/100Base-TX + 2-Port Gigabit TP/ SFP Managed PoE Switch
NS2503-8P/2C B 8-Port 10/100Base-TX + 2-Port Gigabit TP/ SFP Managed 802.3at PoE Switch

Managed Switch refers to the Switches mentioned in the cover page of this User’s manual, i.e. GE-DS-82, GE-DS-82-POE
and NS2503-8P/2C.

Package Contents

Open the box of the Managed Switch and carefully unpack it. The box should contain the following items:
Check the contents of your package for following parts:

M The Managed Switch x1
M User’s Manual CD x1
M Quick Installation Guide x1
M 19" Rack mount Accessory Kit x1
M Power Cord x1
M Rubber Feet X4
M RS-232 DB9 Male Console Cable x1

If any of these are missing or damaged, please contact your distributor or IFS sales rep immediately, if possible, retain the
original carton and packaging material in case you need to return the product for repair/replacement.



GE-DS-82 and NS2503-8P/2C Series User Manual

Product Description

High Performance Wire-Speed Switching

The IFS GE-DS-82 and NS2503-8P/2C series Managed Switches offers 8 10/100Base-TX Ethernet ports with 2 Gigabit TP /
SFP combo ports. These two Gigabit TP/SFP combo ports of these models can be either 1000Base-T for 10/100/1000Mbps or
1000Base-SX/LX through SFP (Small Factor Pluggable) interface. The distance can be extended from 100 meters (TP), or 550
meters (Multi-mode fiber), up to 70 kilometers (Single-mode fiber).

The GE-DS-82 and NS2503-8P/2C series Managed Switch boast a high performance switch’s architecture that is capable of
providing non-blocking switch fabric and wire-speed throughput as high as 5.6Gbps. Its two built-in GbE uplink ports also offer
incredible extensibility, flexibility and connectivity to the Core switches or Servers.

Cost-effective solution with SNMP monitor for Network deployment
Not only for catering to the need of easy WEB-based management but also the centralized SNMP application to monitor the
status of Switch and traffic per port, IFS releases the cost-effective Managed Switch. The key features are as below:

WEB / SSL / Telnet / Console management
802.1Q/ Q-in-Q VLAN

Rapid Spanning Tree

IGMP Snooping

802.1X Authentication / RADIUS

Access Control List

SNMP and 4 RMON groups

Remote and Centralize Management installation

With its built-in Web-based management, the GE-DS-82 and NS2503-8P/2C series offers an easy-to-use, platform-independent
management and configuration facility. It supports standard Simple Network Management Protocol (SNMP) and can be
monitored via any standard-based management software.

For efficient management, via WEB interface the GE-DS-82 and NS2503-8P/2C series can be programmed for basic switch
management functions such as port speed configuration, Port Trunking, VLAN, Port Mirroring, Rapid Spanning Tree and Misc
Configuration. Additionally, the firmware includes advanced features such as IGMP snooping, QoS (Quality of Service),
broadcast storm and bandwidth control, to enhance bandwidth utilization.

Powerful Security

The IFS GE-DS-82 and NS2503-8P/2C series offers comprehensive Access Control List (ACL) for enforcing security to the
edge. Its protection mechanisms comprises of Port-based 802.1X user and device authentication. Moreover, the switch
provides MAC filter and Static MAC for enforcing security policies to the edge. The administrators can now construct highly
secured corporate networks with considerably less time and effort than before.
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Power over Ethernet of GE-DS-82-POE and NS2503-8P/2C
The PoE in-line power following the standards IEEE 802.3af / IEEE 802.3at makes the GE-DS-82-POE and the NS2503-8P/2C
able to power on 8 PoE devices at the distance up to 100 meters through the 4-pair Cat 5/5e UTP wire.

How to Use This Manual

This User Manual is structured as follows:

INSTALLATION
The section explains the functions of the Switch and how to physically install the Managed Switch.

SWITCH MANAGEMENT
The section contains the information about the software function of the Managed Switch.

WEB CONFIGURATION
The section explains how to manage the Managed Switch by Web interface.

CONSOLE MANAGEMENT
The section describes how to use the Console management interface.

COMMAND LINE INTERFACE
The section explains how to manage the Managed Switch by Command Line interface.

SWITCH OPERATION
The chapter explains how to does the switch operation of the Managed Switch.

POWER OVER ETHERNET OVERVIEW
The chapter introduce the IEEE 802.3af / IEEE 802.3at PoE standard and PoE provision of the Managed Switch.

TROUBSHOOTING
The chapter explains how to trouble shooting of the Managed Switch.

Appendix A
The section contains cable information of the Managed Switch.
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Product Features

»Physical Port
B 8-Port 10/100Base-TX RJ-45 interfaces
B 2 10/100/1000T TP combo interfaces
B 2 mini-GBIC/SFP slots, shared with Port-9 and Port-10
B Reset button for system management
[

1 RS-232 male DB9 console interface for Switch basic management and setup

8-Port 10/100Base-TX RJ-45 with IEEE 802.3af PoE Injector
2 10/100/1000T TP combo interfaces
2 mini-GBIC/SFP slots, shared with Port-9 and Port-10

Reset button for system management

1 RS-232 male DB9 console interface for Switch basic management and setup

NS2503-8P/2C

8-Port 10/100Base-TX RJ-45 with IEEE 802.3af / IEEE 802.3at PoE Injector
2 10/100/1000Base-T TP combo interfaces
2 mini-GBIC/SFP slots, shared with Port-9 and Port-10

Reset button for system management

1 RS-232 male DB9 console interface for Switch basic management and setup
> Layer 2 Features

B Prevents packet loss Flow Control:
e |EEE 802.3x PAUSE frame Flow Control for Full-Duplex mode

e Back-Pressure Flow Control in Half-Duplex mode

High performance Store and Forward architecture, broadcast storm control, runt/CRC filtering eliminates erroneous

packets to optimize the network bandwidth

8K MAC Address Table, automatic source address learning and ageing
Support VLAN:

o |EEE 802.1Q Tag-Based VLAN

e Port-Based VLAN

e Q-in-Q tunneling (Double Tag VLAN)

e GVRP for dynamic VLAN Management

e Private VLAN Edge (PVE / Protect Port )

[ | Supports Link Aggregation
e Up to 13 Trunk groups
e Up to 8 ports per trunk group with 1.6Gbps bandwidth (Full Duplex mode)
o |EEE 802.3ad LACP (Link Aggregation Control Protocol)

o Cisco ether-Channel (Static Trunk)

Support Spanning Tree Protocol:
o STP, IEEE 802.1D (Classic Spanning Tree Protocol)

8
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e MSTP, IEEE 802.1s (Multiple Spanning Tree Protocol, spanning tree by VLAN)
»  Quality of Service
B 4 priority queues on all switch ports
B Traffic classification:
o |EEE 802.1p Class of Service
e |P TOS /DSCP code priority
o Port Base priority

Strict priority and weighted round robin (WRR) CoS policies

Ingress/Egress Bandwidth control on each port
»Multicast

B IGMP Snooping v1 and v2
IGMP Snooping v2 fast leave
IGMP Query mode for Multicast Media application
Three IGMP Router modes (Auto, Static and Forbidden)
Static Multicast Table

» Security
B |EEE 802.1x Port-Based network access control protocol

RADIUS users access authentication
L3 /L4 Access Control List (ACL)
Source IP-MAC / Port-Binding

Port Security for Source MAC address entries filtering

»Management
] Switch Management Interface
- Telnet Command Line Interface
- Web switch management
- SNMP v1, v2c, v3 switch management
- SSL switch management
DHCP client for IP address assignment

DHCP Option82 and DHCP Relay
Link Layer Discovery Protocol (LLDP) for easy network management
Built-in Trivial File Transfer Protocol (TFTP) client

Firmware upgrade via TFTP or HTTP

Configuration restore / backup via TFTP or HTTP

Event message logging to remote Syslog server

Four RMON groups 1, 2, 3, 9 (history, statistics, alarms, and events)

SNMP trap for interface Link Up and Link Down noatification

Supports Ping function

> Power over Ethernet (GE-DS-82-POE and NS2503-8P/2C)

Complies with IEEE 802.3af / IEEE 802.3at Power over Ethernet End-Span PSE (NS2503-8P/2C only)
Up to 8 IEEE 802.3af devices powered

Up to 5 IEEE 802.3at device powered (NS2503-8P/2C only)

Support PoE Power up to 15.4 Watts for each PoE ports

9
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Support PoE Power up to 30 Watts for each PoE ports (NS2503-8P/2C only)
Auto detect powered device (PD)

Circuit protection prevent power interference between ports
Remote power feeding up to 100m

PoE Management

o |EEE 802.3af and IEEE 802.3at mode switch control

e Temperature Threshold control

o PoE power usage threshold control

» Total PoE power budget control

e Per port PoE function enable/disable

¢ PoE Port Power feeding priority

o Per PoE port power limit

¢ PD classification detection

o PoE Power Supply Over Temperature Protection

e PoE Schedule

10
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Product Specification

Product

GE-DS-82 GE-DS-82-POE NS2503-8P/2C

Hardware Specification \

10/100Mbps Copper Ports

8 10/ 100Base-TX RJ-45 | 8 10/ 100Base-TX RJ-45
Auto-MDI/MDI-X ports Auto-MDI/MDI-X ports

8 10/ 100Base-TX RJ-45
Auto-MDI/MDI-X ports

1000Mbps Copper Ports

2 10/100/1000Base-T RJ-45 port

SFP/mini-GBIC Slots

2 SFP interfaces, shared with Port-9 and Port-10

Switch Architecture

Store-and-Forward

Switch Fabric

5.6Gbps / non-blocking

Switch Throughput

4.16Mpps@64Bytes

Address Table 8K entries
Share Data Buffer 2Mbits
Flash 4Mbytes
DRAM 32Mbytes
Maximum Frame Size 9K Bytes

Back pressure for Half-Duplex

e IEEE 802.3x Pause Frame for Full-Duplex
Power (Green) Power (Green)
Link/Activity (Green) Link/Activity (Green)
LED 10/100 LNK / ACT(Orange)| PoE In-Use (Orange)

1000 LNK / ACT(Green) | 1000 LNK / ACT(Green)
10/100 LNK / ACT(Orange)| 10/100 LNK / ACT(Orange)

Dimensions (W x D x H)

330 x 155 x 44 mm, 330 x 155 x 44 mm,
1U height 1U height

Weight

1.2kg 1.6kg 1.74kg

Power Requirement

100~240V AC, 50-60 Hz

Power Consumption

16 Watts (Full load) | 140 Watts (Full PoE Load) |170 Watts (Full PoE Load)

Operating Temperature

0 ~ 50 Degree C

Operating Humidity

20% to 95% (Non-condensing)

Storage Temperature

-10 Degree C ~ 70 Degree C

Layer 2 Functions

Management Interface

Console, Telnet, Web Browser, SSL, SNMP v1, v2c, v3

Port Configuration

Port disable/enable.

Auto-negotiation 10/100Mbps full and half duplex mode selection.
Flow Control disable / enable.

Bandwidth control and broadcast storm filter on each port.

Port Status

Display each port’s speed duplex mode, link status, Flow control status. Auto
negotiation status

VLAN

IEEE 802.1Q Tag-based VLAN, up to 255 VLANs groups, out of 4041 VLAN IDs
Port-based VLAN

Q-in-Q tunneling

GVRP for VLAN Management, up to 128 dynamic VLAN entries

Private VLAN Edge(PVE / Protected port) with two protected port groups

Spanning Tree

IEEE 802.1D Spanning Tree
IEEE 802.1S Multiple Spanning Tree, up to 15 instances

Link Aggregation

Static Port Trunk
IEEE 802.3ad LACP (Link Aggregation Control Protocol)
Supports 13 groups of 8-Port trunk support

Quality of Service

4 priority queue
Traffic classification based on :

¢ Port-Based priority
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e 802.1p priority,
e |P DSCP/TOS field in IP Packet

IGMP Snooping

v1and v2
256 multicast groups and IGMP query

Bandwidth Control

Per port Ingress / Egress bandwidth control in steps of 128Kbps

RX/TX/ Both

Het s 1 to 1 monitor

802.1x Port-Based Network access control
Security MAC Limit

Static MAC

MAC Filtering

Access Control List

Supports up to 220 rule entries

SNMP MIBs

Power over Ethernet

PoE Standard

RFC-1157 SNMP MIB

RFC-1213 MIB-II

RFC-1215 Trap

RFC-2863 Interface MIB

RFC-1493 Bridge MIB

RFC-2674 Extended Bridge MIB (Q-Bridge)
RFC-1643

RFC-2665 EtherLike MIB

RFC-2819 RMON MIB (Group 1, 2, 3,9)
RFC-2737 Entity MIB
POWER-ETHERNET-MIB

IEEE 802.3af PoE / PSE

- IEEE 802.3af PoE / PSE \EEE 802.3at PoE / PSE

PoE Power Supply Type

- End-Span End-Span

PoE Power output

Per Port 48V DC, 350mA .
Max. 15.4 Watts

Per Port 52V DC, 600mA
Max. 30 Watts

Power Pin Assignment

- 1/2(+), 3/6(-) 1/2(+), 3/6(-)

PoE Power Budget - 180W 150W
Max. number of Class2 PD 8

Max. number of Class 3 PD - 8

Max. number of Class 4 PD - - 5W

Standards Conformance

Safety

FCC Part 15 Class A, CE

Standards Compliance

IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX/100Base-FX

IEEE 802.3z Gigabit SX/LX

IEEE 802.3ab Gigabit 1000Base-T

IEEE 802.3x Flow Control and Back pressure
IEEE 802.1D Spanning tree protocol

IEEE 802.1w Rapid spanning tree protocol

IEEE 802.1p Class of service

IEEE 802.1Q VLAN Tagging

IEEE 802.1x Port Authentication Network Control
IEEE 802.3af Power over Ethernet ( GE-DS-82-POE only)
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RFC 768 UDP

RFC 793 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 2068 HTTP

RFC 1112 IGMP version 1
RFC 2236 IGMP version 2

Cable-Fiber-optic cable

* 50/ 125um or 62.5 / 125um multi-mode fiber cable:
- 1000Base-SX: up to 220 / 550m

* 9/ 125pum single-mode cable, provides long distance for :
- 1000Base-LX/ZX:10/15/20/30/40/50/60/70/120km (very on fiber
transceiver or SFP module)
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INSTALLATION

This section describes the hardware features and installation of the Managed Switch on the desktop or rack mount. For easier
management and control of the Managed Switch, familiarize yourself with its display indicators, and ports. Front panel
illustrations in this chapter display the unit LED indicators. Before connecting any network device to the Managed Switch,
please read this chapter completely.

Hardware Description

Switch Front Panel

The unit front panel provides a simple interface monitoring the switch. Figure 2-1 to 2-3 shows the front panel of the Managed
Switches.

GE-DS-82 Front Panel
8-Port 10/100Mbps + 2 Gigabit
Managed Switch

® DR

.
LIR}
.
-

NS2503-8P/2C Front Panel

Elifs 8-Port Fast Ethernet + 2 Gigabit
PoE+ Managed Switch

NS2503-8P/2C

Il 10/100Mbps TP Interface
Port-1~Port-8: 10/100Base-TX Copper, RJ-45 Twist-Pair: Up to 100 meters.

Il Gigabit TP Interface
Port-9, Port-10: 10/100/1000Base-T Copper, RJ-45 Twist-Pair: Up to 100 meters.

Il Gigabit SFP Slots

Port-9, Port-10: 1000Base-SX/LX mini-GBIC slot, SFP (Small Factor Pluggable) transceiver module: From 550 meters
(Multi-mode fiber), up to 10/30/50/70 kilometers (Single-mode fiber).
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I Reset button
On the left portion of front panel, the reset button is designed for rebooting the Managed Switch without a power cycle. The
following is the summary table of Reset button functions:

Reset Button Pressed and Released ‘ Function

About 1~3 second Reboot the Managed Switch

Reset the Managed Switch to Factory Default configuration.
The Managed Switch will then reboot and load the default

settings as below:

Until the PWR LED lit off o Default Password: admin

Default IP address: 192.168.0.100
Subnet mask: 255.255.255.0
Default Gateway: 192.168.0.254

LED Indications

The front panel LEDs indicates instant status of port links, data activity and system power; helps monitor and troubleshoot when
needed.

GE-DS-82 LED indication

8-Port 10/100Mbps + 2 Gigabit
Managed Switch : o) AL000 o LKk ACT

¥ 10/100 @ LNK -&- ACT

Gigabit

Figure 2-4: GE-DS-82 LED panel
m System

Function

PWR Green llluminates to indicate that the Switch has power.

m Per 10/100Base-TX RJ-45 port

LED Color Function

LNK/ACT Green llluminates to indicate the link through that port is successfully established.
Blink to indicate that the Switch is actively sending or receiving data over that port.
Lit: indicate that the port is operating at 100Mbps.
100 0]
range Off: indicate that the port is operating at 10Mbps.
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m Per 10/100/1000Base-T port /SFP interfaces
LED Color Function
| | Lit: indicate that the port is operating at 1000Mbps.
LNK/ACT 1000 Green Off: indicate that the port is operating at 10Mbps or 100Mbps.
Blink: indicate that the Switch is actively sending or receiving data over that port.

Lit: indicate that the port is operating at 10/100Mbps.
LNK/ACT 10/100| Orange | Off: indicate that the port is operating at 1000Mbps.
Blink: indicate that the Switch is actively sending or receiving data over that port.

GE-DS-82-POE LED indication

8-POI’t lO/IOOMbpS + 2 Glgdblt A ® LNK & ACT

MGnGQEdeWitCh e o oo A2000  ® LNK 5 ACT

2 4 6 8

PPE® @ ® O W 10/100 e LNK -e- ACT
e 6 o o
1 3 5 7
® o0 o 0 9
GE-DS-82-PoE RESET PWR Gigabit

Figure 2-5: GE-DS-82-POE LED panel
m System

Function

PWR Green llluminates to indicate that the Switch has power.

m Per 10/100Base-TX, PoE interfaces (Port-1to Por-8)
LED Color J Function

Illuminates: To indicate the link through that port is successfully established.

LNK/ACT Green  [TBiink: To indicate that the Switch is actively sending or receiving data over that

port.
Illuminates: To indicate the port is providing 48VDC in-line power.

POE In-Use Orange Off: To indicate the connected device is not a POE Powered Device (PD).

m Per 10/100/1000Base-T port /SFP interfaces
LED Color Function
Lit: indicate that the port is operating at 1000Mbps.
LNK/ACT 1000 Green Off: indicate that the port is operating at 10Mbps or 100Mbps.
Blink: indicate that the Switch is actively sending or receiving data over that port.

Lit: indicate that the port is operating at 10/100Mbps.
LNK/ACT 10/100| Orange | Off: indicate that the port is operating at 1000Mbps.
Blink: indicate that the Switch is actively sending or receiving data over that port.
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NS2503-8P/2C LED indication

&:¢e 8-Port Fast Ethernet + 2 Gigabit e
PoE+ Managed Switch R e (WA ke

¥ 10/100 & LNK

_ @
NS2503-8P/2C Wh Gigabit RESET

Figure 2-6: NS2503-8P/2C LED panel
m System

Function

PWR Green Illuminates to indicate that the Switch has power.

m Per 10/100Base-TX, PoE interfaces (Port-1to Por-8)

LED Color ‘ Function
Illuminates: To indicate the link through that port is successfully established.
LNK/ACT Green  [TBiink: To indicate that the Switch is actively sending or receiving data over that

port.
Illuminates: To indicate the port is providing 48VDC in-line power.

POE In-Use Orange Off: To indicate the connected device is not a POE Powered Device (PD).

m Per 10/100/1000Base-T port /SFP interfaces
LED Color Function
Lit: indicate that the port is operating at 1000Mbps.
LNK/ACT 1000 Green Off: indicate that the port is operating at 10Mbps or 100Mbps.
Blink: indicate that the Switch is actively sending or receiving data over that port.

Lit: indicate that the port is operating at 10/100Mbps.
LNK/ACT 10/100| Orange | Off: indicate that the port is operating at 1000Mbps.
Blink: indicate that the Switch is actively sending or receiving data over that port.

1. Press the RESET button 1-3 seconds. The Switch will reboot automatically.

2. Press the RESET button for about 10 seconds. The Switch will back to the factory default mode; the
entire configuration will be erased.

3. The 2 Gigabit TP/SFP combo ports are shared with ports 9/10 of GE-DS-82, GE-DS-82-POE, and the
NS2503-8P/2C. Either of them can operate at the same time.
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Switch Rear Panel

The rear panel of the Managed Switch indicates an AC inlet power socket, which works with input power range from 100 to
240V AC, 50-60Hz. Figure 2-7 to Figure 2-8 shows the rear panel of the Switch.

GE-DS-82 Rear Panel

Figure 2-7: GE-DS-82 rear panel.

GE-DS-82-POE and NS2503-8P/2C Rear Panel

OFF
POWER

Figure 2-8: GE-DS-82-POE and NS2503-8P/2C rear panel

I Console Port
The console port is a DB9, RS-232 male serial port connector. It is an interface for connecting a terminal directly. Through
the console port, it provides rich diagnostic information includes IP Address setting, factory reset, port management, link
status and system setting. Users can use the attached RS-232 cable in the package and connect to the console port on the
device. After the connection, users an run any terminal emulation program (Hyper Terminal, ProComm Plus, Telix, Winterm
and so on) to enter the startup screen of the device.

1. The device requires a power connection to operate. If your networks should active all the time,
please consider using UPS (Uninterrupted Power Supply) for your device. It will prevent you

Power Notice: from network data loss or network downtime.

2. For additional protection against unregulated voltage or current surges, you may also want to
consider surge suppression as part of your installation.

18
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Install the Switch

This section describes how to install the Managed Switch and make connections to it. Please read the following topics and
perform the procedures in the order being presented.

Desktop Installation

To install the Managed Switch on desktop or shelf, please follows these steps:
Step1: Attach the rubber feet to the recessed areas on the bottom of the Managed Switch.
Step2: Place the Managed Switch on the desktop or the shelf near an AC power source.

Figure 2-9: Place the Managed Switch on the desktop

Step3: Keep enough ventilation space between the Managed Switch and the surrounding objects.

When choosing a location, please keep in mind the environmental restrictions discussed in
Chapter 1, Section 5, in Product Specification.

Step4: Connect the Managed Switch to network devices.
A. Connect one end of a standard network cable to the 10/100/1000 RJ-45 ports on the front of the Managed Switch

B. Connect the other end of the cable to the network devices such as printer servers, workstations or routers...etc.

%&l Connection to the Managed Switch requires UTP Category 5 network cabling with RJ-45
tips. For more information, please see the Cabling Specification in Appendix A.

Note

Step5: Supply power to the Managed Switch.
A. Connect one end of the power cable to the Managed Switch.
B. Connect the power plug of the power cable to a standard wall outlet.
When the Managed Switch receives power, the Power LED should remain solid Green.
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Rack Mounting

To install the Managed Switch in a 19-inch standard rack, please follows the instructions described below.

Stepl: Place the Managed Switch on a hard flat surface, with the front panel positioned towards the front side.

Step2: Attach the rack-mount bracket to each side of the Managed Switch with supplied screws attached to the package.
Figure 2-10 shows how to attach brackets to one side of the Managed Switch.

Figure 2-10: Attach brackets to the Managed Switch

You must use the screws supplied with the mounting brackets. Damage caused to the parts
by using incorrect screws would invalidate the warranty.

Step3: Secure the brackets tightly.
Step4: Follow the same steps to attach the second bracket to the opposite side.
Step5: After the brackets are attached to the Managed Switch, use suitable screws to securely attach the brackets to the rack,

as shown in Figure 2-11.

LT

Figure 2-11: Mounting the Switch in a Rack
Step6: Proceeds with the steps 4 and steps 5 of session 2.2.1 Desktop Installation to connect the network cabling and supply

power to the Managed Switch.
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Installing the SFP Transceiver

The sections describe how to plug-in an SFP transceiver into an SFP slot.
The SFP transceivers are hot-swappable. You can plug-in and out the transceiver to/from any SFP port without a need to shut
down the Managed Switch. As the Figure 2-12 appears.

SFP Transceiver

174
5/

27

LC Fiber Cable
Figure 2-12: Plug-in the SFP transceiver

Approved IFS SFP Transceivers
IFS Managed switches supports both single mode and multi mode SFP transceivers. Please refer to below chart, as well as IFS
website for latest compatible SFP modules.

1000Base-SX/LX SFP transceiver:

Gigabit (1000Mbps)

Eecboy RHX Ve Fibars  FIberType  Connector Wav:?:ngth Wav:?e(ngm s ?;:n:)r 1238:1? :::geert Tgnﬁ;rearg:.ﬁ'e
Copper-RJ45
S30-RJ SFP-1000T = Copper 45 2 2 100m B s : 0- 50°C
1000Base-SX
S30-2MLC 1000Bas6-SX 2 Mutrmods LC 850nm BSONM  220m/550M° -95--4 A7 7.5 0- 50°C
S35-2MLC 1000Base-SX 2 Mutrmods LC 8500 B5ONM  220m/550m° 95— -4 AT 75  -40- 75°C
SI0-2MLC2  1000Base-SX2 9 Mutrmods LC 1310nm 1210nm k™ a- 1 10 10 0-50°C
1000Base-LX/LHX/ZX
S30-25C-10  1000Base-LX 2 sShngemode LG 1310nm 1310nm 10km  -9.5--3 20 105  0-50°C
S35.050C-10  1000Base-LX 2 Shngemode LG 1310nm 1310nm 10km  -05--3 20 105  -40- 75°C
S30-98.C-30  1000Base-LHX 9  Shngemods LG 1310nm 1310nm 30km 2-43 23 o1 0-50°C
S35.28LC-30  1000Base-LHX 2 Shgemode LG 1310nm 1310nm 30km 2-43 23 21 40 - 75°C
S30-25LC-70  1000Base-zX 2 Shgemods LG 1550nm 1550nm 70Kkm 0-+5 24 24 0-50°C
S35.08C-70  1000Base-zX 2 Shgemods LG 1550nm 1550nm 70Kkm G 24 24 40— 75°C
1000Base-BX
S30-1SLG/A-10 1000Base-BX10-U 1 Singemode LG 1310nm 1490nm 10Kkm 9--3 20 11 0- 50°C
S30-1SLC/B-10 1000Base-BX10-D 1 Sngemods LG 1490nm 1310nm 10Kkm 9-3 20 1 0- 50°C
SI0-1SL/A20  1000Base-BX20-U 1 Sngemode LG 1310nm 1490nm 20Km a2 23 15 0-50°C
S30-18LC/B-20  1000Base-BX20-D 1 Shngemods LG 1490nm 1310nm 20km 8- 2 23 15 0-50°C
S30-1SLG/A-60  1000Base-BX6O-U 1 Singemode LG 1310nm 1490nm 60KM Galh 24 24 0-50°C
S301SLC/B60 1000Base BX6O.D 1 Sngemode LG 1490nm 1310nm B0KmM 0-+5 24 24 0- 50°C

*220m distance Is based on 62.5/125 (OM1) fiber. 850m distance Is based on 50/128 (OM2) flber
*Requires laser optimized 507125 (OM3) Tker 1o achleve 2km distance. Flber should be tested and verifled to OMS standard.

%&l We recommend using IFS SFPs with the Switch. If you insert a SFP transceiver that is not
supported, the Managed Switch will not recognize it.
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Before connecting to the other switches, workstations or Media Converters do the following:
1. Make sure both sides use the same SFP transceiver, for example: 1000Base-SX to 1000Base-SX, or 1000Bas-LX to
1000Base-LX.

2. make sure that the fiber-optic cable type matches the SFP transceiver model.

» To connect to 1000Base-SX SFP transceiver, use the multi-mode fiber cable- with one side must be male duplex LC
connector type.

»  To connect to 1000Base-LX SFP transceiver, use the single-mode fiber cable-with one side must be male duplex
LC connector type.

Connect the fiber cable
1. Attach the duplex LC connector on the network cable into the SFP transceiver.

2. Connect the other end of the cable to a device — switches with SFP installed, fiber NIC on a workstation or a Media
Converter.

Check the LNK/ACT LED of the SFP slot on the front of the Switch. Ensure that the SFP transceiver is operating correctly.
Check the Link mode of the SFP port if the link failed.

Remove the transceiver module

1. Make sure there is no network activity. Use the management interface of the switch to disable the port in advance.
2. Remove the Fiber Optic Cable gently.

3. Turn the handle of the MGB module to the horizontal position.

4 Pull out the module gently the handle.

/ SFP Transceiver

o

Figure 2-13: Pull out the SFP transceiver

Never pull out the module without pull the handle or the push bolts on the module. Direct pull

out the module may damage the module and SFP module slot of the Managed Switch.
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SWITCH MANAGEMENT

This chapter explains the methods that you can use to configure management access to the Managed Switch. It describes the
types of management applications and the communication and management protocols that deliver data between your
management device (work-station or personal computer) and the system. It also contains information about port connection
options.

This chapter covers the following topics:

Requirements

Management Access Overview
Administration Console Access

Web Management Access

SNMP Access

Standards, Protocols, and Related Reading

Requirements

| Workstations of subscribers running Windows 98/ME, NT4.0, 2000/XP, MAC OS9 or later, Linux, UNIX or other
platform compatible with TCP/IP protocols.

[ | Workstation installed with Ethernet NIC (Network Interface Card)

[ | Ethernet Port connection
o Network cables — Use standard network (UTP) cables with RJ45 connectors.

[ | Above Workstation installed with WEB Browser and JAVA runtime environment Plug-in

[ | Serial Port connection
e Above PC with COM Port (DB-9 / RS-232) or USB-to-RS-232 converter

It is recommended to use Internet Explore 6.0 or above to access Managed Switch.
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Management Access Overview

The Managed Switch gives you the flexibility to access and manage it using any or all of the following methods:
[ Web browser interface
[ | An external SNMP-based network management application
[ | An administration console

The administration console and Web browser interface support are embedded in the Managed Switch software and are
available for immediate use. Each of these management methods has their own advantages. Table 3-1 compares the three
management methods.

Method Advantages Disadvantages
Web Browser | e Ideal for configuring the switch remotely | ¢ Security can be compromised (hackers need
e Compatible with all popular browsers only know the IP address and subnet mask)
e Can be accessed from any location e May encounter lag times on poor connections
e User friendly GUIs

SNMP Agent | ¢ Communicates with switch functions at | ¢ Requires SNMP manager software
the MIB level o Least visually appealing of all three methods
e Based on open standards e Some settings require calculations
e Security can be compromised (hackers need
only know the community name)

Console e No IP address or subnet needed o Must be near switch or use dial-up connection
o Text-based ¢ Not convenient for remote users
o Telnet functionality and HyperTerminal e Modem connection may prove to be unreliable
built into Windows or slow
95/98/NT/2000/ME/XP operating
systems
e Secure

Table 3-1: Management Methods Comparison
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Web Management

The Managed Switch offers management features that allow users to manage the Managed Switch from anywhere on the
network through a standard browser such as Microsoft Internet Explorer. After you set up your IP address for the switch, you
can access the Managed Switch’s Web interface applications directly in your Web browser by entering the IP address of the
Managed Switch.

Managed Switch

PC / Workstation
with

IE Browser

R1-45/UTP-Cable J

IP Address:
192.168.0.100

IP Address:
192.168.0.x

Figure 3-1: Web management
You can then use your Web browser to list and manage the Managed Switch configuration parameters from one central location,

just as if you were directly connected to the Managed Switch’s console port. Web Management requires either Microsoft
Internet Explorer 6.0 or later, Safari or Mozilla Firefox 2.0 or later.

NS2503-8P/2C

NS52503-8P/2C

# System

# Port Configuration = -
e Welcome to IFS Transmission
[ Security

QoS NS2503-8P/2C

# Power over Ethernet

8-Port 10/100Mbps + 2G TP/SFP Combo Managed HPoE Switch

© Interlogix, A UTC Fire & Security Company. Al rights reserved.

Figure 3-2: Web main screen of Managed Switch

SNMP-Based Network Management

You can use an external SNMP-based application to configure and manage the Managed Switch, such as SNMPc Network
Manager, HP Openview Network Node Management (NNM) or What'sup Gold. This management method requires the SNMP
agent on the switch and the SNMP Network Management Station to use the same community string. This management
method, in fact, uses two community strings: the get community string and the set community string. If the SNMP Net-work
management Station only knows the set community string, it can read and write to the MIBs. However, if it only knows the get
community string, it can only read MIBs. The default gets and sets community strings for the Managed Switch are public.
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Managed Switch
S — : SNMP Agent Status: Enabled

PC | Workstation
with
SNMP application

IP Address:
192.168.0.100

Internsetsy
Intranet

IP Address:
192.168.0.x

Figure 3-3: SNMP management

Administration Console

The administration console is an internal, character-oriented, and command line user interface for performing system
administration such as displaying statistics or changing option settings. Using this method, you can view the administration
console from a terminal, personal computer, Apple Macintosh, or workstation connected to the switch’s console (serial) port.
There are two ways to use this management method: via direct access or modem port access. The following sections describe
these methods. For more information about using the console, refer to Chapter 5 Console Management.

PC / Worketatlon Managed 8witch
with -

Terminal emulation software

)i g TUESS
- R8-232 Serlal Port
Serlal Port 57800,8,n,1

Figure 3-4: Console management

Direct Access
Direct access to the administration console is achieved by directly connecting a terminal or a PC equipped with a
terminal-emulation program (such as HyperTerminal) to the Managed Switch console (serial) port.
When using this management method, a straight DB9 RS-232 cable is required to connect the switch to the PC. After
making this connection, configure the terminal-emulation program to use the following parameters:
The default parameters are:

57600 bps

8 data bits

No parity

1 stop bit
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COM3 Properties @@

Port Settings

Bitz per second: | SR

Data bits: | 8 -
Parity: | Mone w

Stop bits: | 1 L
Elow control | Hone |

[ Restore Defaults ]

Ok H Cancel ][ Apply ]

Figure 3-5: Terminal parameter settings

You can change these settings, if desired, after you log on. This management method is often preferred because you can
remain connected and monitor the system during system reboots. Also, certain error messages are sent to the serial port,
regardless of the interface through which the associated action was initiated. A Macintosh or PC attachment can use any
terminal-emulation program for connecting to the terminal serial port. A workstation attachment under UNIX can use an
emulator such as TIP.

Protocols

The Managed Switch supports the following protocols:
[ | Virtual terminal protocols, such as Telnet
[ | Simple Network Management Protocol (SNMP)

Virtual Terminal Protocols

A virtual terminal protocol is a software program, such as Telnet, that allows you to establish a management session from a
Macintosh, a PC, or a UNIX workstation. Because Telnet runs over TCP/IP, you must have at least one IP address configured
on the Managed Switch before you can establish access to it with a virtual terminal protocol.

Terminal emulation differs from a virtual terminal protocol in that you must connect a terminal directly
to the console (serial) port.

To access the Managed Switch through a Telnet session:
1. Be Sure of the Managed Switch is configured with an IP address and the Managed Switch is reachable from a PC.
2. Start the Telnet program on a PC and connect to the Managed Switch.

The management interface is exactly the same with RS-232 console management.
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SNMP Protocol

Simple Network Management Protocol (SNMP) is the standard management protocol for multi-vendor IP networks. SNMP
supports transaction-based queries that allow the protocol to format messages and to transmit information between reporting
devices and data-collection programs. SNMP runs on top of the User Datagram Protocol (UDP), offering a
connectionless-mode service.

Management Architecture

All of the management application modules use the same Messaging Application Programming Interface (MAPI). By unifying
management methods with a single MAPI, configuration parameters set using one method (console port, for example) are
immediately displayable by the other management methods (for example, SNMP agent of Web browser).

The management architecture of the switch adheres to the IEEE open standard. This compliance assures customers that the
Managed Switch is compatible with, and will interoperate with other solutions that adhere to the same open standard.

28



GE-DS-82 and NS2503-8P/2C Series User Manual

Web-Based Management

This section introduces the configuration and functions of the Web-Based management.

About Web-based Management

The Managed Switch offers management features that allow users to manage the Managed Switch from anywhere on the
network through a standard browser such as Microsoft Internet Explorer.

The Web-Based Management supports Internet Explorer 6.0. It is based on Java Applets with an aim to reduce network
bandwidth consumption, enhance access speed and present an easy viewing screen.

By default, IE6.0 or later version does not allow Java Applets to open sockets. The user has to
explicitly modify the browser setting to enable Java Applets to use network ports.

The Managed Switch can be configured through an Ethernet connection, make sure the manager PC must be set on same the
IP subnet address with the Managed Switch.

For example, the default IP address of the Managed Switch is 192.168.0.100, then the manager PC should be set at
192.168.0.x (where x is a number between 1 and 254, except 100), and the default subnet mask is 255.255.255.0.

If you have changed the default IP address of the Managed Switch to 192.168.1.1 with subnet mask 255.255.255.0 via console,
then the manager PC should be set at 192.168.1.x (where x is a number between 2 and 254) to do the relative configuration on
manager PC.

Managed Switch

PC 7 Workstation
with

IE Browser

192.168.0.100

IP Address:
192.168.0.x
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Requirements

o  Workstations of subscribers running Windows 98/ME, NT4.0, 2000/2003/XP, MAC OS9 or later, Linux, UNIX or other
platform compatible with TCP/IP protocols.

o Workstation installed with Ethernet NIC (Network Card).

e Ethernet Port connection

» Network cables — Use standard network (UTP) cables with RJ45 connectors.
» Above PC installed with WEB Browser and JAVA runtime environment Plug-in.

It is recommended to use Internet Explore 6.0 or above to access GE-DS-82 and NS2503-8P/2C
series Managed Switches.

Logging on the switch

1. Use Internet Explorer 6.0 or above Web browser. Enter the factory-default IP address to access the Web interface. The
factory-default IP Address as following:

http://192.168.0.100

2. When the following login screen appears, please enter the default username “admin” with password “admin” (or the
username/password you have changed via console) to login the main screen of Managed Switch. The login screen
shown in Figure 4-1-1 will appear.

Connect to 192.168.0.100

2\

The server 192,168.0,100 at Web Management requires a
username and passwaord,

Warning: This server is requesting that vour username and
password be sent in an insecure manner (basic authentication
without & secure conneckion),

Liser narme; | £ admin w |

Passward: |uu-| |

[ ]1remember my passwaord

[ Ok ] [ Zancel

Figure 4-1-1: Login screen

Default User name: admin
Default Password: admin

1. After entering the username and password, the main screen appears as Figure 4-1-2.
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NS2503-8P/2C

NS52503-8P/2C

i*l System

¥ Port Configuration = =
Lo Welcome to IFS Transmission
[ Security

o NS2503-8P/2C

* Power over Ethernet

8-Port 10/100Mbps + 2G TP/SFP Combo Managed HPoE Switch

& Interlogix, A UTC Fire & Security Company. All rights reserved.

Figure 4-1-2: Web main page

2. The Switch Menu on the left of the Web page let you access all the commands and statistics the Switch provides.

Now, you can use the Web management interface to continue the switch management or manage the Managed Switch by Web
interface. The Switch Menu on the left of the web page let you access all the commands and statistics the Managed Switch
provides.

It is recommended to use Internet Explore 6.0 or above to access Managed Switch.

The changed IP address take effect immediately after click on the Apply button, you need
to use the new IP address to access the Web interface.

For security reason, please change and memorize the new password after this first setup.
Only accept command in lowercase letter under web interface.

The WEB configuration of GE-DS-82-POE and NS2503-8P/2C is the same with GE-DS-82
except PoE feature, so the NS2503-8P/2C will be the example to describe how to configure
switch and also, will describe PoE configuration in additional.
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Main WEB PAGE

The Managed Switch provides a Web-based browser interface for configuring and managing it. This interface allows you to
access the Managed Switch using the Web browser of your choice. This chapter describes how to use the Managed Switch’s
Web browser interface to configure and manage it.

SFP Port Link Status
Copper Port Link Status

NS2503-8P/2C

%]ifs

NS2503-8P/2C

+ System Port Control

= Port Configuration Main Screen
—

¥

b Port Description State Negotiation Speed SFP Speed'Duplex Flow Control Security BSF Jumbo Frame
Portl a|
: Ezgg = |Disable ~|[[aute ~| [[1000 =||[Autc = |[Ful ~|||Enadle =] | |Enable | ~||[Enable '~
: Portd =]
»
¥ Layer 2 Features ﬂl
¥ Security
& QoS 7
Power over Ethernet <|

Figure 4-1-3: Main Page

Main Functions Menu

Panel Display

The web agent displays an image of the Managed Switch’s ports. The Mode can be set to display different information for the
ports, including Link up or Link down. Clicking on the image of a port opens the Port Statistics page.

The port states are illustrated as follows:

State Disabled Down Link

.
waseos | [ -

SFP Ports |-] -
-
PoE Ports - -

D‘!‘ﬁh

The PoE Ports panel display is only for GE-DS-82-POE and NS2503-8P/2C.

Main Menu

Using the onboard web agent, you can define system parameters, manage and control the Managed Switch, and all its ports, or
monitor network conditions. Via the Web-Management, the administrator can setup the Managed Switch by select the functions
those listed in the Main Function. The screen in Figure 4-1-4 appears.
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Figure 4-1-4: Managed Switch Main Functions Menu

Use the System menu items to display and configure basic administrative details of the Managed Switch. Under System the
following topics are provided to configure and view the system information: This section has the following items:

System Information
IP Configuration
SNMP Configuration
Firmware Upgrade

Configuration Backup

Factory Default

System Reboot

Provides basic system description, including contact information.
Sets the IP address for management access.

Configure SNMP agent and SNMP Trap.

Upgrade the firmware via TFTP server or Web Brower file transfer.

Save/view the Managed Switch configuration to remote host.
Upload the switch configuration from remote host.

Reset the configuration of the Managed Switch.

Restarts the Managed Switch.
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System Information

In System information, it has two parts of setting — Basic and Misc Config. We will describe the configure detail in following.

Basic

The Basic System Info page provides information for the current device information. Basic System Info page helps a switch
administrator to identify the model name, firmware / hardware version and MAC address. The screen in Figure 4-2-1 appears.

N52503-8P/2C

gjii‘s‘.

NS2503-8P/2C

o System System Information
i cont
Model Name NS2503-8P/2C
Description 8-Port 10/100Mbps + 2G TR/SFP Combo Managed HPoE Switch
MAC Address 9C:F6:1A:7D:55:22

Firmware Version |1.50

Hardware Version 2.0

H v v » v » v » v v v %

Port Configuration

=3

Layer 2 Featuras
Security

Qos

* Power over Ethernet

i

Figure 4-2-1: Basic System Information screenshot

The page includes the following fields:

Object Description
Model Name: Display the system name of the Managed Switch.
Description: Describes the Managed Switch.
MAC Address: Displays the unique hardware address assigned by manufacturer (default).
Firmware Version: Displays the Managed Switch’s firmware version.
Hardware Version: Displays the current hardware version.
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Misc Config

Choose Misc Config from System Information of Managed Switch, the screen in Figure 4-2-2 will appear.

System Information

[J MAC Table Address Entry

Age-0Out Time; seconds (6-~157 2858 must multiple
of 6,default is 300s)

Turn On Port Interval: seconds (0~3600 seconds,
interval time between turning off and turning on port for
flooding CPU port, 0:disable)

Broadcast Storm Filter Mode: | OFF
Broadcast Storm Filter Packet select

[(JBroadcast Packets

[J1P Multicast

[l control Packets

[JFlooded Unicast/Multicast Packets
Collisions Retry Forever : Disable

Hash Algorithm : | CRC-Hash v
IP/MAC Binding : Disable v

802.1x Protocol : Disable

| Apply || Defautt |[ Help |

Figure 4-2-2: Switch Misc Config screenshot

The page includes the following fields:

Object Description

Type the number of seconds that an inactive MAC address remains in the

MAC Address Age-out switch’s address table. The value is a multiple of 6.

Time Default is 300 seconds.

To configure broadcast storm control, enable it and set the upper threshold for
Broadcast Storm Filter individual ports. The threshold is the percentage of the port's total bandwidth
Mode used by broadcast traffic. When broadcast traffic for a port rises above the

threshold you set, broadcast storm control becomes active.
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The valid threshold values are 1/2, 1/4, 1/8, 1/16 and OFF.
Default is “OFF”.

Broadcast Storm Filter
Packets Select

To select broadcast storm Filter Packets type. If no packets type by selected,
mean can not filter any packets .The Broadcast Storm Filter Mode will show OFF.
The selectable items as below:

e Broadcast Packets

e |IP Multicast

e Control Packets

e Flooded Unicast / Multicast Packets

Collision Retry Forever

Provide Collision Retry Forever function”Disable” or 16, 32, 48 collision numbers
on Managed Switch. If this function is disabled, when a packet meet a collision,
the Managed Switch will retry 6 times before discard the packets. Otherwise, the
Managed Switch will retry until the packet is successfully sent.

Default value is 16.

Hash Algorithm

Provide MAC address table Hashing setting on Managed Switch; available
options are CRC Hash and Direct Map.
Default mode is CRC-Hash.

IP/MAC Binding

Enable / disable IP MAC Binding function.

802.1x protocol

Enable / disable 802.1x protocols function.

Apply button

Press the button to complete the configuration.
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IP Configuration

The Managed Switch is a network device which needs to be assigned an IP address for being identified on the network. Users
have to decide on an IP address to the Managed Switch.

IP address overview

What is an IP address?

Each device (such as a computer) which participates in an IP network needs a unique “address” on the network. It's similar to
having a US mail address so other people have a known way to send you messages. An IP address is a four byte number,
which is usually written in “dot notation” — each of the bytes’ decimal value is written as a number, and the numbers are
separated by “dots” (aka periods). An example: 199.25.123.1

How do | get one for this box?

The IP addresses on most modern corporate nets are assigned by an employee called a “Network Administrator”, or “Sys.
Admin”. This person assigns IP addresses and is responsible for making sure that IP addresses are not duplicated — If this
happens one or both machines with a duplicate address will stop working.

Another possibility is getting your address assigned to you automatically over the net via DHCP protocol. Enable DHCP function,
and reset the machine. If your network is set up for this service, you will get an IP address assigned over the network. If you
don’t get an address in about 30 seconds, you probably don’t have DHCP set up in your network.

M |IP Configuration

The IP Configuration includes the IP Address, Subnet Mask and Gateway. The Configured column is used to view or change the
IP configuration. Fill up the IP Address, Subnet Mask and Gateway for the device. The screen is shown in Figure 4-2-3.

IP Configuration

DHCP: v

1P Address 192.168.0.100
Subnet Mask 2552552550

Default Gateway] 192 163.0.25

Figure 4-2-3: IP configuration interface

The page includes the following fields:

Object Description

Enable or disable the DHCP client function.

When DHCP function is enabled, the Managed Switch will be assigned an IP
DHCP address from the network DHCP server. The default IP address will be replaced

by the assigned IP address on DHCP server. After the user clicks Apply, a

popup dialog shows up to inform the user that when the DHCP client is enabled,

the current IP will lose and user should find the new IP on the DHCP server.

IP Address Assign the IP address that the network is using.

37



GE-DS-82 and NS2503-8P/2C Series User Manual

If DHCP client function is enabled, this switch is configured as a DHCP client.
The network DHCP server will assign the IP address to the switch and display it
in this column.

The default IP is 192.168.0.100 or the user has to assign an IP address
manually when DHCP Client is disabled.

Subnet Mask

Assign the subnet mask to the IP address.

If DHCP client function is disabled, the user has to assign the subnet mask in

this column field.

Gateway

Assign the network gateway for the switch.

If DHCP client function is disabled, the user has to assign the gateway in this

column field.
The default gateway is 192.168.0.254.
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SNMP Configuration

SNMP Overview

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of
management information between network devices. It is part of the Transmission Control Protocol/Internet Protocol (TCP/IP)
protocol suite. SNMP enables network administrators to manage network performance, find and solve network problems, and
plan for network growth.

NS52503-8P/2C

gJii’s‘.

NS2503-8P/2C

= = =
SNMP Configuration &
=l System
System Options
’ Name: (|ns2503-8F 120
: Location: !an Location
¥
: Contact: /[N Contact
’ SNMP Status: || Disale ~| | |
: Iy | Hel
) Apply P
: Community Strings
¥
Current Strings: New Community String:
» (none)
# Port Configuration “—Mdl String:
[ Layer 2 Features o I RO CRW
Security
* Qos
¥ Power over Ethernet Trap Managers
Current Managers: ENew Manager:
(none)
== Add IP Address: |
Remove Community: I

Figure 4-2-4: SNMP configuration interfacé -

An SNMP-managed network consists of three key components: Network management stations (NMSs), SNMP agents,
Management information base (MIB) and network-management protocol :

B Network management stations (NMSs): Sometimes called consoles, these devices execute management
applications that monitor and control network elements. Physically, NMSs are usually engineering workstation-caliber
computers with fast CPUs, megapixel color displays, substantial memory, and abundant disk space. At least one NMS
must be present in each managed environment.

B Agents : Agents are software modules that reside in network elements. They collect and store management
information such as the number of error packets received by a network element.

B Management information base (MIB) : AMIB is a collection of managed objects residing in a virtual information store.
Collections of related managed objects are defined in specific MIB modules.

m  Network-management protocol : A management protocol is used to convey management information between
agents and NMSs. SNMP is the Internet community’s de facto standard management protocol.
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SNMP Operations
SNMP itself is a simple request/response protocol. NMSs can send multiple requests without receiving a response.
B Get —Allows the NMS to retrieve an object instance from the agent.
B Set - Allows the NMS to set values for object instances within an agent.
B Trap — Used by the agent to asynchronously inform the NMS of some event. The SNMPv2 trap message is designed
to replace the SNMPv1 trap message.

SNMP community
An SNMP community is the group that devices and management stations running SNMP belong to. It helps define where
information is sent. The community name is used to identify the group. A SNMP device or agent may belong to more than one
SNMP community. It will not respond to requests from management stations that do not belong to one of its communities.
SNMP default communities are:

B Write = private

B Read = public

System Options

Use this page to define management stations. You can also define a name, location, and contact person for the Managed
Switch.

SNMP Configuration

System Options

r T

|Name: "INSESEIS—BF'J'EC

|—————— fane —

|Location: {|Me Location

1= — '. = —
|Contact: |Mo Contact

'SNMP Status: [[Disable |
Apply | Help I
Figure 4-2-5: SNMP configuration interface

The page includes the following fields:

Object Description

e System Name An assigned name for this managed node. By convention, this is the node’s
fully-qualified domain name. A domain name is a text string drawn from the
alphabet (A-Za-z), digits (0-9), minus sign (-). No space characters are permitted
as part of a name. The first character must be an alpha character. And the first or
last character must not be a minus sign.

The allowed string length is 0 to 255.
e System Location The physical location of this node (e.g., telephone closet, 3“ floor).

e System Contact The textual identification of the contact person for this managed node, together
with information on how to contact this person.

e SNMP Status Indicates the SNMP mode operation. Possible modes are:
e Enabled: Enable SNMP mode operation.
e Disabled: Disable SNMP mode operation.

Community Strings

Community strings serve as passwords and can be entered as one of the following:
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Community Strings

Current Strings:

New Community String:

{public__read-all-only
| private___read-write-all

®ro Orw

The page includes the following fields:

Figure 4-2-6: Community strings interface

Object

Description

Community Strings:

Here you can define the new community string set and remove the unwanted

community string.

W String: Fill the name string.

B RO: Read only. Enables requests accompanied by this community string to
display MIB-object information.

B RW: Read/write. Enables requests accompanied by this community string to

display MIB-object information and to set MIB objects.

Add Press the button to add the management SNMP community strings on the
—— button Managed Switch.
Remove Press the button to remove the management SNMP community strings that you
button defined before on the Managed Switch.
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Trap Managers

A trap manager is a management station that receives the trap messages generated by the switch. If no trap manager is defined,
no traps will be issued. To define a management station as a trap manager, assign an IP address, enter the SNMP community

strings, and select the SNMP trap version.

Trap Managers
Current Managers: New Manager:

192.168.0.52

IP Address: |

Remaove Community: |

Figure 4-2-7: Trap Managers interface

The page includes the following fields:

Object Description
IP Address: Enter the IP address of the trap manager.
Community: Enter the community string for the trap station.

SNMPv3 Groups

Configure SNMPv3 groups table on this page. The entry index keys are Security Model and Security Name.
The SNMPv3 Groups Configuration screen is shown in Figure 4-2-8.

V3 Group
Current Strings: SNMP Group

root_vi1_root
admin_v1_admin
public_v1_public
root_vec_root
admin_vZc_admin
public_v2c_public

Group Name: |Input group-name
pame: [npdgoupoame |
V1VZClUSM: (vl v

Security Name: |Input sen:uritg.r—name|

Figure 4-2-8: SNMP configuration interface

The page includes the following fields:

42



GE-DS-82 and NS2503-8P/2C Series User Manual

Object

Description

Group Name:

A string identifying the group name that this entry should belong to.
The allowed string length is 1 to 15.

V1| V2c|USM

Indicates the security model that this entry should belong to. Possible security
models are:

¢ Vv1: Reserved for SNMPv1.

o v2c: Reserved for SNMPv2c.

e usm: User-based Security Model (USM).

Security Name:

A string identifying the security name that this entry should belong to.
The allowed string length is 1 to 15.

Remove

Check to delete the entry. It will be deleted during the next save.

SNMPv3 View
Configure SNMPv3 views table on this

page. The entry index keys are View Name and OID Subtree.

The SNMPv3 Views Configuration screen is shown in Figure 4-2-9.

Current Strings:

V3 View
SNMP View

all_included_.1_8&0
mibZ_included_.1.2.6.1.2.1_fc

systerm_included_.1.3.6.1.21.1_fe

View Name:

Included|Excluded:

View Subtree(eg:

Input view-name

included |

1.2.6.1.2.1) Input view-subtree
View Mask{Hex Adecimal Input view-mask
Digits):

The page includes the following fields:

Figure 4-2-9: SNMP configuration interface

Object

Description

View Name:

A string identifying the view name that this entry should belong to.
The allowed string length is 1 to 15.

Included | Excluded:

Indicates the view type that this entry should belong to. Possible view type are:
e included: An optional flag to indicate that this view subtree should be
included.
o excluded: An optional flag to indicate that this view subtree should be
excluded.

View Subtree

The OID defining the root of the subtree to add to the named view. The allowed
OID length is 1 to 128. The allowed string content is digital number or asterisk(*)

View Mask(Hexadecimal
Digits):

View mask is defined in order to reduce the amount of configuration information
required when fine-grained access control is required (e.g., access control at
the object instance level)
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SNMPv3 Access

Configure SNMPvV3 accesses table on this page. The entry index keys are Group Name, Security Model and Security Level.
The SNMPv3 Accesses Configuration screen is shown in Figure 4-2-10.

V3 Access
Current Strings SNMP Access

root_vi1_noauth_all_all_all
root_vZc_noauth_all_all_all

admin_v1_noauth_all_none_all Group Name:; |Inputgrnup—name |
admin_vZc_noauth_all_none_all
public_v1_noauth_system_none_system V1|V2c|UusM: | v w

public_vZc_noauth_system_none_system

SMMP Access:

R ove Read View: |Input read-view |

Write View: | Input write-view |

Motify View: |Input notify-view |

Figure 4-2-10: SNMP configuration interface
The page includes the following fields:

Object Description

A string identifying the group name that this entry should belong to.

The allowed string length is 1 to 15.

Indicates the security model that this entry should belong to. Possible security
models are:

V1| V2c | USM: ¢ v1: Reserved for SNMPv1.

e v2c: Reserved for SNMPv2c.

e usm: User-based Security Model (USM)

Group Name:

Indicates the security model that this entry should belong to. Possible security
models are:
SNMP Access: + NoAuth: None authentication and none privacy.
o Auth: Authentication and privacy.
e Authpriv: Authentication and privacy.
The name of the MIB views defining the MIB objects for which this request may
Read View: request the current values.
The allowed string length is 1 to 16.
The name of the MIB views defining the MIB objects for which this request may
Write View: potentially SET new values.
The allowed string length is 1 to 16.

Notify View: Set up the notify view.

Remove Check to delete the selected entry. It will be deleted during the next save.

SNMP V3 usm-user

Configure SNMPV3 users table on this page. The entry index keys are Engine ID and User Name.
The SNMPv3 Users Configuration screen is shown in Figure 4-2-11.
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V3 usm-user
Current Strings: SNMP usm-user

(none)

SMMP User Name: |Inputuser—name |

Auth Type: none v

Remaove Auth Key(8~32): |Input auth-key |

Private Key(8~32): |Inputpriu—key |

Figure 4-2-11: SNMP configuration interface

The page includes the following fields:

Object Description

SNMP User Name: A gtring ident'ifying the user name that this entry should belong to. The allowed
string length is 1 to 15.

Indicates the authentication protocol that this entry should belong to. Possible
authentication protocol are:
« None: No authentication protocol.

Auth Type: . g/lrgtfgc,g? optional flag to indicate that this user using MD5 authentication

The value of security level cannot be modified if an entry already exists. The user
must first ensure that the value is set correctly.

2o A string identifying the authentication pass phrase.
Auth Key(8~32): For MD5 authentication protocol, the allowed string length is 8 to 32.
Private Key(8~32): A string identifying the privacy pass phrase.

The allowed string length is 8 to 32.

Remove Check to delete the selected entry. It will be deleted during the next save.
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Firmware Upgrade
It provides the functions allowing the user to update the switch firmware via the Trivial File Transfer Protocol (TFTP) server.
Before updating, make sure the TFTP server is ready and the firmware image is located on the TFTP server.

TFTP Firmware Upgrade

The Firmware Upgrade page provides the functions to allow a user to update the Managed Switch firmware from the TFTP
server in the network. Before updating, make sure you have your TFTP server ready and the firmware image is on the TFTP
server. The screen is show in Figure 4-2-12.

Use this menu to download a file from specified TFTP server to the Managed Switch.

Firmware Upgrade
TFTP Firmware Upgrade

ETFI'P Server IP Address II192.1EE.D.1

Firmware File Name ||N525I33—1022.img|

o |

Figure 4-2-12: Firmware Upgrade interface

The page includes the following fields:

Object Description

TFTP Server IP Address: Type in your TFTP server IP.

Firmware File Name: Type in the name of the firmware image file to be updated.
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HTTP Firmware Upgrade

The HTTP Firmware Upgrade page contains fields for downloading system image files from the Local File browser to the
device. The Web Firmware Upgrade screen in Figure 4-2-13 appears.

HTTP Firmware Upgrade
| (Browse...]

Mote: Firmware upgrade needs several minutes.
Please wait a while, then manually refresh the webpage.

Figure 4-2-13: HTTP Firmware Upgrade interface

To open Firmware Upgrade screen perform the following:

1. Click System -> Web Firmware Upgrade.

2. The Firmware Upgrade screen is displayed as in Figure 4-2-13.

3. Click the “Browse” button of the main page, the system would pop up the file selection menu to choose firmware.

Choose file

Look jr: | (3 Firmuare 2 ~| & @ k-
2 EIFW-N52503 v1.51.img 4

My Recent
Documents

Desktop

My Documents
by Computer
My Network. File name; [FW—NS2503 v1.51.img L]

Places

i

Files of type: | All Files ) -] Cancel
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4. Select on the firmware then click “Upload”, the Software Upload Progress would show the file upload status.

Firmware upgrade needs several minutes. Please wait a while, and then manually
refresh the webpage.

Configuration Backup

TFTP Restore Configuration

You can restore a previous backup configuration from the TFTP server to recover the settings. Before doing that, you must
locate the image file on the TFTP server first and the Managed Switch will download back the flash image.

Configuration Restore

TFTP Restore Configuration TFTP Backup Configuration

TETP Server IP Address

Restore File Name

HTTP Config File Restore

Figure 4-2-14: Configuration Restore interface

The page includes the following fields:

Object Description

TFTP Server IP Address: Type in the TFTP server IP.

Restore File Name: Type in the correct file name for restoring.
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TFTP Backup Configuration

You can back up the current configuration from flash ROM to the TFTP server for the purpose of recovering the configuration
later. It helps you to avoid wasting time on configuring the settings by backing up the configuration.

Configuration Backup

TFTP Restore Configuration TFTP Backup Configuration

TFTP Server IP Address

Backup File Name

[ Apply “ Help ” Save config except IP Address ]

HTTP Config File Backup

Click here to download configuation file

Click here to download configuation file except IP Address

Figure 4-2-15: Configuration Backup interface

The page includes the following fields:

Object Description

TFTP Server IP Address:

Type in the TFTP server IP.

Backup File Name:

Type in the file name.

Save config except IP Address

Saves configuration without IP address.

Click here to download configuation file

Click the hyper link to download configuration
file.

Click here to download configuation file except IP Address

Click the hyper link to download configuration
file without IP address.
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Factory Default

Reset switch to default configuration. Click Default | to reset all configurations to the default value.

NS2503-8P/2C

g]ii‘s

NS2503-8P/2C

Factory Default

= System

Reset Switch to Default Configuration

Reset

# Port Configuration

# Layer 2 Features

¥ Security

[+ QoS

i+ Power over Ethernet

Figure 4-2-16: Factory Default interface

System Reboot

Reboot the switch in software reset. Click Reboot | to reboot the system.

NS2503-8P/2C

%Jifs

NS2503-8P/2C

System Reboot

Reboot | Help

b

b

# Port Configuration

3 Layer 2 Features

i+ Security

[ QoS

i# Power over Ethernet

Figure 4-2-17: System Reboot interface
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Syslog Setting

The Syslog Setting page allows you to configure the logging of messages that are sent to remote syslog servers or other
management stations. You can also limit the event messages sent to only those messages below a specified level.

Syslog Setting

Syslog server IP

Log level Maone |

Figure 4-2-18: Syslog Setting web interface

The page includes the following fields:

Object Description

Syslog Server IP
IP address of syslog server.

None: No send syslog message to syslog server, and Max Age parameters

of the root bridge, regardless of how it is configured.

e Major: only send major syslog to syslog server, eg: link up/down, system
warm/cold start

o All: send all syslog messages to syslog server.

Log level .
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SMTP Setting

The SMTP alarm allows user to set E-Mail account and receiver account, system will send error message via E-Mail if there is
event happened.

SMTP

SMTP E-Mail Alarm

External SMTP Sever
SMTP Server IP

Nddree 10.0.0.0 [ Test |

SMTP Port 0 |

SMTP Authentication | [ |

User Name({Mail

Accout) |({E:4 characters)
Password: |I{<: 16 characters)

|(<:54 characters)

Sender email address

Mail to

2.| |({E:4 characters)

[ Save H Default ]

Figure 4-2-19 : SMTP interface

The page includes the following fields:

Object Description
SMTP E-Mail Alarm

Allows user to enable or disable SMTP alarm function.

SMTP Server IP Address . .
For inputting SMTP server IP address

SMTP Port . . .
For inputting SMTP port number, the default value is 25.

SMTP Authentication Allows user to enable SMTP authentication. Because of almost SMTP server
deny relay mail to different domain, so user has to set a valid account for relaying
mail. If the mail just sends to the same domain, it may no need SMTP
authentication. Please consult to your network administrator first.

User (Mail Account
( ) For inputting mail account name, not mail address.

Password: . . .
For inputting mail account password.

Sender email address . . . .
For inputting the e-mail address from administrator.

Mail to Allows user to input mail address which who will be noticed alarm.
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SNTP

It provides the functions allowing the user to update the switch firmware via the Trivial File Transfer Protocol (TFTP) server.
Before updating, make sure the TFTP server is ready and the firmware image is located on the TFTP server.

SNTP Setting

SNTP il Disable "I

SMNTP server IP II

UTC Type ll Before-UTC *I
[

oz P

Time !l

Apph_.rl Help |

Figure 4-2-20: SNTP Setting Screenshot

The page includes the following fields:

Object Description
SNTP Provide Disable or enable SNTP function.
SNTP server IP Provide inputting the SNTP server IP address.
UTC Type Provide “Before-UTC” and “After-UTC" options for UTV Type.
Time Range (0~24) Provide input the time range and the available range is 0 to 24.
Time Provide SNTP Time display.
Apply Press this button to take affect.
Help Press this button for SNTP Setting information.
System Log

The System Log setting page allows you to configure the logging of error message to switch, such as port link down or link up.
You can also limit the event messages sent to only those messages below a specified level. The web screen as Figure 4-2-21

appears.
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System Log
System Log Mode Disahble
Log level Major

D Level Date Time Message

[ Next=| |[ Hide |[ Reset |

Download System Log file

Click here to download System Log file

The total number of entries is 0

Figure 4-2-21 : System Log interface

The page includes the following fields:

Object Description

System Log Mode .
Allows user to enable or disable system log mode.

Log Level . .
Allows user to choose Major or All level for sending error message.
Appl
PPl Click “Apply” button to set configuration.
Refresh .
Click “Refresh” button to reload system log web page.
<Previous . . .
Click "<Previous” button to back pervious system log page.
Next> .
Click "Next>" button to go next system log page.
Hide e . i I
Click “Hide” button to only display / filter the logs within latest 24hrs.
Reset

Click “Reset” button to clear all system log.

Click Here to download Click “Click Here to download System Log file” hyper link to download system
System Log file log. The download file format is “.csv”, user could open it by Microsoft Excel
program.
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Port Configuration

Use the Port Configuration Menu to display or configure the Managed Switch’s ports. This section has the following items:

u Port Control Configures port connection settings

] Port Status Display the current Port link status and speed etc.
u Port Statistics Lists Ethernet and RMON port statistics

] Port Sniffer Sets the source and target ports for mirroring

Port Control

In Port control you can configure the settings of each port to control the connection parameters, and the status of each port is
listed beneath.

Port Control

Port Description State Negotiation Speed Duplex Flow Control Security|BSF Jumbo Frame

|Enab|e v||.4'-'«um v| |1DD v||FuII v||EnahIe v| [l |Enahle v||EnabIe v|

Port Description State Link |Negotiation Speed |Duplex Flow Control Security|BSF Jumbo Frame
Portl On  |Down|Auto 100 Full Off Off on on
Portz on  |DownAuto 100 Full Off Off on on
Port3 Oon  |Down|Auto 100 Full Off Off on on

Figure 4-3-1: Port Control interface
The page includes the following fields:

Object Description
Port Use the scroll bar and click on the port number to choose the port to be
or
configured.
Description Allows user to input port description for labeling the port.
s Current port state. The port can be set to disable or enable mode. If the port state
tate
is set as ‘Disable’, it will not receive or transmit any packet.
Auto and Force. Being set as Auto, the speed and duplex mode are negotiated
Negotiation automatically. When you set it as Force, you have to set the speed and duplex
mode manually.
Speed It is available for selecting when the Negotiation column is set as Force. When
pee

the Negotiation column is set as Auto, this column is read-only.
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It is available for selecting when the Negotiation column is set as Force. When

Duplex
the Negotiation column is set as Auto, this column is read-only.
Whether or not the receiving node sends feedback to the sending node is
determined by this item. When enabled, once the device exceeds the input data
Flow Control rate of another device, the receiving device will send a PAUSE frame which halts

the transmission of the sender for a specified period of time. When disabled, the

receiving device will drop the packet if too much to process.

Rate Control:
(Unit: 128KBbps)

Port-1 ~ Port-24, supports by-port ingress and egress rate control.
For example, assume port 1 is 10Mbps, users can set its effective egress rate at
1Mbps and ingress rate at 500Kbps. Device will perform flow control or
backpressure to confine the ingress rate to meet the specified rate.
| Ingress: Type the port effective ingress rate.

The valid range is 0 ~ 8000. The unit is 128K.

0: disable rate control.

1 ~ 8000: valid rate value
[ ] Egress: Type the port effective egress rate.

The valid range is 0 ~ 8000. The unit is 128K.

0: disable rate control.

1 ~8000: valid rate value.

A port in security mode will be “locked” without permission of address learning.
Only the incoming packets with SMAC already existing in the address table can

be forwarded normally.

Security:
User can disable the port from learning any new MAC addresses, then use the
static MAC addresses screen to define a list of MAC addresses that can use the
secure port. Enter the settings, then click Apply button to change on this page.
User can disable/Enable port broadcast storm filtering option by port.

BSF: The filter mode and filter packets type can be select in Switch Setting > Misc

Config page.

Jumbo Frame:

User can disable/Enable port jumbo frame option by port. When port jumbo
frame is enable, the port forward jumbo frame packet.

The three models support up to 9Kbytes jumbo frame forwarding.
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Rate Control

This page provides rate control on each port - it contains Ingress and Egress items and the unit is 128Kbps. The rate control
screen is displayed as in Figure 4-3-2.

Rate Control

(Lnit1 28khps)
Port Ingress Egress

Fart1

E:::}f ““ *lz8 Ekbr:SII“U *128 (kbps)
Fartd
Applﬂ

Port Ingress Egress
Portl [oOff Off
Portz off off
Porta (Off off
Portsd |Off off
Ports (Off off
Ports off off
Port? (Off Off
Portd |Off Off
PortS jOff off
Port10joff off

Figure 4-3-2: Rate Control Interface Screenshot

The page includes the following fields:

Object Description

Port-1 ~ Port-10, supports by-port ingress and egress rate control.
Rate Control: For example, assume port 1 is 10Mbps, users can set its effective egress rate at
" 1Mbps and ingress rate at 500Kbps. Device will perform flow control or
(Unit: 128KBbps) backpressure to confine the ingress rate to meet the specified rate.

Port Allows user to choose which port will be limited rate speed.

Type the port effective ingress rate.
The valid range is 0 ~ 8000. The unit is 128K.

Ingress 0: disable rate control.

1 ~8000: valid rate value

Type the port effective egress rate.

The valid range is 0 ~ 8000. The unit is 128K.
Egress 0: disable rate control.

1 ~8000: valid rate value.
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Port Status

This page displays current port configurations and operating status — it is a ports’ configurations summary table. Via the
summary table, you can know status of each port clear at a glance, like Port Link Up/Link Down status, negotiation, Link Speed,
Rate Control, Duplex mode and Flow Control.

NS2503-8P/2C

%Jifs

NS2503-8P/2C

* System POI’t Status

= Port Configuration i = - - .
g The following information provides a view of the current status of the unit.
»

L Port |Descriptioin State Link Negotiation Speed Duplex Flow Control/Security BSF Jumbo Frame
' Portl on |Down off |on on
L Port2 on | Up Auto 100 Full on Off on on
: Port3 On |Down --- -—- -—- - Off Oon on
L Port4 On_|Down - - - --- Off on on
b Port3 On |Down - - — - Off on on
¥ Layer 2 Features Porte On |[Down - — - -—- Off on on
: Port7 On [Down - - - - Off on on
LT Ports On |Down --- - - - Off an on
QoS Porto on [Dewn|  — off | on on
Power over Ethernet Port10 On |Down - — - -— Off on Oon

Figure 4-3-3 : Port Status interface

Port Statistics

The following chart provides the current statistic information which displays the real-time packet transfer status for each port.
The user might use the information to plan and implement the network, or check and find the problem when the collision or

heavy traffic occurs.
Port Status

The following information provides a view of the current status of the unit.

Port Descriptioin State|Link MNegotiation Speed Duplex Flow Control Security BSF Jumbo Frame
Portl On |Down --- --- - --- Off on on
Paort2 Oon |Down --- --- - --- Off on on
Port3 On |Down --- --- - --- Off on on
Paort4 On |Down --- --- - --- Off on on
Ports On |Down --- --- - --- Off on on
Porté On |Down - - - - Off on on
Port? On |Down - - - - Off on on
Portd On |[Down -—- -—- -—- -— Off on on
Port9 on | Up Auto 1000 | Full on Off on on

Portl10 Oon |Down --- --- - --- Off on on

Figure 4-3-4: Port Statistics interface
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The page includes the following fields:

Object Description
Port: The port number.
Description Shows port description.
Link: The status of linking—'Up’ or ‘Down’.

It's set by Port Control. When the state is disabled, the port will not transmit or

State: .
receive any packet.

Tx Good Packet: The counts of transmitting good packets via this port.

The counts of transmitting bad packets (including undersize [less than 64 octets],

Tx Bad Packet: oversize, CRC Align errors, fragments and jabbers packets) via this port.

Rx Good Packet: The counts of receiving good packets via this port.

The counts of receiving good packets (including undersize [less than 64 octets],

Rx Bad Packet: oversize, CRC error, fragments and jabbers) via this port.

Tx Abort Packet: The aborted packet while transmitting.
Packet Collision: The counts of collision packet.

Packet Dropped: The counts of dropped packet.

Rx Bcast Packet: The counts of broadcast packet.

Rx Mcast Packet: The counts of multicast packet.
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Port Sniffer

The Port Sniffer (mirroring) is a method for monitor traffic in switched networks. Traffic through a port can be monitored by one
specific port. That is, traffic goes in or out a monitored port will be duplicated into sniffer port.

\
Port Mirroring

UP Link

Source Port

Target Port

Meonitor Client
With Ethereal or Sniffer Pro

Figure 4-3-5: Port Mirror application

Configuring the port mirroring by assigning a source port from which to copy all packets and a destination port where those
packets will be sent.
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Port Sniffer

Sniffer Type:
Analysis Port:

Port Monitor

Portl
Port2
Port3
Port4
Ports
Porto
Port?
Portg
Porta
Port10

O|10(0|0|0|0|0|0|@

| 4pply | | Default | |Help |

Figure 4-3-6: Port Sniffer interface

The page includes the following fields:

Object Description

Select a sniffer mode:
e Disable
Sniffer Type: e Rx
o TX

e Both

It means Analysis port can be used to see the traffic on another port you want to
monitor. You can connect Analysis port to LAN analyzer or netxray.

Analysis (Monitoring) Port:

The port you want to monitor. The monitor port traffic will be copied to Analysis
Monitored Port: port. You can select one monitor ports in the switch. User can choose which port
that they want to monitor in only one sniffer type.

1When the Mirror Mode set to RX or TX and the Analysis Port be selected, the packets to
and from the Analysis Port will not be transmitted. The Analysis Port will accept only
COPPIED packets from the Monitored Port.

2If you want to disable the function, you must select monitor port to none.
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There are two protected port groups; ports in different groups can’t communicate.
In the same group, protected ports can’t communicate with each other, but can communicate with unprotected ports.
Unprotected ports can communicate with any ports, including protected ports

Portected Port Setting

Port ID

Protected

]
E:
s
[¥]

Portl

[

Port2

Port2

Port4

Port>

Porto

Port7

Port38

Port9

Port10

HNE R e
O|O|IO[O|C|IO|O|O|O|C

I @@@@@@@@@@g
=
=

Figure 4-3-7: Protected Port Setting Web interface

The page includes the following fields:

Object Description

Port ID Identify the Managed Switch interface.
Enable the Protected function on the selected port.

Protected If the check box is not shown as , then this port is an unprotected port and it can
communicate with any port — including protected ports

Group 1 Set the protected port to be Group 1 member.

Group 2 Set the protected port to be Group 2 member.

Usually, set the Uplink port or the Port is connected to Core switch or router to be the
Untagged port.
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Remote Ping
The Remote Ping allows user to check the device connection status via ping.

Remote Ping

Port Remote IP Address Ping Size Result
Port1 10.0.0.0 | 0 || Ping |
Port2 10.0.0.0 | 0 ||l Ping |
Port3 0.0.0.0 | 0 ||| Ping |
Port4 10.0.0.0 | 0 | | Ping |
Ports 10.0.0.0 | 0 | | Ping |
Ports 0.0.0.0 | 0 | [ Ping |
Port7 0.0.0.0 | 0 || ping |
Ports 10.0.0.0 | 0 |l Ping |
Porto 10.0.0.0 | 0 ||l Ping |
Porti0  [0.0.0.0 | 0 || Ping |

[_ Save ][ Reset ][ Clear ]

Figure 4-3-8: Remote Ping interface

The page includes the following fields:

Object Description
Remote IP Address Allows user to define the IP address of remote device.
Ping Size Allows user to define ping packet size. Generally, the size should be 64.
Ping Click “Ping” button to start ping to remote device.

Shows ping action result.
Result If the ping successful, it will be showed “Ping Ok, Send 5 Packet, | 5 Packet”.
If the ping failed, it will showed “Ping Failed”
Click “Save” button to save Remote Ping configuration. User can use ping
Save function even not save configuration, but after WEB page be refreshed the
configuration clear.

Click “Reset” button will reset all Remote Ping configuration and save
automatically.

Reset

Clear Click “Clear” button will clear result message.

63



GE-DS-82 and NS2503-8P/2C Series User Manual

VLAN configuration

VLAN Overview

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme rather than the physical
layout. VLAN can be used to combine any collection of LAN segments into an autonomous user group that appears as a single
LAN. VLAN also logically segment the network into different broadcast domains so that packets are forwarded only between
ports within the VLAN. Typically, a VLAN corresponds to a particular subnet, although not necessarily.

VLAN can enhance performance by conserving bandwidth, and improve security by limiting traffic to specific domains.

A VLAN is a collection of end nodes grouped by logic instead of physical location. End nodes that frequently communicate with
each other are assigned to the same VLAN, regardless of where they are physically on the network. Logically, a VLAN can be
equated to a broadcast domain, because broadcast packets are forwarded to only members of the VLAN on which the
broadcast was initiated.

No matter what basis is used to uniquely identify end nodes and assign these nodes VLAN
membership, packets cannot cross VLAN without a network device performing a routing
function between the VLAN.

The Managed Switch supports IEEE 802.1Q VLAN. The port untagging function can be used
to remove the 802.1 tag from packet headers to maintain compatibility with devices that are
tag-unaware.

The Managed Switch supports IEEE 802.1Q (tagged-based) and Port-Base VLAN setting in web management page. In the
default configuration, VLAN support is “802.1Q".

B Port-based VLAN
Port-based VLAN limit traffic that flows into and out of switch ports. Thus, all devices connected to a port are members of the
VLAN(s) the port belongs to, whether there is a single computer directly connected to a switch, or an entire department.

On port-based VLAN.NIC do not need to be able to identify 802.1Q tags in packet headers. NIC send and receive normal
Ethernet packets. If the packet’s destination lies on the same segment, communications take place using normal Ethernet
protocols. Even though this is always the case, when the destination for a packet lies on another switch port, VLAN
considerations come into play to decide if the packet is dropped by the Managed Switch or delivered.

B |[EEE 802.1Q VLANS
IEEE 802.1Q (tagged) VLAN are implemented on the Managed Switch. 802.1Q VLAN require tagging, which enables them to
span the entire network (assuming all switches on the network are IEEE 802.1Q-compliant).

VLAN allow a network to be segmented in order to reduce the size of broadcast domains. All packets entering a VLAN will only
be forwarded to the stations (over IEEE 802.1Q enabled switches) that are members of that VLAN, and this includes broadcast,
multicast and unicast packets from unknown sources.

VLAN can also provide a level of security to your network. IEEE 802.1Q VLAN will only deliver packets between stations that
are members of the VLAN. Any port can be configured as either tagging or untagging. The untagging feature of IEEE 802.1Q
VLAN allows VLAN to work with legacy switches that don’t recognize VLAN tags in packet headers. The tagging feature allows
VLAN to span multiple 802.1Q-compliant switches through a single physical connection and allows Spanning Tree to be
enabled on all ports and work normally.

Any port can be configured as either tagging or untagging. The untagging feature of IEEE 802.1Q VLAN allows VLAN to work
with legacy switches that don’t recognize VLAN tags in packet headers. The tagging feature allows VLAN to span multiple
802.1Q-compliant switches through a single physical connection and allows Spanning Tree to be enabled on all ports and work
normally.

Some relevant terms:
- Tagging — The act of putting 802.1Q VLAN information into the header of a packet.
- Untagging — The act of stripping 802.1Q VLAN information out of the packet header.

B 802.1Q VLAN Tags

The figure below shows the 802.1Q VLAN tag. There are four additional octets inserted after the source MAC address. Their
presence is indicated by a value of 0x8100 in the Ether Type field. When a packet’s Ether Type field is equal to 0x8100, the
packet carries the IEEE 802.1Q/802.1p tag. The tag is contained in the following two octets and consists of 3 bits of user priority,
1 bit of Canonical Format Identifier (CFI — used for encapsulating Token Ring packets so they can be carried across Ethernet
backbones), and 12 bits of VLAN ID (VID). The 3 bits of user priority are used by 802.1p. The VID is the VLAN identifier and is
used by the 802.1Q standard. Because the VID is 12 bits long, 4094 unique VLAN can be identified.

The tag is inserted into the packet header making the entire packet longer by 4 octets. All of the information originally contained
in the packet is retained.
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802.1Q Tag
User Priority CFI VLAN ID (VID)
3 bits 1 bits 12 bits
TPID (Tag Protocol Identifier) TCI (Tag Control Information)
2 bytes 2 bytes
Destination Source Ethernet
Preamble VLAN TAG Data FCS
Address Address Type

6 bytes6 bytes4 bytes 2 bytes  46-1517 bytes 4 bytes

The Ether Type and VLAN ID are inserted after the MAC source address, but before the original Ether Type/Length or Logical
Link Control. Because the packet is now a bit longer than it was originally, the Cyclic Redundancy Check (CRC) must be
recalculated.

Adding an IEEE802.1Q Tag

Dest. Addr.

J R N N
L — R

Dest. Addr. Src. Addr. E. type Tag Length/E. type Data

Src. Addr. Length/E. type Data Old CRC Original Ethernet

New CRC

New Tagged Packet

Frioity | CFl | VLAN 1D

® Port VLAN ID

Packets that are tagged (are carrying the 802.1Q VID information) can be transmitted from one 802.1Q compliant network
device to another with the VLAN information intact. This allows 802.1Q VLAN to span network devices (and indeed, the entire
network — if all network devices are 802.1Q compliant).

Every physical port on a switch has a PVID. 802.1Q ports are also assigned a PVID, for use within the switch. If no VLAN are
defined on the switch, all ports are then assigned to a default VLAN with a PVID equal to 1. Untagged packets are assigned the
PVID of the port on which they were received. Forwarding decisions are based upon this PVID, in so far as VLAN are
concerned. Tagged packets are forwarded according to the VID contained within the tag. Tagged packets are also assigned a
PVID, but the PVID is not used to make packet forwarding decisions, the VID is.

Tag-aware switches must keep a table to relate PVID within the switch to VID on the network. The switch will compare the VID
of a packet to be transmitted to the VID of the port that is to transmit the packet. If the two VID are different the switch will drop
the packet. Because of the existence of the PVID for untagged packets and the VID for tagged packets, tag-aware and
tag-unaware network devices can coexist on the same network.

A switch port can have only one PVID, but can have as many VID as the switch has memory in its VLAN table to store them.

Because some devices on a network may be tag-unaware, a decision must be made at each port on a tag-aware device before
packets are transmitted — should the packet to be transmitted have a tag or not? If the transmitting port is connected to a
tag-unaware device, the packet should be untagged. If the transmitting port is connected to a tag-aware device, the packet
should be tagged.

B Default VLANs

The Managed Switch initially configures one VLAN, VID = 1, called “default.” The factory default setting assigns all ports on
the Switch to the “default”. As new VLAN are configured in Port-based mode, their respective member ports are removed from
the “default.”

B VLAN and Link aggregation Groups

In order to use VLAN segmentation in conjunction with port link aggregation groups, you can first set the port link aggregation
group(s), and then you may configure VLAN settings. If you wish to change the port link aggregation grouping with VLAN
already in place, you will not need to reconfigure the VLAN settings after changing the port link aggregation group settings.
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VLAN settings will automatically change in conjunction with the change of the port link aggregation group settings.

Static VLAN Configuration

A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast domain. It allows you to isolate network traffic so
only members of the VLAN receive traffic from the same VLAN members. Basically, creating a VLAN from a switch is logically
equivalent of reconnecting a group of network devices to another Layer 2 switch. However, all the network devices are still plug
into the same switch physically.

The Managed Switch supports Port-based and 802.1Q (Tagged-based) VLAN in web management page. In the default
configuration, VLAN support is “802.1Q".

Static VLAN

VLAN Operation Mode; | 802.1Q v
'No VLAN
Paort Based VLAN

802.1Q

BT o

VLAN Infurmntinn_
| DEFAULT 1

[ Add] [Ecjit]fDe.lete][ PrePage || NextPage |[Help |

Figure 4-4-1: Static VLAN interface

1No matter what basis is used to uniquely identify end nodes and assign these nodes VLAN
membership, packets cannot cross VLAN without a network device performing a routing
function between the VLAN.

2The Managed Switch supports Port-based VLAN and IEEE 802.1Q VLAN. The port
untagging function can be used to remove the 802.1 tag from packet headers to
maintain compatibility with devices that are tag-unaware.
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Port-based VLAN

Packets can go among only members of the same VLAN group. Note all unselected ports are treated as belonging to another
single VLAN. If the port-based VLAN enabled, the VLAN-tagging is ignored.

In order for an end station to send packets to different VLANSs, it itself has to be either capable of tagging packets it sends with
VLAN tags or attached to a VLAN-aware bridge that is capable of classifying and tagging the packet with different VLAN ID
based on not only default PVID but also other information about the packet, such as the protocol.

Static VLAN

VLAMN Operation Mode: | Fort Based VLAN |+

VLAN Information

|Ada] |Edit| | Delete || PrePage || NextPage |[Heip |

Figure 4-4-2: Port-based VLAN interface

B Create a VLAN and add member ports to it

Click the hyperlink “VLAN" \ “Static VLAN” to enter the VLAN configuration interface.
Select “Port Based VLAN” at the VLAN Operation Mode, to enable the port-based VLAN function.

Click “Add “to create a new VLAN group. Then the following Figure 4-4-3 appears.

Type a name and Group ID for the new VLAN, the available range is 2-4094.

From the Available ports box, select ports to add to the Managed Switch and click “Add”.

Click Apply.

You will see the VLAN Group displays.

If the port-based VLAN groups list over one page, please click “Next Page” to view other VLAN groups on other page.
Use “Delete” button to delete unwanted port-based VLAN groups

0. Use “Edit” button to modify existing port-based VLAN groups.

SN Rw N =
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By adding ports to the VLAN you have created one port-based VLAN group completely.

Static VLAN

VLAN Operation Mode: Fort Based VLAN [V]

VLAN Name: |"JLAN-1
Group ID:
Ports
Porth
Port7
Portd
Portd [ Add == ]
Port10
[ <= Remove ]
[l cpu Port
[ Apply ][ Help ]

Figure 4-4-3: Static VLAN interface

The page includes the following fields:

Object Description

Use this optional field to specify a name for the VLAN. It can be up to 16

VLAN Name . . .
alphanumeric characters long, including blanks.

Group ID You can configure the ID number of the VLAN by this item. This field is used to add
VLANS one at a time. The VLAN group ID and available range is 2-4094.

Port Indicate port 1 to port 10.
Add Defines the interface as a Port-Based member of a VLAN.

Member

Remove Forbidden ports are not included in the VLAN.

%&l All unselected ports are treated as belonging to another single VLAN. If the port-based
VLAN enabled, the VLAN-tagging is ignored.

Note
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802.1Q VLAN

Tagged-based VLAN is an IEEE 802.1Q specification standard. Therefore, it is possible to create a VLAN across devices from
different switch vendors. IEEE 802.1Q VLAN uses a technique to insert a “tag” into the Ethernet frames. Tag contains a VLAN
Identifier (VID) that indicates the VLAN numbers.

You can create and delete Tag-based VLAN. There are a total of 256 VLAN groups to provide configure. Once 802.1Q VLAN is
enabled, all ports bleong to the default VLAN with the default VID defined as 1. The default VLAN can’t be deleted.

Understand nomenclature of the Switch

B EEE 802.1Q Tagged and Untagged
Every port on an 802.1Q compliant switch can be configured as tagged or untagged.

e Tagged Ports with tagging enabled will put the VID number, priority and other VLAN information into the
header of all packets that flow into those ports. If a packet has previously been tagged, the port
will not alter the packet, thus keeping the VLAN information intact. The VLAN information in the
tag can then be used by other 802.1Q compliant devices on the network to make
packet-forwarding decisions.

e Untgged Ports with untagging enabled will strip the 802.1Q tag from all packets that flow into those
ports. If the packet doesn’t have an 802.1Q VLAN tag, the port will not alter the packet. Thus,
all packets received by and forwarded by an untagging port will have no 802.1Q VLAN
information. (Remember that the PVID is only used internally within the Switch). Untagging is
used to send packets from an 802.1Q-compliant network device to a non-compliant network

device.
e InEems Income Frame is tagged Income Frame is untagged
Frame Leave
Leave port is tagged Frame remains tagged Tag is inserted
Leave port is untagged Tag is removed Frame remain untagged
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VLAN Group Configuration

m VLAN Group Configuration

PON=

Static VLAN

VLAN Operation Maode: | 802.1Q v

i e

VLAN Infurmal:lun_

DEFAULT 1

(add] [Edit] [ Delete | [ PrePage |[ NextPage |[Help]

Figure 4-4-4: VLAN Group Configuration interface

Click the hyperlink “VLAN" \ “Static VLAN” to enter the VLAN configuration interface.

Select “802.1Q" at the VLAN Operation Mode, to enable the 802.1Q VLAN function.

Click Add to create a new VLAN group or Edit to manage existing VLAN groups. Then the VLAN Group column appears.
Define a VLAN group ID. Available range is 2-4094.
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VLAN Operation Mode:

VLAN Group VLAN Filter

Static VLAN

302.1Q v/

VLAN Name: |
vio:
Fort1

Part2

Fort3

Fortd

pors
Fortg

Fort7

Fortd

Fort10

[lcpPu Port

| Apply || Help |
Figure 4-4-5: VLAN Group Configuration interface

Select specific port as member port and the screen in Figure 4-4-6 appears.

After setup completed, please press “Apply”

button to take effect.

Please press “Back” for return to VLAN configuration screen to add other VLAN group, the screen in Figure 4-33

appears.

If there are many groups exceeding the limit of one page, you can click Next to view other VLAN groups.

Use Delete button to delete unwanted VLAN.

Use Edit button to modify existing VLAN group.
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Static VLAN

VLAN Operation Mode: 3502.1Q v/

VLAN Name: DEFAULT

VLAN ID: 1

UnTag Member

Port1 |P0rt2 |

Port3 |P0rt4 |

Ports |P0rt6 |

Port7 |P0rt8 |

Portg |P0rt1[] |
4Pl |

Figure 4-4-6: 802.1Q VLAN Setting Web Page screen

The page includes the following fields:

Object Description

VLAN Name Use this optional field to specify a name for the VLAN. It can be up to 16

alphanumeric characters long, including blanks.

You can configure the ID number of the VLAN by this item. This field is used to
VLAN ID add VLANSs one at a time.
The VLAN group ID and available range is 2-4094.

Port Indicate port 1 to port 10.

Untag Packets forwarded by the interface are untagged.

UnTag Member Defines the interface as a tagged member of a VLAN. All packets
Tag forwarded by the interface are tagged. The packets contain VLAN
information.

% I8 Once 802.1Q VLAN is enabled, all ports bleong to the default VLAN with the default VID
defined as 1. The default VLAN can’t be deleted.
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VLAN Filter

m 802.1Q VLAN Port Configuration

This page is used for configuring the Switch port VLAN. The VLAN per Port Configuration page contains fields for managing
ports that are part of a VLAN. The port default VLAN ID (PVID) is configured on the VLAN Port Configuration page. All untagged
packets arriving to the device are tagged by the ports PVID.

This section provides 802.1Q Ingress Filter of each port from the Switch, the screen in Figure 4-4-7 appears.

Static VLAN

VLAN Operation Mode: 80210 -

owic

Ingress Filtering Rule 1
(Forward only packets with VID matching this port's configured VID)
Ingress Filtering Rule 2
(Drop I.Inlag_ged Frame)

NO Ingress Filtering 1 Ingress Filtering 2
[Port1 »
,mFa 3 .Enahle v Disahle wi|
|Portd ¥

| Appiy || Defautt | [Heip |
NO PVID Ingress Filtering 1 Ingress Filtering 2
Port2 1 EMABLE DISABLE

Figure 4-4-7: 802.1Q Ingress filter interface

The page includes the following fields:

Object Description

Indicate port 1 to port 10.
NO

PVID Set the port VLAN ID that will be assigned to untagged traffic on a given port.
This feature is useful for accommodating devices that you want to participate in
the VLAN but that don’t support tagging.

Each port allows user to set one VLAN ID, the range being 1~255, and the
default VLAN ID is 1.

The VLAN ID must be the as same as the VLAN ID of the group the port belongs
to, otherwise the untagged traffic will be dropped.

Ingress Filtering 1 Ingress filtering lets frames belonging to a specific VLAN to be forwarded if the
port belongs to that VLAN.
Enable: Forward only packets with VID matching this port’s configured VID.
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Disable: Disable Ingress filter function.

Ingress Filtering 2

Drop untagged frame.

Disable: Accepts all Packets.

Enable: Only packet with a matching VLAN ID can be allowed to go through the
port.

Apply button

Press the button to save configurations.

Q-in-Q VLAN

Il |EEE 802.1Q Tunneling (Q-in-Q)

IEEE 802.1Q Tunneling (QinQ) is designed for service providers carrying traffic for multiple customers across their networks.
QinQ tunneling is used to maintain customer-specific VLAN and Layer 2 protocol configurations even when different customers
use the same internal VLAN IDs. This is accomplished by inserting Service Provider VLAN (SPVLAN) tags into the customer’s
frames when they enter the service provider’s network, and then stripping the tags when the frames leave the network.

A service provider’s customers may have specific requirements for their internal VLAN IDs and number of VLANs supported.
VLAN ranges required by different customers in the same service-provider network might easily overlap, and traffic passing
through the infrastructure might be mixed. Assigning a unique range of VLAN IDs to each customer would restrict customer
configurations, require intensive processing of VLAN mapping tables, and could easily exceed the maximum VLAN limit of

4096.

N VLAN Tag MAN Edge Switch =
- £ VLAN 1-20
VLAN 1-20 _’ MAN Service Provider Domain | ) > -‘
MAN Edge Switch ~ . — . Q-in-Q VLAN Ta
, Q-in-Q = 9
_*-
Backbo_ne
Core Switch VLAN Tag
. VLANTag +Tag  VLAN Tag + Tag J
VLAN 1-30 [T}
== VLAN 1-30
VLAN Tag MAN Edge Switch s

Q-in-Q VLAN Tunnel

. Qm-Q VLAN Tunne| e
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The Managed Switch supports multiple VLAN tags and can therefore be used in MAN applications as a provider bridge,
aggregating traffic from numerous independent customer LANs into the MAN (Metro Access Network) space. One of the
purposes of the provider bridge is to recognize and use VLAN tags so that the VLANs in the MAN space can be used
independent of the customers’ VLANSs. This is accomplished by adding a VLAN tag with a MAN-related VID for frames entering
the MAN. When leaving the MAN, the tag is stripped and the original VLAN tag with the customer-related VID is again available.

This provides a tunneling mechanism to connect remote costumer VLANs through a common MAN space without interfering
with the VLAN tags. All tags use Ether Type 0x8100 or 0x88A8, where 0x8100 is used for customer tags and 0x88A8 are used
for service provider tags.

In cases where a given service VLAN only has two member ports on the switch, the learning can be disabled for the particular
VLAN and can therefore rely on flooding as the forwarding mechanism between the two ports. This way, the MAC table
requirements is reduced.

Q-in-Q Port Setting
The QinQ VLAN \ QinQ Port Setting screen in Figure 4-4-8 appears.

QinQ VLAN

QinQ Port Setting QinQ Tunnel Setting
QinQ |[EXTTE v |
QinQ Tpid 8100
Port QinQ QinQ Uplink
Portl O O
Port2 Fl ]
Port3 O ]
Portd . ]
Ports . .
Porté El O]
Port? El 1
Ports Fi O
Port9 El |
Port10 El |

Figure 4-4-8: Q-in-Q Port Setting interface
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The page includes the following fields:

Object Description
Enable:  Sets the Managed Switch to QinQ mode, and allows the QinQ tunnel port to
be configured.
QinQ Disable: The Managed Switch operates in its normal VLAN mode.
The default is for the Managed Switch to function in Disable mode.
The Tag Protocol Identifier (TPID) specifies the ethertype of incoming packets on a
tunnel access port.
QinQ TPID e 802.1Q Tag : 8100
e VMAN Tag : 88A8
Default : 802.1Q Tag.
Port O Check: Sets the Port to QinQ mode. Or the port operates in its normal VLAN mode.
ort Qin
QinQ Default: Un-check.
Check:  Configures IEEE 802.1Q tunneling (QinQ) for an uplink port to another device
within the service provider network.
QinQ Uplink

Cancel: Configures IEEE 802.1Q tunneling (QinQ) for a client access port to segregate
and preserve customer VLAN IDs for traffic crossing the service provider
network.
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Q-in-Q Tunnel Setting

Business customers of service providers often have specific requirements for VLAN IDs and the number of VLANSs to be
supported. The VLAN ranges required by different customers in the same service-provider network might overlap, and traffic of
customers through the infrastructure might be mixed. Assigning a unique range of VLAN IDs to each customer would restrict
customer configurations and could easily exceed the VLAN limit (4096) of the IEEE 802.1Q specification.

Using the QinQ feature, service providers can use a single VLAN to support customers who have multiple VLANs. Customer
VLAN IDs are preserved, and traffic from different customers is segregated within the service-provider network, even when they
appear to be in the same VLAN. Using QinQ expands VLAN space by using a VLAN-in-VLAN hierarchy and retagging the
tagged packets. A port configured to support QinQ is called a QinQ user-port. A port configured to support QinQ Uplink is called
a QinQ uplink-port.

QinQ VLAN
Qing port setin

Tunnel ID Tunnell [ <<cet

!Tunnel vID

<< Add =< Port1 A
Paort2
Port3
Portd
Ports
Porth
Part?
FPartd
Fortd »

I IC

Removes:=

[-'-.ppl;a][ Delete ][ Help ]

Figure 4-4-9: Q-in-Q Tunnel Setting interface

B To configure QinQ Port

Enable global QinQ function: select QinQ enable “Enable”.

Fill QinQ Tpid.

Enable port QinQ function: select QinQ checkbox for special port.

Enable port QinQ Uplink function: select QinQ Uplink checkbox for special port.

POWON=
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GVRP VLAN

GVRP (GARP VLAN Registration Protocol or Generic VLAN Registration Protocol) is a protocol that facilitates control of
virtual local area networks (VLANSs) within a larger network. GVRP conforms to the IEEE 802.1Q specification, which defines a
method of tagging frames with VLAN configuration data. This allows network devices to dynamically exchange VLAN
configuration information with other devices.

Switches with GVRP enable _‘-

VILAN Table - — =
s -

Swilch-A Swilch-B
EVRP Enable GVRP Enabla

%, Py

Switch-A Manual Add new VLAN ID L

VLAN Table | VLAN Tabl
VLAN-1 i i VLAN-1

VMNK Switchi-A GVRP Join packet Switch-B

GVRF Enalle = GVRP Enable

Warual Add naw VAN
VID=20

Switch-B Learning Dynamic VLAN from Switch-A B
WLAN Table
= — = WLAM-1

VLAM Tahle el i
VLAM-1 VILAN-20 Dynamic
VLAN-20

Switch-A Swilch-8

GVRP Enable GYRP Enable

s S
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GVRP Setting

To configure GVRP
Enable global GVRP function: select GVRP enable “Enable”.
Enable port GVRP function: select GVRP checkbox for special port.

GVRP Configuration
GuRP Table

GuRP | Disabe ]

Port GVRP

Portl

Port2
Port3
Portd
Ports

Porta

Port?

Portd

Portg
Portlo

| Apply | [ Default || Help |
Figure 4-4-10: GVRP Configuration Web interface

The page includes the following fields:

Object Description
GVRP Enable global GVRP function
Port Indicate port 1 to port 10.
Port GVRP

Enable selected port GVRP function
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GVRP Table
The GVRP Table can be used to display dynamic VLANs from being learned via GVRP.
GVRP Configuration
= —
[ owme |

No | VLANID Port members

1 2 =

2 3 9

3 4 9

4 o g9

=] 5] =

5] 7 9

7 g =

8 Q 9

Q 10 9

10 ii 9

11 12 9

12 13 =

13 14 =

14 15 9

15 16 =

16 17 =

17 18 =

18 19 9

19 20 9

Figure 4-4-11: GVRP Table Web interface

The page includes the following fields:

Object Description
VLAN ID Display the learned VLANs via GVRP protocol on GVRP enabled ports.
The Managed Switch allows displaying up to 128 dynamic VLAN entries.
Port Members : ; ;
Identify the GVRP enabled port that dynamic VLAN is learned from.
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Spanning Tree Protocol

Theory

The Spanning Tree protocol can be used to detect and disable network loops, and to provide backup links between switches,
bridges or routers. This allows the switch to interact with other bridging devices in your network to ensure that only one route
exists between any two stations on the network, and provide backup links which automatically take over when a primary link
goes down. The spanning tree algorithms supported by this Managed Switch include these versions:

[ | STP — Spanning Tree Protocol (IEEE 802.1D)
[ | MSTP — Multiple Spanning Tree Protocol (IEEE 802.1s)

STP — The Spanning Tree Protocol (STP) is a standardized method (IEEE 802.1D) for avoiding loops in switching networks.
Enable STP to ensure that only one path at a time is active between any two nodes on the network.

MSTP — The Multiple Spanning Tree Protocol (MSTP) is a standardized method (IEEE 802.1S) for providing simple and full
connectivity for frames assigned to any given VLAN throughout a Bridged Local Area Network comprising arbitrarily
interconnected Bridges, each operating MSTP, STP , or RSTP. MSTP allows frames assigned to different VLANSs to follow
separate paths, each based on an independent Multiple Spanning Tree Instance (MSTI), within Multiple Spanning Tree
(MST) Regions composed of LANs and or MST Bridges. These Regions and the other Bridges and LANs are connected into a
single Common Spanning Tree (CST).

The IEEE 802.1D Spanning Tree Protocol and IEEE 802.1s Multiple Spanning Tree Protocol allow for the blocking of links
between switches that form loops within the network. When multiple links between switches are detected, a primary link is
established. Duplicated links are blocked from use and become standby links. The protocol allows for the duplicate links to be
used in the event of a failure of the primary link. Once the Spanning Tree Protocol is configured and enabled, primary links are
established and duplicated links are blocked automatically. The reactivation of the blocked links (at the time of a primary link
failure) is also accomplished automatically without operator intervention.

This automatic network reconfiguration provides maximum uptime to network users. However, the concepts of the Spanning
Tree Algorithm and protocol are a complicated and complex subject and must be fully researched and understood. It is possible
to cause serious degradation of the performance of the network if the Spanning Tree is incorrectly configured. Please read the
following before making any changes from the default values.

The Switch STP performs the following functions:
[ | Creates a single spanning tree from any combination of switching or bridging elements.
[ ] Creates multiple spanning trees — from any combination of ports contained within a single switch, in user specified
groups.
u Automatically reconfigures the spanning tree to compensate for the failure, addition, or removal of any element in
the tree.
[ | Reconfigures the spanning tree without operator intervention.
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Bridge Protocol Data Units

For STP to arrive at a stable network topology, the following information is used:
[ | The unique switch identifier
[ | The path cost to the root associated with each switch port
[ | The port identifier

STP communicates between switches on the network using Bridge Protocol Data Units (BPDUs). Each BPDU contains the
following information:

[ | The unique identifier of the switch that the transmitting switch currently believes is the root switch.

[ | The path cost to the root from the transmitting port.

[ | The port identifier of the transmitting port.

The switch sends BPDUs to communicate and construct the spanning-tree topology. All switches connected to the LAN on
which the packet is transmitted will receive the BPDU. BPDUs are not directly forwarded by the switch, but the receiving switch
uses the information in the frame to calculate a BPDU, and, if the topology changes, initiates a BPDU transmission.

The communication between switches via BPDUs results in the following:

[ | One switch is elected as the root switch.

[ ] The shortest distance to the root switch is calculated for each switch.

[ | A designated switch is selected. This is the switch closest to the root switch through which packets will be
forwarded to the root.

[ ] A port for each switch is selected. This is the port providing the best path from the switch to the root switch.

[ | Ports included in the STP are selected.

Creating a Stable STP Topology

It is to make the root port used the fastest link. If all switches have STP enabled with default settings, the switch with the lowest
MAC address in the network will become the root switch. By increasing the priority (lowering the priority number) of the best
switch, STP can be forced to select the best switch as the root switch.

When STP is enabled using the default parameters, the path between source and destination stations in a switched network
might not be ideal. For instance, connecting higher-speed links to a port that has a higher number than the current root port can
cause a root-port change.

STP Port States

The BPDUs take some time to pass through a network. This propagation delay can result in topology changes where a port that
transitioned directly from a Blocking state to a Forwarding state could create temporary data loops. Ports must wait for new
network topology information to propagate throughout the network before starting to forward packets. They must also wait for
the packet lifetime to expire for BPDU packets that were forwarded based on the old topology. The forward delay timer is used
to allow the network topology to stabilize after a topology change. In addition, STP specifies a series of states a port must
transition through to further ensure that a stable network topology is created after a topology change.
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Each port on a switch using STP exists is in one of the following five states:

Blocking — the port is blocked from forwarding or receiving packets.

Listening — the port is waiting to receive BPDU packets that may tell the port to go back to the blocking state.
[0Learning — the port is adding addresses to its forwarding database, but not yet forwarding packets.
Forwarding — the port is forwarding packets.

Disabled — the port only responds to network management messages and must return to the blocking state first.

A port transitions from one state to another as follows:
From initialization (switch boot) to blocking.
From blocking to listening or to disabled.

From listening to learning or to disabled.

From learning to forwarding or to disabled.
From forwarding to disabled.

From disabled to blocking.

Switch

Listening Disable

Learning

Forwarding

Figure 4-5-1: STP Port State Transitions

You can modify each port state by using management software. When you enable STP, every port on every switch in the
network goes through the blocking state and then transitions through the states of listening and learning at power up. If properly
configured, each port stabilizes to the forwarding or blocking state. No packets (except BPDUs) are forwarded from, or received
by, STP enabled ports until the forwarding state is enabled for that port.
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A simple illustration of three switches connected in a loop is depicted in the below diagram. In this example, you can anticipate
some major network problems if the STP assistance is not applied.

-

LAN1 >

I Port cost = 200,000

Bridge ID = 15

Port 3

Port 2

Port cost = 20,000

Port cost = 20,000

JEn

Bridge ID = 30

Port cost = 20,000

Port cost = 20,000

c [

Bridge ID = 20

Port cost = 200,000

I Port cost = 200,000
«— | AN2—m—— P

I Port cost = 200,000

-

LAN3

-

Figure 4-5-2: Before Applying the STA Rules

If switch A broadcasts a packet to switch B, switch B will broadcast it to switch C, and switch C will broadcast it to back to switch
A and so on. The broadcast packet will be passed indefinitely in a loop, potentially causing a network failure. In this example,
STP breaks the loop by blocking the connection between switch B and C. The decision to block a particular connection is based
on the STP calculation of the most current Bridge and Port settings.

Now, if switch A broadcasts a packet to switch C, then switch C will drop the packet at port 2 and the broadcast will end there.
Setting-up STP using values other than the defaults, can be complex. Therefore, you are advised to keep the default factory
settings and STP will automatically assign root bridges/ports and block loop connections. Influencing STP to choose a particular
switch as the root bridge using the Priority setting, or influencing STP to choose a particular port to block using the Port Priority
and Port Cost settings is, however, relatively straight forward.

In this example, only the default STP values are used.

The switch with the lowest Bridge ID (switch C) was elected the root bridge, and the ports were selected to give a high port cost
between switches B and C. The two (optional) Gigabit ports (default port cost = 20,000) on switch A are connected to one
(optional) Gigabit port on both switch B and C. The redundant link between switch B and C is deliberately chosen as a 100
Mbps Fast Ethernet link (default port cost = 200,000). Gigabit ports could be used, but the port cost should be increased from
the default to ensure that the link between switch B and switch C is the blocked link.
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Designated Port

Root Port

- LAN1 >

|

A Port 3

Root Bridge

Port 2

Root Port

B (=)

Designated Port

c (=]

———— AN — P -

Designated Bridge

LAN3

STP Parameters

STP Operation Levels

Figure 4-5-3: After Applying the STA Rules

The Switch allows for two levels of operation: the switch level and the port level. The switch level forms a spanning tree
consisting of links between one or more switches. The port level constructs a spanning tree consisting of groups of one or more
ports. The STP operates in much the same way for both levels.

On the switch level, STP calculates the Bridge Identifier for each switch and then sets the Root
Bridge and the Designated Bridges.
On the port level, STP sets the Root Port and the Designated Ports.

The following are the user-configurable STP parameters for the switch level:

Parameter Description Default Value
Bridge Identifier(Not user A combination of the User-set priority and 32768 + MAC
configurable the switch’s MAC address.
except by setting priority The Bridge Identifier consists of two parts:
below) a 16-bit priority and a 48-bit Ethernet MAC
address 32768 + MAC.
Priority A relative priority for each switch — lower 32768
numbers give a higher priority and a greater
chance of a given switch being elected as
the root bridge.
Hello Time The length of time between broadcasts of 2 seconds
the hello message by the switch.
Maximum Age Timer Measures the age of a received BPDU fora | 20 seconds

port and ensures that the BPDU is discarded
when its age exceeds the value of the
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maximum age timer.
Forward Delay Timer The amount time spent by a port in the 15 seconds
learning and listening states waiting for a
BPDU that may return the port to the
blocking state.

The following are the user-configurable STP parameters for the port or port group level:

Variable Description Default Value
Port Priority A relative priority for each 128

port —lower numbers give a higher priority

and a greater chance of a given port being

elected as the root port.

Port Cost A value used by STP to evaluate paths — 200,000-100Mbps Fast Ethernet ports
STP calculates path costs and selects the 20,000-1000Mbps Gigabit Ethernet ports
path with the minimum cost as the active 0 —Auto
path.

Default Spanning-Tree Configuration

Feature Default Value

Enable state STP disabled for all ports
Port priority 128

Port cost 0

Bridge Priority 32,768

The Hello Time cannot be longer than the Max. Age. Otherwise, a configuration error will
. occur.

Observe the following formulas when setting the above parameters:
Max. Age _ 2 x (Forward Delay — 1 second)
Max. Age _ 2 x (Hello Time + 1 second)

STP System Configuration

This section provides STP-System Configuration from the Managed Switch, the screen in Figure 4-5-4 appears.

] The user can view spanning tree information of Root Bridge.

u The user can modify STP state. After modification, click Apply |.
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Spanning Tree

System Configuration PerPort Configuration

Configure Spanning Tree Parameters

STP State
(Default DISABLE)

STP protocol version
(Default MSTP) MSTP |v

Priority

{0-61440; Default 32768) |32?EB |
Maximum Age |2EI |
{6-40; Default 20)

Hello Time |2 |
{1-10; Default 2)

Forward Delay |15 |

{4-30; Default 15)
Apply || Help

Figure 4-5-4: STP System Configuration interface

The page includes the following fields:

Object Description

STP State: The user must enable the STP function first before configuring the related

parameters.

Protocol Version A value used to specify the spanning tree protocol, the original spanning tree

protocol (STP, 802.1d) or the multiple spanning tree protocol (MSTP, 802.1s).

The switch with the lowest value has the highest priority and is selected as the

Priority (0-61440): root. If the value is changed, the user must reboot the switch.

The value must be a multiple of 4096 according to the protocol standard rule.

The number of seconds a switch waits without receiving Spanning-tree Protocol

Max Age (6-40): configuration messages before attempting a reconfiguration.

Enter a value between 6 through 40.

The time that controls the switch to send out the BPDU packet to check STP

Hello Time (1-10): current status.

Enter a value between 1 through 10.

The number of seconds a port waits before changing from its Rapid

F40r3v8/?rd Delay Time Spanning-Tree Protocol learning and listening states to the forwarding state.

Enter a value between 4 through 30.
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Follow the rule as below to configure the MAX Age, Hello Time, and Forward Delay Time.

%&m

Note

2 x (Forward Delay Time value —1) > = Max Age value >= 2 x (Hello Time value +1).

Each switch in a spanning-tree adopts the Hello Time, Forward Delay time, and Max Age
parameters of the root bridge, regardless of how it is configured.

Note

B Root Bridge Information

This page provides a status overview for all STP bridge instances.
The displayed table contains a row for each STP bridge instance, where the column displays the following information:
The STP Bridge Status screen in Figure 4-5-5 appears.

Root Bridge Information
Priority 32768
MAC Address 9C:F6:1A:26:20:D1
Root Path Cost 0
Root Port PORT140
Maximum Age 20
Hello Time 2
Forward Delay 15

Figure 4-5-5: STP Bridge Status page screenshot
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The page includes the following fields:

Object Description

e Priority The bridge identifier of the root bridge. It is made up from the bridge priority and
the base MAC address of the bridge.

¢ MAC Address The bridge identifier of the root bridge. It is made up from the bridge priority and
the base MAC address of the bridge.

¢ Root Path Cost For the Root Bridge this is zero. For all other Bridges, it is the sum of the Port
Path Costs on the least cost path to the Root Bridge.

e Root Port The switch port currently assigned the root port role.

e Maximum Age Path Cost to the Designated Root for the Root Bridge.

e Hello Time Minimum time between transmissions of Configuration BPDUs.

e Forward Delay Derived value of the Root Port Bridge Forward Delay parameter.

89



GE-DS-82 and NS2503-8P/2C Series User Manual

Port Configuration

This web page provides the port configuration interface for STP. You can assign higher or lower priority to each port. Spanning
tree protocol will have the port with the higher priority in forwarding state and block other ports to make certain that there is no
loop in the LAN.

Spanning Tree

System Configuration PerPort Configuration

Configure Spanning Tree Port Parameters

Path Cost f;‘?';t;u_ Admin Edge |Admin Non-STP Admin P2P
(1-200000000)| {0 28C° (Default NO)|(Default NO) | (Default AUTO)

Port Number

200000 | 128 | | [no v NO v [AUTO (v |

STP Port Status

PortNumlPathCost Priority| PortState |PortEdge PortNonSTP PortP2P
Portl 2000000 {128 Disabled [NO NO MO
Port2 2000000 |128 Disabled [NO NO MNO
Port3 200000 |128 Forwarding|NO NO YES
Portd 2000000 |128 Disabled |NO NO NO
Ports 2000000 |128 Disabled |NO NO NO
Ports 2000000 |128 Disabled |NO NO NO

Figure 4-5-6: STP Port Configuration interface

The page includes the following fields:

Object Description

The cost of the path to the other bridge from this transmitting bridge at the
Path Cost: specified port.

Enter a number 1 through 200,000,000.

Decide which port should be blocked by setting its priority as the lowest. Enter a

Priority: number between 0 and 240.

The value of priority must be the multiple of 16.
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The rapid state transitions possible within STP are dependent upon whether the
port concerned can only be connected to exactly another bridge (i.e. it is served
by a point-to-point LAN segment), or can be connected to two or more bridges

(i.e. it is served by a shared medium LAN segment). This function allows the P2P

Admin P2P: status of the link to be manipulated administratively.
e YES means the port is regarded as a point-to-point link.
e NO means the port is regarded as a shared link.
e AUTO means the link type is determined by the auto-negotiation between
the two peers.
Admin Edge: The port directly connected to end stations won't create bridging loop in the

network. To configure the port as an edge port, set the port to “YES” status.

Admin Non STP:

The port includes the STP mathematic calculation.
e YES is not including STP mathematic calculation.

¢ NO s including the STP mathematic calculation.

Path cost “0” is used to indicate auto-configuration mode. When the short path cost method is selected
and the default path cost recommended by the IEEE 8021w standard exceeds 65,535, the default is set
to 65,535.

By default, the system automatically detects the speed and duplex mode used on each port, and configures the path cost
according to the values shown below.

Port Type IEEE 802.1D-1998 IEEE 802.1w-2001
Ethernet 50-600 200,000-20,000,000
Fast Ethernet 10-60 20,000-2,000,000
Gigabit Ethernet 3-10 2,000-200,000

Table 4-5-1: Recommended STP Path Cost Range

Port Type Link Type IEEE 802.1D-1998 IEEE 802.1w-2001
Ethernet Half Duplex 100 2,000,000
Full Duplex 95 1,999,999
Trunk 90 1,000,000
Fast Ethernet Half Duplex 19 200,000
Full Duplex 18 100,000
Trunk 15 50,000
Gigabit Ethernet Full Duplex 4 10,000
Trunk 3 5,000

Table 4-5-2: Recommended STP Path Costs

91



GE-DS-82 and NS2503-8P/2C Series User Manual

Trunking

Port trunking is the combination of several ports or network cables to expand the connection speed beyond the limits of any one
single port or network cable. The Managed Switch supports two types of port trunk technology:

[ | Static Trunk

[ | LACP

The Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging information between Partner
Systems on a link to allow their Link Aggregation Control instances to reach agreement on the identity of the Link Aggregation
Group to which the link belongs, move the link to that Link Aggregation Group, and enable its transmission and reception
functions in an orderly manner. Link aggregation lets you group up to eight consecutive ports into a single dedicated connection.
This feature can expand bandwidth to a device on the network. LACP operation requires full-duplex mode, more detail
information refers to IEEE 802.3ad.

Link Aggregation - LACP Link Aggregation - LACP
Port-1~Port-4 Port-2~Port-5
Dynamitic enabled Dynamitic enabled
Switch-A Switch-A
LACP Enable | LACP Enable =5
. Keep \
Port-5 Backup Link —#= 400Mbps Active Link 400Mbps Active Link ~—— Port-1 Link broken
=== ==
e R CH e Y Y Y |
LACP Enable LS LACP Enable SRS e o e e
Port-1~Port-5 Port-1~Port-5
Configured Members Configured Members
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Aggregator setting

This section provides Port Trunk-Aggregator Setting of each port from the Managed Switch, the screen in Figure 4-6-1 appears.

Trunking
Aaoregator nformation State Activiy

LACP System Priority
32768 |
Group 10
Lace
Work Ports
cors
Port10 Port2
Port2
Ports
Portd
Port7
Ports

[P\pply][ Delete ][ Help ]

Figure 4-6-1: Port Trunk—Aggregator setting interface (two ports are added to the left field with LACP enabled)

The page includes the following fields:

Object Description
A value which is used to identify the active LACP. The Managed Switch with the
System Priority: lowest value has the highest priority and is selected as the active LACP peer of
the trunk group.
There are 13 trunk groups to be selected. Assign the “Group ID” to the trunk
Group ID:
group.
B Enabled, the trunk group is using LACP. A port which joins an LACP trunk
group has to make an agreement with its member ports first.
LACP: B Disabled, the trunk group is a static trunk group. The advantage of having

the LACP disabled is that a port joins the trunk group without any
handshaking with its member ports; but member ports won'’t know that they

should be aggregated together to form a logic trunk group.
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This column field allows the user to type in the total number of active port up to

four. With LACP static trunk group, e.g. you assign four ports to be the

members of a trunk group whose work ports column field is set as two; the
Work ports:

exceed ports are standby/redundant ports and can be aggregated if working

ports fail. If it is a static trunk group (non-LACP), the number of work ports must

equal the total number of group member ports.

% I8 Please notice that a trunk group, including member ports split between two switches, has to enable the
LACP function of the two switches.

Aggregator Information

When you had setup the LACP aggregator, you will see relation information in here.

B LACP disabled

Having set up the aggregator setting with LACP disabled, you will see the local static trunk group information on the tab of

A

gregator Information.

Trunking
Aooreoator nformation  State Actvty

LACP System Priority

O 32768

GrowptD |1 v

Lace Disable [v]

Work ports

Pors Port

Faort10 FPaort2
FPort3

R

FPaorts
FPaortG
FPort?
Fortd

[P\pply][ Delete ][ Help ]

Figure 4-6-2: Assigning 2 ports to a trunk group with LACP disabled
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Trunking
Rasreoatr Seting state activity

The following information provides a view of LACP curmrent status.

Static Trunking Group

Group Key 1

Port_MNo 9 10

Figure 4-6-3: Static Trunking Group information

The page includes the following fields:

Object Description
Group Key: This is a read-only column field that displays the trunk group ID.
Port Member: ;:]cl)fj[_!)s a read-only column field that displays the members of this static trunk

B LACP enabled

Having set up the aggregator setting with LACP enabled, you will see the trunking group information between two switches on
the tab of Aggregator Information.

B Switch 1 configuration
Set System Priority of the trunk group. The default is 32768.

Select a trunk group ID by pull down the drop-down menu bar.
Enable LACP.

PN =

Include the member ports by clicking the Add button after selecting the port number and the column field of Work
Ports changes automatically.
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Trunking

LACP System Priority
32768 |

Gow > [1 +
LACP Enable v |

Work Ports |2

Remaove==

[ﬂpply][ Delete][ Help ]

Figure 4-6-4: Aggregation Information of Switch 1

5. Click on the tab of Aggregator Information to check the trunked group information as the illustration shown above

after the two switches configured.

M Switch 2 configuration

Set System Priority of the trunk group. For example: 1.

Select a trunk group ID by pull down the drop-down menu bar.

Enable LACP.

Include the member ports by clicking the Add button after selecting the port number and the column field of Work

© ® N o

Ports changes automatically.

96



GE-DS-82 and NS2503-8P/2C Series User Manual

Trunking

LACP sSystem Priority
E |

v

Enable

=< Add ==

Removes==

I

[ﬁppl].r] [ Delete ][ Help ]

Figure 4-6-5: Switch 2 configuration interface

10. Click on the tab of Aggregator Information to check the trunked group information as the illustration shown above
after the two switches configured.

Trunking

The following information provides a view of LACF current status.

Groupl
Actor Partner
Priority|32758 i
MAC 00304f000000 00304f112233

PortNo Key Priority Active |PortNo Key Priority

PORT1 |258|32768 |selected|PORT1 |258(1

FORT2 |258|32768 |selected|PORT2 (2581

Figure 4-6-6: Switch 1 Aggregator Information
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State Activity

Having set up the LACP aggregator on the tab of Aggregator Setting, you can configure the state activity for the members of the
LACP trunk group. You can tick or cancel the checkbox beside the state label. When you remove the tick mark of the port and

click Apply |, the port state activity will change to Passive.

Trunking
Aaoresator Setting  Aggregator Information

Port LACP State Activity Port/ LACP State Activity
1 Active 2 Active

3 |N/A 4 |N/A

5 |NjA & |N/A

7 |NjA 8 |N/A

o |N/A 10 |N/A

Apply | [ Help

Figure 4-6-7: State Activity of Switch 1

The page includes the following fields:

Object Description

Active: The port automatically sends LACP protocol packets.

Passi The port does not automatically send LACP protocol packets, and responds only
assive:
if it receives LACP protocol packets from the opposite device.

A link having two passive LACP nodes will not perform dynamic LACP trunk because both

ports are waiting for an LACP protocol packet from the opposite device.
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Forwarding and Filtering

The frames of Ethernet Packets contain a MAC address (SMAC address), which shows the MAC address of the equipment
sending the frame. The SMAC address is used by the switch to automatically update the MAC table with these dynamic MAC
addresses. Dynamic entries are removed from the MAC table if no frames with the corresponding SMAC address have been

seen after a configurable age time.

Dynamic MAC Table

Entries in the MAC Table are shown on this page. The Dynamic MAC Table contains up to 8192 entries, and is sorted first by
VLAN ID, then by MAC address. You can view all of the dynamic MAC addresses learned by the listed port.

Forwarding and Filtering

Dynamic MAC Table Static MAC Table MAC Filtering

Click "Clear” will clear Dynamic addresses from the switch .

Clear

Dynamic addresses currently learned on the switch are listed below.

NO MAC PORT VID TYPE
Query, | | [ v
1 00:30:4F:AD0:01:68 1 1 Dynamic

[Tﬂp][PrevHNex‘t]

There are total 2 Mac Adresses.

Figure 4-7-1: Dynamic MAC Address interface
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MAC Table Columns

Object Description

NO The MAC addresses index entry.

MAC The MAC address of the entry.

PORT The ports that are members of the entry.

VID The VLAN ID of the entry.

Type Indicates whether the entry is a static or dynamic entry.

Query Allows user input relate information as above to search MAC address information

from this table.

| Click “Clear” to clear the dynamic MAC addresses information of the current port shown on the screen.

Static MAC Table

You can add a static MAC address that remains in the switch’s address table regardless of whether the device is physically
connected to the switch. This saves the switch from having to re-learn a device’s MAC address when the disconnected or
powered-off device is active on the network again. Via this interface, you can add / modify / delete a static MAC address.

B Add the Static MAC Address
You can add static MAC address in the switch MAC table here.

Forwarding and Filtering

Dynamic MAC Table Static MAC Table MAC Filtering

Dynamic addresses currently defined on the switch are listed below.
Click Add to add a new static entry to the address table.

MAC Address PORT VD

0030 4F: 112233

MAC Address 00:30:4F:22:33:44
Port num Port2 |
VLAN ID |

|add|| Delete ||Help |
Figure 4-7-2: Static MAC Addresses interface
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The page includes the following fields:

Object Description

MAC Address: Enter the MAC address of the po.rtl that should permanently forward traffic,
regardless of the device network activity.

Port num.: Pull down the selection menu to select the port number.

VLAN ID: The VLAN ID for the entry.

MAC Filtering

By filtering MAC address, the switch can easily filter the pre-configured MAC address and reduce the un-safety. You can add
and delete filtering MAC address.

Forwarding and Filtering

Dynamic MAC Table Static MAC Table

Specify a MAC address to filter.

00:30:4F:55:66:77
0030:4F7TT 2B FC 1

MAC Address 00:e0:3411:22:33

VLAN ID 2
|2dd] | Delete |[Help |

NO  MAC SOURCEVID TYPE
1 00:30:4F:55:66:77 Filter 1 Static
2 00:30:4F:77:2B:FC Filter 1 Static

Figure 4-7-3: MAC Filtering interface

The page includes the following fields:

Object Description
MAC Address: Enter the MAC address that you want to filter.
VLAN ID: The VLAN ID for the entry.
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IGMP Snooping

Theory

The Internet Group Management Protocol (IGMP) lets host and routers share information about multicast groups
memberships. IGMP snooping is a switch feature that monitors the exchange of IGMP messages and copies them to the CPU
for feature processing. The overall purpose of IGMP Snooping is to limit the forwarding of multicast frames to only ports that are
a member of the multicast group.

About the Internet Group Management Protocol (IGMP) Snooping

Computers and network devices that want to receive multicast transmissions need to inform nearby routers that they will
become members of a multicast group. The Internet Group Management Protocol (IGMP) is used to communicate this
information. IGMP is also used to periodically check the multicast group for members that are no longer active. In the case
where there is more than one multicast router on a sub network, one router is elected as the ‘queried’. This router then keeps
track of the membership of the multicast groups that have active members. The information received from IGMP is then used to
determine if multicast packets should be forwarded to a given sub network or not. The router can check, using IGMP, to see if
there is at least one member of a multicast group on a given subnet work. If there are no members on a sub network, packets
will not be forwarded to that sub network.

Give me multicast
B stream

I Multicast
E; Receiver
]

)

Multicz.ast ————4 Switch
Transmitter

Switch Switch _

oy C

— Give me multicast Y/\ulticast
’ Switch stream Recei
eceiver

Give me multicast
stream

| h _ ff' Multicast

—— @ Receiver
D

Figure 4-8-1: Multicast Service

4
A /ﬂa /
o S =
]
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B

L] Multicast
- Receiver

| don't want
the stream

Multicgst == Switch
Transmitter

| don’t want
the stream

A

'-._;ﬁ:

IPTV
Server Router
C
P . Multicast
[ ] Switch Receiver
| don't want 1
the stream
g Multicast
any Q Receiver
D
Figure 4-8-2: Multicast flooding
B
D Multicast
= Receiver
Multicast s———4 |GMP Snooping
Transmitter -’ Switch
IP é?i
A

IPTV —
Server

IGMP Snooping IGMP S_nooping ‘ c
Switch Switch ~
.;.—_’_.7 IGMP Snooping Multicast
/- Switch Receiver
j \] Multicast
Ppr— 4@ Receiver

D

Figure 4-8-3: IGMP Snooping multicast stream control
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IGMP Versions 1 and 2

Multicast groups allow members to join or leave at any time. IGMP provides the method for members and multicast routers to
communicate when joining or leaving a multicast group.

IGMP version 1 is defined in RFC 1112. It has a fixed packet size and no optional data.

The format of an IGMP packet is shown below:

IGMP Message Format

Octets
08 16 31

Type Response Time Checksum

Group Address (all zeros if this is a query).

The IGMP Type codes are shown below:

Type Meaning

0x11 Membership Query (if Group Address is 0.0.0.0).
Specific Group Membership Query (if Group Address is

0x11
Present).

0x16 Membership Report (version 2).

0x17 Leave a Group (version 2).

0x12 Membership Report (version 1).

IGMP packets enable multicast routers to keep track of the membership of multicast groups, on their respective sub networks.
The following outlines what is communicated between a multicast router and a multicast group member using IGMP.
A host sends an IGMP “report” to join a group.

A host will never send a report when it wants to leave a group (for version 1).
A host will send a “leave” report when it wants to leave a group (for version 2).

Multicast routers send IGMP queries (to the all-hosts group address: 224.0.0.1) periodically to see whether any group members
exist on their sub networks. If there is no response from a particular group, the router assumes that there are no group members
on the network.

The Time-to-Live (TTL) field of query messages is set to 1 so that the queries will not be forwarded to other sub networks.

IGMP version 2 introduces some enhancements such as a method to elect a multicast queried for each LAN, an explicit leave
message, and query messages that are specific to a given group.

The states a computer will go through to join or to leave a multicast group are shown below:
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P Non-Member g

Leave GFOUD Leave Group
(Stop Timer) Join Group
(Send Report
Start Timer)
T

Query Received
(Start Timer)
Report Received
(Stop Timer)
Timer Expried

>
(Send report)
Figure 4-8-4: IGMP State Transitions

Delaying Member Idle Member

L.

IGMP Querier
A router, or multicast-enabled switch, can periodically ask their hosts if they want to receive multicast traffic. If there is more
than one router/switch on the LAN performing IP multicasting, one of these devices is elected “querier” and assumes the

role of querying the LAN for group members. It then propagates the service requests on to any upstream multicast
switch/router to ensure that it will continue to receive the multicast service.

Multicast routers use this information, along with a multicast routing protocol such as
DVMRP or PIM, to support IP multicasting across the Internet.
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IGMP Configuration

The Managed Switch support IP multicast, you can enable IGMP protocol on web management’s switch setting advanced page,
then the IGMP snooping information displays. IP multicast addresses range are from 224.0.0.0 through 239.255.255.255.

IGMP Snooping

Disable w
Auto -~
Portl O
Port2 O
Port3 O
Portd O
Ports O
Porté O
Port7 O
Ports Ol
Portg O
Port10 O

Figure 4-8-5: IGMP Configuration interface
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The page includes the following fields:

Object Description
IGMP Protocol: Enable or disable the IGMP protocol.
IGMP Fast leave: Enable or disable Fast Leave on the port.

Enable or disable the IGMP query function. The IGMP query information will be
displayed in IGMP status section.

Allows user choosing three IGMP router port modes as follows:
a. Auto: It is dynamic IGMP router port mode, system detects
multicast source then set the port to router port automatically.
b. Static: System will be forced to forward IGMP Join or Leave control
packet to another switch via an indicate port.
c. Forbidden: Allows user to set an indicate port to non-router port.

IGMP Querier:

IGMP Router Port:

Fast Leave:

The Managed Switch can be configured to immediately delete a member port of a multicast service if a
leave packet is received at that port and the fast leave function is enabled for the parent VLAN. This allows
the Managed witch to remove a port from the multicast forwarding table without first having to send an IGMP
group-specific query to that interface.
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Static Multicast Table

Static Multicast Table is a feature for user to force steaming multicast stream to indicate port. When you add a static multicast
address, it remains in the multicast group table, regardless of whether the multicast stream has been joined or hasn’t been
joined. The static multicast group will be saved to switch and it will not be released, even no one join it or even the multicast
group no more streaming, unless user delete it.

How to delete static multicast group? User has to input the multicast address, port and VID again then press Delete button.

Static Multicast Table

Static Multicast addresses currently defined on the switch are listed below.
Click Add to add a new static entry to the address table.

IP Address PORT VID

IP Address

Fort1
Fort2
Fort3
Fortd

FPort3 Add ==
Porté

Paort?
FPorta
FPort10

VLAN ID

| Add || Delete || Help |

m P IPDRT VID [TYPE

Figure 4-8-6: Static Multicast Table Interface
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The page includes the following fields:

Object Description

Allows user to input multicast address group.

T
>
o
o
=
®
[7)]
(%]

Add == Allows multicast streaming to indicate port.
== Remaove Remove multicast streaming from indicate port.
VLAN ID: Allows user to input VLAN ID for streaming multicast packet.
Add Allows user to add static multicast information to IGMP Snooping table.

Delete Allows user to delete static multicast information from IGMP Snooping table.

Help Click this button shows help description

QoS Configuration

Understand QoS

Quality of Service (QoS) is an advanced traffic prioritization feature that allows you to establish control over network traffic.
QoS enables you to assign various grades of network service to different types of traffic, such as multi-media, video,
protocol-specific, time critical, and file-backup traffic.

QoS reduces bandwidth limitations, delay, loss, and jitter. It also provides increased reliability for delivery of your data and
allows you to prioritize certain applications across your network. You can define exactly how you want the switch to treat
selected applications and types of traffic.

You can use QoS on your system to:

Control a wide variety of network traffic by:

Classifying traffic based on packet attributes.

Assigning priorities to traffic (for example, to set higher priorities to time-critical or business-critical applications).
Applying security policy through traffic filtering.

Provide predictable throughput for multimedia applications such as video conferencing or voice over IP by minimizing
delay and jitter.

Improve performance for specific types of traffic and preserve performance as the amount of traffic grows.

Reduce the need to constantly add bandwidth to the network.

Manage network congestion.

The QoS page of the Managed Switch contains three types of QoS mode - the CoS mode, TOS mode or Port-based mode
can be selected. Both the three mode rely on predefined fields within the packet to determine the output queue.

CoS/802.1p Tag Priority Mode —The output queue assignment is determined by the IEEE 802.1p VLAN priority
tag.

TOS / DSCP Mode - The output queue assignment is determined by the TOS or DSCP field in the IP packets.

Port-Based Priority Mode — Any packet received from the specified high priority port will be treated as a high
priority packet.
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QoS Configuration

QoS settings allow customization of packet priority in order to facilitate delivery of data traffic that might be affected by latency

problems. When CoS / 802.1p Tag Priority is applied, the Switch recognizes 802.1Q VLAN tag packets and extracts the VLAN
tagged packets with User Priority value.

802.1Q Tag and 802.1p priority

User Priority CFI VLAN ID (VID)

3 bits 1 bits 12 bits

TPID (Tag Protocol TCI (Tag Control
Identifier) Information)
wz bytes /
Destination Source Ethernet
Preamble VLAN TAG Data FCS
Address Address Type

6 bytes6 bytes4 bytes2 bytes46-1517 bytes 4 bytes
Figure 4-9-1: 802.1p Tag Priority

Set up the COS priority level. With the drop-down selection item of Priority Type above being selected as COS only/COS first,
this control item will then be available to set the queuing policy for each port.

Priority Queue Service settings

QoS settings allow customization of packet priority in order to facilitate delivery of data traffic that might be affected by latency
problems. The IEEE 802.1p Priority specification uses 8 priority levels to classify data packets. In 802.1p compliant devices, a
tag inserted into the packet header is used to identify the priority level of data packets.

The Switch supports Static Port Ingress priority and four queues. The screen in Figure 4-9-2 appears.

QoS Configuration
perport Coniguraio

Priority Queue Service:

QoS Mode

) First Come First Service

O All High before Low

- Highest SecHigh SecLow Lowest
®WRR s 3 > 1

802.1p priority [0-7]

Lowest w -anest b Seclow Seclow v. .SE{!HI'QI'I b SecHigh |+ .Highesl v

'Highest |

[ Apply || Defauit || Heip |

Figure 4-9-2: QoS Configuration — 802.1Priority
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The table includes the following fields:

Object Description

First Come First Service The sequence of packets sent is depend on arrival order.

All High before Low The high priority packets sent before low priority packets.

Select the preference given to packets in the switch's higher-priority queue.
These options represent the number of higher priority packets sent before one
lower priority packet is sent.

Weighted Round Robin For example, 8 Highest : 4 SecHigh : 2 SecLow : 1 Lowest means that the switch
sends 8 highest priority packets before sending 4 second high priority packet,
before sending 2 second low priority packet, before sending 1 lowest priority
packet.

802.1p priority [0-7] Set up the COS priority level 0~7—High, Middle, Low, Lowest.

802.1p Priority: Priority classifiers of the Switch forward packet. COS range is from 0 to 7.
Seven is the high class. Zero is the less class. The user may configure the mapping
between COS and Traffic classifiers.
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QoS PerPort Configuration

Configure the priority level for each port. With the drop-down selection item of Priority Type above being selected as Port-based,
this control item will then be available to set the queuing policy for each port.

QoS Configuration
Qo5 conturatin
Configure Port Priority
Port Number Port Priority
Port1 &
{Porte
Port3 Disable »
Ford
Ports ™ 0
e ||
!
3
Port Pi4
PortNum 5
Portl ?I.llaﬂl.lll:
Port2 Disable
Port3 Disable
Portd Disable
Ports Disable
Portd Disable

Figure 4-9-3: QoS Configuration — Port-Based Priority

The table includes the following fields:

Object Description

Port Number: Indicate port 1 to port 10.

Each port has 8 priority levels—0~7 or Disable to be chosen.

Port Priority: 7 is the highest priority.

112



GE-DS-82 and NS2503-8P/2C Series User Manual

TOS/DSCP

TOS/DSCP priority is obtained through a 6-bit Type-of-Service (TOS) or Differentiated Service Code Point (DSCP) to 3-bit
priority mapping.

The Type of Service (TOS) octet in the IPv4 header is divided into three parts; Precedence (3 bits), TOS (4 bits), and MBZ (1
bit). The Precedence bits indicate the importance of a packet, whereas the TOS bits indicate how the network should make
tradeoffs between throughput, delay, reliability, and cost (as defined in RFC 1394). The MBZ bit (for “must be zero”) is currently
unused and is either set to zero or just ignored.

0 1 2 3 4 5 6 7
Precedence TOS MBZ

IPv4 Packet Header Type of Service Octet
The four TOS bits provide 15 different priority values, however only five values have a defined meaning.

DiffServ Code Point (DSCP) — is the traffic prioritization bits within an IP header that are encoded by certain applications
and/or devices to indicate the level of service required by the packet across a network. DSCP are defined in RFC2597 for
classifying traffic into different service classes. The Managed Switch extracts the codepoint value of the DS field from IPv4
packets and identifies the priority of the incoming IP packets based on the configured priority.

4 bit4 bit 6 bit 2 bit

VER=0100 | Header Size DiffServ RES
VLAN
Destination Source Ethernet Type
Preamble TAG Data FCS
Address Address (0800)
(Optional)

6 bytes6 bytes4 bytes2 bytes2 bytes46-1517 bytes 4 bytes
Figure 4-9-4: IPv4 frame format

The DSCP is six bits wide, allowing coding for up to 64 different forwarding behaviors. The DSCP retains backward

compatibility with the three precedence bits so that non-DSCP compliant, TOS-enabled devices, will not conflict with the DSCP
mapping. Based on network policies, different kinds of traffic can be marked for different kinds of forwarding.
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TOS/DSCP Configuration

The TOS/DSCP page provides fields for defining output queue to specific DSCP fields. When TCP/IP’s TOS/DSCP mode is
applied, the Managed Switch recognizes TCP/IP Differentiated Service Codepoint (DSCP) priority information from the DS-field
defined in RFC2474.

Enable TOS/DSCP for traffic classification and then the DSCP to priority mapping column is configurable, as the Figure 4-9-5
shows:

TOS/DSCP
| Tos/osce confiuration Bl Le S L
Configure TOS/DSCP
Enable |»
DSCP Priorty
[DSCP1 » |
DSCP3 0w
ibscrs @ -
£ [CE
4
TOS/DSCP Confs 2
pSCP Priorty psce|;  ||priorty
DSCP1 0 pscP2 [0
DSCP3 [0 DSCP4 |0
DSCPS 0 DSCP6 [0
DSCP7 [0 DSCPS [0
pscPe [0 DSCP10 [0

Figure 4-9-5: QoS Configuration — TOS Priority

The page includes the following fields:

Object Description
TOS/DSCP \Ii:lsgle / Disable internal traffic class (0~7) to map the corresponding IP DSCP
The values of the IP DSCP header field within the incoming packet.
DSCP 0~63
Priority Specify which 802.1p priority to map the corresponding IP DSCP.

The value is 0~7.

TOS/DSCP Port Configuration

Set up IP TOS / DSCP mapping to 802.1p priority when receiving IPv4 packets, the Managed Switch allow to by port configuring
the QoS Status. This TOS/DSCP Port Configuration page is to configure the IP TOS/DSCP mapping on the port and display the
current port status. The screen in Figure 4-9-6 appears.
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TOS/DSCP

Cunﬁgure Port TOS/IDSCP Status
Port Number TOS/DSCP Status
Port1 & |
Por2 = : :
Port3 Disable |
Portd —=
|Ports |

TOSI/DSCP Port Status
PortNum TOS/DSCP Port Status
Portl Enable
Port2 Enable
Port3 Enable
Portd Enable
Port5 Disable
Porté Disable

Figure 4-9-6 : QoS Configuration — TOS/DSCP Port Status
The table includes the following fields:

Object Description
Port Number Indicate port 1 to port 10.
TOS/DSCP Status Enable / Disable TOS/DSCP map to 802.1p priority on specify port.
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Access Control List

The Access Control List (ACL) is a concept in computer security used to enforce privilege separation. It is a means of
determining the appropriate access rights to a given object depending on certain aspects of the process that is making the
request, principally the process's user identifier. Access Control List (ACL) is a mechanism that implements access control for
a system resource by listing the identities of the system entities that are permitted or denied to access the resource. The screen
in following screen appears.

Packets can be forwarded or dropped by ACL rules include Ipv4 or non-Ipv4. The Managed Switch can be used to block
packets by maintaining a table of packet fragments indexed by source and destination IP address, protocol, and so on.

sxPacket Type / Binding§ can be selected to ACL for Ipv4 or Non-Ipv4.

Access Control List

Group Id (1~220)

Action Permit|%| [] QoS VoIP({QosS mode "all High Before Low" is required in QoS webpage)
VLAN @any OVIDft  |{1~4094;Any means Vid=0 if uses binding)

Packet
Type [/ |ZIPv4 'Non-IPv4 ) Binding
Binding
Src IP ®any O1P |0.0.0.0 Ether MAC
Any W T 1 00:11:22:33:44:55
Address Maski255.255.255.255 Type | Tvpe Address 001122334455 |
Dst IP ®any O1P |0.0.0.0 IP 00,00
Address Mask255.255 255 255 Address |-
1P
Fragmen v Port 1d :1 (1~10)
Priority# 7
Walue (Hex,0~1F) Mask (Hex,0~1F)
®© Protocol#:[ | PortID# | : | | :
OTcp|Any v Value (Hex,0~FF) Mask (Hex,0~FF)
- Portss | S i | |
pratacal| *- Vorp Value (Hex,0~FFFF Mask (Hex,0~FFFF
Oupplany |« Source Port# | alue (Hex,0~FFFF) | | ask (Hex,0~FFFF)
s Value (Hex,0~FFFF Mask (Hex,0~FFFF
Destination Portz | Bl ) | | B )

PortId [0 (1~10,0:don't care)

Current
List

Enatle | [ Disable | [ Reset Hit Count |

Figure 4-10-1: Access Control List (ACL) Web Page screen
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The page includes the following fields:

B [Pv4 ACL
Object Description Default Vaule
Group ID 1~ 220 (max. 220 ACL group).
1~ 200 (NS2503-8P/2C only)
Action Permit / Deny. Permit

B Permit: Permit packet cross switch.
® Deny: Drop packet.
VLAN Any / VID. Any
® Any:Any VLAN id.
B VID: 1~4094. A certain VLAN id.
Packet Type IPv4 / Non-IPv4 / Binding IPv4
W |Pv4: Set Ipv4 packet field.
B Non-IPv4: Set non-lpv4 packet field.
B Binding: Set binding entry.
Src IP Address Set this field if Packet Type is IPv4, else ignore. Any
Any / IP and Mask
B Any: Any IP address.
B |P: Acertain IP address.
Mask: ***.***-***-***
* is represent a digit from 0~9,
*** is range from 0 to 255
Notice: This is not subnet mask.
Dst IP Address Set this field if Packet Type is IPv4, else ignore. Any
Any / IP and Mask
B Any: Any IP address.
® |P: Acertain IP address.
Mask: ***.***-***-***
* is represent a digit from 0~9,
*** is range from 0 to 255
IP Fragment Set this field if Packet Type is IPv4, else ignore. Uncheck
Uncheck / Check
B Uncheck: Not check IP fragment field.
B Check: Check IP fragment field.
L4 Protocol Set this field if Packet Type is IPv4, else ignore. Any
Any / ICMP(1) / IGMP(2) / TCP(6) / UDP(17)
Protocol Set this field if Packet Type is IPv4, else ignore.
0~255.
If protocol not find in L4 Protocol field, you can direct assign
number.
TCP Set this field if Packet Type is IPv4, else ignore. Any
Any /FTP(21) / HTTP(80)

Port Set this field if Packet Type is IPv4, else ignore.
0~65535
If TCP port not find in TCP field, you can direct assign number.
UDP Set this field if Packet Type is IPv4, else ignore. Any
Any / DHCP(67) / TFTP(69) / NetBios(137)
Port Set this field if Packet Type is IPv4, else ignore.
0~65535
If UDP port not find in UDP field, you can direct assign number.
Port Id Source port id, from 1~10, 0 means don’t care. 0

Current List You create ACL and Binding groups.
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In xPacket Type / Binding box should select $<Non-IPv4

Object Description Default Vaule
Group ID 1 ~ 220 (max. 220ACL group)
Action Permit / Deny. Permit
B Permit: Permit packet cross switch.
B Deny: Drop packet.
VLAN Any / VID. Any
H Any:Any VLAN ID.
B VID: 1~4094. A certain VLAN ID.
Packet Type IPv4 / Non-IPv4 / Binding IPv4
B |Pv4: Set Ipv4 packet field.
B Non-IPv4: Set non-Ipv4 packet field.
B Binding: Set binding entry.
Ether Type Set this field if Packet Type is Non-IPv4, else ignore.) Any
Any / ARP(0x0806) / IPX(0x8137)
Type Set this field if Packet Type is Non-IPv4, else ignore.)

0~0xFFFF
If ether type not find in Ether Type field, you can direct assign
number.

Current List

You create ACL and Binding groups.

B Binding

Let device that has specific IP address and MAC address can use network. We can set specific IP address, MAC address,
VLAN id and port id to bind, and device can cross switch if all conditions match.
Use binding function; we should enable it first in following page.

In ¥ Packet Type / Binding box should select :Binding.

Object Description Default Vaule
Group ID 1 ~ 220 (max. 220 ACL group)
Action Permit / Deny. Permit
B Permit: Permit packet cross switch.
B Deny: Drop packet.
VLAN Any / VID. Any
B Any: Any Vlan id.
m VID: 1~4094. A certain vlan id.
Packet Type IPv4 / Non-IPv4 / Binding IPv4

B |Pv4: Set Ipv4 packet field.
B Non-IPv4: Set non-lpv4 packet field.
B Binding: Set binding entry.

MAC Address 00:11:22:33:44:55
* is represent a digit from 0~9 and A~F,
*** is range from 0O to FF.
IP Address ***.***.***.*** 0-0-0.0
* is represent a digit from 0~9,
*** is range from 0 to 255.
Port Id Source port id, from 1~10. 1

Current List

You create ACL and Binding groups.
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MAC Limit

MAC limit allows users to set a maximum number of MAC addresses to be stored in the MAC address table. The MAC
addresses chosen to be stored in MAC address table is the result of first-come-first-save policy. Once a MAC address is stored
in the MAC address table, it stays in until it is aged out. When an “opening” is available, the switch stored the first new MAC
address it sees in that opening. All packets from MAC addresses not in the MAC address table should be blocked.

MAC Limit Configuration

The Layer 2 MAC Limit function can be per-port configured for security management purposes. When the port is in MAC Limit
mode, the port will be "locked" without permission of address learning. Only the incoming packets with Source MAC already
existing in the address table can be forwarded normally. User can disable the port from learning any new MAC addresses.

MAC Limit

Configure MAC Limit
MAC Limit
Limit
(1-64,0 to turn off MAC limit)

Port Number

Paort2
Port3 15
Fortd

Pots &

Figure 4-11-1: MAC Limit - Configure MAC Limit

The page includes the following fields:

Object Description
MAC Limit Enable or disable MAC limit function for the Managed Switch.
Port Number Indicate port 1 to port 8.

The maximum number of per-port MAC addresses to be learned (1-64, 0 to

Limit disable this port's MAC limit function).

MAC Limit is only functioned on Fast Ethernet port, the Port-1 to Port-8
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This table displays current MAC Limit status of each port.

MAC Limit Port Status
Port Number Limit
Portl off
Port2 off
Port3 off
Portd off
Ports off
Paorts off
Port? off
Ports off

Figure 4-11-2: MAC Limit — MAC Limit Port Status

The page includes the following fields:

Object Description
Port Number Indicate port 1 to port 8.
Limit Display the current MAC Limit configuration and status of each port.
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802.1X Configuration

802.1x is an |IEEE authentication specification which prevents the client from accessing a wireless access point or wired switch
until it provides authority, like the user name and password that are verified by an authentication server (such as RADIUS
server).

Understanding IEEE 802.1X Port-Based Authentication

The IEEE 802.1X standard defines a client-server-based access control and authentication protocol that restricts unauthorized
clients from connecting to a LAN through publicly accessible ports. The authentication server authenticates each client
connected to a switch port before making available any services offered by the switch or the LAN.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol over LAN (EAPOL)
traffic through the port to which the client is connected. After authentication is successful, normal traffic can pass through the
port.

This section includes this conceptual information:
eDevice Roles
eAuthentication Initiation and Message Exchange
ePorts in Authorized and Unauthorized States

[ | Device Roles
With 802.1X port-based authentication, the devices in the network have specific roles as shown below.

Authentication

Server
802.1X (RADIUS)
(Switch) —
WorkStations — b —
(Client)

Figure 4-12-1: 802.1x device role
Client—the device (workstation) that requests access to the LAN and switch services and responds to requests from the switch.
The workstation must be running 802.1X-compliant client software such as that offered in the Microsoft Windows XP operating
system. (The client is the supplicant in the IEEE 802.1X specification.)

° Authentication server—performs the actual authentication of the client. The authentication server validates the
identity of the client and notifies the switch whether or not the client is authorized to access the LAN and switch services.
Because the switch acts as the proxy, the authentication service is transparent to the client. In this release, the Remote
Authentication Dial-In User Service (RADIUS) security system with Extensible Authentication Protocol (EAP)
extensions is the only supported authentication server; it is available in Cisco Secure Access Control Server version 3.0.
RADIUS operates in a client/server model in which secure authentication information is exchanged between the
RADIUS server and one or more RADIUS clients.

) Switch (802.1X device)—controls the physical access to the network based on the authentication status of the client.
The switch acts as an intermediary (proxy) between the client and the authentication server, requesting identity
information from the client, verifying that information with the authentication server, and relaying a response to the client.
The switch includes the RADIUS client, which is responsible for encapsulating and decapsulating the Extensible
Authentication Protocol (EAP) frames and interacting with the authentication server. When the switch receives EAPOL
frames and relays them to the authentication server, the Ethernet header is stripped and the remaining EAP frame is
re-encapsulated in the RADIUS format. The EAP frames are not modified or examined during encapsulation, and the
authentication server must support EAP within the native frame format. When the switch receives frames from the
authentication server, the server's frame header is removed, leaving the EAP frame, which is then encapsulated for
Ethernet and sent to the client.

| Authentication Initiation and Message Exchange
The switch or the client can initiate authentication. If you enable authentication on a port by using the dot1x port-control auto
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interface configuration command, the switch must initiate authentication when it determines that the port link state transitions
from down to up. It then sends an EAP-request/identity frame to the client to request its identity (typically, the switch sends an
initial identity/request frame followed by one or more requests for authentication information). Upon receipt of the frame, the
client responds with an EAP-response/identity frame.

However, if during bootup, the client does not receive an EAP-request/identity frame from the switch, the client can initiate
authentication by sending an EAPOL-start frame, which prompts the switch to request the client's identity.

If 802.1X is not enabled or supported on the network access device, any EAPOL frames from the
client are dropped. If the client does not receive an EAP-request/identity frame after three attempts
to start authentication, the client transmits frames as if the port is in the authorized state. A port in
the authorized state effectively means that the client has been successfully authenticated.

When the client supplies its identity, the switch begins its role as the intermediary, passing EAP frames between the client and
the authentication server until authentication succeeds or fails. If the authentication succeeds, the switch port becomes
authorized.

The specific exchange of EAP frames depends on the authentication method being used. “Figure 4-12-2” shows a message
exchange initiated by the client using the One-Time-Password (OTP) authentication method with a RADIUS server.

Authentication

. Server
Client
802.1X Switch (RADIUS)
EAPOL-Start
>

EAP-Request/Identity

EAP-Response/Identity > RADIUS Access-Request >

EAP-Request/OTP < RADIUS Access-Challenge
EAP-Response/QTP > RADIUS Access-Request >
EAP-Success RADIUS Access-Accept
< <

Port Authorized

EAPOL-Logoff

Port Unauthorized
Figure 4-12-2: EAP message exchange

[ | Ports in Authorized and Unauthorized States

The switch port state determines whether or not the client is granted access to the network. The port starts in the unauthorized
state. While in this state, the port disallows all ingress and egress traffic except for 802.1X protocol packets. When a client is
successfully authenticated, the port transitions to the authorized state, allowing all traffic for the client to flow normally.

If a client that does not support 802.1X is connected to an unauthorized 802.1X port, the switch requests the client's identity. In
this situation, the client does not respond to the request, the port remains in the unauthorized state, and the client is not granted
access to the network.

In contrast, when an 802.1X-enabled client connects to a port that is not running the 802.1X protocol, the client initiates the
authentication process by sending the EAPOL-start frame. When no response is received, the client sends the request for a
fixed number of times. Because no response is received, the client begins sending frames as if the port is in the authorized state

If the client is successfully authenticated (receives an Accept frame from the authentication server), the port state changes to
authorized, and all frames from the authenticated client are allowed through the port. If the authentication fails, the port remains
in the unauthorized state, but authentication can be retried. If the authentication server cannot be reached, the switch can
retransmit the request. If no response is received from the server after the specified number of attempts, authentication fails,
and network access is not granted.
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When a client logs off, it sends an EAPOL-logoff message, causing the switch port to transition to the unauthorized state.

If the link state of a port transitions from up to down, or if an EAPOL-logoff frame is received, the port returns to the
unauthorized state.

System Configuration

802.1x makes use of the physical access characteristics of IEEE802 LAN infrastructures in order to provide a means of
authenticating and authorizing devices attached to a LAN port that has point-to-point connection characteristics, and of
preventing access to that port in cases in which the authentication and authorization process fails.

To enable 802.1x, from System \ System Information \ Misc Config then you still to fill in the authentication server
information :

Broadcast Storm Filter Packet select

[[IBroadcast Packets

[J1P Multicast

[ control Packets

[[]Flooded Unicast/Multicast Packets
Collisions Retry Forever : 18 ¥ |

Hash Algonthm : CRC-Hash v
IP/MAC Binding : Disable v

802.1x Protocol : [EETN v |

| 2pply || Defaut || Help |
Figure 4-12-3: System information \ Misc Configuration\ 802.1x Protocol

After enabling the IEEE 802.1X function, you can configure the parameters of this function.

802.1x Configuration
PerPort Configuration Misc Configuration

Configure 802.1x Parameters
Radius Server IP: ||192.168.0.99

Server Port: 1812

Accounting Port: 1813

Shared Key:

NAS, Identifier: MAS_L2_SWITCH

Figure 4-12-4: 802.1x System Configuration interface
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Object

Description

IEEE 802.1x Protocol:

Enable or disable 802.1x protocol.

Radius Server IP:

Assign the RADIUS Server IP address.

Server Port:

Set the UDP destination port for authentication requests to the specified RADIUS
Server.

Accounting Port:

Set the UDP destination port for accounting requests to the specified RADIUS
Server.

Shared Key:

Set an encryption key for using during authentication sessions with the specified
RADIUS server. This key must match the encryption key used on the RADIUS
Server.

NAS, Identifier:

Set the identifier for the RADIUS client.
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802.1x Port Configuration

In this page, you can select the specific port and configure the authorization state. The state provides No Authorization, Force
Authorized, Force unauthorized, and Authorize.

802.1x Configuration
System Configuration wisc Cofiguation

Configure 802.1x Per Port State

Port Number Port State
[Port1 &
Fartz2 d
Faorta All W
Fortd
Forts »

Port Status
PortNum State
Portl i [w]
PortZ Mo
Port3 Mo
Portd Mo
Ports Mo

Figure 4-12-5: 802.1x Per Port Setting interface

The page includes the following fields:

Object Description

FU (Force Unauthorized)  The specified port is required to be held in the unauthorized state.

FA (Force Authorized) The specified port is required to be held in the authorized state.

The specified port is set to the Authorized or Unauthorized state in accordance
Authorize with the outcome of an authentication exchange between the Supplicant and the
authentication server.

No The specified port works without complying with 802.1x protocol.
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Misc Configuration

In this page, you can change the default configuration for the 802.1x standard:

System Configuration PerPort Configuration

802.1x Configuration

Configure 802.1x misc configuration

Quiet period: &0
Tx period: 15
Supplicant timeout: 30
Server timeout: 30

[ gn ]

Max requests:

Reauth period: 3600

| Apply | Help

Figure 4-12-6: 802.1x Misc Configuration interface

The page includes the following fields:

Object Description
Used to define periods of time during which it will not attempt to acquire a
Quiet Period: supplicant.
Default time is 60 seconds.
Set the period the port waits for retransmit next EAPOL PDU during an
TX Period: authentication session.

Default value is 30 seconds.

Supplicant Timeout:

Set the period of time the switch waits for a supplicant response to an EAP
request.
Default value is 30 seconds.

Server Timeout:

Set the period of time the switch waits for a server response to an authentication
request.
Default value is 30 seconds.

Max Requests:

Set the number of authentication that must time-out before authentication fails
and the authentication session ends.
Default value is 2 times.

Reauth period:

Set the period of time which clients connected must be re-authenticated.
Default value is 3600 seconds.
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Power over Ethernet (GE-DS-82-POE / NS2503-8P/2C)

Providing up to 8 PoE, in-line power interface, the GE-DS-82-POE / NS2503-8P/2C PoE Switch can easily build a power
central-controlled IP phone system, IP Camera system, AP group for the enterprise. For instance, 8 camera / AP can be easily
installed around the corner in the company for surveillance demands or build a wireless roaming environment in the office.
Without the power-socket limitation, the PoE Switch makes the installation of cameras or WLAN AP more easily and efficiently.

Power over Ethernet Powered Device

3~5 watts

6~12 watts

10~12 watts

i

i

3~12 watts

Voice over IP phones
Enterprise can install POE VolP Phone, ATA and other

Ethernet/non-Ethernet end-devices to the central where UPS is installed

for un-interrupt power system and power control system.

Wireless LAN Access Points
Museum, Sightseeing, Airport, Hotel, Campus, Factory, Warehouse

can install the Access Point any where with no hesitation

IP Surveillance
Enterprise, Museum, Campus, Hospital, Bank, can install IP Camera

without limits of install location — no need electrician to install AC

sockets.

PoE Splitter
PoE Splitter split the PoE 48V DC over the Ethernet cable into 5/12V DC

power output. It frees the device deployment from restrictions due to
power outlet locations, which eliminate the costs for additional AC wiring

and reduces the installation time.
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GE-DS-82-POE / NS2503-8P/2C Power Management

In a power over Ethernet system, operating power is applied from a power source (PSU-power supply unit) over the LAN
infrastructure to powered devices (PDs), which are connected to ports. Under some conditions, the total output power required
by PDs can exceed the maximum available power provided by the PSU. The system may a previously be planned with a PSU
capable of supplying less power than the total potential power consumption of all the PoE ports in the system. In order to
maintain the majority of ports active, power management is implemented.

The PSU input power consumption is monitored by measuring voltage and current .The input power consumption is equal to the
system’s aggregated power consumption .The power management concept allows all ports to be active and activates additional
ports, as long as the aggregated power of the system is lower than the power level at which additional PDs cannot be
connected .When this value is exceeded, ports will be deactivated, according to user-defined priorities. The power budget is
managed according to the following user-definable parameters: maximum available power, ports priority, maximum allowable
power per port.

The Over Temperature Protection of the PoE Switch offers a safety and stable PoE operating by limiting the output power
according to detected temperature to prevent destructive breakdown due to un-expected overheating.

As following provides GE-DS-82-POE (Power over Ethernet) Configuration and PoE output status of PoE Switch, screen in
Figure 4-13-1 appears.

PoE Configuration

System PoE Admin Mod

PoE PSU Status On

PoE Temperature Unit 1 380C / 1009F
PoE Temperature Unit 2 340C / 930F
Temperature Threshold oc
Owver Temperature Protection
Power Limit Mode
PoE Usage Threshold 100] )

‘Power Allocalion“ | oW/ 180 W
Port szlfdion Poe Schedule Priority gf;'s:e Current [mA] Consumption [W] LP;:mler
1 |[Enable v | | | |- 0 0
2 |Enable v | | | L - 0 0
3 |Enable v| | | | |- 0 0
4 |Enable v| | | | | - 0 0
5 |Enable | | | | |- 0 0
6 |Enable v | | | L - 0 0
7 |Enable | | || [ 0 0
8 |Enable v | | | | L - 0 0
Total 0 0

Figure 4-13-1: PoE Configuration
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Object
PoE PSU Status
PoE Temperature Unit 1

PoE Temperature Unit 2

Temperature Threshold

Over Temperature Protection

Power limit mode

PoE Usage Threshold

Description
Shows the status of power supply for PoE output.

Display the current operating temperature of PoE chip unit 1.
The unit 1 is in charge of PoE Port-1~Port-4
Display the current operating temperature of PoE chip unit 2.

The unit 2 is in charge of PoE Port-5~Port-8

Allows user to set temperature threshold manually. System will issue alert
message to system log and syslog if PoE unit temperature is over the
threshold.

Enable / Disable over temperature protection.

When the PoE temperature unit 1 / unit 2 rises over 70 degree C, then PoE
power budget will be changed by 3 segments as following:

Over 70 Degree C power budget is 180 Watts
Over 73 Degree C power budget is 170 Watts
Over 76 Degree C power budget is 160 Watts

Allow to configure power limit mode of Web Smart Device. It can choose :
| Total Limit mode : Customize power to PoE port

u Classification mode : Reserve power to PD by PoE class level

u Consumption mode : Deliver power to PD by real power consumption

Allows user to set the threshold value for issues alert message if POE power
usage over the vaule.

Power Allocation
PoE Function

PoE Schedule

Show currently total PoE power budget.
Can enable or disable the PoE function.

Allows user to set PoE schedule profile to offer POE power according to time

table.
Priority Set port priority for the POE power management
It can choose the “port priority”, value is :
m Critical
® High
m Low
High priority is “ Critical”.
Device class Class 0 is the default for PDs. However, to improve power management at the
PSE, the PD may opt to provide a signature for Class 1 to 3.
The PD is classified based on power. The classification of the PD is the
maximum power that the PD will draw across all input voltages and operational
modes. A PD shall return Class 0 to 3 in accordance with the maximum power
draw as specified by Table 4-13-1.
Current(mA) It shows the PoE device current Amp.

Consumption [W]

It shows the PoE device current watt.
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Power Limit It can limit the port PoE supply watts.

Per port maximum value must less than 15.4 watts, total ports values must
less than the Power Reservation value.

Once power overload detected, the port will auto shut down and keep on
detection mode until PD’s power consumption lower than the power limit value.

For GE-DS-82-POE, the total PoE power reservation from Port-1~8 is up to 180W.
For NS2503-8P/2C, the total PoE power reservation from Port-1~8 is up to 150W.

As following provides NS2503-8P/2C PoE (Power over Ethernet) Configuration and PoE output status of PoE Switch, screen in
Figure 4-13-2 appears.

PoE Configuration

System PoE Admin Mod [Enable |v|

PoE PSU Status on

PoE Temperature Unit 380C / 1009F

Temperature Threshold DC

Over Temperature Protection

Power Limit Mode

POE Usage Threshold o0 |

|iner nllncartmn“ 0W/ 150 w|

Port gﬁdm PoE Schedule Power Mode Priority g‘fh‘;‘;mmrmt [mA] Consumption [W] m:'
2 [eEnavle (| [Promiet «| | [s02.3at 8] [ Critical 3] - 0 ofzoe |
2 [Enable | [Frof | | [802.3at | | Critical s - 0 ofzos |
3 [Enanle »| [Profilet | | [202.3at v | Criical v - o ofzos |
4 [Enable v [FProf | | [802.3at (v | Critical »]| - 0 ofz0s |
5 [Enable ™ [Frofilet ~| | [8023at & [ Critical B - 0 ofzoe |
6 |[Enable | [Frof | | [802.3at | | Critical & - 0 ofzos |
7 |Enable s [Profiet o] | [8023at v | Critical v - o ofzos |
8 [Enable v [Frof | | [802.3at | | Critical & - 0 ofz0s |
Total 0 0

[ Apply ][ Refresh ]

Figure 4-13-2: PoE Configuration
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Object
System PoE Admin Mode
PoE PSU Status

PoE Temperature Unit

Description

Allows user enable or disable PoE function. It will cause all of PoE ports supply
or not supply power.
Display current PoE power supply working status.

Display the current operating temperature of PoE chip unit.

Temperature Threshold

Over Temperature Protection

Power limit mode

PoE Usage Threshold

Allows setting over temperature protection threshold value. It system
temperature was over it then system lower total PoE power budget
automatically.

Enable / Disable over temperature protection.

When the PoE temperature unit 1 / unit2 over 70 degree C then PoE power
budget will be changed by 3 segments as following.

Over 70 Degree C power budget 140 Watts
Over 73 Degree C power budget 130 Watts
Over 76 Degree C power budget 120 Watts

Allow to configure power limit mode of Web Smart Device. It can choose :

u Consumption Deliver PoE power according to real power consumption
from PoE device.

Classification Deliver PoE power by port PoE power level
u Total Limit. Set limit value of the total POE port provided power to the
PDs.

Allows setting how much PoE power budget could be limited.

Power Allocation
PoE Function

PoE Schedule

Show the total watts usage of PoE Switch.
Allows user to enable, disable or schedule the PoE function.

Allows user set the PoE port enable or disable according to PoE Schedule
profile. This function must co-work with SNTP function.

Power Mode

Priority

Device class

Current(mA)

Allows user to switch the PoE port offering POE power according to IEEE
802.3af standard (15.4Watts max.) or IEEE 802.3at standard (30Watts max.).

Set port priority for the POE power management
It can choose the “port priority”, value is :

m Critical

m High

H Low
High priority is “ Critical”.
Class 0 is the default for PDs. However, to improve power management at the
PSE, the PD may opt to provide a signature for Class 1 to 3.

The PD is classified based on power. The classification of the PD is the
maximum power that the PD will draw across all input voltages and operational
modes. A PD shall return Class 0 to 4 in accordance with the maximum power
draw as specified by Table 4-13-1.

It shows the PoE device current Amp.
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Consumption [W] It shows the PoE device current watt.

Power Limit It can limit the port PoE supply watts.

Per port maximum value must less than 15.4 watts, total ports values must
less than the Power Reservation value if current POE mode is 802.3af.

Per port maximum value must less than 30 watts, total ports values must less
than the Power Reservation value if current POE mode is 802.3at.

Once power overload detected, the port will auto shut down and keep on
detection mode until PD’s power consumption lower than the power limit value.

[ ] PD Classifications

A PD may be classified by the PSE based on the classification information provided by the PD. The intent of PD classification is
to provide information about the maximum power required by the PD during operation. Class 0 is the default for PDs. However,
to improve power management at the PSE, the PD may opt to provide a signature for Class 1 to 3.

The PD is classified based on power. The classification of the PD is the maximum power that the PD will draw across all input
voltages and operational modes.

A PD shall return Class 0 to 3 in accordance with the maximum power draw as specified by Table 4-13-1.

Class Usage Range of maximum power used by the PD
0 Default 0.44 to 12.95 Watts
1 Optional 0.44 to 3.84 Watts
2 Optional 3.84 to 6.49 Watts
3 Optional 6.49 to 12.95 Watts
4 Optional 12.95 to 25.50 Watts

Table 4-13-1: Device class

E;:’ifﬂ Class 4 is defined for IEEE 802.3at high power used.

Mote

PoE Schedule

PoE Schedule allows user to scheduling PoE power supply. User has to define when system supplies PoE power from a time
table as following screen shot, and there are 4 profiles totally for user applying PoE power supply strategy. The web screen in
Figure 4-13-3 appears.
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Power Over Ethernet Schedule

Profile [rroner v |

Weekly Day 00 01 02 0304 05 0607 08 09 10 |11 12|13 14 |15 16 17 |18 19 20 21 22 23
Sun a|iogoooooooooboooooooooooo o
Mon Oo|oooooooooooooooooomomooo
Tue Oo|ooooooooooiooooooooooono o
Wed oo ooooooo|oooioooooooomooo o
Thu a|io|goojoooooooboooooooooooo o
Fri Oo|oooooooooooooooooomomooo
Sat Oo|ooOooooooooiooooooooooo o
Aoy |

Figure 4-13-3: PoE Schedule Configure Interface

The page includes the following fields:

Object Description

Profile: Power Over Ethernet Schedule offers 4 profiles totally for user to define time
table.

00 - 23 Allows system to supply PoE power from 00:00 to 23:00, the unit is hour.

Sun - Sat Allows system to supply PoE power from Sunday to Saturday.

Apply: Click Apply button to save configuratipon.

After we finished profile setting, and then we have to get back to PoE Configuration WEB page, and select “Schedule” option
from PoE function then we can select profile from PoE Schedule which we want to apply to the PoE port. The web screen in
Figure 4-13-4 appears.

Please be noticed before we use PoE schedule function that we must set up SNTP on the switch first and make sure the SNTP
has been worked well.
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PoE Configuration

System PoE Admin Mode
PoE PSU Status on

PoE Temperature Unit 1 38°C / 1009F
PoE Temperature Unit 2 350C / 950F

Temperature Threshold oC

Over Temperature Protection | Enable

Power Limit Mode

PoE Usage Threshold 100 Y

‘Power Allocation“ 0W /150 w|

Port II:::lliction PoE Schedule Power Mode Priority g:;:i:e Current [mA] Consumption [W] E::::f r

1 | schedule ~||[Profilet »| | [802.3at v | | Critical ] - 0 of |
2 |||S|:hedule v ||[Profiler | | [802.3at & | |critical »|| - 0 of |
3 |||Schedule v || [Profle2 | | [a02.3at ~| [ Critical »]| — 0 0| |
4 |||Schec|ule v ||[Profile2 v | [802.3at w| | cCritical »|| - 0 0| |
5 |||S|::hedule v ||[Profiea »| | [802.3at | |cCritical || - 0 of |
6 |||Sc:hec|ule v || [Profilea | | [802.3at | | Critical »|| - 0 of |
7 |||Schedule v ||[Profile4 »| | [802.3at | | Critical »|| -- 0 0| |
8 |||S|::hedule v ||[Profile4 | | [802.3at »| | cCritical ]| - 0 of |
Total 0 0

Figure 4-13-4: PoE Configuration Interface

DHCP Relay & Option 82

The Relay Agent Information option (Option82) is inserted by the DHCP relay agent when forwarding client-originated DHCP
packets to a DHCP server (RFC 3046). Servers recognizing the Relay Agent Information option may use the information to
implement IP address or other parameter assignment policies.

The DHCP Relay can forward the DHCP broadcast packets to a DHCP server in a different subnet (RFC 1542). So DHCP
server can provide |IP addresses to clients spanning multiple subnets instead of deploying a DHCP server on every subnet.

Configuring DHCP Relay & Option82
To configure DHCP Option82

Enable global option82 function: select DHCP Option82 enable "Enable".
Enable port option82 function: select Option82 checkbox for special port.
Select DHCP Router Port.

Click Apply.

PoN=
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To configure DHCP Relay

Enable global Relay function: select DHCP Relay enable "Enable".

Enable port Relay function: Type the IP addresses of the DHCP "Relay IP".

DHCP Server offers an IP address to client from its list of scopes, which subnet is same as the Relay IP.
Select DHCP Router Port.

Click Apply.

©oNo !

DHCP Relay & Option 82

DHCP Option 82
DHCP Relay
DHCP Option 82 Router Port

DHCP Opt.82 Port | Option Relay IP

Portl

Port2

Port3

Portd

Ports

Ports

Porty

Porta

PortS

Portl0

| Apply || Default | [Help |

Figure 4-14-1: DHCP Relay & Option 82

The page includes the following fields:

Object Description

DHCP Option 82 Enable global option82 function

DHCP Relay Enable global Relay function

DHCP Option 82 Select the Router Port that is used to connect to the DHCP server in
Router Port the domain

DCHP Opt.82 Port Identify Port-1 to Port-10 to configure DHCP option 82

Option Enable port option82 function on selected port.

Relay IP Type the IP addresses of the DHCP "Relay IP".
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LLDP

Link Layer Discovery Protocol (LLDP) is used to discover basic information about neighboring devices on the local broadcast
domain. LLDP is a Layer 2 protocol that uses periodic broadcasts to advertise information about the sending device. Advertised
information is represented in Type Length Value (TLV) format according to the IEEE 802.1ab standard, and can include details
such as device identification, capabilities and configuration settings. LLDP also defines how to store and maintain information
gathered about the neighboring network nodes it discovers.

LLDP Configuration

Use this page to change LLDP parameters.

LLDP Configuration
perport Configuration

Eonﬁgure LLDP Parameters:
LLDP status: Disable v/

LLDP hello time:(5-32768)

LLDP hold time:(2-10)

|_Apply_|[ Help |

Figure 4-15-1: LLDP Configuration

The page includes the following fields:

Object Description
LLDP Status Enable/Disable LLDP.
LLDP hello time You can change LLDP hello time value. The time interval between

the transmission LLDP info packets. Value range is from 5 to 32768.
Default value is 30.

LLDP hold time You can change LLDP hold time value. (The hold time * the hello
time) is the TTL time in the LLDP info packets. Value range is from 2
to 10. Default value is 4.
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Per Port Configuration

This page allows the user to inspect and configure the current LLDP port settings. The LLDP Configuration screen in Figure
4-15-2 appears.

LLDP Configuration

Configure Port 3tatus
Port Number Port Status

Tx_anly w

Port Status
PortNum Status
Partl Tx_and_Rx
Partz Tx_and_Rx
Part3 Tx_and_Rx
Partd Tx_and_Rx

Figure 4-15-2: LLDP per port Configuration

The page includes the following fields:

Object Description
LLDP Status Enable/Disable LLDP.
LLDP hello time You can change LLDP hello time value. The time interval between

the transmission LLDP info packets. Value range is from 5 to 32768.
Default value is 30.

LLDP hold time You can change LLDP hold time value. (The hold time * the hello
time) is the TTL time in the LLDP info packets. Value range is from 2
to 10. Default value is 4.

Port Status You can change LLDP port status to
Tx_only/Rx_only/Tx_and_Rx/Disable. Tx_only: LLDP transmit the
packet of the port only. Rx_only: LLDP receive the packet of the port
only. Tx_and_Rx: LLDP transmit and receive the packets of the port.
Disable: LLDP do not transmit and receive the packets of the port.
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Users Configuration

It is allowed to configure the Managed Switch to authenticate users logging into the system for management access using local
authentication methods, such as telnet and Web browser. The latest UTC Managed Switch provides totally six different security
levels in 3 groups for local user management.

Group Access / Security Level Access
Master Master Admin Refer to Appendix B
Master Viewer
IT IT Admin
IT Viewer
Security Security Admin

Security Viewer

This web page provide user configuration for switch management access level, the web screen in Figure 4-16-1 appears.

Users Configuration

Username Access Level Edit
1 admin Master_Admin

Add Mew User

Figure 4-16-1: User Configuration Interface Screenshot

The page includes the following fields:

Object Description

Username: Display Username of the Managed Switch.
Access Level: Display the access level of the Managed Switch.
Edit: Provide edit current specific user setting.

Provide add new user setting of the Managed Switch, the web screen in Figure

Add New User:
4-16-2 appears.
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Add / Edit User

This page configures a user — add, edit or delete user.

Add User

User Name Tom

Access Level IT_Admin |w

Assign/Change Password

M

Reconfirm Password

Figure 4-16-2: Add New User Configuration Interface Screenshot

The page includes the following fields:

Object Description

User Name: Assign Username for the Managed Switch.

Assign the access level of the Managed Switch; the available options are:
Master Admin

Master Viewer

IT Admin

IT Viewer

Security Admin

Access Level:

Security Viewer

Assign/Change Password:  Assign password for the Managed Switch.

Reconfirm Password: Input password again to confirm setting.

Apply: Press this button to take affect.

Delete the current user. This button is not available for new configurations (Add
Delete User

new user)

Once the new user is added, the new user entry shown in the Users Configuration page.

Users Configuration

Username Access Level Edit
0 admin Master_Admin
1 Tom IT_Admin

Add Mew User

Figure 4-16-3 User Configuration page screenshot
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After change the default password, if you forget the password. Please press the “Reset” button

in the front panel of the Managed Switch over 10 seconds and then release, the current setting

includes VLAN, will be lost and the Managed Switch will restore to the default mode.

The preset user priorities for each function are listed in Appendix B.
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CONSOLE MANAGEMENT

The IFS GE-DS-82 and NS2503-8P/2C series is equipped with a RS-232 DB9 connector as default. And both of the two models
support telnet management.

Login in the Console Interface

To configure the system via console mode, connect a serial cable to a COM port on a PC or notebook computer and to RJ-45
type serial (console) port of the Managed Switch. The console port of the Managed Switch is DCE already, so that you can
connect the console port directly through PC without the need of Null Modem.

Please refer to chapter 3.5- Administration Console to get more information about how to connect to the console interface of
GE-DS-82-POE with HyperTerminal on Microsoft Windows platform.

Once the terminal has connected to the device, power on the GE-DS-82-POE, the terminal will display that it is running testing
procedures.

Then, the following message asks the login password. The factory default password as following and the login screen in Figure
5-1 appears.

Username: admin
Password: admin

& COM1_57600 - HyperTerminal

File Edit Wew Cal Transfer Help
O & =DE
Modules......... 0K
LACP............ 1] 4
| [g7] 1 ——— 0K
VLAN. . .......... 0K
Sustem.......... 0K
QinQ............ 0K
Forwarding. ... .. 0K
MAC............. (1] 4
IP Mcst......... 0K
IGHMP. . .......... 1] 4
STP/RSTP........ 0K
MIB: v siven g (1] 4
802.1%.......... 0K
Port............ 1] 4
AGL; s ssman arsma 0K
SNMP . .. ......... 0K
Port interval...OK
TOS/DSCP. ....... 0K
Completed!!
Username: admin
Password:
Switch# _
Connected 00;50:08 ANSIW 57600 8-N-1 MM

Figure 5-1: GE-DS-82 Console Login screen

For security reason, please change and memorize the new username and password after this
first setup.

Username Max: 6, Min: 1 characters.

Password Max: 6, Min: 1 characters.

Only accept command in lowercase letter under console interface.
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The Managed Switch is shipped with the following default IP address.

IP Address : 192.168.0.100
Subnet Mask : 255.255.255.0

To check the current IP address or modify a new IP address for the Switch, please use the following procedures:

Show the current IP address

On "Switch# ” prompt, enter “configure”.
On "Switch(config)# ” prompt, enter “show ip”.
The screen displays the current IP address, Subnet Mask and Gateway. As show in Figure 5-2-1.

“& COM1_57600 - Hyper Terminal

File Edit View Call Transfer Help
O & 2 DBE
QinQ............ 0K
Forwarding. ... .. 0K
IP Mest......... 1] 4
IGHP............ (1] 4
STP/RSTP/MSTP. . . 0K
MIB.............
802.1K.......... (1] 4
Port............ 0K
ACL............. (1] 4
SHHP . ... ........ (1] 4
Port interval...0OK
TOS/DSCP. ....... (1] 4
MAC............. (1] 4
Completed!!
Username: admin
Password:
Switch#t configure
Switch{config)# show ip
IP address: 192.168.0.100
Subnet mask: 255.255.255.0
Gateway: 192.168.0.254
Switch(configl# _
Connected 00;07:05 ANSIW 57600 5-N-1 MM

Figure 5-2-1: Show IP information screen
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[ | Configure IP address
1. On “Switch(config)# ” prompt, enter the following command and press <Enter>. As shown in Figure 5-2-2.

Switch(config)# ip address 192.168.1.100 255.255.255.0
Switch(config)# ip default-gateway 192.168.1.254

The previous command would apply the follow settings for the Switch.
IP: 192.168.1.100
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.254

“& COM1_57600 - HyperTerminal

File Edit View Call Transfer Help
O & 2 DBE
Port............ 1] 4
ACL............. (1] 4
SHHP. ... ........ (1] 4
Port interval...0OK
TOS/DSCP. ....... (1] 4
MAC............. 0K
Completed!!
Username: admin
assword:
Switch# configure
Switch{config)¥# show ip
IP address: 192.168.0.100
Subnet mask: 255.255.255.8
Gateway: 192.168.0.254
Switch(config)# ip address 192.168.1.188 255.255.255.0
Switch{config)# ip default-gateway 192.168.1.254
Switch(config)# show ip
IP address: 192.168.1.100
Subnet mask: 255.255.255.9
Gateway: 192.168.1.254
Switch{config)# copy running-config startup-config
Switch{configl¥ _
Connected 00;13:46 ANSIW 57600 5-N-1 MM

Figure 5-2-2: Set IP address screen
2. Repeat Step 1 to check if the IP address is changed.

If the IP is successfully configured, the Managed Switch will apply the new IP address setting immediately. You can access the
Web interface of FGSD Managed Switch through the new IP address.

If you are not familiar with console command or the related parameter, enter “help” anytime in
console to get the help description.

You can change these settings, if desired, after you log on. This management method is often preferred because you can
remain connected and monitor the system during system reboots. Also, certain error messages are sent to the serial port,
regardless of the interface through which the associated action was initiated. A Macintosh or PC attachment can use any
terminal-emulation program for connecting to the terminal serial port. A workstation attachment under UNIX can use an
emulator such as TIP.
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The following table lists the CLI commands and description.
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Configuration

privileged EXEC
mode.

switch (config)#

mode, enter exit
or end

Modes Access Method Prompt Exit Method About This Model
The user commands available
at the user level are a subset of
Begin a session . Enter logout or thps_,e available at the
User EXEC . . switch> . privileged level.
with your switch. quit. : .
Use this mode to:
* Perform basic tests.
* Display system information.
The privileged command is the
L Enter the enable . advanc_:ed mode.
Privileged S . Enter disable to Use this mode to
EXEC command while in switch# exit. « Display advanced function
User EXEC mode.
status
» Save configuration
Enter the configure To exit to Use this mode to configure
Global command while in privileged EXEC | those parameters that are

going to be applied to your
switch.
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COMMAND LINE INTERFACE

Operation Notice

To enter the “configuration” mode, you need to be in the privileged mode, and then types in the command
configure:

Switch# configure
Switch (conﬁg_;) #

Command Line Editing

Keys Function

<Ctrl>-B ; < Moves the cursor back one character.

<Ctrl>-D Deletes the character at the cursor.

<Ctrl>-E Jumps to the end of the current command line.

<Ctrl>-F ; — Moves the cursor forward one character.

<Ctrl>-K Deletes from the cursor to the end of the command line.
<Ctr|>-N ; | Enters the next command line in the command history.
<Ctr|>-P ; 1 Enters the previous command line in the command history.
<Ctrl>-U Deletes from the cursor to the beginning of the command line.
<Ctrl> -W Deletes the last word typed.

<Esc>B Moves the cursor backward one word.

<Esc>D Deletes from the cursor to the end of the word.

<Esc>F Moves the cursor forward one word.

<Backspace> Delete the character before the cursor.

<Del> Delete the character at the cursor.

The following generic function keys provide functions in all of the menus:

Command Help
You may enter ? at any command mode, and the CLI will return possible commands at that point, along with some
description of
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System Commands

show running-config

Description:
Display the running configuration of the switch.

copy running-config startup-config

Description:
Backup the switch configurations.

erase startup-config
Description:

Reset to default factory settings at next boot time.

clear arp
Description:

GE-DS-82 and NS2503-8P/2C Series User Manual

<ip-addr> specifies the IP address to be cleared. If no IP address is entered, the entire ARP cache is cleared.

show arp

Description:
Show the IP ARP translation table.

ping
Description:

Send ICMP ECHO_REQUEST to network hosts.
Parameters:

<1..999> specifies the number of repetitions. If not entered, it will continue to ping until you press <Ctrl>-C to stop.
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Switch Static Configuration

Port Configuration and show status

port state

Turn the port state on or off.
Syntax:
port state <on | off> [<port-list>]
Parameters:
<port-list> specifies the ports to be turn on or off. If not entered, all ports are turn on or off.

port nego

Description:
Set port negotiation.
Syntax
port nego <force | auto | nway-force> [<port-list>]
Parameters:
<port-list> specifies the ports to be set.If not entered, all ports are set.

port speed

Description:
Set port speed (in mbps) and duplex.
Syntax:
port speed <10 | 100 | 1000> <full | half> [<port-list>]
Parameters:
<port-list> specifies the ports to be set. If not entered, all ports are set.

port flow

Description:
Enable or disable port flow control.

Syntax:
port flow <enable | disable> <enable | disable> [<port-list>]

Parameters:
The first <enable | disable> enables or disables flow control in full duplex mode.
The second <enable | disable> enables or disables flow control in half duplex mode.
<port-list> specifies the ports to be set. If not entered, all ports are set.

port rate

Description:
Set port effective ingress or egress rate.
Syntax:
port rate <ingress | egress> <0..8000> [<port-list>]
Parameters:
<0..8000> specifies the ingress or egress rate.<0..8000>
<port-list> specifies the ports to be set. If not entered, all ports are set.

port priority
Description:
Set port priority.
Syntax:
port priority <disable | low | high> [<port-list>]
Parameters:
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<port-list> specifies the ports to be set. If not entered, all ports are set.

port jumboframe

Description:

Set port jumbo frame. When port jumbo frame is enable, the port forward jumbo frame packet
Syntax:

port jumboframe <enable | disable> [<port-list>]
Parameters:

<port-list> specifies the ports to be set. If not entered, all ports are set.

show port status

Description:
Show port status, including port State, Link, Trunking, VLAN, Negotiation, Speed, Duplex, Flow control, Rate control ,Priority,
Security, BSF control.

show port statistics

Description:

Show port statistics, including TxGoodPkt, TxBadPkt, RxGoodPkt, RxBadPkt, TxAbort, Collision, and DropPki.
Parameters:

<port-id> specifies the port to be shown.
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show port protection

Description:
Show protected port information.
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Trunk Configuration

Trunk allows the switch to combine ports so that they function like a single high-speed link. It can be used to increase the
bandwidth to some devices to provide a high-speed link. For example, trunk is useful when making connections between
switches or connecting servers to the switch. Trunk can also provide a redundant link for fault tolerance. If one link in the trunk
failed, the switch can balance the traffic among the remaining links.

The 10/100 Mbps port cannot be trunked with Gigabit port (Port 9 and Port 10).

All ports in the same trunk group will be treated as a single port. If a trunk group exists, the ports
belonging to that trunk will be replaced by “TRUNK #” in the VLAN configuration screen. The
following example configures Port 1~ Port 2 as “TRUNK 1.”

Trunking Commands

show trunks

Description:
Show trunking information.

Switch(config)# show trunk
Group ID | LACP | Ports | LACP Active

+ + +
1 | Yes | 1,2] 1,2

trunk add
Description:

Add a new trunk group.
Syntax:

trunk add <trunk-id> <lacp | no-lacp> <port-list> <active-port-list>
Parameters:

<trunk-id> specifies the trunk group to be added.

lacp

Description:

Specifies the added trunk group to be LACP enabled.
Syntax:

lacp

no-lacp specifies the added trunk group to be LACP disabled.
Parameters:

<port-list> specifies the ports to be set.

<active-port-list> specifies the ports to be set to LACP active.

no trunk

Description:
Delete an existing trunk group.
Syntax:
no trunk <trunk-id>
Parameters:
<trunk-id> specifies the trunk group to be deleted

LACP Command

[no] lacp

Description:
Enable/disable LACP.
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lacp system-priority

Description:

Set LACP system priority.
Syntax:

lacp system-priority <1..65535>
Parameters:

<1..65535> specifies the LACP system priority.

no lacp system-priority

Description:
Set LACP system priority to the default value 32768.

show lacp status
Description:

Show LACP enable/disable status and system priority.

show lacp

Description:
Show LACP information.
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Switch(config)# show lacp status
LACP is enabled.
LACP system priority: 32768

show lacp agg

Description:
Show LACP aggregator information.
Syntax:
show lacp agg <trunk-id>
Parameters:
<trunk-id> specifies the trunk group to be shown.

show lacp port

Description:

Show LACP information by port.
Syntax:

show lacp port <port-id>
Parameters:

<port-id> specifies the port to be shown.

VLAN group.

If VLAN group exist, all of the members of static trunk group must be in same
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VLAN Configuration

Virtual LANs

A Virtual LAN (VLAN) is a logical network group that limits the broadcast domain. It allows you to isolate network traffic so only
members of the VLAN receive traffic from the same VLAN members. Basically, creating a VLAN within a switch is logically
equivalent of reconnecting a group of network devices to another Layer 2 switch. However, all the network devices are still
plugged into the same switch physically. A station can belong to more than one VLAN group. VLAN prevents users from
accessing network resources of another on the same LAN, thus the users can not see the hard disks and printers of another
user in the same building. VLAN can also increase the network performance by reducing the broadcast traffic and enhance the
security of the network by isolating groups.

The GE-DS-82 and NS2503-8P/2C series Managed Switch supports two types of VLANS:

[ | Port-based
[ | IEEE 802.1Q (tag) —based
Only one of the two VLAN types can be enabled at one time.

Port-based VLANSs are VLANs where the packet forwarding decision is made based on the destination MAC address and its
associated port. You must define the outgoing ports allowed for each port when you use port-based VLANSs. In port-based
VLANS, the packets received from one port can only be sent to the ports which are configured to the same VLAN. As shown in
the following figure, the switch administrator configured port 1~2 as VLAN 1 and port 3~4 as VLAN 2. The packets received
from port 1 can only be forwarded to port 2. The packets received from port 2 can only be forwarded to port 1. That means the
computer A can send packets to computer B, and vice versa. The same situation also occurred in VLAN 2. The computer C and
D can communicate with each other. However, the computers in VLAN 1 can not see the computers in VLAN 2 since they
belonged to different VLANSs.

IEEE 802.1Q (tag) -based VLANs enable the Ethernet functionality to propagate tagged packets across the bridges and
provides a uniform way for creating VLAN within a network then span across the network. For egress packet, you can choose to
tag it or not with the associated VLAN ID of this port. For ingress packet, you can forward this packet to a specific port as long
as it is also in the same VLAN group.

The 802.1Q VLAN works by using a tag added to the Ethernet packets. The tag contains a VLAN Identifier (VID) which belongs
to a specific VLAN group. And ports can belong to more than one VLAN.

The difference between a port-based VLAN and a tag-based VLAN is that the tag-based VLAN truly divided the network into
several logically connected LANs. Packets rambling around the switches can be forwarded more intelligently. In the figure
shown below, by identifying the tag, broadcast packets coming from computer A in VLAN1 at sw1 can be forwarded directly to
VLAN1.

However, the switch could not be so smart in the port-based VLAN mechanism. Broadcast packets will also be forwarded to
port 4 of sw2. It means the port-based VLAN can not operate a logical VLAN group among switches.

The GE-DS-82 and NS2503-8P/2C series support both Port-based VLAN and Tag-based (802.1Q) VLAN modes. The default
configuration is tag-based (802.1Q) VLAN. In the 802.1Q VLAN, initially, all ports on the switch belong to default VLAN, VID is

You cannot delete the default VLAN group in 802.1Q VLAN mode.

VLAN Mode: Port-based

Packets can go among only members of the same VLAN group. Note all unselected ports are treated as belonging to another
single VLAN. If the port-based VLAN enabled, the VLAN-tagging is ignored.

show vlan mode

Description:
Display the current VLAN mode.
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vlan mode

Description:

Change VLAN mode.
Syntax:

vlan mode (disabled|port-based|dotlq)
Parameters:

(disabled | port-based | dot1q) specifies the VLAN mode.

Change the VLAN mode for every time, user have to restart the switch for valid value.

Advanced 802.1Q VLAN Configuration

Ingress filters configuration

When a packet was received on a port, you can govern the switch to drop it or not if it is an untagged packet. Furthermore, if the
received packet is tagged but not belonging to the same VALN group of the receiving port, you can also control the switch to
forward or drop the packet. The example below configures the switch to drop the packets not belonging to the same VLAN
group and forward the packets not containing VLAN tags.

VLAN Commands:

show vlan mode

Description:
Display the current VLAN mode.

vlan mode

Description:
Change VLAN mode.
Syntax:
vlan mode (disabled|port-based|dotlq)
Parameters:
(disabled | port-based | dot1q) specifies the VLAN mode.

Change the VLAN mode for every time, user have to restart the switch for valid value.

vlan add

Description:
Add or edit VLAN entry.
Syntax:
vlan add <1-4094> NAME (cpu-port|no-cpu-port) LIST [LIST]
Parameters:
<1-4094> specifies the VLAN id or Group id (if port based VLAN mode)
NAME specifies the VLAN group name.
(cpu-port|no-cpu-port) specifies the CPU port belong this VLAN group.
LIST specifies the ports to be set to VLAN members.
[LIST] specifies the ports to be set to tagged members. If not entered, all members set to untagged.

e.g.. switch(config)# vlan add 1 vlan1 cpu-port 1-4
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This VLAN entry has four members (from port1 to port4) and all members are untagged.

no vlan

Description:
Delete VLAN entry.
Syntax:
no vlan <1-4094>
Parameters:
<1-4094> specifies the VLAN id or group id (if port based VLAN).
e.g.novlan 1

show vlan

Description:
Show VLAN entry information.
Syntax:
show vlan [<1-4094>]
Parameters:
<1-4094> specifies the VLAN id, null means all valid entries.

e.g.

show vlan static

Description:
Show static VLAN entry information.

show vlan pvid

Description:
Show port default VLAN id.
Syntax:
show vlan pvid [LIST]
Parameters:
[LIST] specifies the ports to be showed. If not entered, all port's PVID will be showed.

e.g.
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vlan filter

Description:
Set ingress filter rules.
Syntax:
vlan filter (enable | disable) (enable | disable) LIST
Parameters:
(enable | disable) specifies the non-members packet will be forwarded or not. If set enable, forward only packets with VID
matching this port's configured VID.
(enable | disable) specifies the untagged frame will be dropped or not. If set enable, drop untagged frame.

show vlan filter

Description:
Show VLAN filter setting.
Syntax:
show vlan filter [LIST]
Parameters:
[LIST] specifies the ports to be showed. If not entered, all ports’ filter rules will be showed.
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Misc Configuration

no mac-age-time
Description:
Set MAC address age-out time.
Syntax:
[no] mac-age-time Enable or disable MAC address age-out.
mac-age-time <6..1572858>
Parameters:
<6..1572858> specifies the MAC address age-out time. Must be divisible by 6. Type the number of seconds that an inactive
MAC address remains in the switch’s address table.

show mac-age-time

Description:
Show MAC address age-out time

broadcast

Description:

Set broadcast storm filter mode to off, 1/2, 1/4, 1/8, 1/16
Syntax:

broadcast mode <off | 1/2 | 1/4 | 1/8 | 1/16 | >

broadcast select

Description:
Select the Broadcast storm filter packet type:
[ | Unicast/Multicast: Flood unicast/multicast filter
[ | Control Packets: Control packets filter

[ | IP multicast: IP multicast packets filter
[ ] Broadcast Packets: Broadcast Packets filter
Syntax:

broadcast select <unicast/multicast | control packet | ip multicast | broadcast >

Collision-Retry

Description:
Collision-Retry setting
Syntax:
Collision-Retry < off | 16 | 32 | 48 >
Parameters:
16\32\48 — In Half-Duplex, collision-retry maximum is 16\32\48 times and packet will be dropped if collisions still happen
Disable — In Half-Duplex, if happen collision will retry forever (Default).

Administration Configuration

Change Username / Password

hostname

Description:
Set switch name.
Syntax:
hostname <name-str>
Parameters:
<name-str> specifies the switch name. If you would like to have spaces within the name, use quotes (*”) around the name.
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no hostname
Reset the switch name to factory default setting.

[no] password

Description:

Set or remove username and password for manager or operator.
Syntax:

[no] password <manager | operator | all>

Parameters:
The manager username and password is also used by the web Ul.

IP Configuration

User can configure the IP setting and fill in the new value.

ip address

Description:

Set IP address and subnet mask.
Syntax:

ip address <ip-addr> <ip-mask>

ip default-gateway

Description:

Set the default gateway IP address.
Syntax:

ip default-gateway <ip-addr>

show ip

Description:
Show IP address, subnet mask, and the default gateway.

show info

Description:
Show basic information, including system info, MAC address, and versions.

Switch(config)# show info

Model name: GE-DS-82

Description: 24-Port 10/100Mbps + 2G TP/SFP Combo Managed Switch
MAC address: 00:30:4F:44:55:66

Firmware version: 2.08

CLI version: 1.07

802.1x: disabled

IGMP: enabled

LACP: enabled

dhcp

Description:
Set switch as dhcp client, it can get ip from dhcp server.
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If you set this command, the switch will reboot.

show dhcp

Description:
show dhcp enable/disable.

Reboot switch

boot

Description:
Reboot (warm-start) the switch.

Reset to Default

erase startup-config

Description:
Reset configurations to default factory settings at next boot time.

TFTP Update Firmware

copy tftp firmware

Description:
Download firmware from TFTP server.
Syntax:
copy tftp firmware <ip-addr> <remote-file>
Parameters:
<ip-addr> specifies the IP address of the TFTP server.
<remote-file> specifies the file to be downloaded from the TFTP server.

Restore Configure File

copy tftp <running-config | flash>

Description:
Retrieve configuration from the TFTP server. If the remote file is the text file of CLI commands, use the keyword
running-config.
If the remote file is the configuration flash image of the switch instead, use the keyword flash.
Syntax:
copy tftp <running-config | flash> <ip-addr> <remote-file>
Parameters:
<ip-addr> specifies the IP address of the TFTP server.
<remote-file> specifies the file to be downloaded from the TFTP server.

Backup Configure File

copy <running-config | flash> tftp

Description:
Send configuration to the TFTP server. If you want to save the configuration in a text file of CLI commands, use the
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keywordrunning-config. If you want to save the configuration flash image instead, use the keyword flash.
Syntax:

copy <running-config | flash> tftp <ip-addr> <remote-file>
Parameters:
<ip-addr> specifies the IP address of the TFTP server.

MAC limit

MAC limit allows users to set a maximum number of MAC addresses to be stored in the MAC address table. The MAC
addresses chosen to be stored in MAC address table is the result of first-come-first-save policy. Once a MAC address is stored
in the MAC address table, it stays in until it is aged out. When an “opening” is available, the switch stored the first new MAC
address it sees in that opening. All packets from MAC addresses not in the MAC address table should be blocked.

User can configure the MAC limit setting and fill in the new value.

mac-limit
Description:
Enable MAC limit.

no mac-limit

Description:
Disable MAC limit.

Mac-limit
Description:
Set port MAC limit value, 0 to turn off MAC limit of port.

Syntax:
Mac-limit <port-list> <1-64>

show mac-limit

Description:
Show MAC limit information, including MAC limit enable/disable, per-port MAC limit setting.

Port Mirroring Configuration

Port monitoring is a feature to redirect the traffic occurred on every port to a designated monitoring port on the switch. With this
feature, the network administrator can monitor and analyze the traffic on the entire LAN segment. In the Managed Switch, you
can specify one port to be the monitored ports and any single port to be the monitoring port. You also can specify the direction of
the traffic that you want to monitor. After properly configured, packets with the specified direction from the monitored ports are
forwarded to the monitoring port.

The default Port Monitoring setting is disabled.

mirror-port

Description:

Set port monitoring information. (RX only|TX only|both RX and TX)
Syntax:

mirror-port <rx | tx | both> <port-id> <port-list>
Parameters:

rx specifies monitoring rx only.

159



GE-DS-82 and NS2503-8P/2C Series User Manual

tx specifies monitoring tx only.

both specifies monitoring both rx and tx.

<port-id> specifies the analysis port ID. This port receives traffic from all monitored ports.
<port-list> specifies the monitored port list.

show mirror-port

Description:
Show port monitoring information

Quality of Service

There are four transmission queues with different priorities in the Managed Switch: Highest, SecHigh, SecLow and Lowest.
The Managed Switch will take packets from the four queues according to its QoS mode setting. If the QoS mode was set to
“Disable”, the Managed Switch will not perform QoS on its switched network. If the QoS mode was set to “High Empty Then
Low”, the Managed Switch will never exhaust packets from a queue until the queues with higher priorities are empty. If the QoS
mode was set to “weight ratio”, the Managed Switch will exhaust packets from the queues according to the ratio. The default
value of QoS mode is “weight 8:4:2:1.” That means the switch will first exhaust 8 packets from the queue with highest priority,
and then exhaust 4 packets from the queue with second high priority, and so on.

When the switch received a packet, the switch has to decide which queue to put the received packet into. In the Managed
Switch, it will put received packets into queues according to the settings of “802.1p Priority” and “Static Port Ingress Priority.”
When the received packet is an 802.1p tagged packet, the switch will put the packet into a queue according to the 802.1p
Priority setting.

Otherwise, the switch will put the packet into a queue according the setting of Static Port Ingress Priority.

B 802.1p Priority: the 802.1p packet has a priority tag in its packet header. The range of the priority is 7~0. The Managed
Switch can specify the mapping between 802.1p priority and the four transmission queues. In the default setting, the packets
with 802.1p priority 0~1 are put into the queue with lowest priority, the packets with 802.1p priority 2~3 are put into queue
with second low priority, and so on.

W Static Port Ingress Priority: each port is assigned with one priority 7~0. The priority of the packet received from one port is
set to the same priority of the receiving port. When the priority of the received packet was determined, the packet is treated
as an 802.1p packet with that priority and will be put into a queue according to the 802.1p Priority setting.

QoS Configuration

QoS mode:

B First Come First Service: The sequence of packets sent is depending on arrive orders.

B All High before Low: The high priority packets sent before low priority packets.

B WRR: Weighted Round Robin. Select the preference given to packets in the switch's high-priority queue. These options
represent the number of higher priority packets sent before one lower priority packet is sent. For example, 8 Highest : 4
second-high means that the switch sends 8 highest-priority packets before sending 4 second-high priority packets.

B Qos level: 0~7 priority level can map to highest, second-high, second-low, lowest queue.

Commands:

qos priority
Description:
Set 802.1p priority.
Syntax:
gos priority <first-come-first-service | all-high-before-low |weighted-round-robin>
Parameters:
[<highest-weight>][<sechighweight>][<sec low -weight>] [<lowest-weight>]
e.g. qos priority weighted-round-robin 8,4,2,1

gos level

Description:

Set priority levels to highest, second-high, second-low and lowest.
Syntax:

gos level < highest | second-high | second-low | lowest > <level-list>
Parameters:
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<level-list> specifies the priority levels to be high or low.
Level must be

between 1 and 7.

e.g. qos level highest 7

e.g. qos level lowest 4

show qos

Description:
Show QoS configurations, including802.1p priority, priority level.

e.g.

Switch(config)# show qos

QoS configurations:

QoS mode: weighted round robin

Highest weight: 8

Second High weight: 4

Second Low weight: 2

Lowest weight: 1

802.1p priority[0-71]:

Lowest Lowest SecLow SeclLow SecHigh SecHigh Highest Highest

Per Port Priority

port priority
Description:
Set port priority.
Syntax:
port priority <disable | [0-7]> [<port-list>]
Parameters:
<port-list> specifies the ports to be set. If not entered, all ports are set.
e.g. port priority disable 1-5

MAC Address Configuration

clear mac-address-table

Description:
Clear all dynamic MAC address table entries.

mac-address-table static

Description:
Set static unicast or multicast MAC address. If multicast MAC address (address beginning with 01:00:5E) is supplied, the last
parameter must be port-list. Otherwise, it must be port-id.

Syntax:
mac-address-table static <mac-addr> <vlan-id> <port-id | port-list>

no mac-address-table static mac-addr

Description:

Delete static unicast or multicast MAC address table entries.
Syntax:

no mac-address-table static mac-addr <vlan-id>
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show mac-address-table

Description:
Display MAC address table entries.

Switch(config)# show mac-address-table
MAC Address | VLAN | Type | Source

+ + +
00:08:B6:00:06:90 | 1| Dynamic |9
00:40:63:00:65:30 | 1| Dynamic | Trk1
00:03:63:F7:80:7F | 1| Dynamic |9

show mac-address table static

Description:
Display static MAC address table entries.

show mac-address-table multicast

Description:
Display multicast related MAC address table.

smac-address-table static

Description:
Set static unicast or multicast MAC address in secondary MAC address table. If multicast MAC address (address beginning
with 01:00:5E) is supplied, the last parameter must be port-list. Otherwise, it must be port-id.

Syntax:
smac-address-table static <mac-addr> <vlan-id> <port-id | port-list>

show smac-address-table

Description:
Display secondary MAC address table entries.

show smac-address-table multicast

Description:
Display multicast related secondary MAC address table.

[no] filter

Description:
Set MAC address filter. The packets will be filtered if both of the destination MAC address and the VLAN tag matches the filter
entry. If the packet does not have a VLAN tag, then it matches an entry with VLAN ID 1.

Syntax:
[no] filter <mac-addr> <vlan-id>

show filter

Description:
Display filter MAC address table.

162



GE-DS-82 and NS2503-8P/2C Series User Manual

STP/MSTP Commands

[no] spanning-tree
Description:
Enable or disable spanning-tree.

spanning-tree forward-delay

Description:
Set spanning tree forward delay of CIST, in seconds.
Syntax:
spanning-tree forward-delay <4-30>
Parameters:
<4-30> specifies the forward delay, in seconds. Default value is 15.

% I The parameters must enforce the following relationships:
2*(hello-time + 1) <= maximum-age <= 2*(forward-delay - 1)

spanning-tree hello-time

Description:
Set spanning tree hello time of CIST, in seconds.
Syntax:
spanning-tree hello-time <1-10>
Parameters:
<1-10> specifies the hello time, in seconds. Default value is 2.

% I The parameters must enforce the following relationships:
2*(hello-time + 1) <= maximum-age <= 2*(forward-delay - 1)

spanning-tree maximum-age
Description:
Set spanning tree maximum age of CIST, in seconds.
Syntax:
spanning-tree maximum-age <6-40>
Parameters:
<6-40> specifies the maximum age, in seconds. Default value is 20.

%&l The parameters must enforce the following relationships:
2*(hello-time + 1) <= maximum-age <= 2*(forward-delay - 1)

Note

spanning-tree priority
Description:
Set spanning tree bridge priority of CIST and all MSTIs.
Syntax:
spanning-tree priority <0-61440>
Parameters:
<0-61440> specifies the bridge priority. The value must be in steps of 4096. Default value is 32768.
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show spanning-tree

Description:
Show spanning-tree information.

show spanning-tree port

Description:
Show spanning tree per port information.
Syntax:
show spanning-tree port [<port-list>]
Parameters:
<port-list> specifies the port to be shown. Null means all ports.

[no] spanning-tree debug

Description:
Enable or disable spanning tree debugging information.

spanning-tree protocol-version

Description:
Change spanning tree protocol version of CIST.
Syntax:
spanning-tree protocol-version <stp | mstp>
Parameters:
stp specifies the original spanning tree protocol (STP,802.1d).
mstp specifies the multiple spanning tree protocol (MSTP,802.1s)

spanning-tree max-hops
Description:
Set spanning tree bridge maximum hops of CIST and all MSTls.
Syntax:
spanning-tree max-hops <1-40>
Parameters:
<1-40> specifies the bridge maximum hops. Default value is 20.

spanning-tree name

Description:
Set spanning tree bridge name of CIST.
Syntax:
spanning-tree name [<name-string>]
Parameters:
<name-string> specifies the bridge name. Default name is null.

spanning-tree revision

Description:
Set spanning tree bridge revision of CIST.
Syntax:
spanning-tree revision <1-65535>
Parameters:
<1-65535> specifies the bridge revision. Default value is 0.

spanning-tree port path-cost

Description:

Set spanning tree port path cost of CIST.
Syntax:

spanning-tree port path-cost <1-200000000> [<port-list>]
Parameters:
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<1-200000000> specifies port path cost.
<port-list> specifies the ports to be set. Null means all ports.

spanning-tree port priority
Description:
Set spanning tree port priority of CIST.
Syntax:
spanning-tree port priority <0-240> [<port-list>]
Parameters:
<0-240> specifies the port priority. The value must be in steps of 16.
<port-list> specifies the ports to be set. Null means all ports.

[no] spanning-tree port mcheck

Description:

Force the port of CIST to transmit MST BPDUs. No format means not force the port of CIST to transmit MST BPDUs.
Syntax:

[no] spanning-tree port mcheck [<port-list>]
Parameters:

<port-list> specifies the ports to be set. Null means all ports.

[no] spanning-tree port edge-port
Description:
Set the port of CIST to be edge connection. No format means set the port of CIST to be non-edge connection.
Syntax:
[no] spanning-tree port edge-port [<port-list>]
Parameters:
<port-list> specifies the ports to be set. Null means all ports.

[no] spanning-tree port non-stp

Description:

Disable or enable spanning tree protocol on the CIST port.
Syntax:

[no] spanning-tree port non-stp [<port-list>]
Parameters:

<port-list> specifies the ports to be set. Null means all ports.

spanning-tree port point-to-point-mac
Description:
Set the port of CIST to be point to point connection.
Syntax:
spanning-tree port point-to-point-mac <auto | true | false> [<port-list>]
Parameters:
auto specifies point to point link auto connection.
true specifies point to point link true.
false specifies point to point link false.
<port-list> specifies the ports to be set. Null means all ports.

spanning-tree mst

Description:
Set spanning tree bridge priority of MSTI.
Syntax:
spanning-tree mst <0-15> priority <0-61440>
Parameters:
<0-15> specifies the MSTI instance ID.
<0-61440> specifies the MSTI bridge priority. The value must be in steps of 4096. Default value is 32768.
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spanning-tree mst <0-15> vlan [<vlan-list>]

Description:
Set MSTI to map VLAN list.
Syntax:
spanning-tree mst <0-15> vlan [<vlan-list>]
Parameters:
<0-15> specifies the MSTI instance ID.
<vlan-list> specifies the mapped VLAN list. Null means all VLANSs.

spanning-tree mst <0-15> port path-cost <1-200000000> [<port-list>]

Description:

Set spanning tree port path cost of MSTI.
Syntax:

spanning-tree mst <0-15> port path-cost <1-200000000> [<port-list>]
Parameters:

<1-200000000> specifies port path cost.

<port-list> specifies the ports to be set. Null means all ports.

spanning-tree mst <0-15> port priority <0-240> [<port-list>]
Description:
Set spanning tree port priority of MSTI.
Syntax:
spanning-tree mst <0-15> port priority <0-240> [<port-list>]
Parameters:
<0-240> specifies the port priority. The value must be in steps of 16.
<port-list> specifies the ports to be set. Null means all ports.

no spanning-tree mst

Description:

Delete the specific MSTI.
Syntax:

no spanning-tree mst <0-15>
Parameters:

<0-15> specifies the MSTI instance ID.

show spanning-tree

Description:
Show spanning-tree information of CIST.

show spanning-tree port

Description:
Show spanning tree port information of CIST.
Syntax:
show spanning-tree port [<port-list>]
Parameters:
<port-list> specifies the port to be shown. Null means all ports.

show spanning-tree mst configuration

Description:
Show MST instance map.
Syntax:
show spanning-tree mst configuration
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show spanning-tree mst <0-15>

Description:

Show MST instance information.
Syntax:

show spanning-tree mst <0-15>
Parameters:

<0-15> specifies the MSTI instance ID.

show spanning-tree mst <0-15> port <1-10>

Description:

Show specific port information of MST instance.
Syntax:

show spanning-tree mst <0-15> port <1-10>
Parameters:

<0-15> specifies the MSTI instance ID.

<1-10> specifies port number.

show vlan spanning-tree

Description:

Show per VLAN per port spanning tree status.
Syntax:

show vlan spanning-tree

SNMP

GE-DS-82 and NS2503-8P/2C Series User Manual

Any Network Management running the simple Network Management Protocol (SNMP) can be management the switch.

System Options

Snmp /no snmp

Description:
Enable or disable SNMP.

Show snmp status

Description:
Show the enable or disable status of SNMP.

snmp system-name

Description:

Set agent system name string.
Syntax:

snmp system-name <name-str>
Parameters:

<name-str> specifies the system name string.
e.g. snmp system-name SWITCH

snmp system-location

Description:

Set agent location string.
Syntax:

snmp system-location <location-str>
Parameters:
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<location-str> specifies the location string.
e.g. snmp system-location office

snmp system-contact

Description:
Set agent system contact string.
Syntax:
snmp system-contact <contact-str>
Parameters:
<contact-str> specifies the contact string.
e.g. snmp system-contact abc@sina.com

show snmp system

Description:
Show SNMP system information.

Community Strings

snmp community

Description:

Set SNMP community string.
Syntax:

snmp community <read-sysinfo-only | read-all-only | read-write-all><community-str>
Parameters:

<community-str> specifies the community string.

e.g. snmp community read-all-only public

no snmp community

Description:
Delete SNMP community string.
Syntax:
Nno snmp community <community-str>
Parameters:
<community-str> specifies the community string.
€.g. no snmp community public

show snmp community

Description:
Show SNMP community strings.

Trap Managers

snmp trap

Description:

Set SNMP trap receiver IP address, community string, and port number.
Syntax:

snmp trap <ip-addr> [<community-str>] [<1..65535>]
Parameters:

<ip-addr> specifies the IP address.

<community-str> specifies the community string.

<1..65535> specifies the trap receiver port number.

e.g. snmp trap 192.168.200.1 public
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no snmp trap

Description:

Remove trap receiver |IP address and port number.
Syntax:

no snmp trap <ip-addr> [<1..65535>]
Parameters:

<ip-addr> specifies the IP address.

<1..65535> specifies the trap receiver port number.

e.g. no snmp trap 192.168.200.1

show snmp trap

Description:
Show all trap receivers.

IGMP

The Internet Group Management Protocol (IGMP) is an internal protocol of the Internet Protocol (IP) suite.

igmp
Description:

Enable/disable IGMP snooping.
Syntax:

[no]igmp

igmp fastleave

Description:
Enable/disable IGMP snooping fast leave. If enable, switch will fast delete member who send leave report,
else wait one sec.

Syntax:
[no] igmp fastleave

igmp querier
Description:

Enable/disable IGMP snooping querier.
Syntax:

[no] igmp querier

igmp CrossVLAN
Description:

Enable/disable IGMP snooping CrossVLAN
Syntax:

[no]igmp CrossVLAN

igmp debug

Description:

Enable/disable IGMP snooping debugging output.
Syntax:

[no]igmp debug

show igmp

Description:
Show IGMP snooping information.
Syntax:
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show igmp <status | router | groups | table>
Parameters:
status specifies IGMP snooping status and statistics information.
router specifies IGMP snooping router’s IP address.
groups specifies IGMP snooping multicast group list.
table specifies IGMP snooping IP multicast table entries.

igmp clear_statistics

Description:
Clear IGMP snooping statistics counters.

802.1x Protocol

dotlx

Description:

Enable or disable 802.1x.
Syntax:

[no] dotlx

radius-server host

Description:

Set radius server IP, port number, and accounting port number.
Syntax:

radius-server host <ip-addr> <1024..65535> <1024..65535>
Parameters:

<ip-addr> specifies server’s IP address.

The first <1024..65535> specifies the server port number.

The second <1024..65535> specifies the accounting port number.

radius-server key

Description:

Set 802.1x shared key.
Syntax:

radius-server key <key-str>
Parameters:

<key-str> specifies shared key string.

radius-server nas

Description:

Set 802.1x NAS identifier.
Syntax:

radius-server nas <id-str>
Parameters:

<id-str> specifies NAS identifier string.

show radius-server

Description:
Show radius server information, including radius server IP, port number, accounting port number, shared key, NAS identifier,

dotlx timeout quiet-period

Description:

Set 802.1x quiet period. (default: 60 seconds)
Syntax:

dotlx timeout quiet-period <0..65535>
Parameters:

<0..65535> specifies the quiet period, in seconds.
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dotlx timeout tx-period

Description:

Set 802.1x Tx period. (default: 15 seconds).
Syntax:

dotlx timeout tx-period <0..65535>
Parameters:

<0..65535> specifies the Tx period, in seconds.

dotlx timeout supplicant

Description:

Set 802.1x supplicant timeout (default: 30 seconds)
Syntax:

dotlx timeout supplicant <1..300>
Parameters:

<1..300> specifies the supplicant timeout, in seconds.

dotlx timeout radius-server

Description:
Set radius server timeout (default: 30 seconds).
Syntax:
dotlx timeout radius-server <1..300>
Parameters:
<1..300> specifies the radius server timeout, in seconds.

dotlx max-req

Description:

Set 802.1x maximum request retries (default: 2 times).
Syntax:

dotlx max-req <1..10>
Parameters:

<1..10> specifies the maximum request retries.

dotlx timeout re-authperiod

Description:

Set 802.1x re-auth period (default: 3600 seconds).
Syntax:

dotlx timeout re-authperiod <30..65535>
Parameters:

<30..65535> specifies the re-auth period, in seconds.

show dotlx

Description:
Show 802.1x information, quiet period, Tx period, supplicant timeout, server timeout, maximum requests, and re-auth period.

dotlx port

Description:

Set 802.1x per port information.
Syntax:

dotlx port <fu | fa | au | no> <port-list>
Parameters:

fu specifies forced unauthorized.

fa specifies forced authorized.

au specifies authorization.

no specifies disable authorization.

<port-list> specifies the ports to be set.
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show dotlx port

Description:
Show 802.1x per port information.

Access Control List

Packets can be forwarded or dropped by ACL rules include Ipv4 or non-Ipv4. The Managed Switch can be used to block
packets by maintaining a table of packet fragments indexed by source and destination IP address, protocol, and so on

Ipv4 ACL commands

no acl

Description:
Delete ACL group.
Syntax:
no acl <1-220>
Parameters:
<1-220> specifies the group id.
e.g.no acl 1

no acl count

Description:
Reset the Acl group count.
Syntax:
no acl count <Groupld>
Parameters:
Groupld: <1-220> specifies the group id.

show acl

Description:
Show ACL group information.
Syntax:
show acl [<1-220>]
Parameters:
<1-220> specifies the group id, null means all valid groups.
eg.

Switch(config)# show acl 1
Group Id : 1

Action : Permit

Rules:

Vlan ID : Any

IP Fragement : Uncheck
Src IP Address : Any

Dst IP Address : Any

L4 Protocol : Any

Port ID : Any

Hit Octet Count : 165074
Hit Packet count : 472

acl (add|edit) <1-220> (permit|deny) <0-4094> ipv4 <0-255>

Description:
Add or edit ACL group for Ipv4.
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Syntax:
acl (add|edit) <1-220> (permit|deny) <0-4094> ipv4 <0-255> A.B.C.D A.B.C.D A.B.C.D A.B.C.D (check|unCheck)
<0-65535> <0-10>
Parameters:
(add|edit) specifies the operation.
<1-220> specifies the group id.
(permit|deny) specifies the action. permit: permit packet cross switch; deny: drop packet.
<0-4094> specifies the VLAN id. 0 means don't care.
<0-255> specifies the IP protocol. 0 means don't care.
A.B.C.D specifies the Source IP address. 0.0.0.0 means don't care.
A.B.C.D specifies the Mask. 0.0.0.0 means don't care, 255.255.255.255 means compare all.
A.B.C.D specifies the Destination IP Address. 0.0.0.0 means don't care.
A.B.C.D specifies the Mask. 0.0.0.0 means don't care, 255.255.255.255 means compare all.
(check|unCheck) specifies the IP Fragment. check: Check IP fragment field; unCheck: Not check IP fragment field.
<0-65535> specifies the Destination port number if TCP or UDP. 0 means don't care.
<0-10> specifies the Port id. 0 means don't care.

e.g.

Switch(config)# acl add 1 deny 1 ipv4 0 192.168.1.1 255.255.255.255 0.0.0.0 0.0.0.0 unCheck 0 0

This ACL rule will drop all packet from IP is 192.168.1.1 with VLAN id=1 and IPv4.

acl (add|edit) <1-220> (qosvoip) <0-4094>

Description:
Add or edit ACL group for Ipv4.
Syntax:
acl (add|edit) <1-220> (qosvoip) <0-4094> <0-7> <0-1F> <0-1F> <0-FF> <0-FF> <0-FFFF> <0-FFFF> <0-FFFF>
<0-FFFF>
Parameters:
(add|edit) specifies the operation.
<1-220> specifies the group id.
(qosvoip) specifies the action, do qos voip packet adjustment.
<0-4094> specifies the VLAN id. 0 means don't care.
<0-1F> specifies the port ID value.
<0-1F> specifies the port ID mask.
<0-FF> specifies the protocol value.
<0-FF> specifies the protocol mask.
<0-FFFF> specifies the source port value.
<0-FFFF> specifies the source port mask.
<0-FFFF> specifies the destination port value.
<0-FFFF> specifies the destination mask.
e.g.acladd 1 qosvoip 1711000000

Non-lpv4 ACL commands

no acl <1-220> and show acl [<1-220>] commands are same as Ipv4 ACL commands.

acl (add|edit) <1-220> (permit|deny) <0-4094> nonipv4 <0-65535>

Description:
Add or edit ACL group for non-Ipv4.
Syntax:
acl (add|edit) <1-220> (permit|deny) <0-4094> nonipv4 <0-65535>
Parameters:
(add|edit) specifies the operation.
<1-220> specifies the group id.
(permit|deny) specifies the action. permit: permit packet cross switch; deny: drop packet.
<0-4094> specifies the VLAN id. 0 means don't care.
<0-65535> specifies the Ether Type. 0 means don't care.
e.g. acl add 1 deny 0 nonipv4 2054. This ACL rule will drop all packets for ether type is 0x0806 and non-IPv4.
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Binding

Let device that has specific IP address and MAC address can use network. We can set specific IP address, MAC address,
VLAN id and port id to bind, and device can cross switch if all conditions match.

SIP/SMAC binding commands

bind
Description:
Enable binding function.

no bind

Description:
Disable binding function.

no bind

Description:
Delete Binding group.
Syntax:
no bind <1-220>
Parameters:
<1-220> specifies the group id.
e.g. no bind 1

show bind

Description:
Show Binding group information.
Syntax:
show bind [<1-220>]
Parameters:
<1-220> specifies the group id, null means all valid groups.
e.g. show bind 1

bind add

Description:
Add Binding group.
Syntax:
bind add <1-220> A:B:C:D:E:F <0-4094> A.B.C.D <1-10>
Parameters:
<1-220> specifies the group id.
A.B.C.D specifies the MAC address.
<0-4094> specifies the VLAN id. 0 means don't care.
A.B.C.D specifies the Source IP address. 0.0.0.0 means don't care.
A.B.C.D specifies the IP Address.
<1-10> specifies the Port id.

e.g.

Switch(config)# bind add 1 00:11:22:33:44:55 0 192.168.1.1 1

This Binding rule will permit all packet cross switch from device’s IP is 192.168.1.1 and MAC is 00:11:22:33:44:55 and this
device connect to switch port id=1.
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Power over Ethernet Commands (ce-ps-82-poE / NS2503-8P/2C)

show poe

Show System Power over Ethernet information

show poe status

Show PoE port information

poe temperature-protection

Enabling or disabling the PoE power supply over temperature protection

poe limit-mode

Configure System PoE power limit mode information

poe enable

Enabling or disabling the port POE injects function

poe priority

Set port priority for the power supply management

poe maximum-power

Enabling or disabling per port power output limit

GE-DS-82-POE power budget is 110W and support 8 ports PoE. This chapter will be
described how to configure PoE feature by example of GE-DS-82-POE.

Display System PoE status

show poe

Description:

Show System Power over Ethernet information
Command Level

Global Configuration
Example:

Switch (config)# show poe

Maximum Available Power :150Watts
System Operation Status :on

POE Admin mode : Enable
Temperature Unit1 : 38C/100F
Temperature Unit2 f35C/95F
Over Temperature : gg;vatts
PoE Power Consumption : 60 °
Temperature Threshold : 0%
y2age  100%
Usage Threshold : ©

PoE Power limit mode : Consumption

show poe status

Description:

Show per PoE port information
Command Level

Global Configuration
Syntax:

show poe status [<port-list>]
Parameters:

<port-list> specifies the ports to be set. If not entered, all ports are set.

Example 1:
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Example 2:

Configure PoE Over Temperature Protection

poe temperature-protection enable

Description:
Configure PoE over temperature protection to enable or disable
Command Level
Global Configuration
Syntax:
poe temperature-protection { enable }
Parameters:
<Enable > Enable PoE power budget change automatically by detected PoE unit temperature
<Disable > Disable PoE power budget change automatically

PoE temperature-protection working in Priority mode or Total Limit mode only.
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poe limit-mode
Description:
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Configure System PoE power limit mode information

Command Level
Global Configuration
Syntax:

poe limit-mode { Consumption / Classification / Total-Limit }

Parameters:

<Consumption> Power is allocated according to the actual need of each PD.
<Classification> The system will handle power allocation according to class (0 to 4)
<Total Limit> Set limit value of the total POE port provided power to the PDs

Example:

Switch(config)# poe limit-mode Consumption

Switch (config)# show poe

Maximum Available Power
System Operation Status
POE Admin mode
Temperature Unit1
Temperature Unit2
Over Temperature

PoE Power Consumption
Temperature Threshold
Usage

Usage Threshold

PoE Power limit mode

:150Watts
:on

: Enable

: 38C/100F
:35C/95F

: 55 watts

1 30%

: 60

: 0%
:100%

: Consumption

poe admin-mode
Description:

Configure System PoE Admin mode information

Command Level
Global Configuration
Syntax:

poe admin-mode { enable / disable }

[no] poe admin-mode
Parameters:

<enable > Enable POE

<disable > Disable POE.

PoE admin-mode command has included in NS2503-8P/2C only.

Example:

Switch(config)# poe admin-mode enable
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poe temperature

Description:
Configure System PoE Temperature Threshold information
Command Level
Global Configuration
Syntax:
poe temperature { thershold } {0-100}
Parameters:
<thershold> Thershold
<0-100> Temperature Threshold: 0~100 C

PoE temperature command has included in NS2503-8P/2C only.

Example:
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poe usage

Description:
Configure System PoE Usage Threshold information
Command Level
Global Configuration
Syntax:
poe usage { thershold } {0-100}
Parameters:
<thershold> Thershold
<0-100> Usage Threshold: 0~100%

PoE usage command has included in NS2503-8P/2C only.

Example:

poe set

Description:

Configure System PoE schedule profile
Command Level

Global Configuration
Syntax:
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poe set { profile / <1-7> / <on / off>/ port list}
Parameters:

<profile> Set profile

<1-7> 1~7, Week day From Monday(1) to Sunday(7)
<on/off> Enable or Disable POE port at the hour.
<port list> Hour list, e.g. 3,6-8

Example:

Switch(config)# Switch(config)# poe set profilel 1 on 3

Configure PoE -- Port

poe enable

Description:
Enabling or disabling the port POE injects function.
Command Level:
Global Configuration
Syntax:
poe enable [<port-list>]
[no] poe enable [<port-list>]
Parameters:
<port-list> specifies the ports to be set. If not entered, all ports are set.
Example:

Switch(config)# poe enable 1

Switch(config)# show poe status 1

Port Admin Oper FOLET Priority Power Limit[W] Gl Lo CurrentfmA]  Device Class
i Mode T . MW
Port1 Enable on 802.3at Low 15.4 13.4 279 0

Switch(config)# no poe enable 1

Switch(config)# show poe status 1

Port Admin Oper sy Priority Power Limit[W] Ottt Celrsum iz CurrentimA]  Device Class
"7 Mode 7 TR w .. T T
Port1 Disable on  802.3at High 15.4 13.4 279 0
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poe priority
Description:
Set port priority for the power supply management.

”»

The command is configurable while “poe limit-mode” is set to “Port Priority

Command Level:

Global Configuration
Syntax:

poe priority { Critical | High | Low} [<port-list>]
Parameters:

{Critical | High | Low}

e Critical — Indicates that operating the powered device is high.
¢ High— Indicates that operating the powered device has medium priority.

¢ Low— Indicates that operating the powered device has low priority

<port-list> specifies the ports to be set. If not entered, all ports are set.
Example:

Switch(config)# poe priority low 1

Switch(config)# show poe status 1

Port Admin Oper l;/tljc\)%er Priority Power Limit[W] CurrentC[S\?]sumphon CurrentimA]  Device Class
Port1 Enable on 802.3at Low 15.4 13.4 279 0

poe maximum-power
Description:
Enabling or disabling per port power output limit. (GE-DS-82-POE only)
The command is configurable while “poe limit-mode” is set to “Total-Limit”
Command Level:
Global Configuration
Syntax:
poe maximum-power <1~15.4> [<port-list>]
no poe mximum-power [<port-list>]
Parameters:
<1~15.4>
<port-list> specifies the ports to be set. If not entered, all ports are set.
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Example:

Switch(config)# poe maximum-power 10 1

Switch(config)# show poe status 1

Port Admin Oper o Priority Power Limit[W] Ottt Celrsum iz CurrentimA]  Device Class
. Mode 7 T Moo T T
Port1 Enable on | 802.3at Low 10 00 0

poe maximum-power
Description:
Enable per port power output limit
The command is configurable while “poe limit-mode” is set to “Total-Limit”
Command Level:
Global Configuration
Syntax:
poe maximum-power <0~308> [<port-list>]
Parameters:
<0~308> <802.af>power limit range from 0~15.4, <802.at>power limit range from 0~30.8, the set value must multiple of 10

(NS2503-8P/2C only)
<port-list> specifies the ports to be set. If not entered, all ports are set.

1. This PoE maximum-power command has included in NS2503-8P/2C only.

Example:

Switch(config)# poe maximum-power 100 1

Switch (config)# show poe status 1

: Power . Power . Device
Port  Admin  Oper  noge PO imigyy Comsumption W] CurentimAl gags
Port1 Enable on 802.3af Low 10 00 0
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poe power-mode

Description:
Set poe power mode for the power supply management
Command Level
Global Configuration
Syntax:
poe power-mode{ 802.3af / 802.3at } [<port-list>]
Parameters:
<802.3af> <802.3af > Set maximum PoE output capability to 15.4Watts
<802.3at> <802.3at > Set maximum PoE output capability to 30.8Watts
<LIST> Port list, e.g. 3,6-8

PoE power-mode command has included in NS2503-8P/2C only.

Example:

Switch(config)# poe power-mode 802.3at 1-8

Switch (config)# show poe
|Port Admin Oper Power mode Priority Power Limit[W] Consumption[W] Current[mA] De
vice Class
Port1 Enable Off 802.3at Critical 30.8 0.0 0.0 0
Port2 Enable Off 802.3at Critical 30.8 0.0 0.0 0
Port3 Enable Off 802.3at Critical 30.8 0.0 0.0 0
Port4 Enable Off 802.3at Critical 30.8 0.0 0.0 0
Port5 Enable Off 802.3at Critical 30.8 0.0 0.0 0
Port6 Enable Off 802.3at Critical 30.8 0.0 0.0 0
Port7 Enable Off 802.3at Critical 30.8 0.0 0.0 0
Port8 Enable Off 802.3at Critical 30.8 0.0 0.0 0
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SMTP Commands

smtp

Description:
Enabling or disabling SMTP alarm function.

Command Level:
Global Configuration

Syntax:
smtp [<auth | noauth>] [SMTP server IP address] [SMTP port number] [user name] [password] [Sender mail address]
[Receiver1 mail address] [Receiver2 mail address]
[no] smtp

Parameters:
<auth> specifies mail account if user wants forward the alarm mail to different domain. User has to register a mail account to
the mail server.
<noauth> specifies no need to input mail account. In most case, SMTP server could relay mail to the same domain without
mail account.

Example:

Switch(config)# smtp auth 192.168.0.6 25 username password a@test.com b@test.com
c@test.com

User (manage user name and password)

user

Description:
Manage user name and password. It offers user to add, edit and delete user account, and there are 3 permission modes for
choosing.
Command Level:
Global Configuration
Syntax:
user [add] [edit] [delete]
Parameters:
<add> add user information.
<edit> edit user information, included user name and password.
<delete> delete user information, but user can’t delete admin account.
<administrator> it is full control permission to the switch.
<operator> it offers full control permission to PoE configuration only, the other function has read permission only.
<viewer> it offers read only permission to whole switch.
Example:

Switch(config)# user add administrator
New username: test

New password for user:

Retype new password:

Switch(config)#
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SWITCH OPERATION
Address Table

The Switch is implemented with an address table. This address table composed of many entries. Each entry is used to store the
address information of some node in network, including MAC address, port no, etc. This in-formation comes from the learning
process of Ethernet Switch.

Learning

When one packet comes in from any port, the Switch will record the source address, port no. And the other related information
in address table. This information will be used to decide either forwarding or filtering for future packets.

Forwarding & Filtering

When one packet comes from some port of the Ethernet Switching, it will also check the destination address besides the source
address learning. The Ethernet Switching will lookup the address-table for the destination address. If not found, this packet will
be forwarded to all the other ports except the port, which this packet comes in. And these ports will transmit this packet to the
network it connected. If found, and the destination address is located at different port from this packet comes in, the Ethernet
Switching will forward this packet to the port where this destination address is located according to the information from address
table. But, if the destination address is located at the same port with this packet comes in, then this packet will be filtered.
Thereby increasing the network throughput and availability

Store-and-Forward

Store-and-Forward is one type of packet-forwarding techniques. A Store-and-Forward Ethernet Switching stores the incoming
frame in an internal buffer, do the complete error checking before transmission. Therefore, no error packets occurrence, it is the
best choice when a network needs efficiency and stability.

The Ethernet Switch scans the destination address from the packet-header, searches the routing table pro-vided for the
incoming port and forwards the packet, only if required. The fast forwarding makes the switch attractive for connecting servers
directly to the network, thereby increasing throughput and availability. How-ever, the switch is most commonly used to segment
existence hubs, which nearly always improves overall performance. An Ethernet Switching can be easily configured in any
Ethernet network environment to signifi-cantly boost bandwidth using conventional cabling and adapters.

Due to the learning function of the Ethernet switching, the source address and corresponding port number of each incoming and
outgoing packet are stored in a routing table. This information is subsequently used to filter packets whose destination address
is on the same segment as the source address. This confines network traffic to its respective domain and reduce the overall
load on the network.

The Switch performs "Store and forward" therefore, no error packets occur. More reliably, it reduces the re-transmission rate.
No packet loss will occur.
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Auto-Negotiation

The STP ports on the Switch have built-in "Auto-negotiation". This technology automatically sets the best possible bandwidth
when a connection is established with another network device (usually at Power On or Reset). This is done by detect the modes
and speeds at the second of both device is connected and capable of, both 10Base-T and 100Base-TX devices can connect
with the port in either Half- or Full-Duplex mode.

If attached device is: 100Base-TX port will set to:

10Mbps, no auto-negotiation 10Mbps.

10Mbps, with auto-negotiation 10/20Mbps (10Base-T/Full-Duplex)
100Mbps, no auto-negotiation 100Mbps

100Mbps, with auto-negotiation 100/200Mbps (100Base-TX/Full-Duplex)
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POWER OVER ETHERNET OVERVIEW

What is PoE?

Based on the global standard IEEE 802.3af, PoE is a technology for wired Ethernet, the most widely installed local area network
technology adopted today. PoE allows the electrical power necessary for the operation of each end-device to be carried by data
cables rather than by separate power cords. New network applications, such as IP Cameras, VolP Phones, and Wireless
Networking, can help enterprises improve productivity. It minimizes wires that must be used to install the network for offering
lower cost, and less power failures.

IEEE802.3af also called Data Terminal equipment (DTE) power via Media dependent interface (MDI) is an international
standard to define the transmission for power over Ethernet. The 802.3af is delivering 48V power over RJ-45 wiring. Besides
802.3af also define two types of source equipment: Mid-Span and End-Span.

[ | Mid-Span

Mid-Span device is placed between legacy switch and the powered device. Mid-Span is tap the unused wire pairs 4/5 and
7/8 to carry power, the other four is for data transmit.
[ | End-Span

End-Span device is direct connecting with power device. End-Span could also tap the wire 1/2 and 3/6.

PoE System Architecture

The specification of PoE typically requires two devices: the Powered Source Equipment (PSE) and the Powered Device (PD).
The PSE is either an End-Span or a Mid-Span, while the PD is a PoE-enabled terminal, such as IP Phones, Wireless LAN, etc.
Power can be delivered over data pairs or spare pairs of standard CAT-5 cabling.

How Power is Transferred Through the Cable

A standard CAT5 Ethernet cable has four twisted pairs, but only two of these are used for 10BASE-T and 100BASE-T. The
specification allows two options for using these cables for power, shown in Figure 2 and Figure 3:

The spare pairs are used. Figure 2 shows the pair on pins 4 and 5 connected together and forming the positive supply, and the
pair on pins 7 and 8 connected and forming the negative supply. (In fact, a late change to the spec allows either polarity to be
used).

POWER SOURCING POWERED DEVICE
EQUIPMENT [PSE) [PD)
4 a
P |
SPARE PAIR
1 1
.l E
= ™ L i Ax
SIGNAL ;-.;rln e D
3 3 s

L

]
-.':I |||
2 |

Convarias
f [, 000 #i=
g (&
SIGMAL PAIR
7

7
B AL 3]

SPARE PAIR
Figure 1 - Power Supplied over the Spare Pins

The data pairs are used. Since Ethernet pairs are transformer coupled at each end, it is possible to apply DC power to the
center tap of the isolation transformer without upsetting the data transfer. In this mode of operation the pair on pins 3 and 6 and
the pair on pins 1 and 2 can be of either polarity.
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Figure 2 - Power Supplied over the Data Pins

When to install POE?

Consider the following scenarios:

e +You're planning to install the latest VolP Phone system to minimize cabling building costs when your company moves into
new offices next month.

e < The company staff has been clamoring for a wireless access point in the picnic area behind the building so they can work
on their laptops through lunch, but the cost of electrical power to the outside is not affordable.

e + Management asks for IP Surveillance Cameras and business access systems throughout the facility, but they would rather
avoid another electrician's payment.

References:

IEEE Std 802.3af-2003 (Amendment to IEEE Std 802.3-2002, including IEEE Std 802.3ae-2002), 2003 Page(s):0_1-121
White Paper on Power over Ethernet (IEEE802.3af)

http://www.poweroverethernet.com/articles.php?article id=52

Microsemi /PowerDsine

http://www.microsemi.com/PowerDsine/

Linear Tech

http://www.linear.com/

The PoE Provision Process

While adding PoE support to networked devices is relatively painless, it should be realized that power cannot simply be
transferred over existing CAT-5 cables. Without proper preparation, doing so may result in damage to devices that are not
designed to support provision of power over their network interfaces.

The PSE is the manager of the PoE process. In the beginning, only small voltage level is induced on the port's output, till a valid
PD is detected during the Detection period. The PSE may choose to perform classification, to estimate the amount of power to
be consumed by this PD. After a time-controlled start-up, the PSE begins supplying the 48 VDC level to the PD, till it is
physically or electrically disconnected. Upon disconnection, voltage and power shut down.

Since the PSE is responsible for the PoE process timing, it is the one generating the probing signals prior to operating the PD
and monitoring the various scenarios that may occur during operation.

All probing is done using voltage induction and current measurement in return.

188



GE-DS-82 and NS2503-8P/2C Series User Manual

Stages of powering up a PoE link

e
Detection Dgz;a;:;i;vgﬂ%eg%ol\:\gred device has the correct signature 27-10.0 1.8-10.0
Classification Measure which power level class the resistor indicates 14.5-20.5 12.5-25.0
Startup Where the powered device will startup >42 >38

Normal operation Supply power to device 36-57 25.0-60.0

Line Detection

Before power is applied, safety dictates that it must first be ensured that a valid PD is connected to the PSE's output. This
process is referred to as "line detection”, and involves the PSE seeking a specific, 25 KQ signature resistor. Detection of this
signature indicates that a valid PD is connected, and that provision of power to the device may commence.

The signature resistor lies in the PD's PoE front-end, isolated from the rest of the the PD's circuitries till detection is certified.

Classification

Once a PD is detected, the PSE may optionally perform classification, to determine the maximal power a PD is to consume. The
PSE induces 15.5-20.5 VDC, limited to 100 mA, for a period of 10 to 75 ms responded by a certain current consumption by the
PD, indicating its power class.

The PD is assigned to one of 5 classes: 0 (default class) indicates that full 15.4 watts should be provided, 1-3 indicate various
required power levels and 4 is reserved for future use. PDs that do not support classification are assigned to class 0. Special
care must be employed in the definition of class thresholds, as classification may be affected by cable losses.

Classifying a PD according to its power consumption may assist a PoE system in optimizing its power distribution. Such a
system typically suffers from lack of power resources, so that efficient power management based on classification results may
reduce total system costs.

Start-up

Once line detection and optional classification stages are completed, the PSE must switch from low voltage to its full voltage

capacity (44-57 Volts) over a minimal amount of time (above 15 microseconds).

A gradual startup is required, as a sudden rise in voltage (reaching high frequencies) would introduce noise on the data lines.
Once provision of power is initiated, it is common for inrush current to be experienced at the PSE port, due to the PD’s input

capacitance. A PD must be designed to cease inrush current consumption (of over 350 mA) within 50 ms of power provision

startup.

Operation

During normal operation, the PSE provides 44-57 VDC, able to support a minimum of 15.4 watts power.

Power Overloads

The IEEE 802.3af standard defines handling of overload conditions. In the event of an overload (a PD drawing a higher power
level than the allowed 12.95 Watts), or an outright short circuit caused by a failure in cabling or in the PD, the PSE must shut
down power within 50 to 75 milliseconds, while limiting current drain during this period to protect the cabling infrastructure.
Immediate voltage drop is avoided to prevent shutdown due to random fluctuations.

Power Disconnection Scenarios

The IEEE 802.3af standard requires that devices powered over Ethernet be disconnected safely (i.e. power needs be shut
down within a short period of time following disconnection of a PD from an active port).

When a PD is disconnected, there is a danger that it will be replaced by a non-PoE-ready device while power is still on. Imagine
disconnecting a powered IP phone utilizing 48 VDC, then inadvertently plugging the powered Ethernet cable into a non-PoE
notebook computer. What's sure to follow is not a pretty picture.

The standard defines two means of disconnection, DC Disconnect and AC Disconnect, both of which provide the same
functionality - the PSE shutdowns power to a disconnected port within 300 to 400ms. The upper boundary is a physical human
limit for disconnecting one PD and reconnecting another.
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DC Disconnect

DC Disconnect detection involves measurement of current. Naturally, a disconnected PD stops consuming current, which can
be inspected by the PSE. The PSE must therefore disconnect power within 300 to 400 ms from the current flow stop. The lower
time boundary is important to prevent shutdown due to random fluctuations.

AC Disconnect

This method is based on the fact that when a valid PD is connected to a port, the AC impedance measured on its terminals is
significantly lower than in the case of an open port (disconnected PD).

AC Disconnect detection involves the induction of low AC signal in addition to the 48 VDC operating voltage. The returned AC
signal amplitude is monitored by the PSE at the port terminals. During normal operation, the PD's relatively low impedance
lowers the returned AC signal while a sudden disconnection of this PD will cause a surge to the full AC signal level and will
indicate PD disconnection.
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TROUBLE SHOOTING

This chapter contains information to help you solve problems. If the Ethernet Switch is not functioning properly, make sure the
Ethernet Switch was set up according to instructions in this manual.

I Thelink LED is not lit
Solution:
Check the cable connection and remove duplex mode of the Ethernet Switch

Il Some stations cannot talk to other stations located on the other port
Solution:
Please check the VLAN settings, trunk settings, or port enabled / disabled status.

Il Performanceis bad
Solution:
Check the full duplex status of the Ethernet Switch. If the Ethernet Switch is set to full duplex and the partner is set to half
duplex, then the performance will be poor. Please also check the in/out rate of the port.

Il Why the Switch doesn't connect to the network
Solution:
1. Check the LNK/ACT LED on the switch
2. Try another port on the Switch
3. Make sure the cable is installed properly
4. Make sure the cable is the right type
5. Turn off the power. After a while, turn on power again

I 100Base-TX port link LED is lit, but the traffic is irregular
Solution:
Check that the attached device is not set to dedicate full duplex. Some devices use a physical or software switch to change
duplex modes. Auto-negotiation may not recognize this type of full-duplex setting.

B Switch does not power up
Solution:
1. AC power cord not inserted or faulty
2. Check that the AC power cord is inserted correctly
3. Replace the power cord If the cord is inserted correctly, check that the AC power source is working by connecting a
different device in place of the switch.
4. If that device works, refer to the next step.
5. If that device does not work, check the AC power

B While IP Address be changed or forgotten admin password —

To reset the IP address to the default IP Address “192.168.0.100” or reset the password to default value. Press the hardware
reset button at the front panel about 10 seconds. After the device is rebooted, you can login the management WEB interface
within the same subnet of 192.168.0.xx.
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Appendix A—RJ-45 Pin Assignment

Switch's RJ-45 Pin Assignments

1000Mbps, 1000Base T

Contact MDI MDI-X
1 BI_DA+ BI_DB+
2 Bl_DA- Bl_DB-
3 BI_DB+ BI_DA+
4 BI_DC+ BI_DD+
5 Bl_DC- Bl_DD-
6 BI_DB- BI_DA-
7 Bl_DD+ Bl_DC+
8 BI_DD- BI_DC-

Implicit implementation of the crossover function within a twisted-pair cable, or at a wiring panel, while not expressly forbidden,
is beyond the scope of this standard.

10/100Mbps, 10/100Base-TX

When connecting your 10/100Mbps Ethernet Switch to another switch, a bridge or a hub, a straight or crossover cable is
necessary. Each port of the Switch supports auto-MDI/MDI-X detection. That means you can directly connect the Switch to any
Ethernet devices without making a crossover cable. The following table and diagram show the standard RJ-45 receptacle/
connector and their pin assignments:

RJ-45 Connector pin assignment

Contact MDI MDI-X

Media Dependant Interface Media Dependant Interface-Cross
1 Tx + (transmit) Rx + (receive)
2 TX - (transmit) Rx - (receive)
3 Rx + (receive) TX + (transmit)
4,5 Not used
6 Rx - (receive) TX - (transmit)
7,8 Not used
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The standard cable, RJ-45 pin assignment

There are 8 wires on a standard UTP/STP cable and each wire is color-coded. The following shows the pin allocation and color
of straight cable and crossover cable connection:
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The standard RJ-45 receptacle/connector

1

1

1

2

2

2

Straight Cable

3

3

3

Crossover Cable

4 5 6
4 5 6
4 5 6

é
N\

4 5 6

£

~

|~
|

7

8

m I
|

|
o
|

8

SIDE 1

SIDE 2

SIDE 1

SIDE 2

SIDE 1

1 = White / Orange
2 =Orange

3 = White / Green
4 = Blue

5 = White / Blue

6 = Green

7 = White / Brown

8 = Brown

SIDE 1

1 = White / Orange
2 = Orange

3 = White / Green

4 =Blue

5 = White / Blue

6 = Green

7 = White / Brown
8 = Brown

SIDE2
1 = White / Orange
2 = Orange

3 = White / Green
4 = Blue

5 = White / Blue
6 = Green

7 = White / Brown
8 = Brown

SIDE2

1 = White / Green

2 =Green

3 = White / Orange
4 =Blue

5 = White / Blue

6 = Orange

7 = White / Brown

8 = Brown

Please make sure your connected cables are with same pin assignment and color as above picture before deploying the cables

into your network.

Figure A-1: Straight-Through and Crossover Cable
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APPENDIX B: Local User Access Level Table

User Level

System Information

Misc Config

IP Configuration

Console Port Info

SNMP Configuration

Syslog Setting

System Log

SMTP Setting

SNTP Setting

Firmware Upgrade

Configuration Restore

Configuration Backup

Configuration Backup except
IP

Factory Default

System Reboot

Port Control

Rate Control

Port Status

Port Statistics

Port Sniffer

Protected Port

Remote Ping

VLAN Operation Mode

GVRP Setting

GVRP Table

QinQ Port Setting

QinQ Tunnel Setting

GE-DS-82
GE-DS-82-POE
NS2503-8P/2C
Master IT Security
Admin Viewer Admin Viewer Admin Viewer
Change Change Change View Only View Only Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only View Only View Only
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only View Only View Only
Change Change Change View Only View Only View Only
Change Change Change View Only View Only View Only
Change Change Change View Only Change View Only
Not Not
Change Not Accessable | Not Accessable | Not Accessable
Accessable | Accessable
Not Not
Change Not Accessable | Not Accessable | Not Accessable
Accessable | Accessable
Not
Change Change Not Accessable | Not Accessable | Not Accessable
Accessable
Not
Change Change Not Accessable | Not Accessable | Not Accessable
Accessable
Not Not
Change Not Accessable | Not Accessable | Not Accessable
Accessable | Accessable
Not Not
Change Not Accessable | Not Accessable | Not Accessable
Accessable | Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Change View Only
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
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Group Name

Main Function

Trunking

Forwarding and
Filtering

Static Multicast
Table

IGMP Snooping

Spanning Tree

DHCP Relay &
Opt.82

LLDP

Security

Power Over
Ethernet

l. Has permission to set up user names and passwords for all levels of Admin/IT and Security.

User Level

Aggregator Setting
Aggregator Information
State Activity

Dynamic MAC Table

Static MAC Table

MAC Filtering

Static Multicast Table

IGMP Snooping
System Configuration
PerPort Configuration

DHCP Relay & Opt.82

LLDP Configuration
PerPort Configuration

Access Control List
User Configuration

MAC Limit
802.1x Configuration
QoS Configuration

QoS - PerPort Configuration

TOS / DSCP Configuration

TOS / DSCP Port
Configuration

PoE Configuration

PoE Schedule

Master IT Security
Admin Viewer Admin Viewer Admin Viewer
Change Change Change View Only Change Not Accessable
Change Change Change View Only Change Not Accessable
Change Change Change View Only Change Not Accessable
Change Change Change View Only Change View Only
Change Change Change View Only Change View Only
Change Change Change View Only Change View Only
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Change View Only
Change Change Change View Only Change View Only
Change Change Change View Only Change View Only
Change Change Change View Only Not Accessable | Not Accessable
Not
See Blow | See Blow Il | Not Accessable | See Blow Ill | Not Accessable
Accessable

Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change Change View Only Not Accessable | Not Accessable
Change Change View only View Only View Only View Only
Change Change View only View Only View Only View Only

Il Has permission to set up user names and passwords for all levels of IT.
Has permission to set up user names and passwords for all levels of Security.
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