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1 Welcome to the Brainloop Secure Connector for Microsoft Outlook

The Brainloop Secure Connector is a client-based software program that seamlessly integrates

Microsoft Outlook with the Brainloop Secure Dataroom.

The service provided by the Brainloop Secure Connector for Microsoft Outlook goes far beyond a very
comfortable way of sending e-mails and e-mail attachments securely. It allows the user to navigate in,

upload to and download from a Dataroom.
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2 Using the Brainloop Secure Connector for Microsoft Outlook for the First

Time

2.1 Getting Started

Once the Brainloop Secure Connector for Microsoft Outlook has been installed on your computer, the
application is available right within your Microsoft Outlook inbox. When you open Microsoft Outlook
after the first installation of the Brainloop Secure Connector, a Welcome to e-mail is displayed which
leads you through the first configuration steps required, and through a test scenario for sending your
first document link and uploading a local document into your Dataroom.

After the Welcome to e-mail the following message may be displayed depending on your computer’s
configuration settings: “To disable the security warning that is shown when you try to open an
attachment click "Yes". Click "No" if you want the message to be shown each time you open an
attachment.” If you want to permanently disable the Outlook attachment security warning, answer this
message with Yes.

To get familiar with the brand-new Brainloop Secure Connector, and to get some experience in
sending document links and uploading local documents to your Datarooms, follow the instructions in

the Welcome to e-mail.

Qz‘_)j| = & ¥ | ‘Welcome to the Brainloop Secure Connector for Microsoft Outlook - Message (HTML) | = | ] |
E Message | Insert  Options  FormatText  Review  Adobe PDF o @
T b Cut . v | a— — @ o ¥ Follow Up =
@ = ocaxEE e B & o= [
53 Cop ‘? High Importance
Dataroom Protect | Paste i B 7 U |® \ = = = <= iE  Address Check | Aftach Attach Signature
- Message - # Format Painte - o Book Mames File Item~ - § LowImportance
Erainloop Clipboard x Basic Text Mames Include Tags | Zoom
= [ Brainloop Secure Mail Assistant v X
0.
— ¥ Datarcom | - Recipiemsl o SecumyOpticns|
de Cc..
en
B r . | L i @ @]
=ML -
Subject: ‘Welcome to the Brainloop Secure Connector for Microsoft Outlook

&

Welcome to the Brainloop Secure
Connector for Microsoft Outlook

g

Getting started

Configure Servers

\l You have no servers configured yet.

The first thing you need to do is get connected to your Datarooms:

+ Click Configure Servers in the Brainloop Secure Mail Assistant pane to the right of this
e-mail. -

To configure one or more Dataroom servers, proceed to the next chapter.
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2.2 Configure Dataroom Servers

After the installation of the Brainloop Secure Connector, you need to configure the connections to the

servers on which your Datarooms are installed.

1. Inthe Welcome to e-mail, click the Configure Servers button.
2. The Configure Servers dialog window is displayed.

3. Open the Brainloop Server URL drop-down list, and select a Dataroom server, or type the
server's URL into the field. Note: The most common Dataroom servers (.NET, .US and .CH) can

be selected from the list; other URLs must be entered manually into the field.
a. To authenticate with your e-mail address and password, proceed as follows:

e Inthe Username & Password tab, enter your Username (your e-mail address you
defined during your first registration to the Dataroom server) and your Password.

( @ Configure Server Iﬁw

Brzinloop Server URL: lhﬁps:fﬁw.bminloop.net - I
Authentication: Usemame & Password lCerl'rficate I SAML

(Username:

john.doe@sample com

Password:

\

\.

FUBKT | Canee

w

b. To authenticate with your Dataroom certificate, proceed as follows:

e Open the Certificate tab. Click the Select Certificate button, and select the appropriate

certificate from the list. Certificate details are then shown in the respective fields.

( @ Configure Server @*

Erainloop Server URL: Ihﬂps -/¢my brainloop net - I

Authentication: | Mo Passwordl Certflicate ISﬁI‘u‘IL |

Certificate |s: CM=Erainloop AG, DC=brainloop, DC=com
Subject: = l&brainloop.com, CN= |, OU=Product Manage

[ Select Certificate ]]

| OK ][ Canesl
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c. To authenticate with your SAML login, proceed as follows:

e Openthe SAML tab. Enter your Username (your e-mail address you defined during

your first registration to the Dataroom server).

( @ Configure Server @ﬁ

Brainloop Server URL: [ https://my brainloop net - ]

Authentication: | Usemame & Passwordl Certificatf |: 5/

Usemame:

|@brainloop .com

0K || Cancel

4. Click OK to save your settings.

5. Once the connection to the given Dataroom server has been established a corresponding

message is displayed.
6. Click OK to confirm this message.
7. The Change Settings dialog window is displayed with the Servers pane open by default.
8. You can now add further Dataroom servers.
9. If this is not required, click OK to close this dialog window.

10. Back in the Welcome e-mail, you see a list of your Datarooms in the Browse tab.
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3 The Brainloop Secure Mail Assistant Pane and its Functions

3.1 Open the Brainloop Secure Mail Assistant Pane in an E-Mail

To open the Brainloop Secure Mail Assistant pane to the right of an e-mail proceed as follows:

1. Open Microsoft Outlook.
2. Click the New E-Mail button.

3. Inthe e-malil, click the Dataroom button and select Open the Brainloop Secure Mail Assistant.

File Message Insert Options Farmat Text R A

; = T -
® B i A e
B 53 Copy

Dataroon Faste r I Elg = = =
_ = F Format Painter =S " = = 7
J ;j Open the Brainloop Secure Mail Assistant
Upload files to a secure Dataroom and add links to +
Dataroom items to an e-rmail

Settings

't:t Change the default e-mail, upload and download
behavior, attachrment handling and collaboration settings

Help
Click here to download our latest user guide for
Brainloop Secure Connectar for Micrasaft Office,

4. The pane is then shown to the right of the e-mail.
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=)

EEFECERE

Message Insert Options Format Text Review Developer Adobe POF & 9
Cut a - |w — Follow Up ~

@ [\¢ [ﬂ_q‘ & cu calbriBos- 11 - A A i=-i=- (% (S @ g =g @ ¥ Follow Up Q
53 Copy

Untitled - Message (HTML)

? High Importance

Dataroom Protect Paste ah . - = Address Check | Attach Aftach Signature oom
- Message - - Format Painter B I U 4 A = Book Mames File [em ™ ¢ - B LowImportance
Brainloop Clipboard I Basic Text I Mames =
= | | ’B inloop Secure Mail Assistant * X
0.
= | | W Dataroom | i Recipients | o Security Options |
- e
Send — 1 (aa | (& |
sec.. | | | g ‘ ‘ N ‘ (w] 3] (@)
Subject: | | —
EEJ [ https://my.brainloop.net/
e [ https://my.brainloop.infa/
-
L — — =

Tip: If you activate the “ Always show the Brainloop Secure Mail Assistant when

creating a new e mail” option in the Settings, the Brainloop Secure Mail
Assistant is always displayed when you create a new e-mail. See “Always show

the Brainloop Secure Mail Assistant when creating a new e mail”, page 28.
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3.2 Tabs available in the Brainloop Secure Mail Assistant Pane

The Brainloop Secure Mail Assistant is divided into the three following tabs.

The Dataroom tab:
The Dataroom tab is used to navigate your Datarooms and Dataroom folders, and to select

documents for sending as secure links. See Functions in the Dataroom Tab, pages 11ff.

The Recipients tab:
The Recipients tab is used to view the Dataroom members of a given Datarooms who can then be

added to the e-mails recipients via drag and drop. See Functions in the Recipients Tab, page 20.

The Security Options tab:
The Security Options tab can be used to verify and — if applicable — change the security options for

sending a document as a secure link. See Functions in the Security Options Tab, pages 22ff.

=
d9 G« |- Untitled - Message (HTML) = [ e
Message Insert Options Format Text Review Adobe PDF 4] 0
= Cut .. ?r Follow Up ~
@ Lﬂr _,] fo Calibri (Boch = |11~ A" A 335 @l @ 10} ¥ Follow Up [ 5]
= B B3 Copy — ¥ High Importance
Dataroom Protect Paste X B J U A= Address Check | Attach Attach Signature Zoom
- Message - JFormatPalntar = — — Book Mames File Ttem = - § LowImportance
Brainloop Clipboard Basic Text Names Include Tags Zoom
5 | Erainloop Secure Mail Assistant > X
O,
= | @ Dataroom |-'- Recipients I o SecurityOptions|
i Ce..
Send - 1 ol o |
L €
1| & = SI0|
Subject | | E]
ET}J L https://my.brainloop.net/
= | https://my.brainloop.info/
hd
4
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3.2.1 Functions in the Dataroom Tab

3.2.1.1 Navigate Datarooms and Their Contents

The Dataroom tab shows different Datarooms, Dataroom folders, or contents of Dataroom folders. It
is used to navigate a Dataroom to select a document that is to be sent as a secure link, for example.

At the top level of the Dataroom tab, the Dataroom servers are shown.

Brainloop Secure Mail Assistant v X

@ Dataroom |-:.'. Recipients I o Semritprtion5|

4 N SN
I 2

|| https://my.brainloop.net/
[ https://my.brainloop.info/

Note: The list of files in the Dataroom view is cached for seven days. To refresh

1/ the current Dataroom view in the Brainloop Secure Connector and to remove all

items from the local cache, click .

Double-click a server URL to display the Datarooms installed on that Dataroom server.

Brainloop Secure Mail Assistant v X

¥ Dataroom | ‘& Recipients | o Sec:_lr'rt:,rl:)ptions|

4 N CHEN ()
& | 2

W [ Navigate Up ]
8 01_My_Secure_Courier

¥ 02 Demo_Adobe IRM_Expiration-based

Double-click a Dataroom to show its folders. Double-click a folder to show its contents.
To jump back to the previous level, double-click Navigate Up.

*  Tip: You can also navigate your Datarooms and their contents by clicking @ in

the top right corner of the Dataroom tab.
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3.2.1.2 Upload a Local Document to a Dataroom

To upload a local document to one of your Datarooms, select the desired Dataroom folder and

click . For more details, see chapter Send Local Documents and Upload them into a Brainloop

Dataroom, page 31.
3.2.1.3 Send a Secure Link to a Dataroom Iltem

To insert a secure document link in your e-mail, select the desired document from your Dataroom

folder and click . For more details, see chapter Send Documents Securely Using the Brainloop

Secure Connector, pages 29ff.

3.2.1.4 Create a new Folder in a Dataroom

To create a new Dataroom folder directly from within the Secure Connector click @
Enter the name of the folder into the Name field. As an option, you can enter a folder description into

the Description field. Click OK to save the new folder.

3.2.1.5 Search a Dataroom for a specific Item

To search a Dataroom for a specific item, e.g. a document, click and enter your keyword. Click

Go to start the search.

3.2.1.6 View Recently Opened Folders

To navigate quickly to your last opened folders, click @

Your last opened Dataroom folders are shown in a list.

Brainloop Secure Mail Assistant v X

M@ Dataroom | - F{ecipientsl o SecurityOptions|

g

[Back]

[/ DOKUMENTE (%)
(2¢)

10 Delivery Normal

To delete a folder from that list click @ This will not delete the folder from the Dataroom.
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3.2.1.7 Refresh Dataroom Contents

Since the local cache is saved for seven days, we recommend you refresh the Dataroom view on a

regular basis. To refresh the current Dataroom view in the Brainloop Secure Connector and to remove

all items from the local cache, click @}

3.2.1.8 Open the Current Folder in Tree View

To navigate a Dataroom, or a Dataroom folder in tree view, click |E|

@ Select Folder

Select a folder:

=l
@ @

https://my_brainloop. net/
-4 01_My Secure_Courier
- 02 Demo_Adobe |RM_Espiration-based
Ap_T ) ataroom
-4 EDRS Online Help Project eolas Brainloop
-4 Brainloop Lokalizisrng
-4 Erainloop Softbware Releazes
- Brainloop Suppart
-4 Test Dataroomn Translation Claudia
https: £y brainloop.info/

0K

] ’ Cancel

Navigate the tree view by clicking the name of a Dataroom or Dataroom folder.

Click OK to return to the Brainloop Secure Mail Assistant pane which shows the selected folder in the

Dataroom tab.
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3.2.1.9 Open a Document in the Web Browser

To open a document in the Brainloop Secure Dataroom Service via your web browser, proceed as

follows:

1. Right-click a document in the list and select Open in Web Browser.

a > w0

Brainloop Secure Mail Assi v x
¥ Dataroom | éa Recipients | o Security Options |

am SSes

[ [ Navigate Up ]
‘E blmobile-admin-manual-DE.pdf

2 blmobile-user-manual-DE.odf

@ Open in Web Browser

Open

Open Brainmark

Delete

Rename

Paste

You are directed to the login page of the Brainloop Secure Dataroom Service.

Enter your username and password, and click Login.

If the Dataroom is PIN-protected, enter the PIN you received by e-mail or by SMS and click OK.

You are directed to the document with its Details window open.

| ) Logout

¥ Brainloop Dataroom
brainloop

I GETEN Messages

Contains PDF documents that are intended for distribution to externals

~ Name
'@ blmobile-admin-manual-DE.pdf

1] bimobile-user-manual-DE.pdf

} Manager: ) 116 members

Watchlist

¥ Send Securely

¥} Update

3 Help ¥ Support

External PDF

Select Multiple Items HH

Changed
16.05.2013

¥ Open Brainmark

External PDF

* Modify

{ Go

[flags]
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3.2.1.10 Open a Document in its Original Format

To open a document in its original format directly through the Brainloop Secure Connector for
Microsoft Outlook, proceed as follows:

1. Right-click a document in the list and select Open.

Brainloop Secure Mail Assistant v X

@& Datarcom |-?-'- Recipierts | o Semrit_',fOptionsl

am s

W [ Navigate Up |
i bimobile-admin-manual-DE.pdf

r2 blmobile-user-mani i ettt
Open in Web Browser

| Open
Omn Brainmark

Delete

Rename

Paste

2. The document is opened directly in the corresponding application.

3. Ifin the General Settings, the Ask me where to save each file before downloading option is
enabled, you must save the document to a local path first. Once you have clicked Save, the

document is opened in the corresponding application.
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3.2.1.11 Open a Document in Brainmark Format

To open a document in Brainmark format directly through the Brainloop Secure Connector for
Microsoft Outlook, proceed as follows:

1. Right-click a document in the list and select Open Brainmark.

Brainloop Secure Mail Assistant > X

@ Datarcom |--'- Recipierts | o SecurityOpﬂon5|

am ey

Wi [ Navigate Up ]

L DE_Getting_started_with_the_new User I...
X Manual Brainloop Send-To 2.02.018 DE.pdf
TEManual Brainloop Send-To 2.02.018 EN.pdf

2 UM-BDRS-8.20- Grasds
Open in Web Browser

Open

| Open Brainmark

Ls

Delete

Rename

Paste

2. The document is opened directly in the corresponding application.

3. Ifin the General Settings, the Ask me where to save each file before downloading option is
enabled, you must save the document to a local path first. Once you have clicked Save, the
Brainmark document is opened in the corresponding application.
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3.2.1.12 Delete a Document from a Dataroom

To delete a document from a Dataroom directly through the Brainloop Secure Connector for Microsoft

Outlook, proceed as follows:

1. Right-click a document in the list and select Delete.

Brainloop Secure Mail Assistant v X

@ Dataroom |--'. Recipierrtsl o Semr'rtyOpﬁon5|

alm oo

Wi [ Navigate Up ]

L DE_Getting_started_with_the_new_User l...
T Manual Brainloop Send-To 2.02.018 DE.pdf
L Manual Brainloop Send-To 2.02.018 EN.pdf

.2 UM-BDRS-8.20-en.pdf

@ OpeninWeb Browser

Open

Open Brainmark

| Delete .
Rename L\\S‘

Paste

2. If you are sure that you want to delete the selected document from your Dataroom, answer the

security message with Yes.
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3.2.1.13 Rename a Dataroom Document

To rename a document in a Dataroom directly through the Brainloop Secure Connector for Microsoft
Outlook, proceed as follows:

1. Right-click a document in the list and select Rename.

Erainloop Secure Mail Assistant v X

M Dataroom | “& Recipients | o Security Options|

am e

Wi [ Navigate Up]

L DE_Getting_started_with_the_new_User |...
T Manual Brainloop Send-To 2.02.018 DE.pdf
L Manual Brainloop Send-To 2.02.018 EN.pdf

i UM—BDRS—S.ZO—P'"”

Open in Web Browser

Open

Open Brainmark

Delete

Rename

L

Paste

2. Inthe Rename dialog window overwrite the filename with a new one.

ra B’
@ Rename u

MName:

UM-BDRS5-8.20-en sl

3. Click OK to save.
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3.2.1.14 Upload a Document from the Clipboard into a Dataroom

To upload a document from your clipboard into a Dataroom directly through the Brainloop Secure
Connector for Microsoft Outlook, proceed as follows:

1. Copy the given document to your clipboard, e.g. by right-clicking the document in your Windows

Explorer and selecting Copy, or by selecting the document and pressing Ctrl+C.
2. Open an e-mail in Microsoft Outlook and open the Brainloop Secure Mail Assistant pane.
3. Navigate to the Dataroom folder into which you want to upload that document.

4. Right-click into the list of documents and select Paste files to “name of folder”.

Brainloop Secure Mail Assistant v X

& Datarcom | - F{ecipientsl o SecuﬁtyOption5|

= NEeE
o = )

[ Mavigate Up ]
T DE_Getting_started_with_the_new _User I...
T Manual Brainloop Send-To 2.02.018 DE.pdf
'@Manual Brainloop Send-To 2.02.018 EN.pdf

| Paste files to "PDFs"

&

5. The file is now uploaded into the given Dataroom folder. The upload progress is shown in a

progress bar the bottom of the pane.

s | Uploading 1 document(s)..."bimobile-use

6. Once the upload is complete, a corresponding message is shown on top of the document list.

Brainloop Secure Mail Assistant v X

@ Dataroom | & H,ecipieﬂ'tsl & Securty Optior15|

y OINOIG
& = A

4 Upload complete Close

blmobile-user-manual-EN. pdf

—

"0 [ Navigate Up ]
FE blmobile-user-manual-EN. pdf
T DE_Getting_started_with_the_new_User ...
5 Manual Brainloop Send-To 2.02.018 DE.pdf
FEManual Brainloop Send-To 2.02.018 EN.pdf
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3.2.2 Functions in the Recipients Tab

3.2.2.1 Add Dataroom User Groups or Dataroom Users to an E-Mail

The Recipients tab shows the user groups and users that belong to the selected Dataroom.

Brainloop Secure Mail Assistant v X

% Resipients | o Securty Opions

=i Brainloop Dataroom -

----- @ Admin L
----- s Aufsichtsrat ‘

----- = Development
----- & DR_ADMINS

----- aa Finance

----- & Marketing

""" . Services

----- wa QualityManagement

-----  Sales
o

----- w Management
----- m OfficeManagement

Double-click a user group or an individual Dataroom user in that list to add them to the e-mail's To and

Cc fields, or drag and drop it to the To and Cc fields.

. Please note that you cannot send Bcc e-mails with the Brainloop Secure

Connector.

3.2.2.2 Invite New Users to the Dataroom

Depending on your permissions, you can invite new users to a group in the selected Dataroom.

Click the @ button and enter the e-mail addresses of the users you want to invite, enter a message
to the new users, and select the correct Dataroom group. Click OK to send the invitation.
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@ Invite Users to a Dataroom Group & - - (e S|
|23
Add the e-mail addresses of the users you want to invite into "01_my brainloop.info” and then select the
corresponding Dataroom group.
Ertter email address] Add
Message:
Select group:
Read - Brainmark v]
OK Cancel

. Please note that you can only invite new users to a Dataroom group, if you have

1’ the necessary permissions for the Dataroom.

3.2.2.3 Refresh List of Dataroom Groups and Users

You can refresh the current list of Dataroom groups and users in the Brainloop Secure Mail Assistant.

To do so, click .
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3.2.3 Functions in the Security Options Tab

3.2.3.1 General Information

The Security Options tab shows the security settings that are applied to your e-mail and the
attachments being sent as secure links. These settings are taken from your Dataroom’s settings, and

may only be changed to some extent.

I B
lg,)| H9 ¢ a9|s Please review the attached document - Message (HTML) @M
DNGIE | Message Insert Options Format Text Review Adobe PDF o @

[r= -
® = B woexc == BN o g T Q
I 53 Copy ? High Importance
Dataroom Protect Paste B 7 U | % A === Address Check | Attach Attach Signature Zoom
- Message -  Format Painter = = = = Book Names File Item™ - & LowImportance
Brainloop Clipboard F] Basic Text Mames Include Tags | Zoom
rainloop Secure Mail Assistant - X
To.. | external. testuser @testaccount.com |
7 | | @ Dataroom ‘-'- Recpia'ﬂsl Q SecrityOptinns‘
. Cc
Send =
s | | e (] &) (o]
Subject: |Please review the attached documenﬂ | E]

Dear Test User,

Kindly review the attached document.

UG-BL-Secure-Connector-for-mMS-Office-4.0-en.pdf

John Doe

Brainloop AG

Thank you very much in advance.

Manager Technical Documentation

T +4989 4446990

Franziskanerstrafle 14 M: +49 151 123 456 78
81669 Munich
Germany

john.doe@brainloop.com
www.brainloop.com

Please click the document links to open the document in your Secure Dataroom.

Wl [ Navigate Up ]
‘E |1G-BL-Secure-Connector-for-MS-Office-4.0-...
T UG-BL-Secure-Connector-for-Ms-Office-4.0...

inloop Dat Links: 1

Security Level: B8 Medium (Externals) Document Format EBrainmark Validuntil: 22.06.2012 Reminder: 03.06.2012 D @ b P

The applied security settings are also shown in the bottom status bar of your e-

1/ mail. You can verify and adjust these settings by clicking the status bar. The

Security Options tab is then opened (if not opened yet).
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3.2.3.2 Change the Security Level

When sending a secure document link to externals, the least secure security level is suggested by
default. If in the General Settings the Prefer the "Maximum (Dataroom members)" security level
when sending e-mails to Dataroom members setting is activated, the most secure security level is

suggested by default when sending secure document links to Dataroom members

To change the security level that is applied to the sent document link, open the Security Level drop-

down list and select one of the offered security levels.

Brainloop Secure Mail Assistant v X

|‘ Dataroom | #& Recipierts | & Security Options |

Security Level: -
Medium {Extemals)

Medium (Extemals)
High {Extemals with onetime PIN via e-mail)
Madmum (Dataroom members

For details on the available security levels, please refer to your User Manual for Brainloop Secure

Dataroom Service.

3.2.3.3 Change the Document Format

To change the format a document is delivered to the recipients, open the Document Format drop-

down list and select one of the offered document formats.

Brainloop Secure Mail Assistant v X
| ¥ Datarcom | & Recipients [ @ Securnty Options
Security Level: -

[High (Extemnals with one-time PIN via e-mail) ']

Select the security level that must be observed when
sending links to Dataroom items in e-mails.

Document Format:

Brainmark A
Brainmark

Criginal

cipients are allowed to

For details on the delivered document format, please refer to your User Manual for Brainloop Secure

Dataroom Service.
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3.2.3.4 Change the Date until which an External Link is valid

To change the date up to which the document link in an e-mail is valid, open the Calendar to the right

of the Valid until date field.

Brainloop Secure Mail Assistant v X
| B Dataroom | #& Recipients | @ Securty Options
Security Level: -

’High (Extemals with onetime PIN via e-mail) V]

Select the security level that must be observed when
sending links to Dataroom items in e-mails.

Document Format:
’Bminmark V]

Select the format in which the recipients are allowed to
download the document.

(\I'alid until: h |
Dienstag . 18.  Juni 2013
1 Juni 2013 " external fink is valid.

pients cjn no longer

Mo Di Mi De Fr Sa So [
link.

27 28 29 30 31 1 2
3 4 5 6 7 B 9
10 1112 13 14 15 16 bl

its to vigw the item.

! [ Heute: 19.05.2013 f

For details on the validity of external document links, please refer to your User Manual for Brainloop

Secure Dataroom Service.
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3.2.3.5 Add a Reminder Date

To add a date to remind the recipients to view the attached document link, activate the Add reminder

option. Then open the Calendar to the right of the Add reminder date field and select the desired

reminder date.

Brainloop Secure Mail Assistant hd

| B8 Dataroom | 7 Recipients | @ Securty Options

Security Level:
’High {Extemals with oneime PIN via e-mail) VI

Select the security level that must be observed when
sending links to Dataroom items in e-mails.

Document Format:
Brainmark -

Select the format in which the recipients are allowed to
download the document.

valid until:
Dienstag .18. Jumi 2013 B~

Define the date up to which an external link is valid. Once
this date has expired, recipients can no longer open the

Add reminder:
Sormtag .26,  Mai 2012 14:11 [0z

g4 Mai 2013 ¥ 5 vied the item.
Mo Di Mi Do Fr Sa So

0 21 22 23 24 5
271 28 29 30 31 1

2
3 4 5 6 7 8 9
[ Heute: 19.05.2013

X

mE ding § non-Dataroom link
1
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3.2.3.6 Show Recipients in an E-Mail with Attachments sent to Externals

To reveal the e-mail addresses of all recipients in e-mails with document links that were sent as
external links, activate the Show recipients in e-mail when sending document links to externals

option.

Brainloop Secure Mail Assistant * X

| 8 Dataroom | i& Recipients | " Security Options
Security Level:
[High (Bxtemals with onetime PIN via e-mail) v]

Select the security level that must be observed when
sending links to Dataroom items in e-mails.

Document Format:
Brainmark A4

Select the format in which the recipients are allowed to
download the document.

Walid until:
22062013 B

Define the date up to which an external link is valid. Once
this date has expired, recipients can nolonger open the
document through the link.

Add reminder:
03.06.2013 14:35 E~

Select a date to remind recipients to view the item.

Show recipients in e-mail when sending document links to
externals
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3.2.3.7 Change the Default Dataroom for Protected Messages

To change the default Dataroom to which your protected messages are transferred click the Browse

button below Transfer protected messages to this Dataroom text.

Brainloop Secure Mail Assistant v X

|‘ Datarooml & F{ecipientsl & Securty Options

Security Level:

’Ma:dmum (Dataroom members) v]

Select the security level that must be observed when
sending links to Dataroom items in e-mails.

Valid until:

v 07 70

02.07.2013

Define the date up to which an external link is valid. Once
this date has expired, recipients can no longer open the
dacument through the link.

Transfer protected messages to this Dataroom:

il 01_my brainloop info

Select the desired Dataroom from the Select a Dataroom dialog window.
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3.3 “Always show the Brainloop Secure Mail Assistant when creating a new

e-mail” Option

You can define in the General Settings of the Brainloop Secure Connector for Microsoft Outlook
whether you want the Brainloop Secure Mail Assistant pane to be shown in every new e-mail

window.

Please refer to our Client Installation and Setup Guide for further information regarding the settings of

Brainloop Secure Connector for Microsoft Outlook.
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4 Send Documents Securely Using the Brainloop Secure Connector

With the Brainloop Secure Connector for Microsoft Outlook you can send your Dataroom documents

securely as links to Dataroom users or externals. Additionally, you can also send locally stored

documents securely as a link and upload those documents to your Dataroom directly.

4.1 Send Documents that are Located in a Dataroom

To send a document that is stored in your Dataroom securely through the Brainloop Secure Connector

for Microsoft Outlook, proceed as follows:

S

Open Microsoft Outlook.
Click the New E-Mail button in the Home ribbon, or press Ctrl+N to create a new e-mail message.

Enter the recipients manually, or open the Recipients tab in the Brainloop Secure Mail Assistant
pane to the right of the e-mail. Select a Dataroom from the list to load its user groups and users.
Then double-click the corresponding Dataroom user groups or Dataroom users to add them to the
To... field.

Enter a subject and your message text as usual.

Position the cursor where you want to add the document link.

Open the Dataroom tab in the Brainloop Secure Mail Assistant pane to the right of the e-mail.
Navigate to the document(s) you want to insert into your e-mail.

To add a document to an e-mail, double-click it, or drag and drop it to the cursor’s position. To add

N
the document, you can also click .

The document is inserted into the e-mail as a secure link.
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10. As an option, you can verify the applied Dataroom security settings by clicking the e-mail’s bottom

status bar. For details, see Functions in the Security Options Tab, pages 22ff.

Please review the attached document - Message (HTML)

EEELERAL

[ESTIENX)

Kindly review the attached document.

Please click the document links to open the document in your Secure Dataroom.

|G-BL-Secure-Connector-for-MS-Office-4.0-en.pdf ]

Thank you very much in advance.

John Doe
Manager Technical Documentation

Brainloop AG T: +40 89 444 699 0
Franziskanerstrafie 14 M: +49 151 123 456 78

PEE | Message Insert Options Format Text Review Adobe PDF & e
e { Cut R - S ¥ Follow Up = )
®@m woxizE s B (] " 8
I 53 Copy - ? High Importance
Dataroom Protect Paste . I u | % A = = = | #F #= | Address Check | Attach Attach Signature Zoom
- Message - # Format Painter = = = — ! = Book Mames Fil=  Ttem~ & LowImportance
Brainloop Clipboard ] Basic Text Hames Include Tags | Zoom
Brainloop Secure Mail Assistant v X
To... |Exmrna\.tssmsermstacmuntmm | =
— | | & Dataroom ‘-‘i Hecspientsl o Sec:.lrityOpticns|
- L%
Send
s | | 1] g () (8] (&)
Subject: |Please review the attached do(umenﬂ | E
= Navizate Up ]
iz
Dear Test User, ~ ||| B 16-8L-5ecure-Connector-for- MS-Office-4.0-..
UG-BL-Secure-Connector-for-MS-Office-4.0...

| 81668 Munich _____iohndoe@brainloopcom 7|

Brainloop E-mail Status

Security Level: §8 Medium (Externals) Document Format ',E Brainmark Validuntl: 18.062013 R

11. Click Send to send the e-mail including the document link.

To protect the message so that recipients can only read the e-mail in their secure Dataroom, see

chapter Send and Read a Protected E-Mail, page 36.

Note: If you are adding a document link to plain text e-mails, a link similar to the

1

is sent: _Brainloop_link_please_do_not_edit_(1234567)_

following is placed into the e-mail and converted to a hyperlink when the e-mail
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4.2 Send Local Documents Securely and Save them in a Dataroom

To send a document securely that is stored locally on your hard-drive, for example, through the

Brainloop Secure Connector for Microsoft Outlook and save that document in a Dataroom, proceed as

follows:

1. Open Microsoft Outlook.

2. Click the New E-Mail button in the Home ribbon, or press Ctrl+N to create a new e-mail message.

3. Enter the recipients manually, or open the Recipients tab in the Brainloop Secure Mail Assistant
pane to the right of the e-mail. Select a Dataroom from the list to load its user groups and users.
Then double-click the corresponding Dataroom user groups or Dataroom users to add them to the
To... field.

4. Enter a subject and your message text as usual.

5. Position the cursor where you want to add the document link.

6.

Open the Windows Explorer, navigate to the document’s location and drag and drop it to the

cursor’s position. To add the document, you can also click .

eI ) |+ Please review the pttachad.dl £ BA CLITRALY

i
=

File Message Insert Options Format Text Review Adobe PDF

calibri (Body - 11~ A A"

(TT]

- E
- i=

@U’L <« 010 _Documentation » Prodd
= = -

Dataroom | Paste ) abr . - | === i= &
- - # Format Painter B U ¥ & == = |
Brainloop Clipboard 1 Basic Text
Ta..
— 1 m
Cc..
Send -
B,
1
Subject: Please review the attached document
=
Attached:

Dear Test User,

Kindly review the attached document.

Please click the document link to open the document in your Secure Datarooff

Thank you very much in advance.

b o o

Organisieren « Mit Adobe Reader XI 6f

Mame

] RN-BDRS-8.20.025-n.pdf
] RN-BDRS-8.20.030-en.pdf
] RN-BDRS-8.20.021-en.pdf

Drag and drop the document
from your Windows Explorer
to the desired position in your

e-mail.

A
e ) EEEm—
-

7. Depending on your Brainloop Secure Connector configuration, the Add Attachments dialog

window is opened.
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@ Add Attachrments

Mote: Sending an attachment via e-mall is unsecure. YWe recommend that vou insert a
document link and store the document to a Dataroom, which is more secure. Ywhat do you want
BY

to do?
@ Store attachments in Dataroom

Inzert fink into e-mail after document upload

Save file tor
= [PDFS v]l[ Browvze l

) Keep attachments with &-mail

[] Do not ask me again

8. Click the Browse button and select the Dataroom folder where you want to save the document.
9. For details on how to use the Do not ask me again option, proceed to the next chapter.
10. Click OK.

11. The document is inserted into the e-mail as a secure link and is uploaded to the selected

Dataroom folder.

12. Click Send to send the e-mail and the document linked to it.
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4.2.1 Use “Do not ask me again” for Sending Local Documents Securely

and Saving them in a Dataroom

To replace local attachments added to an e-mail by secure links and to save them in a Dataroom

automatically without being asked anymore, proceed as follows:

1. Inthe Add Attachments dialog window, activate the Save attachments in Dataroom and Insert

link into e-mail after document upload options.
2. Select a Dataroom folder to which the attachments are to be saved.

3. Then, activate the Do not ask me again option.

r@ Add Attachments l-“"_'r

Mote: Sending an attachment via e-mail is unsecure. We recommend that you insert a
document link and store the document to a Dataroom, which is more secure. What do you want
g5y, todo?

@ Save sttachments in Dataroom
Insert link into e-mail after document upload

Save file to:
-l ’PDFS v] [ Browse

() Keep sttachments with &-mail

[¥] Do not ask me again

4. Click OK and send your e-mail as usual.

5. The next time, you open an e-mail and add local attachments to that it, those files are uploaded to

the folder you defined in the Add Attachments dialog window and are inserted as secure links

automatically. The Add Attachments dialog window is no longer displayed.

6. To reset this attachment handling behavior, proceed to the next chapter.
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4.2.2 Reset the “Do not ask me again” Option for Sending Local

Documents Securely and Saving them in a Dataroom

You can reset the attachment handling behavior you defined through the Do not ask me again option,

as follows:

1. Open Microsoft Outlook.

Open the Home tab.

2
3. Click the Dataroom button and select Settings.
4

The Change Settings dialog window is displayed.

o

A\

In the pane on the left side, click Atschmenis

-
@ Change Settings

L

General

A\

Attachments

™=
-
Servers
[ )

Collaboration

P

About

% Change the settings for attachment handling

Attachment Options

Convert e-mail attachments into links:

On e-mail send

han sending an e-mail with afiachments from outside Outiook. e.g. from
Windows Explorer. the "Add Aftachments " dialog window is displayed where

you can define further opfions.

On send from other Brainloop Secure Connector applications

Wwhen sending 3 Dataroom document from Excel, Word or PowsrPoint. the

aitachment is removed automatically and replaced by a fink.

On attachment add

When you manually add an aftachment fo the e-mail via Copy and Faste, the
"Add Aftachments " dialag window is displayed where you can define further

gpfions.

Auto-upload documents and insert links

Activarte this gpfion fo upload 3 document aufomatically fo your (Fsf used
Dztzroom foldar, and fo insart 3 fink in the s-mail af the cursor position.
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6. Deactivate the Auto-upload documents and insert links option at the bottom of this dialog

window.

7. Make sure that the On attachment add option is activated.

.
@ Change Settings
:: % Change the settings for attachment handling
General Attachment Options
Convert e-mail attachments into links:
% [¥] On e-mail send
~ When sending an e-mail with atftachments from outside Outlook, e.g. from
Aftachments Windows Explarer, the "Add Attachments " dialog window is displayed where
i you can defing further opfions.
LI.H -
_’l-‘-] On send from other Brainloop Secure Connector applications
Servers When sending 5 Dafaroom document from Excal, Word or FowsrFoint the
fl affschment is removed aufomatically and replzced by a fink.
1 &
I ([] On stachment acd
Collaboration r stachment 2
IWhen you manually add an aftachment fo the e-mail wia Copy and Fasfe, the
"Add Attschments " dialog window is displayed where you can define further
\opfons.
About
[ Auto-upload documents and insert links
Activate this option fo upload a document automatically fo your last used
Dataroom folder, and fo insert a fink in the e-mail at the cursor position.
L
8. Click OK.

With these settings, the Add Attachments dialog window is displayed again when adding a local

attachment to an e-mail.
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4.3 Send and Read a Protected Message

You can protect a message so that recipients can only read the e-mail in their secure Dataroom.

Recipients then receive an e-mail with the subject “Protected Message”. You can send a protected

message directly from the Message ribbon in an open e-mail by clicking the new Protect Message

button. In addition, you can define a default Dataroom into which all protected messages are

transferred.

1. Open Microsoft Outlook.

2. Click the New E-Mail button in the Home ribbon, or press Ctrl+N to create a new e-mail message.

3. Enter the recipients, a subject and your message text as usual.

4. |If applicable, add an attachment to your e-mail.

5. Click the Protect Message button . The button is highlighted once the protection is activated:
N\
i

6. If you have not yet defined a default Dataroom to which the protected message is to be transferred

to, you are asked to do so now. The Select a Dataroom dialog window is displayed.

) — E5)

Select a Dataroom:

[ Mavigate Up ]
W [TESTING] Brainloop protects confidential files and automati...
gl 01_my brairioop irfo
¥ 03_Doc_Coll_Tests
i 04_BL_Mobile
@ Brainloop Dataroom
B EQLAS Test Datenraum ]
M Job Applicant Management
U Sales Kickoff 1

0K || Canesl
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7. Select a Dataroom and click OK. Your selection is saved in the Security Options where it can be

changed at any time (see Change the Default Dataroom for Protected Messages, page 27).

8. Click Send to send the protected e-mail.

9. As arecipient you receive an e-mail with the subject “Protected Message”.

™
&« ¥ |5 Geschitzte Machricht - Nachricht (HTML) | = | = g
ei Nachricht | Adobe PDF o @
& tgnorieren x ) }J % E [23 _new customers 53 lg Regeln = f‘jA\ﬁ ungelesen markieren a‘TB =Y -;;
i - L5 _status - .| Nlonenote | HF Kategorisiersn : -
&Junk_E_Ma” ~ Loschen | Antworten  Allen  Weiterleiten B, ~ - —| | Verschieben Ubersetzen Zoom
antworten <723 Bsync M > 2] Axtionen v | ¥ Nachverfolgung = > -
Laschen Antworten QuickSteps E} Verschieben Kategarien El Bearbeiten Zoom
Von: Stefe Gesendet: Mo 20.05.2013 17:2(
An Stefe I
IBetreff: Geschitzte Machricht I
iz
brainl
rainioop
Sie haben eine neue Nachricht erhalten.
e = -
Geschiitzte Nachricht
I | in Brainloop Software Releases
[5|'e haben eine geschitzte E-Mail erhalten. Klicken Sie auf den obenstehenden Link, um die Nachricht in Ihrem sicheren Datenraum zu reser]
Brainloop Secure Dataroom Service
Online-Hilfe zum Brainloop Secure Dataroom Service erhalten Sie hier
" J
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10. Click the Protected Message link. You are directed to a landing page on which you can read the
message text.

11. If a document was attached to that e-mail, click Open to open the document directly, or click View

in location to log in to the corresponding Dataroom.

This confidential document has been shared with

brainloop

B 1 documents attached This page will expire on Monday, 06.05.2013 (10:49 AM)

m RN-BDRS-8.20.025-en.pdf
} View in Dataroom

This document contains confidential information that may not be freely distributed, modified or copied.

[

Shared by ]

on Tuesday, 16.04.2013 (10:49 AM)

Please review the attached document

Dear Test User,

Kindly review the attached document.
Please click the document link to open the document in your Secure Dataroom.

RN-BDRS-8.20.025-en.pdf
Thank you very much in advance.

John Doe
Manager Technical Documentation L4
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4.4 Send Local Documents as Real Attachments (not recommended)

With the Brainloop Secure Connector for Microsoft Outlook, you may also send attachments as real
attachments that are not replaced by secure links. However, please note that this method is not

recommended, as it is insecure.

1. Open Microsoft Outlook.
2. Click the New E-Mail button in the Home ribbon, or press Ctrl+N to create a new e-mail message.

3. Enter the recipients manually, or open the Recipients tab in the Brainloop Secure Mail Assistant
pane to the right of the e-mail. Select a Dataroom from the list to load its user groups and users.
Then double-click the corresponding Dataroom user groups or Dataroom users to add them to the
To... field.

4. Enter a subject and your message text as usual.
5. Position the cursor where you want to add an attachment.

6. Open the Windows Explorer, navigate to the document’s location and drag and drop it to the

cursor’s position. To add the document, you can also click .

7. Depending on your Brainloop Secure Connector configuration, the Add Attachments dialog

window is opened.

8. Activate the Keep attachments with e-mail option.

re Add Attachments I_"*“'-r

MNote: Sending an attachment via e-mail is unsecure. We recommend that you insert a
document link and store the document to a Dataroom, which is more secure. What do you want
B to do?
|

) Save sttachments in Dataroom
Insert link into e-mail after document upload

Save file to:

e |PDFs Browse

@ Keep attachments with e-mail

[] Do not ask me again

9. For details on how to use the Do not ask me again option, proceed to the next chapter.
10. Click OK. The attachment is inserted into the e-mail as a real attachment.

11. Click Send to send the e-mail and its attachment.
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4.4.1 Use “Do not ask me again” for Sending Local Documents as Real

Attachments (not recommended)

To send local attachments added to an e-mail as real attachments automatically without being asked

anymore, proceed as follows. Please keep in mind that this method is insecure.

1. Inthe Add Attachments dialog window, activate the Keep attachments with e-mail option.

2. Then, activate the Do not ask me again option.

@ Add Attachments

MNote: Sending an attachment via e-mail is unsecure. We recommend that you insert a
document link and store the document to a Dataroom, which is more secure. What do you want

.' to do?

() Save sttachments in Dataroom
Insert link into e-mail after document upload
Save file to:

e |PDFs Browse

@ Keep attachments with e-mail

[¥] Do not ask me again

3. Click OK and send your e-mail as usual.

4. The next time you open an e-mail and add local attachments to it, those files are added as real

attachments automatically. The Add Attachments dialog window is no longer displayed.

5. To reset this attachment handling behavior, proceed to the next chapter.
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4.4.2

Real Attachments

Reset the “Do not ask me again” Option for Sending Attachments as

You can reset the attachment handling behavior you defined through the Do not ask me again option,

Open Microsoft Outlook.

Click the Dataroom button and select Settings.

The Change Settings dialog window is displayed.

A\

as follows:

1.

2. Open the Home tab.
3.

4.,

5.

In the pane on the left side, click Atschmenis

-
@ Change Settings

¥

General

A\

Attachments

-
-3
| Servers
! -

Collaboration

P

About

% Change the settings far attachment handling

Attachment Options

Convert e-mail attachments into links:

[ On e-mail send

When sending an e-mail with aftachments from outside Outiook, e.g. from
Windows Explorer, the "Add Attachmeants " dialog window is displayed where
you can define further optrons.

On send from other Brainloop Secure Connector applications

vhen sending a Datzroom document from Excel Word or PowerFoint the
affzchment is removed aufomatically and replaced by z link.

[E] On attachment add

Whan you manually a0d an aftschment fo the e-mail wia Copy and Fasfa, the
“Addf Atachments " dialog window iz displayed where you can define further
apfions.

[ Auto-upload documents and insert links

Activate this gption fo upload 3 document automatically fo your last used
Datarcom folder, and fo insert 3 fink in the e-mail at the cursar position.
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6. Reactivate the On attachment add option.

.
@ Change Settings

L

General

Convert e-mail attachments into links:
% [] On e-mail send

When sending an e-mail with afischments from outside Outiook. e.g. from

% Change the settings for attachment handling

Attachment Options

Attachments Ivindows Explorer, the "Add Attschments " dislog window is displayed where
i you can define further opfions.
LI.H -
HI—J On send from other Brainloop Secure Connector applications
Servers When sending 3 Dataroom dacument from Excel, Word ar PowsrPaint the
fl Fitachment is removes automatically and replaced by & fink.
1 [ &
I ({91 0n attachment add
Collaboration  atachment 2
Ihen pou manually a0d an aftachment fo the e-mail wia Copy and Fasfe, the
"Add Aftschmants" dialog window iz displsyed whare yow can define further
apfions.
\
About
[ Auto-upload documents and insert links
Activate this gpfion fo upload 3 document automatically fo your (zsf used
Dataroom folder, and fo insert 3 fink in the e-mail atf the cursor position.
b
7. Click OK.

With these settings, the Add Attachments dialog window is displayed again when adding a local

attachment to an e-mail.

Page 42 of 53



brainloop

Brainloop Secure Connector for Microsoft Outlook Version 4.5 — User Guide

5 Save Documents through the Brainloop Secure Connector Documents to a
Brainloop Dataroom

5.1 Save Documents to a Dataroom Manually and Insert Secure Links

With the Brainloop Secure Connector for Microsoft Outlook you can upload any of your local
documents conveniently and quickly to your Dataroom and send those documents securely as
document links.

The proceeding is the same as described in chapter Send Local Documents Securely and Save them

in a Dataroom, page 31.

In the Add Attachments dialog window make sure that the Save attachments in Dataroom and

Insert link into e-mail after document upload options are activated.
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5.2 Save Documents to a Dataroom and Insert Secure Links Automatically

Your system administrator can configure that local documents that are attached to an e-mail are saved

in a Dataroom and are replaced by a secure document link, these two actions being executed

automatically.

With this setting activated in your Brainloop Secure Connector, the document you attach to an e-mail

is saved automatically to your last used Dataroom folder, and is replaced by a secure link in the e-mail

which is inserted at the cursor position.

The upload of the document to a Dataroom folder is done in the background.

Please note that uploading a large document and inserting a secure document

link in the e-mail can take several minutes. Look at the “Uploading...” progress

1’ bar at the bottom of the Brainloop Secure Mail Assistant pane and do not abort

that process. Once the upload is complete a message text is displayed on top of

the Dataroom tab.

Brainloop Secure Mail Assistant v X

@ Dataroom |—i Recipients | & Securty Options|

am N

W [ Navigate Up ]
'@ 1G-BL-Secure-Connector-for-MS-Office-4.0-...
L UG-BL-Secure-Connector-for-Ms-Office-4.0...

Brainloop Secure Mail Assistant

& Datarcom |-"- Recipients | o Sec:Jr'rt)'Optionsl

UM-BDORS-8.20-en.pdf

2| OISO

Upload complete Close

! [ Navigate Up ]
X 16-BL-Secure-Connector-for-Ms-Office-4.0-...
T UG-BL-Secure-Connector-for-MS-Office-4.0...

L Uploading 1 document(s)..."UM-BDRS-8.2

5 UM-BDRS-8.20-en.pdf
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6 Track Document Delivery in the Dataroom

You can track whether recipients have opened a document you sent as a secure link through the

Brainloop Secure Connector in your Dataroom’s Messages Outbox.
1. Log on to your Dataroom.
2. Open the Messages tab and here open your Outbox.

3. Your message is shown in the list and is assigned a status so you can see at a glance whether the

related document has been accessed by all the recipients.

¥ Outbox

" Sent Subject Recipients Due on Status
Yesterday 10:49 AM = Please review the attached document l In Progress

4. If there is more than one recipient and not all of them have accessed the document, you can
check the status for each recipient in the message detail view. Click the message in the list to

open that view.

Info | Folders [MUEEEELEE Dataroom Reports | Dataroom Administration

Sent by J

' (1) Recipients
v

BN RN-BDRS-8.20.025-en.pdf
i . File Size 230.29 KB | Modified 08.04.2013

} View Maore Details

Message

Dear Test User,

Kindly review the attached document.
Please click the document link to open the document in your Secure Dataroom.

RN-BDRS-8.20.025-en.pdf
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5. If the e-mail contains more than one attachment, the resulting documents can all be accessed
individually through the message’s details view:

Info | Folders QYEEEELEEEN Dataroom Reports | Dataroom Administration

ew the attached documents

Sent by )

¥ (1) Recipients
v

I RN-BDRS-8.20.025-en.pdf

e File Size 230.29 KB | Modified 08.04.2013

3 View More Details

T UM-BDRS-8.20-en.pdf

File Size 6.05 MB | Modified Today 1:47 PM

3 View More Details

Message

Dear Test User,

Kindly review the attached documents.

Please click the document links to open the documents in your Secure Dataroom.
EN-BDRS-8.20.025-en.pdf

UM—BDRS—S_ED—EH.Dﬂf
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7 Collaborate on Microsoft Office Documents through the Brainloop Secure

Connector for Microsoft Outlook

You can start a collaboration process with other Dataroom members asking them to edit Microsoft
Office documents directly from the Secure Connector. The recipient receives an e-mail with a secure
document link including an Edit action and can edit the document directly by clicking that link. While
the document is downloaded the recipient’'s permissions are checked. If the recipient does not have
the necessary permissions they are prompted to request them by e-mail. The owner can then approve

this request and grant the necessary permissions simply by responding to the e-mail request.

Tip: You can also send a Microsoft Office document by secure mail directly from
. within Excel, Word, or PowerPoint respectively. For further information, please
1 refer to our User Guides for the Brainloop Secure Connector for Microsoft Excel,

Microsoft Word, and Microsoft PowerPoint.

7.1 Send a Microsoft Office Document by E-Mail

1. Open Microsoft Excel, Word, or PowerPaint.
Create your document.

Save the new document to your Dataroom.
Open Microsoft Outlook and open a new e-mail.

Enter the recipients, a subject and your message text as usual.

o g > w Db

Attach the document as a secure document link.
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@‘ HY9 S 4 + |+ Mumber - Message (HTML)

[CIR—>

5@

Message | Insert  Options  FormatText  Review  OutlookSpy
@ i P cmmew oncomms W o T Q
B3 copy ¥ High Impartance

Dataroom Protect | Paste . B S U | ®-A- . Address Check | Attach Attach Signature Zoom
- essage - < Format Painter = - % Book Mames File Ttem~ - § LowImportance

Brainloop G| Names | Indude | Tags = | Zoom |

Clipboard = Basic Text

From ~

=1 Tow. !BoaTestUser (b i m);

Send

ce. ||

Subject: |Nummr

Please give me a number:
name xlsx

Brainloop AG
Franziskanerstraie 14

81669 Minchen

Deutschland www.brainlgop.de

Amtsgericht Minchen HRE 131804
Vorstand: Bernhard Wabker, Markus Seyfried, Johannes Hertz
Vorsitzender des Aufsichtsrats: Hans Strack-Zimmermann

[» )&

v x

Brainloop E-mail Status
Security Level: B Maximum (Dataroom members) DocumentFormat - Validuntil: - R

- D @ Wor-Visible Users  Links: 1

7. Click Send to send the e-mail and its document link.
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7.2 Ask for Edit Permissions for a Microsoft Office Document by E-Mail

As a recipient, you now receive an e-mail with a secure document link including the Edit action.

1. Open this e-mail in your Outlook inbox.

2. Click the Edit link, which you find in parentheses behind the document name.
Number

Sent: Mon 5/27/2013 10:10 AM
Ta BOA Testuser

The e-mail uses the secure document delivery of Brainloop Secure Dotaroom Service

The links 2xpire on: Never

Ploass oive me anumber:

name.xlsx (Edit}

Brainloop AG
Franziskanerstralfe 14
81669 Minchen

Deutschland www.brainloop.de

Amtsgericht Minchen HRE 131804
Vorstand: Bernhard Wébker, Markus Seyfried, Johannes Hertz
Vorsitzender des Aufsichtsrats: Hans Strack-Zimmermann

3. The document is now downloaded from the Dataroom and your permissions are checked. If you
do not have Edit permissions you are asked whether you want to request the required

permissions from the document owner.

4. Answer the prompt “Do you want to request the required permissions from “name of user”?” with

Yes.
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7.3 Grant Edit Permissions for a Microsoft Office Document by E-Mail

As the document owner, you now receive an e-mail with the subject “ Permissions requested for:
name of document”, and you can decide whether or not you want to allow the recipient to edit that

document.

1. Open the “Permissions requested for” e-mail in your Outlook inbox.

2. To give the recipient the required permissions, click the Click here to grant the permissions link

at the bottom of this e-mail.

Permissions requested for: name.xlsx

BOA Testuser
Mon 27,/05/2013 10:12

Permissions requested

name.xlsx
in Non-Visible Users

Boa Test User (boatestuser@brainloop.com) could not open the document you sent and has therefore requested the required permissions.

[ Click here to grant the permissions. ]

Brainloop Secure Dataroom Service
If you are new to the Brainloop Secure Dataroom Service, you can get started with the Online Help here

3. Answer the prompt “Are you sure you want to grant Edit permissions to "name of user" for the

document?” with Yes.
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7.4 Edit a Microsoft Office Document after Permissions were Granted by E-
Mail

As a recipient, you now receive an e-mail with the subject “ Permissions granted”, and you can open

and edit that document directly from the Secure Connector.

1. Open this e-mail in your Outlook inbox.

2. Click the Click here to open the document link at the bottom of this e-mail.

name.xlsx permissions granted

Mon 5/27/2013 10:13 AM
BOA Testuser

Permissions granted

name.xlsx
in Non-Visible Users

You have been granted the permissions you requested.

[CIickto here to open the document I

Brainloop Secure Dataroom Service
If you are new to the Brainloop Secure Dataroom Service, you can get started with the Online Help here

3. The document is now opened in Microsoft Excel, Word, or PowerPoint, where you can edit it

directly.
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8 Known Restrictions

Please read the below-listed restrictions that apply to using the Brainloop Secure Connector for

Microsoft Outlook.

Restrictions for adding secure document links:

= You may only add links to documents that are located on the same Dataroom server and in the

same Dataroom.

= You may only collaborate with Dataroom members on Microsoft Office documents. You cannot

send secure document links to externals.

= The security level that is selected for a secure document link is generally applied to all the secure
links in an e-mail. You cannot specify different security levels for multiple secure documents link in
one e-mail.

Restrictions for sending e-mails:

= You cannot send Bcc e-mails with the Brainloop Secure Connector.

= Currently, you cannot send an e-mail containing embedded pictures as a protected message.

Archiving of E-mails in HTML Format no longer possible:

= E-mails can no longer be archived in a Dataroom as html files. However, they can be archived as
*.msg files.

Blacklisting and Whitelisting of E-Mail Addresses no longer available:

= Blacklisting and whitelisting of e-mail addresses for constraining the automatic triggering of Send
Securely is on longer available.

Installation of Brainloop Secure Connector with Microsoft Office 2007

=  When installing the Brainloop Secure Connector for Microsoft Office 2007, the Office add-ins are
only enabled, if the Brainloop Secure Connector is installed manually using the Advanced Mode

option and the “Installation Scope” Install just for you (Username).
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9 Appendix: Document revision history

I T

First release for the Brainloop Secure Connector for

1.0 31 January 2014 Microsoft Outlook Version 4.3
Added a new restriction for sending e-mails: “Currently,
1.1 14 October 2014 you cannot send an e-mail containing embedded
pictures as a protected message.”
1.2 13 July 2015 Update to version 4.4; no content changes
Update to version 4.5
Added a new restriction regarding the installation of
1.3 12 October 2015

Brainloop Secure Connector with Microsoft Office 2007,

see page 52.
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