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1 Introduction

Data security nowadays is the burning issue not only for companies and government agencies, but rank and
file people as well. Our personality is now fully embedded in computer technology. It is computer you apply
to when at work, it is also computer you use at home for entertainment or as a reservoir for containing some
valuable data such as personal correspondence, banking account information, credit card numbers, financial
records, whatever... It is obvious that this kind of data should in no way be available to others. That is why,
when disposing of a storage device (a hard disk or a flash memory drive), the crucial thing is to make sure it
does not contain any information, because simple deletion, or even reformatting do not guarantee data
security at all. To do that, you need a specially designed tool.

Our program is a fast, convenient and reliable solution providing irreversible destruction of data on separate
partitions or entire hard disks (IDE, SCSI, SATA, USB, etc.) as well as any type of flash memory devices.
The key features of the program are listed in the special chapter.

Setting up any operation is accomplished by using practical wizards. Each step of the wizard includes in-
depth information in order to allow the user to make the right choice. Graphical representations of the data
help the user to gain a better understanding.

In this manual you will find the answers to many of the technical questions which might arise while using
the program.

2 Key Features

Let us list some of the key features:

o User friendly interface. Easily understood icons accompany all functions of the program.

o Previewing the resulting layout of hard disks before actually executing operations (so-called virtual
operations).

o Support of major national government and military data erasure standards as well as the possibility to
create a customized algorithm.

o Wipe Wizard that enables to successfully destroy all on-disk information including standard
bootstrap code and other system service structures, thus providing high level of security, and that
even beginners may understand.

o Wiping Media Builder that helps the user to create bootable media with the DOS-based version of
the program to boot from and destroy all on-disk information even when the current operating
system cannot boot anymore. The DOS-based version can boast the same interface as the Windows
version does, providing a unique possibility to enjoy XP-like environment and functionality under

DOS.

a Clear Free Space function to destroy any remnants of deleted files/directories left on disk without
affecting the used data.

o Schedule the operation. The user can set a convenient time for the program to perform the operation
automatically.

o Basic functions for initializing, partitioning and formatting hard disks. Instead of the standard
Windows disk tools, the program supports all file systems.

o Shutdown After Apply function enables to set the computer to automatically switch off on the
successful accomplishment of any scheduled operation.

& Some features may be unavailable in the version of the product you have. To learn more
about it please consult the Disk Wiper Editions chapter.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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3 Disk Wiper Editions

The product is being released in several editions, Personal and Professional, which vary in price and

provided functionality:

o The Personal edition does not enable to use national government and military data erasure standards,

but two wipe algorithms (Paragon’s and customized).

o The Personal edition does not support scripting, i.e. it cannot perform batch tasks in the unattended

mode.

a Generate Script and Save to Scheduler program’s dialogs are unavailable in the Personal edition.

o There is no possibility to send notifications by e-mail on the carried out operations in the Personal

edition.

Supported Operating Systems

oS ‘ Personal Professional
Windows 95 | Yes | Yes |
Windows 98 | Yes | Yes |
Windows Me | Yes | Yes |
Windows NT | Yes | Yes |
Windows NT Server Family | Yes | Yes |
Windows 2000 Professional | Yes | Yes |
Windows XP Home Edition | Yes | Yes |
Windows XP Professional/ 64-bit | Yes | Yes |
Windows 2000 Server Family | Yes | Yes |
Windows Storage Server 2003 | Yes | Yes |
Windows Server 2003 Web | Yes | Yes |
Windows Server 2003 Standard | Yes | Yes |
Windows Server 2003 Standard 64-bit | No | No |
Windows Server 2003 Enterprise | Yes | Yes |
Windows Server 2003 Enterprise 64-bit/
[tanium No No
Windows Server 2003 Datacenter | Yes | Yes |
Windows Server 2003 Datacenter 64-
bit/ Itanium No No
Windows Small _Business Server 2003 Yes Yes
Standard/ Premium
Windows Vista | Yes Yes

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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4 Installation

This chapter provides information which is needed to perform the correct installation of the program, and in
addition, checks if the current installation is working correctly.

4.1 Package Contents
The installation package includes the following components:

Launcher (with an embedded HTML browser)
Wipe Wizard

Wiping Media Builder

Partition Management

Hard Disk Management

Scheduler with Task Editor

Extra Functionality

Sy [y Sy Ry Ny

4.2 Minimum System Requirements

To use the program on a computer satisfactorily, ensure that it meets the following minimum system
requirements:

Operating systems: Windows 95/98/ME/NT/2000/XP/2003 Server/Vista and XP 64-bit
Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed

128 MB of RAM

Hard disk drive with 40 MB of available space

SVGA video adapter and monitor

Mouse

Sy [y Ry Ry Ny

4.3 Installation Procedure

The installation process consists of the following steps:

1. Run Setup Application

From the folder, where the setup files are kept, run the SETUP.EXE file. This application will guide the user
through the process of the program installation. The setup utility is compiled with the InstallShield SDK,
hence it contains the standard user interface and set of installation steps.

A In case there is some previous version of the program installed on the computer, the program
will offer the user to uninstall it first.

2. Starting Setup
The Welcome page informs that the application is being installed. Click the Next button to continue.

3. Confirm License Agreement

The License Agreement page displays the Paragon License Agreement. Read the agreement and then click
the Yes button to accept. If the user does not agree with any conditions stated there, the installation process
will be interrupted.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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4. Select an Installation Folder
The Destination Location page allows the user to choose the folder where the program will be installed. By
default, the installation folder will be created as:

C:\Program Files\Paragon Software\Paragon Disk Wiper. To select another folder, click the Browse
button.

After you have selected the required folder, click the Next button to continue.

5. Select a Program Group

The Program Folder page enables the user to select the application's program group for the Start Menu. By
default, it will be the program group:

Start > Programs > Paragon Disk Wiper.

Click the Next button to continue.

6. Verify Setup Settings

The Start Copying page allows the user to verify settings, which have already been made and correct them if
necessary. Press the Back button to return to the previous page and modify the installation settings. Click the
Next button to complete the installation process.

7. Copying Files

The Setup Status page shows the overall progress of the installation. Click the Cancel button to abort the
setup.

8. Finishing the Installation

The Final page reports the end of the setup process.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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S5 Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain
a general notion of the operation performance and makes it easier for the user to operate the program.

5.1 Data Sanitization

Data security is a two-sided problem. It is to be made clear, that providing confidentiality implies not only
information to be stored properly, but also be destroyed according to certain rules. The first step to
protecting yourself is to know exactly which security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its
contents. Actually that is not quite so. Repartitioning the drive only alters references to partitions in the
Partition Table, leaving all file data intact. In fact, there are a number of programs available to successfully
recover previously deleted partitions.

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of
the Master File Table (MFT) that keeps track of where file contents are stored on the disk and verification of
each sector for consistency. Even a low-level format does not actually erase the file contents for good, since
they can still be resurrected from their deleted state with minimal effort by using the popular today Magnetic
Force Microscopy technology.

The only way to make sure that all the data has been erased from a hard drive is to overwrite all on-disk
sectors with random patterns of ones and zeros. Although this sounds complex, there is an easy way to do
this.

The process of deliberately, irreversibly removing or destroying the data stored on a memory device
(magnetic disks, flash memory drives, etc.) is generally known as Data Sanitization. A device that has been
sanitized has no usable residual data and even advanced forensic tools should not ever be able to recover it,
thus providing maximum level of security.

5.2 Data Security Standards

To irreversibly destroy all on-disk information there have been developed a number of disk sanitizing
standards. They are distinguished by wiping patterns and number of passes:

1. US DoD 5220.22-M. US Department of Defense recommends to overwrite all addressable locations
with a character, its complement and then a random character. Finally, the target data area is to be
verified;

2. US Navy standards NAVSO P-5239-26.

o NAVSO P-5239-26 for RLL encoded drives. At first to write the fixed value (Oxffffffff) to
the target data area, then the fixed value (0x27ffffff), and then random values. Finally, the
target data area is to be verified,

o NAVSO P-5239-26 for MFM encoded drives. At first to write the fixed value (Oxffffffff) to
the target data area, then the fixed value (0xbfffffff), and then random values. Finally, the
target data area is to be verified;

3. British HMG Infosec Standard No.5. At first to write a single character pattern, then its
complement and then a random character. Finally, the target data area is to be verified;

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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4. German VSItR Standard. Overwrite the deleted information 7 times, consistently filling it with the
following patterns: 0x00, 0xFF, 0x00, 0xFF, 0x00, 0xFF, 0xAA. Finally, the target data area is to be
verified;

5. Australian ASCI 33. Overwrite with a character (C), then verify. Overwrite with —C (the first pass
character’s inverse), then verify again. Overwrite everything with both C and —C once again but
without verification. Fill everything with random characters.

6. Russian GOST R 50739-95. Destroy information by a single pass with writing random characters
into each sector byte.

7. Peter Gutmann's algorithm. A whopping 35 passes, with 27 random-order passes using specific
patterns combined with eight passes using random patterns;

8. Bruce Schneier's algorithm. Two passes of specific patterns followed by five passes using a
cryptographically secure pseudo-random sequence;

9. Paragon's algorithm.

o Overwrite each sector with a forcefully randomized 512-byte string, new for each sector,
using CSPRNG (cryptographically secure pseudo-random number generator).

o Overwrite each erased sector with its complement.

o Overwrite each sector with a 512-byte string (CSPRNG), again forcefully randomized and
different from the first pass, and new for each sector.

a Fill each erased sector with 0xAA value. Finally, the target data area is to be verified.

Military and government standards always require 100 percent residual data verification. It
& is necessary to make sure that the operation has been properly accomplished. Besides

corrupted sectors discovered during the operation are to be logged to keep the user informed,
since these sectors may contain classified information.

All of the above-mentioned data erasure standards are implemented in the program. Besides the user has the
possibility to create a customized algorithm, defining up to 4 wiping patterns, number of passes for each
wiping pattern and for the group of patterns, thus providing the maximum possible security level.

& Some features may be unavailable in the version of the product you have. To learn more
about it please consult the Disk Wiper Editions chapter.

5.3 64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end
user. However that is not the case when dealing with servers processing large amounts of data with complex
calculations of very large numbers. That is where 64-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases
and more simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such
as memory allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses
than a 32-bit processor. With these resources, even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so
complex that they use up the 4 GB memory limitation of a 32-bit address space. With this large amount of
data, fewer memory resources are available to meet memory needs. On a 64-bit server, most queries are able
to perform in the buffers available to the database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For
instance, system-level utilities and programs that provide direct hardware access are likely to fail. Our
program offers a full-fledged support of the 64-bit architecture providing fault-tolerant work for system
dependent modules.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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5.4 Scheduling

The automation of the program’s operations is particularly effective when the user has to repeat a sequence
of actions on a regular basis. For example, when a specific project is being developed on a computer on a
day-to-day basis and a clear free space operation is made every evening so as to destroy any remnants of
deleted files/directories left on disk, thus maintaining confidentiality, it should be possible to simplify
certain routine operations.

Another aspect of any automation process is that it runs automatically without the user having to be present.
The program is able to execute operations without the user being involved. In addition, it allows an
optimization of your computer’s work-load. This is especially important when operations require a
considerable amount of computer resources — processor time, memory and more. A number of operations,
which can decrease the performance, can be run during the night or whenever the computer has the least
work-load to perform.

The program has a special tool for scheduling. The user can set out a timetable for various operations. For

example, some operations may be performed daily, others - weekly and so on. The scheduled operation
starts at a specified time without interrupting the user's current activity.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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6 Interface Overview

This chapter introduces the graphical interface of the program to the user. The design of the interface
precludes any mistake being made on the part of the user. Most operations are performed through the system
of wizards. Buttons and menus are accompanied by easy understandable icons. Nevertheless, any problems
that might occur while managing the program can be tackled by reading this very chapter.

6.1 General Layout

When the user starts the program, the first component that is displayed is called the Launcher. It enables the
user to run wizards and utilities, to specify program settings, to visualize the operating environment and the
hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and
functionality:

Help
JITSU MPF3102AT)

B Wipe Disk or Patiticn
: Blasic Haed Disk Drve

* W 2] Evslder ize: 9.5 GE
ﬂ\ b Sectors per iack: B3
Heads: 255 .
Comman Cylinders: 1245
Hews and Documentation Tasks Bar

Qﬁ About Disk: \wipse Wipe Hard Digk
wipe ol youl tengithos daba feom the entine haid dsk You can we o ol ths predefined wipe goithins, o

@ Digk Wipes Help : Cleahs POLN DL
Warning: Al the diata o e hard disk will be lost without any possbdity bo seshore |

@ Diata 5.andization Methodolosgy

5
&4 Senpt Manusl

W NTFE i 16 Lirnne a2 Lime: Exi3

ﬂl
;ﬂuﬂ: Haed Disk 1 [FUJITSU MPFI10@AT)
e /@ |
| B8 GB FATI2
' |
"l FReiseifS

LA} Mo dhangss.

. Main Menu

. Tool Bar

. Virtual Operations Bar
. Common Tasks Bar

. Explorer Bar
. Disk Map

. Legend Bar
. Status Bar

03N N KW

Some of the panels have similar functionality with a synchronized layout. The program enables the user to
conceal some of the panels to simplify the interface management.
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All panels are separated by vertical and horizontal expandable sliders, allowing the user to customize the

screen layout.

6.2 Main Menu

The Main Menu provides access to the entire functionality of the program. The available functions are as

listed below:

MENU ITEM
Tools

Generate Script...

Save to Scheduler...
Send Log Files

Wiping Media
Builder...

Settings...
Exit

Changes

Undo "the last virtual
operation"

Redo "the last virtual
operation"

View Changes...
Apply Changes
Discard All Changes
Reload Disk Info
Wizards

Wipe Hard Disk or
Partition...

Hard Disk

Update MBR
Edit/View Sectors...

Properties...
Partition

Create Partition...

Format Partition...
Delete Partition...

Assign Drive Letter...

Remove Drive
Letter...

Clear Free Space...

FUNCTIONALITY

Generate a script for the task
Schedule pending operations
Compress and send the log to the Paragon Support Team

Create the DOS-based version of the program to boot from and destroy all on-
disk information even when the current operating system cannot boot anymore

Edit the general settings of the program
Exit the program

Cancel the last virtual operation on the List of Pending Operations

Cancel the last undo virtual operation on the List of Pending Operations

Display the List of Pending Operations
Launch the real execution of virtual operations
Cancel all virtual operations on the List of Pending Operations

Refresh the current information about disks

Destroy all on-disk information including standard bootstrap code and other
system service structures

Update MBR (Master Boot Record) of the selected hard disk
View/edit sectors of the selected hard disk
Get in-depth information on the properties of selected hard disk

Create a partition of any file system with the Create Partition dialog
Format a partition of any file system Format Partition dialog
Delete a partition of any file system Delete Partition dialog

Assign drive letter to the selected partition
Remove drive letter for the selected partition

Destroy any remnants of deleted files/directories left on disk without affecting
the used data
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Common Tasks Bar ‘ Display the Common tasks bar

Test Surface... ‘ Test surface of the selected partition/block of free space ‘
Check. File System ‘ Check the selected partition for possible file system errors ‘
Integrity...
Edit/View Sectors... ‘ View/edit sectors of the selected partition ‘
Properties... | Get in-depth information on the properties of selected partition |
View ‘ ‘
Manage the Tool Bar representation: show / hide standard and navigation
Toolbar .
buttons, text labels and large icons.
Status Bar ‘ Display the Status bar ‘

Disk Map Legend | Display the Disk map legend

Disk Map Location :fllelztbvgﬁii};er the Disk map will be located on the top of the main window or

Help | |
Help ‘ Open the Help system ‘
About | Open the dialog with information about the program |

6.3 Tool Bar

The Toolbar provides fast access to the most frequently used operations:

BUTTON‘ FUNCTIONALITY
m Wipe a hard disk or
: partition

@ Open the Help system

6.4 Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operations (so-
called virtual mode of execution). In fact, when the virtual mode is enabled, the program does not
accomplish operations immediately, but places them on the List of Pending Operations for later
accomplishment.

The Virtual Operations Bar enables to manage pending operations.

| BUTTON FUNCTIONALITY |

e

Cancel the last virtual operation on the List
of Pending Operations

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Disk Wiper™ 8.5

14

Cancel the last undo virtual operation on
the List of Pending Operations

JOR N

Display the List of Pending Operations

operations

Launch the real execution of virtual

X | &

Cancel all virtual operations on the List of
Pending Operations

(1) Thete are unzaved changes.

Please m&"‘?ﬁmhrmm e commit them and* Dizcard command to
pamaranty unda the changes.

“Y'ou can view changes Hﬁu_l.r\-'.a{-j.'\l"l'm Changes command and lemparary
undo o redo the opesation by rmeans uf'h_j Unda mq:l(=I Redo commands.

6.5 Common Tasks Bar

User Manual

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the
program's wizards that provide all the functionality needed to manage copy operations.

The bar contains two tabs named Wiping Tools and News and Documentation. Each of these contains a
separate button bar which can be folded by clicking it.

Wiping Tools

ﬁ Wipe Disk ar Partition

Starting the Wipe Wizard. The Wipe Wizard assists the
user with destroying all on-disk information.

(% Wiping Media Builder

Starting the Wiping Media Builder Wizard that helps to
create bootable media with the DOS-based version of the
program.

News and Documentation

Qﬁ About Digk, Wiper

Opening the page which contains information about the
program. This page will be displayed in the Explorer bar.

@ Dizk \Wiper Help

Launching the Help system.

@ D ata Saritization Methodology

Opening a brief review on the Data Sanitization issue.

@ Secript Manual

Opening a brief review on the Paragon Scripting
Language.
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6.6 Disk Map

The Disk Map is displayed in the Explorer bar when the Disk View tab is selected. It is located either at the
top or at the bottom of the window, depending on the state of the Disk Map Location option (Main menu:
View > Disk Map Location). The user can change the current location of the map with this option.

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are
represented with rectangle bars that contain small-sized bars. These small-sized bars represent logical disks.
Their color depends on the file system of the appropriate partition.

Batic Hard Dizk 1 [FUJITSU MPFI102AT)

(] ] (G:) "l
22 GB FAT32 1.9GH Linux ... 1.6 GE M. 36 GB MNTFS

Large-sized bars display the following information about physical disks:
o Manufacturer,
o Model.

Small-sized bars display the following information about logical disks:
o Serial number,
a Drive letter,
o Total size,
o File system.

Furthermore, it is possible to estimate the used disk space by looking at the size of the bar’s shaded area.

Disk Map is synchronized with the Explorer bar. When the user selects a disk on the Disk Map the Explorer
bar displays detailed information of the selected disk.

The user can click a large-sized bar to display information about the appropriate physical
disk in the Explorer bar. A click on a small-sized bar will lead to displaying information
about the appropriate logical disk.

6.7 Explorer Bar

The Explorer Bar is located in the center of the main window which emphasizes its importance. The bar
displays reference information including:

o User Manual,

o Information about the program consisting of the product's name, the version of the program and a list
of helpful links,

o Detailed information about disks selected on the Disk Map,

o List of scheduled operations,

According to these categories the Explorer bar has five tabs:
o Disk View, which allows the user to view detailed information about any of the disks.

o Scheduled Tasks, which gives the user the possibility of browsing and editing scheduled operations.
o Help System, which contains the User Manual and information about the program.

The user is able to access the desired information by clicking on the appropriate tab.
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The Explorer Bar is a fully-functional embedded HTML browser, which enables the user to address, for
example, our company's website to look through important technical notes or download the latest updates
without having to close the program. The Help System of the program is HTML-oriented. The user can read
the user manual and follow external links from to get additional information.

Digk View  Scheduled Tazks | Help

OO e
S‘Iparaﬁon Paragon Dlsk Wlper 8.5

SOFTWARE GROUP

Version information

Paragon Disk Wiper, version 8.5, build
2155 (21.05.07 ) Professional

Components versions:

Paragon Base Lerdicas Lilsrary . varsion 1.1, build 215
[21.08.0%

hddr.dll, varsion 8.5, relaase 2, bwild 3555

biontdll, vardicn B.5, ralande 8, byild 3555

biontsys, version 8.5, release 8, buwild 3555

Support links

To easily navigate through browsed pages, the program provides the following functionality:

BUTTON FUNCTIONALITY

-

N

i.._,«;; Return to the previously browsed page
f-;:.ﬁ‘ Open the next browsed page

b4

Stop loading the current page

Refresh the contents of the current page

L

6.8 Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. The user can hide (or
show) the bar with the appropriate Main menu item: View > Disk Map Legend. When it is activated it can be
found at the bottom of the Explorer bar.

The program distinguishes between the following types of known file systems:

-FATI16/32,

- NTFS,

- Linux Ext2/3,

- Linux ReiserFS.

6.9 Status Bar

This is the bottom part of the main window. The status bar displays menu hints, for each item the cursor
points to.
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The user can hide (or show) the bar with the appropriate Main menu item: View > Status bar.
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7 Settings Overview

The Settings dialog is available from the Main menu: Tools > Settings. All the settings are grouped into
several sections of which the functions are described in the following paragraphs. The list of sections is
placed on the left side of the dialog. By selecting a section from the list, the user opens a set of options.

7.1 General Options

-'5- Edit st t‘inﬂ=

Densial apbons =

Wige ipliris %ﬁ General options

Favlitioning option:

| E-madl cptiorns [] Verdy data welben

Wirlusl mode options This cption foices the applcaton bo veniy data being writter: every
Opestation dépendency cpbions vatbe-o-cisk schion i lollowed by e sead-and-compase achion The leshee

may be usable in cads of urstables had disk working. 1t map sgraicanthy dow
the orverall perfommance.

[#] Encable data b potection
Chioogs it option ho engsise that no data vwill be lost ¥ sslem unespaechedly
goes down [because of power shortage e |

] Ty bodepeoscss MorrBI05 Dk Coybradess

Thiz option grees you posshilty bo bypass 8 G boundanss bmilsbon on old
Pz Urddet Wirkdows S Dhoots s option i some dzk sess cannol
boer wmad winnder Windows: S

This section contains a set of general options that will be taken into account during all the operations carried
out with the program. The user can switch between the following modes:

o Verify data written. If this option is marked, every write-to-disk action is followed by the
read-and-compare action. This feature may be helpful in case of running an unstable hard
disk, however it will negatively affect the overall performance.

o Enable data loss protection. Activate the option to force the program to work in the fail-safe
mode (also referred to as data-loss protection mode), which ensures more safety for
operations by maintaining the special journal of operations’ progress. In case of hardware
malfunction, power outages or operating system failure, the modified partition may become
corrupted and non-operable. However, the program will be able to complete the interrupted
operation, thus "reviving" the partition.

If the system has crashed during the operation in the fail-safe mode, insert the bootable
Recovery CD and restart the computer. The program will automatically detect the journal of
the interrupted operation and complete the operation.
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o Try to access non-BIOS disk cylinders. The option works only under Windows 95, 98, ME.
When activated, the program performs a special procedure to define the disk capacity and
does not use the value that is returned by BIOS.

7.2 Wipe Options

= Fdit settings

General opbions 'H i

| opt Wipe options
| Patitiorang aptions

| E-mad oplions Diefad vipe method

| Virhual mods oplions Patagon's algoithen

b

| Dpei shon deperdency oplions | 1S DD 5220, 228

U5 Havy MAYED P5235-26 lor RLL

LFS My MAVSD PE2I5-26 lor MFMW

Biiteth HMG Indosee Slandaid Mo 5 [Enhanced)
Geiman VSRR Standad

Punbiakan ASC] 33

Ruizian GOST A 5073395

Pates Gutmane's algodihem

Bituca Schrser's slgarithm

Paragon’s algorthm

Here the user can select a wipe method from the pull down list to be used by default during wipe operations.
The user can switch between the following modes:

US DoD 5220.22-M

NAVSO P-5239-26 for RLL encoded drives
NAVSO P-5239-26 for MFM encoded drives
British HMG Infosec Standard No.5
German VSItR Standard

Australian ASCI 33

Russian GOST R 50739-95

Peter Gutmann's algorithm

Bruce Schneier's algorithm

Paragon's algorithm

Iy Ry Sy N [y [y

7.3 Partitioning Options
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B Edin settings

Deneial aphons
‘Wipe opfons

i LT? Partitioning Options

Farthoning optor
E-mad cptiors [[] Enable B4 EB chusters lor FAT16
Vitlual mode optons Chioose thit oplion ha snable B4 KB chuders lor FAT1E partitions. Wit this
Opsistion depandariy ophions setling. you will be abls ko create FAT 16 partiions with capacily up o 4 GE.
Please nobe that ol Windows NT famdy spstems: will be able 1o access such
pariions.
Corfamabions

[#] Ak for wobame label bafors parition dalste
[ Ask confamation when converting FAT1E 1o FAT32

Surace best levels

Hina v
Do poclt s ol il acon chuting neaedvatibe opearations.

This section contains a set of options that will be taken into account during partitioning operations. The user
can activate the following modes:

o 64 KB cluster size for FAT16 partitions. Only Windows NT 4.0/2000/XP/2003 support 64 KB
clusters.

0 Request confirmation before partition deletion.

o Request confirmation when converting FAT16 to FAT32 during such partitioning operations as
copy disk/partition, restore disk/partition.

o Surface test level. The option affects the following operations: format partition, copy partition,
restore partition, retest the surface. While performing the surface test, the program detects corrupted
sectors and marks them as unusable.

7.4 E-Mail Options
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B Edin settings

Deneial aphons ! c
Wi ool @ E-mail options

Fautitioning opfiors

| E-enadl oplions Specily your e-mail account opleons:
Virlusl mode optons

D shion dependénicy ophoriz

Outgoing mal server [SMTP] | wocoo oo
User aemal addiess: beingRemad com
[#] My cutgoing server sequises authentication
User name: | beng

Pastwoid | wemw

Specily e-mail notification oplions:

[¥] Send E-Mal notication on spply

Toc [bengi@msl conf

[] Sered mad in HTML format

[#] Serd complete iepol altes apphang opaialions
[ Send grapkical view of the disk sub-system belore and aftes apply
Snct i 2 2

Lok ][ Coee |

This section contains a set of options that will be taken into account during the Send log files and Send e-
mail notification operations. The user can define:

Q

Outgoing mail server (SMTP). To send messages by using the built-in mail client, it is necessary to
have access to a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing
messages are first sent to the SMTP server, which in its turn delivers them to the required recipients.
The address may be represented as a traditional Internet host name (e.g.: mail.com) or as an IP
numeric address (€.g. XXX.XXX.XXX.XX).

User e-mail address. Specify an e-mail address that has been assigned by the Internet Service
Provider or organization's e-mail administrator.

My outgoing server requires authentication. Activate the option to allow the program to make
authentication on the server before sending messages.

- User name. Enter the name that will be used to log in to the e-mail account.

- Password. Enter the password that will be used to access the mail server.

Send e-mail notification on apply. Specify an e-mail to send notifications on the carried out
operations.

- Send mail in HTML format. Activate the option to create messages in the HTML format instead
of plain text.

- Send complete report after applying operations. Activate the option to create an in-depth report
on the carried out operations and send it after performing the last operation.

- Send graphical view of the disk sub-system before and after apply. Activate the option to allow
the program to attach two pictures of the disk layout made before and after the operation is
completed.

7.5 Virtual Mode Options
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-E-g Edit settings

iﬁumdq)lm | o

I ﬁ Wirtual mode options

| Pastitioning option

| E-emadl oplioens Diperations mode

T () o vitual mods

Opsalion dependancy coten: Sl thiz option on fo cany gul all the operations vithasll, You vl be able

bo commil the changes o rollback: al of them o the ket one. B pou swatch

[] Close progress dalag subamaticslly

Sk bt oplion on o sutamatcally el the progiess dakag alter comemiftieg
th changes.

o Allow virtual mode. In this section the user can choose whether to allow operations to carry out
immediately or to place them on the List of Pending Operations for later execution. Just mark the
option to enable virtual operations.

a Close progress dialog automatically. Mark the option to automatically close the progress dialog
when the required operation(s) is completed.

7.6 Operation Dependency Options
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-E Edit sn1ti|||l_':-
iﬁ;rmdqﬂm 1 ) }
| Wipe opfions ﬁ Operation dependency options
| Pavtitioning cpon:
| E-mad cptions Plaane saloct & task bo be caied out vhen one o mo of the lolizwng
[ Vislual mode cptns ‘operations are commitied

Poifom the task: | Send smal notification |

Olperafion 2]
Backup parthion or dek

Boct record conection

Change NTFS verion

[#] Chargs 51D

[] Chack fia system

Cormpact $4FT

Corwer Dyramic Disk bo Basc

Copy partition

[7] Crate paition

[#] Dislets patition

[#] Dtk copp -

| Selectal | [ Oeaal | [Festoe defouits|

This section contains a set of options that will be taken into account when the Send e-mail notification on
apply function is enabled. By marking the appropriate operations the user can choose whether to receive an
e-mail notification after the particular operation is completed or not. However, the user will not be notified
by e-mail in case operations (if any) require the system reboot.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Disk Wiper™ 8.5 24 User Manual

8 Getting Information about Disks

The user is able to view in-depth information on the properties of hard disks. The main tool to extract this
information is the Disk Map. It represents the actual state of the computer’s hard disks. The Disk Map
chapter is a detailed description on this topic.

Generally the hard disks are represented on the map by rectangular bars, which also contain small-sized

bars. The small-sized bars represent logical disks (partitions). When the user selects a large-sized bar, the
Explorer bar displays information about the disk in a bright, graphical form.

Easic Hard Disk 1 (FUJITSU MPF3102AT})

Type: Bazic Hard Digk Diive
Total size: 35 GE
Sectorz per track: &3
Heads: 255
Cylinders: 1245

Wipe Hard Dizk
ﬁ Wipe cuk poir sansilive data fiom the entire hard disk. You can ute one of the predefined wipe algorithms, or
| GIEale pour oW,
Warning: All the dats on the haed disk wil be lost without sry pazsbilly 1o restone |

The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in
form of a circular graph, where the color of a sector corresponds to a file system of an appropriate partition.
On the right the user may see a table, which contains the following information:

o Type of hard disk (basic or dynamic),
o Total size (in GB),
o Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of wizards available for the user. If the user clicks a corresponding record the
appropriate wizard will be started. All default values for the operation parameters will correspond to the
disk’s settings. The list of wizards contains a detailed description of tasks that can be performed by the
wizard. This nullifies the possibility of selecting the wrong wizard.

Logical Disk {G:)

Volume letter: [G:) Serial number; 7493EARF
Yolume label: FAT3ZLIMLEE Partition 1D: 0B FAT32
Type: Prmary Total size: 68GH
File system: FAT3Z2 Uszed space: 27 GE
Sectorz per boot: 35 Free zpace: 4.1 GB
Sectorz per cluster: 8 Achivity: Inachive

Hidden state: Mot hidden

Eigalé nour own,
Warning: Al the data will be bost wathout any possibility bo restore |

Wipe Partition
‘fy Wip= out yowr sensitive data from the selected palilion. You can use one of the predefined wipe algarithins, or
|
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When the user selects a small-sized bar (i.e. corresponding to a logical disk), the Explorer bar will display
information on it as well. The page title will contain a drive letter, which is assigned to the disk. The disk
layout graph will be colored in accordance with the volume ratio of the used space to the free space (the
light colored sector). The table on the right will contain the following information:

Volume label (if available),

Type of the logical disk,

File system (represented by the color of the graph and the selected bar),
Total size, used space and free space (in GB or MB).

00000

Below there is a list of wizards, which may be called for this disk. All default values of parameters will
correspond to the disk settings.
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9 Wipe Tasks

This chapter lists various scenarios of wipe operations which may be accomplished by the program. This has
already been reviewed in the Basic concepts chapter. Here the user will find more useful recommendations
and descriptions of operations.

9.1 Wipe Hard Disk/Partition

The program provides the ability to wipe hard disks/partitions of any file system. During the wiping process,
the program destroys all on-disk information including standard bootstrap code and other system service
structures, thus providing high level of security. The program offers support of major national government
and military data erasure standards as well as the possibility to create a customized algorithm. This operation
cannot be substituted by simply deleting or formatting of a hard disk/partition.

The operation can be accomplished with the Wipe Wizard. The wizard is so well designed that the user
simply needs to follow its easy instructions to carry out the operation.

9.1.1 Starting
There are several ways to start the Wipe Wizard:

In the Main menu: select Wizards > Wipe Hard Disk or Partition...

On the Common Tasks bar: click the Wipe Disk or Partition item of the Wizards menu.

In the Toolbar: click the Wipe Wizard button.

Select a hard disk or partition on the Disk map and click the Wipe Hard Disk item if a hard
disk was selected or Wipe Partition item if a partition was selected on the page that appears
in the Explorer bar.

000D

After following one of the above mentioned actions, the Welcome page of the wizard is displayed.
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P Wipe Wizard 2]

Welcome to the Wipe Wizard

This vazad beldps pou easly vaps entite haed disks, papaiabe paitilions and clear res
spac bo make your serdiive data urrecoverabls

T conitirme, click Best

9.1.2 Settings

The Wipe Wizard allows the user to configure the settings and then start the operation in accordance with
the entered parameters. Here the user sets the parameters of the operation defining:

o The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to
destroy.

Flease chiooze an object for wipng, It can be a whole hard disk, a single partition or a black of unallocaled space You
can 8t ko wipe &l dals on the parlilion of ohly unoccupied space on it [se the nexl sep).

Basic Hard Disk 0 [5T3400744)
) [C:]
122GB NTFS

Basic Hard Disk 1 [FUJITSU MPF3102AT]

v &) o -
B8 GB FAT32 154

{Basic Hard Disk 2 [Maxtor 7Y250P0)
I w (K:) ' I ) (Unallocated)

) (D) o [E)
14.7 GB MTFS 102 GB NTFS

1171 GB NTFS 101.4 GE

0 Wipe mode. This section enables to switch between two options:
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(&) [Wige out ol the data|

Chioose this oplion # you wank lo destiop completely all the data on the selected object.
i} Chear [wipe] free space

Choose this oplion ¥ you wank 1o destiop the races of data that may have been left altes an ordinary delete
operation.

- Wipe out all data. Mark the option to irreversibly destroy all on-disk data of the selected
object.

- Clear (wipe) free space. Mark the option to destroy any remnants of deleted
files/directories left on disk without affecting the used data.

o Wipe method. Here the user can select a specific data erasure algorithm from the pull down
list or create a customized method by marking the appropriate option.

%) Specilic slgaithm

| Patagon's algonthm

“fou can see the algoiithim descrption and el the level of venfication on the next page.
3 Create your cwn Data S anilization method

“Y'ou can create yow own D ata Sardization method

- In case the user preferred to use a specific algorithm, the next page of the wizard enables
to get detailed information on the selected algorithm, choose whether to carry out residual

data verification or not specifying the percentage of sectors to check and estimate the time
required to accomplish the operation.

‘Wipe methad

US Navy NAVSO P-5239-26 for RLL

Fizlly all esazng sectors aie lled with 0555, secondy - with (k2TFFFFFF, thidk the sectors aie Aled with random
symibal patterns [not & par of sectors should cantain ientical patteinz]. Then witing operations are vesified,
Erase passes count 3

Verfy paszes count: 3

[ Viedity wipe resus |

Pescentage of sactors bo check: [100 &

Apprommate vapes time: 01:00:03

‘au ean skip venfping completel oo paith by dizsblng il o reducing percenlage of sectees ta check,
Please note. it would be & devistion fom US Mavy NAVSD P-5239-26 for RALL

- In case the user preferred to create a customized algorithm, the next page of the wizard
enables to define up to 4 wiping patterns, number of passes for each wiping pattern and
for the group of patterns. The Mask spinner control allows the user to set a two-figure
hexadecimal character value ("00" by default). The available range is from "00" to "FF".

The user can also choose whether to carry out residual data verification or not specifying
the percentage of sectors to check.
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'wiipe parameters
Mask: Passcount: 1 4
] Mask: [F 2| Passcount: 1 |
[ Mask: 11 & Pass count: [1 =
] Mask: (04 2| Passcount 1 =
Pass count for the group of pattetns: D
Veiily wipe results
Percentage of sectorstocheck: [ 2

o Revise your changes. This page informs the user on all the actions to be made in the wizard
in a bright, graphical form.

“f'our hard digk before the changes:

Basic Hard Disk 2 (Maxtor 7Y 250P0)

||__§JIH | ‘ i @ (Unallocated) '
| 12 ce e 101468

Yiour hard disk after fhe changes:

.Hasin Hard Dizk 2 [Maztor T 250P0]

|- ) (K] | ‘ i &) (Unallocated) ‘
| 1171 GB MTFS! __'__1?1__-_4'55

9.1.3 Results
Depending on the user’s choice the Wipe Wizard:

O starts the operation
o reconsiders it

After the operation is completed the user can see a well informative summary page, providing structurally
divided in-depth information on all the actions made in the wizard.
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Pepcn] | Disk Viewer |
Hard Disk Info s
Hard Dizk Basic Haid Diisk 1 [FLLITSL MPF31024T)
Serial Number o024
Capacity a5G8
General Info
Object Logical Disk [7)
Free Space Dnly Mo
Start Time 22.065.2007 123058
End Time 22.06.2007 123323
Algorithm Info
el
| Save ] [ Prirt l
To continue, click Mext

The program also enables to store the resulted report. To do that, just press the Save button and choose the
exact location in the opened dialog.

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the
appropriate tab and see it for yourself.

| Repont | [Disk Viewer, |

Sected 1 of 851445

Ox0000 |22 05 94 4F D2 DF 94 AS 87 0B 74 02 BE 84 14 78 "
| 0x0010 |83 40 7C 33|/9F F8 75 07 02 €3 99 46 52 Eh C9 EC ,
0x0020 |0A 7E 55 FE A2 24 C4 BA 4D CF 3C S F8 7D EC 58
|0x0030 (D 48 17 AD 11 28 C5 4E FD 16 90 4& 44 07 2B Ba
Ox0040 |58 68 25 69 04 E6 48 55 47 9B 30 BB Ea 5F 66 49
0x0050 |AC 68 D6 F&8 1E 7D F3 Fd4 14 C9 B8 11 B2 23 0B 44
|0x0060 | 89 Ee 23 E2|2E C1 C9 B3| 94 AC FC LA 48 35 41 30
00070 |32 02 85 2C 94 E2 B9 24 4A 86 A4 08|91 7F 7E B3
|0x0080 |50 25 FF A9 4B D4 20 A2 C9 BD 65 9B 3B 4& 98 44
(x=0090 |E4 47 06 2C 9D 35 DC CO BD DB CF 59 48 sC 74 EE
0=x00A40 |68 5% 91 73 65 ES5 87 25 55 51 G0 0C 1E 35 DS BE
| Dx00B0 | C% 20 52 51 14 11 35 08 B2 OF &5 8C F2 9E 05 51
0x00C0 | 4E 82 DC 13/ C3 44 18 94 5D 3B Ch 71| 3E F7 8F 50
' Dx00D0 | 8E EB E2 02 04 B4 34 EZ 62 AS AD CD 29 3D E7 &1 .
Ox00E0 | 8B DF 79 68 E3 C& E4 A6 45 34 AS E3 4% C2 29 AB .
O=x00F0 | 94 1F EB D7 E3 Fi 98 5D 0& 1F SE 83 34 6B E8 F7
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To cortinue, click Mext

9.2 Clear Free Space

The program allows the user to destroy any remnants of deleted files/directories left on disk without
affecting the used data by overwriting contents of unused clusters with certain patterns. Besides providing
high level of data protection this function can be particularly useful when dealing with certain non-standard
protection/registration/deactivation hidden marks made by some software.
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In order to start the operation the user should take the following steps:
1. Select a partition on the Disk Map.
2. Call the Clear Free Space dialog selecting in the Main menu: Partition > Clear Free Space...

3. Define parameters of the operation with the Clear Free Space dialog. Initially the program suggests some
consistent values for all parameters. In most cases, the user may just press the Wipe button to confirm the
operation.

[ZIX]

Are pou sure you want lo clear free space on volume [D:])7?
Cleanng fiee space wil make it mpossible to undelete fes from thes volume.

Flease select the byle mask 1o wipe oul he dala st
HEX value: (00 4]
ASCH value: #D =]

Please specily the numbes of wiping passes ©

:1 Fa

[#] Veerily wipe resuls
Peicertape of sectors lo check: [0 %

L _wee J[ MW |

o HEX value. The Hex value spinner control allows the user to set a two-figure hexadecimal character
value ("00" by default). The available range is from "00" to "FF". It is synchronized with the ASCII
value.

0 ASCII value. The ASCII value spinner control enables to set the symbolic presentation of the
character to use according to the 7-bit American Standard Code for Information Interchange ("#0" by
default). It is synchronized with the Hex value.

o Number of passes. The user can choose number of passes for the wiping pattern (1 by default). The
available range is from 1 to 100.

o Verify wipe results. The user can also choose whether to carry out residual data verification or not
specifying the percentage of sectors to check.

9.3 Build Wiping Media

The program provides the possibility to create the DOS-based version of the program on external media
(CD, DVD or floppy disks) to boot from and destroy all on-disk information even when the current
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operating system cannot boot anymore. The operation can be accomplished with the Wiping Media Builder
Wizard.

9.3.1 Starting
There are several ways to start the Wiping Media Builder Wizard:

0 In the Main menu: select Tools > Wiping Media Builder ...
o On the Common Tasks bar: click the Wiping Media Builder item of the Wizards menu.

After following one of the above mentioned actions, the Welcome page of the wizard is displayed.

#'s Wiping Media Builder

Welcome to the Wiping Media Builder

‘wiping Media Bulder help: vou create the Wiping Media [CD/DVD
of foppy disk], whach you can use Lo boal your compuler lrem and
peroim ary wipng operations

To confirwe, cick Mext

l_ Mt » ] | Cancel

9.3.2 Settings

The Wiping Media Builder Wizard allows the user to make proper settings and then start the operation in
accordance with the entered parameters. In our case we set parameters of the future bootable media defining:

o Type of the wiping media the user is creating. The program can be placed either on a
CD/DVD disc or on a floppy disk.

o Contents of the wiping media. The bootable media may include the standard Wiping Media
image (it is a part of the installation package) or software, defined by the user. In the last case
the user can record a beforehand-prepared image setting the path to the image file on the disk.

o A recording device. Appropriate external media (CD/DVD or a floppy disk) should be
inserted into the selected device.

o CD/DVD writing parameters (in case the user selects this kind of media). Writing
parameters include writing speed (maximum or minimum) and the ability of ejecting the
recorded disc after completing the operation.

The program supports CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW and also DVD-R, DVD+R

double layer discs. If the inserted disc is not empty the Wizard suggests erasing its contents. If the user
confirms the operation the program erases the re-writable disc's contents and starts recording.

9.3.3 Results

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Disk Wiper™ 8.5 33 User Manual

The Wiping Media Builder Wizard starts the operation after completing the settings mentioned above. As a
result the user receives bootable media with the DOS-based version of the program.

Choose the Data Sanitization method x
Choose the Data Sanitization method

Here you can choose the Data Sanitization method which will be
used for wiping:

(%) Specific algorithm

Agsiralian ASCI 33 E

US Dol 5220.22-M

US Mawy MAVSO P-5239-26 for ALL

US Nawy NAVSO P-5239-26 for MFM

British HMG Infosec Standan No.5 (Enhanced)
) | German WSIR Standart

Russian GOST R 5073995
Peter Gutmann’s algorithm
Bruce Schneler's algorithm
To | Paragan's algarithm

[ < Back ] INext > I [ Cancel ]

It can boast the same interface as the Windows version does, providing a unique possibility to enjoy XP-like
environment and functionality under the DOS environment.
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10 Scheduling Operations

The program allows the user to automate operations. The utility for this purpose is referred to as the
embedded Scheduler, which is used to specify the time for the execution of any operation. There are two
categories for time settings (these correspond to appropriate items in the Schedule type menu):

0 Initiating operation by an event:
- One time only (i.e. the Once item)
- When system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the A¢ Logon item).

o Initiating operation periodically (i.e. Daily, Weekly, Monthly).

The user needs to select one of the variants. Depending on the choice, the scheduler will display a form that
allows the user to set the schedule.

= Disk Wiper

Schedule virlual operations?

= Allvitual operaions you have made wil be saved o the scheduler. Mo operations wil be
appled.

Fleaze specily how and when would vou ke to perfoam the task:
©) irm—
[ Shistdawm spstem on complels

Run the task o
(2052007 & o 0000 3
Evwary
1~ weekis)ont Mondsy ] Fiiday
[ Twesdsy [ Sahuday

[] Wednesday [] Sunday

] Thursday
[T] Do ot n the task alter
|2205.2007 |
Speciy uzel name and password

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Scheduled Tasks tab
in the Explorer bar:
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|

| Name Sciipt Whenta Flun Mest un Tin
Scheduled Tagk sci 220507095811500.pa] At 00000 every Ny, of evely week, staing 22.05.2007.  23.05.2007 |
Scheduled Task =c_220607035054593 psl AL 1256:00 on 22.05. 2007

On every task the user can get in-depth information, including:

The task name

The full path to the generated script of the task
Scheduled time of launch

Statistics on the last launch

Scheduled time of the next launch

Used account information

Comments to the task

a
Q
a
Q
a
Q
a

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by
clicking on the required property.

It is also possible to enable/disable, rename, delete, refresh or modify additional properties of the selected
task.

To modify additional properties of the selected task with the Task Editor, the user should select the
Properties item of the context menu, which can be called by a right-click on the appropriate task.

E Task Properties: Scheduled [ask

General | Schedule |

@ Progran: [es\Paiagon Software'Disk Wipes 85 ProlessionaliPragiamhscripts eve |
Serpt  [ofwate/Disk Wiper 8.5 Prafessional/senipte/ser_270507085811500 psl |
| Ed. || Biows. |

Comments: Pending operatians have been schedued 22.05,2007 1258 11

Enabled

Lok J[ e J[ Conce II

The dialog window has two tabs - General and Schedule. The General tab contains:

o The full path to the program-interpreter of the macro-commands which describes the scheduled task
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o The line of parameters for starting the interpreter (i.e. the task described in macro-language)
o Comments referring to the task

o The option of enabling/disabling the task.

The Schedule tab contains the timetable of the task, which the user can modify. In order to apply the
changes, the user needs to click the Apply button at the foot of the dialog.

10.1 Save to Scheduler

The program provides the ability to schedule any virtual operation placed on the List of Pending Operations.
In order to start the operation the user should take the following steps:

1. Call the Save to Scheduler dialog in the Main menu: Tools > Save to Scheduler ...

2. Specify the time for the execution of operations on the List of Pending Operations.
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11 Scripting

The program actions can also be represented in form of a script. The script describes the appropriate
operation with macro-language commands. There is an interpreter utility - SCRIPTS.exe, which is included
in the program installation package. This utility works in the unattended mode, which allows the user to
automate operations.

11.1.1 Starting

The user may not write a script since the program has a convenient interface for such a task. In order to

generate a script on the base of the entered parameters of the required operation, the user should take the
following steps:

o Select in the Main menu: Tools > Generate Script...

11.1.2 Settings

Define script generation options with the Generate script dialog.

@] Generale script?
Allvrtual operabonz you have made vall be sntten to the scapt. Mo
oparations wall k= applhad.

Fleaze zelect wheie bo shore scripk fle:

%) More oplions l Generate ” Ho |

o Script file destination. The program allows saving script files to local drives. Press the Browse
button to define destination and a filename for a new script file. The default file extension that is
reserved for scripting files is .psl. However, a script can be saved under any filename.

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to click the More options button at the foot of the
dialog page. The following options become available:

Please selech senpl genaraton oplions:
[] Abow b inberact vath the uzes

Turn thiz option off if you do not want to get confimation dialogs when the schpt
it being camied out
Commit altes each operation
Tun thiz oplion on bo ensure the changes wil be committed alter sach operstion.
Check lor emors alter sach operation

Tuin this option on bo make scipt intepreted to check the result of sach
opedation
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o Interaction with the user. Mark the option to pause the script interpreter during the execution to
prompt the user’s confirmation or other input. Otherwise the program will not stop using default
values for parameters if needed.

o Commit after each operation. Mark the option to commit changes after each operation.

o Check for errors after each operation. Mark the option to insert a special code in script, which
checks the status of the last executed operation and stops the script processing if there are errors of
any kind.

11.1.3 Results

After the operation is completed the user receives a new script file. It is placed into the specified destination,
its features defined in the dialog.
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12 Partition Management

In this chapter you will find all the information necessary to carry out partitioning operations supported by
the program.

12.1 Create Partition

The program provides the ability to create new partitions by using the DOS partitioning scheme.
12.1.1 Restrictions

1. Do not use the Create Partition function in order to undelete the last deleted partition.
2. The program cannot create new partitions on Dynamic Disks. The current version of the program supports
only hard disks that use the DOS partitioning scheme (in Windows 2000 and XP these disks are named
Basic Disks).
3. According to the rules of the DOS partitioning scheme, the following combinations of partitions cannot be
created:

o Two Extended Partitions on one hard disk

o Five or more Primary partitions on one hard disk

a If there is an Extended Partition on the disk, only three Primary partitions are allowed

4. The program allows creating new partitions only within blocks of unpartitioned space. It cannot convert a
free space on an existing partition to a new partition.

12.1.2 Starting

In order to start the operation the user should take the following steps:

1. Select a block of free space on the Disk Map.

2. Call the Create Partition dialog to define appropriate settings. There are several ways to do it:
o Select in the Main menu: Partition > Create Partition.

o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Create Partition.

12.1.3 Settings

Define the future partition parameters with the Create Partition dialog. Initially the program suggests some
consistent values for all parameters. In most cases, the user can just press the Yes button to confirm the
operation.
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?/x)

Are you zure you want to create a new paitition on dizk 07

ou aie aboul bo ceale & new pailiban in [Unallocated). 1.6 GB &ea Plesse select size. position snd
file system of the new partition.

User Manual

Create new partkon ax -Prmu'y partban .

Frimaty partition
Basic Haid Disk 1 AT)
[Unallocated [Unallocated]
485.3 MB 7452 MB Mot formatted 4471 HB

Fleaze zpecily new parfiion size: |738 :j TME -1 673 ME
Flease specily size of res space bafore the paition; !dEE ‘.',"i OME -1 ETDMB
Please specily size of free space after the pattiior: 453 & OME -1 670 ME

Flease sedect file system for new partiior: | Nol foimatied v
Fleaze entes new volume label: [

) Vs o I | -

o Define whether the partition will be Primary, Extended or Logical. Select the desired type of the
new partition from this pull-down list. As a matter of fact, the available alternatives fundamentally
depend on the type of the selected block of free space - within the Logical free space, only Logical

partitions can be created; Within the Primary free space, both Primary partitions or the Extended
Partition can be created.

o Partition Size. Define the size (in MB) of the new partition.

o Free space before. Define the position (in MB) of the new partition relative to the beginning of the
block of free space.

o Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition.

o File system for new partition. From the pull-down list select a file system the newly created

partition will be formatted to, otherwise the partition will remain unformatted (so that it will not be
ready to use).

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to click the More options button at the foot of the
dialog page. Depending on the file system, the following options become available:

Pleaza salect suiface tedt level: ?_I‘!g_r]_a__ ~|
Please salect numbes of seciors per boo: 3_2 =]l
Please select numbes of oot entiies: |f_ B
Please salect number of sectors per chester: | 8 v
Aestoe defaults

0 Whether the surface test will be performed. Mark the option to make the program perform the

surface test on the formatted partition. In this case, the program will find bad and unstable sectors
and mark them unusable in the file system metadata.
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0 The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file
systems. Set the number of sectors to be reserved for the boot area on the partition with this spinner
control.

o The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the
maximum amount of files/directories to be placed in the Root Directory on the FAT16 partition.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this
spinner control.

12.1.4 Results

After the operation is completed the user receives a fully functional partition.

12.2 Format Partition

Any partition should contain some file system to be used for keeping data. The process of installing a file
system is commonly known as formatting. A huge variety of file systems have been developed these days.
The program provides the ability to format existing or newly created partitions of the following file systems:

-FATI12 & FATI16
- FAT32

- NTFS

- Ext2

- Ext3

- ReiserFS

- Linux Swap v. 2
- HPFS

12.2.1 Starting

In order to start the operation the user should take the following steps:

1. Select a block of free space on the Disk Map.

2. Call the Format Partition dialog to define appropriate settings. There are the following ways to do it:
o Select in the Main menu: Partition > Format Partition.

o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Format Partition.

12.2.2 Settings
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Define parameters of the formatting operation with the Format Partition dialog. Initially the program
suggests some consistent values for all parameters. In most cases, the user can just press the Format button
to confirm the operation.

Are you gure you want bo formal not formatted volume on
disk 07

Pleace sebact raw file system: :__v_

Pleae entet new volume |abel: |

'$ More opliors l Foamat ] I Mo |

o File system. Select the desired file system type from this pull-down list. In fact, the program displays
only file systems that can be correctly placed to the selected partition, taking the capacity of the
selected partition into account.

0 Volume label. Enter a label for the selected partition in this textual field. The Volume label is an
irrelevant parameter of a logical drive that can be used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to click the More options button at the foot of the
dialog page. Depending on the file system, the following options become available:

[#] Uze OS5 bwik in format routine

Please select surlace best level Home &
Pleass select number of sectors pel boal:

Pleare select number of roct enlnes; 51_2‘

Please select number of sectors per cluster. | 32 ~|
Riestore defaulls

o Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

0 Whether the surface test will be performed. Mark the option to make the program perform the
surface test on the formatted partition. In this case, the program will find bad and unstable sectors
and mark them unusable in the file system metadata.

o The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file
systems. Set the number of sectors to be reserved for the boot area on the partition with this spinner
control.

o The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the
maximum amount of files/directories to be placed in the Root Directory on the FAT16 partition.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this
spinner control.

12.2.3 Results

After the operation is completed the user receives a fully functional partition formatted to the file system
specified.
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12.3 Delete Partition

The program allows the user to delete partitions on hard disks partitioned with the DOS partitioning scheme.
The program removes references to the partition from the Partition Table, so that the information from the
deleted partition becomes inaccessible. The resulted disk space can be used to create new partitions.

Contents of the deleted partition do not disappear from the disk but merely are unavailable for the operating
system.

12.3.1 Starting

In order to start the operation the user should take the following steps:

1. Select a block of free space on the Disk Map.

2. Call the Delete Partition dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Delete Partition.
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Delete Partition.

12.3.2 Settings

Despite different work algorithms, both the Delete Partition Wizard and the Delete Partition dialog provide
the same level of functionality, thus let us just take as an example the dialog version of the operation.

Define parameters of the delete operation with the Delete Partition dialog.

Are pou sure you want o delete volume )7

You are about bo delete volume (%) [Mo label], FAT16. Your computer may
i longer boot or work conecty.

Flease enter the volume label to confiem deleting: | I
[ Do nat ask volume label nest time

© v

0 Enter the volume label to confirm deleting. To confirm the deletion of the selected partition, enter
its Volume Label. The actual Volume Label value is displayed above.
o Do not ask volume label next time. Mark the option to inhibit confirmation of the partition deletion.

In addition, there is the possibility to wipe partition data as well. To do that, just click the More options
button at the foot of the dialog page. When it is marked, the following options become available:
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[#] Akso wips partkion data
Flease select the byte mask bo wips out the data with:
HEX value 00 =
ASCl value: #0 4|
Flaaze specily the numbes of wiping passes :
1 =
[ Vesity wipa resullz
Paicantage of sectors bo check: D

1. wiping wil destroy all data without ary possiblity to restoee!

User Manual

0 Select the byte mask.... The HEX value spinner control allows the user to set a two-figure
hexadecimal character value ("00" by default). The available range is from "00" to "FF". It is

synchronized with the ASCII value.

0 Specify the number of wiping passes. The user can choose number of passes for the wiping pattern.
o Verify wipe results. The user can also choose whether to carry out residual data verification or not

specifying the percentage of sectors to check.

12.3.3 Results

The deletion of a partition takes only a fraction of a second. However, the program waits until Windows
completes the modification of the disk layout.
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13 Hard Disk Management

This chapter lists various scenarios of hard disk operations which may be accomplished by the program.

13.1 Update MBR

The program allows the user to overwrite the current bootable code in the MBR (Master Boot Record) by
the standard bootstrap code.

This feature can repair corrupted bootable code on a hard disk as a result of boot virus attacks or
malfunction in the boot managing software.

In order to start the operation the user should take the following steps:
1. Select a hard disk on the Disk Map.

2. There are several ways to run the operation:

a Select in the Main menu: Hard Disk > Update MBR.
o Call the popup menu for the selected hard disk (right click of the mouse button) on the Disk Map,
then select the menu item: Update MBR.

Are you sure you want lo update master bool record?

Cument MBR contents for hard disk number 1 vall be bost atter thiz opesation. 'ous
computer may no konger boot comectly.

I Yes I I Ho |

3. The operation will be performed immediately after confirmation.
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14 Extra Functionality

This chapter describes the supplementary functionality available in the program.

14.1 View Partition/Hard Disk Properties

The program enables to obtain in-depth information on the properties of hard disks/partitions. Besides the
general information, such as capacity, used space or file system type it provides the possibility to get info on
a hard disk geometry, cluster size, exact partition location, etc.

In order to view properties of a partition/hard disk the user should take the following steps:
1. Select a partition/hard disk on the Disk Map.

2. Call the popup menu for the selected partition/hard disk (right click of the mouse button) on the Disk
Map, then select the menu item: Properties...

[?X

Gcﬂcral File System Irfa | Advanced

Logical Disk {C:)

Wolume label: System
File system: MHTFS
Type: Frenany
Capacity: 122 GE
12 152 150 464 Byles
25 BBY 872 Seclors

3. The provided information is grouped according to its properties, thus select the required tab and get the
information you need.

14.2 Mount Partition

The program allows the user to assign or remove drive letters of existing formatted partitions.

14.2.1 Assign Drive Letter
In order to mount a partition the user should take the following steps:

1. Select a partition on the Disk Map.
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2. Call the Add Drive Letter dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Assign Drive Letter...
a Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Assign Drive Letter ...

3. Define a drive letter for the selected partition with the Add Drive Letter dialog. Initially the program
suggests some consistent value for this parameter. So the user may just press the Yes button to confirm the
operation.

% Assign a diive letter?

This aflows access bo the wolume by using the drve letber azsigned. The azsignment
iz muot 1ecommended § e volume cortans a file spstem not supported by youw
operating syztem

Azsign the folowing deive letter [ ~ |

LY J[ M |

Assign the following drive letter. The pull-down list contains vacant drive letters that can be associated
with the selected partition. Assign a drive letter to a non-mounted partition, or change the existed drive letter
for already mounted partition.

4. The operation will be performed immediately after confirmation.

14.2.2 Remove Drive Letter

In order to unmount a partition the user should take the following steps:

1. Select a partition on the Disk Map.

2. Call the Remove Drive Letter dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Remove Drive Letter.
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Remove Drive Letter.

Are pou suie you wanl o remove difve better [1:)7

Y'ou ane about to remove dirve letter from the volume [I:) [Mo label]. FAT16
* our compluter may no kenges boot of work comecty,

I Yoz I | Mo

3. The operation will be performed immediately after confirmation.
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14.3 Test Surface

The program allows performing additional surface tests on existing partitions and blocks of free space.
In order to start the surface test the user should take the following steps:
1. Select a partition or a block of free space on the Disk Map.
2. Call the Test Surface dialog to define appropriate settings. There are several ways to do it:
o Select in the Main menu: Partition > Test Surface...

a Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Test Surface...

% Test swiface of volume [G:]?
Tesling volume surface allows to find bad blocks and other problems.

Fleaze sebact a swlface best levet mV

Surface test level. Choose the level of the test procedure.

3. The operation will be performed immediately after confirmation.

14.4 Check File System Integrity

The program can check the file system integrity on existing partitions. This function can be used for
detecting file system errors before performing operations on a partition.

Most useful operations require the targeted partition to have a valid file system to be processed.
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In order to start the system integrity check the user should take the following steps:

1. Select a partition on the Disk Map or on the List of Partitions.

2. Call the Check File System Integrity dialog to define appropriate settings. There are several ways to do it:
o Select in the Main menu: Partition > Check File System Integrity.

o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Check File System Integrity.

3. The operation will be performed immediately after confirmation.

14.5 Edit/View Sectors

With the built-in Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard
disks providing the possibility to directly access and modify sectors, save and restore sectors from specified
files, navigate through the system metadata, etc.
In order to start the Edit/View Sectors operation the user should take the following steps:
1. Select a hard disk/partition on the Disk Map or on the List of Partitions.
2. Call the Edit/View Sectors dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition/Hard Disk > Edit/View Sectors.

a Call the popup menu for the selected partition/hard disk (right click of the mouse button) on the Disk
Map, then select the menu item: Edit/View Sectors.
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14.6 Send Log Files

The program allows the user to simplify the procedure of sending support requests to the Paragon Support
Team. In case of having difficulties with handling the program, the user, with the help of this very function,
can address the company support engineers and provide them with all the information they need such as disk
layout, performed operations, etc. in order to tackle the encountered problem. Information of that kind is

stored in Log files.

In order to start the operation the user should take the following steps:

1. Call the Send Log Files dialog in the Main menu: Tools > Send Log Files

2. Give a detailed description on the encountered problem.

Send log files

Fleaze entes shait descrpbon of yous problem:

wrong 7
Hope you can help

Thiz iz & sample suppor reguest

Drear Sirs, | have just installed the progeam but am having a problem with
making complete backups to my 290G estenal dibve. | have made 2 ful
backup and this vorked fine bul when | iy o make 2n incemental backup
the saltweaie will onbe iepest a complete backup. Am | doing something

Send

| [ Concel |
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By clicking the Send button the built-in mail client will generate a template request with attached
compressed log files and then send it to the Paragon Support Team.

14.6.1 Log Files

Log files are simple textual files that can be opened by any text editor. There are several log files
automatically generated by the program:

Contains in-depth information on parameters and
Stubact.log | performance of all operations carried out by the

program
Pwlow. ixt Besides brief overview on operations it also contains
g detailed information about the state of all hard disks
Contains low-level information on the CD/DVD devices
Cdb.log

used in the system

BioNTlog.txt It is an OS-dependent supplementary log file derived
or from Bioxx.dll. It may contain valuable information on
Bio95log.txt | Windows family operating systems
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15 Glossary

Magnetic Force Microscopy (MFM) is an effective tool to magnetic investigations on submicron scale.
Image obtained by MFM is the space distribution of some parameter characterizing magnetic probe-sample
interaction, i.e. interaction force, amplitude of vibrating magnetic probe, etc. The MFM technology can be
successfully used to resurrect deleted information.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file
attributes. It contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is
similar to a FAT table in a FAT file system.

Partitioning scheme is a set of rules, constraints and the format of on-disk structures that keep information
of the partitions that are located on the hard disk. There are several partitioning schemes, which can be used.
The most popular partitioning scheme is the so-called DOS partitioning scheme. It was introduced by IBM
and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible computers.

Another popular partitioning scheme is the so-called LDM (Logical Disks Model) that originates from UNIX
mainframe systems. The Veritas Executive accommodates the simplified version of LDM to the Windows
2000 operating system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme

and the new Dynamic Disk Management (DDM). The problem is that older versions of Windows do not
support DDM. In addition, most hard disk utilities do not support it as well.
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