Secure Messaging Quick Reference Guide

Overview

The SHARE Secure Messaging feature allows a SHARE registered user to securely send health
information to another SHARE registered user. The Secure Messaging feature is built on a strict set of
standards, policies and services that allow for a faster, encrypted, and inexpensive way to
communicate about patients. Attachments such as results, summary of care documents, referrals,
discharge summaries, transcribed reports, and other health care documents can simply be attached
and sent to another SHARE participant. It is easy to use and works similar to any other email system.

This user guide will cover the main functional areas:

o Webmail Client — secure messaging follows the specifications of the Direct Project and allows
the secure and private transfer of information to participating healthcare providers

e Local HISP (Health Information Service Provider) Directory — this directory provides you a list of
contacts (providers and their staff) within the SHARE HISP

e Provider Directory — This searchable directory allows users to find contact info for the providers
from other organizations connected to your HISP. The provider directory is accessible from the
webmail client, to facilitate addressing email messages to other providers.

Initial Login to SHARE Mail

Before you can login to Secure Messaging, you must receive your secure user ID and password. If you
have not received this, please check with your facility administrator or project champion.

Go to www.sharearkansas.com and click the Login button in the upper right corner of the web page.
Then click the SHAREMail — Mirth link. This will take you to the sign in screen. See below.
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http://www.sharearkansas.com/

Application Logo

System use is for authorized users only. All activities on this system may be monitored. Further use of
! this system implies consent to this monitoring. Appropriate action will be taken in response to misuse
of this system, in accordance with appropriate carparate policy and/or local law or regulation

Usemame: Hlombas X Forgot Usemame?

Password: eeesessese Forgot Password?

En

Please enter 2 assword Passwords may be case sensitive.
1f you need help or require a login for this application, please contact your helpdesi

Copyright © 2015 Mirth Corporation. All rights reserved. | Mirth Sign On | D1/07/2015 11:41-04AM CST Avout

If this is your first time logging into the system, you will be prompted to change your password. You
will see a screen displayed similar to the one below. Follow the online instructions for creating a
password and answer three security questions. You may be prompted to answer one of these security
questions in the future when trying to recover your username or reset a password.

R S Cioote Possned o — —

— e b
SHARE

Create Password and
Security Questions

You must create a password and security questions before your
account can be used.
Create your password
New passweords must folicw the follewing guidslines:
+ May not be blank.
+ Must be at least T characters long.
+ Must be no more than 20 characters long
+ Must contain 1 or more letters,
- Must contain 1 or more numbers
+ Must not be in your password history.
Passwerd®

Confirm Password”

Create your security questions were inte

Security Question 1%

childhood nickname? &4

Logging into Secure Messaging website

If the Secure Messaging Shortcut is not on your desktop, follow the instructions below:

1) Open your Internet Browser

2) Access Secure Messaging directly through the SHARE Portal via the “SHARE Mail-Mirth” link located at
http://sharearkansas.com.

3) Enter your user credentials to sign in to secure messaging.
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Recovering your username or password

Syatem use m for suthorzed users only. Al ctrties on thes system may be monstored. Further use of |
this system implies consent o this monaoring. Appropriaie action wil b (akEn I respONSe o Misuse
of this sysem, in acconiance with appeopriale corporate policy andior local aw of reguiation

Username:  diombas

Password: '
m sl Password rvindes 0pve §
Plaaso sntor your isamams and Password. Passwords ma
Hyeis e sk o smearn @ liogen for thin sopleation, plemsa ¢
» x il 2311 Asout

% for authonzed users orly. All acthvities. on this system may be monitored. Further use of
% impes corsent to this monitoring. Appropriate action wil be taken in resporse 10 mEsuse

Please enter your current sysiem usemame
A orail will b 5enit to you conkaining @ bk 10 resel your password

Username: diombas ®

If you have forgotten your username and/or password, click on the appropriate link in the “Forgot your
username or password?” sentence.

e Username will prompt you for your registered email address, and will email your username to
that address.

e Password will prompt you for your username, and will email a temporary password to the
address registered for that username.

Account Home and Profile Details

Account Home and Profile Details are the two parts of the account page, which you get to by clicking the My
Account link at the top of any page in the Provider Directory component. Links for the two parts are in the left
column; these links act like tabs to select what is shown in the main part of the page on the right.

Account Home lets you view and modify your account. The Overview section shows your account ID, and has a

Check your webmail link that will take you directly to the Webmail mailbox page. The Account Security section
provides links that allow you to Change your password or Change your security questions.
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Back to Provider Directory Search | Webmail

@ s H A R E My Account(dlombas)

| AccountHome ) Account Home

Profile Details View and modify your account.
Overview

Account ID  dlombas
Webmail Check your webmail
Account Security

Password Change your password

Security Questions Change your security questions

Page Rendered: 11/05/2014 03:16:58PM CST Copyright @ 2014 Mirth Corporation. All rights reserved. Remote IP: 170.94.134.126

PROVIDERS ONLY: Updating Your Profile Details

The other selection in the left column of the account page, below Account Home, is Profile Details. If you are a
provider with a NPl number, click on this and update your profile so that other users will see the correct data
when you are included in the results of a search.

Update Provider Profile

Account Home

Profile Details Provider Name(s)
Prefix  First* Middle Last* Suffix  Credential

Primary Name* Deborah Lombas
Alternate Name
Addresses & Contact(s)

Practice Address* | 1501 N. University

e.g. practice/mailing g oo 1ng
Little Rock AR 72207
Practice Phone™ Practice Fax

Billing Address  Address Line 1
Address Line 2
City State Postal

Billing Phone Billing Fax

Personal Email* & dlombas@oleen.com

This is your personal email address that may be used for various administrative purposes
Secure Email  dlombas@sharear.net ¥ Make Public
You must mark at least one secure email to be published in the directory.

Primary License & Specialty

Specialty™ Chaos

License Number tate v/l
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Creating an Email

1.

Once successfully logged in, your mailbox will open. The process of composing and sending an email

message from SHARE is similar to what you are used to in non-Direct email systems. On the main webmail

+
mailbox page, click Compose icon 2 to open the message composition page with nothing yet filled in.

i l——

@suare =(a) £ —

0 nbex G- # ®  subject #  From Date
& 5o

1) The following screen will appear:

Webmail

« v i &* 7

Cancel Sand Save Artach Signature

AL Ly
1 Contacts 1 = Ta "Feller, Brad" <bfeller@sharear.net>, =Y
N o e e e e J 2 )
;‘;:' Personal Addresses
oA
¥ Local HISP Addresses s
Clinlcal Summary
® ACH
e AR 2 .
& Anderson, pam Thiz iz a referral for follow up care post-discharge. Attach a file
= Beyer, Nancy
- Cunningham, Jessica ding’ Hanages
e Cunningham, lessica
o [avis, Landon
2 Feller, Brad 7
L - n b g
+ + +
To® Cc  Bcc

2) To find a SHARE user, click on the Local HISP Addresses or Personal Addresses in the left sidebar. It will
display SHARE user’s names for that directory.

3) You can also use the search box to filter the contact lists to just those entries that match the string you
enter.

4) When you have found and selected the contacts you want to include, click the To+, Cc+, or Becc+ button
to add those contacts to the corresponding field in the message composition pane. (See screen above).
You can repeat this process as many times as you want to keep adding recipients to all three address
fields. If you change your mind about any of the recipients you have added, simply edit the appropriate
fields in the composition pane before sending the message.
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5) Click the Attach button to open the Attach a file dialog, which lets you browse for a file on your local
computer to upload and attach to the message. Once the file has been uploaded, its filename will
appear in the gray area to the right of the message body. If you change your mind and want to remove
the attachment before sending the message, click on the trash can icon next to the filename. The Attach
a file button at the top of the gray area will also open the Attach a file dialog. As another option, files to
be attached may also be dragged and dropped onto this gray area, as indicated by the image of the large
down-arrow inside the dashed-line square.

Webmail

Cancel \\Sm‘e, Save Aitact Signature
Contacts "Feller, Brad" <bfeller@sharear.net>, (=Y

0

B Personal Addresses
o Add ©

¥ Local HISP Addresses -

& acn

o Anderson, Pam

®  Beyer, Nancy

s Cunningham, lessica

8 Cunningham, Jessica

-

e Davis, Landon

2 Feller, Brad

6

6.) Click anywhere in the small rectangle with the down-arrow icon at the top left of the composition pane to
open a panel with settings controls that apply to this message only. All of these except Priority override
preference settings.

7.) You can select Plain text or HTML for the Editor type. If you select HTML, a set of formatting tools appears in
the message body area, and the editor becomes a WYSIWYG editor, displaying the formatting as you edit.

You can set a priority for your message, which will affect the way the message is displayed in the recipient's
email program.

You can select Return receipt, which sends you a receipt message when the recipient opens the message in
his email program.

You can select Delivery status notification, which sends you a notification when the mail server sends the
message to the recipient's email program.

SM Reference Guide Version M1.1 May 2015



You can select the folder where a copy of the message should be stored when it is sent.

To close this panel, click again in the small rectangle, which now has an up-arrow icon.

>

8.) When your message is ready to send, click the Send icon. = **™¢

Searching the provider directory (Please note: Only Providers with a NPI# or an Organization are searchable in
the Provider Directory. If you need to find a staff user, please search your local address book.)
1. To find details about a provider or an organization, you can search the provider directory. To get to the
Provider Directory pages from Webmail, click the Provider Directory link at the top left of the page, in
the black navigation bar.

Webmail\_Provider Directory

&> SHARE

L Inbox G- & | m subject * | From : size
* i} Date -

= Sy A1 e al
Refrosh

F b Compose Mark Mare

L2

2. This will take you to the Provider Directory Search page. There are two modes for using the search
screen: Simple Search and Advanced Search. To switch between these modes, click the link in the
bottom left of the screen near the Search button. The Simple Search screen will have an Advanced
Search link, and the Advanced Search screen will have a Simple Search link.

Page Rendered: DB/20/2013 03:32:43PM PDT Page Rendered; D&/20:/2013 03:32:43PM POT

For both types of search you enter your search criteria in the input fields at the left of the screen. For a simple
search, specify the provider name, specialty, and/or location. (See screen below)

For an advanced search, you can specify whether you want to search by Individuals, Organizations, or Sub-
Organizations. (Or you can search by All, which is similar to a simple search.) The screen will change to display
input fields customized to your selection. (See screen below)
e Forindividual providers the fields are Last Name, First Name, Specialty, Location, Associated with
Organization, Language, and Gender.
e For organizations, the fields are Organization Name, Specialty, and Location.
e For sub-organizations, the fields are Sub-Organization Name, Specialty, Location, and Associated with
Organization.
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Simple Search

Search

tyson

Specia

Advanced Search
Reset Search

|

¢ 8

Use the search options below to find
Providers and Organizations

Name (Last Nama or Organization

Location (City or Zip

3

Advanced Search

Search
Use the search options below to find
Providers and Organizations

Organization Name

Specialty

Location (City or Zip

Simple Search
Reset Search

Any field left blank will match all values for that field. The Specialty, Associated with Organization, and Language
fields present special drop-down lists that allow you enter a substring to narrow down the size of the selection
list, so you can find your desired choice more easily. For the Location fields, you can enter a city name or a zip

code.

When you have finished entering your search criteria, click the Search button to execute the search. The results
will be displayed in the main part of the screen to the right of the input section.

Here is an example of a simple search by provider name with results:

¢

)

Find Doctors

& other healthcare providers

Search

Use the search options below to find

Results 1 -1 of 1

Page 10of 1 MNext»

Providers and Organizations
Name (Last Name or Organization

fyson

o Tyson, Shirley A.

Email: shirley.a.tyson@hit.arkansas.gov

satyson@sharear.net

Specialty

Location (City or Zip

Advanced Search NS
Search
Reset Search |

Results 1 -1 of 1

Page 1of 1 MNext»

Note that only part of the name was entered in the search field, and the results show all entries that contained
that substring. If there is no information associated with the provider in the database (which an administrator
can verify by using the admin Ul screens), then only the name for that provider will appear. If data has been
entered for a provider, the system will show as much as has been made available to it.
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Keep in mind that the provider directory can only offer up as much data as it has been given. If your search
results are not providing the information you are looking for, contact your administrator to see if more data can
be entered into the system for a richer Provider Directory experience. Providers should also update their own
profile to provide as much information as possible about themselves to others when they see you in their search
results.

‘: Tyson, Shirley A. shirley.a.tyson@hit.arkansas.gov

satyson@sharear. net qEengemineery

The email addresses are clickable, and a click opens a little horizontal pop-up menu where you can choose Copy
or Compose.
e Selecting Copy puts the address in your computer's copy buffer, meaning you can go to another page or
another application and paste it wherever you want.
e Selecting Compose opens the Webmail message composition page, with the address already entered in
the To field.

Notifications Settings

1. Click on your email address in the black navigation bar, and select Settings from the drop-down menu.
Then on the settings page, click Notifications in the Settings pane on the left. Here you can specify a
public email address where you will receive a notification message whenever you receive a Direct
message in your SHARE Secure Messaging account.

2. You will want to add your contact addresses to your account (if they are not already there). To do this
you use the Add a Notification Email section at the bottom of the screen. Enter your email address into
the text field, and then click the Add Email button. If you have more than one contact address, repeat
the process for each one.

3. Once your contact addresses have been entered, you can use the Notification Settings section at the top
to select which of these addresses you want to receive notification messages whenever you receive
Direct emails. Select the checkbox next to each address that should receive a notification. One address
will be your primary email address, and you may delete any address except the primary.

4. If you also want your delegates to receive notification messages, select the checkbox next to "l would
like my delegates to also be notified when | receive a new message."

5. When all these settings are complete, click the Save button. &

1

Webmail @1

GSHARE 2 = L M o § 4 ..« [E—
*s SLOE Refresh  Compose Reply Reply all Forwird Delate Mark More |
L) box €| o # » | subject * From 3 Size

" Address Book
* rkimmel@sharea o0 OOk 38 i

& Referrals te:
= l Edit My Profile l'

# Drafts
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Webmail

Settings Notifications

Lew Preferences Naotification Settings
B Folders To receive a notification email whenever you receive a new direct message, please select your public email account where you would like to

M recelve the notification.
e, 1dentity

Contact Email Notify? 3

& Change Password

dlombas@olean.com
'u' Notifications

2

%} Delegation I would like my delegates to also be notified when I receive a !@ 4
Add a Notification Email

Maotification Email me 2

Please enter the emall you would llke to add as a contact address.

Delegation Settings

This feature allows a user to share access of their email to another user. This delegate user may retrieve and
send messages on your behalf.

1. Click on your email address in the black navigation bar and choose Settings.

2. Select Delegation in the Settings pane on the left.

3. Enter the user name of the person you wish to delegate email access and click the Save button. The
users name will then appear under the Current Delegates.

4. Should you ever need to revoke a user’s delegation, navigate back to the Delegation screen and click
Revoke under Options to remove access and cofirm that you wish to remove the delegation.

1

Webmail

Settings Manage Delegated Accounts
s Preferences Current Delegates
B Folders User Date Added Last Login Options

'] z Feller, Brad (bfeller) 11/05/2014 at 14:29 Revoke P 4
. Identity s

11!‘ Change Password

{} Notifications Add New Delegate
L Delegation Add Delegate [rkimmel| ® l m e 3
Please anter the username user you wish to add as a delegata to your account

3

5. To access the email of another user, click on your email address in the black navigation bar and select
the email address you wish to view. The screen will refresh taking you directly to your delegator’s email
inbox.

Note: If a delegate user sends out an email from the delegator’s account, the recipient of the email will be made
aware that the delegate was the one sending it, due to an "on behalf of" notation on the “From” line.
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Webmail @4

DELEGATIONS k R
@ SH A RE : + e « _,_ P All rkimmel@sharear.net
WivciRatine  pefresh Compose Mark More |
£} nbox @] &- & n subject & From Saings 4 Size
- Address Book
il Referinls test % rkimmel@sharea et Loy a8 1
| i ofil
7 Drafts % checking settings eimimel Edit My Profile .

Setting Up Folders

1. To setup folders, click on your email address in the black navigation bar at the top.
Next, click Settings.

3. To add a new folder, click the plus sign icon at the bottom left to open a dialog in working pane to add a
new folder.
Name your folder and choose a parent folder.

5. Click Save. (see screen shot below)

i Folders P . Address Book

Edit My Profile

Lk Resulls

Inbax | e E

4

If you need further information about the functionality of SHARE Secure Messaging or you require technical
assistance, please contact us at 1-855-SHAREAR (855) 742-7327.
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