X-Ways Software Technology AG

X-Ways Forensicy
WinHex

Integrated Computer Forensics Environment.
Data Recovery & IT Security Tool.

Hexadecimal Editor for Files, Disks & RAM.

Manual

Copyright © 1995-2011 Stefan Fleischmann, X-Way#v@re Technology AG. All rights reserved.



Contents

I = = (o < 1.
1.1 About WinHex and X-Ways FOIrE€NSICS ........coo oottt eee e e eeeeeees 1
1.2 LIS = =S 2
13 LICENSE TYPES ...ttt ettt e ettt e e e e et e ettt et e e e e e e e R e e e e e e e r e e e e e e e e e 3
1.4 Differences between WinHex and X-Ways FOr€NSICS ..covvvveiiiiiiiiiiiiieiieeeeeeeeieeeeeee e 4
15 Getting Started with X-Ways FOIENSICS ..o eeeeeeee e 5

2  Technical BaCKQIrOUNG .........cccoiiiiiiiii i ceee s e e et nnesanssnnssnnnnas 5
2.1 L0 LS o = W L=t G T L] (o ] PRSPt 5
2.2 ENQIBN-NESS ...ttt s ettt e e e e e e ettt e e e e r e e e e e e e e e r e e e e e s 6
2.3 oL ESTo T g BT = N I/ o1 SRR 6
2.4 Floating-Point Data TYPES .....cciiiiiiiiiiiiieeeeeee ettt e e e eeeeeeeeeeeeeeeeeeeeeeeeeees 7
2.5 D F T = 1Y/ 01T S SSPPP 7
2.6 ANST ASCIIBM ASCIHI ...ttt e e et e e 8
2.7 (O3 01T o LU0 PP PRSP PPPRRP 9
2.8 DT =] £ PSRRI 10
2.9  Technical HINES.......cooiiiiiiiiii e 10

o T o] (=TS Tol == LN ] = P 11
3.1 CaSe MANAGEMENT ... ettt ettt e e e e e et et e e eaaeeeeeeeeabba e e e e aaeesrenanns 11
3.2 VT [T Lot @ o] = o £ 13
3.3 LOF= L1 oo R P TP UUPPPTPPPT 14
3.4 LOF= LTI =] o0 ] £ E PP PUPPPPRRTTIN 15
3.5 VOIUME SNAPSNOLS ....oeiiiiiiiiiiiie e mmmmmm et e e e e e s rrmnn e e e e e e e e e aeeeeas 16
3.6 DTSt (o] Y = {011V = 21
3.7 T 01T 1= o [ 27
3.8 T =T g F= VY= Y= P 28
3.9 T 0 | 511 Y = (= o o ] OSSPSR 30
1 700 10 T 1Y T To [N = T o] o P 32
311 SIMUIANEOUS SEAICN ... ..o 34
.12 LOQICAI SEAICI ...t e e e e e 35
G TNt G T ST o o T o 11 1= S 37
G TN S ST o o N =T 0 I 38
3.15 Indexing, INdeX Search ...... ..o e 40
3.16  INdeX OPLIMIZALION .......cooeeeieeeeee ettt e e 42
3.17  Hash Database........cooiiiiiiiiiiieeeeeeeeeeee e 43
G700 I T I o V=30 o ] 1= @ o g o= | 44
G TNt e T IV - V1 B 0 Tod L= Vo 45
3.20 Evidence File CONTAINEIS ........cooiiiiii ettt e e e e e e e e e e e eeeeeeeeeeeeeeees 46
3.21  External Analysis INTEITACE.........cooi e e e e e eeeees 49



4 Y LT AT R LT (=] (=] (oI 50

4.1 Directory Browser CONteXt MENU ........oooii i 50
4.2 1= 1Y = o 1 PSP 56
4.3 T 11 1Y/ =T 0T USSP 57
4.4 Y= = o] 11V 1= o 1 USSP 58
4.5 POSITION IMBINU ... ettt etttk mmmmme e e e s sesssessessnnsnnnnnnnne 59
4.6 WIBW IMBIU .ttt e e e e e e o2 e e e e e e e e e e e e e e e et e et eeeeeeeeeeeeeeeaaaeaneeaaaaaaaaaaaaaeaaeeeaeeeeeeees 60
4.7 10 o =30 1Y = o O P 61
4.8 L= 0 0 LSS 63
4.9 SPECIAIIST IMEBNU ... ettt et emme e e e e e eeeseesseessnesnnnnnnnes 64
O © T o 1[0 =1V = o 1 S 67
I R VAV 0 o [ 1T A1V = o 1 P 67
412 HEIP IMBINU .o rmmet ettt e e e e e et e e e e e e et e et e e e e e e e e e e nn 68
0 TG T VAV 1 0o [ 1V A= @ (= A 1 = o 68
RS 101 g (ol 2T R (ol @ o (o =T o] £ P 69
5.1 Y E= LA R O] o] (= PP PP PP PP PPPTPPPTTPPRTPPR 69
5.2 [ 1 =TT o T O T = T 1= = O 69
5.3 o [ 1Y/ oo [ PP PTP PP 69
5.4 SEALUS BT ...ttt e 70
5.5 Y od ] 0] £ PP PPPPPRN 71
5.6 WINHEX APttt ettt e e e e e e s e s bbb st e e e e e ssbbb b e e et e e e e e e e e e nnnbeeeees 71
5.7 D1 =0 [ (o (PP TP UPPPPPPRPPR 72
5.8 RAM EdItOr/ANGIYSIS ..coviiiiiieiiiiieiieeeeeeeeeetee e s e e nnennnennnesnnnnnnes 73
5.9 QL= 0] 1 F= UC N T 111 T 74
B DALB RECOVEIY ...ttt e e et ettt b e e e e e e ettt bb e e e e e e e ee e a s 75
6.1 File Recovery with the DireCtOry BrOWSEN ... e eeeeeeeieiiieeiiieiiieeiieeieeenieeeeeeieneeneeeeeeeeeeees 75
6.2 File Recovery by Type/File Header Signature Search..............ccccceeeiiiiiiiiiiiiiieeeeeee 75
6.3 File TYpe DefiNItIONS ......cooiiiiiiei ettt eeeeeeeeseenneennnennnes 77
6.4 Manual DAt RECOVETY ........ceeiiiiiiiiiiiemmmmme e ettt e e e e e e e e e e e e e e e e e e e aannes 78
7 @ | o 1o £ 79
7.1 LCT=T [T = U @] o) 1o 1SR PPRRPRN 79
7.2 Directory BrowSEr OPLIONS..........ccoiiiiiii i e e ettt eeeaae e e e e e e e e e e e e e e e e e 84
7.3 Volume Snapshot OPLIONS ..........oooi it r e e e e e eeeeeeeseeeeeees 87
7.4 10 oo [0 @] o] 1o 1S 89
7.5 Security & Safety OPtiONS .........cooii oot naaaraerrar bbb 89
7.6 Y= = 1] IO o] (o] 1= 90
7.7 REPIACE OPLIONS ... e 93



8 LY TEYoL=] | E= T a =010 1T 94

8.1 BIOCK .. 94
8.2 Y0 T 11 Y2 .= - 94
8.3 (0] 01V =T £ (0] L= 95
8.4 LVAYAT T aTo J= U aTo I 1= 1114 T g T S 96
8.5 9111 Q@ o 311 o 97
8.6 IMages and BaCKUPS. ......cooo o 99
8.7 Hints on Disk Cloning, Imaging, Image RestoratiQn ...............oeoieoinnainnaee e 101
8.8 2 FoTod (B o JN Y= g o T PP 101
8.9 ReconStructing RAID SYSEEIMS .........euiiiii i eeeeeeee st ee e e e e e s s s eeeeaessnnnreeeeeeeens 102
S 700 IO T oo 1= 11 To T 1Y = 0 = o = SO PPSSPRR 103
S T N R B T= = W [ 01 (=] o =] (=] GO PP TT TR TPUUPPPPIN 104
8.12  USEIUI HINES ..t e e e e e e e e e e e e e e eee e e e e e e e e e e e e e e e e e e e e eens 104
Appendix A: Template Definition............oooiiiiiiiii e 106
N [ o (= PR PPPRTT PR 106
2 Body: Variable DeCIaratiOnNS.............. . e eeie et e e e e e 107
3 Body: Advanced COmMmMAaNAS...........oooiiiiiii e 108
4 Body: Flexible Integer VariabIEs .............couumeererriiiiiiiiiiiiiiiieennnnsssesserss.. 110
Appendix B: IS Yox 0] @] 1 41 4= 1 [ L 111
Appendix C: Ty (=T g = Yo o fl L= Tod o (o IR 118



1 Preface

1.1 About WinHex and X-Ways Forensics

Copyright © 1995-2011 Stefan Fleischmann, X-Waystvare Technology AG. All rights
reserved.

X-Ways Software Technology AG Webttp://www.x-ways.net
Carl-Diem-Str. 32 Product homepadptp://www.x-ways.net/winhex/
32257 Bunde Orderindnttp://www.x-ways.net/winhex/order.html
Germany Support forumhttp://www.winhex.net
Fax: +49 3212-123 2029 E-mail addressiil@x-ways.com

Registered in Bad Oeynhausen (HRB 7475). CEO: StEfaischmann. Board of directors (chairwoman): Kir.
Horstmeyer.

X-Ways Software Technology AG is a stock corporatincorporated under the laws of the
Federal Republic of Germany. WinHex was first reézhin 1995. This manual was compiled
from the online help of WinHex/X-Ways Forensics \l,@eleased April 2011. It is available in
English and German.

Supported operating systems: Windows 2000, Windg®s Windows 2003 Server, Windows
Vista/2008 Server, Windows 7. 32-bit and 64-bit.

We would like to thank the state law enforcemenenay of Rhineland-Palatinate for
extraordinarily numerous and essential suggestionte development of X-Ways Forensics and
X-Ways Investigator.

Professional users around the world include...

U.S. and German federal law enforcement agencigsstnes such as the Australian Department
of Defence, U.S. national institutes (e.g. the @adtge National Laboratory in Tennessee), the
Technical University of Vienna, the Technical Unsigy of Munich (Institute of Computer
Science), the German Aerospace Center, the Gerraderal bureau of aviation accident
investigation, Microsoft Corp., Hewlett Packard, shiba Europe, Siemens AG, Siemens
Business Services, Siemens VDO AG, Infineon Tedugies Flash GmbH & Co. KG, Ontrack
Data International Inc., Deloitte & Touche, KPMGr€wsic, Ernst & Young, Ericsson, National
Semiconductor, Lockheed Martin, BAE Systems, TDKgooation, Seoul Mobile Telecom, Visa
International, DePfa Deutsche Pfandbriefbank AGalgtik Jena AG, and many other companies
and scientific institutes. Please visit the web ttfind out how to order the full version!

User interface translation: Chinese by Sprite Glapanese by Ichiro Sugiyama. French by
Jérébme Broutin, revised by Bernard Leprétre. Spahis José Maria Tagarro Matrti. Italian by
Fabrizio Degni, updated by Michele Larese de Pratdher completed and updated by Andrea



Ghirardini. Brazilian Portuguese by Heyder Linoréen. Polish by ProCertiv Sp. z 0.0. (LLC).

1.2 Legalities

Copyright © 1995-2011 Stefan Fleischmann, X-Way#vare Technology AG. No part of this
publication may be reproduced, or stored in a @a@lor retrieval system without the prior
permission of the author. Any brand names and tnades mentioned in the program or in this
manual are properties of their respective holdedsaae generally protected by laws.

This publication is designed to provide accuratd aathoritative information in regard to the
subject matter covered. However, the author neiblffers any warranties or representations nor
does he accept any liability with respect to tregpem or the manual.

License Agreement

Your use, distribution, or installation of a soft@aproduct published by X-Ways Software
Technology AG indicates your acceptance of thisnge agreement. If you do not agree to any of
the terms, then do not install, distribute or Usegroduct.

A trial version may be only used for evaluationgmsges. Purchasing one license authorizes you
to install one copy of the full version of the sedire on a single machine at a time, usage by one
person at a time. Additional licenses authorize tgpinstall and use the full version on additional
machines at the same time or to have it used byipteupersons at the same time. Exception: For
computers in the same locatidorensic licenses for WinHex/X-Ways Forensics do not impose
an upper limit on the number of computers witstallations of the software, only on the number
of concurrent uses on different computers.

Applies to products for that an evaluation versexists: The software, and all accompanying
files, data, and materials, are distributed “asastl with no warranties of any kind, whether
express or implied, to the maximum extent permikig@pplicable law.

The user must assume the entire risk of using tiegram, knowing in particular that this
software is not designed or intended for use inatdaus environments requiring fail-safe
performance, where its failure to perform, misuseability to use adequately can reasonably be
expected to lead to death, personal injury, or reepliysical or environmental damage. In no
event shall X-Ways Software Technology AG, or itficers, directors, employees, affiliates,
contractors, or subsidiaries be liable for anydijrandirect, incidental, consequential, or purativ
damages whatsoever arising out of the use or ihatnluse the software, to the maximum extent
permitted by applicable law. Any liability will bemited exclusively to refund of purchase price
by X-Ways Software Technology AG. It's the respbitisy of the user to back up all data at
reasonable intervals to minimize the damage cabogeldta losses of any kind.

You may not rent, lease, modify, translate, reversgineer, decompile or disassemble the
software or create derivative works based on ihewit prior explicit permission. All rights of any
kind in the software product which are not expregsénted in this license agreement are entirely



and exclusively reserved to and by X-Ways Softviaehnology AG.

No component of the software (except the WinHex)ARUISt be accessed by other applications
Or processes.

Should any part of this agreement be or becomelithvauch invalidity shall not affect the
validity of the remaining provisions of the agreerme

Acknowledgements
Thanks to Dr. A. Kuiper for his method to procegtewos with MPlayer.
The MD5 message digest is copyright by RSA Dataufstgdnc.

The “zlib” compression library is copyright by Jelmup Gailly and Mark Adler. Homepage:
ftp://ftp.cdrom.com/pub/infozip/zlib/zlib.html

X-Ways Forensics contains software by Igor Pawaww.7-zip.com

Outside In® Viewer Technology © 1991, 2007, 200&¢De.
NEXT3® is a registered trademark of CTERA Networks.
X-Ways Forensics contains an unofficial build ofvile DeviL is governed by the LGPL

(http://www.gnu.org/copyleft/lesser.html), versioB.1. The original souce code can be
downloaded froninttp://openil.sourceforge.net/

X-Ways Forensics contains an unofficial build ddRFF. [iIbPFF is governed by the LGPL
(http://www.gnu.org/copyleft/lesser.html), versioB.0. The original source code can be
downloaded fronittp://libpff.sourceforge.net/

Windows event log (.evtx) viewing capability basedworks by Andreas Schuster.

1.3 License Types

The full version of WinHex will save files largenan 200 KB, write disk sectors, edit virtual
memory and show no evaluation version remindessillireveal its license status on start-up and
in the About box. To use WinHex as a full versigouy need at least one license (base license). If
you are going to use WinHex on multiple machines will also need additional licenses.

» Personal licenses are available at a reduced fatigeon-commercial purposes only, in a non-
business, non-institutional, and non-governmenirenment.

» Professional licenses allow usage of the softwarm@ny environment (at home, in a company,
in an organization, or in public administrationyofeéssional licenses provide the ability to



execute scripts and to use the WinHex API.

» Specialist licenses in addition to this allow t@ uke Specialist Tools menu section, to fully
interpret exFAT, Ext2, Ext3, Ext4, Next3®, CDFS/I%6B0, and UDF media, and enable
support for RAID reconstruction, Windows dynamiskdi and reverse disk cloning/imaging.
Particularly useful for IT security specialists.u®l X-Ways Replica 1.3, a DOS-based
forensically sound disk cloning and imaging softever included.

» Forensic licenses in addition to the above allowge the powerful case managing and report
generating capabilities, the internal viewer ane $eparate viewer component, the gallery
view, all advanced features of refined volume shafs all columns and filters in the
directory browser, comments and report tables, BeiserFS, Reiser4, HFS, HFS+, and UFS
support. Furthermore, they allow to read and wetgdence files (.e01) and much more.
Particularly useful for computer forensic examindrse forensic edition of WinHex is called
X-Ways Forensics. When purchasing a forensic lieegsu will receive a dongle that allows
to run the software. Also includes X-Ways Replic862 with advanced disk cloning and
imaging capabilities under DOS.

Please sebttp://www.x-ways.net/order.htndn how to order your licenses.

1.4 Differences between WinHex and X-Ways Forensics

WinHex and X-Ways Forensics share the same code BasVays Forensics offers numerous
additional features over WinHex with a license. Wt license for X-Ways Forensics, you can
alternatively also use WinHex with the same licefes®l the same dongle). Both programs then
offer the same full forensic feature set and aeatidal except for the following:

* WinHex (winhex.exe) always identifies itself as \Mex in the user interface, X-Ways
Forensics (xwforensics.exe) as X-Ways Forensicse Pphogram help and the manual,
however, statically refer to “WinHex” in most cases

* winhex.exe is available as a separate downloadders of X-Ways Forensics as an add-on.
When adding winhex.exe to an X-Ways Forensics lilasian, do not mix different versions of
winhex.exe and X-Ways Forensics.

* In X-Ways Forensics, disks, interpreted image figual memory, and physical RAM are
strictly opened in view mode (read-only) only, tofa&ce forensic procedures, where no
evidence must be altered in the slightest. Thigtstvrite protection of X-Ways Forensics
ensures that no original evidence can possiblylteeed accidentally, which can be a crucial
aspect in court proceedings. Only when not bounstiigt forensic procedures and/or when in
need to work more aggressively on disks or images ffou have to repair a boot sector) then
you could run WinHex instead. With WinHex you cattealisk sectors and wipe entire hard
disks, free space, or slack space.

* The WinHex API can only be used in conjunction wiimHex.



1.5 Getting Started with X-Ways Forensics

Here are some instructions to help you get staatetl find some important features: Create a
case, add an evidence object (such as your owmi¥e or hard disk O, or an image file). In the
directory tree, you may use a right click to lis¢ ttontents of a directory in the directory browser
including all its subdirectories. For example, aiuyright-click the root directory of a volume, you
will get a listing of all files in the entire voluen At the same time you can use a dynamic filter to
focus on files based with certain filenames, oédain file type, size, or with certain timestamps,
etc. via Options | Directory Browser.

The powerful logical search functionality can beirfd in Search | Simultaneous Search. The
indexing feature can be found in the Search mesw, More interesting functions in X-Ways
Forensics can be found in the context menu of ttextdry browser (e.g. the ability to copy files
off an image) and in the Specialist menu, in patiic “Refine Volume Snapshot”). The latter
allows you to further process files automaticakkyg. explore zip archives, extract e-mail
messages and attachments, check pictures for toerdanof skin tones, check documents for
encryption, etc. etc.

There are a thousand different purposes for whieWags Forensics can be used, so in our
opinion step-by-step instructions (click here fitsien there, then look here) are not the right way
to explain the software. This program help/user uaars rather meant to accurately describe all
the available functionality and let you creativegmbine different commands to achieve a certain
goal. It is still the user who has to do the thintki know what he/she is doing and how to

interpret findings.

2 Technical Background

2.1 Using a Hex Editor

A hex editor is capable of completely displaying ttontents of each file type. Unlike a text
editor, a hex editor even displays control codeg. (inefeed and carriage-return characters) and
executable code, using a two-digit number basetth@hexadecimal system.

Consider one byte to be a sequence of 8 bits. Badk either O or 1, it assumes one of two
possible states. Therefore one byte can have oBe2e2s2+2+2¢2+2 = 2= 256 different values.
Since 256 is the square of 16, a byte value cadefieed by a two-digit number based on the
hexadecimal system, where each digit represengtrade or nibble of a byte, i.e. 4 bits. The
sixteen digits used in the hexadecimal system &e/0F.

You can change the value of a byte by changingetlégts in the hexadecimal mode. It is also
possible to enter the character that is assignea tertain byte value by a character set (cf.
Entering Characters). All kinds of characters dlewed (e.g. letters and punctuation marks).
Example: A byte whose decimal value is 65 is digmthas 41 in hexadecimal notation



(4+16+1=65) and as the letter A in text mode. TIB®CA character set defines the capital letter A
to have the decimal value of 65.

When editing files of a certain type (for instamsecutable files), it is essential not to change th
file size. Moving the addresses of executable code anddedldlata results in severely damaging
such files. Please note that changing the contésfile generally may be the reason for the
corresponding application to behave anomalouslg.duite safe to edit text passages in a file. At
any rate, it is recommendable to create backup fitfore editing.

The command “Combined Search” was especially dedidor editing files created by computer

games to save the game state. If you know the \@fl@evariable in two of such files, you can

find out the offset, i.e. the position, at whichistidata is saved. Example: If two files hold the
information that you have 5 resp. 7 points/liveséearch simultaneously for the hex value 05 in
the first and 07 in the second file.

2.2 Endian-ness

Microprocessors differ in the position of the leagynificant byte: Intel®, MIPS®, National
Semiconductor, and VAX processors have the legsiifaiant byte first. A multi-byte value is
stored in memory from the lowest byte (the “litdad”) to the highest byte. For example, the
hexadecimal number 12345678 is stored as 78 5@ 3#His is called th&ttle-endian format.

Motorola and Sparc processors have the least gignifbyte last. A multi-byte value is stored in

memory from the highest byte (the “big end”) to tbeest byte. For example, the hexadecimal
number 12345678 is stored as 12 34 56 78. Tlualied thebig-endian format.

2.3 Integer Data Types

|[Format/Type Range Example

signed 8 bit -128...127 FF=-1

unsigned 8 bit 0...255 FF =255

signed 16 bit -32,768...32,767 00 80 =-32,768

unsigned 16 bit 0...65,535 00 80 =32,768

signed 24 bit -8,388,608...8,388,607 00 00 88,388,608
unsigned 24 bit 0...16,777,215 00 00 80 = 8338,

signed 32 bit -2,147,483,648...2,147,483,647 00meo = -2,147,483,648
unsigned 32 bit 0...4,294,967,295 00 00 00 8(142483,648
signed 64 bit P (=-9-109)...2%°%1 (=9-103% 00 00 00 00 00 00 00 80 =32

Unless stated otherwise, multi-byte numbers areedtm little-endian format, meaning that the
first byte of a number is the least significant d@he last byte is the most significant. This is the
common format for computers running Microsoft Windo Following the little-endian
paradigm, the hexadecimal values 10 27 can bepretiesd as the hexadecimal number 2710
(decimal: 10,000).



The Data Interpreter is capable of interpretingadet all of the aforementioned integer types, plus
unsigned 48-bit integers.

2.4 Floating-Point Data Types

[Type Range Precision [Digits] Bytes |
Float (Single) +1.5°.3.4° 7-8 4

Real +2.99°.1.7° 11-12 6
Double (Double) +58..1.7% 15-16 8

Long Double (Extended)  +3%4% 1 192 19-20 10

The type names originate from the C programminguage. The corresponding Pascal names
are specified in brackets. The Real type existy onPascal. The Data Interpreter is capable of
translating hex values in an editor window intaatiag-point numbers of all four types and vice-
versa.

In the computer, a floating-point number F is repréed by a mantissa M and an exponent E,
where M x & = F. Both M and E are signed integer values théreseThe four data types differ
in their value ranges (i.e. the number of bits mese@ for the exponent) and in their precision (i.e.
the number of bits reserved for the mantissa).

On Intel®-based systems, calculations upon flogtioipt numbers are carried out by a math

coprocessor while the main processor waits. Thel@nt80x87 uses 80-bit precision for
calculations, whereas RISC processors often udstgxtecision.

2.5 Date Types

The following date formats are supported by theaDaterpreter:
* MS-DOS Date & Time (4 bytes)

The lower word determines the time, the upper wbel date. Used by several DOS function
calls, by the FAT file systems and many systenitiglsl such as file archivers.

Bits Contents

0-4 Second divided by 2

5-10 Minute (0-59)

11-15 | Hour (0-23 on a 24-hour clock)
16-20 | Day of the month (1-31)

21-24 | Month (1 = January, 2 = February, etd.)
25-31 | Year offset from 1980




« Win32 FILETIME (8 bytes)

The FILETIME structure is a 64-bit integer valugnmesenting the number of 100-nanosecond
intervals since January 1, 1601. Used by the WHBR

e OLE 2.0 Date & Time (8 bytes)

A floating-point value (more exactly: a double) vgkointegral part determines the number of
days passed since December 30, 1899. The fractianiis interpreted as the day time (e.g. 1/4 =
6:00 a.m.). This is the OLE 2.0 standard date tggg,it is used by MS Excel.

e ANSI SQL Date & Time (8 bytes)

Two consecutive 32-bit integer values. The firse aetermines the number of days since
November 17, 1858. The second one is the numb&@@imicrosecond intervals since midnight.
This is the ANSI SQL standard and used in manytdestas (e.g. InterBase 6.0).

« UNIX, C, FORTRAN Date & Time (4 bytes)

A 32-bit integer value that determines the numidesezonds since January 1, 1970. This data
type was used in UNIX, by C and C++ (“time_t"), abg FORTRAN programs since the 80's.
Sporadically defined as the number rofnutes since January 1, 1970. The Data Interpreter
options let you switch between both sub-types.

* Macintosh HFS+ Date & Time (4 bytes)

A 32-bit integer value that determines the numldesegonds since January 1, 1904 GMT (HFS:
local time). The maximum representable date is Uraalyr6, 2040 at 06:28:15 GMT. The date
values do not account for leap seconds. They dadeca leap day in every year that is evenly
divisible by 4.

« Java Date & Time (8 bytes)

A 64-bit integer value that specifies the numbemilfiseconds since January 1, 1970. Usually
tored in big endian, which is the typical byte orde Java, but in little endian in BlackBerry
memory.

2.6 ANSI ASCII/IBM ASCII

ANSI ASCII is the character set used in non-Unicddiadows applications. It is standardized by
the American National Standards Institute. MS-DGsesuthe IBM ASCIl character set (also
called OEM character set). These character sd dif the second half, containing characters
with a ASCII values greater than 127. It is readtmao select “IBM ASCII” in the View menu
only when viewing or editing files originating frommDOS program.



Use the “Convert” command of the Edit menu to coniext files from one character set into the
other.

The first 32 ASCII values do not define printablaracters, but control codes:

Hex | Control Code Hex| Control Code

00 | Null 10 | Data Link Escape

01 | Start of Header 11 Device Control 1

02 | Start of Text 12| Device Control 2

03 | End of Text 13| Device Control 3

04 | End of Transmissior 14 Device Control 4

05 | Enquiry 15| Negative Acknowledge
06 | Acknowledge 16| Synchronous Idle

07 | Bell 17 | End of Transmission Blodk
08 | Backspace 18 Cancel

09 | Horizontal Tab 19| End of Medium

OA |Line Feed 1A | Substitute

OB | Vertical Tab 1B | Escape

0C | Form Feed 1C| File Separator

0D | Carriage Return 10 Group Separator

OE | Shift Out 1E | Record Separator

OF | ShiftIn 1F | Unit Separator

2.7 Checksums

A checksum is a characteristic number used forfigation of data authenticity. Two files with
equal checksums are highly likely to be equal tredwes (byte by byte). Calculating and
comparing the checksums of a filefore andafter a possibly inaccurate transmission may reveal
transmission errors. An unaffected checksum indgcdhat the files are (in all likelihood) still
identical. However, a file can be manipulated orppse in such a way that its checksum remains
unaffected. Digests are used instead of checksarasah a case, where malicious (i.e. not mere
random) modifications to the original data are ¢éadetected.

In WinHex, checksums can be calculated for examwie a command in the Tools Menu.

The standard checksum is simply the sum of allditea file, calculated on an 8-bit, 16-bit, 32-
bit, or 64-bit accumulator. The CRC (cyclic redunchka code) is based on more sophisticated
algorithms, which are safer.

Example: If a transmission alters two bytes ofla in such a way that the modifications are
countervailing (for instance byte one +1, byte tdjy the standard checksum remains unaffected,
whereas the CRC changes.



2.8 Digests

A so-called digest is, similar to a checksum, aatizristic number used for verification of data
authenticity. But digests are more than that: dggasestrong one-way hash codes.

It is computationally feasible to manipulate anyaden such a way that its checksum remains
unaffected. Verifying the checksum in such a caselevlead to the assumption that the data has
not been changed, although it has. Therefore, iges used instead of checksums if malicious
(i.e. not mere random) modifications to the origidata are to be detected. It is computationally
infeasible to find any data that corresponds tovargdigest. It is even computationally infeasible
to find two pieces of data that correspond to Hreesdigest.

Of course, random modifications, e.g. caused byacocurate transmission, can also be detected
when using digests, but checksums are sufficiedtsamve better for this purpose, because they
can be calculated much faster.

WinHex can compute the following digests: MD4, MDSHA-1, SHA-256, RipeMD-128,
RipeMD-160, and ed2k (specialist and forensic lsgnonly).

2.9 Technical Hints

» Technical specifications

Offset presentation:.............ccccuvviiiiiiiiiiiiiiiiiiiee e hexadecimal/decimal

* In most cases, the progress display shows the ebetppercentage of an operation. However,
during search and replace operations it indicdtesdlative position in the current file or disk.

* The user interface looks besnif extra large font is used in your Windows system.
* WinHex expects your computer to be running inditindian mode.

» Keys you specify for encryption/decryption are saved on the hard disk. Provided that the
corresponding security option is enabled, the leegtored in an encrypted state within the
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RAM, as long as WinHex is running.

» Search and replace operations generally run fagtglt case sensitivity switched on and
without wildcards enabled.

* When searching with the option “count occurrencastivated or when replacing without
prompting, for a search algorithm there are gehetab ways to behave when an occurrence
has been found, which in some cases may have ehffeesults. This is explained by the
following example:

The lettersana are searched in the word “banana”. The first aerwe has already been found

at the second character.

1% alternative: The algorithm continues the searchhatthird character. Sana is found
again at the fourth character.

2" alternative: The three letteasa found in the word “banana” are skipped. The reiingin
lettersna do not contairana any more.

WinHex is programmed in the second manner, bectusedelivers the more reasonable
results when counting or replacing occurrences. ¢d@w if you continue a search using the
F3 key or you choose the replace option “prompt wizemd”, the algorithm follows the first
paradigm.

3 Forensic Features

3.1 Case Management

The integrated computer forensics environment inAéx can be used with a forensic license of
WinHex only. It offers complete case managemertgraated log and report file generation, and
various additional features such as gallery vidig, dignature check, HPA detection, and skin
color detection in pictures.

When starting up WinHex for the first time, you agked whether to run it with the forensic
interface. This means the “Case Data” window ipldiged, WinHex is run in read-only mode,
and you are asked to make sure the folders fordemmpfiles and for case data are set correctly,
in order to prevent WinHex from writing files toghvrong drive.

In order to work with a case, make sure the “Caa@&Dwindow is visible on the left of the main
window. If not, enable View | Show | Case Data.

From the File menu, you may create a new casd (sban scratch), open an existing case, close
the active case, save the active case, back upate file and the entire case folder in a ZIP
archive (only for files < 4 GB), or automaticallgmerate a case report. You may add media as
evidence objects to the case, or images (filesliatoe interpreted like media, see Specialist
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menu).

A case is stored in a .xfc file (xfc stands for Xay8 Forensics Case) and in a subfolder of the
same name, just without the .xfc extension. Thisfader and its child folders are created
automatically when the case is created. You magcséhe base folder for your cases in General
Options. It is not necessary to explicitly saveaae; unless you need to be sure it is saved at a
given time. A case is saved automatically at latéstn you close it or exit the program.

In the case properties window, you may name a @aserding to your own conventions (e.qg. title
or number). The date and time you create a casec@ded and displayed. The internal case
filename is displayed as well. You may enter a deson of the case (of arbitrary length) and the
examiner's name, the examiner's organization's remdexddress. You may enable or disable the
automated log feature for the whole case. Optign#ile evidence object subfolders in the case
folder are always suggested as default output feltte files recovered/copied off a file system.
You may wish to disable that feature if your prefere is to copy files from various evidence
objects into the same output folder.

You may select up to two code pages related tacéise (more precisely: related to the locale
where the original media related to the case wseelu These code pages are used when naming
.eml files based on subject lines (.eml files ectd from e-mail archives). If both code pages are
identical, that does no harm. If identical to tlheerently active code page in Windows, they do not
have any effect. These code pages are also usedniert the filenames in zip archives to
Unicode. There may be further uses in future vessio

Case files can be password-protected. This doesvalve encryption and is just a kind of lock.
If the password is lost by a user, case files séyed-Wayslnvestigator can be unlocked with a
super-user password if such a password had alteeely entered in the installation used at the
time when the case file was saved (undocumentedaqurest).

When clicking the “SIDs...” button you can see #eaation of all SID/username combinations
encountered in that case (gathered from SAM ragisives in all Windows installations on
images/media ever added to the case). They arehysédWays Forensics to resolve SIDs to
usernames when working with that case.

The most powerful concept in X-Ways Forensics, #ibiws to systematically and completely
review files on computer media, is the so-callefihed volume snapshot. It is possible to refine
the standard volume snapshot for all evidence tbjeta case in one step, and to search all
evidence objects with volume snapshots logicallthvihe help of the virtual global case root
window. Note that it is possible to generate a dhatrview of all existing and deleted files from
all subdirectories on an partition or image file afartition by recursively exploring the root
directory. In order to explore a directory recuedyv(i.e. list its contents plus the contents of al
its subdirectories plus their subdirectorigsyht-click the directory in the directory tree in the
Case Data window. In order tag a directory, you can click it with the middle meusutton in
the directory tree.

In order to completelydelete a case, you need to delete its .xfc file and tbeesponding
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directory with the same name and all its subdimgeso
Multi-examiner support for large cases

Option #1: Multiple computer forensic examiners gark simultaneously with their own copy
of the same case simultaneously (always copy bb#h .kfc file and the corresponding
subdirectory) and exchange results with each athezconcile all results in the main copy of the
case, by exporting and importing report table assions (i.e. their categorization of all the
relevant files, e-mails, etc.).

Option #2: Potentially relevant files are copiednfr the original evidence objects to multiple
evidence file containers. The containers are exathby different investigators simultaneously in
newly created cases (in X-Ways Forensics or X-Waysstigator). They also can export their
report table associations, which can then be inepldvack into the original case.

Both commands, the export and import of reportetassociations, can be found in the context
menu of the case tree. Export is supported atabe and evidence object level, import at the case
level. The names of the examiners/investigatorddcbe included in the names of the report
tables if in the original case it should be obvieds created which associations. Please note that
you cannot import report table associations inatiginal case any more if you have taken a new
volume snapshot or if you have removed objects fiteenvolume snapshot in the meantime.

Export Files for Analysis: This menu command in the Case Data window caapipéied to the
entire case and from there to selected evidenaectshjor to the active evidence object only. It
uses the interface for external analysis of fileswwoke external automated analysis tools such as
DoublePics.

3.2 Evidence Obijects

You may add any currently attached computer medisunch as hard disk, memory card, USB
stick, CD-ROM, DVD, ...), any image file, or ordnyafile to the active case. It will then be
permanently associated with this case (unless goove it from the case later), displayed in the
tree-like case structure, and designated asviglence object or source of evidence. A subfolder is
created in the case folder for each evidence gbjdwtre by default files will be saved that you
copy/recover from that evidence object, so it &livays be obvious from which object exactly
(and from which case) recovered files originate.

In the evidence object properties window, you magea title or number for that evidence object
according to your own conventions. The date ane tinwas associated with the active case is
recorded and displayed. The internal designatiahe®vidence object is displayed as well as its
original size in bytes. You may enter comments rbiteary length that apply to the evidence

objects, and a technical description of it is addgdVinHex automatically (as known from the

Medial Details Report command in the Specialist m)edMou may have WinHex calculate a hash
(checksum or digest) on the evidence object andiyuvéidater, so that you can be sure that data
authenticity has not been compromised in betweashkls stored in evidence files are imported
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automatically when added to a case. You may distiidleautomated log feature for a specific
evidence object if the log feature is enabled fiercase as a whole.

Ways how to add files or media to a case: The "Actitimands in the case data window's File
menu. The "Add" command in the edit window's tatwatext menu. The "Add" command of a
directory browser's item's context menu.

The command “Replace with New Image” in the conteenu of an evidence object allows you
to replace a disk that is used as an evidence tabjgour case with an image (useful if you first
preview the disk before you acquire it, i.e. crdad® image of it), without losing your volume
snapshot, search hits, comments, etc. Can alsedukta simply tell X-Ways Forensics the new
path of an image in case the image was moved odrke letter has changed, or if the image
filename was changed, or if the type of the image whanged (e.g. raw image to be replaced
with a compressed and encrypted .e01 evidence filethe case of a physical, partitioned
evidence object it is recommended to apply thisroamd to that parent object (i.e. the physical
disk). The change will then automatically also lppleed to the child evidence objects (i.e.
partitions). If the new image is an image of aatiéint disk or a different evidence file container
or an evidence file container that has been fifiedher, i.e. if the volume snapshots cannot
match, you will likely get a warning because theesdf the new image is different from the size
of the previous image. Time and again, users of a%VForensics try to use this command to
replace an evidence object in a case witlhffarent evidence object, although that doesn't make
any sense because that way the technical desaiipgtie volume snapshot, any search hits,
comments and report table associations don't &t dther evidence object. These users then
typically complain that they receive an error mgesa he message is displayed because X-Ways
Forensics usually notices based on the size teatelwv image is a totally different image. If you
don't need evidence object A any more in your eagkyou need add an evidence object B, then
you can simply remove A and add B. There is naradtieve to that, and an alternative is neither
reasonable nor required.

It is possible to open an evidence object evehafdisk or image is not currently available, via a
special command in the evidence object's contexiuni® see at least the volume snapshot. That
means you can see all the file metadata storeldervélume snapshot (filename, path, file size,
timestamps, attributes, etc.), can use most filegcs, but cannot see any data in sectors and
cannot open/view any files.

3.3 Case Log

When enabled in the case and the evidence propesiiedow, WinHex obstinately logs all

activities performed when the case is open. Thiawal you to easily track, reproduce, and
document the steps you have followed to reach tainaresult, for your own information and for
the court room.

The following is recorded:
« when you a select a menu item, the command titlat(@east an ID), and the name of the
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active edit window, if not an evidence object, meed by the keyword "Menu"”,

« when a message box is displayed, the message rtdxiviaat button you pressed (OK,
Yes, No, or Cancel), preceded by the keyword "MsgBo

* when a small progress indicator window is displayesdtitle (like "Recovering files...")
and whether the operation was completed or abonedceded by the keyword
"Operation”,

» ascreenshot of each displayed dialog window witeedected options, e.g. for a complex
operation that follows, preceded by the windowils,ti

* the extensive log produced by Clone Disk and Féedvery by Type,

e your own entries (free text) that you add with &dd Log Entry command, either to the
case as a whole or to a certain evidence object.

The destination path of each file copied/recovevi the directory browser context menu, along
with selected metadata of that file (e.g. originalme, original path, size, timestamps, ...), is
logged in a separate file “copylog.html” or “copgltxt” in the “_log” subdirectory.

All actitivities are logged with their exact datadatime, internally in FILETIME format with
100-nanosecond interval precision. Logs are by ulefassociated with the case as a whole.
However, logs of activities that apply to a certaundence object are directly associated with that
evidence object. This determines where they apipearreport. Screenshots are saved as PNG
files in the “_log” subfolder of a case folder.

3.4 Case Report

You may create a report from the File menu of tlseCData window. The report is saved as an
HTML file and can thus be displayed and opened wargety of applications. For example, you
may view it in your favorite Internet browser angea and further process it in MS Word. The
application to open the report in can be specifiredptions | Viewer Programs. If no such
program is defined, the report file will be openedhe application that is associated with the file
extension on your computer. With the Open Repartroand you can select any existing file and
open it in the defined or associated application.

The report can consist of the following elements:

» Basic report: Starts with an optional headere lareoptional logo, an optional preface,
the case title and details, followed by a list gpérlinks to the individual evidence object
sections. For each evidence object, the reportifsgsedts title, details, and technical
description, your comments, your annotations.

* Report tables: All files in selected report tabiel be output to the report, with selected
metadata such as filename, path, timestamps, cotantéies can be optionally copied
off the evidence objects into a subdirectory of kehile report is saved. Then they will
also be linked from the report. Either all filesadze copied or merely pictures. By default,
pictures will be displayed directly in the HTML m@p file and not merely linked. They are
resized to the maximum dimensions you specify wigtaining their aspect ratio. If you
specify maximum dimensions of 0x0, then the picusdl only be linked, just as other
files. If you choose to reference multiple filesthe same line (to render the report more
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compact when printing), you will appreciate thahdofilenames and paths can be
artificially broken into multiple lines after a uséefined number of pixels, to make sure
the width does not exceed the paper size.

 Caselog

By default, the report is created for the entirseca@ptionally it is created for selected evidence
objects only.

3.5 Volume Snapshots

A volume snapshot is a database of the contengs\aflume (files, directories, ...) at a given
point of time. The directory tree and the directbrgwser present views into this database. Based
on the underlying file system's data structurespitsists of one record per file or directory, and
remembers practically all metadata (name, patle, dimestamps, attributes, ...), just not the
contents of files or data of directories. A volume snapshstally references both existing and
previously existing (e.g. deleted) files, also watt (artificially defined) files if they are useftdr

a computer forensic examination (e.g. so that eversed parts of a disk or volume are covered).
Operations such as logical searches, indexingairmmmands in the directory browser context
menu are applied to the files and directories &y tre referenced in the volume snapshot.
Because of compressed files and because deletsdaiild the virtual "Free space” file may be
associated with the same clusters of a volume phaltimes, the sum of all files and directories
in a volume snapshot can easily exceed the totaligdl size of a volume.

A volume snapshot is stored on the disk as a sgfesfnamed Volume*.dir, either in the folder
for temporary files or (if associated with a casethe evidence object's metadata directory.

The Specialist menu allows txpand/refine the standard volume snapshot in various ways.
Requires a specialist or forensic license.

Particularly thorough file system data structure sarch

 FAT12/FAT16/FAT32: Searches for orphaned subdimeso(subdirectories that are no
longer referenced by any other directory).

* NTFS: Searches for FILE records in sectors thatatobelong to the current MFT. Such
FILE records can be found e.g. in free space adtgoartition has been recreated,
reformatted, moved, resized, or defragmented. Thaayalso be found in volume shadow
copies, and if so, will be interpreted if they retie@ an older version of already known files
that have changed, or to files that are totallynavkn in the current volume snapshot. Old
files found in shadow copies are marked with (SChe Attr. column, which makes them
filterable.

« NTFS: With a forensic license, in a second anddtlsitep, this function also searches
INDX buffers and $LogFile for noteworthy index redoremnants, which either reveal
previous names or paths of renamed/moved filestdines that were known to the
volume snapshot before or deleted files that tHemae snapshot was not aware of before
(without file contents, though).

» ReiserFS, Reiser4: Searches for deleted files fwhie not included in the standard
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volume snapshot at all).

* UDF: While the first and the last session of maéission UDF CDs/DVDs will be listed
automatically, additional sessions in the middle loa found only with this option.

* CDFS: Usually all sessions on a multi-session COlB\are detected automatically. In
cases where they are not (e.g. when CDFS co-exigtdJDF or if the gaps between the
sessions are unusually large), this will detecsises beyond the first one.

* RAM (main memory): May find terminated processes eootkits.

» Other: no difference

Taking athorough volume snapshot is possibly a lengthy operatiepedding on the size of the
volume, and for that reason this is not the stalhgawscedure when opening volumes.

The “File header signature searchoption helps to include files in the volume sniaqisthat can

still be found in free or used drive space basedheir file header signature and are no longer
referenced by file system data structures. Youagked to select certain file types for detection,
specify a default file size, an optional filenantefpx etc. Please see “File Recovery by Type” and
the file type definitions for details. Files foumdth this method will be included in the volume
snapshot only if there is no other file in the yokisnapshot with the same start sector number
yet (overwritten files don't count), to avoid digples. Files found with this method are listed
with a generic filename and size as detected by‘File Recovery by Type” mechanism. If
applied to a physical, partitioned evidence objesty unpartitioned space and partition gaps will
be searched for signatures, and always at sectordamies, because the partitions are treated as
separate, additional evidence objects.

Hash valuescan be computed for files in the volume snapshibey are not recomputed if you
apply this operation again to the same files. Iditawh to the mere hash computation, a forensic
license allows tanatch the hash values against individually selectedsiioply all) hash sets in
the internal hash database. The filter can thesr la¢ used to hide known irrelevant files. Files
recognized as irrelevant with the help of the hdatabase can be optionally excluded from
further volume snapshot refinement operations, waimong other benefits saves time. The hash
values will not be updated in the volume snapshateocomputed. However, theatching
process (looking up the hash values of files inubleme snapshot) can be repeated for the same
files at any time. This will remove previous hagt matches from these files. The hash category
field will be updated only, but emptied.

A forensic license allows to verify hash valuest thare computed at an earlier point of time, or
imported from an evidence file container. The reaull be output to the messages window. Any
file whose current hash value does not match tiggnatly recorded one will be associated with a
special report table for convenient review. Runriimg hashing volume snapshot refinement step
a second time never updates the hash values thatalready computed for files in the volume
snapshot.

A forensic license allows you teerify file types based on signatures ansglariousalgorithms,

i.e. detect filenamef/file type mismatches in didiin the volume snapshot except those whose
original first cluster is known to be no longer daile. For example, if someone has concealed
an incriminating JPEG picture by naming it "invaide" (wrong filename extension), the
recognized file type "jpg" is stated in the Typduoon of the directory browser. For more
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information see the description of the columns Typwl Status. The file signatures and
extensions used for mismatch detection are defiméiae accompanying file type definition files,
which you may fully customize. It it the same dasd also used for file header signature
searches. Please note that the link between thentwtata in a free cluster and a deleted file that
previously was stored in that cluster and its e is weak, so that a discrepancy between
filename extension and detected type can simplyhbenatural result of a reallocation of this
cluster to a totally different file in the meantim&you wish to repeat the file type verification,
e.g. after editing the file type signature databbsesure to check the Again option. For the status
of the Type column of the directory browser, seeSkatus column.

Most self-extracting .exe archives are internadiyedted by the file signature check, too. They are
classified as the file type “sfx” and assigned he tategory “Archives” so that they can be
specifically targeted. This prevents that compreédses in such archives go totally unnoticed in
an investigation. .exe archives with Zip compressian be viewed in Preview mode, other self-
extracting archives need to be copied off the image opened with an appropriate tool like
WInRAR or 7-Zip.

The file signature check also reveals hybrid MSceffiles, i.e. merged MS Word and MS Excel

documents that can be opened in both applicat&imsying different contents. A notice in the

messages window will be displayed, and any detddesdwill be associated with a special report
table. Hybrid MS Office files are a clever attenbptconceal the contents of one of the merged
documents.

A forensic license allows to include the conterftZl®®, RAR, ARJ, GZ, TAR, 7Zip, and BZIP
archivesin the volume snapshot, so that files in suchigeshcan be separately listed, examined,
searched, etc., in their decompressed state, a3 & the archives are not encrypted.
Theoretically, there is no limit to the number ested levels that can be processed (i.e. archives
within archives within archives...). If the files agacrypted in the archive, they are marked with
“e” in the attribute column and the archive itseith “e!”. This allows to easily focus on such
files using the attribute filter. Office documentan be Zip archives, too, and if so will be
processed in the same way.

Note that for Zip archives with non-ASCII charastan filenames to be processed correctly, you
need to pick the correct code page in the caseepiep first. E.g. for Zip archives created under
Linux, that's likely UTF-8. For Zip archives credtender Windows with WinZip, that's likely a
regional code page.

Note also that split/spanned/segmented archivesargupported.

A forensic license allows to separately list andraiee-mail messageand e-maihttachments
stored in the following e-mail archive file format®utlook Personal Storage (.pst), Offline
Storage (.ost), Outlook Message (.msg), Outlook dlata (.oft), Outlook Express (versions 4, 5,
and 6, .dbx), Kerio Connect (store.fdb files thaa @e processed like PST/OST files), AOL PFC
files, Mozilla mailbox (including Netscape and Tldenbird), generic mailbox (mbox, Berkeley
mail format, BSD mail format, Unix mail format), Bara mailbox (.toc and .mbx), PocoMail
and Barca mailbox (.idx and .mbx), Opera mailboxbs), Forte Agent mailbox (.idx), The Bat!
mailbox (.msb and .tbb), Pegasus mailbox (.pmi,mprand .cnm), PMMail message (.msg),
FoxMail mailbox (.box), maildir folders (local cas), Mailbag Assistant mailbox (.mbg), MHT

18



Web Archive (.mht), and E-mail Examiner (.pmx). 8gfault, X-Ways Forensics tries to extract
from files matched by this filter expression:

* pst;*.ost;*.dbx;*.fdb;*.pfc;*.mbox;*.mbx;*.mbs;*msb;*.tbb;*.pmm;*.cnm;
*mbg;*.mht;*.pmx;*.eml;*.msg. For more informatioplease see the separate chapter about e-
mail processing!

A forensic license allows to search fi’EG and PNG pictures embedded idocuments such
as MS Word, PDF, MS PowerPoint, MS Excel as wellnaMP3 files, thumb*.db thumbnail
buffers, Firefox cache container files and othéesfi(e.g. *.doc;*.pdf;*.ppt;*.pps;*.xlIs;*.ole2;
*mp3;*.jpg;thumb*.db;_ CACHE_*). Such pictures che found by their file header signature if
they are not stored in a complicated manner. Thély ve listed with generic names as
"Embedded 1....Jpg", "Embedded 2....png", etch& IPEG/PNG files are fragmented within the
host file, they may not be fully viewable (appegricorrupted) or checkable for skin colors. If
*.jpg is in the series of file masks you can filREL thumbnails incorporated in JPEG pictures.
Only one JPEG picture will be searched per JPE&THumbnails in certain old "thumbs.db"
files cannot be displayed correctly. Such thumbdillis will be assigned to the report table
"Unsupported thumbs.db” and can be viewed e.g. hth freely available program "DM
Thumbs" by GreenSpot Technologies Ltd.

This feature also searches and lists .emf filesegltdéd in multi-page printouts (.spl spooler
files). .spl files that contain a single .emf fitmly can be viewed directly with the viewer
component.

A forensic license allows textract JPEGpictures from video files, in a user-defined interval
(e.g. every 20 seconds). This functionality is agapto files whose type matches the specified file
mask series. Requires an external program, eiflidayeror Forensic Framerand requires that
the volume is associated with the active caseufstcan be extracted from all the video formats
and codecs supported by MPlayer. Useful if you haveystematically check many videos for
inappropriate, illegal, or otherwise relevant comtge.g. child pornography). Extracting pictures
considerably reduces the amount of data, and Igo&instills in the gallery is much faster and
more comfortable than having to watch all video® @fter the other. The potentially time-
consuming extraction process can be run unatteadpdver night. Also useful if you need to
include extracted pictures in a printed report. Thst extracted picture at the same time
optionally can serve as a preview picture for thaeo file in Preview and Gallery mode.
ASF/WMV videos protected with DRM cannot be proesssaind are consequentially marked
with e! in the Attr. column. Note that you may heacasional sound from the videos. Please turn
off sound on your computer if you wish to avoidsthiNote also that if you select a small interval
(like smaller than 5 seconds), you may not neciggget additional pictures. This depends on
how the video was encoded/compressed. Duplicdts ate omitted when extracting pictures
with MPlayer.

A forensic license additionally allows to compute percentage @kin colorsin pictures and to
detectblack & white pictures. This can be done for the file types JPEG, PNG, GIFF, BMP,
PSD, HDR, PSP, SGI, PCX, CUT, PNM/PBM/PGM/PPM, |Id®@e detection of black & white

or gray-scale pictures is useful when looking focuiments that were scanned and faxes that
were stored electronically. A forensic examiner wias to look for traces of child pornography
can sort pictures by skin color percentage in defiog order to immensely accelerate the job.
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Checking the mass of 0%..9% skin color percentageines (e.g. thousands of browser cache
garbage files) may not be necessary any more andielikely incriminating files will be sorted
near the top of the list. Please note that thenglmdalse positives, i.e. skin-like colors of axno
skin surface. Pictures that cannot be correctlyrsed for their color contents, e.g. because they
are too large or corrupt, will be listed with a gtien mark instead of the skin color percentage.
Pictures with very small dimensions (width or h¢igh more than 8 pixels, or width and height
no more than 16 pixels each) will be marked asewant with the assumption that they cannot
contain incriminating pornography or documents.

A forensic license allows to optionally perfoffite format specific and statistical encryption
tests With an entropy test, each existing file lardeart 255 bytes is checked whether it is fully
encrypted. If the test is positive (the entropyemds a certain threshold), the file is flagged with
“e?” in the attribute column, to indicate that iight deserve special attention. Typical example:
Encrypted container files, which can be mountecebgryption programs like TrueCrypt, PGP
Desktop, BestCrypt, or DriveCrypt as drive lettérbe entropy test is not applied to ZIP, RAR,
TAR, GZ, BZ, 7Z, ARJ, CAB, JPG, PNG, GIF, TIF, MP&)d SWEF files, which are well-known
to be compressed internally and therefore almadistimguishable from random or encrypted
data. This test is not needed to detect that eikesencrypted at the NTFS file system level or
inside archives. Secondly, documents with the estbais/types .doc (MS Word 4...2003), .xIs
(MS Excel 2...2003), .ppt, .pps (MS PowerPoint 983, .mpp (MS Project 98-2003), .pst (MS
Outlook), .odt (OpenOffice2 Writer), .ods (Open©#2 Calc) and .pdf (Adobe Acrobat) are
checked for file format specific encryption; MS @& documents also for digital rights
management (DRM) protection. If positive, thesedilare flagged with “e!” in the attribute
column. This check requires that the separate viea@ponent is active.

Additionally, the encryption test can detect eClisqaincrypted files (files stored by the Enterprise
Cryptographic File System for Linux), with a tebat is based on eCryptfs implementations for
Ubuntu 8.10, 9.04, 9.10 and 10.04. Such files bylimarked with “E” in the Attributes column,
just like EFS-encrypted files in NTFS.

Should this operation freeze on a certain file, @arber the internal ID and the name of the
currently processed file are displayed in the sipadbress indicator window. If this operation is
applied to an evidence object and it crashes, XaNryrensics will tell you which file when you
restart the program and associate it with a refpbte (depends on the Security Options). All that
happens so that you can hide and omit the file vityamg again.

Interdependencies

There are various interdependencies between alktbperations. For example, if the contents of
archives are included in the volume snapshot, antoegg files there could be pictures that are to
be checked for skin colors, or documents that areet checked for encryption. You can work

under the premise that if an additional file is edido the volume snapshot or if the true type of a
file is detected as part of Refine Volume Snapshtitthe appropriate other operations are
applied to that fileif they are all selected.

Imagine someone tries to conceal an incriminatiPBQ picture by embedding it in a MS Word
document, misnaming that .doc file to .dll, compneg that file in a Zip archive, misnaming the
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.zip file to .dll, compressing that .dll in anotti&p archive, misnaming that .zip file again td,.dl
and then sends this .dll file by e-mail as an atteent using MS Outlook. If all the respective
options are selected, Refine Volume Snapshot dbesfallowing: It extracts the e-mail
attachment from the PST e-mail archive. It detebtt the .dIl attachment is actually a Zip
archive. Then it includes the contents of it in tledume snapshot, namely a file with the .dlI
extension. That file is found to be actually anothgp archive. Consequently that archive will be
explored, and the .dll file inside will be detectsla .doc file. Searching for embedded pictures,
X-Ways Forensics finds the JPEG file in the .dée dind can immediately check it for skin colors
if desired. All of this happens insingle step.

X-Ways Forensics remembers for each file in theina snapshot, which refinement operations
have already been applied to it, so that it wilt nonecessarily be touched again. You have the
ability to reset selected files to the “still to peocessed” status by pressing Ctrl+Del. This will
also clear any computed skin color percentagesa&®etd metadata, hash values, hash matches,
etc. etc. However, this function does not remove @mld objects from the volume snapshot.
That has to be done by the user before, by hidiigramoving them.

3.6 Directory Browser

The perhaps most essential user interface elemewtinHex and X-Ways Forensics is the so-
calleddirectory browser, which resembles the Windows Explorer's right-hésid Its main task

is to display (and interact with) the volume snayistBy default, the directory browser lists

existing files and directories first, then deletilgs and directories. Compressed files are
displayed in blue, encrypted files in green. Riglitking any item in the directory browser brings
up a context menu with commands for opening adiildirectory, exploring a directory, locating

the beginning of a file or directory on the disé¢ating the corresponding directory entry (FAT)
or file record (NTFS), listing the allocated clustén a separate window, etc.

When navigating from one directory to another, exiply files with child objects (e.g. e-mail
messages that have attachments), navigating topdinent of a child object, activating or
deactivating filters, trying different sort critarietc., please note that you can easily return to a
previous view using the Back command in the Pasitienu or the Back button in the toolbar.

The icons are explained in the legend directly in the progr®eleted files and directories are
represented in the directory browser with lightamis. Icons with a blue question mark indicate
that the original file or directory contents may $tdl available. Deleted objects that WinHex
knows are no longer accessible (either becauseftteticluster has been reallocated, because it
is unknown, or because they have a size of 0 by@# icons crossed out in red. Icons with an
arrow on FAT volumes (only with a specialist ordnsic license) and (after refining the volume
snapshot) NTFS volumes show renamed and moveddfitestheir original name/in their former
directory. On Reiser4 these are moved files withirtburrent name in their former directory. A
blue arrow indicates that contents for a file available (though these are not specifically the
contents from before the file was renamed or mav&dkd arrow indicates that no contents are
available.
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The directory browser casort files and directories in ascending or descendimtem and still
reveals the previous sort criterion with a lighderow. For example, if you first click the filename
column and then the filename extension columns filegh the same extension will internally still
be sorted by name.

In order to disable the secondary sort criteriavidtthe Shift key when clicking on the column
header to determine the primary sort criterionenmlly, this selects the internal ID as the
secondary sort criterion. This is to ensure that dinder of items with identical data for the
primary sort criterion is still well defined andpreducible after having sorted by other sort
criteria in the meantime.

Virtual Objects

When orphaned objects are found, e.g. files thae Hmeen deleted and whose original path is
unknown, they are listed in a special virtual dioeg “Path unknown”. With a specialist or
forensic license, there are virtual files in thetrdirectory that allow you to conveniently address
special areas in a volume:

File system areas: Reserved sectors and/or clusigrsare claimed by the file system itself for
internal purposes.

Free space: Clusters marked by the file systenotis use.

Idle space: Areas in a volume of which WinHex doesknow what they are used for, including

in particular clusters marked by the file systemnagse, whose exact allocation however could
not be determined. This can be the case if thesfigem lost track of them, i.e. forgot that these
cluster are actually available for re-allocatiorsudlly there is no idle space. The size of idle
space and the number of the first idle clustercenlg determined when needed (e.g. when you
click the "Idle space" file for the first time), akepending on the number of cluster this is a
potentially time-consuming operation.

Volume slack: Sectors at the end of the partitioat are unused by the file system because they
do not add to another cluster.

Indirect blocks (Ext2, Ext3, UFS): Special blockait contain block numbers. Not part of "File
system areas".

Unnoted attribute clusters (NTFS): Clusters thatam non-resident attributes that have not been
individually processed by X-Ways Forensics. Not pér'File system areas".

Journal (ReiserFS): Blocks that form the fixed foalling area. On Ext3 and HFS+, this is not

considered a virtual file because it is definedhgy/file system itself in dedicated records.

Columns & Filters
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Most filters and several columns are available wiforensic license only.

Name

Ext.

Type

Type
description

Status

Category

Name of the listed file or directory and (omiith a forensic license, only for
directories and files with child objects) in patezges in a different color optionall
the total number of contained files in the volumeashot. Allows tdilter based on
one or multiple flename masks, one per line. Titier is useful if you have a list
of relevant filenames or keywords and want to foud quickly whether files with
such names are present.

The following applies only if GREP syntaxnst enabled: One filename mask can
be a whole filename or a substring of a filenarhe. $ubstring, the missing part is
substituted with an asterisk, likgpg. Up to two asterisks are allowed per mask if
they are located at the beginning and the end &foitt mayexclude files using file
masks that start with a colon (). Example: Ale§ilwith names that start with the
letter "A", but do not contain the word "garde®* in one line and*garden* in
another. When multiple positive file mask expressiare used, they are combined
with a logical OR, negative expressions (:) witlogical AND.

If GREP syntaxs enabled, then all the rules above do not applgedrch is run in
the filenames for the specified GREP expressior{s).an explanation of GREP
notation please see Search Options. The anchoesram work in this context.

Filename extension. The part of the filenaha follows the last dot, if any, except
if the last dot is the very first character (hnocammon in the Unix/Linux world).

If the header signature of a file was not sjwatly checked (see Refine Volume
Snaphot), this is merely a repetition of the filer@aextension and displayed in gray.
Otherwise, if the file signature verification relesh the true nature of the file, a
typical extension of that type will be output. Theattension will be displayed in
black if it is still the same as the actual extensof the file, or in blue if the actual
extension does not match the type of the file. Avemientfilter can be activated
based on this column. (forensic license only)

Displays the name of the application that a fileetypelongs to, what the filename
extension stands for, etc. as specified in File eT{ategories.txt. If the same
extension occurs multiple times in the definitide,fall its meanings are listed. For
example, .pm could be a Perl module, a PageMalardent, or Pegasus file, or an
X11 Pixmap file. (forensic license only)

The status of the preceding Type columtallyi “not verified”. After verifying file
types based on signatures (as part of refining/theme snapshot or viewing files
in preview or gallery mode): If a file is very srhékess than 8 bytes), the status is
“irrelevant”. If neither the extension nor the sidure is known to the file type
signature database, the status is “not in listthé signature matches the extension
according to the database, the status is “confitmethe extension is referenced in
the database, yet the signature is unknown, thessia “not confirmed”. If the
signature matches a certain file type in the daaplaowever the extension matches
a different file type or there is no extension lhtthe status is “newly identified”.
Filter available. (forensic license only)

File type category corresponding to tleet§ipe, according to the definition in “File
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Evidence
object

Path

Sender,
Recipient

Size

Created*

Modified*

Accessed*

Record
update*

Deletion*

Internal

Type Categories.txt” (see beloviilter available. If the same file type/extension is
defined multiple times, belonging to different gaages, only one category for this
file type will be displayed. The category filter e nonetheless. The category filter
can be activated using a popup menu. In that popenu you can also see statistics
about the how many files of each category are aotlydisted in the directory
browser (or would be listed if the categorie filtess turned off).

The name of the evidence object that the file oedory is part of. Useful in a
recursive case root listing, i.e. when the dirgctorowser shows all files of all
evidence objects. (forensic license only)

Path of the file or directory, starting wittbackward slash, based on a volume's
root. Filter available. The filter expression is interpretedaasubstring that can
match any part of the path, so no wildcards areeger supported.

These columns are populated for e-mail messagesitéechments extracted by X-
Ways Forensics from e-mail archives, plus for oadi.eml files if metadata has
been extracted from them. They come iitiers. that allow you to enter any part of
an e-mail address or name to search for certainaie-messages. The filter
expression is interpreted as a substring, so ndcasitls are needed or supported.
(forensic license only)

Logical size of the file (i.e. size withoutak) or physical size of a directory.
Physical file size and valid data length (for fisred in an NTFS file system) can
be seen in the Info Pane in File mode insteadedtirsive selection statistics are
enabled, with a forensic license the size of actiny is the total size of all the files
directly or indirectly contained in that directorgtherwise the size of the data
structures of the directorfzilter available.

The date and time the file or directorsweeated on the volume it resides on. Not
available on Linux filesystems.

The date and time the file or directorgsvlast modified. On FAT, time precision is
2-second intervals only. On CDFS, the only avadaldte and time stamp is listed
in this column altough it does not necessarily catk last modificationFilter
available.

The date and time the file or directoag\\ast read or otherwise accessed. On FAT,
only the date is recordeHilter available.

The date and time the file's or directory's FILEarel (on NTFS) or inode (Linux
filesystems) was last modified. These are filesystlata structures that contain the
file's meta dataFilter available.

The date and time the file or directorgsmdeleted. Available generally on Linux
filesystems and possibly on NTFS (after a particikorough file system data

structure search and viewing/previewing the $Udrdliriile on the volume, if there

is any). Not to be confused it with so-called deletimestamps that other forensic
tools may show you on NTFS volumes, for files thave not even been deleted
from the file systenFilter available.

Creation timestamp that can be extractechfthe internally stored metadata in
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creation various file types (see context menu conthanternal timestamps are usually less
volatile and more difficult to manipulate than fdgstem level timestamps. They are
useful for corrobatiorFilter available. (forensic license only)

Attr. DOS/Windows attributes on FAT/NTFS filesystgnuUnix/Linux permissions and
filemode on Unix/Linux/Mac filesystems, plus somepgrietary symbols that are
explained in the legend.

“Partial initialization” means that according teethNTFS file system the so-called
valid data length is smaller than the logical Blee, i.e. the data at the end of the
file is undefined, similar to file slack has nothito do with the file, and was stored
on the disk at that location before. You can seewvdlid data length of the file in
File mode in the Info Pane, and the undefined @eaighlighted in a different
color.

When sorting by the Attr. column, files with “moirgeresting” attributes are listed
first, e.g. attributes that indicate encryptiond dites without any attributes set or
whose attributes are unknown are listed last.

Filter available.

Owner The ID of the owner of the file or directoryn file systems that record that
information. On NTFS it's the SID, or, if X-Ways rféasics can resolve it to a
username with the help of the SAM registry fileseatly encountered while
working with the case, the username. (forensicbeeonly)

Hard links  The hard link count of the file or ditew, i.e. how often it is referenced by a
directory. (forensic license only)

1% sector The number of the sector that containsb#gnning file the file's or directory's
data. Sorting by 1st sectors means to sort by paly&ication on the disk and e.g. to
easily identify files that are obviously affecteglfanges of bad sectors.

# files (file  The total number of files contained in a directoryin a file with child objects, in

count) the volume snapshot, recursively, i.e. inclusive fafther subdirectories. This
number can also be found in the name column innplaesis (depending on the
settings). Computed only with a forensic license.

#ST (search The number of search terms (not search hits) theg been found in a file. This

term count) takes into account all search terms ever usednnls®neous searches in a case, not
for only the search terms that may have been selentthe search term list, unless
you have deleted search hits. You can sort bycthlismn to get files listed first that
are likely more relevant (because they contain nudréhe search terms that you
were looking for). This column is populated only fvidence objects of a case.
(forensic license only)

Search Lists up to 10 of the search terms found in a filgse that are counted in the

terms preceding column. Useful to get an idea of the cdednits in a file even in the
normal directory browser, without the need to slwitc a search hit list. (forensic
license only)Filter available, not limited to 10 search terms.

ID The identifier assigned to the file or directdry the file system or by WinHex. Not
necessarily unique.
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Int. ID

Dimensions

SC%

Hash
Hash set

Hash
category

Report
table

Comment

Metadata

The unique internal identifier of a file alirectory in the volume snapshot. Items
added to a volume snapshot last have the highestifiérs.Filter available. Useful
for example and very easy to use if you would tixéocus on the files that were
added to the volume snapshot last (after havingedfit) or if you would like to
resume a logical search with internal yOffiltering out files that may have already
been searched before).

The size of a picture in thousand pig€R) or million pixels (MP, megapixels), as
the result of width times height, rounded. KP valaee displayed in gray, so that
it's easier to recognize smaller pictures. The dsms are computed
simultaneously with skin color percentages, plugmviiewing pictures (full-screen
mode, preview mode, or in the gallery). Useful &sily distinguish between e.g.
small browser cache garbage graphics and hightyudiljital photos, with the
associatedilter. (forensic license only)

Skin color percentage. Available after refinthg volume snapshot. Indicates the
degree pictures are composed of skin tones. Sastifigering by this column is the
most efficient way to discover traces of e.g. clpdainography or search for scanned
documents (gray scale or black and white pictufmensic license only)

The file's hash value, if computed.

In the internal hash database, the nartieedfash set that the file's hash value, if
available, belongs to. Note that this is only tlene of a single hash set even if the
hash value is contained in multiple hash sets enhiaish databasEilter available.
(forensic license only)

The category of the hash set that the file's hasley if available, belongs to. Either

“irrelevant”, "notable", or blank&ilter available. (forensic license only)

The name(s) of the report table(s) that the filedmectory has been assigned to.
Filter available. (forensic license only)

The free text comment that may have besigres] to the file or directory by the
examiner Filter available. (forensic license only)

Metadata that can be extracted from &ifegarious types with the context menu.
Filter available. (forensic license only)

Additional columns for search hit lists: PhysichBalute offset, logical/relative offset,
description on the nature of the search hit (cagefiunicode, whether in decoded text, whether
in file slack), search hit with context preview. tlie logical relative offset is printed in
parentheses, that means the search hit was fouhd otlecoded text and the offset is not an offset
in the file, but in the decoded text.

*Please note that for FAT volumes, all timestamps displayed unmodified, for all other
volumes the time zone concept applies.

Most filters are available with a forensic licermsdy.
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File Type Categories.txt

This customizable file defines of which file typeategories are comprised. The name of a
category is preceded by three asterisks and a gpace Following is a list of file types that
belong to that category, one per line. Such linestrstart with either a “+” or a “-“, where “+”
simply means that type is checked in the file tiiber. After that, typical extension for that file
type follows, plus a space character, followed ljeacription of the file type. Only lower-case
letters are to be used in extensions. The sameXiknsion/type may occur in multiple categories
(see Category column description for limitations).

Alternatively to extensions, entire filenames arpported as well. This is useful for certain files
with a well-defined name whose extension aloneoisspecific enough or which do not have any
extension. Complete filenames have to be enclassdmicolons. Examples:

-;index.dat; Internet Explorer history/cache

-;history.dat; Mozilla/Firefox browser history

-;passwd; Existing users

There is a virtual “Other/Unknown type” categonieh is not specifically defined in the file
and simply covers all files that do not belongng ather, defined category.

3.7 Report Tables

In the directory browser of an evidence object, gan associate notable files with report tables.
A report table is a user-defined (virtual) listfiés, especially notable files. Files associateith w
report tables can then be easily included in tlse caport with all their metadata and even links
(pictures can be included directly), and you cdterfiby their report table association in a
recursive view in order to easily locate thesesfilater (like bookmarking files). The filter can
reference multiple report tables at the same twith(OR, AND and NOT operators) and even
has an option that allows to additionally includaisgs of the files of a certain report table, i.e
files in the same directory. That is useful, esplciwhen exploring recursively and sorting by
path, to check whether there are any further netélels in the neighborhood.

E.g. you could create report tables like "relateccompany X", "evidence against suspect A",
“incriminating pictures”, "unjustified expensesfprivard to investigator B", "print later", "get
translated”, “show to witness C” etc., and lateewlyou are done viewing files, you can get the
big picture of all relevant files by using the reptble filter (e.g. "Show me all files related to
company X that are also considered evidence agsirsgtect B"). You are practically assigning
files to certain custom categories defined by yelfir&\lso allows you to revisit files later thatear

still be closely examined.

Having files in a dedicated report table also aldes conveniently copy/recover them in a single
step at a later point of time or get a gallery wiew of these files specifically. The same file can
be associated with multiple report tables. This bandone in the dialog window that appears
when invoking the Report Table Association commiantthe directory browser context menu, for
one file or several selected files at a time. la $ame dialog window you can also create new
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report tables, rename or delete existing onesyemadve/override previous associations. You can

associate the selected file or directory to a refadrie and/or at the same time the selected file's
parent file (if any) and the file's or directorgisild objects and any known duplicates in the same

evidence object (which have been identified asidafds based on hash values and marked as
such in the Attr. column).

In order to output report tables to a report, use €reate Report command in the Case Data
window.

If you need to categorize a lot of files with thelh of report tables, you can also use keyboard
shortcuts. X-Ways Forensics automatically assigasshortcuts Ctrl+1, Ctrl+2, ..., Ctrl+9 to your
report tables. In the dialog window for report &aldssociations you can also assign these
shortcuts to report tables yourself, by simply pmag the keys while a report table is selected.
Ctrl+0 removes all report table associations frofilea Alternatively you may simply press the
keys in the numeric pad on your keyboard if NumKk.acactive, without Ctrl. This will not be
considered normal input in the directory browsdéhalgh the Ctrl key is not pressed. The
numpad keys may not work on all computers.

It is possible to save and load lists of reporlidaimmes in the report table association dialog
window. This is useful to start right away with at ©f predefined report tables as typically
needed for a certain kind of case. The maximum reurabreport tables in a case is 256.

3.8 Internal Viewer

The internal viewer can be invoked with the “Vieedmmand in the Tools menu and in the
directory browser's context menu, plus in Previeade It shows picture files of various file
formats (JPEG, PNG, GIF, TIFF, BMP, PSD, HDR, PSBGI, PCX, CUT,
PNM/PBM/PGM/PPM, ICO) plus the structure of Windowegistry files, Windows Event Logs
(-evt and .evtx), Windows shortcut liles (.Ink), Milbws Prefetch files, $LogFiles, $UsnJrnl:$J,
Windows Task Scheduler (.job), $EFS LUS, INFO2,tResPoint change.log.1, wtmp and utmp
log-in records, MacOS X kcpassword, and AOL PF€&sfinternally. If you try to view a file that
is not supported by the internal viewer, the separgewer component is invoked instead.

There is an additional viewer component that irdezg seamlessly and allows to conveniently
view more than 270 (!) file formats (such as MS Vd/oExcel, PowerPoint, Access, Works,
Outlook; HTML, PDF, CorelDraw, StarOffice, Open(@#j ...) directly in WinHex and X-Ways
Forensics. This component is provided to all owrdrforensic licenses issued for v12.05 and
later. It can be enabled in Options | External Ruog.More information online The folder for
temporary files used by the separate viewer compome controlled by WinHex/X-Ways
Forensics, i.e. set to the one the user specifieSaneral Options. However, unlike X-Ways
Forensics, the viewer component does not silerdtept unsuitable paths on read-only media.
Please note that the viewer component since iareB.2 creates files in the Windows profile of
the currently logged on user, in which it storescibnfiguration and settings. In earlier versiahs,
actually used, not when merely loaded, it left bdhentries in the system registry.

28



Registry Viewer

MS Windows maintains an internal database callgstiy which contains all important settings
for the local system and installed software ineg4iike structure. The data is persistently stored
in files called registry hives. You can open andwihives by double-clicking them in the
directory browser or using the context menu. Thi8 @apen them in the integrated registry
viewer. Supported formats are NT/2K/XP/Va/7 hivEgin9x and WinMe hives can only be
loaded by the registry viewer of X-Ways Forensi&s9land earlier. NT/2K/XP/Va/7 hives are
located in the file “ntuser.dat” in a user profiled in the directory \system32\config.

Up to 32 hives can be opened in the registry vieatéhe same time. The registry viewer has the
ability to find deleted keys and values in hiveattbontain unused space and lost keys/values in
damaged/incomplete hives. If no complete path manfor keys, they will be listed as children
of a virtual key called "Path unknown". You mayaatecursively explore all the keys and values
in a hive and sort them in a chronological orderthie virtual "Explore recursively” key.

With a right-click a pop-up menu can be opened dm®ye in the window, which lets you invoke
the commands “Search” and “Continue Search”. QligkiSearch” invokes a dialog that lets you
specify a search expression and where you wargarels. You can browse either keys or names
or values or all of them. The search always strthe topmost root of the first loaded hive and
spans all opened hives. "Continue Search” findswtheé match after at least one match has been
found. The currently selected element is not reletar where the search continues. The "search
whole word only" option is not guaranteed to wask ¥alues.

In the right-hand window the pop-up menu also dostéhe command "Copy" which lets you
copy the value of the selected element to the chpib.

When clicking a value of a loaded hive in the Regi¥iewer, if the data window with the
drive/image from which the hive was loaded is ife Fhode, the cursor will automatically jump
to the selected value in the registry file, anduakie will automatically be selected as a block in
that file. Useful as that allows to see the valubéxadecimal and text and as that allows to easily
copy binary values in either binary or as text, oy as hex ASCII.

$LogFile Viewer

Basic Concepts:

Each statement falls into one of the three categori

1) Log-Operation

The on-disk data at (LCN,Byte offset) is to be agpld in case of a Redo/Undo-Operation with
the one specified within the log operation.

2) The PAGE statement indicates the start of a lwewpage (multiple of 4 KB). The LSN
specifies the last end LSN for this page. A * malstale page.

3) The CheckPoint statement specifies a LSN tarestth.

Each statement is preceeded by an byte offsetipgimtto the $LogFile.

Abbreviations:

29



LSN=Logical Sequence Number
LCN=Logical Cluster Number
VCN-=Virtual Cluster Number
FID=File ID

Limitations:

Only log operations are shown which affect on-dskictures. FILE records and INDX buffers
are not completely dumped. For complete data, viotlee byte offset displayed for the operation
of interest. An NTFS journal is only processed hé tpath of such a file contain the string
$LogFile.

3.9 Registry Report

From within the registry viewer, WinHex can create HTML report, listing values of possibly

relevant registry keys, when you invoke the commd&@mrate Registry Report” in the right-click

pop-up menu. The registry keys that are to be teddn all open hives are defined in text files
like the pre-supplied “Reg Report *.txt”, which che tailored to your needs. The registry files
you view must have their original names, or else ridport may fail. You may edit the list of

registry keys in this files to tailor the reportyiour own needs.

Free space in registry hives can be analyzed \highréport definition file "Reg Report Free
Space.txt". The free space can be as large asas@Br especially as a consequence of the use
of virus scanners and registry cleaning prograngeted registry values are now highlighted in
the report in red color.

Also registry value slack has a relevant size iUSER.DAT hives. This fact is exploited with 2
measures:

1) If the slack contains text strings, it will batput in the registry report (in green). This new
feature can optionally be turned off the registismer context menu.

2) For values that contain item lists (i.e. areaby) you can use the "Reg Report Free Space.txt"
definitions to output registry report will outpusts of filenames with timestamps in green. The
first timestamps is an access date, the secondsoaecreation date. If no timestamps can be
output, these are artifacts from "RecentDocs".

Format of entries in "Reg Report *.txt"
(type) (tab) (registry path) (tab) (description) (linefeed)

type:

?? definition for any Windows version
NT  for Windows NT through XP

VT  for Windows Vista and 7

*x new function (without absolute paths)
FR query in free space of the hive
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registry path:
Full path of registry keys

HKLM: HKEY_LOCAL_MACHINE
HKCU: HKEY_CURRENT_USER

If an asterisk ("*") is provided as the last kell, keeys on the same level and deeper and their
values will be included in the report.

example:
NT  HKLM\Software\Microsoft\Windows\CurrentVersion\* report whole Windows branch

If you wish to report a particular value that exist all subkeys of a certain key, you can as well
write an "*" for all subkeys and include the vahféer that.

The generated report contains the registry path st timestamp, the filename of the registry
hive that the key was found in, the descriptiort thas provided in the "Reg Report *.txt" file,
and the value.

The description field may contain an additionatestzent at the end that starts with a % character.
If the % is followed by a numeric character n, tiveh element of the registry path will be
appended to the description in the report. Thishmmery useful if the path and not the value (or
not only the value) contains the relevant inforimatilf the % is followed by a letter, the value
will be preferably interpreted as the data typé tha letter stands for. The following letters and
data types are defined at the moment:

%f  Windows FILETIME timestamp

%e EPOCHE (Unix) timestamp

%E EPOCHES (Unix) timestamp as QWORD.

%T  Windows system time timestamp

%s  ANSI-ASCII null-terminated

%S  UNICODE string null-terminated

%b  data not to be interpreted as characters (Dinary

%P  Windows PIDL data structure

%I ItemPos data structure (covers Shell Bag, des&tortcuts, and more)

%B  conditional: if value TRUE

%F  conditional: if value FALSE

%- no empty mode

%+  recursion of the subtree

%i value case-insensitive

%d  deleted values only

%b  do not convert REG_BINARY to text

It is also possible to combine numeric charactatslatters (e.g. %10f). In that case the numeric
character must precede the letter.

/Il at the start of a line comments out that linél @ause it to be ignored).
## at the start of a line will output explanataexttinto the report.
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Additional output

In a second phase of the creation of the regisfrgnt, additional data will be analyzed and output
as tables at the end of the HTML file. The speatfians in the definition file which belong to this
second phase are marked with "Dummy". This causesfitst phase to prevent any normal
output. If you would like to get the output of tfiest phase, you merely need to change the
description in the definition to anything otherti®ummy".

The table "Attached devices by serial number" eated according to the algorithm that Harlan
Carvey describes in chapter 4 of his book. Furtleeenyou can find the tables "Partitions by disk
signature”, "Windows portable devices", "Driverstadled"”, "File systems installed", "Services
installed", "Networks", and "Network cards".

3.10 Mode Buttons

When examining a logical drive, partition, or imdge with a file system supported by WinHex,
there are several buttons that determine the gispl#éhe lower half of the window, below the
directory browser. Forensic licenses only.

Disk/Partition/Volume/Container

Previously labeled “Sectors”, this default view wisothe binary data in all sectors of the disk/
partition/volume/container represented by the actiata window as hexadecimal code, as text, or
both. Offsets and sector numbers are relative @écsthrt of the respective disk/partition/volume/
container.

File

Looks similar to Disk/Partition/Volume/Container d& but shows only the clusters allocated to
the file or directory that is currently selectedtve directory browser, in the order as used by the
file, defragmented if fragmented, decompressedoifhpressed, with offsets relative to the
beginning of the file. When switching from File nmeodo Partition/Volume mode, X-Ways
Forensics will automatically point you to the offé®m the point of view of the partition/volume
that is equivalent to the offset within the file evh the cursor was positioned last, even if tlee fil
Is fragmented, if there is an equivalent positioat (f the file is a compressed or virtual attached
file or an extracted e-mail message or an expaitkeb still etc.).

Preview

Checks the type of the file currently selectedhe directory browser and displays the file with
the help of the separate viewer component, extépe iviewer component is not active or if it's a
picture (supported file types see Gallery below dre viewer component should not be used for
pictures. Even incomplete pictures (e.g. files mptetely recovered because of fragmention) can
usually be displayed partially. If the viewer compat is not active and the file is not a picture in
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one of the supported formats, a rudimentary AS&it extract from the beginning of the file is
displayed.

Details

Contains all the information on a single selectdsl from all the directory browser columns,
including those that are not currently visible. Weaseful for example if the path is very long and
does not fit on the screen in the path column, maylt even in the path tooltip display. Also
allows to easily copy the filename or file pathsetected other data to the clipboard.

The Details mode also shows NTFS file permissietsréd in access control lists, ACLs). Each
element has typically the property "Grant" or "Deéapd an SID to which the permission applies.
The SID is translated into a friendly name if pbsi The permission itself is either R = Read
Permission, C = Change Permission, Full Contrdbjpecial Access. For a Special Access right,
all individual rights are listed. For each permissthere can be two inheritance flags: container
inherit (Cl), object inherit (Ol) or two propagatidlags: inherit only (10), no-propagate inherit
(NP). Usually the final list element is the groupmbership property.

The Details mode also extracts some essentiahatenetadata from OLE2 compound files (e.g.
pre-2007 MS Office documents), MS Office 2007 XMDpenOffice XML, StarOffice XML,
HTML, MDI, PDF, RTF, WRI, AOL PFC, ASF, WMV, WMA, @V, MP4, 3GP, M4V, M4A,
JPEG, BMP, EXE/DLL (only on drive letters), THM,Ar, GIF, PNG, GZ, ZIP, PF, IE cookies,
DMP memory dumps, hiberfil.sys, PNF, SHD & SPL pmspool, WIM Vista image files,
DocumentSummary alternate data streams, and tatgnfiles. For MS Office documents, you
will often see many more timestamps (e.g. Lastt@d) subject, author, organization, keywords,
total edit time, and much more.

Gallery

Checks the file signature of all the files in therently visible portion of the directory browsér.
found to be a picture, a thumbnail is displayedieowise a brief summary (filename, size,
signature). By scrolling in the directory browstie gallery view scrolls as well. You may switch
the directory even while the thumbnails are stiflding. By double-clicking a thumbnail, you get
a full-size view of a picture, where you may zoomand out using the keys + and -. Even
incomplete pictures (e.g. file incompletely recacebecause of fragmention) can usually be
displayed partially. Supported picture file typ@BEG, PNG, GIF, TIFF, BMP, PSD, HDR, PSP,
SGI, PCX, CUT, PNM/PBM/PGM/PPM, ICO. The galleryedonot go together very well with
search hit lists.

Calendar (timeline view)

Gives a convenient overview of when the files/diveies selected in the directory browser were
created in a file system (red), last modified (pJuend last accessed (green), in the form of a
calendar. Each day with a time stamp for at leastfide or directory is filled in the calendar with
the corresponding color. Weekends (Saturdays amdles) are specially marked. Hover the
mouse over a day to find out which files exactlg aepresented and to see the corresponding
times. If the list for a certain day is too lengtioybe displayed completely, you can still sort the
directory browser in a suitable way and find owré
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Example: During which period of time were JPEGditgeated on a volume? Right-click the root
directory in the directory tree (case data window) recursively list all files from all
subdirectories, then use the file type filter tmitithe view to JPEG files, then select all listed
files, enable the calendar view, and watch outddrbars.

Raw

In Preview mode, in conjunction with the viewer gwnent, Raw mode renders the file as plain
text. This can be useful for example for HTML filessee the HTML source code, for .eml files
to the see complete e-mail header, and generalgnwh search hit list mode the viewer
component cannot highlight a search hit in Previeade (because then it might contained in
metadata or control code that would be represanteslv Preview mode, but not normal Preview
mode).

Sync

Synchronizes the directory browser and the dirgctiere in that when in a recursive view you
select a file in the directory browser, its pareiméctory will be highlighted. Also whedicking
the Sync button, unless the volume snapshot wadectevithout cluster allocation information
(see Security Options), the file that occupies dbgently displayed sector in Volume/Partition
mode will be automatically selected.

Exploration Mode

Button with a curly turquoise arrow. Toggles betwe®rmal and recursive exploration of a
directory. When exploring recursively, you do notyosee the contents of the current directory,
but also the contents of all its subdirectories #rair subdirectories, and so forth. To explore a
directory recursively, you may also right-clickntthe directory tree.

Multi-monitor support

It is possible to detach the lower half of a datadew (with Disk/Partition/Volume mode, File
mode, Preview, Gallery etc.) from the data windbwglicking the three dots that are located left
to the mode buttons. After that, you can freely smawnd resize it on the screen. On multi-monitor
this allows you to have that part of the user fiafgr on a separate screen and even maximize it
there. Reintegrating it into the main window is ddyy clicking the same three dots again or by
clicking the Minimize button.

3.11 Simultaneous Search

This search command in the Search menu is avaifabl@ewners of specialist and forensic

licenses, and offers all options only for owner$asénsic licenses. This search is simultaneous in
that it allows the user to specify a virtually umiied list of search terms, one per line. The
occurrences of these search terms can be savelisgtlin an evidence object's search hit list
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(forensic licenses, when working with a case)nahe general Position Manager.

You may use the simultaneous search to systenigtg=drch multiple hard disks or disk images
in a single pass for words like “drug”, “cocaingstreet synonym #1 for cocaine), (street
synonym #2 for cocaine), (street synonym #3 forague), (street synonym #3 for cocaine,
alternative spelling), (name of dealer #1), (narhelealer #2), (name of dealer #3), etc. at the
same time. The search results can narrow downxamieation to a list of files upon which to
focus.

The simultaneous search can be used physicalygwdlly. Physically, it searches the sectors on
a medium in LBA order (except if you search upwathen in reverse order). If you do not have
WinHex list the hits of a physical search, you meg the F3 key to search for the next hit.
Logically, the search proceeds file by file, whishpreferable and much more powerful and
thorough. More about the logical search.

You can search the same search terms simultanelouslyicode (UTF-16LE) and in up to two
code pages. The default code page, that is actiy@ur Windows system, is marked with an
asterisk and initially preselected. E.g. on compaute the US and in Western Europe, the usual
default code page is 1252 ANSI Latin I. The codggsanamed "ANSI" are used in Microsoft
Windows. "MAC" indicates an Apple Macintosh codgea'OEM" indicates a code page used in
MS-DOS and Windows command prompts. If a searah t&nnot be converted to the specified
code page because of characters unknown in thatgagk, a warning is issued.

It is possible to review the (incomplete) seardhlibt in the middle of an ongoing simultaneous

search. Clicking the search hit list button wiluga the search and allow to view the preliminary
search hit list, until resuming the search if neeeg Useful e.g. when working on site to

determine whether a medium might contain relevélets fand should be captured. If after

searching 5% of the data and reviewing the seaitshglathered so far the answer is Yes, the
search can be stopped already and a lot of tireavied.

3.12 Logical Search

Powerful subvariant of the simultaneous searctowdl to search either all files, all tagged files,

or (if invoked from the directory browser contexemu) all selected files. File slack can be

specifically included or excluded. The logical sftahas several advantages over a physical
search:

» The search scope can be limited to certain filekfalders, through tagging or selecting
files. Please note that the amount of data to ketlvat may be displayed in the dialog
window is an estimate only. The actual scope ofgbarch may vary because of slack
space.

» Searching in files (usually = in the cluster chaafiscated to files) will find search hits

even if the search term happens to be physicaliyispa fragmented file (occurs at the
end and the beginning of discontiguous clusters).
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A logical search can be successful even in fileg Hre compressed at the NTFS file
system level, as they are decompressed for segrchinis holds true even for files that
were found via a file header signature searchhat tvas specially adapted for NTFS
compression.

If the contents of archives (files in ZIP, RAR, GIKAR, BZ2, 7Z, and ARJ, if not
encrypted, forensic license only) and individuahal messages and attachments have
been included in the volume snapshot, they carrércked as well.

The text contained in PDF (Adobe), WPD (Corel Wadeéct), CDR (Corel Draw), VSD
(Visio), SWF (Shockwave Flash) and files of othernfiats supported by the viewer
component can automatically be extracted/decodedipressed prior to search, to
unformatted 8-bit ASCII or 16-bit Unicode plaintexthich can be reliably searched in
addition to the actual file contents themselvesar&8e hits might otherwise be missed
because various file types typically or at leastnstimes store text in an encoded,
encrypted, compressed, fragmented or otherwisdeghviay. Important: In particular for
HTML, XML and RTF documents as well as HTML-formedte-mail messages in .eml
files, which may employ various methods of encod{egy. UTF-8) non-7-bit-ASCII
characters (e.g. German umlauts), decoding maysétily depending on the language of
your search terms/the characters contained in gearch terms. When you specify a file
mask for decoding, that mask will not only be apglto the names of searched files, but
also to their true type if verified by signaturee€sRefined Volume Snapshots). This
feature requires the separate viewer componenetadtve for the decoding and text
extraction part. The decoded text is output inrLdtior Unicode, and can optionally be
buffered (cf. Options | Viewer Programs) to alloov & convenient context preview for
search hits in the decoded text and to acceleutiiesf searches. The default file mask for
this option is *.pdf;*.eml;*.wpd;*.cdr;*.vsd. It isecommended to add ;*.html;*.xml;*.rtf
depending on the characters searched for, and dep@ending on your requirements. For
example *.doc might be a good idea if you want&ovbry thorough because text can be
fragmented or change from one character set tchanatoruptly in the middle of a MS
Word document. Just keep in mind that the additideaoding and search require more
time and like result in duplicated search hits (gledits found in both the original format
and the result of the text extraction). E-mailsl wi#nerally not be decoded by X-Ways
Forensics when only 7-bit ASCII characters aredeafhe file mask is applied to both
the filename and the detected true file type.

If you are not interested in each and every selitcliout merely in which files contain at
least one the specified searm terms, a logicatkezan be greatly accelerated by telling
X-Ways Forensics that only one hit per file is redso that it can skip the remainder of
a file once a hit has been recorded and contintletive next file. The resulting search hit
list will be inherently and systematically incomg@eand no assumption must be made
that somehow “the most useful” search hit in ealehviill be collected, or, if multiple
search terms are used, a search hit for a searolthiat you consider more important will
be collected. However, it is guaranteed that itams all the files for which there was at
least one hit (for one of the search terms usew) each such file once only. Such a list is
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sufficient (and efficient!) to manually review tladfected files, comment on them, copy
the files off an image or pass them on to otheestigators in an evidence file container
etc. Note that of course it is not possible to comlsearch terms with a logical AND if

only 1 hit per file was recorded. That consequaadgpically forgotten by unsuspecting

users.

Files that have been marked as irrelevant by hashpuatation and hash database
matching or files that have been hidden by the osdhat are filtered out by an active
filter can be omitted from a logical search to sdwee and reduce the number of
irrelevant search hits. The slack of such filesti8 included if the file slack option is
enabled, as that option has a higher priority.

The recommendable data reduction specifically oroédain files from the search to
avoid that time is wasted or duplicate hits are dpoed unnecessarily.

E-mail archives of the types PST and DBX as welilasarchives of the supported types
(ZIP, RAR etc.) will not be searched if the e-maitgl files that they contain have already
been included in the volume snapshot, in orderatge gime. In that casenly those e-
mails and files will be searched, in the naturalefucoded and uncompressed) state. This
may be reasonable for keyword searches and ircpkatifor indexing (which has a hard
time processing e.g. Base64 code), but not nedlgseartechnical searches for signatures
etc. Using this option constitutes a compromisee 3llack of such files is still included if
the file slack option is enabled, as that optios &&igher priority.

A file that that is marked as renamed/moved wili be searched either if data reduction
is enabled and if principally all files in the vohe are to be searched (as opposed to
tagged or selected files only) because the saraewiil already be searched under its
current name/in its current location.

The blind spot that logical searches have in o#dhilaned computer forensics software
products in the several thousand dollar price rgtiggt they do not cover the transition
from file slack to directly following free spacep&s not exist in X-Ways Forensics, as
such areas on a partition can be addressed sdlyific

Should this operation freeze on a certain file, @etber the internal ID and the name of the
currently processed file are displayed in the sipadbress indicator window. If this operation is
applied to an evidence object and it crashes, XaNryrensics will tell you which file when you
restart the program and associate it with a refpbte (depends on the Security Options). All that
happens so that you can hide and omit the file vityamg again.

3.13 Search Hit Lists

Available only with a forensic license, when worgiwith a case, for evidence objects with a
volume snapshot. (Otherwise the Position Managktistisearch hits.)
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The directory browser can show search hits. In thatle of operation is consists of three
additional columns: physical/absolute offsets @& #earch hits, logical/relative offsets, and the
search hits themselves (usually with a contextiprevsortable by search term, context preview
not accurate for Arabic and Hebrew text or hitsUiF-8). The directory browser's grouping
options have no effect when search hits are sdayazhe of these three columns. To get into that
display mode, click the button with the binocularsl the 4 horizontal lines. It is only available
for evidence objects.

Almost all commands in the directory browser cohteenu are available for search hit lists as
well, notably the ability to copy, view, tag andnzment files. The dynamic filter based on the
usual directory browser columns can be used inucation with search hit lists e.g. to view hits
in all .doc and .xls files with certain last moddtion dates only.

The search hit list is based on the position awudl e the directory tree where you click, so that
you can e.g. see all search hits in files in \Doents and Settings and subdirectories of the same,
and even search hits from all evidence objecth®fentire case at the same time, using the case
root window. Also it's possible to convenientlyesglone or several search terms for search hit
viewing, in the searckerm list in the Case Data window. Like that it's atso easy task to find
out how many search hits there are for any givancbeterm for any level in the case tree, as that
number is displayed in the directory browser'sicaypbased on the current search hit list.

Search hit lists are "dynamic" in that they are posed "on the fly" depending on selected search
terms, explored path, current filter settings amdda on the settings of the search term list
(logical AND combinations and the "1 hit per filefition).

Search hits can be marked as notable (such thag asfdisplayed on the left) with the directory
browser context menu or by pressing the Space\lé#h the Space key you may also remove
that mark. The search term list allows to creageiek overview of all hits marked as notable.

Search hits are stored in the metadata subdireofatye respective evidence object. When you
no longer need certain search hits, select thenpesss the Del key. When you no longer need
any search hits of certain search terms, seleddhrch terms in the search term list and press the
Del key.

3.14 Search Term List

Displayed in the Case Data window when in seartlviaiving mode (after clicking the button
with the binoculars and the four horizontal lineShe search term list contains all the search
terms ever used for conventional (non-index) sesc¢h the case, plus those index search terms
for which index search hits have been permaneatigd.

Selecting search terms in the search term listtla@d clicking the Enter button allows you to list
all the search hits for these search terms in timeetly selected path, subject to filters, in the
search hit list. You can select multiple searchmteiby holding the Shift or Ctrl key while
clicking them. You may press the Del key to dekskected search terms and all their search hits
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permanently.

To reduce a search hit list to a list of uniquedithat contain at least one search hit, check 1Lis
hit per file only” and then click Enter. This caa bery useful if you are going to review all such
files manually, as that ensures that each suchidilested only once. No assumption must be
made that somehow “the most useful” search hiaghdile is the one that makes it to the list, or
if multiple search terms are selected the onedistarch hit is for a search term that you consider
more important. The reduction is non-destructivengng back the original, complete search hit
list merely requires that you uncheck this spemgmion and click the Enter button again.

It is possible to see (and via the Export list caanohin the context menu copy) the hit counts for
selected search terms in the search term list.eThigsounts are based on the current settings for
the search hit list that is on the screen, takdladrs into account, the explored path, any activ
AND combination etc.

There are two ways how to logically combine muéipkarch terms with Boolean operators:

1) By default, multiple selected search terms amlined with a logical OR. To force a search
term, select it and press the “+” key. To excludgearch term, select it and press the “-“ key. To
return a search term to normal OR combination,stles Esc key. You may also use the context
menu of the search term list for all that. The tetxamples describe the effect of selecting the
search terms A and B depending on their “+” orstdtus.

A
B
= search hits for A and search hits for B that o@ewany files (normal OR combination)

+A
B
= search hits for A and search hits for B that o@acdiles that contain A

+A
+B
= search hits for A and search hits for B that oagdiles that contain both A and B (AND)

A
-B
= search hits for A that occur in files that do nohtain B

2) For a logical AND combination, if the searchnterarenot marked with “+” or “-, you may
also use the small scrollbar that appears whersgtact multiple search terms. Allows you to see
only search hits in files that contain all the stde search termat the same time. You can
combine up to 7 search terms that way. If you s$eteare than 2 search terms, you also have the
option to be less strict and only specifynaimum number of different search terms in the same
file, e.g. require that of search terms A, B, C &dny combination of two of them in the same
file is sufficient, e.g. A and B, or A and C, orad D, etc. (fuzzy/flexible AND combination).
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3.15 Indexing, Index Search

Available only with a forensic license, in the S#amenu, when working with a case, for
evidence objects. Reads the data with the same lagia logical search, with the same
advantages (see that topic).

Creates indexes of all words in all or certainsfile the volume snapshot, based on characters you
provide, based on the Unicode character set angydo two code pages that you select. It is
possible to have up to three such indexes per ew&ebject (e.g. Cyrillic characters indexed in
Unicode and two Cyrillic code pages). X-Ways Foremisallows you to conveniently select
characters from more than 22 languages for indexdugrently, most European and many Asian
languages are predefined, e.g. German, SpanismctsréPortuguese, Italian, Scandinavian
languages, Russian, South Slavic languages, Ea&teropean languages, Greek, Turkish,
Hebrew, Arabic, Thai, Viethamese.

Indexing is a potentially time-consuming procesd aray require a large amount of drive space
(rule of thumb for default settings and averagead&t25% of the original amount of data).
However, the index will allow you to conduct furtheearches very quickly and spontaneously.
The index files are saved in the metadata outddefmf the corresponding evidence object. The
scope of the index, i.e. which files are to be ketk can be fine-tuned. The default setting is that
all existing files (including their slack, unlessabled in the directory browser options) plus the
virtual files (which includes all free space) wik indexed. This avoids that certain parts of free
space are indexed multiple times if they are refezd by several deleted files at the same time.
Note that the index of partitioned media such agsiglal hard disks solely covers unpartitioned
areas. That's because each partition can havevitsnalex.

Words shorter than a lower limit you specify aradged. The longer the minimum length in
characters, the smaller the index and the faseemithexing procedure. The default lower limit is
4 characters. Frequent irrelevant words can beudrd from the index in the exception list with
a minus prefix (e.g. -and, if 3-letter words areeatly accepted), which reduces the size of the
index and the time needed to create it. The latgerange of accepted word lengths, the larger
the index becomes and the more time indexing tdkgsortant 3-letter words can be added to the
exclusion list with a plus prefix (e.g. +xtc), whicoverrides the default lower limit of 4
characters. The exception list does not have tedoed alphabetically. Words in the execption
list longer than theupper limit you specify are truncated in the index. Word the exception list
are bound by the character pool and cannot codttigrent characters.

X-Ways Forensics can optionally distinguish betwappercase and lowercase letters, i.e. create
a case-sensitive index. This can be useful e.gouf create the index for the purpose of later
exporting a word list for a customized dictionattaek.

If you have X-Ways Forensics include substringthimindex, this will further slow down index
creation (by a factor of 3 to 5) and inflate thder, however, you will later be able to find e.g.
"wife" in "housewife” and "solve" in "resolve". {fou do not include substrings in the index, it
will still be possible to search the index for swings later, but the result will be incompletedan
the search speed much slower. Please note thattitei responsibility of the user to enable
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substring indexing if the words in the languaganex are not delimited with spaces (e.g. in
Thai).

Indexing will be unnecessarily slow if the databi® indexed resides on the same disk with the
case file and directory, where the index is crealeg to avoid indexing with an active Internet
connection if your Windows system is configureddtavnload updates and reboot automatically
upon installation.

Optionally, text in certain file types can be deeddor indexing (cf. Logical Search), and it is
possible to create indexes for selected computelianmages associated with a case in a single
step.

You can index in Unicode and in up to two differentle pages simultaneously. Please note that
X-Ways Forensics cannot simultaneously index charagn the same multi-byte character code
page if some characters utilize just 1 byte andrstR bytes.

It is possible to define a character substitutish ih Unicode that causes certain letters to be
indexed as other letters (e.g. “é” as just “e”).isThill allow you to find certain spelling
variations with a single index search, e.g. bothrtame “René” with an accented e at the end and
“Rene” without, with either spelling. This list musave the structure

é>e

e>e

e>e

n>u

(i.e. 1 substition per line) and needs to be prese@ Unicode text file named “indexsub.txt” that
starts with the LE Unicode indicator OXxFF OXFE.d&xsub.txt” is an optional file and expected
in the X-Ways Forensics installation directory.

Distributed indexing: Allows to accelerate index creation in time-cidli cases. Ih computers
open the same case file (from a shared networkedmwnd participate in indexing the same
evidence object(s), each computer can index apdvoxaf the total data (may vary depending on
the size of very large files within the volume ssiagt). If all resulting index files (.xfi files) ar
created or eventually collected in the same metaiddder, they are treated exactly like an index
created by just one computer. To ensure that nbbgbdhe volume snapshot is indexed twice or
accidentally left out, all participants need toe®gon the same index settings and get unique
numbers assigned. E.g. if 9 computers are involeadh of the numbers 1...9 needs to be
specified for indexing exactly once.

When using distributed indexing, X-Ways Forensigsst to detect differences in the index
settings used by the various participants (optsuth as code pages, substring support, character
pool etc.). If detected, at least one of the pigdicts will be warned before indexing starts ort tha
machine. Obviously, in a shared indexing effortsbings should be same everywhere.

When multiple examiners share the same image yde,each work with their own case file

because they examine different aspects of the sases or when providing non-IT examiners
with evidence file containers and pre-compiled ceandexes, or when using the distributed
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indexing feature to accelerate index creation,eherthe option to have a common metadata
subdirectory with the search index, which savesedspace, accelerates access because of
synergetic file buffering in Windows, and facilgat handling of the search index files. Such a
shared metadata directory for search index filel files) is used for both index creation and
index search, however only if it is specificallgated by the user, i.e. if it exists when needed. |
is expected as a subdirectory of the directory whlee image file is located, with the same base
name as the image files, without extension, andstiiéx “ Metadata”. E.g. if the name of the
image is “Smith HD1.e01", then the expected namthefcorresponding subdirectory is “Smith
HD1 Metadata”. If you prefer to store the indexsilon a different drive for performance reason,
simply create the metadata directory as an NTF&rseppoint that redirects to a different drive,
but this and whether this feature is used at alt ihe user's discretion.

Should this operation freeze on a certain file, @etber the internal ID and the name of the
currently processed file are displayed in the sipadbress indicator window. If this operation is
applied to an evidence object and it crashes, XaNryrensics will tell you which file when you
restart the program and associate it with a refpbte (depends on the Security Options). All that
happens so that you can hide and omit the file vityamg again.

Search in Index: After indexing files, you may search the index keywords very quickly. All
files with the extension .xfi in the metadata suécliory of the respective evidence object will be
searched. Type in one or more search terms (lingrdnd start the search. Anything in excess of
the maximum word length used for indexing is igwor¥-Ways Forensics does not distinguish
between uppercase and lowercase letters exceptabesensitive index was created. If listing
search hits takes too long, e.g. because you eraesingle character only or a very frequent short
word, you may press Esc or close the progressataliavindow to abort. Attention: If you select
to search for your search terms algiohin words, but did not prepare the index for substring
searches, then the result will be incomplete aod.sin the search hit list, physical offsets aré no
available.

If you wish to search the indexes of multiple drealidence objects in a case at the same time,
invoke Search | Search in Index from within tase root window and make sure these evidence
objects are selected for the recursive listing lzeneke been indexed.

3.16 Index Optimization

Optional step that can be run once an index has bemted and that is executed automatically
after indexing. You can safely abort the optimizatat any time if you wish to continue using the
program yourself (i.e. for an index search). Duromimization, the various index*.xfi index
component files will be consolidated/merged/uniftedewer uindex*.xfi files, finally to only a
single .xfi file, which will be somewhat more eféot to search.. Also ensures that the Export
Word List feature won't export duplicate words.

Two parameters control the optimization. These mpatars can be changed even after

optimization starts, and the changes take effeetrtaxt time a new optimizatioprocess is
started, which usually happens every few minutdge first parameter controls the amount of
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memory used by a single process, which can be leet880 MB and 2 GB. This value should
not exceed the amount of memory installed in yostesn. The more memory you allow an
optimization process to use, the better the rewmplaptimization, because more .xfi files are
compiled into single search tree. This translatedetver word duplicates and better search
performance, at the cost of more time for optimarat The second parameter controls the
number of processes that optimize the index inlighrdahis value should not exceed the number
of CPU cores present in the system. Configuringitimaber of optimization processes is useful if
you want to use the computer for other tasks wdplemizing an index.

Question: What is the purpose of index optimizaion

Answer: Index optimization eliminates duplicate d®iin the index and writes the index in an
optimized file format. An optimized index requidess space on disk and can be searched faster.

Question: How much memory should | assign for indptimization?

Answer: Increasing the amount of memory availableifidex optimization improves the ability

to eliminate duplicates from the index. On the dsma, optimization takes longer if more

memory is utilized. Testing index optimization wittifferent settings allows you to gain

experience which settings work best for your systieitex optimization can use more than 4GB
if it runs on a 64-bit variant of Windows XP, Winas Vista, or Windows 7.

Question: Can indexing utilize more than one core?

Answer: Yes, indexing can use more than one cotd@s Ts particularly true of index
optimization, which under optimial conditions wilin n times faster on a system with n cores.
Note that swapping can slow down optimization if @sough RAM is available for indexing.

Question: How can indexing help in cracking passis@r

Answer: It is possible to generate a word list framindex, which can be used with third-party
tools for gaining access to encrypted data. In ¢ase, we advise to optimize the index with as
much RAM as possible, to reduce the number of wionalicates. Unlike for index searches, we
advise to create a case-sensitive index for cugendictionary attacks on passwords (option
"Match case").

3.17 Hash Database

Functionality only available with a forensic licensThe internal hash database, once created,
consists of 257 binary files with the extensiond XX-Ways Hash Database). The storage folder
is selected in the General Options dialog. The liasabase is organized in a very efficient way,
which maximizes performance when matching hasheglli is up to the user to decide on what
hash type the database will be based (MD5, SHAHA-356, ...), and it is up to the user to fill
the hash database with hash sets and hash valiiesr (ey creating hash sets in X-Ways
Forensics yourself or by importing hash sets fraheosources).
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Each hash value in the hash database belongs toranere hash sets. Each hash set belongs to
either the category “irrelevant’/“ known good’/“maless” or “notable”/ known bad”"/*
malicious”/“relevant”.

Hash values of files can be computed and matchathstgthe hash database when refining the
volume snapshot. The directory browser's optionalrans “Hash Set” and "Category” will then
reveal for each file to which hash sets and categobelongs, if any (which allows you to
sort/filter by these aspects and ignore irreleVides easily or focus on files you are looking for)

If the hash value of a file is contained in muktigelected hash sets, the program will report all
matching hash sets and indicate the category obbtiee hash sets. It does not check whether the
matching hash sets all belong to the same catégigh they should).

The Tools menu allows you to

* manage the active hash database: create a newyjeomgt, view the list of hash sets,
rename and delete hash sets, toggle the hashtegbiga and verify the integrity of the
hash database (F8)

* import a single hash set text file (NSRL RDS 2.gsHKeeper, and ILook text files as
well as * are supported)

* import all the hash set text files in a certaird@land all its subfolders (ditto), optionally
into a single internal hash set whose name you twaspecify

» delete the active hash database, e.g. to stagsh bne with new hash sets and/or a new
hash type.

The Create Hash Set command in the directory bntsvsentext menu allows you to create your
own hash sets in the internal hash database. Waeir@yporting/creating hash sets, duplicate
hash values within the same hash set will be elteth When importing the NSRL RDS hash
database, X-Ways Forensics checks for recordsthtlilags "s" (special) and "m" (malicious) so
that these hash values are not erroneously includéie same internal hash set that should be
categorized as irrelevant. The hash database gspgomto 65,535 hash sets.

*Another import and the export format is a very gilemand universal hash sets text file, where
the first line is simply the hash type (e.g. “MD%i)d all the following lines are simply the hash
values as ASCII hex, one per line. Line break iBMYx0A.

3.18 Time Zone Concept

The following applies to WinHex and X-Ways Foressiwhen operated with a specialist or
forensic license.

X-Ways Forensics employs its own, not Windows' ¢digir converting UTC to local filetimes. It
displays timestamps independently of the time z@lected in the examiner's system's Control
Panel. The display of timestamps in X-Ways Forensiay differ from Windows because in
Windows a timestamp in daylight saving time is d@played based on daylight saving time if
daylight saving time is not active when lookingtst timestamp.
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When working with a case, the time zone selectedtat case applies globally to the entire
program (selectable in the Case Properties), otkerthhe one selected in the General Options
dialog. When working with a case, optionally itpessible to specify different time zones per
evidence object, so that you can always see ldledinies even for media that were used in
different time zones, if preferable. Note that tineestamps are converted fdisplay only. That
means, in a recursive view in the case root thaersomultiple mediasorting is based on
absolute UTC timestamps. Optionally, the actuaigdiconversion bias can be displayed as well
(see directory browser options).

Timestamps on FAT volumes are never convertedesdte not available in UTC, but based on
one or several unknown local time zones.

Export lists are output in local time.

The time zone definitions can be adjusted, if nemgs Please note that changing these
definitions in any dialog window affects the defion of time zones throughout the program.

The standard Windows conversion technique, whigtedds on the time zone selected in the
user's system's Control Panel, is still employed...
* in File | Properties, where the timestamps of fites the user's own system can be
accessed/changed,
» for the case logging feature,
» generally when operated without a specialist cerfisic license, and
* when operated without the file “timezone.dat”.

You can tell that either of the latter two is tifi¢he “Display time zone” button in the General
Options dialog is grayed out or not visible.

3.19 E-Mail Processing

Part of refining the volume snapshot.

E-mail messages are usually output as .eml fileseptions: E-mail messages extracted from
OST and PST files (PST only when not using MAPIyrha occasionally extracted as plain text
files or HTML files. Note that these two file typds not belong to the category e-mail, but you
can easily and conveniently focus on all extraetedail messages from all e-mail archives if you
explore recursively and use the Attribute filtestead of the Type or Category filter.

The timestamp in the "Date:" line in an e-mail naggss header (if accompanied by a time zone
indicator like -0700 or +0200) is listed as theatien date & time. The timestamp in the
"Delivery-Date:" line is listed as the last mod#tmn date & time. For extracted e-mails and their
attachments, sender and recipient will be displagetie corresponding columns in the directory
browser. You may filter by dates as well as seaterrecipient.
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Attachments and embedded files are extracted,iftéaynd in the e-mail archive (exception e.g.
AOL PFC) and usually become child objects of thegpective containing e-mail messages in the
volume snapshot. All extracted e-mails and attactimmactually reside in the evidence object's
metadata subdirectory and may utilize a lot of @rispace. Optionally, attachments can
additionally be embedded directly in the listedl.&has as Base64 code (except for OST archives
and PST if processed with the non-MAPI method).sThllows to directly view pictures
embedded in HTML e-mails and may be useful whenvivig .eml files outside of X-Ways
Forensics, but is not recommended because it t@kes time, requires more drive space, and
slows down indexing unnecessarily because of hose®& coding works. Also it prevents
attachments from becoming direct child objectsheirtrespective parent e-mail messages in the
volume snapshot. This option has no effect whelirdeaith AOL PFC, OST, and (if the MAPI
method is used) PST files.

You can indicate a preference about how PST e-anelilives are processed. PST e-mail archives
can be processed either through the MAPI interéaaeot. If the preferred method fails, the other
method is attempted automatically. If the prefemeethod is MAPI, the non-MAPI method is
still used to find traces of e-mail messages inlacated space within the PST files. MSG files
are always processed through MAPI. MAPI processemuires a fully functioning Extended
MAPI system, as it comes with MS Outlook (32-bitsien). Only Outlook 2003 and newer are
capable of processing the Unicode variant of P&Taé-archives. Non-Unicode PST files can be
processed with earlier versions of MS Outlook. Guitl 97 and older are not recommended and
may not work correctly. If X-Ways Forensics alwdgis to extract PST e-mail archives through
MAPI, go to the Windows Control Panel and check fm e-mail profile named like
"pstloadtmp000" and delete it. It may happen thaartificially generated PST archives subject
lines with Bates numbers in some e-mail message®tdeetain these numbers when extracted.

The extraction method without MAPI is generallytéas has a good chance to work on PST
archives where MAPI fails, has a chance to finddsaof deleted e-mail, provides more data from
Calendar/Contact/Notes/Tasks/Journal entries, fallpports non-English Unicode characters,
supports overlong paths, and can process passwotekcped PST archives without the password!
Even if you use MAPI for PST files, this alterna&tigxtraction method is used additionally to find
and extract deleted contents. The same alternativaction method is always used for OST files.
The alternative extraction method supports theowadlhg code pages for encoded PST files:
ISO8859-1, ISO8859-2, ISO8859-3, ISO8859-4, ISO885%H08859-6, ISO8859-7, ISO8859-8,

ISO8859-9, 1SO8859-10, ISO8859-11, 1SO8859-13, KEEI8L4, 1SO8859-15, ISO8859-16,

koi8-r, koi8-u, 1250, 1251, 1252, 1253, 1254, 125856, 1257, 1258, 874, UTF16, UTF32,

UTF8

In certain old AOL PFC files, pictures may be entdextlin e-mail messages in a special way. In
that case, such an e-mail message will be markegdanpaperclip icon, but the picture will not be

separately extracted. The picture, if JPEG or P&®B,be found, however, when extracting JPEG
and PNG files from *.pfc.

3.20 Evidence File Containers
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Only available with a forensic license. The Speésiahenu allows to create a new file container,
open an existing one, and close the active filetainar. The directory browser context menu
allows to fill it with selected files.

When you need to pass on a collection of seledsi(even from different evidence objects) that
are of particular relevance to a case, to othesqmer involved in that case, e.g. specialized
investigators, who do not need to or must not sedevant files, evidence file containers may
come handy. Most file-system level metadata (ngra#h, size, attributes/file mode, timestamps,
deletion status, classification as alternate dateash or virtual file or e-mail message or
attachment, ...) and especially the contents of tleedre fully retained in an evidence file

container. Also when a conventional (physical, @eatise) image is overkill because you need to
acquire only selected files and not entire medatainers are recommended. Evidence file
containers use a special file system (XWFS) that emcomodate most metadata from
conventional file systems of the Windows, Linuxdakpple world.

Evicence file containers can be interpreted, addexdcase and conveniently examined like other
image files with X-Ways Forensics 12.85 and laaedg in particular also in X-Ways Investigator,
the simplified version of X-Ways Forensics for istigators that are not computer forensic
examiners, but spezialized in other areas suchoasiption, accounting, child pornography,
building laws, ... The recipient of the containan@add the container to his or her own case, view
the files that it contains just like in a disk p@oh or a conventional image, can run keyword
searches, comment on files, add files to reportesabcreate a report, etc. Report table
associations can even be exported and importedibexkhe original case, via case tree context
menu commands. This allows to split up the worklwaldrge cases across multiple investigators
who work simultaneously and to reconcile their hssu

When creating a new container, you chose betwebreet method and an indirect method to fill

it. Indirect means via your own hard disk, i.e toatents of files are not copied directly into the
container, but to your folder for temporary filesst (cf. General Options), and only then from
there into the container. This can be beneficiahbse it allows a resident antivirus software to
intercept these files (check them for viruses, ndesit/disarm them, rename them,

move/delete/lock them, etc.), so that it preventases from making it into a container. The
resulting container is free of known viruses (defyeg on the antivirus software in use) and can
reasonably be passed on to and used in an envirdnmg higher sensitivity, higher security

requirements, and/or less sophisticated virus ptiote

You may either optimize the container for betterf@enance, when about to add a really great
number of files, or prefer a slim container for &Wiles. In order to retain in the container the
source of files that originate from different evide objects, the names of these evidence obejcts
can be included in the container as the top dirgdével.

An optional internal designation can be specified {0 31 characters), which will become the
volume label of the XWFS file system. An optionasdription can also be specified (up to
60,000 characters), which will be imported as Widence object comments once the container is
added to a case in X-Ways Forensics. The desanigtired in the container can still be added or
edited later.

47



Files selected in the directory browser can be @ddéhe active file container with the directory

browser's context menu. Either you copy the logtoaitents of a file, the logical contents and the
file slack separately, just the slack, only theckleelected in File mode, or merely the file system
level metadata of the file. You may also choosethdreto also copy child objects of selected
directories and files.

Optionally containers can include the data/contefitdirectories themselves, i.e. depending on
the file system, directory entries, INDX bufferg¢.eUseful if the recipient of the container is
technically versed and might be interested in ttamaps or other metadata in these data
structures. If you choose to include directory data container when creating it, this has a direct
effect only on directories that are selected théwese If has an effect on the respectpagent
directory of selected items only if you enable afdiional option (“Include parent item
data/contents”). This additional decision is neetledause otherwise the directory data might
unintentionally reveal the names and other metaofatites that were intentionally omitted from
the container, e.g. for reasons of confidentiality.

If the option “Include parent item data/contents’enabled, even if the respective parentfitea
that file's contents will be automatically copiee.g. the e-mail message that the selected
attachment belongs to, the zip archive that cost#iie selected file, or the document that the
selected picture is embedded in).

Any file that is part of a volume snapshot (e.gereindividual e-mail messages if extracted) can
be added to a container. Once added, a file camnphysically removed any more, however, it
can be permanently suppressed.

Optionally, hash values can be stored for the fited are copied into a container. This allows to
verify the integrity of the files later, after hag added the container to a case, by refining the
volume snapshot. The hash values are computedtldifec the data as read from the original
source medium or taken from the volume snapshataflable.

Optionally, the preparer of an evidence file camaican pass on his or her own report table
associations or comments about included files withcontainer, via a subdirectory in the path
where the container file is created. The recipadrihe container will see those comment if he/she
is not only provided with the container, but alsithvthe optional metadata subdirectory of that
container, when adding the container to the casefulto not only forward a collection of files

to other investigators, but also case-specificrmfttion and preliminary findings. E.g. computer
specialists could add the name of the owner ofeaféir non-IT examiners to see, or the reason
why a file was selected for inclusion in the con¢ai If you select to pass on comments with the
container when creating it, fill it with files thdave comments, and then close the container, the
metadata subdirectory is created automatically) wieé same base name as the container, without
extension, and the suffix “ Metadata”. E.qg. if theme of the container is “Smith HD1.ctr”, then
the name of the corresponding subdirectory is “BiHiD1 Metadata”.

When closing a container that is open in the bamkg, the user is offered to compress, encrypt,
and/or split it. This is useful if the containerasmplete and relatively huge, and e.g. should be
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sent to someone else on CDs or DVDs.

3.21 External Analysis Interface

Via the menu command "Export Files for Analysis'tlie CaseData window, you can send files
(for example all files in the case that belong toegtain category) to an external program for
further analysis. This external program must comyith the interface described below. Requires
X-Ways Forensics or X-Ways Investigator or WinHeltva forensic license.

The analysis result can be imported back into X-8VBgrensics with the Report Table Import
menu command in the Case Data window. (For exanmght-click the case title where it is

printed in bold.) That will associate files clagsif by the external software with certain report
tables (and may create new report tables), whidwalyou to filter for such files or create a
report about them.

For example, the software DoublePics can recodwmpavn pictures (even if stored in a different
format or altered) and return a classification sastiCP”, “relevant”, or “irrelevant”.

Technical description of the interface

All files or files in a certain category or all @ged files or all non-hidden files are copied into a
subfolder of the output folder specified by you.eTkubfolder is named with a CRC in
hexadecimal characters that is unique for the aatase. The files are named with unique IDs
(64-bit integer numbers). One additional file nami@&tecksum” is created that contains 4 bytes
with the same CRC, 4 bytes with the handle of tleenmvindow of X-Ways Forensics (or X-
Ways Investigator, for that matter), 8 reserveddyand 128 bytes with the case title in UTF-16.
When the files have been copied, X-Ways Forensiesides the external analysis program and
specifies the complete path of the subfolder intgtimn marks as a parameter.

The external program can now perform the analysisan classify files by creating one .rtd file
for each classification.

When finished, the program can optionally check tweethe X-Ways Forensics main window
still exists and, if so, make X-Ways Forensics anafrthe availability of the results, by sending a
WM_SETTEXT messages to the main window, where éikedtarts with "Import: ", followed by
the path of the directory where to find the .rtddj without quotation marks. This will trigger the
import automatically. Alternatively, the user camport the result as described above.

The names of the .rtd files (report table defimtfdes) will be used as the report table name. An
rtd file starts with a 4-byte signature (0x52, 8x®XDE, 0xF0), the 4 byte checksum (see
above), followed by the 64-bit file IDs (integermhbers) that indicate the files that should be
associated with that report table.
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4 Menu Reference

Note: Commands in the main menu (File, Edit, Search always apply to the active data
window as a whole (which e.g. represents an operofian open disk), or to files/disks that are
still to be specified by the user. They never applyhe file(s) currently selected in the directory
browser. That's what the directory browser contaghu is there for.

4.1 Directory Browser Context Menu

The directory browser context menu allows the tselirectly interact with the currentiel ected
files/directories, notablyot thetagged items. There are a number of menu commands wheh a
available depending on the selected items. Doubdkhtg files and directories will, depending
on the circumstances, either invoke “View”, “Exm@bdor the associated external program.

View

This command allows viewing the selected file wifinHex' internal viewers for Windows
Registry files and various graphical file formafar other files, the mode of operation depends
on the installed components: If X-Ways Trace igdhed, and the file is either the Internet
Explorer’s “index.dat” or Mozilla's/Firefox's “higty.dat” or Opera's “dcache4.url” file, X-Ways
Trace is invoked for these files. If the X-Ways &imsics separate viewer component is active, all
other files are sent to that viewer. If it is ntite first installed external program will be called
instead. When viewing a file in a separate windgoy may press (Ctrl+) Page Dn/Up to close
the window and view the next file in the directbnpwser in a new window.

Exceptions to all of the above are files beyondR i@ size and NTFS system files. These are
always opened as data windows.

Explore

Only available for directories and archives (ZIRR TAR...), this command allows navigating
into them within the directory browser. Double-&ling archives or directories does the same. A
command that allows listing the contents of diréewas well as their subdirectories at the same
time can be found in the directory tree's contexdnm instead (in the Case Data window,
"Explore recursively").

External Programs

Allows sending the selected file(s) to one of tlxéemal programs currently configured or the
file's associated program in the current Windowstalhation. This association is determined
based on file extension as is usual within Windows.

Recover/Copy
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Allows to copy the selected files from their cutréotation to a location available for a standard
Windows file dialog, e.g. out of an interpreted gedile or from a local disk. This can be applied
to both existing and deleted files and directorié=gal filename characters are filtered out.
Numerous extra features are available with a facditense:

The complete original path can optionally be retm@ain the output directory, or
optionally (if half checked) only a partial patthét path from the currently explored
directory). The evidence object name becomes pdearecreated path, too, if you either
copy from within the case root or if you do not BaX-Ways Forensics default to the
evidence object folder as the output directory (sese properties).

Overlong paths are supported (more than 260, upl® characters, for output path +
optional original path + original filename). Yourcatill limit paths to the ordinary length
of 260 characters if you would not be able to a&¢esy. view, copy or delete) such files
anyway (because ordinary tools like the Windowsl&rgr do not allow that).

Files that could not be copied (e.g. if path taaglpare added to a report table.

The original timestamps (creation, modificationstleaccess) are re-applied to the
recovered/copied files.

Duplicate filenames will be changed to unique fderes by inserting incrementing
numbers before the extension.

The presumed correct file type of newly identiffdds, if different from the extension in
the original filename or if the flename does nawé any extension, can optionally be
appended to the output filename. This option aodn effect when copying files to view
them with the associated program.

When working with an active case and if speciablog for this command is enabled, the
copy/recovery process is documented in the filep$tmg.html” or “copylog.txt”. All
available metadata and the output filename (opliprnacluding target path) can be
recorded. See Case Properties.

Slack space can optionally be included in the dugther as part of the file or separately,
or solely slack can be copied.

You can choose whether to also copy child objettsetected directories and files, also
whether to copy files that are filtered out.

If you have X-Ways Forensics recreate the origpath for copied files, the hierarchical
location of files that are child objects of othées must be reflected appropriately, too.
And that must happen with the help of a directtwgcause ordinary file systems do not
support the concept that a file can contain furthies, as is normal with volume
shapshots in X-Ways Forensics. However, there wbal@ name conflict if an artificial
directory was created with the same name as trenpéle, as that parent file might be
selected for copying as well, and would of coursecteated in the same directory as the
aforementioned artificial directory that is neededreflect the path of the child object.
Hence the artificial directory must be named slighifferently. Either a suffix character
of your choice is appended (and by default thad ispecial Unicode character that is
invisible in most fonts, such that the directorgres to have exactly the same name as the
corresponding parent file), or otherwise some detbee words like " child objects" are
appended to the name (but that unfortunately ise®the total path length , which all too
often exceeds common limits).

Existing and deleted objects can be grouped togéiteeparate output directories named
“Ex” and “Del".
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« Further grouping/classification of copied files separate directories based on selected
directory browser columns is supported: descriptida type, file type description, file
type category, sender, owner, hash set, hash cgtegport table associations.

« If both an attachment and the corresponding e-ma#sage (its parent) are selected for
copying and not excluded by filters, the attachnmart optionally be embedded in the
resulting output .eml file as Base64 code instehdopied separately. That facilitates
viewing the complete e-mail including attachmenks. view .eml files you can use
Outlook Express, Windows Mail, Windows Live Mail ©hunderbird (all free of charge).

If certain attachments cannot be embedded, you béllinformed via the Messages
window, and in such a case they will be copied spl, as if the embedding option was
not selected.

* NTFS alternative data streams (ADS) can optionadlyoutput as ADS. By default, they
are recreated as ordinary files, to make them reasdy accessible.

When using the Recover/Copy command in searchidig, Idirectories that contain hits are
recreated in the output folder as files, as the likely wishes to retain the original data that
contain the actual search hit. Child objects areeneopied along with their parent objects from
within a search hit list.

Export List

Requires a specialist license. Exports data altmusélected items in the directory browser to a
tab-delimited text file or to an HTML file, whichaa be easily viewed in any web browser, also
imported and further processed e.g. in MS ExcelMBdword. The columns to export are freely
selectable. Even the search hit column can be &ghowith the textual context around each and
every actual hit, where the search term itself &@&n visually highlighted with a yellow
background color (not recommended for output toBAS8el).

Report Table Association
for Report Tables, see above
Edit Comment

Requires a forensic license. Use this command tbaadomment to an item in the directory
browser or to edit or remove an existing commentterAentering comments, you can
conveniently set the filter such that only commdritems are shown or only items with specific
comments, e.g. those with a certain relevance.

Extract Internal Metadata

Requires a forensic license.

1) Allows to copy certain file metadata to the Mkt column, which will allow you to filter by
this metadata, to export the metadata with the Expst command, and to output it with a report
table in a case report. Metadata can be extracted &ll the file types specifically supported in
Details mode plus Windows shortcut files (.Ink) gmefetch files (.pf). Only a subset of the
metadata that you see in Details mode is extraddditionally this command populates the
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Sender and Recipients columns for original .erafil

2) Allows to extract internally stored creation ésnfrom OLE2 compound files (e.g. pre-2007
MS Office documents), EDB, PDF, MS Office HTML, EMMDI, ASF, WMV, WMA, MOV,
JPEG, THM, TIFF, PNG, GZ, GHO, PGP pubring.pkr kayr ETL, SQM, IE Cookies, SHD
printer spool, PF prefetch, LNK shortcut, and DoeatSummary alternate data streams. This
timestamps will be shown in the Int. Creation catuaf the directory browser. In some cases the
earliest timestamp will be extracted, which appmoades the real, original creation date best.

Edit Metadata

Requires a forensic license. Allows to edit the adata field of a file once metadata was
extracted. Useful if you wish to include selecteetadata (not all extracted metadata) in a report.

Simultaneous Searchn items that areelected in the directory browser
Tag/Untag Item

Requires a forensic license. Tagging files meagklighting them visually (placing a blue square
at the beginning of a directory browser item), ¥arious reasons, e.g. to mark them as relevant,
or memorize a position in a sorted list, or to timblume snapshot refinements to tagged files.
Tagging is not to be confused witel ecting.

Hide/Unhide

You may hide selected items or hide all taggedllourstagged items. If actually filtered out,
hidden files are excluded from the directory brawtee gallery view, and all commands that can
be run from the directory browser context menyolfi are only allowed to examine the contents
of certain directories, you could initially hidel diles in all other directories to ensure that.
Refining the volume snapshot can be limited tosfittat are not hidden. Hidden items are
actually filtered out only if the correspondingéil is enabled in the directory browser options. If
not filtered out, they are listed in gray and canumhidden with the directory browser context
menu.

If you wish to review files with identical contentsly once and if filenames, timestamps,
deletion status and other file system level metadat of secondary relevance, then you can use
the command Hide |Duplicatesin directory browser based on hashto hide duplicate files
from the currently listed part of a volume snapsieaised on hash values (if hash values were
calculated). Only one out of two or more identitilds will not be hidden. Do not apply this
command more than once to the same files, oratlsdentical files might be hidden, depending
on the sort criteria.

Special rules: When in doubt, this function choogekeep existing (not deleted) files, and
among deleted files rather discards carved filed keeps files found via file system data
structures.

Optional special rules: Identical e-mail messag#h different attachments (child objects) will
be marked as duplicates, but not hidden. Idensttachments (child objects) will be marked as
duplicates, but they will be hidden only indireafiyhey are part of identical e-mail messages and
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those are hidden, too. This facilitates the exationaand also avoids a situation where the parent
(e-mail message) of one e-mail+attachment family g child object (attachment) of another
family is hidden.

If later you find a relevant file for which thereeve duplicates and you are interested in the
duplicates, too (e.g. in their filenames, pathstimestamps), you could create a hash set of that
files to conveniently and automatically identify tile duplicates, by matching the hash values of
all files against that particular hash set andgiiire hash set filter.

In search hit lists you may

1) permanently deletslected search hits,

2) permanently deletduplicate search hits. Search hits are considered duplichtesy either
have identical physical offsets or, if they domit/é physical offsets, if their logical offsets @hd
corresponding internal file IDs are the same. Wimedoubt, X-Ways Forensics will keep the
longer search hit (as "Smithsonian” for examplm@e specific than "Smith") and favors search
hits in existing files.

Position

The Position group of commands allows interactiovith the currently selected file on a
generally more technical level. It allows accesshmegfile's (or directory's) first cluster on thisld

in the sectors view, accessing its related infolmmatike MFT record in NTFS or Inode in
Ext2/Ext3/Ext4 and also sorting the files by thghysical order on disk: "Sort by directory entry
location™ (FAT), "Sort by Inode Offset" (Ext2/Ex&Xt4) or "Sort by MFT ID" (NTFS),
respectively, allow to see files and folders in trder in which they physically appear in file
system data structures (directory entries, the MffThode tables).

The Position menu also allows to produce a lislbthe clusters allocated to the selected file or
directory. From the context menu of that list wingahe cluster list can be exported to a text file.
Optionally the list can be shortened and its cosagjreatly accelerated by omitting clusters in the
middle of a fragment. Omissions are indicated bipsds. This option takes effect only when you
produce a cluster list the next time.

Find parent object: Navigates to and selects tihenp@abject of the selected object. Equivalent to
pressing the Backspace key. The child object caanberdinary file in a directory, or an e-mail
message in an e-mail archive or a file attachmeahie-mail message or a picture in a document
or a file in a compressed archive etc.

Create Hash Set

Creates a hash set of the currently selected dibelsdirectories and their subdirectories directly
within the internal hash database.

Attach External File/Dir

Requires a forensic license. Ability to attach amemore external files or a directory including
subdirectories to the volume snapshot and have prenessed by X-Ways Forensics like regular
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files in the volume snapshot. Useful if you needrémslate, convert, or decrypt original files and
would like to reintegrate the result back in thagioal volume snapshot, in the original path, for

further examination, reporting, filtering, searches. Such external files will be completely

managed by X-Ways Forensics once attached, copididet metadata directory, and marked as
virtual files.

When attaching a single external file and holdihg Shift key, X-Ways Forensics proposes a
new name for that file that is based on the namefile that is selected, and the attached file
will be added to the same directory. Otherwiseetkternal filenames of the files will be used and
they will become child objects of the select ohject

Rename
Ability to rename virtual directories and virtuatached files in a volume snapshot.
Print

If the separate viewer component is active, you gct files for printing. Allows to print
multiple selected documents without interruptioa/theed to click somewhere after each
document. The optional cover page contains the aladeime when the print job was started and
selected meta-information, e.g. filename, pathdewte object title, file size, description, time
stamps, comments, ... The cover page is printed-Bays Forensics itself, the following pages
with the actual document are printed by the vieeggnponent. Another option is to have X-Ways
Forensics print the filename and path on the fiegge. This option is not bound by the same path
length limitations as the header optionally printsdthe viewer component. To avoid that the
path is printed twice on the first page, have eitkéVays Forensics or the viewer component
print it, not both.

Mark hit as notable

In a search hit list, marks selected hits with Hoye flag and includes in them in the list of
notable search hits. You may also press the spacéobmark a hit as notable or remove that
mark.

Save hit permanently

In a search hit list filled with index search hiaipws to permanently save selected hits under the
search term used. By default, index search hit;matesaved, as they can be listed again easily
within a few seconds, due to the nature of indexcees.

Open

Opens currently selected files or directories ipasate data windows. Unlike File | Open, where
files can be opened just like in any other applicatvith the help of the operating system, this is

a forensically sound operation in that it doesupate any timestamps etc. because the operating
system is circumvented and the logic to read tlesfcontents from the correct disk sectors is
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implemented in WinHex itself for various file syste. No changes can be made to files that were
opened in this fashion, however. In the case dfectbry, the directory's data structures will be
opened.

4.2 File Menu

New: This command is used to create a file. The filpriacipally opened in default edit mode.
You have to specify the desired file size.

Open: Lets you open one or more files. You may chooseedih mode in case it is not
predetermined in the Options menu.

Save:Saves the currently displayed file to the diskinkplace edit mode, using this command is
not necessary. When using the disk editor, thisrsand is named “Save Sectors”.

Save As:Saves the currently displayed file under a difiéreame.
Create Disk Image/Make Backup Copycf. “Backups”

Restore Image:Select an image or backup file (.whx file) thatiywould like to restore. Image
files will be first interpreted (which requires pegialist license) and then preset as the source in
the dialog window “Clone Disk”. Raw images that ai split could also be restored without a
specialist license, invoking the Clone Disk commdirdctly.

Backup Manager: cf. “Backups”
Execute: Executes the current file if executable, or otheewhe associated program.

Print: Use this command to print a file, disk sectorfkéM contents. Define the printing rang
via offsets. You may select and set up a printGiodSe the character set for printing and accept
or change the suggested font size. The recommefwi¢dsize is calculated as follows: print
resolution (e.g. 720 dpi) / 6 (e.g. = 120). If dediyou may enter a comment which will be
printed at the end.

In case you need more flexibility with printing, yean define a block and copy it using “Edit-
>Copy->Editor Display” as a hex-editor-formattectténto the clipboard. You may paste it in
your favorite word processor. It should look petfi@c‘Courier New”, 10 pt.

Properties: Lets you edit the size, the time stamp and atiebof a file (under Windows NT as
well of a directory). Valid attributes are: A (ared), S (system), H (hidden), R (read-only). After
entering new values in any area (size, time oibaties), simply press thENTER key, so the
modifications take effect.

Open Folder: This command is used open several files that s@etial requirements at a time.

Select a folder in which to open files. Subfoldare browsed optionally. You may specify a
series of file masks (like “w*.exe;x*.dll"). Therie also a switch that permits opening only those
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files that contain a certain text or certain heluga. The standard search dialogs are displayed
upon request for this purpose. If WinHex is notigeto work as a viewer or in-place editor (this
can be done in the Tools menu), you may chooseiamede.

Save Modified Files:All files which have been changed are writtenhi® disk.
Save All Files:All files that have not been opened in view modewritten to the disk.

Exit: Use this command to end WinHex. You will be proetpto save any modifications to files
and disks.

4.3 Edit Menu

Undo: Reverses the last modification, in case the cpoeding undo option was activated.

Cut: Removes the current block from the file and puisto the clipboard. The data following
the block is pulled to the former block beginning.

Copy Block/All/Sector:

* Normally: Copies the current block/the entire file/the cotrsector into the clipboard. The
contents of the clipboard can be pasted or writtar.

» Into New File: Copies the data directly into a new file (not tha clipboard). For instance,
this command can be used to recover a lost fila fiesk sectors.

* Hex Values:Copies the data as concatenated hex values.

» Editor Display: Copies the data as text, formatted as if it wapldyed in the hex editor, i.e.
with an offset, a hex and a text column.

* GREP Hex: Copies the data as hex values in GREP syntax.

» C/Pascal SourceCopies the data as C/Pascal-formatted sourceiotmthe clipboard.

Paste Clipboard: Inserts the clipboard contents at the currenttiposiof a file. The file data
following this position is moved forward.

Write Clipboard: Copies the clipboard contents to the currentdiléhe current position. The

data at this position is overwritten. If the endtloé file is encountered, the file size is increlase
so that the clipboard contents finds place.

Paste Clipboard Into New File:Creates a new file of the clipboard contents.

Empty Clipboard: This command is used to free the memory usedéyglthboard.

Remove: Deletes the current block from the file. The dimifowing the block is pulled to the

former block beginning. The clipboard is not aféetty this command. If the block is equally

defined in all open files (i.e. it begins and ematlthe same offsets), this command can even be
applied to all open files at the same time.
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Paste Zero BytesUse this command to insert zero bytes at the supesition of a file.

Add Block as Virtual File: (forensic license only) If you manually define dodk in
Volume/Partition/Disk/File mode, this command alkyou to add it to the volume snapshot as a
carved file, or (in case of File mode) as a chitjeot of the original file. Useful if you wish to
treat data in a certain area (e. g. HTML code arad- messages found floating around in free
space) as a file, e.g. to view it, search it speadif/, comment on it, add it to a report, etc.

Define Block: This function is accessible from the menu andsth&us bar. A dialog box lets you
specify the desired block limits. This command alo be applied to all open files.

Select All: Defines the beginning and the end of the curiéngs its block limits.
Convert: cf. Conversions
Modify Data: see below

Fill Block/File/Disk Sectors: see below (Wiping and Initializing)

4.4 Search Menu

Simultaneous Searchsee above
Indexing, Search in Index:see above
Optimize Index: see above

Export Word List: Available once an index has been created. Allawsave a list of all the
word in the index to a text file. In that list, daword that occured in the files that were indexed
will be present, and only contained once. Usefubfoustomized dictionary attack.

Find Text: This command is used to search for a specifiedgstf up to 50 ASCII characters in
the current file, disk or RAM section (cf. Searclptions). Only supports those Unicode
characters that are in the 0x00...0xFF range. oo powerful search variant try Simultaneous
Search.

Find Hex Values: This command is used to search for a sequencp t 50 two-character hex
values (cf. Search Options).

Replace Text:Use this command to replace occurrences of afgxksiring with another string
(each of up to 50 ASCII characters), cf. Replacéddg. Only supports those Unicode characters
that are in the 0x00...0xFF range.

Replace Hex Values:Functions exactly as the Replace Text command,idatpplied to a
sequence of hex values (50 at max.), cf. Replac®@p
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Combined Search:Provides a complex search mechanism. In the duarghin a second file a
common offset is searched, where each file contamspecified respective hex values.

Integer Value: Enter an integer (within the limits of the signédi-bit integer data type). This
function searches data in the current file, whiah be interpreted as this integer.

Floating-Point Value: Enter a floating-point number (e.g. 12.34 = 0.1234° = 0.1234E2) and
select a floating-point data type. This functiorarsbes data in the current file, which can be
interpreted as this floating-point value.

Text Passagestse this command to look for a sequence of lefees A-Z), digits (0-9) and/or
punctuation marks. It is useful for instance if ymiend to translate text passages hidden
somewhere in a file with executable code.

Set the sensitivity of the search by specifying Howg a character sequence must be to be
recognized. Click “Tolerate Unicode characters™onder to force the algorithm to accept zero
bytes between two characters.

Continue Global Search: This command is used to continue a global seaparation (i.e. a
search operation applied to all opened files) enrtbxt file.

Continue Search:Lets you continue a search operation in the cufienat the current position.

4.5 Position Menu

Go To Offset: Moves the current position to the specified offd&irmally this is done relative to
the beginning of the file (offset 0). You can afeove the cursor relative to the current position
(forward or backward) or from the end of the film¢kward). An offset can be specified in bytes
(default), words (2 bytes), doublewords (4 bytesgords (if defined), or sectors. Prdsd to
repeat the last position movement.

Go To Page/SectorBrowses to the specified page, sector, or cluStector and cluster numbers
may optionally be entered in hexadecimal notatigith(the Ox prefix). Please note that the data
area on FAT drives starts with cluster #2.

Go To FAT Entry/FILE Record: Jump to a certain entry in the file allocationléabn a FAT
drive or to a certain FILE record in the mastex fdble on an NTFS drive, respectively.

Move Block: Moves the current blockelection (not the data within the block) forward or
backward. Specify the distance in bytes. PAass+F11 to repeat the last block movement, press
SHIFT +ALT +F11 to reverse the movement. This command may fatalitditing a file that
consists of homogeneous records of a fixed length.

WinHex and X-Ways Forensics keep a history of yaftset jumps within a file or disk and allow
to goback andforward in the chain later. Forensic license only: WitlcBand Forward you can
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also conveniently go back to a certain directogwser setting. This takes into account: explored
path, recursive or non-recursive, sort criteriaglotinstate of all filters, settings of some of the

filters, some directory browser options. The Bank &orward commands also allow to activate
the previously active data window again when swviitglbetween windows.

Go To...

Beginning Of File: Display the first page of the current file and res\vhe current position to
offset 0.

End Of File: Displays the last page of the current file and esothe current position to the last
byte (offset = file size - 1).

Beginning Of Block: Moves the current position to the beginning of¢bherent block.
End Of Block: Moves the current position to the end of the curldock.

Mark Position: Marks the current position and thus enables yduintbit again later.
Delete Marker: Removes the marker from the screen.

Go To Marker: Moves the current position to the marker set bykMRosition.

Position Manager: see below

4.6 View Menu

Text Display Only: Hides the hex column and uses the full widthhef éditor window for the
text display.

Character Set: Allows you to choose from ANSI ASCII, IBM ASCIIng other code page, and

the Unicode characters set for the text column.bidayd input is supported only for ANSI and
IBM ASCIIl. You may also us&HIFT +F7. ANSI ASCII is the default character set. Unicode
characters (little-endian) are always expectedan effsets.

Hex Display Only. Hides the text column and uses the full widthired editor window for the
hexadecimal data display.

Record Presentation:When editing subsequent data records of the seaadfer instance, table
entries of a database) you may now have WinHexlalispvery other record with a different
background color, as a kind of visual aid. The cobmn be selected in the General Options dialog.
Also, WinHex offers to display the current recordmber and the offset within that record
(relative offset) in the status bar, based the rileze and the offset of the first record as
specified.

If any of the two record features is enabled, the T® Offset command allows moving the
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current position in units of the current recordesilt relative offsets are enabled, the Page Dn/Up
keys move the cursor in units of the record sixegpt if you hold the Ctrl key.

Show The Case Datawindow is part of the forensic user interface oin¥ex/X-Ways
Forensics and required for working with a case (whieling the window, the case is closed). The
directory browser is available for logical drives/partitions openeith the disk editor. Th®ata
Interpreter is a small window that provides "translation seeg' for the data at the current
cursor position. Théoolbar is displayed optionally, too. fab control makes each edit window
accessible with a single mouse click only. Tk pane provides in-depth information on any
open object (file, disk, RAM).

Template Manager
Tables Provides four conversion tables (cf. ANSI AS@M ASCII).
Lines & Columns

Synchronize Scrolling Synchronizes up to four tiled windows on identiehsolute offsets.
Hold the Shift key when enabling this feature tke tihe windows horizontally instead of
vertically.

Synchronize & Compare Synchronizes up to four windows and visually thgp byte value
differences. If no more than two windows are inealy WinHex maintains the initial distance
between the offsets of the first shown byte in ¢hemndows when scrolling. Not synchronizing
on absolute offsets is useful for example when @mmg two copies of the file allocation table,
which are obviously at different offsets. You méypsto the next or to the previous byte value
difference by clicking the extra buttons that amevjded in one of the two edit windows.

Refresh View: Redraws the contents of the current edit windowcdse the current file was
updated by an external program, WinHex offers wmiss any changes made in WinHex and
reload the file from scratch.

4.7 Tools Menu

Open Disk: See chapter “Disk Editor”.
Clone Disk: See chapter “Disk Cloning”.

Explore recursively: Changes into a recursive view for the directoat ik currently listed in the
directory browser or back to the normal view. Auestve view means that not only files will be
listed that are contained directly in the curreineéctory, but also all files in all subdirectoriet
that directory and their subdirectories etc. Foansgle, this allows to copy/recover files from
different paths in a single step. For example, @li®vs to copy/recover files from different paths
in a single step.
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File Recovery by Type:See below.

Take New Volume SnapshotAvailable for partitions with one of the supportilé systems.
WinHex traverses all cluster chains and therebyeg®as a drive map. This enables WinHex to
fill the directory browser and to display for eadttor which file or directory it is allocated tb.

iIs recommended to invoke this command again afterdperations on a drive to keep the
information displayed by WinHex up to date. Cf. @#y options.

Initialize Free Space:Confidential information is possibly stored in @mtly unused parts of a
drive as a result of normal delete, copy and satierss. Free space on a drive can be initialized
for security reasons. This effectively overwritésdata in unused parts of the disk and makes it
impossible to recover this data. Available for piams opened as drive letter8vailable in
WinHex only, not in X-Ways Forensics.

Initialize Slack Space:Overwrites slack space (the unused bytes in teertive last clusters of
all cluster chains, beyond the actual end of g Wiléh zero bytes. This may be used in addition to
"Initialize Free Space" to securely wipe confidahtlata on a drive or to minimize the space a
compressed disk backup (like a WinHex backup) reguiClose any running or resident program
that may write to the disk prior to using this coamd.Available in WinHex only, not in X-Ways
Forensics.

Initialize MFT Records: On NTFS volumes, WinHex can clear all currently sedi $SMFT
(Master File Table) FILE records, which may contaiatadata (e.g. names) and even contents of
previously existing filesAvailable in WinHex only, not in X-Ways Forensics.

Initialize Directory Entries: On FAT volumes, WinHex can clear all currently sed directory
entries, to thoroughly remove traces of previouskysting files or earlier names/locations of
existing files from the file system. Useful espégian conjunction with the function to initialize
all free spaceAvailable in WinHex only, not in X-Ways Forensics.

Scan For Lost Partitions: Formerly existing hard disk partitions that wera automatically
found when opening a physical hard disk (or an enaiga physical hard disk) may be found and
properly identified with this command. This commasehrches for the signature of master boot
records, partition table sectors, FAT and NTFS Isactors via the 0x55 OxAA signature plus for
Ext2/Ext3/Ext4 superblocks, optionally only frometfirst sector that follows the last (location-
wise) partition that was already found, and listsvly found partitions in the directory browser.
Works with sector size 512 bytes only.

Interpret as Partition Start: When you find the start sector of a volume (eogt partition) on a
physical disk, this menu command allows you to mstkeh a partition easily accessible via the
Access button menu. If no known file system is cket@ starting at the currently displayed sector,
you will be asked for the number of sectors that yash to include in the newly defined
partition.

Set Disk Parameters:Using this command on a physical disk, you mayrde the total
number of sectors or optionally (can be left blathid number of cylinders, heads, and sectors per
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track as recognized by WinHex. This can be usefalccess surplus sectors at the end of the disk
(in case they were not detected by WinHex), ordjust the CHS coordinate system to your
needs. Use this command on a logical drive to aerthe total number of clusters WinHex
detects on that drive. This can prove useful whemening huge DVDs, which are detected as 2
GB media under Windows 9x.

Open RAM: See chapter “RAM Editor”.
View: Available only with a forensic license. Invokeg tihternal viewer.

External Viewer: Invokes external file viewing programs such aso@Qwiew Plus etc., as
selected in the Options menu, and opens the cuilent

Invoke X-Ways Trace: Available only if X-Ways Trace is installed. Thesftware can analyze
the history/cache files of various Internet browsser

Calculator: Runs the Windows calculator “calc.exe”. Switchitog scientific mode is highly
recommended.

Hex Converter: Enables you to convert hexadecimal numbers intong® numbers and vice
versa. Simply type in the number and prfesSER.

Tables: Provides four conversion tables (cf. ANSI-/IBM-ABC

Analyze Block/File: Scans the data within the current block/the erfiiee and counts the
occurrences of each byte value (0...255). The trasugjraphically displayed by proportional
vertical lines. The number of occurrences and #regntage are displayed for each byte value
when moving the mouse over the corresponding \&tiite.

Use this command for instance to identify data mfnown type. Audio data, compressed data,
executable code etc. produce characteristic graphlse the context menu of the window to
switch zero byte consideration on or off, to pthm¢ analysis window, or to export the analysis to
a text file.

When analyzing small amounts of data (<50,000 hytee compression ratio that zlib achieves
for that data is displayed in the analysis wind@apt®n, which also allows to draw conclusions
about the nature of the data.

Compute Hash: Calculates one of the following checksums/digdsthe entire current file,
disks, or the currently selected block: 8-bit, 16-B2-bit, 64-bit checksum, CRC16, CRC32,
MD5, SHA-1, SHA-256, or PSCHF-.

4.8 File Tools

Concatenate:Select several source files that are to be captedone destination file. The source
files are not affected.
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Split: This command creates several destination filesgutie contents of a single source file.
Specify a split offset for each destination fildeTsource file is not affected by this function.

Unify: Select two source files and one destination Tilee bytes/words from the source files will
be written alternately into the destination fileTfirst byte/word originates from the source file
that was specified first. Use this function to teea file with odd and even bytes/words
originating from separate files (e.g. in EPROM pergming).

Dissect: Select a source file and two destination filese Biytes/words from the source files will
be written alternately into the destination fil@he first byte/word will be transfered to the
destination file that was specified first. Use tligiction to create two separate files each
containing either the odd or the even bytes/worfisthe original file (e.g. in EPROM
programming).

Compare: This command is used to compare two edit winddiilss(or disks) byte by byte.
Decide whether different or identical bytes sha&lrbported. You may indicate how many bytes
to compare. If desired, the operation can abodraatically after having found a certain number
of differences or identical bytes. The report wratl as a text file, whose size might otherwise
grow dramatically.

The comparison starts at the respective offsetsifigek for each edit window. These offsets may
differ, such that e.g. the byte at offset 0 in Alés compared to the byte at offset 32 in filetlie
byte at offset 1 with the one at offset 33, etc.&Wlgou select an edit window for comparison, the
current cursor position will automatically be eetkin the “From offset” box.

There is yet another compare function in WinHexu yoay also compare edit windows visually
and synchronize scrolling in these windows (seaWMignu).

Wipe Securely: This command is used to erase the contents ofoomeore files irrevocably,
such that they cannot be restored by WinHex orrtpecial data recover software. Each selected
file is overwritten according to the current seginshortened to a length of zero and then deleted.
The name entry of the file is erased as well. Bwafessional attempts to restore the file will be
futile. Therefore this command should be appliediles with confidential contents, which is to
be destroyedAvailable in WinHex only, not in X-Ways Forensics.

Delete Recursively:This command can be used to recursively delet@egtdry with all its
subdirectories if they cannot be deleted with WimsldExplorer or other Windows tools and

commands because of illegal characters in the tdmemames. Note that you cannot apply this
command to such a problematic directory itselfydala parent directory.

4.9 Specialist Menu

Soecialistand forensic licenses only.
Refine Volume Snapshotsee separate chapter

Technical Details Report: Shows information about the currently active disKile and lets you
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copy it e.g. into a report you are writing. Mostansive on physical hard disks, where details for
each partition and even unallocated gaps betwegstirex partitions are pointed out. Under
Windows 2000 and XP, WinHex also reports the passwootection status of ATA disks.
Forensic license only: WinHex is able to detecdkid host-protected areas (HPAs, a.k.a. ATA-
protected areas) and device configuration over(®GO areas) on IDE hard disks up under
Windows 2000 and XP. A message box with a warniiligoe displayed in case the disk size has
been artificially reduced. At any rate, the reabkmumber of sectors according to ATA, if it can
be determined, is listed in the details report. Samportant SMART status information is also
displayed, for hard disks connected via [S]ATA teapport SMART. Useful to check for one's
own hard disk as well as that of suspects. For pi@ngou can learn how often and how long the
hard disk was used and whether it has had any éetdrs (in the sense that unreliable sectors
were replaced internally with spare sectors). lifaed disk is returned to a suspect and he or she
consequently complains about bad sectors and acgoseof having damaged the disk, a details
report created when the hard disk was initiallytaegdd can now show whether it was already in a
bad shape at that time. Also, seeing that spart®rseare in use means knowing that there is
additional data to gain from the hard disk (witk Hppropriate technical means).

Interpret Image File As Disk: Treats a currently open and active disk image d#eeither a
logical drive or physical disk. This is useful iby wish to closely examine the file system
structure of a disk image, extract files, etc. withcopying it back to a disk. If interpreted as a
physical disk, WinHex can access and open thetijoadi contained in the image individually as
known from “real” physical hard disks.

WinHex is even able to interprgbanned raw image files, that is, image files that consibt
separate segments of any size. For WinHex to datspainned image file, the first segment may
have an arbitrary name and a non-numeric extemsitime extension “.001”. The second segment
must have the same base name, but the extensia2r, e third segment “.003”, and so forth.
Both the Create Disk Image command and the DOSirgotool X-Ways Replica are able to
image disks and produce canonically named file segsn Image segmentation is useful because
the maximum file size supported FAT file systembnisted.

In some rare cases WinHex may be unable to coyrdetermine whether the first sector in an
image is the sector that contains a master baotdeor already a boot sector, and consequently
interprets the image structure in a wrong way.df Bold the Shift key when invoking this
command. That way WinHex will ask you and not decwh its own. That will also make
WinHex prompt you for the original sector size. Wbe segments of a raw image are spread
across two different drives, you may hold the Calntey to be able to specify the other storage
location. Should there be any problems with detegctihe file system in a volume, you may hold
both Ctrland Shift while opening it to indicate the file systdgpe you suppose in the volume
yourself.

Mode 1 ISO CD images with 2,352 bytes per secterasso supported, if they are not spanned,
and (with aforensic license) also main memory dumps. Also dynamicairtPC VHD images
can be interpreted. Only allocated areas in sudgés can be edited. Withfarensic license,
WinHex can also interpret .e01 evidence files, Whian be created with the Create Disk Image
command.

Reconstruct RAID System:see below
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Gather Free SpaceTraverses the currently open logical drive andhgat all unused clusters in

a destination file you specify. Useful to examirsadfragments from previously existing files
that have not been deleted securely. Does not thkesource drive in any way. The destination
file must reside on another drive.

Gather Slack Space:Collects slack space (the unused bytes in theectisp last clusters of all
cluster chains, beyond the actual end of a filed iestination file. Otherwise similar to Gather
Free Space. WinHex cannot access slack spaceesfthibt are compressed or encrypted at the
file system level.

Gather Inter-Partition Space: Captures all space on a physical hard disk thas dot belong to
any partition in a destination file, for quick iregtion to find out if something is hidden there or
left from a prior partitioning.

Gather Text: Recognizes text according to the parameters yacifgpand captures all
occurrences from a file, a disk, or a memory raimga file. This kind of filter is useful to
considerably reduce the amount of data to handldfea computer forensics specialist is looking
for leads in the form of text, such as e-mail mgssadocuments, etc. The target file can easily
be split at a user-defined size. This function aéso be applied to a file with collected slack
space or free space, or to damaged files in a igtapy format than can no longer be opened by
their native applications, like MS Word, to recoa¢teast unformatted text.

Evidence File Container:see above

External Virus Check: (Forensic license only.) Sends all files or afjged files in an evidence
object's volume snapshot to an external virus saroptionally only files with a size below a
certain threshold. Files that are locked, deletedsenamed by the virus scanner in the output
directory will be added to a report table namedrtigisuspected”. It is the responsibility of the
user to verify that a virus scanner is active, thatatches the folder for temporary files, andttha
it will indeed lock, delete or rename infected diléAfter verifying whether the file has been
locked, deleted, or renamed externally, X-Ways Rsigs deletes it itself if it still exists.

Bates-Number Files: Bates-numbers all the files within a given folderd its subfolders for
discovery or evidentiary use. A constant prefix (opl3 characters long) and a unique serial
number are inserted between the filename and ttemgion in a way attorneys traditionally label
paper documents for later accurate identificatioo eference.

Trusted Download: Solves a security problem. When transferring wssifeed material from a
classified hard disk drive to unclassified mediau yneed to be certain that it will have no
extraneous information in any cluster or sectoretbang” spuriously copied along with the
actual file, since this slack space may still contdassified material from a time when it was
allocated to a different file. This command coiés in their current size, and no byte more. It
does not copy entire sectors or clusters, as coloveh copy commands do. Multiple files in the
same folder can be copied at the same time.

Highlight Free Space/Slack SpaceDisplays offsets and data in softer colors (lighte and
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gray, respectively). Helps to easily identify thaepecial drive areas. Works on FAT, NTFS, and
Ext2/Ext3 partitions.

4.10 Options Menu

General Options: see below

Viewer Programs: Here you may enable the separate viewer comparahtspecify the path
where it is located (by default: subdirectory ewer). You may decide to use it for pictures, too
(which is useful if you frequently print picturess the internal picture display cannot print). You
may select your preferred text editor and HTML \iggvprogram. The HTML viewer program
can be e.g. MS Word or NVU, i.e. a program that barused to further edit the HTML case
reports the X-Ways Forensics can create automigtidabr merely viewing and printing we
recommend Internet Explorer.

You can also specify the .exe path MPlayer (tested with v1.0rc2, non-GUI version, also
download the separate codecs package and extiat ithe "codecs” subdirectory of MPlayer)
or Forensic Frametwo programs that allow X-Ways Forensics to esttm@ctures from videos. If
mplayer.exe is found in a subdirectory \MPlayer tbé installation directory of X-Ways
Forensics, it will defined as the video extractipmogram and as an external viewer program
automatically. Please note that we cannot provigpart for external programs.

You may also specify several custom viewer progrémas can be conveniently invoked from
inside X-Ways Forensics via the directory browsantext menu. Also you may specify which
file types you prefer to view in the program thessociated with their extension in your system,
typically file types that the separate viewer comgrt does not support.

Undo Options: see below

Security Options: see below

Data Interpreter Options: cf. Data Interpreter

Edit Mode: Allows you to select the edit mode globally. (Tihd pane's context menu allows to
select the edit mode specifically for an activd adindow.)

4.11 Window Menu

Window Manager: Displays all windows and provides ‘“instant windoswitching”
functionality. You may also close windows and shles.

Save Arrangement As Project:Writes the current window constellation into ajpob file. From

the Start Center you will then be able to load phagiect and restore editing positions in each
document at any time, to conveniently continue ywark right where you left it or to begin your
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work in case of a recurring task.
Close All: Closes all windows and thus all open files, dizkd RAM sections.

Close All Without Prompting: Closes all windows and thus all opened files aisé#sdwithout
giving you the opportunity to save your modificaiso

Cascade/Tile:Arranges the windows in the aforementioned way.
Minimize All: Minimizes all windows.

Arrange Icons: This command arranges minimized windows.

4.12 Help Menu

Contents: Displays the contents of the program help.

Setup: Lets you switch between the English, the Germ#&e FErench, the Spanish, the
Portuguese, and the Italian user interface.

Initialize: Use this command to restore the default settifidgjsi® program.

Uninstall: Use this command to remove WinHex from your syst€his works properly even if
you did not install WinHex using the setup program.

Online: Opens the WinHex homepage, the support forumKtieevledge Base, or the newsletter
subscription page in your browser.

About WinHex: Displays information about WinHex (the programsien, your license status,
and more).

4.13 Windows Context Menu

The Windows shell displays the context menu wheruser clicks an object with the right mouse
button. WinHex is present in the context menu ahlyou enable to corresponding option (see
“General Options”).

Edit with WinHex: Opens the selected file in WinHex.

Open in WinHex: Lets you open all files of the selected foldeM#nHex, just like the Open
Folder command of the File menu.

Edit Disk: Opens the selected disk in the disk editor of VixHf you hold theSHIFT key,
instead of the selected logical drive the corredpanphysical disk is opened, if any.
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WinHex provides its own context menus on the stdtas the Data Interpreter, and in the
Position Manager.

5 Some Basic Concepts

5.1 Start Center

The so-called Start Center is a dialog window thatptionally displayed at startup and is meant
as a simplified control panel for beginning yourrkolt allows to quickly open files, disks,
memory modules, and folders as well as up to 26éntty edited documents (16 by default, left-
hand list). These may be files, folders, logicalvels or physical disks. When opened again,
WinHex restores the last cursor position, the fagbosition, and the block (if defined) of each
document, unless the corresponding option is deshabl

From the Start Center you are also able to acpegscts and cases (right-hand top list). A
project consists of one or more documents to didis(or disks). It remembers the editing
positions, the window sizes and positions and sahselay options. By saving a window
arrangement as a project you can continue to worgeveral documents right where you left
them, with a single click only. This is especiallgeful for recurring tasks. When you load a
project, all currently opened windows are autonadiffaclosed first.

Besides, WinHex automatically saves the windowrggeanent from the end of a WinHex session
as a project, and can re-create it next time augtaEach project is stored in a .prj file. It dam
deleted or renamed right within the Start Centen{ext menu or BLETE/F2 key).

Last not least, the Start Center is the place wteereanagescripts. You may check, edit, create,

rename, and delete scripts using the context mBmexecute a script, double-click it or single-
click it and click the OK button.

5.2 Entering Characters

In hex mode only hexadecimal characters are tantered ('0'..."9", 'A'...'F’). In text mode you can
enter all kinds of characters: letters, numberacfuation marks and special characters (e.g' '»', "
and V). Please use the Windows program charmageexfind out key combinations for such

characters (e.g. Alt-1-7-5 for '»"). The “WinHe)dnit even supports the Euro symbol (€).

5.3 Edit Modes

The info pane displays for each file/disk, in whitlode it was opened. The info pane's context
menu allows to selectively change the edit modi@factive window.
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Read-only/View mode:Recommended for computer forensic examinationsrdier to enforce
strict forensic procedures, the only mode availablX-Ways Forensics, except for files in the
current case's directory and in the general fdidetemporary files, to allow to decode, decrypt,
and convert them, etc. Files or disks that are egen view mode cannot be (intentionally or
accidentally) edited/altered, only viewed. In othards, they are opened write-protected = read-
only.

Default edit mode: Modifications to files or disks opened in defaattit mode are stored in
temporary files. Those temporary files are creaiad maintained dynamically when needed.
Only when you close the edit window or use the Samnu command the File Menu, the
modifications are flushed and the original filedisk is updated, after prompting the user.

In-place edit mode: Please use caution when opening files or diska-place edit mode. All
kinds of modifications (keyboard input, filling/reming the block, writing clipboard data,
replacements, ...) are writtéo the original file or disk (“in-place”) without prompting! It is not
necessary to save the file manually after havingifigal it. Instead, the modifications are saved
lazily and automatically, at latest when closing #dit window. However, you may use the Save
command to ensure the buffer is flushed at a givee.

The in-place edit mode is preferable if the dagadfer from the original to the temporary file and
vice-versa, which is obligatory in default edit neofibr certain operations, consumed too much
time or disk space. This may be the case when pgerary large files or when modifying huge
amounts of data. Since usually no temporary fitesw@eded in in-place edit mode, this edit mode
is generally faster than the default edit mode. ifkplace edit mode is the only mode available
when using the RAM editor.

Even in in-place edit mode the creation of a terapofile is unavoidable when altering the file
size.

5.4 Status Bar

The status bar displays the following informatitroat a file:

1. Number of current page and total number of pé&djsk editor: sectors)
2. Current position (offset)

3. Decimal translation of the hex values at theenurposition

4. Beginning and end of the current block (if cathgedefined)

5. Size of current block in bytes (ditto)

Click the status bar cells in order to...

1. Move to another page/sector,

2. Move to another offset,

3. Define the integer type for decimal translatonl
4. Define the block.
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Right-click the status bar in order to copy piecésnformation from the status bar into the
clipboard.

Right-clicking the 2 status bar field allows switching between abso(default) and relative
offset presentation. This is useful when examirdata that consists of records of a fixed length.
After specifying the record length in bytes, thatss bar displays the current record number and
the relative offset therein.

Right-clicking the % status bar field allows copying the four hex valaéthe current position in
reverse order into the clipboard. This is usefulfédlowing pointers.

5.5 Scripts

Most of the functionality of WinHex can be usedam automated way, e.g. to speed up recurring
routine tasks or to perform certain tasks on undttd remote computers. The ability to execute
scripts other than the supplied sample scriptsm#dd to owners of professional licenses or

higher. Scripts can be run from the Start Centehercommand line. While a script is executed,

you may press Esc to abort. Because of their suppossibilities, scripts supersede routines,
which were the only method of automation in presgiearsions of WinHex.

WinHex scripts are text files with the filename engion ".whs". They can be edited using any
text editor and simply consist of a sequence of mmamds. It is recommended to enter one
command per line only, for reasons of visual ¢Jaf@epending on the command, you may need
to specify parameters next to a command. Most camdmaffect the file or disk presented in the
currently active window.

See Appendix B for a description of currently supgd script commands.

5.6 WinHex API

The WinHex API (application programming interfa@dpws to use the advanced capabilities of
the WinHex Hex Editor programmatically from your owC++, Delphi, or Visual Basic
programs. In particular, it provides a conveniemd aimple interface for random access to files
and disks.

Developing software that uses the WinHex API rezpiie validprofessional or specialist
WinHex license. Additionally, you need import deeldons for your programming language of
choice, the library file “whxapi.dll”, and the ABbcumentation. Please find those files and more
detailed information online &itp://www.x-ways.net/winhex/api/

You may alsdlistribute both any software that makes use of the WinHex &l WinHex itself.
There are two ways how to distribute WinHex:
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1. Distribute the unlicensed WinHex version. Fa &Pl to work, your customer has to purchase
professional or specialist licenses according éonthmber of WinHex installations needed.

_Or‘_

2. Recommended: distribute a special API versioiofHex that is configured to only provide
the API functionality and that is available at dueed price. You may place your order online at
http://www.x-ways.net/winhex/api/Volume discount available on request (please i§péte
number of licenses you are interested in). One WiHPI license needed per end user
computer. The product will be licensed to you, yull be the actual owner of the licenses, but
any of your customers may use them. The end uss wlot have to take care of anything related
to WinHex.

5.7 Disk Editor

The disk editor, that is part of the Tools menlgvas you to access floppy and hard disks below
the file-system level. Disks consist of sectorsnfomnly units of 512 bytes). You may access a
disk either logically (i.e. controlled by the opmg system) or physically (controlled by the
BIOS). On most computer systems you can even actBsROM and DVD media. There is an
optional raw mode for optical drives that allowsréad from audio CDs and also the complete
2352-byte sectors on data CDs (CD-ROM and Video)@id contain error correction codes.

Opening dogical drive means opening a contiguous formatted part of la (@igartition) that is
accessible under Windows as a drive letter. It5® adalled a “volume”. WinHex relies on
Windows being able to access the drive. Openinghyaical disk means opening the entire
medium, as it is attached to the computer, e.qard Hisk includingall partitions. It could also
called the “raw device”. The disk normally does need to be properly formatted in order to
open it that way.

Usually it is preferable to open a logical drivetead of a physical disk, because more features
are provided in this case. For example, “clustars’ defined by the file system, the allocation of
clusters to files (and vice versa) is known to WenH"“free space” and “slack space” have a
meaning. If you need to edit sectors outside acldgirive (e.g. the master boot record), if you
wish to search something on several partitions lvdra disk at the same time, or if a partition is
damaged or formatted with a file system unknowkiadows, so Windows is unable to make it
accessible as a drive letter, you would open thgsipal disk instead. From the window that
represents a physical medium you can usually giem individual partitions, by double-clicking
them in the directory browser of that window. WinHenderstands conventional MBR
partitioning, GPT (GUID patrtition type), Apple paidning, superfloppy format, and Windows
dynamic disks as organized by the LDM (Logical Di&nager). All dynamic volume types are
supported: simple, spanned, striped, and RAID 3didg the Ctrl key when opening hard disks
disables detection and special handling of dynarlames and ensures the hard disk is treated
like it has been partitioned in the conventionayw@ome of the aforementioned partitioning
types are supported with specialist and forensenies only.

Please note the following limitations:
» Administrator rights are needed to access sectorany kind of media. Under Windows
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Vista/7 you need to run the program as administrapecifically, just being logged on as
administrator isiot sufficient.

* Remote (network) drives cannot be accessed sedser-w

» X-Ways Forensics cannot edit disk sectors or sedtomterpreted images at all, only WinHex
can.

* WinHex cannot write to CD-ROM or DVD.

e Under Windows Vista/7, WinHex cannot write sectans the partition with the active
Windows installation and on the partition where YWex is running from.

The appendix C of this manual provides you withcefmtions of the master boot record, which
can be edited using the disk editor.

Save Sectors:To be used analogously to the Save command fes. fiPart of the File menu.
Writes all modifications to the disk. Please ndtatt depending on your changes, this may
severely damage the integrity of the disk datahd corresponding undo option is enabled, a
backup of the concerned sectors is created, béene are overwrittenThis command is only
available in the full version.

5.8 RAM Editor/Analysis

The RAM editor allows to examine the physical RAMdmmemory and the logical memory of a

process (i.e. a program that is being executed)m&mory pages committed by a process are
presented in a continuous block. Unused (free seruwed) pages are ignored by default, but
optionally included and displayed with “?” charasteWith no such gaps, you may compare
memory dumps to files exactly with one another ¢alde and virtual addresses are identical),
e.g. to examine stack and heap states or obsensses.

If you select one of the listed processes, you aw@ess either the so-called primary memory or
the entire memory of this process or one of theddamodules. The primary memory is used by
programs for nearly all purposes. Usually it aleatains the main module of a process (the EXE
file), the stack, and the heap. The "entire memooyitains the allocated page of the entire logical
memory address space of a process, including thte gbamemory that is share among all
processes.

Please note the following limitations:

e Access to physical RAM under Windows 2000/XP (39-linly, no more than 4 GB
supported, and with administrator rights only

e Caution: Only keyboard input can be undone!

» Editing is possible in in-place mode only.

» The evaluation version only supports view mode.

The options relevant for the RAM editor are “Chédok virtual memory alteration” and “Virtual
Addresses”.

Main Memory Analysis
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Requires a forensic license. When you open thd fdossical RAM (via Tools | Open RAM) or a
main memory dump file (and interpret that file etkatike you would a disk image), processes
will be listed in the directory browser, even hiddaocesses, with their timestamps and process
IDs, and their own respective memory address speaede individually viewed in "Process"
mode, with pages concatenated in correct logiaroas seen by each process. The "particularly
thorough data structure search" is signature-basdidake a little longer than taking a standard
volume snapshot and may turn up traces of additiprewesses including rootkits. Memory can
be acquired remotely with the help of F-ResponsmId’| Open Disk). The analysis is supported
for most (but not all) variants (service packs\dindows 2000, Windows XP, Windows 2003
Server, Windows Vista, Windows 2008 Server, anddfws 7, 32 bit and 64 bit.

Windows kernel data structures and named objeets@rveniently listed in a tree in the volume
snapshot under “Objects”. Loaded modules are listeder “Modules”. That enables X-Ways
Forensics to allocate the memory pages in RAM nthdethey occupy to them, and to compute
hashes for them so that they can be identifiedspiecial hash sets. For hashing purposes it is
recommended to list the invariant headers of loadextiules only (see Volume Snapshot
Options).

The technical details report informs you of impaottaystem-wide parameters as well as of the
current addresses of important kernel data strestand loaded kernel modules. In Details mode
you can find the addresses of process-related slatetures for each process and the ID of its
parent process. In RAM mode, the Info Pane showsdoh memory page a process to which it is
allocated (if any) and its memory management status

With the appropriate background knowledge, thicfiomality can be used learn more about the
current state of the machine and its processeketmmpen files, loaded drivers, and attached
media, to identify malware, to find the decryptestsion of encrypted data, to analyze network
traces in incident response, and to do furtherareben the field of memory forensics.

5.9 Template Editing

A template is a dialog box that provides meansediting custom data structures in a more
comfortable and error-preventing way than raw héitireg does. Editing is done is separate edit
boxes. Changes take effect when pressingetheeErR key or when quitting the template after
being prompted. The data may originate from a filem disk sectors, or from virtual memory.
Especially when editing databases, you may prefeefine a custom template for ease of access
to the records. You will find the command to pantemplate in the system menu.

A template definition is stored in a text file with the extension .tphe template editor enables
you to write template definitions and offers syntetxecking. A template definition mainly
contains variable declarations, that are similahtse in source code of programming languages.
The syntax is explained in detail in Appendix A.eTBupported data types include all the
common integer, floating-point and boolean variadtge types, hex values, binary, characters,
and strings type. Arrays of both single variabled groups of variables can be used.
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The ability to move freely forwards and backwardghim the data makes using templates
particularly flexible:

* The same variable may be interpreted and manigliateeveral ways.

 Irrelevant data sections can be skipped.

The template manager lists all text files in the WinHex directory thatontain template
definitions. The title of the template along witld@scription, the filename, and the date and time
of the last modification are shown. Click the Applytton to display a template using the selected
template definition for the data in the current@dwindow at the current position. You may also
create a new template definition, delete or edixdating one.

WinHex comes with several sample templates.

6 Data Recovery

6.1 File Recovery with the Directory Browser

Most obviously, deleted files and directories tha¢ listed in the directory browser can be
recovered easily and selectively with the directbrgwser’s context menu. You navigate to a
directory (or explore the root directory recursyelselect the files to recover, and use the
Recover/Copy command in the context menu. See ehaptectory browser”.

6.2 File Recovery by Type/File Header Signature Search

Data recovery function in the Disk Tools menu, atgb a strategy to find previously existing
files as part of the Refine Volume Snapshot commaht recovery method is also referred to as
“file carving”. It searches for files that can exognized by a characteristic file header signature
(a certain sequence of byte values). Because sfatyproach, File Recovery by Type does not
depend on the existence of functional file systémctures. When found based on the signature,
the files are saved to the output folder that isceed by the user (File Recovery by Type) or
merely listed in a virtual directory of the volunsmapshot (File header signature search).
Optionally, recovered files of each type are pub itheir own subfolder (..\JPEG, ..\HTML,
etc.). Note that File Recovery by Type assumesigoous file clusters, so produces corrupt files
in case the files were originally stored in a fragned way. A log file "File Recovery by
Type.log" about the selected parameters and tloweeg results is written to the output folder for
verification purposes.

Since no use is made of a possible presence agiétent or damaged) file system, the original
file sizes are principallyunknown to this algorithm, and so are the origifisénames. That is why
the resulting files are named generically accordimghe following pattern: Prefix#####.ext.
"Prefix" is an optional prefix you provide. #####"an incrementing number per evidence object.
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"ext" is the filename extension that correspondthéofile header signature according to the file
type definition. The output filename prefix may iopially contain a placeholder "%d", which
will be replaced by the drive name. This is usdfybu apply File Recovery by Type to multiple
drives at a time and wish to be able to easilyrdisiish files from different drives.

With a specialist license or higher: Exif JPEGdilere optionally automatically named after the
digital camera model that created them and th&rmal time stamp, if available. Many Windows
Registry files are given their original names. Thisndb files are automatically named
thumbs.db. The aforementioned prefix is not usetbimjunction with original filenames.

The internal algorithm tries to determine the arajisize of JPEG, GIF, PNG, BMP, TIFF, Nikon
NEF, Canon CR2 raw, PSD, CDR, AVI, WAV, MOV, MP4GB, M4V, M4A, ASF, WMV,
WMA, ZIP, RAR, 7Z, TAR, MS Word, MS Excel, MS Povirwint, RTF, PDF, HTML, XML,
XSD, DTD, PST, DBX, AOL PFC, Windows Registry, Reteh, SPL, EVTX, and EML files by
examining their data structure. The correspondiriges in the file type definition database must
not be altered in order for the size and type dieted¢o work for these file types. For files about
whose original size the algorithm has no ideafitke are recovered at the exact default file size
specified by the user in KB. Be generous when $gagi this size because whereas files
recovered "too large" can still be opened by thssociated applications, prematurely truncated
files however often can't be as they are incomplehe attempt to detect the original size of files
of certain types is limited by a maximum size, whig a user-supplied multiple of the default file
size.

Technically it is possible to select as many fiypes for simultaneous recovery as you like.
However, if you e.g. recover MS Office and AVI 8Blat the same time and the MS Office files
you expect are around a few KB and the AVI filesusnd a 1 GB in size, using a single global
default file size would not be a good idea. Thatyy optionally you can define individual default
sizes for each file type in the file type definitidatabase, which if exist optionally have priority
over the global default file size specified in thalog window.

File headers can be searched onlglaster boundaries, as the beginning of a cluster is tig o
place where a file can start in a cluster-basedsfjistem. However, you may also select to search
for sector-aligned file headers. This is a good pamise, the default setting, the most optimized
algorithm, and useful to find files from a previbugxisting volume with a different cluster
layout. If performed on a physical medium or rale fivith no cluster layout defined, WinHex
searches at sector boundaries anyway if clustendanies are selected. There is yet another
possibility, a thorough byte-level search. Thisnecessary when recovering files from backup
files or tapes, or JPEG files from within MS Wordcdments, where they are not aligned at
cluster or sector boundaries. This comes at thé @bs possibly increased number of false
positives, though, misidentified file signaturesweing randomly on a media, not indicating the
beginning of a file.

You may limit the scope of the recovery to a cullseselected block if necessary and/or to
allocated or unallocated space (option availableadagical drive or volume). E.g. in order to

recover files that were deleted, you select tovecdérom unallocated space only. Files that are
not accessible any more because of file systenrsemay still be stored in clusters that are
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considered as in use.

The option "Ext2/Ext3 block logic" causes this reexy method to deviate from the standard
assumption of no fragmention in that it will follothe typical Ext block pattern, where e.g. the
13th block from the header of the file is consides@ indirect block that references the following
data blocks. This option has no effect when apgleepartitions that WinHex knows have a file
system other than Ext2 and Ext3 or when a headeursd that is not block-aligned.

The effects of NTFS compression on file data camaoplly be compensated for in a file header
signature search (forensic license only), in maages successfully. If the signature of an NTFS-
compressed file is found, the file will be markedcmmpressed, and an attempt will be made to
decompress the file “on the fly” when needed witlsaphisticated algorithm that can even
decompress files that consist of multiple comp@ssinits.

When searching for MPEG file signatures at sectamidaries, the internal algorithm ensure that
no overlapping MPEG fragments and no MPEG fragmantie middle of known MPEG files
will be output/listed. This is useful because thBBG signature occurs throughout MPEG files,
not just at the start.

6.3 File Type Definitions

“File Type Signatures *.txt” are tab-delimited teflles that serves as a file type definition
database for refining volume snapshots and foFileeRecovery by Type command.

WinHex comes with various preset file type signasuryou may fully customize the file type
definitions and add your own ones, either in "Hij@e Signatures Search.txt" or in any additional
such files of the same format named “File Type 8igres *.txt”, which will be loaded as well
and may have the benefit that they will not be ewigtten when you install the next update if they
don't have the same name as one of the defaudt fdaly if the filename contains the word
“search”, the file types will be available for filreader signature searches. Otherwise they are
used for file type verification only of files thate already part of the volume snapshot (forensic
license only). Up to 4096 entries are supporteshather (1024 for searching).

When you click the Customize button to edit the ffFile Type Signatures Search.txt", by default
WinHex opens the file in MS Excel. This is convenibecause the file consists of columns
separated by tabs. If you edit the file with a teditor, be sure to retain these tabs, as WinHex
relies on their presence to properly interpret fite type definitions. MS Excel retains them
automatically. After editing the file type defiratis, you need to exit the dialog window and
invoke the File Recovery by Type or Refine Voluneafshot menu command again to see the
changes in the file type list.

1st column: File Type

A human-readable designation of the file type, éXMREG". Everything beyond the first 19
characters is ignored.
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2nd column: Extensions

One or more file type extensions typically usedtfos file type. E.g. "jpg;jpeg;jpe". Specify the

most common extension first because that one willded by default for naming recovered files.
If that first extension is specified in upper-cadearacters, it will be used by the file type
verification to fill the Type column for a file emaf the file has one of the alternative plausible
filename extensions. More than 255 characters stggho

3rd column: Header

A unique header signature by which files of thie tiype can be recognized. It is specified in
GREP syntax (see Search Options for an explanasonthat it's possible to match variable byte
values (e.g. [\XE1\XE2] mean "the byte value cdaddIXE1 or OXE2") or undefined areas (.).The
maximum length of the represented signature isy8sb To find out characteristic file header
signatures in the first place, open several exgstiles of a certain type in WinHex and look for

common byte values near the beginning of the fildentical offsets.

4th column: Offset

The relative offset within a file at which the sagare occurs. Often simply O.

5th column: Footer

Optional. A signature (constant byte sequence)réigbly indicates the end of a file, specified in

GREP syntax. GREP expressions that represent yageed data may not work as expected. A
footer signature may help to achieve a recovern whte correct file size. Still, the recovery

algorithm does not search for the footer furtheantithe number of bytes specified as the
maximum file size, starting from the header.

6th column: Default in KB

Optional. A file type specific default maximum fildze in KB that can override the global

maximum file size specified in the File RecoveryType dialog window. Useful because e.g. an

MPEG video could be more around 1 GB in size, wteMindows icon file (.ico) could be
around 1 KB in size.

6.4 Manual Data Recovery

It is possible to restore lost or logically deletéds (or more general: data) that are merely
marked as deleted in the file system, but havédaehphysically erased (or overwritten).

Open the logical drive where the deleted file redidn using the disk editor. Principally you can

recreate such a file by selecting the disk sectbist, were allocated to the file, as the current
block and saving them using the menu command Edlitply Block | Into New File. But it may
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prove difficult tofind the sectors where the file is still stored. Thare two general ways to
accomplish this:

1. In case you know a snippet of the file you are inglor (e.g. the characteristic signature in
the header of a JPEG file or the words “Dear MritBmn a MS Word document), search it
on the disk using the common search commands (“Faxd’ or “Find Hex Values”). This is a
very simple and safe way, and can be recommendaytme.

2. In case you only know the filename, you will needng knowledge about the filesystem on
the disk (FAT16, FAT32, NTFS, ...) to find tracesformer directory entries of the file and
thereby determine the number of the first clusteat twas allocated to the file. Detailed
information on file systems is available on the Wex web site. The following applies to all
FAT variants:

If the directory thatontained the file (let's call that directory “D”) still egts, you can find D
on the disk using Tools | Disk Tools | List Diragt&lusters. The factory template for FAT
directory entries that comes with WinHex will thba helpful to find out the number of the
first cluster that was allocated to the deleted il that directory. Otherwise, if D has been
deleted as well, you need to find the contents ¢fi€ing the directory entry template) starting
with the directory that contained D.

Deleted files and directories are marked with tharacter “a” (hexadecimal: E5) as the first
letter in their name.

You may encounter the problem that the file to vecois fragmented, i. e. not stored in
subsequent contiguous clusters. On FAT drivesnéx cluster of a file can be looked up in the

file allocation table at the beginning of the drigeample templates to do this can be found on the
web site), but this information is erased wherileai$ deleted.

7 Options

7.1 General Options

1st column:

» At startup, WinHex can optionallghow the Start Center or restore the last window
arrangement (all windows with their sizes and the positionsyas left them in the precedent
WinHex session).

» Specify the number akcently openeddocumentsto remember and st in the Start Center
(255 at max.). Up to 9 of them are also listechateénd of the File menu.
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You may havaNinHex appear in the Windowsontext menu The shell displays the context
menu when the user clicks an object with the riglause button. WinHex provides menu
items for files, folders and disks. If this opti@not fully selected, there is no menu item for
files.

The optionAllow multiple program instances lets you execute WinHex more than once at a
time. If it is not enabled, WinHex puts the mainndow of the running instance into the
foreground instead of creating a new program irt&an

Do not update file timemeans that WinHex will preserve the last modifmatime when a
modified file is saved with File | Save or Save As.

By default,edit windows are notopenedin amaximized state.

On a right click, WinHex can bring up a speciabntext meny the regular edit menu, or
define the end of the current block. If this optierdisabled, you can still bring up the context
menu if you hold the Shift key while right-clicking

If you selectShow file icons the icons stored in a file are shown in the ipéme. If a file
contains no icons, the icon of the filge is shown if this option is “fully” selected.

By default WinHexnumbers disk partitions in the order of their physicédcation.

If Auto-detect deleted partitions is enabled WinHex tries to identify obvious deleted
partitions automatically in gaps between existiagtipons and in unpartitioned space directly
following the last partition, when opening physidard disks. Such additionally detected
partitions will be listed in the Access button mesmd marked as deleted. Please note that
deleted partitions detected in gaps between egigtamtitions cause the partition numbering to
be changed. E.g. an existing partition #3 mightobee partition #4 if a deleted partition is
detected on the disk before it.

The Sector reading cacheaccelerates sequential disk access by the dissredhis option is
recommended particularly when scrolling through ROM and floppy disk sectors, since the
number of necessary physical accesses is signifjaauced.

If Check for surplus sectorss disabled, WinHex will not try to access surptestors when a
physical hard disk is opened. When additional secéwe detected, WinHex will remember
them the next time you open the disk. You may ex&fa@ new check by holding the Shift key
while opening the disk. Checking for surplus sextoray cause very long delays, strange
behavior or even damage to the Windows installatiosome very few systems. Only under
Windows XP surplus sectors are included automédgicahich renders this option obsolete.

Thealternative access method for physical hard disks under Windows 2000/XP rabgw

to access hard disks formatted with an unconveatisector size or other media that cannot
be accessed otherwise. Note that it may be slowan the regular access method. If
considerably slower, WinHex will notify you of thesmxd recommend to revert to the standard
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access methodAccess method 2affects physical hard disks only as well, undemdéws
2000/XP. Both alternative methods allow you to e timeout in milliseconds after which
read attempts will be aborted. This can be usefudisks with bad sectors, where an attempted
read access to a single sector could otherwisee@dslay of many seconds or minutes.

The substitute pattern for unreadable sectorsis always used instead of the original data
stored in disk sectors if these sectors cannoehbd, rfor all purposes (display on the screen,
imaging, cloning, hashing, searching, ...). If yane going to hash disks with bad sectors and
want to compare/reproduce the results with othelstdhen you can specify the same pattern
as used by the other tool here. Just note thatlsasin values are difficult to reproduce because
bad sectors could multiply in the course of sevat@mpts. If when trying to read bad sectors
you prefer to get zero-value bytes delivered baatally remove the pattern (ensure that the
edit box is completely blank).

2nd column:

» Specify thefolder in which to creatéemporary files. You may specify just a period (.) as a

placeholder to use the directory from where WinbM{eWays Forensics is executed. This also
also possible for the next three folders.

Specify thefolder in which to create and expentages andbackup files (.whx).
Specify thefolder in whichcases and projectsire created and expected.
Specify thefolder in whichtemplates and scriptsare stored.

Specify thefolder in which to maintain thenternal hash database

X-Ways Investigator GUI/Reduced user interfaceAvailable when operated with a forensic
license. Activates the considerably reduced ustrface of X-Ways Investigator, which is
meant for investigators

- who are specialized in a certain area e.g. ofeatollar crime

- who do not need profound knowledge of computegrisics

- who do not need technical insights that WinHegat ZRVF are well-known to offer

- who receive e.g. convenient-to-handle X-Ways ewva#® file containers from well-versed
computer forensics examiners with only selecte@sfifrom various sources (e.g. "all
documents that contain the keywords x and y"), wltkiously irrelevant stuff already filtered
out

- who need to review hundreds of electronic docusjadentify relevant ones, add comments
to them, identify logical structures and connecidretween them with the help of their
comments, and print documents, all within the sa@méronment with a few mouse clicks,
which saves the time to extract and load each deotim its associated application

- who may or may not need to work in an environms&exerely restricted by the system
administrator anyway

The X-Ways Investigator interface lacks many adedntechnical options, to allow for easier
access to non-technical personnel. X-Ways Invastigacenses that only allow to use this
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GUI are available at 50% the regular rate on requés optional file "investigator.ini"
controls additional simplifications and adminisiratsecurity precautions, e.g. to allow users
to open evidence file containers only, and onlyhsoentainers that have been classified as
secure.

e Under Windows Vista and 7 it may be recommendablalivays run WinHex/X-Ways
Forensicsas administrator if you need sector-level access to media.

» If the creation of thumbnails fgrictures within large (e.g. solid RARarchives for gallery
view is too slow, you may want to disable it. Thidl also disable search hit context preview
for search hits in files in archives.

« If large JPEGs already contain embedded thumbaaiisthose have been included already in
the volume snapshot, then they can be optiona#d asauxiliary thumbnails in thegallery
to represent the main picture. The benefit is thay are of courseuch quicker to load than
the main large picture. Also video stills exportBdm videos can be used as auxiliary
thumbnails to represent the video.

* You may specify youpreferred thumbnail size in pixels. WinHex will decrease the size
automatically if needed to ensure that at leasbasy files are displayed in the gallery view as
are displayed in the currently visible sectionha# tirectory browser.

* When gallery view is enabled, WinHex can optionabntinueloading thumbnails in the
background when the current view is full. (option currentlgtravailable)

» With a forensic license, you may monitor lengthei@gtions from other computers in the same
network, i.e. see whether they are still ongoingcompleted. You can enabl@ogress
notifications via text files (that can be created in a directonya network drive) and via e-
mail, in user-defined intervals. Multiple recipiegimail addresses can be specified as well if
delimited by commas.

3rd column:

* The ENTER key can be used to enter up to four two-digit kalues. A useful example is
OxODOA, which is interpreted as an end-of-line marketh@ Windows world (Unix: 0x0D).
The Start Center could then still be opened uSHIgT +ENTER.

» Decide whether you want to use theB key to switch from text to hexadecimal mode and
vice versa or to enter theaB character (0x09). In any caseAB+SHIFT can be pressed to
switch the current mode.

* Non-printablecharacterswith a character set value smaller til#x20 can be represented by a
user-defined other character.
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The bytesin thedisplay can be representexs characters in theext columnone by one or
WinHex can try to combine them, which if the actoae page in Windows is a double-byte
character setmay be desirable to get the characters right (if 2ebyt 1 character), or
undesirable because of the variable row length.

Offsets can be presented and prompted for in a decimlaéxadecimalnotation. This setting
is valid for the entire program.

When using the RAM editor it may be reasonableawehWinHex displayirtual addresses
instead of zero-based offsets. This is always domexadecimal notation. The dialog window
of the Goto Offset command will also prompt fortwal addresses.

Pageand sectoseparators may bedisplayed If this option is enabled partially, only sector
separators are displayed.

Specify the number obytes per line in an edit window. Common values are 16 or 32
(depending on the screen resolution).

Choose how manypytes shall be displayed in group. Powers of 2 serve best for most
purposes.

Specify how manyines to scrollwhenrolling the mousevheel (if available).
NTFS: MFT auto coloring: Highlights the various elements in FILE recordshaf NTFS file
system, when the blinking cursor is located witkirth a record, to facilitate navigation and

understanding. Requires a specialist or forensenke.

Select acolor used as thbackground of the currenblock. You can only change the color if
the option “Use Windows default colors” is switchaftl

Select acolor used as theébackground of every other fixed-lengtirecord, if record
presentation is enabled (see Position menu).

Select the defauttolor for newly create@nnotationgpositions/bookmarks.

You may want WinHex thighlight modified bytes, i.e. display altered parts of a file, disk, or
memory in a different color, so you can distinguistween original data and changes you
have made so far. You may select the hilite color.

You may choose dont for ANSI ASCIl mode. The WinHex font implementsetHull
Windows character set (even characters such a8'tlaed € symbols and diverse quotation
marks).

Last not least, you may select one of several miffedialog window andbutton styles

Notation Options
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» Choose your preferred date, time, and number wotatttings. This is important especially to
be independent of the Windows regional settingfvef system that you want to preview if
you are using X-Ways Forensics on a computer ghadi your own one. You may also choose
to years in dates with 2 digits only.

» There is an option to display timestamps with aigien of milliseconds You may specify
the number ofdigits after the decimal point (up to 3). Useful for the file systems NTFS,
Reiser4 and FAT, which provide for a higher premisithan seconds in all or some
timestamps.

» Optionally, the actually usetime zone conversion biasincluding daylight saving where
appropriate, can be displayed right in the timegtanlumns in the directory browser.

Factory settings ddll options can be restored using the Initialize comeinaf the Help menu.

7.2 Directory Browser Options

» Grouping files and directoriesin the directory browser is optional.

» Grouping existing and deleted itemsin the directory browser is optional. There are tw
possibilities how to enable this feature, eitheteptally recoverable deleted files (marked
with a question mark) and known unrecoverable f(lemrked with an X) are internally
grouped as well or not.

* Optionally, the e-maiheader of .eml files can beexcluded in Preview mode (not Raw
mode). Useful if you would like to see more of ey of the e-mail without scrolling. You
can see subject, sender, recipient and dates wlnedbe directory browser, and attachments
are listed when exploring the parent .eml file.

» Double-clicking a directory willexplore it. Double-clicking an ordinary file wiliew it. This
option controls whether files with child objectslivbe typically viewed or explored on a
double-click. If the checkbox is half-checked, weill be prompted.

» Files can optionally bepened andsearchedincluding theirslack.

» Listing suldir ectories whenexploring recursively is optional. They may be needed if you are
interested in their names or timestamps, but thay wfistract you when you are merely
interested in viewing files.

» The selection statisticsare displayed below the directory browser (witfioeensic license
only). If computed in aecursive way, they reveal how many subdirectories, filed aow
much data are contained in a directory when yoecsél in the directory browser, except if
you have explored recursively already, taking attya filters into account. If this option is
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not enabled, only the statistics tell you aboutdiiect selection in the directory browser only,
not about the child objects that may indirectlysbécted via selected directories. If this option
is half selected, the statistics take child objettdirectories into account, but not child objects
of files.

» Optionally, the names of directories and file wathild objects can be included whearting
by path (full path sorting). The effect is that the chdbdjects will be listed directly after their
respective parents (e.g. e-mail attachments diféar tontainingparent e-mail messages).

» Optionally, afterstart-up, the directory browser can be regrted at all, to save time. That
means the program will forget the last sort craténi use last time.

e Dynamic e-mail columnslets X-Ways Forensics decide whether to include ¢blumns
Sender and Recipient in the directory browser. TWwidlybe included if at least one extracted
e-mail message is in the visible portion of theecliory browser, otherwise not. Helpful
because that leaves more room for other columnsiwthe columns exclusively filled for
extracted e-mail messages are not needed.

» File sizescan optionallyalways bedisplayedin bytes instead of rounded. If the checkbox is
half checked, that applies to items in volumes pmtherwise also items on physical,
partitioned media.

With a forensic license, the program can optionélep track of which files were already
viewed and flag them visually with a green backgroundcalround the tag. This is especially
useful when reviewing hundreds or thousands of eherus or pictures over a longer period, to
avoid accidentially viewing the same documents iplalttimes. A file can automatically be
flagged as already viewed when viewing it in fulindow or Preview mode, when viewing
pictures in the gallery, or when identifying a fde known good based on the hash database.
When identifying duplicate files based on hash @ajuand one of the files has been marked as
already viewed, then the duplicates can optionalymarked as already viewed, too. Similary
(only if the corresponding checkbox is fully chedkef files have been marked already as having
duplicates and their hash values are availablenwihey are viewed, duplicates within the same
volume will be marked as already viewed at the same, but this is potentially slow when used
in conjunction with the gallery.

To manually mark files as already viewed, you can press Attambination with the cursor keys.
Alt+Left removes the mark. You can also right-clitle tag area of a file in the directory browser
to mark it as already viewed or to remove that mark

A directory is considered viewed if all the files and subdivees that it contains are flagged as
such.

Various columns are available in the directory Isew They are all optional. They are displayed
if they have a non-zero column width in pixels afden if their width is zero.

It is possible to redefine tharder of the columns in the directory browser. This wiko change

the order of the fields in the case report (i.eraport tables), on print cover pages, in exported
file listings, and the Export/Copy log. You canesgla column for relocation by clicking its radio
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button. Then use the vertical scrollbar that appearthe top. You can reset the column order to
the default one byight-clicking that scrollbar.

Filters
The following can be dynamically filtered out (byaosing to not list it):

» Existing files. Useful if you are merely interestiedoreviously existing files (which could
reside in existing directories).

» Previously existing files and directories. 3rd dtisnx state: Only items whose first
cluster is known to be unavailable.

» Tagged files and directories.

» Half tagged files and directories (that contairleatst 1 tagged and at least 1 untagged
file).

» Untagged files and directories.

* Files that are marked as already viewed.

* Files that are not marked as already viewed.

« Hidden files and directories (marked as hidderméevolume snapshot).

* Files and directories that amet marked as hidden.

You may also activate filters based on criteriehsag filenames, file type categories, attributes, o
hash set. Whenever an active filter actually fteut files or directories in the directory browser
this is flagged with a blue filter icon in the ditery browser's header line, and you will be
informed of how many items exactly have been omhiftem the list.

Below the filter options in the lower left corneow will find a button in this dialog box that
allows to unhide all files and directories in thelume snapshot of the evidence object in the
active data window. To selectively unhide files,keaure they are not filtered out. Then you can
unhide them with a context menu command after 8etpthem.

There is another button that allows to totally remdidden items from the volume snapshot if
irrelevant/not needed, in particular meaninglesbage files found via a file header signature
search. This will render the volume snapshot smalke more efficient to handle, and save main
memory. Available only for volume snapshots credbgdvl4.2 and later. Useful also if you
would like X-Ways Forensics to find certain filesog again via a file header signature search,
but list them with a different default file sizettie originally specified default file size proved
inadequate. The removal operation is faster if gelete seach hits prior to executing it. As part
of the removal, internal IDs are shuffled, so tlieynot indicate any more the order in which
items were added to the volume snapshot. Hiddensitthat have non-hidden child objects are
not removed. It is highly recommended to work wéhcopy of your case when using this
functionality, e.g. produced with the Save As comtha

Whenever one or more filters are active that altdader out items in the currently displayed
directory browser, there are two blue filter synsbwl the directory browser's caption line. They
point out that your current view is incomplete hesm of active files, and they also allow you to
deactivateall filters with a single mouse click, to ensure yoe mot missing any file when you no
longer want the filter.
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The filters have been given some "intelligence” whavigating from a parent file to a child file
or vice-versa, so that the filters "know" when &'good time to be turned off.

For example:

- If you are using a filter to focus on all extrdte-mail messages recursively, and then you
double-click an individual e-mail message to havak at its attachments in the directory
browser, the filter is automatically deactivated tisat you can actually see these attachments. A
simple click on the Back button returns to the pyes point of exploration and restores the
previous filter settings and the last selectionthet you can easily continue reviewing the next e-
mail message!

- If you are using a filter to focus on videos @cdments, and then you double-click a video or a
document to see the video stills exported for thdeo or the embedded pictures in that
document, respectively, the filter is automaticakgactivated, too.

- When you are viewing video stills only, in a gajl, and you use the Backspace key or "Find
parent object” menu command to navigate to theovitiat this still belongs to (e.g. in order to
play that video), then any active filters will haned off so that the video can actually be listed.
A simple click on the Back button returns to theypous overview of stills, enables the previous
filters again, and restores the last selected isenthat you can easily continue with the next stil

- This works analogously when systematically logkat e-mail attachments, if occasionally for
relevant attachments you would like to view thetaonng e-mail message (and e.g. print it or
include it in a report) and then return to the difattachments.

7.3 Volume Snapshot Options

These options can be reached via the Directory BeoWptions. Most of them take effect when
taking a new volume snapshot.

* With the optionKeep volume snapshots between sessiomsabled, all information on file
systems in opened volumes collected by WinHex (Oiskls menu and/or Specialist menu)
remains in the folder for temporary files even wh#mHex terminates. WinHex can then
reuse the snapshots in later sessions. Volume Isoispsf evidence objects in case are
always kept, regardless of this setting, in thadevce object's metadata subdirectory.

e Quick snapshots without cluster allocationspeeds up taking a volume snapshot (in
particular for the file systems Ext2, Ext3 and Rd#S, and in particular also when the volume
snapshot files are created across a slow USB 1etfage or network), however, causes
WinHex to lose its ability to tell each sector'sdadluster’s allocation (for which file it is
used). You may use the command “Take New Volume$&hrat” of the Tools menu to update
the view of a volume, e.g. after unchecking thisap

» Various volume snapshot refinement options willduee child objects for files, e.g. extracted
pictures. If you prefer not to hawhild objects for files, but for directories only, auxiliary
virtual directories can be created that act aspéeent of the child objects, as in earlier
versions. This is useful if you create containéi should be examined with earlier versions
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of X-Ways Forensics or X-Ways Investigator. If yallow files with child objects (default),
the Recover/ Copy command prevents name conflittseimoutput folder automatically.

Inherit deleted state Causes deleted partitions to pass on their dkkttde to everything that
they contain (files and directories), and deletedadl archives to pass on their deleted state to
all the e-mails, directories and attachments thay tcontain. This may seem logical, but
results in a loss of information, as depending lom referencesverything may be listed as
deleted, even files/e-mails that from the pointhef file system/the e-mail archive still exist.
By default, this option is not selected, so thatMdys Forensics distinguishes between
existing and deleted files and e-mails etc. evetteleted partitions/deleted e-mail archives, so
that more information is retained.

Keep more data of the volume snapshah memory, e.g. for much quicker sorting by
timestamps.

NTFS: Optionally search for FILE records everywhereas part of the particularly thorough
file system data structure search.

You can indicate whether you are interested inmggftles listed whose clusters (and therefore
data) are totally unknown, with only metadata (pigt filename), in NTFS, Ext*, and Reiser*.

You can indicate whether you are interested garlier names and locations of
renamed/moved files and directories in NTFS andtlmdreyou are interested in gettifiges
listed for which only filename, size, timestampdd aattributes (butho datatlusters) are
known. Affects the thorough file system data suetsearch (specialist license or higher). If
the checkbox for earlier names/paths is half cheéickieen you will be informed of earlier
names/paths of renamed/moved files via commentsland get additional files in the volume
snapshot for each earlier name/path.

Including logged utility streamsLUS) in NTFS in newly taken volumesnapshotsis
optional. Eitherall LUS can be included (if fully checked) or only RBFS LUS (if half
checked) or no LUS at all. Useful for NTFS volumestten by Windows Vista, if you are not
interested in $TXF_DATA LUS.

If you get read errors on a CD/DVD (e.g. becausesavhtches on the surface) when the
volume snapshot is taken, you know that not alt@scwith the data structures of the file
system are readablkisting theISO9660file system's directory tree on Csaddition to a
possibly also existingoliet file system can be useful because that meanscnd@hance to
get all directories and files listed, if the copending data structures of the same directories
are located imeadable sectors in the ISO9660 area.

For better results when matching hash values agapesial hash sets, only the invariable
header of loaded modulescan be listed in main memory analysis
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7.4 Undo Options

The availability of the “Undo” command depends be tollowing options:

» Specify how many sequential actions are to be sexkby the Undo command. This option
does not affect the number of reversible keyboamplts, which is only limited by the
available RAM.

* In order to save time and space on your hard gsk,can specify a file size limit. If a file is
larger than this limit, backups will not be creatmid the Undo command is not available
except for keyboard input.

» Automatically created backups for the internal usth the Undo command are deleted by
WinHex when closing the file, if the correspondiogtion is fully selected. If it is partially
selected, they are deleted when WinHex terminates.

« For all kinds of editing operations you choose \Wwkethey should be reversible or not. If so,
an internal backup is created before the operasikes place.

7.5 Security & Safety Options

Use the optiorCheck for virtual memory alteration to make sure the RAM editor inspeces th
structure of virtual memory every time befarading from orwriting to it. If the structure has
changed, a possible read error is prevented. Edjyeander Windows NT the checking may
result in a loss of speed. When editing the “emtimmory” of a process, WinHex generailgver
checks for alterations before reading, even if tipiBon is enabled.

Before modifications to an existing file are savge. before thefile is updated), you are
prompted forconfirmation. To inhibit this behavior of WinHex, switch offéhcorresponding
option.

If any of the operations Refine Volume Snapshotgital Search, or Indexing crashes when
processing a file, X-Ways Forensics when startext tiene will tell, which file was likely
responsible for the crash, if you hadallect information for acrash report.

Strict drive letter protection: Only available with a forensic license.Active tgfault in X-
Ways Forensics. Ensures that saving and editieg f8 only possible on certain drive letters,
namely those that X-Ways Forensics even when exagalive system can assume are located
on the examiner's own media. They are: 1) the detter that hosts the active case if one is
active, 2) the drive letter with the directory temporary files, 3) the drive letter from which X-
Ways Forensics was run and 4) the drive letterdbatains the directory for image files.

All notices and warnings output to thessagesvindow can optionally be automatically saved
in a text file ‘messages.tXtin the installation directory. If at that time @ase is active, the
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notice/warning will be written to the messageditetin the log subdirectory of that case instead.

The key that is required for encryption and decryption d¢enentered in a normal edit box.
Optionally, youenter it blindly (asterisks are displayed instead of the actualackers). In this
case you have to confirm the key in a second exiittb detect typos.

By default, thekey is kept in main memory (in an encrypted state) as long as WinHex is
running, so that you do not have to type it agaith again if you use it several times. Possibly you
prefer WinHex to erase the key after use.

Decide whether or not WinHex shallompt before executing a script or only before executing
a script via the command line.

Optionally, files on the logical drive letters A: through Z: can bpened from within the
directory browser with the help of tloperating systeminstead of with the built-in logic at the
sector level. Please note that this is forensicallynd only for write-protected media. On
writeable media, Microsoft Windows will at leastdgte (i.e. alter, falsify) the last access
timestamp of files you open. The benefit, howeiethat access to such files will be noticeably
faster in many situations, especially on slow mesliah as CDs and DVDs, e.g. when you
compute hashes or skin color percentages for filea volume snapshot, because Microsoft
Windows employs read-ahead mechanisms and enteddite caching system. Another benefit
is that files opened with the help of the operatiygtem are editable in WinHex. Limitation:
Files on multi-sessions CDs and DVDs cannot be tieaidwvay.

7.6 Search Options

Case sensitiveBy default a search is case-sensitive, so thagmugpd lower case characters are
distinguished and e. g. “Option” with a capital “@ not found in the word “optionally’. By
unchecking the checkbox, you search for all uppsedower-case variants of the search terms.
Searches can be fully case insensitive only with $imultaneous Search, with the Find Text
command only for letters from the Latin/Englishlepet and German umlauts.

Unicode: The specified text is searched in UTF-16 Littledlam. The simultaneous search allows
to search for the same text at the same time ioddiei and in two different code pages.

You may specify avildcard (one character or a two-digit hex value), whichresents one byte.
For example this option can be used to find “Speak”well as “Spock” when searching for
“Sp?ck” with the question mark as the wildcard.

Only whole words The search term is found only if it occurs astel® word, i.e. if delimited
from other words by any character other than a\.Z and German and French letters (e. g. by
punctuation marks, blanks, binary control codegitsh. If this option is enabled, for example
"tomato” is not found in "automaton”. Reliable &mluce the number of hits for English, German,
and French text only.
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Search direction: Decide whether WinHex shall search from the begmrto the end, or
downwards or upwards from the current position.

Condition: Offset modulo x = y: The search algorithm accepts search string oquegseonly at
offsets that meet the given requirements. E.gof gearch for data that typically occurs at the
10" byte of a hard disk sector, you may specify x=5&210. If you are looking for DWORD-
aligned data, you may use x=4, y=0 to narrow ddvenrtumber of hits.

Search in block only: The search operation is limited to the currentklo

Search in all open windowsThe search operation is applied to all open editlews. Press F4
to continue the search in the next window. If “S&an block only” is enabled at the same time,
the search operation is limited to the current bimceach window.

Count occurrences/Save occurrence positionsForces WinHex not to show each single
occurrence, but to count them. If this option idyfenabled, WinHex will enter all occurrences
into the Position Manager.

Search for “non-matches”: In “Find Hex Values” you may specify a single hesdue with an
exclamation mark as a prefix (e.g. !00) to make Méix stop when it encounters the first byte
value thatiffers.

GREP syntax: Search option available with the Simultaneous @eand Logical Search only.
Regular expressions are a powerful search toolingles regular expression may match many
different words. The following characters have &cs@ meaning in regular expressions, as
explained below: () []{}|\.# + ?. Where 8especial characters are to be taken literally, yo
need to prefix them with a backslash character (\).

The | operator is used to denote alternative matcWieu can use the regular expressoan
(wheel|tire) to search for the words "car wheel" and "car tikely match must equal the parts
before, after, or between any | operators pre3éeteffect of | is only limited by parentheses.

. and # are wildcards: . matches any characteratéhras any numeric character. You can define
sets of characters with the help of square bracketz] will match any of the characters x, vy, z.
[*xyz] will match any character except X, y, orYou can define ranges of characters using a
dash: [a-z] matches any lower-case letter. [“a-aicimes all characters except lower-case letters.
The listing may comprise individually listed chaexs and ranges at the same time: [aceg-loq]
matches a, c, e, g, h, i, j, k, I, 0, and q. Albcters except [, ], -, and \ are taken literally
between square brackets, even the wildcard chasached #.

\b stands for the start or end of a word, i.e.libandary between a word character and a non-
word character. Only English language letters (&%) and German and French letters are

considered word characters. The start and endfitg also count as word boundaries. With the

new search algorithm, \b is only supported at the sind/or at the end of the search term. With
the new search algorithm, anchors (\b, *, $) ordyknonly when searching in evidence objects of

a case. With the old search algorithm \b did natkwo Unicode.
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Byte values that correspond to ASCII characters ¢hanot be easily produced with a keyboard
can be specified in decimal or hexadecimal notatleor example, \032 and \x20 are both
equivalent to the space character in the ASCllattar set. This kind of notation is supported
even in between square brackets. E.g. [\000-\x&fches non-printable ASCII characters.

Multiplier characters (*, +, and ?) indicate thiag¢ oreceding character(s) may or must occur more
than once (see below). Complex example: a(b|cd]gff-matches aj, abj, acdj, aefij, aegij, aehij,
abcdj, and abefij.

Within [] brackets, the characters .*+?{}()| aretti@ated as special characters, but literally.

Brief overview of supported syntax featufeserything else is interpreted literally)
. A period matches any single character.
# A pound sign matches any numeric character [0-9].
\nnn A byte value specified with three decimal @idD...255)
\xnn A byte value specified with two hexadecimajit (O...FF).
E.g. \XOD\xOA is the Windows line break.

? Matches one or zero occurrences of the preceti@gcter or set.
* Matches any number of occurrences of the precedmaracter, including zero time.
+ A plus sign after a character matches any nummbeccurrences of it except zero.

[XYZ] Characters in brackets match any one charabte appears in the brackets.
[*XYZ] A circumflex at the start of the string irdickets means NOT. For 8-bit searches only.
[A-Z] A dash within the brackets signifies a rargfecharacters.
\ Indicates that the following special GREP chaai to be treated literally.
{X,Y} Repeats the preceding character or grouptadracters X-Y times.
(ab)  Functions like a parenthesis in a mathemagixjatession.
Groups ab together for +, * and {}.
a|b The pipe acts as a logical OR. So it wouddi f&a or b".

\b Matches a word boundary.

A Matches the start of a file.

$ Matches the logical or physical end of a filepeleding on the search options.
Examples:

[a-zA-Z0-9_\-\]{1,20}@[a-zA-Z0-9\-\.]{2,20}\.[a-zAZ]{2,7} finds e-mail addresses
[a-zA-Z]+:/[[a-zA-Z0-9/ _\?$&=\-\.]+ finds Internetddresses with http://, https://, ftp://

Search window, proximity searches

The GREP search window width is 128 bytes by déefdilat means it is not guaranteed that with
a variable-length GREP search term (i.e. using {}¥tntax) you can find data that is longer than
128 bytes. You may increase the search window widthu need to cover more than that.

This is needed for example for proximity searchiegou require that a document contains two
search terms at the same time, and that the s&arals should occur close to one another, you

92



could search for these search terms with two GREhessions and specify the maximum
distance allowed between them as the second paamehe braces:

keywor d1.{0, maxdistance} keyword2

keywor d2.{0, maxdistance} keywordl
The search window width in bytes required when@gag with an 8-bit character set is the sum
of maxdistance, lengthkeywordl) and length{eyword2).

The basic, linguistic, assumption is that the pmaty of the words in a document implies a
relationship between the words. Given that autladrglocuments try to formulate sentences
which contain a single idea, or cluster relatecagdeithin neighboring sentences or organized
into paragraphs, there is an inherent, relativéiyr hprobability within the document structure
that words used together are related. Where asp Wwhe words are on the opposite ends of a
book, the probability there is a relationship bedwehe words is relatively weak. By limiting
search results to only include matches where thedsvare within the specified maximum
proximity, or distance, the search results arerassitto be of higher relevance than the matches
where the words are scattered. (this paragrapleduoim wikipedia.org)

7.7 Replace Options

Prompt when found: WinHex awaits your decision when an occurrence bdeen found. You
may either replace it, continue or abort the search

Replace all occurrencesAll occurrences are replaced automatically.

Case sensitiveThe characters that are to be replaced are sehudieg this option (cf. Search
Options).

Unicode character setThe specified characters are searched and replat#ucode format (cf.
Search Options).

You may specify one character or a two-digit helw@as awildcard. This is usually done in the
search string. If theubstitute contains a wildcard, the character at the cormedipg position in
an occurrence will not be changed. Thus, “blackd dplock” can be replaced simultaneously
with “crack” and “crock” (enter “bl?ck” and “cr?ck”

Only whole words: The searched string is recognized only if it igssated from other words e.g.
by punctuation marks or blanks. If this option isabkled, “tomato” is not replaced in
“automaton”.

Search direction: Decide whether WinHex shall replace from the begig to the end, or
downwards or upwards from the current position.

Replace in block only:The replace operation is limited to the curreotckl

Replace in all opened filesThe replace operation is applied to all files npened in view
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mode. If “Replace in block only” is enabled at #ame time, the replace operation is limited to
the current block of each file.

Hint:

WinHex is able to replace one string or hex valeguence with another one that has a different
length. You will be prompted, which of the follovgmethods shall be applied:

1st method: The data behind the occurrence is mduedo length difference. So the file size is
changed. This method must not be applied to cefilaitypes, such as executable files. It is even
possible to specify nothing as the substitute, twmeans all occurrences will be removed from
the file!

2nd method: The substitute is written into the fiethe position of the occurrence. If the

substitute is shorter than the searched charasteiesce, the exceeding characters will remain in
the file. Otherwise even the bytes behind the aecwwe will be overwritten (as far as the end of
the file is not reached). The file size is not etfésl.

8 Miscellaneous

8.1 Block

You can mark a part of an open file as a “blockhisTpart can be manipulated by several
function in the edit menu just as selections ineotWindows programs. If no block is defined,
these functions usually are applied to the whdée fi

The current position and size of the block are ldig in the status bar. Double-clicking the
right mouse button or pressing tG8C key clears the block.

8.2 Modify Data

Use this command to modify the data within the kloc within the whole file, in case no block
is defined. In this version of WinHex, four typekdata modifications are available. Either a
fixed integer number is added to each element efddita, the bits are inverted, a constant is
XORed with the data (a simple kind of encryptio®Red, or ANDed, bits rotated left in a
circular pattern (first byte rotated by 1 bit, seddoyte by 2 bits, and so on), bits are shifted
logically, or bytes are swapped. By shifting bigey can simulate inserting or removing single
bits at the beginning of the block. You may alsdtgmntire bytes (currently to the left only, by
entering a negative number of bytes). This is uséftou wish to cut bytes from a very huge file
in in-place mode, which would otherwise require ¢heation of a huge temporary file.

Swap Bytes
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This command assumes all data to consist of 18lbihents (32-bit elements resp.) and swaps
high-order and low-order bytes (and high-order &wtorder words resp.). Use it in order to
convert big-endian into little-endian data and weesa.

Addition

Specify a positive or negative, decimal or hexadatinumber, which is to be added to each
element of the current block. An integer formaties size (1, 2 or 4 bytes) and type (signed or
unsigned) of an element.

There are two ways how to proceed if the resuthefaddition is out of the range of the selected
integer format. Either the range limit is assumedbé the new value (I) or the carry is ignored

().

Example: unsigned 8-bit format
l. FF+1- FF (255 + 1- 255)
Il. FF+1- 00 (255+1- 0)

Example: signed 8-bit format
l. 80-1- 80 (-128-1- -128)
I. 80-1- 7F (-128-1- +127)

 If you decide to use the first method, WinHex wdll you, how often the range limit has been
exceeded.

» The second method makes sure the operation issiblerSimply add -x instead of x based on
the same integer format to recreate the origintl.da

* When using the second method it does not makeferefiice whether you choose a signed or
an unsigned format.

8.3 Conversions

WinHex provides the Convert command of the Edit mér easy conversions of different data
formats and for encryption and decryption. The @swn can optionally be applied to all

opened files instead of only the currently dispthgae. The formats marked with an asterisk (*)
can only be converted as a whole file, not as ekbldhe following formats are supported:

* ANSI ASCII, IBM ASCII (two different ASCII charactesets)

« EBCDIC (an IBM mainframe character set)

» Lowercase/uppercase characters (ANSI ASCII)

* Binary* (raw data)

* Hex ASCII* (hexadecimal representation of raw dzdaASCII text)

* Intel Hex* (=Extended Intellec; hex ASCII data ispecial format, incl. checksums etc.)
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* Motorola S* (=Extended Exorcisor; ditto)
* Base64*
» UUCode*

Please note:

* When converting Intel Hex or Motorola S data, thieinal checksums of these formats are not
checked.

» Depending on the file size, the smallest possihbigpwt subformat is chosen automatically.
Intel Hex: 20-bit or 32-bit. Motorola S: S1, S2,98.

* When converting from binary to Intel Hex or Motadb, only memory regions not filled with
hexadecimal FFs are translated, to keep the regulte compact.

The Convert command can also decompress any nuaib@mplete 16-cluster compression
units compressed by the NTFS file system* and (witforensic license) entire hiberfil.sys files
that were copied off an image as well as individgakss chunks from such files.

Furthermore it can stretch packed 7-bit ASCII tadable 8-bit ASCII*, useful e.g. for SMS from
mobile phones.

Encryption/Decryption

Specify a string consisting of 1-16 charactershasencryption/decryption key. The key is case-
sensitive. The more characters you enter, the safbe encryption. The key itself is not used for
encryption and decryption, instead it is digestedhe actual key. The key is not saved on your
hard disk. If the corresponding security optioengbled, the key is stored in an encrypted state in
the RAM as long as WinHex is running.

It is recommended to specify a combination of asie8 characters as the encryption key. Do not
use words of any language, it is better to choosgndom combination of letters, punctuation

marks, and digits. Note that encryption keys ase &®nsitive. Remember that you will be unable
to retrieve the encrypted data without the appedprkey. The decryption key you enter is not

verified before decrypting.

Encryption algorithm: 256-bit AES/Rijndael, in caan(CTR) mode. This encryption algorithm
uses a 256-bit key that is digested with SHA-2B86nfthe 512-bit concatenation of the SHA-256
of the key you specify and 256 bits of cryptography sound random input (“salt”). The file is
expanded by 48 bytes to accommodate the 256 bitalbf and a randomized 128-bit initial
counter.

WinHex allows you to encrypt not only an entireefibut also a block of data only. In that case
you are warned, however, that no salt is used anéhmdom initial counter is used, so you must
not reuse your key to encrypt other data with #imaesencryption method. The size of the block is
left unchanged.

8.4 Wiping and Initializing
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To securely erase (shred) data in disk sectorssathdlisk areas (Disk Tools menu), or files
selected with the Wipe Securely command, and amaplg to fill files with certain byte values,
WinHex offers the following options:

With constant byte values specified in hexadecimalotation: Specify either 1, 2, 3, 4, 5, 6, 12,
15, or 16 two-character hex values, which will lepied repeatedly into the current block, the
entire file or all disk sectors, respectively. Véagt.

With simple pseudo-random byte values:Specify a decimal interval (0 to 255 at max.) for
random numbers, which will be copied repeatedly the current block, the entire file or all disk
sectors, respectively. The random bytes are Lajgetabuted. Fast.

With pseudo-random data that simulates encryption:Random data that is supposed to be
indistinguishable from encrypted data. Quite fast.

With cryptographically sound pseudo-random data:Cryptographically secure pseudo-random
number generator (CSPRNG) named ISAAEY slow.

In case in all open filesither a block or no block is defined, this command can optionally be
applied to all these files at the same time.

To maximize security, if you wish to totally wipsaitize) slack space, free space, unused NTFS
records, or an entire media, you may want to appdye than one pass for overwriting disk space
(up to three).

According to the Clearing and Sanitization Mattixe standard outlined in the U.S. Department
of Defense (DoD) 5220.22-M operating manual, metteyda hard disk or floppy disk can be
cleared by overwriting (once) all addressable locat with a single character. This is usually the
hexadecimal value 0x00, but can be any other vdlaesanitize hard disks according to method
"d", overwrite all addressable locations with a relgter, its complement, then a random
character, and verify. (This method is not approbvgdhe DoD for sanitizing media that contain
top secret information.)

The "DoD" button configures WinHex for sanitizatjsuch that it will first overwrite with 0x55
(binary 01010101), then with its complement (0xAAB8101010), and finally with random byte
values.

The "0x00" button configures WinHex for simple ialization, wiping once with zero bytes.

8.5 Disk Cloning

The command “Clone Disk” is part of the Tools mefhis function copies a defined number of
sectors from a source to a destination disk, ermdtively from a raw disk image file or to a raw
disk image file. Both disks must have the sameosesize. In order to effectivelgiuplicate a
medium (i.e. in order to copy all sectors), endb&appropriate option, so the correct number of
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sectors is entered automatically. The destinatisk iwhust not be smaller than the source disk. As
a source disk you can also select any image (@04. evidence file as supported by X-Ways

Forensics) that is interpreted/treated internallyaadisk, or a partition opened from within a

physical disk in the background.

Disk cloning offers options that control the belmmwvhen bad sectors are encountered on the

source disk:

« By default, you are notified of the error and praeapfor either continuing or aborting the
operation. “Log procedure silently” creates a castgllog file of the entire operation in the
folder for temporary files (filename “Cloning Logtt), including a report on unreadable
sectors (which cannot be copied), and prevents \&nfrbm reporting each unreadable sector
separately.

* WinHex can either leave a destination sector tlmatesponds to a damaged source sector
unchanged or fill it with an ASCII pattern you spggde.g. your initials, or something like
“BAD ). Leave the pattern edit box blank to filush sectors wittrero bytes. BTW, the
chosen pattern is also used to display a bad &ctotents in the disk editor.

» Bad sectors often occur in contiguous groups, auh @ttempt to read a bad sector usually
takes a long time. You may have WinHex avoid suamaged disk areas. When a bad sector
is encountered, WinHex can skip a number of sule®gsectors you specify (25 by default).
This is useful if you wish to accelerate the clanprocess and if you do not care about some
actually readable sectors not making it to theelon

Regular disk cloning is not an option if you wamtduplicate a disk in a removable drive (e.g. a
floppy disk) with only one removable drive presehhe correct concept for this application is
disk imaging, where the data is first stored in an imdije The image can then be copied to a
different disk. The result is the same as diskidign

When you specify a file named “dev-null” as thetaegion, the data will only be read and not
copied anywhere (and you will be warned of thig)isTis useful if you are interested in the report
about bad sectors, but do not wish to actuallyelmnimage a disk.

You may try “simultaneous I/O” if the destinatiasnot the same physical medium as the source.
Offers a chance to accelerate the cloning procgsp bo 30%.

Specialist license or higher: In conjunction wiimsltaneous 1/0O you may also have WinHex
copy the sectors in reverse direction, backwards fthe end of the source disk. Useful if the
source disk has severe physical defects that famele cause a disk imaging program or your
entire computer to freeze or crash when reachirgeréain sector. In such a case you can
additionally create an image in reverse order,dading sectors from the disk backwards, and it
is even possible to automatically fill an existimpomplete conventional (“forward") image
additionally backwards to get an image that is@aplete as possible, with only a small zeroed
gap in the middle that represents the unreadalnieged spot on the source hard disk. Be sure to
create reverse images on NTFS volumes, not FAT32.

For disk imaging in general it is recommended te te File | Create Disk Image functionality
for various reasons (with a forensic license: suppor .e01 evidence files, compression,
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splitting, hashing, encryption, metadata, technidatails report, more convenient). Only in
specific cases, for example when dealing when séypérysical disk defects or when the goal is
to copy only certain ranges of sectors, advancedsusan use Tools | Disk Tools | Clone Disk to
have more detailled control over which sectorscapged from where to where in which order.

8.6 Images and Backups

This command “Create Disk Image”/“Make Backup Copy'the File menu allows to create a
backup or image of the currently open logical drighysical disk, or individual file. There are
three possible output file formats, each with ueiqdvantages.

File format: Evi dence File Raw | nage
Filename extension: .e01 e.g. .dd
Interpretable as disk: yes yes

Splittable: yes yes
Compressible: yes no

Encryptable: yes no

Optional hash: integrated separate
Optional description: integrated separate
Range of sectors only: (yes) (yes)
Applicable to files: no no

Automated maintenance: no no
Compatibility: (yes) yes

Required license: forensic personal

The major advantage of evidence files and raw imagéhat they can be interpreted by WinHex
like the original disks (with the command in theeSjalist menu). This also makes them suitable
for usage as evidence objects in your cases. Ttids htrue for evidence files in particular
because they can store an optional description andntegrated hash for later automated
verification. Raw images have the benefit that tbay be easily exchanged between even more
forensic tools. All output file formats support isjihg into segments of a user-defined size. A
segment size of 650 or 700 MB e.g. is suitableaf@hiving on CD-R. Evidence files must be
split at 2047 MB at most to make them compatibléid-Ways Forensics versions before v14.9
and EnCase versions before v6 and other tools. Witbrensic license, raw image files and
evidence files can automatically be verified imnagely after creation, by recomputing the hash
value that was originally computed from the mediwnith the image instead.

Evidence file and WinHex backup compression is éasethe “Deflate” compression algorithm
that is part of the popular general-purpose libraip. This algorithm consists of LZ77
compression and Huffman coding. With the “normaBmpression level you can reach a
compression ratio of 40-50% on average data. Hokyéhis comes at the cost of a considerably
reduced imaging speed. “Fast/adaptive” compressi@very good andintelligent compromise
between speed and good compression, not like ttimaoy fast compression option in other
programs. With “high” compression you gain onlyeavfpercentage points more compression,
but at disproportional high cost. For WinHex backujadaptive” is the same as “normal”.

Raw image files can be compressed at the NTFSy#gem level, if they are created on NTFS
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volumes. Either normal NTFS compression is usedh®limage file can be made “sparse”, such
that large amounts of zero-value bytes won't neaecgedpace.

When creating raw image files or .e01 evidences fié volumes/partitions with compression,
there is an option to store free clusters as zahoevbytes. That is useful if you create the image
for data backup and not for forensic purposes,oinjunction with compression, to save drive
space, or for forensic purposes if you are suppdeedxamine existing files only anyway.
(specialist or forensic license only) Note thatase of file system inconsistencies clusters could
be erroneously regarded as free. You have to sgatyf confirm this option as it will create
images that in the traditional sense are not focalg sound.

Forensic licenses: When creating an image, thenteghdetails report is created and written to a
text file that accompanies the image file. Forebil.evidence file it is also incorporated directly
into the .e01 file as a description. The SMART mfation is queried and written to the text file
again upon completion of the image, so that yousssnwhether the status of a hard disk in bad
shape has further deteriorated during imaging. slgpyou can see how the “power on time”
has changed, which is useful to deduce its unitmefisurement (usually hours, but can be
different on certain hard disk models). The tekt flso indicates the amount of time spent
creating the image, the compression ratio achietedresult of an immediate verification of the
image based on the hash value (if selected), andeator read errors.

Using this command is the recommended way to craatisk image. In order to image an

arbitrary range of sectors, you could select aosgange as a block and copy it to a file via Edit

Copy Block | Into New File, or use Tools | Disk T0¢ Clone Disk. The latter is particularly

useful to partially image hard disks with severggptal defects (not just ordinary bad sectors)
and can even copy sectors in reverse order.

The encryption algorithm optionally used in .eOlidence files is 256-bit AES/Rijndael, in
counter (CTR) mode. This allows for random reaceasawithin evidence files. This encryption
algorithm uses a 256-bit key that is digested \8itHA-256 from the 512-bit concatenation of the
SHA-256 of the password you specify and 256 bitsmptographically sound random input
(“salt™), which is stored in the header of the erde file. The 128-bit counter is randomized and
incremented per encryption block. The block siz&BS is 128 bits. An additional SHA-256 is
stored in the header as well and used later tardete whether a password, specified by the user
for decryption, is correct or not. The SHA-256 altfon is applied to a concatenation of the salt,
hashx, and hasly to compute this password verification hash, wherghx is the SHA-256 of
the user-supplied password and hgsé the SHA-256 of the concatenation of the usgpbed
password and hash

If you have WinHex assign a filename for a WinHeackup automatically, the file will be
created in the folder for backups (cf. General @), named with the next free "slot" according
to the Backup Manager's naming conventionsx(Whx"), and will be available in the Backup
Manager. If you explicitly specify a path and afiame, you can restore the backup or image
later using the Restore Backup command, and inaaslit backups WinHex will automatically
append the segment number to the filenames.
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8.7 Hints on Disk Cloning, Imaging, Image Restoration

Cloning or imaging with WinHex/X-Ways Forensics reakexact sector-wise, forensically sound
copies, including all unused space and slack spatémage is usually preferable to a clone, as
all data (and metadata such as timestamps) in agdnfile is protected from the operating
system.

If you clone/image a disk for backup purposestdrgvoid that the disk is being written to by the
operating system or other programs during the msce.g. by unmounting partitions that are
mounted as drive letters before starting. Suchewofierations are unavoidable, of course, if you
clone/image the disk that contains the active Wivelonstallation from where you execute
WinHex/X-Ways Forensics. If the source disk is lgewritten to during the process, the
clone/image may have an inconsistent state fronpdira of view of the operating system (e.g. it
may not be able to boot a Windows installation amgre). From a forensic standpoint, however,
when cloning/imaging a live system, although ihighly desirable that no writing occurs any
more, that should not be a major problem, as ydlugst an accurate snapshot of each and every
sector.

If the destination of cloning or image restoratisra partition that is mounted as a drive letter,
WinHex will try to clear all of Windows' internal uffers of that destination partition. If
nonetheless you don't see the new contents in Wisdexplorer on the destination after the
operation has complete, you may simply need toaeyaur system.

Note that WinHex does not dynamically change partisizes and adapt partitions to destination
disks larger or smaller than the source.

8.8 Backup Manager

Displays a list of previously created WinHex backuphe items can be listed in a chronological
or alphabetical order. Choose the backup you wdikd to restore. When that function
completes, the original file or sector contentshewn.

You can restore the backup

* into a temporary file first such that you will $tileed to save it,
» directly and immediately to the disk, or

* to anew file.

In the case of disk sectors you may also wish &zifpa different destination disk or a different
destination sector number. It is also possible rity @xtract a subset of the sectors from the
backup. (However, sectors at the beginning ebrapressed backup cannot be left out during
restoration.) If the backup was saved with a chetkand/or a digest, data authenticity is verified
before the sectors will be directly written to tisk.

The backup manager also allows to delete backupshwiou do not need any longer. Backups
that were created for internal use by the Undo candrcan be deleted by WinHex automatically

101



(cf. Undo Options).

Backup files that are maintained by the backup meanare located in the folder specified in the
General Options dialog. Their filenames arextwhx” where xxx is a unique three-digit
identification number. This number is displayedhia last column of the backup manager list.

8.9 Reconstructing RAID Systems

WinHex and X-Ways Forensics can internally destR#dD level 0 and level 5 systems as well
as JBOD consisting of up to 16 components (phydieadl disks or images). That way it is not
necessary to use scripts that unstripe and expdlid Rystems to a new image, saving you time
and drive space. Components that are availablenages need to be opened and interpreted
before you use this function. You need to seleetctbmponents in the correct order. WinHex lets
you specify the stripe size in sectors (often 1R&toleast a power of 2 like 32, 64, 256) and
different RAID header sizes per component (oftempdy 0).

The header is a reserved area at the start of @awent disk that some RAID controllers set
aside for their private data and thus must be eledurom the reconstruction. If there are a few
reserved sectors at the end of a component disls ast uncommon for JBOD, prior to the
reconstruction you would specify the number of altyuused sectors plus header size for each
component via Tools | Disk Tools | Set Disk Paranseds the "Sector count”.

You can usually tell that either the component grdee stripe size, the stripe pattern, or the
RAID header size was selected incorrectly when aditpns are detected or partitions with
unknown file systems or with file systems that aatrive interpreted properly.

When you add a reconstructed RAID system to a @skoptionally partitions opened from such
a RAID system), the selected RAID configurationgmaeters are saved with the evidence object,
which allows to access the RAID system instantliater sessions (forensic licenses only).

In RAID level 5, data is not only striped acrodscaimponent disks in a rotating pattern, but also
interspersed with parity blocks for redundancy. BAdvel 5 is implemented in different ways by
different RAID controller manufacturers in that yhemploy different stripe/parity patterns. The
supported patterns are the following:

Backward Parity a.k.a. Left Asynchronous (Adaptec)
Component1: 1 3 P
Component2: 2 P 5
Component3: P 4 6

o

Backward Dyna
Component 1:
Component 2:
Component 3:
Component 4:

3

ic Parity a.k.a. Left Synchronous (AMd Linux standard)
5
6
P
4

TWN R
o~ TO©
PR ERT
NEFRO
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Backward Delayed Parity (HP/Compaq)
Component1: 1 357 9 11 13 15
Component2: 2468 P P P P
Component3: P P P P 10 12 14 16

Forward Parity (a.k.a. Right Asynchronous)
Component1: P 3 5
Component2: 1 P 6
Component3: 2 4 P

Forward Dynamic Parity (a.k.a. Right Synchronous)
Component1: P 6 8 10
Component2: 1 P 9 11
Component3: 2 4 P 12
Component4: 3 57 P

The parity start component can be defined difféyerit necessary. To stick with the select
standard pattern, leave that value at 0. In ordetefine a non-standard parity start component,
specify the number of the component where theyp@ribcated first (1-based).

The delay with that the parity moves on HP/Compatrollers is most often 4 or 16, but freely
configurable.

If one of the RAID component disks is not availabjeu can reconstruct a RAID 5 system
nonetheless because one component is redundarglySislect a dummy substitute (one of the
other, available components of the same RAID system) asntigsing component and declare

that component “missing”!

8.10 Position Manager

The Position Manager maintains a list of file oskdoffsets and corresponding descriptions, also
called annotations. It is also used for search hits when not worlwith a case, butnuch less
powerful than a search hit list. Navigating fromeamntry to the next is easy if you press Ctrl+Left
and Ctrl+Right. You may enter new positions and eddelete existing entries. If a special offset
in a file is important to you because you, you add it to the Position Manager. This makes it a
lot easier to find it again later, and you do navérto remember it. Descriptions may be up to
8192 characters in size. An appropriate descriptavninstance could be “Data chunk begins
here!”. Optionally all positions maintained by tResition Manager can deghlighted in the
editor window in a unique color you specify, aneithdescriptions displayed in yellow tooltip
windows when the mouse cursor is moved over theon. ifay also add or edit positions with the
context menu of an edit window or by clicking theldie mouse button in an edit window.

Click the right mouse button in order to see a esninenu in the Position Manager. The context
menu provides additional commands. You may deleéel or save positions, even export the list
as HTML. If the position list in thgeneral Position Manager was changed, it is saved initae f

WinHex.pos when exiting WinHex, so that they are still avai&in the next session. Only search
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hits are not permanently saved, unless they hase édited via the context menu.

The complete documentation of the POS file forrsavailable from the WinHex homepage at
http://www.x-ways.net/winhex/

8.11 Data Interpreter

The Data Interpreter is a small window that offeossible translations for the data at the current
cursor position. Contrary to popular believe ameame WinHex users, it totally disregards any
block if selected and always interprets from th&elwhere the cursor is. The options dialog lets
you specify the data types to interpret. Thesevar®us integer data types (by default in decimal
notation, optionally hexadecimal or octal), thedminformat (8 bits of a byte), four floating-point
data types, assembler opcodes (Intel®), and daestyDates are always represented in their
original state exactly as stored. They are nevevexed to any local time.

The Data Interpreter is also capable of translatirggt data types back into hex values. Make
sure a file is open in an edit mode other than-tedgd mode, enter a new value in the Data
Interpreter, and predSNTER. The Data Interpreter will then enter the corregpiog hex values
into the edit window at the current cursor position

Right-click the data interpreter to bring up a exttmenu. This will let you switch between big-
endian and little-endian translation of integer dlwhting-point data. You may also choose
between decimal, octal, or hexadecimal integeresgmtation. This plus the digit grouping can
also be selected in the Data Interpreter Optioatodi

Hints:

» Some hex values cannot be translated into flogimigt numbers. For these hex values the
Data Interpreter displays NAN@t a number).

* Some hex values cannot be translated into valigsddihe value ranges of different date types
are more or less narrow.

* There are redundancies in the Intel® instructian which show up in the Data Interpreter as
duplication of both hex opcodes and mnemonics. tlFiggoint instructions are generally
displayed as F***,

* More detailed reference can be found in the Int&t@hitecture Software Developer’'s Manual
Volume 2: Instruction Set Reference, availableDFRormat on the Internet.

8.12 Useful Hints

« Menu commands that affect individual, selected g#gemthe directory browser or in a search
hit or bookmark list can be found in the contextnongéhat opens when you right-click such
items. You won't find such commands in the mainmen

» Use the mouse buttons as follows to define thekblid¢he context menu is switched off):

» Double-clicking left sets the block beginning.
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» Single-clicking right sets the block end.
» Double-clicking the right button clears the block.

You may want to define the block using the keybogdIFT +arrow keys orALT+1 and

ALT+2).

Use theT AB key to switch between hexadecimal and text mode.

Use the Ns key to switch between insert and overwrite mode.

ENTER displays the Start Center.

Esc aborts the current operation if any, otherwisardehe block, dismisses an active dialog

or template window.

PAUSE stops or continues the current operation.

F11 repeats the last Go To Offset commaguRL +F11 works in the opposite direction (from

the current position).

ALT++ is a variant of the Go To Offset command spedificed jump a certain number of

sectorgdown.

ALT +- is another variant specifically to jump a certainmber of sectorsp.

SHIFT +F7 switches between three character sets.

(SHIFT +)ALT +F11 repeats the last Move Block command.

CTRL+SHIFT +M invokes an open evidence object's annotations.

ALT+F2 recalculates the auto-hash (checksum or digdst) afile was modified.

ALT+LEFT andALT+RIGHT allow for switching between records within a teaipl (just as

the "<" and ">" buttons)ALT+HOME and ALT+END access the first and the last record,

respectively.

ALT+G moves the cursor in the edit window to the curtentplate position and closes the

template window.

CTRL +F9 opens the Access button menu (disk edit windovixg) .on

» Ability to specify how cooperative X-Ways Forenslmshaves during long operations (e.g.
hashing, searching) when competing with other meee for CPU time, by pressing Shift+
Ctrl+F5. 0 is the default setting (not speciallyperative). You could try values like 10,
25, 50, or 100 (maximum willingness to share CPde)i e.g. if X-Ways Forensics is
executed simultaneously by different users on #rmaesserver, for a fairer distribution of
CPU time.

WinHex accepts filenames specified in the commareldnd is drag-and-drop capable.

Use scripts to make your work with WinHex more @ént.

You can specify the name of a script as a commiaedplarameter.

“Invalid input”: When clicking OK in a dialog boxna getting the “Invalid input” error, pay

attention to what control item in the dialog bo)Isking, as the value in that item is the one

that is not accepted.

Switch from hexadecimal to decimal offset preseoaby clicking the offset numbers.

Try clicking the status bar cells (left and righbuse button).
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Appendix A: Template Definition

1 Header

The header of a template definition has the folfmpyiormat:

template” title"

[description " descri ption"]
[applies_to (file/disk/RAM)]
[fixed_start of f set]

[sector-aligned]
[requires of fset " hex val ues"]

[big-endian]

[hexadecimal/octal]

[read-only]

[multiple [ fixed overall size]]

/[ Put any general coments to the tenplate here.
begin

vari abl e decl arati ons
end

Tags in brackets are optional. The order of thes tiggirrelevant. Expressions must only be
enclosed in inverted commas if they contain spaegacters. Comments may appear anywhere in
a template definition. Characters following a deuslash are ignored by the parser.

The keywordapplies_to ~ must be followed by one and only one of the wdilds , disk , or
RAM WinHex issues a warning if you are going to usenaplate on data from a different source.

While by default templates start interpreting tlag¢adat the current cursor position when applied,
an optionafixed_start statement ensures interpretation always statteatpecified absolute
offset within the file or disk.

If the template applies to a disk, the keywasdctor-aligned ensures the template
interpretation starts at the beginning of the qursector, regardless of the exact cursor position.

Similar to theapplies_to  statement, thesquires statement enables WinHex to prevent an
erroneous application of a template definition &adthat does not match. Specify an offset and a
hex-value chain of an arbitrary length that ideesifthe data for which the template definition
was intended. For example, a valid master bootrdecan be recognized by the hex values
55 AA at offset OX1FE, an executable file by the kalues 4D 5A (“MZ”) at offset 0x0. There
may be multiple applies_to statements in a template definition header, whach all
considered.

The keywordbig-endian  causes all multi-byte integer and boolean varglethe template
definition to be read and written in big-endianarchigh-order byte first).
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The keyworchexadecimal causes all integer variables in the template di&finto be displayed
in hexadecimal notation.

The keywordread-only  ensures that the template can only be used to iegarut not to
manipulate data structures. The edit controls withe template will be grayed out.

If the keywordmultiple  is specified in the header, WinHex allows browsiagheighboring
data records while displaying the template. Thigunes that WinHex has knowledge of the
record's size. If it is not specified as a param&tdhemultiple  statement, WinHex assumes
the overall size of a template structure (=recaadbe the current position at the end of the
template interpretation less the base editing ositf this is a variable size, i.e. array sizes o
move parameters are determined dynamically by the vaflwariables, WinHex cannot browse to
precedent data records.

2 Body: Variable Declarations

The body of a template definition mainly consistsvariable declarations, similar to those in
programming languages. A declaration has the llasic

type "title"

wheretype can be one of the following:

e int8, uint8 = byte, intl6, uintl6, int24, uint24, i nt32,
uint32, uint48, int64,

e uint_flex,

e binary,

» float = single, real, double, longdouble = extended ,
e char, charl®, string, string16,

e zstring, zstring16,

* boole8 = boolean, boolel6, boole32,

* hex,

+ DOSDateTime, FileTime, OLEDateTime, SQLDateTime, UN IXDateTime =
time_t, JavaDateTime,

e GUID
tite  must only be enclosed in inverted commas if ittams space charactetsle = must not
consist only of digits. WinHex does not distingulsétween upper and lower case characters in
titles. 41 characters are used to identify a végiabmost.

type can be preceded by at most one member of eatle dblitowing modifier groups:

big-endian little-endian
hexadecimal decimal octal
read-only read-write

107



These modifiers only affect the immediately follogyivariable. They are redundant if they appear
in the header already.

The number at the end of a type nhame denotesabebeach variable (strings: of each character)
in bits. With charl6 and stringl6 , WinHex supports Unicode characters and strings.
However, Unicode characters other than the firs6 Z8NSl-equivalent characters are not
supported. The maximum string size that can beeédising a template is 8192 bytes.

The typesstring , stringl6 , andhex require an additional parameter that specifiesitiaber
of elements. This parameter may be a constant prewiously declared variable. If it is a
constant, it may be specified in hexadecimal fornwtich is recognized if the number is
preceded bgx.

You may declare arrays of variables by placingairay size in square brackets next to the type
or the title. Specify "unlimited" as the array stbemake the template stop only when the end of
file is encountered. The following two lines deelaa dynamically sized ASCII string, whose
length depends on the preceding variable:

uint8  "len"
char[len] "A string"

The same could be achieved by the following twdatations:

byte "len”

string len "A string"
The character~” can be used as placeholder for later replacenvéhtthe actual array element
number (see below). This does not apply to arrbgdar variables, since they are automatically
translated into a string.

Numerical parameters efring |, stringl6 , and hex variables as well as array size expnessio
may be specified in mathematical notation. Theyl W processed by the integrated formula
parser. Such expressions need to be enclosedadkeisa They must not contain space characters.
They may make use of previously declared integenlikes whose names do not contain space
characters either. Supported operations are additlp subtraction (-), multiplication (*), integer
division (/), modular division (%), bitwise AND (&pitwise OR (|), and bitwise XOR (*). Valid
mathematical expressions are for example (5*2+1jleml/(len2+4)). The result is always an
integer and must be a positive number.

zstring  andzstringlé  are null-terminated strings whose size is deteechidynamically at
run-time.

3 Body: Advanced Commands
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When enclosed in braces, several variable deadasatcomprise a block that can be used
repeatedly as a whole. Note, however, that blocksstrmot be nested in the current
implementation. The charactercan be used in a variable’s name as a placehbbddater
replacement with the actual repetition count. Thgomal numbering statement defines where
to begin counting (0 by default).

numbering 1

{

byte "len"
string len "String No. ~"
}H10]

In this example the actual variable names in theptate will be “String No. 1", “String No. 2,
..., “String No. 10". Instead of a constant numbferepetitions (10 in this example), you may also
specify “unlimited”. In that case WinHex will repethe block until the end of file is encountered.
“ExitLoop” can be used to break out of a loop ay aime. "Exit" terminates execution of the
template completely.

"IfEqual” is useful for the comparison of two exgs@ns. Operands can be either both numerical
values, be it constant values in decimal notatiomeger variables or a formulas, or byte
sequences given as text or hex values which arpa@d byte by byte. ASCII string expressions
must be enclosed in quotation marks, hex sequemces be preceded by a "Ox" identifier.
Formulas need to be enclosed in brackets.

{

byte Value

IfEqual Value 1
ExitLoop

EndIf

}[10]

An "IfEqual® command block is terminated with anntHf" statement. If the compared
expressions are equal, template interpretationress after "IfEqual”. Optionally, "IfEqual” can

be followed by an "Else" statement. The templategssor branches into the "Else" block if the
expressions are not equal. "IfEqual” commands mostbe nested. "IfGreater" is similar to
"IfEqual”. The condition is true if the first exgsion is greater than the second. Strings and hex
values are compared lexicographically.

In order to facilitate reading and navigating template, you may define groups of variables that
are separated by empty space in the dialog box:

section "...Section Title..."

endsection

Thesection , endsection , andnumbering statements do not advance the current position in
the data to be interpreted.

There are two commands that do not declare vasahther, but are explicitly used to change the
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current position. This can be done to skip irrefeé\data (forward movement) or to be able access
certain variables more than once as different tyfeskward movement). Use timeove n
statement to skip bytes from the current position, wheranay be negativegoto n  navigates

to the specified absolute position from the begignof the template interpretation (must be
positive). gotoex n  jumps to the specified absolute position basedhenstart of the data
window (e.g. file or disk).

The following example demonstrates how to accegariable both as a 32-bit integer and as a
four-part chain of hex values:

int32  "Disk serial number (decimal)"
move -4
hex 4  "Disk serial number (hex)"

4 Body: Flexible Integer Variables

A special variable type supported by templatesiris flex . This type allows to compose an
unsigned integer value from various individual biishin a 32-bit (4-byte) range in an arbitrary
order and is even more flexible than a so-callédiddd in the C programming language.

uint_flex requires an additional parameter strimgnverted commas that specifies exactly which
bits are used in which order, separated by comnibs. bit listed first becomes the most
significant bit (high value bit) in the resultingtéger, and it is not interpreted as a + or -
indicator. The bit listed last becomes the leagtificant bit in the resulting integer.

The bits are counted starting with 0. Bit O is Hitethat is the least significant bit of the 1stdoy
Bit 31 is the most significant bit of the fourthtby Thus, the definition is based on little-endian
philosophy.

For example,

uint_flex "15,14,13,12,11,10,9,8,7,6,5,4,3,2,1,0" " Standard 16-bit
integer”

is exactly the same aint16 , the common unsigned 16-bit integer variable.

uint_flex "31,30,29,28,27,26,25,24,23,22,21,20,19,1 8,17,16,15,14,13,12,
11,10,9,8,7,6,5,4,3,2,1,0" "Standard 32-bit integer !

Is exactly the same aint32 , the common unsigned 32-bit integer variable.

The benefit ofuint_flex , though, is that the number, the position, anduege order of all

bits can be chosen arbitrarily. For example,
uint_flex "7,15,23,31" "An unusual 4-bit integer"

composes a 4-bit integer out of the respective mmgtificant bits of each of the four bytes
involved. If these four bytes happen to be

FO AO OF OA =

11110000101000000000111100001010,

bit 7 is1, bit 15 is1, bit 23 is0, and bit 31 i<.
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So the resulting uint_flex 5100 =1*8 + 1*4 + 0*2 + 0*1 = 12.

Appendix B: Script Commands

Script commands are caseensitive. Comments may occur anywhere in a sfiiépand must be
preceded by two slashes. Parameters may be 25&ctdarlong at most. Where in doubt because
hex values, text strings (or even integer numbars) accepted as parameters, you may use
inverted commas (quotation marks) to enforce therpmetation of a parameter as text. Inverted
commas areequired if a text string or variable name contains onenare space characters, so
that all characters between the inverted commaseaognized as constitutiruge parameter.

Whereever numerical parameters are expected (ntegabers), the integrated formula parser
allows you to use mathematical expressions. Suphesgions need to be enclosed in brackets.
They must not contain space characters. They m&g mse of variables that can be interpreted
as integer numbers. Supported operations are addit), subtraction (-), multiplication (*),
integer division (/), modular division (%), bitwigd\D (&), bitwise OR (]), and bitwise XOR ().
Valid mathematical expressions are for example {8j2(MyVarl/(MyVar2+4)), or (-MyVar).

The following is a description of currently supmattscript commands, including example
parameters.

Create "D:\My File.txt" 1000
Creates the specified file with an initial file sinf 1000 bytes. If the file already exists, it is
overwritten.

Open "D:\My File.txt"
Open "D:\*.txt"
Opens the specified file(s). Specify "?" as theapaater to let the user select the file to open.

Open C:

Open D:

Opens the specified logical drive. Specify ":?"ths parameter to let the user select a logical
drive or physical disk to open.

Open 80h

Open 81h

Open 9Eh

Opens the specified physical media. Floppy disk Imening starts with 00h, fixed and removable
drive numbering with 80h, optical media numberinthv@Eh.

Optionally, you may pass a second parameter werQpen command that defines the edit mode
in which to open the file or media ("in-place" oedd-only").

CreateBackup
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Creates a WHX backup of the active file in its eutrstate.

CreateBackupEx 0 100000 650 true "F:\My backup.whx"

Creates a WHX backup of the active disk, from seBtthrough sector 1,000,000. The backup
file will be split automatically at a size of 650BVICompression is enabled (“true”). The output

file is specified as the last parameter.

If the backup file should not be split, specify ®the third parameter. To disable compression,
specify “false”. To have the Backup Manager autacally assign a filename and place the file in

the folder for backup files, specify "™ as the lpatameter.

Goto 0x128

Goto MyVariable

Moves the current cursor position to the hexadeciofiget 0x128. Alternatively, an existing
variable (up to 8 bytes large) can be interpreted aumeric value, too.

Move -100
Moves the current cursor position 100 bytes baeki(dal).

Write "Test"

Write OXODOA

Write MyVariable

Writes the four ASCII characters "Test" or the thwxadecimal values "ODOA" at the current
position (in overwrite mode). Can also write thatemts of a variable specified as the parameter.
Moves the current position forward by the numbebytes written. When the end of the file is
reached, to accomplish that, a null byte is appe&ndseful so that further Write commands don't
overwrite the last byte written by the previous ¥#&/command.

Write2

Identical to Write, but does not append a null biytee end of the file has been reached. So it is
not safe to assume that Write2 always moves themuposition forward by the number of bytes
written.

Insert "Test"
Functions just as the "Write" command, buingert mode. Must only be used wities.

Read MyVariable 10

Reads the 10 bytes from the current position intaréable named "MyVariable". If this variable
does not yet exist, it will be created. Up to 4Bedent variables allowed. Another way to create a
variable is the Assign command.

ReadLn MyVariable
Reads from the current position into a variable edrfMyVariable" until the next line break is
encountered. If the variable already exists, e svill be adjusted accordingly.

Close
Closes the active window without saving.
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CloseAll
Closes all windows without saving.

Save
Saves changes to the file or disk in the activedaim

SaveAs "C:\New Name.txt"
Saves the file in the active window under the dptipath. Specify "?" as the parameter to let
the user select the destination.

SaveAll
Saves changes in all windows.

Terminate
Aborts script execution.

Exit
Terminates script execution and ends WinHex.

ExitIfNoFilesOpen
Aborts script execution if no files are already iop& in WinHex.

Block 100 200

Block "My Variable 1" "My Variable 2"

Defines the block in the active window to run frooffset 100 to offset 200 (decimal).
Alternatively, existing variables (each up to 8ds/targe) can be interpreted as numeric values.

Block1 0x100
Defines the block beginning to be at the hexadecoffaet 0x100. A variable is allowed as the
parameter as well.

Block2 0x200
Defines the block end to be at the hexadecimalebf@x200. A variable is allowed as the
parameter as well.

Copy
Copies the currently defined block into the cliptubdf no block is defined, it works as known
from the Copy command in the Edit menu.

Cut
Cuts the currently defined block from the file gnds it into the clipboard.

Remove
Removes the currently defined block from the file.
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CopylIntoNewFile "D:\New File.dat"

CopyIntoNewFile "D:\File +MyVariable+.dat"

Copies the currently defined block into the spedfnew file, without using the clipboard. If no
block is defined, it works as known from the Comymmand in the Edit menu. Can copy disk
sectors as well as files. The new file will not &agomatically opened in another edit window.
Allows an unlimited number of "+" concatenationsthe parameter. A variable name will be
interpreted as an integer if not be larger thamtZ*2.6 Mio.). Useful for loops and file recovery.

Paste
Pastes the current clipboard contents at the dupesition in a file, without changing the current
position.

WriteClipboard
Writes the current clipboard contents at the curpsition in a file or within disk sectors,
without changing the current position, by overmgtithe data at the current position.

Convert Paraml Param2

Converts the data in the active file from one farmé& another one. Valid parameters are ANSI,
IBM, Binary, HexASCII, IntelHex, MotorolaS, Base6WUCode, LowerCase, UpperCase, and
hiberfil,, in combinations as known from the Coriveenu command.

AESEncrypt "My Password"
Encrypts the active file or disk, or selected bldbkreof, with the specified key (up to 32
characters long) with AES.

AESDecrypt "My Password"
Decrypts the active file or disk.

Find "John" [ MatchCase MatchWord Down Up BlockOnly SaveAllPos Unicode Wildcards]

Find 0x1234 Pown Up BlockOnly SaveAllPos Wildcards]

Searches in the active window for the name Joltheohexadecimal values 0x1234, respectively,
and stops at the first occurrence. Other paramaterspional. By default, WinHex searches the
entire file/disk. The optional parameters work aewn from usual WinHex search options.

ReplaceAll "Jon" "Don" [ MatchCase MatchWord Down Up BlockOnly Unicode Wildcards]
ReplaceAll 0OXOA 0xODOA Pown Up BlockOnly Wildcards]

Replaces all occurrences of either a string or thesianal values in the active file with something
else. Can only be applied to a disk if in in-placede.

IfFound

A boolean value that depends on whether or notldbe Find or ReplaceAll command was
successful. Place commands that shall be exectiteoimiething was found after the IfFound
command.

IfEqual MyVariable "Hello World"
IfEqual 0x12345678 MyVariable

114



IfEqual MyVariable 1000

IfEqual MyVariable MyOtherVariable

IfEqual MyVariable (10*MyOtherVariable)

Compares either two numerical integer values (eddem being a constant value, an integer
variable or a mathematical expression) or two Wéems ASCII strings, or hexadecimal values at
the binary level. Comparing two objects at the binaith a different length always returns False
as the result. If equal, the following commandd bé executed. If conditions must not be nested.

IfGreater MyVariable "Hello World"

IfGreater 0x12345678 MyVariable

IfGreater MyVariable 1000

IfGreater MyVariable MyOtherVariable

IfGreater MyVariable (10*MyOtherVariable)

Accepts the same parameters as IfEqual. If theé éire is greater than the second one, the
following commands will be executed. If conditiamsist not be nested.

Else
May occur after IfFound or IfEqual. Place commatidg shall be executed if nothing was found
or if the compared objects are not equal afteElse command.

EndIf
Ends conditional command execution (after IfFoufiefjual, IfGreater).

{...
ExitLoop
e}

xits a loop. A loop is defined by braces. Closimgces may be followed by an integer number
in square brackets, which determines the numbdoaygs to execute. This is may also be a
variable or the keyword "unlimited" (so the loopncanly be terminated with an ExitLoop
command). Loops must not be nested.

Example of a loop:
{ Write "Loop" }[10] will write the word "Loop" tentimes.

Label ContinueHere
Creates a label named "ContinueHere"

JumpTo ContinueHere
Continues script execution with the command follogvihat label.

NextObj
Switches cyclically to the next open window and sk the "active" window. E.g. if 3 windows
are open, and window #3 is active, NextObj will ma@d the active window.

ForAllObjDo
The following block of script commands (unEhdDo occurs) will be applied to all open files
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and disks.

CopyFile C:\A.dat D:\B.dat
Copies the contents of C:\A.dat into the file Dd&L

MoveFile C:\A.dat D:\B.dat
Moves the file C:\A.dat to D:\B.dat.

DeleteFile C:\A.dat
Surprisingly, deletes C:\A.dat.

InitFreeSpace

InitSlackSpace

Clears free space or slack on the current logicaled respectively, using the currently set
initialization settings. InitSlackSpace switches thive temporarily to in-place mode, thus saving
all pending changes.

InitMFTRecords

Clears unused MFT FILE records on the current kEgiive if it is formatted with NTFS, using
the currently set initialization settings. Simplged nothing on other file systems. The changes
are written immediately to the disk.

Assign MyVariable 12345

Assign MyVariable 0XODOA

Assign MyVariable "I like WinHex"

Assign MyVariable MyOtherVariable

Stores the specified integer number, binary daCW text, or other variable's contents in a
variable named "MyVariable". If this variable dasst yet exist, it will be created. Other ways to
create variables: e.g. Read, GetUserlnput, Inttd3irto 48 different variables allowed to exist
simultaneously.

Release MyVariable

Specifically disposes an existing variable. Mandato invoke only when more than 48 variables
with different names are to be used during the @xac of a script, so that earlier variables that
are not needed any more can be destroyed.

SetVarSize MyVariable 1

SetVarSize MyVariable 4

Explicitly sets the allocated memory size of a able at a given time, in bytes. This can be useful
e.g. for variables that hold integer values and &ha the result of a calculation, if this valugds

be written to a binary file with a fixed-lengthstture. Without SetVarSize, no assumption must
be made about the size of the variable. For instati,e number 300 could be stored in any
number of bytes larger than 1. If the new sizebgeBetVarSize is smaller than the old size, the
allocated memory is truncated. If the new sizaigér, the allocated memory is expanded. At any
rate, the value of the persisting bytes is retained
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GetUserlnput MyVariable "Please enter your name:"

Stores the ASCII text or binary data (0x...) sgedifby the user at script execution time (128
bytes at max.) in a variable named "MyVariable"eTiser is prompted by the message you
provide as the second parameter. If the variabés dmt yet exist, it will be created. Other ways
to create variables: Assign, Read.

GetUserlnputl MyIntegerVariable "Please enter your age:"
Works like GetUserlnput, but accepts and storeg ioeéger numbers.

Inc MyVariable
Interprets the variable as an integer (if not laip@an 8 bytes) and increments it by one. Useful
for loops.

Dec MyVariable
Interprets the variable as an integer (if not latban 8 bytes) and decrements it by one.

IntToStr MyStr MyInt

INtToStr MyStr 12345

Stores the decimal ASCII text representation of ititeger number specified as the second
parameter in a variable specified as the firstipatar.

StrTolnt MyInt MyStr
Stores the binary representation of the integerbmirspecified as a decimal ASCII string in the
second parameter in a variable specified as thegarameter.

StrCat MyString MyString2

StrCat MyString ".txt"

Appends one string to another. The second parammetgibe a variable or a constant string. The
first parameter must be a variable. The result gllsaved in the variable specified by the first
parameter and must not be longer than 255 chasacter

GetClusterAlloc MyStr

May be applied to a logical volume. Retrieves attak description of the current position's
allocation, e.g. which file is stored in the cutretuster, and saves that description in the
specified variable.

GetClusterAllocEx Intvar

May be applied to a logical volume. Retrieves arder value that indicated whether the cluster
at the current position is allocated (1) or not, @)d saves that description in the specified
variable.

GetClusterSize IntVar
May be applied to a logical volume. Retrieves tuster size and saves that value in the specified
integer variable.

InterpretimageAsDisk
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Treats a raw image or evidence file like the omdjiphysical disk or partition. Requires a
specialist or forensic license.

CalcHash HashType MyVariable

CalcHashEx HashType MyVariable

Calculates a hash as known from the command i tleés menu and stores it in the specified
variable (which will be created if it does not gatist). The HashType parameter must be one of
the following: CS8, CS16, CS32, CS64, CRC16, CRQ4@R5, SHA-1, SHA-256, PSCHF.
CalcHashEx in addition displays the hash in a diaodow.

MessageBox "Caution”
Displays a message box with the text "Caution” affiers the user an OK and a Cancel button.
Pressing the Cancel button will abort script exiecut

ExecuteScript "ScriptName"

Executes another script from within a running derigt the current execution point, e.g.
depending on a conditional statement. Calls toratbepts may be nested. When the called script
is finished, execution of the original script wié resumed with the next command. This feature
can help you structure your scripts more clearly.

Turbo On

Turbo Off

In turbo mode, most screen elements are not updiaigolg script execution and you are not able
to abort (e.g. by pressing Esc) or pause. This ataglerate script execution if a lot of simple
commands such as Move and NextObj are executetbmpa

Debug
All the following commands must be confirmed indivally by the user.

UselLogFile

Error messages are written into the log file "Sangplog” in the folder for temporary files. These
messages are not shown in a message box thataequser interaction. Useful especially when
running scripts on unattended remote computers.

CurrentPos

GetSize

unlimited

are keywords that act as a placeholders and magdxt where numeric parameters are required.
On script execution, CurrentPos stands for theectioffset in the active file or disk window and
GetSize for its size in bytes. unlimited actuatiygls for the number 2,147,483,647.

Appendix C: Master Boot Record

The Master Boot Record is located at the physiegiiriming of a hard disk, editable using the
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disk editor. It consists of a master bootstrap dévadode (446 bytes) and four subsequent,
identically structured partition records. Finalthe hexadecimal signature 55AA completes a
valid Master Boot Record.

The format of a partition record is as follows:

Offset | Size | Description

8 bit | A value of 80 designates an active partitio

8 bit | Partition start head

8 bit | Partition start sector (bits 0-5)

8 bit | Partition start track (bits 8,9 in “stagicsor” as bits 6,7
8 bit | Operating system indicator

8 bit | Partition end head

8 bit | Partition end sector (bits 0-5)

8 bit | Partition end track (bits 8,9 in “end setts bits 6,7)
32 bit| Sectors preceding partition

32 bit| Length of partition in sectors

O|o|N[o|a|dWIN|FR|O

Operating system indicators:
(hexadecimal, incomplete list)

00 | Empty partition-table entry

01 | DOS 12-bit FAT

04 | DOS 16-bit FAT (up to 32M)

05 | DOS 3.3+ extended partition

06 | DOS 3.31+ Large File System (16-bit FAT, ovel32

07 | Windows NT NTFES, OS/2 HPFS, Advanced Unix

08 | OS/2 v1.0-1.3, AIX bootable partition, SplitDeiv

09 | AIX data partition

0A |OS/2 Boot Manager

0B | Windows 95 with 32-bit FAT

0C | Windows 95 with 32-bit FAT (using LBA-mode INB Extensions)

OE | Logical-block-addressable VFAT (same as 06uliiig LBA-mode INT 13)
OF | Logical-block-addressable VFAT (same as 05usutg LBA-mode INT 13)
17 | Hidden NTFS partition

1B | Hidden Windows 95 FAT32 patrtition

1C | Hidden Windows 95 FAT32 partition (using LBA-n®UNT 13 extensions)
1E | Hidden LBA VFAT partition

42 | Dynamic disk volume

50 | OnTrack Disk Manager, read-only partition

51 | OnTrack Disk Manager, read/write partition

81 | Linux

82 | Linux Swap partition, Solaris (Unix)

83 | Linux native file system (ext2fs/xiafs)
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84

Hibernation partition

85

Linux EXT

86

FAT 16 volume/stripe set (Windows NT)

87

HPFS fault-tolerant mirrored partition, NTFS wole/stripe set

A0

Laptop hibernation partition

BE

Solaris boot partition

Co

DR-DOS/Novell DOS secured partition

C6

Corrupted FAT 16 volume/stripe set (Windows NT)

C7

Corrupted NTFS volume/stripe set

DE

DELL OEM partition

F2

DOS 3.3+ secondary partition

FE

IBM OEM partition
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