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1. Introduction and Motivation

Security for a digtributed environment is an ever-increasing problem, and seeking
solutions for web-based, digtributed, and agent-based gpplications is criticaly important,
and has been invedtigated from many different perspectives. In the past 5 years, role-
based approach to security for object-oriented models has customized the public
interface, dlowing different subsets of the public methods to be visble to different users
based on role. By catdoging these different subsets of methods across an entire class
library, it is possble to enforce, a runtime, this cusom behavior, in object-based, agent,
and didributed settings. Thus, an end user playing a role via a client gpplication can be
redricted as to which methods can be invoked, and the same dlient application will
consequently work different at different times and different locations based on role.

In the previous semegter, we incorporated the use of a security token to build a
JINI-based security system. This system could restrict the end-users access to the system
according to their user name/password, their roles and their locations (IP address).
However, our system had the following major limitations

1. From the user-role perspective, the user was either smply granted or denied the
ability to play certain roles,

2. From the role-method cal perspective, the role was ether smply granted or
denied the method cdll;

3. There were no tracking and andysis tools to keep track of the activities going on
in the system;

4. Theinterface of the security system was not user-friendly.

This semester we, therefore, strove for a more versatile and robust system by
extending our exising security modd to incorporate a solution to the above limitations.
The mgor extensons made this semester to increase the scope of the existing security
modd are the addition of “time and Sgnature condraints’ and the incluson of a “tracking
and andysistool”.

The two types of condrants, viz, Time constraints (TC) and Sgnature
constraints (SC) limit the accessibility of sysem resources by users depending on the
time a which the user plays a paticular role and the actud role that he plays. Time
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Constraints means that the action has to be peformed within vdid time intervas
Sgnature Constraints means that the roles invocation of a method is based on dlowable
vaues. These condraints control method invocations by limiting the time period of the
invocation (time condraints) and are based on the return and/or parameter vaues
(Sgnature condraints). Signature condraints ae independent of database integrity
condraints (which are the responghbility of the resource) and programming types (which
are the responsbility of the compiler/runtime environment). In our current verson of the
security system, users can play roles based on TC, and roles can access methods based on
TC aswdl as SC.

As an enhancement, the security system will kegp a dynamic tracking log to let
security officers trace dl the activities occurring in the whole environment. Likewise, a
datic andyss tool is employed to guarantee that the inner method cdls are consgtent
with the security policies.

To make the sysem more intuitive for the security officers, GUI improvements
were done to the existing security policy and authorization lists. GUI modifications were
aso done to the resource system to prevent illegal accesses by users to the system hence

meaking the system secure right from the log-in time.

In the remander of this report, we will firs introduce our new system
architecture, especidly our improvements to the security sysem in section 2. Then we
will illugrate the logic and implementation of the two core pats of the security sysem
viz,, the client (user) regidration and the condraint-based authorization in section 3. In
section 4, we will discuss the implementation of dgnaiure condraints and time
condraints. We will concentrate on the implementation of dynamic tracking ad datic
andyds tools in section 5. Findly, in section 6, we will conclude our work done in this
semester and propose some issues and enhancements for the future system. In the

appendices, we will include a user’s manuad and UML diagrams of the current system.



2. Softwar e Architecture and Improvement

In Figure 1, we represent the security-related clients and resources that comprise
our new sysem architecture. We have a Unified Security Resource (USR), which
provides role-based security support in Distributed Resource Environment (DRE). USR
provides four categories of services:

1. Security Policy Services define user roles (UR'S), register the resources, services
and methods, and grant access to roles for resources, services and/or methods.
Security Policy Services dso include severd methods that are provided for
resource servers to publish themsalves, their services and methods.

2. Security Authorization Services are utilized to maintain profiles on the dients
(eg. usars, tools, software agents, etc.) that are authorized and actively utilizing
non-security services. These sarvices dlow a security officer to grant users to
roles.

3. Security Regidration Services are utilized by dients a dart-up time for identity
registration (User id, 1P address and user role).

4. Security Tracking and Andyss Sevices are utilized by the security officers to
dynamicdly trace the activities in the security environment and daicdly andyse

the inner method cdlls of the resource server.

In addition to USR, there are two security dients bundled with the security
resource: a Security Policy Client (SPC) and a Security Authorization Client (SAC). SPC
endbles the security officer to manage user roles by granting/revoking privileges
(resource, service, and/or methods) to/from user roles and to support tracking and
andyss of defined security privileges SAC, on the other hand, enables the security
officer to authorize roles to end usars, and to assgn them negative and additiond
privileges. A Global Clock Resource' (GCR) is introduced to support time-constrained
access of resources (and their services and methods) by the user role. An Analysis Tool
Resource is provided for security officers to daticaly anadyze the inner method cdls of
the resource server and keep the consstency of the inner method cdls with the security

policies.

“We didn’t implement GCR this semester. We only put it in the conceptual model of this report.
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Figure 1: Security Clientsand Resourcesin Distributed Environment.

The prototype of our sysem has a USR and a resource system, the Course
Database Resource. The Course Database Resource comes with a server and a client. In
the srver, we have two services Read Services and Modification Services. Each of these
sarvices has a couple of methods. Please refer figure 2 for the list of services provided by
the resource server. The Course Database Resource Client is used to access USR for
regigering clients and accessing Course Database Server for actions. The focus of this
report will be on USR, and dl the different interactions that teke place with resource and
dients in dynamic environment. In Section 2.1, we will lig the sarvices and methods of
the USR. In Section 2.2, we will present the token-based interaction within the DRE
environment. Section 2.3 will consgder the process from the perspective of the resource

registering itsdlf, its services and its methods for a secure access.

2.1 TheUnified Security Resource (USR)

The Unified Security Resource (USR) is a repository for all static and dynamic security
information on roles, clients, resources, authorizations, etc., and is organized into a set of services, as given

inFigure 2.



SECURITY POLICY SERVICES

Regi ster Service

Regi ster _Resource(R_Id);

Regi ster_Service(R_Id, S Id);

Regi ster _Method(R_Id, S Id, MlId);
Regi ster_Signature(R_Id, S I1d, MId,
UnRegi st er _Resource(R_Id);

UnRegi ster _Service(R_Id, S 1d);
UnRegi ster _Method(R_Id, S_Id, MId);
Unr egi st er _Token( Token)

Query Privileges Service

Query_Resource();

Query_Met hod(R_Id);

Query_Met hodDesc(Token, R I1d, S Id, MId);

Check_Privil eges(Token, R_Id,
SI1d, Mld,

User Rol e Service

Creat e_New_Rol e(UR_Narme, UR Disc,

Del et e_Rol e(UR_Id);

Query_Rol e(UR_I d)

SECURITY AUTHORIZATION SERVICES

UR 1d);

Aut hori ze Role Service
Grant _Rol e(UR_1d, User_ld);

Si gnat);

Par anVal ueli st);

Constraint Service

DefineTC(R_Id, S_Id, MIld, SO);

DefineSC(R_Id, S_Id, MIld, SO;

CheckTC(UR_Id, R.Id, S.Id, MID,

CheckSC(UR_Id, R Id, S Id, MID, ParanVal uelist);

Grant - Revoke Service
Grant _Resource(UR_Id, R 1d);
Grant _Servi ce(UR_Id R 1d, S 1d);

Grant _Met hod( UR_I R I1d, S_Id, MlId);

Gant _SC(UR_I d, R I d, SId, MId, SO
Gant_TC(UR Id, RId, S Id, MId, TO
Revoke_Resource(UR_Id, R Id);
Revoke_Servi ce( UR d R Id, S_Id);

Revoke_Met hod( UR RId, SIid MId);

Revoke_SC(UR_I d, R Id, Sid, Mid, SO
Revoke TCG(UR Id, RId, S Id, MId, TC
SECURITY REGISTRATION SERVICES

Regi ster Client Service
Create_Token(User_Id, UR Id, Token);

Regi ster_Client(User_Id, IP_Addr, UR Id);
UnRegi ster_Client(User_ld, |IP_Addr, URId);
Isdient _Regi stered(Token);
Find_Cient(User_Id, |P_Addr);

Revoke_Rol e(UR_Id, User_ld);
SECURITY TRACKING AND ANALYSISSERVICES

Tracki ng Service
Logfile(Log String)

Cient Profile Service
Verify UR(User_Id, URId);
Query_dient(User_ld);
Erase_CQient(User_Id);
Find_Client(User_ld);
Find_All _dients();

Anal ysi s Service
Anal yze(Java C ass File)

Figure 2: The Services of USR.

Security Policy Services are utilized to define, track, and modify user roles to
dlow resources to regider their services and methods (and signatures), and to
grant/revoke access by user roles to resources, services, and/or methods with optiond
time and signature condraints. These sarvices are used by a security officer to define a
policy and by the resources (eg., database, Java server, etc.) to dynamicaly determine
whether a client has the permisson to execute a particular [resource, service, method]
under a time and/or sgnature condraint. There are five different security policy services.
Register for adlowing a resource to (un)register itsdf, its services, and their methods (and
sgnatures), which are used by a resource for secure access to its services, Query
Privilege for basc introgpection and verification of privileges, used by the security
officer via the security policy client and a runtime by the resource to verify whether the
client (via a token) has he permisson to invoke a method under a set of condraints, User
Role to dlow the security officer to define and deete user roles, Congraint to adlow
time and dgnaiure condraints to be defined by the security officer, and for these
congraints to be dynamicdly verified & runtime and, Grant-Revoke for esablishing

privileges, where a UR can be granted/revoked a resource, its services, and their methods,
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with or without time and Sgnature condraints. The security officer can access these
sarvices from Security Policy Client.

Security  Authorization Services are utilized to maintain profiles on the dients
(eg., usars, tools, software agents, eic.) that are authorized and actively utilizing nor:
security services, dlowing a security officer to authorize users to roles with or without
time congraints. There are two sarvices. Authorization Role for the security officer to
grant and revoke a role to a user with the provison that a user may be granted multiple
roles but must play only a dngle role when utilizing a dient gpplication; and, Client
Profile for the security officer to monitor and manage the dlients that have active
sessons. The security officer can access these sarvices from  Security  Authorization
Client.

Security Regidration Services are utilized by dients a dat-up time for identity
registration (client id, IP address, user role and access time), which alows a unique token
to be generated for each session of a client. The single service, Register Client, can dso
be utilized by the resource to decide whether the user can play the role, verify client
identity and by the security officer to monitor client activity via the security authorization
client.

Security Tracking and Andyss Services are utilized to dynamicdly track dl the
activities in the security environment and to daicdly andyze the inner method cdls of
the resource system. There are two sarvices: Tracking Service, which maintains a red-
time log file for the security officer to trace and monitor dl the successful ad
unsuccessful  activities (including user dgn-indgn-out, the status of user's access to
resource/service/method, the reason for access fallure or success, etc) in the security
environment. Analysis Service, which will hep the security officers to andyze the inner
method calls of the joining resource server and keep the consstency of actud method
cdls and the security policy. The security officer will use Tracking Service from Security
Policy Client and Anaysis Service from Anayss Client.



2.2 Security Enforcement for Executing Client Application

1 Logi n(user_id, pass_wd)
4 Return role list for this client
Resource :
. Security
Client 5 register_client(user_id, pass_wd, role) Registration
8 if within valid time, return token Services
6 Request
——————— a tim
* .
GCR 7 Return 2 Cient OK?
atine 3 getRol eLi st
12 return the (user_id)
result of the
Request ed actions ; : .
! 9 Re t tod t hi Dynamlc urlty
quest to do sonething ; S o
(token, paraneters) Tracking Authorization
Services
10 hasClientRight(role_id,
r_id, s_id, mid, date/tine,
mist -
parantist) Security
Resour ce .
Ser Policy
ver 11 Return Result of Services

constraint-based Check

* GCR has not been implemented this semester

Figure 3: Client Interactions and Service I nvocations.

The processng required by a dient gpplication that is joining the didributed
environment and subsequently attempting to access resources, is best illugtrated with an
example, which is given in Figure 3. In the firsg step in the process, the Course DB Client
must be authenticated to verify that the client has access to the desired resource. Then he
sects the specific user role that he wants to play in this sesson. After this, a token is
generated and assigned to the user for the sesson. To do so, the Course DB Client first
enters his user name and password. USR verifies his identity and returns him the roles he
can play in the current resource sysem. The Course DB Client then picks a role and
regigers with USR via the Register_Client method, which mugt verify that the user is in
the vdid time intervd for playing this role. USR then requests a globd time from GCR*
and then returns a token to the client via the Create _Token method. A new token is
generated each time a vaid user enters the system and begins a sesson. Since GCR
processes dl requests sequentidly, a unique time is adways returned, and hence the token
that conssts of User-1D, Role-1D, IP address, and aegtion time, is dways unique. Even if
the user has multiple sessons open a the same time from the same machine with the

same role, the creation time of the token distinguishes the sessons. Assuming that the
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regigration and token generation were successful and Course DB Client finds the desired
method from lookup service (can be JINI lookup service or CORBA lookup service), the
user can then attempt to utilize resources from the distributed agpplication, and in this
example, from the Course DB Resource. In the example of Figure 3, a proxy to the
method is returned, and the method is invoked with the parameters - Token and the
parameters required by the specific method. The Course Database Resource has two
criticdl geps to peform before executing RegisterCourse. Firg, CourseDB Resource
verifies that the Client has regisered with the security services. If this fals, a negative
result is sent back via the method invocation result. I this is successful, then the Course
Database Resource must perform a condraint-based check to verify if the user role can
access the method limited by sgnature condraints and/or time condraints (both may be
null), the Course Database Resource will return the result of the requested invocation to
the dient. The logic of Client (User) Authentication and Condraint-based Authorization
will be explaned in Section 3. All the activities in USR will be tracked dynamicaly by
the dynamic tracking tool in USR.

2.3 Participation of Resourcesin Security Paradigm

In our enforcement framework as presented in Figure 1, there is an implied
requirement that those resources that want to utilize the security cepabilities, must
publish themsdves to USR. Specificdly, each resource must regiser with the Security
Policy Services, so that the magter resource ligt, service ligt, and method list (and ther
ggnaures), can be modified to include resources as they dynamicdly enter the
environment. Resources must be dlowed to both register and un-regiser themsdves,
therr services, and methods (with signatures) via the Register service. For our example,
the Course Database Resource that we have utilized would need to register its Read and
Modification services and dl of their methods and sSgnatures. This regidration is criticd,
gnce it dores the relevant information via USR into a relaiond database system, which
is then accessble to a security officer usng ether the Security Policy Client or the
Security Authorization Client to establish and review security requirements.  This process
is illusrated in Fgure 4, with the enumeration of dl of the regider and unregister
methods. USR provides a set of methods to help the resource register or update its own

profile. Whenever the resource server is onling, it will use the methods provided by USR
10



to regiger (if this is the firg time it is online) or update (if it is regidered before) its own
profile in the database of security sysem. The security officer can dways unregister any
resource/service/method from Security Policy Client a any time.

In addition to this process, as we discussed in Section 2.2, the Course DB
Resource uses the USR a runtime to dynamicdly verify if the client is authorized to a

[resource, service, method] under optiona time and security congtraints.

Course DB L ookup
Resour ce Service
Regi st er _Resource(R_Id);
Regi ster_Service(R. Id, S_Id);
Regi ster _Method(R_Id, S_Id, MId);
Regi ster_Signature(R Id, S Id, MlId
Si gnature);
UnRegi st er _Resource(R_Id);
UnRegi ster _Service(R_Id, S_Id);
UnRegi ster _Method(R_Id, S_Id, MId);
1 Isdient _Regi stered(Token) 2 Return Result of IsCient_Registered(..)
3 Check_Privil eges(Token, R.Id, S_Id, 4 Return Result of Check_Privileges(.)
M_Id, ParanVal ueli st)
Security Security Security
Authorization Policy Registration
Services Services Services

Tracking and
Analysis

O w;mC

Figure 4: Resour ce I nteractions and Service | nvocations.

3. Implementation of Client (User) Registration and Congtraint-based Authorization

As we mentioned in Section 2, the core pats of USR ae Client (User)
Regidration and Condraint-based Authorization. In Section 3.1, we will discuss the logic
of Client (User) Regidration and in Section 3.2, we will discuss the logic of Condraint-
based Authorization.

3.1 Client (User) Registration

This pat of the security sysem verifies the identity of the user a login time
before the user can be alowed to access the resource that he is trying to access.

Following are the steps involved in client regigration/authentication (and figure 5 depicts
11



this process in the form of a flowchart):
1. User must input the user id and password firg.
Error: Incorrect user id or password or both.
2. If the user id and password are valid then a role ligt is brought to the user from
which he can sdect the role that he wants to assume. This role lig is the ligt of
roles that this user can possibly have for the gven resource.

Error: The user cannot assume any role for the given resource.

3. After he sdects a rale, the client will regiger with USR via the Register_Client()
method which will verify whether the user is in the vdid time interva to play this
role and then return atoken viathe Create_Token() method.

Error: The user cannot access the resource by thisrole ininvdid time intervd.

Here we give an example to illugrate the Client (User) Authentication process. Qi
is a user of Course Database System. When she darts a sesson, the system will first
prompt her to input her user name and password. If both the user name and password are
correct, she will be asked to sdect a role from the roles she can play in Course Database
System. Qi then sdects CSEUNndergrad role. Once she submits, USR then checks if she is
dlowed to play this role within the vdid time intervd. If so, USR finishes authentication

for her in this sesson and returns her a unique token to access Course Database System.
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password
incorrect

'y

and password
correct?

Allowable roles
for this user
or this resource

Saccess time
for the selected role
valid?

Register client
withthe
selected role

SLICCESS]

Figure5: Flowchart for Client (User) Authentication

3.2 Condgraint-Based Authorization

If the user passes the authentication check above, he can use the sarvices offered

by the resource. However, in order to be able to use any service, the user must have the

right to use it. The privileges to access resources and their sarvices (methods) are
determined by a policy, which is dictated by a Security Officer. A user can access a
sarvice (or method) if dl of the following are satisfied:

1

N o g bk~ 0w DN

Token isvdid

IPisvdid

IP condtraints are met with

No negative privilege s granted (to the user) to access that method?
Pogtive privilege is granted (to the role) to access the method

Time congtraints are met with, i.e. the accessiswithin the valid time interva

Sgnaure condraints are met with (given to the role) if there are any sgnaure

congraints defined for the method
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A flowchart for this kind of congtraint-based authorization is given below:

Start Constraint-Based
Authorization

Istoken valid?

Yes

No

»< Token expi red>

Ho » IPimva id)
No >~ IPconstraints
\\__are not met

ser has negative privilege
to access this service

Are |P constrain

negative privilege
granted to this user
or this service

y y y
(End Aulhorization)
Unsuccessfully
v h h

Spositive privilege
granted to thisrole
for this service2

No User does not have positive

rivilege to access this service
Yes Are signature No i gnature constraints mismatch
onstraints mef for this service for this user
) Time constraints mismatch
Aretime No for this service for this user
Qnstraints mej
Yes End Authorization

Successfull

ATe signature constraini
assigned to this user
for this service?

assigned to this user
for this service?

Figure6: Flowchart for Congraint-Based Authorization

The order followed while checking the above privileges and congraints is 1 to 7
(above). If an error is encountered at any of these checks then the user cannot access that

service (or method). These checks are described below in detall:

Token Check

This check is performed to verify the validity of the token to ensure that the token has
not expired. However, according to Prof. Demurjian’s feedback, we now set the token
expiraion timeto beinfinite.

Error: The token has expired.

2 In the new security model, we will not have a negative privilege check. We have, however, not removed it
from the code in case we might need it later. But since there are actually no negative privileges defined in
the database, the constraint-based authorization just skipsit.
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| P Constraint Check
This check is done in order to ensure that the user logs on to the sysem from the
permitted locations.

Error: The user cannot log on to the system from this location.

Negative Privileges Check

The negative privileges, given to a user, on ether a whole resource or a service
(method), disable that particular user from accessing that resource or service (method)
respectively.

Error: The user has a negative privilege for ether the whole resource or the service

(method) that he istrying to usein the given resource.

Positive Privileges Check

The podtive privileges are assgned to a dclient (role) in order to enable him to use a
resource or its methods.

Error: The client (role) does not have a postive privilege for the service (method)

that he istrying to use in the given resource,

Signature Constraints Check

Sgnature congdraints dlows to redrict the use of methods by dients (roles) in the
sysem depending upon the vaue of the sgnature passed as arguments and returned
asreturn value.

Error: The client (role) does not meet the dgnaure condraints for the service

(method) that he istrying to use in the given resource.

Time Constraints Check

Time condraints redrict the access of methods by dients (roles) in the sysem to a
limited time period.

Error: The client (role) does not meet the time condraints for the service (method)

that heistrying to usein the given resource.

We cite here an example to explain this process.
Condder that the role CSEDeptHead is assgned to user Ting, the role CSEFaculty is

15



assigned to users Ting and Steve and the role CSEUnNdergrad is assgned to usser Mumtaz.
Now consgder three methods, addCourse(), updateCourseCapacity() and
registerCourse() present in Course Database resource. If the security officer grants a
positive privilege to the roles, CSEDeptHead and CSEFaculty, to use addCourse() then
Ting may use this method if he Sgns in as ether CSEDeptHead or CSEFaculty. Next,
assume that updateCourseCapacity() takes as parameter an integer that represents the
enrollment capacity for a course and that both CSEDeptHead and CSEFaculty have a
pogtive privilege to use this method. A condraint is put on this parameter such that
CSEDeptHead may modify the enrollment cgpacity up to 40 whereas CSEFaculty may
do so only up to 30. Now Ting, as the CSEDeptHead may be able to update the
enrollment capacity of a course to 35; however, as a CSEFaculty he will not be able to
update the enrollment capacity to 35 (signature constraints). Next, suppose that a
condraint is put on the usage of registerCourse() method, which role CSEUndergrad has
a pogtive privilege to, such that this role can access this method only between Jan 1,
2001 and Feb 28, 2001. Now user Mumtaz will have a time constraint on the usage of
this method and she cannot access this method before or after this time period.

4. Implementation of Time Constraintsand Signature Constraints

Time Congraints and Signature Congraints are two mgor changes we made to
USR this semester. Time Condraints are used to limit the time period when a method can
be invoked. Signature Condraints are used to limit the vaues (return and parameter)
under which a method can be invoked.  Signature Condraints are different from database
integrity congraints. The limitation of Signature Condraints is based on the role, while
the limitation of database integrity condraints are for dl the roles.

41 TimeCongraints

In a lot of Studions, we need to limit the time when the client can access the
sysem. In the system last semedter, the system assumed that resource/service/method and
roleluser were vdid only for a certain period of time. We found it not reflecting the actud
gtuation and inflexible when we invesigated the security logic this semeder. In red life,
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the resources/servicesmethods themsdves do not expire, instead they just become
inaccessble for certain roles. It is, in fact, the definition of user roles access to them that
expires dter the vadid time period. The same logic dso applies to the definitions of user
and role. It is the assgnment of a role to a user that should expire instead of a user or a
role itsdf. This semester, we made modifications to the exising sysem to support this
more reasonable logic.

In the database schema, we added two more optiona time-reated columns to
tables that dore the rdationship, including user role, role_resource, role_service,
role_method and role_ip. These two columns will gore the vdid time intervd for the
rdevant access if there is any. For example in the role_method table, each tuple now
becomes [ur_id, r_id, m_id, begin_date, end_date] ingead of the previous smpligtic
tuple of [ur_id, r_id, m_id]. In the security server, we changed our client (user)
regigration logic and condraint-based authorization logic accordingly. These logic will
check if the access is in the vdid time period if there are any time condraints for the
access.  In both Security Policy Client and Security Authorization Client, we added
revant fields for the security officer to set up time condraints. In Figure 7, we give
examples of the changed Security Policy Client and Security Authorization Client.

Figure 7: Security Client with Time Congtraint Support
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4.2 Signature Congtraints

Signature Condraints basicdly are to extend role-based method invocation based
on dlowable data vaues (both return and parameters). It is very critica snce they will
dlow us to limit the conditions under which a method of a sarvice for a resource may be
invoked based on role. Usng Signature Condraints, multiple users can be alowed to
access the same method but in different ways based their roles. Take the following
scenario for an example: in the course database system, both faculty role and student role
should be able to query available courses. But in some trangtion period, the student role
should only have an access to the classes in the current semedter, while the faculty can
have an access to classes from both the current semester and the next semester for
reviewing purposes. It is the Signature Condraints that take care of this. When getClass()
method in the course database system is invoked, it will take the semester name as a
parameter. The security officer can add a signature condraint in Security Policy Client
for this method to limit the vadue of the semester name for these different roles. For the
faculty role, they can query classes from both the semedters, while the student role can
query classes only from the current semester.

In order to support the signature congraints, we changed the database, security
server, and policy client.

1. Database Changes: We added two more tables, signature and role_signature. We

required the resource server to publish and register its method signature informetion,
including the number of parameters each method is taking, the data type of each
parameter and its description. This information will be gtored in signature table. The
role_signature table is used to dore the assgnment of signature condraints to the
role. In order to support multiple parameters and future logic relationships of the
constraints to these parameters (AND, OR, NOT, etc) 3, we use a preformatted string
to keep the dgnature condraints for each method. The dgring is in the following
format:

NOT [parameter name, parameter data type, (parameter constraint)) AND/OR

The itdicized drings are optiond. The first two parts in the bracket are easy to

3 Asthefirst prototype of signature constraints, the current system only supports AND
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understand. The third part will change according to the data type. Each data type
needs to follow a rule. Now we accept three different data types. For STRING, the
parameter condraint should be an enumeration of accepted strings separated by
comma. For BOOLEAN, it should be True or Fase or both of them separated by
comma. For NUMBER, it should follow “min-max” (for example, 0-40) for one
range or one number for a specific vaue (for example, 30). Multiple ranges and
vaues will be separated by commas.

For example, in course database system, the method updateClassCapacity() takes
two parameters, one is the course number and the other is the new capacity. We now
add a congraint so the faculty role can only update the capacity of the class CSE123
and CSE124 up to 30. This condraint string will be as follows [course number,
STRING, (CSE123, CSE124)] AND [capacity, NUMBER, (0-30)].

. Security  Server Changes. We added severd new methods to support signature
condraints. signatureRegister() for the resource to regiser its sgnature information

for each method, grantMethodSignature() for assgning sgnaure condraints to a
role, revokeMethodSignature() for revoking the signature condraints from a role
and getMethodSignature for Security Policy Client to get the dgnature information
for the method. A method, changeToConstraintString will be provided to help the
resource server to change the method call to a preformatted input string, [parameter
name, parameter type, parameter value]. Two classes are added for parsing the
condrant gring and compare the condraint gring in the database with the input
gring. The parser will change the condraint string and input string to two vectors and
the comparator will match each parameter according to its data type and return a
Boolean expresson for the condraint-based authorization check. For example, when
the course database client usng faculty role is cdling a method, updateCeapacity by
updateCapacity(“CSE123", 35). The resource saver  will  firg  cdl
changeToCondrantString method to generae a dring like [Course Number,
STRING, (CSE123)] AND [capacity, NUMBER, (35)]. This dring will be a
parameter for the condraint-based authorization check together with the role id,
resource id and method id. There are condraints to both of two parameters. The
condraint-based authorization check will then parse this dring and the dgring
retrieved from the database to compare each parameter. Since CSE 123 is within
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(CSE 123, CSE 124), the first parameter check will return True. It continues to the
second parameter. Since 35 is out of 0-30 range, this parameter check will return
Fdse. The condraint string specifies that these two condraints are connected by

AND, s0 the comparator will return False to the congraint-based authorization check
and rgect the client’ s update to the class capacity.

. Security Policy Client Changes: The security officer will use the Security Policy
Client to add and remove sgnature condraints. To avoid possible illegd accesses, if

the method has not been assgned to the role, the security officer cannot set the
ggnature condraints. For different data types, GUI for assgning dgnaure is different
which makes the system user-friendlier. Security Policy Client will dso generate the
condraint string according to the security officer’s input and return to the security
sarver for putting it in the database. In Figure 8, we give examples of the changed
Security Policy Client GUI.
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Figure 8: Security Policy Client with support for Signature Constraint



5. Implementation of Tracking and Analysis Tools

5.1 Tracking Tool

Any security system cannot be caled perfectly secure unless dl the cals made to
the resources in the security system can be recorded and traced for any security
violaions. To dlow this fadlity in our sysem, we have developed a tracking tool that
will dynamicdly and autometicaly dat recording rdevant information about every
attempt that is made to access the resources by any clients. This tool will, therefore, let
security  officers monitor dl the activities that occur in the environment, right from the
time a dient dats a sesson with the security system till the time he logs out of the
system. This tool has been added to USR and the security officers can use this tool to
generdte a lig that contains dl such information from a specific Sart date to the current
date.

5.1.2 Implementation of Tracking Tool

Since dmog al of the security checks occur in the hasClientRight() method, the
mgor pat of the implementation of tracking tool has been incorporated within the
hasClientRight() method. Every time a client requests any kind of access to the system
resources, the checks described in section 3.1 or section 3.2 are performed, which
essentidly pass through the hasClientRight() method. All the key information, which is
ether passed through the parameters of the method caled (example, token), or is
generated by the system itsdf (example, time and date), or which reflects the gatus of the
access (success or error) etc. is recorded. Precisdly, the data recorded comprise of the

fallowing:

The date and time when the user tried to access the service
The IP address of the machine from where the user signed in
The user id of the dient

Theroleid of the user

A 0D P
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5. The token assgned to the user if the authentication check was successful (if the
authentication step was unsuccessful then the token is supposed to be *0')

The resource id that the user was ng

The service (or method id) that the user was trying to use

The status of the access viz.,, SUCCESS or ERROR

© © N ©

A precise description of the status (why an error was caused, €etc)

A table cdled log is maintained in the database, which keeps dl these data The
information can then be tracked a any time by the security officers through the security
policy dient.

Figure 9 shows the changed Security Policy Client to support the tracking tool
and dso gives an example of alog file generated through the security policy client.

etk

Figure 9: Security Palicy Client GUI and Output of Tracking Tool
5.2 AnalysisTool
Static Andysis Toal is an atempt to add introspection capabilities, which

augment the definitiona capabilities with andyses, to the Role-Based security system
prototype. The current approach to analyze the actual source code for each of the Java



resources that are developed, alows tracking not only the method on a resource that has
been directly authorized to arole, but dso the other resources and/or methods that are
cdled to redize a particular method. Clearly, a Significant assumption regarding the
availability of source code was made to conduct analysis. Such code will not typically be
available for alegacy or COTS gpplication. The developed Static Analysis Toal is the
initid verson of introgpection and analys's capatiilities.

The Static Andyss Tool andyzes aclass, which implements dl the methods of a
given resource. It ingpects dl the method definitions one after the other to find any other
method called indde the one under ingpection. When it finds such Stuetion, it does the
appropriate database queries to retrieve the Roles to which these methods are assigned. It
creates an dert message for each such finding in the result file. The result whether the
Authorized Roles for one method match with those for the other are reported back in the

result file

5.2.1 Implementation of Analysis Tool

The Static Analysis Tool ingpects a given Java dass in the following manner:

1. All the declared methods for that class are obtained.

2. Each method definition in the source code for that classis checked to locate any
cdl to the other method(s) of that class.

3. When located, an entry of dert messageis recorded in the result table,

4. Appropriate database queries are done to acquire the knowledge of the Rolesto
which the methods are assgned.

5. Theresultant Authorized Role sets of the outer and inner method are matched
againg each other.

6. Thereault isgored in the dert table in the output file.

7. Every timewhen thetool runs, it sores the results of the previous andyssin the
file"Static Anadyss Result Old.txt" and Soresthe new resultsin thefile
"Static Andyss Result Current.txt”.



Asthetool usesits own authorization for the security manager, and is
implemented with Java classesiit is cgpable of anayzing the Java classes defined for any

resource of the current prototype.

Following isalist of expected results obtained from Static Andysis

NO Roles Found..... : No Roles were defined for both the methods.
RolesMATCH Exactly : The Roles assgned for both the methods match exactly.

---—-MISMATCH ALERT ----: The outer or inner method have no Roles defined for

it, while the other one is having some Roles defined for it. This Stuation must be
ingpected to find the possible security violation.

---- MISMATCH ALERT (# of Roles) ---- : The Roles assgned to the outer method

form a subset of the Roles defined for the inner method. This Stuation must be
ingpected to find the possible security violation.

**** RolesMISMATCH **** : The Roles assgned to the inner method form a
subset of the Roles defined for the outer method. Thisis clearly the security violation,
gncetherolethat is not authorized for the inner method can call the same via outer
method, for which it is authorized.

Hence, the tool creates different types of alert messages according to the result of
Role matching for both the inner and outer method. The security officer should observe
and take a necessary step for each one of them.
In case of any “MISMATCH ALERT”, the security officer should ingpect the identifiers
and Role sats for both the methods. If a private method of that class, which is not
assigned to any of the Rolesin the system is calling a public method assigned for some
Roles, then that might not be a potentid security violation unless thet outer private
method is cdled ingde another public method. In such a caseif the Roles of that third
method do not match with those of the inner method, then that would prove as a security
threst.

Smilarly, if apublic method assigned to certain Rolesis caling a private method
may not be a security violation unless the inner method cdls athird public method. Here
again if the Rolesfor that third method do not match with those of the inner method, then

that would be a security violation.
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The“MISMATCH ALERT ( for # of Roles)” dso should be ingpected by security
officer to see whether the Roles for the outer method form a proper subset of the Roles

for the inner method.

The case of “Roles MISMATCH” should be avoided in any case asthat tellsthe
dear mismatch in the Roles for the inner and outer methods. This can be demonstrated

with an example below.

E.g. Weandyzed “UniverstyDBImpl”, which is the implementation of the methods of
the resource “ UniversityDB”. The andysis of this example can be seen in Figure 10.

public boolean registerCourse ....)
{

addCourse( token, course);

Rolesfor registerCourse() :
CSEUndergrad, ta
Rolesfor addCourse() :
CSEDeptHead

Tool reports
%% Roles MISMATCH ****”

Thisisindeed a security violaion !!

public boolean registerCourse ....)
{

getClassDescription( course,isCoursenumy;

Rolesfor registerCourse() :
CSEUndergrad, ta

Rolesfor getClassDescription () :

CSEDeptHead, CSEFaculty,
CSEUndergrad, ta

Tool reports
“---- MISMATCH ALERT (# of

Roles) ----"

No potentid security violation here.

Figure 10: Output of Analysis Tool in different scenarios
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Figure 11 is the screen shot for analysis client while the various dert messages for
different Stuations are depicted in Figure 12.
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Figure 11: Static Analysis Tool for Role-based Security System
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Figure 12:

Output of Static Analysis Tool for Role-based Security System
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6. Concluson and Proposed Future Work

6.1 Proposed Future Work

1. Mandatory Access Control (MAC) and Role-Based Access Control (RBAC). It will

be a good concept to make a system that combines the concepts of both RBAC and
MAC.

(We fedl that the best that can be done is to have a Role-based Model with MAC
feature. This would require changing our database schema to account for
classifications of database resources and security clearance levels of users.)

2. Cryptosysems. There are severd public and symmetric key cryptographic systems in
use that could be adapted to our security sysem. This is something that would need
to be done in order to have a credible security system.

3. JNI/CORBA bridge. The clients should be able to use resources/'servicesmethods
registered with CORBA as well as JNI i.e there should be a facility to share
resources/services/methods regardless of the middieware they are registered with.

(Sightly complicated. JINI resource needs to add CORBA support and CORBA

resource needs to add JINI support. There should be a way to coordinate this.)

4. Common Use Resource and Globa Clock. A common use resource is a resource

shared within a computing environment for whatever the reason. JNI and CORBA
should be able to share a common resource. A Globa Clock is a common resource
used to make sure that database entries are entered in the proper sequence in a
digributed environment. Implementing a Globa Clock as a common use resource is
an important improvement to our implementation.
(Kind of complicated. A brand new resource is needed and we should consider its
interaction with security server and other resources.)

5. Sngle Security Server. There should be only a sngle security server for dl the

resources regardless of the middieware.
(Very easy to change our current more sophisticated security server to CORBA
environment. The CORBA wrapper should be kept and the security server and client
implementations should be replaced.)

6. (Resource, sarvice, method) tuple. The (resource, method) pair should be changed to
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10.

11.

12.

a (resource, sarvice, method) tuple in order to identify each method. In the current
verson, the sarvice isignored.

(Not difficult, but need to be careful. The codes for supporting service is ready in the
security server and clients, extensive tests and debugging are needed for finally
putting it to use.)

OR and NOT Signature Condraints. The relation assumed amongst the sgnaure
congraints currently is that of AND. Future work should dlow OR and NOT rdations
aswdll.

(Easy to do. When we design the signature constraint implementation, we already
consider this. Small changes to parser and comparator classeswill be required.)

Return Type Condraints. Currently, only the arguments or parameters passed into

methods are being teken into congderaion while defining Sgnature condraints. In
the future, however, the return value must aso be consdered while defining sgnature
condraints.

(Easy to do. Changes in the database for storing return parameter and the constraints
on return parameter are needed.)

Expanding data types. The data types currently alowed for sgnature congdraints are

integer, booleen and String. In future, a condrant on dl other remaning primitive
data types (like float, long, etc) as well as more complicated data types like objects
should be adlowed.

(Support for primitive data types is simple to implement, but for more complicated
data type, it is difficult. We haven’t figured out a way to do this.)

Integrity Condraints. Set up integrity condraints on al dements of the resource
database. The integrity condraints are the limits to dl Signature Condraints and will
ensure database integyity.

(Very easy to do, and would be a good complement to the security model.)

Groups. The concept of group refers to several users coming together to use the same
resources. An example would be ateam of advisors for a single student.

(Not difficult. But need to clarify concepts before implementation.)

Condraints on Users. Currently, we only concern ourselves with the congtraints based

on role. However, there should be some way to assgn condraints to an individud.
(Very easy to implement. It can be done in the same way as negative privileges are

assigned to users.)
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13. Tracking Toal. In the Tracking Tool, currently a log file is returned based on a dart
date from where the data should be tracked. A future verson should dlow
information to be tracked based on any of the 9 different types of information
recorded (excluding perhaps, the status description).

(Very easy to implement. The required additions should be made to the logFile()
method in SecurityOfficerlmpl.java with the corresponding changes also made to the
Tracking tool GUI.)

14. Andyss Tool. Currently, the Static Anadyss Tool is cgpable of ingpecting
Authorized Roles for a given method of a resource. A future enhancement should dso
dlow andyss of combinaions of methods assgned to a Role, such that, when a Role
is authorized for a given set of methods, the tool should be able to test whether that
st is necessary and sufficient, and whether it causes any kind of security violation.

(Easy to do. Change the GUI interface to include tabs & drop-down menus for
"Select a Resource" & "Select a Role" in the Tool window to select a role from
existing roles for a given resource. Query the "role_method" table depending upon
the role selected. Then, make use of FileAnalysis and MatchRoleMethod classes to
analyse the methods assigned to the Role selected.)

15. Andyzing multiple source files The Staic Andyss Tool ingpects a single source
file, which defines a given Java dass implementing the resource methods. It should
be dtered to check a set of classes, which collectively redize that resource.

(Sightly complicated. An extensive use of java reflection package will be required. An
alternative could be to use compiler tools like Lex and Yacc, which are tools used to
generate lexical analyzers and parsers, to analyze the source code. )

16. Role Deconfliction This would be a function of the andyss tool where certain roles

cannot be present if other roles are present.

(Thiswill require a good understanding of the Chinese Wall Problem. For example, a
budget officer should not also be a procurement officer because the budget officer
would fund everything that he or she procures. There is a conflict of interest. The
conflicts would most likely be established in policy, so we would need a way to collect
and then check for these policy conflicts. We might want to call this Policy Constraint
Management.)

17. Agents. Our current security model cannot handle agents A good feature of the
system would be that it integrates our security prototype with an agent environment.



18. Date Sdection GUI. Scroll-down menus should be used for inputting dates rather

than letting the user input the dates through text box (as is done in the current verson)
S0 asto prevent the user from making any mistakes in the acceptable date formats.
(Easy to do. Only GUI changes are needed, but need to make sure every place has
been changed and throughout the system, the date format should be consistent.)

19. Role Assgnment GUI. The system should incorporate an FTP like double window

exchange configuration to make it esder for the security officer to sdect privileges
for auser role or rolesfor a user.
20. Solution to JNI’s problems. JINI development team should be contacted in order to

resolve JNI’s memory relocation problems on NT machine.

6.2 Concluson

This semester, we successfully extended the JNI security system. The mgor
changes we made to the system include:

1. Rewriting the GUI's of dl the clients to add drop-down menus a amost dl places
where user input is required. In addition, the sdections in the drop-down menus
ae made to be aways condstent with the most up-to-date informetion in the
database. The system is thus made user-friendlier, easy to use now and foolproof.

2. Dedgning and implementing the Sgnature congtraints concept from the very
beginning and successfully proving the prototype.

3. Redesigning and implementing the time congraints for the security system.

4. Addition of Dynamic Tracking and Static Analysis tools to the security system.

5. Fixing the bugsin the older system. The current version of our system ismuch
more unbreskable and robust as compared to the older version.

6. Designing and implementing Additiond Privilege for the security system. The
codes for both security server and clients are ready to use though the concept was
discarded |ater.

The user manua and UML documentation for the system are included in the Appendice



6.3 Work Breakdown by Student

We had a grest team of three members this semester. The work breskdown is as follows:

Qi Jin (Qi)

Qi continued her work from last semester. She helped other group members to
become familiar with the security modd and the previous security sysem. She was
dso regponsble for fixing bugs in the previous sysem. She desgned and
implemented Time Condrants She was the primay desgner of Sgnaure
Congraints. Qi rewrote GUI interfaces for the previous system (both security system
and course database system) and added new GUI interfaces to support new Time
Condraints and Signature Condraints festures. In addition to this, she aso designed
and implemented Additiond Privilege before it was removed from the security
model.

Mumtaz L chawala (M umtaz)

Mumtaz was responsble for designing and implementing the Tracking Tool in
the security system. She contributed to the implementation of Signature Condraints
by writing the mgor parser and comparator classes. She assisted in writing the GUI
interface for the Andyss Tool. Mumtaz adso modified the Authentication Client
GUIsto conceptually change the log-in process.

Nayana A Limaye

Nayana was the desgner of the Static Andyss Tool for the exiging Role-
based security sysem. She dso implemented the Static Andyss Tool to function
independently from JNI or CORBA. She added to the Tool, the Authorization of its
own to make it portable to any security system. She suggested some additions to
database schema, which Qi and Mumtaz implemented. These additions would be
helpful for the future verson of Static Andlyss Tool.
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Appendix A

User Manual torun the JINI Security System



Softwar e Requirements

1. JINI asthe lookup service
2. Oraclefor database

3. Java2 Patform SE v1.3 or greater

Required Directory and Files

When you digtribute the system on multiple machines, first you have to change
the corresponding batch files to make sure al the servers and clients can find JNI. Here
isaguide to put source/classfiles.

Security Server: commorV, server/ and startserver.bat

Security Policy Client: commor/, policy/ and startpolicy.bat

Security Authorization Client: commory, enforce/ and startenforce.bat
Course Database Server: commorV, dbserver/ and startdb.bat
Course Database Client: commorV, dbclient/ and startdbclient.bat

Static Andysis Tool: andysd, dbserver/, server/ and starttool .bat

Stepsto start the system

Note:

[1] One dways needsto have JNI in the environment.

[2] Onedways needsto run the Security Server in order to run any of the security
clients.

[3] One aways needsto run both Security Server and Course DB Server to run Course
DB dlient.

[4] The gatic andysistool does not require any other system components running.



Here are the steps to running the demo on the NT machine:
1. START JINI
From a DOS Command Prompt window:
a. C)\>cdfiles
b. Cifiles> gartgui
Thiswill give you aGUI for JNI, from thiswindow: go to FILE, then double
click (open) jini_win32_test.property, which will give you a new window
cdled" START SERVICE", do the following:
i. Inthe"Reggie" Tab, check thefallowing:
Codebase: make sure "hostname” is changed to "locahost™ or IP
address of this host
Log Directory: CAtmp\reggie logt## (mut fill in anew number for
### or delete the current number from “ C\tmp” directory)
ii. In“Run” tab, click
Start RMID
Start Web Server
Sat Reggie

If you see the screen like Figure A.1.1, JINI isup.

2. START Security Server
From a second DOS Command Prompt window:
a. D:\project> startserver
b. If you see the screen like figure A.1.2, the security server is up and registered with

JINI.



Figure A.1.2 Security Server isup

Figure A.1.3 Course Database
Server isup

Figure A.1 DOSwindowsfor starting JINI and servers

3. START Policy Client
From another DOS Command Prompt window:
a. D:\project> startpolicy
“Security Policy Client Authentication” frame will pop up. Input user
name and password first (default user: security_admin and default Passwd:
chongsong). Click on “Sdlect Role’, it will bring alist of roles. Sdect one of the
rolesand click OK. The Policy Client will pop up. See Figure A.2 for

Authentication frame and Security Policy Client.
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Figure A.2: Security Policy Client Authentication and GUI

Figure A.2: Security Policy Client Authentication and GUI

4. START Authorization Client
From another DOS Command Prompt window:
a. Diproject> sartenforce
“Security Authorization Client Authentication” frame will pop up. Input
user name and password firgt (default user: security admin and default Passwd:
chongsong). Click on “Sdect Role, it will bring alist of roles. Select one of the
roles and click OK. Security Authorization Client will pop up. See Figure A.3 for

Authentication frame and Security Authorization Client.
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Figure A.3: Security Authorization Client Authentication and GUI

Figure A.3: Security Authorization Client Authentication and GUI

. START Course Database Server

From another DOS Command Prompt window:
D:\project> startdb
If you see the screen like Figure A.1.3, the Course Database server is up and

registered with JINI.

. START Course Database Client

From another DOS Command Prompt window:
D:\project> startdbclient
“Course Database Client Authentication” frame will pop up. Input user
name and password first (see existing users and passwords). Click on “ Select
Role’, it will bring alist of roles. Select one of the roles and click OK. Course

Database Client will pop up. See Figure A.4 for Authentication frame and Course



Database client.
A lig of afew exigting users, and their corresponding passwords and roles
for the universitydb dient is as below:
< User: universitydb admin, Password: security, Role: universitydb admin
< Usar: steve, Password: steve, Role: CSEFaculty
< Usar: ting, Password: ting, Role: CSEDeptHead, CSEFaculty

< Usar: chip, Password: chip, Role: CSEUndergrad

-ﬂ-l.-...--.-..; Datshase Sestem Dhent, Uier Sng ok CSEDegiHead
Lﬂ_‘l Tuery Daishsss  Modiy Cosrse  Regeser Cosrses
feem TR [PRER.|PRER [SENE_ LoCAT | T | CaPi[ENRD |
Rale [ Falli  W8HE. THW11 |35 5 |

Exl

Figure A.4: Course Database Client Authentication and GUI

Figure A.4: Course Database Client Authentication and GUI

7. START Tracking Tool
Tracking tool is part of Security Policy Client. Start Security Policy Client as above.
Sdlect “Checking Tool” tab. Enter avalid date and click “Track”. It will prompt you

to go to “logfiletxt” for log information. See Figure A.5.3 for Tracking Tool tab.



8. START Static Analysis Tool
From aDOS Command Prompt window:

a. Di\project> starttool
“Authentication for Static Analysis Tool” dialog box will pop up. See Figure A.5.1.
Input user name and password. (User: security_admin and Password:chongsong )
Click OK. “Static Andlyss Tool for Role Based Security System” will pop up.
Click on“Sdect aFile’ tab and select the source file for the class, which you want to
andyze. The absolute path for the file will appear in atext window. Click “Check”.

See Figure A.5.2 Andysis Client.
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Figure A.5.1 Analysis Tool Authentication Figure A.5.2 Analysis Tool GUI
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Figure A.5.3 Tracking Tool GUI

Figure A.5: Analysis Tool Client GUI and Tracking Tool Tab
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Security System Database Schema

Figure B.1is ER diagram for Security System database.
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Figure B.1 ER diagram for Security System Database

Common classes (common package)

This package contains classes that are common to al the packages described below and
hence have been placed in a separate package accessible to al. UML class diagrams for
the classes in this package are in put in the other packages. The main classes and their

descriptions are asfollows

1. AuthenDialog(): GUI interface used for authentication of any client/user.
a2



2. Const(): Defines the congtants which are basicdly the Oracle JIDBC driver name; the
URL, ID and password for accessing the Oracle databases for the security resource
and the University resource; et. dl.

3. GuiUtil(): Definesthe utility gatic functionsfor dl GUIs.

4. Securitylnterface(): Thisinterface is used by dl the resource clients and resource
servers. The methods declared in this interface are implemented in the
SecurityOfficerImpl() class.

5. SecurityOfficerinterface(): Thisinterface is used by the security officer and the
methods declared in thisinterface are implemented in the SecurityOfficerlmpl () class.

6. SecurityException(): Thisis the exception dass which treats every exception reated
to security.

7. NoRightException(): Thisisthe exception class which is thrown when the client has
no right.

Security server (server package)

Figure B.2 isthe UML class diagram for Security Server. The main classes and their

descriptions are as follows:

1. sserver(): Itisaservice classthat publishesaproxy. Itisa"wrapper” classthat
handles publishing the service item for the security server.

2. SecuritySystemResourcel D(): This class defines dl the congtants which are required
by other classesin the server package and aso for filling out the method table when
the security system resource (server) is up.

3. SecurityOfficerlmpl(): It isaproxy object that will be downloaded by security clients.
This dassimplements dl the methods that are declared in the
SecurityOfficerInterface() and Securitylnterface() interface.

4. SringComparator(): This class has methods that are used by Signature Congraints
methods.

5. SringParser():This class has methods that are used by Signature Congraints
methods.
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FigureB.2 UML Class Diagram for Security Server



Palicy (policy package)

Figure B.3 isthe UML diagram for Security Policy Client. The main dassesin this

package adong with their descriptions are asfollows:

1. PolicyClient(): Thisclassis JNI wrapper for Security Policy Client.
2. policy(): GUI interface for creeting policies regarding creating roles; granting
resources, services, methods and |P sto roles; registering resources, services and

methods; querying resources, | P etc.; tracking access information; et. al.
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FigureB.3UML classdiagram for Security Policy Client




Enfor ce (enfor ce package)

Figure B.4 isthe UML diagram for Security Authorization Client. The main classesin
this package dong with their descriptions are as follows:

1. EnforceClient():This classis INI wrapper for Security Authorization Client.
2. enforce(): GUI interface for enforcing the policy which involves creating and erasing
users, granting roles, negative privileges and additiond privilegesto users, €. d.

Figure B.4 UML classdiagram for Security Authorization Client
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Course DB server (dbserver package)

Figure B.5isthe UML diagram for Course DB server. The Course DB is aresource to
which the security server will assgn aunique resource id onceiit is registered. This
package contains classes that implement the services offered by the Course DB resource.

The main classes in this package aong with their descriptions are as follows:

1. userver(): Itisaservice classthat publishes a proxy. It isa"wrapper” class that
handles publishing the service item for the University DB resource server.

2. UniversityDBResourcel D(): This class defines dl the constants which are required
by other classesin the dbserver package. These congants are dso used for filling out
the resource/service/method/s gnature tables when the University DB resource server
(dbserver) is up.

3. UniversityDBInterface(): It is an interface that declares the methods thet are offered
by the University DB resource.

4. UniversityDBImpl(): This dassimplements al the methods that are declared in the
UniversityDBInterface() interface.
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Course DB client (dbclient package)

Figure B.6 isthe UML diagram for Course DB Client. The Course DB dient isaclient of
the Course DB resource server. This package contains classes that are mainly the GUI
interfaces for use by the clients to access the Course DB resource server. The main

clasesin this package dong with thelr descriptions are as follows:

1. GUIFrame(): GUI interface for accessng the University DB server which involves
querying the database for courses; registering and dropping courses, adding,
modifying and removing courses, et. d.

2. DBClient(), DBClientWrapper(), Dinner(): JINI wrappers for Course Database
Client.

Figure B.6 UML classdiagram for Course DB Client



Analysis (analysis package)
Figure B.7 isthe UML diagram for Analysis Tool. This package has classes, which are
used by the Static Analysis Tool. The main classes and their descriptions are asfollows:

1. AnalysisTool(): The main GUI interface for selecting the file to be andyzed.
2. MatchRoleMethod(): Contains methods for performing analysis which involves
matching the methods that arole can take; et. d.

3. FileAnalysis(): This dass contains methods for fetching the inner method cdls from
the methods of agiven file
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FigureB.7 UML classdiagram for Analysis Tool
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