LH200DRG USER MANUAL OF WIRELESS ADSL2/2+ ROUTER MODEM

Wireless ADSL2/2+Router Modem

MODEL NO.: LH200DRG

User Manual
Version 1.0

Version Date: Sept., 2008

Document Number: TCD-3162UG



LH200DRG USER MANUAL OF WIRELESS ADSL2/2+ ROUTER MODEM

Table of Contents

GENERAL INFORMATION ..ottt n e 3
Package CONENIS........c.uuiiii it 3
Safety Instructions—Please read. .........cccccceviiiiiiiiiiniiiiie e 3
Front Panel VIEW ........coooiiiiiii et 4
BaCk Panel VIEW ..o 5

INSTALLING THE ROUTER....c.uiiiiiiie e 6
Connect the ADSL Line and Telephone...........ccccoviiienieiiiiiiee e, 6
Connect the PC t0 the ROULET ........cooiiiiieiiiiiiiee e 6
Connect the POWer AdapLer .........ccooiiiiiiiieiiiieee e 6

INSTALLATION DIAGRAM ..ottt 7

MOUNTING THE ROUTER ..ottt 8

CONFIGURING YOUR COMPUTER ...civiiiiiiiiiieiinee et 9
WINAOWS 2000.....cccci ittt e e s e e e e s snnbeeeeeeanes 9
WINAOWS XP .ttt e e e nraee e e 10

LOGGING INTO THE ROUTER ...ccuiiiiiiiiic et 11

INTERFACE SETUP... oottt e 12
INEEINEL. .. e e e e e 12

ATM VC & QOS....iiiiiiiiiiiiie et eee e e e es e ee e 12
ENCaPSUIALION ..o 13
LAN Lt 16
ROULET LOCAI TP 16
D [ USROS 17
WITBIESS e 18
AcCCESS PoiNt SEttiNgS......cvvvvee e 19
Multiple SSIDS SettiNGS......ccccivvireeeiiiiee e e 20
Wireless MAC Address Filter..........cocvviiieiiiiie s e, 21

ADVANCED SETUP ..oniiiiii et 22
FIFEWAIL ... 22
0] 11T ST 22
N AT et e e rre e 23
Q0SS e 26
VLAN ettt 27

Assign VLAN PVID for each Interface............ccccccvveeiiiiiinnnennnne, 27
DefiN€ VLAN GrOUP....ccieeiiiiiieeeeeiiiiiee e s ssiieee e e e snitaee e e e snnsanneeeeaneees 28
ADSL ..t 29

Page 1  Total 47 pages



LH200DRG USER MANUAL OF WIRELESS ADSL2/2+ ROUTER MODEM

ACCESS MANAGEMENT ...ttt eaa s 30
A CL e e e a e 30
I e 31

IP/MAC FIlteE ..ttt 31
APPLICAtION FIlEI.....ccoiiiiieiie e 33
(] I 1 = USRS 33
SNMP ... 34
UPIN P et 34
DDINS ..t a e e e e aaraean teean 35
CWMP ...ttt e e e et e e e raa e e e nr e e e nnreee s 36

MAINTENANCE oo e e 37
AAMINISTFALION ...vvviiiiiiiicec e ree e 37
TIME ZONE. ..ttt e e e e e e e s e reaaeas 37
T 01T 1= PP 38
SYS RESTAI. ....eeeiiieiiie e 39
DIAGNOSTICS. ...ttt ettt 39

ST AT U S e 40
DEVICE INFO v 40
SYSEEM L0 . tiiieiiiie it 40
0] = 11 1S 1o SRSSPPRR 41

APPENDIX TROUBLESHOOTING.......cuuttiiiiiiiiiiiiiiieieeeeeeeeeee e 42
Using LEDs to Diagnose Problems..........ccccccveveeiiiiiiiee e 42
Can’t Access Web Configuration..........ccccoecuvereeeeiiiieee e 43
Forgotten Login Username and PassWord............ccccceevvvveneesiiiiieneeens 44
Can’'t AcCess LAN INterfaCe........ccuvuvvieeiiiiiiie e 44
Can’'t AcCesS WAN INLEIfACE. ........cuuiiiee it 44
Can’'t AcCess the INtEMMEeL...........ovvee i 45
Can’t Access Remote Management..........uueeeeiiiiiiiniiniieeeeeeeeeeeeees veeee 46
Can’t Access Remote Node CONNECioN.........cccccvveeeeeiiiiiiieeeesis eveeens 46

Page 2  Total 47 pages



LH200DRG USER MANUAL OF WIRELESS ADSL2/2+ ROUTER MODEM

General Information

The 4-Port Wireless Ethernet Router features 4 LAN ports and
wireless ability.

Package Contents

The package includes one of each of the following items—

4-Port wireless Ethernet router Modem
12 VAC AC power adapter

RJ-11 telephone cable

RJ-45 Ethernet cable

Splitter

CD for User Manual

Quick Guide

r! | Safety Instructions—please read.

Place your router on a flat surface close to the cables in a
location with sufficient ventilation.

To prevent overheating, do not obstruct the ventilation
openings of this equipment.

Plug this equipment into a surge protector to reduce the risk
of damage from power surges and lightning strikes.

Operate this equipment only from an electrical outlet with
the correct power source as indicated on the adapter.

Do not open the cover of this equipment. Opening the
cover will void any warranties on the equipment.

Unplug equipment first before cleaning. A damp cloth can

be used to clean the equipment. Do not use liquid / aerosol
cleaners or magnetic / static cleaning devices.
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| Front Panel View

LED Mode Indication
Off Wireless is disabled.
WLAN Blinking Wireless is enabled or wireless traffic.
On ADSL link established and active.
Link BIir_lking ADSL is not connected.
Quick ADSL is trying to establish link.
blinking
ACT off ' ADSL is ngt connected.
blinking ADSL traffic.
On Router is connected to the LAN.
LAN1- off No connection to the LAN. Check if the LAN
LAN4 cable is connected to the router.
Blinking LAN traffic
On Router is powered on.
POWER off Router is not powered. Check if the router is

plugged in and if the power switch is turned on.
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| Back Panel View

Port Description
On / Off Press to turn the router on and off.
Power Connects to a 12 VAC AC power adapter.
LANT-LAN4 RJ-45 connects the unit to an Ethernet device such as a
PC or a switch.
Reset Restart—press the button for less than 4 seconds.
Default settings—press the button for 4 seconds or longer
Line RJ-11 cable connects to the splitter provided.
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Installing the Router

Connect the ADSL Line and Telephone

An RJ-11 cable will be connected to the wall phone jack and the
Line - end of the splitter. Connect another RJ-11 phone wire from
the modem-end of the splitter to the port labeled “line” on the
router. The third RJ-11 phone wire will be needed to connect the
telephone to the phone-end of the splitter.

r_ Ty r_ Ty

CHH

LINE HODEH PHONE

NOTE: See connections on the installation diagram.

| Connect the PC to the Router |

Use the Ethernet cable to connect your computer directly to the
router. Connect one end of the Ethernet cable to one of the ports
labeled LAN on the rear panel of the router and connect the
other end to the Ethernet port of your compute. Attach any
additional PCs to the router using RJ-45 cables to the port
labeled LAN on the rear panel of the router.

| Connect the Power Adapter |

Complete the process by connecting the AC power adapter to the
POWER connector on the back of the device and plug the adapter
into a wall outlet or power strip. Then turn on and boot up your

PC and any LAN devices, such as hubs or switches, and any
computers connected to them.
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Installation Diagram
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Mounting the Router

The router can be mounted on the wall with the screws provided.
Mounting can be done on wall material including concrete, wood,
or drywall. Select an appropriate location free from obstructions
or any possible interference. Make sure the cables can be easily
attached to the router without strain. The illustration below shows
how to mount the router horizontally on a wall.

Harizzonlal Mounting |

e
haounting Hokes

mcuntimg Screws

Cancrala, Wood,
o Dirywecall

17d i

k)
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Configuring Your Computer

Prior to accessing the router through the LAN port, note the
following necessary configurations—

Your PC’ s TCP/IP address: 192.168.1.__ (The last number
Is any number between 2 and 254)

The router’'s default IP address: 192.168.1.1

Subnet mask: 255.255.255.0

Below are the procedures for configuring your computer. Follow
the instructions for the operating system that you are using.

[ Windows 2000 |

1. Inthe Windows taskbar, click on the Start button and point
to Settings, Control Panel, and Network and Dial-up
Connections (in that order).

2. Click on Local Area Connection. When you have the Local
Area Connection Status window open, click on Properties.

3. Listed in the window are the installed network components.
If the list includes Internet Protocol (TCP/IP), then the
protocol has already been enabled, and you can skip to
Step 10.

4. If Internet Protocol (TCP/IP) does not appear as an
installed component, then click on Install.

5. Inthe Select Network Component Type window, click on
protocol and then the Add button.

6. Select Internet Protocol (TCP/IP) from the list and then click
on OK.

7. If prompted to restart your computer with the new settings,
click OK.
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8. After your computer restarts, click on the Network and Dial- up
Connections icon again, and right click on the Local
Area Connection icon and then select Properties.

9. Inthe Local Area Connection Properties dialog box, select
Internet Protocol (TCP/IP) and then click on Properties.

10. Inthe Internet Protocol (TCP/IP) Properties dialog box,
click in the radio button labeled Use the following IP address
and type 192.168.1.x (where x is any number between 2
and 254) and 255.255.255.0 in the IP address field and
Subnet Mask field.

11. Click on OK twice to save your changes and then close the
Control Panel.

| Windows XP |

1. Inthe Windows taskbar, click on the Start button and point
to Settings and then click Network Connections.

2. Inthe Network Connections window, right click on the Local
Area Connection icon and click on properties.

3. Listed in the Local Area Connection window are the
installed network components. Make sure the box for
Internet Protocol (TCP/IP) is checked and then click on
Properties.

4. In the Internet Protocol (TCP/IP) Properties dialog box, click
in the radio button labeled Use the following IP address and
type 192.168.1.x (where x is any number between 2 and
254) and 255.255.255.0 in the IP address field and Subnet Mask
field.

5. Click on OK twice to save your changes and then close the
Control Panel.
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Logging into the Router

This section explains how to login to your router using the
following steps—

1. Launch your web browser.
2. Enter the URL http://192.168.1.1 in the address bar and click on
Enter.

A login screen like the one below will be displayed after you
connect to the user interface.

Connect to 192.168.1.1 (2]E3
.
Al t-‘
Lser name: €2 Admin ™
Password; ssenel

[v] Remember my password

| ok || cancel |

3. Enter your user name and password, and then click on OK
to display the user interface.

A NOTE: There is one default user name and password
combinations. The user / user name and password
combination can display device status. The admin /
admin combination can perform all functions.
Passwords can be changed at any time.
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Interface Setup

This section of the user manual is on the Interface configurations
of the router. The under Interface Setup are Internet, LAN and
Wireless.

| Internet |

The Internet Configuration screen allows you to configure the
ATM VC and Encapsulation.

Quick Advanced Access

ik eriacy Start Setup Management Maintenance Status Help

ATM YC

“irtual Circuit : IPVCD vl P%Ca Summary I

Status % activated {7 Deactivated
WP (range: O~255)

Wl |39 (range: 1~65535)
QoS

AT QoS |UBR x

PCR: |0 cellsizecond

SCR: l[] cellzizecond
MBS IG cells

Encapsulati

ISP ;€ Dynamic IP Address
7 Static IP Address
7 PRPOAPPPOE
o Briclge Mode
Bridge Mode

Encapsulstion : |1483 Bridged PLLC = |

SANE |

1. ATMVC & QoS

The ATM PVC Configuration screen allows you to configure an
ATM PVC identifier (VPI and VCI) and select a ATM QoS service

category.

Asynchronous transfer mode (ATM) is a protocol that arranges data into small,
uniform-sized cells with VCI data, as opposed to variable-sized data packets. ATM
settings are used to connect to your ISP. Your ISP provides your VPI and VCI
setting information. You can configure up to 8 virtual circuits (VC), each using
different encapsulations, if you apply for 8 different VCs from your ISP. You must
activate each VC for it to take effect. For permanent virtual circuit (PVC)

management, you can use ATM Quality of Service (QoS) to set up each PVC traffic

line's priority.
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Verify the following values with your ISP before you change them.

LABEL DESCRIPTION
Virtual Circuit Select the PVC you wish to modify.
Status Each PVC can be toggled Activated or Deactivate.
VPI Enter the VPI here. VPI can range from 0 to 255.
VCI Enter the VCI here. VCI can range from 1 to 65535.
ATM QoS Select the QoS type for the PVC in question from the dropdown list.
PCR Enter the PCR here. For all QoS types.
SCR Enter the SCR here. Only for rtVBR and nrtVBR.
MBS Enter the MBS here. Only for rtVBR and nrtVBR.

The PVCs Summary button opens a new window that displays the current
PVC settings.

2. Encapsulation

Encapsulation

ISP ¥ Dynamic IP Address
" Static IP Address
" PPPoAJPPPQE
- Bridge Mode

Select the encapsulation protocol your ISP uses. The following section will
vary depending on which encapsulation protocol you select.

& Dynamic IP Address

ymamic IP

Encapsulation : |1483 Bridged PLLC =]
Bridge Interface : ' activated  Deactivated

MAT : IEnabIe 'I

Defautt Route : (7 ves & pg

TCP MTU Cytion - TCP MTU(D:defaurtjl':' bytes
Dynamic Route © | RIP1 ﬂDirectiu:unl Mone j
huticast : | Dizahbled vl
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The following table describes the labels in this screen.

LABEL

DESCRIPTION

Encapsulation

Select your encapsulation type from the dropdown list.

NAT

Select whether NAT is Enabled or Disabled.

Default Route

Select whether this PVC will be the default route for Internet data.

Dynamic Route

Select the RIP type and direction from the dropdown lists.

Multicast

Select the multicast protocol you wish to use from the dropdown list.

¢ Static IP Address

Static IP

Encapsulation : | 1483 Routed IP LLC(Po2) x|
Static IP Address : [0.0.0.0

jo.ono
jo.000
NAT I Enakle = I

Default Route : (% vas © Mg
TCP MTU Option : TCp MTLI(D:defauttle hytes

Dynamic Route @ | RIP1 - DirectignlNDl'lE vl
Multicast : | Dizakled vl

IP Subnet Mask

Gatennay

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Encapsulation

Select your encapsulation type from the dropdown list.

Static I[P Address

Enter the static IP Address here.

IP Subnet Mask

Enter the IP Subnet Mask here.

Gateway

Enter the Gateway address here.

NAT

Select whether NAT is Enabled or Disabled.

Default Route

Select whether this PVC will be the default route for Internet

Dynamic Route

Select the RIP type and direction from the dropdown lists.

Multicast

Select the multicast protocol you wish to use from the

Your ISP should provide the above information.
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¢ PPPOE/PPPOA

PPPoOEFPFPFPoA

Servicename : I

Uszername : I

Passward |

Encapsulation : IPPPDE LLC vI

Bridge Interface © ' activated ™ Deactivated
Connection Setting

Connection: 7 slways On (Recommended)
% Connect On-Demand [Cloze if idle forIU minute:s)
. Connect Manually

TCP MSS Option : TCp MSS(u:defaun)lﬂ bytes
IP Address

Get IP Address: &% static © Dynamic

SteticIP Adtbess: 0000
PSubnethask: o000
Gateway IW
MaT: [Enakle =]
Defaut Route .  ves g
TCP MTU Option : TCp MTU(D:defauIt)IU bytes
Dynamic Route ;| RIP1 ﬂDirecﬁgnl Mone ;I
dulticast : W

MAC Spoofing . Enabled ©* Disabled

IDD:DD: 00000000

The following table describes the labels in this screen.

LABEL DESCRIPTION
Username Enter your username here.
Password Enter your password here.
Encapsulation Select your encapsulation type from the dropdown list.
Connection Select whether your connection is always on or if it connects
on

demand. If on demand, specify how many minutes the

TCP MSS Option Enter the TCP MSS you wish to use here.

Get IP Address Choose whether the device obtains the IP address statically or|
dynamically.

Static IP Address Enter the static IP address here. Only if you chose Static

IP Subnet Mask Enter the IP subnet mask here. Only if you chose Static

Gateway Enter the gateway here. Only if you chose Static above.

NAT Select whether NAT is Enabled or Disabled.

Default Route Select whether this PVC will be the default route for Internet

Dynamic Route Select the RIP type and direction from the dropdown lists.

Multicast Select the multicast protocol you wish to use from the

Your ISP should provide the above information. Note that you must enter
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the user name exactly as your ISP assigned it. If the assigned name is in
the form of user@domain where domain identifies a service name, enter it
exactly as given.

¢ Bridge Mode

Bridge Mode

Encapsulation: |1483 Bridged PLLC =]

The following table describes the labels in this screen.

LABEL DESCRIPTION

Encapsulation Select your encapsulation type from the dropdown list.

LAN

You can configure the DSL Router IP address and Subnet Mask for the
LAN interface to correspond your LAN'’s IP Subnet. When you are done
making changes, click on SAVE to save your changes or CANCEL to
reset the fields to their original states.

Quick Advanced Access

Interface Start Setup Management Maintenance  Status Help

Router Local IP

IP Address |1 9216511
1P Subret Mazsk I255.255 2550

Dynamic Route : |RIP2-B ﬂDirecﬁgnlNDnE j

Mutticast ; |Disabled l

IGMP Snoop ;% Disabied  Enabled

DHCP

DHCP . ¥ Disabled { Enabled © Relay

SAVEl CAMCEL |

1. Router Local IP

Router Local IP

IF Address : |1 92163.1.1

IP Subnet Mask |255.255.255.EI

Cynamic Rouwte : |RIP2-B 'IDirectiDnINDnE vI
hulticast ; | Disabled TI

IGMP Snoop % Disabled ¢ Enabled
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The following table describes the labels in this screen.

LABEL DESCRIPTION
IP Address Enter the IP address you wish to use with your LAN here.
IP Subnet Mask Enter the IP subnet mask you wish to use with your LAN here.
Dynamic Route Select the Routing Information Protocol (RIP) you wish to use from the

dropdown list and the direction you want from the dropdown list. The

RIP and direction options are described below.

Multicast Select the multicast protocol you wish to use from the dropdown list.
IGMP Snoop Select whether IGMP Snoop is Enabled or Disabled.
2. DHCP

Dynamic Host Control Protocol (DHCP), when enabled, gives out IP
addresses to a device that requests an IP address to be logged on to the
network as it boots up. A device must be configured as a DHCP client to
obtain the IP address automatically. The DHCP address pool contains the
range of the IP address that will automatically be assigned to the clients
on the network.

DHCP

DHCP: &% Disabled © Enabled © Relay

The next screen will vary depending on the DHCP option you selected.

€ Enabled DHCP
The following screen will appear if you selected Enabled in the

DHCP Server field.

DHCP

DHCP: €7 Disabled © Enabled  Relay
DHCP Server

Starting IP Address |1 92165.1.2 Current Pool Summary

IP Poal Court IEIEI

Leasze Time : IESQ?UU seconds (0 sets to default value of 2592000

DHS

DhE Relay IUSE Auto Dizcovered DNS Server Only j
Primary DNS Server :INIA
Secondary DMS Server INJ’A
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The following table describes the labels in this screen.

LABEL DESCRIPTION

Starting IP Address Enter the starting IP address you wish to use as the DHCP server's IP
assignment.

IP Pool Count Enter the maximum user pool size you wish to allow.

Lease Time Enter the amount of time you wish to lease out a given IP address.

DNS Relay Select the DNS relay option you wish to use from the dropdown list.

Primary DNS Server Enter the primary DNS server IP address you wish to use. For user
discovered DNS only.

Secondary DNS Server Enter the secondary DNS server IP address you wish to use. For user
discovered DNS only.

The Current Pool Summary button opens a new window that displays the
current DHCP IP Pool settings.

DHCP IP Pool Summary

Host Hame IP Address MAC Address
1643200 19216812 00-01-36-04-ED-54,

If you don’t want to use the DNS Relay option, set the DNS relay to “Use
User Discovered DNS Server Only” and set both Primary and Secondary
DNS Servers to “0.0.0.0".

¢ Relay DHCP

The following screen will appear if you selected Relay in the DHCP
Server field.

DHCP
DHCP: 7 Disabled ¢ Enabled ™ Relay
DHCP Relay
DHCP Server IP for Relay
ngort - 19000

A DHCP relay is a computer that forwards DHCP data between
computers that request IP addresses and the DHCP server that
assigns the IP addresses. If the DHCP Relay option is enabled, DHCP
requests from local PCs will be forwarded to the DHCP server that runs
on WAN side. For this function working properly, you must run it on
router mode only; disable the DHCP server on the LAN port and make
sure the routing table has the correct routing entry.
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[Wireless |

This section introduces the wireless LAN and some basic
configurations. Wireless LANs can be as simple as two computers with
wireless LAN cards communicating in a peer-to-peer network or as
complex as a number of computers with wireless LAN cards
communicating through access points which bridge network traffic to
the wired LAN.

Quick Advanced Access

Start Setup Management Maintenance  Status Help

Interface

Access Point Settings

Access Point: % potivated © Deactivated

Channel: [ALBANA =lloe > lcurrert cramnet |B

Beacon Interval © (100 (range: 20~1000)

RTSICTS Threshald ; [2347 (range: 1500~2347)
Fragmentation Threshold : (2348 (range: 256~2346, even numbers only)

DTl - |1 (range: 1~255)

80211 biy: |80211k+g vI

Multiple S5IDs Settings
SSDIndex: [1 7]
53D [RT2561_1
Broadcast S0 % ves © o

Authertication Type ; IDisabIed vl
WD hlode : | Disabled 'l

hac Address #1 © 0000 00:00:00:00

Mac Address #2 IW
Mac Address #3: W
Mac Address #4 IW

WDS Settings

Wireless MAC Address
Filter

1. Access Point Settings

Access Point: Default setting is set to Activated. If you do not have any
wireless, both 802.11g and 802.11b, device in your network, select
Deactivated.

Channel: Select the country or the region from the drop-down list box, and
select a channel.

Beacon interval: The Beacon Interval value indicates the frequency interval of

the beacon. Enter a value between 20 and 1000. A beacon is a packet
broadcast by the Router to synchronize the wireless network.

RTS/CTS Threshold: The RTS (Request To Send) threshold (number of
bytes) for enabling RTS/CTS handshake. Data with its frame size larger than

this value will perform the RTS/CTS handshake. Setting this attribute to be
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larger than the maximum MSDU (MAC service data unit) size turns off the
RTS/CTS handshake. Setting this attribute to zero turns on the RTS/CTS
handshake Enter a value between 1500 and 2347.

Fragmentation Threshold: The threshold (number of bytes) for the
fragmentation boundary for directed messages. It is the maximum data
fragment size that can be sent. Enter a value between 256 and 2346.
DMIT: This value, between 1 and 255, indicates the interval of the Delivery
Traffic Indication Message (DTIM).

802.11b/g: The default setting is 802.11b+g (Mixed mode). If you do not
know or have both 11g and 11b devices in your network, then keep the
default in

2. Multiple SSIDs Settings

SSID: The SSID is the unigue name of a wireless access point (AP) to be
distinguished from another. For security propose, change the default name to
a unique ID name to the AP which is already built-in to the router’s wireless
interface. It is case sensitive and must not excess 32 characters. Make

sure your wireless clients have exactly the SSID as the device, in order to
get connected to your network.

Broadcast SSID: Select No to hide the SSID in so a station cannot obtain the
SSID through passive scanning. Select Yes to make the SSID visible so

a station can obtain the SSID through passive scanning.

Authentication Type: To prevent unauthorized wireless stations from
accessing data transmitted over the network, the router offers highly secure
data encryption, known as WEP.&WPA. If you require high security for
transmissions, there are five alternatives to select from: Disabled,
WEP-64bits, WEP-128bits, WPA-PSK, WPA2-PSK.

The next screen will vary depending on the Authentication Type option
you selected.

¢ WEP

For each key, pleaze enter either (11 5 characters excluding symbalz, of (2110 characters
ranging from O~3 & h,c,d, e, 1.

For each key, pleaze enter either (17113 characters excluding symbols, aor (2 26
characters ranging from 0~9, a, b, ¢, d, e, f.

(% Wey#1 © |1x0000000000
" Key#2: |0x0000000000
" Key#3: [0x0000000000
€ key#4  [0x0000000000

WEP 64-bit=

WEP 128-bits
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Key 1 to Key 4: Enter the key to encrypt wireless data. To allow encrypted
data transmission, the WEP Encryption Key values on all wireless stations
must be the same as the router. There are four keys for your selection. The
input format is in HEX style, 5 and 13 HEX codes are required for 64-bitWEP
and 128-bitWEP respectively.

If you chose WEP 64-bits, then enter any 5 ASCII characters or 10
hexadecimal characters ("0-9", "A-F").

If you chose WEP 128-bits, then enter 13 ASCII characters or 26 hexadecimal

characters ("0-9", "A-F"). You must configure all four keys, but only one key
can be activated at any one time. The default key is key 1.

€ WPA-SPK

WPA-PSK

Encryption : ITKIP vl

Pre-Shared Key I
hexadecimal characters)

(G~63 ASCH characters or 64

Encrypfion: TKIP (Temporal Key Integrity Protocol) utilizes a stronger
encryption method and incorporates Message Integrity Code (MIC) to provide
protection against hackers.

Pre-Shared key: The key for network authentication. The input format is

in character style and key size should be in the range between 8 and 64
characters.

3. Wireless MAC Address Filter

The MAC filter screen allows you to configure the router to give exclusive
access to up to 32 devices (Allow Association) or exclude up to 32 devices
from accessing the router (Deny Association). Every Ethernet device has a
unique MAC (Media Access Control) address. The MAC address is assigned
at the factory and consists of six pairs of hexadecimal characters, for example,
00:AA:BB:00:00:02. You need to know the MAC address of the devices to
configure this screen.
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To change your router’s MAC filter settings, click Wireless LAN, MAC Filter to
open the MAC Filter screen. The screen appears as shown.

Active: Select Activated to enable MAC address filtering.
Action: Define the filter action for the list of MAC addresses in the MAC
address filter table.

Select Deny Association to block access to the router, MAC addresses not
listed will be allowed to access the router. Select Allow Association to permit
access to the router, MAC addresses not listed will be denied access to the
router.

MAC Address: Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of
the wireless station that are allowed or denied access to the router in these
address fields.
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Advanced Setup

This section of the user manual is on the advanced configurations
of the router. The topics under Advanced Setup are Firewall,
Routing, NAT, QOS, VLAN and ADSL .

| Firewall

Access
Management

Advanced
Setup

Quick Interface
Start Setup

Maintenance  Status Help

Routing MAT

Firewssll . ¥ Enabled © Disabled

SPI: O Enabled © Disabled

MARMING: If You enabled SPI, all tratffics intisted from VA would be blocked | including
DMEZ, Wirtual Server, and 8CL WAN side )

Select whether the Firewall and SPI1 will be enabled, and click on SAVE.

| Routing |

Quick Interface Advanced Access

Start Setup Setup Management Maintenance  Status Help

Firewall Routing NAT

# Dest IP Mask Gateway IP Metric Device Use Edit Drop
1 192168.1.0 24 19216811 1 enetd 9E3

ADD ROUTE

This screen shows the routing rules you have already set. A few
defaults have been configured for you. To add your own route, click on
the Add Route button.

Destination IP Address IIZI.IZI.III.EI

IP Subnet Mask : [0.0.0.0
Gatewsy IP Address: (8 [0.0.0.0  |pvco =]

Metric IIII
Announced in BIF : IYES 'I
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The following table describes the labels in this screen.

LABEL DESCRIPTION
Destination IP Address Enter the destination IP address for this routing rule.
IP Subnet Mask Enter the destination IP subnet mask for this routing rule.
Gateway IP Address Enter the gateway IP address for this routing rule or select which PVC

will be affected by this routing rule.

Metric Enter the metric for this routing rule.

Announce in RIP Choose whether this route is included in RIP broadcasts.

When you are done making changes, click on SAVE to save your
changes, DELETE to delete the rule with the parameters you set, BACK
to return to the previous screen or CANCEL to exit without saving.

| NAT |

Network Address Translation (NAT) translates the host IP address in a
packet used within one network to a different IP address known within
another network.

Quick Interface Access

Advanced Start Setup Management Maintenance  Status Help

HAT

“irtual Circuit IP\-’CD vl

MAT Status  Activated
Mumber of IPs . single {7 Multiple

O omz

©Q \virtual Server

The following table describes the labels in this screen.

LABEL DESCRIPTION
Virtual Circuit Select the virtual circuit you wish to edit from the dropdown list.
NAT Status The NAT status of the selected VC.
Number of IPs Toggle whether the Virtual Circuit NAT affects a Single IP or Multiple IPs.
DMz Click this link to go to the DMZ screen.
Virtual Server Click this link to go to the Virtual Server screen.
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¢ DMZ

A demilitarized zone (DMZ) is a host between a private local network
and the outside public network. It prevents outside users from gaining
access to a server that you wish to keep private. Users of the public
network outside the company can only access the DMZ host.

DMZ

DWZ zetting for | Single IP Account

DMZ:  Enabled ™ Dizabled
DmE Host IP Address IIZI.IZI.III.EI

SANVE | BACK |

The following table describes the labels in this screen.

LABEL DESCRIPTION
DMz Toggle the DMZ function Enabled or Disabled.
DMZ Host IP Address Enter the IP address of the DMZ host you wish to use.

When you are done making changes, click on SAVE to save your
changes or on BACK to return to the previous screen.

¢ Virtual Server

A virtual server is a server behind NAT (on the LAN), such as a Web server
or FTP server, which you can make visible to the outside world while NAT
makes your network appear as a single machine.

Yirtual Server

Yirtual Server for - Single IP Account

Rule Inde: : I‘I VI

Application : | - j

Protocal : IALL VI

Start Port Mumber

ID
Encd Port Mumber ID
Local IP Address ID.D.EI.III

Virtual Server Listing

Rule Application Protocol Start Port End Port Local IP Address

0.0.00
0.0.a.0
0.0.00
0.0.00
0.0.00
0.0.00

m th = L) bk =
o o o o oo
o o o o o O
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The following table describes the labels in this screen.

LABEL DESCRIPTION

Rule Index Select which rule index to use with this virtual circuit. All
VCs with the same IP will use the same rules.

Application Select the Application you wish to use from the dropdown
list .

Protocol Select the the protocol you want from the dropdown list.

Start Port Number Enter the specific port number you wish to start forwarding
at.

End Port Number Enter the specific port number you wish to end forward at.
This

Local IP Address Enter the IP address of the virtual server on the LAN.

Virtual Server Listing This is a listing of all virtual servers you have set.

When you are done making changes, click on SAVE to save your
changes, DELETE to delete the rule with the parameters you set, BACK
to return to the previous screen or CANCEL to exit without saving.

| QoS |

Quality of Service (QoS) helps to prioritize data as it enters your router.
By attaching special identification marks or headers to incoming packets,
QoS determines which queue the packets enter, based on priority. This is
useful when there are certain types of data you want to give higher
priority to, such as voice data packets given higher priority than Web data
packets.

QoS can be toggled Activated and Deactivated. QoS must be activated
before you can edit the following options.
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Quick
Start

Interface

Advanced Setup

Access
Management

Maintenance

Quality of Service
QoS
SUMmMmary :
Rule
Rule Inde: :
Active
Application :

Physical Ports :

Destination MAC
IP:

hlazk ©

Port Range :
Source MAC:

IF:

Mask

Port Range :
Protocol 1T :

7 activated  Deactivated
G5 Settings Summary,

|'1 vl
7 activated ' Deactivated

-

== H|m | W
WLAN  Enetl  Enet? | Enet3 | Enetd

i e |
E—
E—
——
il —
I
E—
-
—

“lan ID Range : I - I

IPPDS Field : 7 ppTos % pacp

IP Precedence Range : I - I... I vI

Type of Service : I

-]

On this screen you can ADD and delete QoS settings.

[VLAN |

A Virtual LAN (VLAN) is a switched network logically segmented by
functions, project teams, or applications; the physical location of VLAN
members is unimportant. VLANSs allow ports on the same or different
switches to be grouped so that traffic is confined to members of only that
group. In high-traffic networks, VLANs can reduce the amount of data
sent to unnecessary destinations.

VLAN can be toggled Activated or Deactivated. Note that VLAN must be
activated before you can access the next two screens.

Access
Management

Quick
Start

Interface

Setup Status

Maintenance Help

Advanced

VLAH

WLAN Function : & activated " Deactivated
Q) Assign VLAN PVID for each Interface

@ Define VLAN Group
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Click on Assign VLAN PVID for each Interface or Define VLAN group to
open there spec. screens.

1. Assign VLAN PVID for each Interface

PVID A==ign

AT % C &0 pryn1
YR Py
WCOREZ D pyvnll
ORI pywinl
VRS pyini
WCOES D pyvnll
WiCEE D pyvn|l
WCET D pywn|l

Ethernet Port #1 : pyvin|d
Port #2: pywin|t
Port #3 . pyvip|l
Port #4 : pyo|l

[

Wireless LARM : pynll

save | camcel | mexT |

Enter the PVID number you wish to assign to ATM VC, Ethernet Port

and Wireless LAN.

When you are done making changes, click on SAVE to save your changes,
CANCEL to exit without saving or NEXT to continue to the next screen.

VYLAHN Group Setting

SLAM Index |1 VI

Active : % vas {7 ng
SLAN D : |1 (Decimal)

Tagoed [ 0 0 0 T

amves: R R R R R R R F
o1 2 3 4 5 6 7

Ethernet : Port #

- Xl
M Rl
w K]
= Xl

Tagged [
Wirgless LA : v
Part # ol
0
VLAH Group Summary
Group Active [1] VLAHN Group Ports VYLAH Tagged Ports
1 ez 1 el g2 e3ed wiluplpl p2 p3pd ps ptpT

pepvc, ecethernet, and wiwlan
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The following table describes the labels in this screen.

LABEL DESCRIPTION
VLAN Index The number of the index is determined by the model or IC.
Active Toggle this index on or off with Yes and No, respectively.
VLAN ID Enter the VLAN ID number.
ATM VCs Checking the Tagged and Port # boxes for each port number will add a

tag to let other devices know if they need to check the packet and allow

the packet through to the port in question, respectively.

Ethernet Checking the Tagged and Port # boxes for each port number will add a
tag to let other devices know if they need to check the packet and allow

the packet through to the port in question, respectively.

Wireless LAN Checking the Tagged and Port # box will add a tag to let other devices
know if they need to check the packet and allow the packet through to

the port in question, respectively.

When you are done making changes, click on SAVE to save your
changes, DELETE to delete the rule with the parameters you set or
CANCEL to exit without saving.

[ADSL

Quick Interface Access

Advanced Start Setup Management Maintenance  Status Help

ADSL

ADSL Mode | Auto Sync-Ugp vI
ADSL Type | ANNEX AL vl

SAWVE |
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The following table describes the labels in this screen.

LABEL DESCRIPTION
ADSL Mode Select which mode your ADSL connection uses from the dropdown list.
ADSL Type Select the ADSL type you use from the dropdown list.

When you are done making changes, click on SAVE to save your changes.

Access Management

The access management screens help you manage what can access
your network.

[ACL |

Access Control Listing (ACL) is a management tool that acts as a filter for
incoming or outgoing packets, based on application.

Quick Interface Advanced .
Access Start Setup Setup Maintenance Status Help

Management

Access Control Setup

ACL: 7 pctivated  Deactivated
Access Control Editing

ACL Rule Index : |1 vI

Active : € yes 5 ng

Secure IP Address : 0000 ~ (0000 (0.0.0.0 ~0.0.0.0 means all IPs)
Application : |WViEb vI

Interface : |Both VI

Access Control Listing

Index Active Secure IP Address Application Interface

SANE I DELETE CANMCEL
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The following table describes the labels in this screen.

LABEL DESCRIPTION

ACL ACL can be toggled Activated or Deactivated. ACL must be Activated

before you can edit the settings.

ACL Rule Index Select the rule index you wish to edit.
Active Toggle the rule on or off with Yes or No, respectively.
Secure IP Address Enter the IP address you wish to give access. Note that entering 0.0.0.0

allows all packets access.

Application Select the application you wish to give access. Note that the first
application you give access should be Web, or you will no longer be able

to access the router through the Web configurator.

Interface Select the interface the above rules should modify.

Access Control Listing is a list of all the rules you have set for access
control. When you are done making changes, click on SAVE to save your
changes, DELETE to delete the rule with the parameters you set or
CANCEL to exit without saving.

| Filter |

The next screen will vary depending on the Filter Type option and Rout
Type option you selected.

1. Filter Type : IP/MAC Filter

¢ Rule Type: IP
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Filter

Filter Type

IP  MAC Filter Set Editing

IP  MAC Filter Rule Editing

IP f MAC Filter Listing

Fiter Type Selection IIP FMAC Fitter vl

IP £ WAAC Filter Set Incex
PWCE -
Both -

Interface :

o

Direction :

1P fAAC Filter Rule Index

| =
A

-

Rule Type :

Active: 7 ves O no

Source IP Address I (0.0.0.0 means Don't care)

Subnet Mask

Part Mumber : ID (0 means Don't care)
Destination P Address I (0.0.0.0 mesns Don't care)

|

Subnet Mask I
Part Mumber : IU (0 means Don't care)
Protocal : | TCP vI
Rule Unmatche @ | Forward vI

IP ' MAC Filter Set Index |1 VI Interface PWICE Direction Boath
# Active Src AddressMask Dest IPMask Src Port I;euftt Protocol Unmatched
1 -
2
3
4
E
[

save | peLere | cance |

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Filter Type Selection

Select the filter type you wish to apply.

IP Filter Set Index

Select the IP Filter Set Index you wish to modify.

Interface

Select the Interface you wish to modify. PVCO0-PVC7 are WAN interfaces

Direction Select which direction of data flow you wish to apply the filters to. Note that Incoming
and Outgoing are from the point of view of your router, relative to the interface you
select. For WAN, data coming from outside your system is considered Incoming and
data leaving your system is Outgoing. For LAN, data leaving your system is

considered Incoming and data entering your system is Outgoing.

IP Filter Rule Index Select the IP Filter Rule Index you wish to modify.

Rule Type Select the IP Filter or MAC Filter Rule you wish to modify

Active Toggle this rule index on or off with Yes or No, respectively.

Source IP Address Enter the source IP address you wish to deny access to your system.

Subnet Mask Enter the subnet mask of the source IP address.
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Port Number

Enter the port number of the source IP address. Note that 0 means all that ports are

allowed.

Destination IP Address

Enter the destination IP address that you wish to deny access to your system.

Subnet Mask

Enter the subnet mask of the destination IP address.

Port Number

Enter the port number of the destination IP address. Note that 0 means that all ports

are allowed.

Protocol

Select the protocol to filter.

Rule Unmatched

Select what happens to the data in question if the rule you are currently editing is
unmatched. Next means that the data is then compared to the next IP filter rule.
Forward means that the data will be allowed into your system. Note that a Forward

rule should be the last rule, as no data will be compared to rules after a Forward rule.

IP Filter Set Index

Select the IP filter set you wish to view.

¢ Rule Type: MAC

IP MAC Filter Rule Editing

IP ' MAC Filter Listing

IP { MAC Filter Rule Index |1 VI
Rule Type : [M&C -
Active: 7 vas % no

b2 C Address : J00:00:00:00:00:00

Rule Unmatched | Forsweard 'I

IP f MAC Filter Set Index |1 'I Interface P4 CE Direction Both

Active  Src AddressMask Dest IPMask Src Port I;';?: Protocol Unmatched

#
1

2
3
4
5
=]

save | peLete | camcel |

When you are done making changes, click on SAVE to save your
changes, DELETE to delete the rule with the parameters you set or
CANCEL to exit without saving.

2. Filter Type : Application Filter

Filter

Filter Type

Fiter Type Selection : IAppIicatiu:un Filter j

Application Filter Editing

Application Fiter : {7 activated ™ Deactivated
ICi: Aoy O Deny
hA=h Aoy O Deny
YMSE T % allaw 0 Deny
Resl Sudiofvideo . % Alaw T Deny

=
=

SAVE | CARCEL
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changes or CANCEL to exit without saving.

3. Filter Type : URL Filter

Filter

Filter Type

Filter Type Selection : IURL Filter vI

URL Filter Editing

Active . 7 ves O ng

URL Index : |1 VI

LRL :

URL Filter Listing
Index URL

LR R Rl P e

When you are done making changes, click on SAVE to save your
changes, DELETE to delete the rule with the parameters you set or
CANCEL to exit without saving.

[SNMP |

Simple Network Management Protocol (SNMP) is a protocol for
exchanging management information between network devices, and is
part of the TCP/IP protocol suite.

SHMP

Get Community Ipublic

Set Community Ipublin::

SANE |

The following table describes the labels in this screen.

LABEL DESCRIPTION

Get Community Enter the password for incoming Get and Get Next requests from the

management station.

Set Community Enter the password for incoming Set requests from the management

station.

The default password is ‘public’. When you are done making changes,
click on SAVE to save your changes.
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|UPnP |

Universal Plug and Play (UPnP) is an open networking standard that
uses TCP/IP for simple peer-to-peer network connectivity between
devices. An UPnP device can dynamically join a network, obtain an IP
address, convey its capabilities and learn about other devices on the
network. A device can leave a network smoothly and automatically when
it is no longer in use.

Universal Plug & Play

UPAF: € activated % Deactivated

Auto-configured . 7 activated ™ Deactivated (by UPRP-enabled Application)

SANWE |
The following table describes the labels in this screen.
LABEL DESCRIPTION
UPnP UPNP can be toggled Activated or Deactivated.
Auto-configured Auto-configuration can be toggled Activated or Deactivated (by
UPnP-enabled Application).

Default setting is set to Deactivated. When you are done making changes,
click on SAVE to save your changes.

[DDNS |

Dynamic DNS (DDNS) allows you to update your current dynamic IP
address with one or many dynamic DNS services so that anyone can
contact you through various applications. You can also access your FTP
server or Web site on your own computer using a DNS-like address that
will never change instead of using an IP address that changes each time
you reconnect. Your friends or relatives will always be able to call you
even if they don't know your IP address.

You need to have registered a dynamic DNS account with
www.dyndns.org. This is for people with a dynamic IP from their ISP or
DHCP server that would still like to have a DNS name. The Dynamic
DNS service provider will give you a password or key.

To change your Router’'s DDNS, Click on DDNS. The screen appears as
shown.
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Quick Interface Advanced .
Access Start Setup Setup Maintenance  Status Help
Management
ynamic DHS

Dynarmic DS (7 sctivated ' Deactivated
Service Provider © wewwe dyndns org

Ity Host ame I
E-mail Address: |

Username : I

Paszword |

wildcard support . £ ves F g

SANE |

DDNS can be toggled Activated and Deactivated. DDNS must be
activated before you can edit the following options.

The following table describes the labels in this screen.

LABEL DESCRIPTION

Active Dynamic DNS can be toggled Activated or Deactivated.

Service Provider Select the name of your Dynamic DNS service provider.

My Host Name Enter the domain name assigned to your device by your Dynamic DNS

provider here.

E-mail Address Enter your e-mail address here.
Username Enter your user name here.
Password Enter the password assigned to you here.

Wildcard support Choose whether or not you have DYNDNS Wildcard.

Note that you must enter the user name exactly as your ISP assigned it.
If the assigned name is in the form of user@domain where domain
identifies a service name, enter it exactly as given. When you are done
making changes, click on SAVE to save your changes.

[CWMP |

To change your Router's CWMP, Click on CWMP. The screen appears
as shown.

CWMP can be toggled Activated and Deactivated. CWMP must be

activated before you can edit the following options.
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Access
Management

Quick Interface Advanced

Start Setup Setup Maintenance Status Help

UPnF

Filter DOMS

Login ACS

CWwhdP s (7 activated % Deactivated

URL : |

User Mame : I

Pazsswword : I

Connection Request

Path : [tr063

Port : IBD

Userflame : I

Pazsswword : I

Periodic Inform

Periodic Inform : € activated * Deactivated

Interval : ID
SAWVE | CAMNCEL

When you are done making changes, click on SAVE to save your
changes, CANCEL to exit without saving.

Maintenance

The maintenance screens help you manage your router.

| Administration

Access
Management

Advanced
Setup

Quick
Start

Interface

Setup LETTACHEL T Status Help

Administration Time Zone Firmare

Username : admin

Mewy Pagsvword : I

Confirm Passward : I
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The following table describes the labels in this screen.

LABEL DESCRIPTION
New Password Enter the password you wish to use here.
Confirm Password Enter the password again to confirm it.
| Time Zone |

Use the Time Zone screen to change your router’s time and date.

Time Zone
Current Date/Time : 01/01/2000 04:40:42

Time Synchronization

Synchronize time with . NTP Server automatically
" pois Clock
e Manually
Time Zone : I(GMT) Greenwvich Mean Time : Dubling Edinburgh, Lisbon, London j

Davylight Saving . Enabled * Disabled
NTP Server Address : 0.0.0.0 (0.0.0.0 Defautt Value)

SA\-’El CANCEL |

following table describes the labels in this screen.

LABEL DESCRIPTION
Synchronize time with Chose how you want your device to obtain the time.
Time Zone Select your time zone from the dropdown list.
Daylight Saving Daylight saving can be toggled Enabled or Disabled.
NTP Server Address Enter the NTP server address you wish to use here.

A Network Time Protocol (NTP) server can automatically set the router’s
time for you. If you use an NTP server, you will only need to select your
time zone. If you manually set the time, you can enable Daylight Saving.
The router will automatically adjust when Daylight Saving goes into effect.
When you are done making changes, click on SAVE to save your
changes or on CANCEL to exit without saving.
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| Firmware

Use the Firmware screen to view and update your router’s firmware.

Firmware/Romfile Upgrade

Current Firmware Yersion: 21135 0(RUED.C2T)3106.0

Mee Firmewvare Location : I A

Mew Romfile Location : | Fu

Romfile Backup : ROMFILE SAWE |

Status

o It might take zeveral minutes, don't power off it during upgrading. Device will restart after
the upgrace.

UPGRADE |

The following table describes the labels in this screen.

LABEL DESCRIPTION
Current Firmware Ver The current firmware version your device is using.
New Firmware Location The location on your computer of the firmware you wish to upload.

Enter the location here, or click on Browse... to find it.

Romfile Backup Backup the current Rom file

Once you have entered the new firmware’s location in the field, click on
UPGRADE to upload it to your router. Note that upgrading might take
several minutes. Do not turn off your router during this time. It will restart
automatically after upgrading finishes.

| SysRestart

System Restart

System Restart with: % Current Settings
. Factory Default Settings

RESTART |

The SysRestart screen allows you to restart your router with either its
current settings still in place or the factory default settings.

Once you have selected the settings you wish to use upon restart, click
on RESTART to restart the router.
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| Diagnostics

The Diagnostics screen tests the performance of your virtual circuits.

Diagnostic Test

Yirtual Circu'rt:l PYCO vI

== Testing Ethernet LAN connection ...
== Testing ADSL Synchronization .

== Testing ATM OAM segment ping ...
== Testing AT OAM end to end ping ...
== Ping Primary Domain Mame Server |
== Ping sy yahoo .com .

PASS
PASS
SKIPPED
SKIPPED
SKIPPED
SKIPPED

Select which PVC you wish to test from the dropdown list. The router will
automatically run diagnostic tests on that circuit. A green PASS means
that the given test was passed, a red FAIL means that the test was
failed and a green SKIPPED means that the test was skipped.

Status

The status screens give you information about various aspects of your

router’s settings.

| Device Info

Status

Device Information

LAH

WAH

ADSL

Quick Interface
Start Setup

Firmwvare Yersion :
MAC Address

Advanced Access

Setup Management Maintenance Help

21138 0(RUED.C2TI3106.0
001 befo 4G eehc

IP Address
Suknet Mask
DHZP Server

1921681 .1
255.255.2550
Ervabiled

Wirtual Circuit
Status
Connection Type
IP Address
Subnet Mask
Default Gateway
DS Server

MAT :

IP\-"CEI VI

Mot Connected
PPPoE

0000

0000

0000

0000
Enabled

ADSL Firmware Yersion
Line State
hodulation :

Annex Made

: Fwver 310 60_TC3085 Hver T14 F7_30

Dowvn
MIA
MIA
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| System Log |

The system log screen displays a log of the router’s functioning. Click on
CLEAR LOG to clear the log or on SAVE LOG, which will save the log
data to a separate file.

Quick Interface Advanced Access

Status Start Setup Setup Management Maintenance Help
1/1/2000 0:9:0> MPOL Link Down ;I
1/1/2000 0:2:1> SWMP TRAP 3: link up
1/1/2000 0:9:1> Last errorlog repeat 1 Times
1/1/2000 0:9:1> LAW promiscuous mode <1
1/1/2000 0:9:1> Last errorlogy repeat 2 Times
1/1/2000 0:3:1»> SNMP TRAF 1: warm SCart
1/1/2000 0:9:1> mwain: init completed
1/1/2000 0:9:1> aditime task pause 1 day

CLEAR LOG SANE LOG

| Statistics |

The statistics screen gives you information on how much data your
router has processed. Choose Ethernet, ADSL or WLAN to view the
respective statistics screens. Click on REFRESH to update the
screen.

Traffic Statistics

Irterface : €% Fthernet © ADSL T wiLAN

Transmit Statistics Receive Statistics
Tranzmit Frames 2154 Feceive Frames 1544
Tranzmit Multicast Frames 1] Feceive Mulicast Frames 335
Tranzmit total Bytes 1798301 Receive total Bytes 30M1E37
Transmit Callizion 0 Receive CRC Errors 1]
Transmit Error Frames 0 Receive Under-size Frames 1]

REFRE=SH |
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Appendix Troubleshooting

This chapter covers potential problems and the corresponding remedies.

| Using LEDs to Diagnose Problems |

The Light-Emitting Diodes (LED) are useful aides for finding the possible
causes of problems.

€ Problem: Power LED Doesn’t Light Up
The Power (PWR) LED on the front panel does not light up.

STEPS CORRECTIVE ACTION
Make sure that the router’s power adaptor is connected to the router and
1
plugged in to an appropriate power source. Use only the supplied power adaptor.
Check that the router and the power source are both turned on and the router is
2 - .-
receiving sufficient power.
3 Turn the router off and on.
4 If the error persists, you may have a hardware problem. Contact your vendor.

€ Problem: LAN LED Doesn’t Light Up

The LAN LED on the front panel does not light up.

STEPS CORRECTIVE ACTION

1 Check the Ethernet cable connections between your router and the computer or
hub.

2 Check for faulty Ethernet cables.

3 Make sure your computer’s Ethernet card is working properly.

4 If the error persists, contact your local distributor for assistance.
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€ Problem: DSL LED Doesn’t Light Up

The DSL LED on the front panel does not light up.

STEPS CORRECTIVE ACTION
Check the telephone wire and connections between the router DSL port and the
! wall jack.
Make sure that the telephone company has checked your phone line and set it up for
2 DSL service.
3 Reset your ADSL line to reinitialize your link to the DSLAM.
4 If the problem persists, contact your local distributor for assistance.

| Can’t Access Web Configurator

| cannot access the Web configurator.

STEPS CORRECTIVE ACTION

1 Make sure you are using the correct IP address of the router. Check the IP
address of the router.

2 Make sure that a console session isn't running.

3 Check that you have enabled Web service access. If you have configured a secured
client IP address, your computer’s IP address must match it. Refer to the chapter on
remote management for details.

4 For WAN access, you must configure remote management to allow server access from
the WAN (or all).

5 Your computer’s and the router’s IP addresses must be on the same subnet for
LAN access.

6 If you changed the router’s LAN IP address, enter the new one as the URL.

7 Remove any filters in LAN or WAN that block Web service.
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The Web configurator does not display properly.

STEPS CORRECTIVE ACTION
1 Make sure you are using Internet Explorer 5.0 or later versions.
2 Delete the temporary Web files and log in again.

In Internet Explorer, click Tools, Internet Options and then click the Delete Files ...

button. When a Delete Files window displays, select Delete all offline content and

click OK. (Steps may vary depending on the version of your Internet browser.)

| Forgotten Login Username and Password

| forgot my login username or password.

STEPS CORRECTIVE ACTION

1 If you have changed the password and forgotten it, you will need to upload the default

configuration file. This will erase all custom configurations and restore factory defaults,

including the password.

2 Press the RESET button for five seconds, and then release it. When the SYS LED
begins to blink, the defaults have been restored and the router restarts. Or refer

to the Resetting the router section for uploading a configuration file via console port.

3 The default username is “admin”. The default password is “admin”. The Password and

Username fields are case-sensitive. Make sure that you use the proper casing.

4 It is highly recommended to change the default username and password. Make sure

you record the username and password in a save place.

| Can’t Access LAN Interface |

| cannot access the router from the LAN or ping any computer on the
LAN.

STEPS CORRECTIVE ACTION

1 Check the Ethernet LEDs on the front panel. A LAN LED should be on if the port is

connected to a computer or hub. If the 10M/100M LEDs on the front panel are both off.

2 Make sure that the IP address and the subnet mask of the router and your

computer(s) are on the same subnet.
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| Can’t Access WAN Interface

Initialization of the ADSL connection failed.

STEPS CORRECTIVE ACTION

1 Check the cable connections between the ADSL port and the wall jack. The DSL LED
on the front panel of the router should be on.

2 Check that your VPI, VCI, type of encapsulation and type of multiplexing settings are the
same as that you obtained from your telephone company and ISP.

3 Restart the router. If you still have problems, you may need to verify your VPI,
VCI, type of encapsulation and type of multiplexing settings with the telephone company
and ISP.

| cannot get a WAN IP address from the ISP.

STEPS CORRECTIVE ACTION
1 The ISP provides the WAN IP address after authenticating you. Authentication may be
through the username and password, the MAC address or the host name.
2 The username and password apply to PPPoE and PPPoA encapsulation only. Make

sure that you have entered the correct Service Type, User Name and Password (be

sure to use the correct casing).

| Can’t Access the Internet

| cannot access the Internet.

STEPS CORRECTIVE ACTION
1 Make sure the router is turned on and connected to the network.
2 If the DSL LED is off, refer to Section A.1.3.
3 Verify your WAN settings.
4 Make sure you entered the correct username and password.
5 For wireless stations, check that both the router and wireless station(s) are using
the same ESSID, channel and WEP keys (if WEP encryption is activated).

Internet connection disconnects.

STEPS CORRECTIVE ACTION
1 Check the schedule rules.
2 If you use PPPoA or PPPOE encapsulation, check the idle time-out setting.
3 Contact your ISP.
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| Can’t Access Remote Management |

| cannot remotely manage the ROUTER from the LAN or WAN.

STEPS CORRECTIVE ACTION

1 Refer to the Remote Management Limitations section in the Firmware and Configuration

File Management chapter for scenarios when remote management may not be possible.

2 Use the router’'s WAN IP address when configuring from the WAN.

Use the router’s LAN IP address when configuring from the LAN.

| Can’t Access Remote Node Connection

| cannot connect to a remote node or ISP.

STEPS CORRECTIVE ACTION
1 Check the WAN screen to verify that the username and password are entered properly.
2 Verify your login name and password for the remote node.
3 If the problem persists, you may need to verify your login and password with your ISP.
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