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Chapter 1 Technical Requirements

Below are the minimum technical requirements for BankFusion Meridian, FusionBanking Message
Manager and FusionBanking Payment Manager version 5.1.1. It describes the mandatory
components, as well as the minimum hardware and software requirements.

The Company reserves the right to modify these hardware, software, and architecture requirements at
any time at its sole discretion.

The Client must enter into appropriate license and maintenance service agreements direct with the
owners or distributors of required components not provided by the Company. The Company makes no
representations and accepts no liability for such products nor any of the services linked to them.

All PCs should have a keyboard, a mouse and a network card.

Mandatory Components

Misys BankFusion Meridian, FusionBanking Message Manager and
FusionBanking Payment Manager Run Time Environment

Application Server IBM WebSphere Application Server version 7.0.x (Base, Network Deployment and
Express), see http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg27006921

Hardware and Software Pre-requisites as listed on the IBM WAS 7.0 web site, see http://www-
Platforms 1.ibm.com/support/docview.wss?rs=180&uid=swg27006921
Databases DB2/400 plus associated JDBC drivers

DB2 LUW v10.5 or higher plus associated JDBC drivers

Microsoft SQL Server 2008 plus relevang Microsoft JDBC drivers

Oracle v11g + thin JDBC drivers

A database is required for the BankFusion Meridian 5.0 runtime server. This
database may be hosted on a different machine from the BankFusion
Meridian server. Where BankFusion Meridian 5.0 is a component of
FusionBanking Message Manager or FusionBanking Payment Manager 5.1.1,
this will normally be the 5.1.1 database server.

A separate database server is recommended for FusionBanking Message Manager or
FusionBanking Payment Manager 5.1.1 implementations, with the exception of System
i, where the built-in database may be used on the physical server that hosts the
application server.

Other IBM WebSphere MQSeries version 7.0.1

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 6



Chapter 1 Technical Requirements

IBM System i DB2/400 Minimum Environment

The minimum environment for the IBM System i DB2/400 is as follows:
e 1-way/1000 CPW
e i50S at V5R4 or higher

e 1GB

e 3x35GB Disk

e RAID 5 protection

e PC console via Ethernet LAN
e Integrated 10/100/1000 Mbps Ethernet port

Hardware and Software Requirements

The following paragraphs indicate the hardware and software requirements for both development and

client environments of FusionBanking Payment Manager version 5.1.1.

Development Environment

Hardware

Processor
RAM
Hard Disk

Monitor and

Graphics card
SOFTWARE
Operating System

Database drivers

Platform

To test runtime on the
development
workstation it is
recommended that
WebSphere
Application Server and
WebSphere MQ be
installed.

PC Workstation

x86 architecture -32-bit 2GHz processor (or better)
4GB
4GB free

Any monitor & card supported by the operating system. Screen resolution of
1024x768 and > 256 colours is required.

Windows XP Service Pack 3 / Windows 7 Professional Service Pack 1

Relevant JDBC drivers for Database platform if testing runtime on a PC
development workstation

Java Runtime Environment v1.5 when using BankFusion Meridian Java
development environment

IBM WebSphere MQ Series version 7.0.1 or above for Windows

IBM WebSphere Application Server version 7.0.x or above for Windows

Internet Explorer v7 and v8 with latest Service Packs and Security patches are
recommended; v6 is still supported.

Optional: IBM Client Access - only needed for running System i session on PC

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1
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Client Environment

Hardware

Processor
RAM
Hard Disk

Monitor and

Graphics card
Other
SOFTWARE
Operating System

Other

PC Workstation

x86 architecture — 32-bit 2GHz processor (or better)
4GB
4GB free

Any monitor & card supported by the operating system. Screen resolution of
1024x768 and > 256 colours is required.

Network connection to the server

Windows XP Service Pack 3 / Windows 7 Professional Service Pack 1

Internet Explorer v7 and v8 with latest Service Packs and Security patches are
recommended; v6 is still supported.
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Chapter 2 Introduction

FusionBanking Payment Manager is a J2EE application for processing payments. It translates and
delivers payments between systems, regardless of the underlying message standards, and can be
used with a variety of host systems and target networks.

This guide describes how to configure the system components within FusionBanking Payment
Manager for individual users. The intended audience is system administrators.

The scope of the guide covers all the applications available within FusionBanking Payment Manager.
Where your bank has not licensed a particular application, this functionality will not be available to you.

This guide should be read in conjunction with the following documentation:

BankFusion Meridian with This describes how to install BankFusion Meridian with Message
Message Manager Installation Manager. Please note that this can also be used for the
Guide FusionBanking Payment Manager.

FusionBanking Payment Manager This describes the functions and facilities available in
User Guide FusionBanking Payment Manager Explorer, the graphical user
interface (GUI) to FusionBanking Payment Manager.

BankFusion Meridian 5.0 User This describes BankFusion Meridian, the middleware product
Guide providing base services for FusionBanking Payment Manager.

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 9
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Chapter 3 Overview of FusionBanking Payment
Manager

FusionBanking Payment Manager Explorer provides a number of features which allow you to
successfully manage payments. These include:

e A query function and audit viewer that allows users to define their own queries to search for
payments and also track a payment's path through the system and view its content at any
point in its progress.

e A payment alert system for notification of payment issues

e A payment release system for storing future dated payments and releasing them on time
e Priority for urgent payments

e Manual input and repair of messages

e Custom actions for queues

e Message archival

e System alerts

e Report printing

e An audit trail and checking mechanism to track and monitor data changes

These features are governed by security control which combines user role-based access with
privileges to ensure the right payments are seen by the right users.

FusionBanking Payment Manager Workflow

FusionBanking Payment Manager Workflow includes packaged interfaces for processes such as funds
checking, Watch List Checking and CSMs such as SEPA, STEP2, TARGET?2, SIC, HK-RTGS. These
are all based on frameworks which allow banks to use the embedded integration toolkit to utilise
existing systems and to connect new channels and CSMs with minimal effort.

Efficient integration to external networks Basing core processing on generic message formats
insulates the hub from the complexities of external network formats and rules. This approach
significantly reduces the effort of integrating a new payment network because core processing and
logic is reusable.

Bespoke development, such as mapping to and from ISO 20022, is handled by dedicated network
adaptors, allowing network specific development to be clearly defined and outsourced if appropriate.

Payment Alerts

The payment alerts functionality allows you to receive an alert when a pre-defined condition occurs for
a payment, for example when a payment is approaching its settlement cut-off date. Alerts are role-
based. If your role has been configured to receive payment alerts, you will be notified of an alert either
by e-mail or screen popup, or both.

There are a number of instances in which a payment alert could be triggered, for example a watch list
check failure or a payment approaching settlement cut-off date.

The type of alerts you will receive and subsequent action you will need to take depends on your role.
You will need to contact your system administrator to determine which alerts you have been set up to
receive.

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 10
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Note that if your supervisor has requested that you should be aware of specific types of alert but not
necessarily have access to them, it is possible you may receive alerts for payments you will not be
able to view. This could be useful for informing other users, including your administrator, if they have
missed an alert.

Authorising and Verifying Payments

FusionBanking Payment Manager supports verification only, up to six eye authorisation, or a
combination of both.

The authorisation limit facility allows you to specify a maximum payment amount that a user is allowed
to authorise. You can set up a limit for an individual but the facility is also role-based, so that if the
user's role has a limit set on it, this will be taken into account too. If a user has an individual limit set,
this will be used; if there is no individual user limit, the limit for the user's role will be used. If a user
tries to authorise a payment with a value greater than their defined authorisation limit, an error
message will be displayed.

There are a number of custom actions a user can be assigned to. For example, a verifier can send a
payment that is queued for verification to a repair queue or cancel a payment that is queued for
verification. There are also restrictions on the verification and authorisation actions that a single user
can perform. For example, a user cannot authorise a payment that they have verified, nor can a
verifier repair a payment that they have routed to a repair queue.

For information on how to configure authorisation limits, see Assigning Limits to Roles and Users.

For information on how to configure verification and authorisation actions as custom actions, see
Configuring Queue Actions.

Releasing Payments

The payment release process allows you to release outgoing payments with a settlement date of today
and in the future, on time and error-free. Outgoing payments entering FusionBanking Payment
Manager are subject to a cycle check to identify such payments. Payments with a settlement date in
the future are stored in a ‘warehouse’ queue and, subject to validation, are automatically released into
the workflow on their release date (and time). Payments received with a settlement date of ‘before’
today and payments that have already passed their settlement cut-off can be configured to be routed
to a repair queue and an alert will be raised. Payments received with no value in the Value Date field
are sent without undergoing checks. For urgent or exceptional release requests it is possible to
manually release a payment before it reaches its specified release date or release time.

For information on how to configure criteria for releasing payments, see Payment Release
Maintenance.

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 11
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Chapter 4 Configuring FusionBanking Payment Manager

A number of configuration options are available within the FusionBanking Payment Manager Explorer.
They are accessed from the Administration menu at the top of the main screen.

User Preferences

Configuration

Security

System Control
Data

Message Locks

File Act
Configuration

Batch File
Configuration

Ad Hoc File
Transfer

Raise Alerts
Template Editor
Admin Reports

Reports

Allows you to choose your preferred display settings for the FusionBanking Payment
Manager Explorer user interface.

Allows you to configure host functionality, code tables and user custom actions such as
payment authorisation and release.

Allows you to set up users, roles and permissions. Role-based functions include
payment authorisation and payment alert notification.

Allows you to set up static data used for straight-through processing and change the
system base currency. You can also access a number of payment configuration
functions such as payment release and payment priority.

Displays all the locks currently held in the system.

Describes how to configure the FileAct application which allows you to transfer files via
SWIFTNet FileAct.

Describes how to handle batch files.

Allows you to manually upload files to the FileAct application.

Allows you to send messages to other users.
This is described in the FusionBanking Payment Manager User Guide.
Allows you to run query definition and security audit reports.

Allows you to run payment reports.

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 12



Chapter 4 Configuring FusionBanking Payment Manager

Common Screen Layouts

A number of input screens have a common layout, an example of which is given below.

Market centres

Market centres

Use this page to add. remove or modify market groups used within Payment Manager

Centre name  : Default currency : Working days  :Timezom The form below can he used to enter a new valug in the tahle on the

ACT AED 1234581 ACT left, orto modify an existing entry. Fields marked with a # are
East Coast UsD 234567 CanadalEas mandatary.
JAPAN JPY 2347 Kwajalein
Ilanila FHP 23456 ACT
Default | (pleaze zelect) B | *
currency
workngdays [ 4@
Timezone | (pleaze =elsct) "l
*

To add a new entry, enter the new details in the fields on the right hand side of the screen and
click Add to save the details or Clear to remove them.

Market centres

Market centres

Use this page to add. remove or modify market groups used within Payment Manager

Centre name  : Default currency : Working days  : Timezoni The farm helow can be used to enter a new value in the table on the

ACT AED 1234567 ACT left, or to modify an existing entry. Fields marked with a # are
East Coast usD 234567 Canada/Eas mandatory.
JAPAM JPY 2,347 Kwajalein
Wanila PHP 23456 ACT Centrename  [loan  [x
Default |JF’Y - JAPANESE YEN M | *
currency
Working days  |zza7 * 0
Timezone [ Kwajalein GMT+12:00 v
*

[ Update ] [ Cancel ” Delete H Add New HAudit]

To modify an entry, select the entry from those displayed at the left hand side of the screen and modify
the details.

Centre name  :Default currency : Working days  : Timezone
SYSTEM GBP 234586 Europe/London

The form below can be used to enter a new value in the code table shown atleft, ar to modify
an existing entry. Fields marked with a * are mandatory,

Conrorame e«

Default currency | G5P - POUNDS STERLING v
Viorking days +0
Timezone |Eurapsﬂ_ondon GMT+00:00 ~ | *

[ Update ] [ Cancel H Delete ][ AddNew ]

Click Update to save the new details or Cancel to remove them. You can delete the entry by
clicking Delete or add a new entry by clicking AddNew.
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Clicking Audit allows you to see any changes made to static data, as well as pending changes.

Timestamp User Operation
O O 10.Nov.1017:31:43 uzerl CREATE
O O 10.Nov.10 17:32:00 usert UPDATE

[ Show differences ]

The dialog displayed shows the type of operation carried out, the user who carried out the operation
and the date and time of the operation. To see the differences between two entries, select the
appropriate radio buttons, one from each column as shown above. In the example shown below it can
be seen that in the column on the right hand side, the number of working days has been changed.

([Dinserted), (D chapged), (O deleted); lick here to return to static audit log

<7xm] version="1 ?" encoding="UTF-3" standalone="ves" 7=
<staticdatas

<centrena.|ne>test1<,f centrename:=
«isocurrencycodesAlD«/isocurrencycodes
<timezones=Australia/Canberra«/timezones

rkingdays=2, 3, 4</workingdays>

«</staticdatas

<7xm] version="1.0" encoding="UTF-3" standalone="vyez"7»
<staticdatas-

<centrena.|ne>test1<,f centrenamex

=1 socur‘r‘encycode:»AUDq izocurrencycodes
<timezones=Australia/Canberra«/timezones

rkingdays=2, 3,4, 5</workingdays>

«/staticdatas

BIC/Local Bank Code Query Tools

The Customer/BIC directory query tool provides a means of searching for valid BICs from the
SWIFTRef Bank directory.

MT103 message creation L%
2 SWIFT BIC IBAN BIC Routing BIC
Bank Country Location Branch Bank Country Location Branch Bank Country Location Branch Institution  City Country Name
NN N IS N | | I )| N O I I | =
LUN

Wild-card entries such as * can be used to represent one or more characters. For example, the entry
*BD* in one of the Bank fields would return all BICs containing the letters BD. Also, you can search on
more than one field.

9 . Reset clears the search fields

LU Search activates the search process
@

from

- Select returns the selected BIC from the results grid to the fields the query tool was activated

L Cancel removes the query tool from view

The local bank code query tool provides a means of searching for local bank codes. The same wild
card facilities and search buttons as above apply to this feature also.

MT102 message creation -

* Local Bank Code Scheme Country BIC Host ID Network Bank Name Branch Name Regional Indicator

L 11 IZI\ || I IF I | ¢ | 99 9@

BANK CODE | SCHEME COUNTRY HOST ID HETWORK | BANK NAME |BRANCH ADDRESS | REGIONAL STATUS [ ]
CODE CODE HAME INDICATOR INDICATOR =
123450013 Sw CITIUS33XXX  SYSTEM  SWITI CitiBank  BRAMCH103 Wall Stre N |

< 1l ] ¥
Selected field : MT103.Orderinglnstitution.OrderinglnstitutionA-1 1 rows retrieved
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This facility is present on fields 52A, 52C, 52D, 56A, 56C, 56D, 57A, 57C, 57D, 58A and 58D of
message types MT101, MT202, MT210, MT103 and MT102.

[® cHoICE Ordering Institution

Ordering Institution ([M!1a][34x}{CrLi}dla2laz!c3!

=)

15 2A: Party ldentifier |, |;;yyg4s4a4273

scisgess [ [

Working with Static Data Tables

FusionBanking Payment Manager is shipped with a number of static data tables, shown below.

Static Data Table

Allowed currencies

Assign queue actions

Base currency

BIC features

Business entities

Character conversions
Correspondent maintenance
Country maintenance

Create/modify custom action
filters

Create/modify custom actions
Create/modify queue actions
CSMs

Currencies

Custom BICS

Electronic Broker

Error Codes

Host features

Host groups

Host system routing
Hosts

IBAN format

Defines allowed currencies for a correspondent

Assigns the actions that can be performed against a specific queue
Assigns the default system currency

Assigns a switchable feature against a specific BIC code

Available business entities / lines of business

Translation of characters not supported by the SWIFT FIN network
Contains correspondent bank details

Contains a range of data about countries defined in the system

Assigns filter to custom actions.

Custom project queue actions

Contains data used to define custom and default actions

Contains details about supported clearing and settlement mechanisms
The ISO currencies available for use within the system

Contains custom BIC codes that can be used within the system
Electronic broker details

Codes and text description for the SMS / e-mail alerts that can be
generated

Details of the switchable features in use by a specific host system
Contains details of defined host groups (aggregated host systems)
Allows a given BIC to be associated with a specific host system
Contains details of host systems in use

Defines the IBAN structure of a country for IBAN validation purposes

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1



Chapter 4 Configuring FusionBanking Payment Manager

Static Data Table

Local bank code

Market centre holidays

Market centres

Nostro table

Parties

Payment limit amounts
Payment queue priority
Payment release maintenance

Report groups

Routing criteria

Routing outcome

Routing rule

SMTP (mail) Server
Maintenance

Standard settlement instructions

STP correspondents
Template

Third Party Payment Exceptions

Identifies an institution and/or a branch at a domestic level

Defines holidays / non-working days for specific market centres
Contains date and time details for market centres

Nostro agent data

Party and counterparty data used for SSI creation during netting
Assigns amount limits per host, business entity and currency

Data used to assign priority to queued payments

Data used to assign payment release times and settlement cut-off times

Definition of the Report Groups that Jasper reports can be associated
with

Defines the criteria of the rule for routing messages

Defines the possible outcome of the rule and criteria for routing
messages

Defines the rule for routing messages

Defines the SMTP server details used to forward alerts by e-mail

Details of Standard Settlement Instructions (SSIs) used in payments
netting

STP Correspondent data
Data used in the definition of message templates

Identifies valid beneficiaries for a given customer

A facility is available for authorising changes to data held within these tables.

The following static data tables do not support authorisation of changes:

e SWIFTRef Upload
¢ RMA Upload

o FileAct static data tables

e Batch File static data tables
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Setting Authorisation Permissions and Alerts

To set up authorisation capabilities, you can assign any of the following permissions to users in the
Authorise Static Data Role:

Define static data tables as requiring authorisation after amendment Define authorisable static data

View static data held in system tables View system tables

(Menu selection Administration > Configuration > Code Tables)

Edit static data held in system tables Configure system tables

(Menu selection Administration > Configuration > Code Tables)

Authorise static data held in system tables Authorise system tables

(Menu selection Administration > Configuration > Code Tables)

View system control static data View system control data

(Menu selection Administration > System Control Data)

Edit system control static data Configure system control data

(Menu selection Administration > System Control Data)

Authorise system control static data Authorise system control data

(Menu selection Administration > System Control Data)

View static data in message templates View message templates

(Menu selection Administration > Message Template)

Edit static data in message templates Configure message templates

(Menu selection Administration > Message Template)

Authorise static data in message templates Authorise message templates
(Menu selection Administration > Message Template)

These are complex permissions, allowing you to select the static data tables to be associated with the
permission.

You can set users up to receive an alert, such as an email or screen popup (or both), when
authorisation is required for an amendment to a static data table. In order to receive an authorisation
alert, the user must have the Authorise permission for the particular table and have been configured to
receive authorisation alerts.

Maintaining Static Data Authorisation

The facility to set authorisation on or off for static data tables can be accessed from the menu
selection Administration > Configuration > Static Data Authorisation Maintenance. For more
details on this function, see Static Data Authorisation Maintenance.
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Modifying Static Data which Requires Authorisation

Where static data tables have been set up so that any modifications made to them will require
authorisation, an information message will be displayed, as below, when any record in such a table is
amended.

& a 2 @ & A 4

Configuration Currencies code table

R -~ -
Host Administration —' Currencies code table

|0 Action pending The changes need to be authorised to take effect

Use this page to add. remaove, or modify currencies used within Payment Manager

1S0 code i Description Spotrate fMultiply [ T The form below can be used to enter a new value in the table on the
AED UAE DIRHAM 11 Multiply 4| left, orto modify an existing entry. Fields marked with a % are
ALL AlbanianLek 1.3 Jultiply mandatary.
AMD Armenian Dram 1.0 )
ANG Antillean Guilder 1.0
AOA Kwanza 1.0 180 code
ARS Argentine Fesa 1.0 Iultiply Description
AUD AUSTRALIAN 1.0 Multiply
DOLLARS Spot rate
AWG Aruban Guilder 1.0 Divide Multiply | Divide "
AZN Azerbaijanian 1.0
Manat Humber of decimals |:|.
BAM Convertible Marks 1.0 Multiple message cutoff time l:lo
BBD Barbados Dollar 1.0
BOT Bangladesh Taka 1.0 Hext multiple message run |:|E|ﬂ
BGM Bulgarian Lev 1.0 Market centre
~ BHD BAHRAINI DINAR 4.0
BIF Burundi Franc 1.0 - Cutoff amount
< |

’

Payments Netting
An alert will be sent to the supervisor responsible for authorising changes and no further changes can
be made to this record until the authorisation has been carried out. If an attempt is made to modify
data with changes pending, a warning message will be displayed and the pending changes can be
viewed.

ﬁ Warning Mo further changes can be made to this record until
the previous change request has been authorised.
View Pending Change
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Authorising Changes to Static Data

To authorise changes to static data, select Static Data Authorisation from the Administration menu.
A list of static data tables is displayed at the left of the screen. The number in parentheses indicates
the number of records requiring authorisation for a particular table.

Select a table from the list. The records requiring authorisation will be displayed. Records can be
easily identified from the Record Identifier (or key) column entries. Some records may have more
than one identifier and an entry of " indicates that the particular field is empty.

To view the details of the change to a particular record, click the entry to select it. The details will be
displayed in the bottom panel of the window. The live record shows the unchanged record which is
available for use; the pending record shows those changes requiring authorisation.

& &G g @ o A @
Static Data Authorisation £§3
Configuration
Static Data Table: Country Maintenance Reject
ic Broker (4)
)
System Control Data This page allows you to authorise and/or reject changes made for static data tables
Country Maintenance (2)
Select Al Deselect Al
Action User ID Record Identifier Audit DateTime
O Amend hbt1 isoCode=AD 23.02.201114:5¢
O Amend hbt1 isoCode=AB 23022011 14:52
| 2
[@inserted), (0 changed), (O deleted);
LIVE RECORD PENDING RECORD ~
<7xm] version="1.0" encoding="UTF-3" standalone="yes"? «7xm] wversion="1.0" encoding="UTF-3" standalone="yes"7?
<staticdatas <staticdatas
<centreld/s <centreld/=
<countryMame=>ANDORRA«/ countryName= <countryName=>ANDORRA-/ countryName=
<1s03Code>AND« /1503 odex <1s03Code>AND«/1s03Codex
<1soCode=AD«/isoCodex <isoCode=AD</isoCodes
<numCode>20</numCodes <numCode/>
<printableNamesAndorra</printableNames <printableNamesAndorra</printableNames
</staticdatas </staticdatas

e
- Ix

To authorise or reject any of the changes in the top panel, check the box(es) next to the change(s) and
click Authorise or Reject in the top panel. A warning message will be displayed asking if you want to
perform authorise/reject on rows with ticked checkboxes. Clicking OK will authorise/reject the selected
change(s).

If you have the bottom panel displayed, you can also authorise or reject an individual change
displayed therein by clicking Authorise or Reject in the bottom panel. A warning message will be
displayed asking if you want to perform authorise/reject on the selected row. Clicking OK will
authorise/reject the selected change(s).

If you do not have the required permissions to authorise or reject a change(s), a message will be
displayed stating that another user must authorise/reject the change(s).

Once changes have been authorised or rejected, a message to that effect will be displayed.

To refresh the display of static data tables, click Ll

You can also view pending changes via the Audit facility Common Screen Layouts.
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The Configuration Menu

Configuration functions are subdivided into five groups, as described below.

Host Administration

Market centres

Market centre holidays
Host groups

Hosts

Host features

Host gyetem routing
Back office routing

Code Tables

Static Data Authorization
Maintenance

Character converzions
Business entities
Currencies

Local Bank Code

Local Bank Code Loader
Custom BIC=s

SWIFTRef Data Uploader
BIC features

IBAN Format

System Control

L&l Key Maintenance

Web Services Maintenance
Web Service Client Mapping

Repository Actions
Create/modify gueue actions
Agzeign Queuwe Actions

Report

Report Groups

Infrastructure Maintenance

SMTP (mail) Server Maintenance

Payments Hetting

Standard Settlement Instructions
Parties

Host Administration allows you to define Host Groups and
to allocate Market Centres and Host Systems to Host
Groups. It also defines the archiving processing
requirements.

Code Tables allows you to view and maintain all system data
used by the system such as currency codes, BIC, business
entities and character conversions. In addition, the Static
Data Authorisation Maintenance option allows static data
tables to be flagged as requiring authorisation for changes.

Repository Actions allows you to set up custom actions and
assign these actions to queues.

Report allows you to set up reports.

Infrastructure Maintenance allows you to set up a user's
SMTP (mail) server to allow them to receive email payment
alerts.

Payments Netting allows you to combine a number of
payment and receive messages with similar settlement
instructions to be netted together.

The static data tables above can be set up so that any modifications made to them will require
authorisation (see Code Tables above).
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Host Administration

Market Centres

Market Centres allow time zone, default currency, working day and holiday information to be captured,
which is then used to adjust dates and times according to the location of the user.

The following default market centre is supplied:
¢ Centre name - System
e Default currency - GBP
e Working days - 2,3,4,5,6

e Timezone - Europe/London

Market centres

Market centres

lse this page to add, remoave or modify market graups used within Payment Manager

Centre name  : Default i Working days Til?lezone The farm below can be used to enter a new value in the code table
MISYS- ZAR 23 Afticallohannes shown at left, ar to modify an existing entry. Fields marked with a *
PaymeniReleaselGBP 23,456 GB are mandatory,
SYSTEM GBP 234586 EuropefLandon
Sauthafrica AR 23456 Africallohannes Centre name |:| *
Default |(please select) b | *
currency
e T
Timezone |(please select) v|
*

Delete |[ Addhlew

Centre Name Enter a meaningful name for the market centre.

Default Currency Select the currency associated with the market centre. A dropdown of ISO
currencies is provided to select the appropriate currency.

Working Days This denotes the working days in the market centre. Entry should be a comma-
separated list of numbers representing the days of the week in this list: 1=Sunday,
2= Monday, 3=Tuesday, 4=Wednesday, 5=Thursday, 6=Friday, 7=Saturday. For
example, to set Monday to Friday as working days, entry should be "2,3,4,5,6".

Time Zone This is the time zone associated with the market centre. Select the appropriate time
zone. This is used to help calculate the current run date for the market centre. This
offset is used to calculate local time for a host when performing user queries or
message processing functions.
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Market Centre Holidays

This table defines the public holidays in a particular market centre location. Together with the working
days set in the Market Centres table, this is used to determine the run date and next working date for
the market centre.

Market centre holidays

Market centre holidays

Use this page to add, remove or modify non-working days assigned to market centres

Market centre The form below can be used to enter a new value in the code table
shown at left, or to madify an existing entry. Fields marked with a +
Name i Date E are mandataory,
CeoyHoliday 24/02r2010
EasterFriday 020412010 Name [ i
EasterMonday 0a/04r2010 Date |:|E *
Delete |[ AddNew

Name The descriptive name of the holiday, e.g., New Year's Day.

Date The date of the holiday. Select the date from the calendar picker or enter it manually using
the date data-entry format specified in User Preferences (see Setting User Preferences).

Host Groups

Many work-groups within a financial institution may use multiple host systems to book and account for
transactions. FusionBanking Payment Manager's data design allows host systems to be aggregated
as Host Groups. A typical host group operates on the same time zone and so is assigned a market
centre which controls the run date within the host group. Archiving details are also set up at this level
to enable dropping of historic messages from the live database and copied onto the archive database
where they can be queried separately.

Host groups

Host groups

Use this page to add, remaove or modify hostgroups used within Message Manager

Hostgroup name i Market centre :Archive The form below can be used to enter a new value in the table on
SYSTEM SYSTEM Scheduled the left, orto modify an existing entry. Fields marked with a + are
mandatory.

Hostgroup name |:| -
Market centre *
Archive control *
Archive time |:| [3)
Archive offset |:| (3]

Archive enabled O
Print EOD Reports O
EOD Report Type | (please select) bt
Controlling host name |:|
Start Archive

Delete | [ AddNew | [Audit
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Host Group Name Enter a meaningful name to identify the host group.

Market Centre This is the market centre where the host group exists. A drop down of all
market centres available in the system is provided.
Archive Control Defines how the archiving process for the host group is initiated:

Host triggered - a fully integrated host (such as Misys Midas Plus) sends a
message to the server to trigger the archiving process.

Scheduled — a schedule is configured for working days (non-working days of
the week and public holidays are specified for the market centre attached to
the host group). The archiving runs every working day at a scheduled time.

Manual — a user initiates the archiving process.
Archive Time The time when archiving should take place. Entry must be in 24-hour format.

Entry to this field is optional. If entered, this will override the time specified at
the customer level.

Archive Offset Number of days after System Arrival Time (for other message types) that a
message is retained on the database before being dropped.

Archive Enabled Tick this box to activate the archiving process.

Print EOD Reports Print End-of-Day Reports: if checked, End-of-Day queries are printed to the
server automatically at End-of-Day; Print Security Audits: if checked,
Security Audits are printed automatically at End-of-Day.
EOD Report Type Report format can be any of the following:
e Network dependent format report
e Tabulated report
e Detailed message report
Controlling Host name This is the host that will determine when the archiving process will run and is
used only for Host Triggered archiving. If this option is ticked, the host system

elected will trigger the archive run for all that host group when FusionBanking
Message Manager receives an appropriate rundate message.

Hosts

A host system represents a back-office system that feeds messages into or receives messages from
Payment Manager. A number of host systems can be specified in FusionBanking Payment Manager.

Hosts

Hosts

Use this page to add, remove or modify hosts used within Payment Manager

Host Id : Host type : Host group : The form below can be used to enter a new value in the code table
hilhd Message SYETEM shown at left, or to modify an existing entry. Fields marked with a *
1P bl FPayment SYSTEM are mandatary.

SYSTEM Systemn SYSTEM

L
Hostope s

Delete |[ AddNew
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Host Id A unique ID for the host system
Host Type Narrative describing the type of host system (e.g. Equation, Midas, etc.).

Host Group  The host group to which this host is allocated.

Host Features

Switchable features allow FusionBanking Payment Manager processing functions to be enabled and
disabled on a host by host basis without the need to change any underlying code. They can be toggled
(on or off) within the user interface.

Switchable features can be defined on a per-host basis. Up to five optional parameters can be defined
per switchable feature, per host. See Switchable Features Appendix C - Switchable Features for a list
of switchable features supplied.

Host switchable features

Host switchable features

Use this page to add, remove or modify switchable feature data for a host

Host name The form below can be used to enter a new value in the code table
shown at left, or to modify an existing entry. Fields marked with a *

Feature : Description : Enabled : Param 1 are mandatory.

COREOOOO3T COREOOOOZY

CCYNWDCHK _ Enable Cey NWD » Feature Reference *

CORECOODOSS Enahle CGurrency « Description

COREDOOOSS Process Late

COREQOODSE  Send future dated Enabled

COREOOOOST Send messages Param 1 I:l

COREDOOOS4 Set revised P 10

COREODOOS!  Use canonical aram 1 Besc. L 1
Param 2 L ]
ParamzDesc. [ |
Param 3 L ]
Param3Desc. [ |
Param 4 L ]
Param4Desc. [ |
Param 5 L ]
ParamsDesc. [ |

L i} -]

Update Delete AddMew

Host System Routing

Hosts and SWIFT devices are linked indirectly by Bank Identifier Codes (BIC). Multiple BIC codes can
be associated with each host. For instance, multiple branches of an institution may connect to a single
host. Each BIC associated with a host can be linked to up to two SWIFT devices, one for sending and
one for receiving messages.

To link a host to a device, select Administration > Configuration > Host system routing from the
main menu. Select the host name to which the SWIFT device is to be allocated from the dropdown.
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The following screen is displayed.

Host system routing

Host system routing

Lse this page to add, remove, or modify host systern routing used within Payment Manager

Host name The formm below can be used to enter a new value in the code table
shown at left, or to modify an existing entry. Fields marked with a *

BIC code : Sending : Receiving : Can send are mandatory.

FTSAGBPO::  Midas_CASMF  Midas_CASMF

PTSAGBPPRAX  Midas_CASMF  Midas_CASMF BIC code [

Sending Device | (poase soec) ] x
Receiving Device | plzase selact) (v |+

Can send 0e
Canreceive 0o

Delete | [ AddNew

The fields are as described in the table below:

Host name A dropdown of all available host IDs is provided. Select host name to which the
SWIFT device is to be allocated.

BIC code Specify the BIC code that is assigned to the host. More than one BIC may be
assigned per host.

Sending Device When the BIC is used as a sender of a message, this field specifies the SWIFT
device associated with it. A selection of pre-defined SWIFT devices is provided.

Receiving Device When the BIC is the receiver of an incoming message, this field specifies the
SWIFT device associated with it. A selection of pre-defined SWIFT devices is
provided.

Can send checkbox Check this box if this host can send internal messages.

Can receive checkbox Check this box if this host can receive internal messages.

When routing messages internally, it is necessary that the BICs contained in the message
fields, SenderAddress and DestinationAddress have the Can send and Can receive options
checked respectively.

When sending messages from a host, the message's SenderAddress and DestinationAddress are
looked up in the Host System Routing table. If the message is to be routed internally (Can Send is
checked for the Sender Address and Can Receive is checked for the DestinationAddress), the
outgoing message is copied to represent the incoming message and forwarded to the appropriate
node in the receipt workflow. The original message is then moved to the appropriate node in the
outward workflow.

If the message is not to be routed internally it is sent out to SWIFT via the device specified in Sending

Device.

Each available endpoint is examined in a cyclic fashion until it identifies an available message. This

message can then be brought into the database. A Customer ID, Group ID, Host ID and Business
Entity are assigned to the message according to the destination address.
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Back Office Routing

Back office routing allows routing to and from different back office adaptors. The code table for Back
office routing can be accessed in the Configuration menu under Administration.

Configuration

Host Administration

Market centres
Idarket centre holidays
Heost groups
Hosts

Host features
Hpat sust fin

Back office routin

Code Tables

Character conversions
Business entities
Currencies

Lecal Bank Code

Lecal Bank Code Loader
Custem BICs

SWIFTRef Data Uploader
BIC features

1BANH Format

System Control

LAL Key Maintenance
VWeb Services Maintenance

To link a Back Office to a device, select Administration > Configuration > Back office routing from
the main menu. Select the host name to which the device is to be allocated from the dropdown.

The following screen is displayed.

Back office routing

Back office routing

Use this page to add, remove, or modify back office routing used within Payment Manager

Hostname |EYSTEM = The form below can be used to enter a new value in the table on the left, or to madify an
existing entry. Fields marked with a % are mandatory.
BIC code ! Sending Device :Receiving Device
B
No rows returned BIC code *

Sending Device (please select) x| %
Receiving Device | (please sslect)

Clear | | Belete | | Addifew. | Audi

The fields are as described in the table below:

Host name A dropdown of all available Host IDs is provided. Select back office to which
the device is to be allocated.

BIC code Specify the BIC code that is assigned to the host. More than one BIC may
be assigned per host.

Sending Device When the BIC is used as a sender of a message, this field specifies the
device associated with it. A selection of pre-defined devices is provided.

Receiving Device When the BIC is the receiver of an incoming message, this field specifies
the device associated with it. A selection of pre-defined devices is provided.

This field is not mandatory.
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Code Tables

Static Data Authorisation Maintenance

This screen allows you to specify which static data tables require supervisor authorisation before

modifications made by users can take effect. You must have the Define Authorisable Static Data

permission assigned.

Configuration Set Authorisation for Static Data Tables

Host Administration A static Data Table Autnorisation Maintenance

Warket centres

Market centre holidays This page allows you to set authorisation for static data tables.
Host group:
Hosts

Host features
Host system routing

Statis Data Authorisation Authorise : Static Data Table
lfantenance Allowed Currencies
Assign Queue Actions
Base Currency
BIC features
BIC Plus IBAN Loader Business entiss
BIC features Character conversions
RIMA loader Correspendent Maintenance

IBAN Format
Electronic Broker

Repository Actions

o o o A

Createimodify custom action

Country Maintenance

Create/modify custom action filters

Create/modify custom actions

|5

nodify custom actions
nodify queue actions
Assign Queus Actions

A scrollable list of static data tables is displayed. To turn authorisation on for all tables, click Select

0 ‘Greyed out tick boxes indicate static data tables with changes that require authorisation.

Description

Defines allowed currencies for a correspondent

Assigns the Actions that can be performed against a specific queue
Assigns the default system currency

Assigns a switchanle feature against a specific BIC code
Ayailable business entities / Lines of Business

Translation of characters not supported by the SWIFT FIN network:
Contains correspondent bank details

Contains a range of data about countries defined in the system
Assigns filter to custom actions.

Custom repasitory aueue actions

=

3

[£3

All. To turn authorisation on for individual tables, check the relevant box in the Authorise column. If a

box is greyed out, this indicates that there are pending changes requiring authorisation for this table.

These changes must be authorised before any further actions can be undertaken on the table.

Click Update to save your changes, or Cancel to reject them.

You can use the filter feature to find a specific table. The filter box is displayed next to the filter icon

?. Enter the details in the box, for example 'curr' to find currency tables, and click the filter icon.

Note that if you want to return to the display of all tables after using the filter, click Update to save any
changes, followed by Cancel.

Character Conversion

This table provides a translation from characters disallowed by the SWIFT FIN network to allowed
characters. For example, '&' is not currently allowed, whereas '+'is. The conversion table can change

‘&' to '+'.

Character conversion code table

Character conversion code table

Use this page to add, remove. or modify character conversions for the specified host group.

Host name
From character :To character

?

1

# N
5 7
% ?
& +
* ?
= ?
= ?
> ?
@ ?
\ i
{ (
| ?
} )

The form below can be used to enter a new value in the code table shown at left, or to modify
an existing entry. Fields marked with a * are mandatory.

Fromcharacter |
e —

Delete AddNew
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Host group Specify the host group to add, remove or modify character conversions.
From character Enter the invalid character.
To character Enter the replacing character.

Business Entities

This table defines the business entities available within FusionBanking Payment Manager and is used
to group messages into lines of business.

Business entities code table

Business entities code table

Use this page to add, remaove, or modify business entities available for your customer within Payment Manager.

Business ¢ Description The farm below can be used to enter a new value in the code table
CE2 CE2 shown at left, or to modify an existing entry. Fields marked with a *
CE1 CE1 are mandatony.

BEZ2 BEZ2

BE1 BE1 BusinessEntity | |x
T —

Delete |[ AddNew

Business Entity This is the unique, meaningful name for the business entity.
Description Narrative describing the business entity.
Currencies

This table defines the currencies available within FusionBanking Payment Manager. It comes pre-
loaded with ISO currencies.

Currencies code table

Currencies code table

Use this page to add, remove, or modify currencies used within Payment Manager

1SO code i Description i Spot rate The form below can be used to enter a new value in the table on the left, or
AED UIAE DIRHAM 1.0 #| | to modify an existing entry. Fields marked with a * are mandatory.
AFM Afghani 1.0
ALL Albanian Lek 1.0
AMD Armenian Dram 1.0 _ | 150 code |:|,,
ANG Antillean Guilder 1.0 Description |:|
AQA Kwanza 1.0
ARS Argenting Peso 10 || Spotrate [ x
AUD AUSTRALIAN DOLLARS 1.0 Multiply / Divide 0
AWG Aruban Guilder 1.0 .
Az Azerbaijanian Manat 10 Humber of decimals I
BAM Converible Marks 1.0 Multiple message cutoff time |:|o
EBED Barbados Dollar 1.0 "
Next multiple message run |:|
BODT Bangladesh Taka 1.0 P g 0e
BGN Bulgarian Lev 10 Market centre [iplease select) v|x @
BHD BAHRAINI DINAR 40 Cutoff amount |:|0
BIF Burundi Franc 1.0
BMD Bermudan Dollar 1.0
BMD Brunei Dollar 10 Delete AddMew Audit
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ISO code
Description

Spot Rate

Multiply/Divide

Number of Decimals

Multiple Message Cut off
Time

Next Multiple Message
Run

Market Centre

Cut Off Amount

Local Bank Code

The ISO code for the currency.
Enter a meaningful name for the currency.

The current conversion rate between the base currency and this currency.
(To change the base currency, see The System Control Data Menu.

Indicates whether the currency will be multiplied or divided by the spot rate
to convert it to the base currency.

The number of decimal places used with the currency when an amount is
formatted for screen display, e.g., US Dollars - 2 places, so 2 is entered.

For multiple message processing, the time when all qualified payment and
receive messages will be pooled into multiples regardless of whether the
maximum limits (i.e., no of components or size) are reached. The time
entered must be in the 24-hour format (hh:mm). This is a mandatory field.

Enter the date at which the cut off time processing for pooling multiple
messages will be made effective.

Enter the market centre for which the timezone of the cut off time will be
expressed in. This is to qualify the cut off time against the server time when
all payment and receive messages will be sent. Entry is mandatory and is
used in conjunction with the FusionBanking Payment Manager multiple
message processing.

This is used by the multiple message processing to limit the messages that
can be pooled into a multiple message by accepting only those with
amounts less than entered here. If no value is specified, then no amount
checking is performed. This is an optional field.

This table allows you to add, remove or modify bank codes used within FusionBanking Payment
Manager. These are specific codes for financial institutions within a country or institutions that are
members of a local clearing scheme. These codes are searchable wherever the local bank code
picker is displayed on a screen. See BIC/Local Bank Code Query Tools.

Switchable feature CORE000069 is provided to:

e Check that a local bank code received in a payment message is correct and currently valid for
incoming and outgoing messages (or both)

o Identify a local bank code from a received SWIFT BIC

e Check that a received SWIFT BIC/local bank code pair matches correctly

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 29



Chapter 4 Configuring FusionBanking Payment Manager

Configuration Local Bank Code Table
Host Administration L] Local Bank Code Table
Market centres : s
I,:::_= ge;t;e o Use this page to add. remove or modify bank codes used within Payment Manager
Hos 2
ot Scheme Code  iCountry Code  :BIC iHostld The form below can he used to enter a new value in the table on
Host features AU AU FTSAGBPFIGO.  SYSTEM the left, or to modify an existing entry. Fields marked with a * are
Host system routing mandatary.
Code Tables
Static Data Authorization
lMaintenance Scheme l:l*
Character conversiens Code
Business entties Country [ (please sekect) v
Currencies Code
Local Bank Cade Losder Bic (|
BIC Pus BAN Loader Hostla
EI[I: felaturﬁ Bank Code l:l*
A& loader
IBAN Format Network
Electronic Broker Bank Name :*
Repository Actions B h
ranc 1
Create/medify custom action Hame
ify custom actiens Address l:l
\ctions
Payments Netting l:l
e B e et (1 — Status
;;ar;;:r. Settlement Instructions Indicator D
Cl
Report T Al 0 P IngiacI;TgI o
Fepon Greues - © Regon [
Infrastructure Maintenance ‘ Indicator |
SMTP (mally Server Maintenance o add| [cn Delete Add New Aud o
] t udit 3
Field Description
Scheme code Enter the code for the specific local clearing or local network e.g. 'SC' to
indicate the UK Domestic Sort Code.
Country code Select the ISO country code for the particular country.
BIC Select the SWIFT BIC code that corresponds to the local bank code.
Host ID Select the host system.
Bank code Enter a local bank code. Note that more than one local bank code can be
stored for a country but you will need to add these as separate records.
Network Select the payment network (or clearing and settlement mechanism).
Bank name Enter the full name of the bank.
Address line 1 Enter the full address of the bank.
Status indicator Check this box if you want to indicate in the local bank code picker whether
a code has been blocked or not. (This will be displayed as Y or N).
Clearing indicator Check this box if you want to indicate in the local bank code picker whether
the bank is a clearing bank or not. (This will be displayed as Y or N).
Regional indicator Where there are significant regional differences within a jurisdiction (e.g.

USA), enter a regional code to identify the difference e.g. NY for New York.

Local Bank Code Loader

This screen allows you to upload a text file for the purpose of updating the local bank code table. The
file must have the extention .txt but can be zipped (.zip). It should be comma or tab delimited. An
example is shown below.
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SCHEMECQDE(Z2D) countryCode(2)  bic(1ll) hostId({10) bankCode (11D network (507 barnkMame (5070
address1(50) address2(50) address3(50) statusIndicator(l) clearingIndicator(l)
regionalIndicator(20)
USUSCITIVUSIIxC<Host100 946464278 Fedwire CitiBank New York
wall Street; MNew
YOorkaiadaddaaaaaddadadadAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
MY
USUSCTTIUS I Ix<xHos199 946464278 Fedwire CitiBank Mew York
wall Street; New York
Y
USUSCITIUSIINCHosT9E 946464278 Fedwire CitiBank New vork
wall Street; Mew York
Y 1
USUSCITIUSIIH<Host97 946464278 Fedwire CitiBank New York
wall Street; New York
Y
USUSCTITIUS 3 IXKxHos1 96 946464278 Fedwire CitiBank Mew York
wall Street; MNew York
Y
USUSCITIUSIIXOCHost95 946464278 Fedwire CitiBank New vork
wall Street; Mew York
Y

If mandatory fields are not present in the file, an error message will be displayed.

Local Bank Code Loader

Local Bank Code Loader

This page allows you to upload Local Bank Code data and update the Local Bank Code table.

Scheme Code | Li]

Selec.tLocalBank{:odeﬂle:*.txt,*.zip}| |[ Browse. .. ] Upload

Scheme code This field allows you to enter the code for the specific local clearing scheme or
local network. You do not need to enter a value here if the .txt file contains the
scheme code. If you enter a value here, any existing entry with the same value will
be overridden.

Select local bank code  Enter the path for the code file or search for it using the Browse button.
file

Click Upload to load the file. If the upload is successful, a message will be displayed.

Custom BICs

This table defines the additional custom BIC codes that can be used within FusionBanking Payment
Manager. The SWIFTRef files can be uploaded via the SWIFTRef Data Uploader.

BIC code table

G code e
Us this page to add. remove. or moddy the SIS codes avataile for your customer withia Paymant Manager

AT AN i Cannectad I C sma satrens

e torm B
o

Hio rows resurmed

s Totsies ST e
IRAN B
Connected Ba

attution lama

Eranch 810

Couniry Hame
Giroup Parent Kiry
A atioeal I}
Commtry Code

[Add] [Ciear
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Enter the information in the fields, where applicable. For more information, refer to the
relevant SWIFT documentation.

SWIFT BIC Enter the full SWIFT BIC code

IBAN BIC Enter the full SWIFT IBAN code

Connected BIC Enter the Connected BIC

Institution Name Enter the Institution Name

Address Enter the address of the institution

Branch BIC Enter the Branch BIC

City Enter the city where the institution is located
Country Name Enter the country where the institution is located
Group Parent Key Enter the Group Parent Key

IBAN National ID Enter the IBAN National ID

Country Code Enter the Country Code

Only those BIC codes entered manually by the customer through this interface will be visible here. Any
addresses added will be flagged as such and will be displayed in the left hand pane.

To search for and locate BICs across the whole SWIFTRef database, refer to the FusionBanking
Payment Manager User Guide.

SWIFTRef Data Uploader

The SWIFTRef Data Uploader replaced the former BICPIusIBAN loader; it enables the FusionBanking
Payment Manager to support the new Bank Directory Plus, IBAN Plus and IBANSTRUCTURE files.
New mandatory fields are introduced that includes Institution Name, Country Name and Country Code.

PAYMENT MANAGER GMISY]
=) & (] @ @ (1) A@
Configuration BIC code table

Host Administration BIC code table

Use this page to add, remove, or modify the BIC codes available for your customer within Payment Manager.

SWIFT BIC fIBAN BIC i Connected BIC HInstitutic The form below can be used to enter a new value in the table on the left, or to modify an
ures ABCDGBPPICX TEST existing entry. Fields marked with a % are mandatory.
tem routing CLOUDGBPXXX CLOUDGBPXXX CLOUDGBPXXX SELENIUN

Back office routing JULIEANNCOG SELEMIUN

Code Tables PTSAGBPBIGX Misys SWIFT BIC —

i versions WEEQAUT 1 SELENIUN IBAN BIC l:l
N —
sagws

SWIFTRef Data Uploader

R I —
{ Format
Coniel City L
Waintenance
< Waterance CountryMame [~ |«

Ropository Actions GrowpParentiey | |

O —
T —
Delete || AddMew || Audit

Report Groups

Infrastructure Maintenance

SNTR (mail) Server Maintenance

Payments Netting
Standard Settlement instructions
Farties & I} 3
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In Administration > Security > Security (Pending) > User Maintenance, the user must add the

below Upload SWIFTRef tables permission and must be authorised, before being allowed to proceed
to the upload screen.

PAYMENT MANAGER OMISYS
® oy G @& @ (7] A @)

Security Payment Manager user permission config PENDING for user: userl
Security (Live) L]
The linke below referto the Live Roles Permissions Limit Data

security medel, ihese pages ars Following permissions are defined in the application:
read-only by
Role maintenance Available Permissions Current Permissions Filter
naintenance o O = =
eridian rols malntEnance Zendto BIC address (complex) No rows returned
Veridian usar maintenance Specify SAGS for a Transfer Profile

G ) Toggole the visibility of FileAct Transfer query definitions
Toggole visibility for queries

The links below refer to the Pending Transmit Batch File

security model, these permissions

= Upload RMA data
Ay oe updates oui 0 noake sffert (Upload SWIFTReftables
=y have been marais Use SWIFTNet Distinguished Names J
Rl manienance Use a FileAct Transfer Profile
User maintenance !
Meridian role maintenance Use template to modify a message
Meridian user maintenance Use template to eriginate a message

Use the FileAct senvice

Security Migration Viguas femhivn landata Oone: Dafinitiane - N
e il | _>l_I il ;l_l

Security Audit
Add Permesion

The Upload SWIFTRef permission can also be configured via Administration > Security > Security
(Pending) > Role Maintenance.

To use this:

1. Click on Browse and select the location and hame of the Bank Directory Plus/IBAN
Plus/IBANSTRUCTURE files from the Choose File dialog box.

2. Click Upload to begin the loading process.

3. Before uploading, the system validates the data in the SWIFTRef file and indicates the line
numbers of the records with errors.

SWIFTRef Data Uploader

SWIFTRef Data Uploader

This page allows yau to upload the SWIFTRef Data. BANKDIRECTORYPLUS, IBANPLUS, and IBANSTRUCTURE.
|® 18an structure Full Upload Insert done: & Records |

|® IBANSTRUCTURE_FULL_20130714.TXT Line no. 9 contains invalid data Where identifier=XXY : IBAN COUNTRY CODE with value [}XY] is too large, 2 characters only. |

System encounter validation errors on some rows as shown above, do you want to commit and disregard rows with error ?

] e

However, if the number of error records exceeded 30 lines, the system will prompt an invalid file
error and the SWIFTRef file will no longer be uploaded.
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SWIFTRef Data Uploader

SWIFTRef Data Uploader

This page allows you to upload the 8WIFTRef Data. BANKDIRECTORYPLUS, IBANPLUS, and IBANSTRUCTURE

Lines with errors exceeded 30, Please select avalid file

|$ Upload aborted The SWIFTRef File contains too many errors, Please select a valid one

Select SWIFTRef FlatFile (*.td)

Browse...

Upload |

When a valid SWIFTRef file is selected, Upload button will be enabled and no error will be
displayed. An error message will appear when an invalid file has been selected. There is an option
to abort the process when there is an error. Examples of invalid files include:

(0]

(o}

(o}

Older date
Future Date (> 1 Month), (Type: DELTA)

Invalid Filename

4. When loading the SWIFTRef tables, the following tasks will be performed:

(o}

New BICs, (those with modification flag 'A" in the SWIFTRef database) will be added to the
existing BIC tables.

Updated BICs (those with modification flag 'M' in the SWIFTRef database) will be
overwritten to the existing BIC table (including those that have been added manually from
the Custom BIC option.

Deleted BICs (those with modification flag 'D' in the SWIFTRef database) are removed
from the FusionBanking Payment Manager BIC table.

Unchanged BICs (those with modification flag 'U' in the SWIFTRef database) will be
overwritten to the existing BIC table. Although the record is not changed, FusionBanking
Payment Manager will update the corresponding record to ensure the latest information is
loaded in case previous updates were not loaded.

Manually inserted BICs which do not have a corresponding record in the SWIFT version
will remain untouched.

BIC Features

BIC Features are switchable features that are defined against BIC codes. This allows FusionBanking
Payment Manager processing functions to be enabled and disabled on a BIC by BIC basis. An
example of this is a switchable feature that controls the production of certain message types
depending on whether the Sender BIC and the Receiver BIC are members of a certain message user
groups.

BIC switchable features

Use this page to add, remove or modify switchable feature data for a BIC

Bic | PTSAGEPRXCK v The form below can be used to enter a new value in the code table shown at left, or to modify
an existing entry. Fields marked with a * are mandatory.
Feature : Description : Enabled
PTSADD1 Route to high Feature Reference |:| *
riority queue
P Doscrpson [ ]
Enabled 0
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Feature Reference A user defined reference code that is assigned to a BIC feature.
Description A short description about the feature.

Enabled Tick this box to enable the switchable BIC feature.

RMA Loader

The Relationship Management Application (RMA) allows SWIFT users to manage their business
relationships with their correspondents. This option allows you to upload RMA data which can be used
in the FusionBanking Payment Manager database to validate messages against authorisations
present in the database.

Select the file to upload by searching for it in the browser and click Upload to upload it.

RMA Loader

RMA Loader

sing a RMA distribution file, this page allows you to upload RMA data and update the RMA tahle

Select RMA dsitribution file('.xml, *.zip) | |[ Browse. . ] Upload

IBAN Format
Enter the IBAN structure details in the fields provided.

The form below can be used to enter a new value in the table on the left, or to modify an existing entry. Fields marked with a * are mandatory.

Country Code (please select) v %
Country Name | [ %
IBAN Structure | |
IBAN Structure Regular Expression | | *

[Clear“ Delete || AddNew || Audit |

System Control

The System Control feature allows you to choose between two running modes of the application.

You can choose to run FusionBanking Payment Manager in either Production Mode, or in Test Mode.
The Test Mode may prove very useful if you want to run tests for example, or for any other actions you
want to perform on a different database in order not to alter the production one.

Note that the FusionBanking Payment Manager features available are the same in both modes.

To access the System Control feature, under Administration, choose Configuration, then in the
left-hand pane, under Code Tables, select System Control.
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System Control

System Control

Use this page to modify System Control Configuration available within Payment Manager.

Control Hame  : Control Description : Control Value The form below can be used to enter a new value in the table on the
Test Mode Controls the mode the applicatiTest left, or to modify an existing entry. Fields marked with a + are
mandatory.

Control Name

| %
Control Description |Cuntr|:rls the mode the apﬂ -
Control Value Test e x

L Update ] [ Cancel ] Delete || AddMNew

In the screen above, you can modify the existing control to specify Test or Production mode, as
described below:

Control Name The name of the selected control.
Control Description Enter a short description.
Control Value Choose between Test or Production in the drop-down list.

Click on Update to validate or on Cancel to ignore the changes.

After selecting one or the other mode, log out from the application, then log in again into the
application. When in Test Mode, the Login screen and the main screen both display "TEST MODE".

If Test Mode is enabled, alerts will be raised with TEST MODE. Also, If a user or role has been set to
"al" or email, the user will receive alerts through an email that will include "Test Mode" as part of the
subject.

Web Services Maintenance

This is used to setup the web services that will be used for the credit mandate and debtor mandate
data lookup.
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Configuration

Web Services Maintenance

Host Administration

Market centres

Market centre holidays
Host groups

Hosts

Host features

Hest system routing
Back office routing

Code Tables

Character conversions
Business entities
Currencies

Local Bank Code

Local Bank Code Loader
Custom BICs

SWIFTRef Data Uploader
BIC features

IBAN Format

System Control

LAU Key Maintenance

Repository Actions

Create/medify custom action
filters.

Create/moedify custom actions
Create/medify gueue actions
Agsign Queue Actions

Report

Report Groups

Infrastructure Maintenance
SMTP (mail) Server Maintenance
Payments Netting

Standard Settlement Instructions
Parties

Vieb Services Maintenance

Use this page to add. remove, or modify Web Services Configuration within Payment Manager / MessageManager.

Name {URL i Port Name
VSWDEVTEST hitp:iMacalhost:9090/Dumm DummyWebSe -
< i '

The form below can be used to enter a new value in the table on the
left, or to modify an existing entry. Fields marked with a * are
mandatory.

Name

[
o E—
port ame E—
Operaton E—
vser ame —
passwor —
enapont —
Service User Prefix l:l
RSA Service Prefix l:l
Web Service URL Namespace l:l *

Web Service URL LocalPart | |4
Web Service URL Prefix l:l
Web Service Port Namespace l:l *
Web Service Port Local Part l:l *
Web Service Port Prefix l:l

(Clear] [ Delete | [ AddNew | [Audit]

Name

URL

Port Number
Operation
User Name
Password
End Point
URI

Service User Prefix

RSA Service Prefix

Web Service URL
Namespace

Web Service URL
Local Part

Web Service URL
Prefix

Web Service Port
Namespace

The name of the Web Service

The URL of the Web Service

Each operation in a Web Service is normally bound to a port name

An operation that the Web Service does. (l.e. Validate RSA Passcode, etc.)

The user allowed to use the service

Password for the service user

SOAP address provided by the Web Service

Resource Identifier

Normally not needed, but due to the Web Service configuration by BF Midas, this

was included.
Same as Service User Prefix

URL namespace of the Web Service

URL local part of the Web Service

URL prefix of the Web Service

Port namespace of the Web Service
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Web Service Port
Local Part

Web Service Port
Prefix

Port local part of the Web Service

Port prefix of the Web Service

Web Service Client Mapping

The Web Service Client Mapping allows the users to add web services.

Configuration

Web Service Client Mapping Details

Host Administration

Market centres

Market centre helidays
Host groups

Hosts

Host features

Host system routing
Back office routing

Code Tables

Character conversions
Business entities
Currencies

Local Bank Code

Local Bank Code Loader
Custom BICs

SWIFTRef Data Uploader
BIC features

IBAN Format

System Control

LAl Key Maintenance
Web Services Maintenance
Web Service Client Mapping

Repository Actions

Create/modify custom action
fitters

Create/modify custom actions
Create/modify queue actions
Assign Queue Actions

Report

Repert Groups

Infrastructure Maintenance
SMTP (mail) Server Maintenance
Payments Netting

Standard Seftlement Instructions
Parties

Web Service Client Mapping Details

Use this page to specify web service to be mapped

Host Group  SYSTEM v
Host {Web Service Alias Name :VWeb Service
MPM CREDITOR_LOOKUP VSWDEVTEST =
MPM DEBTOR_LOOKUP VSWDEVTEST

] n 3

The form below can be used to enter a new value in the table on the left,
orto modify an existing entry. Fields marked with a # are mandatory.

Host m *

Web Servics tasame ||«

Web Service Name (please select) * »

Web Service Client Class : *
Delete | [ AddNew | [Audit

Host

Web Service Alias
Name

Web Service Name

Web Service Client
Class

Host Id

User-defined alias for the web service to be used by the system.

The name of the Web Service to be used that is configured in WWeb Services

Maintenance

Implementing class of the Web Service.

Repository Actions

The Repository Actions menu contains options which allow you to set up custom actions for users.

FusionBanking Payment Manager supplies the following default custom actions which are assigned to

the relevant queues:

e Authorise - for authorising payments

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1

38



Chapter 4 Configuring FusionBanking Payment Manager

e Create - for creating messages via the Input / Repair module

e Delete - for deleting messages (routing messages to the Deleted node)

e Force Post - for force posting

¢ Move to Repair - for moving messages to the Repair node

e NotDuplicate

¢ Release - for releasing messages into the payment network

e Repair - for repairing messages via the Input / Repair module

e Resubmit - for resubmitting

e Retry - for retrying failed payments

e Route - for routing payments to a new node

e Verify - for verifying payments

Payment Release

See Payment Release Maintenance and Settlement Cut-off Alerts.

Configuring Queue Actions

Queue actions can be customised for individual users to allow them to perform a specific action, such

as authorise or route, on messages or a subset of those messages, residing on a particular node.

To configure custom actions, from the main menu select Administration > Configuration >

Create/modify queue actions:

The following screen is displayed.

Create/maodify queue actions
Create/modify queue actions
Custom actions can be applied to messages using the Tilter by” and "perform action”
Action name *Filter description i Confirm Action
Authorise Authorise
Cancel Cancel ¥
Create Queues assigned to this ac
Delete Deletable
Force Post Force Post ¥
IModify Maodify
MoveToRepair MaoveToRepair
MotDuplicate NotDuplicate ¥
Release Releasable
Repair Repairable
Resend Resend ¥
Resubmit Resubmit v
Retry Retriable
Verify Verifiable

The form below can be used to enter a new value in the table on the left, or to modify an
existing entry. Fields marked with a * are mandatory.

Ftordescrpion [ |

Confirm Action
Disable Bulk Action
Message Note
Custom Action

Reaular Exression

‘ Delete H AddNew || Aumtl

To add a new custom action, fill in the input form below and click Add.

Action name

Filter Description

Type in the name to identify the action. Entry must be unique (case sensitive).

Type in a description that will appear in the list of filters that can be applied to

Confirm Action

Disable Bulk Action

message query results.

Select this option if a warning message is to be displayed when performing this
queue action.

Checking this box disables the feature which allows a user to perform this action
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on all messages.

Message Note Select this option if you want a message note tab, indicating that a message has a
note attached to it, displayed in the expanded view pane of a message query.
(This will be indicated as Y or N).

Custom Action Check this box if the action is to be set up as a custom action.
Narrative Text Enter any narrative to describe the custom action.

To delete an existing custom action, do the following:

1. Select the custom action to be deleted from the left hand list. The action will be populated in the
right hand input form.

2. Click Delete. A confirmation message box will be displayed.

3. Click OK to delete the action or Cancel to go back. Attempting to delete a system action will result
to an error displayed, informing that this action cannot be deleted.

To update an existing custom action:

1. Select the custom action to be modified from the left hand list. The action will be populated in the
right hand input form.

2. Update the Filter Description field as necessary and click Update to apply the changes.

It is not possible to edit the Action name. To do this, the action must be deleted first and then a new
one can be created with the intended Action name.

Assigning Custom Actions to Queues

Once a custom action has been created, it needs to be assigned to the relevant queues within the
FusionBanking Payment Manager project. The queues that will be assigned these actions are those
gueues upon which other users can perform that action. For example, the Delete action (system
supplied) may be assigned to several queues from where users can place messages that are not
intended to go out to the network.

To assign custom actions to queues, from the main menu select Administration > Configuration >
Assign queue actions.
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The following screen is loaded:

Assign Queue Actions

Queue Actions

This page allows you to add Repository Routing Actions to queues.

Select Queue  SWIFT_Repair -

Available Queue Actions |

Available Actions Selected Actions
MaoveToRepair - Create
NotDuplicate Repair
Resend =
Resubmi o Castome )
Retry [_<<Remove |
Verify -

Verification Count for this Queue Mot Applicable -
Authenticate user for this Queue [
Limits apply for this action [

[ update Queue Detais | [ Audit |

To assign a custom action to a queue:

1. Select the queue the custom action/s will be assigned to. The available and assigned actions for
that queue will be displayed.

2. Inthe Available Actions list box, select the action/s to be assigned to the chosen queue and
click Add >>. The action will appear in the Selected Actions list box.

To remove a custom action from a queue:

1. Select the queue for which the custom action/s will be unassigned from.
2. Inthe Selected Actions list box, select the action/s and click Remove.

The Verification Count and Authentication features are described below. Click Update Queue Details
to apply the changes.

If you want limits to apply to this action, check the Limits apply for this action box. For more
information on setting limits, see Assigning Limits to Roles and Users.

Verification Count

The field Verification count on this Queue is used to control the number of verifications that can be
done on a Verify action and any user-defined actions as part of the Four Eyes Verification functionality.
The field provides the options: Not applicable, 2-eyes, 4-eyes and 6-eyes which represent the
number of times the messages on the selected queue will need to be verified. Only one action can
have a verification count associated with it for a selected queue. An action with a non zero action
count is displayed in blue. Assigning an action count to additional queue action results in a warning
message being displayed. If the user chooses to continue, the new action is displayed in blue and any
action previously marked in blue will have its action count reset to 0 and will be displayed as normal.

If 2-eyes is selected this means that when the action is chosen, the AuthoriserID check will be
performed. So, an Action with 2-eyes on one node when combined with a 2-eyes Action on another
node, will give the 4-eyes verification required.

2 -eyes verification is a means of achieving n eyes verification by chaining queues. Each time a user
performs an action with 2 eyes on one queue, the AuthoriserID field of the message(s) is updated with
the user and the message(s) is/are moved to a downstream queue. A different user is required to
perform the same action on the downstream node, thus achieving 4 eyes verification. This approach
can be extended to achieve the desired number of verifications.
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If 4-eyes (or 6-eyes) is selected, the AuthoriserID check will need to be performed 2 (or 3) times
before the message is released from the current node.

The Filter icon ¥ allows you to display a subset of query results that match the action that was
selected on the filter dropdown. When an action has been linked to 2-eyes, 4-eyes or 6-eyes
verification count, and that action is selected on the filter dropdown, the system will check the value of
ActionCount assigned to that specific action. If the ActionCount is 0 (zero) the system will behave
normally, just filtering the messages that are on the queue on which the filter is linked to. Otherwise, if
ActionCount is different from 0, the system will only show the messages that are on the queue, which
the filter is linked to and which doesnt have the current user (running the filter) contained in the
AuthoriserlD field.

When an action has an ActionCount different from zero, the system will need to read the number of
verifications that are stored on the database for the current queue and how many users have verified
this message. This information will be updated on the message object, before the transmit message
method in BankFusion Meridian is called.

When the user submits a manually created / repaired / modified message such that the message is
persisted and then routed, the User Id that performed this action will be persisted as the first authoriser
in the message object. This implies that if the message has been authorised previously, these values
will be cleared from the message object — the process is effectively being re-started. Note, the audit
trail of previous authorisations on the message will not be lost.

This functionality is also linked into the Input & Repair mechanism within FusionBanking Payment
Manager in that if a message is created, modified or repaired, the User Id performing this action will be
set as the first verifying user in the process.

Authenticating Actions

The Authenticate Action feature allows you to set up user authentication for business critical message
actions such as validation and authorisation. Authentication forces the user performing the action to
retype their FusionBanking Payment Manager login password and can be performed on a single
message or batch of messages. For users with LDAP security setup, if the entered password is
correct, the message will be routed and a success message will be shown. If the password is
incorrect, the message will not be routed and an error message will be shown. For users with a non-
security set-up, if the entered password is either correct or incorrect, the message will be routed.

To set the Authenticate Action feature on a queue, check the Authenticate user for this Queue box.

Report

See Importing Jasper Reports.

Infrastructure Maintenance

Where a user is required to receive email payment alerts, their SMTP (mail) server details need to be
entered in this screen. See Setting up the Alert Notification Method.

The Security Menu

The FusionBanking Payment Manager Security function allows a security administrator to configure
the messages and functions available to individual users. It provides role-based access control on
various resources within the system. The following concepts are used to describe this facility.

Roles, users and permissions

The Payment Manager security model is role-based. As a member of a role, a user automatically
inherits all the rights assigned with the role, though additional rights may be granted. A role is
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associated with one or more permissions, essentially activities (e.g., create, modify, view, etc) applied
over a 'resource' (e.g. a message, a message query, a template, etc.).

Complex permissions are permissions that can be filtered in order to restrict the availability of a
function to a user. For example, when the "Originate a message" permission is attached with a filter
condition "Type is equal to MT202", the user is allowed to create messages but is restricted only to
message type MT202. When no restriction is set, the user is allowed to create all message types that
have been set to allow input/repair capability in the FusionBanking Payment Manager project.

Security roles

There are three built in security roles that are provided as part of the installation of FusionBanking
Payment Manager Security Administrator, Security Officer and Security Authoriser.

The Security Administrator role can assign Security Officer and Security Authoriser roles to users and
can also authorise those changes to the security profiles. Security Administrators can either assign the
Security Officer role or the Security Administrator role but not both to the same user. This user will not
be seen as a day to day user of FusionBanking Payment Manager and will not have access to any
functionality other than the security GUI. They will not be able to assign permissions to themselves
which would allow them to view messages etc. This role is therefore an administrative role that needs
to be used only occasionally to set up Security Officers and Security Authorisers whose job it is to set
up relevant security profiles within FusionBanking Payment Manager.

The Security Officer assigns roles and permissions to users from permitted offices etc. and is
considered the principal user of the security system. They are not able to do the following:

e Assign permissions and/or roles to themselves.
e Assign the Security Officer, Security Authoriser or Security Administrator role.
e Authorise changes to the Security Profiles

The Security Authoriser authorises changes to the Security Profile made by Security Administrators
(although they can authorise as well) and Security Officers. This model prevents Security Officers from
being able to authorise their own changes to security profiles. Security Authorisers can also choose to
rollback changes to the Security Profile since the last time changes were authorised. To summarise,
Security Authorisers can only authorise/rollback changes to security profiles, they cannot do anything
else within the Security GUI.

Security Permissions

The following table describes the general permissions available in FusionBanking Payment Manager
and the functions affected. Permissions specific to a particular function, for example direct debit
mandates, are detailed in the relevant section.

Permission Description Functions affected

Log in to Payment Permission required to log into User Log in

Manager the Payment Manager system.

Select visible host Yes Users will only be able to view Availability of the host group in
groups for user messages that originated from the following trails:

or are destined to host groups
to which they have been given
access.

View Query List > Host group
dropdown

Archive Query List > Host

Complex permission criteria:
pexp group dropdown

Specify the host groups that a
user can access. If no filters are  End of Day Query List > Host
specified, the user is permitted group dropdown

access to all host groups

defined in the system.
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Permission Description Functions affected

Define which
messages are
visible

Originate a Yes
message

Use template to No
originate a message

Modify a message Yes

Use template to Yes
modify a message

Create manual Yes
message for HostID

Limit the messages that a user
is allowed to view.

Complex permission criteria:
The permission can be filtered
on message properties. This
conditions logically AND'ed to
the query conditions, which has
the effect of narrowing down
the results returned by a
message query.

Create a new message without
the use of a template —i.e. all
fields available for input.

Complex permission criteria:
Specify the message types that
the user can create.

Originate a new message using
a message template. Users can
only select a template defined
for a role of which they are a
member of.

Modify an existing message
without the use of a template —
i.e. all fields available.

Complex permission criteria:
specify the messages that the
user can modify.

Modify an existing message
using a Modification Template.
Users can only select a
template defined for a role of
which they are a member.

Complex permission criteria:
The permission can be filtered
on message properties to limit
the messages that the user can
modify.

Contains the hosts for which a
user can create messages and
templates.
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Availability of the message in the
following trail :

View Query List >running a
query

Archive Query List >running a
query

End of Day Query List > running
a query

Availability of the message type
when creating a message using
the following trail:

Create Message >Any
Messages

Availability of the creation
method "template” in the
following trail:

Create Message > Any
Messages

Availability of ‘free form'type of
modification in the message
modification dropdown when
selecting the edit B icon in the
following trail :

View Query List > run a query >
select a message on the query
result pane

Availability of a message
template in the message
modification dropdown when
selecting the edit Ed icon in the
following trail :

View Query List > run a query >
select a message on the query
result pane.

Note that in addition to the
above, there are other factors
that are checked when
displaying a particular template
in the message modification
dropdown:

The template must be in the
same message type as the
message currently being viewed.

The user must be a member of
the role that owns the template

The HostIDs displayed when
inputting manual ACBS
messages and templates.
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Permission Description Functions affected

Repair a message

Create MTn95

Create message
note

Perform custom
action

Maintain message
templates

No

No

Yes

No

Fix fields of host system-
originated message that fails
validation (all non-null fields

that are not in error are locked).

Complex permission: criteria
can be specified to limit the
messages the user can modify

Create a Mtn95, MTn96 or
MTn99 message

Write a note against a
message.

Assign custom actions to users
that are allowed to perform
them.

Complex permission criteria
can be specified to limit the
custom actions that a user can
perform. If no filters specified,
the user is allowed to perform
all custom actions defined in
the system.

Templates are linked to Roles.
When a new template is saved,
the role to which itis linked is a
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Availability of the repair icon "
when viewing a message in the
following trail:

View Query List >run a
query > select a message on
query result pane

The repair icon is activated when
all of the following conditions
are met :

The current user must have a
'Repair a message' permission

The message must reside in a
queue that has been assigned
the custom action 'Repair’. See
Performing Custom Actions on
Messages.

The message must have existing
validation errors.

Availability of options MTn95,
MTn96 and MTn99 from the
Create Message dropdown on
the menu task bar.

Availability of the MTn95 icon @
when viewing a message in the
following trail: View Query

List > run a query > select a
message on query result pane

Availability of the MTn96 icon A
when viewing a relevant
message in the following

trail: View Query List >run a
query > select a message on
query result pane

Availability of the Notes input
form to write a note against a
message selected in the
following trail:

View Query List > run a query >
select a message on query result
pane > click on Notes tab on the

detailed message pane.

Availability of certain custom
actions in the custom action
dropdown when the custom
action icon & is selected in the
following trail

View Query List > run a query >
select a message on query result
pane.

Availability of the Template
Editor option in the
Administration dropdown on the
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Permission Description Functions affected

View/run queries

Maintain queries

Toggle visibility for
message query

View/run archive
queries

Maintain archive
queries

View/run End of day
queries

Maintain End of day
queries

View/run audit query

No

No

No

No

No

No

No

No

mandatory attribute. The role
must be one that the user
preparing the template is a
member of. In order to modify
an existing template a user
must have Maintain Message
Templates permission and be a
member of the role to which the
template belongs.

View message query definitions
and run them

Create, edit message query
definitions

Make the query available to
other users

View archive query definitions
and run them

Create, edit archive query
definitions

View end of day query
definitions and run them

Create, end of day query
definitions

View audit query definitions and
run them
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menu task bar.

Availability of the View Query
List option in the menu task bar.

Availability of the New Query

icon ﬁ within the query toolbar
in the View Query List
navigation pane.

Availability of the Edit Query icon
beside each query in

the View Query List navigation
pane.

Availability of the 'Visibility'
checkbox in the input form when
creating a new query in the
following trail:

View Query List > click on the

New Query icon ')@ within the
query toolbar

Availability of the Archive Query
option in the View Query List
dropdown menu task bar.

Availability of the New Query

icon ﬁ within the query toolbar
in the Archive Query navigation
pane.

Availability of the Edit Query icon
beside each query in

the Archive Query navigation
pane.

Availability of the End of Day
Query option in the View Query
List dropdown menu task bar.

Availability of the New Query

icon *@ within the query toolbar
in the End of Day Queries
navigation pane.

Availability of the Edit Query icon
beside each query in the End
of Day Queries navigation pane.

Availability of the Audit queries
within the View Query List
navigation pane.

Availability of Audit queries
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Permission Description Functions affected

Maintain audit query

Limit visibility for
audit records

Send from BIC
Address

Send To BIC
Address

Yes

Yes

Yes

Create, edit audit query
definitions

Allow user to view audit
records. Can be filtered by
audit properties to limit the kind
of audit records the user can
view.

Specify BIC addresses to send
the messages from. If no filter
is specified, the user can send
messages to any destination

Specify BIC address to send
the messages to. If no filter is
specified, the user can send
messages to any destination
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within the Archive Queries
navigation pane.

Availability of the New Audit
Query icon ﬁ within the query
toolbar in the View Query List
navigation pane.

Availability of the Edit Query icon
beside each query in

the View Query List navigation
pane.

Availability of the New Audit
Query icon & within the query
toolbar in the Archive Queries
navigation pane.

Availability of the Edit Query icon
beside each query in

the Archive Queries

navigation pane.

Availability of certain audit
records in the following trail :

View Query List > run an audit
query

Archive Query List > run an
audit query

Ability to use certain BICs as
Sender of the message
created/modified from the
following functions:

Create Message > Any
Message

Create Message > Mtn95
Create Message > MTn96
Create Message > MTn99

View Query List > click on a
query > modify a message

Note that if this permission is not
granted, the user will not be able
to proceed with any of the above
functions.

Ability to use certain BICs as
Destination of the message
created/modified from the
following functions

Create Message > Any
Message

Create Message > Mtn95
Create Message > MTn96
Create Message > MTn99

View Query List > click on a
query > modify a message
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Permission Description Functions affected

Acknowledge errors

Acknowledge alerts

View alerts

Raise alerts

Receive alerts

Configure system
tables

Use repository

Maintain Batch File
query definitions

View/use Batch File
query definitions

Configure System
Control Data

View System Tables

View System Table
Audits

Authorise System
Tables

View Message
Templates

Cancel Credit
Transfer and Direct

No

No

No

Yes

Yes

No

No

No

Yes

Yes

No

Yes

No

Yes

Mark error messages as
acknowledged

Mark alert messages as
acknowledged

View received alerts that are of
medium category

Send another user an alert
message

Allow payment alerts to be
received by user on basis of
host system and/or business
entity

Maintain static data tables

A basic permission to allow
FusionBanking Payment
Manager users to access the
project components in order to
view, maintain and route
messages.

Note that this is a BankFusion
Meridian-specific permission.

Allows a user to create, modify
and delete query definitions

Allows a user to view queries
and query results

Allows a user to configure
system control data. See The
System Control Data Menu.

Allows a user to view system
tables.

Allows a user to view system
table audits.

Allows a user to authorise
changes to static data tables.

Allows a user to view message
templates.

Allows a user to cancel Credit
Transfer and Direct Debit.
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Click on error icon @ in the
menu task bar and acknowledge
an error message.

Click on alert icon @ in the menu
task bar and acknowledge an
alert message.

Controls availability of the error
@ and alert & icons in the
menu task bar.

Availability of option 'Raise
Alerts' under

the Administration dropdown
menu.

Availability of types of alert.

Availability of all options under
this trail:

Administration >
Configuration

Use of repository.

Creation of batch file query
definitions.

Viewing of batch file query
definitions.

Use of static data in routing
processes.

Use of static data in routing
processes.

Performing manual cancellation
returns
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Permission Description Functions affected

Debit

Reject Credit
Transfer and Direct
Debit

Return Credit
Transfer and Direct
Debit

Yes

Yes

Allows a user to reject Credit

Transfer and Direct Debit.

Allows a user to return Credit

Transfer and Direct Debit.

Minimum Permissions to Assign

All FusionBanking Payment Manager users, regardless of how wide or restricted their access rights
are, should be granted a minimum number of permissions in order to get started with the system.
These permissions should allow them to (1) log in to the system; (2) run messages queries, and (3)

view messages. The basic permissions are:

e Log in to FusionBanking Payment Manager

e View/run

queries

e Select visible host groups for user

o Define which messages are visible

e Use Repository

returns

Performing manual rejection

Performing manual returns

On top of the above permissions, other permissions or set of co-dependent permissions may be added

to give them access to specific functions in the system. The following table will guide the Security
Administrator or the Security Officer to assign the correct permissions for a specific function.

Activity Minimum permission/s required

Alerts

Archive Query
Definition

Raising alerts

Viewing alerts

Acknowledging errors

Acknowledging ale

rts

Viewing archive query list, or

Viewing archive query definitions, or

Viewing results returned by an archive

query

Creating a new archive query (non-

system queries) or

Modifying an existing archive query

Deleting an existing archive query

Basic Permissions, plus:

Raise Alerts

Basic Permissions, plus:

View Alerts

Basic Permissions, plus:
View Alerts

Acknowledge errors

Basic Permissions, plus:
View Alerts

Acknowledge alerts

Basic Permissions, plus:

View/run archive query

Basic Permissions, plus :

Maintain archive queries

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1

49



Chapter 4 Configuring FusionBanking Payment Manager

Activity Minimum permission/s required

Creating system archive queries Basic Permissions, plus:
Maintain archive queries

Toggle visibility for query

Audit records Viewing audit records Basic Permissions, plus:

Limit visibility for audit records

Audit Query Creating a new audit query or Basic Permissions, plus:
Definition Modifying an existing audit query Maintain audit query
End-of-Day Viewing end-of-day query list, or Basic Permissions, plus:

Query Definition Viewing end-of-day query definitions, or View/run end-of-day queries

Viewing results returned by an end-of-day

query
Creating a new end-of-day query or Basic Permissions, plus :
Modifying an existing end-of-day query Maintain end-of-day queries

Deleting an existing end-of-day query

Message Query Viewing query list, or Basic Permissions
Definition — -

Viewing message query definitions, or

Viewing results returned by a query

Creating new query (non-system queries) Basic Permissions, plus :

or . .
Maintain queries

Modifying an existing query

Creating system queries Basic Permissions, plus:
Maintain queries
Toggle visibility for message query.

Message Creating message templates Basic Permissions, plus

template L
P Maintain message templates

Messages (non- Creating a message Basic Permissions, plus
common grou -
group) Originate a message

Send to BIC Address

Creating a message via templates Basic Permissions, plus

Use Template to Originate a Message
Send To BIC Address

Modifying a message Basic Permissions, plus

Modify a message

Modifying a message via templates Basic Permissions, plus

Use Template to Modify Message

Repairing a message Basic Permissions, plus
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Activity Minimum permission/s required

Perform Custom Action and attach a filter
Custom action is equal to Repair
Deleting a message Basic Permissions, plus
Perform Custom Action and attach the
filter 'Custom action is equal to Delete’
Performing custom actions on a message  Basic Permissions, plus

Perform Custom Action

Attaching a note to a message Basic permissions, plus:

Create a note against a message

Message Creating MTn95, MTn96 and MTn99 Basic permissions, plus:

(common messages

group) Create MTn95 messages

System Tables Maintaining system tables: Basic Permissions, plus:
e Market Centre Configure system tables

e Market Centre holidays
e Host Groups

e Hosts

e Host Features

e Character Conversions
e Business Entities

e Currencies

e BIC

e  Queue Actions

e  Assign Queue Actions

Adding users in LDAP

If the implementation of FusionBanking Payment Manager links to an LDAP server for its
authentication model then any users set up within the Payment Manager Security function must also
exist in the LDAP directory. FusionBanking Payment Manager supports interaction with the majority of
LDAP compliant directories. For more information on adding users to LDAP directories, refer to the
relevant LDAP documentation.

The Security Navigation Pane

The Security Navigation pane can be accessed by selecting Administration > Security from the main
menu. The pane is divided into three submenus:

Security (Live)

The links under this submenu refer to the read-only view of the security profiles that are currently in
operation (live). These functions are available to all security users.

Security (Pending)

The links under this submenu refer to the administration of roles and user permissions. They offer the
same screens as those of the "Live" links, the difference is that these are in read/write mode. Changes
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made to security profiles may only be made "live" once these have been authorised by a Security
Administrator or a Security Authoriser.

Security Migration

All security profile changes made under the Security (Pending) are recorded in the Security Audit link

of this submenu.

@ a ge o ATTE
Security Audit authorisation: 14.Apr.10 15:02:07

Security (Live}

The links below refer to the Live

s rity model; these pages are User ID : Audit Time : Description  Criteria : Authoriser : Authorised On
- v user1 14.Apr.10 15:01:57 i i it in added fo user brycec

ole permissions y ! o

User permissions user1 14.Apr.10 15:02:04 added to user brycec

Meridian role permissions.

Meridian user permissions

Security (Pending}
The links below refer to the Pending
security model; these permissions

may be updated, but do not take effect

uni they have been migrated

Role permissions

User permissions

Meridian role permissions

Meridian user permissions

Security Migration

Security Audit

& | =
R

Only Security Administrators or Security Authorisers can access this link and can either authorise or
reject the changes made to security profiles. When the changes are accepted, they can then be
viewed in the "Live" version. When rejected, the changes made in the "pending" version are rolled

back.

Working with Roles

This section describes how to create and delete roles and add permissions and users to and remove
them from roles. FusionBanking Payment Manager provides the following roles:

System
Security Officer
Security Authoriser

Security Administrator

Administrator

Normal User
Developer
Meridian Controller

Meridian User
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Application role.
Can make but not authorise, changes to the Security Profile.
Can authorise changes made to the Security Profile.

Can modify / authorise changes made to the Security Profile. This role can create
Security Officers and Authorisers.

Can perform any action within the application. Cannot make changes to Security
profiles.

Can perform normal non-administrative tasks.
Developer (all permissions granted).
Role specific to the BankFusion Meridian Management Console.

Standard BankFusion Meridian API User.

de - FusionBanking Payment Manager 5.1.1
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Standard Meridian APl Receiver of email alerts.
User

A user can be set up both as a verifier and as an authoriser. If these are required to be incompatible
you should ensure that the same user is not set up for both roles.

To create a new role:

1. Select the Role maintenance link under the Security (Pending) submenu on the Security
Navigation pane. The Role configuration pane displaying the roles defined in the system will be
displayed on the right hand pane

2. Fillin the input form at the bottom of the pane. The new role will be created without permissions
unless you want to copy existing permissions from another role. To do this, click Copy
permissions from role and select the existing role from the dropdown. Click Add to save the new
role.

Add a new role

Role | |

Description | |

® New role without permisisions

& Copy permissions from role:

| v
Role Enter a unique name for the role.
Description Enter a narrative to describe the role.
New role without Click this radio button to create the role without assigned permissions.
permission
Copy permissions Click this radio button to copy the permissions from an existing role. That role can
from role be selected from the dropdown under this radio button.

To delete a role, select it and click Delete ' ® .

To assign permission to a role:

1. Select arole in the Roles grid and click Edit 7

2. Click the Permissions tab. Two grids will be displayed. The Available Permissions grid displays
all the permissions that are enrolled in the system. The Current Permissions grid displays all the
permissions that are assigned to this role.

3. Select the permission to be added on the Available Permissions grid. If the permission is
complex, the complex criteria form will appear in the space under the two grids. See Creating
Complex Permissions for details on how to use this.

4. Click Add Permission. The permission will appear in the Current Permissions grid.
To remove permission from a role:

1. Select the permission from the Current Permissions grid.

2. Click the Delete icon located above the Current Permissions grid. The permission is then
moved to the Available Permissions grid.
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To assign a user to a role:

1. Create the user. See Working with Users.
2. Select arole in the Roles grid.

3. Click on the Users tab on the right of the Roles grid. Two grids will be displayed. The Available
Users grid displays all the users that are enrolled in the system. The Current Users grid displays
all the users that are assigned to this role.

4. On the Available Users grid, select users by checking the box against them then click Add. The
selected users will be moved from the Available Users grid to the Current Users grid.

To remove a user from a role:

1. Repeat steps 1-3 of assigning a user to a role.
2. Onthe Current Users grid, select users by checking the box against them and click Remove.

Working with Users
This section describes how to add and delete users and assign roles to and remove roles from users.
To create a new user:

1. Select the User permissions link under the Security (Pending) submenu on the Security Navigation
pane. The User Configuration pane will be displayed on the right hand pane. The following default
users are supplied:

e system - system

e userl - sample user

e secadmin - sample security administrator

e admin - sample administrator

e shiva - sample BankFusion Meridian controller

2. Fill'in the input form at the bottom of the Users grid and click Add. The new role will now appear
on the Users grid.

Name Enter a narrative to describe the user.
User ID Enter a unique name for the user.
New user without roles  Click this radio button to create the user without assigned roles.

Copy roles from user Click this radio button to copy the roles and permissions from an existing user.
That user can be selected from the dropdown under this radio button.

To delete a user, select the user and click Delete * .

Assigning Roles to Users
To assign a role to a user:

1. Select the User permissions link under the Security (Pending) submenu on the Security Navigation
pane. The User Configuration pane will be displayed on the right hand pane. On the left of this
pane is the User grid which will display the available users in the system.

2. Select a user in the Users grid.

3. Click on the Roles tab on the right of the Users grid. Two grids will be displayed. The Available
Roles grid displays all the Roles that are defined in the system. The Current Roles grid displays all
the roles that are assigned to this User.
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4.

On the Available Roles grid, select the roles by checking the box against them then click Add. The
selected users will be moved from the Available Roles grid to the Current Roles grid.

Deleting a Role from a User

To remove a role assigned to a user:

1. Select the User permissions link under the Security (Pending) submenu on the Security Navigation
pane. The User Configuration pane will be displayed on the right hand pane. On the left of this
pane is the Users grid which will display the available users in the system.

2. Select a user in the Users grid.

3. Click on the Roles tab on the right of the Users grid. Two grids will be presented. The Available
Roles grid displays all the users that are enrolled in the system. The Current Roles grid displays all
the roles that are assigned to this role.

4. On the Current Users grid, select users by checking the box against them then click Remove.

Authorising Security Changes

Once the security changes have been made, they will need to be authorised before the changes could
take effect. Only users with Security Administrator or Security Authoriser role will be able to perform

this.

To authorise security changes:

Select the Security Audit link under the Security Migration submenu from the Security Navigation
pane. All the security audit changes since the last authorisation (pending changes) will be shown in
the audit grid on the right hand pane.

The audit grid contains the following information:

e User ID - The identification of the user responsible for the change.
e Audit time - The date and time when the change took place.
e Description - A narrative text describing the security change.

o Criteria - If the change involves a complex permission, this will show any filter conditions that
have been added attached to or removed from the permission.

e Authoriser - The identification of the user who authorised this security change

e Authorised On - The date when the security change was authorised

Click Authorise to accept the changes or Reject to discard them.

Once the changes have been authorised, an affected user who is currently logged in will have to log
out then log in again before the new privileges/restrictions can take effect.

As part of the authorisation process, it is possible to view the security audit history which may help
decide whether to accept the current security changes or not. The Category dropdown located above
the grid contains the following selections that control the type of audit changes that will be displayed:

e Pending - Only security changes since the last authorisation will be displayed. This is the
default value.

e Authorised - All authorised security changes will be displayed
¢ Rejected - All rejected security changes will be displayed.

e All - All pending, authorised and rejected security changes will be displayed

Creating Complex Permissions

Filters may be attached to User or Role permissions that are tagged as complex permissions. When
complex permissions are selected on the Available or Current Permissions grid of the User or Role
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permission’'s Permission tab, the Complex Permission Builder appears at the bottom of these two
grids. Fill in the input form as follows:

Show records where  Use one of the following clauses to determine how to combine different conditions
defined in the query.

All of the following conditions are true
Only messages that pass all the conditions will be included in the query.
At least one of the following conditions is true

A message needs only to pass one of the conditions to be included in the query
result.

At least one of the following conditions is false

A message needs only to fail one of the conditions to be included in the query
result.

None of the following conditions are true

Only message that fail all of the conditions will be included in the query result.

Conditions An expression composed of two operands evaluated by an operator.

The left-hand-side operand of a condition is the property to filter the complex
permission. For example, the Select Visible Host Groups for User permission is
filterable by the property host group; the Define Which Messages are Visible
permission is filterable by message properties; etc.

The right-hand-side operand of a condition is a literal value (e.g. user-supplied
text, date, or monetary value) or a simple function (e.g. nextWorkingDay). It may
also contain multiple values (for 'between’ style comparisons). Depending on the
format of message property on the left hand-side of the expression, the right hand
side may provide dropdowns or pickers for ease of input. For example, a date
picker is provided for date-based properties, a currency dropdown is provided to
pick out values for currency-based properties. The operator is the evaluator of the
expression which may take one of the following forms:

e Equality operator, e.g. "equals" "not equals"

o Relational operator, e.g. "greater than", "less than", greater than or

equals", "less than or equals"

e Boolean functions, e.g., "between", "not between", "starts with", "ends
with", "like"

Examples of conditions are:
e Message type equals MT202;
e Value date is after nextWorkingDay;

e Sender's Address starts with CHAS.

Assigning Limits to Roles and Users

Custom Queue Actions can be set up for requiring a limit check when they are assigned to a queue.
Typical actions which you might want to set limits on could be, for example, authorisation and
approval. The limits are defined through the security function by assigning them to individual roles and
users. Different limits can be applied per role/user per action per queue. Limits defined for a user
override those defined for a role.

To assign a limit to a role:

1. Select one of the Role Maintenance links under the Security (Pending) submenu on the Security
Navigation pane. The Role Configuration pane displaying the roles defined in the system will be
displayed on the right hand pane.
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2. Click on arole and click Edit & .
3. Click Limit Data tab.

Payment Manager role data config PENDING for role: LimitActions

&

User Permissions Alert Types Role Data Limit Data

Update role limit data

Usze this page to add, remove, or modify limits associated with actions and gqueues used within the application

Queue : Action : Currency : Limi The form below can be used to erter new limits, or to modify
MPM_Verification Werify EUR 9399 9 existing ones.

Queue Name | (please select..) v |o

CQueue Action | (pleaze select...) v |o
Limit Amount | |@
Limit

Currency
Unlimited Oo

| (please select..) w |o

Delete || AddMew

4. Enter the details as described in the table below and click Add.

Queue Name Select the queue the limit should apply to.

Queue Action Select the action on the queue the limit should apply to
Limit Amount Enter the limit amount.

Limit Currency Select the currency of the limit

Unlimited If you check this box no limit will apply

To assign a limit to a user, follow the procedure above, selecting one of the User Maintenance links
and subsequent user attributes.

Payment Alerts

FusionBanking Payment Manager alerts are used to notify an end user of the system that a particular
business condition has occurred in the workflow. They are role based, meaning that the user(s)
belonging to a particular role will inherit the alerts assigned to that role. Notification of an alert can be
via email, screen popup or both of these.

FusionBanking Payment Manager provides twenty three types of alert and these cannot be modified.

The table below lists the types of alert supplied by FusionBanking Payment Manager.

Authorisation Authorisation required AuthorisationRequired
2 Invalid CSM CSM validation failure CSMValidation
8 Compliance Fail Watch list check failure ComplianceFailure
4 DuplicateFailure Duplicate check failure DuplicateFailure
5 Embargo Embargo check failure EmbargoFailure
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NWD check

A value today payment fails a non-
working day check

Holiday/Validation

7 SWIFT Mapping Technical mapping failure Mapping Failure
8 Query Notification Notification of query QueryNotification
9 SWIFT Repair / Payment that cannot be authorised RepairAuthorisation
authorisation sent for repair
10 Repair CSM CSM validation failure sent for repair ~ RepairCSMValidation
11 SWIFT Repair / duplicate Payment that failed duplicate check  RepairDuplicate
sent for repair
12 SWIFT Repair / embargo Payment that failed embargo check RepairEmbargo
for sent repair
13 SWIFT Repair / NWD Payment that failed NWD check RepairHoliday/Validation
check sent for repair
14 SWIFT Repair / validation ~ SWIFT validation failure sent for RepairValidation
repair
15 SWIFT Repair / Payment that cannot be verified RepairVerification
verification sent for repair
16 STP Rules failure Generic STP failure warning STPFailure
17 SWIFT ACK/NAK timeout ~ SWIFT ACK / NAK not received SWIFTACKNotReceived
within a specified time
18 SWIFT Negatively Acked SWIFT responds to outgoing SWIFTNAKReceived
payment with a NAK
19 Missed SCO Outgoing payment has missed SettlementCutOffBreach
settlement cut-off time
20 Settlement Cut Off Payment is close to its settlement SettlementCutOffProximity
cut-off time
21 Value Before Today Payment received with expired SettlementDateFailure
settlement date
22 SWIFT Validation SWIFT Validation failure ValidationFailure
23 Verification SWIFT Verification required VerificationRequired

You can edit the descriptions of these alerts by selecting Administration > System Control Data >
Error Codes from the main menu.

To configure a payment alert you need to carry out the following four steps. These are described in
detail in the following sub-sections.

1. Assign the relevant alert permissions to the user.

2. Assign the user to a suitable role. Where it is required to allow a user to receive alerts which they
cannot view, this is achieved by ensuring the user does not have the View Alerts permission and
then assigning them to a role which has the Receive Alerts, but not the View alerts, permission.

3. Assign the alert to the role.
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4. Set up the method of alert notification. For email alerts this requires setting up the user's SMTP
server details. See Infrastructure Maintenance.

Additional configuration is required for settlement cut-off alerts and this is described in detail in
Settlement Cut-off Alerts.

Configuring Payment Alerts

To configure a payment alert you need to carry out the following four steps. These are described in
detail in the following sub-sections.

1. Assign the relevant alert permissions to the user.

2. Assign the user to a suitable role. Where it is required to allow a user to receive alerts which they

cannot view, this is achieved by ensuring the user does not have the View Alerts permission and
then assigning them to a role which has the Receive Alerts, but not the View alerts, permission.

3. Assign the alert to the role.

4. Set up the method of alert notification. For email alerts this requires setting up the user's SMTP
server details. See Infrastructure Maintenance.

Additional configuration is required for settlement cut-off alerts and this is described in detail in
Settlement Cut-off Alerts.

Alert Permissions

The following alert permissions are available:
Receive alert Receive alerts but not view them

View alert View alerts

The Receive Alerts permission is a complex permission. Below is an example of how the permission
can be filtered to, for example, allow a user to receive only alerts for payments in USD.

Payment Manager user permission config PENDING for user: secadmin

&

Roles Permissions Limit Data

Configure system tahles ~
Create SEPA Return | No rows returned
Raise alerts F
Acknowledge errors h |
Acknowledge alerts
Receive alers (complex)
Yiew alerts
Dehug Messageianager
Laogin to MessageManager
Maintain archived Batch File queries
Yiewirun archived Batch File queries
Maintain archived FileAct queries
Wiewsrun archived FileAct queries |
Show records where | all of the following conditions are true w |
Conditions The currency code is equal to USD &7 3
(pleasze select..) b | | (pleasze select..) V| [ Add Condition ] [Clear]
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Another example might be to set up a role for a group of users to ensure they receive only alerts
relevant to their particular source system or business entity. For example, for a group of Summit users
you could set up the condition 'HostID equals SUMMIT', or something similar.

Assigning an Alert to a Role
Alerts can be configured to be received either via a screen popup or email, or both.
To assign an alert to a role:

1. Select one of the Role Maintenance links under the Security (Pending) submenu on the Security
Navigation pane. The Role Configuration pane displaying the roles defined in the system will be
displayed on the right hand pane.

2. Click on a role and click Edit & .

3. Click on the Alert Types tab. Two grids will be displayed. The Available Alert Types grid displays
all the alerts that are enrolled in the system. The Current Alert Types grid displays all the alerts
that are assigned to this role.

4. On the Available Alert Types grid, select an alert by highlighting it and then click Add. The
selected alert will be moved from the Available Alert Types grid to the Current Alert Types grid.

Setting up the Alert Notification Method
Alerts can be configured to be received either via a screen popup or email, or both.
To configure email alerts for a user, you need to enter the user's SMTP server details as follows:
Select the menu option Administration > Configuration.
In the Infrastructure Maintenance menu click on SMTP (mail) Server Maintenance. Entries displayed in
the left hand grid can be used to add new entries.

SMTP {mail} Server Maintenance

Ilze this page to set up the details ofthe SMTP server used for sending Payment Manager alerts.

SMTP Servel : SMTP Port (blank : Email address of : Server user, if any : Pass

Click on an entry and enter the new details in the form provided.

The form below can bhe used to enter a new value in the code takle shown at left, or to
maodify an existing entry. Fields marked with a % are mandatory.

SMTP Server Name ‘smtp gmail.com | %
SMTP Port (blank for default) |455 |
Email address of sender |fer|yn_flnminn@gmail_cnm| *
Server user, if any |fer|yn.flnminu@gmail.cnm|

Password for that user, if any | |

Does server use Secure Sockets Layer (SSL)7

Click Update to save the details.
To set the alert notification method:

1. Select the role you want to set up as an alert receiver. See Working with Roles and Working with
Users.

2. Click the Role Data tab.
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3. Inthe Alert Method dropdown, select the chosen method of naotification. If you select All the user
will receive all methods of notification set up in the system.

Payment Manager role data config PENDING for role: LimitActions
&

User Permissions Alert Types Role Data Limit Data

The following data can be specified for a role:

Update role data

Alert Method 0

Settlement Cut-off Alerts

A settlement cut-off alert is a particular type of payment alert used to inform a user that
gueued/pending payments which require manual intervention are approaching their settlement cut off
time and can be released (See Payment Release Maintenance). It is possible to set criteria for the
alert so that a user can be alerted when certain conditions are met. Such conditions could include a
high value payment, a payment originating from or destined for a specific customer or a payment in a
specific currency.

Setting up static data tables

Settlement cut-off alerts are set up using static data tables which will be used to trigger alerts. Alerts
will be sent for those messages which match this data and also have a "Value Date" of "Today", a
"Message Status" of "Not Sent" and a "Direction” of "Outgoing"

To set up static data tables:

1. Select the menu option Administration > Configuration > Payment Configuration > Payment
Release Maintenance.

2. Select the Host Group from the dropdown.
3. Enter information into the fields below and click Update to save the details.

Host ID The ID of the system that originated the payment. A Host ID belongs to a specific
Host Group.

Business category The definition of the business category, e.g. FX High value.

Network Outgoing payment format, e.g. SWIFT, SEPA, CHAPS.

Message type SWIFT 103 /202 / 205, SEPA CT, etc.

Currency Settlement currency. You must specify a currency if a value is entered in Amount

Greater Than field below.
Destination address Correspondent bank, CSM.

Notice period The number of days before the settlement date that a payment should be sent out
(as directed by a correspondent or payment network). It relates to the amount of
time the correspondent needs to process particular types of payment. See
Payment Release Maintenance. A switchable feature Release Payment with
Insufficient Notice Days allows you to release payments without applying the full
notice days. For example, a payment with a value date of tomorrow where Notice
period =2 can be released without applying the full 2 days' notice if the feature is
turned on.
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Release time

Cut off time

Cut off alert offset

Cut off breach offset

Interval time
Number of alerts

Amount greater than

The time at which this payment can be released, or the "default time". See
Payment Release Maintenance. For a payment with a value of today, if no value is
entered here, the payment will be sent immediately.

The latest time that this payment can be safely released. See Payment Release
Maintenance.

Settlement cutoff alerts are raised on payment settlement days. This field allows
you to raise settlement cut off alerts on a day previous to the settlement date. This
might be useful where, for example, the settlement agent is in a country with a
large time difference, such as Japan or Australia.

When a Value Today payment is processed, and its Settlement Cut Off time has
passed, the payment is queued and an alert is raised.

Selecting the offset shifts this Settlement Cut Off check backwards by the number
of days selected for the Cut off alert offset.

The time between each alert.
The total number of alerts to be generated.

Enter a threshold above which payment release alerts will be sent.

In the example above where the user is alerted one hour before the cut-off time, if Cut off time = 23:00

hr, interval time = 15, and Number of alerts = 2, the user will receive alerts at 22:30 hr and 22:45 hr.

The System Control Data Menu

System Control Data

Payment Data

Base Currency
Mostro Table

Third Party Payment Exceptions

STP Corregpondents
Allowed Currencies

Payment Limit Amounts
Default Settlement Account

Alert Data

Error Codes

Back Office Error Code Mapping

CSM Error Code Mapping
Automatic Reject/Return
Force Posting Configuration

Payment Configuration

Correspondent Maintenance

Payment Release Maintenance

Country Maintenance

Payment Queue Priority

CSM Feedback
Mandate Groups

Transformation Mapping

Posting Configuration

Rule Data

Routing Rule
STP Criteria
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Payment Data

This menu contains a number of options for modifying static data associated with payments.
To change the system base currency:

1. Click Base Currency and select the base currency in the Base Currency Table.

2. Select the new base currency from the ISO code dropdown and click Save.

3

Base Currency table

Base Currency table

Use this page to medify the base currency used within Payment Manager

Customer I 150 code : Description The form below can be used to enter a new value in the code table shown at left, or to modify
1 uso US DOLLARS an existing entry. Fields marked with 3 * are mandatory.

180 code [UsD - Us DOLLARS v

Cancel Delete AddNew

The payment control module supports a set of straight through processing rules which are applied to
payment messages received from specific back office system/s. The following options are available for
entering static data which is used where your bank has opted to apply such rules. An authorised user
can create, modify or delete any value in any table and amendments will be effective immediately.
Some Misys Professional Services support will be required in order to fully utilise the data in these
tables in routing processes.

Third Party Payment Exception Table

Third Party Payment Exception Table

Use this page to modify the third party payment exception data used within Payment Manager

Host ID Business Entity : Ordering Party The form below can be used to enter a new value in the table on the left, or to modify
MPK BE1 TONDDKZ 1K an existing entry. Fields marked with a # are mandatory.

»

Host D (please select) ~

@ (please select) = »
L T —
Ordering Party Line 2 I:l
L T — Y
Beneficiary Party Line 2 :|

Delete | [ Add New || Audit

Business Entity

Third Party Payment Exception Table

Third Party Payment Exception Table

Use this page to modify the third party payment exception data used within Payment Manager

Host ID : Business Entity : Ordering Party The form below can be used to enter a new value in the table on the |sft, or to modify
MPI BE1 TONDDK2 10K an existing entry. Fields marked with a » are mandatory.

»

HostID (please select) ¥ &

@ (please select) ~
oermgpary |,
Ordering Party Line 2 I:l
e T —
Beneficiary Party Line 2 I:l

Delete Add New Audit
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STP Correspondents Table

STP Correspondents Table

Use this page to modify the STP Correspondents data used within Payment Manager

Host ID I 8TP Message Type : Correspondent

The form below can be used to enter a new value in the table on the left, or to modify
MPM CEVTBET1:00( -

an existing entry. Fields marked with a * are mandatory.

HostID m *

SmessageTiie |0
Comespondent | |[ ]

| Delete || Add New || Audit |

Aol L wwr 1 eneties o Lo resprandent
ARowesil Cimpsncien led Cornsaponderns

e e pape 1o roddify Tue Sovwd curmindien for EomaRposn Jalh used wihin Payman Manegar

gl Barsiness Ly Cotrspoiiei Thi farm betoe ¢an b issed b enlet & niw vales in B code lbis S5hown a8, oo
Wi BEN A ALIWYATY 322 madEy an exsiing enly Fleids marked wil a & ane mandaiong
EVSTEN -E1 AED DSAEDED DG}

Hawa I (pleans seke) ¥ @
s Enlity [
{5 |(piease peecl) ¥ &
Cunnancy (pimans pebect] ¥oe
i oinapondait &

Lower and Higher Payment Amounts

Lower and Higher Payment Amounts

Use this page to modify the lower and higher payment amounts data used within Payment Manager

Host ID : Business Entity i Currency The form below can be used to enter a new value in the table on the left, or to modify
MPM BEZ AED L1« | an existing entry. Fields marked with a # are mandatory
MPI CE2 AED u

Host ID (please select) v

BusinessEntity [ |

(please select) v

Currency (please select) Tox

Limit Type (please sclect)

LimitAmount =[x

Hetwork (please select) v

Typeof Message | |

| Delete || Add New || Audit|

Alert Data

This option allows you to modify data associated with the payment alert error codes (see Payment
Alerts).

Error Codes

This page has the Error Codes Tables for FusionBanking Payment Manager. This can also be used to
modify an existing error code or add a new one through the screen below.
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The form below can be used to enter a new value in the table on the left, or to modify
an existing entry. Fields marked with a * are mandatory.

Error code

| x
Network | | %
ShortName | | *
Narrative | [ %
Host Group m

(Add) (Clear | | Delete || Add New || Audit ]

Error code Enter a unique error code. This can be alpha-numeric.
Network Enter the network where it will be used, e.g. QATCH.
Short Name Enter a short name for the error code.

Narrative Add a short description about the error code.

Back Office Error Code Mapping

FusionBanking Payment Manager allows the users to identify which back office error codes can
produce automatic rejections / returns. This is done in three steps:

1. Map back office error code to MPM error code.
2. Map that mapped MPM error code to CSM error code.
3. Set that mapped CSM error code to automatic reject / return.

Back Office Error Code Mapping allows the user to map back office error codes to MPM error codes
through the following steps:

1. Go to Administration > System Control Data > Back Office Error Code Mapping.
2. Select a Network.
3. Provide the values for the following fields.

System Control Data Back Office Error Code Mapping

Payment Data Back Office Error Code Mapping

Base Currency
Nostro Table
Third Party Payment Exceptions

Use this page to map a back office error code to an MPM/system error code

Allowed Currencies maodify an existing entry. Fields marked with a # are mandatory

Payment Limit Amounts Host Id : Back Office Error Code  : MPM Error Code
Default Settiement Account

Alert Data Mo rows returned Host Id (please select) * #

Error Codes

STP Correspondents Network QATCH v The form below can be usedto enter a new value in the table on the left, or to

Back Office Error Code Mapping Ba‘:: Office Error (please sslsct)
CSM Error Code Mapping

v ox

Automatic Reject/Return MPM Error Code (please select)
Force Posting Configuration

Payment Configuration | Delete || Add Mew | [ Audit]

Correspondent Maintenance
Payment Release Maintenance
Country Maintenance
Payment Queue Priority

CSM Feedback

Mandate Groups
Transformation Mapping
Posting Configuration

Rule Data

Routing Rule
STP Criteria
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Host

Back
Code

MPM

Id

Office Error

Error Code

4. Click Add.

Select Host Id.

Select the specific back office error code that will be mapped eventually for

automatic reject / return.

Select the preferred MPM error code equivalence from the list.

CSM Error Code Mapping

This screen is where the mapped back office code to MPM error code is being mapped to CSM error

code

1. Go to Administration > System Control Data > CSM Error Code Mapping,
2. Select the same Network used in section 4.5.2.3.
3. Provide the values for the following fields.

System Control Data

CSM Error Code Mapping

Payment Data

Base Currency

Nostro Table

Third Party Payment Exceptions
STP Correspondents

Allowed Currencies

Payment Limit Amounts

Default Settlement Account

Alert Data

Error Codes

Back Office Error Code Mapping
CSM Error Code Mapping
Automatic Reject/Return

Force Posting Configuration

Payment Configuration

Correspondent Maintenance
Payment Release Maintenance
Country Maintenance
Payment Queue Priority

CEM Feedback

Mandate Groups
Transformation Mapping
Posting Configuration

Rule Data

Routing Rule
STP Criteria

CSM Error Code Mapping
Use this page to map an MPM/system error code to a CSM error code
Network QATCH  ~

Host Id

i MPM Error Code i CSM Error Code

No rows returned

The form below can be used to enter a new value in the table onthe left, orto
madify an existing entry. Fields marked with a % are mandatory.

Host Id (please select) ¥ %

MPMError Code (piease select) v x

CSMError Code  (please select) v *

(Clear] [ Delete | [ Add New ][ Audit]

Host

MPM

CSM

Id

Error Code

Error Code

4. Click Add.

Select the Host Id used in section 4.5.2.3.

Select the mapped MPM error code in section 4.5.2.3.

Choose from the CSM error codes; this will eventually be mapped for automatic

reject / return.

Force Posting Configuration

Force posting is when incoming canonical messages routed to the Manual Intervention Queue that
failed posting are resubmitted and then moved to Posting In Progress Queue.

To use this:

1. Goto Administration > System Control Data > Force Posting Configuration.
2. Select a Host Group.
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Force Posting Configuration Details

Force Posting Configuration Details

Use this page to add, remove, or update Error Codes that can be force posted

Host Group  (please select) -
(please select)

SYSTEM
test

3. Provide the values for the following fields.

Force Posting Configuration Details

Force Posting Configuration Details

Use this page to add, remove. or update Error Codes that can be force posted

Host Group  SYSTEM

Host

No rows returned

: Message Type : Direction iN

The form below can be used to enter a new value in the table on the left, or to modify an
existing entry. Fields marked with a # are mandatory.

Host MPH vk
Message TYpe  |5020022_MPMCanceliation v +
Direction mcoming v
MPM Error Code MPM_AC_001 + #
Enabled |

(iClear] [ Delete | [ Add New | [Audit]

Host
Message Type
Direction

Error Code

Enabled

4. Click Add.

Select a host.
Select a message type that will be force posted.
This can either be Incoming or Outgoing.

Choose between the two available error codes:
e MPM_AC_001 — Account Unavailable
e MPM_AC_002 — Insufficient Funds

Ticking this will enable the rule.
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Payment Configuration

Correspondent Maintenance

This screen allows you to add, remove or modify correspondent bank details.

Correspondent Maintenance

Correspondent Maintenance

Use this page to add, remove, or madify the correspondents within Payment Manager

ShortName  : Name i Correspondent : Market centre  : Nostro The form below can be used to enter a new value in the code table shown at left, orto
ABSA ABSA ABSAZALLGGO!  SYSTEM modify an existing entry. Fields marked with a * are mandatory.
Hsee | hsBG AHCHSBCG SvsTEM
TEST1 TEST1 ABCTEST SYSTEM MNOS123 Short Name *
Nowwe C—
Correspondent *

Market Centre SYSTEM [
Host Group SYETEM ¥ *

L Update J [ Cancel ][ Delete ” AddMew ]

< i | ]
Short Name Enter the short name for the correspondent bank.
Name Enter the full name for the correspondent bank.
Correspondent ID Enter a unique identifier for the correspondent bank.
Market centre Select the correspondent bank's market centre. This will be used to determine the

holidays associated with the bank. See Market Centre Holidays.
Nostro account Enter the correspondent bank's nostro account.

Host group Select the host group.
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Payment Release Maintenance

Maintenance of Release Time and Settlement CutOff Time
Maintenance of Release Time and Settlement CutOff Time
Host Group SYSTEM hd
Host Id : Business Category : Network
MPM SLCBACS
MPM SLCBACS
MPM SLCBACS
MPM QATCH
p ——)

iMess

Positivel «
MPMPay
MPMCar
MPMPay

v

Use this page to add, remove, or modify the Release Time andfor the Settlement Cutoff Time for payments within Payment Manager.

The form below can be used to enter a new value in the table on the left, or to modify an
existing entry. Fields marked with a * are mandatary.

Host Id (please select) v
Business Category [
etwork —
Message ype e
Currency (please select)

Destination Address {Correspondent Bank, |:|

CSM)

Notice Days —
Forward Notice Days |:|
Release Time in hhzmm format (00:00-23:59) |:|
Cutoff Time in hi:mm format (00:00-23:59) |:| 3]

Alert Interval Time {in minutes) |:| )
Number of Alerts |:|
Amount greater than |:| )
Cutoff Time Alert Offset (in days) |:| (3]
Apply Offset to Cutoff Time Breach Alert 0

((Clear] [ Delete | [ Add New | [Audit]

Host Id

Business Category
Network

Message Type
Currency
Destination Address
Notice Days
Forward Notice Days
Release Time
Cutoff Time

Alert Interval Time
Number of Alerts
Amount greater than

Cutoff Time Alert
Offset

Apply Offset to Cutoff
Time Breach Alert

Select a host id.

Enter a definition of business category

Enter a payment network (or clearing and settlement mechanism).

Enter the message type (e.g. MT103).

Select a currency.

Enter the destination address (Correspondent bank).

Enter the notice days.

Enter the forward notice days.

Enter the time at which this payment can be released.

Enter the latest time that this payment can be safely released.

Enter the alert interval time.

Enter the total number of alerts to be generated.

Enter a threshold above which payment release alerts will be sent.

Enter the cutoff time alert offset

Ticking this will apply an offset to the cutoff time breach alert.
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The release of any outgoing payment on its release date is conditional upon a number of factors,
including settlement cutoff time and release time. Users can apply a notice period (in days) allowing
specific payments to be released a number of days before their settlement date. Where notice period
is applied, the release date of the payment is automatically updated. Payments can be released early,
ahead of their release date, by assigning the facility to release a payment as a custom action to a
user. See Assigning Custom Actions to Queues.

Prior to the release of any payment, a non-working day check is undertaken on the payment to ensure
that the clearing & settlement mechanism (CSM) or correspondent bank (and your bank if it is a
payment with a value in the future) are open for business on the day that the payment is due to go out.

The non-working day validation is a combination of the following checks, depending on whether the
payment has a value of today or in the future:

e anotice period check (see Settlement Cut-off Alerts)

e an originator check. This is a check for payments with a value in the future in order to verify
that you, as the originator of the payment, are open for business on the day that the payment
is due to go out

e asettlement currency check. This is a check made on the settlement currency to verify that it
is a working day in the country aligned with the payment currency (e.g. USD = USA, JPN =
Japan). This is a switchable feature Appendix C - Switchable Features.

e aCSM check
e acorrespondent check

o holiday dates. These checks use the holiday calendars loaded for the tradable currencies your
bank uses. These calendars can be amended and any changes will take effect immediately.
See Market Centre Holidays.

Where a non-working day check for a payment with a value in the future fails any of the above checks,
a check is made backwards for the next working day. If the previous day is a working day, a new
release date is applied automatically; if it is not a working day the check is continued backwards until a
working day is found, or until today's date is reached. If switchable feature Automatic Release Date
Update is on, a payment which fails a non-working day check will have its release date reset. If this is
not on, the payment will be queued.

If the Process Late feature is switched on, late payments will skip cycle checks and will be allowed
through.

Country Maintenance

This screen allows you to add, remove or modify country information.

Country Maintenance
Country Maintenance

Use this page to add, remave, or madify the Country infarmation within Payment Manager.

IS0 Code CountryName  © Market Centre : Printable £1S0 3 Code The form below can be used to enter a new valug in the code table shown at left, or to
AD ANDORRA Andorra AND 2| | modify an existing entry. Fislds marked with a * are mandatory.
AE UNITED ARAB United Arab ARE 7

AG AMTIGUA AMND Antigua and ATG 2. ISO Code l:l *
Al AMGUILLA Anguilla AlR B Country Name
AL ALBANIA Albania ALB g

AM ARMENIA Armenia ARM 5 Printable Country Name
AN MNETHERLAMDS Metherlands ANT i} IS0 3 Code
AD AMGOLA Angaola AGO 2

aQ ANTARCTICA Antarctica Numeric Country Code
AR ARGENTINA  Amenna ARG 3| Market Centre ipeaseselect) v
AS AMERICAN American Samoa ASh 1

AT AUSTRIA Austria AUT 4

Al AUSTRALIA Ausiralia AS 3

A ARLIBA Aruba ABVY 5

AZ AZERBAIJAN Azerbaijan ATE 3

BA BOSKIAAND Bosgnia and BIH 7

[=1:] BARBADOS Barbados BRE h

BD BANGLADESH Banaladesh BGD 5

BE BELGIUM Belgium BEL 5

BF BURKINA FASO Burkina Faso BFA 8

BG BULGARIA Bulgaria BGR 1

n(u R&HRAIN Rahrain AHR )a v
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ISO code Enter the country's ISO code.

Country name Enter the name of the country.

Printable country Enter how you require the country name to appear in printed form, for example on
name reports.

ISO 3 Code Enter the country's ISO 3 code.

Numeric country code  Enter the country's numeric code.

Market centre Select the correspondent bank's market centre. This will be used to determine the
holidays associated with the bank. See Market Centre Holidays.

Payment Queue Priority

The payment priority feature is used to assign priority to queued payments that require manual
intervention. It can be useful to help users prioritise urgent and/or important business.

A priority range of one to ten can be applied based on message status, ordering customer, settlement
agent, amount, currency and message type, or any combination of these. Priority one is the highest
and ten the lowest. Priority can be assigned to any queue. The criteria can be changed during the day
with any modification taking effect on all payments received subsequently. Where a payment does not
match any of the criteria entered, a default priority of 9999 (the lowest) is assigned.

Payment Priority

Payment Priority
Usze this page to add, remove, or modify the Payment Priority infarmation within Payment Manager.

Host Group The form below can be used to enter a new value in the code table shown at 1ef, or to

modify an existing entry. Fields marked with a #* are mandatary.

Host Id : Queue Name  : Ordering i Settlement i Amount
P MPM_Entry PTSAGEPOAM. ABSAZALLGGS: 6000 Z Host Id
SYSTEM MPM_OutOfCycle ABC EFG 1000.0 A

Oueue Name |:|
Ordering Customer |:| O
Settlement Agent :l ;)
Amount :l

Currency | [please selact) b

e —
Py s s v+ ©

Delete | [ AddNew

Host ID Select the host from the dropdown.

Queue name Enter the queue on which the payment resides. If you do not know the queue
name you can use the view query functionality to determine it.

Ordering customer Enter the name of the ordering customer.
Settlement agent Enter the name of the settlement agent.
Amount Enter the payment amount.

Currency Select the amount currency.

Message type Enter the message type e.g. MT103.
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Priority Select the priority you want to assign to the payment.

CSM Feedback

Feedback is received from the CSM and passes through the CSM Feedback Filter. This filter
identifies the original message(s) and can make the following changes:

e Update CSM Status of the message(s)
e Link the feedback message to the original message(s)

e If the status is one of “ACTC” (Accepted), set the Window Id of the original message(s) and
the feedback message.

CSMFeedbackExtensionsFilter

This filter is run after the “CSMFeedbackFilter” and allows users to set up additional processing
according to the feedback received. This filter runs in conjunction with the CSM Feedback table data
entered through the BFPM System Control Data interface.

System Control Data CSM Feedback Extension Details

Payment Data CSM Feedback Extension Details

Base Currency

Nostro Table Use this page to add, remove, or modify the extension class used for additional processing of feedback received for clearing and settlement mechanisms used within Payment Manager

Third Party Payment Exceptions B B B
STPC csm : Status :Class Name : The form below can be used to enter a new value in the table on the left, or to modify an existing entry. Fields
Allow ed Currencies EgACH RCVD com.misys meridian runtim | marked with a » are mandatory.
Payment Limit Amounts
Default Settiement Account
B csm R
Error Codes Status *0
Payment Configuration Class Name 0
Correspondent Maintenance
ot Vemeranee Delete | [ Add New | [Audit]
CSMFeedback;
Mandate Groups
Transformation Mapping
Rule Data
Routing Rule
STP Criteria e
< 3
Field Description
CSM The CSM as defined in the Clearing And Settlement Mechanism table.
Status The status as received or set by the CSM.
Class Name The full path to the class to be invoked.

Mandate Groups

This option allows you to set up new direct debit mandate groups.
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System Control Data

Mandate Groups

Payment Data

Base Currency

Nostro Table

Third Party Payment Excepticns
STP Correspendents

Allowed Currencies

Payment Limit Amounts

Default Settlement Account

Alert Data

Error Codes

Back Office Error Code Mapping
CSM Error Code Mapping
Automatic Reject/Return

Force Posting Configuration

Payment Configuration

Correspondent Maintenance
Payment Release Maintenance
Country Maintenance

Payment Queue Priority

C3M Feedback

Mandate Groups
Transformatien Mapping
Posting Configuration

Rule Data

Routing Rule
STP Criteria

Mandate Groups

Use this page to add, remove, or modify the Mandate Groups.

Mandate Group Name
IMandateQatch

test

: Mandate Group : Host group

SYSTEM + | left, or to modify an existing entry. Fields marked with a * are

The form below can be used to enter a new value in the table on the

mandatory.

Mandate Group Name

I
Mandate Group Description l:l
Host Group [(picase seiech KA

Delete | [ Add New |[Audit

Enter the details for the group and click Add to save them.

Transformation Mapping

The Transformation Mapping screen is used to manage records in the

TRANSFORMATION_MAPPING table.

The records in the TRANSFORMATION_MAPPING table are the rules used, by the Transformation
Service, to determine what class or XSL will map the message.

Transformation Mapping List

The Transformation Mapping list shows all the entries in the TRANSFORMATION_MAPPING table.

Transformation Mapping Form

The Transformation Mapping form is used to add and edit entries in the

TRANSFORMATION_MAPPING table.

Transformation Mapping

Transformation Mapping

Use this page to add. remove, or modify transformation mappings within Payment Manager.

Host Group ~ SYSTEM

Host Id
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MPM

MPM

MPM

MPM

MPM

MPM

MPM

MPM
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID
MMMHOSTID

- The form below can be usedto enter a newvalue in the table on the left, or to modify

an existing entry. Fields marked with a * are mandatory.
: Network : Currency

EgACH

EgACH Host Id (please select)

Eg:g: Network (pleaze zelect) -

EQACH Currency (please select) h

o e

EgACH

EgACH Direction (please select) * #

QATCH Business Category |:|

QATCH

QATCH SourceMessageType [ [+©

QATCH Target Message System |:| *0

QATCH

QTN Target Message Type |:| *0

oATGH Target Node Y

QATCH Discard Original Message o

STEPZ

STEP2 Enabled m

STEP2 Transformation Class |:|

STEPZ .

XSL il Name —

STEPZ

STEP2 Delete | [ Add New | [Audit

STEPZ

STEPZ

STEPZ2
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The fields are described in the following table:

Host Id
Network
Currency
Amount

Direction

Business Category

Source Message Type
Target Message System
Target Message Type
Target Message Node

Discard Original Message

Enabled

Transformation Class

XSL File Name

The Host identifier.

Name of the financial network for this message.
The currency of payment.

The amount of payment.

It has three values:
Incoming

Outgoing

Both

The direction indicates whether this entry applies to incoming or outgoing,
or both incoming and outgoing, payments.

The Business Category; this is compared to the Line of Business field in the
message.

The Message Type of the source message.

The System name for the new, transformed message.
The Message type of the new, transformed message.
The Message node of the new, transformed message.

Checked:

The original message will not be transmitted onward.

Unchecked:

The original message is transmitted onward using the normal node routing

Note: In both cases, the new message is transmitted onward.
Ticking this box turns on this activation mapping rule.

The fully qualified class name of the class that will perform the
transformation. It must implement the abstract class
AbstractXSLTransformationMapping.

The the XSL file name (with path) that will perform the transformation.

A Transformation Mapping rule may have either a Transformation Class or XSL File Name defined,
but not both—one of these two fields must be blank.

Posting Configuration

FusionBanking Payment Manager interfaces with an accounting system which enables the validation
of the accounts involved in the payment and initiation of postings. This page allows the user to add,
remove, or modify posting methods, i.e. single leg or dual leg, to payments/direct debit.

Single Leg posting method is when an accounting posting is performed; both the Creditor and Debtor
Leg posting operation are performed in a single call.
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In Dual Leg posting, the creditor and debtor leg posting operation are executed as separate calls. In
this case there will be two calls to the back office posting interface, one for creditor leg and another for
debtor leg. In case of debits, it is vice-versa. Whereas in the Single Leg there will be just one call to
the back office interface. Both the creditor leg and debtor leg posting will be performed in one call.

To use this:

1. Go to Administration > System Control Data > Posting Configuration.
2. Select a Host.

System Control Data Posting Configuration Details
Payment Data Posting Configuration Details
Sg:ﬁf};gﬁgw Use this page to add, remove, or modify posting methods for various combinations of values
Third Party Payment Exceptions
STP Correspondents Hostname  (please select) ﬂ
Allowed Currencies (please select)

Payment Limit Amounts
Default Settlement Account

Alert Data

SYSTEM

Error Codes

Back Office Errer Code Mapping
CSM Error Code Mapping
Automatic Reject/Return

Force Posting Configuration

Payment Configuration

Correspondent Maintenance
Payment Release Maintenance
Country Maintenance

Payment Queue Pricrity

CSM Feedback

Mandate Groups
Transformaticn Mapping
Posting Configuration

Rule Data

Routing Rule
STP Criteria

3. Enter the values for the following:

Posting Configuration Details

Posting Configuration Details

Use this page to add, remove, or modify posting methods for various combinations of values

Hostname SYSTEM - The form below can be used to enter a new value in the table on the left, or to modify an existing entry.
Fields marked with 3 % are mandatory.

Posting Configuration i Host :Clearing and Settlement : Meridian Mess
Qatch MPHM QATCH =

Posting Configuration Name |:| *

Host (please select) *
Clearing and Seftlement Mechanism (pcase select) v x

Merian Hossage Type N
Direction (please select) + @
Posting Method (please select) *

((Clear] | Delsts | [ Add New | [ Audit|

Posting Configuration The name of the posting configuration.

Name
Host Select from the available hosts.
Clearing and Select a CSM.

Settlement Mechanism
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Meridian Message Add a note about the message type.
Type
Direction It has three values:

e Incoming

e Qutgoing

e Both
The direction indicates whether this entry applies to incoming or outgoing, or both
incoming and outgoing, payments.

Posting Method This can either be Single Leg or Dual Leg.

4. Click Add.

Rule Data

The Routing Rule Data table allows you to enter new rules, criteria and outcomes for messages
entering FusionBanking Payment Manager. Three tabs are available:

e Rule
e Criteria
¢ Outcome

You can specify conditions in a rule that query the data in the payment. Where these match, one or
more outcomes (actions) will be applied.

Tab Description of Table

Rule This defines the purpose of the rule.

Criteria This table stores a set of criteria for a rule.

Outcome This holds the result that will be applied to the message should it match the
criteria.

You must have the Configure System Control Data permission assigned in order to configure rules.

Rule tab

Enter the details as follows and click Add to save the rule.

Rule name Enter a name for the rule.

Status Indicate whether the rule is active (A) or inactive (1)

Description Enter a description for the rule.

Criteria name Enter the criteria name to be associated with the Rule. A same criteria can be

assigned to different rules.

Outcome name Enter the outcome name to be associated with the Rule. A rule can be applied to
more than outcome and regardless of whether the outcome has already been
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Direction

Criteria tab

Enter values in any of the fields in this tab to define the conditions for the rule. Select Add to assign

applied to another rule.

Indicate whether the rule should be applied to an incoming or outgoing message.

the criteria to the rule indicated in the Rules tab. A criterion can be assigned to different rules, if

needed.

Criteria name

Message Type
Host ID
Business Entity
Line Of Business
Queue

Network

TRN

Sender
Destination
Priority
Currency
Amount
Ordering Party
Beneficiary Party

Validation Status

Error Details

Cover Status

Message Text

Enter the criteria name to be associated with the Rule. Note that a same criterion
can be assigned to different rules.

Indicate the type of message

Choose a host in the drop-down list

Enter the Business Entity name in the first field or select one in the drop-down list.
If needed, you can add the code of the business line.

Indicate the queue name

Choose a Network in the drop-down list

Enter the transaction number either as an exact string or as a regular expression.
Enter the sender's name

Enter the destination address, if needed

The priority that can be Normal, Urgent, etc.

Choose in the drop-down list the applicable currency

The amount in the selected currency

The characteristics of the ordering party

The characteristics of the beneficiary party

The status of the message according to the network validation rules:
Valid = message passed the validation

Invalid = message failed the validation

In Error = an exception occurred during validation

Error code that can be entered either as an exact string such as X200 or by using
a regular expression (e.g. F9..)

The type of cover e.g. Primary Message, Cover Message

Short message text that you can enter as an exact string or as a regular
expression.
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Outcome
Outcome name
Endpoint
Endpoint action
Assign field

Assign field value

STP Criteria

Enter the outcome name to be associated with the Rule.

A node.

An action which will be performed on the node.

The field in the message that will change.

The value of the field.

The STP Criteria feature allows you to define the STP rules based on which the payments will be

processed.

If enabled, a STP rule will be applied, and the payments processed accordingly.

STP Criteria

STP Criteria

Use this page to define the STP Rules.

Rule Name : Rule Enabled
TEST

RULE WAME 002 +

RULE WNAME 001 +

RULE MAME 01

< 1ii

: Rule Order {HostID : Networl
1 MM BATCHFILE
2 SYSTEM BATCHFILE
1 SYSTEM DirectFileA
1 SYSTEM QATCH

The form below can be used to enter a new value in the table on the left, or to modify
an existing entry. Fields marked with a * are mandatory.

L —

Rule Enabled O

Rule Order =
HostID *

Network (please select) ailh g

Alert Required O

Alert Type Required | (pease select) v

Delete |[ AddNew |[Audit

Enter the details as follows and click Add to save the rule.

Rule name
Rule enabled

Rule Order

Host ID
Network

Alert Required

Alert Type Required

Enter a name for the rule.

Check the box if you want to enable the selected rule.

Specify here an integer that will indicate in which order the rules will be applied (if
several rules are assigned to a message matching a Host ID and Network Type).

Choose in the drop-down list the host name to which the rule will apply.

Choose in the drop-down list the network name to which the rule will apply.

Check this box if you want an alert (of the type you have specified) is raised if a

message fails a rule validation.

Choose in the drop-down list the type of alert you want will be raised.
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Configuring the FileAct Application

This section describes how to configure the FileAct application which allows you to transfer files via
SWIFTNet FileAct.

Configuring the SWIFT Alliance Gateway

The MQHA Interface is used to connect to SWIFT Net Link (SNL) via the SWIFT Alliance Gateway
(SAG).

Creating a SAG Configuration
From the Administration menu, select FileAct configuration > Create SAG.

You will be guided through the SAG creation process in a series of steps.

Swift Alliance Gateway creation wizard

Step 1 of 4 - SAG details

Thiz wizard will allow you to setup and Cenfigure a Swift Aliance Gateway including Mezzage
Partners, Mez=age Queuss and SNL Users

SAG name | | %

Remote file handler | |

Client request connector | (pleaze select) - | *» 0
Client request queue |[p|&aa& zelect) v|*0
Server reply connector | (please zelect) hd | * 0
Server reply queue | (pleaze zelect) w | =0
Back Next Finish Cancel

1. Sag name is used to identify this particular gateway instance.
Remote file handler is a unique string that will be used to identify this particular gateway instance
to the Remote File Handler Manager process, which is a separate application which
communicates with the SAG itself.
Client request connector and Server reply connector are connectors defined in the
BankFusion Meridian project.
Client request queue and Server reply queue are the WebSphere MQ queues to which client
request and server reply messages will be sent. The dropdowns shows the ones that are defined
in the project.
Complete the fields and click Next.
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As the instructions on the following screen indicate, you have to specify at least one server
request queue and one client response queue. Select the Queue Connector and Queue Name
from the dropdowns, specify a Queue alias, and click Add, for each.

When you have finished, click Next.

Swift Alliance Gateway creation wizard

Step 2 of 4 - Receiving Queues

Setup at lzast one server request queue and at least one client response queus

Queue alias i Queue connector : Queue name

No rows returned

Queue

) w
connector | (please select) | e ; ]
Queue name | (pleaze select) - | * 0
Queue alias | [ %

Add Add new I

Back Next Finish Cancel
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2. Add the details for communicating with the SAG, then click Next.

Swift Alliance Gateway creation wizard

Step 3 of 4 - SAG Message Partners

Message partner name : Reply to queue manager ¢ Client reply To queue name : Server reply To queue name :

No rows returned

Hame | |r
Reply to queue manager | |r
Client reply To gueue name | |r
Server reply To queue name | |i
Add Add Ne Delete Partne
Back MNext Finish ~Cancel

3. Fillin the details for the SWIFTNet Link user. Note that the Sign required and Encryption
required checkboxes only appear if you check Sag user.
Click Finish to complete SAG creation.

Swift Alliance Gateway creation wizard

Step 4 of 4 - SNL Users

A minimum of one Snl user iz reguired

Username i SAG user ¢ Sign required ¢ Encryption required ¢ Non-repudiation require

No rows returned

Username snlussrt

| %
Password ‘““"" |*
SAG user
Sign required O
Encryption required [l
Hon-repudiation required Oe

Add Add MNew User
Back Next Finish  Cancel
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Configuring an existing SAG

You can configure existing SAGs by clicking Configure existing SAGs on the FileAct configuration
menu and selecting the one you want to configure from the dropdown.

Configuring SWIFTNet DNs
Use this function to configure the Distinguished Names (DNs) that FileAct will use.
SWIFTNet Distinguished NHames

SWIFTHet Distinguished Names

Aliases can be assigned to SWIFTMNet DNs in the tables below.

Hostgroup name | SYSTEM M The form below can be used to enter a new value in the table on
the left, orto modify an existing entry. Fields marked with a * are
Short name : Distinguished name : Usage mandatary.

No rows returned

Usage

e —

Select the hostgroup to which the DN belongs from the dropdown then fill in the other details in the
fields to the right. Usage can be 'Sender’, 'Receiver' or 'Both'. Click Add to save the details.

Configuring FileAct over SAG Services

Services
Services

FileAct services are the high-level entities used to represent a FileAct service that is known to Message Manager. There are also
FileAct Transfer profiles which are specific instances of a service, and so there will be a relationship between services and profiles.

Service name  Direction  Deliver The form below can be used to enter a new value in the table on
the left, orto modify an existing entry. Fields marked with a * are
No rows returned mandatory.

sericerame E—

Direction

Delivery notification required [

Service mode [ (please select) v *
—— —

Service name is defined as follows in the SWIFTNet Service Design Guide:

The Service name defines the context for interpreting many other names and parameters in
SWIFTNet. It is defined by agreement between SWIFT and the Service Administrator. It is established
through the provisioning process for a new business service.

Direction can be 'Send' or 'Receive'.

Delivery notification required is only applicable for Services with Direction = 'Send'. If checked, the
file Sender indicates to the Receiver to send a Delivery Notification if a delivery is successful.

Service mode can be 'Realtime’ or 'Store and Forward (SnF)". This is the SWIFT-administered name
of the business service to be used for the transfer.
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Request type is the specific request type for the service identified in the Service Name above. Both
Service Name and Request Type must refer to an operationally valid business service registered with
SWIFT. The SWIFTNet Service Design Guide has this to say about Request Type Names:

All messaging begins with a Request message. Every such Request must be identified in its Request
Header as belonging to a Service. Taken together, the Service and Request Type elements define the
structure and contents of the Request. They also implicitly define the structure and contents of the
associated Response.

Transfer Profiles

FileAct File Transfer Profile Wizard

There are two menu options for creating transfer profiles in the FileAct configuration page under the
FileAct Transfer profiles heading:

e Create transfer profile for sending

e Create transfer profile for receiving

Creating a transfer profile for sending

1. Profile Details

The Enabled checkbox will enable and disable a transfer profile. This takes effect only when the
server is restarted.

Select a FileAct service and host group. These are mandatory. When the host group is selected,
the default request DN will update dynamically with DN's created for the selected service. This will
also update the Default FileAct Destination (DN) on the Destination details tab.

If 'Store and Forward (SnF)' is selected as the service mode in the underlying service as selected
on the profile details page, then an SnF Service Request Queue will be displayed on the Sending
details tab. This will be mandatory.

Create transfer profile for sending

Step 1 of 5 - Profile details

A prefile can be enabled or dizabled, however the change will not take effect until the 2erver iz restartsd.

Transfer profile name |myProfie | *
Enabled
Service | TestzendingProfis - Send v|*
Service type |Defau|t V|
Hostgroup | SYSTEN v | +~0
Default requestor DN | Support v | *

E Next Finish ~ Cancel
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2. Select a SAG created in the Sag Wizard. A profile cannot be created if no SAGs exist. The Client
response and Server request queues must be different from each other, otherwise an error
message will be returned.

Create transfer profile for sending
Step 2 of 5 - Select SAG

Select an exizsting SAG to use for thiz transfer profile. Select ene Server Request Queue and one Client
Responze Queue, these are specified in SAG configuration - 'Receiving Queuss’. Select an SHL User az
specifed in the SAG configuration - "SNL Users'

Select primary SAG | (pleaze 2elect) v| *

Client response queue | {pleaze select) w | *0
Senver request quele | (pleaze zelect) - | *0

SHL user | (pleaze zelect) v | *
Message partner | (please select) v *

Ack info | |

Ack description | |

Back MNext Finish  Cancel

3. The file application drop-down list displays Message Manager created files and Files created by
an external application. Select the type of file application.

The next tab - Destination details will display different information relevant to the File Application
selected. The Compression requirements dropdown list is populated with: none, GZIP, ZIP.

The Archive location is mandatory.
The retry information is set as default to 5, 10 and 15.

If Store and Forward (SnF) is selected as the service mode in the underlying service as selected
on the profile details page, then an SnF Service Request Queue is displayed on the page.

Create transfer profile for sending

Step 3 of 5 - File sending details

File Application | Mes=age Manager created files v| *

Logical file pattern [ |

Compression requirements EG v|@
Temporary File location |‘.\mmm‘.tem|:| | *
Archive location [wmmmiarchive | *

First retry after minutes
Second retry after minutes
Third retry after minutes

Back Next Finish Cancel

r

4. Destination Details

The Logical filename pattern and User reference use the Filename pattern details form to
validate regular expressions.
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5. Destination details — Message Manager created files

Queues

The source queue drop down list displays a mixture of MMDA and non-MMDA nodes setup in the
project. When a queue from the list is selected which is an MMDA queue then a target queue
dropdown list becomes visible. The target queue field is mandatory.

Message Information

The Message format dropdown list is populated with the formats specified from the project.
The Message type dropdown list is populated with all the messages specified in the SWIFT

system of the project.

Create transfer profile for sending

Step 4 of 5 - Destination details

Setup the destination detailz for thiz profile

Filename template |[<DATE>_<sEQ-bd

| ’Advanced...]

File format details [Fixed Length - flengtn

|0 [Advanced...]

File location [wnmSuinput

| @

Maximum uncompressed file size K Bytes

v|*

v|w

w|*

]

Source queue | Received FromSwift
Target quele [ 1104 _Plus_send
Message format | standardDelmited
lMessage type | SWIFT_MT110
Default FileAct destination (DN) | Support

v|*

Back Next

Finish  Cancel

The filename template is populated using a popup window. The window displays helpful examples
of typical filename patterns. To set the Filename template field the pattern needs to pass
validation. The file is validated against regular expressions.

Filename template | DATE=_<SEQs> txt

thvanced...]

|

Examples:

MyFile= SEQ=.txt = filename with sequence number
IMyFile=5EQ-2>.txt = padded length of sequence
IMyFile_<5EQ-2:1:100> = default date with sequence number
<DATE=>=SEQ> = filename with sequence number

See the Sun regexp documentation for more information

Cancel

6. Destination details — Files created by an external application

Files created by an external application do not require any information from BankFusion
Meridian. A filename and location are mandatory. The filename has a default value setup already.
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Step 4 of 5 - Destination details

Setup the destination details for thiz profile

Physical filename [ |[Advanced...]
File location [Wmmgtinput | *@
Default FileAct destination (DN) Support * B

Back Mext Finish  Cancel

The Physical filename is populated using a popup window. The window displays helpful
examples of typical filename patterns. To set the Physical filename field the pattern needs to
pass validation.

Physical filename | | [Advanced...]

&
L

Pattern ok

Examples:
[ = Afiles b= Al textiles |

[ 0K ][ Cancel ]

The destination DN does not have a drop down list instead a popup window displays two choices
—a drop down list and a tick box where you can choose to dynamically determine the DN from the
path during runtime.

Flease select a default FileAct destination DM from the the list

| ]

or selectthe checkbox to dynamically determine the DM fram the path [F]

7. Transfer schedule details

The Transfer Scheduler has been designed with simplicity and flexibility in mind. The transfer
schedule page is used for making choices of when the transfer profile is invoked.

It is mandatory to select a start date and time from when the scheduler is to start. This is done via
a simple date and time picker, as shown below:

Date Picker
Starting from | | E| 09:00 | @ *

2014 »
Jan Feb Mar Apr May || Jun
Jul Aug Sep Oct Mov Dec
1 7 13 139 23 31
2 g 14 20 26
3 9 135 21 27
4 10 ig 22 28
S5 11 17 23 29
& 12 iz 24 20

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 86



Chapter 4 Configuring FusionBanking Payment Manager

Time picker

The days for which the scheduler is to be run on has three options, Working days only, Days of
week and Days of month.

Working days only will run the scheduler on the working days according to the selected host
group's market centre. The Host group is selected in 'Step 1 Profile details'.

Days of the week

If you select the Days of the week option you will be presented with a multiple picker with the days
of the week.

on ) Working days only & Days of the week O Days of the month *

Man ues || Weds || Thur Fri Sat Sun | all clear

Days of the month

If you select the Days of the month option you will be presented with a multiple picker with for 31
days of the month. If the 31st is picked and the current month doesn't have 31 days, the scheduler

will not run.
On & Working days only ' Days of the week (& Days of the month *
7 13 13 |[zs5 |z
z 8 14 |[z0 || z6
] 3 15 fz1 || 27
all  clear
4 10 |[16 |[22 || 23
5 17 |fz3 || 29
3 12 |f1s |[za || 20
Frequency

During a day the simplest approach to run the scheduler is by a frequency. If the frequency is
option is selected an hour and minute picker is displayed. The scheduler will run when every time
the hour and minutes frequency has elapsed. In the case below, the scheduler will run every 3
hours and 15 minutes.

For (&) Frequency () Ad hoc selection #

E'V'Err' hours and minutes

Ad hoc selection

The Ad hoc selection option provides a more flexible approach. You may randomly select a
multiple number of hours based on a 24 hour clock. You may make multiple selections of when the
schedule will run pass the hour.
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For () Frequency (3) Ad hoc selection

Select hours for each day

0 4 ] 1z 15 20

1 5 ] 12 17 21

all clear

z [ 10 14 18 2z

3 7 11 15 15 23
Minutes past each selected hour

0 5 10 15 20 25 20

zll clzar

35 40 45 S0 55 59

Simple setup example

The most common and simple setup will regularly use the working days of the current market
centre and a frequency.

Step 5 of 5 - Transfer schedule details

Setup tranzfer 2chedule detailz for thiz profie

Starting from | | D| | £ %
on ® workingdays O Daysofthe O Daysofthe
only week month
For ® Freguency () Ad hoc selection +
every hours and minutes
Back Finish  Cancel

Advanced setup example
An ad hoc setup could typically use specific criteria as selected below:

Step 5 of 5 - Transfer schedule details

Setup transfer schedule details for this profie

Starting from ‘ | E| | @ *

on © working days only (® Days of the week (O Days of the month *
Man | Tues | | Weds | Thur Fri Sat Sun ozl clzar

For () Frequency () Ad hoc selection *

Select hours for each day

o 4 2 1z 16 20
1 5 o 13 17 21
all clear
2 ] 10 14 i 22
3 7 11 15 19 23

o S5 10 15 20 25

zll clear

Back Finish  Cancel
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Creating a transfer profile for receiving

Four steps are required for setting up a transfer profile for receiving.
1. Profile details

2. Setup sags

3. Receiving details

4. Transfer schedule details

Steps 1, 2, and 4 are the same as setting up transfer profiles for sending. For more detail on these
steps please refer to the section above - 'Creating a transfer profile for sending'.

Step 3 — Receiving details

Like sending transfer profiles Files can be processed by Message Manager or an external application.

Files to be Processed by FusionBanking Payment Manager

If the files are to be processed by FusionBanking Payment Manager then a target queue defined
within the project and the action to Transmit or Put the file is required. The Target Queue field is
populated with the nodes defined in the project. The Action on inject field defines the action. If the
action Put is selected the file is Put on the node. If the action Transmit is selected the file will be put
on the node and then transmit through the project.

Create transfer profile for receiving

Step 3 of 4 - Receiving details

Receiving transfers can be processed by an external application or by Message Manager, for an external
application please specify a filename and folder location on the server. For Message Manager please specify
the target queue in the workflowe and the action taken by metidian vwhen a message is injected into the

weorkflowve .
File Application | Files to be processed by Message Manager % | *
Use Original File Name |
Filename template | | i ] [Ad\ranced. .
<DATE>_<SEQ> txt | [Cvalidate

Fattern ok

Examples:

MyFile<SEQ=.1txt = filename with sequence number
MyFile=SECQ-2=1xt = padded length of sequence
MyFile_<SEQ-2:1:100> = default date with sequence number
<DATE><SEQ=> = filename with sequence numher

See the Sun regexp documentation for mare infarmation

[ OK ] [ Cancel ]
Target queue | (pleaze select) w | 6
Message format | (please select) w | 5
Action on inject | tpleass select) v| 6
File format details i ]
Deliver to location | |
Archive location | |
Realtime Get File Oe

Back Mext Cancel
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Files to be processed by an external application

Files delivered to a location require a valid location to deliver the file.

Create transfer profile for receiving

Step 3 of 4 - Receiving details

Receiving transfers can be proceszed by an external application or by Message Manager, for an external
application please specify a filename and falder location on the server. For Message Manager please specify
the target queue in the workflovy and the action taken by meridian when a message iz injected into the

sweorkflowy.
File Application File:z: to be proce 1 by an external applics V| *
Use Original File Name [l
File rename pattern | | i ] [Advanced...

<DATE>_<SEQ> tt [validate
Examples:

Jut=Allfiles Mbd= Alltextfiles |
Deliver to location | | *
Archive location | |
Realtime Get File Ooe

Back Mext Cancel

File format details

The File Format Details page is used for Splitter and Joiner information for receiving and sending files.
The file format information will be stored as XML. The page will display the same layout as the File
Formats tab on the Flat file adaptor. The file Formats page will be accessible via an Advanced button
on the FileAct Transfer Profile page:

File format details Li )

Common to all message formats is Encoding and Batch size. The encoding is set as default to UTF-8,
which is the most commonly used.

Delimited (default)

The delimited file format is the most commonly used and is therefore set as the default option. The
delimiter is used to split the messages. If the file has a delimiter at the end of the last message in the
file please check the Delimiter on Last field. The Pad Char field is used to separate fields.

Delirmited & External O Fixed length O Ermbedded length O

Dielirniter * Delimiter on last [] Include delimiter []
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Fixed Length

For fixed length messages the message will be parsed by splitting each field at the field length
specified. A pad character is used to pad out the remainder of characters that aren't used in the field.
Typical the pad character is white space.

Encoding: Batch size:
Delimited O External O Fixed length &) Embedded length O
Messange length 000 | % Pad character *

External

If the file format covered by the system is not adequate, the user may extend the Splitter and Joiner
interfaces provided by BankFusion Meridian to provide their own external solution. For receiving
profiles the splitter class is used to split the messages, for sending profiles the Joiner class is used to
batch up the messages for sending. Include the class and path in the File joiner class field. Any
number of parameters can be added to the grid view to pass through to the class constructor.

Joiner class for setting sending Transfer Profiles

External file format which uses a class that implements the
com.misys.meridian.userapi.receptacle.Splitter interface.

Encoding: Batch size: &00
Delimited ) External (& Fixed length 0 Embedded length O
File splitter class |meridian.myFiIe.Juiner |w

Parameter Value
length value
Parameter Walue
[_Set H Modify ][Remnve]

Splitter class for setting receiving Transfer Profiles

External file format which uses a class that implements the
com.misys.meridian.userapi.receptacle.Joiner interface.

Encoding: Batch size:
Delimited O External (& Fixed length O Embedded length O
File splitter class |meridian_my5plitter |w
Parameter Value
delimitar %
Farameter Walue
[ Set l[ M odify ][Remuve]
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Embedded Length

In certain legacy systems the message length is embedded within the body of the message. Each
message has an offset which acts a buffer between messages. After the offset, the message length is
defined in bytes. The Length field defines the number of bytes for holding the message length.

The Radix field is the base for the positional numerical system.

Encoding: Batch size: 500
Delimited O Esternal (O Fixed length & Embedded length &

Ofset * Length * Radix *

Scheduling tasks

This maintenance function allows you to configure the Scheduler service, which is defined in the
FileAct project.

It is accessible from the Administration/Configuration menu (note: not FileAct configuration).
Click on the Schedule tasks link, under the Scheduler heading.

The fields are self-explanatory. Note that Month, if specified, must be a numeric value, where January
is 1, and December is 12.

The Task field refers to a Service name, specified in the project.
Configuring Batch Files

Enabling Batch File Functionality

The Security option ‘create and maintain Batch file profiles’, is provided to view batch file
configurations in read only mode and to create, modify and delete batch file profile configurations.

Select Administration > Batch File configuration from the main menu:

Fey
Batch File Configuration

Bateh File Scheduling

Create Batch file scheduler
Mairtzin Batch file schedulers

The batch file configuration menu allows you to create new batch file configurations and modify
existing ones:

Batch File Profile Details

A series of five screens will be displayed, the first of which allows you to enter details of the new batch
file profile.

In the Profile name field, enter a name for the batch file. The profile will automatically be enabled.

The Hostgroup is included here for subsequent querying purposes.
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Click Next to proceed to the next screen.

Step 1 of 5 - Batch file profile details

To enable Batch File proceszing the BFProcezzorService service iz reguired to be =pecified in the repository. A profile
can be enabled or dizsabled, howsever the changs wil not take effect until the =erver is restarted.

Profile name [newBatch | >
Enabled
Hostgroup |5‘H5‘Er.1 w |0 *
B MNext Finish ' Cancel

Batch File Information
This screen displays fields for the entry/selection of:

o File origination - whether the batch file is created by FusionBanking Payment Manager or
comes from an external application

o File location - the location of the batch file if it comes from an external application
e Number of days after which files within the processed folder (below) will be purged

e Processed file location - the location of the file after it has been checked for duplicates and
validated for valid formats. The batch file will remain here until the file is transmitted either via
the GUI manually or when the scheduler is invoked

o Destination location - the location the batch file is moved to when it is transmitted

e Enable back office bulking — When enabled, a bulk file will be rendered that contains the
BFPM event block messages in canonical format.

o Back office Host Id
o Back office processed location — Where the processed files are located.

e Back office temp location - Where the temporary files are located.
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Step 2 of 5 - Batch file information

Select origination of Batch file. Batch files can be created by MM or Batch files previously created
from an external application can be received and processed by MM

File origination MM receives batch file * *
File location [Wsourcefies |+ @
Compression requirements none -
Purge processed files after days

Processed file location [Wwalidated |« O
Destination location |m:lestinatiun System | * 0
Archive location [Warchive [ #
Enable back office bulking

Back office Host Id MPK - 4

Back office processed location

f\QatchBatchFile\Receiver\BulkPosting\Processed|

Back office temp location |C:1Clatch BatchFils\ReceiveriBulkPosting\Temp| | *

Back Next Finish  Cancel

Batch File Formatting and Message Information

This screen displays fields for the entry/selection of:

Physical filename
File format details

The Batchable messages queue. This displays MMDA nodes in the project where individual
messages can be held ready to be grouped into a batch file. This is not available if
messages are received from an external application for this profile. Project routing will be
required to allocate messages to this node. This could be done for all SWIFT MT210
messages, for example

Batched messages queue - once messages are batched they are moved here

Maximum number of messages per file - this is used to specify the number of messages which
can be bulked together per file. The checkbox 'Send remaining messages' is used to send the
remaining messages held on the Batchable messages queue even if the number of messages
does not reach the maximum size. e.g. If the Batchable message queue contained 620
messages with a Maximum message size of 300 specified, then 2 batch files containing 300
messages will be sent and the remaining 20 messages will also be batched and sent

Message Format. Batch files are restricted to contain messages of the same format. The
dropdown provides message formats as specified in the project.

Message Type. This is optional as batch files are not restricted to one message type

There must not be more than one STEP2BIC batch file profiles.
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Step 3 of 5 - Batch file formatting and message information

Define the file format, file =ize, mez=age formats and types contained in the katch file.

Service Type

Physical filename

File format details

Batched messages queueg

Maximum number of messages

per file

Batch remaining messages

Maximum uncompressed file size I:I K Bytes @

Message format

Message type

[ BATCHFILE v |
[<DATE=_<SEC o
[Delimite | [

| Transmitted v | * 0
30|

i ]

v *
|(|:|Iease select) Vl

Back

Next

Finish

Cancel

For Outgoing SEPA CSM, the Physical flename must confirm with the EBA File Naming Convention.

The Network File Name is the identifier of the file as it is transferred over the file exchange.

STEP2 network filenames structures are as follows:
EEVVSSSBBBBBBBBX...X.Z

The meaning of these fields is as follows:
EE must be S2 (STEP2);

VV is the format version (02 = XML for files and text format for reports);

SSS is the three character service identifier, SCT in this case;
BBBBBBBB is the BIC(music) of the Direct Participant;

X...X (optional) is up to 15 characters for use by the Direct Participant; and

Z indicates the type of the file, where:

(o}

0O O O o o o o

(0]

| = ICF;
V = CVF;
N = SCF;
C = CCF;
L = PCF;
R =CRR;
D = DRR
M = MSR
T =RTF

All Direct Participants sending files to the STEP2 central system must adopt this convention. The X...X

field is not validated.

The STEP2 central system generates files with X...X fields as follows:
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YYMMDDHHMMSSNNN
where:
¢ YYMMDDHHMMSS, which is the file creation date and time, and

e NNN, which is an incremental number starting from 000 that is reset to 000 every time DD
(date) changes (this number is global for all files sent by CS and not specific to a single DP).

Note that in the case of STEP2 generated files, the BIC part of the Filename (BBBBBBBB) is the BIC
of the Direct Participant (and not the STEP2 BIC).

The following standards apply to filenames:
e No leading spaces are allowed;
e No internal spaces are allowed;
e Trailing spaces are ignored; and

e Alpha characters are case insensitive, e.g. “filename” is the same as “FILENAME” and
“Filename”.

Configure Batch File scheduling

Step 3 of 5 - Batch file formatting and message information

Define the file format, file size, message formats and types contained in the batch file.

Service Type STEPZ (STEPZ) ok
Physical filename <DATE=_=SEQ> txt |
52025CTPTSAGBPP<DATE-yyMMddHE
Pattern ok -
Examples:

MyFile<SEQ=>.txt = filename with sequence number
MyFile<SEQ-2>.txt = padded length of sequence
MyFile_<SEQ-2:1:100= = default date with sequence number
<DATE><SEQ> = filename with sequence number

See the Sun regexp documentation for more information

OK Cancel

File format details Step2 [
Encoding: Batch size: 500
Sending Institution PTSAGBFP *
Receiving Institution *
Test Code Test -

Pseudo Message Type

This field will appear if the Message Type field has a value of ISO20022_MPMStatus. The dropdown
values contain all the message types that are categorized as MPMStatus.

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 96



Chapter 4 Configuring FusionBanking Payment Manager

Step 3 of 5 - Batch file formatting and message information

Define the file format, file size, message formats and types contained in the batch file.

Service Type BATCHFILE - | %

Physical filename <DATE>_<SEQ= txt 52

File format details Delimited - &2

Batched messages queue (please select) v * 0

Maximum number of messages 200

per file

Batch remaining messages (i ]

Maximum uncompressed file size 0 K Bytes @

Message format StandardXML v *

Message type 1S020022_MPMStatus -

Pseudo Message type (please select) - x0
(please select)

Return

PositiveRezolution
Partial

Accept

STEPZ Recall

For QATCH and EgACH networks, this field is mandatory for all outgoing MPMStatus messages, and
optional for all incoming MPMStatus messages.

Batch File Response Handling
This screen displays fields for the entry/selection of:

o Rejected file location - Files can be rejected via FusionBanking Payment Manager, user
interaction or the destination system. When a file is rejected it will be moved here

e Rejected messages queue - If the batch file was created by Payment Manager, the messages
within the batch file will be moved to the rejected MMDA queue, thus allowing individual
processing.

e Rejection message queue - When a file is rejected, a rejection message is created and put on
an MQ queue. This drop down provides all the MQ queues specified in the project.

Although optional, it is expected that FusionBanking Payment Manager will poll a specified queue for
the response from the destination system. The user is able to specify how often the response queue is
checked in milliseconds, seconds and minutes, with a maximum number of retries. The check for
response information has the default values:

Check for response
BTy |2 || Minutes v
Maximum retries : v D
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Step 4 of 5 - Batch file response handling

Specify which queus to 2end rejected Batch files. Optionally, Me==age Manager can check for responzes
from the destination =y=tem on a =pecified queus. Once the number of retries has been reached, the fils wil
be rejected by MK and the source system notified via a rejection meszage

Rejected file location [trejecteaFies [ %
Rejected messages queue (MMDA) | Rejected A | *
Rejection message queue (MQ) | Log ~ |0 *
Check for response
Minutez w |

Maximum retries
Response queue (MQ) [ e

Back MNext Finish Cancel

Batch file scheduler

The schedule is used for sending received processed batch files and for creating and sending batch
files containing individual messages held in the Batchable message queue field. The scheduler uses
the generic scheduler provided by FileAct.

Step 5 of 5 - Batch file scheduler

Setup schedule for zending Batch files received from an external application or =chedule the process for
creating and =ending a batch file via Mes=zage Manager

Starting from | |D| 00 | @ *
2014
Jan Feb Mar apr May || Jun
Jul Aug Sep Oct Mow Diec
1 7 13 i3 25 31
z 2 14 20 26
3 3 i5 21 27
4 10 16 22 28
5 11 17 22 23
5 1z 18 24 20
on & Working days O Days of the O Days of the .
only week month
For (%) Frequency () Ad hoc selection *
every hours and minutes
Back Mext Finish  Cancel
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Configuring Message Templates

Templates may be used, during message creation and modification, to constrain user input at the
individual message field level. Each template is assigned to a specific security role.

When using templates for message creation, you can specify:
o Pre-defined field values
e Whether other fields must, may or may not be entered when the template is used.

Templates used for message modification do not specify pre-defined field values, only whether
fields must, may or may not be entered when the template is used.

When the same template is used for both message creation and modification, during modification, any

pre-defined values will be ignored and will not cause the existing values in the message to be
overridden.

To access the template functions you must have the Maintain Message Template permission
assigned.

From the main menu, select Administration >Template Editor.
The Template Navigation pane on the left lists all existing templates associated with user roles.
To create a new template:

1. Click New Template®. The New Template form will be loaded on the right hand pane.
2. Fill'in the form on the left hand pane.

Mew Template

J Default ]

Create or modify temiplate

Template name |

Assigned to role Developer |

System name |(please zelect..] W |ﬂ
Message type | [pleaze select..) W |ﬂ
Template Name Enter a name for the template.
Assigned to Role Select arole. The roles included in the drop down are those that you are currently
assigned to.
System name Select for which system this message template will be used for.
Message Type Select a message type.

The Explorer will then load the main template default form according to the format of the message type

specified in the previous screen.
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The following is an example of a template which has been created previously.

Template definition "MT102Plus_5el’

J Default 1 Restrictions

Create or modify template

Template name MT102PIE_Sel Legend: [~ | Unlocked header
Assigned to role i ] 8] Locked header
System name SWIFT

Message type MT102

The header and message information below is used to set the default information when a message is created using this termplate. To
specify locks for fields {.e. whether a user must, may or must not enter a field), click the "Restrictions" tab at the top of this page.

Sender's |ISRMLIJAXX |D Host ldentifier

address

gsdﬂrt‘:;io“ MIZBILITXDH [

Host Reference | | Priority D ;Checmd:urgem) :I(banking_
Flar

Business Entity | v| Delivery p@ Nyojne

Monitorin
Y O Delivery Notification

Message User |:| Service |:|

Ref Identifier
Addressee Info | | Validation
DatetoRelease [O]| | [ Donotallow [
auto update of
date to release
Line of | | Host Reference | |
Business Description

Users can then add any default data to the fields of the message as required and lock these fields
(see below).

Note that the Default tab is only used for message creation. If this template is used in message
modification, any pre-defined values are ignored.

The fields are as follows:

Sender's address Enter the sender's BIC address or select it from the adjacent BIC picker.

Destination address Enter the destination BIC address or select it from the adjacent BIC picker.

Host reference Enter a reference which can be subsequently used to search for the host and
payment.

Host identifier Select the host system.

Business entity Enter the business entity associated with the payment.

Message user ref Enter a reference which can be used by SWIFT for retrievals and to identify the

message in associated system messages and acknowledgments. If not entered,
SWIFT will use the Transaction Reference (field :20: or :20C:SEME of the text
block of user-to-user FIN messages).

Addressee info A reference which can be subsequently used to search for the addressee.
Date to release The date the payment should be released.
Priority The left hand box indicates the payment is urgent. The right hand box allows a

user to assign priority for queued payments that require manual intervention. It can
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be useful for prioritising urgent and/or important business. The priority is in the
range one to ten, one being the highest and ten the lowest.

Date to release Enter the date the payment is required to be released. A check will be undertaken
when the payment is submitted to determine if this is a non-working day.

Do not allow auto This is used if you do not want to automatically change the release date when
update of date to changes have been made to relevant static data that influence the calculation of
release release date (e.g., changes made in holiday data, settlement cutoff, etc).

Line of business Enter the line of business associated with the payment.

Host reference Free format text to provide more information for the host.

description

When this is complete, you can use the Restrictions tab to allow users to modify default data, lock
fields to disallow change of default data or to hide optional fields.

Template definition ‘MT103_Userl" ®
Default Restrictions 1
Create or modify template L]
Enter lock infarmation below. Fields that are bold in the tree view have defaults set in the default page, and therefore cannot be assigned the MAY NOT'
lock type.
Walue MAY MOT he present Walue cannot he changed A
Legend: Walue MAY be present Walue MAY be present ]
WValue MUST be present Walue MUST be present
|E| Locked value Walue cannot he changed
Description : Tag : Value E —
_» Sendler's Reference 20 OIZ‘ @ O OlE‘
° ~) Time Indication A3C oXlleE cl@l o
~» Bark Operation Code fric = OIZ‘ @ O OE
¢ = Instruction Codle (23E OIZ‘ @ O OlE‘
_ Tranzaction Type Code (26T: OIZ‘ @ O OlE'
_ Walue Date, Currency Code, Interbank Settled Amourt 32m OIZ‘ @ O O|E|
_ Currency Code, Instructed Amourit (336 Olz‘ @ O OlE‘
s Exchange Rate 136 OIZ‘ @ O OlE'
_» Ordering Customer S0 OIZ‘ @ O OlE'
_+ Ordering Customer S0k OIZ‘ @ O OlE‘
_ Ordering Customer :50F: OIZ‘ @ O OlE' 2

Here the message fields are arranged in a tree view. On the right of each field are four lock types, one
of which may be chosen by clicking the radio button against it.

The options for locks are described below:

Symbol Use in Message Creation Use in Message Modification

X Value may not be present. Value cannot be changed.

When this lock option is specified against a field  Any existing value will be displayed but input to
in the template, a default value may not be this field is disabled.
specified in the Default tab.

When this template is used during message
creation, input to the field is disabled and the text
"This field cannot be entered due to template
restrictions” is displayed.

This lock type is not available for mandatory
fields.
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Symbol Use in Message Creation Use in Message Modification

Value may be present.

During template definition, the user has the
option to enter a pre-defined value for this field.

During message creation, the user has the
option to:

e Leave the field blank (except for
mandatory fields).

e Fillin a value for this field

e Change the value if a pre-defined value
exists.

This is the default lock type.

Value must be present.

During template definition, the user has the
option to enter a pre-defined value for this field

During message creation, the user must not
leave the field undefined. This is particularly
useful if a value is required for optional fields.

Locked value.

During template definition, the user has the
option to enter a pre-defined value for this field.

During message creation, the user cannot
change the pre-defined value set for this field if
one exists. The field is disabled for input.

Click Save Template to save the template.

Value may be present.
The user has the option to:

e Leave the field blank (except for
mandatory fields).

e  Fillin a value for this field
e Change existing value, if present.

This is the default lock type.

Value must be present.

The user must not leave the field undefined.
This is particularly useful if a value is required
for optional fields.

Value cannot be changed.

Any existing value will be displayed but input to
this field is disabled.

When any of the above lock types is used on a field enclosed in a repeat block, the restriction is
applied to the field for all instances of the repeat block.

Importing Jasper Reports

The reports menu can be accessed, if you have the necessary permissions, from the menu
option Administration > Reports.

To import a new report:

1. Click New Reportﬁ.
2. Enter the details as described in the table below.
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<) oy g @ o A4
Reports @R
Host group: Configure New Report. -
~ Payment Reports. Report Name [ iR
[8] 41l GBP Payments today & Description ‘ ‘
IPH Payment Batch Details &
Message Type Report & Path [ [0
Report Group [ none v
Resource [ none vie «
Archive Report e
System Report oo
Use Default Ooe
Report Format [ PoF vie «
Report Parameters
Parameter Name Parameter Type Parameter Value
Parameter Name Parameter Type Parameter Value o

Report Name
Description

Path

Report Group

Resource

Archive Report

System Report

Use Defaults

Report Format

User friendly name for an external report.
Optional description.

Complete and exact path and report name of compiled report in jar file including
".jasper' extension and leading forward slash.

The report group under which the report will be displayed.

The resource that the report is based on. Can be Message or Audit. Required in
order to propagate view restrictions on the displayed content. Refer to the section
on Security at the end of this document for more details.

If checked, the report is executed against the Archive database. All other aspects
remain the same.

Toggles visibility. If checked, all authorized system users can view this report.

This checkbox is for user convenience and can be used for access control.

If checked, a report is executed without prompting for parameter values. One click
execution for reports that either don't have parameters or have parameters that
don't require changing such as currency and amount limits.

Another use could be to limit users with execute only permissions from
overriding/modifying configured report parameters. Needless to say, for this option
default values must be provided for all parameters.

Desired output format of the report.
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Report Parameters

Parameter Name Parameter Type Parameter \alue
systemarrivaltime Date 01/03/2009 00:00:00 ;l
-
4 B
Parameter Name Parameter Type Parameter Value
systemarrivatime I Date LI (enter date) + || 01/03/2008 EUU:UU:DU |® Update | Reset |
enter date;
E=) o
yesterday

‘tomorrow
previous working day
next working day

The user interface also allows for the definition of parameters that are expected by a Jasper report. At
runtime, the parameters defined here are passed to the Jasper APl so names must match exactly.
Default values for parameters can be provided at design time and can be of string, numeric and date
types. For specifying date and time values, there are calendar and time pickers. Furthermore, to allow
'one click' execution of reports, for date parameters, there are placeholder values for 'today’,
'yesterday', 'tomorrow', 'next working day' and 'previous working day'. Working day values are
calculated based on the market centre associated with a host group, which is in turn is associated with
a report. If a report is defined for all host groups it does not have a host group assigned to it from
which to determine the market centre. In this special case, the currently logged in user's preferred
'timezone' is used to determine values for working days.

In addition to the parameter names needing to match exactly, for the successful execution of reports,
the data types also need to be compatible. General parameter type mapping rules are as follows:

MM parameter type Jasper parameter type

String java.lang.String
Numeric double
Date java.lang.String

To modify a report, select Payment Reports and click Edit & .

In Edit mode it is possible to delete a report definition. The Delete icon is located in the top right
corner, below the Logout toolbar icon.

Configuring iReport

FusionBanking Payment Manager uses the iReport 3.7.1 version to support the multibtyte character in
reporting. All customized reports must be compiled with this version to avoid errors on generating
reports on BFPM.

In addition, iReport 3.7.1 version now uses the font extension feature for the parameters PDF font
name and PDF Encoding as these were deprecated in the Text property.
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=IText properties

Fort name Arial -
Size 15 b
Bold
ttalic [l
Underline Ll
Strike Through Fl
Pl Fort-Resmets—r clapr -atael.—|HelveI:ica -
Pdf Embedded Fl
RofERncodifg CP1252 (Weskern European A
Horizontal Alignmernt Left b
“eHical Aligniment riddle -
Rotation Mone o
Line Spacing Single -
Markup none L
Eapor—font- A

Jasper Reports have built-in font extension only for the Dejavu fonts. To use other fonts on your report

that will supports Multibyte character, you must do the following:

1. Goto Tools > Option > Fonts tab.

2z &

Editar

%

General

R

iReporkt

Keymap

Fonks & Colors Miscellaneous

[x]

| Compilation and execution || Query Executer: Il Export options ||

JasperReports Properties

Jasperserver Repository

General I Classpath Fonts Wiswers

wiiizard Templates

Fonts

Arial

Dejabi Sang (from a read-only exbension)
DejaVu Sans Mone (from a read-only exkension)
Drsjaviy Serif (From a read-only extension)
Monespaced (From a read-only exkbension)
SarsSeriF (from a read-only extension)

Sevif (From a read-only extension)

Install Fonk

Edit Font
Femowve Fonk

Export as exbtension

PDF Fonts path {Deprecated, Install True Type Fonts inskead)

[] C:\Program FilesiJaspersoftiiReport-3. 7. iirepartimodulesiextihsgldb-1.5.0-10 . jar
[] c:%Program Files!JaspersoftiiReport-3. 7. 1\ireportimodulesiest|jasperreports-extensions-3.5. 3 . jar

Select all
Deselect all

Advanced Opkions

2. Click Install Font.
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Steps Font selection

1. Font selection

2. Family Details This wizard will help you to install a Font in iIReport as JasperReports Font extension.

3. Locales

4, Fant Mappings Please select a TrueType Font to be used as normal Font, In the next steps you will be able ko

specify other TrueType fonts For the bold, italic and bolditalic versions of this Family,

TrueType Fonk

/% Please specify a valid TrueType Font: file

E

| Browse

< Back Finish Help

multibyte character you used in your report.

m Font Installation

After selecting, click Next.

Browse on the True Type font to be used. Make sure that the True Type font supports the

X

Steps Family Details

1.  Font selection

2. Family Details The Family name of a Font is Font specific, Two fonts such as Helvetica Italic and Helvetica Bold
3. Locales have the same Family name, Helvetica, whereas their font face names are Helvetica Bold and
4.  Font Mappings Helvetica Ikalic,

Family Mame | ArialFont|

Fort details

Optionally, it is possible to provide other three TrueType Fonts For the BOLD, the ITALIC

and the BOLDJITALIC wersion of this Font Family

EBold | | Browse

Italic | | [ Browse ]
Bold Italic | | [ Browse ]
PDF details

These settings are used when a report is exported in PDF

PDF Encoding |<deFauIt>

v
[] Embed this Fort in the PDF dacument
—
~ ‘
[ = Back ] [ et = ] [ Firish ] [ Cancel ] Help

5. Fillin the Family name and font details. For PDF details, the PDF encoding should be set to

“Identity-H (Unicode with horizontal writing)”.
6. Tick Embed this font in the PDF document.
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PDF details

These settings are used when a report is exported in PDF

PDF Encoding IIdentit':.f-H (Unicode with horizontal writing)

Ernbed this font in the POF document

7. Click Finish.

8. To use the installed font, go back to the fonts tab, select the font and click Export as Extension. It
will generate a *.jar file. Put the jar file on the directory where the compiled jasper report is located.

Configuring Credit / Debit Mandate Lookup

To enable the credit/debit mandate lookup:

1. Goto Administration > Configuration > Web Services Maintenance.

2. Setup a web service. See Web Services Maintenance.

Configuration Web Services Maintenance

Host Administration Web Services Maintenance

Market centres
Market centre holidays

Host groups

Hosts Name {URL : Port Hame

Use this page to add, remove, or modify Web Services Configuration within Payment Manager / MessageManager.

Host features VSWDEVTEST

hitp:#localhost:29090/Dummr DummyWebSe »

Host system routing
Back office routing

Code Tables

Static Data Authorigation
Maintenance

Character conversions
Business entities
Currencies

Local Bank Code

Local Bank Code Loader
Custom BICs

SWIFTRef Data Uploader
BIC features

RIA loader

IBAN Format

Electronic Broker

System Control

LAU Key Maintenance

Web Services Maintenance
Web Service Client Mapping

Repository Actions

Create/modify queue actions
Azsign Queue Actions

Payments Netting

Standard Settlement Instructions
Parties

Report
Report Groups
Infrastructure Maintenance

SMTP (mail) Server Maintenance

The form below can be usedto enter a new value in the table on the
left, or to modify an existing entry. Fields marked with a * are
mandatory.

Name

*
URL ttp:/flocalhost: 3090/0umn +
Port Name DummyWebServicePort | %
Operation getMandateDetails *
User Name
Password
End Point ttp:/flocalhost: 3090/0um
URI hitp.iftest. my/

Service User Prefix
RSA Service Prefix

Ll

Web Service URL Namespace hitp./ftest my/ *
Web Service URL Local Part  getMandateDetails *
Web Service URL Prefix
Web Service Port Namespace |hitp./itest.my/ *
Web Service Port Local Part  |getMandsteDetails *
Web Service Port Prefix

i Update ] [ Cancel ][ Delete H AddNew ]

3. Then goto Web Service Client Mapping and select a Host Group, e.g. System.
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Configuration Web Service Client Mapping Details

Host Administration Web Service Client Mapping Details

Market centres
Market centre holidays
Host groups

Use this page to specify web service to be mapped

Hosts Host Group | (please select)
Host features (please =elect)
Host system routing TE|

Back office routing

Code Tables

Static Data Authorisation
Maintenance

Character conversions
Business entities
Currencies

Local Bank Code

Local Bank Code Loader
Custom BICs

SWIFTRef Data Uploader
BIC features

RMA loader

IBAN Format

Electronic Broker

System Control

LAU Key Maintenance
Web Services Maintenance
Web Service Client Mapping

4. Configure the Web Service Client Mapping Details. See section 4.3.2.15.

Configuration Web Service Client Mapping Details

Host Administration Web Service Client Mapping Details

Market centres
Market centre helidays
Host groups.

Use this page to specify web senice to be mapped

Hosts Host Group SYSTEM -
Host features
Host system routing Host :Web Service Alias Name :Web Servic

Back office routing
Code Tables

MPI CREDITOR_LOOKUP VSWDEVTEST »

Static Data Authorisation
Maintenance

Character conversions
Business entities
Currencies

Local Bank Code

Local Bank Code Loader
Custom BICs

SWIFTRef Data Uploader
BIC features

RMA loader

IBAN Format

Electronic Broker

System Control

LaU Key Maintenance

Web Services Maintenance
Web Service Client Mapping

The form below can be used to enter a new value in the table on the
left, or to modify an existing entry. Fields marked with a + are
mandatory.

Host WP v ox
Web Service Alias Name  |CREDTOR_LOOKUP *
Web Service Name WVSWDEVTEST v &

Web Service Client Class  |com misys.meridian. paym{

I Update I [ Cancel H Delete ][ AddMNew ][Aud\t]

For credit mandate type, use the alias name CREDITOR_LOOKUP. For debit mandate

type, use the Alias Name DEBTOR_LOOKUP.

5. Goto Administration > Clearing System then select a Clearing System, e.g. QATCH.
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Clearing Systems Config &9 Edit Clearing System Configuration

Clearing System & Clearing System Details

Create Clearing System . .

Maintain Clearing System Name: [oaTer | @ Description: |aaTex | *
QATCH - Market Centre: SYSTEM v x Supports Batching: = (i ]

(please select)
BATCHFILE-STEPZ

Enabled: (=]

E Participating Countries

Available Countries Selected Countries

AFGHANISTAN A
ALAND ISLANDS (51
ALBANIA

ALGERIA o
AMERICAN SAMOA

ANDORRA -

= Bank Directory Search

I Bank Directory Search: |cum.misys.meridian.usempi.csm swift.SwiftBan kDiremanea‘o I Enable Bank Directory Validation:

= Account Number Pattern Matching

() Regular Expression @ (©) Custom Java Class Validation @

Only QATCH and SEPA are available, Example, for QATCH, edit the Clearing System
Configuration and add the implementing class in the Bank Directory Search field then
tick Enable Bank Directory Validation.

6. Click Submit then Done.

To verify if the configuration was successful, go to Administration > Mandates, select Host Group
and click New Mandate. At the Host Id field, select the Host that was used in step 4. Then select a

Direct debit scheme.

Create New Mandate

= Mandate Details

Mandate Id: Y g::)ﬂ“d:te TEST mi
Host Id: M | % l"]:':l)gfiate Credt 7 .0
. ) M :
Direct debit SYSTEM o Mandate |
scheme: name:
FA R

Status: Active —_— E::;xn for

i Collection
Collection - :
amount type: Fixed »0 gigtlency Recurring 0
Collection
amount: | @ Currency:  GBP- POUNDS STERLING *
Maximum Collection
amount: | | @ frequency: Adhoe
Valid from: | | ?i Valid to: | | ?

The Lookup Bank Id and Lookup buttons should appear as in the screenshot below. The screen
should look like the following.
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Create How Massdate

S Mandale Detaity

Mandat g: 0 Mandate Group: NovriManzate -

oS id: SYsTIM - + Mandati pe: Crest - «0
DHrect debe schems: QATCH - L] Mandate nam:

Statws: Acthw - - Reason for status:

Collection amosnt fype: Fiusd . -0 OB Irquincy Bps: Rigering - «0
Collection smount 1] Currency: GOF - POUND'S STERLING. - *
Maximam smount: L] Colection frequency. Adhoc -

i trom: B0 v o

& Cobaction Daials

FIrst payment amosnt: L1} Final payment amownt: o
First collection date: 0 Final collection date: Oe
Colection Leniency (i daysk L]

= Dabitor Details

Dotitor nama: » Dwhtar account: »
Debioe sccoant name:

Debilod Bank name: - Debitor bank kentlier: w0
& CroditorDotails

Credilor name: - Creditor sccount: -
Creditr ACCount name:

Creditor bank name: - 0

BIC Institution Branch |City Country Mandate Type |Direct Debit Scherjigg

(=
NWBKGB2107L MNATIOMNAL WESTMINSTER BANK PLC o7L HASTINGS UNITED KINGDOM Credit QATCH
NUl\fBKGEIZ141 R MNATIONAL WESTMINSTER BANK PLC 4R SKEGNESS UNITED KINGDOM Credit OATT:H 22
4 n +
Selected fiald NWBKGB2124] selected

E CreditorDetails

Creditor name: [Name CE8 | Creditor account: [crReDTACCOUNTCAS | %
Creditor account name: \Credit Acchame C-B 8 |
Creditor bank name: |UNITED ARAB BANK | * Creditor bank identifier: [uARBAEARIGOC | »@
Name Account Account Name Bank Identifier
Name C-E 2 CREDITACCOUNTCAS Credit Acchame C-B 8 UARBAEAAO! UNITED ARAB BAMK
4 T G
Selected fiald 1 rows retrieved

For more information on how to use Lookup Bank Id and Lookup, please refer to FusionBanking
Payment Manager 5.1.1 User Guide.

Configuring Clearing Systems

The Clearing Systems allows the administrator to add or modify clearing and settlement mechanisms
(CSMs) where a payment is to be processed by a CSM. The CSM Extended Properties provides the
administrator additional configuration properties to assign a property name and value to its default
value.

To enable this, first the following permissions must be added to a user or role:
e Create Clearing Systems
e Maintain Clearing Systems
e View Clearing Systems

To create a clearing system:

1. Go to Administration > Clearing Systems > Create Clearing Systems.
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2. Enter the values for the following fields:
a. Clearing System Details

= Clearing System Details

Name: [zEPa | *@ Description: [sEPA | %
Market Centre: SYSTEM ~ % Supports Batching: 0
Enabled:

Name Name of the CSM

Market Centre The market centre that will be used for the CSM

Description Description of the CSM

Supports Batching Tick this if the CSM will support batching of messages.

Enabled Tick this to enable the CSM.

b. Participating Countries

= Participating Countries

Available Countries Selected Countries
BURKINA FASO - UMNITED KINGDOM
BURUNDI (g1 . |UMITED STATES
CAMBODIA |;| UNITED ARAB EMIRATES
CAMERDON ALISTRALIA
CAPE VERDE CAMNADA
CAYMAN ISLANDS -

This allows the user to select counties where the CSM will be applied.

c. Bank Directory Search

= Bank Directory Search

Bank Directory Search: | |0 Enable Bank Directory Validation:

Bank Directory Search  Holds the value for the implementing class for the bank directory information
for creditor/debtor mandate.

Enable Bank Directory  Tick this to enable bank directory validation.
Validation

d. Account Number Pattern Matching

Users can either use Regular Expression or Custom Java Class Validation.

= Account Number Pattern Matching

@ Regular Expression @ () Custom Java Class Validation @

[*LI0-sK2310-SKSHA-Z0-9K 1235 | 3

¢ Regular Expression — Click Add Expression then add the value format where the IBAN data will
be validated against with.

e Custom Java Class Validation — A java class that can be used for data validation. This is normally
configured during system implementation.
Example: com.misys.meridian.runtime.filter.csm.validation.accountNumber.CSMIBANValidator
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3. Click Submit.
4. The newly created CSM must appear in the Maintain Clearing System dropdown.

Clearing Systems Config &9

Clearing System

Create Clearing System
Maintain Clearing System

SEPA -

(please select)
BATCHFILE-STEP2
CSM

DirectFileAct
EgACH

QATCH

STEPZ
test
test2

To configure CSM Extended Properties:

1. Go to Maintain Clearing System dropdown and choose one among the available CSMs.
2. Click the CSM Extended Properties tab.
3. Click add to insert a new field

Clearing and Settlement Mechanism

C5M Configurati CS5M Extended Properties ]

C5M Extended Properties

Property Hame* Property Valuex Assign Property Name Assign Property Valuex

4. Enter the values for the following fields:
a. CSM Extended Properties

Clearing and Settlement Mechanism

CS5M Configurati C5M Extended Properties ]

C5M Extended Properties
Property Hame* Property Valuex Assign Property Namex Assign Property Valuex
PAYMENTSUBTYPE TUIT FEE BACSUserNumber 000001
Property Field found under the message's Alphanumeric
Name Credit Transfer Instruction
Information Purpose Proprietary.
Default value is
"PAYMENTSUBTYPE".
Property Value of the Property Name. Alphanumeric 200
Value including . , - (space)
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Assign User defined field that will be Alphanumeric
Property enriched in the batched message
Name

100
if matches the Property Value

Assign Value of the User Defined field. Alphanumeric
Property
Value

200
including . , - (space)

5. Click OK.

Clearing and Settlement Mechanism

CSM Configuration C5M Extended Properties 1
CSM Extended Properties

F Property Hame* Property Valuex
[[] PAYMENTSUBTYFPE

Assign Property Hamex Assign Property Valuex
TUIT FEE BACSUserNumber
=

000001
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Chapter 5 Configuring Compliance Watch List
Processing

FusionBanking Payment Manager can be configured to interface to Fircosoft OFAC Integration Suite
version 4.2, a comprehensive watch-list checking solution which works by checking that a pending
payment is not destined for a party on a watch-list. Based on this feedback, the client application can
automatically hold a potentially 'bad’ payment, and alert a supervisor who can choose to make the
payment anyway, over-ride the watch-list check, or cancel the payment. The workflow is used to
control the flow of payments to Watch List Checking and subsequent manual decision-making
processes within BFPM.

The components required to be set up in the BFPM project in order to implement Watch List
Processing are described in the FusionBanking Payment Manager Implementation Guide.
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Chapter 6 Configuring Target2 Processing

Background

FusionBanking Payment Manager will route payments via the Target2 Real-Time Gross Settlement
system if the BankFusion Meridian project is set up such that the payments pass through a node on
which the appropriate filter has been configured.

SWIFT will route a message via Target?2 if it is an MT103 or an MT202, is in the Euro currency, and
various fields are set on it. The filter sets these fields for Euro MT103s and MT202s.

Configuring the filter

As shipped in the core project, the filter's name is Target2Filter, which is of filter type RTGSFilterType
(where “RTGS” is Real-Time Gross Settlement). However, if you are adding it to another project, the
class name is com.misys.meridian.runtime.filter.csm.target2. RTGSFilter. The filter type and filter
name can be anything, though we recommend using RTGSFilterType and Target2Filter, as above.

The following fields need to be set on the filter:

T e S

RTGS A class which implements the If not specified the class

Detector com.misys.meridian.userapi.csm.rtgs.RTGSDetector com.misys.meridian. userapi.

class name interface csm.target2.DefaultTarget2Detector
will be used.

RTGS A class which implements the

Directory com.misys.meridian.userapi.csm.rtgs.RTGSDirectoryLo

Lookup class  okup interface

name

RTGS A class which implements the

Mapper com.misys.meridian.userapi.csm.rtgs.RTGSMapperFac

Factory class  tory interface.

name

The switchable features

The following switchable features interact with this functionality. See the Switchable Features Guide
for full details of the features.

¢ COREO000038: If enabled the Target2 priority for MT202s will be set to High (value = NYNN)
e COREO000044: process MT103 payments via Target2.
e COREO000045: process MT202 payments via Target2.
e COREO000047: applicable to domestic MT13 or MT202 for settling via Target?2.
o takes 2 optional parameters:

e OPTIONALPARAMETERL1 = List of country codes (comma separated)
o OPTIONALPARAMETER? = List of line of business (comma separated)

¢ COREO000048: if enabled payments from Equation will not be processed via Ratget2.
e COREO000065: Skip Field 57A of MT202s to determine the Target2 destination BIC
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¢ COREO000080: if enabled the Target2 priority for MT103s will be set to High (Value = NYNN)
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Appendix A - Parameters list for security complex
permissions builder conditions

Originate message

Use template to
modify a message

Repair a message

Modify a message

Define which
messages are visible

Send from BIC
Address

Type

All message
properties. See
the FusionBanking
Payment Manager
User Guide

All message
properties. See
the FusionBanking
Payment Manager
User Guide

All message
properties. See
the FusionBanking
Payment Manager
User Guide

All message
properties. See
the FusionBanking
Payment Manager
User Guide

BIC
Institution

Branch

equals

not Equals
like

not like

starts with
not starts with
ends with

not ends with

In

not in

between

not between

Is blank

Is not blank

See

the FusionBanking
Payment Manager
User Guide

S

the FusionBanking
Payment Manager
User Guide

See

the FusionBanking
Payment Manager
User Guide

See

the FusionBanking
Payment Manager
User Guide

equals
not Equals
like
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Field 1: Literal Value; OR

Field 2: Dropdown selection of
all Message types configured in
the project

Comma-separated range of
values.

Field 1: Literal value — start of
range; and

Field 2: Literal value — end of
range

n/a

See the FusionBanking Payment
Manager User Guide

See the FusionBanking Payment
Manager User Guide

See the Payment Manager User
Guide

See the FusionBanking Payment
Manager User Guide

Literal Value
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Limit visibility for
audit records

Perform custom
actions

Select visible host
groups for user

City
Country

All audit properties.

See

the FusionBanking
Payment Manager
User Guide

Custom action

Host group

not like

starts with
not starts with
ends with

not ends with

In

not in

between

not between

Is blank

Is not blank

See

the FusionBanking
Payment Manager

User Guide

equals

not Equals
like

not like

starts with
not starts with
ends with

not ends with

In

not in

between

not between

Is blank

Is not blank

equals

not Equals
like

not like
starts with

not starts with
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Range of values separated with
a comma

Field 1: Literal value — start of
range; and

Field 2: Literal value — end of
range

n/a

See the FusionBanking Payment
Manager User Guide

Literal Value

Comma-separated range of
values

Field 1: Literal value — start of
range; and

Field 2: Literal value — end of
range

n/a

Literal Value
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ends with

not ends with

In

not in

between

not between

Is blank

Is not blank
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Comma-separated range of
values

Field 1: Literal value — start of
range; and

Field 2: Literal value — end of
range

n/a
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Appendix B - Payments Netting

Overview

The payments netting functionality within FusionBanking Payment Manager allows users to combine a
number of payment (MT202s, MT103s) and receive messages (MT210s) with similar settlement
instructions to be netted together, producing a 'netted' set of messages which are then sent out to
SWIFT. By default this functionality is switched off and 'invisible' within BFPM. To enable this
functionality please contact your Account Manager.

This section covers all the aspects of the Payments Netting solution.

Netting Message Types

Two messages types, defined within the SWIFT system are the main drivers for the Netting
functionality. Those message types are:

e CASHFLOWP (pay)
e CASHFLOWR (receive)

The CASHFLOWP message embodies a payment message and is similar to the standard SWIFT
MT103 message. The CASHFLOWR message is similar to the 'Notice to Receive' message; the
SWIFT MT210.

Both message types are given an InternalMessageType of 'N' to identify them as 'Netting Messages'.
They share the same headers as other messages within the SWIFT system and as such can be
persisted into the BFPM database and viewed via the FusionBanking Payment Manager GUI.

These two message types form the basis of the Payments Netting solution in that they are the source
message types from which netted payment messages are produced. So, any external system feeding
payments information into FusionBanking Payment Manager must utilise these two message types.
This can be achieved using the FusionBanking Payment Manager Integration toolkit where bespoke
Payments formats can be mapped to the CASHFLOWP or CASHFLOWR as required.

FusionBanking Payment Manager Workflow Components

The recommended Payments Netting workflow involves four nodes in the project, the names of which
must be identified in the BFPM properties file (refer to Implementation Guide):

Netting Node — this MMDA node holds all the CASHFLOW messages that are available for netting.
In certain cases it may be attached to the Deleted node to direct CASHFLOW messages that are
manually deleted from the GUI (note that this requires the custom action "Delete" to be assigned to
this queue).

Netted Node — this MMDA node holds all the CASHFLOW messages that have been netted. This
means that once a set of CASHFLOW messages have been selected to be Netted in the
FusionBanking Payment Manager GUI, they are sent to the Netted node to indicate that these
messages have been Netted and that a Netted payment / receive has been produced. This node is
assigned a default message status of "Sent".

Transmit Node — this node is where the resulting SWIFT messages are forwarded to. It is
recommended that this node will have the ValidationFilter attached on the input side to allow the
resulting SWIFT messages to be validated automatically. This is useful because it is possible that the
SSI information selected for the Netted message may contain characters of invalid formats which
would result in the message being Nacked by SWIFT.
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The Transmit node also acts as a decision node to direct the message further into the workflow. The
recommend set of routing decisions would be:

Valid messages are forwarded to the "Verification" node.
Invalid messages are sent to a Repair node.
All Netted messages with zero amount are sent to the NotTransmitted node (see diagram below).

Repair Node — this node holds invalid SWIFT messages coming out of the Transmit Node. The user
may build a query over this queue in order to repair the messages and get them transmitted to SWIFT.
Repair functionality is covered separately within this document.

In the example workflow below, the "NettingQueue" is the Netting Node, "Netted" is the Netted Node,
"NetDecision" is the Transmit Node and "NetRepair" is the Repair Node.

MetRepair

®

MettingQuewe *

iy

MetDecision

e

Werification

s |l

Metted Deleted MotTransmited

CASHFLOW messages and the Criteria Builder

When the Payments Netting functionality is switched on, a new Query List category is added to hold all
Payments Netting queries:

B3 &

Query List &8 2] 1

Host group:
(all hostgroups) v|

F Qutgoing Messages
* Incoming Messages
k All Messages

* Audit

* Payments Netting

This Query List category is only available for 'Live' queries. It is not available on the End of Day or
Archive query views.

This new category will only hold queries which return messages that are available on the Netting node
(see above). By definition, messages on this node will be either "CASHFLOWP" for payment
messages and "CASHFLOWR" for receipt messages. This is achieved through applying special
conditions to any query created within the Payments Netting category.
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Adding a Payments Netting Query

When the "New Query" icon T is selected from the navigation pane, the usual query definition input
form will be activated on the right hand pane. When a user selects 'Netting Messages' from the
Category drop down, certain conditions are forced such that only messages on the NettingQueue are
returned. There are some additional changes which are described in the table below.

=) & G L0 ) (7] ATTE
Query List 5B New Query £
Host group: |o You have made changes to this query, but they have not been saved. To save this query, please hit the "Save Query’ button below. %y

* Outgaing Messages
* Incoming Messages
* All Messages

* Audit

* Payments Netting

Host group time:
14.April. 10 21:11:47

[—

cotaory

Notify me when [ | rows are reached (ieave blank for no akerts)

but not before [ |innhmm format (00-23:00-58); leave blank for no time restrictions
Visibility [ check this box to allows ofher users to see this query

Link to role All Users (leave as it is for system-wide query)

Show rowcount

check this box to enable row counts to be updated automatically in the query list Shown n the left-nand pane

‘Show records where | all of the following conditions are true |+

Conditions The new queue of the message is equal to NeftingQueue
The value date is equal to today (in users timezone) & %1
The counterparty is equal to Bank y & %

The payment beneficiary is equal to Customer z # 3¢

This query would currently return 0 rows [Explain query]

[ The user can change the value of this condition when the query is run

[ (please seiect..) | [ Add condtion ] [Clear]

[ (please setect..)

Sort results Select which columns will be used to sort the results. You may select multiple columns.

Available columns

Type ~
Type (descending) =1 e

Sorted columns

- C

Query Name

Category

Field function unchanged.

A new category; 'Netting Messages' has been added such that the following values
are now provided in the dropdown:

e Outgoing Messages

e Incoming Messages

e All Messages

e Netting Messages

Notify me when

Notify me but not
before

Visibility

Show row counts

Field function unchanged.

Field function unchanged.

Field function unchanged.

Field function unchanged.

Show records where When Netting Messages is the selected Query Category, the dropdown will now be
limited to "all of the following conditions are true". This is done to ensure that
users cannot return messages which could not be Netted together. For example,
this prevents a query being written that would return CASHFLOW messages that
have different currencies or value dates.

Conditions Adding implied conditions:

If the selected Query Category is "Netting Messages, there is an implied condition
that will be automatically added (ref. 8):

All netting queries will run against a single queue (the Netting node as defined in
the FusionBanking Payment Manager properties file) to ensure that only
candidates for netting (CASHFLOW messages) are returned by the query.
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When creating new netting queries, this condition will automatically be shown in
the form and 'AND'ed to any other conditions that the user may add (e.qg. ref. 9).
You will notice that the implied condition cannot be amended nor deleted (i.e.,
icons # s are disabled). In addition this condition cannot be made promptable.

Defaulting the Value Date:

An 'inferred condition' will be applied to the Value Date. If the Value date has not
been specified, it will be given a default value of "today" and will be added when
the query is saved.

In cases where a different date is required, the user can add the value date
condition if not already present, or amend it otherwise.

Criteria restrictions:

Although the netting queries are built over the netting messages residing in the
MESSAGES table, the criteria to use in ref. 13 will be reduced to allow the user to
use only the properties that are relevant to netting:

On the left-hand-side operand, the message properties dropdown will be limited to
the following selections for the Netting Messages category:

e  Currency
e Counterparty
e Payment Beneficiary
e Value Date
e Message Type
e Line of Business
e Business Entity
The only operator allowed is "equals"” (=).

The right-hand-side operand will remain unchanged (providing dropdowns or
textbox as appropriate for the message property).

For the new Counterparty property, the right-hand-side operand must show a
dropdown of all party short names from the Counterparty table.

Explain Query Field function unchanged.

Change Value Field function unchanged.

checkbox

Sort Results To be able to sort Payments Netting query results returned, 'Counterparty’ should

be added to the Sort Results grid, allowing that users are able to sort results
according to this field.

Note that the other fields will remain in the list of sortable columns as they will still
be allowed to be displayed in the query result pane, even though they are not to be
used in the query conditions.

Save Query button A few checks are done prior to persisting the query into the database: It is
imperative that the Counterparty and the Currency criteria are present in the
WHERE clause to ensure that the netting maintenance can select the appropriate
SSis for which these two properties play a key role. If any of these are not
present, saving is not be allowed and appropriate error messages should be
issued on the screen.

Cancel button Function unchanged
Query name display Function unchanged.
Delete Query icon Function unchanged.
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Create New Copy icon  Function unchanged.

Payments Netting Display &

Maintenance

When a netting query is selected and run from the navigation pane, the top right hand panes will
display the results of the query. The top pane will show the summary of CASHFLOW messages
returned by the query. When CASHFLOW(S) are selected from the summary pane, the bottom pane

will then show two tabs, the first is the Netting Maintenance tab and the other, the Message Details

tab.

The Summary Pane

B a ¢ 2 @ o A
Query List @ EE) Query results for 'Netting3' (16 rows returned) ETEOTS
Huost group: [ Select &l | [ Deselect 21 | Prev-[1]- Mext
SWSTEM W o B B . . . o
Priority : Type : Category s Oueue : Status : Destination Address
F Qutgoing Messages O CASHFLOWMetting MettingQueue Unsent TEST2ZABCHHH |
* Incoming Messages O CASHFLO\-’\Nen?ng Nett?ng@ueue Unsent TEST2ZABCHA §|
O CASHFLOWMetting MettingQueuse Unsent TEST2ABCHH 1
fad|Messanes O CASHFLOWMetting Netting@usue Unsent TESTZABCHA
* Payments Hetting O CASHFLOW\Metting MettingGueue Unsent TEST2ZABCHAR
Netting?! (0] 7 O CASHFLOW\Netting MettingGueue Unsent TEST2ZABCHA |

Metting2 (01 &7 £

Metting3 (167 &

Please select a message from the list shown abave

Host group time:
Z1.February.14 15:37:13

|

The Summary Pane is similar to the one displayed for conventional live messages queries. The
differences are summarised below:

e The Filter ¥ icon on the toolbar is disabled.

e In conventional message query results, when one or more checkboxes are ticked on the
results grid, the system waits for a user to perform a custom action on the selected rows (i.e.,
action is selected from Perform Action # icon on the toolbar). For netting messages, this is
replaced with an interactive display of the Netting SSI pane which will be discussed in more

detail below.

To avoid selected messages from being processed by other users, a message locking mechanism has

been applied. When a user tries to select a CASHFLOW message that has already been locked by

another user, the selection box will not be checkable and a message will be shown as below:

| vinw oyt -7 G L onbon | g Erors |- I |
Query List G E query Tox Metting® (1

Host groug: [ Message locked The message wit i -1 6703 cannol be modified besause anoiner user Is alteady maditring iis message. USer St loched ihis message at 27 Fab 14 20,0234, M l0ck wil be released ai 27 Feb.14 20,32 34

SYSTEd = Soket A | Desskat Al

* Guigoing Messages. Mbessags i Type Categony (e Status Dhestination Addross 1] Priarity Hoest Referonce Hast ldentifier

+ Incaming Mosseges 16702 CASHFLOWMNEtting Netingousus Ungert TESTZADCH 10000902 SYSTEM

* AN Messages rsros CASHFLOWMMNatng NetrgGuiue Unserd TESTIABCKX Da000a0z ETSTEM
™ 16706 CASHFLOVNatting HetingQusug Unserd TESTIABCHAL 00000001 SYSTEM

= Payments Netting 16707 CASHFLOWMMeting NetirgGueus Unsert TESTZADCHN 00000001 SYSTEM

Metting! (0] & 16708 CASHFLOWNatting MenngLusLS Unsarg TESTIARCHHN 00000004 SYETEM

Netinn2 (1) & I 16709 CASHFLOWNEtting Netngaueus Unsert TESTZABCHN 00000004 SYSTEM

bty 1) reno CASHFLOWMMNAfting NetngGueus Unsant TESTIABCHHN 00000003 HYSTEM
16711 CASHFLOWNetting Netinglusus Ungert TESTZADCHN 00000003 SYSTEM
18714 CASHFLOWMtting NettngGueue Unsert TESTZABCYNN 00000002 SYETEM
18118 CASHFLOWMatting NeftngQueus Ungant TEATIARCHN 000000 SYATEM
I 1eme CASHFLOWMeting NettrgGueus Usnsert TESTZABCH0 00000001 SYSTEM
rens CASHFLOWMMNAfting NetngGueus Unsant TESTIABCHHN 0a000a01 HYSTEM
16720 CASHFLOWNEtting NetingQusus Ungert TESTZADCHN 10000004 SYSTEM
rsrn CASHFLOWMMetting NetngGueus ngerd TESTIABCOOC 00000004 STSTEM
16733 CASHFLOWMatting NeftngQueus Ungant TEATIARCHN 0000003 SYATEM
r1er CASHFLOWMEting NettrigGueus Unsert TESTZABCYN 10000003 SYSTEM

Flease select a message from the kst shown shove
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The user Id of the person locking that record is displayed on the screen. The lock on the message will
be removed in any one of the following instances:

When the message locking timeout (defined in the Administration > User Preferences) has lapsed.

1. When the message has been manually unlocked from the Message Lock facility under the
Administration dropdown.

2. When the row is deselected from the summary grid
3. When the user has decided to abandon the exercise.
4. When the netting has been completed.

Points (1) and (2) represent functionality applied for all messages, not just CASHFLOWS.

The Payments Netting Maintenance Screen

Query List &3 E Query results for Wekting' (16 rows rebured)
Host groug: Gessect A |
S_YS\:DA'— Mussage b Type Category e Status Dresdination Address TRN Priuity Howl Aeference
* Quageing Messages " 6T0z CREHFLOWE reemng HemingQueue ungent TESTIABCHG, 00go0n:
R G, 6703 CASHFLOWP Remng HamingQuous Unsont TESTIABCION 000000z
[ 16T06 CASHFLOWF L] HestingQueus Unsant TESTZAS(I00 [
* All Messsges Pl CASHFLOWE Hasing HeingaupL unsent TESTIABCIN0 00000
T B }:':g cAHFLOWR mu- mm Mum TESTZABCHG onoounos
Hmengt () & TErin CASHFLOWR Heting Hetingueue Unsenl TESTIABCHG 00000003
:nm!- el BT CASHELOWH Teeming Heinguey unsent TESTIABCKG D0OG00GE
Mgl & LI CREHELOWE ] Hingaud Unsgiit 3 3 2
16715 CASHFLOWF heming heginglusus Unsant TESTIARCHOM 00000003
I 16718 CASHFLOWP Meging HeingOusue Unsent TESTIARCH OGa0001
¥ 16118 CASHFLOWP Hemng HetingQusus Unsent TESTZARCHG 00000001
P 16120 CASHFLOWR Neting Htingusue Unsent TESTZABCIO 00000004
¥ g1 CABHFLOWR Neming NemfingQueus Unsent TEETZABCIN0 nnoannes
16722 CASHFLOWR Hefing NsgingQuaue Unzent D0CAn00E
¥ 16723 CASHFLOWR Heting Hetingouswe unsent TESTZARCHN 00000003
4]
J' Netting 551 |
Commleipaty st Hearnbae of Recrighs 1
- M 400 RECEMABLE Hambses of Paysness ]
LE 20 Dot 007 ] I
Curency Ows  Thews Dwoction Muthod Delay  Progoct Special?  SSIKel  Ordesmg Customes Atcounl  Oruring CssSomer O ing InstEution ACcount Oty Istution Senuer Conm
A [} [ R PAY FRY n AR CounttFatidss
k] |
Perfosin Netling

Mt group Bme

When one or more checkboxes are ticked in the summary grid, the bottom pane will show the Netting
SSl tab. It is possible for the user to select only one CASHFLOW message for netting. When only one
CASHFLOW message is selected, the user will go on to pick the appropriate SSI for the message in
the same manner as done when netting several CASHFLOW messages. The only difference is, the
resulting net message will retain its own TRN, i.e., it will not be system-generated.

This tab displays two distinct groups of information:
The Header Details

The Header information shows a summary of the netting details taken from the selected messages:

Counterparty The counterparty of the selected messages.

Amount The currency and the net amount are displayed, as well as an indication of
whether it will be paid or received, depending on the selected netting messages.

The net amount is calculated by finding the difference between the sum of all the
payments (message type = CASHFLOWP) and the sum of all the receipts
(message type = CASHFLOWR). If the calculation results in a payment, the text
"PAYABLE" is displayed, otherwise, "RECEIVABLE" is displayed.
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If the calculation results in a zero amount, then the text "PAYABLE" is displayed.
Number of Receipts The number of CASHFLOWR messages selected in the summary pane.

Number of Payments The number of CASHFLOWP messages selected in the summary pane.

The Amount, Number of Receipts and Number of Payments are changed interactively as rows are
selected or deselected from the summary pane.

The SSI Grid

The SSI grid below the header information shows the applicable settlement instructions for the
selected CASHFLOW messages. You must click Load SSI in order to populate the grid. If you change
the selection of messages from the Summary pane, you will need to click this button again.

SSl records are displayed in the grid according to the following rules:

e Records must have the same Counterparty, Currency and Host Group as that displayed in the
header information.

e The SSI Netting flag must be set to 'Y', i.e., if 'N', the record must not be selected. This rule
however will be ignored if the counterparty's record in the PARTIES table has the
ISCOUNTERPARTY flag set to 'Y".

o If the net amount is Receivable, the result will be further narrowed down by showing only
those with Type = "Ours" and a Direction of 'R' (Receive) or 'B' (Both). If it is Payable, the type
is not considered but the Direction will be 'P' (Pay) or 'B' (Both).

e Records must have an Effective Date that is on or before the Value Date and also an Expiry
Date that is after the Value Date (Effective Date <= Value Date < Expiry Date)

e The order of output in the grid will be as follows (in ascending order unless specified): Their
SSils, Our SSils, Default (descending, i.e. those with 'Y's first), Product Type and Method.

e The columns from the SSI table will be displayed in the following order:

Column Label Data (from SSI table)
Column Label Data (from SSI table)
Currency The netting currency
Our Radio button. Enabled if type of SSl is "Ours".

Only one row can be selected within this column.

Their Radio button. Enabled if type is "Theirs".

Only one row can be selected within this column.

Method SSI Method

Default SSI Default

Product Type SSI Product Type
Special SSI IsSpecial

SSI Ref SSI numeric reference
SSI Description SSI Description
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Ordering Cust Alc Ordering customer account line

Ordering Customer Ordering customer short name
Ordering Inst Alc Ordering Institution account line
Ordering Institution Ordering Institution short name
Sender's Corr Alc Sender's Correspondent account line
Sender's Correspondent Sender's Correspondent short name
Receiver's Corr Alc Receiver's Correspondent account line
Receiver's Correspondent Receiver's Correspondent short name

Third Reimbursement Inst A/c Third Reimbursement Institution account line

Third Reimbursement
Institution

Intermediary Alc
Intermediary

Account With Inst A/lc
Account With Institution
Beneficiary Alc
Beneficiary

Remittance Info

Details of Charges
Sender to Receiver Info

Remarks

Third Reimbursement Institution short name

Intermediary account line

Intermediary short name

Account with institution account line
Account with institution short name
Beneficiary account line

Beneficiary short name

Remittance information (first line only)
Details of charges ("OUR", "BEN", "SHA")
Sender to receiver info (first line only)

Remarks (all 4 lines)

The user can scroll horizontally to view the rest of the columns. The column widths are adjustable as
is the case for the Message Query Results grid.

Other Details

The Maximise 2 icon will be made available at the toolbar which will expand the bottom pane to a
larger portion of the screen. Once maximised, it will be replaced by a Minimise = icon which will shrink
it back to its default size.

A "Perform Net" button is available under the SSI grid. Clicking this button (when appropriate) will
create the net SWIFT message. When Perform Net is clicked, the following checks are carried out to
ensure that the required information to populate the payment/receipt SWIFT message is available:

e For a net payable, one OUR row and one THEIR row must have been selected.
e For a net receivable, one OUR row must have been selected

Any other combination of choices is disallowed and an error message is displayed on the Netting
pane. Netting is still possible when the resulting amount is zero. The resulting message will have a
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zero amount and, providing the recommended workflow is implemented, will be directed to the
"Deleted" queue in the Project.

The Netting Action Result pane

If the netting action is successful, the bottom pane will be replaced with the "Netting action result"
pane, with a message detailing the message IDs of the netted messages and the message type and
message ID of the resulting SWIFT message.

Adding Notes to a Net Message

In the same Netting Action Result pane, the "Notes" tab provides a means for the user to add some
notes about the created net message.

& & {2 SN 7 (T A @
Query List E§9 ﬂ Query results for "Netting3® (16 rows returned) arvEOS
Host group
SYSTEM v
ype i Category i Queue i Status :Destination Address :TRN :Host Reference
= Outgoing Messages [ ASHFLOWNEtting MettingGueue Unsent TEST2ZABCHAH aooooonz ~
test (3) & [CJASHFLOWNetting MettingQueue Unsent TEST2ABCHH 00000002
MT103 (14) [[] ASHFLOWi etting MettingGueue Unsent TEST2ZABCHHR nooooood
Bl outgoing (254) & [ ASHFLOWNstting MettingQueue Unsent TEST2ABCH oooooon
Sel_Test (5) 7 ] ASHFLOWNEtting Nettingoueue Unzent TEST2ABCI 10000004
* Incoming Messages ] ASHFLOWWNetting MNettingGueue Unsent TEST2ZABCHH nogooood
» AllMessages [ ASHFLOWNetting NettingQueue Unsent TEST2ABCHNK 00000003
. ] ASHFLOWWNetting MNettingGueue Unsent TEST2ABCHHH aoooQana
aiiaymentsdlelling [l ASHFLOVNetting MettingQueue Unsent TESTZABCHHK 00000002
Neﬂ!ng‘l (m :7 ] ASHFLOWWNetting MNettingGueue Unsent TEST2ABCHHH 00onooo2
mmg E1DJ5)/) ] ASHFLOWNetting NettingQueue Unsent TEST2ABCIN 00000001
g (1) [ ASHFLOWNetting MettingQueue Unsent TESTZABCHAH 00000001
] AsHFLOWMetting MettingGueue Unsent TEST2ABCH aoooooong
] ASHFLOWWNetting MNettingGueue Unsent TEST2ABCHHH aoooQand
] AsHFLOWMetting MettingGueue Unsent TEST2ABCHA ooooooon: el
< I >
Tree view Text view Audit log [ Notes | B2 QAS:
There are no notes currently recorded against this message
Enter additional notes here...
Siave nate

When the net message is queried using a conventional Outgoing Messages query, this note can be
viewed on the Notes tab in the Message Details pane.

The Message Details Tab

When a row is clicked on within the summary grid, the Message Details tab is shown in the bottom
pane, which will display the usual information and features available on the Message Details pane for
conventional live message queries. The only notable difference is the new location and availability of
the icons on the toolbar. For netting messages, only the Delete # and Print & icons will be enabled.

When the Message Details tab is selected whilst in the Netting SSI tab view, the last row selected in
the summary grid will be shown.

Refer to the FusionBanking Payment Manager User Guide for full information on the functionality
offered on the Message Detailed pane.
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a (¢] @ @ (7] A @
Query List B H Query results for "Netting3' (16 rows returned) ETEOTS
Host group: Select Al | Deselect All | 1 record selected
SYSTEM VI
Id Type Category Queue :Status :Destination Address TRN Prio
} Qutgoing Messages I~ 16702 CASHFLOWP Metting MettingQueus Unsent TEST2ZABCHHN 0000000z -
* Incoming Messages I~ 18703 CASHFLOWP Metting MettingQueue Unsent TEST2ZABCHA 00oooooz2
I~ 16706 CASHFLOWP hetting hettingQueue Unsent TESTZABCHH aoooonod
hafllMessages, 16707 CASHFLOWP Netting Netting Queue Unsent TESTZABCHO 00000001
~ Payments Hetting ¥ 16708 CASHFLOWR MNetting MNettingQuaue Unsent TEST2ABCHHN 000oooo4
Netting! (0) & 16709 CASHFLOWR Netting NettingQueue Ungent TESTZABCHKX 00000004
Metting2 (1) & 16710 CASHFLOWR Metting MettingGueus Unsent TEST2ZABCHNH 00000003
Bl netting3 (16) 16711 CASHFLOWR Metting MettingQueus Unsent TEST2ZABCHRK 00000003
16714 CASHFLOWP Metting MettingQueus Unsent TEST2ZABCHHN 0000000z
18715 CASHFLOWP Metting MettingQueue Unsent TEST2ZABCHA 00oooooz2
16713 CASHFLOWP hetting hettingQueue Unsent TESTZABCHH aoooonod
16719 CASHFLOWP hetting hettingQueue Unsent TEST2ABCHHH aooooood 7
Ll | 3
Hetting 551 Message Details 2QASE
J. Tree view ‘ Text view Audit log Hotes
Priority M Category M
Status u TRH 00000004
Host Reference Host Identifier EVETEM
Value Date 21 December 2007 Currency AUSTRALIAN DOLLARS
Systemn Arrival Time 18 Feb 14 14.10:23 Hetwork Exchange Time
Message Id 16708 Het Message ID
Description Tay : Walue
@ TRM 2o 00000004

Tracking CASHFLOW Messages to Net Messages

FusionBanking Payment Manager provides a means to link netted CASHFLOW messages to the
associated net message and vice-versa.

Tracking the Net Message for a Given CASHFLOW Message

When viewing CASHFLOW messages that have already been netted (via an ordinary Outgoing
Messages query), an icon will be shown on the Detailed Message Pane toolbar which, when clicked,
will display the associated net message on the same pane (overriding the display of the cashflow
message). The 'View Net Message' icon == will only be activated for messages that have an
associated Net Message ID.

Tracking the CASHFLOW Messages for a Given Net Message

To track all cashflow messages that belong to a net message, an ordinary Outgoing Message query
can be defined by the user to return all messages with a particular Net Message ID.

To make querying of the Net Message ID possible, the Query Builder has been changed to include the
Net Message ID as one of the message properties in the dropdown for setting up Query conditions:
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&
Query List R

Host group:
SYSTEM

* Outgoing Messages
F Incoming Messages
+ All Messages

- Payments Netting
Netting1 (1) &

Metting? () &
Netting (167 &

Haost group time:
24 February.14 13:36:10

(¢

New Query
Query name
Category
Notify me when
hut not before
Visibility

Link to role
Show rowcount

Show records where

Conditions

rows are reached (leave blank for no alerts)
in hkemm formeat (00:00-23: 597, leave blank for no time restrictions
] check this box ta allow cther users to see this GUErY
(leave as tis for system-vwide guery)

check this box to enable rove counts to be updated automatically in the guery list shown in the left-hand pane

| all of the following condtions are true v

There are no conditions defined for this query

[ The user can change the value of this condition when the query is run

‘ Met Message D

| [ lease setect... - ‘.0l Conltion

Multiple Status

IMetwark

Metwark Device
Metwork Exchange Time
Mostro Account

MNotes

Oigirel Paymert I
Payment Beneficiary
Payment Customer
Paymert Priority
Possible Duplicate
Priority

QueLe

Reversal Indicator
SWHIFTHet Service
Sender's Address
Sepa Bulk ID

Session Mumber
Settlement Accourt
Status

System Arvival Time
TRH

Transzaction Reference
Transfer I
Transmitted Payment I

~

will be used to sort the results. You may select multiple columns

Sorted columng

Standard Settlement Instruction (SSI) Maintenance

Within the Administration > Configuration suite of functions there is an additional section called

"Payments Netting". Under this category two new tables can be maintained:

Standard Settlement Instructions (SSIs)
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Parties

Configuration

Host Administration

Market centres

Market centre holidays
Host groups

Hosts

Host features

Host system routing
Back office routing

Code Tables

Character conversions
Business entities
Currencies

Local Bank Code

Local Bank Code Loader
Custom BICs

SWIFTRef Data Uploader
BIC features

IBAN Format

System Centrol

LAU Key Maintenance
Web Services Maintenance
Web Service Client Mapping

Repository Actions

Create/modify custom action
filters

Create/modify custom actions
Create/modify gueue actions
Agsign Queue Actions

Report

Report Groups

Infrastructure Maintenance
SMTP (mail) Server Maintenance

Payments Netting

Standard Settlement Instructions
Parties

The Standard Settlement Instructions Maintenance Function

This function enables users to maintain the settlement instructions that will be attached to messages
created as the result of a Net. As such it includes settlement fields that are used in MT103, MT202 and
MT210.

When this option is clicked on from the navigation pane, a selection screen will be displayed in the
right hand pane allowing the user to enter and select the name of a particular counterparty of interest.
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3 s G

Configuration Standard Settlement Instructions

Host Administration lard I Instr
Market centres :
Market centre holidays Standard Settlement Instructions
Host groups
Hosts Counterparty |Co
Hozt features CounterParty3470
Host system routing CounterParty3472
Back office routin

. CounterParty3474
i VIS CounterParty3476
Character conversionz CounterParty3478
Busines= ertities CounterParty3420
E“"'T“E'C'ei . CounterParty3482

ocal Bank Code

Local Bank Code Loader CounterParty3454
Custom BICs CounterParty3426
SWIFTRef Data Uploader CounterParty3488
BIC features
IB2R Format
Elzctronic Broker
System Control

L&l Key Mairtenance
Wieh Services Maintenance

Repository Actions

Createfmodify gueue actions
Azsign Queue Actions

Payments Hetting

Standard Settlement Instructions
Parties

The user must enter a partial or full counterparty short name in the text entry field. As the user types, a
drop-down list of up to twenty counterparty short names that start with the entered character sequence
are displayed as a filtering mechanism. The first entry in the list is highlighted in red and can be
selected by pressing enter. Other entries in the list can be selected by typing more of the name, or by

using the mouse or keyboard navigation keys. On entry or selection of counterparty, the SSI grid and
SSlinput form will be displayed as follows:

Standard Settlement Instructions
Standard Settlement Instructions

Standard Settlement Instructions

Counterparty |CounterParty3470 The farm below can be used to enter a new value in the table onthe
left, orto modify an existing entry. Fields marked with a » are
Counterparty Currency :Host Group mandatory.

No rows returned

Currency | e8P - PouNDS STERLING ¥
*
Host Group *
Product Type =
Wethod *
Direction *
Special? O
Default? O
Netting? O
e T
Receive Required?
Effective Date [
Expiry Date [ B
SSI Description |:|
Ordering Customer
Account
cou|

Ordering Customer

CounterParty3470
CounterParty3472
CounterPary3474
CounterParty3476
CounterParty3479
CounterParty3480
Sender Correspondent | “OUnterParty3482
Account CounterParty34384
Sender Ci CounterParky 3486

Ordering Institution
Account

Ordering Institution

The SSI grid displays all existing settlement instructions associated with a particular counterparty.

In order to improve the application response time during search, the number of rows that can be
returned in the search is limited to a figure that can be defined in the FusionBanking Payment
Manager Properties file by your Application Administrators. The counterparty text entry field is also
included in this pane to allow the user to reference the settlement instructions associated with another

counterparty without having to go back to the previous screen. When a new counterparty is selected,
the SSI grid is dynamically updated.
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The input form on the right hand side of the grid is designed to display existing settlement instructions
and allow the capture of new settlement instructions for the current counterparty. Please note that the
fields will not be validated according to SWIFT rules.

The following details can be captured and maintained by FusionBanking Payment Manager:

Mandatory fields are appended with a red star on the input screen. All checkboxes that are regarded
as mandatory are not tagged with a red star as an unchecked box signifies an entry of 'N'.

Counterparty

Currency

Host Group

Product Type

Method

Direction

Type

Effective Date

Expiry Date

Default

Special?

Receive Required?

Netting SSI

Y

Dropdown of the short names of all the parties available in
the Parties table that are financial institutions

Dropdown of all currencies (ISO Code + description) from
the Currencies table

Dropdown of all available host groups from the Host Groups
table

Free format text of up to 50 characters.

Free format text of up to 20 characters. This would typically
contain the payment settlement method such as "SWIFT",
"RTGS", "CHAPS", "CHIPS", etc.

Dropdown: Pay, Receive, Both. A combination of
Type=Their and Direction=Receive is disallowed

Dropdown: Ours or Theirs

With Date Picker, is displayed in Data-Entry format (from
User Preference).

With Date Picker, is displayed in Data-Entry format (from
User Preference). Entry must be later than Effective Date.

Checkbox. Validation ensures that there is only one default
per set of SSI records with the same key. The key comprises
of the following:

e Host group

e Counterparty
e  Currency

e Type

e Product Type
e Method

e Direction

Checkbox. This indicates special processing or routing will
be done for net messages using this SSI.

Checkbox, signifying that this Counterparty wants to receive
MT210 messages. It is only activated when type = "OURS".

Checkbox. This indicates the SSI is available for netting
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SSI Description

Source

Ordering Customer
Account Line

Ordering Customer

Ordering Institution
Account Line

Ordering Institution

Sender's
Correspondent
Account Line

Sender's
Correspondent

Cover Required

Receiver's
Correspondent
Account Line

Receiver's
Correspondent

Third Reimbursement
Institution Account
Line

Third Reimbursement
Institution

Intermediary Account
Line

Intermediary

Account with
Institution Account
Line

Account with
Institution

Beneficiary Account
Line

Beneficiary

Free format text of up to 50 characters.

This information cannot be captured. It is given a default
value that will be taken from a properties file.

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table that is NOT a financial institution

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table that is a financial institution.

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table that is a financial institution..

Check box. Should be clickable only if the Sender's
Correspondent is present.

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table that is a financial institution.

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table that is a financial institution..

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table that is a financial institution.

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table that is a financial institution.

Free format text using SWIFT X-character set.

Entry must be a valid Party short name that exists in the
PARTIES table.

© Misys | Administrator Guide - FusionBanking Payment Manager 5.1.1 134



Appendix B - Payments Netting

Remittance Up to 4 lines of free format text using SWIFT X-character set.
Information lines 1-4 Entry on each line cannot exceed 35 characters.

Details of Charges Dropdown: BEN, OUR, SHA. Defaulted to OUR.

Sender to Receiver Up to 6 lines of free format text using SWIFT X-character set.
Information lines 1-6 Entry on each line cannot exceed 35 characters.

Remarks 1-4 Free format text.

Entry on all account lines is optional (except for Ordering Customer) and should start with a forward
slash '/'.

For Ordering Customer Account line, entry is optional and if entered, one of the these two formats
must be followed (otherwise an invalid Net SWIFT message may result):
/34x - a forward slash followed by up to 34 character text from SWIFT X-character set,

CCCC/- (SWIFT 2007) a four-character codeword followed by a forward slash. The codeword will
not be validated against SWIFT allowable codes until the Net message is passed through the SWIFT
FIN Validation filter.

Security Permissions

New permissions have been added to the FusionBanking Payment Manager Security function to
control users who are allowed to maintain SSI records:

Maintain SSI (administration.MaintainSSI)

Normally, the standard permission "Configure System Tables" will allow the user to view/maintain the
tables under the Administration > Configuration suite of code tables. This new permission will need to
be granted along with the "Configure System Tables" to be able to insert or edit SSI records.

If this new permission is not granted, a user can only use the function in view mode when the Netting
function is enabled.

The Parties Maintenance Function

This maintenance function allows FusionBanking Payment Manager users to maintain parties and
counterparties for whom Standard Settlement Instructions can be created.

When this option is clicked on from the navigation pane, a search screen is displayed in the right hand
pane, which will narrow down the results that will be displayed in the grid displayed in the next screen.
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B & (<] L SRS 7 ) e A

Configuration Parties table
Hest Administration Parties table
Market certres
Viarket eentre holidays Use this page to add, remaove, or modify the parties available for use in Metting SSIs within Message Manager.
Host groups
Hosts Party Short Name  |© EEEVED The form below can be used (o enter a new value in the
Host features CounterParty3470 table on the lefl, or to modify an existing entry. Fields
Host system routing Party Short Name | CounterParty3472 e marked with a % are mandatory.
Biack affice routing

CounterParty3474

Code Tables No rows returned | CounterPary3476
Character conversions CounterParty3478 Party Short Name : *
B it
S Courertatosio ParyLonahame |
el Bk Gt CounterParty3482

ocal Bank Code External Reference | |
Local Bank Cods Loader CounterParty3484
Custom BICs CounterParty3488 Financial Institution [
SAIFTRe? Data Uploacsr
BIC feclres SWIFT BIC 1
S Mdness —
Electranic Broker
Sy o ]
LAU Key Mairtenance
P A — [
Repostor Actons —
Createimodify queue actions Counterparty? O

Agsign Gueue Actions

Payments Hetting

Standard Settlement Instructions
Partie=s

Report
Report Groups
Infrastructure Maintenance

SMTP (mail) Server Mairtenance

The user can enter either a partial or full Party short name in the associated text entry field. As the
user types an entry, a drop-down list of up to ten counterparty short names that start with the entered
character sequence is displayed. The first entry in the list is highlighted in red and can be selected by
pressing Enter. Other entries in the list can be selected by typing more of the name, or by using the
mouse or keyboard navigation keys.

If a partial Party short name is entered when the 'Search' button is selected, the party grid will be
populated with the details of all the parties whose party short names start with the entered text. When
a new Party is selected, the Party grid is dynamically updated.

If a full Party short name is entered on search, the party grid will be populated with the details of a
single party that matches the entered text.

When a row in the party grid is selected, the party input form is populated with the details of the party,
as displayed in the following screen shot:

a (<] (= e 2 ) 7] A 4

Configuration Parties table

Host Administration Parties table

Market certres
Market certre holidays
Host groups

Use this page to add, remove, or modify the paries available for use in Netting S5Is within Message Manager.

Hosts Party Short Name  |CourterParty The form below can be used to enter a news value in the table on the left, or to modify an
Host features existing entry. Fields marked with a % are mandatory.
Host system routing Party Short Name :Party Long Name :External Reference :Financial Institution
Back office rating CounterPar3s72 3472 v
Code Tables CounterParty3474 3474 PartyShortMame [ |«
Character conversions CounterParty34]Party Short Name: CounterParty3472 v
B oy o 5% L
8 ternal Reference:

Curencies CounterP Aty E i rstvution: o . ExternalReference [ |
Looal Bank Code Loader CounterParty34 E:IdIFT E.IC: SWTFTao00 Financial Institution [ ]

CounterPary34faddress: v
Custom BICs : SWIFT BIC
SAFTRS! Data oacr ; L 1
e : e —
IBAN Format Counterparky?: i
S B —
System Conrol
La Key Mirterance L 1
Wiigh Services Maintenance l:l

Repository Actions
C b Counterparty? O

Createmodity ques actions

A3sign Queue Actions

Standard Seftlement Instructions
Parties

The party input form allows for the modification of the details of existing parties and the addition of new
parties. In order to improve the application response time during search, the number of rows that can
be returned in the search is limited to a figure that is defined in the FusionBanking Payment Manager
properties file. If the user did not enter any values in the previous search screen, the grid will have
blank rows displayed. The search fields are also included in this pane to allow the user to do another
search without having to go back to the previous screen.

The following details will be captured:
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Short Name Y Short version of the party's name. Entry should not be longer
than 20 characters.

Long Name Y Long version of the party's name. Entry should not be longer
than 100 characters.

External Reference External version of the party's name. Entry should not be
longer than 50 characters.

Financial Institution Checkbox, signifying whether the party is a financial

flag institution or not. This value influences the type of message
to be produced (MT103 or MT202) when the netting exercise
results in a payment.

BIC Enter the SWIFT BIC for this party if available. Entry should
not be longer than 11 characters. Note that either the BIC or
the Address must be entered.

Address Enter up to 4 lines of the party's name and address. This is
primarily used to output option K, D or blank option of a party
field in the SWIFT message. Note that either the BIC or the
Address must be entered

Counterparty flag Checkbox, signifying that the party is used as a counterparty
in payments netting.

Security Permissions

New permissions have been added to FusionBanking Payment Manager Security to allow control over

the users who are allowed to add or view only SSI records:

Maintain Parties (administration.MaintainParties)

Normally, the standard permission "Configure System Tables" will allow the user to view/maintain the
tables under the Administration > Configuration suite of code tables. This new permission will need

to be granted along with Configure System Tables to be able to insert or edit Party records.
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CORE000007

COREO000019

CORE000020

CORE000024

CORE000025

COREO000027

CORE000028

Using TRAM

Allow Production of
Multiple Messages

Verify by Line of
Business

Enable Midas Plus
Functionality

Bypass Verification
for all Statements

Consider Urgent
Messages as
Candidates for
Multiples

Add Tag 108: into
the SWIFT Header

MPMFlow

Filter —
MPMFlow

MPMFlow

Midas_Stub

MPMFlow

Filter —
MPMFlow

MPMFlow

If this feature is switched on, copies of the
message types mentioned below will be sent
to the TRAMMBX node from where they will
be picked up by the MidasPlus to TRAM
interface:

MT300, MT320, MT321, MT330,MT340,
MT341, MT350, MT392

This node has no endpoint set up by default.
If this feature is to be turned on, the flat file
adaptor and connector must be configured
and the project re-deployed.

This is the main controlling feature for the
production of multiple messages. It must be
enabled for hosts whose messages are to be
pooled into multiples via the Configuration,
Host Features page of the Administration
suite of functions. This feature produces
MT203s and multiple MT210s from individual
MT202s and MT210s respectively. If
CSWO031 is switched on, it will also produce
MT102s from individual MT103s.

This feature allows messages to be sent to
the Verification queue based on the Midas
Plus module that indicates the source of the
message. The list of Midas Plus modules (2
character module IDs) to be included when
the feature is turned on must be specified in
the optional parameter for the feature
(OtionalParameter2).

This feature tells FusionBanking Payment
Manager that Midas Plus is running, as
opposed to Midas R4. It must be turned on
for all standard Midas Plus Payment
Manager installations.

This feature allows statement messages to
be sent straight out to SWIFT instead of
being sent to the Verification queue for
manual release.

This feature must be switched on for hosts
which require their urgent messages to be
included in the production of multiple
messages. As with COREO000019, this is also
enabled on a host by host basis via the Host
Features functionality. This feature will only
become effective if CORE000019 is also
enabled for the same host.

If this feature is on, field 108: (Message User
Reference / MUR) will be added to the block
3. The value will be the Transaction
Reference (Midas Plus Deal Reference).
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CORE000031

CORE000032

COREO000051

CORE000052

COREO000053

COREO000054

COREO000055

COREO000056

COREO00057

COREO000058

COREO000059

COREO000069

CORE000088

Allow all non SWIFT
messages

Disable Sending of
Incoming Messages
to Midas

Use Canonical

Treasury STP
Awaiting Match
Functionality

Enable Currency

Automatic Release
Date Update

Process Late

Release Payment on
non-working day

Release Payment
with Insufficient
Notice Days

Raise IBAN format
validation error for
non-STP messages

Bypass BIC-IBAN
combination
validation

Enable validation of
local bank code and
SWIFT BIC
matching.

Use CSM Calendar

Filter —
MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

MPMFlow

If this feature is on, non SWIFT messages
will not be suppressed by Payment Manager
(in the CancellationFilter filter). Instead they
will be routed by default to the
NotSentToSwift queue in Payment Manager.

If this feature is on, incoming messages
(outgoing from SWIFT) will not be sent to
Midas. Instead the final destination of these
messages will be the NotSentToMidas queue
in Payment Manager.

Use canonical payment for payment
messages.

If this feature is switched on, a check will be
made on the settlement currency to verify
that it is a working day in the country aligned
with the payment currency.

If this feature is switched on, a payment
which fails a non-working day check will have
its release date reset. If this is not on, the
payment will be queued.

If this feature is switched on, late payments
will skip cycle checks and will be allowed
through.

If this feature is switched on, future dated
payments will be sent even if the value date
is a non-working day, otherwise payments
are routed to the repair queue.

If this feature is switched on, payments can
be released without applying the full number
of notice days.

If this feature is switched on, messages not
undergoing STP with incorrect IBAN formats
will have an error raised.

If this feature is switched on, validation for
the combination of BIC and IBAN will be
bypassed.

If this feature is switched on, the following will
take place, where relevant:
validation of a local bank code

identification of a local bank code from a
received SWIFT BIC

checking that a received SWIFT BIC/local
bank code pair matches correctly

If this feature is switched on, the market
center that will be used will be from the CSM
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Reference

CSW028
CSwo029

CSW031

CSwo032

TESTMODE

Release
Confirmations
Without Verification

Release All
Messages Without
Verification

Generate MT102's in
Payment Manager

Suppress Field :22F:
from Sequence B

Use Test and
Training Mode

MPMFlow

MPMFlow

Filter —
MPMFlow

Midas_Stub

MPMFlow

Configuration Tab in the Clearing Systems
Config page.

If this feature is on then all confirmation
messages pass through MMM without need
for verification.

If this feature is on then all messages pass
through MMM without need for verification.

If this feature is on, it allows the production of
MT102s from individual MT103s. It must be
switched on, on a BIC by BIC basis, via the
BIC Features functionality. When MT103
messages are received by Payment Manager
from host applications, the MT103 sender
and destination BIC addresses are used to
lookup their corresponding CSWO031 records
in the BIC features table. If both are found
and are enabled, then the MT103 is eligible
for multiple message processing.

This feature will only become effective if
COREO000019 is also enabled for the MT103
host.

If this feature is on, field:22F: (TTCO) in
Sequence B of Trade generated MT540,
MT541, MT542, MT543 messages will be
suppressed.

If this feature is on, all messages produced in
Midas Plus Payment Manager will have their
destination address set to the training
address that must be entered into Optional
Parameter 1.
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The ArrivalServer adaptor is a component that performs cancellation processing for financial
messages. In a typical workflow, the ArrivalServer adaptor is attached to the first node that receives
financial messages from the host interface. Cancellation processing takes account of cancellation
semantics for each of the supported network/formats.

SWIFT

Three SWIFT cancellation processing models are implemented; the codeword model used for
category 3 messages (Treasury Markets Foreign Exchange, Money Markets & Derivatives),

the 1SO15022 model used for ISO15022 Securities messages and the MTn92 model, used for other
message types, including pay and receive messages.

Codeword model

New transaction New transaction, so no existing New confirmation generated with
confirmations. ‘new' codeword (NEWT).

Amend transaction No existing confirmations for this New confirmation generated with
transaction (either because the ‘amend' codeword (AMND).
transaction was entered before Assumption is that previous
FusionBanking Payment Manager was in ~messages were sent, even if they
use, or because old messages have are no longer available to the
been dropped). cancellation process.

Existing unsent confirmation. No Existing unsent confirmation

confirmation has ever been sent for this logically deleted. New confirmation

transaction. generated with 'new' codeword
(NEWT).

Existing unsent confirmation, but Existing unsent confirmation

previous confirmations for this logically deleted. New confirmation

transaction were sent. generated with ‘amend' codeword
(AMND).

No unsent confirmations, but at least one  New confirmation generated with

confirmation already sent. ‘amend' codeword (AMND).

Cancel transaction No existing confirmations for this New confirmation generated with
transaction (either because the ‘cancel' codeword (CANC).
transaction was entered before Assumption is that previous
FusionBanking Payment Manager was in ~ messages were sent, even if they
use, or because old messages have are no longer available to the
been dropped). cancellation process.

Existing unsent confirmation. No Existing unsent confirmation

confirmation has ever been sent for this logically deleted. No new

transaction. confirmation is generated.

Existing unsent confirmation, but Existing unsent confirmation

previous confirmations for this logically deleted. New confirmation

transaction were sent. generated with ‘cancel' codeword
(CANC).
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No unsent confirmations, but at least one  New confirmation generated with
confirmation already sent. ‘cancel' codeword (CANC).

1ISO15022 model

New transaction New transaction, so no existing New message generated
messages

Amend transaction No existing messages for this New message generated. Cannot
transaction. generate cancellation if previous

message cannot be found.

Existing unsent message Existing unsent message logically
deleted. New message generated.

Existing sent message. MT5nn cancellation generated to
cancel previous message. New
message generated.

Cancel transaction No existing messages for this No message generated
transaction.
Existing unsent message Existing unsent message logically
deleted.
Existing sent message MT5nn cancellation generated to

cancel previous message.

ISO15022 cancellation messages are of the same type as the message being cancelled (i.e. an
MT541 is cancelled by a second MT541). The cancellation is identified by the codeword CANC in
field 23G Function of the Message. The message being cancelled is referenced in the Linkages
subsequence, fields 16R LINK — 16S LINK.

MTn92 model
New transaction New transaction, so no existing New message generated
messages
Amend transaction No existing messages for this New message generated. Cannot
transaction. generate MTn92 if previous
message cannot be found.
Existing unsent message Existing unsent message logically
deleted. New message generated.
Existing sent message. MTn92 generated to cancel
previous message. New message
generated.
Cancel transaction No existing messages for this No message generated
transaction.
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Existing unsent message

Existing sent message

Cancellation prerequisites

Cancellation processing depends on a number of fields in the message's SWIFT header. These fields

allow the ArrivalServer adaptor to correctly identify the action (Insert, Amend or Delete) associated

Existing unsent message logically
deleted.

MTn92 generated to cancel
previous message.

with each message, and to identify related messages. The mandatory fields for cancellation

processing are:

HostType

HostID

DealReference

HostReference

InternalMessageType

Action

The type of host system (Equation Midas,
Opics, ...)

A string that uniquely identifies an
instance of a host system (e.g. Equation
unit mnemonic, Midas system prefix, ...)

A unique reference to the transaction

A unique reference to a transaction and
the event in the life of that transaction for
which the message was generated.

A code representing the function of the
message: P=Payment; R=notice to
Receive; C=Confirmation; I=1SO15022;
S=Statement, M=Cash Management.

I=Insert; A=Amend; C=Cancel
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Used on deletion to find all
messages for the transaction

Used by amend process to find
messages for this event (for
example if details for one
settlement amongst many have
changed, this field will be used to
identify and cancel/delete only
those messages related to the
changed details)

Used on amend to ensure that, for
example, only payment messages
are cancelled if only pay-side
details have changed.
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Overview

Multiple messages are a feature of the SWIFT FIN standard. It is possible to group together a number
of similar transactions for transmission as a single message — saving on the cost of message delivery.
For example, a SWIFT General Financial Institution Transfer (MT202) may be sent as part of a
Multiple General Financial Institution Transfer (MT203). Other multiple message types include MT102
(multiple MT103) and MT210 (multiple MT210). To be eligible for inclusion in a multiple, individual
messages must share some common data or match criteria. In the case of an MT203 payment
message, for example, all parts must have the same sender, destination, currency and value date.

FusionBanking Payment Manager includes a feature that allows individual messages to be
consolidated into multiple messages automatically. The FusionBanking Payment Manager Message
Broker workflow is used to route eligible single messages to a special queue (normally MultipleHold)
that implements the message consolidation logic. Messages arriving at this queue are held; pending
the arrival of other messages with identical match criteria (FusionBanking Payment Manager adds
some standard match criteria of its own to ensure that multiple messages belong to a single business
entity). If an optimal multiple message — one that is as large as the standard permits - can be
assembled from the component messages on the queue it is sent immediately, and the components
are marked as having been sent as a multiple. A user may opt to send a non-optimal multiple or single
message component from the multiple hold queue at any time prior to automatic release using
FusionBanking Payment Manager Explorer. Component messages are automatically sent as non-
optimal multiples or single messages on their value date, at a time determined by a setting on
FusionBanking Payment Manager Currency Details table, to ensure that payments are not missed if
an optimal multiple cannot be created.

Enabling the Multiple Message Functionality

The production of multiple messages is controlled by the following switchable features:

CORE000019 "Allow production of multiple messages"

This is the main controlling feature for the production of multiple messages. It
must be enabled for hosts whose messages are to be pooled into multiples via
the Configuration, Host Features page of the Administration suite of functions.
This feature produces MT203s and multiple MT210s from individual MT202s and
MT210s respectively. If CSWO031 is switched on, it will also produce MT102s
from individual MT103s.

CORE000027 "Allow urgent messages to become eligible for the production of multiple
messages."

This feature must be switched on for hosts which require their urgent messages
to be included in the production of multiple messages. As with CORE000019,
this is also enabled on a host by host basis via the Configuration, Host Features
page of the Administration suite of functions. This feature will only become
effective if CORE000019 is also enabled for the same host.

CSwo031 "Allow the production of MT102s"

This feature allows the production of MT102s from individual MT103s. It must be
switched on a BIC by BIC basis via the Configuration, BIC Features page of the
Administration suite of functions. When an MT103 messages is received, the
MT103 sender and destination BIC addresses are used to lookup their
corresponding CSWO031 records on the BIC features table. If both are found and
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Field ID Description

are enabled, then the MT103 is eligible for multiple message processing.

This feature will only become effective if CORE000019 is also enabled for the
MT103 host.

Identifying Potential Components

When an MT210, MT202, MT103 is sent from a host to FusionBanking Payment Manager, a number
of rules need to be met, before deciding if the message can become a potential component of a
multiple message:

e The feature CORE000019 is switched on for sending host.
e The message amount does not exceed the cut off amount for the related currency.

o If the feature COREO00027 is not switched on for the sending host, the message priority
cannot be 'U' — Urgent.

o If the message type is MT103, it can only be sent as part of multiple MT102 if the feature
CSWO03L1 is switched on for both sender and receiver BIC address

The cut off amount is stored is stored in the Currencies table without decimal points. The amount from
either 32B for an MT210, or 32A for an MT103 and MT202 will be checked if less than or equal to the
Cut Off amount.

If all the above criteria are met, then the message will be populated with the relevant data to satisfy
eligibility for a component of a multiple message. This data will be in the form of a matching key which
will be created by concatenating an order of the message type, destination address, value date and
currency code into one field. This is because to be eligible for grouping, messages must have the
same message type and share the same destination, value date and currency details. Further criteria
are also required for each message type, which follows below.

The message will also contain a multiple message status field that will be populated with the value 'P' -
potential message. Once flagged, all potential component messages will be held in a common queue
(normally the MultipleHold queue) for a period of time, before being released as either an individual
message or as a component of a multiple. Only messages with the multiple message status flagged as
'P" will be held in this queue.

MT210 Multiple message criteria
The multiple match key for an MT210, will be made up of the following criteria:
e Message type
e Block 3 Message User Reference
e Block 3 Banking Priority
e Block 3 Address Information
e :32B: Currency Code
e Sender Address
e HostID
o Destination Address
e :30: Value Date
e AccountID
The multiple message match key will look similar to:
MT210@nul 1@nul 1@nul 1@QUSD@PTSAGBPPAXXX@AL@CHASUS33AXXX@190605@nul 1
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MT2102 Multiple message criteria

The multiple match key for an MT103, will be made up of the following criteria:

Senders Correspondent, Sending Institution, Receivers Correspondent and Ordering
Institution are optional and therefore may not appear in the multiple message key. 50K contains an

Message type

Block 3 Validation code

Block 3 Message User Reference
Block 3 Banking Priority

Block 3 Addressee Information
:32B: Currency Code

Sender Address

Host ID

Destination Address

:30: Value Date

:23: Bank Operation Code

:51A: Sending Institution

:53a: Sender Correspondent either A
:54a: Receiver Correspondent A
:71A: Details of Charges

:72: Sender to Receiver Information

optional account no, with an address, this field must match all other fields of other components, so the
account must be the same.

The multiple message match key may look similar to the following:

MT103@nul 1@nul 1@nuI T@nul 1QUSD@PTSAGBPPAXXX@A1@PASOBEBOAXXX@190605@CRED@NUTI
@nul 1@nul 1@OUR@NuUT I

Please note there is further criteria for a 102, see the SWIFT user manual.

MT203 Multiple message criteria

The multiple match key for an MT202 will be made up of the following criteria:

Message type

Block 3 Message User Reference

Block 3 Addressee Information

:32A: Currency Code

Sender Address

Host ID

Destination Address

:32A: Value Date

:53a: Sender Correspondent either A, B or D
:54a: Receiver Correspondent A, B or D

:52a: Ordering Institution A or D
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Senders Correspondent, Receivers Correspondent and Ordering Institution are optional and
therefore may not appear in the multiple message match key.

The multiple message match key may look similar to:
MT202@nul 1@nul 1@ USD@PSTAGBPPAXXX@A1@PASOBEBOAXXX@190605@nul I@null@null

Generating Multiple Messages

A background process called the Multiple Message Service monitors the collection of potential
component messages held on the Multiple Hold queue. The process is triggered on a configurable
polling interval (usually set at 5 to 30 minutes) defined in the project multiple message service profile.
The process will trigger a number of operations for releasing potential messages either as components
of multiple messages or as individual messages:

Creating multiple messages when the maximum components are
available

The process will monitor the number of component messages for a matching key. The maximum
number of components for each multiple message type is configured in the project multiple message
service profile. When the number of component messages is available, they will be released as part
of a multiple message.

Creating multiple messages when the maximum size is reached

For all multiple message types, as defined in the Swift standards, a maximum number of characters is
enforced for a message. A process will be required to monitor the collected size of characters for each
set of matching potential component messages. When the maximum size is reached, the messages
will be grouped together and released as a multiple message. The maximum number of characters for
the related multiple messages are:

e MT210, MT203 — 2,000 characters
e M103 - 10,000 characters

The maximum characters can be configured to be less than the above recommendations by changing
the defaulted values in the project multiple message service profile.

Releasing messages at cut off time

A user configurable cut off time field is provided in the Currencies table to allow an administrator to
set up a time to release messages for a given currency. The following points describe the behaviour of
batching up multiple messages around the cut off time:

e Prior to the cut time, only multiple messages that reach the maximum components and size
limits will be released. Non-optimal multiples (i.e. matching messages that do not reach the
limits) and unmatched potential messages remain in the MultipleHold queue.

e When the cut off time is reached, all potential component messages for that currency will be
released as either components of multiple messages (whether optimal or non-optimal) or, if no
matching messages are available, as individual messages. The creation of multiple messages
and individual messages are discussed below.

From this time on up to midnight, all qualified messages with value date prior or equal to today are
sent as individuals, whilst those with value date of greater than today will be pooled and sent as
normal (i.e. as per processing prior to cut off time).
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Message States

The following table describes the messages states:

P Potential (component) A message of this type is defined as being eligible for becoming a
part of a multiple message

© Component A message becomes a component once it has been incorporated
into a multiple message

M Multiple A message is defined as multiple if it contains two or more
component messages

| Individual A message is an individual if it is released from the holding place
and has no potential for being a component of a multiple.

Individual messages

Individual messages will be transmitted to the next point in the workflow, this is likely be the
SwiftTransmit node.

At this point the MultipleMessageStatus field will be changed to 'I' — Individual. This change will
exclude any conflicts with matching potential component messages and provide flexibility for the user
when creating custom queries.

If the message is a MT210, then the message count monitor, for the multiple match key will be
corrected.

Component messages

All potential component messages will have their message status set to 'C' — Component. The
component messages will then be moved to a 'Sent as Multiple' node. Here, the component
messages will remain until archived.

When the Multiple message status is set to 'C', it will help to exclude any conflicts with matching
potential component messages and provide flexibility for the user when creating custom queries. It will
also be used for reference by the multiple message for display purposes. The multiple message match
key will also be included in the component message this will be used to reference the multiple
message.

Multiple messages

Multiple messages will be transmitted to the next point in the workflow, which is likely to be the
SwiftTransmit node.

At this point the MultipleMessageStatus field will be changed to 'M' — Multiple. This change will exclude
any conflicts with matching potential component messages and provide flexibility for the user when
creating custom explorer queries.

The creation of multiple messages will use the same generic behaviour for all actions described in the
above processes. The structure of the different multiple message types vary, for more information see
the SWIFT documentation.

When created, the multiple message will have a unique key generated (Multiple Message ID). The key
will be added to all component messages. This key may be used on query conditions to reference the
multiple message on the View Query List option (see the FusionBanking Payment Manager User
Guide).
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The MT102 multiple message requires the total sum of the amounts for all of the components, in field
23A to be calculated and added to field 19. The sum of receivers charges (71G) also needs
calculating.

The MT203 multiple message requires the total sum of the amounts for all of the components, in field
23A to be calculated and added to field 19.

During the process of creating a multiple message, prior to adding a matching potential message, the
size of the multiple message should be calculated with the new potential message. If the multiple
message would exceed the maximum size with the new potential, the multiple message should be
released without the potential message.

Configuration Options

Currencies Table
The following fields in the currencies table are used specifically for the multiple message processing:

Multiple Message Cut Off Time — the time of the day when all component messages will be pooled
into multiples regardless of whether the maximum components or size is reached. See Releasing
Messages at cut off time.

Next Multiple Message Run — this is the date at which the cut off time processing will be made
effective. This date is automatically advanced to the next day after the cut off processing.

Market Centre — this is used to express the time zone at which the cut off time is be expressed in.
This is to qualify the cut off time against the server time when all payment and receive messages will
be sent. As an example, if the cutoff time for USD is 17:00 and the server is in London, setting the
Market Centre in New York will have the cut off time processing for USD be processed at 22:00
London time (a difference of 5 hours).

Cut Off Amount — Potential messages with amounts greater than specified on this field will not be
pooled into the multiple message. If a value is not defined, then no amount checking will be
performed. When the Cut off Amount is re-set any time during the day, the new value will be used
immediately.

Multiple Message Service Profile

The background process that collects the potential messages into multiples is controlled by a number
of configurable fields kept in the project Multiple Message Service Profile. Some of these fields are
listed below:

e Polling Interval — This field defines the time interval (in milliseconds) between activation of
the background process. This is usually set at 300,000 to 1,800,000 milliseconds (5 to 30
minutes).

e Input Node — The node/queue which contains messages which will be combined (usually the
MultipleHold queue)

e« Transmit Node — The node/queue where completed multiples or individuals that cannot be
combined, will be sent (e.g., the SwiftDecision node)

e Sent As Multiple Node — The node/queue where copies of the individual messages which
have been combined will be placed (usually the SentAsMultiple node).

¢ Maximum Size MT102 — The maximum number of characters a generated MT102 multiple
message. As mandated by SWIFT, this should not exceed 10,000.

e Maximum Size MT203 — The maximum number of characters of a generated MT203 multiple
message. As mandated by SWIFT, this should not exceed 2,000.

e Maximum Size MT210 — The maximum number of characters of a generated MT210 multiple
message. As mandated by SWIFT, this should not exceed 2,000.
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e Maximum Components MT102 — The maximum number of component messages to create
in an MT102 multiple message.

¢ Maximum Components MT203 — The maximum number of component messages to create
in an MT203 multiple message. As mandated by SWIFT, this should not exceed 10.

¢ Maximum Components MT210 — The maximum number of component messages to create
in an MT210 multiple message. As mandated by SWIFT, this should not exceed 10.

Manual Routing Actions for Potential Multiple Messages

FusionBanking Payment Manager allows a user, on an ad hoc basis, to manually select potential
components and route them forward in the workflow. This is particularly useful when the background
service is in waiting mode or when isolated potential components need to be sent out ahead of the cut
off time.

To do this:

1. Create a query to display all potential components being held.
2. Select a potential component from view

3. Click Custom Action & icon from the toolbar and perform one of two actions from the dropdown:
Route as Individual and Route As Part of Multiple

Route as Individual

When the Routelndividual action is selected, the chosen message will have its state change to 'l' —
Individual and will be released on its own.

Route as Part of a Multiple

When the RouteMultiple action is selected, a process will gather a list of messages with the same
multiple match key as the selected potential component message and the resulting multiple message
will be released. If no other messages are found with the same key, the potential component will be
released as an Individual, performing the same functions described above.

The minimum amount of messages required for a multiple message is two. If two or more matching
potential component messages are found, a multiple message will be created out of these. The
selected message and all other related components will have their state changed to 'C' — component.
The multiple message will be created using the same procedure as described in Multiple Messages.
Component messages are detailed in Component Messages.

Multiple Message Display Facilities

When viewing component messages in the FusionBanking Payment Manager Explorer, an option is
available to view the corresponding multiple message by selecting the View Multiple icon = from the
Detailed Message Pane toolbar. The multiple message will then be displayed in the Detailed Message
Pane.

All multiple messages are created with a unique key called the Multiple Message ID. To generate a
query for displaying the associated component messages of a selected multiple message, create
guery conditions based on selecting components with the same Multiple Message ID, located in the
SentAsMultiple queue.
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Product Name

Version and Document Title

Glossary

Booked

Release Date
Release Time
Settlement Cut-Off

Time

Settlement Date

A booked payment instruction is one where debit / credit accounting entries have
been applied. Un-booked instructions are the opposite — the relevant account
has not been debited or credited.

Date on which a payment is scheduled for release.
The time on Release Date at which a payment can be released into the workflow

The latest time of day at which the Business wishes to release a payment. This
time is used to define when "proximity" alerts should be raised, and to alert
users when a payment is being released after its settlement cut-off time.

The inter-bank settlement date for a payment. Settlement date is applied
according to date at the payment destination.
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